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ABSTRACT 
In this study cost-benefits problems concerning the knapsack problem of limited resources 

is studied and how this relates to an attacker perspective when choosing defense 

strategies. This is accomplished by adopting a cost-benefit method and merging it with 

game theory. The cost-benefit method chosen for this study is the Analytical Hierarchy 

Process and from the field of game theory the Bayesian Nash Equilibrium is used. The 

Analytical Hierarchy Process allows the user to determine internally comparable weights 

between elements, and to bring in a security dimension to the Analytical Hierarchy Process 

a sub category consisting of confidentiality, integrity and availability is used. To determine 

the attacker strategy and, in effect, determine the best defense strategy the Bayesian Nash 

Equilibrium is used.  

Key words: risk analysis, cost-benefit analysis, knapsack problem, game theory, analytical 

hierarchy process, bayesian nash equilibrium  

 

 

 

 



 
 

 

 

TABLE OF CONTENTS 

 

Introduction ........................................................................................................................ 1 
Theory ................................................................................................................................. 3 

Economics of Security ............................................................................................... 3 
Game theory .............................................................................................................. 5 
Literature Review ....................................................................................................... 6 
Research question ..................................................................................................... 9 

Method ................................................................................................................................ 9 

Action Research and Design Science Methodology ................................................. 9 
Evaluation criteria ....................................................................................................10 
Potential risks ..........................................................................................................12 

The Analytical Hierarchy Process ..................................................................................12 

Step 1. Pairwise comparison ...................................................................................13 
Step 2. Normalization ..............................................................................................14 

Analytical Hierarchy Process and Game Theory ..........................................................14 

Nash Equilibrium ......................................................................................................16 

Results ..............................................................................................................................18 

Expert review ...........................................................................................................21 
Ease of use ..............................................................................................................21 
Real tasks, real users and real systems ..................................................................22 

Discussion ........................................................................................................................22 

Applicability and consistency ...................................................................................22 
Relevance ................................................................................................................23 
Building on existing research ...................................................................................24 
Examining the Bayesian Nash Equilibrium ..............................................................25 

Conclusion ........................................................................................................................25 

Further research ......................................................................................................26 

References ........................................................................................................................28 
Appendix ...........................................................................................................................31 



Luleå University of Technology 
Master Programme in Information Security 
Dennie Karlsson 

 

1 
 

Introduction 

A common way of approaching risk analysis is by adopting a basic method identifying the 

most valuable assets, their vulnerabilities and the threats to those vulnerabilities. Each 

category is given a weighted rank and by multiplying the categories a risk value is 

assigned to the asset (OWASP 2013). The risks with the highest value is the one the 

organization prioritizes when looking at what security measures to implement. However, 

this approach does not take into account the cost-benefit approach, and it overlooks 

various important aspects of risk analysis. Dimensions that one could include in a risk 

analysis tool to give it more depth and make it more mature is the economics of security, 

attacker behavior and attacker strategy. 

This, however, is only part of the challenges when conducting risk analysis. Even if one 

could find a method to better measure and define what assets to protect and how – the 

problem of limited resources would still be evident. As Zhang (2015) points out, in reality, 

both attacker and defender faces a resource constraint. That is, the defender cannot 

implement all the security measures needed and the attacker cannot attack every asset at 

the same time. To illustrate this dilemma, the concept of the knapsack problem is 

introduced (Zhang 2015, Smeraldi 2014) and the question of how to best invest in 

defensive measures given a fixed budget is raised. Though, there are various suggestions 

on how to make priorities given the knapsack problem. The two approaches studied in 

this paper are economics of security and game theory. Where economics of security is 

the cost-benefit analysis with an economic approach and game theory focus on studying 

attacker behavior and attacker strategy.  

Roy (2010, p.1) explains that “game theory deals with problems where multiple players 

with contradictory objectives compete with each other [and that] it can provide a 

mathematical framework for modeling network security problems”. In this framework an 

assumption is that the adversary is rational, and, therefore, the way in which a defender 

allocates resources to protect potential targets may affect the behavior of the attacker as 

the rational choice of the attacker is to focus on the easier target. Thus, a target that is 

well protected is less appealing to the attacker than a less protected one (Cremonini 

2006). This, what Cremonini (2006) suggests, is the behavioral effect of the attacker – 

more secure systems are less appealing and therefore security enhancement in one 

system or asset diverts attacker to other targets. Though, for this effect to become 
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apparent the attacker must have information about the target. The behavioral effect is 

only, or at least more so, evident when the attacker has complete information about the 

target, making it possible for him to distinguish between well protected and less protected 

systems (Cremonini 2006). Furthermore, Cremonini (2006) argues that traditional 

evaluation investment techniques neglect the interdependency between the attacker and 

the defender resulting in a less effective investment approach. This is also considered in 

Manshai’s (2013) work where he argues that incentives are becoming as important as 

technical design in achieving dependability.  

Moreover, Manshaei (2013) claims that there are other economic models for 

understanding the user behavior than models that explain the attacker’s incentives, and 

he suggests that one should apply game theory to achieve a greater level of 

understanding of the attacker’s strategies, and, thereby, better evaluate possible risks. 

This takes us back to the knapsack problem. One can apply the attacker perspective and 

get a clearer picture on where to focus one’s effort and time, but still be limited in the 

security measures applicable due to a budget constraint. It is, therefore, important to also 

evaluate how much effort and time one can spend on a system (Nochenson 2013). In his 

research, Dewri (2012) studies a cost-benefit analysis on the problem of where to allocate 

one’s resources and the optimal security hardening approach given a fixed budget. Dewri 

(2012) suggests that in order to find the optimal hardening options the defender must find 

the tradeoff between cost of implementing a subset of security hardening measures and 

the costs of potential damage if the system is not patched. In this approach, considering 

the attacker perspective and strategy by applying game theory seems to be a fruitful 

endeavor in providing a deeper understanding of risk analysis assessment. However, the 

knapsack problem and the limited budget still constrain the possibilities for security 

hardening and one need a comprehensive method to detect and evaluate risks so they 

are treated according to the risk level they pose and not ignored due to the costs it would 

imply to implement the proper security measures. Manshaei (2013) goes as far as saying 

that the view on security shifts between heavy investment to avoid catastrophe and to do 

nothing because all seems fine. The neglect of security hardening is something that can 

be analyzed and avoided by merging economic security analysis with game theory to 

provide a comprehensive risk analysis method.  
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Theory  

This paper focuses on risk analysis, risk analysis matrix and the added components of 

economics of security and game theory.   

 

ECONOMICS OF SECURITY 

One of the core issues from an economic perspective is the knapsack problem (Zhang 2015, 

Smeraldi 2014) and the limited resources available for security investment. Smeraldi (2014) 

looks at this issue by applying combinatorial optimization. This means that the defender 

formulates an optimal security solution to an investment and then finds a subset of all 

possible resources that satisfies the defined properties, which are that the solution must be 

within the set budget and the subset of resources must provide less benefits than the optimal 

solution. This yields an outcome that the defender can use to determine costs and benefits of 

different solutions and choose the one that provides the highest benefit. This perspective 

focus on the defender’s view, but Cremonini (2006), on the other hand, applies the costs 

associated with a target from the attacker’s point of view. He argues that, the more effort an 

attacker spends on the target the more evidence he leaves behind and the higher the risk of 

being detected. The effort an attacker puts into breaching a system increases with the size of 

the payoff he receives if successful and, on the contrary, decreases with the increased effort 

and time it takes to brake the system. The attacker knows that the maximum value of the net 

benefit and stops when it is reached, because if he spends more effort on trying to breach 

the target the marginal cost will supersede the net benefit.  

Another way of determining costs and benefits is presented by Bistarelli (2006) who uses 

return of investment (ROI) and return of attack (ROA) to calculate the effectiveness and 

economic profitability of countermeasures as well as their deterrent effect. This, he argues, 

gives a better evaluation of the risk management process. He proposes a method of using 

attack trees but also incorporating the dimension of countermeasures – giving defense trees. 

A defense tree is, thus, an instrument of representing an attack and the available 

countermeasures to mitigate that attack. ROI calculates the return a defender expects from a 

security countermeasure investment and ROA measures the gain that an attacker expects 

from a successful attack compared to the losses inflicted by performing the attack (Bistarelli 

2006). Another method that builds on the concept of ROI is return of security investment 

(ROSI), which is calculated by looking at risk exposure, percentage of risk mitigated and 

solution costs. This method is useful when comparing security solutions with relative values 
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(Wawrzyniak 2006). When looking at the economics of security the question of what levels of 

investment one could argue is sustainable, and here the research is very divided reaching 

from nearly 100 percent of the expected losses in the event of a security breach to the claim 

that investments should never exceed 37 percent of the costs of a breach (Demetz 2013). In 

other words, the security investment is economically viable if the investment is smaller than 

the total annual loss and the maximum amount to invest should not exceed the expected 

loss of a threat – where marginal cost is equal to marginal benefit (Demetz 2013). In his 

research Demetz (2013) evaluate different management tools by looking at how they comply 

with a set of requisites. To be an acceptable management tool for security investment the 

approach should consider non-financial measures, one-time costs and benefits, running 

costs and benefits, must be applicable without considering attacks and it should consider the 

network effects of an investment. In this research Demetz (2013) reviews eleven different 

approaches. Two approaches of interest in this study is Cremonini’s (2006) use of ROA and 

ROI, but this is argued to be the least applicable method because it neglects non-financial 

measures and running costs. The use of ROSI is also reviewed, and whereas it is 

considered to be valuable when evaluating investments made as a whole it does not meet 

the requirements of financial measure, one-time costs and benefits, and it cannot be used to 

evaluate non-financial measures, running costs or network effects. Considering the 

requisites proposed by Demetz (2013) to evaluate management tools there is only one 

approach that meets all requirements and that is the analytic hierarchy process as outlined 

by Bodin (2005).  

Bodin (2005) proposes the use of the rating variant of analytic hierarchy process (AHP) to 

determine the optimal allocation of a budget. An organization put forward the criteria and 

sub-criteria to be used and determine weights for each criteria and sub-criteria. The 

alternative proposals are evaluated and compared against each of the other criteria and sub-

criteria by assigning intensity levels to see how well an alternative meets the chosen criteria. 

The approach is best suited for comparative analysis where several alternatives are 

compared to each other. The one criteria that is not considered in AHP or economics of 

security is the interdependent behavior resulting from actions on part of both adversaries. As 

Cremonini (2006) points out, in order to take into account interdependent behavior when 

performing risk analysis and evaluating costs and benefits one can benefit greatly from 

applying game theory to the tool used. Also, Manshaei (2013) explains that there are more 

economic models to understand the user behavior and less models to depict and evaluate 

the attacker incentives. 
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GAME THEORY 

In Game theory the attacker incentive is a main concern. A game in game theory is generally 

defined as a triplet of P, S and U; where P is the set of players, S the number of strategies 

and U the payoff functions (Mashaei 2013). It describes a multi-agent decision scenario 

where each player choses actions which will render the best possible outcome for the player, 

while at the same time anticipating the rational actions of the other players (Roy 2010). 

When the players in a game is seen as a group or community with shared interests the view 

on security investment may be altered somewhat. Mashaei (2013) suggests an epidemic 

propagation model together with an economic model to capture the effects of externalities. 

This model explains that when all agents invest in self-protection the incentive for the self-

interested agent to invest diminishes and a freerider problem is created, but if agents stop 

investing in security the aggregated security level of the community will suffer and it will be 

harder for freeriders to hide behind the security of others. In the same manner as the 

community as a whole benefit from everyone investing a bit in security rather than only a few 

investing a lot in security the individual agents also benefit from spreading the security efforts 

and not focusing all on the highest valued assets, because that would make it easy for the 

attacker to direct all efforts towards the poorly protected assets and still reap significant gain 

(Nochenson 2012). However, that could be a thoughtful strategy. One could invest heavily in 

the security of the most valued targets if they are isolated from the poorly secured assets 

which are more probable to be targeted because the attacker is assumed to act rationally 

and will spread his efforts to find a breach and rather soon divert attention from well 

protected targets to the less protected and attainable ones (Nochenson 2012, Cremonini 

2006).  

When discussing game theory there are different types of games to consider. There are 

among others perfect information games, complete information games, strategic or static 

games and variants on them, (Roy 2010). In a perfect information game each player is aware 

of the moves of all the other players that have taken place. In an imperfect information game 

at least one player is not aware of the moves of at least one other player. In complete 

information games every player knows both the payoffs and the strategies of the other 

players but not necessarily their actions and the actions that has already proceeded. In 

strategic games all players chose their plan and all decisions are played out simultaneously 

(Roy 2010). Cremonini (2006) discusses information games and how they effect how a 

defender chooses his strategy. For instance, in incomplete asymmetric information games 

the defender holds information on its security that the attacker is unaware of. This means 

that the more effort a target is able to withstand the more likely the attacker is to withdraw his 
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efforts from that target and divert the efforts towards another target in the belief that the 

target is highly secured. This relates to the stopping problem of the attacker and the marginal 

costs of proceeding with the attack – the longer the attack goes on the more likely the 

attacker is to believe that he is dealing with a highly secure target and his effort will decrease 

until the marginal cost equals the marginal benefit, and then the efforts will be diverted to 

another target (Cremonini 2006). If the game played is of incomplete information on behalf of 

the attacker the defender should choose to invest in exterior security measures if the overall 

security level of the defender is low in order to increase the opacity and hide behind the 

assumption that the assets will withstand an attack long enough to make the attacker lose 

interest or simply never be considered because they are perceived as having a high level of 

security. If one, on the other hand, has a high level of security it is recommended to invest in 

interior security measures and be transparent to let the attackers know that the security level 

is high and thereby deter them due to the effort required to reach any success (Cremonini 

2006). However, there is valuable criticism towards game theoretic approaches. Manshaei 

(2013, p. 38) states that “one of the criticisms of game theory […] is that agents are rarely 

fully rational. Moreover, they do not have complete information about each other’s payoffs 

and strategy choices. Therefore, modeling the decision process by means of a few equations 

and parameters is questionable”. On the same note Roy (2010) explains that most game 

theories are based on static game models or games with perfect information or complete 

information whereas in reality the situation is far more dynamic and games are more likely to 

consist of incomplete and imperfect information.   

 

LITERATURE REVIEW 

There are plenty of research on both game theory and the analytical hierarchy process, but 

not as much research where the two are combined, and even less so within the field of 

information security; and when the scope is narrowed down to economics of security and risk 

analysis the available research is quite scarce. In their research on risk management and 

game theory Rajbhandari and Snekkenes (2011:1) conclude that they are not aware of any 

other work that integrate risk analysis framework with game theory. 

 

Alpcan and Basar (2004) studies dynamic games and the interaction between attacker and 

defender in networks with repeated games with infinite steps. They use the Nash Equilibrium 

and concludes that it is useful when assigning simple cost functions to the players. Likewise, 

You et al. (2003) studied dynamic games, the Nash Equilibrium and the interplay between 
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attacker and defender but as a two player zero-sum game. Their study emphasizes the utility 

of the Nash Equilibrium when predicting behavior and analyzing the interplay between 

attacker and defender. When it comes to static games Liu et al. (2005) studies the 

interactions between an attacker and defender in a DDoS scenario and in another study, 

they focus on the Bayesian Nash Equilibrium in an attacker-defender game based on the 

intrusion detection problem in mobile networks (Liu et al. 2006).  

 

Also in the field of network security, Lye and Wing (2002) presents a game-theoretic model 

for analyzing the security of computer networks. They study a two-player stochastic game, 

that is, a game with probabilistic transition through several states of a system (Roy 2010), 

where they use Nash Equilibrium to compute the best response for each player. Lye and 

Wing (2002) argue that by using a stochastic game and the Nash Equilibrium they can 

capture a more realistic nature of the states of transition, which mimic a real-life scenario 

more closely. However, the downside is that the solutions for the stochastic model are hard 

to compute and the full state of space is very large making it hard to formulate a specific and 

easy to use model, but if one only looks at a small subset of states that are in the attack 

scenario the model could prove to be fruitful. Furthermore, Freudiger et al. (2009) studies 

game theory and the Bayesian Bash Equilibrium within the field of network security. They 

analyze the non-corporative behavior of mobile nodes with a game theoretical model that 

assumes that each player aims at maximizing its location privacy to a minimal cost. This is 

relevant to this research paper, but it is not spot on, because of the lack of economics of 

security and risk management.  

 

When it comes to risk management, Wiliamowski (2017) outlines how the analytical 

hierarchy process can be used in network processes to create cyber security metrics. In his 

paper, Wiliamowski (2017) proposes a measure of effectiveness for risk evaluation and 

concludes that the analytical hierarchy process is suitable when rapid and effective decisions 

need to be made due to impending threats. A study where the analytical hierarchy process is 

combined with game theory is in Leoneti’s et al. (2017) research within the field of sanitation 

and management of water resources. They study both non-corporative and corporative 

games to create and compare scenarios to reduce time to reach a solution to a problem. 

They conclude that a multi-criterion model such at the analytical hierarchy model marries 

well with game theory when it comes to handling this type of tasks. Aliahmadi et al. (2011) 

studies the analytical hierarchy process, game theory and risk management. They apply their 

research on a case study involving a tunnel project, where they propose a method of risk 
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management where the analytical hierarchy process is combined with game theory in the 

form of a three-people corporative game, to find a balance between action and the most 

suitable corporative strategy. Closer to the field of information security, Singh (2015) studies 

heterogenous wireless networks and when there are multiple networks available the agent 

will choose the most efficient network that most closely fulfills the user requirements, that is 

network selection. To find the formula to do this Singh (2015) uses evolutionary games to 

represent terminal behavior and bankruptcy games to determine operator side behavior. In 

the study the analytical hierarchy process is used to determine the network selection. In 

another research by Singh (2016), he looks at network selection and non-corporative games 

based on evolutionary games to analyze the selfish user, and bankruptcy games for 

corporative games where players try to achieve a mutual advantage.  

 

The closest research to this paper is presented by Rajbhandari and Snekkenes (2011:2) who 

study controls and countermeasures by determining the attributes of controls and its 

measurement function by using the Analytical Hierarchy Process. Then, they show how such 

a control matrix can be used to make deployment decisions with the help of game theory. 

The method to test this approach is to validate how a system owner might determine the 

effectiveness of using the Password Testing System to make it more difficult for an attacker 

to succeed with a password-based attack. The research is based on their earlier studies 

where they integrate risk management framework, such as ISO27005, and game theory 

(Rajbhandari and Snekkenes 2011:1) Their research focuses on risk analysis that does not 

take into consideration historically based probabilities or subjective reasoning, but rather 

collected data that considers incentives, experience and capabilities. They argue that history 

may not be the best teacher and that calculated probabilities may be poorly calibrated. 

Instead they focus on values of the outcomes of incidents (Rajbhandari and Snekkenes 

2011:1). To do this they use Risk Analysis Using Game Theory (RAUGT). In their study they 

use AHP, game theory and Nash Equilibrium (Rajbhandari and Snekkenes 2011:2). That is, 

the starting point of the research and the elements used to create a model are very similar to 

this paper. The difference between this study and the research conducted by Rajbhandari 

and Snekkenes (2011) is that they focus on how to better make use of existing risk analysis 

framework, such as ISO27001 and NIST800-30 (Rajbhandari and Snekkenes 2011:1), when 

choosing between controls whereas this study focuses on how to improve classical cost-

benefit and risk analysis models and how to consider attacker behavior in economics of 

security when using the same approach as in the classical models. Although, not necessarily 
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the only approach to gather data, historical probability does still play a part, in this paper, 

when choosing what assets to protect and what controls to use to protect them.  

 

RESEARCH QUESTION 

Does one reach a better understanding of risks and how to prioritize them by adding game 

theory based on games with incomplete and imperfect information to the analytic hierarchy 

process. 

 

Method 

Wawrzyniak (2006) describes the difference between a qualitative risk analysis and 

quantitative risk analysis. In qualitative risk analysis risks are analyzed with the help of 

adjectives instead of mathematics, which, in his, view does not offer enough information to 

be useful in a risk analysis tool or management process. Instead, he argues, one should look 

at quantitative risk analysis, where numeric values are assigned to the components 

evaluated which helps to calculate the cost effectiveness. Although, AHP is based on 

assigning numeric values it can, still, be argued to be qualitative in nature because it is the 

person performing the risk analysis who assigns values to the assets, criteria and categories. 

Thus, on one hand, still being somewhat limited in Wawrzyniak’s (2006) view, but, on the 

other hand, the purpose of this tool is not to provide means of solving security risks by 

adding a given template. It is a way of making it easier to help assess risks and give a better 

output in order for decision-makers to know which assets and security measures to prioritize. 

In accordance with Wawrzyniak (2006), the effectiveness of the tool and practical 

functionality will depend mostly on the right expert decisions and skills of the people 

conducting the risk analysis.  

ACTION RESEARCH AND DESIGN SCIENCE METHODOLOGY 

The study will follow a qualitative action research methodology. The method is suitable to 

this study because it provides a context in which the risk analysis tool can be understood and 

evaluated (Peffers et al. 2007).  Action research builds on the concept of Design science 

research methodology (DSRM) and the only difference between the two methods is their 

conceptual origins. DSRM has a history of design as a component of computer science 

research whereas action research adopts the concept of the researcher as an active 

participant in solving practical problems studied in an organizational context (Peffers et al. 
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2007). DSRM in Peffers’ et al. (2007) view involves six different activities (see Appendix 

Figure 1 for illustration). The first activity is problem identification. The research problem is 

defined and value of the solution is justified. Evaluation of the problem identification is 

important to ensure that a meaningful DSR problem is formulated (Sonnenberg and Brocke, 

2011). The second activity consists of defining an objective for the solution – a description of 

how the new artifact will support solutions to problems that up to this point have not been 

considered. The third activity concerns design and development and evolves around creating 

artefacts, methods, constructs and models. This activity includes determining if the artefact 

has the desired functionality and architecture in order to create the real artefact and prove 

that it works. In the fourth activity the researcher demonstrates the use of the artefact to 

solve a problem. In the fifth activity the artefact is evaluated by measuring and observing 

how well the artefact supports a solution to the defined problem (Peffers et al., 2007). This 

step aims at showing that an artefact is both applicable and useful in practice, which can be 

done by applying a case study, expert interview or survey (Sonnenberg and Brocke, 2011). 

The sixth and final step in Peffers’ et al. (2007) model on DSRM is communication. The 

results should be communicated to an appropriate audience by appropriate means, such as 

a research paper.  

 

EVALUATION CRITERIA 

Evaluation in DSR aims at determining the contribution of an artefact by assessing how well 

the artefact helps understand or solve the identified problem and design objectives. This is 

done systematically by applying a set of evaluation criteria. When evaluating a method, one 

suggested set of criteria is ease of use, efficiency, generality and operationality; and in 

addition, there are a set of criteria that are independent to type of artefact and they are utility, 

internal consistency, external consistency, broad purpose and scope, simplicity and 

fruitfulness of future research (Sonnenberg and Brocke, 2011). Aier and Fisher (2011) 

propose an evaluation criterion based on six different elements. The design theory should be 

useful, internally and externally consistent, generally applicable, simple and fruitful for further 

research. This is very much in line with the evaluation criteria formulated by Sonnenberg and 

Brocke (2011).  

When evaluating the artefact there is a discrepancy between the researcher viewpoint who 

are primarily interested in the validity of the artefact and the practitioner who values 

applicability and usefulness (Sonnenberg and Brocke, 2011). This paper mostly, due to the 

case study objectives, consider a practitioner perspective. The practitioner perspective can 
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also, in Lee’s assessment (Lee et al. 2014), be evaluated from how well the artefact fulfills 

three dimensions of relevance – that is, importance, accessibility and suitability. Importance 

concerns how well the artefact or method encapsulates key issues, how timely it is and that it 

concerns a real-world problem. Accessibility is the methods ability to be understandable, 

readable and that it primarily focuses on results rather than processes. This is where the 

practitioner view becomes apparent – instead of focusing on methodological aspects such as 

significance tests, instrumental validity and reliability which is, often, the researcher’s 

emphasis the practitioner values accessibility. Moreover, the method should be applicable to 

ensure that it is complete, provides guidance and concrete recommendations. Suitability is 

the methods ability to meet the needs of practice and solving a real-world problem (Lee et al. 

2014). 

Sun et al. (2006) suggest that evaluation focuses on three paradigms, that is real task, real 

users and real systems. They apply a method called cross-evaluation where the practitioners 

are the judges, and because they are familiar with the problem that the researcher is trying to 

solve and because they have in-depth knowledge of the system to which the method or 

artefact is applied they have greater ability to assess its success compared to an uninvolved 

judge (Sun et al. 2006).  

Research entry point 

The study will focus on design and the research entry point is design initiation (Peffers et al, 

2007). The study aims at providing a new conceptual contribution to a method based on two 

theories, and to develop a tool to make better sense of cost-benefit analysis of risks. The 

study will create a new artefact and prototype for risk analysis. This will be an extension of 

existing tools for risk analysis and it will build on AHP and game theory.  

The organization 

The organization works with big and complex platforms that handle hundreds of thousands of 

integrations between different parties daily. The main partners are departments, 

municipalities and other government agencies. Risk analysis is a common and well used 

method to identify actions that need to be implemented but also to prioritize and decide upon 

what actions to consider and in what order. The organization has many different units 

conducting risk analysis but the interest of this study is the risk analysis conducted by the IT 

Operation and Maintenance unit. This group reports directly to the organization’s CIO and in 

this unit the Information Securiy System Officers work as well as the manager who has 

responsibilities similar to a CISO although he does not have that title. In this case study the 
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artefact will build on the risk analysis the group is already performing and use the artefact on 

the results from those tests. That is, the artefact is viewed as a build on and extension to 

already existing methods and tools. 

 

POTENTIAL RISKS 

There is a potential risk with the artefact itself. If I would apply any of the algorithms 

proposed by the game theory research on games with incomplete information, such as  

Nguyen et al. (2009), there is an elevated risk that the artefact will be difficult to use on real 

cases, because the algorithm requires the user to know and be able to observe many 

parameters that are in fact unknown and not observable in reality. However, if the algorithm 

is too heavily simplified there is a risk that it loses its value form a research perspective. 

Thus, there is a trade-off between the participant perspective and the research perspective 

that must be dealt with and understood. Moreover, there is a potential limitation due to the 

tendency of individuals to favor their own methods and work over that presented by other. 

Therefore, there is a risk that the judges examining the new risk analysis tool will be critical 

because they may see it as criticism or pointing out faults with their own work (Sun et al. 

2006) Furthermore, there is a risk that the organization will not have time to help me. 

 

The Analytical Hierarchy Process  

The Analytical Hierarchy Process (AHP) has been widely used in security assessment and in 

combination with other risk analysis assessment approaches it can provide a powerful and 

robust prediction system (Lee et al. 2014). In their research Lee et al. (2014) do not consider 

game theory but rather other hybrid models were two models are combined. When risk 

assessment and risk analysis is carried out there will, in most cases, arise a need, like it 

usually does when many intangibles need to be traded off, to prioritize what assets need to 

be protected. AHP is a theory of measurement that can help with this by applying pairwise 

comparison. The method relies on the judgement of experts to derive priority scales and 

comparisons are made by making absolute judgments that represents how much more one 

element is in comparison to another in relation to a given attribute (Saaty 2008). Saaty 

(2008) describes the process in four steps. To begin with, one needs to define the problem. 

Thereafter one must structure the decision. When this is done on constructs a set of pairwise 

comparison matrices, and finally one uses priorities to weigh the importance of each 
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element. One can either use the relative approach and apply numbers, which gives a more 

accurate value, to rate the importance of an element, but the rating method, using descriptive 

rating (high – low), is faster and adequately close to the relative approach (Saaty 2008). In 

his earlier research, Saaty (1990) formulated the process in a more simplified three-step 

approach where the first step is to structure the problem hierarchy. The second step is to 

outline the pairwise comparison judgement and the last step is to establish the priorities. A 

priority is defined by multiplying the weight of the criterion used by its corresponding normal 

weight. The result will be the weight of the criterion with respect to a super criterion that 

composes all of the criteria (Saaty 1990).  

To exemplify, one can use the model outlined by Lee et al. (2014) and choose a criterion. In 

this example, the criteria used will be assets and the second criteria by which an asset is 

judged are the three pillars of information security: confidentiality, integrity and availability.  

Table1. Evaluation index system  
Decision alternatives Index of first criteria Index of second criteria 

Risk assessment Assets Confidentiality 
Integrity 
Availability 

Lee et al. 2014 

 

STEP 1. PAIRWISE COMPARISON 

The following method is outlined by Saaty (1990) and Haas (2005). 

Table 2. Primary questionnaire design – effective criteria and pairwise 
comparison 
Factor More importance than Equal Less importance than Factor 

C1 9   7 5  3  1 3 5 7  9 C1 

C2 9   7 5  3  1 3 5 7  9 C2 

C3 9   7 5  3  1 3 5 7  9 C3 

 

Factor C1 C2 C3 

C1 1 7 3 

C2 1/C2 = 1/7 1 0.14 

C3 1/C3 = 1/3 =1/0.14 1 

The first columns are filled in by applying the following two rules.  

1. If the judgement value is on the left of Equal the actual value is assigned.  

2. If the judgement value is on the right of Equal the reciprocal value is used. For 

instance, in C2-C3 we put 0.14 (= 1/7). 
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Table 3. Pairwise comparison – complete comparison matrix 
 

 

 

When the pairwise comparison is completed the next step is normalization.  

 

STEP 2. NORMALIZATION 

The pairwise comparison matrix is completed by totaling the number in each column. Each 

entry in the column is divided by the sum of the column to give a normalized score. If all adds 

up correct the sum of each column should be 1.  

Table 4. Normalization 
 

 

 

The normalized value gives a weighted score from the analytical hierarchy process and a 

suggestion to what criteria to prioritize (Saaty 1990). Although, this is, still, only taking into 

consideration the weighted differences between the assigned criteria, but the objective of this 

paper is to include the aspect of game theory and a cost benefit analysis based on attacker 

behavior. Therefore, to complete the model, another step is required.  

 

Analytical Hierarchy Process and Game Theory  

To begin with the security dimension in the analytical hierarchy process (AHP) is created by 

including the three pillars of information security that, in a classical sense, have been 

considered as the critical elements for protecting data; namely, confidentiality, integrity and 

availability (Dhillon, 2007). Availability, in this perspective, includes both authentication, non-

repudiation and accessibility (Bodin et al. 2005). This means that the security elements are 

included as sub-category criteria to the prioritized factor calculated in the AHP. Thus, the 

Factor C1 C2 C3 

C1 1 7 3 

C2 0.14 1 0.14 

C3 0.33 7 1 

Total 1.47 15 4.14 

Factor C1 C2 C3 

    

C3 0.33 7 1 

Total 1.47 15 4.14 

Factor C1 C2 C3 Total Average 

C1 0,68 0,47 0,73 1,88 0,63 

C2 0,1 0,07 0,03 0,2 0,07 

C3 0.33/1.47 7/15 1/4.14 0,94 0,3 

     Total: 1 

Average = Sum of 

total divided by the 

number of factors. 
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process of weighing factors is repeated all over again, but instead of the previously used 

factors the elements considered and measured are confidentiality, integrity and availability.  

 Table 5. Using AHP to calculate security goal for most important criteria  
Factor More importance than Equal Less importance than Factor 

C1 9   7 5  3  1 3 5 7  9 C1 

C2 9   7 5  3  1 3 5 7  9 C2 

C3 9   7 5  3  1 3 5 7  9 C3 

 

 

  

 

Table 6. Security requirements - Pairwise comparison   
 

 

 

 

Table 7. Normalization of sub-category security goal 
 

 

 

 

 

By adding security as a sub-criteria one has included security as a dimension to the AHP, 

which makes it possible to calculate an internally comparable value that indicates what 

security requirement that should be prioritized. However, this still leaves the analyst with 

loose ends to what measures needs to be implemented and how to prioritize them. One 

could argue that to add the different alternatives to the AHP model and run a third sub-

category is the most consistent method, but the objective of this tool is to combine AHP with 

Factor Confidentiality Integrity Availability 

Confidentiality 1 5 3 

Integrity 1/C2 = 1/5 1 0.5 

Availability 1/C3 = 1/3 =1/0.5 1 

Factor Confidentiality Integrity Availability 

Confidentiality 1 5 3 

Integrity 0.2 1 2.5 

Availability 0.33 1.5 1 

Total 1.53 7.5 6.5 

Factor Confidentiality Integrity Availability 

    

Availability 0.33 1.5 1 

Total 1.53 7.5 6.5 

Factor Confidentiality Integrity Availability Total Average 

Confidentiality 0,65 0,67 0,45 1,77 0,59 

Integrity 0,1 0,07 0,03 0,66 0,22 

Availability 0.33/1.53 1.5/7.5 1/6.5 0,58 0,19 

     Total: 1 
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game theory to add a level of consciousness to the attacker perspective. The proposed 

method to achieve this objective is to add Nash equilibrium to the model.  

 

NASH EQUILIBRIUM  

A Nash Equilibrium (NE) is a strategy profile where players will act according to the what 

gives the highest payoff and thus the action that will unfold at any given set is the one where 

every player receives a payoff corresponding to the best response (Ganzfried and Sandholm 

2011). It is a two-player security game that consists of a series of non-zero-sum matrix 

games played by attacker and defender. The problem with the NE is that it assumes that the 

payoff matrixes are known to both players, but this is not a valid assumption because players 

have imperfect information about plays that have happened and future payoffs, but one can, 

still, argue that a fictive game can be played where certain payoffs are assumed (Nguyen et. 

al. 2009). Furthermore, considering the attacker perspective, the cost of an attack is not only 

dependent on the resources needed to accomplish the attack but also on the risk of being 

caught. Therefore, a rational attacker will be concerned about the costs associated with an 

attack whereas an irrational attacker will merely consider the attack that will maximize 

incentive without concern of associated risks (Liu et al. 2005). However, inferring the actions 

of an irrational attacker is not difficult since one only needs to concern oneself with finding 

out what the most rewarding attack is, but when considering a rational attacker, one can use 

NE because a rational attacker will choose a strategy that has the highest payoff – that is, 

maximum value and minimum risk (Liu et al. 2005).   

Bayesian Nash Equilibrium 

When discussing NE there are different approaches based on the type of game being 

played. For instance, in a Bayesian game with perfect information the players know the plays 

that have been played by other players but they do not know future plays. In a game with 

imperfect information players knows neither the plays that have already been made nor 

future plays (Osborne and Rubinstein 1994). This situation is closer to realistic 

circumstances where a defender faces many opponents and have little or no knowledge of 

the intent of opponents, what attacks they have already tried and what attacks they are 

planning. The Bayesian formulation states that every player aim at achieving a NE and that 

in a dynamic game the players update their beliefs according to every piece of new 

information they receive about other players strategies. In a static Bayesian game, however, 

the attacker has only two pure strategies – attack and not attack; and the defender also has 
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two pure strategies – defend or not defend. When applying this method, one can calculate 

the value of loss of security, which is equivalent to degree of damage. In the same manner, 

one can calculate the value of an attack. The gain and loss for attacker and defender is an 

equilibrium, known as Bayesian Nash Equilibrium (BNE). An attacker is assumed to be 

rational and will play a strategy that minimizes changes of being detected and the defender 

will a play a strategy that maximizes chances of detecting and circumventing an attack 

without the need to overspend resources (Liu et. al. 2006). The BNE is formulated by 

creating a payoff list for the defender and the defender will choose the alternative with the 

highest payoff to the system – that is, maximum defense but minimum resource allocation 

acquired. Likewise, a payoff list is created for the attacker and the alternative with the highest 

payoff to the attacker will be his strategy. For the attacker, a high payoff equals maximum 

gain but minimum risk of being caught. The BNE is located at the intersection of the two lists 

of the attacker and the defender (Liu et. al 2006).  

 

Table 7. The Bayesian Nash Equilibrium Matrix 
 

 

 

 

 

 

To follow the structure of the AHP model outlined above the different strategies are assigned 

a value between 1 and 9 (1,3,5,7,9). This value is comprised of an assessment of the costs 

of taking on a strategy or the losses involved in neglecting a strategy. For the defender, it is 

the cost of loss of security if the attack is successful and for the attacker skipping a strategy 

has a cost in that a possible profit is given up. For the defender, the costs involved in taking 

on a strategy is defined by assigning a low value if the costs are high, and if the risks and 

costs involved in loss of security when not taking on a strategy is high the value assigned is 

also high. Likewise, for the attacker, the high costs of taking on an attack equals a low value 

– that is the more effort and risk involved in an attack strategy the lower the assigned value 

will be, but the losses of neglecting an attack will be assigned a high value if the losses are 

great. The BNE is the combination of the best attack strategy and the best defense strategy. 

Strategy Yes No Payoff Priority 

Attack 1     

Attack 2     

Attack 3     

Strategy Yes No Payoff Priority 

Defense 1     

Defense 2     

Defense 3     
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However, this is an imperfect game and it is only played by the defender who assumes what 

strategies the attacker has up his sleeve and the loss of giving up on an attacker strategy is 

equal to the gains of defending against that attack. Thus, in this step of the model one begins 

with outlining the attack strategies one deems most likely to be launched considering the 

payoffs involved, and, thereafter, one formulates the corresponding defense strategy. When 

the BNE is calculated one will know what two defend strategies one need to implement. The 

one with the highest payoff from a defender perspective and the one that counteracts the 

attack that gives the attacker the greatest payoff. If one would only look at the defender 

strategy one would still, from the BNE perspective, run a great risk of being compromised; 

and only focusing on the attacker perspective would contradict the BNE principle of greatest 

payoff at the equilibrium. This game changes rapidly and is rather dynamic, but to provide a 

model and tool that can be practical and used by real people in a real environment there is a 

need to make the model less abstract. Therefore, the BNE is somewhat simplified, and the 

result is not only a defender action strategy, which the theory would suggest, but a 

combination where the defender also consider the attacker perspective.   

 

Results 

The first test of the artefact was carried out by looking at the results from a real risk analysis. 

The method used in that analysis was a matrix approach where vulnerabilities were listed 

which showed the correlation between assets and vulnerabilities, and then the threats were 

pinpointed and the correlation between threats and vulnerabilities outlined, and finally the 

correlation between controls and threats were analyzed resulting in a prioritized list with 

relative importance of threats, usefulness of controls and what assets they affect. The 

method used is very similar to that described by Goel and Lauría (2010). However, the 

method is of no immediate interest to this study, but the top priorities in that analysis was 

used to test this artefact. To begin with the analytical hierarchy process was used.  

Table. 8 Analytical Hierarchy Process 
Factor Database Integration 

Platfrom 
Firewall 

Database 1 7 3 

Integration 
Platform 

1/C2 = 1/7 1 0.14 

Firewall 1/C3 = 1/3 =1/0.14 1 
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Table 9. Pairwise comparison 
 

 

 

 

 

Table 10. Normalization 

 

From the AHP analysis the database is the most important criteria. The model, therefore, 

continue by determining which security goal is most important for this asset.  

 

Table 11. Sub-criteria security goal for database 

Pairwise comparison 
 

 

 

 

Normalization 
 

 

From the AHP one can determine that the most important asset to protect is the database 

and the priority security goal is confidentiality (with an average value of 0.59 compared to 

0.22 for integrity and 0.19 for availability).  

Factor Database Integration 
Platform 

Firewall 

Database 1 7 3 

Integration 
Platform 

0.14 1 0.14 

Firewall 0.33 7 1 

Total 1.47 15 4.14 

Factor Database Integration Firewall Total Average 

Database 0,68 0,47 0,73 1,88 0,63 

Integration 0,1 0,07 0,03 0,2 0,07 

Firewall 0.33/1.47 7/15 1/4.14 0,94 0,3 

     Total: 1 

Factor Confidentiality Integrity Availability 

Confidentiality 1 5 3 

Integrity 0.2 1 2.5 

Availability 0.33 1.5 1 

Total 1.53 7.5 6.5 

Factor Confidentiality Integrity Availability Total Average 

Confidentiality 0,65 0,67 0,45 1,77 0,59 

Integrity 0,1 0,07 0,03 0,66 0,22 

Availability 0.33/1.53 1.5/7.5 1/6.5 0,58 0,19 

     Total: 1 
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The third step in the model is to add the Bayesian Nash Equilibrium with the attack and 

defender strategies concerning confidentiality.  

Table 12. Bayesian Nash Equilibrium and confidentiality strategies 
 

 

 

 

 

 

The first attack strategy in this example is social engineering with the aim to retrieve 

sensitive passwords. This is quite difficult and risky in the concerned organization and 

therefore the value assigned to pursuing this strategy is low whereas the costs of not 

pursuing it is high because the benefits are high. The second strategy is to try to penetrate 

the infrastructure and use vulnerabilities to launch exploits. This is viewed as rather time 

consuming and requires a lot of effort (reconnaissance), but is not that risky. Therefore, the 

cost of engaging in this activity is medium high. The benefits are also viewed as medium 

because the success of an exploit is hard to determine beforehand. The third, and last, 

attack strategy is to sniff the traffic in hope of retrieving sensitive information. This does not 

require that much effort and is not all too risky whereby it is assigned a high value. The 

possible success rate is determined to be medium high. The greatest attack payoff is the 

strategy where the defender’s traffic is being sniffed.  

From a defender perspective, the strategy to counteract social engineering is to educate the 

employees, which is, in comparison, rather cost-effective and easy to do, and the risk of loss 

of security if not done is high. The second defense strategy to combat exploits is to ensure 

that the infrastructure is built with the principle of defense-in-depth in mind. This is costly, 

and also a bit complex, and, thus, this strategy is assigned a low value and the risks of not 

pursuing the strategy is medium high – this is because the organization already has a good 

infrastructure and any addition to further secure the infrastructure may be seen as too costly 

in relation to the benefits of added security. The third defense strategy is to implement a 

more advance Intrusion Protection System (IPS). The cost-effectiveness is argued to be 

medium and the risks of loss of security if not pursued is rather low. The best defense 

strategy, according to the BNE, is to educate the employees. The BNE, thus, occurs when 

Attack  Yes No Payoff Priority 

SE PWD 2 7 9 3 

PenExploit 5 5 10 2 

Protocol Anlz 7 5 12 1 

Defense Yes No Payoff Priority 

Education 7 9 16 1 

Def.-in-depth 3 5 8 2 

IPS 5 3 8 2 
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the attacker tries to find exploits by using a sniffer and the defender educates its personnel. 

In conclusion, the defender has a result that shows that the defense measures to be 

implemented is to educate the employees and implement a more advanced IPS to protect 

against and identify when the network is being scanned – to combat the most likely attack 

strategy of the attacker. In the matrix risk method, the database was also viewed as the most 

important asset, but in this method the analyst also know that the most important security 

goal is confidentiality and the two best defense strategies are to educate the employees and 

install a more advanced IPS.  

 

EXPERT REVIEW 

The initial ambition was to have a test-group use the artefact and do real risk analysis. 

Unfortunately, the artefact was not finished in time before the risk analysis cycle began and 

the organization proceeded with their analysis without inferring or testing this method. When 

the artefact was completed the group did not have time to help with the tests. I did, however, 

receive help with testing and reviewing the artefact from one of the senior advisors, and it is 

that test that is outlined and explained above. His concluding remark is that although I have 

developed a software (spreadsheet in Excel with automation), he believed the method to be 

somewhat complicated and hard to grasp – that is, he argued that it is hard to instruct new 

users on the operations behind the automated processes, but if one accepts the results and 

follow the steps in the method one will receive more in-depth results that are more thorough 

and one has actually, to some extent, considered the attacker perspective and how to best 

respond.   

 

EASE OF USE 

Sonnenberg and Brocke (2011) suggest ease of use to be a good evaluation criteria. Without 

the automated spreadsheet, the model would be very complicated to use, and the learning 

curve would be quite steep. However, because one only has to determine the values of 

comparable weight for the first elements and the rest is automated in the spreadsheet one 

can argue that it is easy to use the model. To calculate the Bayesian Nash Equilibrium is 

also rather easy because the way different strategies are assigned a value is somewhat 

simplified.   
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REAL TASKS, REAL USERS AND REAL SYSTEMS 

Sun et al. (2006) suggest that evaluation should focus on the three paradigms: real task, real 

users and real systems. If the artefact developed is reviewed with this in mind one can 

determine that it actually works on real tasks, and when testing the model it was, in part, 

performed by a real user examining and analyzing real systems. If the model can be 

applicable on a larger scale and if it is intuitive enough to be able to be spread and used by 

users without the help and support of its inventor is harder to determine due to the very 

limited scope of the tests. The results should instead be viewed as a suggestion to a method 

that could be used to incorporate game theory and the attacker perspective into the 

Analytical Hierarchy Process, but any attempt to argue that the model is successful would be 

unscientific. What can be said, however, is that when the model was used on real tasks, by a 

real user and real systems the results were fulfilling and the method promising. Maybe not 

necessarily because the method itself is useful and successful but rather because it forces 

the analyst to make a more in-depth analysis and consider new elements and perspectives. 

This results in well-defined strategies – how good and successful these strategies are does 

not depend on the model itself to the same degree as the analyst using the method.  

 

Discussion 

The design theory should be useful, internally and externally consistent, generally applicable 

(Sonneberg and Brocke 2011) and in addition to that is should be relevant (Lee et. al. 2014). 

How well the method complies to these different evaluation criteria will be discussed in this 

section.  

APPLICABILITY AND CONSISTENCY 

When testing the method, on a very limited scale, it seems to be applicable to real systems, 

and real tasks when used by real users – that is, one could argue that the applicability is 

satisfying from a practitioner perspective. In addition, the AHP is somewhat automated, 

which means that the user need only to be able to define the internal difference in weight 

between certain elements and then the results will be calculated automatically. Though, 

when it comes to consistency and general applicability there is a problem and that is that the 

model is heavily dependent on the user. Thus, dependent on what values the user assign to 

each element, and what element is chosen in the first place, the result will differ. That is, this 

is not a method to find the one true defense strategy, but it is rather a tool to help the analyst 

formulate and document his or her findings and reasoning. It can be viewed as an advanced 
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check-list to find a well-formulated defense strategy, but the quality of the result, still, 

depends heavily on the skills and competence of the analyst. Thus, the effectiveness and the 

practical functionality of the tool depends on the expert decisions and skills of the people 

conducting the analysis. Consistency is high in the sense that if the same values are 

assigned to the elements one will always get the same result, but what elements are chosen 

to be compared and the values they are assigned is determined by the analyst and therefore 

it is perfectly possible that given the same elements and same strategies two analysts may 

reach very different conclusions – and from this point of view the method is highly 

inconsistent, but that is not the purpose of the artefact. It is not a cheat sheet for the analyst 

but rather a tool to help with the risk analytical process.    

 

RELEVANCE 

Lee et al. (2014) suggest that the success of an artefact should be evaluated from how well 

the artefact fulfills three dimensions of relevance – that is, importance, accessibility and 

suitability. To begin with, one must realize that this way of doing risk analysis may not be a 

very important help to the skilled and highly professional risk analyst because that person 

may already have thought of all the angles and perspectives that this artefact can contribute 

with, and the AHP process is very well defined and a successful process on its own. Though, 

for the less experienced analyst this tool can be a great assistant because it helps the 

analyst structure his or her reasoning and it follows a strict process that can be repeated. 

Although, this is contradictive because it has already been determined that the quality of the 

results depend on the skills of the analyst; but in the end, this is merely a tool to assist the 

analyst and when the analyst is proficient enough to reach the same conclusions without the 

assistance of a tool such as this the tool has lost its purpose. The tool and artefact is 

important in the sense that it succeed in combining aspects of economics of security, in the 

form of the Analytical Hierarchy Process, and game theory, by incorporating Bayesian Nash 

Equilibrium.  

When it comes to accessibility the method is easy to use when a first introduction has been 

made, and because of the automated spreadsheet the user receives a lot of assistance 

during the process. If the model is to be spread to a broader audience the author would have 

to write more detailed instructions and a thorough user manual. The last criteria to determine 

the methods relevance is its suitability. How well the model suits the risk analysis process is 

hard to determine because of the lack of testing. The model would have to be tested on a 

large scale by analysts to determine if it is suitable. 
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BUILDING ON EXISTING RESEARCH 

One could, on one hand, argue that one of the greatest strength of this paper is that it is 

breaking new ground and producing something novel within the field of economics of 

security. Thus, although the artefact may have its fallacies and that the results are not that 

conclusive or impressive, the strength of the paper lies within the model itself. The paper 

shows that it is indeed possible to combine the analytical hierarchy process with game theory 

within the field of economics of security, and that it may very well contribute to a better 

understanding of the risk one faces, or at least an improved tool to help assess those risks. 

However, on the other hand, being a novel idea within economics of security, it could, also, 

be a sign of weakness. There is not much research to build on and that may make the 

conclusions and approaches pursued less convincing.  

In Lye’s and Wing’s (2002) research they argue that the defender view in their game is both 

simplistic and uninteresting, because the defender only needs to act when he suspects that 

the network is under attack. In their research they assume that the players both know what 

the other player can do. Thus, the similarities between that research and this lies within the 

view on trade-offs. Knowing that a system is not perfectly secure and to discover potential 

attack strategies of an attacker and the best defense strategy against them. The difference 

lies in the approach to do this. Whereas Lye and Wing (2002) focus on the attacker in one 

given scenario that changes at every state of the attack, and, to some extent, assumes that 

the players have perfect information, this paper focuses on what is known to the defender 

and what can be presumed about the attacker. In this research the defender perspective is 

anything but simplistic and uninteresting. It is the fundament of the artefact.  

The research that this study needs to be compared to is that of Rajbhandari and Snekkenes 

(2011:1 and 2011:2), where they combine risk analysis and game theory to improve risk 

analysis by considering attacker behavior and incentives. Furthermore, they use the same 

elements; that is, Analytical Hierarchy Process, game theory and Nash Equilibrium. 

Rajbhandari and Snekkenes (2011:1) use game theory to put emphasis on collecting 

representative data to assess values of the outcome of incidents rather than assessing the 

probability of incidents. In their opinion classical risk management approaches takes the 

perspective of a single entity and in a lot of cases the assessment is rather subjective. It is, in 

their view, important to consider incentives, capabilities and experience instead of querying 

expert for historically based probabilities (Rajbhandari and Snekkenes 2011:1). In this model 

the initiation of an analysis and the assessment of elements and their importance could be 

based on historical probability as well as experience and incentives. The artefact does not 
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consider such distinctions. A similarity between the two models is that both try to incorporate 

the beliefs and incentives of the opponent, but they do so in different ways. Rajbhandari and 

Snekkenes (2011:1) apply a top-level comparison between the Information Security Risk 

Management Process defined by ISO27001 and game theory that is rather neat and 

succeeds in marrying game theory to a standard risk management model. This paper 

positions itself between existing research in economics of security and that of Rajbhandari 

and Snekkenes (2011:1). The model builds on AHP with add-ons in form of CIA aspects, 

game theory, attacker incentives and equilibrium calculations. Thus, the contribution of this 

paper is an alternative model to that of Rajbhandari and Snekkenes (2011:1) that does not 

distinguish between classical risk analysis probability assumptions and calculations based on 

incentives, capabilities and experience. 

 

EXAMINING THE BAYESIAN NASH EQUILIBRIUM 

To incorporate game theory to the model the Bayesian Nash Equilibrium (BNE) was used. 

However, there are research material that suggests that the BNE is not a suitable definition 

of a player’s optimal strategy in reality. Osborne and Rubenstein (1994) argue that games 

with imperfect information leads to a requirement that each players’ strategy is optimal at 

each information set. This would, in a realistic scenario, eliminate the idea of BNE. Instead 

they argue that optimal actions depend on the players’ explanation of the cause making them 

act. The solution to take this into consideration is, according to Osborne and Rubenstein 

(1994), to add a strategy profile. They call this Sequential Equilibrium. A Sequential 

Equilibrium consists of both a strategy profile and a belief system, where a belief system 

specifies the beliefs held by a player at a given information set. Thus, an equilibrium should, 

in Osborne’s and Rubensteins’ (1994) view, specify both players’ strategies and their belief 

at each information set. This view was neglected in this study because it seems to be too 

theoretical and hard to realize in a model and is more inclined to support a researcher view 

on robustness rather than the practitioner demand on usability.   

 

Conclusion 

One of the main assumptions of this study is that both defender and attacker suffer from a 

resource constraint and that strategies can be defined with economics of security as a 

fundamental parameter. That is, both parties need to choose and prioritize among a set of 

strategies. To do this the Analytical Hierarchy Process is suggested to be the appropriate 
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process. However, the objective of the study was to incorporate the attacker perspective into 

the analysis, which is done by first adding a security dimension as a sub-criterion, by 

deciding the internal priority between confidentiality, integrity and availability. To incorporate 

the attacker perspective into the model the Bayesian Nash Equilibrium was used. To 

evaluate the contribution of the artefact one should assess how well it helps solve the 

identified problem and design objectives. In the discussion, to evaluate the success of this 

new artefact criterion considering a practitioner’s viewpoint was used. That is, applicability, 

usefulness and relevance. To fully understand the conclusions drawn when applying these 

criteria, one must first understand that the artefact is primarily a tool and that the practical 

functionality and effectiveness of the tool depend on the skills of the analyst. The tool is 

considered rather easy to use because one has the help of automated software 

(spreadsheet) and it was determined to be applicable to the one problem that was tested. 

Thus, this study cannot validate that there is any general applicability. However, the method 

seems to be useful when conducting risk analysis on real systems and real problems, but 

again, to provide any scientific and statistically significant results the tool must be tested on a 

much larger scale. When it comes to relevance it was concluded that it is important because 

it provides a method that combines both economics of security and game theory in a way 

that is consistent and systematic. It can be a great tool and assistant for an analyst. First, 

very limited, tests show that it is applicable to real problems and real systems but to prove 

high applicability and suitability further tests need to be carried out. When positioning this 

study within existing research it can be viewed as an alternative to the research of 

Rajbhandari and Snekkenes (2011:2) who use game theory and the Analytical Hierarchy 

Process to provide an approach that consider strategies and outcomes of both attacker and 

defender. Their study combines risk management processes with game theory. This artefact 

shows a way of doing the same thing but instead of focusing on risk management processes 

the model focuses on the Analytical Hierarchy Process and tries to marry that approach with 

game theory and the Bayesian Nash Equilibrium.  

 

FURTHER RESEARCH 

First, it would be interesting to test the tool on a large scale with a great sample. Second, if 

the tool proofs to be insufficient it would still be of interest to pursue the idea of adding game 

theory to an already existing model of economics of security to combine cost benefit analysis 

with attacker behavior. That is, building on existing classical risk analysis but adding game 

theory. Comparing this model to the other research considered in this study, and especially 
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that of Rajbhandari and Snekkenes (2011:1) it is also interesting to further study how to 

implement and study a high-level approach that manages to combine standard processes 

with game theory rather than more granular approaches such as the one suggested in this 

research. However, an approach to research further that I feel could strongly contribute to 

the field of risk management is to combine the research in this paper and integrate it with the 

research conducted by Rajbhandari and Snekkenes (2011:1), but instead of using the 

ISO27005 standard that is internationally recognized and emphasis on what to do it would be 

interesting to look at the Swedish model outlined by the Swedish Civil Contingencies Agency 

that focuses on how to implement security measures in organizations (MSB 2018). 
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Appendix 

 

Figure 1. Design Science Research Methodology (DSRM) Process Model (Peffers et al. 2007) 
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