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Abstract

The main focus of this thesis is in the domain of Energy Systems, specifically in the engi-
neering of modern Smart Grid (SG) automation systems. The SG has been categorized
as a Cyber-Physical System (CPS), a complex system which exhibits tight integration
between the cyber and the physical processes and their interactions in a networked envi-
ronment. The complexity and the computation of the automation system are expected
to increase with the promise of a ”smart” electric grid which is capable of self-healing,
self-reconfiguration and become more resilient against cyber-attacks. These automation
software systems require control strategies which are distributed in execution and require
very tight integrations and interactions between various modular software and hardware
components. As the automation system becomes more software intensive, we hypothesize
that existing design practices of developing the substation automation software system
would struggle to cope with the distributed design challenges of the Smart Grid and they
could be substantially enhanced by the application of model-driven design, distributed
software architectures and semantic models.

Model-driven engineering (MDE) is a software design paradigm that leverages the use
of abstraction models at different stages of the design process for engineering complex
software systems. MDE is widely used in the software engineering domain and it has
proven to be effective when designing and maintaining large-scale software applications.
One of the core tenants of MDE is model transformation and it is considered the heart
and soul of MDE. The standard modelling language that is used for MDE in software
engineering is the Unified Modelling Language (UML), which is a visual language with a
wide array of tool support. Despite its popularity in the software domain, UML models
still have its limitations. In particular, the lack of uniformed semantics between its 13
different visual diagrams and the lack of formal notations. In this thesis, we propose
the Cyber-Physical Engineering (CPE) framework, an MDE framework which combines
semantic models and MDE based automatic model transformation in order to auto-
generate both the automation control system and the simulation plant model from the
physical and functional specifications of CPS systems.

All the scientific papers included in this thesis contributes towards the proposed
Cyber-Physical Engineering methodology which includes MDE using semantic models,
formal modelling of functional requirements and co-simulation testing of CPS systems.

The contribution of the thesis is fivefold. Firstly, the thesis proposes the CPE frame-
work, which is based on the use of semantic web modelling language where logical rea-
soning can be applied to the models. The modelling language that is used is the Web
Ontology Language (OWL), which is a declarative language with a strong formal foun-
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dation based on description logic. Secondly, the extended Semantic Web Rule Language
(eSWRL) is introduced which defines the constructors that are necessary for model trans-
forming OWL ontology models. The eSWRL transformation language is proposed to be
an extension to the widely used ontology reasoning language Semantic Web Rule Lan-
guage (SWRL) in order to address the limitations of monotonicity which restricts SWRL
from transforming ontological models. Thirdly, the implementation of the underlying
transformation engine of eSWRL in SWI Prolog. Fourthly, the formal modelling of func-
tional requirements in ontology is proposed which investigates the viability of using nat-
ural language based functional requirements to add control flow to the auto-generated
automation control system. Lastly, an automated script based co-simulation environ-
ment is shown to demonstrate how black-box validation can be performed to test the
auto-generated automation control system.

Finally, the thesis presents the resultant CPE framework for the modelling and genera-
tion of distributed CPS automation software that leverages the use of semantic web OWL
models. It is aimed to provide a top-down design approach of developing distributed con-
trol software for CPS systems along with the simulation model of the physical plant. In
this thesis, we demonstrate the development process of the CPE framework and through
case study applications, how a semi-complete distributed automation software system in
IEC 61499 can be automatically generated from substation specifications in IEC 61850
and natural language based functional requirements which provide the structure and the
control flow of the distributed automation software respectively. An eSWRL toolchain
has been developed to facilitate the various model transformation process of the CPE
framework.
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Chapter 1

Thesis Introduction

Shortly after 4 P.M Eastern Daylight Time on August 14, 2003, the largest blackout
in North America history took place where more than 50 million people lost power for up
to two days [1] which had an economic cost of approximately 4 to 6 billion dollars for the
affected regions. According to the final report on the August 2003 blackout published
by the US-Canada Power System Outage Task Force [2], errors in the software systems
contributed to the devastating blackout that affected much of the North-eastern and
Mid-western part of the US and the southern part of Canada in 2003. The initial fault
took place at 2 P.M when one of the high voltage power lines in north Ohio sagged under
the high heat and consequently, brushed against overgrown trees and switched off. This
initial fault was undetected due to:

1. Firstly, a faulty state estimator which was not turned back on after troubleshooting.
The role of the state estimator is to estimate the real and reactive power flow on
the lines and transformers in their transmission facilities based on the real-time
data it receives at regular intervals. The state estimator was not turned on after
troubleshooting [2].

2. Secondly, the logging software which collects real-time data from the Remote Termi-
nal Units (RTU) malfunctioned and was not able to provide data on the operating
state of the transmission facilities. This was because the real-time data coming
from the RTUs to the Energy Management System (EMS) started to build-up and
eventually, overflowed the input buffers [2].

3. Lastly, the alarm system which is typically used to alert system faults to grid
operators by means of audio or visual signals were not functional.

The failure of the software systems in the EMS and the automation system meant the
grid operators were not informed of the deteriorating conditions of the electrical system
and therefore, preventative measures could not be taken to prevent the resultant black-
out. Unplanned outages in the electrical network can be catastrophic and automation
software systems are deployed in substations in order to continuously monitor, control
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4 Thesis Introduction

and protect the grid by the aid of Supervisory Control and Data Acquisition (SCADA)
systems. Substations are nodes in the electrical grid which transform and route the en-
ergy throughout the electrical grid and usually contains Substation Automation Systems
(SAS) which are either manned or unmanned depending on the importance of the sub-
station [3]. The role of the SAS is to monitor, meter, protect and control the substation
[4]. The core components of a SAS system are the local intelligence, the data communica-
tion and the supervisory control and monitoring. The local intelligence, or the Protection
and Control (PAC) functionalities are typically operating in Intelligent Electronic Devices
(IED) devices in a networked environment. The IEDs serve as the ”intelligent nodes” of
the electrical grid which serves to monitor the voltage and the current, interrupt fault
currents, communicate messages between IED devices and to perform reconfiguration to
satisfy the need of the customers or other objectives [5]. All these functionalities are
performed automatically by the automation system and the automation system is an
integral component of the current substation infrastructure.

The Smart Grid is positioned as the natural evolution of the electrical grid which is
driven is driven by the integration of Information and Communication Technologies (ICT)
and the increase in adoption of Distributed Renewable Energy Resources (DRER). The
aim of the Smart Grid vision is to bring the existing electricity generation, delivery and
distribution infrastructure into the 21st century by incorporating advanced computer-
based control and automation systems along with advanced measurement capabilities
and standards. The electric grid will become ”smart” with the availability of real-time
data providing more granular point of decision making for PAC systems. The current
power delivery process is largely unidirectional and is typically managed by centralized
control systems. However, with a mass integration of DRER devices, the generation
of electricity will be dispersed with renewable resources such as wind/solar farms or
hydro plants rather than bulk generation from a singular source. This dispersion in
generation is magnified even more if you take into consideration the DRER sources at
the residential level, the overall infrastructure of the electrical grid becomes even more
distributed. The flow of energy is now bi-directional where the consumers can now
consume and generate power back to the grid. This distribution in infrastructure doesn’t
happen just at the physical infrastructure level, it also introduces design challenges to the
protection and control (PAC) system as the automation system of the Smart Grid is only
expected to increase with the emphasis on self-healing, self-reconfiguration, resilience
against cyber-attacks and load-management/demand-response applications, etc. These
automation control systems require control strategies which are distributed in execution
and require very tight integrations and interactions between various modular software
and hardware components. The automation system is foreseen as an integral component
of the Smart Grid infrastructure that is expected to be able to handle the expected
increase in computation that is required by the distributed control strategies.

However, the question needs to be raised of whether the existing substation automa-
tion infrastructure can meet the expectation that is placed on the automation systems. In
reality, only approximately 5% of the 42000 secondary substations operated by Vattenfall
in Sweden have some degree of automation and only 1000 or so primary substations are
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fully automated [6]. In fact, a large portion of the substation automation systems in
many countries are more than 30 years old and are still running electromechanical relays
and analogue RTUs which have not been installed for more than two decades [6] and
lacks the communication capabilities that are required in modern PAC systems. The
ageing of the automation systems is compounded by the fact that due to the varying rate
of the refurbishment of the automation system, substations are essentially running het-
erogenous automation systems with varying degrees of age in technology and each with a
different refurbishment life cycle. The existing automation infrastructure would struggle
to handle the increase in computation that is required from the automation system and
there is also the need to automate existing secondary substations which are un-monitored
and un-automated.

A change in the paradigm of the control system also inspires an investigation of
how the systems engineering approach to engineering substations could be improved to
accommodate the distributed architecture and improve the flexibility of the design pro-
cess. The current design approach of substation engineering is very much a bottom-up
design approach and it is typically used to design PAC management systems that are
more compatible with existing SCADA communications network architectures, which
have been designed to support centralized monitoring and control. For systems which
are distributed in design, it is more effective to employ top-down design approach which
endorses the design of the global behaviour of the system in the first step of the design
process before the implementation in hardware controllers. This way, there is a clear
overview of all the required functionalities and the interactions of the functional compo-
nents within the system. In the current state where the implementation of functionalities
is largely dictated by hardware vendors, the design process is extremely inflexible since
all the functionalities within the hardware are fixed and this adds an unnecessary limita-
tion to the system integrators. This means there is very little space for flexibility in the
design of the automation system and this also affects the scalability of the system where
it is very difficult to add or modify additional PAC functionalities without changing the
hardware. Having the freedom to choose functionalities from different vendors which can
run on the same integrated devices would allow a lot more flexibility and scalability in the
design of the automation system. Ideally, the design of the substation automation system
should be driven by the technical requirements for the system based on the need for the
protection and the control philosophy. Unfortunately, as often the case, PAC systems
are designed around the limitations of the chosen or the installed equipment. Vatten-
fall Sweden had, in fact, investigated the concept of ”soft protection & control” [7], an
open-platform where PAC functionalities are implemented as software modules that are
running on an industrial PC connected to I/Os via a communication bus. Another ex-
ample of a vendor-independent solution is presented in [8] where protection functions for
railroads are implemented in Programmable Logic Controllers (PLC) where protection
functions can be developed and further improved independently from the hardware that
it’s running on. This is a totally different approach from the status quo in substation
automation where purchasing the PAC functions also means purchasing the hardware.

We hypothesise that existing design practices of developing the substation automation
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software system would struggle to cope with the distributed design challenges of the
Smart Grid and they could be substantially enhanced by the application of model-driven
design, distributed software architectures and semantic models. The aim of this thesis is
to propose a top-down design framework for the design of substation automation software
in Smart Grids which adopts the model-driven software design techniques that leverage
the use of knowledge models.

The proposed framework is called The Cyber-Physical Engineering (CPE) framework
which consists of 4 core components. The first is the substation automation standard
IEC 61850, which defines the physical and functional specification of the substation
and the configurations of the communication network and the hardware devices. The
second component is the IEC 61499 standard, which is the reference architecture for
the design of distributed industrial automation systems. IEC 61499 introduces generic
modelling artefacts for the design of distributed systems with the aim of portability,
reusability, interoperability and reconfiguration of distributed applications. The third
component is the semantic model represented as ontologies, which introduce vocabularies
that formally specifies the conceptualization of the domain. I.e. a formal description of
the logic structure of the domain through concepts and its relations. The last component
is model transformation, an automated process in Model-Driven Engineering (MDE) that
transforms source models to target models through the use of transformation rules.

The research work in this thesis was conducted to address the following research ques-
tions:

Q1: To what extent can a distributed substation automation software system be auto-
matically generated with MDE techniques by leveraging the industrial standards
IEC 61850 and IEC 61499? What is missing and what more is needed to automat-
ically generate a software automation system that complies with top-down design
approaches?

Q2: What are the fundamental principles behind a possible MDE automatic generation
framework that leverage the use of knowledge bases such as ontological models?

Q3: To what extent can formal modelling of functional requirements assists in automat-
ically generating an IEC 61499 automation software system with control flow?

Q4: How the compliance of the generated system with the requirements could be effi-
ciently and rigorously validated?

1.1 Scope of the Thesis

This thesis focuses on the development of a CPS framework with software-intensive in-
dustrial automation systems in the energy domain. The emphasis is on the engineering of
automation systems which are distributed and can be designed in a vendor-independent
way. The framework adopts MDE methodologies that leverage the use of semantic models
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to automatically generate automation software from the physical and cyber specification
of the system. The scope of the framework is restricted to the development of the ontology
transformation language, the ontology transformation engine and the auto-generation of
the distributed automation control system from system specifications.

1.2 Methodology

The work in this thesis is divided into 4 stages, 1 stage for each research question. The
first stage is the initial investigation of the extent in which a distributed automation
system in IEC 61499 can be automatically generated based on IEC 61850 specifications.
Paper A shows the top-down design synergies of the two industrial standards and the
missing components that need to be addressed in order to auto-generate a full distributed
automation system model, paper A contributes to addressing research question 1.

The second stage is to investigate the potential of utilizing a declarative-based model
transformation language to model transform ontologies. The early prototyping of the
declarative ontology model transformation language called extended Semantic Web Rule
Language (eSWRL) is shown in Paper B, a graph and ontology-based model of message
passing to model the control of the software system was developed in Paper C and the
complete development of the model transformation framework for transforming onto-
logical models using the eSWRL transformation language is discussed in paper D. The
results from paper E extend the work further by discussing the execution model of the
transformation language. These papers contribute towards addressing research question
2.

The third stage is to investigate the extent to which functional requirements can be
used to model control flow in the auto-generated IEC 61499 automation control system
to address one of the limitations identified in stage 1. Functional requirements typically
describe a certain functional behaviour in the control system and we hypothesis that it
can be formalized and used to prescribe the control flow of the FB network. Exploratory
steps in paper F and paper G show how functional requirements can be used to fill the
missing semantic component. Paper H extends the results of paper F and paper G to
formally model the functional requirements in boilerplates and ontology. In addition,
the paper H illustrates how the formal requirement models can be incorporated into the
ontology-based MDE framework. These set of papers contribute to addressing research
question 3.

The fourth stage is to investigate how the functional requirements can be verified
in the end IEC 61499 software automation control system. The verification technique
is based on black box testing, which is a testing technique that is commonly employed
to test the software system meets the initial functional requirements. The approach
presented in paper I is a script based black-box testing of the distributed automation
control system in a co-simulation environment.

An illustration of the relationship of the papers and their contribution to each stage
of the research is shown in Figure 1.1. The dashed arrows show the progression order
between the research papers. Paper A contributes to Stage 1. Paper B, C, D and E
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contribute to stage 2. Paper F, G and H contribute to stage 3 and paper I contribute to
stage 4. The in-depth contribution of each paper is discussed in more detail in chapter
7.

Figure 1.1: Visual representation showing the contribution of the papers to each stage of research
and the progression of papers.

1.3 Thesis Outline

This thesis is separated into two parts. Part 1 provides the comprehensive summary
of the research work and it consists of 8 chapters. Part 2 contains two published and
peer-reviewed IEEE Transactions papers, one submitted IEEE Transactions paper, one
published and peer-reviewed open access EAI endorsed Transactions paper and five pub-
lished and peer-reviewed IEEE international conference papers.

The chapter breakdown of part 1 is as follows. Chapter 1 provides the background and
formulates the research questions on which this thesis is based on. Chapter 2 discusses
the advent of the Smart Grid and its design challenges introduced from the perspective
of Cyber-Physical Systems. Chapter 3 discusses the synergies of the IEC 61850 and
IEC 61499 in terms of systems engineering (top-down design approach) and identifies
the semantic gap and the systems engineering gap that exist in the IEC 61850 standard.
Chapter 4 introduces the Cyber-Physical Engineering framework and the development of
the eSWRL ontology transformation languages and the ontology transformation engine.
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Chapter 5 investigates the formal modelling of system requirements and how system
requirements can be used to prescribe control flow in IEC 61499 automation control
system. Chapter 6 investigates how co-simulation can be used to verify the correctness
of the global behaviour of the automatically generated IEC 61499 automation control
system by means of script testing. Chapter 7 outlines the contributions of the research
papers in part 2. Lastly, chapter 8 provides the conclusions of the thesis and addresses
the research questions from chapter 1.

1.4 List of Abbreviations

A-Box: Assertion Box
BP: Boilerplate

CID: Configured IED Description

CIM: Common Information Model

CPE: Cyber-Physical Engineering

CPS: Cyber-Physical System

CWA: Closed World Assumption

DA: Data Attribute

DAType: Data Attribute Type

DESD: Distributed Energy Storage Devices

DGI: Distributed Grid Intelligence

DLP: Description Logic Program

DMS: Distribution Mangagement System

DNM: Domain Neutral Models

DO: Data Object

DOType: Data Object Type

DRER: Distributed Renewable Energy Resources

DSM: Domain Specific Models

DTD: Document Type Definition

ECC: Execution Control Chart

EMS: Energy Mangagement System

eSWRL: extended Semantic Web Rule Language

FB: Function Block

FBType: Function Block Type
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FLI: Fault Location and Isolation

FLISR: Fault Location, Isolation and Service Restoration

FREEDM: Future Renewable Electric Energy Delivery and Management

HMI: Human Machine Interface

ICD: IED Capability Description

ICT: Information and Communication Technologies

IDE: Integrated Development Environment

IED: Intelligent Electronic Devices

IEM: Intelligent Energy Management

IFM: Intelligent Fault Management

IID: Instantiated IED Description

LN: Logical Node

LNodeType: Logical Node Type

MAS: Multi Agent Systems

MDA: Model Driven Architecture

MDE: Model Driven Engineering

NIST: National Institute of Standards and Technology

NL: Natural Language

OMG: Object Management Group

OWA: Open World Assumption

OWL: Web Ontology Language

PAC: Protection and Control

RNL: Restricted Natural Language

RTU: Remote Terminal Unit

SAS: Substation Automation Systems

SCADA: Supervisory Control and Data Acquisition

SCD: System Configuration Description

SCL: Substation Configuration Language

SED: System Exchange Description

SG: Smart Grid

SGAM: Smart Grid Architecture Model
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SLD: Single Line Diagram

SOA: Service Oriented Architecture

SSD: System Specification Description

SWRL: Semantic Web Rule Language

T-Box: Terminology Box

UDP: User Datagram Protocol

UML: Unified Modelling Language

XML: Extensible Markup Language
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Chapter 2

Smart Grid as a Cyber-Physical
System

This chapter presents the evolution of the electrical grid towards the so-called Smart
Grid. The Smart Grid is presented from the perspective of a Cyber-Physical System
to highlight the change of the electrical grid from a centralized system to a distributed
system, both in its physical and cyber aspects. The aim is to give an overview of the
challenges that are introduced by the advent of a the Smart Grid that motives the
undertaking of the research in this thesis.

2.1 Transitioning Towards an Intelligent Electrical

Grid

The electrical grid is a complex producer and consumer system which generates, transmits
and distributes electricity [9]. An overview of the traditional electrical grid is shown in
Figure 2.1. The electricity is first generated in bulk in facilities such as nuclear power
plants, coal or gas burning plants or hydro plants, etc. The generated electricity is then
stepped up to a higher voltage before it is transmitted via transmission lines over long
distances to the substations for distribution. Finally, the high voltage is stepped down at
various substations to a lower voltage before it is distributed to industrial and residential
consumers etc. This is a unidirectional process where the producer generates the bulk
of the electricity and the consumers consume the generated electricity. This architecture
is considered to be a centralized architecture and it is often referred to as centralized
generation.

With the rapid advancement of Information and Communications Technology (ICT)
technologies and the integration of ICT technologies in the current electric grid, the tra-
ditional grid is becoming ”smart” with the availability of real-time information enabling
smarter decision making for control and protection purposes. In addition, the uptake in
the adoption of renewable energy resources in Europe means that the traditional central-

15
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Figure 2.1: Traditional electrical grid as illustrated by NOJA power [10].

ized architecture of the electrical grid is organically shifting towards a distributed one,
where the generation of energy becomes more distributed with large renewable genera-
tors such as wind or solar farms dispersed geographically away from each other. When
you then consider the possibility of the consumers, especially the residential consumers
who can also be a source of energy generation with small-scale renewables resources such
as solar panels, wind turbines etc, then the scale in which the electricity is generated
becomes more distributed. The consumer now becomes a so-called prosumer [11], where
traditional consumers can both consume and produce electricity, albeit at a smaller scale.
This means the existing unidirectional relationship between the producer and the con-
sumer is becoming bi-directional, where the consumers are now also part of the power
generation processes. A conceptual overview of what this distributed architecture would
look like is shown in Figure 2.2. Bulk power generators will still exist. However, there
will also be alternative power generation sources such as solar farms, wind farms and on a
smaller scale, solar and wind energy from the residential level. As the electric grid archi-
tecture moves towards a distributed one, the automation protection and control system
also need to follow suit and evolve to a more distributed structure.

The definition of a Smart Grid according to the National Institute of Standards and
Technology (NIST) [12] is as follows:

The term ”Smart Grid” refers to a modernization of the electricity delivery system so
it monitors, protects and automatically optimizes the operation of its interconnected ele-
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Figure 2.2: Conceptual model of the Smart Grid as illustrated by NOJA power [10].

ments - from the central and distributed generator through the high-voltage transmission
network and the distribution system, to industrial users and building automation systems,
to energy storage installations and to end-use consumers and their thermostats, electric
vehicles, appliances and other household devices. The Smart Grid will be characterized by
a two-way flow of electricity and information to create an automated, widely distributed
energy delivery network. It incorporates into the grid the benefits of distributed computing
and communications to deliver real-time information and enable the near-instantaneous
balance of supply and demand at the device level.

By this definition, the Smart Grid is said to be a system which will become more
distributed in both its physical and logical infrastructures. The change to a distributed
infrastructure is driven by the increase in the adaptation of modular DRERs [13] such as
solar panels or wind turbines and Distributed Energy Storage Devices (DESD) [13] such
as batteries or hydrogen storages. In fact, the European Commission has set a target of
raising the usage of renewable in their energy usage to 20% by 2020 [14] as part of the
”20-20-20” EU Climate and Energy Package, while similar directives have also been set in
the US of achieving 20% renewables in overall power usage by 2020 [15]. This dispersion
in generation is magnified even more if you take into consideration the DRER sources at
the residential level, the overall infrastructure of the electrical grid becomes even more
decentralized and dispersed. This will have a profound impact on the energy flow of the
grid where the energy flow will become bidirectional rather than unidirectional.

2.2 Distributed Infrastructure for the Smart Grid

The Future Renewable Electric Energy Delivery and Management (FREEDM) system
is one theorized infrastructural model for the Smart Grid and it is often referred to as
the ”Energy Internet” [13]. The FREEDM system is envisioned to function much like
the client-based internet infrastructure (A client-based computing infrastructure which
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connects users globally in a networked environment [16]) that is adopted by the computer
industry. The FREEDM system provides many research challenges in both the physical
and the cyber aspect of system design that needs to be addressed. The three enabling
technologies which are necessary to make the envisioned Energy Internet infrastructure
a reality is:

1. A plug-and-place interface which consists of a 400-V bus direct current (DC) bus
and a 120-V alternating (AC) bus. Accompanied by an open-standard communi-
cation interface which allows the FREEDM grid to automatically recognize and
configure devices such as loads, DESD devices, and DRER devices when it is cou-
pled to the FREEDM grid. The plug-and-play interface is analogous to the concept
of Universal Serial Bus (USB) port of computers and is envisioned to work in the
same way [13].

2. The so-called ”Energy router” which manages the DESD and the DRER devices
that are connected to the FREEDM grid. The function of the energy router includes
monitoring, controlling and regulating the DESD and DRER devices. The role of
the energy router is fulfilled by the Solid State Transformer (SST) [17], a power
electronic device that connects to the 12-kV AC distribution bus and the 120V AC
and 400V dc buses [13]. A visual representation of this conceptual plug-and-play
structure is shown in Figure 2.3 which highlights the SSTs as the hub in which
connects the AC and the DC bus to the grid.

3. An open-standard operating system, or the Distributed Grid Intelligence (DGI) as
it is called [13] is distributed across all the IEM devices and tasked with the respon-
sibility of coordinating and managing the IED devices distributed across the com-
munication network. Both the Energy Router and the DGI operating system are
part of the Intelligent Energy Management (IEM) system of the FREEDM infras-
tructure. These two management systems are part of cyber part of the FREEDM
system infrastructure and these management systems consist of modular cyber units
that operate throughout the FREEDM system as shown in Figure 2.4.

The conceptual FREEDM architectures in Figure 2.3 and Figure 2.4 shows that in
order to transition to an infrastructure of power delivery which is distributed, there
needs to be a complimentary cyber infrastructure in place which is capable of handling
the distributed nature of the power network. The energy and fault management systems
introduced by the FREEDM system are all modular processes which are distributed and
requires autonomous cyber components that interact through a communication network
to carry out their tasks.
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Figure 2.3: Conceptual model of the FREEDM system and its physical structure [13].

Figure 2.4: Conceptual model of the FREEDM system and distributed cyber management sys-
tems [13].

2.3 Distributed Intelligent Automation Systems for

the Smart Grid

Power system automation, also referred to as substation automation [4] is envisioned to
play a big part in ensuring the resilience of the substations when encountering unexpected
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fault and outages. With the advent of the Smart Grid, automation system is expected
to become more complex with the emphasis on self-healing [18, 19], self-reconfiguration
[19, 20, 21], resilience against cyber-attacks [22, 23, 24, 25], load-management/demand-
response [26, 27] applications, etc. These automation control systems require control
strategies which are distributed in execution and requires very tight integrations and
interactions between various modular software and hardware components. This is ex-
emplified by ongoing research work in the Smart Grid domain where distributed control
methods [28, 29] such as Multi-Agent Systems (MAS) [30, 31, 32], distributed opti-
mization [33, 34, 35] etc are investigated as the means for implementing the emphasized
functionalities. One example of a distributed PAC scheme for the Smart Grid is the
Fault Location, Isolation and Service Restoration (FLISR) PAC scheme by Zhabelova
et al. [30] which self-configures and self-heals the grid to restore power to the affected
load automatically by modular IEM nodes within the system. Figure 2.5 shows a simple
distribution utility which consists of three distribution feeders supplied by three zone sub-
stations. The zone substations are isolated from each other by the TIE switches which
are set in the open position while the ROS switches are in the closed position. Now
consider that each of the ROS and the TIE switches are intelligent IEM nodes which are
monitoring its voltage and current flow and all the IEM nodes are interconnected in a
networked environment.

Figure 2.5: Sample power distribution utility with the location of the fault [29].

One potential FLISR scenario would be as follows:
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1. A permanent fault occurs at Load 1 due to a falling tree. The sectionalizing
switches, ROS11 and ROS12 do not register the fault current since it is down-
stream with respect to the fault location. The circuit breaker CB does register the
fault and eventually opens itself causing a lockout at Feeder1. This causes the loss
of power supply to Load2 and Load3.

2. TIE121 and TIE132 start to search for alternative sources of supply for Load2 and
Load3. TIE121 communicates with ROS21 requesting supply for Load2. ROS21
then communicates upstream with circuit breaker CB2 asking for the same supply.
CB2 checks its capacity and agrees with the supply request. TIE121 closes itself
and Load2 is now supplied by zone substation A via CB2, ROS21 and TIE121.

3. TIE132 applies the same search strategy by first requesting supply from ROS32.
ROS32 propagates the request upstream through ROS31 and eventually to CB3.
CB3 assesses its own supply capacity to see whether its capable of supplying its
own feeder and Load3. If there is enough capacity to supply both, TIE132 will
then close itself and Load3 is now supplied by zone substation C via CB3, ROS31,
ROS32 and TIE132.

The distributed FLISR scheme shows a high level of self-coordination, self-assessment
of its own states and autonomous decision making between the modular components. A
system which displays these characteristics is categorized as a Cyber-Physical System
(CPS) [21, 36]. CPS are systems which contains a high level of modular physical and
cyber processes that are interacting with each other in a networked environment. As
shown by the FLISR example, there is a very high degree of interactions and coordina-
tion between the various modular processes within the automation system to successfully
carry out the distributed FLISR scheme. Compared to centralized control schemes, this
requires a higher level of computation with an increased level of communication, moni-
toring and control of modular cyber processes. There is an expectation that the number
of equipment, sensors and data [37] in the Smart Grid will increase exponentially and
centralized optimization or control strategies would not be able to handle the computa-
tion complexity when you take into consideration the quantity of available real-time data
and the need to gather and process the data streams in a timely manner for time and
safety critical functions. Distributed optimization and control architecture such as MAS
has shown potential in tackling the high computation of CPS systems by breaking down
the complexity and computation of CPS system into smaller sub-systems managed by
many software agents.

There are two points which warrant consideration. Firstly, employing distributed
control strategies such as MAS systems requires a design framework that supports the
design and implementation of distributed automation systems. Secondly, the bottom-
up design approach that is used to design centralized automation systems needs to be
reconsidered. Bottom-up design approach does not place enough emphasis on the design
of the global behaviour of the control system. In a distributed system where cyber
processes are modular and the communication interactions are paramount, the top-down
design approach would be a more suitable design approach.
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2.4 The Smart Grid as a Cyber-Physical System

The Smart Grid has been described by many [36, 38, 39, 40] as a complex ”Cyber-
Physical Systems” [41], a term coined in 2006 at the NSF workshop on CPS by indus-
trial and research experts. CPS are complex systems which focus on the integration of
the physical and cyber process and their interactions in a networked environment. The
idea of integrating physical and cyber processes is not new. In fact, the term ”embed-
ded systems” is widely used to refer to systems which integrate computing and physical
processes. Examples of successful application of embedded systems include aircraft flight
control systems, home appliances and communication devices, etc. The point of differ-
entiation between embedded systems and CPS is that embedded systems are usually
designed for self-contained applications where the system is not expected to expose its
capabilities to the outside environment and is rigorously bench tested for timing and
concurrency properties [41]. In contrast, CPS systems are systems which tend to be
modular and is expected to interact with each other in a networked environment, much
like what the Smart Grid is envisioned to be. For example, the physical infrastructure
of the power network becomes more de-centralised when renewable energy resources are
integrated on a large scale [42], their automation system will become more distributed,
composed of intelligent devices, sensors and actuators interacting with each other over
the network [43, 44]. Design of CPS of this scale faces numerous challenges which include
communication and control [45]. One aspect of the CPS which requires attention to is
the modelling of the relationships between the modular cyber and physical processes over
the life-cycle of the system. These stem from the high complexity and the ever-changing
structure of the underlying physical systems during its life-cycle, leading to the need
for reconfiguration and retesting of the cyber part and this is often the most resource
consuming part of the work. Adopting distributed control system over the predominant
centralized control system will assist in tackling the highly dynamic behaviour of the
power grid [46]. However, it is also necessary to consider the engineering of the system
over its life-cycle. Specifically, how do we maintain flexibility in the system design and
minimize the cost and effort of reconfiguration and retesting of the software system as it
undergoes changes during its life-cycle? From the perspective of engineering and mainte-
nance of the CPS system over its life-cycle, it is essential to have a software system which
is flexible and less dependent on the hardware platform since the cyber processes of the
software system is no longer centralized and may not be running on a singular hardware
device.

One design approach in the engineering of distributed software systems is to use ab-
straction models in order to achieve this decoupling between the software and the hard-
ware system. Designing systems in terms of abstraction models allow modular systems
to be designed as a whole (or from the top level) in order to capture the relationships,
structural features, etc between the modular components within the whole system. De-
signing systems at different levels of abstraction also allows systems to be viewed from
the domain perspective that it is designed, and this is especially advantages in multidis-
ciplinary systems in which most CPS systems tend to be. For example, substations are
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complex multidisciplinary systems [47] which can include engineering disciplines such
as mechanical, communications, protection and controls, electrical, structural, etc. It
is advantageous to design the communication network from the perspective of the com-
munication architecture or designing the PAC systems of the substation based on its
logical abstraction, etc. This also creates the aforementioned decoupling as the software
system is designed without the constraints of individual hardware platforms during the
engineering process.

Model-Driven Engineering is a software design paradigm that leverages the use of
abstraction models at different stages of the design process for complex software systems.
The objective of MDE is to increase productivity and to reduce the cost and development
time of complex software systems by approaching the challenges of system design from the
perspective of the domain rather than that of the programming language or the hardware
platform. MDE introduces several methodologies which can be applied to assist the
leveraging of the abstraction models and one of the core one methodology is automatic
model transformation [48]. The idea of MDE is to create abstraction models throughout
the engineering process and then apply model transformation technique to transform one
model to the other. This is one of the most advantageous points of adopting MDE for
engineering CPS software systems as these abstraction models also serve as a mean of
formal documentation which formally documents the engineering process through the
design process. These abstraction models also provide the flexibility and the reusability
that is required in CPS software system as only the abstraction model need to be modified
if necessary changes to the software systems are needed during the lifecycle of the system.
System modelling is one of the most widely used methodologies in software engineering
in tackling complex software systems and as the automation system of the Smart Grid
becomes more software intensive [37], the need for new design methodologies, modelling
languages and tool support is paramount in the transitioning of the automation control
system from a centralized paradigm to a distributed paradigm.

2.5 Harmonizing of Standards and Protocols for the

Smart Grid

The Smart Grid Architecture Model (SGAM) [49] shown in Figure 2.6 is a Smart Grid
framework developed by the NIST with the aim of achieving interoperability in standards
and protocols between Smart Grid devices and systems. The SGAM Smart Grid model
shows there are five interoperability levels within a Smart Grid and there is a greater
interaction between the interoperability layers to perform all the real-time control and
services promised by the realization of the Smart Grid. The purpose and the functionality
of the layers are as follows:

1. The first layer is the component layer which describes the physical equipment which
is utilized within the Smart Grid. These physical devices can be field devices such
as IED for protection, physical switchyard equipment such as circuit breakers or
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Figure 2.6: GRID 3.0 - A conceptual reference model of the Smart Grid as presented by NIST.

switches at the at the substation and the network equipment such as routers and
switches.

2. The communication layer describes the method of communication between the
physical and the logical devices. This can include the communication protocols
and the mechanism for communication interoperability between the field devices.

3. The information layers provide the virtual data models which describe the cyber
(data model of the control and protection functions) and the physical (data model
of the equipment such as circuit breakers at the substation) component of the Smart
Grid. The information layer provides a standardized representation of Smart Grid
components which is essential in communication interoperability.

4. The functional layer provides the functional (protection or control) implementation
of the Smart Grid and an overall view of how the PAC system is implemented as a
whole over the Smart Grid.

5. The last layer is the business layer which incorporates the business aspect of the
Smart Grid. This could include business or economical models which can have an



2.5. Harmonizing of Standards and Protocols for the Smart Grid 25

impact on the control decisions of the Smart Grid.

From the SGAM model, it is evident that the Smart Grid is a very complex system
with a high degree of interaction between the physical layer at the lower level of the model
and the cyber processes in the layers above it. The infrastructure of the Smart Grid is
essentially an amalgamation of several existing domains, but now, requires a greater
degree of interaction between the domains. Each domain already has their own sets of
standardization which are mature due to years of revision activities. Standardization
plays a great role in defining, for example, the technical specifications, processes or
methods that are agreed upon by the industry experts and sets the guidelines for future
projects. In terms of the Smart Grid, the need for foundational standards is paramount
to establish the required infrastructure and technical specifications of the various aspect
of the Smart Grid. Yet from experience, standards take years to iterate and mature. The
NIST was given the role to coordinate the development of an interoperability roadmap
for the harmonizing of existing relevant standards in order to establish protocols and
standards for the smart grid for the present time. The challenge in the case of Smart Grid
standardization is not so much about developing new standards for the Smart Grid in the
short term, but rather, how can these mature standards on each interoperability layers
interact with each other when each standard has very little means of interoperability
between the standards on the different layers.

There are hundreds of standards which contribute to the standardization of the Smart
Grid, but the two standards which most readily fulfil the requirements of firstly, intro-
ducing provisions and design artefacts for the purpose of designing distributed control
system and secondly, introducing systems engineering approach that facilitates the de-
sign of distributed control systems are the industrial standards IEC 61850 [50] and IEC
61499 [51]. With respect to the SGAM interoperability model, these two standards are
capable of bridging the interoperability challenges between the communication, infor-
mation and the function layer. IEC 61850 is a substation automation standard which
introduces standardized communication protocols and data models to substation systems
for communication interoperability within the substation. In particular, IEC 61850 intro-
duces component-based modelling artefacts and systems engineering methodology which
is based on the top-down design approach that enables the design and configuration of the
substation automation communication and IEDs in a distributed way. The two SGAM
layers which IEC 61850 addresses are the communication layer and the information layer.
IEC 61499, on the other hand, is the reference architecture for the design of distributed
automation control systems and introduces software components called function blocks
for distributed automation systems. The layer which IEC 61499 contributes to in the
SGAM model is the function layer. Harmonizing these two standards will contribute to-
wards harmonizing three of the SGAM layers and in addition, contribute to developing a
framework that aids in the design substation automation control system in a distributed
way.
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2.6 Systems Engineering with IEC 61850 and IEC

61499

There are ongoing research works on the harmonization of IEC 61850 and IEC 61499
for the design of SAS systems such as the initial investigation by Higgins et al. [29],
who proposes the Intelligent Logical Node (iLN) architecture [30]. The iLN architecture
is an open standard based approach for applying IEC 61499 and IEC 61850 for SAS
control systems [52] and an agent approach for the implementation of SAS system using
IEC 61850 and IEC 61499 [53]. However, examining the harmonization effort from the
perspective of systems engineering, how do these two standards fulfil traditional systems
engineering methodologies such as the waterfall model [54]? If MDE techniques were
to be applied with the aim of automatically generating complete IEC 61499 distributed
automation control system, is it enough just to have IEC 61850 as the source specification
model?

There are many design commonalities between IEC 61850 and IEC 61499 which makes
these standards as a suitable platform for designing distributed based SAS systems. In
brief, these design commonalities include:

1. Introducing object orientation to decompose large distributed systems down to
small components. IEC 61850 introduces the concept of Logical Nodes (LN) for
object orientation while IEC 61499 introduces the design artefact called Function
Blocks (FB);

2. Introducing communication interoperability to address the vendor dependencies
in both domains. IEC 61850 utilizes logical nodes to standardize the communi-
cation interfaces and a series of communication protocols. IEC 61499 introduces
the concept of interoperability profiles which allows different vendor hardware to
interoperate if they are running the same profile;

3. Both standards introduce top-down design approach for designing distributed sys-
tems. The top-down design approach approaches system design by first designing
the system as a whole at the initial stage of the design. Once the whole system
design is complete, then the system is distributed to the hardware controllers.

Expanding more on the topic of the top-down design approach introduced by IEC
61850. Traditionally, there are two engineering approaches which are typically utilized
to engineer large systems. The top-down design approach starts with defining the speci-
fications of the global behaviour of the systems and its interactions before the individual
sub-systems are implemented in detail. In contrast, the bottom-up approach starts with
defining the specifications and behaviour of the individual sub-systems first before the
emergent behaviour of the global system is inferred after the interactions of the sub-
systems are defined [55]. The top-down design approach is often used for systems which
contain high levels of communication (E.g. MAS systems) between its sub-systems or
components while in contrast, the bottom-up approach is more popular with systems
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that require minimal communication. Since most substations are currently centralized
in architecture and due to the vendor-driven nature of engineering automation systems,
the bottom-up design approach is predominantly used when engineering the substation.
A brief description of the current substation engineering process are as follows:

1. The power utilities first design a set of specifications and the required functionalities
before it is sent to potential hardware vendors;

2. Each hardware vendor presents their IED hardware with the requested functional-
ities provided by the IEDs;

3. The utility selects the most suitable vendor and agrees upon a set of IEDs and
relays presented by the vendor which best fulfils their set of specifications and
functionalities;

4. The utility then presents these sets of pre-selected IEDs and functions to the system
integrator and the system integrator is expected to design the whole system based
on the hardware and functionalities that are already selected.

This is very much a bottom-up approach that is used prevalently in the automation
world where the individual components of the system are designed first before being
put together to form the whole system. While the bottom-up approach is adequate for
designing centralized systems with small numbers of components or low degree of subsys-
tem distribution, it is difficult to apply the same design principles to the design of large
distributed systems where the number of subsystems and communication interactions
are substantial. For a future substation system where the infrastructure is distributed,
there needs to be a shift in the design approach from bottom-up design to top-down as
incorporating the top-down design approach to engineering future substations could help
address the distributed design challenges which will arise once the Smart Grid becomes
more prominent. Adaptation to the top-down design approach can be aided by applying
MDE design techniques, especially automatic model generation which have been used
extensively in the software domain to tackle large complex software systems. The har-
monization work in this thesis does not harmonize only the data and the device models
of the two standards but also their respective systems engineering approach in designing
distributed systems.

2.7 Chapter Summary

The traditional electrical grid is undergoing a transformation to the so-called Smart Grid
with the aim of bringing the power delivery infrastructure to the 21st century [19].
The Smart Grid promises to revolutionize the electrical grid with the integration of
pervasive computing that provides benefits for both the utilities and the consumers.
On the infrastructural side, the underlying improvement in the energy, information and
communication systems introduces bi-directional flow of electricity and information and
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introduces the consumers to the power generation process. Consumers become the so-
called Prosumers that can consume and produce electricity. On the management side,
the availability of real-time data due to the increase in the number of smart metering and
monitoring devices introduces new capabilities to the management system which include
for example, autonomous Demand-Side Management (DSM) [27] that takes advantage
of the availability of real-time data that allows the control of energy consumption to
be carried out autonomously in a distributed manner. On the protection side, smart
protection strategies such as self-healing, self-reconfiguration, cyber-security protection
can be designed in a distributed manner by taking advantage of the benefits introduced
by the infrastructure system.

In this chapter, we presented the envisioned infrastructure of the Smart Grid and the
identified the following areas which this thesis contributes toward addressing:

1. The need for a development and implementation platform that can be used to
design and execute distributed control strategies to handle the complexity and the
computation of Smart Grid control systems.

2. The harmonizing of the standards in the Smart Grid with a particular focus on
IEC 61850 and IEC 61499.

3. A design platform that supports the top-down design approach for the development
of distributed Smart Grid control systems.

The next chapter provides an in-depth analysis of the synergies between the indus-
trial standards IEC 61850 and IEC 61499 in terms of both data modelling and systems
engineering approach. The research gap that needs to be addressed if a CPS engineering
framework for the Smart Grid that is based on the leveraging of IEC 61850 and IEC
61499 is to be used to address the above identified areas.



Chapter 3

Systems Engineering

In this chapter, we examine the synergies in the data modelling and the systems
engineering approach of IEC 61850 and IEC 61499. The aim is to identify the gaps
in implementation that needs to be addressed in order to introduce a platform that is
capable of automatically generating an IEC 61499 distributed automation control system
from IEC 61850 specifications. This chapter summarizes the contribution of Paper A.

3.1 Systems Engineering Methodology

Systems engineering is an interdisciplinary process with the purpose of satisfying the
needs of the customer throughout the life cycle of the system [56] with incremental
sub-processes throughout the design process. The waterfall model developed by Royce is
a linear development model with sub-process linked in a top-down design flow from the
upper left to the lower right [54]. Figure 3.1 shows the overview of the waterfall process
and its engineering sub-processes are as follows:

1. Requirement Elicitation: The role of requirement elicitation is to define and
document the desired behaviours of the system as agreed upon between the different
stakeholders. The process of eliciting the requirements are usually carried out
through personal interviews and observations. This stage of the design process
defines WHAT the end system is designed to do under the specified operating
condition and the requirement must be verifiable.

2. Specification: The specification specifies HOW the defined system requirement
is to be designed. The specifications identify the essential operational capabilities
which are required to satisfy the requirement. In the perspective of functional re-
quirement, it is to identify the essential functionalities and the interactions between
these functionalities to satisfy the required functional requirements.

3. Design: The design stage provides the in-depth design of the functionalities iden-
tified in the specification. This can include structuring of the functionality, defining

29



30 Systems Engineering

Figure 3.1: General overview of the waterfall engineering process.

the inter-function interactions such as message passing or the internal behaviour of
the function.

4. Implementation: The implementation stage implements the detailed design to a
domain specific system.

5. Testing: The testing stage tests the implemented functionalities or correctness.
The testing could be validation or verification tests. In validation tests, black-box
testing techniques can be applied to validate the end system against the system
requirement. In verification test, formal verification methods can be applied to
check the correctness of the implemented software.

6. Deployment: The deployment of the implemented functionalities to the hardware
devices.

The design process described in the waterfall model is largely linear with incremental
sub-processes. There are other derivatives of the waterfall model and one such model
is the Vee Model (Validation & Verification model) [57, 58] as shown in Figure 3.2a.
The design process of the Vee model is both linear and parallel. The left side of the Vee
is largely linear and follows the design process akin to the waterfall model. The right
side of the Vee is the validation and verification step where testing of each sub-process
is carried out in parallel and the development and testing is carried out in parallel One
other derivative of the waterfall model is the Spiral model [59, 50] which has a non-linear
design process. The spiral model is an interactive process where only subsets of the system
requirements are formed at the initial stage of design as shown in Figure. 3.2b. The design
is an iterative process where only a subset of the system requirements is developed first.
Through iteration, other requirements are identified and designed. Although the design
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steps might differ, the core sub-processes identified in the waterfall process is still common
to both the Vee and the spiral model. Therefore, the waterfall process is adequate in being
used as the reference model to evaluate the systems engineering approach introduced by
IEC 61850 and the sub-processes that are included in IEC 61850 approach.

(a) Vee Model

(b) Spiral Model

Figure 3.2: (a) The Vee systems engineering model where the user needs starts on the upper
left and the user-validated system on the upper right. (b) The Spiral systems engineering model
where more emphasis is placed on risk analysis. [57]
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3.2 Systems Engineering in IEC 61850

IEC 61850 has been described by many as simply a communication protocol with the goal
of introducing communication interoperability within the substation by standardizing the
communication protocols. However, this is a very short-sighted view of what IEC 61850
brings to the table since IEC 61850 also introduces a standardized way of configuring
the substation with standardized Systems Configuration Languages (SCL). The SCL
configuration language is described in the Extensible Markup Language (XML), which
is a formal description of the system configuration. In total, there are 6 sections that are
defined in the SCL XML descriptions and the sections are:

1. Header: The header sections describes the meta-information of the SCL configu-
ration such as versioning, etc.

2. Substation: The substation section describes the constituent entities of the sub-
station which includes elements such as the physical equipment (e.g. Circuit Break-
ers), the interconnections between the physical equipment and the logical functions
of the substation.

3. Communication: The communication section describes the communication net-
works within the substation which includes the communication subnetworks and
the communication protocols between the IEDs.

4. IED: The IED section describes the complete configuration of the IED devices
which includes communication configuration, logical node configuration and the
data sets that are communicated between the IEDs.

5. DataTypeTemplates: The DataTypeTemplates section defines the LN types
with accordance to the LN classes definitions specified in IEC 61850-7-4 [50] and
the datatype definition of the LN member variables in IEC 61850-7-3 [60]. The
type definitions include LNTypes, DOTypes, DATypes and EnumTypes.

IEC 61850 also defines three engineering tools and six types of SCL [61] descriptions.
The six SCL descriptions and their respective roles in the configuration process are as
follows:

1. System Specification Description (SSD) - The SSD describe the initial specifi-
cation of the system and there are two types of specifications described in the SSD.
The first type is the physical specification which is the Single Line Diagram (SLD).
The SLD describes the layout and the interconnectivity of the primary equipment
at the substation (E.g. Circuit Breakers and Transformers). The second type is the
logical specification which describes the functional specifications of the substation
equipment by means of LNs. LNs specification can either describe the substation
equipment (E.g. XCBR LN for Circuit Breaker) or a PAC function (E.g. PIOC for
instantaneous overcurrent function);
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2. IED Capability Description (ICD) - The role of the ICD file is to describe the
complete capabilities of the accompanied IED device and this description is usually
supplied by the device vendors;

3. System Configuration File (SCD) - The SCD file contains the complete con-
figuration of the substation which includes the communication configuration and
the IED configurations;

4. Configured IED Description (CID) - The CID describes the configuration of
the IED device which includes communication configuration of the IED;

5. Instantiated IED Description (IID) - The IID contains the description of an
already configured IED device which includes the description of the SLD and its
binding LNs, the description of the IED and the communication configuration;

6. System Exchange Description (SED) - The SED contains a subset of the
SCD file and it is used to exchange data between system configurators of different
projects.

The two engineering tools which link the SCL configuration files together are the
system and the IED configurator as shown in Figure 3.3. The role of the IED configurator
is to handle IED related SCL files. The IED configurator can create the ICD capability
file or create the project-specific IID file. The system configurator takes the SSD and the
ICD as the input description files to produce the SCD file. The SCD provides the full
configuration of the system which includes the communication between the IEDs, the
definitions of the LNs and the configurations of the LNs in the IEDs.

3.3 Design Challenges of IEC 61850 Systems Engi-

neering

The systems engineering approach introduced by IEC 61850 follows closely to the main
sub-processes defined in the waterfall model. Each sub-process in the waterfall model is
described by the SCL configuration. The role of the SCL configuration in accordance to
the sub-processes in the waterfall model are as follows:

1. Requirement Elicitation: There is no formal way of modelling system require-
ments within the confinement of IEC 61850.

2. Specifications: The role of the specification is filled by the SSD configuration.
SLD is used to capture the physical specifications of the substation and LNs are
used to capture the logical specifications of the substation.

3. Design: The role of the design is filled by the SCD configuration which contains the
detailed configurations of all the IEDs in the automation system, the configuration
of each LNs and the communication between the IED devices.
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Figure 3.3: The roles of the System and IED configurator in the configuration process and the
leveraging of the SCL files [62].

4. Implementation: The role of the implementation is filled by the ICD and the IID
file which describes the configuration of individual IED devices.

Examining only the systems engineering approach from the IEC 61850 perspective,
there are two challenges which can be identified.

1. The first challenge is the lack of a means to model system requirements in the
context of the IEC 61850 design process since the earliest stage of the waterfall
design supported by IEC 61850 is the SSD specifications.

2. The second challenge is the lack of a means to describe the internal functional be-
haviour of the LN specifications and the interactions between the LN specifications
in a standardised vendor independent but still executable way.

In chapter 5, a formal way of modelling functional requirements using ontological
model is introduced to address challenge 1, which can be incorporated as a part of the
Cyber-Physical Engineering framework proposed in this thesis. With regards to the
design challenge 2, it is worth reiterating that one of the conceptual intent of IEC 61850
was to introduce communication interoperability within the substation by:

1. Standardizing the communication protocols within the substation network;

2. Introducing standardized naming convention of data for the purpose of interoper-
able data exchange between vendor devices.



3.4. Synergies between IEC 61499 and IEC 61850 35

With these two points in mind, the description of the system specifications in the SCL
configurations are done from the perspective of the communication needs within the sub-
station. Therefore, specifications of the internal behaviour of the LN and the interactions
between the LNs are not essential from the perspective of system communication. In ad-
dition, the lack of a means to model the internal behaviour and the functional implemen-
tation of LNs in IEC 61850 was intentional on the part of the Technical Committee 57
(the TC committee behind the development of IEC 61850) to maintain interoperability
between the LNs. There are already several research works which aim to address this
challenge. In this thesis, the internal implementation of the functional behaviour of the
LNs and the overall IEC 61850 automation control system is implemented using the IEC
61499 distributed automation reference model.

3.4 Synergies between IEC 61499 and IEC 61850

IEC 61499 [51] is the reference architecture for the design of distributed automation
control systems. The IEC 61499 architecture allows the definition of software applications
as networks of functional components that interact via interconnected message passing
and data transfer channels that can then be mapped to distributed networking devices.
The idea of applying IEC 61499 as the means of implementing the functional behaviours
of IEC 61850 LN specifications was introduced by Higgins et al. [29] which investigated
the synergies between the two standards and how the two standards could be used in
conjunction to create distributed substation automation control system. Zhabelova et
al. [30] demonstrated the feasibility of the idea with a case study based on the FLISR
PAC scheme and a subsequent MAS based approach was used to implement the same
FLISR PAC system [53]. An open-source tool based approach which utilizes open-
source based simulation platforms for co-simulation IEC 61850 and IEC 61499 control
system was proposed by Strasser et al. [52]. Zhu et al. [63] also present mappings
of the information models between the two standards. In the FREEDM project [13],
IEC 61850 and IEC 61499 have been applied to model the intelligent fault management
(IFM) system by Zhabelova et al. [64], intelligent energy management (IEM) system
by Patil et al. [65] and a plug-and-play based distributed SCADA HMI by Yang et al.
[66].

From the perspective of systems engineering, there are also a lot of synergies in
the design approach of the two standards for the purpose of engineering distributed
applications in their respective domains. The main synergies are twofold:

1. Firstly, both standards introduce object orientation by using modular data struc-
tures to model their respective system components.

2. Secondly, both standards utilize a top-down approach to designing distributed sys-
tems.

An example of these two design characteristics in IEC 61850 is shown in Figure 3.4.
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Figure 3.4: Object oriented approach to specify specifications for IEC 61850 systems and the
XCBR LN showing data encapsulation within a logical node.

The first step in the design process is to identify the physical and the logical spec-
ifications of the substation. The physical specification specifies the necessary physical
equipment that is required (E.g. primary equipment such as Circuit Breakers, Trans-
formers, etc) and the interconnections between the physical equipment. This is typically
modelled using SLD diagrams as shown in Figure 3.4. The logical specifications define
the PAC functionalities for the substation and are modelled using LNs. Take the over-
current protection as an example in Figure 3.4, to carry out overcurrent protection, there
are 4 LNs which are required to carry out this protection. The required LN specifications
are the Current Transformer LN TCTR to measure the current samples, the Instanta-
neous Overcurrent function LN PIOC to check the current sample against the pre-set
overcurrent threshold, the Trip Conditioning FB PTRC which checks for whether the
tripping condition is satisfied and the Circuit Breaker LN XCBR which trips the circuit
breaker. On the logical level, the LN specifications can describe either a logical entity
(Instantaneous Overcurrent function PIOC) or a physical entity (Current Transformer).
Once all the necessary LN specifications are identified, the LNs are then configured to
their correct parameters based on the PAC functionality and the IEDs in which they will
be deployed to. An example of the hierarchical data structure of the LNs is shown in
Figure 3.4 with the XCBR LNs. The first hierarchy level under the XCBR LN are the
data objects. In total, the XCBR class defines 16 Data Objects (DO) which can either
be mandatory or optional. Under the level of the DO are the Data Attributes (DA).
For the Loc DO, there are in total 13 DAs which made up of basic data types such as
STRING or BOOLEAN, etc. This is the typical design process of the top-down approach
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where the overall system specification and their interactions are defined first before the
individual specifications are configured and deployed to the IED devices.

IEC 61499 exhibits similar characteristics of encapsulation and modelling philosophy
when defining specifications. Figure 3.5 shows the specification and implementation of
a distributed control system for a didactic demo application implementing LED flashing
in configurable patterns. The first step in the design process is to define the specifica-
tions of the overall system by means of object orientation with the FB artefacts. Each
physical component in the FLASHER system can be modelled by an FB. For example,
the INTIME FB models the specification of the TIME physical component and the IN-
CHOICE FB models the specification of the MODE selector physical component. The
FBs specifications can then be logically connected to model the logical interactions be-
tween the FB specifications. Once the overall interaction between the FB specifications
in the whole system is defined, the internal behaviours of the individual FB specifications
are modelled using Execution Control Chart (ECC) state machines. The last step of the
design process is to distribute the implemented FB specifications to the desired number
of hardware controllers.

Figure 3.5: Object oriented approach to designing a LED flasher controller using IEC 61499
[67].

The internal structure of the FB artefacts is shown in Figure 3.6. There are two
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main types of FB artefacts. The first type is the Composite FB and the second type is
the basic FB. Externally, both the composite and the basic FBs looks the same with a
standardized type of interfaces. The interface types consist of input events, input data,
output event and output data. Internally, however, the two types of FB artefacts are very
different. The Composite FB can encapsulate a network of interconnected FBs which
can either be basic or composite types. The Basic FB is the simplest design artefact
which consists of one or more algorithms and the ECC specifying the sequence in which
the algorithms are to be executed based on the transition conditions.

Figure 3.6: Function Block artefacts and their encapsulation.

The synergies between the two standards also extend to the level of the application
and the device configuration as shown in Figure 3.7. In IEC 61850, the top-most level
of design is the SLD and the LN specifications as defined in the SSD configuration. At
this level, the specifications are still device-independent specifications. This is akin to
the definition of the Application in IEC 61499 where all the FB specifications and their
interactions are defined. On the device level, there are also several similarities between
the device models from IEC 61850 and IEC 61499. In an IEC 61850 device, there can
be multiple Logical Devices which can encapsulate a subset of the LN specifications
defined at the SSD level. Similarly, in an IEC 61499 device, there can be multiple
execution containers called Resources, which executes a subset of the FB specifications
from the application. It is due to these synergies in design approach and model structure
which provides the pathway for introducing MDE to systems engineering approach for
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substations based on the industrial standards IEC 61850 and IEC 61499.

Figure 3.7: Comparison between the hierarchical device structure between IEC 61850 and IEC
61499.

3.5 Contribution of Paper A

There are many synergies in design approaches between IEC 61850 and IEC 61499 and
the one commonality which is central in linking the two design approaches in existing
research works is the LN specification from IEC 61850 and the FB specification from IEC
61499. Zhabelova et al. propose the iLN structure in [30] which maps LN specification to
a composite FB specification. Within the composite FB, there is a database FB and an
intelligence FB. The database FB models the hierarchical information model of the LN
which contains the DO and the DAs and the intelligence FB implements the behaviour
of the LN. Zhu et al. [63] and Vlad et al. [68] also propose similar mapping strategies
by representing IEC 61850 LNs as IEC 61499 FBs. Andren et al. in [69] propose
an alternative mapping between the specifications by modelling LN specifications as
interfaces of sub-applications. Each sub-application represents a function (e.g. on Circuit
Tap Changer) while the LNs are used to represent the communication interfaces between
the functionalities. The mappings of the specifications in this thesis will be based on the
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iLN mapping structure.
The research work carried out in Paper A investigates the capabilities of IEC 61850

and IEC 61499 when MDE engineering methodologies are applied. The methodology
of interest in Paper A was model transformation [48], which is one of the core tenants
of MDE. The goal of the paper was to investigate to what extent can an IEC 61499
control system be auto-generated only from IEC 61850 specifications and to ascertain
the capabilities and limitations of using IEC 61850 specifications as the only source
model for model transformation. The unified engineering design flow which combines
IEC 61850 and IEC 61499 engineering approach following the waterfall approach is shown
in Figure 3.8 and one possible design process is as follows:

Figure 3.8: Unified Engineering design flow between IEC 61850 and IEC 61499 when following
the waterfall approach.

1. The first step in the design process is Requirement Elicitation and as mentioned
previously, both IEC 61850 and IEC 61499 do not have means to formally model
system requirements.

2. At the Specification stage, the specifications of the substation are defined and the
resultant SCL file is the SSD specification file. The SSD specifies the SLD, the LN
specifications and class type definitions for the LNs that are instantiated in the
SSD specification.

3. At the Design stage, the complete configuration of the substation automation sys-
tem is designed and the resultant SCL file is the SCD configuration. The SCD
configuration contains the configurations of the IEDs, the communication between
the IEDs, the distribution of the LNs to the IEDs and the parametrization of the
LNs. It is at this stage where the cross over in design from IEC 61850 to IEC 61499
can be made. The abstract mapping rules from IEC 61850 to IEC 61499 are as
follows:

(a) For all the LN Types that are defined in the DataTypeTemplate section of the
SCD, an equivalent FB Type can be created.
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(b) For all the LN type that is instantiated in the substation section of the SCD,
the equivalent FB Type can be instantiated in the Application of the IEC
61499 system.

(c) For the subset of the LN instances from the substation section that are dis-
tributed to the IEDs, the equivalent FB instances are also mapped to the
equivalent hardware devices from the Application.

(d) For all the communication configurations of the IEDs, the same configuration
is also mapped to the IEC 61499 hardware devices.

Based solely on the SCD configuration, the complete structure of an IEC 61499
control program can be created. The summary of all the abstract mapping rules
at the Design stage is shown in Mapping 1 of Table 3.1.

4. At the Implementation stage, the individual IED configurations files are produced.
The resultant SCL configuration is the CID configuration file. In IEC 61499, this
is equivalent to the distribution of the implemented FB instances to the hardware
devices which produces an IEC 61499 XML configuration file to be deployed to the
hardware controllers.

5. At the Testing stage, the CID files are deployed and tested to ensure the IEC
61850 configurations conform to the specifications set by the IEC 61850 standards.
KEMA certification is one such certification which checks for conformance such as
the timing performance and the correctness of the SCL configurations. On the IEC
61499 side, testing of the correctness of the implemented control system can be
performed either via software testing under simulation or hardware testing in the
loop.

6. The last step is the deployment of the configurations to an IEC 61850 and IEC 61499
compatible hardware devices. IEC 61850 configures the communication aspect of
the hardware device while IEC 61499 configures the functional aspect of the device.

The approach described above naturally follows the engineering flow of the waterfall
model. Crossover from IEC 61850 to IEC 61499 or vice versa can also be made at other
stages of the design flow. Crossover in design at another level of the design process
can also be made due to the synergies in the design process in the two standards. For
example, if the crossover were to be done at the Specification stage, the SSD specification
can be used to generate the FB Type definition from the LN Type definition and the
IEC 61499 application can be generated from the substation section of the SSD. The
abstract mapping rules are shown in Mapping 2 of Table 3.1. If the crossover were to
be done at the Implementation level, the CID configuration files can be used to generate
the FB Types, the FB instances that are distributed to the hardware device and the
communication parametrization of the hardware device. The abstract mapping rules are
shown in Mapping 3 of Table 3.1.
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Table 3.1: Engineering design flow and the mappings of elements between IEC 61850 and IEC
61499 at each design step

Mapping IEC 61850
Configuration

IEC 61499
Component

Abstract Mapping Rules
from IEC 61850 to IEC
61499

1 SCD Whole System

(a) IEC 61850 LNType -〉 IEC
61499 FBType

(b) LNType instances in substa-
tion section -〉 FBType In-
stances in Application

(c) LNType instances in IED
device -〉 FBType instances
in device

(d) IED communication config-
uration -〉 Device communi-
cation configuration

2 SSD Application

(a) IEC 61850 LNType -〉 IEC
61499 FBType

(b) LNType instances in substa-
tion section -〉 FBType In-
stances in Application

3 CID Device Configu-
ration (a) IEC 61850 LNType -〉 IEC

61499 FBType

(b) LNType instances in IED
device -〉 FBType instances
in device

(c) IED communication config-
uration -〉 Device communi-
cation configuration

For the purpose of applying model transformation from IEC 61850 to IEC 61499 in
Paper A, the following mapping guidelines were created to map IEC 61850 entities to
IEC 61499 entities. The mapping guidelines are summarized in Table 3.2:

The mapping of the device model from IEC 61850 to IEC 61499 is relatively straight-
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Table 3.2: Mapping of the model architecture from IEC 61850 to IEC 61499 for MDE model
transformation

# IEC 61850 Model IEC 61499 Model
1 IED Device
2 Logical Device Resource
3 Logical Node Types (LNType) Composite FB Type
4 Data Objects Types (DOType) Structured Data Type
5 Data Attribute Types (DAType) Structured Data Type
6 EnumType Enumerated Types

forward due to the synergies between the two device models as shown in Figure 3.7. The
description of the mapping guidelines are as follows:

1. An IEC 61850 Physical Device is mapped to an IEC 61499 Device.

2. IEC 61850 Logical Devices are mapped to IEC 61499 Resources. In IEC 61850,
there can be more than one Logical Devices within a Physical Device. The same
applies in IEC 61499 where there can be more than one Resource within a Device.

3. A Logical Node Type is mapped to a Composite FB Type. This follows the iLN
architecture where each LN FB is made up of 2 internal FBs: A Database FB for
encapsulating the LN data and an Intelligence FB which implements the behaviour
of the FB. Therefore, the FB container needs to be of type Composite.

4. DOTypes and DATypes are mapped to Structured Data Type since these two
types contain a collection of data members which can be of different types. The
relationships between the LNType, DOType and DAType are as follows. The
highest level of the information model is the LN. LN contains data members which
are of type DOType. Each DOType contains its own set of data members which
are of type DAType. Each DAType also encapsulates a set of data which can be of
basic data types (E.g. String, Boolean) or Enumerated Types.

5. EnumTypes are mapped to Enumerated Types in IEC 61499.

Based on these mapping guidelines, model transformation methods were applied in
Paper A to investigate the extent to which an IEC 61499 system can be automatically
generated based on the IEC 61850 configuration files. Note that the method of transfor-
mation at this stage of the investigation was procedural. The mapping rules between the
two domains from IEC 61850 to IEC 61499 were written based on XML node to node
transformation since IEC 61850 uses XML for SCL configuration and IEC 61499 also uses
XML for its system configuration. The results of Paper A are discussed in section 3.6.
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3.6 Discussion

Based on the results from Paper A and the examination of the systems engineering
approach of IEC 61850 in the previous sections, the following observations can be made:

1. Firstly, there is lack of a means to formally model requirement in both IEC 61850
and IEC 61499.

2. Secondly, if only the IEC 61850 SCL configuration files (specifically the SCD con-
figuration) are used as the source model for auto-generating IEC 61499 systems,
then it is only possible to auto-generate the structure of an IEC 61499 system.

Regarding the first observation, there are misconceptions of whether LNs are consid-
ered as requirements or specifications as it is often used interchangeably by industrial
practitioners, as shown by the result of the recent surveys conducted by the B5.02 CIGRE
taskforce group [70]. The B5.02 taskforce group was tasked to investigate how functional
requirements can be modelled within the context of IEC61850. It is, therefore, necessary
to clarify the differences between requirements and specifications to ascertain which one
of the two categorizations LNs belongs to.

The definition of the functional requirement by the B5.02 taskforce group in the sur-
vey paper is as follows:

The functional requirement is a description of the behaviour or the role
a system or part of a system must perform.

An example of a functional requirement based on this definition would be:

”The Transformer should be tripped during overload currents superior to 120% on any of
its coils”

The definition of specifications by the B5.02 taskforce group is as follows:

The Specification describes how a system should be built to attain its Re-
quirement

An example of a specification with respect to the functional requirement above would
be:

”An overcurrent protection function can be implemented on the primary and secondary
side of the transformer to detect the overload”

By these definitions, the point of distinction between requirement and specification is
that requirements describe WHAT the system need to perform while the specification
describes HOW the requirement will be executed. For example, the requirement states
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that the transformer breakers should be tripped if an overload current is present. The re-
quirement states the behaviour but does not specify which of the many possible functions
that should be used to implement this behaviour. The specification on the other hand,
explicitly states the use of the overcurrent function to detect the overload current. Based
on this distinction, LNs would be categorized as specifications rather than requirements
since LNs specifies the specific functionality that should be applied to satisfy the require-
ment. E.g. PIOC LN for Overcurrent protection or PDIF LN for Differential protection.
The formal modelling of functional requirements is discussed further in depth in Chapter
5.

Regarding the second observation, if the SCD configuration file is used as the only
source model for auto-generation, only the structural model of the IEC 61499 system can
be automatically generated. The IEC 61499 components which are not generated are:

1. The internal implementation of the FBs - I.e. the ECCs and the internal algorithmic
implementation of the FBs.

2. The interconnections between the FBs in the FB network.

These two limitations are due to the lack of formal semantics between the individual
LN specification. The semantics we refer to in this context is the relational semantics
between the LNs (I.E. how the LNs interact with each other) rather than the naming of
the data model and the signals. In the IEC 61850 SSD description file, there are three
levels of hierarchy when describing the required functions for the substation. The highest
level of the hierarchy is the Function and there can be more than one Function within
the substation. The level below the Function is the Sub-Function and there can also be
several Sub-Functions within a Function. The level below the Sub-Function is the LN
specification and there can be several LN specifications for each Sub-Function. This level
of hierarchical structure means that a Function is carried out by several Sub-Functions
and the Sub-Functions are expected to be carried out by a set or sets of LNs. This implies
that there are logical interactions between the LNs specifications within a Sub-Function
and/or between the Sub-Functions. The interactions between the LN specifications can
be one of producer and consumer, where one LN produces data while another LN con-
sumes this data. However, for the purpose of maintaining interoperability and flexibility
of the LNs, the behaviour of individual LNs and the semantic relationships between the
LNs are not explicitly defined. Although the behaviour of the LNs is implied in its de-
scription, the exact operation steps of the implied behaviour are not defined. The same
also applies for the LN to LN interactions where even though the LN descriptions implic-
itly suggests possible interactions between LNs, the interactions are also not explicitly
stated to maintain interoperability.

From the logical implementation’s point of view, specifically in IEC 61499, the se-
mantic relationships between its FB artefacts (mapped entities of LNs) are important
to convey the control flow of the control system and this is represented in IEC 61499
as logical connections between the FBs. Since IEC 61499 is an event-based execution
system which operates on message passing between the FBs, having well-defined message
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passing between FBs is essential. The lack of semantic definition between the LNs means
that it is impossible to generate a complete IEC 61499 control system with valid logical
connections between the FBs if only the SCL descriptions are used as the source model.

3.7 Enrichment of Semantics to IEC 61850

The issue of the semantic void in IEC 61850 models have been identified by various
researchers and there is already ongoing research work which aims to enrich the IEC
61850 models. One of the ongoing semantic enrichment efforts is the harmonization of
the IEC 61850 standards and the Common Information Models (CIM) initiated by the
TC57 technical committee [71]. The CIM model is composed of the two standards IEC
61968 and IEC 61970 which are designed for Distribution Management System (DMS)
and Energy Management Systems (EMS) purposes respectively. The CIM standards and
the IEC 61850 standards were both developed in parallel under two workings groups
within the TC 57 working group. However, since the standards were designed for differ-
ent purposes, there is very little interoperability support between them. Yet there are
applications in the Smart Grid where interaction and exchange of data between these
standards are necessary.

One of the main benefit of integrating the CIM models to the SCL model is the
enrichment of the SLD model in IEC 61850. In IEC 61850, the SLD only describes
the structural layout of the substation components. The CIM standards are also capa-
ble of describing the structure of the substation components, but in addition, the CIM
standards also define the relationships between the substation components. Kostic et
al. [72] propose the method of harmonization of the information models by mapping
the UML models between the IEC 61850 and CIM standards. Kim et al. [73] provide
an MDE based approach which model transforms the standard models in IEC 61850
and IEC 61970 to a unified semantic model based on the QVT transformation language.
QVT is the de-facto language for the model transformation Object Management Group
(OMG) standard models which include UML. Santodomingo et al. in [74, 75] proposes
a semantic-web approach in harmonizing the two standards by mapping the information
models represented as ontology models and applying ontology alignment techniques to
harmonize the models. Buchholtz et al. [76] harmonize CIM models with IEC 61850 for
the purpose of developing a common communication and data model for interfacing the
electrical network with the end consumers on the lower voltage network for the purpose
of data acquisition from home automation and smart meter systems. Etherden et al.
[77] proposes a method based on the integration of IEC 61850 and CIM to implement
the concept of the virtual power plant (Aggregation of DRERs which appears as a single
power plant [78]) where IEC 61850 is used as the communication interface to the virtual
power plant and the IEC 61850 models are then mapped to CIM models to interface with
the outlying system such as the market traders or the utilities.

The harmonization between CIM and IEC 61850 mainly addresses the semantic gap
on the modelling of the substation component. It does not address that semantic gap that
exists on the logical level, specifically the relationships between the logical LN models.
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This thesis investigates the use of functional requirements as the means to fill the semantic
gaps in order to generate a full IEC 61499 control system with valid logical connections.

3.8 Chapter Summary

In this chapter, we examined in depth the synergies between the standards IEC 61850 and
IEC 61499 in terms of data modelling and systems engineering approach. The synergies
between the two standards include introducing object-orientation in modelling modular
components in their respective domains (E.g LN in IEC 61850 and FB in IEC 61499)
and systems engineering approach which follows the top-down design methodology.

In paper A, we examined the systems engineering approach from both IEC 61850
and IEC 61499 and identified several implementation gaps which need to be addressed in
order to be able to automatically generate an IEC 61499 distributed automation control
system from IEC 61850 specifications. The following conclusions can be made:

Firstly, only a partial IEC 61499 distributed automation control system can be au-
tomatically generated from a complete SCD specification. The two main components
which are not possible to auto-generate from IEC 61850 specifications are the internal
implementation (I.e. the ECCs and the control algorithms) of the FBs and the logical
connections between the FBs.

Secondly, both IEC 61850 and IEC 61499 are not able to formally model system
requirements. In traditional systems engineering approaches such as the waterfall model,
the first stage of design is the elicitation of systems requirements. In both IEC 61850
and IEC 61499, the first stage of design for both standards is the specification stage.

Lastly, there is a lack of relational semantics between the LN specifications. This
was intentional on the part of the TC57 technical committee to preserve interoperability
between the LNs. From the perspective of IEC 61499, this is problematic as the logical
connections between the FBs define the interactions and the overall behaviour of the
system. It is this lack of relational semantics between the LNs that contributes to the
gap in auto-generating logical connections between the FBs.

In the next chapter, we propose the Cyber-Physical Engineering framework, a frame-
work which leverages the use of MDE model transformation, semantic web knowledge
models and IEC 61499 and IEC 61850 domain models to automatically generate CPS
control systems. The aim of the Cyber-Physical Engineering framework contributes to
addressing the aforementioned implementation gaps.
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Chapter 4

Cyber Physical Engineering

In this chapter, we introduce the Cyber-Physical Engineering framework, a framework
which leverages the use of MDE techniques, semantic web knowledge models and domain
models to automatically generate CPS systems. This means that the goal is to generate
both the cyber part of the system (E.g. the automation software) and the physical part
of the system (E.g. the simulation model of the physical plant) as CPS systems takes into
consideration both the physical and the cyber part of the system and their interactions.

The chapter first introduces the overall CPE framework. Secondly, the motivation for
the use of semantic web modelling language is discussed. Lastly, the framework which
is developed for model transforming semantic web modelling language Web Ontology
Language (OWL) is discussed.

4.1 Cyber Physical Engineering Framework

We propose the framework called Cyber-Physical Engineering, an MDE framework with
the main goal of automatically generating the distributed control system of CPS systems
from the physical and cyber requirements and specifications. In addition, the CPE
framework also aims to automatically generate the simulation plant model of the CPS
system for the testing and validation of the distributed control system. The proposed
CPE framework is shown in Figure 4.1 and central to the CPE framework is the leveraging
of semantic web models and the model transformation of the semantic web models as the
source and the target model of transformation.

The CPE framework consists of three main model transformations and the transfor-
mations are as follows:

1. The first model transformation is the transformation of the domain-specific models
to the common semantic model. This model transformation consolidates the source
models into a unified formal model that models the semantic relationships between
the domain entities and creates the source semantic model for model transforma-
tion.

49
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Figure 4.1: Cyber-Physical Engineering Framework.

2. The second model transformation is the transformation of the source semantic
model to the target semantic model. I.e. the requirements and the specifications
to the distributed control system and the simulation model of the plant.

3. The last model transformation is the transformation from the target semantic model
to the domain specific models.

The CPE framework presented in Figure 4.1 is an overview of the CPE framework
which can be applied to the engineering of distributed control systems for multi-domain
CPS systems. The CPE framework that is applicable for the energy domain is introduced
in Section 4.2.

4.2 CPE Framework in the Energy Domain

The proposed CPE framework for the energy domain is shown in Figure 4.2. The aim of
the CPE framework is to automatically generate distributed substation automation con-
trol systems with valid control flow from system requirements and IEC 61850 substation
specifications. The CPE framework is based on the leveraging of model transformation
and semantic web models, specifically the OWL ontology modelling language that incor-
porates formal models of system requirements to address the lack of a control flow in
the IEC 61499 distributed control system that was identified in Paper A. In this frame-
work, there are three domains of knowledge that are incorporated. The first domain is
the model of the system requirements. The second is the model of the system specifica-
tions and communication configurations. The third domain is the distributed automation
control domain which implements the specifications.

Central to the CPE framework is the use of semantic web models and the motivation
behind the use of semantic models for the energy domain as the core unified modelling
language are as follows:

1. The first reason is due to the fact that ontological languages such as OWL provide
modelling artefacts which can model domain concepts and express the relationships
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Figure 4.2: CPE framework for the Energy Domain.

between the ontological concepts. Ontology modelling languages are capable of
modelling modular components and is adept at expressing the relationships between
the modular components.

2. The second reason is due to the multi-domain nature of the Smart Grid as illus-
trated by the SGAM model in Figure 2.6. This CPE framework incorporates three
domains each with its own domain specific model, semantics and varying degrees
of model formality. Semantic web models are used due to their capability to model
multi-domain systems and in addition, it is more practical to develop transforma-
tion rules for models with the same underlying model semantics rather than a set
of transformation rules for each domain model. It is also beneficial from the sys-
tems design perspective to have a high abstraction model show the cross-domain
relationships in the system.

3. Lastly, ontologies have already been used in existing Smart Grid research projects
for the purpose of harmonizing industrial standards. One example is the IEC
61850 and CIM harmonization research work by Santodomingo et al. in [74, 75]
which models IEC 61850 and CIM concepts in ontology models respectively before
ontology matching techniques are applied to match the information models in both
sets of standards. Another usage of ontology is by Pala et al. [79] which models
CIM as semantic web RDF graphs for auto-generating CID configurations from
CIM and CID files. These existing research works demonstrate the viability of
utilizing semantic webs models to model multi-domain systems in the Smart Grid.

The engineering process of the proposed CPE framework according to Figure 4.2 are
as follows:

1. Firstly, system requirements are developed and modelled in ontological models
written in the OWL ontology language.

2. Secondly, the specifications are identified based on the system requirements and
represented in IEC 61850 SCL configuration in XML. The XML representation is
then model transformed to its ontological representation.
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3. Thirdly, transformation rules are developed which transforms the ontological repre-
sentation of the requirements and/or the specification to the distributed IEC 61499
automation control ontological model.

4. Lastly, the target ontology model is then transformed to its domain representation.
In the case of IEC 61499, the configuration is represented by XML.

The main components of the proposed CPE model transformation framework are as
follows:

1. Requirements: The aim of system requirements is to specify the behaviour of the
system. There are several types of system requirements which includes functional,
non-functional and timing requirements, etc. System requirements are typically
represented in Natural Languages (NL) since it is easily understood and docu-
mented by stakeholders who typically have a different level of technical expertise.
However, system requirements which are represented in NL are not considered to
be formal and therefore, is not computer interpretable. Therefore, the informal
NL based systems requirements are mapped to its formal representation in OWL
ontology. The type of system requirements in this thesis is restricted to functional
requirements.

2. Specifications: The specifications of the communication, device and function
models are modelled in IEC 61850 by means of LNs and SLDs in SCL configu-
ration files. The SCL is represented in the XML language and can be used to
configure IEC 61850 compliant IED devices. The strength of XML is its capabil-
ity to model the hierarchal structure of the information and device models of IEC
61850 systems. However, XML is not suitable for representing semantics. The
XML representation can be converted to an OWL representation by transforming
UML class diagrams to OWL ontology.

3. Model Transformation: One of the core tenants of MDE is model transformation
and the process of model transformation involves transforming a source model to
a target model by means of transformation rules. The transformation rules define
the cross-domain mappings of the entities between the source model to the target
model. In the CPE framework, the source model is the requirement and the spec-
ification model and the target model is the IEC 61499 distributed control model.
The transformation rules are developed using the Extended Semantic Web Rule
Language (eSWRL), an OWL ontology transformation language that extends the
OWL reasoning language Semantic Web Rule Language (SWRL) for the purpose
of model transforming ontologies.

4. Testing: The resultant model from the model transformation is an ontology model
which will need to be transformed again to its domain-specific representation. The
configuration of IEC 61499 control system is described in XML and therefore, the
resultant IEC 61499 ontological model is mapped to its XML representation. At this
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stage, the control system can be tested for the correctness of the system behaviour
by either validation or verification. There are different methods of validating and
verifying the correctness of the generated IEC 61499 control system. Model check-
ing is one of the formal verification approaches [80, 81, 82] that is used to prove or
disapprove certain properties in the control system by exploring the state-space of
the control system with counterexamples. There is existing research works which
apply model checking to verify IEC 61499 control systems [83, 84, 85, 86, 87].
Requirement tracing [88, 89, 90] is used in software engineering to trace how the
requirements are implemented in the end control system and there are existing re-
search works [91, 92, 93] which introduce requirement tracing to trace IEC 61499
distributed control systems. Software co-simulation is another approach which can
be used to validate the overall behaviour of IEC 61499 control system [30, 52, 94].
In this thesis, we explore the use of scripted software co-simulation to validate the
correctness of the auto-generated IEC 61499 control system, much like the prac-
tice of black-box testing to validate the auto-generated IEC 61499 control system
against the system requirements.

4.3 Ontology Driven MDE

The core principle of the CPE framework is based on the leveraging of knowledge-based
ontological models in both the modelling of the system and model transformation. How-
ever, there are several implementation challenges that must be addressed during the
development of the CPE framework. These implementation challenges include the map-
ping of the DSM models to ontological models and the development of the transformation
engine for model transforming ontological models.

The following subsection firstly describes the mapping between the DSM models to
the OWL models and secondly, the development of the eSWRL ontology transformation
engine.

4.3.1 Modelling in Ontology

The advent of knowledge-based modelling was driven by the notion of the so-called Se-
mantic Web [95], a world wide web that is enriched with semantic information that allows
systems to access information on a more efficient manner. The goal of OWL is to provide
a language for developing domain ontologies on the world wide web. Ontological models
are central to semantic web applications and a commonly accepted definition of an on-
tology as defined by Gruber [96] and later Borst [97] is: ”An ontology is an explicit and
formal specification of a conceptualization of a shared domain of interest.” This defini-
tion implies that the conceptualization of the domain is formal and is, therefore, machine
interpretable and can be subject to reasoning. Ontological models are commonly used
to formally model the structure of a system, which includes the relevant entities and its
relations [98]. An ontology can be considered as a 4-tuple 〈C,R, I, A〉 [99] where the four
elements are Concepts, Relations, Instances and Axioms. A concept refers to a class of
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entities that exists within a domain. Relations refers to the interactions that can exist
either between concepts or between a concept and its properties. Instances are ”things”
which represent a class or concept. Axioms are used to associate classes and properties
with specifications of their characteristics in order to add logical information about the
class and the properties. These could be constraints to data properties or relationships
between class concepts. An example of an ontological model is shown in Figure 4.3 which
shows a simplified structure of the IEC 61850 SCL file.

Figure 4.3: Simple ontology model showing structure of the SCL configuration file.

The yellow box represents the class concepts and the black arrow represents the object
relationships between the concepts. The white ovals represent the class instances and the
green lines represent the data properties of the instances. Note that a typical ontology
comprises of two components: a T-Box (a terminological component) and an A-Box (an
assertion component) [99]. The T-Box defines class concepts and A-Box contains the
instances of the class concepts and its assertions. The combination of the T-Box and the
A-Box forms a knowledge base. T-Box are static definitions which remain unchanged
while A-Box can change over time as more assertions are made. In the context of this
thesis, only the T-Box of the IEC 61850 and IEC 61499 need to be statically created
as the A-Box are generated during model transformation. The next two subsections
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describe the method of developing the T-Box ontology for IEC 61850 and IEC 61499.
The development of the T-Box ontology for the functional requirements is discussed in
Chapter 5.

Modelling IEC 61850 T-Box Ontology

The definition of the T-Box ontology for IEC 61850 is derived from the UML description
as prescribed in the SCL configuration language. The UML description provides the
abstract models of the substation domain and contains the definition for the device
models, data models, functional hierarchy and the data exchanges between the devices
and applications. There is already existing research work which defines mapping rules for
transforming UML diagrams to OWL ontologies as shown in [100, 101, 102, 103]. In this
thesis, we have adopted the mapping rules defined by Zedlitz et al. in [104]. It is worth
noting that UML is developed under the notion of Closed-World Assumption (CWA)
[105] meaning that any knowledge which is not explicitly defined are considered false. In
contrast, Ontology operates under the Open-World Assumption (OWA), meaning that
any knowledge which is not explicitly defined are treated as unknown. Therefore, it is
necessary to place stricter restrictions on the OWL models. The conversion from the
IEC 61850 UML model to OWL T-Box was done manually as it was only necessary
to develop the T-Box once since it is the static part of the OWL model and does not
undergo modification during ontology transformation. A summary of the conversion rules
for mapping the classes and the properties from UML to OWL are as follows:

1. Classes (owl:class): Each UML class is mapped to an OWL class. The naming of
the UML class is retained in the OWL class.

2. Object Property (owl:ObjectProperty): Associations between UML class are
defined as Object Properties following the structure of Has 〈Class〉, where the
”Has ” prefix denotes that the property is of type object property and the optional
field ”〈Class〉” defines the class that the object property is linked to. The Domain
of the Object Property specifies the class in which the object property is linked
from and the Range specifies the class the object property is linked to.

3. Data Property (owl:DataProperty): Class-Dependent Attributes of UML class
are defined as data properties following the structure has 〈AttributeName〉, where
the ”has ” prefix denotes that the property is of type data property and the
〈AttributeName〉 defines the name of the class attribute. The Domain of the data
property specifies the concept that the property belongs to and the Range specifies
the data type which describes the value of the data property.

4. The conversion of cardinality from UML to Owl is defined in Table 4.1.

The UML definition of the SCL domain is shown in Figure 4.4. The conversion of the
SCL UML definition to OWL is as follows:
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Table 4.1: Cardinality Restrictions in OWL converted from UML
Multiplicity Cardinality Constraints in OWL Description
0..0 OWL:qualifiedCardinality = 0 No instances
0..1 OWL:maxQualifiedCardinality = 1 At most one instance
0..* OWL:minQualifiedCardinality = 0 Zeor or more instances
1..1 OWL:qualifiedCardinality = 1 Exactly one instance
1..* OWL:minQualifiedCardinality = 1 At least one instance

Figure 4.4: UML definition of the SCL class.

1. Each UML class from Figure 4.4 is mapped to an OWL class as shown in List-
ing 4.1. The created classes were SCL, Header, Communication, Substation, IED
and DataTypeTemplates.

<owl : Class rd f : about=”#SCL”/>
<owl : Class rd f : about=”#Header”/>
<owl : Class rd f : about=”#Substat ion”/>
<owl : Class rd f : about=”#Communication”/>
<owl : Class rd f : about=”#IED”/>
<owl : Class rd f : about=”#DataTypeTemplates”/>

Listing 4.1: IEC 61850 class definitions of the SCL

2. Object properties between the SCL class and the Header, Substation, Communica-
tion, IED and DataTypeTemplates classes are defined in the format ”Has 〈Class〉”
as shown in Listing 4.2. In total, there are five object properties, one object prop-
erty each to associate the SCL class with the Header, Substation, Communication,
IED and the DataTypeTemplates class. For example, to associate the SCL class
with the IED class, the Has IED object property is created. The domain of the
Has IED object property is the SCL class and the range is the IED class.
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<owl : ObjectProperty rd f : about=”#Has Communication”>
<r d f s : domain rd f : r e s ou r c e=”#SCL”/>
<r d f s : range rd f : r e s ou r c e=”#Communication”/>
</owl : ObjectProperty>
<owl : ObjectProperty rd f : about=”#Has DataTypeTemplates”>
<r d f s : domain rd f : r e s ou r c e=”#SCL”/>
<r d f s : range rd f : r e s ou r c e=”#DataTypeTemplates”/>
</owl : ObjectProperty>
<owl : ObjectProperty rd f : about=”#Has Header”>
<r d f s : domain rd f : r e s ou r c e=”#SCL”/>
<r d f s : range rd f : r e s ou r c e=”#Header”/>
</owl : ObjectProperty>
<owl : ObjectProperty rd f : about=”#Has IED”>
<r d f s : domain rd f : r e s ou r c e=”#SCL”/>
<r d f s : range rd f : r e s ou r c e=”#IED”/>
</owl : ObjectProperty>
<owl : ObjectProperty rd f : about=”#Has Substat ion”>
<r d f s : domain rd f : r e s ou r c e=”#SCL”/>
<r d f s : range rd f : r e s ou r c e=”#Substat ion”/>
</owl : ObjectProperty>

Listing 4.2: OWL defintion of the SCL Object Properties

3. Data properties for the SCL class is defined in the format ”has 〈Attribute〉” as
shown in Listing 4.3. In the UML definition of the SCL class in Figure 4.4, the two
data properties are the has revision property and the has version property.

<owl : DatatypeProperty rd f : about=”#h a s r e v i s i o n”>
<r d f s : range rd f : r e s ou r c e=”#s t r i n g ”/>
</owl : DatatypeProperty>
<owl : DatatypeProperty rd f : about=”#h a s v e r s i o n”>
<r d f s : range rd f : r e s ou r c e=”#s t r i n g ”/>
</owl : DatatypeProperty>

Listing 4.3: Data Property Definition

4. The cardinality restrictions of the SCL class is shown in Listing 4.4. In total,
there are five cardinal restrictions that is associated to the SCL class. According
to Figure 4.4, an instance of the SCL class can only be associated with exactly
one instance of the Header class. The OWL:minQualifiedCardinality restriction is
placed on the Has Header object property with a value of 1.

<rd f : De s c r ip t i on rd f : about=”#Thing”>
<r d f s : subClassOf>
<owl : Class>
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<owl : i n t e r s e c t i o n O f rd f : parseType=”C o l l e c t i o n”>
<owl : Re s t r i c t i on>
<owl : onProperty rd f : r e s ou r c e=”#Has IED”/>
<owl : m inQua l i f i edCard ina l i ty rd f : datatype=

”#nonNegat iveInteger”>0</owl : minQua l i f i edCard ina l i ty>
<owl : onClass rd f : r e s ou r c e=”#IED”/>
</owl : Re s t r i c t i o n>
<owl : Re s t r i c t i on>
<owl : onProperty rd f : r e s ou r c e=”#Has Substat ion”/>
<owl : m inQua l i f i edCard ina l i ty rd f : datatype=

”#nonNegat iveInteger”>0</owl : minQua l i f i edCard ina l i ty>
<owl : onClass rd f : r e s ou r c e=”#Substat ion”/>
</owl : Re s t r i c t i o n>
<owl : Re s t r i c t i on>
<owl : onProperty rd f : r e s ou r c e=”#Has Header”/>
<owl : q u a l i f i e d C a r d i n a l i t y rd f : datatype=

”#nonNegat iveInteger”>1</owl : q u a l i f i e d C a r d i n a l i t y>
<owl : onClass rd f : r e s ou r c e=”#Header”/>
</owl : Re s t r i c t i o n>
<owl : Re s t r i c t i on>
<owl : onProperty rd f : r e s ou r c e=”#Has Communication”/>
<owl : maxQual i f i edCard ina l i ty rd f : datatype=

”#nonNegat iveInteger”>1</owl : maxQual i f i edCard ina l i ty>
<owl : onClass rd f : r e s ou r c e=”#Communication”/>
</owl : Re s t r i c t i o n>
<owl : Re s t r i c t i on>
<owl : onProperty rd f : r e s ou r c e=”#Has DataTypeTemplates”/>
<owl : maxQual i f i edCard ina l i ty rd f : datatype=

”#nonNegat iveInteger”>1</owl : maxQual i f i edCard ina l i ty>
<owl : onClass rd f : r e s ou r c e=”#DataTypeTemplates”/>
</owl : Re s t r i c t i o n>
</owl : i n t e r s e c t i o n O f>
</owl : Class>
</r d f s : subClassOf>
</rd f : Descr ipt ion>

Listing 4.4: Cardinality restriction of the SCL class

In total, there were six UML models that were converted to OWL. The six UML model
were SCL, Header, IED, Communication, Substation and DataTypeTemplates. In the
context of the current implementation of the CPE framework, the most relevant UML
models are the DataTypeTemplates and the IED models. An example of the converted
OWL model is the simplified graphical representation of the DataTypeTemplates T-Box
model as shown in Figure 4.5. The grey box denotes the OWL classes. The red arrow
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and label denotes the Object Properties, the green labels denote the cardinality and the
blue labels denotes the data properties. The DataTypeTemplates defines the data model
for the Logical Node Types (LNodeType), the Data Object Types (DOType), the Data
Attribute Types (DATypes) and the EnumTypes.

Figure 4.5: Graphical representation of the DataTypeTemplates OWL model

.

Modelling of IEC 61499 T-Box Ontology

The definition of the T-Box ontology for IEC 61499 is derived from the IEC 61499
Document Type Definition (DTD) schema [51] which describes the data, structure and
relationships between the entities in IEC 61499. Similar to the development of the IEC
61850 ontology, since the T-Box of the IEC 61499 ontology only need to be created
once, the mapping from IEC 61499 DTD to IEC 61499 OWL is also done manually.
The mapping rules are adopted from the work by Thuy et al. in [106] and the main
transformation rules are as follows:

1. Classes (owl:class): An OWL class is created for each element which follows the
Element definition 〈 !Element element-name (element-content) 〉. An example of
an Element definition is the FBType Element definition below:

〈 !ELEMENT FBType (Identification?,VersionInfo+,CompilerInfo?,InterfaceList,
(BasicFB | FBNetwork)?, Service?) 〉

Based on this Element definition, an FBType OWL class is created and the value
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of the element-name field is taken as the unique name for the OWL class. I.e.
FBType.

2. Object Property (owl:ObjectProperty): For nested Elements, an object property
is created to describe the nest relationships between the parent Element and the
child Element. The object property is based on the structure ”Has 〈 childElement
〉”, where the ”Has ” prefix denotes that the property is of type object property
and the ”〈 childElement 〉” field denotes the nested child of the parent Element.
This denotation is also represented by the Domain and Range of the object prop-
erty where the Domain is the parent Element and the Range is the child Element.
Referring to the Element definition for FBType, The element-content field consists
of the values Identification?, VersionInfo+, CompilerInfo?, InterfaceList. Each one
of these values has its own Element definition and therefore, they are all considered
as the child Element of the parent FBType Element. To describe the nested rela-
tionships between FBType and InterfaceList, the object property Has InterfaceList
is created with the Domain set to FBType and the Range set to InterfaceList.

3. Data Property (owl:DataProperty): Data properties are created from the Attlist
definition where each value defined under the attribute is converted to a data at-
tribute. The data property is based on the structure ”has 〈Attribute〉”, where the
”has ” prefix denotes the property is of type data property and the ”〈Attribute〉”
field denotes the name of the attribute. The domain of the data property is set to
the class in which the attribute belongs to and the range is set to datatype of the
attribute value. An example of an Attlist definition is as follows:

〈 !ATTLIST FBType
Name CDATA #REQUIRED
Comment CDATA #IMPLIED 〉

The Attlist definition defines two attributes for the class FBType. For the FBType
class, the two data properties that will be created are has name and has comment.
The Domain of both these data properties are set to FBType and the Range is set
to the OWL string type xsd:string.

4. The conversion of cardinality from DTD to Owl is defined in Table 4.2:

In total, there are three DTD specifications defined in the IEC 61499 standard and
the DTD specifications are as follows:

1. DataType: The DataType DTD specification defines the structure and class of
the data types that are allowed in IEC 61499.

2. Library Elements: The Library Element DTD specification defines the structure
of the IEC 61499 design elements. The design elements include the definition for
the FBType, AdapterType, ResourceType, DeviceType, System, SubAppType and
the Network.
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Table 4.2: Cardinality Restrictions in OWL converted from DTD
Multiplicity Cardinality Constraints in

OWL
Description

+ OWL:minQualifiedCardinality =
1

At least one instances

? OWL:maxQualifiedCardinality =
1

At most one instance

* OWL:minQualifiedCardinality =
0

Zeor or more instances

#IMPLIED OWL:Cardinality = 0 Instance is optional
#REQUIRED OWL:qualifiedCardinality = 1 Exactly one instance
#FIXED OWL:hasValue Value is as defined

Figure 4.6: Simplified visual representation of the FBType OWL model.

3. FBMGT: The Function Block Management DTD specification which defines the
communication protocols between IEC 61499 devices.

Both the Library Elements and the DataType DTD definition were converted to OWL
in the context of this thesis. An example of the converted OWL from DTD definition
is shown in Figure 4.6, which is a simplified visual representation of the FBType library
element.

The elements in the OWL model are as follows:

1. As defined in the DTD definition, the classes in which the FBType class can have
are Identification, VersionInfo, BasicFB, InterfaceList, FBNetwork, Service and the
CompilerInfo class. The definition of these classes in OWL is shown in Listing 4.5.

<owl : Class rd f : about=”#BasicFB”/>
<owl : Class rd f : about=”#Compi lerInfo”/>
<owl : Class rd f : about=”#FBNetwork”/>



62 Cyber Physical Engineering

<owl : Class rd f : about=”#FBType”/>
<owl : Class rd f : about=”#I d e n t i f i c a t i o n ”/>
<owl : Class rd f : about=”#I n t e r f a c e L i s t ”/>
<owl : Class rd f : about=”#S e r v i c e ”/>
<owl : Class rd f : about=”#Vers i on In fo”/>

Listing 4.5: OWL class definition of the FBType class and its associated classes

2. Each class that is associated with the FBType class is modelled as an object prop-
erty following the structure Has 〈 childElement 〉. The Domain of the object prop-
erty is set to the source associate (FBType) and the Range is set to the associated
target class. The OWL definition of the object properties is shown in Listing 4.6.

<owl : ObjectProperty rd f : about=”#Has BasicFB”>
<r d f s : domain rd f : r e s ou r c e=”#FBType”/>
<r d f s : range rd f : r e s ou r c e=”#BasicFB”/>
</owl : ObjectProperty>
<owl : ObjectProperty rd f : about=”#Has Compi lerInfo”>
<r d f s : domain rd f : r e s ou r c e=”#FBType”/>
<r d f s : range rd f : r e s ou r c e=”#Compi lerInfo”/>
</owl : ObjectProperty>
<owl : ObjectProperty rd f : about=”#Has FBNetwork”>
<r d f s : domain rd f : r e s ou r c e=”#FBType”/>
<r d f s : range rd f : r e s ou r c e=”#FBNetwork”/>
</owl : ObjectProperty>
<owl : ObjectProperty rd f : about=”#H a s I d e n t i f i c a t i o n”>
<r d f s : domain rd f : r e s ou r c e=”#FBType”/>
<r d f s : range rd f : r e s ou r c e=”#I d e n t i f i c a t i o n ”/>
</owl : ObjectProperty>
<owl : ObjectProperty rd f : about=”#H a s I n t e r f a c e L i s t”>
<r d f s : domain rd f : r e s ou r c e=”#FBType”/>
<r d f s : range rd f : r e s ou r c e=”#I n t e r f a c e L i s t ”/>
</owl : ObjectProperty>
<owl : ObjectProperty rd f : about=”#Has Serv i ce”>
<r d f s : domain rd f : r e s ou r c e=”#FBType”/>
<r d f s : range rd f : r e s ou r c e=”#S e r v i c e ”/>
</owl : ObjectProperty>
<owl : ObjectProperty rd f : about=”#Has Vers ionIn fo”>
<r d f s : domain rd f : r e s ou r c e=”#FBType”/>
<r d f s : range rd f : r e s ou r c e=”#Vers i on In fo”/>
</owl : ObjectProperty>

Listing 4.6: Object property definitions of the FBType class in OWL
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3. In the FBType class, there are two data properties. The data properties follow the
structure has 〈 dataAttribute 〉. The Domain of the data property is set to the class
in which the attribute belongs to and the Range is the datatype of the attribute.
The OWL definition of the data properties has comment and has name is shown
in Listing 4.7.

<owl : DatatypeProperty rd f : about=”#has comment”>
<r d f s : domain rd f : r e s ou r c e=”#FBType”/>
<r d f s : range rd f : r e s ou r c e=”#s t r i n g ”/>
</owl : DatatypeProperty>
<owl : DatatypeProperty rd f : about=”#has name”>
<r d f s : domain rd f : r e s ou r c e=”#FBType”/>
<r d f s : range rd f : r e s ou r c e=”#s t r i n g ”/>
</owl : DatatypeProperty>

Listing 4.7: Data property definitions of the FBType class in OWL

4. The cardinality restriction of the FBType class is shown in Listing 4.8. The Element
definition of the FBType class:

〈 !ELEMENT FBType (Identification?,VersionInfo+,CompilerInfo?,InterfaceList,
(BasicFB vert FBNetwork)?, Service?) 〉.
Based on this definition, an FBType can have at max 1 Identification, CompilerInfo
and Service, at min 1 VersionInfo, exactly 1 InterfaceList and either exactly 1
BasicFB or exactly 1 FBNetwork.

<owl : Class rd f : about=”#FBType”>
<r d f s : subClassOf>
<owl : Class>
<owl : i n t e r s e c t i o n O f rd f : parseType=”C o l l e c t i o n”>
<owl : Class>
<owl : unionOf rd f : parseType=”C o l l e c t i o n”>
<owl : Re s t r i c t i on>
<owl : onProperty rd f : r e s ou r c e=”#Has BasicFB”/>
<owl : q u a l i f i e d C a r d i n a l i t y rd f : datatype=

”#nonNegat iveInteger”>1</owl : q u a l i f i e d C a r d i n a l i t y>
<owl : onClass rd f : r e s ou r c e=”#BasicFB”/>
</owl : Re s t r i c t i o n>
<owl : Re s t r i c t i on>
<owl : onProperty rd f : r e s ou r c e=”#Has FBNetwork”/>
<owl : q u a l i f i e d C a r d i n a l i t y rd f : datatype=

”#nonNegat iveInteger”>1</owl : q u a l i f i e d C a r d i n a l i t y>
<owl : onClass rd f : r e s ou r c e=”#FBNetwork”/>
</owl : Re s t r i c t i o n>
</owl : unionOf>
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</owl : Class>
<owl : Re s t r i c t i on>
<owl : onProperty rd f : r e s ou r c e=”#Has Vers ionIn fo”/>
<owl : m inQua l i f i edCard ina l i ty rd f : datatype=

”#nonNegat iveInteger”>1</owl : minQua l i f i edCard ina l i ty>
<owl : onClass rd f : r e s ou r c e=”#Vers i on In fo”/>
</owl : Re s t r i c t i o n>
<owl : Re s t r i c t i on>
<owl : onProperty rd f : r e s ou r c e=”#H a s I n t e r f a c e L i s t ”/>
<owl : q u a l i f i e d C a r d i n a l i t y rd f : datatype=

”#nonNegat iveInteger”>1</owl : q u a l i f i e d C a r d i n a l i t y>
<owl : onClass rd f : r e s ou r c e=”#I n t e r f a c e L i s t ”/>
</owl : Re s t r i c t i o n>
<owl : Re s t r i c t i on>
<owl : onProperty rd f : r e s ou r c e=”#Has Compi lerInfo”/>
<owl : maxQual i f i edCard ina l i ty rd f : datatype=

”#nonNegat iveInteger”>1</owl : maxQual i f i edCard ina l i ty>
<owl : onClass rd f : r e s ou r c e=”#Compi lerInfo”/>
</owl : Re s t r i c t i o n>
<owl : Re s t r i c t i on>
<owl : onProperty rd f : r e s ou r c e=”#H a s I d e n t i f i c a t i o n ”/>
<owl : maxQual i f i edCard ina l i ty rd f : datatype=

”#nonNegat iveInteger”>1</owl : maxQual i f i edCard ina l i ty>
<owl : onClass rd f : r e s ou r c e=”#I d e n t i f i c a t i o n ”/>
</owl : Re s t r i c t i o n>
<owl : Re s t r i c t i on>
<owl : onProperty rd f : r e s ou r c e=”#Has Serv i ce”/>
<owl : maxQual i f i edCard ina l i ty rd f : datatype=

”#nonNegat iveInteger”>1</owl : maxQual i f i edCard ina l i ty>
<owl : onClass rd f : r e s ou r c e=”#S e r v i c e ”/>
</owl : Re s t r i c t i o n>
</owl : i n t e r s e c t i o n O f>
</owl : Class>
</r d f s : subClassOf>
</owl : Class>

Listing 4.8: Data property definitions of the FBType class in OWL

4.4 eSWRL: Ontology Transformation Language

The model transformation engine of the CPE framework is based on the leveraging of the
semantic web models. One of the main advantages of utilizing semantic web models is the
wide support of reasoning tools that can be used to reason the ontology to infer additional
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knowledge about the domain. However, because of the open-world assumption notion
which ontology operates under, many of the reasoning languages are restricted from
creating new instances or properties in the ontology and therefore, existing reasoning
languages are not suitable for the purpose of model transformation. Therefore, there is
need to develop a transformation language for the purpose of transforming ontologies
and secondly, a transformation engine to perform the transformation.

The following subsection is structured as follows: Firstly, we describe the motiva-
tion behind the need for an ontology transformation language. Secondly, we present the
eSWRL ontology transformation language and lastly, we present the ontology transfor-
mation engine developed in Prolog.

4.4.1 MDE with UML

There are several MDE frameworks, one of which is the Model-Driven Architecture
(MDA) presented by the OMG centres on the use of several of OMG’s standards which
include the Unified Modelling Language (UML) [107]. The goal of the MDA framework
is to introduce a vendor-neutral approach to the design of large complex systems. The
framework is based on the leveraging of platform-independent models that can be used to
model the functionality and the behaviour of the system. In the context of MDA, OMG’s
Unified Modelling Language (UML) is the most commonly used modelling language for
the purpose of high-level platform-independent modelling. Model transformation is a
core component of MDE and a supporting transformation language is required to de-
scribe and develop the transformation rules for transforming the models. In the context
of MDA, OMG’s Query/View/Transformation (QVT) [108] is the standard language for
specifying model transformations from the source models to target models. QVT stan-
dardizes three model transformation languages which operate on the models that conform
to the MetaObject Facility (MOF) 2.0 metamodels from OMG. Another transformation
language that is widely used for model transforming UML is the Atlas Transformation
Language (ATL) [109]. ATL transformation is a rule-based model transformation lan-
guage where the constraints in the transformation rules are formalized based on the Ob-
ject Constraint Language (OCL) expressions. ATL is a hybrid transformation language
where rules are defined in both declarative and imperative manner.

UML is an amalgamation of several modelling languages in the software engineering
domain with the aim of introducing object-oriented design methods for industrial use. It
is used for documenting and sharing designs and therefore, the design notations in UML
are graphical rather than formal. There are pathways of incorporating formal constraints
into UML models, but this requires the addition of auxiliary formal constraint languages
such as OCL. In total, UML 2.0 defines 13 different types of diagrams divided into 3
categories, each providing a different perspective of the system design. The first category
is the Structure Diagrams which models the static structure of the system. There are 6
diagram types which consist of Class Diagram, Package Diagram, Deployment Diagram,
Component Diagram, Object Diagram and Composite Structure Diagram. The second
category is the Behaviour Diagrams which models the behaviour of the system. There
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are three diagram types and the diagrams are the Use Case Diagram, Activity Diagram
and the State Machine Diagram. The last category is the Interaction Diagrams which
models the Interactions within the system. There are three diagram types and they are
Sequence Diagram, Communication Diagram, Timing Diagram and Interaction Overview
Diagram.

UML is used widely for modelling software systems and the advantages of using UML
includes:

1. Ease of sharing: UML is a visual modelling language with the purpose of sharing
system design documents between domain experts with different level of expertise.
Visual languages are better at conveying relationships between entities compared
to text-based modelling languages;

2. Multiple views of abstraction: In total, UML has 13 diagrams which provide
support for multiple viewpoints of abstraction. Each diagram provides a detailed
abstraction of the design in interest and serves as a means of decomposing complex
software systems into smaller sub-systems. In addition, these abstraction mod-
els also serve as a means of design documentation for reuse in future projects.
Especially in modern systems where a system can undergo several iterations of
development in its life cycle.

3. Tool Support: It’s widely adopted in software engineering with mature tool sup-
port.

In contrast, there are also distinctive disadvantages of using UML as the modelling
language for MDE.

1. Not a formal language: As mentioned before, the design notations of UML
diagrams are based on visual notations rather than formal notations as one of the
intended goal of UML is for it to be shared and understood by humans. Without
a formal foundation, it is difficult for machines to interpret UML diagrams.

2. Not Interoperable: Despite the fact that OMG standardizes the modelling con-
cepts and notations in many of the diagrams within UML, the UML diagrams are
not interoperable. That is it is difficult to exchange model information between the
different diagrams.

3. Lack of a common semantic: Since it is a collection of diagrams, there is
no unified modelling semantics between the diagrams. This is problematic when
developing transformation rules using imperative languages as the transformation
rules become dependent on the type of UML diagram that is used as the source
model

4. Imperative transformation languages: Many of the existing UML transfor-
mation languages are imperative transformation languages, which means that the
developers of the transformation rules need to explicitly define the steps in which
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the models are to be transformed. This includes explicit instruction on how to
fetch the data model and requires knowledge of the structuring of the data within
the model. This means the transformation rules becomes model dependent and the
transformation rules need to be rewritten if there is a change in the data structure.

4.4.2 MDE based ontological models

Ontology-driven engineering approaches are increasingly being adopted in the field of
software engineering [110]. Ontology models are designed to be interpreted by machines
rather than humans and therefore, contains a greater formal foundation. There are
several formal modelling languages for modelling ontologies and OWL by OMG is one
of the most widely used ontology modelling languages. The formal foundation of OWL
is based on description logic and therefore, can be reasoned for consistency and to infer
additional knowledge about the domain which already exist, but is not explicitly defined.
Reasoning over OWL models is a more powerful means of reasoning (More complicated
relations can be represented). The advantages of utilizing ontological models over UML
models for MDE is as follows:

1. Multi-domain modelling: Ontology is adept at modelling multi-domain systems,
specifically in their structure and the semantic relationships between the domains.
Ontologies have already been used in IEC 61850 harmonization research work by
Santodomingo et al. [74, 75] to harmonize the data models from the domains of
IEC 61850 and CIM. Although ontological languages are not considered to be visual
modelling language, ontology development tools such as Protégé provides means of
visually representing the ontological classes and axioms.

2. Ontology models are formal: Ontological models are designed to be interpreted
by machines rather than humans and therefore, contains a greater formal founda-
tion. This means that ontological models can be interpreted by machines and can
be subjected to mathematical or logical reasoning.

3. Reasoning is declarative: Reasoning languages such as SWRL use declarative
expressions which describe WHAT is to be accomplished rather than HOW (im-
perative) it will be accomplished. The major difference between the two approaches
is that in imperative reasoning, it is necessary to outline step-by-step instructions
of how the reasoning is done. In contrast, we only need to define what we want to
reason without outlining how the reasoning is to be done step-by-step in declara-
tive reasoning. The major advantages of developing a transformation framework
based on declarative languages such as the proposed eSWRL are that declarative
languages are more expressive and are more flexible to modify.

4.4.3 eSWRL: OWL Ontology Transformation Language

Domain ontologies are commonly written by domain experts to express the knowledge
about things and its relationships. Ontology reasoning languages such as SWRL can be
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used to process domain ontologies to infer new relations between axioms in ontologies
due to its formal foundation in description logic. However, SWRL can’t be used as the
model transformation language in the context of the CPE framework due to the fact
that the logical foundation of ontological languages is based on inference monotonicity,
which means that it is not possible to infer additional axioms in the ontology which
did not already exists due to the notion of OWA, meaning that SWRL is not able to
retract or remove axioms from the ontology. Therefore, reasoning languages such as
SWRL are restricted from deleting or creating OWL classes, instances of a class or
property assertion axioms. This is problematic from the perspective of MDE since model
transformation typically involves transforming entities from one domain to the other.
In the CPE framework, the aim is to model transform from the domain of substation
specification in IEC 61850 to distribution automation in IEC 61499. Therefore, there
is a need for an ontology transformation language which can bypass the restrictions
imposed by existing reasoning languages due to inference monotonicity. In this thesis,
we propose the eSWRL ontology transformation language, an extension to the SWRL
reasoning language with the capabilities of creating and deleting classes, instances of class
and property assertion axioms and the transformation engine that performs the model
transformation.

In total, there are two eSWRL constructs that are proposed for creating class instances
and properties in the ontology. The definition of the eSWRL construct for creating class
instances is:

eswrl:createInstance(〈class name〉, 〈class instance name〉)

The prefix eswrl denotes that the construct is an eSWRL construct. The name of
the construct is createInstance. The createInstance construct takes two parameters. The
first parameter 〈class name〉 denotes the Class in which the instance is to be created
and the second parameter 〈class instance name〉 specifies the name of the instance. An
example of the usage of the createInstance(A, B) construct is:

eswrl:createInstance(LNType, ?XCBRa)

which creates a class instance of LNType named XCBRa.

The definition of the eSWRL construct for creating object and data properties is:

eswrl:createLink(〈property name〉, 〈instance name 1〉, 〈instance name 2〉)

The name of the construct is createLink. The createLink construct takes three pa-
rameters. The first parameter 〈property name〉 specifies the name of the object or the
data property. In the context of object properties, the second parameter 〈instance name
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1〉 specifies the source class instance of the object property and the third parameter
〈instance name 2〉 specifies the target class instance. An example of the createLink con-
struct used to create an object property is:

eswrl:createlink(Has Substation, ?SCL, ?Substation)

which creates an object property called Has Substation with the source class instance
as ?SCL and the target class instance as ?Substation.

In the context of data properties, the second parameter 〈instance name 1〉 denotes
that class instance in which the data property belongs to and the third parameter
〈instance name 2〉 denotes the value of the data property. An example of the createLink
construct used to create a data property is:

eswrl:createlink(has name, ?XCBRa, ’S1 XCBRa’)

which creates the data property has name that assigns the data property value S1 XCBRa
to the class instance ?XCBRa.

4.4.4 Prolog: The Underlying Transformation Engine

The motivation behind the proposal of eSWRL as an extension to SWRL is to over-
come the limitations of monotonicity which restricts SWRL from transforming ontolo-
gies. Being an extension of the SWRL reasoning language, the majority of the SWRL
constructs can be used in conjunction with the eSWRL constructs to develop ontology
transformation rules. However, since the eSWRL constructs are proprietary, they can’t
be interpreted by SWRL reasoning engines. Therefore, it is essential to develop an under-
lying transformation engine that can interpret the eSWRL constructs. For the purpose
of processing ontologies, Prolog can be a viable alternative to SWRL for the following
reasons.

Firstly, Prolog extends the underlying monotonic Horn clause logic with negative con-
ditions and non-logical operations [111]. It should be noted that most OWL ontologies
can be expressed in the form of Description Logic Program (DLP) that in turn is a subset
of logic programs [112].

Secondly, there are existing research works which focus on the transformation of
OWL to Prolog and vice versa. An example is the Thea library [113, 114], which can be
executed in Prolog programs such as SWI Prolog [115] to transform OWL to Prolog and
vice versa. The core model of the Thea library is based on the functional syntax of OWL2
and there is almost a one-to-one mapping between the ontology axioms and Prolog facts
and rules. The implementation of the eSWRL constructs in Prolog is shown in Table 4.3
which shows almost a one-to-one correspondence between the constructs in Prolog and
eSWRL. Therefore, very little is lost when the ontology model is transformed to its Prolog
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Table 4.3: eSWRL constructs and its Prolog equivalent
Constructs eSWRL Prolog
1 Class(?A) ’Class’(A)
2 dataProperty(?A, ?B) dataProperty(A, B)
3 objectProperty(?A, ?B) objectProperty(A, B)
4 eswrl:createInstance(Class, ?A) createInstance(’Class’, A)
5 eswrl:createLink(objectProperty,

?A, ?B)
createLink(objectProperty, A, B)

6 eswrl:createLink(dataProperty,
?A, ?B)

createLink(dataProperty, A, B)

7 swrlb:stringConcat(?Result,
?string A, ?string B)

string concat(string A, string B,
Result)

8 swrlb:differentFrom(?A, ?B), A \== B
9 swrlb:sameAs(?A, ?B), A == B

representation. This is also essential in the perspective of behaviour preservation [116]
since it is possible for system behaviours to be altered between the transformation of
models from different paradigms. This is not an issue between ontology and Prolog since
they have the same basis in formal logic which significantly reduces the semantic gap
between the two languages.

Thirdly, Prolog is also a declarative and any OWL-based ontology can be transformed
to Prolog-based ontology in various forms, including DLP [117, 118, 119, 120]. The
Prolog based execution engine is implemented under the same principle in which eSWRL
rules are interpreted in Prolog as Prolog rules and used to model transform the Prolog
representation of the OWL ontology.

4.4.5 Execution Semantics of eSWRL Tranformation Rules

In total, there were four eSWRL rules execution models that were considered when
prototyping the eSWRL rule interpreter in Prolog. The four execution models are shown
in Figure 4.7. Note that the rounded rectangles represent each transformation rule and
the arrows represent the ordering of the rules executed. The execution semantics of each
model are as follows:

1. Single Pass Sequential Execution (SPSE): The execution of the rules is sequen-
tial where Rule 1 will be executed once followed by Rule 2, eventually terminating
at Rule N, where N is the maximum number of rules. SPSE is applicable for
model structures which are linear, but it is cumbersome for model structures which
contain encapsulation. Since looping is not used in SPSE, it is necessary to know
the exact structure of the model and specify the exact entity in the model to be
transformed. For example, in order to transform 4 IEC 61850 LNTypes to 4 IEC
61499 FBTypes, the transformation rule will need to be written 4 times, one rule
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Figure 4.7: Execution Models for eSWRL Model Transformation.

for each LNType (N times if there are N LNTypes). In addition, it is necessary to
keep track of the LNType that was previously transformed to avoid duplicates.

2. Single Pass Iterative Execution (SPIE): The execution of SPIE is similar to
that of SPSE, but with iteration introduced to each of the rules. The iterations
of each rule are governed by the Enable Y value which enables the current rule
to be iterated and the Not Enable N value which disables iteration of the current
rule and allows the next rule in the chain to be executed. Therefore, a rule will
continue to execute until it is no longer applicable. Referring back to the LNType to
FBType example again, with SPIE, the transformation rule will need to be written
only once as the rule will iterate 4 times. Note that since the rules are executed
independently from each other, there are situations where dependencies between
rules can occur when the subsequent rules rely on the entities that are created by
the proceeding rules. For example, consider the relationships between LNType,
DOType and DAType in IEC 61850. The LNType refers to instances of DOType
and DOType refers to instances of DAType. Therefore, it is necessary to create
the entity of DAType, followed by DOType and then LNType.

3. Cyclic Sequential Execution (CSE): The execution of CSE is similar to that of
SPSE, but iteration is introduced after the rule set (Rule 1 to Rule N ) is executed.
CSE is applicable for structures which are linear with no branching in the structure.

4. Cyclic Iterative Execution (CIE): The execution of CIE is similar to that of
SPIE, but iteration is introduced after the rule set (Rule 1 to Rule N ) is executed.
CIE is applicable if repeat structures need to be created. I.e. if more than 1 set
of SCD specification is transformed, CIE would be the most applicable execution
model. However, the scope of transformation in this thesis is restricted to only 1
SCD specification.
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In the context of the CPE framework, the reason for using the SPIE execution model
includes the following reasons:

1. Firstly, the description of IEC 61850 models are hierarchical and contains a high
level of encapsulation, therefore, the ordering in which the structures are queried
is important.

2. Secondly, since the information and device models in IEC 61850 are hierarchical,
dependencies do exist in the IEC 61850 as shown by the example of LNType,
DoType and DAType.

3. Thirdly, there is almost a one-to-one mapping correspondence between the IEC
61850 models and IEC 61499 models. Therefore, as one level of the hierarchy
is queried in IEC 61850, the equivalent level of the hierarchy can be created
in IEC 61499. For example, the hierarchical structure of an IEC 61850 IED is
(IED→AccessPoint→Server→LDevice→LN/LN0). The hierarchical structure of
an IEC 61499 device is (Device→Resource→FBNetwork→FB). The first query in
IEC 61850 will the IED and the equivalent entity to be created in IEC 61499 is the
Device. The second query in IEC 61850 will be the Accesspoint and the Server.
Since there are no direct mapping of these two entities in IEC 61499, no entities in
IEC 61499 is created. The next query in IEC 61850 is LDevice and in IEC 61499,
the entities Resource and FBNetwork are created. The next query in IEC 61850 is
LN0 and LN and in IEC 61499, equivalent FB entities are created. In IEC 61850,
there can be more than one device and within a device, there can be more than 1
LN. Therefore, it is necessary to iterative the rules which query these two entities.

4.4.6 eSWRL Workflow Chain

The workflow of the eSWRL ontology transformation in the context of CPE in the en-
ergy domain is shown in Figure 4.8. The workflow consists of two sections where the
blue section denotes the workflow of the ontology transformation and the white section
denotes the transformation interpretation engine in Prolog. The intended workflow of
the ontology transformation for the CPE framework in the perspective of IEC 61850 and
IEC 61499 transformation is as follows.

1. The first step in the design flow is the development of the T-Box ontology for the
source domain model and the target domain model. The conversion of the IEC
61850 UML definition to IEC 61850 T-Box ontology and the conversion of the IEC
61499 DTD definition to IEC 61499 T-Box ontology is discussed in section 4.3.

2. The second step is to create the A-Box ontology from SCL configurations which
will be merged with the T-Box ontology to create the complete source model for
model transformation. The SCL configuration that is used is the SCD configura-
tion modelled in the XML format. The XML representation is converted to the
A-Box OWL representation. To facilitate this conversion, the eSWRL toolchain in
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Figure 4.8: Workflow of eSWRL transformation and prototyping in Prolog.

Figure 4.9 was prototyped in c# to perform the non-ontology-to-ontology transfor-
mations. The XML to OWL conversion of the SCD file is performed under tab 1
of the eSWRL toolchain named ”SCL to OWL”. The three input files are the SCD
XML file, the ontology T-Box file and an auxiliary Data Object (DO) category
mapping file that is used to categorize the DOs of the LNTypes as introduced in
Paper E. The output of this conversion process is a complete IEC 61850 ontol-
ogy which consists of the T-Box ontology from the UML definition and the A-Box
ontology from the SCD configuration.

3. The third step in the workflow is to create the eSWRL transformation rules that
transform the IEC 61850 model entities to IEC 61499 model entities as defined
in the transformation rules. Note that the eSWRL rule only performs A-Box to
A-Box transformation and the T-Box of the source and the target ontology remains
unchanged. In-depth examples of eSWRL rules are found in Paper D. The resultant
A-Box ontology is then merged with the T-Box ontology to form the complete IEC
61499 target ontology model.

4. The last step in the workflow is to convert the A-Box ontology of IEC 61499 to
the domain-specific configuration in XML. This conversion is also facilitated by the
eSWRL toolchain under the tab ”IEC61499 Ontology to XML” which converts the
A-Box OWL ontology to the IEC 61499 XML configuration.

The underlying interpretation of the eSWRL rules and the execution of the model
transformation is performed in SWI Prolog. In order to perform the transformation, it
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Figure 4.9: Prototype of eSWRL transformation implemented in C#.

is necessary to convert the IEC 61850 A-Box ontology to its Prolog representation and
vice versa the IEC 61499 Prolog representation to its OWL A-Box representation. The
transformation between OWL ontology and Prolog is performed in SWI Prolog via the
Thea library and the reverse transformation is also performed by the Thea library. The
conversion of the eSWRL rules to its Prolog equivalent is assisted by the eSWRL toolchain
under the tab ”eSWRL Rule to Prolog Rule”. Examples of eSWRL transformation rules
and its Prolog representation can be found in Paper D. Although the workflow of the
CPE framework consists of an ontology part and a Prolog part, the intention of the CPE
framework is that the practitioners will only be working on the ontology level and the
underlying conversion from OWL ontology to Prolog will be handled automatically by
the toolchain.

4.5 Chapter Summary

In this chapter, we formally introduced the CPE framework which leverages the use of
model transformation techniques from MDE, semantic web models and domain models
to automatically generated CPS systems. In particular, we focus on the energy domain
with the aim of automatically generate IEC 61499 distributed automation control systems
from IEC 61850 specifications.

Central to the CPE framework is the use and the transformation of OWL ontology
models and the following contributions were made in this chapter towards implementing
the CPE framework:

1. Conversion of the IEC 61850 UML definition and IEC 61499 DTD definition to
their respective OWL T-Box representations.

2. Development of the ontology transformation language eSWRL, which extends the
SWRL OWL reasoning language that permits the creation of class instances and
properties.
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3. Development of the execution semantics of the eSWRL transformation rules.

4. Development of the eSWRL rule interpreter in Prolog.

5. Development of a set of transformation rules in eSWRL that transforms IEC 61850
entities to IEC 61499 entities.

In the current state, we have prototyped a CPE toolchain which performs the various
non-OWL-to-OWL model conversions with the aim of the eventual integration of the
Prolog interpreter engine in the toolchain.

In total, there are 4 papers which contribute to the research work in Chapter 4 and
a brief summary of the contributions are as follows:

1. Paper B: The ontology transformation language eSWRL is informally introduced
in this paper. A simplified OWL model of IEC 61850 and IEC 61499 were we infor-
mally introduced and simplified eSWRL transformation rules were demonstrated
with the aim of creating IEC 61499 FBTypes, FBType instances and the logical
connections between FBType instances.

2. Paper C: A formal graph model of the message passing between LN specifications
is presented and an ontology extension to model this message passing is proposed
in this paper to supplement the IEC 61850 ontology with the formal model of the
message passing.

3. Paper D: Paper D introduces the entire eSWRL framework which includes the
definition of the eSWRL constructs and its Prolog implementation. In addition,
the step-by-step workflow of the eSWRL ontology transformation is demonstrated
in a case study that model transforms a distributed protection scheme from IEC
61850 to an IEC 61499 distributed automation control system.

4. Paper E: Paper E investigates the different types of execution models for eSWRL
transformation and the idea of categorizing DOs of LNTypes was introduced in this
paper which affects the assignments of the DOs as either the input or the output
interface of its equivalent FBType.

In-depth description of the contribution of each paper can be found in Chapter 7.
In the next chapter, we introduce a formal ontological model of functional requirements
which can be integrated as part of the CPE framework to add control flow to the IEC
61499 distributed automation system.
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Chapter 5

Requirements Modelling

In this chapter, we present a formal ontology that formally models functional require-
ments that are modelled in The natural language. The motivation is twofold. The first
motivation is to address the initial systems engineering design step that is missing in
both IEC 61850 and IEC 61499, which is requirements modelling as outlined in Chap-
ter 3.3. The second motivation is to investigate whether functional requirements can be
incorporated into the CPE framework to address the lack of control flow in the generated
IEC 61499 distributed automation control system due to the missing relational semantics
between the IEC 61850 LNs. This chapter summarizes the contribution of Papers F, G
and H.

5.1 Requirements Modelling in Natural Language

There are several system engineering development models which can be applied when
design complex industrial automation systems. The waterfall model developed by Royce
is a linear development model starting from requirements elicitation, program design,
implementation to testing in a top-down design flow from the upper left to the lower
right [54]. The spiral model is a risk-driven development model by Boehm where itera-
tive cycles of risk analysis, prototyping and requirement elicitation are evaluated before
reaching the implementation stage [59]. The ”Vee” model [57], a linear model where
descending the left side of the ”Vee” represents decomposition and definition of the sys-
tem while ascending up the other side of the Vee represents the process of integration
and verification. Irrespective of which one of the three models are used, the essential
starting phases in all these approaches is the elicitation of system requirements at the
initial stage of the development cycle.

Requirements engineering is a structured set of processes and activities with the
aim of developing, validating and the maintaining of system requirement documents
[121]. System requirements are defined collectively between stakeholders (e.g. the user,
customer or developers) to discussed the needs of the system and how these needs can be
satisfied [88]. In essence, the agreed upon sets of requirements will identify the behaviour
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and the constraints of the system. In the majority of the project, the stakeholders
typically have a different level of technical knowledge or expertise and it is necessary
to have a mean of documenting and exchanging the defined requirements between all
stakeholders in a format which is easily understood.

The definition of Requirement according to the IEEE standard IEEE-STD-1220-2005
[122] is as follows:

A statement that identifies a product or process operational, functional, or design char-
acteristic or constraint, which is unambiguous, testable or measurable, and necessary for
product or process acceptability (by consumers or internal quality assurance guidelines).

By this definition, a requirement statement is expected to:

1. Identify a product or process operation, functional, design characteristics or con-
straints

2. A statement which is unambiguous, testable or measurable

3. Conforms to product or process acceptability guidelines according to consumers or
internal quality assurance guidelines

Even though there is clear definition of how requirements should be written such as
the one defined by IEEE above, yet it is found that even though the majority of the
errors during system development are found during the software and hardware phases of
the development cycle, according to past studies in [123], approximately 60 percent of all
project errors originate from incorrect, ambiguous or misinterpreted requirements during
the design phases. This is problematic and costly as these errors are often detected later
in the development cycle and the costs of fixing these engineering errors rise exponentially
as the development tends towards the end of the project life cycle [124].

System requirements are normally modelled in NL [125] as it is the most readily un-
derstandable means of requirement documentation between the stakeholders. There are
advantages and disadvantages of modelling requirements in NL. Advantages of modelling
requirements in NL includes:

1. Can be written by almost all stakeholders provided the stakeholders have the com-
mon language background (E.g. all stakeholders speak and understands English)

2. A valid form of documentation which can be exchanged between the different stake-
holders and domain experts in the project.

3. No need to develop proprietary notations between the stakeholders since NL is
readily understandable by humans.

In contrast, there are also disadvantages with modelling requirements in NL which
includes:
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1. Inherent ambiguity in NLs. Vocabularies in NL can have multiple meanings and
can be interpreted in different ways

2. It is an informal modelling language and is therefore not interpretable or processable
by machines

One example of an ambiguous NL based functional requirement below:

Transformer TR1 should be tripped during overload currents superior to 120% on any
of its coils that stays for at least 50ms in no more than 100ms.

This functional requirement can be interpreted in two ways. The first interpretation
is that the tripping of Transformer TR1 should be completed within 100ms excluding the
detection time of the fault. The second interpretation is that the process of overload de-
tection and tripping must all occur within 100ms. These two differences in interpretation
can affect the way in which the control system is implemented.

Formal modelling is one method in which ambiguities in NL requirements can be
minimized. As noted by Skekaran et al. [126], the act of requirement elicitation is the
gathering of ideas which are inherently informal with the end goal of converting these
ideas into, for example, software systems, which is inherently formal. In this chapter, we
propose a formal ontological model that can be used to describe functional requirements
which firstly, can reduce the ambiguity in the NL representation and secondly, provide a
high-level abstraction model that can be integrated into the CPE framework. The devel-
opment phases that converts an informal NL based functional requirements to a formal
representation is shown in Figure 5.1. The first conversion is to convert the informal
representation in NL into a semi-formal representation in Restricted Natural Language
(RNL). Then, the semi-formal representation is converted to its formal representation in
OWL ontology.

Figure 5.1: Development phases of creating a formal requirements ontology from NL.

5.2 Formal Modelling of Functional Requirements in

Ontology

Ontology has been used extensively in software engineering and one example is the Cost-
efficient methods and processes for safety-relevant embedded systems (CESAR) [127]
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reference technology platform which introduce a requirements engineering framework
that models requirements using Boilerplates (BP) and domain ontology is used to verify
the correctness of the BP requirements. The CESAR framework semi-automatically
generates BP from NL requirements using the DODT [128] tool developed as part
of the CESAR project. This semi-automated generation of BPs is assisted by using
domain ontology which suggests possible attribute values for the BPs based on the defined
relations between the concepts in the domain ontology.

The ontology used in the CESAR framework is a domain ontology, meaning that the
ontology represents the knowledge of the domain (E.g. an ontology on Smart Grid will
represent the knowledge about the Smart Grid domain. However, in the context of this
work, we don’t use the ontology to describe the domain knowledge, but instead, our
proposed ontology describes the structure of the requirement statement itself. To instil
structure into the NL requirements, we use BP, a type of RNL that provides structures in
the construction of requirement statements. BP are predefined statement templates with
assignable attributes. The advantages of utilizing BP to model requirement statements
are threefold:

1. BP provides structures to free-text NL requirements which can minimize ambigu-
ities and inconsistencies introduced by natural language-based requirement state-
ments.

2. It can aid the modelling of various constraints (e.g. performance, capabilities, etc).

3. Since BP is considered to be a semi-formal representation, it is still understandable
by stakeholders compared to more formal representations.

The subset of the BP templates shown in Table 5.1 is based on the Easy Approach
to Requirements Syntax (EARS) by Mavin et al. [129]. Each BP uses a standard set
of structures with placeholders for attributes which are denoted in angle brackets. E.g.
〈System〉 or 〈Precondition〉. Take the BP1 template as an example, BP1 models the
Condition of the system. The template for BP1 is:

The 〈System〉 is 〈Precondition〉.

Where the 〈System〉 field refers to an entity in the system, I.e. the physical equip-
ment in the energy domain and the 〈Precondition〉 field specifies the condition in which
the BP is invoked. An example of the usage of the Condition BP is as follows:

The 〈Transformer TR1〉 is 〈overloaded by 120%〉.

Where the 〈system〉 field refers to the entity ”Transformer TR1” and the 〈Precondition〉
field refers to the precondition ”overloaded by 120%”. For each BP template that is
defined, an FB pattern that can be used to describe the BP in IEC 61499 is ascertained.
For BP1, a single FB can be used to model the Condition BP in IEC 61499.
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Table 5.1: Boilerplate templates.

Boilerplates Descriptions
FB Pat-
terns

BP1
The 〈System〉
is 〈Precondition〉

Condition
Models the condition of the
system

BP2
The 〈System〉
is 〈Function〉

Action
Models the Action of the sys-
tem

BP3
〈Condition/Action〉
is within 〈Quantity〉 〈Unit〉

Performance Constraint
Models the Performance Con-
straint of the Action or Con-
dition

BP4
〈Condition/Action〉
is more than 〈Quantity〉
〈Unit〉

Timing Requirement
Models the Timing Require-
ment of the Action or Condi-
tion

BP5
〈Action〉 WHEN
〈Condition〉

Event-Driven
Models the system response
when a certain condition is
met

BP6
〈Action〉 IF
〈Condition〉

Unwanted Behaviour
Models the Action of the sys-
tem when it encounters an un-
desirable condition

BP7
〈Action〉 WHILE
〈State〉

State-Driven
Models the Action of the sys-
tem when it is in a particular
state

BP8
〈Condition〉 AND
〈Condition〉

AND Condition
Models the AND logic opera-
tion when applied to the Con-
dition BPs.

BP9
〈Condition〉 OR
〈Condition〉

OR Condition
Models the OR logic opera-
tion when applied to the Con-
dition BPs.

BP10
〈Action〉 AND
〈Action〉

AND Action
Models the AND logic opera-
tion when applied to the Ac-
tion BPs.

BP11
〈Action〉 OR
〈Action〉

OR Action
Models the OR logic opera-
tion when applied to the Ac-
tion BPs.
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It is worth noting that there are dependencies between BPs due to BP encapsulation.
For example, the template of the Event-Driven BP BP5 is:

〈Action〉 WHEN 〈Condition〉.

Where the 〈Action〉 field denotes an Action BP of type BP2 and the 〈Condition〉 field
denotes a Condition BP of type BP1. For BP5, two FBs are used to model the Event-
Driven BP where one FB denotes the Condition and the other denotes the Action. The
encapsulation relationship is reflected in the use of the ”is part of ” prefix in the object
property. The subset of the BP templates in Table 5.1 can be categorized into 3 categories
based on their level of encapsulation. The first category is the base BPs, which are BPs
that does not encapsulate other BPs. E.g. BP1 and BP2. The second category is the
intermediary BPs which can encapsulate other BPs and, can be encapsulated by other
BPs. E.g. BP3, BP4, BP8, BP9, BP10 and BP11. The last category is the top BPs
which encapsulate other BPs and can’t be encapsulated by others. E.g. BP5, BP6 and
BP7.

A simplified representation of the BP ontology is shown in Figure 5.2. In total, there
are 10 classes (9 BP class and 1 Requirement class).

The AND/OR in Figure 5.2 denotes two classes, an AND class and an OR class.
Therefore, the object property is part of AND/OR also denotes two object properties
which are is part of AND and is part of OR. The object property is defined following
the structure is part of 〈BP〉, where the ”is part of ” prefix denotes that the property
is of type object property and the 〈BP〉 field defines the target BP in which the source
BP belongs to. The ”is part of ” prefix is used to model the encapsulation that exists
between the BPs.

The data properties follow the structure ”has 〈Property〉”, where the ”has ” prefix
denotes the property is of type data property and the ”〈Property〉” field denotes the
name of the data property. There are 4 common data properties between all the BP
classes and the data properties are:

1. has boilerplateTypeID: which describes the ID of the BP template as shown in
column 1 of Table 5.1.

2. has description: which describes the BP instance including its attribute values;

3. has name: which describes the name of the BP instance;

4. has template: which describes the template of the BP as shown in column 2 of
Table 5.1.

In addition, there are also BP type-specific data properties and an example of the
data properties for the Condition BP is shown in Figure 5.3.

The BP specific data properties for the Condition BP are:
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Figure 5.2: Simplified ontology showing the is part of 〈BP〉 relationships between the BPs.

Figure 5.3: Data properties of the Condition BP.

1. has systemAttribute: Which describes the system entity that is referenced in
the 〈System〉 field.

2. has preconditionAttribute: Which describes the precondition that is referenced
in the 〈Precondition〉 field.
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5.3 Formalizing Natural Language Requirements to

Ontology

The workflow in formalizing NL requirements to OWL ontology and finally to the IEC
61499 control system is shown in Figure 5.4. The conversion of step 1 to step 3 are
manual processes and the last conversion from step 3 to step 4 is automated by the CPE
framework.

Figure 5.4: Workflow of formalizing NL requirements to ontology.

The conversion workflow will be illustrated by a running example of the functional
requirement example used in Paper F. A simple feeder model that is used for this example
is shown in Figure 5.5.

Figure 5.5: A simple feeder model used by CIGRE B5.02 taskforce for case study.

The functional requirement statement is:

Transformer TR1 should be tripped during overload currents superior to 120% on any
of its coils that stays for at least 50ms in no more than 100ms

As mentioned in Section 5.1, there can be two interpretations of this functional re-
quirement. The two possible interpretations as:
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First Interpretation: The tripping of the TR1 transformer need to be performed
within 100ms

Second Interpretation: The detection of the overload fault and the tripping of the
TR1 transformer need to be performed within 100ms.

For this example, we will model the functional requirement with the first interpreta-
tion. The first step in the workflow is to model the NL requirements in the BP templates
from Table 5.1. The semi-formal BP models of the functional requirement are shown in
Listing 5.1.

B2 : The <CT1 on TR1> i s <120% over loaded>
B3 : The <CT2 on TR1> i s <120% over loaded>
B4 : <B2> OR <B3>
B5 : <B4> i s more than <50><ms>
B6 : The <BRK1 on TR1> s h a l l <Trip>
B7 : The <BRK2 on TR1> s h a l l <Trip>
B8 : <B6> i s with in <100><ms>
B9 : <B7> i s with in <100><ms>
B10 : <B8> OR <B9>
B11 : <B10> IF <B5>

Listing 5.1: Semi-formal model of the functional requirements modelled using BPs

The constituents of the functional requirement where each of the BP instance models
are as follows:

1. B2 and B3: Model the Condition constituent which checks for overload current
on the primary side of the Transformer TR1 (B2) and secondary side of the Trans-
former TR1 (B3) respectively.

2. B4: The OR operation is applied over B2 and B3 since the overload only needs to
be active on either on the primary or the secondary side of the transformer.

3. B5: Models the timing constraint constituent which checks to see whether the
overload is active for 50ms.

4. B6 and B7: Models the Action constituent which actuates the Breaker BRK1 on
the primary side of the Transformer (B6) and the Breaker BRK2 on the secondary
side of the Transformer.

5. B8 and B9: Models the timing constraint which states that the tripping of the
Breakers on either the primary side of the Transformer (B8) or the secondary side
of the Transformer (B9) must be within 100ms.
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6. B10: The OR operation is applied since only either the primary or the secondary
side of the Transformer can be tripped at a time.

7. B11: The Unwanted-Behaviour BP is applied to wrap up the Condition con-
stituents BP5 and the Action constituents B10.

Note that this is only one potential set of BP instances which can be used to model
this functional requirement. There are other possible set of BP instances which can be
used, and it can affect the structure of the IEC 61499 FB network.

The second step in the workflow is to convert the BP instance set to its ontological
representation based on the proposed ontology from Figure 5.2. The ontological model
of the functional requirement is shown in Figure 5.6. The bottom-most level are the base
BPs which are the Condition and the Action BPs. The next levels up are the BPs which
encapsulates the Condition and the Action BPs linked by the ”is part of 〈BP〉” object
property, where 〈BP〉 denotes the BP that encapsulates it. The Unwanted-Behaviour BP
is the top-most BP in this functional requirement.

Figure 5.6: Formal ontological model of functional requirement based on its BP representation.

The implied structure of the BP instances based on the ontological representation is
shown in Figure 5.7. Each node represents an FB, the directed arrows are the direction of
the message passing between the FBs. Black coloured nodes and arcs shows the flatted
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structures of the BP instances while the greyed dotted rectangular boxes shows the
encapsulation BPs. E.g. B4 is the OR BP instance which encapsulates the conditions
B2 and B3. The illustrated structure follows the pattern of Logical Implication such
that the Condition (Antecedent) appears on the left side of the structure and the Action
(Consequent) appears on the right side of the structure. The UnwantedBehavior BP
instance B11 is ”〈B10〉 IF 〈B5〉” where B5 is the antecedent and B10 is the consequent.
This is reflected in the structure shown in Figure 5.7 where B5 represents the Precondition
and B10 represents the Action.

Figure 5.7: Visual representation of the implied structure based on the relationships between the
BP instances.

The last conversion is the transformation of the requirement ontology model to the
IEC 61499 model. This conversion can be performed by the existing CPE framework and
the resultant IEC 61499 FB network is shown in Figure 5.8. There is almost a one-to-
one mapping of the entities between the BP instances and the FB instances. The data
interfaces are created based on the values of the optional fields in the BP instances. For
example, the instance of B2 is:

B2: The 〈CT1 on TR1〉 is 〈120% overloaded〉

The FB which represents the BP B2 in Figure 5.8 is FB1 of type BP1 1. The 2
data inputs for the FB is ”CT1 on TR1” and ”Overloaded120Percent” is derived from
the BP instance B2. In addition, there are also proprietary data interfaces such as the
”isOverloaded” data output interface to indicate whether the Condition described by B2
is met. Having proprietary data interfaces means that context-specific rules are needed.
I.e. dedicated transformation rules for specific functional requirements. The scope of
what is generated is currently restricted to the FBTypes, FB instances and the logical
connections between the FB instances. The internal implementation of each BP instances
is implemented by means of IEC 61850 specification as explored in Paper F and Paper
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G.

Figure 5.8: FB implementation of the functional requirement.

5.4 Implementation of BP Requirement with IEC

61850 LN Specifications

This section presents two methods of implementing the functional requirements BPs by
means of IEC 61850 specifications in the IEC 61499 automation control system. The
first method is to implement the IEC 61850 specifications within the requirement BP
FBs and the second method is to implement the IEC 61850 specifications as Services.

The first method is shown in Figure 5.9. The abstract implementation of method 1
is shown in Figure 5.9a where the BP requirements are implemented as composite FBs.
Composite FBs are a type of FB in IEC 61499 that can encapsulate an FB network.
The FB network that is encapsulated within the BP requirement FB is the IEC 61850
specification that implements the behaviour of the BP. An example of this implementation
is shown in Figure 42b, where FB1 of FBType BP1 1 represents the BP instance B2
from Listing 1. To implement this BP, two IEC 61850 LN specifications, the Current
Transformer LN TCTR and the Instantaneous Overcurrent LN PIOC are used. The LN
specifications can either be auto-generated as part of the CPE framework or instantiated
from a set of LN libraries. The advantages of implementing the LN specifications as
composite include:

1. Ease of Tracing: It is straightforward to trace the specifications that implement
the BP since the specifications are implemented within the BP Composite FB.

2. Ease of Testing: Black-box testing can be applied to test whether the imple-
mented specifications meet the desired behaviour set by the BP requirement.

The disadvantages of implementing the LN specifications as composites include:

1. Rigidness in Implementation: In order to implement BP as Composite FB,
it is necessary to create a Composite FBType. This means all instances of this
Composite type will have the exact same implementation and this may not always
be desirable.
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(a) Abstract view of the Composite Imple-
mentation

(b) FB view of the Composite Implemen-
tation

Figure 5.9: Composite implementation in abstract and FB form

2. Duplication of LN in Implementation: There are cases where a mismatch of
LN instances between the SCL definition and the FB implementation can occur if
multiple functional requirements reference the same LN instance in the SCL. E.g. if
multiple requirements actuate the same Circuit Breaker, each Composite FBType
will have an instance of the Circuit Breaker LN while the SCL may only have 1 LN
instance for that Circuit Breaker in its configuration.

The second method is shown in Figure 5.10. The abstract implementation of method
2 is shown in Figure 5.10a where the BP requirements are modelled as FBs just like
method 1. However, the LN specifications are modelled as self-contained Services in
their own FBs with a dedicated communication channel established between the BP FB
and the Service FB. This architecture is based on the interactive relationship between
the Services and the Orchestrator in Service Oriented Architecture (SOA) where the Or-
chestrator defines the control flow of the system and the Services provides the necessary
functionality for the Orchestrator at each state of the control flow. An example of an
FB implementation of method 2 is shown in Figure 5.10b. FB31 and FB32 are both
parts of a functional requirement where the requirement for FB31 is to retrieve a sample
of the Current measurement and the requirement of FB32 is to check whether the Cur-
rent sample is overloaded. The LN specification which fulfils the requirement of FB31
is the Current Transformer TCTR and its implementation as a Service is illustrated as
FB34. In this example, a single LN specification is able to fulfil the requirement, but
it is also possible to have Composite Service where multiple LN specifications imple-
ment the Service. The dedicated communication channel between FB31 and FB34 is a
two-way channel where the requirement FB FB31 requests for Service via the interface
(REQUEST Msg → REQUEST Message) and the Service FB FB34 responds via the
interface (RESPONSE Message → RESPONSE Msg).

The advantages of implementing the LN specifications as Services include:

1. De-coupling of Requirement and Service: There is flexibility in the imple-
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(a) Abstract view of the SOA Implementa-
tion (b) FB view of the SOA Implementation

Figure 5.10: SOA implementation in abstract and FB form

mentation of the requirement since the implementation is now decoupled from the
requirement. This separation of the requirement BP from the implementation en-
sures that Services can be modified without impacting on the requirement it fulfils.

The disadvantages of implementing the LN specifications as Services include:

1. Increased Communication Overhead: Since a dedicated communication chan-
nel is now necessary for every Requirement BP and Service pair, the communication
overhead is increased in the control system.

2. Increased Computation: In the current implementation, the messaging protocol
between the requirement BP and the Services are embedded as strings which consist
of the request message and the data. Therefore, it is necessary for the Service to
perform both Syntactic and Semantic validation of the request message and vice
versa when the response message is created.

There is no preferred method of implementation since both methods present distinct
advantages and at the same time, clear disadvantages. The utilization should be based on
the design intent of the control system. For example, if the aim is to have a control system
which can be tested, then method 1 might be the preferred implementation. However,
if the aim is to have a control system which is flexible, then method 2 might be more
suitable.

5.5 Chapter Summary

In this chapter, we proposed a formal ontological model for the purpose of modelling
informal NL based functional requirements. The aim of the formal model is to firstly,
mitigate the ambiguities of NL based functional requirements and secondly, to ascertain
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the control flow of the control system based on the described behaviour in the func-
tional requirement with the aid of intermediary semi-formal BP models. The following
contributions were made in this chapter:

1. Introduced a subset of semi-formal BP templates that can be used to model func-
tional requirements in the context of the energy domain.

2. Identified equivalent FB patterns based on the BP templates.

3. Explored two methods in which BP requirements and IEC 61850 LN specifications
can be implemented in IEC 61499 where the BP specifies the required behaviour
and the LN specifications implement the said behaviour.

In total, there are 3 papers which contribute to the research work in Chapter 5 and
the contributions are as follows:

1. Paper F: In this paper, the initial investigation in the use of an ontological model to
formally model the implied structure described in the functional requirement is car-
ried out. The ontology used in this paper is a simplified ontology and demonstrates
how the functional requirement can be represented in the IEC 61499 automation
control system.

2. Paper G: In this paper, we explore the use of a design pattern based on the rela-
tionships between Services and Orchestrators in SOA architecture to create an IEC
61499 automation control system which is flexible and adaptable to change in either
the requirement or the specification. The idea is to implement LN specifications as
Services and the functional requirements as Orchestrators in order to decouple the
requirements from the specification to create a flexible automation control system.

3. Paper H: In this paper, we introduce the formalization of NL requirements to
ontology with the aid of BP templates. In addition, a case study example is shown
demonstrating how the informal NL language requirement can be converted to an
IEC 61499 automation control with the aid of the BP and the ontology model.

An in-depth description of the contribution of these three papers can be found in
Chapter 7. In the next chapter, we identify various potential testing methodologies
which can be used to validate and verify different aspects of the IEC 61499 distributed
automation system.
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Chapter 6

Testing and Validation

In this chapter, we present an automated script based co-simulation framework that
can be used to test the generated control system against the system requirement. The
co-simulation framework is an event-driven approach that leverage two heterogeneous
simulation platform interfaced via a common communication channel. The appended
paper which contributes to this Chapter is paper I.

6.1 Validation of Functional Requirement

In the domain of software engineering, there are two approaches for software testing
which are software validation and software verification. The purpose of these two types
of testing approaches are:

1. Software Validation: To check whether the right control system is built. Soft-
ware validation is performed using black-box testing with the purpose of testing
whether the behaviour of the control system fulfils the system requirements and
specifications irrespective of the internal implementation of the control system.

2. Software Verification: To check whether the system is built right. Software ver-
ification is performed using white-box testing with the purpose of testing whether
the internal implementation of the control system is correct.

Black-box testing, otherwise known as behavioural testing is typically used to test the
behaviour of the system which can be both non-functional and functional, although it is
most often used to test for functional behaviour of the system. The testing procedure of
Black-box testing is shown in Figure 6.1. The system that is being tested is treated like
a black-box where the internal implementation of the system is unknown to the tester.
The testing procedure starts with a set of inputs that is injected into the system and the
output is observed to see whether the expected output is produced by the system.

Take the functional requirement in Chapter 5 as an example. The functional require-
ment is:

93
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Figure 6.1: Procedure of black-box testing.

Transformer TR1 should be tripped during overload currents superior to 120% on any
of its coils that stays for at least 50ms in no more than 100ms.

One of the test scenarios that can be used to test for the behaviour of the system with
respect to the functional requirement is as follows: ”An overload current is detected on
the primary side of TR1 that persists for more than 50ms. The breaker BRK1 actuates
to clear this overload current.”

A set of potential input and output variables to test for this scenario is as follows:
The use of the variable names is based on Figure 5.5:

1. Inputs: The set of input values that is inserted into the system are:

(a) Input 1: An overload current ICT1 that exceeds 120% of the coil reading on
the primary side of TR1 is inserted into the system.

(b) Input 2: A non-overload current ICT2 on the secondary side of TR1 is inserted
into the system.

2. Outputs: The set of expected output values are:

(a) Output 1: The time output tFaultActive should be more than 50ms to show
that the fault was active for more than 50ms

(b) Output 2: The trip output TBRK1 is set to TRUE to trip the BRK1 breaker
on the primary side of TR1

(c) Output 3: The time output tTripPrimary should be less than 100ms to show
that the tripping took less than 100ms to complete

6.2 Automated Script based Co-Simulation Frame-

work

The automated script based co-simulation framework is an extension to the event-driven
co-simulation framework by Zhabelova et al. [30] and Yang et al. [94] by automat-
ing the simulation process with Matlab scripts. The architecture of the scripted based
co-simulation framework is shown in Figure 6.2. The co-simulation framework is a
heterogeneous simulation platform that integrates a power system simulator (MATLAB
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Simulink) and a distributed control platform developed in an IEC 61499 Integrated De-
velopment Environment (IDE). The two simulation platforms are interfaced through an
Ethernet communication channel utilizing the User Datagram Protocol (UDP) proto-
col. The process of the co-simulation framework is triggered by the simulation plant
(The sampling rate of the measurement readings) and the simulation control reacts to
the sampled measurement readings and sends actuating signals back to the simulation
plant if necessary. The role of the Matlab script is to automate the co-simulation process
through N iterations.

Figure 6.2: Architecture of the script based Co-simulation framework.

The workflow of the automated script based co-simulation platform is shown in Fig-
ure 6.3. Firstly, a set of input and output variables that is to be observed is defined in
the Matlab workspace. Secondly, the Matlab script initialises the both of the simula-
tors to their respective initial states. Thirdly, the power system simulator is set to start
and begins to send measurement data to the control simulator. Fourthly, the simulator
data that are defined in step 1 are collated during the simulation of the test scenario.
This means at each sampling rate, there will be a set of input and output data that is
recorded. lastly, the simulators are reset by the Matlab script and the simulation scenario
is iterated through N iterations. Note that the ending of a simulation run can be set by
defining an ending state of the simulation. For example, with respect to the functional
requirement in Section 6.1, if the test scenario is to test the time tTripPrimary it takes for
the trip signal TBRK1 to be set to true after an overloaded is detected, the end point
of the simulation can either be set to the time the TBRK1 becomes TRUE or pre-set a
period of time in which the simulation scenario is expected to last.

The automated scripted based co-simulation platform was used in Paper I to analyse
the performance of Fault Location and Isolation (FLI) for primary power distribution
feeders using wireless networked sensing and control. The objective was to analyze the
effect of the reliability of the communication network on the time required for the overall
system to locate and isolate the fault and inform the substation of the fault location.
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Figure 6.3: Workflow of the automated script based co-simulation framework.

The simulation model consists of three simulators executing in two simulation environ-
ments. The distribution model and the wireless communication channel were modelled
in Matlab Simulink and the distributed control system was modelled in the IEC 61499
IDE nxtStudio [130]. The two simulation platforms communication through Ethernet
via the UDP/IP protocol. In Paper I, up to 41000 simulation runs were carried out as
part of the analysis.

6.3 Chapter Summary

In this chapter, we presented an automated script based co-simulation environment that
can be used as part of black-box testing to check whether the control system complies
with the functional requirement. The co-simulation platform is an event-driven hetero-
geneous simulation platform that incorporates Matlab Simulink as the power system
simulator and IEC 61499 IDE as the distributed control simulator interfaced via the
UDP/IP protocol. Matlab script is used to automate the simulation runs to the desired
N iterations.

The paper that contributes to the research work in Chapter 6 is paper I. In paper I,
the co-simulation framework is used to analyze the impact of unreliable wireless commu-
nication on a distributed FLI automation control system.
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Contributions

This chapter summarizes the appended papers and my contributions to each paper.
In total, there are two published and peer-reviewed IEEE Transactions papers (Paper
D and Paper I), one submitted IEEE Transactions paper (Paper H), five published and
peer-reviewed IEEE international conferences (Paper B, Paper C, Paper E, Paper F
and Paper G) and lastly, one published and peer-reviewed open access EAI endorsed
transactions paper (Paper A).

7.1 Paper A

Title: SysGRID: IEC 61850 and IEC 61499 Standard Based Engineering Tool for Smart
Grid Automation Design
Authors: Chen-Wei Yang, Gulnara Zhabelova, Valeriy Vyatkin
Published in: EAI Endorsed Transactions on Energy Web, 2014
Summary: This paper demonstrates the synergies and similarities of the two industrial
standards, IEC 61850 and IEC 61499 from the perspective of systems engineering. Both
standards utilize the top-down design approach (a design paradigm where the system
is first designed as a whole before distributing the system to individual hardware con-
trollers) in designing distributed systems in their respective domains. This paper shows
that specification is the first step of the design process in both standards. IEC 61850
utilizes the single line diagrams (SLD) as the specification for the physical layout of the
substation and the concept of Logical Nodes for physical and functional specifications.
IEC 61499, which is also known as an action specification, models the abstract level
specification with the Function Block artefacts which can then be used to implement and
simulate the specification. The paper also shows the extent to which an IEC 61499 can
be auto-generated from IEC 61850 specifications and also highlights the limitations of
using IEC 61850 as the source model for auto-generation. The paper also shows how
co-simulation verification can be achieved demonstrated on a case study.
Contribution: I participated in the discussion of the synergies of the two standards
and conducted the case study co-simulation which includes designing the MATLAB sim-
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ulation model, designing and implementing the IEC 61499 control model and doing the
simulation to obtain the resultant graphs.
Relevance: This paper addresses research question one.

7.2 Paper B

Title: On automatic generation of IEC61850/IEC61499 substation automation systems
enabled by ontology
Authors: Chen-Wei Yang, Valeriy Vyatkin, Arash Mousavi, Victor Dubinin
Published in: IECON 2014 - 40th Annual Conference of the IEEE Industrial Electronics
2014, Dallas, TX, USA
Summary: This paper informally introduces the eSWRL transformation language for
ontology-based MDE. The paper describes how IEC 61850 and IEC 61499 can be utilized
in an ontology-based model transformation. The paper presents IEC 61850 specification
as the source model for model generation and IEC 61499 as the target model of the
model generation. The concept introduced in that paper was demonstrated in a simple
case study. The case study was a simple overcurrent protection system where a simplified
version of the IEC 61850 ontology was first developed from the IEC 61850 Logical Node
specification. Then examples of the eSWRL transformation language that can be used to
auto-generate IEC 61499 Function Blocks from IEC 61850 Logical Node specifications.
This paper also introduces the concept of category-based designations of LN data objects
as either FB data inputs or data outputs, which differs from the intelligent Logical
Node concept where LN data objects are assigned as both inputs data and output data.
The result demonstrates how model transformation rules can be written in a declarative
language.
Contribution: I formulated the category based designation of the data objects as data
input or outputs. I also participated in the development of the case study, which includes
designing the IEC 61850 SCL model, the simplified IEC 61850 ontology model and the
formulation of the transformation rules.
Relevance: This paper contributes to addressing research question two.

7.3 Paper C

Title: Modelling of IEC 61850 Message Passing for Automatic Generation of Distributed
Control
Authors: Chen-Wei Yang, Valeriy Vyatkin
Published in: 41st Annual Conference of the IEEE Industrial Electronics 2015, Yoko-
hama, Japan
Summary: This paper introduces a graph based representation of the message passing
to the Logical Node specifications which aim to address one of the limitations identified
in Paper A, which is the lack of semantic relationships between the LNs. This paper first
models the message passing in a graph where the LNs are modelled as vertices and the
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messages are modelled as edges. This graph representation is then converted to an ontol-
ogy representation to be used as a part of the ontology MDE framework. The ontology
extension proposed in this paper supplements the IEC 61850 ontology model in Paper
D to model the semantics and the interconnections between the LNs. This paper also
introduces the DTD based IEC 61499 ontology model and a set of transformation rules
were shown to demonstrate how the proposed ontology extension can be used to create
the logical connections between the Function Blocks in the IEC 61499 application.
Contribution: I formulated the graph model of the message passing and the ontology
extension which models the graph. I also developed the DTD based IEC 61499 ontology
model and wrote the transformation rules to demonstrate the transformation.
Relevance: This paper contributes to addressing research question two.

7.4 Paper D

Title: Ontology Driven Approach to Generate Distributed Automation Control from
Substation Automation Design
Authors: Chen-Wei Yang, Victor Dubinin, Valeriy Vyatkin
Published in: IEEE Transactions on Industrial Informatics, Volume 13, Issue 2, April
2017
Summary: This paper introduces ontology-based MDE framework. The novel concept
introduced in this paper includes the set of eSWRL constructs which were introduced
to enable ontology-based model transformation and the definition of these constructs in
Prolog. The full model transformation process was demonstrated in a case study. The
case study is a power distribution system running de-centralized protection automation
system. The case study demonstrates the design process which includes first developing
the IEC 61850 SCD XML model, then mapping the XML model to its ontology model.
The IEC 61850 ontology model is then transformed using the transformation rules de-
veloped in eSWRL to a resultant IEC 61499 ontology model. The IEC 61499 ontology
model was then mapped to its IEC 61499 XML representation. This paper reveals the
process of developing the declarative transformations rules and the mapping of the rules
from eSWRL to its Prolog implementation.
Contribution: I participated in the formulation of the framework. In addition, I de-
veloped the case study model, the IEC 61850 SCD XML model, the IEC 61850 and
IEC 61499 ontology models, all the transformation rules and the mappings between the
XML and the ontology models. I also developed a software design tool called ”eSWRL
Toolchain” which automates most of the design process described in this paper.
Relevance: This paper contributes to addressing research question two and is a follow
up of the initial study from Paper B and C.
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7.5 Paper E

Title: On Development of Execution Model for Model Transforming Distributed Sub-
station Automation Control with Ontology
Authors: Chen-Wei Yang, Valeriy Vyatkin, Victor Dubinin
Published in: ISIE 2017 IEEE 26th International Symposium on Industrial Electronics,
Edinburgh, UK
Summary: In this paper, we investigate a set of possible execution models that is most
suitable to be implemented in the context of the model transformation of IEC 61850
models to IEC 61499. Several execution models were discussed and the most suitable
execution model was found to be the Single Pass Iterative Execution (SPIE) model. This
is due to the composite structure that exists in both IEC 61850 and IEC 61499 models for
which the SPIE was found to be the most suitable. And an example of the transformation
rules written for the SPIE execution model was demonstrated to show how IEC 61850
specifications are transformed to IEC 61499 FBs with a high level of encapsulation.
Contribution: I participated in the formulation and the selection of the execution
models. I developed the visual mapping and the transformation rules for the case study
example. Relevance: This paper contributes to addressing research question two and
is a follow up of the initial study from Paper C.

7.6 Paper F

Title: On Requirements-Driven Design of Distributed Smart Grid Automation Control
Authors: Chen-Wei Yang, Valeriy Vyatkin
Published in: INDIN 2017 IEEE 15th International Conference on Industrial Informat-
ics, Emden, Germany
Summary: In this paper, we investigate and attempt to address one of the limitations
identified in paper A, which is the lack of a means to model requirements in IEC 61850
and, in addition, can also address the semantic issues. The paper explores how functional
requirements can be modelled formally in IEC 61499 with the aid of ontology models. The
novel concept introduced in this paper is an ontology model which describes the structure
of requirement statements rather than an ontology which describes the domain. The aim
of the ontology model is to ascertain structures within the requirement statement which
can then be broken down into constituent parts and modelled as FBs. The case study
scenario and the sets of requirements were obtained from the CIGRE council. Formal
models in the ontology were developed to illustrate how it can be translated to an IEC
61499 representation. Then, a small test case was investigated to show how black-box
testing can be applied in IEC 61499 to test the behaviour the implemented requirements.
Contribution: I developed the ontology models and conducted the case study which
demonstrates how functional requirements can be modelled in ontology and IEC 61499.
I also conducted the black-box testing of the requirement.
Relevance: This paper contributes to addressing research question three.
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7.7 Paper G

Title: Service-oriented Extension of IEC 61850 for Model-Driven Smart Grid Automa-
tion Design
Authors: Chen-Wei Yang, Valeriy Vyatkin, Cheng Pang
Published in: IECON 2017 43rd Annual Conference of the IEEE Industrial Electronics
2017, Beijing, China
Summary: In this paper, we again explore the idea of how to model requirements for-
mally in IEC 61499 to address the limitations found in Paper A. This paper investigates
the use of a design pattern based on Service-Oriented Architecture to create an IEC
61499 automation control system which is flexible and adaptable to change in either the
requirement or the specification. The specific relationship that is of interest is the re-
lationship between the orchestrator and services, where the orchestrator can represent
the functional requirements and the services can represent the IEC 61850 specifications.
This design pattern leverages the relationships between the orchestrator and the services
which induce decoupling between the requirements and the specifications in the control
system. The case study is used to demonstrate the process the design process starting
from the requirement stage to the end control system. The design process is based on
the use of use-case diagrams which identifies actors within a requirement. Each actor
identified in the use-case diagram is then modelled as an orchestrator actor and each
orchestrator actor is then connected to a set of FBs which implements the specifications
for the actor.
Contribution: I developed the idea of applying the SOA based design pattern for
modelling functional requirements in IEC 61499. I also developed the case study which
includes defining the interfaces of the services, the orchestrators, implementation of the
FBs and the black-box testing.
Relevance: This paper contributes to addressing research question three and is an ex-
tension of the work in Paper F.

7.8 Paper H

Title: Model Driven-by-Requirements Approach to Automatically Generate Smart Grid
Cyber-Physical Systems
Authors: Chen-Wei Yang, Victor Dubinin, Valeriy Vyatkin
Submitted to: IEEE Transactions on Industrial Informatics
Summary: This paper is a follow up to the initial study of formally modelling require-
ments in IEC 61499 conducted in Paper F and Paper G. This paper introduces the use
of the semi-formal boilerplate models as the intermediary model to add structure to the
informal natural language based requirement statements. The boilerplate model is then
mapped to an ontology model, which was also developed in this paper with the aim of
modelling the structure of the boilerplate statements. The proposed formal requirement
modelling methodology was demonstrated in a case study. The case study distribution
system and its functional requirements were obtained from the CIGRE taskforce group
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B5.02. The informal functional requirement in natural language was first modelled in the
semi-formal boilerplates. The boilerplate model was then formally modelled in ontology
before eSWRL based ontology model transformation was applied to demonstrate how
requirements can be automatically generated and represented in IEC 61499.
Contribution: I proposed the idea of introducing an intermediary boilerplate model
to requirement modelling and derived the FB pattern for each boilerplate template. I
developed the case study system which includes the modelling of the requirement in boil-
erplates, in ontology and the eSWRL transformation rules.
Relevance: This paper contributes to addressing research question three and is an ex-
tension of the work in Paper F and Paper G.

7.9 Paper I

Title: Automated Fault Location and Isolation in Distribution Grids with Distributed
Control and Unreliable Communication
Authors: Neelabh Kashyap, Chen-Wei Yang, Seppo Sierla, Paul G. Flikkema
Published in: IEEE Transactions on Industrial Electronics, Volume 62, Issue 4, April
2015
Summary: In this paper, we explore the effect unreliable communication has on dis-
tributed substation automation control system such as the FLI (Fault Location and Iso-
lation) protection scheme. In this paper, we employed a hybrid co-simulation framework
made up of three models executing in parallel. The simulation of the distribution model
was modelled in MATLAB Simulink. The FLI distributed control was modelled in IEC
61499 and the abstract wireless communication model was again modelled in MATLAB.
Script based co-simulation testing was employed which allowed us to automatically iter-
ate the number of simulation runs (up to 41000 simulation runs) to obtain a large sample
size to derive relevant results. This paper shows how script based iterative co-simulation
can be used to verify the correctness of the automatically generated control system.
Contribution: I contributed to the formulation of the FLI control algorithm used in
this paper and the setup of the co-simulation framework that is used for the case study.
I developed the IEC 61499 control system and interfaced the IEC 61499 development
platform (NxtStudio) with MATLAB Simulink.
Relevance: This paper contributes to addressing research question four.



Chapter 8

Conclusions and Future Work

The aim of the research work presented in this thesis was to investigate how a top-
down design framework for the engineering of Cyber-Physical Systems that leverages the
use of model-driven design techniques, semantic web models and distributed software ar-
chitectures could be developed. The target domain is the energy domain and the goal of
the Cyber-Physical Engineering framework is to automatically generate distributed sub-
station automation control system from substation specifications and functional require-
ments. The substation specifications include the specifications of the physical structure,
the communication network, the device configurations and the data models, of which are
modelled using IEC 61850, which standardises the communication networks and systems
for power utility automation. The distributed automation control is implemented in the
executable specification language IEC 61499 which provides a reference architecture for
the design of distributed industrial automation systems. Efforts towards realizing the
CPE framework must first overcome design challenges associated with ontology transfor-
mation and the formalization of the functional requirements. With regards to ontology
transformation, the first design challenge is the restriction that is placed on existing
ontology reasoning language which does not allow model transformation. Therefore, a
transformation language for transforming ontology needed to be introduced. The second
design challenge is related to the first design challenge where a complimentary model
transformation interpretation engine needed to be developed to interpret the introduced
transformation language and to perform the transformation. With regards to the formal-
ization of functional requirements, it was necessary to investigate how natural language
based functional requirements could be formalized and synthesized in IEC 61499 in order
to dictate the control flow of the distributed automation control system.

8.1 Conclusions

At the beginning of the thesis, 4 research questions were posed and the results which
contribute towards answering these 4 research questions are:

Q1: To what extent can a distributed substation automation software system be auto-

103



104 Conclusions and Future Work

matically generated with MDE techniques by leveraging the industrial standards
IEC 61850 and IEC 61499? What is missing and what more is needed to automat-
ically generate a software automation system that complies with top-down design
approaches.

The initial investigation into the capabilities of the two industrial standards IEC
61850 and IEC 61499 from the perspective of systems engineering and Model-
Driven Engineering was carried out in Paper A. To assess the extent in which we
can use model transformation technique from MDE to auto-generate an IEC 61499
distributed automation control system, the recommended IEC 61850 SCL config-
uration to be used is the Substation Configuration Description configuration as it
contains the complete configuration for an IEC 61850 substation automation sys-
tem. An IEC 61499 FB type library can be generated from the DataTypeTemplates
section of the SCD configuration. However, the DataTypeTemplates definition is
only sufficient to the generate the interfaces of the FB type and the internal imple-
mentation of the ECC and the algorithms can’t be generated. The assignment of
the LN type Data Object as either the input or the output interface of the Func-
tion Block type is based on the categorization of the Data Objects introduced in
Paper B. An IEC 61499 Application can be generated from the configuration of
the Substation section of the SCD. What is generated in the Application is the FB
instances, but not the logical connections between the FB instances. IEC 61499
device instances can be generated from the IED section of the SCD configura-
tion which includes the mapping of the FB instances from the Application to the
Devices. The communication configuration for the IEC 61499 devices can be gener-
ated from the Communication section of the SCD configuration. The two missing
components that can’t be auto-generated are firstly, the internal implementation
of the FB types and secondly, the logical connections between the FB instances in
the Application. Essentially, the scope of an IEC 61499 control system in which
that can be auto-generated from IEC 61850 SCD specification is the structure of
the control system, but not the functional implementation and the control flow.
Top-down design is just one of the Systems Engineering approach for the design
of systems which are distributed. From the perspective of IEC 61850 and IEC
61499, the first step of the design stage for both standards is the specification stage
and both lack the mean to model requirements. Formal modelling of functional
requirements could address the limitation with control flow, but there are still a lot
of research work that needs to be done to make this a viable solution.

Q2: What are the fundamental principles behind a possible MDE automatic generation
framework that leverages the use of knowledge bases such as ontological models?

The principle of MDE approach is to leverage the use of formal models throughout
the design process of the system from the initial requirements and specifications
to platform control. The design process is aided by the iterative enhancement
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of models through model transformation. In the context of substation automa-
tion in this thesis, we took inspiration from the design approach of MDE and the
type of models that are leveraged through the model transformation process are
the domain-specific models and the domain-neutral models. The domain-specific
models are the IEC 61850 and the IEC 61499 XML configuration models and the
domain-neutral models are the semantic web ontological models. The three fun-
damental components which are needed to enable model transformation are firstly,
a formal model, secondly, a model transformation language and lastly, a trans-
formation engine that interprets the transformation rules and performs the model
transformation. The domain-neutral formal model used is ontology model devel-
oped using the OWL programming language. The T-Fox ontology model of IEC
61850 was developed based on its UML definition and the T-Box ontology model
of IEC 61499 was developed based on its DTD definition. The transformation
language is called eSWRL, which is an extension to the OWL reasoning language
SWRL. eSWRL retains the majority of the syntax in SWRL with added constructs
to create Class instances and property assertions. The initial investigation of using
eSWRL for transformation ontology model in the energy domain was carried out in
Paper B and the use of a standard IEC 61499 DTD ontology for model transforma-
tion was used in Paper C. The transformation engine was developed in SWI Prolog
and this meant the eSWRL transformation rules and the OWL ontological models
were automatically converted to Prolog where the model transformation took place.
The formal definition of the eSWRL transformation construct in Prolog is outlined
in Paper D. In Paper E, the development of the execution model of the transforma-
tion rules is discussed. The development of this framework was essential and forms
the backbone of the CPE framework. The viability of the framework was shown in
a case study in Paper D where it was shown that an IEC 61499 control structure
can be demonstrated from IEC 61850 with OWL models and declarative transfor-
mation rules. The prototyping tool ”eSWRL Toolchain” was also developed in part
to assist with the non-ontology-to-ontology transformation in the framework.

Q3: To what extent can formal modelling of functional requirements assists in automat-
ically generating an IEC 61499 automation software system with control flow?

An ontological model was proposed for the purpose of formally modelling the func-
tional requirements in natural language. The conversion from an informal NL
functional requirement to the formal OWL model is aided by the semi-formal boil-
erplates which were used to create structure in the NL functional requirement.
Based on the formal model of the structure obtained from the boilerplate model,
control flow in IEC 61499 could be created. Paper H outlines this conversion pro-
cess and a case study example is used to illustrate how the proposed method can
be used to create control flow in IEC 61499 from formal functional requirements.
Two methods of representing the interactions between the control flow derived from
functional requirements and the IEC 61850 specification were explored in Paper G
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and Paper H. Paper G presents the Composition method which encapsulates the
implementation of the IEC 61850 specification in the requirement FB. Paper H
presents the Service Oriented Architecture inspired method which implements the
IEC 61850 specifications as services and the interactions between the requirement
boilerplates and the services are achieved via dedicated communication channels.
This methodology has only been tested on a subset of functional requirements so
the sample size is still relatively small. It is necessary to test this on a larger set
of functional requirements. In addition, further investigation into the two methods
in modelling the interactions between the requirements and the IEC 61850 specifi-
cations in IEC 61499 need to be carried out to address the disadvantages of each
method to truly evaluate the viability of this approach in creating control flow from
functional requirements.

Q4: How the compliance of the generated system with the requirements could be effi-
ciently and rigorously validated?

There are different types of validation and verification techniques that can be ap-
plied to check the correctness of the generated IEC 61499 control system. Ontology
and Prolog reasoning can be applied to check for the structural correctness of the
IEC 61499 control system. Formal methods such as model checking can be used to
check for the correctness in the implementation of the IEC 61499 control system.
In the context of requirement testing, the traditional method of testing the imple-
mentation of the control system against the requirement is to perform black-box
testing. We use a similar approach but instead of performing black-box testing of
individual devices and only test the implementation at the local level. We perform
automated iterative co-simulation to firstly, test the global behaviour of the imple-
mentation against the requirement and secondly, to test whether the behaviour of
the implementation is deterministic (I.e. the same result is obtained after multiple
iterations). Paper I demonstrates the usage of the automated script based iterative
co-simulation environment for the testing of a simple Fault Location and Isolation
control system implemented in IEC 61499 under unreliable communication. The
plant model and the unreliable communication channel were simulated in Matlab
Simulink and the Fault Location and Isolation control were implemented in IEC
61499. A script written in Matlab was used to iterate the co-simulation test up to
41000 simulation runs. The next step is to utilize this same testing approach on
a much more complicated control system such as the distributed Fault Location,
Isolation and Service Restoration control system.

8.2 Future Work

The initial proposal of the CPE framework was to automatically generate both the dis-
tributed control system and the simulation plant model. The scope of the research work
was restricted to the research challenges presented in the automatic generation of the
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control system only due to the need to also develop the ontology transformation lan-
guage and the transformation engine. The next step in the development of the CPE
framework in the context of the energy domain is to investigate how the simulation plant
model can be automatically generated from IEC 61850 specifications. Inspiration can
be taken from the research work by Voinov et al. [131] which utilizes the Substation
section of the SCD configuration to automatically generate the Supervisory Control and
Data Acquisition (SCADA) Human Machine Interface (HMI). However, in order to au-
tomatically generate the simulation plant model in MATLAB Simulink as part of the
automated Co-simulation framework, the integration of the CIM models to IEC 61850
specification would be beneficial as the CIM standards, specifically IEC 61970-301 [132]
provide semantic model that can supplement the IEC 61850 Substation description to
provide the relational semantics between the substation components.

One of the limitations of the current approach is that based on the DataTypeTem-
plates section of the SCD file, it is only possible to generate the interfaces of the FB
type in IEC 61499. However, it is not always the case that it is necessary to generate
FB types during every model transformation. IEEE C37.2 standardizes a set of function
numbers and acronyms for functions used in electrical substations [133] with recommen-
dations of IEC 61850 LN specifications that can be used to implement the standardized
functions. Therefore, it is possible to create a library of functions in IEC 61499 with
varying interfaces and ontological reasoning can be applied to the requirements Ontology
to select the most suitable functions for each requirement boilerplates. Alternatively, by
standardizing the protection functions and schemes based on the configuration of the
substation or bays [134] as scoped by the CIGRE B5.27 working group, the substation
automation control system can also be automatically generated based on the reasoning
of the Substation section of the IEC 61850 SCD configuration.

The testing methods introduced in this thesis is based on automated script based
co-simulation. However, other testing methods such as requirements tracing [91, 92, 93]
or formal model checking can also be applied to verify the correctness of the control
system against certain properties or specifications [135, 136]. The act of model checking
is to generate state spaces of the control system which consist of all or some states
and transitions to prove or disprove the implemented control system with respect to
some formal specifications. Patil et al. [137] and Masselot et al. [138] have applied
automated model checking to check, for example, liveness of the distributed control
system implemented in IEC 61499 for the energy domain. This introduces a formal way
for us to prove or disprove that the behaviour of the automatically generated control flow
of the control system is correct with respect to the functional requirement.
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Sanz-Bobi, “Facilitating the automatic mapping of iec 61850 signals and cim mea-
surements,” IEEE Transactions on Power Systems, vol. 28, no. 4, pp. 4348–4355,
Nov 2013.

[76] B. Buchholz, C. Brunner, A. Naumann, and A. Styczynski, “Applying iec standards
for communication and data management as the backbone of smart distribution,”
in Power and Energy Society General Meeting, 2012 IEEE. IEEE, 2012, pp. 1–6.

[77] N. Etherden, V. Vyatkin, and M. H. Bollen, “Virtual power plant for grid services
using iec 61850,” IEEE Transactions on Industrial Informatics, vol. 12, no. 1, pp.
437–447, 2016.

[78] D. Pudjianto, C. Ramsay, and G. Strbac, “Virtual power plant and system inte-
gration of distributed energy resources,” IET Renewable Power Generation, vol. 1,
no. 1, pp. 10–16, 2007.

[79] D. Pala, G. Proserpio, E. Bionda, S. Pugliese, and D. Della Giustina, “Iec cim-61850
harmonization-the logic selectivity case,” in Environment and Electrical Engineer-
ing (EEEIC), 2016 IEEE 16th International Conference on. IEEE, 2016, pp.
1–5.

[80] G. Frey and L. Litz, “Formal methods in plc programming,” in Systems, Man, and
Cybernetics, 2000 IEEE International Conference on, vol. 4, 2000, pp. 2431–2436
vol.4.

[81] V. Vyatkin, H. M. Hanisch, C. Pang, and C. H. Yang, “Closed-loop modeling
in future automation system engineering and validation,” IEEE Transactions on
Systems, Man, and Cybernetics, Part C (Applications and Reviews), vol. 39, no. 1,
pp. 17–28, Jan 2009.

[82] G. J. Holzmann, “The model checker spin,” IEEE Transactions on Software Engi-
neering, vol. 23, no. 5, pp. 279–295, May 1997.

[83] G. Cengic and K. Akesson, “On formal analysis of iec 61499 applications, part a:
Modeling,” IEEE Transactions on Industrial Informatics, vol. 6, no. 2, pp. 136–144,
May 2010.

[84] ——, “On formal analysis of iec 61499 applications, part a: Modeling,” IEEE
Transactions on Industrial Informatics, vol. 6, no. 2, pp. 136–144, May 2010.



116 References

[85] H.-M. Hanisch, M. Hirsch, D. Missal, S. Preube, and C. Gerber, “One
decade of iec 61499 modeling and verification - results and open issues,”
IFAC Proceedings Volumes, vol. 42, no. 4, pp. 211 – 216, 2009, 13th
IFAC Symposium on Information Control Problems in Manufacturing. [Online].
Available: http://www.sciencedirect.com/science/article/pii/S1474667016337934

[86] S. Patil, V. Dubinin, C. Pang, and V. Vyatkin, “Neutralizing semantic ambiguities
of function block architecture by modeling with asm,” in International Andrei
Ershov Memorial Conference on Perspectives of System Informatics. Springer,
2014, pp. 76–91.

[87] S. Patil, V. Dubinin, and V. Vyatkin, “Formal modelling and verification of
iec61499 function blocks with abstract state machines and smv - execution se-
mantics,” in Dependable Software Engineering: Theories, Tools, and Applications,
X. Li, Z. Liu, and W. Yi, Eds. Cham: Springer International Publishing, 2015,
pp. 300–315.

[88] E. Hull, K. Jackson, and J. Dick, Requirements Engineering. Springer London,
2010. [Online]. Available: https://books.google.se/books?id=5xREIrqnDQEC

[89] J. Cleland-Huang, O. Gotel, A. Zisman et al., Software and systems traceability.
Springer, 2012, vol. 2, no. 3.

[90] J. Cleland-Huang, O. C. Gotel, J. Huffman Hayes, P. Mäder, and A. Zisman, “Soft-
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SysGRID: IEC 61850 and IEC 61499 Standard Based

Engineering Tool for Smart Grid Automation Design

Chen-Wei Yang, Gulnara Zhabelova and Valeriy Vyatkin

Abstract

The so-called Smart Grid is said to be distributed in nature with an accompanying
control architecture which is made up of a heterogeneous network of controllers commu-
nicating in a peer-to-peer manner. The paper proposes a novel computer-aided model-
based system engineering process for the design of Smart Grid applications from the
initial design specification through to the validation of the control system and hardware
deployment. The process is supported by the SysGRID tool, which plays the roles of
a system configurator and device configurator adopted from the International Standard
IEC 61850. SysGRID supports the system-level design of automation logic in the form
of function block networks compliant with the international standard IEC 61499. The
capabilities of SysGRID are demonstrated through the process of designing a distributed
protection application based on IEC 61850 and the resultant validation process in a
closed-loop co-simulation.

1 Introduction

The Smart Grid in the broad sense is understood to be the future power generation, trans-
mission, distribution and consumption infrastructure enabled by advanced information,
communication and control technologies. The Smart Grid evolves into a large, complex
and interconnected system of systems, incorporating such components as distributed
generation, energy storage systems, smart loads, new generation, solid-state transform-
ers and fault isolation devices evolving from a traditional centralized architecture to one
which is more distributed [1].

The Smart Grid is expected to evolve to a level where traditional engineering tech-
niques will be challenged by the complexity of the system requirements. This paper
proposes a Model-Based System Engineering (MBSE) methodology which combines two
industrial standards, IEC 61850 and IEC 61499 [2], for designing and testing of Smart
Grid applications. The proposed design methodology encourages formal and consistent
specification and design flow according to IEC 61850 [3], the design of distributed sys-
tems with IEC 61499 [4] and validation and testing of the application via co-simulation
of the developed solution with a utility simulation model. The synergy between the two
industrial standards IEC 61850 and IEC 61499 is discussed at [5] and a prototype case
study of such a solution is demonstrated at [6], showing the applicability and the benefits
of the solution for designing future distributed smart grid automation control systems.
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The SysGRID tool was developed as part of this research work to support the design
of substation automation control systems based on the MBSE design methodologies.

The paper is structured as follows. Chapter 2 outlines the state of the art and the
motivation for this work. Chapter 3 will introduce the design process of SysGRID based
on the MBSE methodologies. The architecture and main features of the tool are presented
in chapter 4. The capabilities of SysGRID as a design environment will be illustrated
using the example of a distributed protection application in chapter 5. Chapter 6 will
conclude the paper with summary and outlook.

2 State-of-the-Art

According to the Smart Grid Reference Model [7] (SGAM) developed by the CEN-
CENELEC-ETSI Smart Grid Coordination group for the European market, there are
multiple interoperability layers within the proposed SGAM smart grid architecture.
These interoperability layers include the business layer, the function layer, the infor-
mation layer, the communication layer and the component layer. Since the development
of the smart grid concept is still in its early stages, there are no standardized method-
ologies of how these interoperability layers could be tied together and interact with each
other. Currently, there are existing industrial standards which are capable of tackling
the challenges presented at each individual layers of the SGAM architecture and there
are also existing research works which attempt to bridge these layers and this work is
one such attempt to bridge the communication layer and the component layer.

One examples of existing works which attempts to harmonize the information layer
and the communication layer is the work in [8] which attempts to bring semantic infor-
mation to the IEC 61850 logical node information models with the industrial standards
IEC 61968 and IEC 61970, two standards which are part of the Common Information
Model (CIM) collection using ontology. IEC 61850 is a communication standard, which
aims to standardize the exchange of information between interoperable devices. However,
the information models, otherwise known as logical nodes are largely functional models,
thus providing very little semantic relations between the logical node models. The CIM
model, on the other hand, offers a higher level of abstraction compared to the IEC 61850
standards and thus can provide the lacking semantic relations between logical nodes.

The two layers, which this work attempts to address, are the communication layer and
the component layer. As mentioned previously, IEC 61850 is largely a communication
standard and thus, does not provide any semantic relations between the logical nodes.
But most importantly from the automation perspective, IEC 61850 does not provide a
standardized way of designing logical intelligence within each of the logical node models.
Both works in [5, 6] have explored bridging the communication layer and the component
layer with the industrial standards IEC 61850 and IEC 61499 respectively.

The two standards synergizes extremely well, especially when it comes to the design
methodology of distributed based systems with IEC 61850 looking from the perspective of
communication and substation design and IEC 61499 tackling the distributed automation
control side. There are already existing works in [9, 10, 11, 12] which exhibits positive
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Table 1: Elements of SysGRID in MBSE
MBSE Elements SysGRID
Modelling Language IEC 61850 and IEC 61499
Modelling Process IEC 61850 and IEC 61499
Modelling Tool SysGRID

results showing the viability of such solutions. This work attempts to take the next step
by bringing a unified systems engineering approach to design IEC 61850 and IEC 61499
based systems adopting designing methodologies from Model-Based Systems Engineering
(MBSE).

3 Power System Automation Design Process Based

on IEC 61850 and MBSE

3.1 SysGRID and MBSE

According to [13] there are three elements in the MBSE environment: The modelling
language, the modelling tool and the modelling process. The tool SysGRID was developed
as part of this research work, which utilizes the design methodologies of MBSE to design
substation automation control systems. Table 1 presents these three core elements of
MBSE engineering and the corresponding components in the SysGRID design tool. The
modelling languages used are IEC 61850 and IEC 61499 and thus, the artefacts of IEC
61850 (Logical Nodes) and IEC 61499 (Function Blocks) are used to design the control
system. The modelling process as based on the system design methodologies of IEC
61850 and IEC 61499, which specializes in the design of distributed based systems in
their respective domains. The final component is the Modelling tool, which ties the
modelling language and the modelling process together is the SysGRID tool.

The benefits of SysGRID include reductions in engineering costs, better validated
Smart Grid applications and ability to see the impact of intelligent automation on elec-
tricity network performance. Firstly, a key feature of SysGRID is the ability to automat-
ically generate control and automation software from the Single Line Diagram (SLD).
SysGRID promotes ”re-usable engineering”, following the IEC 61850 and IEC 61499
standards. Secondly, SysGRID provides an automation and control logic editor, where
distributed automation, control and protection algorithms can be designed. Thirdly,
SysGRID uniquely offers the capability of co-simulation, which enables the validation of
the entire system under design including the substation and distribution or transmission
network. SysGRID simplifies the design of systems by supporting hardware abstraction
at the design stage.

SysGRID supports the design process for IEC 61850-based systems described in [14].
In this process, specifications are captured in IEC 61850 System Specification Description
(SSD) file and the results of the design process are saved in a System Configuration
Description (SCD) file. Both SCD and SSD files are part of IEC 61850 Substation
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Configuration Language (SCL) which is used to configure different part of the substation
automation system as specified in [3] in a formal XML format.

The adopted IEC 61850 design process with SysGRID is depicted in Fig. 1. There
are 4 main design steps in the SysGRID design toolchain. The design steps are:

1. Design and Specification with SSD

2. System Configuration with SCD

3. Protection logic design with iLN

4. Test and validation of protection logic with Co-Simulation

Figure 1: Design Process with SysGrid, from substation automation system specification to
control validation.

3.2 Design and Specification with SSD

The first step of the design process is to design the Single Line Diagram and capture
the functional requirements. In IEC 61850, the customer functional specifications are
formally captured in the SSD file. IEC 61850 offers the concept of Logical Nodes (LNs)
as formal definitions of both the equipment requirements and the functional requirements
[14]. All functions at this stage are abstracted from any implementation to allow optimi-
sation [14]. At this level of design, the system is designed from an application point of
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and thus, the requirements as logical nodes are not allocated to devices. The resultant
configuration at this stage is the SSD configuration file.

3.3 System Configuration with SCD

The second step of the design process is the engineering at the system level and the
resultant configuration at this stage is the SCD configuration file. The resultant SCD file
contains the complete configuration of the entire system, which includes the individual
IED configuration and the communication subnetworks within the system. The SCD
file is made up of five main sections. The five sections are the header, the substation,
the IEDs, communication and the DataTypeTemplate sections [3]. The IED section
contains the access points, servers, communication control blocks and the LNs for each
IED devices. LN types used in the design are defined in the DataTypeTemplates section,
which represents a signal list.

3.4 Protection logic design with iLN

The third step is to generate the control and the automation logic corresponding to the
desired logical node functions as shown in step 3 of Fig. 1. SysGRID can automatically
generate an executable IEC 61499 function block control system from the SSD file as
shown in Fig. 2, in which case functional simulation can be performed at the design stage
with the help of the co-simulation environment at the 4th stage of the design process
shown in Fig. 1.

Figure 2: Generation of automation, control and protection logic corresponding to the customer
requirements.

Due to the flexibility of the IEC 61850 systems engineering support and aided by the
IEC 61850 configuration files, SysGRID is able to import any of the SCL configuration
files and generate a function block system based on the level of formal description of
the IEC 61850 system in the imported SCL file. When the SCD configuration file is
imported, SysGRID is capable of generating a complete IEC 61499 distributed system
configuration [4] as the SCD contains the complete formal description of the IEC 61850
system. All specified IEDs, network topology and automation functions are generated



130 Paper A

Table 2: Mapping of IEC 61850 artefacts to IEC 61499
IEC 61850 System IEC 61499 System
System Application
IED Device
Logical Node Composite FUnction Blocks

in an equivalent IEC 61499 system. In addition, SysGRID can offer suggested logical
connections between LN FBs and pre-connect the generated FB network according to
the specification.

The transformation of the IEC 61850 hierarchical logical node information model into
an IEC 61499 equivalent function blocks is governed by a rule set. This is possible due
to the synergy in the device hierarchy model of both IEC 61850 and IEC 61499 systems
which allows almost a 1:1 mapping of the equivalent system artefacts. Table 2 shows
some of the mappings of the IEC 61850 artefacts to IEC 61499. A system in IEC 61850
can be represented as an IEC 61499 application. An IED in IEC 61850 is mapped directly
to an IEC 61499 device and lastly, logical nodes correspond to composite function blocks.
The resulting function block system is based on the iLN architecture introduced in [5, 6]
and an equivalent system mapping can be found at [15].

3.5 Test and validation of protection logic with Co-Simulation

The last step of the design process is to validate the application via a close-loop event
drive co-simulation environment. The co-simulation environment allows for validation of
the generated system design in a closed-loop simulation with a power system simulator.
The proposed close-loop co-simulation environment is shown in Fig. 3.

Figure 3: Co-Simulation Environment for validating the generated function block control system.

The plant model can be simulated in power system simulators such as Matlab Simulink
or PsCAD, which can accurately model the behaviour of a power system. The control
model can be modelled in IEC 61499 function blocks development platforms such as
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NxtStudio or ISaGRAF. During the closed-loop simulation, the plant simulator will send
simulation data at a fixed rate to the control system. The function block control system
will process the incoming simulation data and send resulting control signal back to the
power system simulation model if required, e.g. sending circuit breaker actuating signals
to the power system simulator if required. The benefits of a co-simulation environment
allow the validation of the generated function block protection control system and script
testing can be performed to stress test the protection system. In-depth analysis of the
proposed co-simulation environment can be found at [16].

4 SysGrid - Architecture and Capabilities

As mentioned previously, the flexibility of the IEC 61850 systems engineering process
and the supporting configuration SCL files allows SysGRID to perform the role of both
the system configurator and the device configurator. The architecture of the SysGRID
tool is shown in Fig. 4, SysGRID consists of three main modules. Module 1 is the
system configurator, module 2 is the generation module and module 3 is the co-simulation
module.

Figure 4: SysGRID architecture

The first module is the IEC 61850 system configurator. As a system configurator,
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SysGRID is able to edit and produce SLD and SSD/SCD configuration files. Using a
database of symbols, the SLD can be designed in the SLD editor. In the SSD/SCD
editor, system requirements and specifications are represented as LN and a database of
IEC 61850 LNs. Moreover, SysGRID provides the ability to easily sketch automation,
control and protection schemes on top of the SLD as if using paper. This functionality
is implemented in the schema editor.

The second module is the Generation module, which enables SysGRID to parse the
system design to identify physical components, functions and function interactions. Using
a database of iLNs either pre-made or automatically generated from the DataTypeTem-
plate section of the SCL file, SysGRID can generate an executable IEC 61499 application
directly from the specification. The code editor allows modification of the generated user-
defined automation, control and protection logic. In addition, SysGRID generates the
corresponding system configuration with the defined network topology and device set.
Signal engineering while allocating functions to devices (distribution of functionality to
IEDs) is supported by the automated configuration of the detailed data flows between
IEDs and allocation of communication addresses (GOOSE datasets, signal inputs to
clients, sub-networks). In addition to importing SCL files, SysGRID can also be used to
export SCL files. One example is the CID files which contains the necessary information
from the SCD file of the designed system in order to configure the IEDs on an IEC 61850
compliant communication stack. SysGRID can also generate the target files and program
files for the target IEDs and automation controllers.

The third module is the co-simulation module. In the co-simulation module, SysGRID
performs the functional simulation of the designed control logic in conjunction with the
utility model. The automation, control and protection code can be downloaded to the
simulated devices or deployed to real hardware. The tool provides a real-time, event-
driven simulation via a GUI, e.g. an engineer can introduce a phase-to-ground fault into
the model of the distribution network. Additionally, SysGRID supports hardware-in-the-
loop testing with a controller, protection device or other equipment. The developed and
validated code now can be deployed to the hardware.

5 Case Study: Distributed Protection Application

Design

The case study used to demonstrate the SysGRID tool is the distributed protection
scenario adopted from [11]. The distributed protection schemes include distribution bus,
selective backup and sympathetic trip protection. Each protection scenarios is designed
with IEC 61850 in mind. This means the protection is carried out in a distributed
manner with multiple IED devices collaborating to protect the system. This case study
is an ideal scenario to demonstrate SysGRID as it highlights both the distributed design
methodologies of an IEC 61850 and IEC 61499 based systems.

The power system distribution network used in the case study is shown in Fig. 5. The
network consists of distribution buses, two transformers and five feeders. The transformer
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protection IED (IED TP) is located at transformer T1, tripping the associated circuit
breakers. Each feeder has a feeder protection IED (IED1 - IED5) and a circuit breaker
to clear faults on each of their feeders. The protection scenario demonstrated in this case
study is the sympathetic tripping scenario, but firstly, a quick overview showing how
SysGRID can be used to generate the function block protection control of the case study
protection control is presented.

Figure 5: Sample distribution network with distributed protection scheme.

The first step in the SysGRID design tool is to design the substation SLD and spec-
ifying the requirements for the desired protection schemes. Fig. 6 shows the SLD for
the case study power distribution network and the functional specification represented as
logical nodes. The current transformer logical node TCTR is used to measure the current
readings of their respective buses and feeders. The overcurrent protection is modelled
with the instantaneous overcurrent logical node PIOC and it is placed in the bays area of
the. Protection trip conditioning, needed for multiplexing signals from three protection
schemes, is modelled with PTRC (Trip Conditioning) logical node. Interlocking func-
tions are modelled with a CILO logical node and are also placed in the transformer bay.
Circuit breakers are modelled with XCBR LNs controlled by CSWI switch control LNs.
Note that the logical nodes XCBR, CSWI and TCTR are mostly equipment requirements
and thus is placed next to their respective symbols on the SLD. The logical nodes PIOC
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and CILO are functional requirements and are thus placed on the bay level.

Figure 6: Single Line Diagram of the distribution network with functional requirements as logical
nodes.

The next stage in the design process is the detailed engineering design stage and the
resultant configuration is captured in the SCD file. The complete system configuration
of the case study distribution network is shown on Fig. 7. The SCD file defines the
configurations of the IED devices and the assignment of the logical nodes functionality
to the IED devices. As shown in Fig. 7, the system is called S1 and there are five feeder
IEDs and one transformer IED.

Having defined the system configuration, the next step is to automatically generate
the IEC 61499 system configuration and code the protection logic. Fig. 8 demonstrates
the process in which the function block network is automatically generated from the SCD
system configuration. For each LN instantiated in SCD file, an equivalent iLN will be
automatically generated. Once the iLN function blocks are generated, the internal logic
of the iLN can then be coded.

The complete function block network automatically generated from SysGRID is shown
in Fig. 9. In accordance with the mapping rules previously described, the function block
network comprises an application called S1, six devices (5 feeder IEDs and 1 transformer
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Figure 7: Single Line Diagram with allocated IEDs and system configuration.

Figure 8: Automatic generation module of SysGRID.

IED) and the subnetwork for the control system. Each feeder has 8 LNs including the
LN0 and the LPHD logical nodes, which are mandatory in an IEC 61850 device. The
LN0 logical node contains the configuration for the communication services while the
LPHD captures the information of the physical IED device itself. The transformer has
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Figure 9: The generated IEC 61499 system with logical nodes as function blocks.

13 logical nodes since the transformer needs to be able to actuate the circuit breakers of
each of the feeders in accordance with the protection scheme. Thus 5 additional PTRC
logical nodes are assigned to the transformer IED. The application view of the generated
function block system is shown in Fig. 9. It corresponds to an SSD file in which LNs are
not yet allocated to IEDs. Since the imported SCL configuration file is an SCD file, the
iLNs are also correctly allocated to the IEDs as specified in the SCD file.

The logical nodes function blocks that are automatically generated are iLN [6],
which are composite function block made up of a database FB and an intelligence FB
as shown in Fig. 10. The database FB contains the data of the IEC 61850 LN. The
intelligence block implements the automation logic of the LN. With SysGRID, one can
either use iLNs having the functionality of off-the-shelf IEDs, or create iLNs having novel
and/or advanced functionality as required for Smart Grid applications. The intelligence
of the iLN named ”iPTRC” of the logical node PTRC is depicted in Fig. 10. This FB
implements a simplified algorithm for protection trip conditioning. In the case study
scenario, the PTRC logical node merges the transformer protection trip signal and the
trip signals from overcurrent protection IEDs.
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Figure 10: iPTRC logical node architecture.

Using IEC 61499 event and data connections, the generated iLN function blocks
can now be configured into an FB network performing the desired automation, control
and protection functionality. In the use case example, each iLNs are inter-connected
to perform distributed protection. Fig. 11 presents the complete protection application
ready for functional simulation.

The final step of the design process is testing and validation. For this purpose, Sys-
GRID offers an environment for co-simulation of the application with the simulation
model of the distribution network. The event-driven closed-loop co-simulation environ-
ment is shown in Fig. 12. On the plant side, Matlab Simulink is used as the simulator
for simulating the behaviour of the distribution network of the case study system. On
the control side, the desired automation, control and protection logic is designed in IEC
61499 function blocks and simulated (executed) in SysGRID. During simulation, process
data is exchanged between the Simulink model and the function block control model.

One of the test scenario used in the validation test of the case study is sympathetic
tripping protection scenario [17]. In the Simulink model, a manual ground fault is in-
serted into the simulation model at feeder 2 as shown in Fig. 13. The IED on feeder 2
and the transformer IED both detect the fault. At the same time, feeder 2 informs the
neighbouring feeder IEDs that a fault was detected on its feeder via IEC 61850 Generic
Object Oriented Substation Events (GOOSE) messages. This is a necessary step and
shows the distributed nature of the protection scheme as this message prevents unnec-
essary tripping of both the transformer IED and sympathetic tripping by the adjacent
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Figure 11: Complete IEC 61499 distributed protection solution.

Figure 12: Close-loop co-simulation for validating the generated control system with the plant
model in Matlab Simulink.

feeder IEDs during the transient periods of the recovery process as inrush currents flow
through the adjacent feeders.
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Figure 13: Co-simulation result of the sympathetic trip protection scenario.

6 Conclusion

With SysGRID the system engineering process can be easier, faster, resilient to human
errors, optimized and more affordable than the current IEC 61850 system engineering
process. In the current process, a series of dedicated tools must be used, leading to a dis-
connected process in which incompatibilities between proprietary tools and their limited
capabilities are detrimental to both speed and effectiveness. SysGRID was developed
adopting the philosophy of system engineering from the IEC 61850, which was designed
to minimize such problems. It does this by invoking a standards-based approach to
re-usable engineering, thereby reducing engineering and implementation costs.

This tool addresses the design challenges of the Smart Grid, a complex system with
distributed control. It aims to support Smart Grid system engineering, starting with
requirements and arriving at the executable code - a distributed software solution that
is validated and ready for commissioning.

At this stage, the tool is a prototype. Future work involves improving practicality
and addressing design challenges, with the ultimate goal of producing a fully functional
commercial product for use in Smart Grid solution engineering.
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Substation Automation Systems Enabled by

Ontology

Chen-Wei Yang, Valeriy Vyatkin, Arash Mousavi and Victor Dubinin

Abstract

This paper presents an introductory step in the automatic generation of distributed
control software for power distribution automation systems based on Ontology-Driven
Engineering enabled by industrial standards IEC 61850 and IEC 61499. The novelty of
this approach is the ability of automatically generating the logical connections between
the logical nodes. The paper covers the several stages of the transformation process,
such as developing the IEC 61850 ontology and the ontology transformation rules. The
developed IEC 61850 ontology includes the logical nodes descriptions and additional
contextual relations between the logical nodes which are lacking in the IEC 61850 SCL
configuration language. Then, the IEC 61850 ontology is transformed into an existing
IEC 61499 ontology, adding classes of IEC 61850 logical nodes as IEC 61499 function
blocks in the IEC 61499 ontology. The means of the transformation of the ontologies
is based on the eSWRL sematic web rules language, an extension to the rule language
SWRL. The end result is the development of an IEC 61850 ontology and a set of eSWRL
rules which facilitates the ontology transformation.

1 Introduction

The so-called Smart Grid is the future electricity supply infrastructure which is expected
to incorporate communication infrastructure and bi-directional power flow providing real-
time information for the actors involved [1]. It is expected the usage of distributed
renewable energy resources (Photovoltaic, hydro and wind, etc.) and Distributed Energy
Storage Devices (Battery, Plug-hybrid electric vehicles) will increase, transforming the
traditional centralized control architecture of the grid into a distributed one [2]. An
example of one such system which reflects these changes is the FREEDM system [3].
The proposed FREEDM system allows the integration of DRER resources and introduces
decentralized control for fault management and energy management.

In the Smart Grid, there will be many intelligent devices from different vendors in-
teracting with one another. Therefore, interoperability is an important requirement for
such intelligent devices. In the Smart Grid Reference Model (SGAM) [1] shown in Fig. 1,
there are five main interoperability layers identified.
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Figure 1: Reference Smart Grid model from NIST [1]

The main focus of this work is on the lower rung of the interoperability layers cen-
tred on harmonizing the communication and the component layers. The two standards
which are suitable for the harmonization of these two interoperability layers are the sub-
station automation standard IEC 61850 and the distributed automation standard IEC
61499. IEC 61850 was first introduced as a standard for substation automation systems.
The aim of the standard is to standardize the communication in substation automa-
tion systems (SAS) and enabling interoperability between Intelligent Electronic Devices
(IED) from different device vendors. Its advantage in providing a standardized means
of communication between distributed IED devices will be greatly beneficial to future
smart grid systems. While IEC 61850 provides a comprehensive information model of
substation automation components, the internal implementation of control elements or
the control logic of IEC 61850 logical nodes is out of the scope of the standard. However,
another open standard, IEC 61499, has been proposed in [4] to complement IEC 61850
by implementing the internal control of the IEC 61850 logical nodes. IEC 61499 defines
a reference architecture for distributed automation control systems, which comprises of
such design artefacts as basic and composite function blocks (FB). FBs are capable of
capturing the IEC 61850 hierarchical information model from the logical node level to
the basic data level. In addition, it provides a native platform for designing distributed
control logic for IEC 61850 systems. There has been a number of works following [4, 5, 6]
illustrating the benefits of the standards harmonization in various application scenarios.
This work is a next step in the harmonization effort, aiming at automatic generation
of IEC 61850 and IEC 61499 based control systems using Ontology Driven Engineering
(ODE).

The paper is structured in the following manner. Chapter II will discuss the related
works in IEC 61850 and IEC 61499. In addition, existing works in automatic code
generation of IEC 61850 systems are also discussed. Chapter III presents the novel idea
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of automatically generating IEC 61850/61499 systems using ODE. Chapter IV provides
a case study, which illustrates the initial transformation process of the proposed solution
and the conclusion of the paper is in Chapter V.

2 Related Works

2.1 IEC 61850 and IEC 61499

The idea of combining IEC 61850 and IEC 61499 into a distributed substation automation
solution and prototypes of such solution is discussed in [4, 5, 6] with a reference exam-
ple using the function block development platform FBDK. In addition, a co-simulation
environment was also proposed between IEC 61499 and Matlab Simulink to provide an
environment for validating the IEC 61850/61499 control systems. The concept of Intelli-
gent Logical Nodes (iLN) is the IEC 61499 realizations of the IEC 61850 logical nodes as
function blocks. The benefits of the iLN concept are that in addition of fully capturing
the hierarchical logical node information models in IEC 61499 function blocks, the iLN
concept also provides a platform where intelligence or logic could be added into the log-
ical nodes providing the ability of decision making for each logical nodes. Thus creating
a distributed system where each distributed node (Group of the intelligent logical nodes)
is capable of collaborating and making decisions in a distributed manner for smart grid
control and protection schemes.

There are existing research works in the substation automation domain which also
highlights the viability of such solution. Article [7] illustrates an IEC 61850 based pro-
tection scheme with GOOSE messaging implemented with IEC 61499 and IEC 61850
using the IEC 61499 development platform nxtStudio. In [8], GOOSE messaging func-
tion blocks were developed in the function block development platform ISaGRAF to
allow interoperable communication between IEC 61850/61499 solutions and commercial
IEC 61850 Intelligent Electronic Devices (IED). Another solution presented in [9] uses
open-source function block development platform 4DIAC and the Matlab Power System
Analysis Toolbox (PSAT) to create a smart grid co-simulation environment. All these
related works demonstrate the potential of the IEC 61850/61499 synergy.

2.2 Automatic Generation of IEC 61850/IEC 61499 Systems

There are existing research works which apply automatic generation to create IEC 61850
based control systems [10, 11]. The source of generation is commonly the IEC 61850
System Configuration Language (SCL). SCL is an XML based configuration language
introduced to allow the exchange of system configuration between IEC 61850 systems.
There are in total six types of SCL configuration files and each configuration file type is
used to configure a different part of the IEC 61850 system. Examples of SCL files include
the Configured IED Description (CID) for configuring individual IED devices and the
System Configuration Description (SCD). The SCD file captures the complete configu-
ration of an IEC 61850 system, which includes logical node definitions, communication
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configurations and individual IED configurations. In most of the existing works where the
automatic generation of IEC 61850 system is concerned, the SCD file is used as the source
of generation since it contains the entire configuration of an IEC 61850 system. The sec-
tions of the SCD file, which are used for the generation, are the DataTypeTemplates,
the IED section and the communication section. The DataTypeTemplates contains the
definitions of the all logical nodes used in the IEC 61850 system. This is essential as the
definitions constitute the multi-layer information model of the logical node including the
DataObjects and the DataAttributes of each unique logical node model. The IED section
captures the configurations of each IED devices in the IEC 61850 system. There can be
more than one IED device within a system and there will be an IED section for each IED
in the system. The communication section contains the configuration of the communica-
tion protocols such as Generic Object-Oriented Substation Event (GOOSE) messaging
and Server/Client communication configurations. The communication section configures
the entire communication network of the IEC 61850 system defining the addressing of
each IED devices (sub-networks and networks), the packaging of data for transmission
(e.g. GOOSE Dataset) and the signal flow defining the data exchange between logical
nodes. As mentioned previously, there are existing works, which automatically generate
code for IEC 61850 systems. However, there is very little existing work on generating
IEC 61499 based control systems based on IEC 61850 models.

In [10], an open platform for rapid-prototyping protection and control schemes with
IEC 61850 is proposed. One part of the open platform is to automatically generate the
low-level communication configurations and the logical node information model. Lower-
level communication includes GOOSE messaging (Configuration of GOOSE datasets)
and Sampled-Value (SV) messaging. In [10], the SCD file is used as the source of the
automatic generation process. The target code is generated in the C programming lan-
guage. The information models are generated by parsing the SCD XML. The logical
node definitions are extracted from SCD and each hierarchical level of the logical node is
generated. The data type of each attribute, along with data object types and the logical
node types are represented as hierarchical C data structure.

In [12], a toolchain for smart grid automation framework for the design of IEC
61850/IEC 61499 is proposed with automatic generation as being the core of the frame-
work. The toolchain, also known as SysGRID, takes the SCL XML as an input to
automatically generate the IEC 61850/IEC 61499 system. The automatic generation
process is ruled based which parses the SCD XML to an equivalent IEC 61499 XML. Hi-
erarchical logical nodes’ information models are generated as (composite) function block
types called Intelligent Logical Nodes (iLN) [6].

A shortcoming of the SysGRID toolchain is the lack of ability to create meaningful
logical connections between the logical node function block instances in the generated
IEC 61499 application. Logical connections between function blocks define the control
and data flow between blocks and are essential for the complete definition of the function
block application’s semantics. This work aims to take the automatic generation a step
further to allow the logical connections between the logical node function blocks to be
automatically connected.



3. Novel Approach 149

3 Novel Approach

3.1 Ontology as the basis of IEC 61499 code generation

There are existing works where ontology has been applied in the IEC 61850 research
domain. The majority use of ontology currently is for the harmonizing IEC 61850 and
the Common Information Models (CIM) which includes IEC61970 and IEC61968 as
shown in the work [13]. However, ontology has not yet been applied in the application
of automatic generation of IEC 61850 substation automation systems. In the domain
of IEC 61499, ontology is already used for the purpose of automatic generation of IEC
61499 control systems. Article [14] utilizes ontology to facilitate the transformation of
IEC 61499 systems from traditional IEC61131-3 PLC systems. In [15], ODE was used as
the basis for the automatic generation of IEC 61499 control codes for a Baggage Handling
System.

3.2 Contextual relations beytween logical nodes

Even though IEC 61850 provides a comprehensive library of semantic models known as
logical nodes, there is a lack of concrete semantic information attached to the logical
nodes. This was intentional on the part of the TC57 working group to ensure interoper-
ability between the logical nodes. Since IEC 61499 is a block diagram based language,
logical connections between logical nodes showing the flow of data are important in the
design of IEC 61499 control systems.

In the first edition of the IEC 61850 standard, the data variables defined in each
logical node could be classified as settings, control and output. The classification of
variables as input variable is intentionally avoided to preserve interoperability from the
communication point of view. From the communication’s point of view, it is not neces-
sary to standardize input variables. Interoperability can be achieved by standardizing
variables, such as settings, status and output variables. For example, between the logical
nodes TCTR (Current Transformer Logical Nodes) and PIOC (Instantaneous Overcur-
rent Logical Node), there are no clearly defined relationships between the two logical
nodes. However, relations between the two logical nodes can be defined from a partic-
ular context. In the context of overcurrent protection, TCTR will have a direct logical
connection to the PIOC logical nodes as the PIOC logical node requires the measure-
ment readings from the current transformer logical node TCTR to determine whether
an overcurrent fault has occurred. Therefore, simply having an ontological model of an
IEC 61850 configuration derived from the SCL configuration is not enough, contextual
information which provides logical relations between logical nodes in IEC 61850 based
protection schemes is also necessary in order to infer the relations between the logical
nodes. The advantage of using ontology as the system container is that it is able to cap-
ture semantic relationships between the IEC 61850 components (I.E. the logical nodes)
whereas XML is only able to capture the syntactical relationships between the IEC 61850
components. In addition, the semantic correctness of the transformed target IEC 61499
ontology can be checked by using semantic rules defined in the form such as SQWRL.
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3.3 Automatic generation of IEC 61499 driven by ODE

The idea of using ODE for the purpose of automatically generating IEC 61499 systems
was first proposed in [15]. The Semantic Web Rule Language (SWRL) is a language
used to express rules and logic for the Semantic Web. Due to the rule of monotonicity,
SWRL cannot be used to modify existing information in the ontology. This means
that it is not possible to create new instances, delete existing instances or relations
between existing instances. This is problematic when generating IEC 61499 code as new
instances of function blocks, input and output interfaces need to be dynamically created.
To overcome these limitations, an extension to the SWRL language called eSWRL was
proposed in [15] which supports the creation and deletion of classes, object properties
and class instances. The justifications and advantages of using eSWRL for the purpose
of ontology transformation can be found at [15].

The case study used in [15] was a baggage handling system. For this paper, a sim-
ilar approach to code generation is applied, but the application domain is substation
automation control using IEC 61850 and IEC 61499. Due to size limitations, only the
first stage of the automatic generation process is discussed in this paper, covering the
development of the IEC 61850 ontology and the ontology transformation rules used to
transform the IEC 61850 ontology to the IEC 61499 ontology using eSWRL. The IEC
61499 ontology will be adopted from the existing work, which contains a generic (domain
neutral) ontological description of an IEC 61499 system not including elements of IEC
61850. The Prolog-based component of the transformation process, which implements
the eSWRL rules, is not covered in this paper.

4 Case Study: Overcurrent Protection

4.1 Sympathetic tripping feeder model

The case study used to illustrate the initial transformation process is the Sympathetic
Tripping case from [7]. For illustrative purposes, only one feeder branch will be considered
for this paper. The protection scheme, however, will still be adopted from the one
shown in [7]. The simplified feeder plant model is shown in Fig. 2. The feeder plant
consists of a current transformer and a circuit breaker. The associating IEC 61850 logical
nodes for this feeder are the Current Transformer logical node TCTR, the Instantaneous
Overcurrent protection logical node PIOC, the Tripping Condition logical node PTRC
and the Circuit Breaker logical node XCBR.

The protection scheme is adopted from the one shown in [7] as illustrated in Fig. 3.
The current Transformer TCTR will send periodic current readings to the Overcur-
rent Protection logical node PIOC. The signal, which contains the current reading, is
the TCTR.AmpSv instMag f signal. The PIOC will compare the internal overcurrent
threshold reading against the received current reading from the TCTR logical node. If
the received current reading is above the pre-set threshold, then the PIOC logical node
will generate a PIOC.Op general signal to the Trip Conditioning logical node PTRC.
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Figure 2: Simplified Feeder Plant Model (SympatheticTrip) and the associating Logical Nodes.

Figure 3: IEC 61850 Overcurrent Protection Signal Passing (Sympathetic Trip).

The PTRC logical node will check its internal condition of tripping. In this scenario,
an overcurrent occurrence is enough for the tripping condition to be satisfied. Once the
trip condition is satisfied, the PTRC logical node will generate a PTRC.Tr general trip
signal to the Circuit Breaker logical node XCBR. The circuit breaker will open or close
depending on the value of the PTRC.Tr general signal. The PTRC.Tr general signal
is of type Boolean and actuates the circuit breaker to open when the PTRC.Tr general
value is true and to close when the PTRC.Tr general value is false.

4.2 Ontology of IEC 61850 logical nodes

The IEC 61850 ontology of the case study plant model is implemented in the ontology
editor Protégé [16]. The simplified ontology model of the IEC 61850 logical node is shown
in Fig. 4.

The hierarchical model of the IEC 61850 logical node is made up of three levels. The
top level is the logical node. Each logical node is made up of n- instances of data objects,
which makes up the middle layer. Each data object is made up of n- data attributes,
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Figure 4: Ontology of IEC 61850 logical nodes in Protégé showing Classes (Left), Object Prop-
erties (Mid) and Data Properties (Right).

which makes up the lower layer. As can be seen in Fig. 4, there are nine classes. The
TCTR, PIOC, PTRC and the XCBR classes are the logical node classes. The ACT, ASG,
DPL, SAV and the SPS class are the data object classes. The data attributes of the data
objects are implemented as data properties. The individuals (in ontology, instances are
known as individuals) of the logical nodes are linked to the data objects via object prop-
erties with the has- prefix. For example, the TCTR logical node contains a data object
called AmpSv of data object type SAV. The TCTR individual and the SAV individual
are linked via the hasTCTR AmpSv object property. The two important properties of
note are the hasConnection object property and the has connection var data property.
The hasConnection object property between two logical node individuals indicates that
a logical connection exists between the two logical nodes. The has connection var data
property of n logical node individual indicates the input variable that needs to be cre-
ated in order to allow other logical nodes to make the logical connection. An example
is the TCTR and the PIOC logical nodes as shown in Fig. 3, the TCTR logical node
needs to send the current reading AmpSv instMag f value to the PIOC logical node.
The hasConnection object property will be created between the TCTR individual and
the PIOC individual indicating that TCTR has a logical connection from itself and the
PIOC logical node. In addition, the has connection var will be added as a data property
to the PIOC class individual with the AmpSv instMag f, indicating that an input variable
called AmpSv instMag f need to be created on the input interface of the PIOC function
block.

4.3 Logical node dependent input variables

In the original iLN proposal in [6], each iLN function block has mirroring input and
output variables. That is all data variables defined in the IEC 61850 logical node type
are made as input and output variables of the iLN function block. For example, the PIOC
logical node has the Op general variable to indicate that an overcurrent condition has
been detected.When implemented as an iLN, the input of the PIOC logical node function
block will have an input named Op general in and a function block output variable named
Op general out as shown in Fig. 5. It makes sense to have the Op general out variable
as it indicates that an overcurrent condition has been detected and the intended use is
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to have this information passed onto trip conditioning logical node PTRC. However, it
makes very little sense to have the Op general in as an input variable.

Figure 5: iLN function block of PIOC with mirroring input and output interface.

As discussed previously in chapter III, data variables within each logical node can
be classified as settings, controls and Outputs variables. Firstly, let’s categorize these
variables as either input or output variables in terms of IEC 61499 function blocks.
Outputs variables are usually logical node status variables, measured values or metered
values that need to be passed onto other connecting logical nodes. In the context of IEC
61499 function blocks, these types of variables are likely to be output variables. Settings
are variables, which are necessary to parameterize the initial conditions of the logical node
and are not likely to change its value after the initialization stage. When implemented
as a function block, settings variables are likely to be input variables. Control variables
are binary or setpoint values, which are usually external control signals that are modified
remotely or manual control via HMI panels. In terms of IEC 61499 function block,
control variables would also be input variables to the function block. Although both
settings and control variables are input variables when implemented as function blocks,
what these two types of input variables have in common is that these types of variable
do not require information from its connecting logical node. Therefore, it is possible to
simply parameterize these types of variables and contextual relationships play almost no
part in these variables.

What is of interest are the input variable which requires logical connections from
other logical nodes as these variables usually do not exist in the connecting logical node
to allow the logical connection to take place. That is the input variables are dependent
on the logical nodes, which are connected to. This can be illustrated by the two iLN
function blocks in Fig. 6.

The iTCTR function block contains two data variables. The EEName name variable
is a description variable, which describes the name of the TCTR logical node and it is an
input variable to the function block. The AmpSv instMag f is a measured variable which
measures the periodic current readings and it is an output variable of the function blocks.
The iPIOC logical node contains three variables, but only two of the variables are defined
in the PIOC class. The setting variable StrVal setMag f sets the Overcurrent Threshold
value and it is an input variable to the function block. The Op general variable is a
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Figure 6: TCTR (Left) and PIOC (Right) implemented in IEC 61499 Function Blocks.

status variable which is an output variable of the function blocks.
As described in the overcurrent protection scheme in Fig. 3, the TCTR logical node

sends AmpSv instMag f measured value to the PIOC logical node to check the measured
values against the preset threshold value StrVal setMeg f. However, the PIOC logical
node does not have an AmpSv instMag f variable defined under the PIOC logical node
class. Therefore, it is necessary to create the AmpSv instMag f variable as an input to
the PIOC logical node to allow a logical connection between the TCTR and the PIOC
logical node. This is shown in Fig. 6 with the AmpSv instMag f as an input variable to
the PIOC function block. Since the AmpSv instMag f variable is not defined under the
PIOC class definition, it will not be described in the SCL configuration file. Therefore, it
is necessary to have additional contextual information such as a protection scheme shown
in Fig. 3 to add further contextual relationships between logical nodes that are missing
in the SCL description. Logical Node variables such as settings or measured values can
be automatically generated based on the SCL description, but input variables, which rely
on their connected logical node cannot be created using the SCL configuration. Thus it
is the logical node dependent input variables that are of utmost interest as it is necessary
to create these variables first (even though they are not defined under their logical node
class) before the logical connections can be made.

4.4 eSWRL rules for transforming IEC 61850 ontology to IEC
61499 ontology

Note only a small part of entire IEC 61499 ontology is used as a target ontology in this
case study. It are domain-specific function blocks of type iTCTR FB and iPIOC FB,
has interface, is part of interface, event connection, and data connection object proper-
ties, and has name data property.

There are four main rules, which are used to transform the IEC 61850 ontology to
an existing IEC 61499 system represented in eSWRL. The eSWRL rules will be used
to create FB class, FB instances, function block interfaces and connections between the
function blocks. The TCTR and the PIOC logical node will be used to demonstrate each
of the eSWRL rules. The rules are as follows:

1. The first rule set is to create generic function block classes for logical nodes in the
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target IEC 61499 ontology. That is, for each logical node class in the IEC 61850
ontology, the corresponding class will be created in the IEC 61499 ontology. To
create a new class, the createClass [15] operator can be invoked. The syntax for
the createClass operator is:

eswrl : createClass({? < variable name > | < class name >})

To create TCTR FB class (called iTCTR FB), the following rule can be used.

e swr l : t h e r e I s C l a s s (TCTR)
−>
e swr l : c r e a t e C l a s s (iTCTR FB)

2. The second rule is to create an instance of the newly created iTCTR FB class if
a corresponding individual exists in the IEC 61850 ontology. To create a new in-
stance, the createInstance operator will be used. The syntax for the createInstance
operator is:

eswrl : createInstance({? < variable name > | < class name >} ,

{? < variable name > | < class instance name >})

To create the new instance, the following rules can be used.

TCTR(? t c t r l n ) ,
has name (? t c t r l n , ?nm)
−>
e swr l : c r e a t e I n s t a n c e (iTCTR FB , ? t c t r f b ) ,
has name (? t c t r f b , ?nm) .

It should be noted that a link between an instance of logical node (LN) class and
the corresponding instance of FB class is established on the basis of equality of
their names.

3. The third rule set is to create interfaces of logical node function blocks. To illustrate
this set of rules, PIOC logical node will be used since PIOC has an input variable
from TCTR logical node. In addition, this type of input variables will also have a
complementary event input created. E.g. for PIOC logical node, AmpSv instMag f
input variable will have a complementary event input called fromTCTR created.
To create the function block interfaces, the same createInstance operator is used.
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The rules for creating the interface of PIOC function block are as follows:
The first step is to create the INIT (Initialization) and INITO (Finish Initializa-
tion) event input and output.

iPIOC FB (? p i o c f b )
−>
e swr l : c r e a t e I n s t a n c e ( FBinter face , ? p i o c f b i n t e r f a c e ) ,
h a s i n t e r f a c e (? p i oc fb , ? p i o c f b i n t e r f a c e ) ,
e swr l : c r e a t e I n s t a n c e ( FBevent , ? e1 ) ,
has name (? e1 , ”INIT ”) ,
e swr l : c r e a t e I n s t a n c e ( FBevent , ? e2 ) ,
has name (? e2 , ”INITO”) ,
i s p a r t o f i n t e r f a c e (? e1 , ? p i o c i i n t e r f a c e ) ,
i s p a r t o f i n t e r f a c e (? e2 , ? p i o c i i n t e r f a c e ) .

The second step is to add PIOC specific variables StrVal SetMag f (Setting) and
Op general (Status).

iPIOC FB (? p i o c f b ) ,
h a s i n t e r f a c e (? p i oc fb , ? p i o c f b i n t e r f a c e )
−>
e swr l : c r e a t e I n s t a n c e ( FBvariable , ?d1 ) ,
has name (? d1 , ” StrVal setMag\ f ” ) ,
i s p a r t o f i n t e r f a c e (? d1 , ? p i o c f b i n t e r f a c e ) ,
e swr l : c r e a t e I n s t a n c e ( FBvariable , ?d2 ) ,
has name (? d2 , ” Op general ” ) ,
i s p a r t o f i n t e r f a c e (? d2 , ? p i o c f b i n t e r f a c e ) .

The third step is to add the AmpSv instMag f as an input variable from TCTR
logical node. This variable is determined in the rule implicitly by means of the
instance of PIOC LN class. In addition, it is also necessary to create a complemen-
tary fromTCTR input event for AmpSv instMag f input variable.

PIOC(? p i o c l n ) , iPIOC FB (? p i o c f b ) ,
has name (? p i o c ln , ?nm) ,
has name (? p ioc fb , ?nm) ,
ha s connec t i on var (? p i o c ln , ?connVar ) ,
h a s i n t e r f a c e (? p i oc fb , ? p i o c f b i n t e r f a c e )
−>
e swr l : c r e a t e I n s t a n c e ( FBvariable , ?v ) ,
has name (?v , ?connVar ) ,
e swr l : c r e a t e I n s t a n c e ( FBevent , ? e ) ,
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has name (? e , ”fromTCTR”) ,
i s p a r t o f i n t e r f a c e (? e , ? p i o c f b i n t e r f a c e ) ,
i s p a r t o f i n t e r f a c e (?v , ? p i o c f b i n t e r f a c e ) .

4. The fourth rule is to make the connection between AmpSv instMag f output vari-
able of TCTR function block and AmpSv instMag f input variable of PIOC function
block. Firstly, it is necessary to make the event connection between INITO event
output of TCTR function block to INIT event input of PIOC function block.

TCTR(? t c t r l n ) ,
PIOC(? p i o c l n ) ,
hasConnection (? t c t r l n , ? p i o c l n ) ,
iTCTR FB(? t c t r f b ) ,
has name (? t c t r l n , ?nm1) ,
has name (? t c t r f b , ?nm1) ,
iPIOC FB (? p i o c f b ) ,
has name (? p i o c ln , ?nm2) ,
has name (? p ioc fb , ?nm2) ,
h a s i n t e r f a c e (? t c t r f b , ? t c t r f b i n t e r f a c e ) ,
h a s i n t e r f a c e (? p i oc fb , ? p i o c f b i n t e r f a c e ) ,
i s p a r t o f i n t e r f a c e (? e1 , ? t c t r f b i n t e r f a c e ) ,
has name (? e1 , ’ ’ INITO ’ ’ ) ,
i s p a r t o f i n t e r f a c e (? e2 , ? p i o c f b i n t e r f a c e ) ,
has name (? e2 , ”INIT ”)
−>
event connec t i on (? e1 , ? e2 ) .

Secondly, AmpSv instMag f variable from TCTR logical node will be connected to
AmpSv instMag f variable on the PIOC logical node.

TCTR(? t c t r l n ) ,
PIOC(? p i o c l n ) ,
hasConnection (? t c t r l n , ? p i o c l n ) ,
iTCTR FB(? t c t r f b ) ,
has name (? t c t r l n , ?nm1) ,
has name (? t c t r f b , ?nm1) ,
iPIOC FB (? p i o c f b ) ,
has name (? p i o c ln , ?nm2) ,
has name (? p ioc fb , ?nm2) ,
h a s i n t e r f a c e (? t c t r f b , ? t c t r f b i n t e r f a c e ) ,
h a s i n t e r f a c e (? p i oc fb , ? p i o c f b i n t e r f a c e ) ,
i s p a r t o f i n t e r f a c e (? e1 , ? t c t r f b i n t e r f a c e ) ,
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has name (? e1 , ”toPIOC ”) ,
i s p a r t o f i n t e r f a c e (? e2 , ? p i o c f b i n t e r f a c e ) ,
has name (? e2 , ”fromTCTR”) ,
i s p a r t o f i n t e r f a c e (? d1 , ? t c t r f b i n t e r f a c e ) ,
has name (? d1 , ”AmpSv instMag f ”) ,
i s p a r t o f i n t e r f a c e (? d2 , ? p i o c f b i n t e r f a c e ) ,
has name (? d2 , ”AmpSv instMag f ”)
−>
event connec t i on (? e1 , ? e2 ) ,
data connect ion (? d1 , ?d2 ) .

5 Conclusion

This is an initial work in proposing an ODE framework in the automatic generation of IEC
61850/61499 systems. Ontology is adopted for the purpose of transformation as existing
SCL configuration does not contain concrete contextual information between the logical
nodes. Expressing IEC 61850 systems in ontology allows the integration of protection-
related information from protection schemes. The addition of a protection scheme which
specifies contextual relations between the logical nodes enables logical connections to be
automatically created between the logical nodes when implemented as function blocks,
which are lacking in existing IEC 61850/61499 based code generators. The initial stage
of the transformation process involves transformation IEC 61850 ontology to an existing
IEC 61499 ontology, creating an IEC 61499 ontology which describes the generic struc-
ture of an IEC 61499 system and function blocks with IEC 61850 logical node interfaces
and information of logical connections. The ontology transformation uses eSWRL, an
extension to the semantic web rule language SWRL, which enables the creation of ontol-
ogy classes, instances and properties. The IEC 61499 ontology is then subject to further
transformation via Prolog to the final IEC 61499 control system.
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Modelling of IEC 61850 Message Passing for

Automatic Generation of Distributed Control

Chen-Wei Yang and Valeriy Vyatkin

Abstract

The future distribution grid known as the smart grid will become more distributed
in both infrastructure and control. IEC 61850 and IEC 61499 are two industrial stan-
dards addressing the challenges presented by a decentralized infrastructure. This paper
contributes to system engineering of smart grid automation by enabling automatic gen-
eration of IEC 61499 control systems from IEC 61850 specifications. The areas which
this paper fills is proposing a method to formally capture the logical node to logical node
message passing which is lacking in the IEC 61850 standard. The proposed method is
to represent an IEC 61850 protection scheme as a graph and then integrated into the
IEC 61850 ontology developed previously. The case study used is a sympathetic tripping
protection scenario which demonstrates how the process of developing the graph model
from the protection scheme and applying ontology rules to automatically generate the
resultant IEC 61499 function blocks with meaningful connections between the logical
nodes.

1 Introduction

The future infrastructure of the electric distribution grid is set to evolve from a cen-
tralized architecture to a more distributed architecture to allow the integration of green
energy resources. Known as the ”Smart Grid”, the future distribution grid is said to be
smart with the integration of bi-direction communication enabling real-time information
within the electric grid which allows both the utilities and the consumers to be active
participants in the generation and distribution of electricity. This new infrastructure has
been compared to the infrastructure of the internet, also called the ”Energy Internet”
[1].

The key component in a future smart grid is a dependable and modern communi-
cation infrastructure which enables intelligent smart grid functions and services such as
adaptive protection and distributed power system management, etc. [2]. One interna-
tional industrial standard, which is used widely in Europe, is the IEC 61850 standard
for the substation automation systems (SAS). The standard was originally developed
for the substation automation systems only introducing device interoperability to SAS
systems. The standard has since been extended to include DER devices with the same
communication protocols.
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IEC 61850 also introduced model-driven design paradigms in the form of Substation
Configuration Language (SCL) to provide a standardized method for designing substation
automation systems. IEC 61850 proposed the idea of virtual intelligent electronic devices
(IED) devices with information models known as Logical Nodes which formally describing
the functional requirements and physical requirements of a SAS system. For the purposes
of interoperability, the TC57 working group behind the IEC 61850 standard intentionally
left out the means to formally describe the logical implementation of the logical node’s
functional requirements.

IEC 61499 is an industrial standard and a reference architecture for the design of
distributed automation systems [3]. IEC 61499 provides design artefacts known as func-
tion blocks which provides encapsulation, decomposition and other design features which
makes designing de-centralized automation control systems less difficult compared to
traditional 61131-3 automation control systems. IEC 61499 is used in several domains
including factory automation, material handling and recently, in the substation automa-
tion domain [4]. Much like the top down model driven principles of IEC 61850 substation
design where the substation is designed as a whole from with the system requirements
defined as logical nodes to the eventual decomposition of the overall system to the config-
uration of the individual IED devices. IEC 61499 shares the same design principles where
the entire distributed control system is designed as a single system before distributing
the control system to individual Programmable Logic Controllers (PLC) controllers. Due
to this synergy and the similar model-driven design principles in both standards, IEC
61499 is thought to be capable of filling the logical implementation of logical nodes which
is missing in the IEC 61850 standard.

This paper builds on the work in [5] where an architecture based on ontology is
proposed which is capable of automatically generating IEC 61499 PLC control code based
on the formal specifications of IEC 61850. The work in [5] introduced the Semantic Web
Rule Language (SWRL) extension language eSWRL which includes features such as the
dynamic creation of ontology class individuals which is lacking in the existing SWRL
language. This paper will focus on one aspect of the proposed architecture, which is a
method to formally model the message passing between logical nodes so it can be used
as part of the eSWRL framework.

The paper is structured as follows. Section II outlines the related works. Section III
outlines the case study system. Section IV discusses the methods of implementation and
the conclusion and future work are discussed in Section V.

2 Related Works

There are several ongoing research works involving both IEC 61850 and IEC 61499 with
proposed architectures and co-simulation environments. [6, 7] proposes the intelligent
logical node architecture which represents each IEC 61850 logical nodes as an IEC 61499
function block and implementing local agent intelligence within each iLN. Furthermore,
co-simulation environments were also developed in [8] involving commercial IEC 61499
development platform NxtStudio [9] and MATLAB Simulink. Alternatively, an open
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source co-simulation solution was also developed in [10], which uses 4DIAC [11] as the
IEC 61499 development platform.

Model-driven engineering (MDE) is widely used in software engineering as it has
proven to be effective when designing big scale software applications. MDE follows the
mantra of ”everything is a model” [12] where the design paradigms are centred around
models, be it platform dependent models (PDM) or platform independent models (PIM).
Recently, [13] MDE has found its way into the automation industry. IEC 61850 can be
considered as an MDE solution for the SAS systems with the introduction of the sub-
station configuration language (SCL). The SCL configuration language is represented
as XML document and there are a total of 6 types of SCL documents, each document
describing a different stage of the MDE design process. For example, the System Spec-
ification Description (SSD) is used at the initial stage of design to define the formal
specifications of the system which includes functional and physical requirements repre-
sented as logical nodes. The overall design of the whole system is called the Substation
Configuration Description (SCD) which contains overall system configuration including
the communication configuration, logical node definitions and individual IED configu-
rations. The Configured IED Description (CID) is the configuration document for the
IEDs in the system and there is one CID document for every IED device.

There are existing research works which also use the SCL configuration language
as the basis for the automatic generation of control systems, which is one component
of MDE engineering. An open-platform for rapid-prototyping protection and control
schemes based on IEC 61850 systems was proposed in [14]. The SCD document is used in
this work as the basis for transformation to automatically generate control base for the C
programming language. The SysGrid architecture in [15] is an MDE oriented architecture
which utilizes the SCL configurations as the initial MDE models for modelling IEC
61850/61499 systems. The SCL models, specifically the SCD description is used to
automatically generated IEC 61499 PLC control codes based on the iLN architecture.
One limitation of the SysGrid architecture is the inability for the transformation engine
to create meaningful connections between the resultant function blocks as the logical
node to logical node semantic description is not captured in the SCL documents. The
work presented in this paper will attempt to address this limitation as part of the eSWRL
[5] framework.

In [5], the eSWRL extension language is proposed to automatically generate IEC
61850/61499 systems based on ontology descriptions. This paper carries on the work
in [5] which outlines how protection schemas could be modelled as part of the eSWRL
framework to create meaningful connections between the function blocks in the resultant
IEC 61499 PLC code base.

3 Case Study: Sympathetic Trip

The case study system used in this paper is a simple distribution protection systems
presented in [16] demonstrating de-centralized protection as shown in Fig. 1. The de-
centralized protection in the case study scenario includes sympathetic tripping and se-



166 Paper C

lective backup tripping implemented using IEC 61850. The protection shown in Fig. 1
is sympathetic tripping. The de-centralized protection scheme is enabled by high-speed
peer-to-peer IEC 61850 Generic object oriented substation events (GOOSE) communi-
cation which means the IEDs are constantly exchanging messages with each other to
implement the said protection function. In the context of IEC 61850, the messages and
signals which are exchanged between IED devices are captured in the SCL documents.
What is not captured is the message passing between logical nodes since the aim of IEC
61850 is to standardize communication between devices. In contrast, when the logical
nodes are implemented as function blocks in IEC 61499, message passing between logical
nodes becomes essential since each individual function blocks are required to communi-
cate with each other to execute the implemented protection logic.

Figure 1: Simple distribution network for Sympathetic Tripping with distributed protection.

The protection scheme for a feeder IED is shown in Fig. 2. There are four logical nodes
in this feeder protection which communicates with each other, 2 logical nodes receiving
messages from other IEDs and one LN sending messages to other IEDs. The 4 logical
nodes within the IED communicate in the following manner. The current transformer
TCTR logical node receives the telemetry readings from the merging units and passes
the current reading value TCTR.AmpSv instMag f to the overcurrent PIOC logical
node. The PIOC logical node compares the current reading with its internal overcurrent
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threshold. If the current is greater than the internal threshold value, the PIOC emits
the PIOC.Op general message to the trip conditioning LN PTRC. The PTRC checks
its own internal circuit breaker (CB) tripping conditions with the received overcurrent
message and if a trip is necessary, it will emit a trip message PTRC.Tr general to
the circuit breaker LN XCBR. Externally, the PTRC also sends the tripping message
to the neighbouring feeders and the transformer IEDs as part of the sympathetic trip
protection to protect themselves from inrush currents. The PIOC LN receives PTRC
messages from other feeders to protect itself from inrush currents is a fault has occurred
on its neighbouring feeders. Lastly, the XCBR LN is able to receive CB tripping signals
from the transformer IED as part of the selective-backup tripping protection where the
feeder IED is not able to clear its own fault if the IED becomes inoperable.

Figure 2: Overcurrent protection scheme of a feeder and its message. passing between logical
nodes andother IEDs.

An overview of the message passing between all the LNs within an IED and between
IEDs is shown in Fig. 3. For reasons of clarity, only the inter-IED message passing
of Feeder1, Feeder2 and the Transformer IED is highlighted. In the context of IEC
61499, it is necessary for each of the logical nodes to be connected to each other and
these connections need to be captured formally before being converted to an ontology
representation for automatic FB generation developed in [5].

4 Proposed Method

The method of modelling the connections between the logical nodes proposed in this
work uses graph representation to reflect the information on message passing between
logical nodes. Graphs are widely used for modelling connected complex networks, as
shown in [17, 18] where graphs are used to model complex Internet network. Besides, it is
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Figure 3: Message passing between LNs within IEDs and between IEDs in the sympathetic
tripping protection.

possible to map out the paths of communication in a graph model. In terms of protection
schemes, this is important since there are extremely stringent timing constraints which
must be adhered to. Being able to map out the communication paths makes it possible
to compute the time it takes for an implemented protection function to respond and clear
a fault when a fault is detected. In addition, it provides a method to address one of the
main questions raised regarding IEC 61499 which is whether it is able to meet the timing
requirements of power system protection and control systems. Thirdly, the graph can
be used as an underlying model of IEC 61499 FB application, so the entire process of
automatic program generation can be formally presented as a graph transformation.

The proposed method is as follows. Firstly, the protection scheme is Fig. 2 is rep-
resented as a graph. The graph presents a machine-readable representation and acts as
the formal mathematical backend of the LN communication model. Then, the graph is
transformed to its equivalent ontology in which eSWRL rules developed in [5] can then
be used to automatically generate a complete IEC 61499 FB control program with mean-
ingful connections between the FBs. The subsequent subsections will discuss the core
steps of the modelling process.

4.1 Modelling as a Graph

A graph representation of the message passing between the logical nodes shown in Fig. 2
and Fig. 3 is presented in Fig. 4. Note that the graph in Fig. 4 shows the message passing
between LNs within an IED device and between IED devices. In terms of IEC 61499
design, it is not necessary to distinguish this difference at the early stage of design since
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the initial design stage is from the perspective of an application rather than on the device
level.

Figure 4: Graph showing the message passing between logical nodes.

Mathematically, the graph G is defined G = (V, E), where:

• V is the set of vertices (nodes)

• V = {TCTR F#, P IOC F#, PTRC F#, XCBR F#, TCTR T, PIOC T,
PTRC T,XCBR T}

Where # represented the feeders numbered 1 to 5

• E is the set of edges (The links between the vertices)
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• E = {(TCTR F1, P IOC F1), (PIOC F1, PTRC F1), (PTRC F1, XCBR F1),
(PTRC F1, P IOC F2), (PTRC F1, P IOC F3), (PTRC F1, P IOC F4),
(PTRC F1, P IOC F5), (PTRC F1, P IOC T )...}

4.2 Transforming to Ontology

The next step is to convert this graph representation into the IEC 61850 ontology de-
veloped in [5]. The transformation from graph to ontology can be considered as the
following:

• Each graph vertices is an ontology class LN

• Each graph edge is an ontology object property has LNConnections

• An ontology class LNConnections is introduced with the following data properties:

– LNC from is the source LN which sends the message

– LNC to is the destination LN which receives the message

– LNC name is the name of the message exchanged in the connection

– LNC type is the datatype of the message

An excerpt of the ontology representation of the graph in Fig. 4 is shown in Fig. 5.
For reasons of clarity, only the data properties of LNC 1 are shown. According to Fig. 4,
the PTRC T LN has 6 outgoing connections connection to XCBR T and XCBR F1 to
XCBR F5. The connection between PTRC T and XCBR T is captured in the connection
LNC 1. The name of the message in LNC name is PTRC.Tr general and the datatype
of the message in LNC type is BOOLEAN. The LNC from data property signifies the
source of the message, which is PTRC T LN and the LNC to data property signifies
the destination of the message, which is the XCBR T LN in Fig. 5. Note that both
the PTRC T LN and the XCBR T LN are linked to LNC 1 via the object property
has LNConnections since both LNs are involved in this message passing. In addition,
the ontology class individuals LNC 2 to LNC 6 contains the message passing between
PTRC T and XCBR F1 to XCBR F5. Note that the LNConnections class only contains
a single message between a pair of LNs. E.g. in LNC 1, only the PTRC.Tr general
message is exchanged. If a pair of LN nodes exchanges more than a single message, then
an LNConnections individual for each message needs to be created.

4.3 Applying eSWRL to Generate FB Connections

The two vital data properties to take into account in the LNConnections class at this stage
are LNC from and LNC to. These two data properties determine whether the message
is an input to the FB or an output of the FB. For example, consider the LNConnections
class individual LNC 1, the data properties are as follows:
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Figure 5: Ontology representation of the inter-LN connections.

• LNC from is PTRC T

• LNC to is XCBR T

• LNC name is PTRC T.Tr general

• LNC type is BOOLEAN

Consider the PTRC T logical node, the PTRC T.Tr general is an output data of
type BOOLEAN. For the XCBR T logical node, the PTRC T.Tr general is an input
data of type Boolean. Therefore, the eSWRL query engine will first query the PTRC T
logical nodes and see all the LNConnections individuals that it is associated with. Then,
the query engine can look through LNC from and LNC to data properties to determine
whether the message is an input or an output to the LN FB. The eSWRL query is shown
below. The relevant eSWRL operators are defined in [5]. Also, note that the ontology
used for IEC 61850 is based on the IEC 61850 UML model and the IEC 61499 ontology
used is based on the IEC 61499 Document Type Definition (DTD) file.

The rules used to create the output event and data FB interfaces are presented in
Listing. C.1. The clauses on the left side of − > are the antecedents or the conditions
and the consequent or the action is on the right. On the antecedent side, line 1 and 2
are used to query for LNs in the ontology and store the name of the LN in the ?ln name
variable. Code 3,4 and 5 queries the LNConnection individuals and stores and the name
of the message and the name of the LN which sends the message (the LN in LNC from).
Line 6 compares the name of the LN and the name of the LNC from LN to ensure the
correct LN is selected.
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1 . LN(? ln ) ,
2 . has name (? ln , ? ln name ) ,
3 . LNConnections (? l n c o n n e c t i o n s ) ,
4 . LNC from (? ln connec t i on s , ? lnc f rom ) ,
5 . LNC name(? ln connec t i on s , ? lnc name ) ,
6 . swrlb : s t r ingEqua l IgnoreCase (? ln name , ? lnc f rom )
7 . −>
8 . e swr l : c r e a t e I n s t a n c e ( Event , ? e1 ) ,
9 . swrlb : s t r ingConcat (?e1Name , ? lnc name , ” Event ”) ,
10 . has event name (? e1 , ?e1Name ) ,
11 . e swr l : c r e a t e I n s t a n c e ( VarDeclarat ion , ?v1 ) ,
12 . has VarDeclarationName (? v1 , ? lnc name ) ,
13 . e swr l : c r e a t e I n s t a n c e ( EventOutputs , ? eo1 ) ,
14 . has Event (? eo1 , ? e1 ) ,
15 . e swr l : c r e a t e I n s t a n c e ( OutputVars , ?vo1 ) ,
16 . has VarDec larat ion (? vo1 , ?v1 ) ,
17 . e swr l : c r e a t e I n s t a n c e ( I n t e r f a c e L i s t , ? i l 1 ) ,
18 . has EventOutputs (? i l 1 , ? eo1 ) ,
19 . has OutputVars (? i l 1 , ?vo1 )

Listing C.1: Code snippets of eSWRL rules for creating event and variable interfaces.

Figure 6: Ontology hierarchy of FB interfaces and connections.

The events and data in the IEC 61499 ontology are connected with object properties
in a hierarchical manner as shown in Fig. 6. Line 8 and 10 creates an event for the message
and line 11 and 12 create the message variable VarDeclaration. Line 13 and 14 creates the
EventOutput individual which houses the Event created previously. The same applies to
line 15 to 16 which creates the OutputVars individual housing the VarDeclaration. Line
17 to 18 creates the IntefaceList individual which houses both the EventOutput and the
OutputVars created previously. The last step is to create the FBType which will house
the InterfaceList. Note that the rule set for creating the input data interface would be



4. Proposed Method 173

the same as the one in Listing. C.1 except the LNC to data property is taken into account
in the antecedent and EventInputs and InputVars are created in the consequent.

Once the message interfaces described in the LNConnections individual are created,
the next step is to make the connections between the said LNs in each LNConnections
individuals.Consider the code snippet in Listing. C.2, on the antecedent side, code line
2 to 5 queries the LNConnections individuals and stores the data properties in vari-
ables. The hierarchy of FB connections is shown in Fig. 6. The bottommost level is the
Connection, which belongs to either the DataConnection class or the EventConections
classes depending on whether the connection, is an event or data connection. Both Dat-
aConnections and EventConnections are then contained in the FBNetworks class since
connections only exist in an FB network. On the consequent side, line 11 to 15 creates
the Connection, the EventConnections and the object properties connecting the two class
individuals before adding the EventConnection individual to the FBNetwork in line 16.
Line 17 to 22 performs the same action but with data connections.

1 . FBNetwork (? fbNetwork ) ,
2 . LNConnections (? l n c o n n e c t i o n s ) ,
3 . LNC from (? ln connec t i on s , ? lnc f rom ) ,
4 . LNC to (? ln connec t i on s , ? l n c t o ) ,
5 . LNC name(? ln connec t i on s , ? lnc name ) ,
6 . −>
7 . swrlb : s t r ingConcat (? srcEventName , ? lnc from , ” . ” ,

? lnc name , ” Event ”) ,
8 . swrlb : s t r ingConcat (? dstEventName , ? lnc to , ” . ” ,

? lnc name , ” Event ”) ,
9 . swrlb : s t r ingConcat (? srcVarName , ? lnc from , ” . ” ,

? lnc name ) ,
10 . swrlb : s t r ingConcat (? dstVarName , ? lnc to , ” . ” ,

? lnc name ) ,
11 . e swr l : c r e a t e I n s t a n c e ( connect ion , ? eventConnection ) ,
12 . has Connect ion Source (? eventConnection , ? srcEventName ) ,
13 . has Connect ion Dest inat ion (? eventConnection ,

?dstEventName ) ,
14 . e swr l : c r e a t e I n s t a n c e ( EventConnections , ? eventCon ) ,
15 . Has Connection (? eventCon , ? EventConnection ) ,
16 . Has EventConnections (? fbNetwork , ? eventCon ) ,
17 . e swr l : c r e a t e I n s t a n c e ( connect ion , ? varConnection ) ,
18 . has Connect ion Source (? varConnection , ?srcVarName ) ,
19 . has Connect ion Dest inat ion (? varConnection , ?dstVarName ) ,
20 . e swr l : c r e a t e I n s t a n c e ( DataConnections , ?dataCon ) ,
21 . Has Connection (? dataCon , ? varConnection ) ,
22 . Has DataConnections (? fbNetwork , ?dataCon )

Listing C.2: Code snippets of eSWRL rules for creating connections between IEC 61499 FBs.
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5 Conclusion

The goal of this paper is to provide a formal modelling of the message passing semantics
between the LNs, which can be represented in an ontology to be applied to the eSWRL
automatic code generation architecture. This fills the missing void in the IEC 61850
ontology developed in [5] which do not have LN to LN message passing information. The
IEC 61850 developed in [5] is based on the IEC 61850 SCL description, which only has the
inter-IED message passing. But in the context of IEC 61499, message passing between
LNs within an IED or between IEDs is vital and this proposed work addresses this
limitation. The proposed method converts a protection scheme, which has the message
passing information to a graph. The graph is then converted to an ontology and added
to the existing IEC 61850 ontology which makes it possible to apply eSWRL rules to
automatically generate connections between LN FBs.
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Design
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Abstract

This paper proposes a method for the automatic generation of smart grid automation
systems software from specifications that includes physical system layout and domain-
specific functional ”recipes”. The generated software has component organization and
implements a decentralized approach to smart grid control, which reduces the complexity
of automation systems design and modification. The proposed method relies on synergies
of two industrial standards IEC 61850 and IEC 61499, which are used to represent a part
of the specification and the resulting software model respectively. Then the specification
model is created in a form of ontology and the generation is based on ontology transforma-
tion. The proposed method requires an extension to the Semantic Web Rule Language to
support the change of an ontology axioms set for the purpose of ontology transformation.
The proposed transformation language, called eSWRL, is introduced and illustrated in
use. The result shows the viability of eSWRL as an ontology transformation language
when demonstrated in a power distribution case study system.

1 Introduction

The smart grids can be classified as a complex cyber-physical system (CPS) [1] with a
greater integration between the computation of the physical processes and the interac-
tions between the computational processes [2]. In particular, as the physical infrastruc-
ture of power distribution substations becomes more de-centralized when renewable en-
ergy resources are integrated on a large scale [3], their automation systems are becoming
more distributed, composed of intelligent devices, sensors and actuators interacting with
each other over the network [4, 5]. Design of CPS of this scale faces numerous challenges
related to communication and control [6]. Along with the well-recognized modelling,
communication and computation CPS design challenges, there are also challenges and
opportunities related to the relation between structure and properties of physical and cy-
ber parts of a CPS. These stem from the high complexity and the ever-changing structure
of the underlying physical systems during its life-cycle, leading to the need for reconfigu-
ration and re-testing of the cyber part, which is often the most resource consuming part
of the work. This paper is dedicated to addressing the engineering challenges of such
CPS design.
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A practical step towards addressing these challenges in a comprehensive way is the
IEC 61850 standard, which introduces communication interoperability by standardising
the data representation and the communication protocol in a Substation Automation
System (SAS) system. IEC 61850 also introduces the model-driven design approach with
the System Configuration Language (SCL) as a standardised method of describing system
specification and configuration as defined in IEC 61850-6 [7].

The sets of challenges on the automation level arise from the change in the automation
infrastructure from centralised to decentralised with the mass integration of renewable
energy resources. Centralised control systems, which were suitable for traditional power
systems will not be suitable for a de-centralised power grid. The trend towards de-
centralisation of control and protection systems for smart grid requires an appropriate
control platform to implement these de-centralised control systems. IEC 61499 [8] is an
open industrial standard which provides a reference component architecture for the de-
sign of distributed automation control systems. The architecture allows the definition of
software applications as networks of components interconnected by message passing and
data transfer channels, mapped onto distributed networking devices. The functionality
of the components is defined using state machines. IEC 61499 supports the use of tradi-
tional IEC 61131-3 Programmable Logic Controller (PLC) languages such as Structured
Text (ST), Ladder Diagrams (LD) and Function Block Diagrams (FBD) for the purpose
of developing the internal algorithms of IEC 61499 function block (FB). IEC 61499 is a
natural fit to the distributed Industrial Internet architecture since it can be universally
applied in any automation area. The adoption of IEC 61499 is growing with first ap-
plication domains being factory automation, material handling systems and recently, in
substation automation [9]. IEC 61499 has also been used to prototype the Intelligent
Energy Management (IEM) [10] and Intelligent Fault Management (IFM) [11] for the
FREEDM system and validated in a co-simulation platform [12].

IEC 61850 provides benefits in terms of interoperable communication and standard-
ised system design. However, it lacks the means to capture implementation details of the
functional specifications. Therefore, there is a void to be filled when approaching this
standard from an automation control perspective. IEC 61499 suits this role most compre-
hensively as it introduces a distributed system architecture. There are several synergies
between the two standards, which include top-down design approach, object orientation
and component design in their respective domains. The idea of harmonising IEC 61850
and IEC 61499 was introduced in [13] and demonstrated in the Intelligent Logical Node
(iLN) concept which model IEC 61850 Logical Nodes (LN) as an IEC 61499 FBs to create
iLN agents, implemented in commercially available tools NxtStudio [14] and ISaGRAF
[15] in [13, 16, 17], and the open-source tool 4DIAC [18] in [19]. Taking full advantage of
the iLN architecture requires its support by the engineering process and software tools
that perform transformations of specifications into executable specifications. The work
towards this goal was started in [20] by defining relations between engineering steps in
both standards. However, the goal of automatic generation of executable specifications is
too complex due to the need of taking care about the many variations of rules describing
different scenarios.
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This paper attempts to tackle these problems by applying knowledge modelling and
manipulation with ontologies. The proposed method is based on ontology transformation
which intends to facilitate the design process of smart grid CPS control systems by
means of automated generation of the automation control programs represented as FBDs,
therefore reducing the manual engineering in the design process. The advantages of using
ontologies as a basis for this approach are:

• A higher descriptive power of ontologies in comparison with the models commonly
used in the Model Driven Engineering (MDE), such as UML;

• Possibility to describe the semantics of a domain (for comparison: XML describes
only the syntax). This combined with the logical inference, in turn, allows the
semantic analysis [21];

• Integration capabilities of ontologies which enable composition and subsequently
extending an ontology from different sources;

• The basis of ontologies is a rigorous mathematical apparatus –description logics
and Horn clauses logic;

• Processability, portability, interoperability, reusability, shareability;

• Wide acceptance and use (For example, Semantic Web).

To facilitate the transformation of ontologies, the transformation language Extended
Semantic Web Rule Language (eSWRL) is introduced and implemented to address the
limitation of the SWRL [22] language, which does not enable transformation in ontology
models. The paper is organised as follows: section II reviews the state-of-the-art. The
first discussion is on the use of MDE in IEC 61850 and the ongoing research in this
domain. The second discussion is the use of ontology in model transformation and the
role of Prolog in the transformation of ontology models. Section III presents the ontology
transformation language eSWRL and the model transformation architecture. The devel-
opment of the eSWRL constructs, the prototyping of the constructs in Prolog and the
execution model of eSWRL is also discussed. In section IV, a case study distribution sys-
tem is presented along with the accompanying distributed protection scheme described
in the context of IEC 61850 engineering. Section V demonstrates the design flow of
the eSWRL model transformation methodology when used to automatically generate the
distributed automation control system of the case study distribution system. Firstly, a
graphical representation of the eSWRL transformation rule is presented. Secondly, the
textual representation of the eSWRL transformation rule and its equivalent prototyping
in Prolog are presented. Lastly, the resultant Prolog database resulting from the model
transformation is shown. Section VI outlines the automatically generated automation ap-
plication of the case study distribution system. The resultant application is then verified
in a co-simulation environment by connecting the control system to a Matlab simulation
model of the case study system. Lastly, the paper is concluded in section VII with a
discussion on the results of this paper and the future works.
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2 State-of-the-Art

2.1 MDE in IEC 61850 Engineering

MDE is widely used in the software engineering domain and it has proven to be ef-
fective when designing and maintaining large-scale software applications. MDE follows
the mantra of ”everything is a model”, where the design paradigm centres around the
use of models, be it platform-dependent models (PDM) or platform-independent models
(PIM) [23, 24]. One of the core tenants of MDE is model transformation and it is con-
sidered the heart and soul of MDE [25]. In automation systems engineering, MDE has
found its usage in both the industrial [26] and the substation automation [27, 28, 29, 30]
domain. IEC 61850 introduces an MDE approach to SAS design standardising the sys-
tem design process in the form of the System Configuration description Language (SCL)
[7]. SCL models the system specification which includes functional and instrumental
specification, communication configuration and Intelligent Electronic Device (IED) con-
figuration. There are six types of SCL models, each modelling a different aspect of the
design process. The most common model used for MDE is the System Configuration
Description (SCD), which models the configuration of the whole system from the LN
information model definition to the configuration of the IED devices. There is existing
work in the field which utilises MDE to automatically generate SAS automation control
systems using SCL models. In [31], IEC 61850 modelling artefacts are modelled in Uni-
fied Modelling Language (UML) to automatically generate automation control codebase
developed in IEC 61131-3. The interactions and behavioural elements are modelled using
timed Petri nets.

In [32], an open platform for rapid-prototyping of protection and control schemes
is proposed using IEC 61850 SCL as the source model in order to generate low-level
communication configuration and LN models where LNs are modelled as structures in
the C programming language. This platform only creates the structure of IEC 61850
entities in C, while implementation of the functional logic is not addressed.

The two standards IEC 61970 and IEC 61968 are a part of the Common Information
Model (CIM), which introduces a set of common information models of the electrical
network to allow the exchange of information between applications. The CIM standards
are primarily used for the energy domain and it is intended to facilitate the integration
between Energy Management Systems (EMS) and Information Technology (IT) systems
in future smart grids. Even though both CIM and IEC 61850 consist of information
models for the purpose of interoperability, there are differences between the two sets of
standards.

1. IEC 61850 introduces interoperability between automation devices, while CIM in-
troduces interoperability between EMS applications;

2. CIM is modelled using UML and utilises inheritance in its modelling. Modelling
in IEC 61850 is hierarchal since it is modelled in Extensible Markup Language
(XML);
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3. The emphasis of CIM is on the interconnections and relationships between the
modelled equipment, while IEC 61850 emphasis is on the functional specifications.

Both CIM and IEC 61850 are well established in their respective target domains.
However, there exist cases where the exchange of information between the two standards
is necessary. In [33, 34], harmonisation between CIM and IEC 61850 by means of ontology
modelling and ontology matching techniques is proposed. Ontology is used in this work
since there exist mismatches between the two standards where either classes or class
relationships are missing in either one of the standards. Ontology matching techniques
are then applied to the ontologies to align these mismatches.

The work [29] utilises the standards IEC 61850, CIM and COSEM in order to develop
a service-oriented architecture by means of MDE. The information models within these
three sets of standards form the backbone of the smart grid information model manage-
ment, which allows different stakeholders within a smart grid to share information. Its
intended goal is to improve the management of the smart grid enterprise architecture.
Work [35] presents an open-source approach to developing a service-oriented monitoring
and controlling infrastructure for EMS and SCADA systems built on IEC 61850 and IEC
61970.

A semantically driven framework for the smart grid applications based on MDE is
proposed in [30], harmonising the three standards IEC 61850, IEC 61499 and CIM. The
CIM standards are used to model the electrical networks, the IEC 61850 standard mod-
els the communication interoperability in the automation devices and the IEC 61499
standard fills the implementation gap. The realisation of the framework is shown in
[27, 28], providing the mapping of artefacts between the IEC 61850 and IEC 61499 for
model-transformation. There are ongoing works attempting to harmonise the informa-
tion models between CIM and IEC 61850 to achieve interoperability in the smart grid.
However, the majority of the existing research work which combines CIM and IEC 61850
are targeted for EMS systems rather than the level of automation control. SysGRID [20]
is another work which applies MDE techniques to automatically generate distributed
SAS control. SysGRID utilises IEC 61850 as the source model and IEC 61499 as the
target model for model transformation. The mapping of artefacts between IEC 61850
and IEC 61499 is based on the iLN architecture [13, 16]. One of the limitations of the
SysGRID approach is the lack of ability to create meaningful logical connections between
the LN in IEC 61499. Logical connections between FBs in IEC 61499 applications define
the control and data flow within the control system between the FB components. This
limitation in the SysGRID approach exists since the source model is based solely on the
SCL model where the semantic information between LNs is not included. This means
using the SCL models as the sole source model is not enough to generate a complete
IEC 61499 control system. This work explores the use of ontology modelling to address
this limitation since ontology is able to model the structure of the IEC 61850 IED and
information models and in addition, semantic information between the LNs which are
missing in the existing SCL representation.
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2.2 Ontology Driven Model Transformation

Ontology-driven engineering approaches are increasingly being used in the field of soft-
ware engineering [36]. Currently, it is often used in conjunction with MDE but it is
capable of completely replacing MDE in the future. In general, ontology-driven software
engineering (ODSE) refers to the different ways in which ontologies can contribute to
improving the models, methods, techniques and processes of software development. The
benefits include improved model/code traceability, artefact reusability and increased lev-
els of system interoperability and integration as well as model checking. As shown in
[21], ontologies in conjunction with reasoners are a useful tool for the semantic analysis
of control applications based on the IEC 61499 FBs.

In many of the existing MDE based SAS approaches, SCL is used as the source
model for model transformation. There are advantages and disadvantages of using SCL
as the source model. The advantages are shown in the works [20, 30, 32]. One of the
limitations of the SCL description is that the XML representation is only able to capture
the hierarchal structure of the information models which is not suitable for representing
semantics. Ontology, on the other hand, is adept at expressing semantic relationships
between entities and OWL is capable of representing any relations between elements. It
should be noted that there might be the following relationship which could be used to
build a hierarchy of elements in ontologies or a hierarchy of ontologies itself.

1. Inheritance/Generalisation of classes and properties (”class-subclass”, ”property-
sub property” relationships). These implicit relationships are used to construct
taxonomy;

2. Aggregation/Composition of classes (”part-whole” relationship). To express this
relationship in an ontology, a special property must be explicitly introduced. E.g.
”has part” or an inverse property ”is part of”;

3. Other particular relationships (E.g. ”be subordinate to”, ”older than”, etc);

4. Links between ontologies (modeules) by using ”imports” statement of OWL.

All elements of ontology including classes, properties, and individuals have their own
Uniform Resource Identifier (URI) and therefore may be referred. Therefore, one can
form a distributed knowledge base that can have (among others) the tree structure.

In this work, relationships type 1 and 2 are widely used since the ontology is derived
from an XML source. The advantage of an XML-based ontology is ease of mapping
to standard XML representation. When translating XML to OWL ontology using ex-
isting tools, the hierarchy of XML tags is often transformed to a hierarchy of classes
against ”class-subclass” relationship, which is not ideal to transfer the meaning, but in
the context of this work, this was not considered to be problematic.

Ontologies [37] are commonly written by domain experts to express complex knowl-
edge about things and the relationships between these things. However, proprietary
and common programming languages such as object-oriented programming languages
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(e.g. C++, Java, etc.) are not fully suitable for processing logical axioms in ontologies
since they are based on different paradigms. SWRL is one language for the semantic
web, which could be used to process ontologies in restricted domains. For example, it
can infer new relations between axioms in ontologies. However, SWRL is not suitable
for implementing the model transformation due to inference monotonicity 1. Inference
monotonicity is the logical foundation of ontological language where it is not possible to
delete neither a class nor instances of a class nor a property assertion axiom and to create
a class or instances of a class. Therefore, SWRL itself is not suited for the purpose of
ontology transformation.

For the purpose of processing ontologies, Prolog can be a viable alternative to SWRL
since it extends the underlying monotonic Horn clause logic with negative conditions
and non-logical operations [38]. It should be noted that most Ontology Web Language
(OWL)-based ontologies can be expressed in the form of description logic program (DLP)
that in turn is a subset of logic programs [39]. The need of transformation mechanisms
between ontologies and Prolog-based representation has been acknowledged by the de-
velopment of the Thea library [40, 41]. The core model of the Thea library is based on
the functional syntax of OWL2 and there is almost a one-to-one mapping between the
ontology axioms and Prolog facts and rules. Therefore, very little is lost when the on-
tology model is transformed to its Prolog representation. The advantage of using Prolog
for processing ontologies is based on the fact that both ontologies and Prolog have the
same basis ”-” formal logic, which significantly reduces the semantic gap between these
languages. This has been recognised and used, for example, some Prolog systems have
means for processing ontologies [42]. The works [43, 44] shows a Prolog-based Transfor-
mation Language (PTL) [45] proving the adequacy of Prolog to perform transformations.
Overall, there are existing works which apply MDE techniques to develop SAS control
system by IEC 61850 and IEC 61499. However, there are still limitations in the ex-
isting techniques such as the difficulty in generating a complete distributed automation
system exemplified in [20]. This work takes a different approach by exploring the use
of ontology and ontology transformation to address the limitations in [20]. This paper
attempts to address two limitations in the current state-of-the-art. The first is proposing
the ontology transformation language eSWRL (more powerful than the means proposed
in [43, 44, 45]), which is an extension to SWRL for the purpose of transforming ontolo-
gies and it is implemented in Prolog. The second is to address the limitation of the work
in [20] by using ontology transformation to automatically generate meaningful logical
connections in an IEC 61499 substation automation control application.

3 Proposed Approach: eSWRL

3.1 MDE approach using ontology transformation

The proposed MDE approach based on ontology transformation for the context of this
work is shown in Fig. 1 and the design flow is as follows:

1A logic is said to be monotonic if some conclusions cannot be invalidated by adding more knowledge.
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Figure 1: Design steps of the proposed ontology transformation methodology and the prototyping
in Prolog.

1. The source model is the substation model and it is developed according to IEC
61850 with the SCL description language. The SCL model is then automatically
translated to its ontological representation using the XML to OWL translator. The
ontological representation at this stage is only the Assertion-Box (A-Box). The A-
Box is then merged with the T-Box to create the complete ontology model.

2. Then, the supplementary semantic information in its ontological representation is
inserted into the ontology model. The semantic information contains the protec-
tion and control specifications, which defines the signal passing between the IEC
61850 LN. The work in [46] shows how the message passing signals are modelled in
ontology and used to supplement the source ontology model for this work.

3. The next stage is developing the domain transformation rules written in eSWRL.
Note that in this work, the eSWRL rules only perform A-Box to A-Box transfor-
mation. The resultant A-Box is then merged with the T-Box of the IEC 61499
ontology to create the final target ontology model. The T-Box of both the source
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and the target ontology are not modified during the transformation process. It is
important to note that the domain to domain transformation rules are developed
only once, so they are re-usable in future applications.

4. The final stage of the design chain is then to convert the resultant target ontology to
the XML representation of the FB system using an FB OWL to FB XML translator.

The underlying transformation engine of eSWRL is implemented using SWI Prolog
[42]. However, in the aforementioned discussion on the MDE design chain, Prolog is
not mentioned as a part of the design process. This is because the architecture of the
eSWRL transformation is designed such that the Prolog layer is hidden from the end user.
Essentially, the conversion between the OWL ontology and Prolog-based representation
is performed automatically by the Thea library [41]. The eSWRL rule sets are also
automatically converted to a Prolog program to perform the transformation. The end
user will create the rules in eSWRL, but the actual transformation will take place on the
Prolog layer. The resultant Prolog database is then converted back to the A-Box of the
target ontology.

3.2 Prototyping of eSWRL constructs

eSWRL is proposed to be an extension to SWRL to overcome the limitations of mono-
tonicity which restricts SWRL from transforming ontologies. In contrast to [43, 44],
eSWRL introduces constructs which are not only able to create individuals, but also to
delete individuals and property assertion axioms. eSWRL is designed to operate directly
on the A-Box and the T-Box of ontology rather than on the RDF level allowing the
ability to create classes and properties. Note that in the context of this work, the delete
construct is not used. The focus is on creating new a-box axioms rather than deleting
and therefore, will not have any impact on this work. The delete operation can be used
when there are intermediate models in a multi-step transformation. The transforma-
tion is at the level of classes, individuals and properties in the Prolog program itself
by its self-modification. The target usage of the eSWRL transformer will be for ontol-
ogy transformation rather than the classification problems typically solved by reasoners
in conventional application of ontologies. The complexity of the transformation by the
eSWRL engine can be minimised by applying specific design patterns and appropriate
rules execution models.

There are 9 essential constructs for the context of this work shown in Table 1. The
eSWRL column in Table 1 shows the constructs written in the eSWRL syntax and the
Prolog column shows the equivalents written in the Prolog syntax. Being an extension to
SWRL, the eSWRL syntax is the same as SWRL one and the standard SWRL constructs
can also be used. The two eSWRL extension constructs used to manipulate the A-Box
for model transformation are the createInstance and the createLink constructs.

The createInstance construct is used to create a new class instance. The syntax is as
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Table 1: Essential eSWRL constructs and its Prolog equivalent
Constructs eSWRL Prolog
1 Class(?A) ’Class’(A)
2 dataProperty(?A, ?B) dataProperty(A, B)
3 objectProperty(?A, ?B) objectProperty(A, B)
4 eswrl:createInstance(Class, ?A) createInstance(’Class’, A)
5 eswrl:createLink(objectProperty, ?A, ?B) createLink(objectProperty, A, B)
6 eswrl:createLink(dataProperty, ?A, ?B) createLink(dataProperty, A, B)
7 swrlb:stringConcat(?Result, string concat(string A,

?string A, ?string B) string B, Result)
8 swrlb:differentFrom(?A, ?B) A \== B
9 swrlb:sameAs(?A, ?B) A == B

follows:

eswrl : createInstance({? < variable name > | < class name >} ,

{? < variable name > | < class instance name >})

The eswrl:createInstance construct is implemented using a Prolog predicate createIn-
stance/2, where createInstance is the name of the predicate and /2 indicates the arity of
the predicate, meaning there are two arguments in the predicate. The Prolog rule for the
createInstance predicate is shown in Listing.D.1. It should be noted that before applying
this rule, Class and Instance have to be concretised.

1 . /∗ Create an i n d i v i d u a l Class ( Ins tance ) ∗/
2 . c r e a t e I n s t a n c e ( Class , In s tance ):−
3 . func to r (X, Class , 1 ) ,
4 . arg (1 , X, Ins tance ) ,
5 . dynamic ( Class /1) ,
6 . ( not (X) , a s s e r t z (X) ; t rue ) , ! .

Listing D.1: Prolog implementation of eswrl:createInstance construct.

The prototyping of the construct in Prolog is as follows:

• The Prolog predicate functor(X, Class, 1) at line 3 is a built-in predicate in SWI
Prolog and it is used to create the structure of the complex term. The first argument
X is the new term that is created. The second argument Class is the functor of
the generated complex term. The third argument 1 is the arity of the new complex
term. Therefore functor/3 creates the complex structure X=〈Class〉( A), where A
is a temporary argument value;

• The Prolog predicate arg(1,X,Instance) at line 4 is a built-in predicate used to
assign a value for the specified argument of the Prolog complex term. The first
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argument 1 selects the first argument, the second argument X is the complex
term and the third argument Instance, which is the value instantiated to the first
argument in the complex term X. The resulting complex term created is X =
〈Class〉(〈Instance〉);

• The Prolog predicate dynamic(Class/1). Dynamic/1 at line 5 is a built-in predicate,
which informs the Prolog interpreter that the definition of the predicate Class may
be changed during execution;

• The construction at line 6 is (not(X), assertz(X); true),!. The assertz(X) predicate
adds the resultant complex term X to the Prolog database and the construct ”!” is
called a cut in Prolog, which prevents the Prolog rule from backtracking once the
fact 〈Class〉(〈Instance〉) is added to the database.

The createLink construct is used to create a new tuple, which can be either object
property or data property instance. For the sake of brevity, if it does not cause unambi-
guity, ”object (data) property” instead of ”object (data) property instance” will be used.
The syntax of the createLink construct is as follows:

eswrl : createLink({? < variable name > | < property name >} ,

{? < variable name 1 > | < class instance name 1 >} ,

{? < variable name 2 > | < class instance name 2 >})

In Listing. D.2, Prolog definition of the createLink construct, which uses the same
built-in predicates functor/3 and arg/3. The resultant Prolog fact is in the form
〈Link〉(〈Instance1〉, 〈Instance2〉).
1 . /∗ Create a l i n k Link ( Instance1 , Ins tance2 ) ∗/
2 . c r ea teL ink ( Link , Instance1 , Ins tance2 ):−
3 . func to r (X, Link , 2 ) ,
4 . arg (1 , X, Ins tance1 ) ,
5 . arg (2 , X, Ins tance2 ) ,
6 . dynamic ( Link /2) ,

Listing D.2: Prolog implementation of eswrl:createLink construct.

3.3 Execution semantic of eSWRL rules

The execution semantics of the eSWRL rules in this work is shown in Fig. reffig:paper4fig4.
The execution follows a single pass iterative execution (SPIE) model where Y indicates
the rule is enabled and N indicates the rule is not. This means each eSWRL rule will be
repeated until it is not applicable. Once a rule is no longer enabled, the next rule is exe-
cuted. There can be dependencies between the rules if a rule creates a Prolog fact that is
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used in the subsequent rule. It should be noted there are other execution models such as
single pass sequential execution model, cyclic sequential execution model, cyclic reverse
execution model etc. It is also possible to use more flexible logic to manage the rules
execution, for example, control diagram from attributed programmed graph grammar
[47].

Figure 2: Single Pass iterative Execution Semantics of eSWRL.

4 Case Study

4.1 Distributed bus protection

The case study distribution system used for model transformation in this paper is a
simple distribution system introduced in [48] running decentralised protection and control
schemes. Fig. 3 shows the distribution system which consists of two transformers and five
distribution feeders. Each transformer and feeders have their own Intelligent Electronic
Devices (IED). An example of a decentralised protection running on this distribution
system is distributed bus protection and the operating sequence is as follows:

1. Each feeder and transformer protection IED (PIED) is running the overcurrent
protection scheme in Fig. 4. The current transformer (CT) LN TCtra is sampling
the current measurement at a fixed sampling rate. The CT measurement is then
passed to the overcurrent protection LN PIOCa via the signal AmpSv instMag f ;

2. The PIOCa LN compares the received measurement against its internal overcurrent
threshold. If the measurement is over the internal threshold, the PIOCa will send
the signal Op general to the trip conditioning LN PTRCa. The PIOCa LN also
receives the Tr general signal of the PTRCa LN from the other feeder PIEDs. The
external Tr general signal informs whether an overcurrent fault has been detected
on the other feeders;

3. When the PTRCa LN receives the Op general signal from the PIOCa LN, it sends
the tripping signal Tr general to the circuit breaker (CB) LN XCBRa to operate
the CB. In addition, the Tr general signal is also sent to the other feeder and
transformer PIEDs. Sending the signal to the transformer and other feeders is part
of the distributed bus protection. Since the transformer will also see the same fault,
it will allow the transformer PIED to block itself from tripping its own CB.
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Figure 3: De-centralised bus protection in a simple distribution system [48].

Figure 4: Overcurrent protection on a single feeder IED.

4.2 Modelling of Semantic Message Passing Between LN

In the case study system, every feeder and transformer have its own PIED running
overcurrent protection for itself. In order to collectively perform decentralised protection
for the whole system, peer-to-peer GOOSE messaging is used to exchange the signals
between the PIEDs as shown in Fig. 4. In the SCL description, only the message passing
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Table 2: Rule sets to automatically generate the complete automation system
Rule sets Functionality
0 Creating EnumeratedType with EnumType
1 Creating StructureTypes with DATypes
2 Creating StructureTypes with DOTypes
3 Creating FBTypes from LNodeType with Interfaces
4 Creating IEC 61499 system structure
5 Creating FB instances in application
6 Creating FB connections in application

between the IED devices (Inter-device) are captured. In an IEC 61499 control system,
it is essential to know the message passing between the LNs in addition to the message
passing between the devices. An approach to the modelling of message passing between
LNs was introduced in [46]. In the work [46], all the message passing between LNs
are represented as a graph. The graph representation is then translated to an ontology
representation. The ontology class LNConnections is introduced in [46] to capture all the
message passing in the system. The data properties of the class are LNC from (Source
LN of the message), LNC to (Destination LN of the message), LNC name (Name of the
message) and LNC type (The data type of the message). This ontology model is then
added to the source IEC 61850 ontology A-Box to add the LN to LN message passing
information which is missing in the SCL description.

5 Model Transformation

5.1 Approaches to model transformation

There are two approaches which can be taken when transforming models from IEC 61850
to IEC 61499. The first approach is to create all the artefacts in an IEC 61499 system.
This includes creating the structured data types, the FBTypes, the System and the
Application. The required rule sets for this approach is shown in Table 2. Rule sets 0,
1, 2 are used to create the structured datatypes. The ruleset 3 is used to create the FB
types. The rulesets 4, 5 and 6 are used to create the IEC 61499 application with FB
instances and connections. The advantage of this approach is there is more flexibility
in defining the interfaces of the FBs. The disadvantage of this approach is the internal
of the FBs, such as the Execution Control Chart (ECC) need to be created manually
or automatically generated. Generating the ECCs introduces another step in the model
transformation process, which is out of the scope of this paper.

The second approach is to create the IEC 61499 system only. This approach works
with the provision there already exists a library of FBs where the internal intelligence
of the LNs is already implemented. This is often the case where the IED vendors will
provide a library of implemented functions within the IED. This approach significantly
reduces the development effort since the only rule sets 4, 5 and 6 are applicable. The



5. Model Transformation 193

limitation of this approach is that the interfaces of the FB are fixed. Therefore, the end
user must design their control system under the constraints of these fixed interfaces.

5.2 Developing model transformation rules

This sub-section shows the design flow of developing the transformation rules for the case
study distribution system to its IEC 61499 control application when the second model
transformation approach is taken. There are three steps in developing the transformation
rules. The first is to develop the abstract mapping rule of the eSWRL transformation
representing the mappings between the domains in a visual form. The second step is to
develop the textual eSWRL rule. The third step is the Prolog-based implementation of
the eSWRL rule.

The first step in accordance with the second approach is to first create the IEC 61499
system structure with the ruleset 4 according to Table 2. After the system structure
is created, the second step is to instantiate the FB instances in the IEC 61499 applica-
tion. The rule which instantiates the FBs in the application is RULE 5 2. The abstract
mapping-oriented graphical representation of RULE 5 2 is shown Fig. 5.

Figure 5: Abstract mapping rule RULE 5 2. Creating FBtype instances in the application for
every LN in an IEC 61850 LDevice.

The graphical notations of the abstract mapping rule in Fig. 5 are as follows. The left-
hand side (LHS) shows the source domain of the transformation rule. i.e. IEC 61850 and
the right-hand side (RHS) shows the target domain of the transformation rule. i.e. IEC
61499. The rectangular boxes represent class instances (i.e. individuals). The inscription
in the upper part of the box is the name of the class of the individual. The inscription in
the lower part of the box specifies the name of the individual which can be a variable or a
literal. All variables are preceded by the sign ‘?’. The rectangular boxes with grey colour
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fill are the newly created class instances. The red dotted arrows and the associated text
represent the newly created object properties. The red solid arrows and its associated
text are the data properties. The blue coloured rectangles with rounded corners are the
data type values created by the transformation. It is assumed that the names used in the
rules are self-sufficient to determine their sense. Note that only the coloured elements
are created by the transformation rule. Under the SPIE execution model, each eSWRL
rule executes every time at the different combinations of values of variables on the LHS
as long as not all combinations are exhausted. The FBType instances in the application
are created as follows:

1. For every LN in the selected LDevice, an equivalent FBType instance is created
with the instance name of ?FB ;

2. The ?FB individual name is the concatenation of the string ”APP ” and the LN
data properties values ?LNprefix + ” ” + ?LNlnType + ” ” + ?LNinst ;

3. For each FB that is created, the data properties has FB Name and has FB type
are created indicating the name of FBType of the created FB;

4. The variable ?FBName for has FB Name data property value is the concatenation
of the LN data properties values ?LNprefix + ” ” + ?LNlnType + ” ” + ?LNinst ;

5. The value of data property has FB type is the derived from the LN data property
value ?LNlnType.

The second step is to develop the textual representation of the eSWRL rule as shown
in Listing. D.3. Note that when describing the eSWRL rules, the denotation of a variable
can mean the value of the variable. For example, denotation ?LN means an instance of
the LN class that is the value of the variable ?LN. At line 2, 3, 4 and 6, instances of
a LDevice, an Application, a SubAppNetwork and a LN are selected and stored in their
respective variables ?Ldevice, ?Application, ?SubAppNetwork and ?LN. At line 5, object
property has SubAppNetwork is used to select the ?SubAppNetwork that is associated
with the current ?Application. At line 6, object property has LN is used to select the
?LN that is associated with the current ?LDevice. In lines 8, 9 and 10 data properties
has lnType, has inst and has prefix of the ?LN is used to define variables ?LNlntype,
?LNinst and ?LNprefix respectively. Lines 12 to 16 concatenates the LN data properties
values to create the value for the FB data properties. At line 17, a new FB instance
is created with the name ?FB. At line 18, the object property has FB is created which
determines the association between the selected ?SubAppNetwork and the new ?FB. Lines
19 and 20 creates the data properties has FB Name and has FB Type for the new ?FB
with the values ?FBName and ?LNlnType respectively.

1 . /∗ RULE 5 2 − Creat ing FB in s tance in Appl i cat ion ∗/
2 . LDevice (? Ldevice ) ,
3 . App l i ca t ion (? Appl i ca t ion ) ,
4 . SubAppNetwork (? SubAppNetwork ) ,
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5 . has SubAppNetwork (? Appl icat ion , ?SubAppNetwork ) ,
6 . LN(?LN) ,
7 . has LN (? Ldevice , ?LN) ,
8 . has lnType (?LN, ?LNlnType ) ,
9 . h a s i n s t (?LN, ? LNinst ) ,
10 . h a s p r e f i x (?LN, ? LNpref ix ) ,
11 . −>
12 . swrlb : s t r ingConcat (?N1 , ? LNprefix , ’ ’ ) ,
13 . swrlb : s t r ingConcat (?N2 , ?N1 , ?LNlnType ) ,
14 . swrlb : s t r ingConcat (?N3 , ?N2 , ’ ’ ) ,
15 . swrlb : s t r ingConcat (?FBName, ?N3 , ? LNinst ) ,
16 . swrlb : s t r ingConcat (?FB, ’APP ’ , ?FBName) ,
17 . e swr l : c r e a t e I n s t a n c e (FB, ?FB) ,
18 . e swr l : c r ea teL ink ( has FB , ?SubAppNetwork , ?FB) ,
19 . e swr l : c r ea teL ink ( has FB Name , ?FB, ?FBName) ,
20 . e swr l : c r ea teL ink ( has FB Type , ?FB, ?LNlnType ) .

Listing D.3: Textual representation of RULE 5 2 written in eSWRL.

The last step is to develop the Prolog implementation of RULE 5 2 as shown in
Listing. D.4. Comparing the eSWRL and the Prolog rule shows almost a one to one cor-
respondence between the rules. At line 21, the Prolog predicate fail/0 is a built-in Prolog
predicate, which will fail when encountered by Prolog as a goal. This forces Prolog to
backtrack due to the negation as failure property of Prolog ensuring the implementation
of the SPIE execution scheme in Fig. 2. Line 22 is used to make always true execution
of the rule.

1 . r u l e 5 2 :−
2 . ’ LDevice ’ ( Ldevice ) ,
3 . ’ Appl icat ion ’ ( App l i ca t ion ) ,
4 . ’ SubAppNetwork ’ ( SubAppNetwork ) ,
5 . has SubAppNetwork ( Appl icat ion , SubAppNetwork ) ,
6 . ’LN’ (LN) ,
7 . has LN ( Ldevice , LN) ,
8 . has lnType (LN, LNlnType ) ,
9 . h a s i n s t (LN, LNinst ) ,
10 . h a s p r e f i x (LN, LNpref ix ) ,
11 . /∗ −> ∗/
12 . atom concat ( LNprefix , ’ ’ , N1) ,
13 . atom concat (N1 , LNlnType , N2) ,
14 . atom concat (N2 , ’ ’ , N3) ,
15 . atom concat (N3 , LNinst , FBName) ,
16 . atom concat ( ’APP ’ , FBName, FB) ,
17 . c r e a t e I n s t a n c e ( ’FB’ , FB) ,
18 . c r ea teL ink ( has FB , SubAppNetwork , FB) ,
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19 . c r ea teL ink ( has FB Name , FB, FBName) ,
20 . c r ea teL ink ( has FB Type , FB, LNlnType ) ,
21 . f a i l .
22 . r u l e 5 2 .

Listing D.4: Prolog representation of RULE 5 2.

A snippet of the resultant Prolog database generated by RULE 5 2 is shown in List-
ing. D.5, which shows only the LNs created for one LDevice. Five FB instances are
created, including the object property has FB and the data properties has FB Name
and has FB Type. Note that since the resultant facts are stored in the same database as
the source facts, there are possibilities for conflicts, e.g. duplication of facts. However,
this can be mitigated by designing the transformation rules in such a way to exclude
the generation of conflicting, redundant and irrelevant facts and thus, minimising the
potential for conflicts. For example, to mitigate the potential for conflicts between the
resultant and the source facts, one can ensure that the naming of the classes, data and
object properties between the two domains are different. In addition, namespaces can be
added as prefixes to Prolog facts to differentiate the facts between the two domains to
avoid duplications.

1 . /∗ Resultant Prolog Database c rea ted by RULE 5 2∗/
2 . /∗ Function Block In s tance s ∗/
3 . ’FB’ ( ’ APP Fd1 LPHDa 1 ’ ) .
4 . ’FB’ ( ’ APP Fd1 PIOCa 1 ’ ) .
5 . ’FB’ ( ’ APP Fd1 PTRCa 1 ’ ) .
6 . ’FB’ ( ’ APP Fd1 TCTRa 1 ’ ) .
7 . ’FB’ ( ’ APP Fd1 XCBRa 1 ’ ) .
8 . /∗ has FB Object Property ∗/
9 . has FB ( ’ ST APP SubAppNetwork ’ , ’APP Fd1 LPHDa 1 ’ ) .
10 . has FB ( ’ ST APP SubAppNetwork ’ , ’ APP Fd1 PIOCa 1 ’ ) .
11 . has FB ( ’ ST APP SubAppNetwork ’ , ’APP Fd1 PTRCa 1 ’ ) .
12 . has FB ( ’ ST APP SubAppNetwork ’ , ’APP Fd1 TCTRa 1 ’ ) .
13 . has FB ( ’ ST APP SubAppNetwork ’ , ’APP Fd1 XCBRa 1 ’ ) .
14 . /∗ FB Ins tance has FB Name Data Property ∗/
15 . has FB Name ( ’ APP Fd1 LPHDa 1 ’ , ’Fd1 LPHDa 1 ’ ) .
16 . has FB Name ( ’ APP Fd1 PIOCa 1 ’ , ’ Fd1 PIOCa 1 ’ ) .
17 . has FB Name ( ’ APP Fd1 PTRCa 1 ’ , ’Fd1 PTRCa 1 ’ ) .
18 . has FB Name ( ’ APP Fd1 TCTRa 1 ’ , ’Fd1 TCTRa 1 ’ ) .
19 . has FB Name ( ’ APP Fd1 XCBRa 1 ’ , ’Fd1 XCBRa 1 ’ ) .
20 . /∗ h a s I n t e r f a c e L i s t Object Property ∗/
21 . has FB Type ( ’ APP Fd1 LPHDa 1 ’ , ’LPHDa’ ) .
22 . has FB Type ( ’ APP Fd1 PIOCa 1 ’ , ’PIOCa ’ ) .
23 . has FB Type ( ’ APP Fd1 PTRCa 1 ’ , ’PTRCa’ ) .
24 . has FB Type ( ’ APP Fd1 TCTRa 1 ’ , ’TCTRa’ ) .
25 . has FB Type ( ’ APP Fd1 XCBRa 1 ’ , ’XCBRa’ ) .
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Listing D.5: Code Snippet of the Prolog Database showing the Prolog facts created by the
RULE 5 2.

After the FBs are instantiated in the IEC 61499 application, the next step is to
create the logical connections between the instantiated FBs in the application. Rule set
6 is used to create the logical connections and the abstract graphical representation of
RULE 6 1 is shown in Fig. 6. For each LNConnection instance, a Connection instance
is created for DataConnection and another Connection instance is also created for the
accompanying EventConnection. The Connection instance has two data properties. The
first data property is has Connection Source, which depicts the source of the connection
and the has Connection Destination depicts the target of the connection.

Figure 6: Abstract mapping rule RULE 6 1. Creating FB event and data connections in an
IEC 61499 application.

The resultant FB network of the overcurrent protection Fig. 4 is shown in Fig. 7. The
INITO output event is connected to the INIT input event of the neighbouring FB to
initialise the FBs. The other event and data connections between FBs are derived from
the protection schema in Fig. 4. The solid blue and grey lines show the event and data
connections respectively within an IED device. The dotted blue and grey lines show the
event and data connections between the IED devices.

6 Results

A snapshot of the Simulink model of the case study distribution system is shown in
Fig. 8. The primary of the wye-connected transformer is connected to a Three-Phase
Source block running at 130kV at 50Hz. The secondary ones, which are connected
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Figure 7: A snippet of the automatically generated FB network of the overcurrent protection in
Fig. 4 in a single IED.

Figure 8: Snapshot of Simulink model showing the the power source and two distribution feeders.

to the distribution feeders, are running at 6.3kV. The green coloured subsystems are
the communication channels, which actuate the connected CBs. The yellowed coloured
subsystems send the measurements to the FB application.
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Figure 9: Resultant FB application for the case study system automatically generated using
eSWRL.
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The resultant FB network of the case study system is shown in Fig. 9. For each PIED
device, six FBs are generated as shown in Fig. 7. The generated FB application includes
the FB instances in all the PIED devices, the event/data connections between the FBs
in a device and between the devices. To assess the correctness of the generated FB
application, the FB application is connected to the model of the plant in a co-simulation
environment [12] in a closed-loop manner. The co-simulation environment consists of
two simulation platforms. Matlab Simulink is used to simulate the physical process of
the distribution system and NxtStudio is used to simulate the distributed control logic.
The two simulation platforms communicate via Ethernet using the UDP/IP protocol,
which allows the Simulink model to send measurement data to the distributed control
application and vice versa with actuation trip signals from the control application to the
Simulink model.

Figure 10: Current measurement of Transformer (top) and feeder 1 (bottom) during distributed
bus protection.

The result of distributed bus protection is shown in Fig. 10. An overcurrent fault is
inserted at Feeder 1 at time 0.08 by the step function at OC CB1. The PIEDs on Feeder
1 and Transformer will both see the fault. However, the Transformer will block itself
from tripping its CB since it receives messages from the Feeder 1 PIED indicating it has
detected the fault at its Feeder. Thus the transformer PIED does not trip its CB and



7. Conclusions and Future Work 201

allows feeder 1 PIED to clear the fault.

7 Conclusions and Future Work

A methodology based on ontology transformation as part of the MDE approach to au-
tomatically generate decentralised CPS automation control system is presented. The
transformation rule language eSWRL is introduced and the constructs which enable the
transformation of ontology are presented. The presented methodology uses ontologies as
the source model and eSWRL is used to transform the source model to the target model,
which is also an ontology. In this paper, the methodology was applied to demonstrate the
applicability of ontology transformation to automatically generate a complete substation
automation control system with signal connections in the automation control system.
The proposed approach is demonstrated on a smart grid case study system where a for-
mal description of the specification is used to automatically generate the control system.
What is generated in the resulting control system is an IEC 61499 application with FB in-
stances and the logical connections between the FBs. The methodology presented in this
paper can also be extended to other domains where automatic generation is applicable
when there exists a source ontology.

Future work includes improving the first model transformation approach discussed in
section V, subsection A, by also generating the internal of the FBs, which includes the
ECC and the algorithms of each FBs. The modelling of basic FB ECCs can be built
on the refactoring work on ECCs in [49]. In addition, validation on the transformed
target ontology can be introduced to ensure the target conforms to the pre-conditions,
post-conditions and invariants imposed on the transformation are met [43, 44]. In the
context of the case study application, it is worth exploring the possibility of reverse model
transformation, that is generating a partial IEC 61850 specifications from an IEC 61499
configuration.
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Abstract

The so-called Smart Grid is said to be enabled with bi-direction communication networks
and energy flow. IEC 61850 is a substation communication standard which improves in-
teroperability of the substation design. IEC 61499 is an automation standard which
can be used for implementation of control in IEC 61850 models. This work is utilizing
Model Driven Engineering techniques for substation automation systems, specifically us-
ing ontology models to automatically generate IEC 61499 distributed automation control
systems. eSWRL is the proposed ontology transformation and it is necessary to develop
an execution model for executing the transformation rules. This paper explores the use of
several execution semantic models for eSWRL and illustrates the use of the most suitable
execution model for the context of this work. In the case study, eSWRL rules are written
using the execution models discussed in this paper to generate a distributed automation
control library in IEC 61499.

1 Introduction

The future smart grid can be seen as a complex Cyber-Physical System [1] (CPS) with
many decomposed physical components interacting with distributed cyber processes. It is
expected that a smart grid will be integrated with modern digital communication and bi-
directional power delivery in order to integrate renewable energy resources and increase in
efficiency [2]. Implementation of such architecture implies a greater interaction between
the utilities and consumers with real-time data, changing consumers to prosumers actively
participating in the energy generation and distribution process [2]. There are various new
challenges in modelling a complex CPS system like a smart grid which includes modelling
the physical components and implementing a decentralized control system which is able
to interact between these cyber-physical components in a networked environment.

A practical step towards addressing these challenges is the industrial standard IEC
61850. IEC 61850 is a substation automation standard which aims to provide interop-
erability to communication between substations. IEC 61850 introduces object-oriented
modelling which de-composes a substation to small components. A decomposed com-
ponent could be a physical component (i.e. a circuit breaker) and a cyber component
(i.e. overcurrent function) in a substation. These components are modelled in IEC 61850
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as Logical Nodes (LN), a hierarchal information model which provides comprehensive
modelling of the component. However, in order to preserve interoperability, IEC 61850
does not provide any means of logical implementation within these LN models.

IEC 61499 is an open standard and a reference architecture for distributed automation
systems [3] and it is capable of providing the implementation modelling of LNs. The
building block of IEC 61499 is the Function Block (FB) artefacts which introduces object
orientation and decomposition to automation control systems. IEC 61499 is used in
factory automation, material handling and recently, in the substation automation domain
[4]. There are lots of synergies between the two standards in their approach to engineering
distributed systems since both utilizes top-down design approach and object orientation.
In addition, harmonizing or complementing the two standards addresses the information
and the control layer, two of the interoperability layers in the smart grid architecture
proposed by the National Institute of Standards and Technology (NIST) [5].

This paper builds on the work in [6] where extended Semantic Web Rule Language
(eSWRL) model transformation execution models are discussed for the purpose of model
transformation for automation control. The paper is structured as follows. Chapter
II outlines the related works. Chapter III discusses Model Driven Engineering using
ontology models and the eSWRL transformation language. Chapter IV discusses the
IEC 61850 information models. Chapter V presents the case study and usage of eSWRL
rules written in a specific transformation execution model. Lastly, Chapter VI outlines
the conclusion and future work.

2 Related Works

There are ongoing works in the smart grid automation research domain demonstrating
the viability of a solution which harmonizes IEC 61850 and IEC 61499. The intelligent
Logical Node (iLN) [7, 8] architecture proposes the modelling of LNs as FBs and imple-
menting local agent intelligence within each iLN. The iLN control is validated using a
Co-Simulation environment [9] between Matlab Simulink and the FB development plat-
form NxtStudio [10]. An open solution which utilizes open-source solution is shown in
[11], which utilizes the open-source IEC 61499 development platform 4DIAC [12] and
takes a different approach in the modelling of the LNs in IEC 61499.

Model-driven engineering (MDE) is a technique where formal models are used to
engineer the final solution. IEC 61850 introduced MDE in the form of Substation Con-
figuration Languages (SCL). The SCL configuration language is used to model different
aspect of the engineering process captured in Extensible Markup Language (XML). The
overall design is captured in the Substation Configuration Design (SCD) which contains
the overall system configuration, the overall communication configuration, LN definitions
and individual IED configurations.

There are existing works which utilize SCL as the source model for the purpose of
model transformation. SCD is used in [13] to transform LN models to control code in the
C programming language. In [14], the Common Information Model (CIM) which consists
of the standards IEC 61970 and IEC 61968 are supplemented on top of IEC 61850 and
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IEC 61499 to create a semantic driven approach to automatically generated automation
control. In [15], IEC 61850, CIM and Companion Specification for Energy Metering
(COSEM) are used to develop a service-oriented solution to improve the management of
the enterprise architecture for the smart grid by means of MDE. The MDE driven solution
SysGrid is proposed in [16] which utilizes SCL as the source models for automatically
transforming distributed automation control.

There are limited numbers of MDE driven research works which explore the use of
ontology as the means of modelling. The motivation of using ontology is due to the lack
of relational semantics in the SCL XML models when used as the source model and to
address the limitation in [16] where meaningful logical connections between FBs in an
IEC 61499 application cannot be automatically transformed due to the lack of semantics
in SCL models. This work builds on the development of the ontology transformation
language eSWRL from [6, 17] by discussing the execution models of the transformation
rules when using the eSWRL language.

3 Ontology Model Transformation and Execution Se-

mantics of eSWRL

3.1 Model Driven Engineering

MDE is widely used in software engineering [18, 19] for engineering large complex systems.
The aim of MDE is to engineer solutions centred on the use of models. A model is an
abstraction [20] of the system specification which can describe the structure, functionality
and behaviour of the system operating under in certain context. Models are formal if the
various constructs within the model are linked via well-defined semantic description.

In MDE, there are two core models used in the engineering process. The first core
model is the Platform Independent Model (PIM) model. The PIM model is the initial
high-level abstraction model of the source domain which does not contain any information
or features of any target platform. The second core model is the Platform Specific Model
(PSM). The PSM model is the platform-specific model which contains the implementation
details and features of the target platform which can be further transformed to executable
software control codes for the target platform. In between these two core models are
model transformation, which transforms the source PIM model to the target PSM model.
The transformation of models is dictated by mappings or transformation specifications
which governs the transformation of constructs between domains from the PIM model to
the PSM model.

The scope of this paper is in the transformation stage of MDE model transformation.
The development of the PIM model and the development of the transformation rules are
out of the scope of this paper.
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3.2 eSWRL transformation language

The model transformation language eSWRL was developed for the purpose of transform-
ing ontology models. The motivation behind the development of model transformation
centred on the use of ontologies models for this paper is discussed in depth in [6, 21].

Ontology is a capable modelling language for modelling PIM and PSM models since it
is adept at expressing semantic relationships between ontological entities. The Semantic
Web Rule Language (SWRL) language is a language for the semantic web which is used
to make reasoning on ontologies and even to process them a little bit. SWRL is capable of
inferring new relations between axioms in ontologies. However, for the purpose of model
transformation, SWRL is not suitable due to the monotonicity property of underlying
logic. This means that it is not possible to delete classes, instances of classes, relations
or creating classes or instances. Therefore, a modification of the SWRL language - the
extended SWRL (eSWRL) was proposed to extend the standard SWRL constructs with
new constructs which are able to create/delete new classes and new instances of classes.
The development of the constructs createInstance(a,b) and createLink(a,b,c) for creating
new class instances and new data/object properties respectively are discussed in [6, 21].

The underlying transformation engine of eSWRL is prototyped in the Prolog [22]
language. There are several advantages of prototyping the transformation engine in
Prolog [21]. Firstly, both ontology languages and Prolog are declarative languages and
based on the same logical foundation. Therefore, there is a minimal semantic gap between
them. Secondly, Ontology Web Language (OWL)-based ontologies can be expressed in
the forms of description logic programs (DLP) and thus, as a rule, ontologies can be
completely prototyping in a Prolog system (e.g., SWI Prolog [23]).

3.3 Execution semantics of eSWRL model transformation

Several models of execution semantics were considered when prototyping the execution
of eSWRL rules for model transforming. One of the advantages of prototyping the
transformation as Prolog programs is the flexibility in changing the execution semantics
of the rules based on the model that is subject to be transformed. This flexibility is
shown in the case study example in Chapter V.

The first execution model considered was the Single pass sequential execution (SPSE)
model in Fig. 1. Note that the vertices represent each transformation rule and the edges
represent the ordering of the rules executed. In the SPSE execution model, Rule 1 will
be executed once followed by Rule 2, eventually terminating at Rule N, where N is the
maximum number of rules. SPSE model is applicable when mappings of types ”one-
to-one” (1:1) or ”one-to-many” (1:N) between individuals of the source and the target
ontologies are used. This execution model is more suitable for models which have a
linear structure rather than a structure with a high level of encapsulation. However, the
information models in IEC 61850 which includes the LN models are highly hierarchical,
contain several layers of encapsulation and have complex mappings. Therefore, the SPSE
execution model was not considered to be applicable for model transformation for this
work.
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Figure 1: Single pass sequential execution model.

The second execution model is the Single pass iterative execution (SPIE) model as
shown in Fig. 2, where iterations are introduced to each of the rules. The iterations of
each rule are governed by the Enable Y value which enables the current rule to be iterated
and the Not Enable N value which disables iteration of the current rule and allows the
next rule in the chain to be executed. Therefore, a rule will continue to execute until
it is no longer applicable. Note that since the execution of each rule is independent of
each other, there are situations where dependency between rules can occur when the
subsequent rules rely on Prolog facts created in the proceeding rules. Therefore, the
orders in which the rules are executed are important when using this execution model.
However, if the orders of the rules are written in a top-down approach, where the top
level of the hierarchy is created first before continuing downwards, this limitation can
be minimized. SPIE model is more applicable in case of mappings of types N:1 or N:M.
Moreover, for SPSE and SPIE models the following condition should be satisfied: ”The
execution of any rule has not to generate facts stimulating the execution of any previous
rule”.

Figure 2: Single pass iterative execution model, where Y - Rule is enabled, N - Rule is not
enabled.

If this condition is not satisfied then it is reasonable to use a cyclic execution model,
for example, Cyclic iterative execution (CIE) model in Fig. 3.

Figure 3: Cyclic iterative execution model.
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For the work described in this paper, SPIE is considered as the best execution model
to be used as the execution model for model transformation due to the hierarchal nature
of both the source and the target models. The development of the rules which can be
written to fit this model of execution is shown in Chapter V.

4 IEC 61850 Information Models

4.1 IEC 61850 logical nodes

For the purpose of interoperability, IEC 61850 introduces a hierarchical data model for
modelling the power distribution systems in IEC 61850-7-4 [24] and object orientation
to the data models in order to standardize the communication and data representation
between devices. The highest level of the hierarchy is the Physical Device. Next level
down is the Logical Devices. Within the Logical Devices are the LNs. The LNs are
the decomposition of the substation components which can either represent a functional
entity (e.g. overcurrent protection) or a physical entity (e.g. Circuit Breaker). Each
LN follows a set template with standardized data objects (DO). However, each LN are
customizable with mandatory and optional DOs in each LN.

4.2 Implementing control logic in logical nodes

The modelling of LN as FBs is based on the iLN concept and the implementation of logic
within the FBs are discussed in [25]. When LNs are implemented as iLNs, the interfaces
of the FBs list all the DOs of a LN as input and output variables. However, if you
consider LNs to be a consumer and producer of data, DOs which are consumed by the
LN should not be an output variable and vice versa for data which is to be produced by
the LN. In this work, the determination of whether the DO is an input variable or output
variable is dependent on the category in which the DO belongs to. The class definition
of the Current Transformer LN TCTR is shown in Fig. 4. In the TCTR LN, there are
four DO categories. These are Descriptions, Status Information, Measured and Metered
Values and Settings which are abbreviated to DE, ST, MX and SE respectively for the
purpose of this work. Both Description and Settings are considered to be input variables
since they are used to parameterize the LN. Status Information and Measured Values are
considered to be output variables since this information is produced by the LN. Under
these categorization, the DOs EEName, ARth, HzRtg, Rat, Cor AngCor and CorCrv are
input variables. The DOs EEHealth, OpTmh and AmpSv are output variables.

5 Case Study: eSWRL Model Transformation

The sample iLN library to be automatically generated is the distributed protection library
for the distribution system in [26]. The overcurrent protection for a single feeder is shown
in Fig. 5.
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Figure 4: IEC 61850 TCTR LN Class Definition [24].

Figure 5: Overcurrent protection on a single feeder IED.

In this simplified representation of the overcurrent scheme, there are four LNs. The
first is the current transformer LN TCTRa. The second is the Overcurrent LN PIOCa.
The third is the trip conditioning LN PTRCa and the fourth is the circuit breaker LN
XCBRa. The aim of the case study is to demonstrate how the SPIE execution semantics
can be used to automatically generate an iLN FB library. The interfaces of the FBs will
be generated according to the categorization of the LN DOs in Chapter IV, section B.
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Generating the internal Execution Control Chart (ECC) and algorithms of the FBs are
out of the scope of this work.

5.1 Creating FBTypes from LNodeTypes

In an IEC 61850 logical device, all the LN instances are instantiated from a Logical Node
Type (LNodeType). A LNodeType is an instantiable template of the LN which can be
instantiated in an IEC 61850 logical device with selections of Data objects derived from
the LN class template in Fig. 4. In IEC 61499, equivalent artefacts exist in the form
of FB Types and FB instances. There are three representation forms of eSWRL rules:
graphical representation, textual eSWRL, and Prolog-based implementation. In this
work, only the first and the third forms will be considered. The graphical representation
of the first transformation rule showing the transformation mapping between LNodeType
and FBType is shown in Fig. 6. The graphical representation is similar to the graph
rewrite rules in typed attributed graph grammar [27] where the ontology elements are
represented as vertices and arcs. The rules governing the creation of IEC 61499 FBType
from IEC 61850 LNodeType are as follows:

Figure 6: RULE 1 1: Creating FBType from LNodeType.

1. For every LNodeType, an equivalent FBType individual is created with the individ-
ual name of ?LnodeID derived from the LNodeType has id data property value.
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2. The associated object property is an auxiliary object property which is added to
allow the ease of access of the LNodeType in subsequent rules. The object property
links the LnodeType to its equivalent FBType counterpart.

3. For every FBType, a new data property has FBType Name is created with the value
?LnodeID.

4. Every FBType has InterfaceList which contains the interface of the FBType. The in-
terface includes input/ output events, input/output data and plugs/sockets adapters.
The name of the InterfaceList is a string concatenation of ?LnodeID and ‘ InterfaceList’.

5. An object property has InterfaceList is created to link the FBType individual with
the InterfaceList individual.

1 . /∗ RULE 1 1 − Creat ing FBtype with LNodeType i n c l u d i n g
FBInter face ∗/

2 . RULE 1 1:−
3 . ’LNodeType ’ ( Lnode ) ,
4 . ha s id ( Lnode , LnodeID ) ,
5 . /∗ −> ∗/
6 . c r e a t e I n s t a n c e ( ’FBType ’ , LnodeID ) ,
7 . c r ea teL ink ( a s s o c i a t e , Lnode , LnodeID ) ,
8 . c r ea teL ink ( has FBType Name , LnodeID , LnodeID ) ,
9 . atom concat ( LnodeID , ’ I n t e r f a c e L i s t ’ , FbInte r f ace ) ,
10 . c r e a t e I n s t a n c e ( ’ I n t e r f a c e L i s t ’ , FbInte r f ace ) ,
11 . c r ea teL ink ( h a s I n t e r f a c e L i s t , LnodeID , FbInte r f ace ) ,
12 . f a i l .
13 . RULE 1 1 .

Listing E.1: Prolog implementation of RULE 1 1.

The Prolog implementation of RULE 1 1 is shown in Listing.E.1. At line 3, a LN-
odeType is selected and stored in the variable ?Lnode. At line 4, the data property
has id of the LNodeType is selected and the value is stored in the variable ?LnodeID. At
line 6, a new FBType individual is created with the identifier ?LnodeID. At line 8, the
has FBType Name data property instance is created with the value ?LnodeID. At line 10,
the InterfaceList individual is created which will list all the event and data inputs/out-
puts of the FB. There is only one InterfaceList for a FBType and it is created at the same
time the FBType is created. At line 11, the has InterfaceList object property instance
is created linking the FBType individual and the InterfaceList individual. At line 12,
the Prolog predicate is the fail/0 predicate. The fail/0 is a built-in Prolog predicate
which will fail when encountered by Prolog as a goal. This will force Prolog to backtrack
due to the negation as failure property of Prolog. The fail/0 implements the rule per
iteration in the SPIE execution semantics. Without the fail/0 predicate, the execution
would follow the SPSE execution semantic where each rule is only executed once. Line
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13 is used to make always true execution of the rule. Therefore, RULE 1 1 will continue
to iterate until it is not able to. In the context of the case study, RULE 1 1 will continue
to execute until all LNodeType in the Prolog database are processed.

The Prolog database resulting from transformation RULE 1 1 is shown in Listing.E.2.
In total, four FBTypes, TCTRa, PIOCa, PTRCa and XCBRa are created as shown in
line 3 to line 6. In addition, the properties has FBType Name, has InterfaceList and the
four InterfaceList instances are generated.

1 . /∗ Resultant Prolog Database from RULE 1 1∗/
2 . /∗ FBTypes ∗/
3 . ’FBType ’ ( ’TCTRa’ ) .
4 . ’FBType ’ ( ’ PIOCa ’ ) .
5 . ’FBType ’ ( ’PTRCa’ ) .
6 . ’FBType ’ ( ’XCBRa’ ) .
7 . /∗ has FBType Name Data Property ∗/
8 . has FBType Name ( ’TCTRa’ , ’TCTRa’ ) .
9 . has FBType Name ( ’PIOCa ’ , ’PIOCa ’ ) .
10 . has FBType Name ( ’PTRCa’ , ’PTRCa’ ) .
11 . has FBType Name ( ’XCBRa’ , ’XCBRa’ ) .
12 . /∗ I n t e r f a c e L i s t ∗/
13 . ’ I n t e r f a c e L i s t ’ ( ’ TCTRa InterfaceList ’ ) .
14 . ’ I n t e r f a c e L i s t ’ ( ’ PIOCa Inter faceLis t ’ ) .
15 . ’ I n t e r f a c e L i s t ’ ( ’ PTRCa InterfaceList ’ ) .
16 . ’ I n t e r f a c e L i s t ’ ( ’ XCBRa InterfaceList ’ ) .
17 . /∗ h a s I n t e r f a c e L i s t Object Property ∗/
18 . h a s I n t e r f a c e L i s t ( ’TCTRa’ , ’ TCTRa InterfaceList ’ ) .
19 . h a s I n t e r f a c e L i s t ( ’PIOCa ’ , ’ PIOCa Inter faceList ’ ) .
20 . h a s I n t e r f a c e L i s t ( ’PTRCa’ , ’ PTRCa InterfaceList ’ ) .
21 . h a s I n t e r f a c e L i s t ( ’XCBRa’ , ’ XCBRa InterfaceList ’ ) .

Listing E.2: Prolog database showing the Prolog facts created by RULE 1 1.

After the FBTypes are created, the next step is to create the FB interfaces. The graph-
ical representation of RULE 1 3 is shown in Fig. 7. Note the FBType class is linked with
classes EventInputs, Event and InputVars, these individuals are created in RULE 1 2.
Note that RULE 1 2 are not shown in this paper since these individuals do not depend on
the LN class definitions. In addition, the standardized initialization input event (INIT )
and initialization out (INITO) output event are also created in RULE 1 2. In RULE 1 3,
a new VarDeclaration and a With individual is created for each DO in the LN. The
VarDeclaration class has two data properties, has VarDeclaration Name which describes
the name of the variable and has VarDeclaration Type, which describes the type of the
variable. Each VarDeclaration class individual which represents an input variable are as-
sociated with the InputVars individual with the object property has VarDeclaration. The
With individual indicates what variables are associated with what event. For the default
LN class DOs, the input variables are associated with the Request (REQ) input event
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Figure 7: Graphical representation of RULE 1 3. Creating FB input variables from IEC 61850
LN DO.

and the output variables are associated with the Confirmation (CNF ) output event. Each
With individual has the data property has With var describing the associated variable
and the With is linked to the Event.

The Prolog implementation of RULE 1 3 is shown in Listing. E.3. Line 4 selects a
FBType and its corresponding LNodeType is selected by using the associate object prop-
erty at line 7. At line 8, the DO of the current FBType is selected. At line 12 the data
property has DOCategory is selected and its value contains the abbreviated values of the
DO category in which the DO belongs to. At line 14, the selected DO is checked on
whether it belongs to the SE or the DE categorization group. Note the dependency of
previously created facts in RULE 1 3 with the FBType, InterfaceList, EventInputs, Input-
Vars and the object properties associate, has InterfaceList, has EventInputs, has Event,
has InputVars which were created in RULE 1 1 and RULE 1 2. If rules RULE 1 1 and
RULE 1 2 were not executed before RULE 1 3, then rule RULE 1 3 would not be able
to execute. RULE 1 4 are the same as RULE 1 3 except it creates the output variables
for DOs which are categorized as Status and Measured and metered values.

1 . /∗ Creat ing FB Input I n t e r f a c e s RULE 1 3 ∗/
2 . /∗ Creat ing InputVar i f DOCategory = SE , DE and a s s o c i a t e

with InputEvent ’REQ’ ∗/
3 . RULE 1 3:−
4 . ’FBType ’ ( Fb) ,
5 . ’LNodeType ’ ( Lntype ) ,
6 . has FBType Name (Fb , FbtypeName ) ,
7 . a s s o c i a t e ( Lntype , Fb) ,
8 . ’DO’ ( Do) ,
9 . has DO ( Lntype , Do) ,
10 . has type (Do , Dotype ) ,
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11 . has name (Do , Doname) ,
12 . has DOCategory (Do , Docategory ) ,
13 . a tom st r ing (Y, Docategory ) ,
14 . member(Y, [ ’ SE ’ , ’DE’ ] ) ,
15 . ’ I n t e r f a c e L i s t ’ ( FbInte r f ace ) ,
16 . h a s I n t e r f a c e L i s t (Fb , FbInte r f ace ) ,
17 . ’ EventInputs ’ ( Ei ) ,
18 . has EventInputs ( FbInter face , Ei ) ,
19 . ’ Event ’ ( Event ) ,
20 . has Event ( Ei , Event ) ,
21 . has Event Name ( Event , EventName ) ,
22 . a tom st r ing (Z , EventName ) ,
23 . Z == ’REQ’ ,
24 . ’ InputVars ’ ( Iv ) ,
25 . has InputVars ( FbInter face , Iv ) ,
26 . /∗ −> ∗/
27 . atom concat (FbtypeName , ’ ’ , N1) ,
28 . atom concat (N1 , Doname , VarD) ,
29 . c r e a t e I n s t a n c e ( ’ VarDeclarat ion ’ , VarD) ,
30 . c r ea teL ink ( has VarDec larat ion , Iv , VarD) ,
31 . c r ea teL ink ( has VarDeclaration Name , VarD , Doname) ,
32 . c r ea teL ink ( has VarDeclarat ion Type , VarD , Dotype ) ,
33 . atom concat (EventName , ’ ’ , N2) ,
34 . atom concat (N2 , VarD , N3) ,
35 . atom concat (N3 , ’ With ’ , With ) ,
36 . c r e a t e I n s t a n c e ( ’ With ’ , With ) ,
37 . c r ea teL ink ( has With , Event , With ) ,
38 . c r ea teL ink ( has With Var , With , Doname) ,
39 . f a i l .
40 . RULE 1 3 .

Listing E.3: Prolog implementation of RULE 1 3.

The resultant FB for the LN TCTRa when the above rules are executed is shown in
Fig. 8. The INIT and INITO are events which are always created to parametrize the
function block. The REQ input event is associated with the DOs which are under the
category Description and Settings. Note that the variables Name Plate (NamPlt) and
Mode (Mod) are not in the TCTR class definition in Fig. 4. This is because both of these
two variables belong to the common LN which supplements all LN definitions, but are not
shown in individual LN class definitions. The output event CNF is associated with the
output variables from the Status and the Measured and Metered Values category. Note
that DOs Behavior (Beh) also belongs to the common LN. The REQ and CNF events
are both created in RULE 1 2 and the LN class specific output and input variables are
created in RULE 1 3 and RULE 1 4 respectively.
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Figure 8: FB representation of automatically generated TCTR LN.

6 Conclusion

The aim of this paper is to discuss the execution semantics for the eSWRL transformation
language to automatically transform substation specifications to distributed automation
control. eSWRL was developed for the purpose of enabling MDE model transformation
for ontology models. The resultant automation control is based on the iLN architecture
where each IEC 61850 LN is transformed to an equivalent representation in IEC 61499
FB. Due to the high level of encapsulation in the LN information models, the execution
model which was used for generating the case study automation control library was the
Single Pass Iterative Execution Model. The SPIE model iterates each rule until it can
no longer execute. This execution model takes into account a dependency between rules
and therefore, the order in which the rules are executed is important. In this case study,
the SPIE execution model was used to generate an FB library with FB interfaces based
on the categorization of DOs. For future work, this execution model could be used to
generate a full FB application with networks of FB to create the overcurrent protection
scheme in Fig. 5. In addition, generating the internals of the FBs which includes the
ECC and the algorithms will also be part of the future work. One direction for modelling
of basic FB ECC can be based on the refactoring work on ECCs in [28].
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[18] J. Bézivin, “On the unification power of models,” Software & Systems Modeling,
vol. 4, no. 2, pp. 171–188, May 2005.

[19] A. L. Ramos, J. V. Ferreira, and J. Barcelo, “Model-based systems engineering: An
emerging approach for modern systems,” IEEE Transactions on Systems, Man, and
Cybernetics, Part C (Applications and Reviews), vol. 42, no. 1, pp. 101–111, Jan
2012.

[20] J. Ludewig, “Models in software engineering – an introduction,” Software and
Systems Modeling, vol. 2, no. 1, pp. 5–14, Mar 2003. [Online]. Available:
http://dx.doi.org/10.1007/s10270-003-0020-3

[21] V. Dubinin, V. Vyatkin, C.-W. Yang, and C. Pang, “Automatic generation of au-
tomation applications based on ontology transformations,” in Proceedings of the
2014 IEEE Emerging Technology and Factory Automation (ETFA), Sept 2014, pp.
1–4.

[22] C. M. William Clocksin, Programming in Prolog. Springer-Verlag Berlin Heidelberg,
2003.

[23] “Swi-prolog,” 2016. [Online]. Available: http://www.swi-prolog.org/

[24] “IEC 61850-7: Basic communication structure - compatible logical node classes and
data object classes,” International Standard, First Edition, Geneva, 2009.

[25] C.-W. Yang, V. Vyatkin, N. K. C. Nair, and J. Chouinard, “Programmable logic
for iec 61850 logical nodes by means of iec 61499,” in IECON 2011 - 37th Annual
Conference of the IEEE Industrial Electronics Society, Nov 2011, pp. 2717–2723.

[26] A. Apostolov and B. Vandiver, “Iec 61850 goose applications to distribution pro-
tection schemes,” in 2011 64th Annual Conference for Protective Relay Engineers,
April 2011, pp. 178–184.



224

[27] H. Ehrig, K. Ehrig, U. Prange, and G. Taentzer, Fundamentals of Algebraic Graph
Transformation (Monographs in Theoretical Computer Science. An EATCS Series).
Secaucus, NJ, USA: Springer-Verlag New York, Inc., 2006.

[28] V. Vyatkin and V. Dubinin, “Refactoring of execution control charts in basic func-
tion blocks of the iec 61499 standard,” IEEE Transactions on Industrial Informatics,
vol. 6, no. 2, pp. 155–165, May 2010.



Paper F

On Requirements-driven Design of
Distributed Smart Grid

Automation Control

Authors:
Chen-Wei Yang and Valeriy Vyatkin

Reformatted version of paper originally published in:
IEEE 14th International Conference on Industrial Informatics (INDIN) 2017

c© 2017, IEEE, Reprinted with permission.

225



226



On Requirements-driven Design of Distributed

Smart Grid Automation Control

Chen-Wei Yang and Valeriy Vyatkin

Abstract

This paper proposes a novel method of modelling requirements for smart grid automation
systems that fit and complement the leading standards used for software development in
smart grid: IEC 61850 and IEC 61499. Ontological representation is used to formally
model the systems requirements and the integration of the requirement modelling to be
used in conjunction with IEC 61850 specifications and IEC 61499 implementation. The
proposed model is illustrated on a case study presented by the CIGRE working group
where the system requirement in natural language was firstly modelled in ontology, then
implemented in IEC 61499. Lastly, the resulting IEC 61499 control system was tested
and validated against the system requirement by signal testing of the end control system.

1 Introduction

Cyber-physical systems (CPS) are a collection of physical and computing processes inter-
acting via a communication network. The Smart Grid is an example of a complex CPS
.[1] with many distributed physical components interacting with distributed computing
devices and processes. The interactions between the physical and the logical processes are
enabled with the introduction of digital communication [2] and bi-directional energy flow
[3] in the smart grid. The physical components of a smart grid are made up of sensors
equipment which measures telemetry measurements such as voltages, currents and actu-
ation equipment such as circuit breakers or switches for protection or control processes.
The logical processes of a smart grid are made up of protection and control services
running across the entire smart grid. Examples of protection services include fault and
safety management services and example of control processes includes energy and smart
load management services. These logical processes are traditionally implemented on
singular intelligent electronic devices (IED). However, with the greater integration of re-
newable energy resources and the greater interaction between the utilities and consumers,
a centralized control architecture will no longer be sufficient. Therefore, in a smart grid
architecture where the physical and the logical entities becomes more distributed and less
centralized, there is a need to addresses the new design challenges of the emerging smart
grid with the shift in infrastructure from centralized to distributed and this applies to
both the physical and the logical component of the smart grid. Example of the design
challenges includes the need of modelling the distributed physical architecture, modelling
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of the distributed logical process and interoperable communication network between the
myriads of independent physical and logical processes.

On the automation side, IEC 61499 is an industrial standard which provides a ref-
erence architecture for designing and modelling of distributed control systems [4]. IEC
61499 is adept at modelling modular logical process for distributed control systems with
basic modelling artefacts known as function blocks (FB). IEC 61499 introduces object ori-
entation and top-down design approach to the modelling of automation control systems.
IEC 61499 is widely adopted in other automation domains such as material handling, fac-
tory automation and building automation systems [5]. In addition, IEC 61499 also been
used to smart grid applications where it is used to model the IEC 61850 specifications
for the automation system [6, 7].

IEC 61850 is a substation automation standard with the aim of introducing communi-
cation interoperability to distributed substation systems. IEC 61850 introduces the con-
cept of logical nodes (LN) which models physical (e.g. primary equipment) and functional
(e.g. protection functions) specifications and each LN has a predefined dataset that is
necessary to model the said function or physical specification. Interoperability is achieved
by standardizing the communication interface and the communication protocols within
the substation. In addition to communication interoperability, IEC 61850 also introduces
life cycle modelling of substations by means of the Substation Configuration Language
(SCL) [8]. The SCL models cover the design life cycle from the specification stage to the
testing stage as shown in Fig 1. This introduces a pathway for utilizing model-driven
engineering (MDE) design techniques in the design of IEC 61850 based control systems.
However, the SCL only introduces MDE at the specification level, whereas engineering
lifecycle begins at the requirement level as illustrated in Fig 1. Therefore, there is a need
for the ability to formally model system requirements that can lead to the design flow
specified in the SCL specifications as requirements engineering is vital in the design of
the smart grid Information and Communication Technologies (ICT) infrastructure [9].

System requirements are typically written in natural languages. However, natural
language is not easily understandable or interpretable by machines and is also prone to
ambiguities in the human interpretation, which could be catastrophic and costly if dis-
covered deep in the design process. Formal modelling of system requirements can reveal
these ambiguities early and create a format which is machine readable and therefore,
can be integrated into the IEC 61850 design flow and used in conjunction with the SCL
specifications.

The scope of the paper covers the formal modelling of substation system requirements
using ontology models for the semantic web, the implementation of the formal require-
ment in IEC 61499 using IEC 61850 specifications and lastly, the validation of the IEC
61499 control system against the system requirement.

The paper is structured in the following way. Section II discusses the related works in
requirement engineering in automation systems, Section III defines the ontology model
for the modelling of the requirements. Section IV introduces the case study distributed
system from CIGRE which is used to illustrate the proposed modelling process. This
section covers the modelling of one of the system requirement in ontology, the imple-
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Figure 1: Windfall engineering life-cycle for substation design.

mentation of the requirement in IEC 61499 based on IEC 61850 specifications. Lastly,
the paper is concluded in section V which discusses the result of the paper and possible
future works.

2 Related Works

In [10], the cost-efficient methods and processes for safety-relevant (CESAR) require-
ments meta-modelling are adopted for a distributed protection system for the smart
grid. The requirements are modelled using the boiler-plates methodology which provides
semi-formal modelling of requirements. Boil-plates represent a defined set of structures
which can be used to describe requirements in a standardized method. However, it is not
clear how the modelling of the requirements in the boiler-plates leads to the executable
specification, such as IEC 61499 since the use of the ontology model in this work is for
the purposes of tracing the resulting IEC 61499 system and the requirement.

There are also works on semi-automated transformation methodologies which focus
on transforming case studies or formal requirement models from the natural language rep-
resentation. In [11], a methodology is presented in which natural language requirements
are transformed to use-case diagrams in UML. The transformation identifies the use-
case actors within the natural language description and creates context use-case diagram
based on the contextual comparison model. In [12], a semi-automatic transformation
methodology is proposed which aims to automatically transform natural language rep-
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resentation of requirements to boiler-plates which are used for requirement formalism
since they support automated requirement analysis and is a semi-guided representation
of the natural language requirement. The transformation is aided using domain ontol-
ogy to correct typographic errors in natural language. The use of ontology is to correct
typography errors in the transformation and acts as a reference dictionary whereas, in
this paper, the ontology is used to formally model the requirement itself.

In [13], a method to automatically generate test cases from system requirement for
CPS system based on model-driven engineering (MDE) technique is proposed. The pro-
posed methodology uses various linked ontology models in the whole design chain in order
to trace the development of the system at each step of the design process.

In summary, there are existing works on the application and modelling of system
requirements in the research field. Within the smart grid domain, the formal modelling
of system requirements is still lacking. This paper adopts the use of ontology for mod-
elling system requirements for smart grid applications and focuses on the integration of
requirement engineering to IEC 61850.

3 Requirement Modeling in Ontology

3.1 Motivation

The motivation behind this work arose from the CIGRE taskforce 5.02 meeting in June
2016 in Paris where the aim of the discussion was to examine the existing methods which
are best suited for the modelling of functional requirements which can be an additive to
the IEC 61850 design chain and the testing of the system requirement.

It is important at this stage to make a clear distinction of the differences between
requirement and specification to illustrate why IEC 61850 is not considered a require-
ment modelling language. A requirement describes a behaviour or role of the system and
hence, describes WHAT the system needs. An example of a system requirement is as
follows:

Transformer should be tripped during overload currents superior to 120 percent on
any of its coils.

Which defines a certain behaviour or role the system must perform with no inkling
of how this role can be implemented. A specification defines HOW the requirement can
be implemented. An example of a specification with respect to the requirement above is
as follows:

An overcurrent protection can be implemented on the primary and secondary side of
the transformer to detect the overload.

Which specifies the implementation of the overcurrent protection function on both the
primary and the secondary side of the transformer to detect the overload. This specifica-
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tion can be modelled in IEC 61850 with the LNs Protection Instantaneous Overcurrent
(PIOC) for overcurrent protection function. It is not possible to model requirements in
IEC 61850 since the LN modelling artefacts fall under the category of specification defi-
nition rather than requirements since the LNs model a certain functionality or physical
equipment.

In addition to the modelling of the system requirement, it is also paramount to be able
to validate the correctness of the end system with respect to the initial design requirement
and the most common software testing technique that is used for validating requirement
in black box testing. IEC 61499 can model the specification, the implementation and
black box testing of the implemented control system. There are existing research works
which implements IEC 61850 specifications using IEC 61499 [6, 14, 15]. IEC 61499 is
used as the modelling and implementation language for system requirement, IEC 61850
specification and validation of the research work in this paper.

3.2 Modeling requirements in ontology

Ontology is a modelling language for the semantic web which is adept at defining the
knowledge of a domain with concepts and the relationships between the concepts. The
advantages of modelling requirements using ontology models include:

• Defining the individual statement within a requirement and how these components
are related to each other;

• Forcing the requirement engineers to explicitly state each statement in the require-
ment to avoid all ambiguities as illustrated in the case study in section IV;

• Can be queried with query languages such as semantic web rule language (SWRL)
or SPARQL inferencing notation (SPIN) for resolving ambiguities and conflicts in
natural language based requirements through ontology reasoning;

• Can be interpreted by machines with standard representation such as resource
description framework (RDF) and extensible markup language (XML).

In addition, ontology modelling are used extensively in IEC 61499 [16] based research
work and IEC 61850 [17, 18] research work.

The ontology model of the Requirement domain and its concept are defined as:

Requirement ≡ Condition ∪ Action ∪ TimingRequirement

Where Requirement is the main domain under the root node of the ontology. Con-
dition, Action and TimingRequirement are all concepts under the Requirement domain
linked by the object properties as shown in Fig 2. The square boxes with a yellow circular
symbol are the class concepts and the dashed arrows between the class concepts are the
object properties when modelled in Protégé [19].
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Figure 2: Requirement domain and its concepts.

The Requirement domain contains one data property and three object properties. The
naming convention of the properties are as follows: The object properties are defined as
Has 〈objectPropertyName〉 and the data objects are defined as has 〈dataPropertyName〉.

The data property has name contains the name of the Requirement and the cardinal-
ity is exactly 1:

(= 1 has name)

The object properties Has Action, Has Condition and Has TimingRequirement indi-
cates the number of Actions, Conditions and Timing Requirement of the Requirement
and the cardinality for the object properties are all at minimum 0:

(≥ 0 Has Condition ∩ ≥ 0 Has Action ∩ ≥ 0 Has T imingRequirement)

The first concept under the domain Requirement is TimingRequirement, which defines
the timing requirement. There can be timing requirements at different levels of the
requirement, be it at the level of conditions, actions or the requirement itself. The
concept TimingRequirement has one object property and two data properties.

The data properties are has name and has description, which describes the name of
the timing requirement and the description of the timing requirement respectively. The
cardinality of both data properties is exactly 1:

(= 1 has name ∩ = 1 has description)

The object property of the concept TimingRequirement is Has TimingParameter link-
ing to the concept TimingParameter as shown in Fig 3. The cardinality for Has TimingParameter
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is exactly 1:

(= 1 Has T imingParameter)

Figure 3: TimingRequirement and its associated concepts.

The concept TimingParameter has two data properties which are has at least and
has within providing the timing constraint of the timing requirement. The has at least
data property specifies the minimum quantity of time in which the condition, action
or the requirement must elapse. The has within data property specifies the maximum
quantity of time in which the condition, action or the requirement must elapse within.
Both data properties have a cardinality of 1.

(= 1 has at least ∪ = 1 has within)

The second concept under the domain Requirement is condition, which outlines
the conditions of the requirement. The condition concept has two data properties,
has description and has name which describes the condition and the name of the condi-
tion respectively. The cardinality of the data properties is exactly 1:

(= 1 has name ∩ = 1 has description)

The object properties of the concept condition are Has TimingRequirement and Has Signals
which associates condition with the concepts TimingRequirement and Signals as shown
in Fig 4. The cardinality of both these object properties are at minimum 0:

(≥ 0 Has T imingRequirement ≥ 0 Has Signals)

The concept Signals defines the signals for the conditions, and actions. The concept
Signal has two data properties, has input signal and has output signal which defines the
input signal and the output signals respectively. The cardinality of these two data prop-
erties are at minimum 0:
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Figure 4: Condition and its associated concepts.

(≥ 0 has input signal ∩ ≥ 0 has output signal)

The last concept under the Requirement domain is Action. The Action concept has
the same data properties and object properties to that of the condition concept. The
data properties are has description and has name with cardinality of exactly 1:

(= 1 has name ∩ = 1 has description)

The two object properties are Has TimingRequirement and Has Signals which asso-
ciates the Action concept with the concepts TimingRequirement and Signal respectively
as shown in Fig 5.

Figure 5: Action and its associated concepts.
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4 Case Study

4.1 A simple distribution system

The case study that will be a simple distribution system with three requirements to be
modelled as shown in Fig 6 was presented during the CIGRE taskforce meeting. There is
a transformer TR1 with two current transformers, CT1 and CT2 measuring the primary
and the secondary current of the transformer. On the primary side, there are two switches
SW11 and SW12 along with a circuit breaker BRK1. On the secondary side, there are
also two switches SW21 and SW22 along with a circuit breaker BRK2.

Figure 6: Simple distribution system.

4.2 System requirements in natural language

The most readily understandable form of requirements is natural language. The three
requirements which will be used for this case study as described in natural languages are
as follows:

1. Transformer TR1 should be tripped during overload currents superior to 120 percent
on any of its coils that stays for at least 50ms in no more than 100ms.

2. Opening or closing of switches SW11 and SW12 shall be blocked whenever breaker
BRK1 stays closed.

3. Any unauthorized access to the automation or protection system shall be detected,
alarmed, recorded and signalled to the operator in no more than 1 min after its
detection.

Although requirements in natural language can be readily interpreted by domain
practitioners, ambiguity can still occur and an example of this is requirement 1 pertaining
to the timing constraint ”no more than 100ms”. There are two ways in which this
can be interpreted. The first interpretation is that the tripping of Transformer TR1
should be completed within 100ms and this does not include the detection time. This
means that the timing constraint is an action level timing constraint according to the
ontology definition. The second interpretation is that the process of overload detection
and tripping must all occur within 100ms and this means the timing constraint is a
requirement level timing constraint. Modelling the requirements in an ontology can
clean up these ambiguities and correctly define the requirements.
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4.3 Modeling in ontology

Each primary equipment in the case study system can be modelled as signals either as
the type BOOLEAN or INTEGER. For all switches SW11, SW12, SW21 and SW22, the
SWITCH.pos and SWITCH.act of type BOOLEAN are defined and the designation is
as follows:

1. The SWITCH.pos signal are input signals which indicate the positional value of
the switches. A value of TRUE means the switch is in the Closed position and a
value of FALSE indicates the switch is in the Opened position;

2. The SWITCH.act signal are output signals which issue the actuation command to
the switches. A value of TRUE means to close the switch and a value of FALSE
means to open the switch.

For the current transformers CT1 and CT2, an input signal of type INTEGER are
used to represent the primary and the secondary current readings of the TR1 transformer.
For the breakers BRK1 and BRK2, the same definition is applied akin to that of the
switches where BREAKER.pos is an input signal indicating the position of the breaker,
BREAKER.act is an output signal issuing the actuation command and both are of type
BOOLEAN. A summary of all the signal definitions is found in Table 1.

Table 1: Summarization of signals
Name Direction Description
SW11.pos:BOOL Input Position signal of Switch SW11 where TRUE = Closed

state and FALSE = Opened state
SW12.pos:BOOL Input Same as above
SW21.pos:BOOL Input Same as above
SW22.pos:BOOL Input Same as above
SW11.act:BOOL Output Actuation signal of Switch SW11 where TRUE = to

CLOSE and FALSE = to OPEN
SW12.act:BOOL Output Same as above
SW21.act:BOOL Output Same as above
SW22.act:BOOL Output Same as above
CT1:INT Input Current reading of CT1
CT2:INT Input Current reading of CT2
BRK1.pos:BOOL Input Position signal of Breaker BRK1 where TRUE = Closed

state and FALSE = Opened state
BRK2.pos:BOOL Input Same as above
BRK1.act:BOOL Output Actuation signal of Breaker BRK1 where TRUE = to

CLOSE and FALSE = to OPEN
BRK2.act:BOOL Output Same as above

Due to page constraints, only the ontology model for the first system requirement is
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discussed in this paper. Examining requirement 1 closely, the requirement can be broken
down into a series of conditions and actions.

Condition 1: Overload currents superior to 120 percent on any of its coils

Condition 2: Condition 1 stays for at least 50ms

Action 1: Transformer TR1 should trip when Condition 1 and Condition 2 are sat-
isfied in no more than 100ms

In total, there are two conditions and one action. The two conditions are satisfied
sequentially before the action can be performed. Requirement 1 when modelled in the
ontology model is shown in Fig 7. The rectangular boxes with a purple filled diamond
symbol are the class individuals. The solid arrow lines show the relationships between the
class concept and its individuals and the dashed arrow lines shows the object properties
between the class individuals. Requirement 1 has two Has Condition object properties
associated to the Condition 1 and Condition 2 individual, Has Action object property
associated to action Action 1 and a data property has name with the value of ”Require-
ment 1”.

Figure 7: Requirement 1 modeled in ontology.

The first condition, Condition 1 when modelled in ontology is shown in Fig 8. The
Condition 1 ontology has the following assertion properties and property values:

Object Properties

1. Has Signal Condition 1 Signals
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Figure 8: Condition 1 and its associated individuals.

Data Properties

1. has name ”C1”

2. has description ”Overload current superior to 120 percent on any of its coils”

The object property Has Signal means there are a set of signals for Condition 1. The
has description retains the description of the condition in natural language.

The Signal individual Condition 1 Signals has three data properties: Data Proper-
ties

1. has input signal ”CT1”

2. has input signal ”CT2”

3. has input signal ”Overload Threshold”

Signals CT1 and CT2 measure the current on the primary and the secondary side of
transformer TR1. The signal overload threshold sets the required overload percentage.

The ontology model of the secondly condition, Condition 2 is shown in Fig 9. The
property assertions and its values are as follows:

Object Properties

1. Has TimingRequirement Condition 2 TR

Data Properties

1. has name ”C2”

2. has description ”Condition 1 stays for at least 50ms”

Figure 9: Condition 2 and its associated individuals.

The object property Has TimingRequirement indicates that Condition 2 has a timing
requirement Condition 2 TR. The associated property assertions for the timing require-
ment are as follows:

Object Properties
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1. Has TimingRequirement Condition 2 TR TP

Timing requirement C2 has a timing parameter Condition 2 TR TP. The timing pa-
rameter has the following data properties:

Data Properties

1. has at least ”50ms”

The data property adds the timing constraint to condition 1 which means condition 2
is satisfied when condition 1 is true for more than 50ms.

The ontology model of the action Action 1 is shown below in Fig. 11. The property
assertions are as follows:

Object Properties

1. Has TimingRequirement Action 1 TR

2. Has Signal Action 1 Signal

Data Properties

1. has name ”A1”

2. has description ”Transformer TR1 should trip when Condition 1 and Condition 2
are satisfied in no more than 100ms”

Figure 10: Action 1 and its associated individuals.

The action Action 1 has two object properties. The first object property Has Signal
indicates Action 1 has a set of signals Action 1 Signal. The property assertions of Ac-
tion 1 Signal are as follows:

Data Properties

1. has output signal ”BRK1.act”
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2. has output signal ”BRK2.act”

The two output signals for Action 1 Signal are BRK1.act and BRK2.act which trips
either BRK1 or BRK2 depending on whether the overload is on the primary side or the
secondary side of the transformer TR1.

The second object property Has TimingRequirment means Action 1 has one timing
requirement and the property assertions for Action 1 TR are:

Object Properties

1. Has TimingRequirement Action 1 TR TP

The property assertions of the timing parameters Action 1 TR TP are as follows:
Data Properties

1. has within ”100ms”

The data property has within shows the timing in which the action must be performed
within.

Note that as discussed earlier in section IV, sub section C, there are two possible
interpretations of the second timing requirement in the first requirement. The first inter-
pretation is that the tripping must be completed within 100ms after the overload fault
is detected and this is the ontology in Fig 7 depicts this interpretation where this timing
requirement is on the level of Action 1. The second interpretation is that the detection
and the tripping must occur within 100ms and the ontology model which depicts this
interpretation is in Fig 11 where the timing requirement is on the level of Requirement 1.
This illustrates one of the advantages of modelling requirements in ontology where it
is necessary to explicitly state each component of the requirement to avoid ambiguities
introduced in the natural language representation.

Figure 11: Alternate interpretation of Requirement 1 where the timing requirement is on the
requirement level.

4.4 Requirement Implementation

Requirement modelling is the first step in the engineering process. However, it is also
important to verify whether the end system satisfies the system requirements. IEC
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61499 is the reference standard for distributed automation control system and is capable
of modelling high-level design abstraction of requirements and specifications. The main
design artefacts in IEC 61499 are FB blocks as shown in 12. There are two types of FB
artefacts. A basic FB and a composite FB. All FB artefacts consist of a set of input and
output interfaces with event and data connections. Within a basic FB artefact, there can
either be an Execution Control Chart (ECC), which implements the functional control
of the FB whereas in a composite FB can encapsulate a network of interconnected FBs.

Figure 12: FB implementation of Requirement 1.

Each condition and action within a system requirement can be modelled in a com-
posite FB artefact as shown in Fig 12. Condition 1 as defined earlier in the paper is:

Condition 1: Overload currents superior to 120 percent on any of its coils

In the FB model of Condition 1, there are three data inputs and one data output.
The two data inputs are CT1 and CT2. CT1 and CT2 are the current measurement
readings of the primary and the secondary side of the transformer coil as defined in
Table 1. The third input is the parametrization input overloadPercentage, which sets
the overload percentage. The output data is isOverloaded, which indicates whether an
overload is detected on the coils.

The implementation of condition C1 is shown in Fig 13.

It is based on the Logical Node (LN) models from the IEC 61850 standard where
LNs are used to model functional specifications. The iTCTR FB is based on the current
transformer LN Current Transformer (TCTR) and it is used to collect the current reading
at each sampling step. In Fig 13, two iTCTR FB instances are used since it is necessary
to collect the current measurement from the primary and the secondary side of the
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Figure 13: IEC 61850 implementation of Requirement 1.

transformer. The iPIOC FB is modelled from the overcurrent LN PIOC and it checks
whether the current sample of the measurement reading exceeds the pre-set overload
percentage. If an overload is detected, the output Op general will be set to TRUE and
FALSE if no overload current is detected. The last FB is an OR logical operator which
outputs TRUE if an overload is detected on either side of the transformer.

The complete implementation of requirement 1 in FB is shown in Fig 12. There are
three FBs representing Condition 1 (C1), Condition 2 (C2) and Action 1 (A1). The
C2 FB implements condition 2 which checks for whether the C1 is satisfied for 50ms
as defined in requirement 1. If C2 is satisfied, the trip output will be set to TRUE.
Otherwise, it will be set to FALSE. The A1 FB performs Action 1, which will actuate
the Breakers if C1 and C2 are satisfied.

4.5 Testing and validation of requirement in end system

It is essential to validate the correctness of the end control system with respect to the
system requirement. There are two testing techniques that are commonly used in software
engineering. Black box testing, also called behavioural and functional testing, is used to
validate the end control system and to examine whether the high-level design corresponds
to the initial requirement specifications while white-box testing is used to verify the
system by testing the internal implementation of the system specifications. The principle
of black box testing is to disregard the internal implementation of the functionality and
solely focus on the outputs that are generated based on the selected inputs into the
system to test whether the intended behavioural requirement is implemented in the end
system. In IEC 61499, it is possible to perform black box requirement testing by creating
scripting FBs which perform various testing scenario to test the end control system.

For example, to test validate requirement 1, the following testing scenario can be
written:

1. A fault signal is inserted into the primary side of TR1;

2. The fault is inserted for 70ms.

The FB implementation of this test scenario is shown on the left of Fig 14. The
R1 Test test case FB has two events, InsertPrimaryFault and InsertSecondaryFault which
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generates fault current to the primary side and the secondary side of the TR1 transformer
respectively. The parametrization value of faultTime sets the time in which the fault is
active.

Figure 14: Black box testing of requirement 1. Test case FB (Left) Requirement 1 FB (Right).

The R1 Composite FB on the right side in Fig 14 is the composite FB representation
of Requirement 1 from Fig 12. CT1 and CT2 are the current reading of primary and
secondary coil of TR1. The overloadPercentage input sets the overload percentage. The
overloadTime input parametrizes the needed overload time before a tripping signal can
be emitted. In the test scenario shown in Fig 14, a fault is generated at the primary side
of transformer TR1 for 90ms with the InsertPrimaryFault event input. This will insert
a fault current into the R1 Composite FB for 90ms. On the output of the R1 Composite
FB, The BRK1 act output indicates a tripping signal has been emitted to the breaker
on the primary coil and the trip signal was emitted 3ms after the confirmation of the
overload fault.

This is one example of how black box testing of requirements can be performed in IEC
61499. There are other testing techniques such as the closed-loop co-simulation testing
in [20] where a dedicated power system simulator was used to test the control system.
This co-simulation framework was extended in [21] where MATLAB scripting was used
to allow automated script testing of the control system under the same co-simulation
environment.

5 Conclusion

The aim of this paper is to propose a methodology to formally model substation automa-
tion system (SAS) requirements from natural language, which can be supplemented to
the SAS engineering process introduced in the IEC 61850 standard. An ontology model is
proposed to formally model SAS system requirements with the advantage of minimizing
ambiguities in the natural language representation of system requirements and in addi-
tion, is machine interoperable and can be integrated into MDE driven design approaches
such as [18]. The proposed approach is demonstrated in a distribution system with sys-
tem requirements defined in the natural language. The natural language representation
is firstly modelled in an ontology to clear the ambiguity in the requirement by breaking
the requirement down into conditions and actions. Then, an IEC 61499 representation of
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the ontology requirement is developed which can be used for functional implementation
of requirements based on IEC 61850 LNs and in addition, performing black box testing
of end IEC 61499 system with respect to the initial system requirements.

The future work is to investigate how an IEC 61499 application could be automatically
generated based solely on the requirement ontology. This could reduce engineering time
in the design process since the overall structure of the control code can be automatically
created. This could also be extended further to allow the automatic generation of the
implementation of the specification using IEC 61850 with respects to the requirement
FBs.
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Abstract

This paper proposes a design pattern based on the service-oriented architecture for the
design of flexible distributed automation control system for substation automation sys-
tems. The design pattern is intended to be applied to control systems based on the
leading standards for software development of smart grid: IEC 61850 and IEC 61499.
The proposed design pattern models system requirements as orchestrators and IEC 61850
logical node specification is used as the basis for the design of smart grid services. The
proposed design pattern is illustrated on a case study of a distribution system which con-
sists of one transformer and five feeder sections. The design pattern is used to design the
control system for the feeder section of the case study distribution system which includes
the development of the orchestrator from the system requirement to the resultant IEC
61499 control system.

1 Introduction

The future energy distribution system or smart grid is considered as complex cyber-
physical systems (CPS) with a collection of distributed physical component and logical
processes interacting via a communication network [1]. Smart grid introduces new re-
search challenges which include communication [2] between the physical components and
distributed control between the logical processes. There are two industrial standards
which are suitable to address these two challenges.

The challenges arise on the communication side includes integrating multi-vendor
systems which currently, is a costly and difficult practice to attain since device ven-
dors all utilize proprietary communication protocols and interfaces which makes inter-
communication between vendor devices costly and difficult to integrate. Therefore, there
is a need for a vendor-independent communication infrastructure to better manage the
information exchange within the smart grid [3]. The substation automation system (SAS)
standard IEC 61850 introduces communication interoperability to SAS systems by stan-
dardizing the communication protocol and the data interfaces between physical compo-
nents. The data interfaces are standardized with the introduction of logical nodes (LN)
[4] which introduces object orientation to modelling SAS systems.

The challenges on the automation side arises from the fact that the architecture of the
smart grid will evolve to a distributed architecture. This means traditional centralized
software architecture of control system and the corresponding design approach will no
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longer be sufficient and therefore, there is a need for a means to model and implement
distributed control systems in the smart grid. IEC 61499 is the reference architecture for
the design of distributed automation control systems [5]. The basic modelling artefacts in
IEC 61499 are function blocks (FB) which allow encapsulation of intellectual property in
an object-oriented fashion. IEC 61499 is getting increasingly adopted in other automation
domains [6] and is now finding its use in the smart grid domain.

There are many synergies between the two industrial standards and the applicability
of these two standards are illustrated in [7, 8, 9]. The first synergy is the top-down design
approach in both standards where the whole system is developed first before decomposing
down to smaller sub-systems for device distribution. The second synergy is the fact that
both standards are capable of modelling system specifications in their respective domains.
In IEC 61850, system specifications are developed using LNs while in IEC 61499, system
specifications are developed using the FB artefacts.

One aspect of design that is still missing in the above approach is the integration of
system requirements into the design chain. The first stage of design is the development
of system requirements and while both IEC 61499 and IEC 61850 are adept at mod-
elling specifications, there is no clear way of modelling requirements in both standards.
Secondly, flexibility in the design of control system is widely desired in modern control
systems. Modern control systems usually undergo several iterations of changes during
its usage life cycle and therefore, the ease and flexibility in the control system is highly
desirable. In this work, a design pattern which focuses on the integration of system re-
quirements to IEC 61850 and IEC 61499 control systems and having a flexible control
system where it is adaptable to future change in system requirements or system func-
tionality. The design pattern is based on the principles of service-oriented architecture
(SOA) and the interactions between the orchestrator and the services in SOA systems.
The design pattern aims to decouple the system requirement from implementation to
provide the flexibility that is necessary for the control system to adapt to changes in the
system requirements or functionality.

The scope of the paper covers the design of the control system which incorporates
system requirements in the control system and the services implemented in IEC 61850
LNs. The subset of requirements covered in this paper pertains to only functional re-
quirements. Other aspects of SOA such as service discovery is not in the scope of this
work. This work focuses on the development of the control system at the design stage
rather than at runtime.

The paper is structured in the following way. Section II discusses the related works of
SOA in the context of IEC 61499 and IEC 61850. Section III proposes the SOA inspired
design pattern. Section IV introduces the case study distribution system and the system
requirements. In addition, the development of both the orchestrator and the services for
the case study system is discussed. The last section of the paper is the conclusion which
discusses the result of the paper and possible future works.
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2 Related Works

There are existing research works which apply SOA to smart grid applications. The main
use of SOA in smart grid applications are for interoperability. In [10], an evaluation of an
SOA device profile for web services (DPWS) is investigated for the purpose of mapping
IEC 61850 services for plug-and-play applications for smart grid control models such as
the virtual power plant (VPP). In [11], IEC 61850 is also mapped to DPWS for the
purpose of communication as part of the NEMO architecture which aims to provide
plug-and-play and vendor-independence for complex distributed energy systems. In [12],
SOA is proposed as the interoperable communication methodology for the management
and exchange of data between the smart grid standards CIM, IEC 61850 and COSEM
models. In [13], SOA is again presented as the solution for interoperability in smart grids
for integrating distributed generators. The authors also propose the idea of modelling
IEC 61850 information models as IEC 61499 FBs. However, there is little discussion on
the implementation details.

On the IEC 61499 side, SOA is also used widely in automation systems with the aim
of providing flexible automation systems. In [14, 15, 16, 17] various aspects of service
representation and orchestration using IEC 61499 are proposed. In [18], a software devel-
opment framework for automation systems is proposed which utilizes SOA in conjunction
with cloud computing. Resource intensive services are deployed to the cloud and are only
called on a need basis. The framework is demonstrated on a pick-and-place manipulator
where the high-level computation services take place in the cloud while the low-level ser-
vices operate on the PLC controllers. In [19], an IoT framework based on the integration
of IEC 61499 and SOA based Arrowhead platform is presented. Interfacing FBs in IEC
61499 is developed to interface with the IoT services in the Arrowhead platform and
the proposed framework is demonstrated on a modular production system (MPS) sys-
tem. In [20], SOA is adopted in conjunction with IEC 61499 management commands to
provide a service-based execution environment architecture which provides interoperabil-
ity, flexibility and reconfigurability to automation applications. The proposed execution
environment is demonstrated on a baggage handling case study exhibiting dynamic re-
configuration with the use of services and IEC 61499 management commands. The target
usage of this work is on the runtime level whereas the work in this paper is aimed at the
design level.

In summary, there are existing works on the application and modelling of system
requirements in the research field. On the smart grid side and specifically in relation to
IEC 61850 based research works, the majority of the related works focuses on utilizing
SOA for communication interoperability with very little focus on the automation control
side. On the IEC 61499 side, the utilization of SOA in automation systems are more
mature. However, the majority of the targeted domains are related to manufacturing or
material handling. There is very little work of IEC 61499 SOA in SAS automation control
systems. The work in this paper proposes a design pattern based on the SOA architecture
to design SAS control system based on IEC 61850 specifications and is flexible to changes
in system requirements or functionality.
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3 Design Methodology

Service-oriented architecture is a software design architecture built on the use of services.
The principle of SOA is to construct a complex system by building small applications
based on the use of services. Fig. 1 shows the interaction between services and service
orchestrator. At the top level is the service orchestrator. The role of the orchestrator is
to defines how the services in the system interact with each other to perform a high-level
functionality. Each actor in the orchestrator can call upon a service to complete its task.
On the service level, a service can either be a basic or a composite service. A basic
service usually performs a single functionality. A composite service can consist of several
services with its own orchestrator co-ordinating the operation of the services.

The proposed design pattern in this work is modelled based on the interactions be-
tween the orchestrators and the services in the SOA architecture in Fig. 1. Firstly, the
system requirements are implemented as an orchestrator of the control system. Secondly,
each service is implemented based on the IEC 61850 LN specifications. The flexibility
of the control system this design pattern brings is based on the principle of SOA loose
coupling, the service is implemented independently from the actor that requests for the
service. In addition, all services and orchestration actors share the same pre-defined
communication interfaces. This separation of the system requirements from logical im-
plementation ensures that services can easily be replaced with an updated implementa-
tion without impacting on the requirement it fulfils. The usage of the design pattern is
illustrated in the case study in section IV.

Figure 1: SOA architecture showing the interaction between services and service orchestrator.
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4 Case Study

4.1 Simple distribution system

The case study is a simple distribution system which contains a primary wye-connected
three-phase power source rated at 130kV at the primary side and 6.3kV in the secondary
side. The secondary side is connected to five distribution feeds. Each distribution feeder
has a current transformer, a circuit breaker and a load.

4.2 System Requirement

The case study system can be broken down into two parts. The first part is the trans-
former section as shown in Fig. 2. On the primary side of the TR1 transformer, there is
a current transformer CT1 which measures the current on the primary side and a circuit
breaker BRK1. On the secondary side, the CT2 current transformer measures the cur-
rent on the secondary side of the TR1 transformer and is protected by the BRK2 circuit
breaker. The transformer TR1 is protected by the protection intelligent electronic device
(IED) transformer PIED.

Figure 2: Transformer section of case study system.

The second part is the feeder sections. The distribution system in Fig. 2 contains
five identical feeders and a closeup of a feeder section is shown in Fig. 3. Each feeder
section contains a circuit breaker F1CT, a circuit breaker F1BRK and a load. Each feeder
section is protected by a Feeder PIED. In this paper, the focus will be on the functional
requirement of the feeder section.

Figure 3: Closeup of a feeder section.

The first step in the design windfall of a substation automation system is to define the
system requirement. An example of a system requirement described in natural language
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for the feeder section is as follows:

The feeder PIED should trip its breaker F1BRK when an overload current superior
to the specified threshold is detected.

The first step in the design pattern is to develop a behavioural diagram based on the
system requirements. This is shown in section V of the paper.

5 Modeling IEC 61850 Services in IEC 61499

5.1 Developing behavioral diagrams

The first step of the design is to develop the behaviour diagram that is described by the
system requirements to identify the required functionalities or services that are required
in the system.

The advantages of developing behaviour diagrams include:

1. Identification of the required functionalities which is needed to satisfy the require-
ment;

2. The behavioural diagram is a form of visual formal specification which can be used
to identify the actors of the sub-requirements. Visual formal specifications can be
modelled using block-diagram based languages such as IEC 61499 or Simulink;

3. Identify operating scenario at the design stage which can also aid the testing of the
system requirement.

A typical behaviour of the feeder based on the feeder requirement from section IV
could be as follows:

1. A current measurement is obtained;

2. The current measurement is compared against the preset overcurrent threshold;

3. If the current measurement does not exceed the overcurrent threshold, a new current
measurement is obtained and the process is repeated as shown in 2 in Fig. 4 If the
current measurement exceeds the overcurrent threshold, then the circuit breaker
tripping condition is checked;

4. If the tripping condition is satisfied, then a tripping signal to the circuit breaker is
issued as shown in 1 in Fig. 4.

Based on the behavioural diagram in Fig. 4, the following sub-requirements can be
derived:

1. A service is required for retrieving the current measurements;
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Figure 4: Behavioral diagram of a feeder section.

2. A service is required to compare the current with preset overload threshold;

3. A service is required to check the condition for tripping circuit breakers;

4. A service is required to trip the circuit breaker.

The relationships between these four sub-requirements and their message passing
is shown in Fig. 5. Each square rectangular box represents a sub-requirement or an
orchestrator actor. The arrows show the direction of the message passing between the
actors while the labels on the arrows represent the messages which are passed between
the actors.

Figure 5: Orchestration actors and their message passing.

The FB implementation of Fig. 5 is shown in Fig. 6. Each actor is represented
by an FB and has a standard set of interfaces. On the output side of the FB, the
standard interfaces are the REQUEST event and the REQUEST Msg data output of
type STRING. The REQUEST event output is used to trigger the connected service
FB and the REQUEST Msg data output embeds the service command request. On
the input side of the FB, the standard input interface is the RESPONSE event and the
RESPONSE Msg input data of type STRING. Once the connected service has completed
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Figure 6: FB implementation of the orchestrator and its actors.

the requested command, a RESPONSE event is sent to the actor FB along with the
response message in the RESPONSE Msg input data. The message passing between the
actors is initiated between the CNF output event of the source actor and the REQ input
event of the target actor. The content of the message is passed between the CNF Data
output from the source actor and the REQ Data input from the target actor. Note that
in this example, there is only one CNF event for message passing. However, if an actor is
required to communicate with more than one actor, then it is possible to have multiple
CNF events each individually connected to the target actor.

5.2 Identifying service functionalities with IEC 61850 specifi-
cations

The next step in the design is to identify the services that are required by the orches-
trator. It is essential to have a defined data and domain concepts that are common and
understandable among the services. The SCL configuration language from IEC 61850
is a formal representation of the substation specifications. The concept of LN in IEC
61850 provides the semantic domain data and a standardized method of data exchange.
Information models in IEC 61850 are realized in the form of Logical Nodes. There are
two types of logical nodes:

1. Equipment LN: Provides information on the physical components of the substa-
tion;

2. Functional LN: Provides information model on the functionalities within substa-
tions.
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Information models within IEC 61850 are well defined based on their functionality.
For example, the PIOC LN, which models instantaneous overcurrent protection pro-
vides all the necessary data that is needed for instantaneous overcurrent protection and
therefore, should be used for overcurrent protection. These well-defined LN semantic
information models are an ideal basis on which the functional services can be designed
from.

Based on the behavioural diagram of the case study distribution system from sub-
section A, the most suitable IEC 61850 LNs for each of the services can be identified as
follows:

For service 1, the TCTR LN is applicable. TCTR is the current transformer LN which
provides current measurement readings from the current transformers. The essential
semantic data set for the TCTR LN as defined in IEC 61850 standards are:

• NamPlt - Nameplate

• Mod - Mode

• Beh - Behaviour

• Health - Health

• AmpSv - Current Measurement Reading

For service 2, the PIOC LN is applicable. PIOC is used to model the functionality of
instantaneous overcurrent. The defined variables in PIOC are:

• NamPlt - Nameplate

• Mod - Mode

• Beh - Behaviour

• Health - Health

• Op - Operation

For service 3, the PTRC LN is applicable. PTRC is used to model the conditions
that are required for issuing the tripping command to the circuit breaker. The defined
variables are:

• NamPlt - Nameplate

• Mod - Mode

• Beh - Behaviour

• Health - Health
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• Tr - Trip

For service 4, the XCBR LN is applicable. XCBR is used to model the physical circuit
breakers which provides information on the status of the CB and actuation commands.
The defined variables are:

• NamPlt - Nameplate

• Mod - Mode

• Beh - Behaviour

• Health - Health

• Op - Operation

5.3 Implementing services in IEC 61499

A service is composed of two entities. The Interface and the Implementation as shown in
Fig. 7. The interface expresses the service’s functionality (Operators) while hiding the
details of implementation. The semantic interface is defined according to the semantic
models (e.g. LN). The Implementation implements the service operators and the internal
data is the information which the service operates on.

Figure 7: Composition of a service.

Examining the requirement for the first service, the requirement is to have a service
which can retrieve the current measure reading. The current transformer LN TCTR can
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fulfil this service requirement. The FB implementation of this service is shown in Fig. 8.
The interfaces of the FB can be separated into two categories and they are as follows:

Figure 8: FB implementation of the TCTR Service.

1. NamPlt, Mod, Beh, Health, AmpSv are semantic domain data of the TCTR LN
class as prescribed by the IEC 61850 standard;

2. The REQUEST event and the REQUEST message are the incoming protocol mes-
sages which request for action from the service. RESPONSE event and RE-
SPONSE Message responds to the requester after the completion of the task.

The implementation of the Interface FB for the TCTR Service is shown below in Fig.
9. sTCTR Interface performs the interfacing functionality. Service requests are packaged
as string types and therefore, it is necessary to verify the validity of the requested function
and the associated data is meaningful in the context of this service. Once the request
message and its data are verified, the data is converted to the correct type and sent to
the service logic FB via the OP event and the associated OP Var data output. The RET
event and RET Var receive the logical data from the service logic FB after the service
is performed. After receiving the logical data, it is then packaged into the prescribed
service protocol and the response is sent back to the requester via the RESPONSE event
and the RESPONSE Message output interface. An example of the interface protocol for
the TCTR Service could be as follows:

Figure 9: FB implementation of the TCTR service interface.
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REQUEST: RequestMeasurement[measurementID];
e.g. RequestMeasurement[AmpSv instMag f];

RESPONSE: ReturnMeasurement[measurementValue];
e.g. ReturnMeasurement[9.811];

In the exemplar protocol above, the RequestMeasurement commands requests the
service to fetch a measurement reading. The requested measurement is specified in
the measurementID parameter. For example, the request message RequestMeasure-
ment[AmpSv instMag f] is a measurement reading request and the measurement that
is requested is the current value AmpSv instMag f. The response message ReturnMea-
surement[measurementValue] returns the requested value. In the example, the requested
AmpSv instMag f variable is 9.811.

The implementation FB for the TCTR Service is shown below in Fig. 10. The
sTCTR Implementation FB implements the logic of the service. The OP event and the
OP Var receives the service request and the data from the sTCTR Interface FB. Once
the service is performed, the computed logical data is sent to the sTCTR Interface FB
via the RET and the RET Var output.

Figure 10: FB implementation of the TCTR service implementation.

5.4 Service behaviour

The service behaviour and interaction between the interface and the implementation are
shown in Fig. 11. The role of the interface is to interpret the protocol message and
convert the accompanying data to the correct type to be used by the service. Vice versa,
the process is reversed after the service has performed its operation and the interface
will construct the response protocol message and the data to be sent with the response
message. The role of the implementation implements the functionality of the service and
performs the required service actions based on the request message.

A typical chain of operation of a service is as follows:
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Figure 11: Behavior of a service and its interactions between the interface and the implemen-
tation.

1. A service invocation is received by the interface with a request message;

2. The request message is checked to determine the validity of the service operation
that is being requested. In addition, syntactic validation is also performed to check
the correctness of the request parameters;

3. After the service operation is determined, the data (if it exists) is then converted to
the correct data type since all request and response service messages are encoded
as strings. Therefore, it is necessary to convert the incoming data to the correct
type;

4. After data conversion, the data is passed to the implementation. The implementa-
tion first performs semantic data validation to see whether the data that is provided
are correct and meaningful for this service. An example of semantic validation could
be a check to see whether the integer that is received is in the allowed range and
whether a service can be performed on this data;
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5. After data validation, the implementation then performs the requested service on
the received data;

6. After the service is performed, the computed data is then passed back to the inter-
face for data conversion back to the string type for the response message;

7. The final step is message packing which creates the response message along with
the computed data in the string format.

An example of the above service interaction implemented in IEC 61499 FB is shown in
Fig. 12. The interface and the implementation are implemented in the FBs sTCTR Interface
and sTCTR Implementation respectively. The sTCTR Interface FB receives the request
in the REQUEST input event and the accompanying request data is in the associated RE-
QUEST message input data. Once the input message is processed, the sTCTR Interface
FB generates the OP event and the OP Var data to the sTCTR Implementation FB to
trigger the requested service. After the sTCTR Implementation FB applies the requested
service, the RET output event is generated along with the resultant data in RET Var
to the sTCTR Interface FB. The sTCTR Interface FB packages the resultant data and
generates the RESPONSE event along with the RESPONSE Message.

Figure 12: FB implementation of the service interface and implementation showing their inter-
action.

5.5 Feeder control system

The complete FB application implementing the control system which satisfies the feeder
behaviour requirement is shown in Fig. 13.
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Figure 13: Resultant FB control system for the feeder section implemented in the proposed
design pattern.

The four actor FBs are each logically connected to IEC 61850 services which best suit
their individual behaviour requirement. For actor 1 (FB13), the most suitable service is
the TCTR Service (FB2) which will fetch the current measurement reading. For actor
2 (FB3), the most suitable service is the PIOC Service (FB4) which will compare the
measurement reading against the overcurrent threshold value. For actor 3 (FB5), the
most suitable service is the PTRC Service (FB6) which determines whether the tripping
condition has been met. The most suitable service for actor 4 (FB7) is the XCBR
service (FB8). Note that the logical connections between the actors and the services
are the same between all the actor service pairs. The REQUEST output event and
REQUEST Msg output data of the actor FB is connected to the REQUEST input event
and REQUEST Message input data of the service FB. The RESPONSE output event and
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the RESPONSE Message output data of the service FB are connected to the RESPONSE
input event and the RESPONSE Msg input data of the actor FB. This pattern of logical
connections between the actor service pair persists throughout the control system. This
provides a lot of flexibility in the control system in case changes are needed to be made.
For example, if there were to be an update to the service or a change to the actor
requirement, the flexibility to change to an updated service or actor is straightforward
since the interfaces between the actor and service are standardized.

6 Conclusion

The aim of this paper is to propose a design pattern based on the principles of SOA
for developing a control system software which is flexible and adaptable to changes in
system requirements or functionalities. The proposed design pattern is twofold. Firstly,
the system requirement is modelled as service orchestrators and, secondly, SAS services
are modelled based on the IEC 61850 LN specifications. This approach decouples the
requirements from its implementation which provides the flexibility to the control system
in case a change in the requirement or service functionality needs to be made. The design
pattern is demonstrated in a case study showing the design process from the requirement
stage to the final IEC 61499 control system.

The future work involves the incorporation of ontology to formally model the system
requirement and orchestrator actors. The addition of ontology models can minimize the
ambiguities in natural language based requirement statements. This would provide a
semantically driven methodology to automatically select the most suitable services from
a service repository for each actor using ontological queries and in addition, the possibility
of automatically generating a full control system based on the proposed design pattern.
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Abstract

The smart grid is a cyber-physical system with a high level of complexity due to its de-
centralized infrastructure. IEC 61850 and IEC 61499 are two industrial standards which
can address the challenges introduced by the smart grid on the substation automation
level. One aspect of the engineering process which is often overlooked in the existing
research work on model-driven engineering (MDE) with IEC 61850 and IEC 61499 is
the use and modelling of functional requirements due to the limitation of the IEC 61850
SCL specification language. This paper aims to address this limitation by applying a
semi-formal model in the form of the so-called boilerplates to the informal natural lan-
guage based functional requirements. The boilerplates are then modelled formally in an
ontology for MDE model transformation. The contribution of this paper is the devel-
opment of the semi-formal and formal boilerplate representation in the form of ontology
to formulate Smart Grid requirements and demonstrating how functional requirements
can be translated to IEC 61499 control codes using MDE to auto-generate an IEC 61499
PAC control system with structure and control flow. The MDE framework augmented
with the requirements models is illustrated on a case study from CIGRÉ representing
different stages of modelling in the proposed framework.

1 Introduction

The Smart Grid is considered as a complex Cyber-Physical System (CPS) [1] which
introduces distributed control thus increasing the interactions between the physical and
cyber processes with a high degree of sustainability. This high level of CPS interactions
is a departure from the traditional centralized architecture which puts a greater emphasis
on the distributed control and modelling of the smart grid as shown by the conceptual
smart grid architecture (SGAM) [2] in Fig. 1.

IEC 61850 and IEC 61499 are two industrial standards which can address the inter-
operability challenges between the function and the information layer for the design of
distributed smart grid protection and control (PAC) system. The targeted application
domain of both IEC 61850 and IEC 61499 are in the design of distributed automation
systems, where IEC 61850 is used to model distributed substation systems and IEC 61499
is used to model distributed industrial automation system. IEC 61850 models the sub-
station specification, communication network and device configurations. IEC 61499 com-
plements IEC 61850 by addressing the specification implementation gap in IEC 61850.

269
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Figure 1: SGAM reference model showing different interoperability layers in the smart grid by
NIST.

There is existing research works by Higgins et al. [3], Zhabelova et al. [4] and Strasser
et al. [5], which examined the feasibility of a distributed substation automation control
system based on IEC 61850 and IEC 61499.

One of the limitations of the IEC 61850 standard that this paper contributes to
addressing pertains to the engineering process, specifically the initial design process which
starts with the design of the specification rather than requirements engineering. In a
typical systems engineering development model such as the waterfall model [6], the first
stage of the design process is requirements engineering, which leads to the development
of system specifications. However, in IEC 61850, the first stage of design is system
specifications in the form of the System Specification Description (SSD). This limitation
was also identified by the CIGRÉ group (International Council on Large Electric Systems)
in which a taskforce group was created to investigate how requirements can be modelled
in the context of IEC 61850.

Requirements engineering is a structured set of processes and activities with the
aim of developing, validating and the maintaining of system requirement documents [7]
between stakeholders. Currently, the majority of the system requirements are defined
in Natural Languages (NL) as it circumvents the need to develop common notations
between the stakeholders since NL is easily understood. At the same time, using NL for
modelling requirements is associated with numerous challenges. Firstly, NL is inherently
ambiguous where a single sentence can have various interpretations. Secondly, since NL is
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an informal modelling language, it is not machine interpretable and it can’t be reasoned.
The issue of ambiguous requirements needs addressing since approximately 60 percent of
all project errors originate from incorrect, ambiguous or misinterpreted requirements [8]
and the costs of fixing these errors rise exponentially the later the project life cycle gets
[9].

Therefore, there is a need for a formal or semi-formal representation of requirements
which can minimize the ambiguities in NL based requirements. The contributions of this
paper are threefold:

1. Firstly, a semi-formal representation of requirements using Restricted Natural Lan-
guage (RNL) such as Boilerplate (BP) is developed. In addition, each BP is exam-
ined to ascertain whether any discernible functional pattern in IEC 61499 can be
derived;

2. Secondly, a formal model of BP is proposed in the form of an ontological model.
The aim is to use the formal ontological model for model transformation from the
initial requirements in NL to usable automation code by means of ontological model
transformation framework developed by Yang et al. in [10];

3. Lastly, a design pattern for the IEC 61499 automation control is shown which
demonstrates how the BP requirements can be retained in the control code and
how IEC 61850 LN specifications can be incorporated as implementation for the
BP requirements.

This paper will address one of the major limitations of the existing IEC 61850 and
IEC 61499 research work by incorporating requirements modelling into the engineering
process and utilizing requirements to model the system control in an auto-generated IEC
61499 control system from IEC 61850 specifications. This aims to address the semantic
issues that exist in MDE based research works as discussed in the state-of-the-art. Note
that the sub-sets of requirements which this work is applied to are classified as functional
requirements. Ontology is used widely to formalize requirements. However, the majority
of the existing research work utilizes domain ontologies (I.e. the ontology that describes
the domain of requirement) to verify the correctness of the formal requirement models.
The proposed method takes a different approach to modelling the structure of the func-
tional requirement itself to ascertain the control flow that is described in the functional
requirement. Therefore, it is essential to create structure in the informal NL functional
requirements by modularizing the functional requirement first before establishing the re-
lationships between these modular models of the functional requirement. The process of
modularization is to be carried out by the use of BP and the ensuing structure and the
relationships derived from the BP will be modelled by the proposed ontological model.

The paper is organized as follows: Section II reviews the state-of-the-art which dis-
cusses the application of MDE and ontologies in IEC 61850 and IEC 61499 and the
processing of NL based requirements engineering. Section III presents the proposed
methodology which first discusses the use of ontology in an MDE framework, then the
semi-formal BP patterns and the introduction of its ontological representation. Lastly,
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the proposed framework is illustrated on a case study provided by the CIGRE taskforce
group. Section IV first introduces the case study and its functional requirements. Then
the requirements are modelled using BPs before it’s converted to its ontological represen-
tation. The resultant auto-generated FB network is then illustrated in relation to its BP
structure. The model transformation and the development of the transformation rules
from the BP ontological model to IEC 61499 are out of the scope of this paper since it
has been discussed already in [10]. Section V discusses the result of the research work
in this paper and possible future works.

2 Related Works

2.1 The use of ontology and MDE in IEC 61850 and IEC 61499

There are existing works in the research field which applies ontological modelling to IEC
61850 and IEC 61499 based research works. In IEC 61850, ontology is used to harmonize
the industrial standards IEC 61850 and the common information models (CIM) which
consists of the industrial standards IEC 61970 and IEC 61968 by Santodomingo et al.
[11, 12]. The two sets of standards operate on two different layers of the SGAM smart grid
model from Fig. 1. IEC 61850 enables interoperability on the substation automation level
while CIM enables interoperability in energy management system (EMS) application.
Ontology alignment is applied to map similar information models between the two sets
of standards.

In IEC 61499, ontology has been used for different purposes in the research domain.
Dai et al. utilizes ontology for the purpose of migrating IEC 61131-3 automation sys-
tems to IEC 61499 [13], semantic analysis of the IEC 61499 application through SWRL
reasoning [14] and the development of a Service Oriented Architecture (SOA) driven self-
manageable CPS system which utilizes ontology to model the autonomic service manage-
ment (ASM) [15]. Lepuschitz et al. [16] introduce a knowledge-based agent architecture
which utilizes ontology knowledge base to model the high-level control (HLC) of man-
ufacturing systems for self-reconfiguring the lower-level control (LLC) configuration by
means of automation agents.

MDE is widely used in software engineering for designing and maintaining large-scale
software applications. The principle of MDE revolves around the leveraging and manip-
ulation of domain models throughout the design process. One of the core components of
MDE is model transformation where the models used in the design process are modified
or created in an automated way [17]. There are existing works in the research field
where MDE is applied to IEC 61850 applications. Blair et al. [18] present an open plat-
form which automatically generates low-level communication stubs in the programming
language C from the SCL configuration. Paulo and Carvalho [19] models LN artefacts
in abstract state machine language (ASML) to auto-generate IEC 61131 automation
code. Andren et al. presents several MDE related research work which includes a seman-
tic driven solution which incorporates IEC 61850 and CIM to auto-generate IEC 61499
automation control [20], a Power System Automation Language (PSAL) as the textual-
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based Domain Specific Language (DSL) for modelling the SGAM use cases [21] and an
ATL based auto-generation of IEC 61499 control system from IEC 61850 [22]. Mercurio
et al. in [23] present a service-oriented monitoring and controlling infrastructure for
EMS and SCADA systems from IEC 61850 and CIM models. Yang et al. in [10] present
an ontology-driven MDE solution where IEC 61850 SCL is first modelled in ontology
before it is automatically transformed to an IEC 61499 control system.

2.2 Requirements engineering

The limitations of NL as a mean to document system requirements are identified in
existing research works and there are several of ongoing research work which attempts
to address this limitation by applying formal methods. Formal modelling using Petri
Net was applied by Barros et al. in [24] were a non-autonomous Petri Net approach
for modelling requirements. The system requirements are firstly modelled as use cases
before it is formalized with Input-output place-transitions (IOPT) nets, a class of non-
autonomous Petri net. Somé in [25] also presents a similar work in where the textual
use cases are mapped to reactive Petri Net. Sarmiento et al. in [26] present another
Petri Net based formal models but instead of using case studies as the initial requirement
model, RNL is used as the initial model before it is mapped to Petri Net to auto-generate
test sequences.

Sinha et al. in [27] apply RNL BPs to model smart grid safety requirements and
discusses how requirements can be used throughout the development cycle of IEC 61499
automation control systems. Sinha et al. present another work in [28] which applies
BP modelling to smart grid requirements. However, BP modelling is used to aid the
Traceability of Requirements Using Splices (TORUS) framework for tracing of the initial
system requirements to the end IEC 61499 control system. Although both research works
utilize BPs to model system requirements, it is not clear whether the BPs can be used
to translate initial system requirements to the end IEC 61499 control system.

Semantic modelling using ontological models are widely in the requirements engi-
neering related research work where domain ontological models are used to verify the
correctness of the requirements. An automated generation of system’s static and dy-
namic ontology from software requirements defined in message sequence charts (MSC)
is presented by Khurshid et al. in [29]. The use of ontology is to examine the system
requirement for unexpected system behaviours which can arise in distributed systems
caused by interactions between the distributed processes. The two ontologies were then
applied by Amannejad et al. [30] to auto-generate design package diagrams. Sinha
et al. [31] present a work based on the automatic generation of test cases from system
requirements. The Cost-efficient methods and processes for safety-relevant embedded sys-
tems (CESAR) [32] reference technology platform introduces a requirements engineering
framework which models requirements using BPs and domain ontology is used to verify
the correctness of the auto-generated BPs. The CESAR framework semi-automatically
generates BP from NL requirements using the DODT [33] tool developed as part of the
CESAR project.



274 Paper H

Based on the state-of-the-art, the following summary can be made:

1. Ontological models are used in a wide range of research works related to both IEC
61499 and IEC 61850 due to their multi-domain modelling ability and semantic
reasoning. In IEC 61850 context, semantic models are used to model multi-domain
applications. In IEC 61499, ontological models are used more widely to model and
reason over application semantics. However, there is very little research work which
explores the use of ontological models for model transformation;

2. The majority of MDE related research work for IEC 61850 uses LNs or SCLs as
the source model for model transformation. Both LNs and SCLs fall under the
categorization of specifications and one of the core limitations of using IEC 61850
based source model is the lack of semantics between the LN specifications. Incor-
porating functional requirements can contribute towards addressing this limitation
since functional requirements describe functional behaviour and could be used to
generate the control flow of the IEC 61499 control system;

3. In requirements engineering, domain ontologies are used extensively to formalize
and verify the correctness of the NL requirements and BP requirements. However,
there is very little research work that utilizes ontology to model the requirements
itself. In the context of this work, ontology is used to model the logical structure
implied by the behaviour described by the functional requirement, rather than the
domain in which the functional requirement describes.

3 Proposed Methodology

3.1 Multi-domain Modeling of Smart Grid with Ontology

The Smart Grid is a multi-domain system which consists of many interoperability layers
as shown in Fig. 1. Although each layer has its own sets of well-developed standards,
most of the standards between different layers are not interoperable. Due to the necessary
interactions between several layers of the smart grid, standards harmonization efforts are
underway to bring interoperability between the layers. The use of ontology for harmo-
nization research works is an indication of the need for a common modelling language for
modelling multi-domain systems such as the smart grid. This is especially important in
the application of MDEs since it is very difficult working with proprietary models each
with its own sets of notations and structures. Having a common model would for one,
simplify the development of transformation rules since the rules will be developed for a
single set of notations rather than having proprietary sets of rules for each model.

A multi-domain MDE framework for the smart grid which leverages the use of onto-
logical models as the common model throughout the transformation process is shown in
Fig. 2. This framework builds upon the work by Yang et al. in [10] where the IEC 61850
specifications are mapped to its ontology representation before it is transformed to an
IEC 61499 ontology. The limitation of the framework is that only the system structure
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Figure 2: MDE driven framework for the design of power system automation systems based on
ontology transformation.

and the FB instances can be auto-generated since the source model is the SCL speci-
fication. Since the SCL specification does not describe any semantic relations between
the LN specifications, it is not possible to auto-generate any control flow between the
FB instances. In Fig. 2, requirement modelling is added to the framework to contribute
towards auto-generating control flow in the IEC 61499 control system.

3.2 Requirement boilerplates

NL representation of requirements can be ambiguous and since it’s an informal repre-
sentation. RNL can minimize the ambiguities in the NL requirements. RNL provides
a structure for the construction of the requirement statements which forces requirement
engineers to be explicit in their requirement definition. One example of RNL is BPs. BPs
are predefined statement templates with assignable attributes. There are several advan-
tages of utilizing BPs to model requirement statements. Firstly, being an RNL, BPs still
retains the benefits of NL representation such as readability for the stakeholders. Sec-
ondly, BPs can add structure to the requirement statements by dividing the requirement
statement into constituent parts and by restricting the set of domain vocabularies that
can be used.

The subset of BPs in Table. 1 is based on the Easy Approach to Requirements
Syntax (EARS) by Mavin et al. [34]. This subset of BPs is adopted since they cover
most of the requirements in the case study. Column one denotes the BP ID. Column two
contains the syntax definition of the BPs. Column three contains the basic descriptions
of the BPs and column four presents the FB pattern that can be derived from each BP.
Each BP uses a standard set of structures with placeholders for attributes which are
denoted in angle brackets. E.g. 〈System〉 or 〈Condition〉.
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Table 1: Boilerplate templates.

Boilerplates Descriptions
FB Pat-
terns

BP1
The 〈System〉
is 〈Precondition〉

Condition
Models the condition of the
system

BP2
The 〈System〉
is 〈Function〉

Action
Models the Action of the sys-
tem

BP3
〈Condition/Action〉
is within 〈Quantity〉 〈Unit〉

Performance Constraint
Models the Performance Con-
straint of the Action or Con-
dition

BP4
〈Condition/Action〉
is more than 〈Quantity〉
〈Unit〉

Timing Requirement
Models the Timing Require-
ment of the Action or Condi-
tion

BP5
〈Action〉 WHEN
〈Condition〉

Event-Driven
Models the system response
when a certain condition is
met

BP6
〈Action〉 IF
〈Condition〉

Unwanted Behaviour
Models the Action of the sys-
tem when it encounters an un-
desirable condition

BP7
〈Action〉 WHILE
〈State〉

State-Driven
Models the Action of the sys-
tem when it is in a particular
state

BP8
〈Condition〉 AND
〈Condition〉

AND Condition
Models the AND logic opera-
tion when applied to the Con-
dition BPs.

BP9
〈Condition〉 OR
〈Condition〉

OR Condition
Models the OR logic opera-
tion when applied to the Con-
dition BPs.

BP10
〈Action〉 AND
〈Action〉

AND Action
Models the AND logic opera-
tion when applied to the Ac-
tion BPs.

BP11
〈Action〉 OR
〈Action〉

OR Action
Models the OR logic opera-
tion when applied to the Ac-
tion BPs.
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The description of the BP templates are as follows:

1. BP1 and BP2: BP1 and BP2 model a Condition and an Action of the system
respectively. These two BP are considered to be base BPs since they do not encap-
sulate other BPs. Both BPs can be modelled by a single IEC 61499 FB.

2. BP3 and BP4: BP3 and BP4 are both time-related BPs which model the Timing
Performance and the Timing Requirement respectively. These two BP are con-
sidered to be intermediary BPs since they can encapsulate other (or require other
BPs) BPs and can also be encapsulated by other BPs (or can be used by other
BPs). Due to the semantic differences between these two BPs, the FB pattern
differs slightly:

(a) BP3: Performance Constraint or timing tolerances specify a period of time
in which the Condition or Action must be satisfied. This is considered to
be a measure of time, therefore, requires two points of reference to measure
the time (this is denoted by R1 and R2). For example, if an Action must be
performed within 50ms after the Condition is met, then the Condition BP
will be R1 and the Action BP will be R2. The PC FB will measure the from
when the Condition is satisifed to the time the Action is carried out.

(b) BP4: The Timing Requirement implies that the Condition or the Action must
be true for more than the defined quantity of time. This process is considered
to be sequential and therefore, can be modelled using two FBs. The first is the
Condition/Action and the second is the TR FB which measures the elapsed
time of the Condition/Action. The Condition/Action FB will issue a Boolean
true value to the TR FB is the Condition/Action is satisifed. The TR FB will
issue an Boolean true value is the Condition/Action persists for the duration
of the specified quantity of time.

3. BP5, BP6 and BP7: BP5, BP6 and BP7 are all considered to be event-driven
requirements where the Condition/State must be active before the Action is trig-
gered. This is sequential and therefore, only two FBs are necessary to model these
three BPs, where the first FB is the Condition/State BP and the second FB is
the Action BP. These three BPs are considered to be top-level BPs since they
encapsulate other BPs and can’t be encapsulated themselves.

4. BP8 and BP10: BP8 and BP10 models the logical AND operation. However, the
configuration of the FBs is dependent on the type of BP it takes. BP8 takes two
Condition BPs and is configured in a converging manner where the two BPs con-
nects to the AND FB. BP10 takes two Action BPs and is configured in a diverging
manner where the AND FB is connected to the two Action BPs. The AND BP is
considered to be an intermediary BP.

5. BP9 and BP11: BP9 and BP11 models the logical OR operation. The reasoning
for their FB configuration is the same as BP8 and BP10.
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3.3 Requirement ontological model

Ontological models are central to semantic web applications and a commonly accepted
definition of an ontology as defined by Gruber [35] and later Borst [36] is: ”An ontology is
an explicit and formal specification of a conceptualization of a shared domain of interest.”
This definition implies that the conceptualization of the domain is formal and therefore,
can be machine interpretable. An ontology can be considered as a 4-tuple 〈 C, R, I,
A 〉 [37] where the four elements are Concepts, Relations, Instances and Axioms and
these elements can be developed using Web Ontology Language (OWL), which is widely
used to develop ontologies. A typical ontology comprises two components: a T-Box (a
terminological component) and an A-Box (an assertion component) [37]. The use of
ontological models in this work differs from most of the existing work and the purpose
of the ontological model is twofold. Firstly, the ontological model formalizes the BP
requirements which in turn is machine interpretable. Secondly, the ontology captures the
relationships between the BPs which is necessary for auto-generating the control flow of
IEC 61499 control systems.

The proposed BP ontological model is shown in Fig. 3. Note for the sake of the
simplicity, the superclass BP is not represented here. The structure of the ontological
model is arranged in a bottom-up manner where the Condition and the Action BPs
are at the bottom level of the structure since they do not encapsulate other BPs. The
bottom-up modelling approach is taken due to the encapsulation of the BPs and the
encapsulation relationship is shown by the object property is part of 〈BP 〉, where the
attribute 〈BP 〉 denotes the BP which encapsulates it. For example, the Action BP can
be encapsulated in either the AND or the OR BP as shown in Fig. 3. If the Action BP
is encapsulated in the AND BP, then the encapsulation is shown by the object property
is part of AND. If the Action BP is encapsulated in the OR BP, then the object property
is part of OR will show this encapsulation relationship.

All the BP concepts, one for each BP in Table 1 have the following data properties:

1. has boilerplateTypeID - which describes the ID of the BP template as shown in
column 1 of Table 1. E.g. BP1, BP2, etc;

2. has description - which describes the BP instance including its attribute values;

3. has name - which describes the name of the BP instance;

4. has template - which describes the BP template as shown in column two of Table 1.

In addition, each BP has BP specific data properties. For example, the ontology
class concept of the Condition BP and its data properties are shown in Fig. 4. The grey
rectangle is the class concept, the directed arrows are the data properties and the rounded
rectangle are the data type of the data properties. The two BP specific attribute data
properties are the has systemAttribute and the has conditionAttribute which contains the
system attribute value and the action attribute value respectively.

The ontology T-box in Fig. 3 is simple and represents only the structure of require-
ments as far as the ”part-whole” relationship is concerned. Nevertheless, it can be used
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Figure 3: T-Box ontological model showing the object properties between the boilerplate types.

Figure 4: Condition boilerplate concept and its data properties.

for their restricted structural semantic analysis. For this purpose, class axioms should
be defined and reasoning such as [14] can be applied. For example, the class TimingRe-
quirement axiom can be expressed in the description logic as follows:

TimingRequirement v (∃is part of UB.BP t ∃is part of ED.BP t ∃is part of SD.BP
t ∃is part of AND.BP t ∃is part of OR.BP) u <specific data constraint>

The first part of this formula, where is part of 〈BP 〉 object properties are used, ex-
presses a structural constraint while the second part defines a specific data constraint
for this class. In the future, BP ontology could be integrated with the domain ontology
(I.e. the Smart Grid ontology). This enables a higher accuracy of the representation of
functional requirements and a deeper semantic analysis of them.
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4 Case Study

4.1 CIGRÉ case study model

The case study model is a simple feeder system as shown in Fig. 5. The feeder system is
used as the case study for the investigation of modelling requirements within IEC 61850.
This investigation was carried out by the B5.02 taskforce group where ten functional
requirements were developed as part of the investigation.

Figure 5: CIGRÉ case study feeder model [70].

The feeder system consists of a transformer TR1. On the primary side of TR1, there
is a current transformer CT1, a circuit breaker BRK1 and two switches SW11 and SW12.
On the secondary side of the transformer, there is a current transformer CT2, a circuit
breaker BRK2 and 2 switches SW21 and SW22. The functional requirement which this
paper will focus on is:

Transformer TR1 should be tripped during overload currents superior to 120% on any
of its coils that stays for at least 50ms in no more than 100ms

This functional requirement can be considered ambiguous since there are two possible
interpretations. The ambiguity pertains to the performance constraint ”in no more than
100ms”. The first interpretation is that the tripping of transformer TR1 must be no more
than 100ms. The second interpretation is that the detection of the overload and the trip-
ping of the transformer breakers must be no more than 100ms. These two interpretations
result in two different sets of BPs, ontological model and IEC 61499 FB implementation.
In this paper, the first interpretation will be taken as the main interpretation.

The steps of formalizing NL requirements to ontology and the auto-generation to IEC
61499 control system are as follows:

1. The first step is to model the requirement in BPs to modularize the functional
requirements to constituent parts and to ascertain relationships between the con-
stituent parts

2. The second step is to model the BP instances in ontology and create a visual
representation showing the BP instances and the relationships between the BP
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instances

3. The last step is to develop eSWRL transformation rules that auto-generate the
IEC 61499 representation of the functional requirement in the IEC 61499 control
system. The development of the transformation rules is out of the scope of this
paper.

4.2 Modelling requirements with boilerplates

The first step in modelling the functional requirement in BPs is to break the requirement
down to constituent parts and use the most suitable BP to model each constituent.

The requirement can be broken down into a Condition and an Action constituent.
This breakdown can be modelled by the Unwanted-Behaviour BP type BP6:

B1: 〈Action〉 IF 〈Precondition〉, where:
The 〈Action〉 attribute is ”Transformer TR1 should be tripped in no more than

100ms”
The 〈Precondition〉 attribute is ”Overload currents superior to 120% on any of trans-

former TR1’s coil that stays for at least 50ms”
However, these two constituents can still be considered vague and can be broken

down further into more granular constituents. Consider the Precondition constituent
again, the phrase ”Overload currents superior to 120% on any of TR1’s coil” implies that
the overload can be either on the primary or the secondary side of transformer TR1. The
two BP types BP1 and BP8 can be used to model these constituents and the concrete
BPs are as follows:

B2: The 〈 CT1 on TR1 〉 is 〈 120% overloaded 〉
B3: The 〈 CT2 on TR1 〉 is 〈 120% overloaded 〉
B4: 〈 B2 〉 OR 〈 B3 〉
B2 and B3 model the overload on the primary and the secondary side of the trans-

former respectively. Since overloading only need to occur on either one of the two sides
of TR1, this is modelled with the OR BP as shown by B4. The last constituent of the
condition is the timing requirement ”at least 50ms” which is applied when either side of
the TR1 transformer is overloaded. This can be modelled using BP4 below as shown in
B5 where 50 is time quantity and ms is the unit of time.

B5: 〈 B4 〉 is more than 〈 50 〉〈 ms 〉
The Action constituent can also be broken down into more granular parts. The

phrase ”Transformer TR1 should be tripped”, implies that either the primary side or the
secondary breaker should be tripped. I.e. if the overload is on the CT1 side, then BRK1
should be tripped. If the overload is on the CT2 side, then BRK2 should be tripped.

B6: The 〈 BRK1 on TR1 〉 shall 〈 Trip 〉
B7: The 〈 BRK2 on TR1 〉 shall 〈 Trip 〉
B6 and B7 both models the tripping of the primary and secondary breakers respec-

tively. The performance constraint of the Action constituent, ”in no more than 100ms”
can be modelled using the BP BP3 as shown in B8 and B9.

B8: 〈 B6 〉 is within 〈 100 〉〈 ms 〉
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B9: 〈 B7 〉 is within 〈 100 〉〈 ms 〉
Since only one of the two breakers shall trip, the OR BP is used to show either B8

or B9 should be performed.
B10: 〈 B8 〉 OR 〈 B9 〉
The last BP to be used is the Unwanted-Behaviour BP BP6 to describe the functional

requirement which wraps up the Condition and the Action constituents into a single BP.
B11: 〈 B10 〉 IF 〈 B5 〉
Based on these BP instances and the corresponding FB patterns from Table 1, an

FB network structure can be derived as shown in Fig. 6. Each node represents an
FB, the directed arrows are the direction of the message passing between the FBs. Black
coloured nodes and arcs shows the flatted structures of the BP instances while the greyed
dotted rectangular boxes shows the encapsulation BPs. B2 and B3 both models the
Conditions on the primary and the secondary side of TR1. The OR BP, BP4 is a
combination of B2 and B3 where either one of these two conditions is required to trigger
the condition. TR is the timing requirement for the conditions. B6 and B7 are the
tripping actions for the primary and the secondary side of TR1 and each is connected
to a Performance Constraint FB representing the BP instances B8 and B9. Note that
the PC FB is connected to both the TR (R1) and the PC (R2) FB since two points of
reference is required to measure whether the action was performed within the specified
PC. B10 represents the logical OR of the two tripping actions. Lastly, B1 represents the
Unwanted-Behaviour BP.

Figure 6: FB network structure derived from the boilerplate models of requirement 1.

4.3 Modelling of boilerplate requirements in ontology

Each BP developed in subsection B can be modelled by an ontology class concept. In
total, there are ten BP ontology instances created and an example of the BP instance
B2 and its data properties are as follows:

Data Property:
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• has boilerplateTypeID ”BP1”

• has name ”B2”

• has template ”The 〈System〉 is 〈Precondition〉”

• has description ”The 〈 CT1 on TR1 〉 is 〈 120% overloaded 〉”

• has systemAttribute ”CT1 on TR1”

• has conditionAttribute ”120% overloaded”

The overall structure of the BPs is shown in Fig. 7. Following the bottom-up structure
as discussed in Section III, subsection C, the BP at the first level are the Condition BPs
B2, B3 and the Action BPs B6, B7. These two types of BPs are at the first level BPs
since they do not encapsulate other BPs. The next level up above the Condition BPs is
the OR BP associated with the object property is part of OR. Similarly, the Action BP is
associated with the PerformanceConstraint BP with the is part of PC object property.
All subsequent BP instances are linked via the is part of 〈bp〉 object property, where the
〈bp〉 attribute is the linked to BP.

Figure 7: Structure of BPs for Requirement 1 using A-Box ontology.

4.4 Resultant IEC 61499 Automation Control System

The resultant FB network that is auto-generated from the requirement BP ontological
model is shown in Fig. 8. Note that the development of the eSWRL rules used to trans-
form the requirement ontology to the resultant IEC 61499 ontology and FB network is
out of the scope of this paper as the development of transformation rules are discussed
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Figure 8: Resultant FB network from boilerplate models for requirement 1.

extensively in [10]. What is auto-generated are the BP Composite FBs and the inter-
connections between the FBs. A composite FB is a design artefact in IEC 61499 which
can encapsulate an FB network. Therefore, the internal implementation of the compos-
ite FBs is not auto-generated from the BPs since the intention is to implement them
with IEC 61850 LN specifications. FB1 (BP1 1) as shown in Fig. 9 and FB2 (BP1 2)
are both FB representation of the Condition BPs B2 and B3 which checks for overload
on the primary side and the secondary side of transformer TR1 respectively. The two
input variables ”CT1 on TR1” and ”Overloaded120Percent” are both derived from the
attribute values of the Condition BP B2.

Figure 9: FB representation of the Condition constituent.

FB3 is the OR FB which handles the OR operation of the two conditions. FB4 is the
TimingRequirement FB which performs the timing requirement check. FB6 and FB7 are
both FB representations of the Action BPs which trips BRK1 and BRK2 respectively.
FB8 and FB9 are both PerformanceConstraint FBs for the two action FBs. FB5 is
the OR BP which which performs the OR operation of FB6 and FB7 where either the
primary BRK1 or the secondary BRK2 is tripped. The layout and the interconnections
of the FB network reflects the structure of the BP instances in Fig. 6. Note that from
the subset of the functional requirements that were proposed by the CIGRÉ taskforce
group for the case study, it was possible to create a one-to-one correspondence between
the BPs and the FBs. After the requirement composite FB structure is instantiated, the
internal FB network of each BP composite FB is implemented based on IEC 61850 LN
specifications. Take the BP1 Condition BP for example, the aim of this condition is to
check for whether an overload has occurred on the primary side of the transformer. The
sequence of events for performing this condition are as follows:

1. Retrieve a current reading for sampling. This can be modelled by using the current
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transformer LN TCTR;

2. Compare the current reading to see whether an overload has occurred. This can be
modelled by using the overcurrent protection LN PIOC.

The internal IEC 61850 implementation of the composite FB2 in Fig. 8 is shown in
Fig. 10. Each LN is represented by an FB based on the iLN architecture [4]. The iTCTR
FB obtains a sample reading of the current and passes this sample to the iPIOC FB for
overload check. If the reading is overloaded, then the iPIOC FB outputs a TRUE value
in the Op general output which is linked to the isOverloaded data output in FB2. Based
on the MDE framework presented in Fig. 2, the internal IEC 61850 LN implementation
can also be auto-generated since an IEC 61850 specification ontology is also used as part
of the framework.

Figure 10: Internal FB implementation of the Condition Composite FB

.

5 Conclusion and Future Work

A requirement modelling framework which utilizes semi-formal and formal models of
NL based functional requirements is proposed in this paper which can be applied for
automatically translating functional requirements to IEC 61499 control systems. The
semi-formal model is based on the use of RNL BPs which add structure and decomposes
requirements to constituent parts. The BP model is then translated to a formal model in
ontology where the relationships and the attribute values of the BPs are formalized. The
proposed modelling approach is then demonstrated on a CIGRÉ case study model illus-
trating how NL based functional requirements can be translated to the end automation
control using various semi-formal and formal models through the design chain. The ben-
efits of the proposed modelling framework are threefold. Firstly, sub-sets of semi-formal
models of functional requirements in BPs are defined to ascertain functional structures
that are represented by each BP model. Secondly, a formal ontological model of func-
tional requirements can reduce the ambiguities in NL requirements and in addition, it is
machine interpretable. Lastly, incorporating requirements in the smart grid MDE frame-
work in Fig. 2 addresses one of the major limitation of existing IEC 61850/IEC 61499
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based MDE work which can only auto-generate the structure of the IEC 61499 control
system and not the control flow between the FBs. The functional requirements define the
interactions between the LN specifications and therefore, control flow in the IEC 61499
control system can be auto-generated from the formal ontological model of the functional
requirements as showed in this paper.

The future work pertains to several limitations which need to be addressed in this
work. Firstly, the translating of the NL representation to the BP representation is cur-
rently done manually instead of automatically generated. However, as shown by existing
research works, domain ontologies can be used to aid the automatic generation of BPs
from NL requirements. Secondly, since the IEC 61850 LN implementation resides within
each BP FB, this limits the reuse of IEC 61850 LNs if several requirements require the use
of the same LN. This limitation is addressable by exploring the use of alternative design
patterns such as the SOA based design pattern [38] which decouples the requirements
from the implementation of the specification. Lastly, testing and validating the correct-
ness of the end IEC 61499 automation control system against the functional requirement
is essential. Requirement testing and tracing techniques such as the TORUS framework
by Sinha et al. in [39] can be incorporated into the framework.
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Abstract

This paper presents the analysis and simulation of the performance of fault location and
isolation (FLI) in an automated power distribution feeder. This system is composed of
two coupled networks: a power system consisting of a distribution feeder with multiple
load buses, and an unreliable communication network of the distributed intelligent agents
in the system, namely, the substation automation and fault protection units separating
segments of the feeder. We provide a complete specification of a distributed algorithm
for FLI and an exact characterization of the time from the occurrence of a fault to its
location and isolation. Both apply to a distribution feeder with an arbitrary number
of buses. These models are then refined into a hybrid simulation that combines three
models executing in parallel: a power system model based on dc power flow, a distributed
automation system model for the intelligent agents constructed using the IEC 61499
distributed automation standard, and an abstract communication network model that
unreliably links the physically distributed agents. The results demonstrate the effect of
communication network reliability at two levels of design abstraction, the correspondence
of results at the two levels, and the use of a modern cosimulation framework to verify
the performance of the distributed smart grid automation algorithms.

1 Introduction

The principle of self-healing is central to the idea of a Smart Grid. Self-healing, among
other functionalities, consists of the grid’s ability to locate a fault, report the problem
to a control center, and then restore the supply of electricity to a majority of affected
customers, all without human intervention [1].

Within the context of a distribution system, the self-healing functionality is known as
automated fault location, isolation, and service restoration (FLISR) [2]. In many existing
systems, however, the FLISR procedure is not fully automated[3]. In fully-automated
FLISR, faults are sensed, the fault section is identified and isolated, and power supply
is restored to customers by automatically switching them to a non-faulted section of the
system. This is achieved by endowing circuit breakers, relays and switches with suffi-
cient computational power to behave as intelligent agents [4] which exchange information
amongst themselves through a communication network to accomplish a control task.

293
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1.1 Previous and Related Work

The cosimulation of the power system and communication network in smart grid systems
has received increasing attention in the research community. Lin et al. [5] present
a review of work in the area and describe an event-driven cosimulation approach to
integrate and synchronize a commercial power system simulator (GE PSLF) and an
open-source communication network simulator (ns-2). Earlier work [6] used ns-2 with a
general-purpose discrete-event simulation tool. Recent results in real-time simulation are
presented in [7].

In the industrial informatics community, the combination of the IEC 61499 distributed
function block architecture and the IEC 61850 standard for substation automation has
emerged as an architectural platform for several applications in decentralized and mul-
tiagent smart grid automation [8]. One reason for adopting these technologies is the
increased requirements for interoperability [9, 10, 11] and reconfigurability [12] in the
smart grid. Some authors have developed decentralized [13] or multiagent-based [14]
protection schemes on this technological platform. For example, distributed algorithms
for location/ isolation and system restoration based on the IEC 61850 GOOSE messaging
standard are proposed in [15].

The decentralized IEC 61499-based automation approach described in this paper aims
to ease the integration of automation into real-world electric grids by supporting the IEC
61850 standard now established in industry; this integration is described in [3] and [10],
and our paper is a direct extension to this work. IEC 61499 is not currently used in
commercial electric grid automation applications, but its use is motivated in this paper by
the anticipated need for greater capabilities in distributed and intelligent automation and
more advanced software engineering methodologies for emerging industrial automation
applications, including a more decentralized smart grid [16, 17].

According to Zhabelova and Vyatkin [3], a major motivation to replace the current
centralized grid protection technology with decentralized multi-agent based technology
is the improvement in response times, but there is a lack of research to quantify these
expected improvements. Another limitation in research to date in multi-agent smart grid
fault isolation, location and supply restoration is that the communication losses are not
considered; for example the algorithms in [3] are not intended to cope with a single lost
packet. Due to reasons of cost, wireless technologies are a very attractive yet unreliable
option; the requirements of wireless networking technologies for smart grid applications
are analyzed in [18] and [19], and experimental data are presented in [20]. The integration
of wireless sensor networking and standards-based automation is considered in [21], which
sketches the algorithms but does not provide any experimental results. Thus one objective
of this paper is to reconsider the algorithms in [3] and redefine them to cope with an
unreliable communication network.

Several multi-agent approaches have been proposed for smart grid automation [22, 23]
and power system restoration [24, 25, 26]. A multi-agent appropach to the fault location,
isolation, and service restoration (FLISR) problem can be found in [27]. However, the
effects of a realistic communication network linking the distributed intelligent agents has
not been investigated. Furthermore, most of the research on smart grid automation with
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IEC 61499/61850 relies on a co-simulation environment that integrates the automation
with a simulation of the physical grid [28, 29]. In this paper, we augment the co-simulation
environment with a model of the communication network losses, so that statistically
meaningful performance results may be obtained. A similar approach for the control of
islanded microgrids has been proposed in [30].

1.2 Contributions

This work builds on the approach of Higgins et al. [10] and Zhabelova and Vyatkin
[3], which describe the flow from model-based design to simulation using IEC 61850 and
61499 standards. In particular, they demonstrate the feasibility of co-simulating a power
distribution system using Matlab/Simulink and IEC 61499 automation environments.
They also illustrate the capability of standards-based automation to perform automated
FLISR.

In this paper, we present a layered modeling approach that supports the analysis
of the performance of fault location and isolation (FLI) for primary power distribution
feeders using wireless networked sensing and control. Our specific objective is to analyze
the effect of the reliability of the communication network on the time required for the
overall system to locate and isolate the fault and inform the substation of the fault
location. These tasks must be completed prior to initiation of restoration of service.

The scope of the simulation case studies (see Section V) is similar to work published
in [8], and this research builds directly on those results. The main motivation in [8]
for introducing distributed automation in smart grid FLISR is to address the following
problem: “The main drawback of the central control FLISR solution is insufficient re-
sponse time due to the geographical distribution of the primary equipment across the
deployment areas” [8, p. 2353]. This previous work demonstrates the functionality of
the distributed automation software, but assumes instantaneous and perfectly reliable
communication. In this paper, we describe analytical and simulation-based methodolo-
gies that can be used to obtain full statistical distributions of the fault location/isolation
performance. These are distributions of the total time required to do the following: (1)
locate and isolate the fault and (2) inform the substation automation system of the fault
location, as a function of communication network delay, packet loss probability and the
number of segments in a distribution feeder. Because the effects of communication are
probabilistic, the simulation framework automatically executes and records results from
a statistically significant number of simulation runs

We first present a general algorithm for FLI in a distribution feeder with an arbitrary
number of load buses. Then we construct a model for analysis that leads to closed-form
results completely describing the time required for location and isolation under unreli-
able communication using the general algorithm. Then we describe a team-of-simulators
approach to modeling the physical, control, and communication subsystems of the auto-
mated distribution feeder. Our results show that the analytical model corroborates the
simulation results.
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2 Electrical System and Protection

We consider automated FLI in the context of a radially connected distribution system.
In particular, we focus on a single distribution feeder of the type shown in Fig. 1 [31].
As shown in Fig. 1, each feeder segment separates two load buses, which may, in turn,
be entire secondary distribution systems or laterals, depending on whether the feeder
belongs to a primary or secondary distribution system.

Transformer ControlLine Load

CircuitBreaker
FPA_1 FPA_2 FPA_N

SSP

IsolatorSwitch

Figure 1: Single-line diagram of a single feeder distribution system showing protection equip-
ment.

Protective relays are equipment which detect abnormal power conditions and initi-
ate corrective action as quickly as possible in order to return the power system to its
normal state. The terms ”protective relays” and ”protection” shall hereafter be used
interchangeably. In this paper, we assume that the transformer protection and load
protection are self-contained and do not overlap with the feeder protection. The feeder
protection consists of a protection system on the substation side of the feeder, as well as
one at every bus connected to the distribution side.

In the following, we describe the different feeder protection systems that behave as
intelligent agents and collaborate to achieve FLI in a distributed manner. We also map
some of the functionalities of these agents to IEC 61850 logical nodes.

2.1 Substation-Side Protection (SSP)

At the substation, the feeder protection system consists of an instantaneous overcurrent
relay (PIOC) which trips (opens) a circuit breaker (XCBR) on all three phases when a
fault current persists for a predetermined number of cycles. The overcurrent relay relies
on measurements from a current transformer (TCTR) on all three phases. To handle
transients or false alarms, a reclosing relay (RREC) attempts to automatically close the
circuit breaker after a set delay. If the fault is still detected, the overcurrent relay trips
the circuit breaker again. After reclosing is attempted a few times, the reclosing relay
goes into ”lockout” (a permanent open until service restoration), and a message is sent
to the substation automation computer reporting a fault.
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2.2 Feeder Protection Unit (FP)

The protection system for the feeder on the load buses consists of an overcurrent relay
(PIOC) which trips a circuit breaker (XCBR) on all three phases when a fault current
persists for a set number of cycles. As with the substation-side protection (SSP), the
overcurrent relay operates based on measurements from a current transformer (TCTR) on
all three phases. Additionally, we assume that the circuit breaker in the feeder protection
system can also be tripped by providing an external control signal (CSWI).

The feeder protection unit (FP) also includes an isolator switch (CSWI and XCBR)
which isolates the feeder section downstream of the bus from the feeder section upstream
of it. This switch can be remotely triggered via a control signal. The isolator switch is
required to fully disconnect both ends of the faulted feeder segment. Otherwise, when
service is restored, one end of the faulted section would be live.

The SSP and FPs are also equipped with communication transceivers to exchange
messages over a wireless network. These messages can be based on the IEC 61850 GOOSE
messaging standard, and are transmitted from the sender to the receiver using multiple
hops. In the following section, we describe the messaging protocol between the SSP and
the FPs which achieves the location and isolation of a fault.

3 Fault Location and Isolation

The objective of the FLI step is to identify the faulted feeder section and isolate this
section before the service restoration protocol begins.

3.1 Feeder model

Consider an N -bus feeder as shown in Fig. 1. The substation protection system is
denoted by SSP and the feeder protection system associated with the ith bus is denoted
by FPi, where i = 1, . . . , N .

The overcurrent relay in the SSP trips the circuit breaker if the current flowing through
the feeder exceeds a threshold current for a time tS. Note that, in current practice, the
overcurrent protection relays in feeder protection systems FP1 through FPN are config-
ured to trip if the current exceeds a threshold for a time duration t1, . . . , tN respectively,
where

tS < tN < tN−1 < · · · < t1,

so that the SSP circuit breaker trips before any of the overcurrent relays in the FP
systems. This is vital to the successful execution of the protocol described in this paper.
It is assumed that the overcurrent relays in the feeder protection system are set to operate
before overcurrent current relays associated with load protection.

We denote the state of feeder protection system FPi by xi ∈ {0, 1}. The state variable
xi is set to 1 if FPi senses a fault current, and xi = 0 otherwise. Therefore, if xM−1 = 1
and xM = 0, for any M ∈ {1, . . . , N}, there is a fault in the feeder segment between
buses M − 1 and M .
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The location and isolation of the faulted feeder segment entails exchanging a series
of messages in a structured manner, such that the (i) the faulted segment is located
and isolated, and (ii) the substation automation system becomes aware of the faulted
segment. This exchange of messages is initiated when substation automation system is
informed that the recloser is in lockout, and it is described in what follows.

3.2 Fault Location and Isolation Algorithm

Our algorithm is designed to locate and isolate any fault detected by the SSP and FP
hardware. The algorithm uses three messages, namely LOCKOUT, FAULT and LOCATED. The
LOCKOUT message informs an FP that the substation side recloser is in lockout. When
a fault occurs, the SSP associated with the faulted feeder sends a LOCKOUT message to
both the substation automation computer as well as the FP immediately downstream of
it. If an FP receives a LOCKOUT message, and it has registered a fault current, then the
LOCKOUT message is forwarded to the next FP immediately downstream. If a LOCKOUT

message is received and a fault current is not registered then the conclusion is that fault
is located upstream of the FP. If a FAULT message is received by FPi, then FPi becomes
aware that the faulted segment is the one between buses i and i+ 1. Then, FPi creates a
LOCATED message which contains information to the effect that the fault has been located
and it lies in the segment between buses i and i + 1. This message is then propagated
in the direction of the substation, i.e, FPi sends the message to FPi−1, FPi−1 sends it to
FPi−2, and so on until it reaches the substation automation computer. The manner in
which each FP processes the three messages described above is shown in Algorithm 1.

if LOCKOUT is received then
if xi = 1 then

Send LOCKOUT to FPi+1;
else

Send FAULT to FPi−1;
Open isolator switch;

end

end
if FAULT is received then

Open circuit breaker;
Create LOCATED;
Send LOCATED to FPi−1;

end
if LOCATED is received then

Send LOCATED to FPi−1;
end

Algorithm 1: FLI protocol handling in FPi in a wireless networked control archi-
tecture.
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3.3 Communication Network

Consider a distribution feeder consisting of N feeder segments each with an associated
FP. The messages defined in Section 3.2, e.g., LOCKOUT, are encoded into packets for
transmission. The reliability of the communication link (i, j) from node i to its neighbors
j ∈ {i± 1} is modeled by a probability of packet error φj

i (t), which can be easily related
to the link’s raw bit error probability and any forward error-control coding used at the
link level. Packet transmissions are not assumed successful until an acknowledgement
packet is received by the sender, so that a complete transaction requires two successful
transmission-receptions. When node i transmits a packet to node j, this transaction is
not successful with probability ρij(t) = 1 − (1 − φj

i (t))(1 − φi
j(t)); hence ρij(t) is the

probability of failure for the transaction between nodes i and j at time t.

In this abstract model, the FP’s and SSP can communicate using any network archi-
tecture; depending on the architecture, the links may be physical or logical. For example,
in a meshed network, the SSP and all FP’s can communicate with neighboring units at
the physical layer. The network may also form a logical star supported, e.g., by cellular
infrastructure, using wireless communication with base stations and, if necessary, the
wired backhaul network.

4 Analysis of the FLI Algorithm

In this section we develop a probabilistic model for the number of message transactions
T from the occurrence of a fault (and the associated tripping and lockout at the SSP) to
isolation of the fault and knowledge of its location at the SSP, which we refer to as the
location/isolation time. We characterize this time as a function of the performance (in
terms of communication reliability) of the wireless communication network connecting
the FPs. While it is tempting to seek summary measures for T such as its mean E(T ),
it is more meaningful to determine the probability that T is less than some value t,
for example, the 95% localization/isolation time, requiring the complete characterization
(probability distribution) of T .

Assume that the fault is located between FPM−1 and FPM . Then location and isola-
tion of the fault requires 2M successful transactions, one each on the ordered set of di-
rected links {(0, 1), (1, 2), . . . (M−1,M), (M,M−1), . . . (1, 0)}. Note that isolation occurs
upon success of the transactions on the link set {(0, 1), (1, 2), . . . (M−1,M), (M,M−1)},
requiring M + 1 successful transactions, but knowledge of the location (and isolation) of
the fault at the substation requires 2M transactions.

In this application, the transaction failure probabilities can be assumed independent.
Under this condition, the location/isolation process can be modeled in its full generality
as a time-variant birth process or equivalently as a non-homogeneous Markov chain;
details are beyond the scope of this paper.

However, we can obtain the general behavior of the location/isolation process if we
assume that there is no spatio-temporal variation in the probability of transaction failure
(i.e., all links are identical and no fading occurs), then ρij(t) = ρ ∀i, j, t. Since faults closer
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to the substation require fewer transactions, it is appropriate to model T as conditional
on the fault location M , allowing an arbitrary distribution for the fault location. Since
location/isolation occurs after 2M successful transactions, the total number of (unsuc-
cessful and successful) transactions, and hence the number of time steps to completion,
can be modeled as Bernoulli trials with success probability 1 − ρ. Thus the probability
distribution of T given M = m is negative binomial with parameters t and 2m:

p[T = t|M = m] =

(
t− 1

2m− 1

)
(1− ρ)2mρt−2m. (1)

Note that T ≥ 2m, viz., the time to completion can be no less than 2m, even with
perfectly reliable communication. In our simulation results, we use specific values of M ;
hence the results are in reported in the form of (1).

Fig. 2 shows the probability mass function of T when M = 3, i.e., p(T = t|M = 3)
for different values of ρ. Here, t is the number of message transaction time slots. We see,
as expected, that the probability that it takes t communications time-slots to complete
FLI decreases as the reliability of the communications channel increases (ρ decreases).
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Figure 2: Performance of of the proposed location/isolation algorithm as function of packet loss
probability ρ. The fault is located between FP2 and FP3, i.e., (M = 3).

In general, the worst-case distribution for T occurs when M = N . For any probability
mass function p[M = m] modeling the probability of a fault occurring in the feeder section
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between Buses m− 1 and m, the distribution of T is found via marginalization, i.e.,

p[T = t] =
N∑

m=1

p[T = t|M = m]p[M = m]. (2)

A more intuitive way to understand (2) is by plotting the cumulative distribution
function (CDF) of T , p(T ≤ t), which is the probability that it takes no more than t
time slots to locate and isolate the fault. The CDF is given by

p(T ≤ t) =
t∑

i=1

N∑
m=1

p[T = i|M = m]p[M = m], (3)

and hence, p(T ≤ t)→ 1 as t increases.
Plotting (3) for various practical values of ρ shows that convergence is quite rapid, as

evidenced by Fig. 3 and Fig. 4.
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Figure 3: Performance of of the proposed proposed FLI algorithm for M feeder segments when
p[M = m] follows a uniform distribution, and ρ = 0.01. The performance curves are generated
using (2).

In summary, we derive a probabilistic expression for the number of message trans-
actions required to locate and isolate a fault on a single distribution feeder. Since a
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Figure 4: Performance of of the proposed proposed FLI algorithm for M feeder segments when
p[M = m] follows a uniform distribution, and ρ = 0.05. The performance curves are generated
using (2).

feeder always runs from a substation to the loads, extension of the current algorithm
to larger systems would simply involve communication between the SSPs and a main
control center to determine the location of the fault in the larger system, irrespective of
its topology.

5 Simulation

In this section we describe the simulation setup used to verify the FLI algorithm pre-
sented in Section 3. Our simulation model consists of three simulators executing in
two simulation environments, namely, Simulink and nxtStudio. Using the paradigm of
cyber-physical systems (CPS), the physical subsystem is modeled using the Simulink
environment, and itself consists of two models, one for the power distribution grid, and
one for the model of the unreliable communication network. The cyber subsystem is
modeled using nxtStudio, a simulation environment compliant with the IEC 61499 dis-
tributed automation standard. These subsystems interact with each other as shown in
Fig. 5.

We first describe the physical power system model implemented in Simulink. We
then describe how the communications network model is simulated. We go on to outline
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61499

Simulink

UDP UDP

UDP UDP

ControlModel

PowerSystemModel NetworkModel

Figure 5: Co-simulation architecture for FLI in an automated distribution feeder, reflecting
heterogeneity of control, power system, and communication network modeling semantics. Models
are implemented in two simulation environments.

the implementation of the control system in nxtStudio using IEC 61499 function blocks.
Finally, we describe how the three disparate simulators are integrated in order to form a
single co-simulation environment.

As shown in Fig. 6, the power system simulated is a three-phase 11 kV 60 Hz
distribution system with a single feeder. The distribution substation contains a step-
down transformer, the secondary of which is connected to the distribution feeder. The
feeder is connected to three loads through buses.

5.1 Power System Model

FPA_1 FPA_2 FPA_3

SSP

L1 L2 L3

F1 F2

Figure 6: Single-line diagram of the simulated single feeder distribution system. f1 and f2
indicate the locations of the faults that are simulated in Section 6.

This system is modeled in Simulink using the SimPowerSystems blockset. The pri-
mary of the wye-connected transformer at the distribution substation is connected to a
33 kV transmission line. This is modeled by connecting the Three-Phase Source block
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Figure 7: Current waveforms of the A-phase at the substation (a) and Load L1 (b). Power is
shut off to the load when a fault is detected.

in Simulink to the primary side of the Three-Phase Transformer block. The loads are
modeled using the Three-Phase Series RLC Load block with a real power demand of 10
kW and a reactive power demand of 100 VAR. The load remains constant throughout
the simulation.

Fig. 7 shows the current waveforms of the A-phase obtained by simulating the power
system with a fault triggered at t = 0.25s.

The Powergui block is used to solve a AC load flow to calculate the node voltages and
branch currents at fixed time steps, chosen in this case to be 1 ms. The fault used in this
simulation is a three-phase-to-ground fault, where a short circuit occurs between all three
lines and ground. This is modeled by using the Thee-Phase Fault block in Simulink.

The SSP consists of an overcurrent relay which trips the substation-side circuit breaker
if the current exceeds 1 kA. The model of the overcurrent relay in Simulink consists of
a system of blocks connected such that if the output of a Current Measurement block
exceeds 1 kA, a signal is sent to the Three-Phase Breaker block to open the circuit
breaker. The same signal is also sent to nxtStudio using the messaging architecture
described in Section 3.2 as the LOCKOUT signal.

The modeling of the overcurrent relay in the FPs is similar to that of the SSP. How-
ever, in the case of the FP, the output line of the current measurement block in Simulink,
instead of being connected to a circuit breaker, is connected to a level detection block
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with outputs 1 if a fault current was detected, and is 0 otherwise. This signal constitutes
the state of the FP and it is sent to nxtStudio as input to the FP control logic.

The circuit breakers and isolator switches, as well as the SSP, are modeled using the
Three-Phase Breaker block with the external control line enabled. This is interfaced
with nxtStudio such that the breaker models simulating the circuit breakers and isola-
tor switches are controlled by the output signals of the IEC 61499 FP function blocks
CB PORT and ISO PORT respectively in Fig. 8.

Figure 8: Implementation of the control architecture in IEC 61499 function blocks.

5.2 Communication Network Model

In our system model, the communication network affects messages that are exchanged
between the SSP and the FP controllers. The effect of the communication network in
this co-simulation is modeled via interaction between the Simulink and 61499 automa-
tion environments. Each SSP and FP unit is modeled as a dedicated controller at its
physical site; in the 61499 environment, each SSP and FP is implemented as a stand-
alone function block. Communication between the two environments is implemented
using User Datagram Protocol (UDP) packet transfers. When a message is transmitted
from one IEC 61499 function block to another, the sending function block requests the
next (0, 1) outcome of the Bernoulli process from the Simulink model that represents
the communication network. If the value is 1, then the message is transmitted to the
receiving function block. If the value is 0, the message is not sent in the current 61499
execution cycle, thus incurring a delay of one time unit. The function block controller
again requests an outcome from the Bernoulli process; this iteration continues until a 1
value is generated, permitting the message to be sent.

The effect of each lost message between function blocks is exhibited as delay of one
time unit in the FLI algorithm. Because of the simplicity of control processing, this
delay is dominated by communication delays due primarily to the design of media access
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control (MAC) protocols for wireless networking. For example, many of these protocols
divide time into short (e.g., 10 ms [32]) slots of duration Ts that can be dedicated to
transmissions. In this paper we assume that the available network capacity is signifi-
cantly larger than the minimum required, so that each transaction requires four such
slots in consecutive order, i.e., one each for transmission of the packet, processing by the
receiver, transmission of the acknowledgement packet, and processing of the acknowl-
edgement packet, leading to a delay of 4Ts for a successful transaction, so that the time
to location/isolation is 4Tst. Hence, if a fault occurs between feeder protection systems
FPM−1 and FPM , the minimum time to completion of the FLI algorithm is 8TsM (see
Section 4). The simulation can be easily extended to incorporate more sophisticated
models that incorporate correlated fading, or interference from nearby transmitters that
might prevent the four slots from being consecutive [18].

5.3 Modeling and Implementation of Control

The distributed FLI algorithm is implemented in IEC 61499 function blocks that
can be developed using several environments and toolchains; here we use the nxtStudio
environment. In our model (Fig. 8), the two types of protection subsystems described in
Section 2 are mapped in one-to-one correspondence to 61499 function blocks. As shown in
Fig. 8, the SSP controller is implemented as function block SSP of class SSPControlV2.
Similarly, the three FP controllers are implemented as three instances, namely FP1, FP2,
and FP3, of class FPControlV2, each running Algorithm 1.

5.4 Interfacing Models of Computation

The distributed control system implementation, implemented in the 61499 automation
environment as function blocks, is triggered by events from the Simulink model of the
distribution feeder system. In the 61499 model, the function block WSNNetwork handles
communication with the network simulator residing in the Simulink environment. At each
execution cycle, the SSP controller receives a state value from the power distribution
network model. This state values indicates whether the network is in the lockout state,
i.e., when a fault is detected and the substation-level circuit breaker is in the opened
state. The FP controllers also receive state values; each FP controller receives a state
value from the Simulink model indicating whether a fault current was detected in its
protection zone, defined as the distribution feeder downstream from itself.

The communication interfaces between (i) the power system model and the controller
and (ii) the controller and the communication network model are implemented using UDP
communication. The Simulink model sends state values to the function block controllers
while the 61499 function block controllers send actuating control signals to the circuit
breakers and the isolator switches of the Simulink model.
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Table 1: Comparison of theoretical and simulated summary statistics.
Mean Std. Deviation
E(T ) (var(T ))1/2

Theory Simulated Theory Simulated
M = 2 4.21 4.21 0.470 0.564
M = 3 6.31 6.28 0.576 0.652

6 Numerical Results

In this section we cross-validate the analysis of Section 4 and the co-simulation de-
scribed in Section 5 using a Monte Carlo algorithm to estimate the probability distri-
bution of the time to location/isolation. A MATLAB script controls the Simulink envi-
ronment, with the nxtStudio model running in the background and responding to events
from the Simulink models. The number of message transaction time slots required for the
SSP to become aware of the fault location is accumulated in nxtStudio and the result is
sent to the MATLAB environment via the Simulink model. After each run a reset signal
is sent to nxtStudio to re-initialize the states of the control logic. Synchronization of
the models is assured by briefly pausing the MATLAB script while the nxtStudio model
completes resetting.

We performed 31000 and 41000 simulation runs for M = 2 and M = 3 respectively,
with independent seeds for the pseudo-random number generator used in the simulation.
Results are shown in unitless form (i.e., the number of message transaction time slots
t) to maintain independence from any particular wireless MAC protocol or PHY layer
technology; as described in Section 5.2, the results can be converted to time in seconds
using the expression 4 · Tst. Results for the sample mean and sample standard deviation
of T are compared with the corresponding theoretical result of (1) in Table 1. Fig. 9
and Fig. 10 show the resulting histograms along with the theoretical probability mass
function (indicated by red dots), again demonstrating good agreement.

7 Conclusion

A key benefit of co-simulation with IEC 61499/61850-based control in smart grid automa-
tion applications is that the simulation model of the physical power system can be simply
replaced with physical sensors and actuators after the automation has been validated.
But significant challenges remain; while the growing body of research on smart grid au-
tomation with IEC 61499/61850 is addressing many issues related to interoperability and
reconfigurability, the results so far are illustrative, and the expected performance benefits
from decentralized control have not yet been validated.

This paper introduces a method for assessing the effects of communication network
unreliability when a distributed multi-agent approach is used to locate and isolate faults
along a distribution feeder. We study fault location/isolation performance at both math-
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Figure 9: Theoretical and simulated performance of of the proposed FLI algorithm for ρ = 0.05.
Fault is located between FP1 and FP2, i.e., M = 2.
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Figure 10: Theoretical and simulated performance of of the proposed FLI algorithm for ρ = 0.05.
Fault is located between FP2 and FP3, i.e., M = 3.

ematical and simulation-based modelling levels, with closed-form analytical results for
the former. It also demonstrates a principled approach to smart grid automation design
that enables validation of models as they are refined toward deployable hardware.
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