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Abstract
Information collected from individuals via online social networks and Internet of things 
devices can be used by institutions and service providers for different business purposes to 
tailor and customize their services, which is defined as secondary use of information. 
Although the literature on secondary use is well developed, prior studies have largely focused 
on direct use of information such as those instances of information use that do not stem from 
data mining. Advances in data mining and information-processing techniques facilitate 
discovery of customers’ and users’ behaviors and needs. Research shows that individuals’ 
behavior can be inferred with high accuracy from their shared information, which may in turn 
jeopardize privacy. A recent scandal of Cambridge Analytica using about 87 million 
Facebook profiles to target those users with customized micro-targeted political ads has 
created public outrage and raised criticisms of secondary use. Given this background, the 
purpose of this thesis is to explore impacts of organizations’ and service providers’ secondary 
use of personal information in order to draw conclusions related to how individuals’ attitudes 
are formed and what role secondary use plays in managing privacy.

This research investigates user awareness and attitudes towards potential secondary uses of 
information. To pursue this, a multi-method qualitative approach using a descriptive 
questionnaire with 1000 European citizens and a total of 10 focus groups with 43 participants 
was employed. A qualitative content analysis using both inductive and deductive approaches 
was conducted to analyze the results. The conceptual framework employed in this thesis was 
genres of disclosure. 

The research results suggest that user awareness of the potential for indirect personal 
information disclosure was relatively low. It was consequently found that participant attitudes 
toward privacy and disclosure shifted from affective to cognitive when they experienced 
firsthand the potential inferences that could be made from their own data. Generally, the 
participant users only considered their direct disclosure of information; through observing 
potential indirect inferences about their own shared contents and information, however, the 
participants became more aware of potential infringements on their privacy.

The study contributes to information privacy and information systems literature by raising 
understanding of the impacts of secondary use, in particular its effects on individual privacy 
management. In addition, this thesis suggests that information privacy is affected differently 
by direct and indirect uses. Its contribution to information privacy research is to complement 
previous methodological approaches by suggesting that if users are made aware of indirect 
inferences that can be made from their content, negative affective responses decrease while 
cognitive reactions increase through the processing of information related to their disclosure 
genres. The reason is that indirect use of information inhibits the negotiation of information 
privacy boundaries and creating unresolved tensions within those boundaries. Cognitive 
awareness of inferences made to individual information significantly affects the privacy 
decision-making process. The implication is that there is a need for more dynamic privacy 
awareness mechanisms that can empower users by providing them with increased awareness 
of the indirect information they are sharing.

Keywords: secondary use of personal information, online social network, internet of things, 
privacy awareness, affective attitude, cognitive attitude, genre of disclosure, indirect use
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1 Introduction
Organizations and service providers collect and process large amount of data from their 
customers and users to better understand their needs and behavior. Utilization of such
information provides a strategic advantage to the organizations for legitimate business 
purposes and tailoring and customizing their services. However, such collection and use of 
personal information may risk privacy. Information privacy, referring to the ability of 
individuals to control the information about themselves (H. J. Smith, Milberg, & Burke, 
1996), is of growing concern to the users regarding their information collection, aggregation,
and utilization (Kelsey, 2008; Wall, Lowry, & Barlow, 2016). One example is that of online 
social network (OSN) sites that facilitate the communication between its users, thereby 
providing a platform to individuals to freely access everyone within the Internet. The users 
are motivated by the OSNs to actively share information about themselves and their 
activities. However, the interaction of a user with an OSN occurs only on the surface; the
storing, sharing, and processing of the private and personal information are hidden from its 
users underneath the facade (Debatin, Lovejoy, Horn, & Hughes, 2009; Zhang, Li, Luo, & 
Warkentin, 2016).

In recent years, two controversies have generated public outrages, which once again brought 
focus on the usage of personal information. In March 2018, the Observer and Guardian
revealed a highly complex story of the data analytics firm, Cambridge Analytica, regarding 
the use of the data of 87 million users of Facebook for political campaigning. After profiling 
the citizens based on their interests, the firm designed personalized micro-ads and targeted 
voters with the aim of influencing their votes in the 2016 US presidential election. One year 
earlier, a media coverage on a program of the CIA (aka Vault7) of converting some Internet 
of Things (IoT) devices into surveillance tools became another major controversy (Coldewey, 
2017). IoT devices enable data collection from the surrounding human environment to 
provide useful services to individuals, such as energy saving, security, and wellness. The 
documents in the Vault 7 expose revealed the manner by which the CIA was developing 
cyber weapons for spying on the population. As an example, a malware places a target TV in 
the “fake-off” mode and deceives its owner while recording the conversations in the room 
and transporting them over the Internet to a covert CIA server. According to a report of Pew 
Research (Geiger, 2018),70% of the adults believe that the government is using surveillance 
data for purposes beyond anti-terror efforts. In 2016, another survey (Rainie, 2016) showed
that 91% of the adults agreed or strongly agreed that consumers have lost control of how 
personal information is collected and used by companies.

Privacy in the digital age can be viewed within the context of social (peer) and institutional
(company or organization) privacy. Raynes-Goldie (2010) defined social privacy as “the 
control of the information flow of how and when the personal information is shared with 
other people.” In comparison, Institutional privacy is defined as “how institutions such as 
governments, banks, and other businesses, use or misuse the personal information” (Raynes-
Goldie, 2010). In an ethnographic study, Raynes-Goldie (2010) reported that the college 
students participating in the study were more concerned about the latter than the former,
probably owing to the lack of awareness on how organizations handle their information. A
follow-up study also confirmed the previous case and reported the lack of such an awareness 
(A. L. Young & Quan-Haase, 2013).

Secondary use of information is the core of institutional privacy. It has been studied in 
different areas including e-commerce, digital services, and OSNs. It is defined as “the use of 
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personal information for other purposes subsequent to the original transaction between an 
individual and an organization when the information was collected” (Culnan, 1993, p. 342).
Secondary use can be categorized into two types, viz., direct and indirect use. Direct use 
includes information such as name, email, and date of birth that a service provider uses for 
the purpose of improving its services, advertising, or contacting its users. For example, the 
current location shared, such as the home town on Facebook, is used for creating ads that are 
local. Alternatively, the email address provided by a user is employed for targeting ads or 
contacting for security breaches. Accordingly, the information is shared directly by a user, 
though he/she has disclosed it for purposes alternate to those used by the provider. For 
example, the location of residency can be revealed with the intention of informing friends 
about the current location and not necessarily for receiving ads.

Indirect personal information includes the personal information that is embedded in other 
sources in the form of identity cues. Posts, comments, likes, shares, number of friends, and 
type of friends affect the impression formation on social network sites that give indications
about the identify of a user to draw inferences about the personality of the target (Min, 2016; 
Utz, 2010). Providing this type of indirect personal information is considered an act of 
unintentional presentation of self (Debatin et al., 2009) and a projection of its creators (Back 
et al., 2010; Schau & Gilly, 2003). Examples of this type of indirect information use is the
use of data mining to profile a person based on hobbies and psychological traits. Indirect 
personal information cannot be conspicuously found in the profile of a user profile but needs 
to be processed to become available. 

Institutional privacy within the context of indirect information sharing has gained less 
attention than direct information (i.e., the information that can be inferred from the disclosed 
information of an individual). Several studies focusing on the secondary usage either assume
that the users are completely aware of the practices or make a hypothetical assumption about 
their inferred attitudes. It is highlighted that human behavior is predictable based on digital 
records, which makes individuals more uniquely distinguishable (Kosinski, Stillwell, & 
Graepel, 2013). Individuals are prone to being harmed by institutions and third parties, and 
research indicates that users neglect this aspect (Brandtzæg, Lüders, & Skjetne, 2010; 
Raynes-Goldie, 2010; A. L. Young & Quan-Haase, 2013). Young and Quan-Haase (2013) 
argued that users were apparently powerless in regard to institutional privacy: “Little concern 
was raised [by study subjects] about institutional privacy and no strategies were in place to 
protect against threats from the use of personal data by institutions. This is relevant for policy 
discussions, because it suggests that the collection, aggregation, and utilization of personal 
data for targeted advertisement have become an accepted social norm” (Young and Quan-
Haase 2013, p. 479). Hull, Lipford, & Latulipe (2010) called for extending the research on 
the awareness of users about the unperceivable part of Facebook where indirect information 
flows. They suggested that the “users need to be aware of what exactly might happen with 
their and their friends' information, to make informed decisions about how to share that 
information” (ibid, p. 300).

Secondary use imposes some challenges for research and practice. There is a need for 
increasing the privacy awareness of the users to promote their understanding of the existence
of a new anti-hacking and anti-surveillance industry through social (e.g., education) and 
technological solutions (Angwin, 2014; Litt, 2013). Developing a part of this understanding 
requires raising the social awareness on non-transparency and the lack of choice caused by 
the disregard of the information other individuals, firms, and governments have about the 
users or how that information is used and with what consequences (Acquisti, Brandimarte, & 
Loewenstein, 2015; Ståhlbröst, Padyab, Sällström, & Hollosi, 2015). Personal-information 



3

processing via data mining and profiling by third parties can lead to privacy threats and have 
negative consequences such as identity theft, stalking, unwanted marketing, blackmailing, 
phishing, and unwanted disclosure (Al Hasib, 2009), as well as psychological effects such as 
embarrassment or shame (Shoemaker, 2010). Disclaimer to the fears caused by the lack of 
privacy controls can have adverse consequences for individuals in relation to psychological, 
social, career, physical, resource, prosecution, and freedom-related issues (Karwatzki, Trenz, 
Tuunainen, & Veit, 2017). These consequences have a significant impact on the adoption of 
the services (Hsu & Lin, 2016), interactions with an organization (Conger, Pratt, & Loch, 
2013), or trust toward governmental agencies (Angwin, 2014; Humphreys, 2011). One recent 
example is the #deletefacebook movement leading many Facebook users to delete their 
accounts after the Facebook/Cambridge Analytica controversy (Gilbert, 2018).

The act of privacy management is socially constructed, and digital medium disrupts, spans,
and establishes new practices (Palen & Dourish, 2003; Petronio, 1991) set by institutional 
privacy originating from the lack of end-user knowledge on the capability of data processors.
Hence, understanding the attitude of users regarding how service providers collect and use 
their information shared over the internet is needed (Acquisti & Gross, 2006). Different gaps 
currently exist in this research domain. The main gap is that the current literature lacks 
empirical findings on the attitude of a user toward indirect information use. Extensive 
attention has been devoted to the ethical and societal discussion of information use in the age 
of data mining and big data (e.g., Adjei & Olesen, 2012; Fuchs, 2008, 2013; Livingstone & 
Brake, 2010; Shoemaker, 2010), and there is a demand for increased public awareness of how 
the current technological developments aggregate and employ personal data. However, the 
body of the literature in this regard is disconnected with the actual users and individuals that 
are significantly impacted by such intrusive technologies. Even though indirect secondary use 
has received focus before (Hann, Hui, Lee, & Png, 2007; Iyilade, Orji, & Vassileva, 2015; A. 
Marwick & Hargittai, 2018; Soczka, Brites, & Matos, 2015), in those studies, the approaches
for capturing the nuances of the user attitudes toward information use had potential flaws,
governing the second gap in the literature. To this end, researchers have explored the
imaginary perception of the end users regarding the data processing peculiarities through 
simple questions (Iyilade et al., 2015; Kim & Huh, 2017; Krasnova, Günther, Spiekermann, 
& Koroleva, 2009; A. Marwick & Hargittai, 2018) or case scenarios (Ham, 2017; Hann et al., 
2007; Kennedy, Elgesem, & Miguel, 2015). A part of the problem with the majority of the 
research in this field is that the surveys are based on self-reporting behavior, which are not 
reliable (Hughes-Roberts, 2013; Kokolakis, 2017) owing to the lack of awareness of privacy 
risks, particularly risks related to indirect information sharing (Barth & de Jong, 2017; 
Debatin et al., 2009; Tufekci, 2008). In this thesis, it is assumed that the body of knowledge 
in this area is still immature and needs various approaches for exploring the behavior of the 
end users. Studies within this area are mainly limited to the view of the concept of the 
researcher, which is disconnected from the logic of a user for forming examples and 
contextual meanings. These approaches alone cannot capture the essence of the phenomenon 
if the dangers are not evident to the end users. As an example, there can be diverse inferences 
of personal contents that end users might not be aware of when they answer questions in 
surveys or case scenarios. The literature has repeatedly warned about the lack of 
understanding of secondary use practices among the majority of users and have promoted the
investigation of the privacy implications of such practices (Acquisti et al., 2015; Hugl, 2011; 
Park, 2013; Raynes-Goldie, 2010; Shoemaker, 2010).
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1.1 Purpose of the research
The purpose of this thesis is to explore the impact of the secondary use of the personal 
information by organizations and service providers on the privacy of an individual to draw 
conclusions on the formation of privacy attitudes of individuals and role played by secondary 
use in managing privacy. This research effort will contribute to better understanding the
impacts of secondary use, particularly its effects on the management of the privacy of an 
individual. The research presented in this thesis studies the user attitudes toward secondary 
use and examines the effect on privacy management leading to a loss of privacy by the digital 
medium. As an OSN example, the privacy policy of Facebook is lengthy and complex, and 
allows companies to conduct data mining analysis by extracting insights of the browsing 
behavior of its users through automated inferences (cf. Fuchs 2013). Another example is the 
change in the terms of use introduced by Instagram (Bilton & Wortham, 2012), giving the 
OSN the right to commodify the contribution of its users without any notification. Users are 
often not completely aware of the business models that are primarily founded on leveraging 
the user data for subsequent monetization. Consequently, this thesis reports the implications 
of secondary use and its effects on the privacy of an individual.

1.2 Research questions
The following research questions are used as guides to accomplish the aims of this thesis:

RQ1: How are the attitudes of a user toward secondary use of information formed?
RQ2: How does secondary use play a role in managing privacy?

This thesis aims to answer the above questions by exploring how individuals view secondary 
use and its effects on their disclosure intention and ultimately their privacy. These research 
questions are targeted at information privacy and are exploratory in nature for exhibiting that 
secondary use of information is potentially intrusive, based on two technology cases, namely 
OSN and IoT. 

1.3 Delimitations
There are some aspects that were not included within the scope of this thesis. First, data 
mining with respect to the legal (e.g., The General Data Protection Regulation (GDPR, 
2016)) and technical aspects of secondary use purposes are not discussed here because from a 
user perspective, such laws and technologies are difficult to grasp; therefore, they are not 
relevant to present here. Consequently, I have not included the legal and technical aspects and 
different privacy enhancing technologies that could possibly assist users in managing their 
privacy. 

Second, processing of personal information via datamining and big data analytics for 
secondary purposes is considered a business secret, and hence, practically all companies are 
reluctant to disclose such information to its users and the research community. Consequently, 
this thesis focuses on the potential of secondary use mediated through data mining, which is 
not necessarily extracted by various organizations from the user data. Thus, the notion of 
secondary use in this thesis denotes the perception of the users of their information being 
used by various Internet services. The focus is not drawn to all the actual uses of secondary 
use, instead this dissertation specifies only some of the instances to summarize the case of 
secondary use. 

Third, secondary use is common to all types of services where information is stored digitally. 
This includes, though not limited to, e-health, e-commerce, websites, blogs, messaging apps, 
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cloud storage, social media, and IoT. In this work, it is chosen to focus on those services that 
rely on sensitive and private information from its users, i.e., OSN and IoT. One could argue 
that e-health could be included in this category, however, it is excluded because health 
records in most countries are rarely used for commercial purposes and they are protected by 
strong laws against sharing and dissemination with third parties. The intention of this 
dissertation is not to provide a comparison of different services, e.g., between OSN and IoT. 
Instead, the primary interest is to view secondary use from an overarching angle.

1.4 Structure of the manuscript
The remainder of this thesis is structured as follows: chapter 2 gives an overview of the 
theories that could help in understanding the theme of the dissertation. This is followed by a 
survey of the main theories and conceptual frameworks within the information privacy 
literature as well as presentation of the theoretical framework of the study in chapter 3.
Chapter 4 introduces the research methodology used as well as the data collection and 
analysis practices employed. Chapter 5 offers a summary of the papers appended, and the 
articles are summarized as along with their contribution to this thesis. Chapter 6 integrates the 
findings as a whole. The contributions are discussed together with the implications of the
research and practice. Chapter 7 briefly concludes the dissertation by highlighting its primary 
contributions. It further discusses the limitations of the study, suggests some avenues for 
future research, and reflects on the societal impacts of this research.
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2 Background
To establish the scope of privacy within this work, this chapter starts with an analysis of 
privacy throughout time as well as its definitions. The core concepts of the dissertation are 
discussed later in this chapter. To understand the research questions, the literature related to 
the concept of secondary use is introduced in the context of institutional privacy. Next, to
answer RQ1, it is important to understand the privacy attitude and related literature in relation 
to indirect information use. Lastly, the most closely related existing literature to the theme of
information privacy management is reviewed to lay the foundation for the choice of the 
theoretical framework required to answer RQ2.

2.1 Privacy throughout time
Looking back at history, Aristotle distinguished between the two realms of public and private 
as two separate spheres of life. The public/private distinction was associated with the public 
image and political activity, the polis, and the private sphere was associated with family and 
domestic life, the oikos (DeCew, 2015). It is often said that the systematic appearance of 
privacy as a concept began with the well-known essay by Samuel Warren and Louis Brandeis 
titled “The Right to Privacy” (Warren & Brandeis, 1890). They started to add an 
informational dimension to privacy as opposed to the physical privacy, which was explicated 
first. The latter could be defined as preventing “intrusions into one's physical space or 
solitude” (H. J. Smith, 1994), whereas information privacy concerns access to individually 
identifiable personal information (H. J. Smith, Dinev, & Xu, 2011). Information privacy 
stemmed from the investigations of Warren and Brandeis of the court cases that could be 
protected under a more general right to privacy, which would protect the extent to which the
thoughts, sentiments, and feelings of an individual could be shared with others.

The evolution of IT revolutionized the concept of information privacy (A. F. Westin, 2003).
Since the 1960s, computational power has led governments and large organizations to collect,
analyze, and store personal information (Hoffman, 1969). First, personal computers that were 
connected to a world wide web opened avenues for the relevant user data/metadata via
tracking of user activities, like HTTP cookies. These led to new challenging questions 
regarding user privacy (Lin & Loui, 1998). Currently, we note mobile technologies 
networking together for creating inevitable accompaniments for comforting the daily 
activities of an individual. Different factors, such as adaptation of the computing power and
global spread of the Internet and affordable devices, have led to concerns regarding public 
privacy (N. Rose, 1999) as governments, corporations, companies, and other third parties 
tend to collect massive personal data to be utilized in behavioral marketing. Privacy warnings 
have risen significantly because of the different communicative innovations during the past 
decade (Hoofnagle, King, Li, & Turow, 2010). Moreover, several scholars have warned about 
the negative effects of the advances in information technology on the privacy of an individual 
(Nissenbaum, 2009; Tene & Polonetsky, 2012), such as adverse consequences for individuals 
with psychological, social, career-related, physical, resource-related, prosecution-related, and 
freedom-related issues (Karwatzki et al., 2017). Efficiencies of identification, aggregation,
and data mining have provided businesses and governments more power than the users by 
circumventing the user choice, which endangers the freedom, safety, and relationships 
(Andrews, 2012; Hoofnagle, Soltani, Good, Wambach, & Ayenson, 2012). The terrorist
attacks of 9/11 changed the privacy landscape dramatically. It led the US government to
ratify The Patriot Act in the interest of national security. The act allowed the US government 
to systematically rove wiretaps, search business records, and conduct surveillance of “lone 
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wolves”—individuals suspected of terrorist-related activities but not linked to terrorist groups
(Kerr, 2002). Although the act was first supported by the citizens, the revelations of Edward 
Snowden in May 2013 on the extent of the surveillance of even normal citizens again raised 
concerns about the relevance of information privacy.

Although users tend to be more self-conscious about their physical privacy, i.e., having 
physical access to their classified documents such as reading of their paper mails, they have 
also started to realize the importance of their information privacy such as access to their 
emails or search history (Kift, 2013). Online services use all types of data containing personal 
information and ordinary citizens are left wondering what is happening behind the scenes 
(Garcia-Rivadulla, 2016). The topic of information privacy is clearly a relevant and timely 
issue in view of the rapid spread of IT in recent decades and its deep impact on societal 
conditions (Bélanger & Crossler, 2011; Minkkinen, 2015; H. J. Smith et al., 2011). In this
thesis, the notion of privacy refers to information privacy because most privacy-related 
information system (IS) research has focused on this construct (H. J. Smith et al., 1996).

2.2 Definitions of privacy
The concept of privacy has a long tradition in human history, and attempts to come up with a 
unified definition is almost impossible. Privacy according to Allen (1988) and Goodwin 
(1991) is considered as an elastic concept with a wide variety of definitions. The difficulty of 
defining privacy is highly dependent on the context and environment. Altman (1977)
conducted a heuristic analysis of privacy in relationship to culture. His analysis showed that 
privacy in some cultures like Mehinacu was the practice of systematic isolation, which could 
encompass many years of the life an individual. In contrast, certain groups in the Javanese 
culture had little physical privacy as the people lived in unfenced bamboo homes and went
from room to room without announcement. Within these varied levels of privacy, however, 
there is a common consensus on privacy being a basic human right (Huang & Bashir, 2015)
and that people in all cultures engage in the regulation of social interaction (Altman, 1977).

As mentioned above, the contemporary privacy discourse was started by Warren and 
Brandeis (1890). They recognized privacy as “the right to be let alone” and proposed that the 
existing laws afforded a way to protect the privacy of an individual. Moreover, they built the 
legal and political foundations of the nature and extent of that protection. The political and 
legal view on privacy has continued till today to being extended to protect the privacy of an 
individual from other individuals, corporations, large entities, and governments (GDPR, 
2016; Lessig, 1999). Certain scholars consider privacy from a social point of view, enacted 
by individual and collective entities daily by social action. According to Westin (1967),
privacy is socially constructed in face-to-face and daily activities. He described privacy as 
“the ability to determine for ourselves when, how, and to what extent information about us is 
communicated to others” (A. F. Westin, 1967, p. 7). Privacy is bought and sold in social 
establishments and users have the provision for removing themselves from their interactions
(Schwartz, 1968). The view takes some stance from a legal perspective from “right” to 
“moral value” for individuals who value individuality and freedom (Parent, 1983). The 
operationalization of privacy has led to more discussions on defining it from an enhanced
technical perspective. For example, Stone et al. (1983) described privacy as the “ability of the 
individual to personally control information about oneself,” whereas Samarajiva (Samarajiva, 
1997, p. 283) broadened it to “the control of outflow of information that may be of strategic 
or aesthetic value to the person and control of inflow of information including initiation of 
contact.”
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The cited definitions reveal the diverse interpretations and recognitions of the term privacy.
To maintain a consistent view on the concept of privacy, this thesis restricts itself to one of 
the most used definitions of privacy in this century by Altman. His definition is relevant to 
this thesis because it comes from the era when the digitalization of society raised concerns 
over the growing invasion of private and public domains. In his book “The environment and 
social behavior”, Altman created the well-known definition that privacy represents “the 
selective control of access to the self” (Altman, 1975a, p. 24). According to his theory, 
privacy has five properties:

1. Privacy involves a temporal/dynamic process of interpersonal boundary control
2. There are two levels of privacy: desired and actual
3. Property2 is non-monotonic, implying that privacy can be a combination of three 

types: desired = actual level (optimal), desired > actual level (person seeks social 
isolation), and desired < actual level (person seeks crowding)

4. Privacy is bi-directional, implying that it needs both input to and from others.
5. Privacy applies to both individual and group levels of analysis (e.g., end-user and 

organizational-wide perspective) (Altman, 1975a).

According to Altman, privacy is a continuous negotiation and management process of 
interpersonal boundaries. The metaphor of boundary explains that the privacy management 
rules distinguishing privacy and publicity are dynamic, implying that they can be created, 
moved, transformed, refined, and disrupted based on the circumstances of the technological
presence and interactions with other actors such as individuals, institutions, governments, and 
illegal third parties. Understanding these boundaries is central to the characterization of 
privacy management.

2.3 Social versus institutional privacy
By expanding the concept of privacy provided in the previous section to the digital medium, 
one can argue that the mechanism provided by an Internet service for controlling information 
is essential for maintaining the privacy of its users1. However, these control mechanisms are 
mainly intended to limit the access to the other members of that platform. Some scholars
argue that access control mechanisms are often provided to create an illusion of being in 
control and are not sufficient for protecting privacy: “commercial social networking 
platforms have an economic interest in collecting, assessing, and selling data and share the 
political attitude of surveillance for public security. Targeted personalized advertising is a 
standard feature of all platforms. It is no accident that this is not an opt-in solution because if 
this were the case, less user behavior data could be collected and sold to advertising clients, 
which would have negative influences on profits” (Fuchs, 2009, p. 44). Holding a view of a
“control mechanism” over information privacy could be misleading because it fails to 
consider secondary information use and the lack of control over this part. 

To fill this gap, Raynes-Goldie (2010) suggested two aspects of information privacy, namely
social and institutional privacy. The former is primarily about how and when others or who 
could get access to their information. This is the more visible part of their information by 
which the users can see and control the audience. Various privacy settings (e.g., in an OSN) 
or strategies developed by users (e.g., fake email address) are protection against social 
privacy. In contrast, institutional privacy is defined as “how institutions such as governments, 
banks and other businesses, use or misuse their personal information” (ibid). Institutional 

1 The most apparent definition of a user is those who interact directly with the product to achieve a task (J. 
Preece, Sharp, & Rogers, 2015). User and end-user in this dissertation are used interchangeably.
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privacy departs from the traditional view of privacy (i.e., offline) and considers the threats 
that originate from the digitalization of personal information because other parties could gain 
access and interpret the private attributes of the users. The distinction between social and 
institutional privacy allows to account for the threats arising not only from social interactions 
(e.g., making connections, maintaining or recovering friendships, falling in love, and creating 
autonomous spaces (c.f. Fuchs, 2008)) but also institutions such as governments or large 
corporations (Lessig, 1999). Discerning these two aspects of privacy resulted in a better 
understanding of the protection strategies within cyberspace in various studies. Boyd & 
Hargittai (2010) showed that the users were more willing to adapt protection strategies from 
the threats originating from the immediate social environment (i.e., social privacy), but they 
reacted less consistently to perceived threats from institutional data retention. This result was 
consistent with a succeeding study. Young & Quan-Haase (2013) found that Facebook users 
were more concerned about social privacy than institutional privacy and that the privacy 
protection strategies developed by the users were geared primarily toward protecting social 
privacy instead of institutional privacy. They warned against this trend and called for more 
research for increasing institutional privacy awareness. 

According to the perspective of social and institutional privacy adopted in this thesis, the 
differentiation between the two types of privacy provides more distinctions in the privacy 
attitudes and allows deeper investigation of secondary use within the digital medium. More 
specifically, secondary use of information is mainly related to institutional privacy, and in 
this view, capturing the attitude of the end users toward their awareness of how institutions 
handle their privacy is of prominence. Although institutional practices of handling and using 
information are occasionally not shared (due to strategic gains), users believe that these 
aspects should not be ignored (Lutz & Ranzini, 2017). In this thesis, it is argued that because
there is evidence that many institutions utilize various extraction and data mining techniques 
for secondary use purposes (e.g., Kennedy et al., 2015; McCormick, 2015; C. Smith, 2016), it 
is relevant to study how the end users manage and regulate their privacy under circumstances 
of personal information datamining. Moreover, the differentiation of social and institutional 
privacy allows obtaining the relationship between secondary use and social privacy. 

2.4 Privacy attitude
The study of attitude has been an important topic in privacy research for some time. An 
attitude is “an evaluative integration of cognitions and effects experienced in relation to an 
object. Attitudes are the evaluative judgments that integrate and summarize these 
cognitive/affective reactions. These evaluative abstractions vary in strength, which in turn has 
implications on persistence, resistance, and attitude-behavior consistency” (Crano & Prislin, 
2006, p. 347). Attitudes can involve both affective and cognitive components. The affective 
component contributes to the feeling-related aspect of an attitude, whereas the cognitive 
component involves the rational reactions of the subject to the object of the attitude. 
Psychology research has steadily revealed the power of attitude in predicting behavior
(Cooke & Sheeran, 2004; LaPiere, 1934). For example, Holland et al. (2002) demonstrated
the moderating role of attitude strength in a way that even behavior had less probability of
influencing a strong attitude. Over the past decades, attitude has been included in some of the 
prominent behavioral process models, including the theory of planned behavior (TPB) 
(Ajzen, 2001; Ajzen & Fishbein, 1980), which postulates that behavior follows from 
behavioral intentions and perceived control over the behavior. Intentions are derived from the 
considerations of attitudes, subjective norms, and perceived behavioral control. Although 
literature suggests that behavior is influenced by many factors other than attitudes (Ajzen &
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Fishbein 1980), some individuals act and behave more according to their attitudes than do 
others (Ajzen, Timko, & White, 1982; Pryor, Gibbons, Wicklund, Fazio, & Hood, 1977).

Privacy attitude is directly related to privacy behavior and indirectly related to the privacy 
behavior mediated by privacy intention (Dienlin & Trepte, 2015, p. 294). Both cognitive and 
affective reactions to information privacy are equally important for understanding individual 
reactions to privacy invasions (Choi, Jiang, & Yap, 2012). In the literature on IS in general, 
numerous studies have been reported on the attitude of a user toward directly sharing 
information, for example, on OSNs. Regarding the cognition aspect, one example is “privacy 
calculus,” which relates to when individuals attempt to maximize the difference between the 
benefits and costs (Dinev & Hart, 2006a). For the affective aspect, as example is a study by 
Debatain et al. (2009), which showed that privacy invasions create feelings of fear and anger, 
deterring the disclosure of personal information on OSNs.

However, studies of the attitude toward indirect information use remain scarce. Most of the 
research in the domain of secondary use is focused on organizational practices for managing
personal information (Adjei & Olesen, 2012; Iyilade et al., 2015; Soczka et al., 2015). More 
specifically, past studies have investigated factors influencing the attitudes of the users 
toward secondary sharing and reuse of information. Alternately, they have focused on 
organizational mechanisms for alleviating the concerns that stem from secondary use.
Although certain studies claim that they have focused on indirect aspects as well, a detailed 
investigation reveals that they only covered the direct aspects of secondary use. Moreover, 
sharing and reusing collected information have sometimes been studied as if they cover all 
the aspects of secondary use. For example, Iyilade et al. (2015) explored five factors for 
measuring user attitudes in the context of secondary use including: perceived benefits, 
perceived risks, control, gain reputation, and protect reputation. Their measurement 
instrument contained questions regarding these factors, such as: “I do not share personal 
information online to prevent my employer from making wrong judgments about me” or “I 
share personal information online to improve how I am perceived by my colleagues, friends, 
or peers.” It is apparent that these questions imply only the direct aspects of secondary use. In 
another study, the notion of usage was covered by perceived benefits, trust in Facebook, 
usage frequency, control, and valuing targeted advertising (Soczka et al., 2015). However,
they pointed to the lack of awareness of the information usage among Facebook users, which 
weakened their methodological foundations.

In their study, Kennedy, Elgesem, & Miguel (2015) explored the attitudes of social media 
users about social media data mining. The authors found that their study subjects expressed
discomfort with the use of social media platforms of their information. The study results also 
suggested that there was a discrepancy between the practices of the platforms and normative 
expectations of the users. In relation to the information-privacy-related issues caused by the 
indirect disclosures on OSNs, Hugl (2011, p. 401) noted that “identity theft caused by 
profiling and data mining seems to be a current trend with exponential growth for advertising 
and other purposes.” Similarly, Livingstone and Brake (2010) highlighted that one challenge 
for policymakers and researchers was the education of users, particularly the young ones, in 
the new practices of embedded marketing, potential misuse of personal data, data mining, and 
profiling. They proposed that increased knowledge of new practices may positively influence 
their behavior in this regard. Education designed to provide an enhanced awareness of OSN 
privacy should involve knowledge concerning what and how data are stored on OSNs, how 
these data might be used, and who is likely to have access to them (Lawler & Molluzzo, 
2010).
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It is noteworthy that privacy attitudes and privacy concerns are fundamentally different
(Dienlin & Trepte, 2015). First, attitudes can be both negative and positive, but concerns are 
mainly the negative consequence of an action. For example, when studying privacy attitudes 
toward IoT devices, individuals might have both negative and positive feelings. A bad feeling 
could be related to a feeling that their home is under surveillance through an IoT device,
whereas a positive feeling may be that a security camera is protecting their space in the case 
of an intrusion. However, in the same scenario, a privacy concern is only related to a feeling
of fear of the security and integrity being compromised. Second, there is a difference in their 
scope, implying that the potential application area of privacy attitudes is larger. Privacy 
concern refers to online phenomena that are considered negative, whereas privacy attitude 
can be unique for every online privacy action.

2.5 Theories in information privacy
Theories within information privacy literature can be classified into two categories: variance-
based and process-based theories. This section presents an overview of these two types of 
theories within the information privacy literature and argues their deficiencies for explaining 
the contextual nuances of secondary use in managing privacy for answering RQ2 of this 
dissertation. 

2.5.1 Variance-based theories
Variance-based or factor-based theories deal with fixed dispositional or static factors of 
privacy with varying attributes (e.g., variables) that are usually formed before the actual 
disclosure, and they can predict the general concerns with respect to privacy behavior. 
Studies of dispositional factors have dominated the information privacy literature from a
positivistic standpoint (Miltgen & Peyrat-Guillard, 2014). Concern For Information Privacy 
(CFIP) (H. J. Smith et al., 1996) was the first measurement tool developed for information 
privacy concerns in response to the information privacy practices of organizations. Its 
developers argued that users have high privacy concerns if they perceive: 1. the interacting 
organization is collecting excessive amount of personal data, 2. personal information is being 
used by unauthorized third parties for undisclosed purposes, 3. personal data are being made 
readily available to unauthorized personnel to work with the data, and 4. protection for
personal data is inadequate and thus erroneous.

A decade later, Malhotra et al. (2004) argued that CFIP had not considered Internet users 
because they were likely to differ from offline consumers in their concerns about their 
personal information. For example, Internet provides various approaches for consumers to 
control the personal information that is stored in the database of an organization.
Consequently, Malhotra et al. (2004) proposed constructing Internet Users’ Information 
Privacy Concerns (IUIPC), which consisted of three dimensions: collection, control, and 
awareness. The collection factor captured the central theme of equitable information 
exchange based on an agreed social contract. The control factor represented the freedom to 
voice (i.e., approval, modification) or exit (i.e., opt-out). Last, the awareness factor indicated
the privacy practices of companies collecting personal information such as established 
conditions and actual practices.

In addition to CFIP and IUIPC, which are considered as two most well-known measures in 
information privacy literature, various information privacy literature reviews have 
highlighted other constructs related to dispositional privacy concerns (Bélanger & Crossler, 
2011; Y. Li, 2011; H. J. Smith et al., 2011). These include privacy experiences (Belanger, 
Hiller, & Smith, 2002), trust (Pavlou, Liang, & Xue, 2006), individual differences (Junglas, 
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Johnson, & Spitzmüller, 2008), social awareness (Dinev & Hart, 2006b), demographic
differences (Janda, 2008), and culture/climate (Milberg, Smith, & Burke, 2000).

There is another category of theory that perceives privacy as a commodity that can be traded 
(Campbell & Carlson, 2002). Studies that follow this line of research argue that privacy-
related behavior is the result of exchange of privacy for benefits (e.g., monetary values), and 
they aim to determine what drives consumer privacy valuation. The basic argument is that 
consumers are likely to provide personal information in exchange for small discounts or 
rewards (Tsai, Egelman, Cranor, & Acquisti, 2011). For example, Spiekermann, Grossklags, 
& Berendt (2001) found evidence that even individuals concerned with privacy were willing 
to trade privacy for convenience and discounts. As the authors noted, “most [study 
participants] stated that privacy was important to them, with concern centering on the 
disclosure of different aspects of personal information. However, regardless of their specific 
privacy concerns, most participants did not live up to their self-reported privacy preferences” 
(p. 38). Hann et al. (2007) studied the price individuals accredited to website privacy 
protection, revealing that “among U.S. subjects, protection against errors, improper access, 
and secondary use of personal information is worth between US $30.49 and $44.62” (p. 29).

Based on organization settings, Laufer & Wolfe (1977) suggested that individuals providing 
personal information to an organization underwent a “calculus of behavior” to assess the 
costs and benefits of releasing this information. The anticipation and comparison assumed in 
this “privacy calculus” is that individuals were required to make a trade-off between benefits, 
costs, and other consequences associated with the protection of private information (Culnan 
& Bies, 2003). More specifically, individuals in an online setting make a trade-off to 
maximize the benefits gained against the potential negative consequences of disseminating 
personal information. If the benefits outweigh the assessed risk of disclosure, individuals will 
perceive the business as fair and disclose personal information. This comparative assessment 
of the costs and benefits has been the basis of many theoretical frameworks in IS privacy 
research by applying the main argument that “a positive net outcome should mean that people 
are more likely to accept the loss of privacy that accompanies any disclosure of personal 
information as long as an acceptable level of risk accompanies the benefits” (Culnan and Bies 
2003, p. 327). Researchers have explored different factors that affect this calculus or decision 
process, in which the Internet user is engaged as an economic (e.g., Hui, Teo, & Lee, 2007; 
E. Rose, 2005) and a non-monetary entity because of for example the convenience from 
online personalization (Chellappa & Sin, 2005), trust (Dinev & Hart, 2006a), privacy 
protection belief (Metzger, 2004; Pavlou & Chellappa, 2001), and privacy risk belief (Bansal, 
Zahedi, & Gefen, 2010).

Since the last decade, with the prominence of social media sites, new research has started to 
emerge on the paradoxical behavior of end users. Acquisti & Grossklags (2003) first
observed that individuals despite having seemingly expressed high privacy concerns, often 
failed to act to protect their personal information even when doing so required limited 
cognitive resources, such as attention or memory span. This phenomenon was subsequently
called the “privacy paradox,” and various researchers have been investigating the relationship 
between the intention of individuals to disclose personal information and their actual personal 
information disclosure behavior (Norberg, Horne, & Horne, 2007). There are different 
explanations for the difference between them. Smith et al. (2011) utilized economics 
literature to explain that the gap between privacy valuation and actual behavior was based on 
the notion that individuals differentially discount risks and benefits over time, thereby 
distorting their privacy calculus. Acquisti et al. (2015) provided several potential 
explanations for privacy paradox in that “people are often unaware of the information they 
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are sharing, unaware of how it can be used, and even in the rare situations when they have 
full knowledge of the consequences of sharing, uncertain about their own preferences” (p. 
513). This paradox is, thus, the result of a lack of knowledge and uncertainty, indicating that 
people are strongly influenced by the contexts in which the decisions are made. One last 
potential explanation could be the malleability of privacy preferences, i.e., privacy 
preferences are subject to be affected by those possessing more insight into their 
determinants. One can argue that there is no paradox, but individuals rarely have clear 
knowledge of how information about them is being used and with what consequences, and
therefore, the dichotomy between the stated concern and actual behavior is mainly due to the 
lack of awareness about the consequences of information disclosure.

Discussions on context dependency of privacy have led to various studies supporting the 
situational aspects of privacy, implying that users may reveal personal information differently 
depending on the situation and environmental cues. More recently, researchers and 
practitioners alike have attempted to understand the development of situational privacy 
concerns. Based on control theory, Xu et al. (2012) concluded that perceived control over 
personal information was a key factor affecting the context-specific concerns for information 
privacy. Among other factors are social cues including perceived social norms (Cialdini, 
2009), peer-pressure (Debatin et al., 2009) and situation cues such as website design (John, 
Acquisti, & Loewenstein, 2011), default settings (McKenzie, Liersch, & Finkelstein, 2006),
and level of information sensitiveness (H. J. Smith et al., 2011).

Deviating from the calculus view on privacy, situation specific factors related to a website 
can suppress the effects of general privacy concerns. These situational factors trigger 
responses related to a specific website or an online service provider that ultimately may lead 
to individuals acting differently than the stated privacy concern before the actual disclosure.
For example, in a recent study aimed to provide a new perspective for understanding the 
privacy paradox phenomenon, H. Li et al. (2017, p. 1020) suggested that “the cognitive 
appraisals formed during initial website interactions and liking are the prevailing 
determinants of privacy behaviors. The effect of general privacy concern on privacy 
behaviors is weak when online shoppers have formed situation-specific cognitive appraisals 
and emotions from the actual interaction with a specific website.” In this regard, the growing 
literature on situational privacy concerns proposes that both cognitive and affective responses 
in a disclosure situation should be investigated (e.g., H. Li, Sarathy, & Xu, 2011; Pengnate & 
Antonenko, 2013).

Taking a step backward from information privacy research, IS research has generally been 
criticized for being dominated by theories and models relying on variance-based research and 
models that generalize estimations based on population characteristics (Burton-Jones, 
McLean, & Monod, 2015; Markus & Robey, 1988; Monge, 1990; Orlikowski & Baroudi,
1991; Shaw & Jarvenpaa, 1997). Although variance models explain the variability of a 
dependent variable based on its correlation with one or more independent variables, they 
provide a poor understanding and explanation dynamic and contextual phenomena (Mohr, 
1982).

Research on situational privacy concerns is only limited to the factors that affect the privacy 
behavior such as those mentioned above. However, different situational factors actually fail 
to explain how privacy behavior is developed in the presence of these factors. More 
specifically, a theory that can explain the dynamics of privacy behavior is complimentary to 
all the factors being situational and static. In the research presented in this thesis, different 
theories were sought to better understand the underlying processes of disclosure behavior.
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Because factor-based theories are mainly focused on what affects information privacy, it is
evident that process-based theories are more suitable for explaining how the specifics of a 
situation at hand play a role in forming the privacy attitude and behavior. Such theories can 
ultimately aid in to tackling the lack of understanding of the existing discrepancy between 
privacy attitude and behavior. In this thesis, the case of a situational factor is the secondary 
use of the personal information, and the theoretical framework is expected to be expedient to 
explain how this factor drives the privacy decision and intention to disclose. The subsequent 
section provides an overview of the process-based theories within the information privacy 
literature.

2.5.2 Process-based theories
A process-based theory focuses on the dynamics of social change, explaining how and why 
the results of changes in the relationships, thoughts, feelings, and interpretations are achieved
(van de Ven & Huber, 1990). Moreover, it is seen as having more explanatory and predictive 
power than variance theory (Mackenzie, 2000).Newman and Robey (1992) noted that “factor 
models are dispositional because they treat antecedent predictors as conditions with the 
potential to affect outcomes. Process models focus specifically on sequences of events within 
the context described by the antecedents.” Considering a process as a sequence of events will 
help in understanding and analyzing the dynamics of the inputs and outputs, providing an
explanation for the events as activities performed by individual or groups (Crowston, 2000).

In a literature review of online information privacy research, Y. Li (2012) recognized fifteen 
established theories and their primary contributions. These theories interpreted the formation 
of the privacy concerns of online consumers and the subsequent behavior to disclose personal 
information in online settings. Because it is beyond the scope of this dissertation to 
exhaustively enumerate them, those process-based theories that are relevant in relation to the 
choice of the theory for this work are briefly summarized herein.

Expectancy theory of motivation (Stone & Stone, 1990; Vroom, 1964) suggests that the 
choice of an individual is determined by his or her expectations about attaining the desired 
outcomes. It depicts the cognitive process of how an individual processes different 
motivational elements in three stages: expectancy that a certain effort will lead to the 
intended performance, the subjective assessment (the instrumentality) of this performance to 
lead to certain outcomes, and the desirability (called valence), which is the value the 
individual personally places on the outcome. Hann et al. (2007) linked the above theory to a
conjoint analysis method and showed that individuals have positive valences for privacy 
protection policies, which increased the motivational score to register at a financial website to 
trade stocks. One limitation of the theory is associated with its core assumption that 
individuals take rational approaches that maximize benefits while minimizing costs. Such 
focus has been the basis of several models and studies in IS research, including privacy 
calculus (Culnan & Bies, 2003; Dinev & Hart, 2006b). In addition to the privacy paradox 
mentioned before, another potential with such a perspective is the assumption that people 
should have full awareness of the consequences of their disclosure. For example, an 
individual may be willing to disclose personal information for gifts and catalogs (Oberndorf, 
1999)of $30.49–$44.62 (Hann et al., 2007) if made aware of the exact use purpose of their 
disclosed information. In contrast, he/she may be willing to pay approximately € 14.14 to €
17.24 a year if the demographic information is not used at all. This view poses potential 
contradictions to the various recent studies arguing that users have limited or asymmetrical 
information (owing to lack of knowledge about the full implications of the disclosure) and 
bounded rationality (i.e., the inability to accurately process benefits and costs related to 
privacy disclosure) (Acquisti, 2009; Tsai et al., 2011; Wilson & Valacich, 2012).
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The information boundary theory, also known as the communication privacy management
(CPM) theory (Petronio, 1991), based on the primary territory theory (Altman, 1975a), is 
applied to determine the potential risk of information access. The theory predicts that privacy 
is a dialectical process of withholding or disclosing personal information through the 
formation of an informational boundary (or territory), which is governed in three steps: 
boundary rule formation, boundary coordination, and boundary turbulence. Boundary rule 
formation is concerned with the circumstances in which the personal information is disclosed. 
Based on the willingness to share something, the discloser and receiving person negotiate the 
rules that apply to that information through boundary coordination. Eventually, boundary 
turbulence occurs if the personal information is not kept within the expected boundaries.
Although CPM can be used to explain how people manage their privacy in ONSs (Waters & 
Ackerman, 2011), it assumes that the recipient of the information is known. Consequently, a
discloser can identify the listener and social rules in play during an interaction. However, in 
situations where the discloser is unsure about the receiving party and relevant rules, he/she
may be pressured to determine the safety of the disclosure of the various types of information 
(Spottswood & Hancock, 2017). Moreover, extending the theory to secondary use has several 
issues. First, CPM is limited to the study of the boundary coordination between human actors.
This limits our scope to social privacy (i.e., one-to-one situations) and not to who the 
information is exchanged with, for example, an OSN or online service provider. Second, 
CPM is ineffective for predicting how disclosure occurs when more parties are involved, such 
as third parties that are not immediately recognized during communication. Third, in large 
part because of the emphasis of CPM on who gets access to the personal information, one can 
argue that even if a discloser definitely knows that only the receiver will have access to that 
information, he/she cannot still be exclusively assured of what could be inferred from the
first-hand disclosed information. Fourth, CPM neglects to highlight how artefacts shape 
boundaries (Heyman, 2016), though in technological settings our mutual access is mediated 
by some technology that interposes itself as a proxy. This proxy can potentially create 
boundaries, establish rules without negotiating the boundary coordination. For example, 
communication via a messaging app inherently creates new boundaries that are not explicit to 
some people. This new boundary ensures that the information is stored for subsequent 
marketing analysis and not negotiable. Being aware of this boundary established by an
artifact, CPM could not have detected it in the first place.

Another recent theory is the theory of Nissenbaum (2010) on privacy as contextual integrity, 
which is based on two principles: first, the activities people engage in take place in a 
“plurality of realms” (i.e., spheres or contexts); and second, each realm has a distinct set of 
norms that govern its aspects. The theory emphasizes on the norms of transmission as the 
rules governing our actions. There are two types of informational norms in the privacy 
scheme of Nissenbaum: (a) norms of appropriateness and (b) norms of distribution. The 
introduction of a new technology creates new norms that might be in conflict with the 
existing practices. To address a violation to privacy, a comparison must be made between the 
existing and new practices: “if the new practice generates changes in actors, attributes, or 
transmission principles, the practice is flagged as violating entrenched informational norms 
and constitutes a prima facie violation of contextual integrity” (p. 150). There are some minor 
flaws in this privacy theory. First, the contextual integrity framework provides little room for 
an individual as an autonomous decision maker. Debatin (2011) argued that informed consent
criterion should govern the comparison (violation of privacy) and not some external moral 
force. This would also imply that the default setting for privacy decisions must be positive 
consent, i.e., a proactive opt-in choice, rather than a retroactive opt-out (Bowie & Jamal, 
2006, p. 330).The second flaw is that it emphasizes that norms are embedded in the systems.



17

A norm might be still privacy violating and individuals might not be aware of it. Young and 
Quan-Hasse (2013) pointed out this problem and wrote that “little concern was raised about 
institutional privacy and no strategies were in place to protect against threats from the use of 
personal data by institutions. This is relevant for policy discussions, because it suggests that 
the collection, aggregation, and utilization of personal data for targeted advertisement have 
become an accepted social norm” (ibid, p. 479). Another example of norms could be that
because of peer pressure (i.e., social norms) an end user might engage in an OSN despite the 
high perceived privacy risks (Debatin et al., 2009) or that the perceived benefits of OSN 
participation (e.g., the need for social relationships) outweigh the observed risks (see e.g.,
(Lee, Park, & Kim, 2013)). Moreover, well-known service providers such as Google and 
Facebook are criticized for their privacy policies regarding privacy threats emanating from 
institutional practices like secondary use, and the literature suggests that users react less 
consistently to perceived threats from institutional privacy (Raynes-Goldie, 2010). Third, in 
an offline one-to-one context, the users adhere to a transmission principle that poses 
constraints on sharing personal information outside of the original disclosure. However, in an 
online one-to-one communication (as resembles like its offline counterpart) performed via 
OSN or Internet messaging, there is less certainty that the same transmission principles will 
be upheld because access to that information depends on the privacy settings (Gross & 
Acquisti, 2005).

To summarize, the literature on information privacy has been dominated by its positivistic
paradigm resulting in dispositional privacy concerns based on factor-based theories (Miltgen
& Peyrat-Guillard, 2014). This situation has led to controversial insights into user disclosure 
behavior (Kokolakis, 2017) and called for more research on contextual emphasis of privacy 
research for better explaining an individual disclosing his/her personal information practices. 
Secondary use of information is not exempted from this debate because of its potential 
influence over privacy behavior. In the following section, the ability of the “genres of 
disclosure” theory to articulate how individuals manage their privacy in the presence of 
information technology is explored.
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3 Theoretical framework
In this study, the “genres of disclosure” is utilized as a theoretical basis to interpret how 
individuals manage their privacy through the contextual factor of secondary use of 
information. More specifically, it explains how the dynamic process of managing privacy is 
impacted when individuals become aware of their indirect information use. This section 
presents the main concepts of the theory and motivation behind the selection of the genres of 
disclosure as the theoretical framework of this dissertation.

3.1 Genres of disclosure
Altman’s (1975b) privacy regulation theory was established during the formation of the 
information age, and it focuses on privacy from an informational space (or territory) 
perspective. For Altman, privacy was a boundary control process, whereas “boundary” is an
approach for understanding the process by which individuals regulate the disclosure of 
private information. This process is dialectical, implying that a user is continuously choosing 
between revealing and keeping information from other people. Boundaries determine what 
information can be shared. Depending on the situational and personal factors, an attempt by 
an external entity to penetrate these boundaries may be deemed threat (Y. Li, 2012).

The boundaries when brought into the online environment can be conceptualized in three 
forms of self and other, privacy and publicity, and past and future (Palen & Dourish, 2003).
At the moment, when the disclosure occurs through a particular type of communicative 
action, e.g., in an OSN or IoT, an individual must be able to find a balance between these 
three boundaries. The balance of these three boundaries forms a communicative action, which 
Palen & Dourish (2003) conceptualized as the genres of disclosure or specifically as the 
“socially constructed patterns of privacy management.” These arrangements of coming to a 
conclusion for deciding between disclosing something and limiting the depth and breadth of a 
single communicative action can, thus, be characterized by the genres of disclosure 
recognized by the user. However, problems do rise from the fact that it is difficult to abide by 
a genre without being aware of the personal information being potentially misappropriated 
after it is stored by an institution, such as an OSN or IoT service provider.

The boundaries affecting the shape and management of the genres of disclosure originate
from the process view of privacy (Altman, 1975b). Altman conceptualized privacy as a 
boundary regulation process where people optimized their accessibility along in various
different spheres. Palen and Dourish (2003) identified three boundaries fundamental to the 
characterization of privacy management: disclosure, identity, and temporality. The three 
boundaries are briefly explained below: 

Disclosure boundary provides a border between privacy and publicity. Followed by 
Altman’s theory of privacy regulation in which individuals are not simply avoiding 
information disclosure but also disclosure of personal information selectively, Palen 
and Dourish argued that users determine “what information might be disclosed under 
what circumstances, albeit with varying degrees of direct control.” Living in the social 
world requires disclosing public information about ourselves, such as opinions, views,
and actions. The simplest example is during elections. Although our vote is a 
democratic way of expressing ideas and determines a type of political orientation and 
views, some citizens selectively decide not to publicize their views. In this regard, the 
person allows himself to negotiate his privacy in a public space.
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The second border in managing privacy is the identity boundary, i.e., the boundary 
between self and other. The authors expressed that “affiliation and allegiance are 
complicating factors. The individualistic perspective assumes that people act 
primarily as individuals, which fails to take into account when people act as 
representatives or members of broader social groups, as they often do” (p. 132). This 
view leads us to view privacy from group and organizational perspective (Skinner, 
Han, & Chang, 2006). It is concerned with the protection and preservation of the 
privacy of the members of each group and organization. In this case, the actions of the 
members are designed with respect to not only self but also others, and thus, they will 
be treated differently. One simple example is to withhold information about a group 
or organization from disclosing on the status of the receiving party or affiliation like a
corporate liability in email signatures. Within technological settings, our mutual 
access is mediated by representations through proxies and control over representations 
of the self can go awry. Thus, the tension within the identity boundary does not refer 
to the identity of the person disclosing but to the one receiving and how one’s actions 
are interpretable to others.
The last is the temporal boundary resulting from the tension between the past and 
future. Our actions impact on the future, and are therefore, affected by the temporal 
nature of disclosure. The decision-making process of disclosing something is then 
seen in the context of the actions in the past and its span over the future. The 
boundary makes this more relevant in the era of information technology. Internet has 
made the storage and distribution of information simple and accessible to many. The 
photos shared during college studies on a social network site might cause issues later 
when that person is seeking for a job. The temporal negotiation between the past and 
future takes place if the photo might exist for a much longer than its intended duration 
on the site.

As mentioned earlier, all these three boundaries must have a coordinated and single coherent
resolution within a context, i.e., a specific time and place, the viewer, and content that can be 
concealed. Central to the concept of the genres of disclosure is the adoption of the social 
patterns of expectation and response as recognizable, socially relevant forms of interaction 
and information disclosure that genres embody. Social and technical practices will guide 
and/or affect the social expectations of the participants involved in a genre, arranging the
patterns of privacy managements. Genres of disclosure draw attention to the practices (e.g.,
institutional privacy) of in a system to insinuate the expectations of use. Any failure to 
comply with the promise of the genre (i.e., expectation of appropriate use) causes privacy 
violation. For example, disclosing credit card information to an online store during check out 
is a commonly understood type of communication that differs from the traditional methods of 
paying (e.g., with cash in a physical store). It requires a user to reveal some digits, name, and 
last name via a computer-mediated device. This genre of disclosure raises concerns about the 
usage of this information, failure to which will guide the privacy managing arrangement of a 
user to cooperate (disclose) or defy (deemed a breach of privacy) with that genre.

All the theories in the information privacy literature are only focused on the decision-making
of an individual regarding the disclosure disconnected from institutional privacy (c.f. Raynes-
Goldie, 2010). Therefore, it can be surmised that the current theories are only focused on 
social privacy. Institutional practices can potentially affect the privacy of an individual by 
manipulating sensitive information, in situations such as citizens occasionally targeted for 
surveillance or information sold to data aggregators (Padyab 2014). Attitude toward 
disclosure is influenced by the privacy calculus (Dourish & Anderson, 2006), which 
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considers disclosure as a result of the perceived benefits and risks. However, if the risks are 
not immediately apparent to them, the choice of the disclosure decision would be based on an 
improper evaluation of the risks and benefits, which may be moot (A. Marwick & Hargittai, 
2018).

In this thesis research, the assumption is that in digital media, individuals make decisions 
based on improper knowledge about the three boundaries (of private and public, self and 
other, past and future) because it is unclear what could possibly invade the boundary behind 
the system in question (e.g., Facebook). The awareness of the possible invasions of the
personal information of an individual (through readily recognizable or plausible ways) can 
lead to more informed communication choices. For example, if a user is made aware that by 
posting comment X on Facebook, it could be inferred that he/she belongs to a certain religion 
or if it reveals something of their other more or less sensitive habits, it could well impact he 
communicative decisions at present or in the future. Hence, this work aims to conceptualize 
the institutional privacy as a factor influencing the genres of disclosure. Genre theory is used 
to study the various forms of the institutional practices, particularly the “secondary use” of 
personal information via macro (three boundaries) levels. It is of high relevance to employ 
the genre theory for to extending the information boundary theory that conceptualizes 
institutional privacy as a method for explaining how the secondary use by service providers 
affects the disclosure.
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4 Methodology
This chapter presents an overview of the overall research methodology underlying the 
ontological and epistemological assumptions and process including the descriptions of the 
methodological choices and data collection activities. The methodology subscribes to 
interpretivism, and thus, takes advantage of qualitative research methods. In this thesis work,
the two methods of descriptive questionnaire and focus group were the sources of data 
collection. The methods used here and the employed empirical materials for each of the 
appended papers are illustrated in Figure 2.

Focus Groups 1 Focus Groups 2 Focus Groups 3Questionnaire 

Case study: DataBait
Case of secondary use in OSN Exploring secondary use in IoT

Publication 2 Publication 1Publications 4, 5 Publication 6

 
Figure 1 Empirical materials

The remaining part of this chapter, first expressed the adherence to the confessional style of 
scientific writing. Next, three projects as the research cases are presented. Furthermore, the
appropriateness of the interpretive research approach to fulfil the aim of this research is 
justified, considering the ontological and epistemological underpinnings of the 
methodological choices. The data were gathered through one descriptive questionnaire and 
three sets of focus group studies. At the end of the chapter, the strategies for examining the 
trustworthiness and validity of the study are described by a set of criteria to evaluate the 
qualitative studies.

4.1 Confessional writing
A researcher needs to be self-revealing and self-reflexive about the research process 
(Schultze, 2000; Van Maanen, 1979). The issues within the discipline and paradigms are 
irrelevant if not connected with the discussion about the methodology. As noted by Longiono
(1990), developing assumptions in relation to certain data are decided by human beliefs about 
what types of data can support what types of assumptions. Humans are not separable from 
their personal values and subjective assumptions, which therefore, d
that “a method of inquiry is objective to the degree that it permits transformative criticism” 
(Longino, 1990). Exposing the research to scrutiny from diverse perspectives allows active 
criticism to test if a (hypo)thesis holds. It is only the peer scrutiny that leads to science 
because knowledge is not produced in vacuum and isolation. Harding (1992) suggested that
accounting for beliefs appear at every stage in scientific inquiry and a researcher needs to be 
reflective at every stage of methodology. Hence, the methodology chapter is maximally
transparent so that the readers can know about the practices and assumptions in this research 
to foster active criticism in the community with respect to maintaining a critical dialog.

In this thesis, the methodology chapter is started by this confessional section to assert that this
research is not free from shortcomings, and therefore, the confessional writing style is 
adhered. No researcher is able to produce knowledge in isolation, and only the scrutiny of the 
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community certifies that a researcher is producing knowledge. In this sense, the credibility is 
only a matter of mitigating or eliminating the subjectivity (Harding, 1992). Herein, the 
examination of the methodological choices is presented to illustrate the mitigation of
subjectivity affecting the research. This is based on a set of criteria suggested by Shenton 
(2004) discussed at the end of this chapter. For more transparency, some of the notes that 
made regarding the assumptions as well as presentation of some of the excerpts from the data 
analysis are provided in Appendix A. The shortcomings of this research are discussed later in 
the “limitations” chapter at the end of this dissertation.

4.2 Projects
This section presents the context of the research conducted during the doctoral studies. The 
process of the empirical work and rationale behind it need to be justified accordingly. Trauth 
(2001) considered the choice of qualitative methods as an interplay between the 
methodological choices and context within which they occur. The context of this thesis was 
strongly based on the engagement in three projects as the sources of collecting data. The 
concept of this thesis shaped during the first project (EAR-IT), when the subjects under the 
study raised their concerns for privacy regarding personal information processing. More 
specifically, a real-world problem was observed stemming from the individuals who 
expressed concerns regarding how their information was processed and used (see publication 
1 Ståhlbröst et al., 2015).

This motivation was strengthened during the course of the second project (USEMP), during 
which a privacy enhancing tool (PET) called DataBait for Facebook users was developed that 
created an opportunity to test the assumptions using it and evaluate them iteratively. The aim 
of the PET was to raise the awareness of an OSN user regarding secondary use. From an 
extensive literature review on PETs conducted within this project (see A. Padyab & 
Ståhlbröst, 2017), it was apparent that the DataBait tool was the first of its types to address
the issues of indirect secondary use for its users. 

Two research problems were identified. First was to investigate what is known about the 
secondary use of information, and second was to investigate how it can affect disclosure. 
These two problems needed more clarification from the literature. Preliminary review and 
search of major databases (e.g., Google Scholar, Web of Science, and Scopus) brought forth
the RQs on how secondary use forms the attitude of an individual and how it affects his/her 
information privacy. The DataBait tool created an approach to study both the RQs. 

To obtain a more holistic view about the findings that emerged from the second project and 
test their transferability from an OSN to other areas, secondary use in IoT was studied in the 
third project (Privacy Flag). The genres of disclosure were employed in USEMP and Privacy
Flag to understand how users manage their privacy in these two settings. For this reason, the
involvement in the three core projects is explained along with the type of tasks conducted that
contributed to the current manuscript. 

4.2.1 EAR-IT
The research presented in Paper 1 was part of the EAR-IT project, a three-year FP7 European 
research project on audio monitoring for smart buildings and smart cities through the IoT. In 
this project, intelligent acoustic technology was developed in laboratories and modified and 
adapted to real-life environments to create outdoor and indoor applications. However, the 
audio-monitoring systems are inherently risky for privacy in public and private environments. 
The risk of acoustic technologies deployed in a private space could be related to the concerns 
for surveillance and public environments, for example, in the case the private conversation of 
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citizens are recorded. In relation to work spaces, there is risk for employees and visitors who 
may not be aware of on-going audio monitoring. In this view, direct risks related to accessing 
private conversations and collecting personal data without informed consent emerged. The 
EAR-IT project embarked on privacy friendly solutions based on privacy by design and was 
able to pave the way fora better user acceptance of audio monitoring. 

The importance of this project in the research and current thesis is the research problem 
originating from the practices. The unanimous voice of the test participants regarding their 
concerns about the secondary use of the data collected from the environment initiated a
research problem that was worth pursuing. Although the project was at its final stages when I 
initiated my PhD education, the problem mentioned above remained unexplored. This 
problem provoked a starting point to formulate an RQ that had its roots in practices.

4.2.2 USEMP
USEMP2 aimed at developing a framework for empowering the users by enhancing their 
control over the data they distribute or interact with. The framework aimed at reducing the 
existing asymmetry between data processing and control methods available to OSNs and 
those afforded by citizens. The contribution of USEMP was in the reduction in this 
asymmetry and proposal of a multidisciplinary approach motivated by the following 
objectives: 

Advancing the understanding of privacy issues on the Web via an empirical approach 
that combined legal, sociological, media studies, and computer science perspectives. 
These aspects reveal different facets of the problem and are essential for the 
proposition of innovative privacy and personal data protection models. 
Helping users by the introduction of semi-automatic mechanisms that assist them in 
personal data management tasks. Focus will be on integrating insights from legal and 
user studies in multimedia information extraction tools to enhance user experience. 
Contributing to the raising of the awareness of the users concerning the advantages 
and risks related to the sharing of personal data. Particular attention was given to the 
proposition of the methods for understanding the secondary use processes that occur
on OSNs and user-shared personal data.

One of the results of the USEMP project was a PET, giving users possible approaches in 
which their OSN data could be exploited for commercial or other purposes. The role the
research in this project was to evaluate the awareness, ease of use, capabilities, and practices
of the end users associated with the pilot cases using a Living Lab setup. The pilot studies 
acted as a formative evaluation approach, which opened the doors for new ideas for further 
improving the system. The capabilities in this context acted as exploratory research 
approaches based on the uniqueness of the tool. The research in the field of institutional 
privacy was mainly focused on speculative approaches such as questionnaires and on case 
scenarios about the possible methods for the user information to be exploited for secondary 
purposes. The DataBait tool, the main result of USEMP, used for the first time an 
experimental approach that allowed the users the opportunity to grasp institutional privacy 
experimentally and search for new ideas for research.

4.2.2.1 DataBait 
The DataBait tool was a result of the USEMP project. The project had adopted a multi-
disciplinary approach, integrating the perspectives of lawyers, engineers, computer scientists, 
marketing experts, and social scientists. One of its aims was to raise awareness among OSN 

2 Information about the project and published deliverables can be found at: www.usemp-project.eu/
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users about the possible inferences as well give users more control of their personal data 
shared on OSNs (Popescu et al., 2016). Another goal was to develop a transparency tool, and
in this case Facebook users were targeted. A non-exhaustive list of the services presented 
through the tool included user profile, user privacy inferences, user trackers, monetization 
insights, audience/influence, USEMP privacy notifications (pop-up), and tracking 
services/activities control. This tool imitated the possible inferences deducted from the photos 
and text posted on Facebook. Owing to the general unawareness of what exactly Facebook 
inducts, the DataBait revelations to the users were not far from the expectation with 
Facebook privacy policy being long, complex, and allowing the company to conduct similar 
analyses (cf. Fuchs 2013).

DataBait is a web application that shows the plausible “behind the scene” to the end user, to 
the digital trail like photos and posts left behind when using services such as Facebook. To
understand what information could be extracted from the data of a user and the intelligence
such as ad preferences and habits predicted from online profile, the DataBait application first 
asks the users to link their Facebook profile to the application. By linking the account, 
DataBait analyses items such as Facebook posts, photos and likes. On the completion the
analysis, the users obtained insight on what their Facebook data told about them by raising 
awareness toward their disclosure and institutional privacy. The complete description of the 
features of tool is presented in Paper 2, and some of the examples from real Facebook 
inferences are illustrated in Appendix A.

4.2.3 Privacy Flag
The aim of the Privacy Flag3 project was to combine crowd sourcing, ICT technology, and 
legal expertise to protect citizen privacy when visiting websites, using smart-phone 
applications or living in a smart city. The main outcome of the project was to enable citizens 
to monitor and control their privacy with a user-friendly solution provided by PETs such as a
smart phone application, web browser add-on, and public website.

One of the roles of this project was to develop crowdsourcing tools, enabling the crowd to 
assess the privacy risks associated to the privacy of IoT devices that are available within a
smart city and smart things. For this purpose, it was important to understand the end-users 
needs for information privacy and how such devices impact their concerns for privacy. The 
concepts that emerged during the work in the USEMP project such as the direct and indirect 
use of information as well as design of the studies to understand the process of managing 
privacy in the presence of IoT were explored in Privacy Flag. Moreover, the understanding of 
how the genres of disclosure as a theoretical framework can help in explaining the tension in 
the boundaries in relation to the IoT use situation was increased. The resulting research case 
was interesting because my knowledge of how people manage their privacy resulted in 
theorizing about the role of situational aspects in an OSN and IoT in information privacy 
(RQ2).

In summary, the DataBait tool was the basis of the empirical work in this research. DataBait 
allowed to investigate in more detail how secondary use is perceived by its users and how it 
affects the three boundaries evolving around the shaping genres of disclosure. Hence, it was a
rather demanding choice to study the problem in a natural context (Bonoma, 1985). DataBait 
as a case of awareness tool for public users, contributes to the practical concerns emerging
from practice. Therefore, practice not only contributes to solving the current practical 
problems but also simultaneously expands scientific knowledge (Recker, 2012). In the 

3Information about the project and published deliverables can be found at: www.privacyflag.eu
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current research, the DataBait tool had two benefits. First, it allowed discovering the role of a 
PET (DataBait) in making the users more aware of own their disclosures irrespective of how 
the institutions (mis)use their personal information (Paper 2). The second benefit was the
development of an in-depth understanding of how institutional privacy perception of end 
users affect their disclosure attitudes (Papers 4, 5). The Privacy Flag project helped in 
expanding my understanding of the results collected in the USEMP project to be explored 
within the new and emerging context of IoT. Specifically, the Privacy Flag project developed 
the conceptual understanding of secondary use and the application of the genres of disclosure 
for investigating the process individuals experience in managing their privacy.

4.3 Qualitative, interpretive research process
The research I have described in this dissertation has been qualitative in nature owing to 
privacy being a social phenomenon. According to Altman (1990), privacy is a social process 
which requires understanding of the interplay between people and the environment. The 
theoretical framework which guides the study of institutional privacy aspects needs to be 
scrutinized through the meanings people associate with the “institutional privacy” and the 
way they interpret it. Bryman (2012, p. 380) notes that “[qualitative research] is an 
epistemological position described as interpretivist, implying that, in contrast to the adoption 
of a natural scientific model in quantitative research, the emphasis is on the understanding of 
the social world through an examination of the interpretations of that world by its 
participants.” This research embraces Walsham’s view that “our theories concerning reality 
are making sense of the world and shared meanings are a form of intersubjectivity rather than 
objectivity” (Walsham, 2006, p. 320). An important advantage of interpretivism is that 
outcomes are accounted for by understanding how the social meanings of information privacy 
is affected by technology initiate and develop.

As Lincoln, Lynham, & Guba (2011) elaborated, “if knowledge of the social (as opposed to 
the physical) world resides in meaning-making mechanisms of the social, mental, and 
linguistic worlds that individuals inhabit, then knowledge cannot be separate from the 
knower, but rather is rooted in his or her mental or linguistic designations of that world” (p. 
176). Thus, all knowledge is thought to be interpersonal to our preconceptions and biases,
i.e., mediated by our senses and cultural influences (Longino, 1990). Thus, drawing on the 
discussions about the theories within IS and specifically in the privacy research discussed in 
chapter 2, the epistemic power of contextual values has been ignored in the larger context.
For example, H. J. Smith et al. (2011) showed that the dominant research in privacy research 
employed the United States and student samples. This implied ignoring marginalized groups 
and neglecting the political factors that played an epistemological role (Harding, 1993). The 
ignorance of dominant privacy research is a deficiency because it is unable to address the 
limitations of the method and the ways by which the results could be distorted, even if the 
dominant conceptions are mostly respected (Harding, 1992).

This thesis takes the position that there is no “privacy” to be discovered; it is constructed by 
the interaction between individuals. Privacy by nature is about communication, i.e., the way 
individuals regulate the private information concerning them to be communicated. Therefore,
it is not relevant in the absence of an interactor on the other spectrum of the communication 
(c.f. rule 4 in Altman’s (1975) privacy regulation theory). The two-way nature of the 
communicative act within privacy creates an interaction between those involved in its 
construction; therefore, ontologically it is described as constructionist (Bryman, 2012). Myers 
(1997) explained these constructions as language, consciousness, or shared meanings. Hence,
this research is focused on exploring these constructions for the manner in which the end 
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users perceive their privacy affected by secondary use. Moreover, the interpretive stance of 
this research yields an understanding how a contextual factor like secondary use forms a 
privacy attitude and how this factor plays a role in the process of boundary sense making. 
Although the aim of this study is to increase the understanding related to secondary use, it is
more reasonable to employ an interpretive approach. According to Walsham (1995, p. 4-5),
interpretive methods of research in IS “aimed at producing an understanding of the context of 
the information system, and the process whereby the information system influences and is 
influenced by the context.” In this research, the context of the information system is the 
practice of secondary use by institutions and process is the retrospective influence of the 
context on the formation of privacy attitudes and information privacy.

4.4 Purpose of the research
A couple of fundamental questions that each research must answer are “what is the purpose 
of the research, and what are the results going to accomplish?”. March & Smith (1995)
argued that there were two types of scientific interest in IS: descriptive and prescriptive. 
Descriptive research aims at understanding the nature of IS. It is a knowledge-producing 
activity corresponding to natural science (Hempel, 1966). Prescriptive research aims at 
improving the IS performance. It is a knowledge-using activity corresponding to design 
science (Simon, 1996). Kothari (2004) categorized qualitative research into four broad 
grouping purposes: exploratory, descriptive, diagnostic, and hypothesis-testing. More 
explicitly,

1. To gain familiarity with a phenomenon or achieve new insights regarding it (studies 
with this object in view are termed as exploratory or formulative research studies),

2. To portray accurately the characteristics of a particular individual, situation, or group
(studies with this object in view are known as descriptive research studies),

3. To determine the frequency with which something occurs or with which it is 
associated with something else (studies with this object in view are known as 
diagnostic research studies), and

4. To test a hypothesis of a causal relationship between variables (such studies are 
known as hypothesis-testing research studies) (ibid, p. 2).

This research was influenced by the first and second scientific approaches mentioned above. 
Classifying the current thesis into the above-mentioned categories, Table 1 presents the 
purpose of this research.

Exploratory Descriptive

Paper 1: To understand and explore 
the privacy needs of end users and 
strengthening the role of collection 
and secondary use of personal 
information in practice

Paper 3: To describe the secondary 
genres of disclosure as a method for
expanding the understanding of 
institutional privacy
Paper 2: To describe how secondary 
use of information works

Papers 4–6: To investigate the relationship between institutional privacy and the 
attitude of an end user toward secondary use of private information and the use 
of the genre approach to describe the attitudes

Table 1. General research purposes associated with the thesis objectives
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4.5 DataBait as a case of secondary use in OSN
As discussed in the previous section, the field of IS cannot be viewed strictly in a positivistic 
or hermeneutic context. Neither of the approaches are sufficient to describe the complexity of 
the IS field. Walsham (1995) discussed that IS was something more than computers and 
technology. He described it an amalgam of social norms, political aspects, and economics. 
This complexity requires an interpretivist worldview to understand the open mindedness of a
researcher, particularly with regard to the human interpretations and relevance associated 
with IS.

Apart from Paper 1, this research is interpretive in nature, and therefore, it can only rely on 
qualitative methods of inquiry. Following the confessional style of writing, the justification 
for opting for the case study approach as part of this research is provided. According to 
Baskerville & Wood-Harper (1998), the typical research approaches in qualitative IS research 
are ethnography, action research, and case study. The ethnographic method involves studying 
the phenomena in a long period with observational techniques like face-to-face contacts and 
direct participation in considerable depth in neutral setting (Van Maanen, 1979). Because
DataBait tool is the first and only PET available that addresses social and institutional privacy 
simultaneously, an ethnographic approach was deemed unsuitable owing to the short time in 
which this tool became available to the end users. Action research, on the other hand, requires 
an action researcher hired by a client to work on the diagnosis to a solution of a problem 
(Bryman, 2004). Järvinen (2001) emphasized that in action research “the client’s problem is a 
primary problem” (p. 127). In this research the problem was not provided by a client (i.e.,
there is no client initiating the research) and the research aim and objectives are sought for 
understanding secondary use. Action research also has a strong orientation toward change 
(Richard Baskerville & Myers, 2004). Intervention of phenomena is not yet an option 
because action research is the most appropriate in the context of the social system of the
subject, i.e., the organization; thus, IS researchers play a helping role with practitioners. In 
the current research, the line between a researcher, practitioner, and system boundary is 
blurred because it is relevant to the natural setting of a user, like their homes. The reasons 
highlighted above make action research unsuitable for this study. 

Case study makes a suitable approach for DataBait for numerous reasons. A case study is an 
investigation of a phenomenon in a real-life setting where there is no evident boundary 
between the phenomenon and its context (Benbasat, Goldstein, & Mead, 1987; Yin, 2008).
Unlike action research, a case study is more suitable for end user studies because there is no 
contractual relationship between the subjects and setting (for example, an organization). Case 
research is particularly appropriate for certain types of problems: those in which the research 
and theory are at their early formative stages (Roethlisberger, 1977). In the current research, 
case study is a research strategy enabling the acquisition of qualitative and in-depth data in a 
social context (Yin, 2008).

Stake (1995) captured the views on case study from two main aspects: inherent and 
instrumental views. Inherent views represent the intrinsic elements of the willingness of a
researcher to know particularly from the case itself. This implies that the case is of interest 
because the researcher may believe that the case will enlighten his epistemological doubts. 
Explanatory and descriptive case studies (Yin, 2008) may come under this category because 
the researcher tries to find the traits of the evidence from the case itself. Instrumental view on 
the other hand can refer to the case study as a methodological tool to investigate a prior 
question. Therefore, the researcher considers a case as a supportive tool to scrutinize his main 
interest. Here, we may refer an exploratory case study as this type of research, where the case 
provides the context in which the questions of a researcher are flowing in the same stream. 
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The interest in a case study can change as the research object becomes more apparent, and 
sometimes a combination of interests can motivate the research on the subject. In all of the 
above types of case studies, there can be single-case or multiple-case applications (Tellis, 
1997).

This research is focused on the impacts of secondary use on the genres of disclosure. To
streamline the research problem into a relevant class of problems, DataBait was scrutinized as 
a type of PET that is designed to address some of the social and institutional aspects of 
privacy that exist in OSNs. Because privacy is considered as a socio-technical phenomenon, a 
case study of a single PET will yield a better understanding of privacy owing to its contextual 
essence (Angulo, Fischer-Hübner, Pulls, & Wästlund, 2015; Fischer-Hübner, Angulo, 
Karegar, & Pulls, 2016). Yin (2009) described case study as an empirical inquiry, in which 
the focus was on a contemporary phenomenon within its real-life context, whereas the
boundaries between the phenomenon and its context were not clearly evident. Therefore, it is 
suitable for studying complex socio-technical phenomena. The respondents who are included 
in the case study are the researcher and end-users of the DataBait tool. USEMP was selected 
for a case study, rather than EAR-IT and PrivacyFlag, because the DataBait tool provides a
rich and relevant context that allows for a better understanding of the human attitude and 
behavior (Kokolakis, 2017). An interpretive case study of the research allowed exploring
more about the phenomena in contrast with the critical approach that yielded a less analytical 
perspective when the phenomena is unknown.

4.6 Empirical data collection and analysis
This thesis is the outcome of various data gathering strategies employed throughout the 
course of the studies. The sections below present the data collection and analysis procedures.
The data collected during the research were confined within the projects. Two types of 
empirical data gathering techniques were used: questionnaires and focus groups.

4.6.1 Questionnaire
In the questionnaire, the focus was to gain an understanding of the view citizen about the
information privacy concerns related to an intelligent acoustic smart city solution for audio 
monitoring. Although a smart city context is different from the focus of this thesis, it was 
important to study the privacy issues that were hidden within the privacy affecting systems,
particularly when the seamless collection and use of information collected from people in 
public spaces is also potentially private. Bhattacherjee (2012) expressed that the data 
collected in a research project could be analyzed quantitatively by two different methods:
descriptive and inferential. “Descriptive analysis refers to statistically describing, 
aggregating, and presenting the constructs of interest or associations between these 
constructs.” Inferential analysis refers to the statistical testing of hypotheses (theory testing) 
(ibid, p.119). In this questionnaire, the descriptive type method was opted owing to the 
previously highlighted ontological assumptions (interpretivist) and because it provided
relevant results (M. J. Fisher & Marshall, 2009).

The questionnaire was divided into two sections of audio monitoring usage situations. In each 
section, questions of general character were asked followed by some possible usage scenarios 
of the collected data to which the users responded. In this section of the questionnaire, each 
question was formulated as a proposition formulated as “I would be concerned if…” Related 
to each proposition, the citizens responded on a seven-graded Likert scale from “I do not 
agree at all” (1), to, “I totally agree” (7). The propositions were divided into five themes:
collection, secondary use, improper access, control, and awareness. Finally, some general 
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questions were asked. The survey was distributed in five different countries: Sweden, France, 
Spain, Germany, and Portugal. The questionnaire was conducted in 2013 and 1000 citizens 
were contacted. The questionnaire was answered in the five different countries by 200
citizens each. Among these citizens, the gender distribution was 50/50. The age distribution 
was almost evenly distributed, except for the ages between 61–69 years, which are under-
represented with only 9% of the respondents.

4.6.2 Focus group

Data collection

Papers 2, 4, 5, and 6 are the results of the exploratory qualitative studies based on three sets 
of focus group workshops (more detail in table 2) with a total 43 participants. The goal of the 
first two focus groups was to capture the potential change in the attitudes on OSN use after 
introducing to the participants the illustrations of potential secondary uses of information 
from their Facebook profiles. First, a focus group was given a mock-up of the tool. Second, in 
the interactive focus group workshops, the participants were able to use the tool themselves 
on their own Facebook profiles. It was interesting to note the difference between the two 
groups by giving them only an idea of how their Facebook shares could be inferred (focus 
group study 1) versus experiencing the inferences made regarding their own Facebook photos 
and locations (focus group study 2). Conducting study 1 and 2 together, a total of six group 
sessions with altogether 27 Facebook users were conducted. The interviews were conducted
in Sweden and in English. The participants were recruited through the Botnia Living Lab and 
by inviting the students and employees of the university. The Botnia Living Lab consists of 
6000 listed end users across Sweden who are interested in participating in user-centric 
research, development, and innovation. Because it was necessary for the participants to take 
part physically in the sessions, only the Botnia Living Lab users living in Luleå were invited.
After receiving the initial participant expression of interest and analyzing their profile, some 
were excluded during the initial screening based on some criteria such as being older than 18 
years old, having a Facebook profile, can speak English, and willingness to talk about privacy 
within OSNs. Bélanger and Crossler (2011) argued that privacy research was heavily reliant 
on student-based samples and this needed to be alleviated. For this reason, it was of highly 
importance to have a balanced mixture of participants by inviting non-students as well.

The third study consisted of four focus group sessions with a total of 16 participants. The 
participants were recruited through the Botnia Living Lab and by inviting students and 
employees of the university. To recruit participants, first, an announcement was made on the 
university website, which was visible to the public. Sweden is a highly developed country, 
and IoT devices are widely used in cities, buildings, and homes. Therefore, every individual 
is engaged in IoT activities and is a decision-maker regarding his or her privacy. Thus, these 
individuals served as experts in the focus groups. All the participants who signed up for the 
study were invited. The average duration of each focus group interview was 120 min and was 
conducted during March 2017. A balanced panel minimized the bias imposed by a specific 
demographic, and the selected panel was representative of a wider group (Morgan, 1996).

The details of the number of participants in each study are as follows:
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Focus group 
Study

Session no. Number of
Participants

Duration Paper no.

1 1 5 1 h, 47 min 2-4-5
1 2 4 1 h, 47 min 2-4-5
1 3 3 1 h, 18 min 2-4-5
2 1 6 1 h, 41 min 2-4-5
2 2 3 1 h, 36 min 2-4-5
2 3 6 1 h, 42 min 2-4-5
3 1 4 1 h, 39 min 6
3 2 3 1 h, 55 min 6
3 3 6 1 h, 58 min 6
3 4 3 2 h, 14 min 6

Table 2 Details for each focus group study

Focus group design and procedure

To stimulate the discussion in the first and second focus group studies, the notion of genres of 
disclosure was used to capture what users disclose and account for situations of potential 
privacy violations. Palen and Dourish (2003, p. 6) defined a genre of disclosure as “the 
relationship between forms of disclosure and expectations of use.” Owing to this reason, the 
situations where expectations of use are misaligned with the potential use (e.g., in our case 
inferences made from the private photos of an individual) are called violations. The two 
notions of “forms of disclosure” and “expectation of use” were deemed appropriate to design 
the general-level, semi-structured focus group protocol (see below). The former notion was 
captured by asking general level questions by focusing on how they though and felt about 
institutions using their information. Examples of these questions are: What do you think 
about your disclosure of your daily activities on the Internet or what do you think Facebook 
and Google know about you? The latter notion was captured through the introduction of 
(possibly) new forms of disclosure (e.g., location traces) using the DataBait tool (focus 
groups 1 and 2) and, thus, changing the expectation of use. Normally, a disclosure activity is 
based on the expectation of appropriate use, and any identified deviations can be regarded as 
abusive or otherwise disruptive changes to such genres (ibid). Observed changes in attitude 
can further the investigation of the extent to which this awareness can affect the disclosure of 
an individual on OSNs.

A semi-structured interview guide containing both open-ended questions and specific 
questions was prepared and discussed. The focus group sessions were structured as follows:

1. Short introduction of the facilitator, practicalities of the session, and a chance for 
the participants to introduce themselves and explain the motivations behind the 
participation.

2. General discussion about social media use, type of information participants 
disclose, and privacy concerns with respect to social media. This phase examined
attitudes as before by considering the cognitive and affective aspects. Their 
awareness on indirect information sharing was explored by gaining insights on 
what personal information they think they revealed through Facebook. It was 
interesting to know why they shared their locations/photos and the impact of 
institutional privacy over their shares.

3. The DataBait tool was briefly introduced. All the participants saw only 
screenshots of the tool, with no active interaction on their own data (focus group 
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study 1). In the second focus group, the participants were able to use the tool and 
observed the result of the data mining of their own Facebook data. 

4. Closing of the general level discussion focused on reflecting upon their attitude 
toward secondary information use and its effects on their information disclosure. 
This phase counted as after attitudes by collecting the data about affective and 
cognitive aspects. It was sought to impacts the awareness on possible secondary 
uses of their information and intended attitude of future disclosure.

For the third focus group, to stimulate the discussion, the concept of genres of disclosure was 
used to guide the design of the focus groups. Genres of disclosure accounts for situations of 
potential privacy violations where there is a disharmony “between forms of disclosure and 
expectations of use” (Palen & Dourish, 2003, p. 6). The perception of privacy concerns in the 
IoT are situations that may lead to a privacy violation, and these are the situations that may 
lead to the unexpected use of personal information. The design of the interview guide focused 
on an approach to motivate the participants to discuss the situations where his or her personal 
information could be used in a privacy-violating way. A semi-structured interview guide was 
developed to minimize the role of the facilitator in controlling the group dynamics and allow 
for flexibility in exploring new and unexpected ideas (Fern, 1982). The session was started 
with a brief introduction of the participants, followed by questions that encouraged the 
participants to talk about their awareness of IoT devices, how they feel about having their 
information used, and to explain the situations that they fear may result in a violation of their 
privacy. Example questions were: “What do you think that the data gathered in IoT are used 
for?” and “What do you think about privacy when the information is used?”

The procedure of focus group 3 was identical to the focus groups 1 and 2, except that the 
focus was on IoT use situations instead of demonstration/use of the DataBait tool. The 
participants were presented with some real-world cases of the use of IoT devices deemed 
violation to privacy. Three cases were selected based on actors that may gain access to 
personal information including 1) institutions and third parties, 2) government agencies, and 
3) illegal entities (Conger et al., 2013). The participants discussed collectively their thoughts 
and feelings in relation to the scenario and expressed how a specific case of usage might 
affect their own privacy. Further details about the discussion questions in each focus group 
can be found in Appendix A.

Data analysis

In studies 1 and 2, qualitative content analysis with a deductive category application was used 
to analyze the data (Hsieh & Shannon, 2005; Mayring, 2000). With this approach, a
researcher determines the initial coding scheme based on the core concepts (Potter and 
Levine-Donnerstein 1999) to investigate about the relationships them. The seed concept 
categories were chosen to be the affective and cognitive attitudes both before and after the 
presentation of the tool. More specifically, the interest was in extracting reactions related to 
feelings and thoughts. For example, it was desired to understand the formation of their 
attitude toward secondary use and how they made sense of it. Reactions that were related to 
feelings (e.g., afraid, fear, joy) and thoughts (e.g., useful, curious, awareness) were coded 
according to four seed categories based on the timing of the demonstration or use of 
DataBait: Before – Affective, Before – Cognitive, After – Affective, and After – Cognitive.

The classes under the seed categories were found according to the principles of inductive 
content analysis (cf. Elo and Kyngäs 2008). This process includes open coding and creating 
categories. Open coding implies that notes and headings are written in the text while reading 
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it. After that, the coder goes through the document repeatedly and groups notes and headings 
under higher order headings with the aim of reducing the number of categories by combining 
those that are similar and segregating the dissimilar ones into broader higher order categories
(Dey, 2003). In an excerpt example below, the open codes were “use by companies,” “effect 
of photos on privacy,” and “change of disclosure practices,” which were categorized under 
the category of “attitude toward institutional privacy.”

“Yeah, I am going to take a lot of pictures of me while sitting and upload them, so the future 
hiring company wants to look and “this guy looks serious.” But that might, yeah it
[DataBait] will really affect what I put up, like Facebook is an online resume. So, in a way, I 
think it, yeah it [DataBait] has opened my eyes.”

In another example, “trust” and “sharing preference” were categorized under “attitude toward
disclosure”:

“I don´t trust most of these applications and I don’t like to share my personal information 
even though I don’t put a lot of information about my life in Facebook that I don’t like to 
share, but now what really please me is when some friends do something and appear in my
history like, yeah this guy like this thing and prefer this, so for my personal opinion I don’t 
trust, I only trust when it is really mandatory application, yeah you have to do this in your 
like a … otherwise for me it is almost impossible.”

After continuous discussions and several meetings with the research team and agreement on 
the codes, it was possible to examine the changes in both the constructs through the 
presentation and using of the tool by the participants. The attitudes (affective and cognitive) 
toward information disclosure on Facebook and attitudes (affective and cognitive) toward 
institutional privacy were analyzed. Other forms of analysis were the three boundaries of the 
genres of disclosure and tension in each boundary related to the secondary use of 
information. The analysis of the transcripts was conducted through NVivo, which made the 
analysis process more manageable by organizing the relevance assigned to the text selections 
in the form of nodes or concepts and classified the interviews based on different classifiers. 
The association between the nodes created higher level categories, which facilitated the 
detection of the trends across the collection.

The data analysis for the third focus group study was in two stages of inductive method,
motivated by the open, axial, and selective data coding techniques of grounded theory
(Corbin & Strauss, 2015) and deductive category application. For open coding, line-by-line 
coding resulted in the development of the concepts and concept categories that emerged from 
the data. The concepts were then related to each other to find connections between the 
categories. This helped in reorganizing the categories and finding the final core categories 
and narratives to be generated from the observed relations. For the deductive part, the three 
boundaries of the genres of disclosure were extracted by interpreting the text material and 
then were crossed checked with the themes collected by inductive extraction. In the example 
below, the open codes were “improper access,” “backdoor,” “vulnerability,” and “hacking,”
which were merged into “Security within IoT” during the axial coding and finally categorized 
under the selective code of “Concerns for IoT device”:

“but you brought you brought up an interesting point like people know but often it like that
you took up the doll, like they didn't know that it could be connected like for example there 
were I think some router or something that had some kind of backdoor from like the CIA or 
the FBI or something and that's not something they informal and it's always connected to the 
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Internet and it's not like even write on the product box like these people have access so I 
mean it is not like people actually like to find out the security breach or something like that.”

More examples from the empirical analysis can be found in Appendix A.

4.7 Trustworthiness and validity
Researchers conducting qualitative data collection and analysis need to provide confidence 
and trust in their findings presented (Thomas & Magilvy, 2011). The result of the qualitative 
studies need to be validated rigorously regarding the sampling and research designs, which is 
sometimes overlooked in the IS literature (Belanger, 2012). One of the favorable approaches 
for ensuring rigor in interpretive studies is to pursue Lincoln and Guba’s set of constructs,
which involve establishing: credibility, transferability, dependability, and confirmability 
(Lincoln & Guba, 1985). Shenton (2004) further developed the provisions to fulfill each of 
the four constructs for qualitative research projects, which are employed in this research.
Although not all of the strategies suggested by Shenton are applicable to the current research, 
Appendix B addresses the possible provisions made in this research fulfilling the quality 
criterions advised by Shenton (2004).

4.8 Summary
To summarize, the methodology section covered the research process in the current thesis. 
The knowledge created needs to be validated through a transparent description of how the 
methods were applied (Klein & Myers, 1999). In this research, the EAR-IT, Privacy Flag,
and USEMP project works, Facebook, IoT devices, and secondary use technologies exhibited
the research problem and field testing of the DataBait tool as a case of raising secondary use 
awareness to Facebook users. More specifically, the aims of the research demanded a
theoretical framework. Current research utilizes the genres of disclosure as the kernel theory 
leading the design while also extending it in the light of institutional privacy. Although 
understanding information privacy requires understanding the context in which privacy is 
managed, it is important to interpret the relevance that individuals assign to the interplay 
between context and their privacy. Thus, an interpretive research approach was deemed
appropriate. DataBait tool as a case of secondary use in OSNs with user interaction was the 
center of the empirical work in this research. The most interesting aspect of the DataBait tool 
was that it was designed to address institutional privacy in the context of social media.
Moreover, three focus group studies and a questionnaire were the main data collection 
approaches in research. Data analysis was undertaken using the grounded theory approach,
inductive category application, and deductive category application.
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5 Findings

5.1 Summary of the published papers
This section presents the summary of the main results of the six appended papers that serve as 
the realization of the purpose of the thesis. Each summary is followed by the contributions of 
the author as well as other co-authors of each paper.

5.1.1 Paper 1

Ståhlbröst, A., Padyab, A., Sällström, A., & Hollosi, D. (2015). Design of Smart City 
Systems from a Privacy Perspective. IADIS International Journal on WWW/Internet, 13(1), 
1–16.

For the study presented in this paper, which was conducted in the context of the EAR-IT 
project, the aim was to understand the privacy concerns of citizens regarding the smart 
acoustic technology for the smart cities. This study was relevant because if cities want to be 
smart, they cannot only install technologies, they also need to invest in human capital and 
sustain a high quality of life. It is, therefore, important that solutions being implemented in 
smart cities cater to the needs and expectations that citizens have, as well as protect them 
from being exposed or forced into unwanted situations. In earlier studies it has become clear 
that privacy is a growing concern because sensors and IoT devices collect information in an 
unobtrusive manner. The focus of the project was to develop solutions with audio monitoring 
systems that detect events such as sirens, speech commands, and presence in public buildings. 
Because these use cases deal with personal information and are privacy intrusive in nature, it 
gave the opportunity to familiarize with the practical problems for end-user privacy. A survey 
of the information privacy concerns was conducted with 1000 respondents around Europe. 

The results from the questionnaire showed that the majority of the respondents were 
concerned that the data being collected from them could be used for other purposes than what 
was initially agreed upon and aimed for. Most of the respondents showed some concerns 
about their personal information being used for other purposes than stated (71% answered 5–
7 on the scale). Another important result related to institutional privacy was that 71.6% of the 
respondents were concerned about the data being sold to other organizations other than the 
ones that had collected them in the first place. In addition, 71.1% agreed that they were 
concerned that their data could be shared with other organizations without their authorization. 
In relation to secondary usage and improper access, the main concern of the respondents was 
the collection of the data by certain organizations and thereafter their sharing with other 
organizations.

The main importance of the paper for the thesis was highlighting the need for the users of a 
privacy affecting system to be aware of the two important principles of the potential and 
actual flow of information within the system. The prominence of the result was in the 
transparency of a system, which could highlight the importance of institutional privacy, i.e.,
how the information is processed, what is extracted from it, and to what extent end users are 
aware of the extractions. Over the course of this study, it was realized that this problem 
emerged from the people who actually deal with technologies that collect, store, and use 
personal information. This problem was sufficiently interesting to be analyzed in future work 
focused on the exploration of end-user attitudes toward secondary use in IS.

Candidate’s contribution: The candidate was involved in synthesizing the results based on the 
privacy literature.
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5.1.2 Paper 2

Popescu, A., Hildebrandt, M., Breuer, J., Claeys, L., Papadopoulos, S., Petkos, G., T. 
Michalareas, D. Lund, R. Heyman, S. van der Graaf, E. Gadeski, H. Le Borgne, K. DeVries, 
T. Kastrinogiannis, A. Kousaridas and Padyab, A. (2016). Increasing Transparency and 
Privacy for Online Social Network Users – USEMP Value Model, Scoring Framework and 
Legal. In B. Berendt, T. Engel, D. Ikonomou, D. Le Métayer, & S. Schiffner (Eds.), Privacy 
Technologies and Policy (Vol. 9484, pp. 38–59). Cham: Springer International Publishing.

This paper sought to understand why secondary use of personal information was important 
and how it worked in practice. Because social media sites are one of the widely used services 
and large amount of personal information is stored and used by them, it was a natural starting 
point to examine personal data utilization in the OSN advertisement ecosystem. Moreover,
through group interviews with some OSN users, more insights were gained regarding their 
awareness of the secondary use of their contributions to OSN sites. Here, the research was 
conducted in the context of the EU research project USEMP. This work was a
multidisciplinary research conducted by the partners in the project, comprising scholars from 
social sciences, computer science, and legal. The findings of the study were two-fold:

1. Results from the user study showed that self-disclosure could be intentional and 
unintentional. The findings showed that most users thought of privacy as only the 
basic personal information they disclosed voluntarily like name, age, and relationship 
status (directly). The awareness toward the observed and inferred data sources was 
extremely low among the users. They considered only active and direct disclosures as 
their information disclosure. Even though they were aware of their shared contents, 
their perception of the secondary usage of this content was limited.

2. The need for PETs such as DataBait that raised awareness of the secondary use in 
OSNs. In privacy literature, this awareness was advised as relating to “institutional 
privacy,” as opposed to “social privacy.” Although, users have developed intricate 
privacy strategies regarding social privacy, they are hardly aware of their lack of 
institutional privacy. Such a tool not only would make the actual value of personal 
data become clearer, it would also illustrate the implications of free online services. 
The development of comprehensive visualizations was certainly of primary 
importance in this regard, as it improved the user experience and comprehensibility of 
these complex dynamics.

The contribution of this paper in the current thesis is the first round of evaluation of the tool 
developed in the USEMP project, highlighting the lack of awareness of institutional privacy. 
Most of the users were unaware that they were revealing information that could be utilized to 
collect their information by institutions through collection, aggregation and use which could 
go beyond their intention in the first place. The result showed that users were curious about 
the revelation of extra information that could be drawn from personal information and 
generated content. 

Candidate’s contribution: The candidate conducted the first round of evaluation of the 
USEMP tools through a formative evaluation approach. The evaluation part of the paper was
written by the candidate.
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5.1.3 Paper 3

Padyab, A. M. (2014). Getting More Explicit on Genres of Disclosure: Towards Better 
Understanding of Privacy in Digital Age (Research in Progress). In Norsk konferanse for 
organisasjoners bruk av IT (p. 11).

Disclosure is all about communication and genres are about analyzing communicative action.
Drawing on Palen and Dourish’s (2003) work, where it was argued that the affordances of a 
new digital medium led to new genres. These new subgenres were called secondary genres of 
disclosure. Because communication is the main source of the privacy leak, it was important to 
understand the risks associated with communication. Moreover, it was found necessary to 
search for a theory that could assist in exploring how communicative action are enacted and 
its dynamics. This paper, argued for the possibility and applicability of the genre theory in 
security and privacy research.

The study showed that the genre approach was deemed appropriate for studying the instances 
of disclosure that occur beyond the disclosure intention of the end user who interacts with a 
system. In this study, the first step was to systematically conceptualize institutional privacy. 
Here, it was argued that the genres of disclosure were no longer simply “recurrent social 
practices” but had some intrinsic capabilities in a digital communication that an individual 
who is disclosing and having “socially meaningful styles of interaction” is not yet fully aware 
of participating in. This paper includes the genres that were mediated by technological 
artifacts, targeted at breaching the user information beyond the privacy management 
regulations of the user, were referred as the secondary genres of disclosure. The main 
characteristic of these genres was that the end users are seldom aware of them, (e.g.,
inferences made from the OSN data of the users to predict their habits). Based on the findings 
of the study, it was concluded that the “genres of disclosure” could serve as a common 
language between the users, system providers, and legislators for preventing the privacy 
within any system that has consequences for personal privacy.

The main conclusions were threefold: 1. through the genre glass it was possible to examine
more deeply the privacy expectations of end users and compare them with the responses of a 
resultant system to ensure the users can put their subjective privacy regulation into practice. 
2. Secondary genres of disclosure were yet to be explored as an approach for understanding
the attitudes of end users if confronted by them (i.e., as threats). 3. End users need to be 
educated on the secondary genres of disclosure (e.g., institutional privacy).

Candidates’ contribution: the paper was single authored.

5.1.4 Paper 4

Padyab, A., Päivärinta, T., Ståhlbröst, A., & Bergvall-Kåreborn, B. (2016). Facebook Users 
Attitudes towards Secondary Use of Personal Information. In Proceedings of the 37th 
International Conference on Information Systems (ICIS 2016) (p. 20). Dublin, Ireland.

The study presented in this paper empirically explored the secondary genres of disclosure 
(Paper 3) more deeply. Assuming that the secondary genres of disclosure were any disclosure 
beyond the awareness of a user, the OSN privacy literature has repeatedly showed that 
secondary use of information is of less concern mainly owing to the lack of the awareness of 
users about institutional privacy. To begin addressing the underlying reasons behind this 
concern, this study set to investigate what were the attitudes toward secondary use of 
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information within OSNs. Because the attitude toward an object is associated with behavior 
(Ajzen & Fishbein, 1980), this study sought to investigate the attitudes of OSN users toward 
their shared content being possibly used by its OSN owner. Two sets of focus group sessions 
with altogether 27 Facebook users were conducted. Three sessions were run by giving 
demonstrations to the users at a general level on what can be found about user posts with 
images or locations with the prototypical software called DataBait. Another set of three 
sessions let the users experience the potential inferences from their own actual Facebook 
profiles by the DataBait tool. 

The findings exhibited that the main reasons for sharing photos and their locations were 
affective, such as fun and interesting photo/location to share, while being cautious based on 
their feelings of whether they like certain content to be shared and to whom they like it to be 
available. Affective attitudes toward sharing when confronted with the tool converged for
“awareness” as a result of gaining insights about the direct and indirect disclosure, i.e.,
knowing that the personal information could be inferred by different ways than if someone 
revealed them directly. The affective part of the attitude toward institutional privacy was 
salient in the both studies. The participants expressed their feelings in dominantly a negative 
manner concerning how their privacy might be handled by Facebook or third parties, such as
by being afraid, bothered, not trusting, paranoiac, scared, skeptical, and weird. Most of the 
cognitive aspects of attitude in this context evolved around the ambiguity of the usage of the 
shared information of a user despite the initial awareness that it somehow would be utilized 
by the companies and institutions collecting the personal information. Interestingly, after 
showing the tool, the participants started to contemplate the possible usages of their shared 
content on Facebook. Therefore, by changing their attitude. It was interesting for them to see 
that their photos/locations have the potential advantage to Facebook for mining relative
concepts (such as those presented by the DataBait tool as given in Appendix A). The 
cognitive aspect then triggered more possible ways for how such inferences could be utilized 
such as being profiled, obtaining clearer picture of commercialization of content, and getting
to know what “others could get to know about me.” It was more understandable for the 
participants to find how the profiling mechanism worked as the result of having a picture of 
possible value of their content to Facebook and the plausibility of categorizing persons based 
on habits and life style.

By comparing the observed attitudes of the participants between the two sets of group 
sessions, it was found that the attitudes of a participant were more effective than cognitive if 
they could not directly identify the possibilities of the secondary uses on their own 
information. The participants of the first set of group sessions had expressed doubt on the 
worthiness of being concerned about the secondary use of their own data. They were rather 
certain of their disclosure habits and saw no deviation of first hand in the disclosure purpose 
owing to their surety that inferences could not be drawn from the ordinary content they were
sharing. They preferred to keep their self-awareness without the need for a tool because they 
believed they could analyze better in their own mind. It could be concluded from focus group 
study 1 that the participants were even resistant toward the necessity of any automatic 
inference detection tool. However, focus group study 2 gave some contradictory insight. 
After using DataBait on their own profiles, the participants were more cognitive with clearer 
ideas of how their information could be utilized for different purposes (e.g., commercial or 
government surveillance). Focus group study 2 showed that the users identified more dangers 
of secondary use, and drawing from this experience, privacy risks became more imminent 
because they could see how their photos and location shares were actually prone to inferences 
beyond their initial sharing purposes.
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The results suggest that the attitudes of the participants to the secondary use of information 
changed significantly from affective to cognitive when they were exposed to the scenarios on 
third-party inferences with their own actual personal information. When the potential third-
party inferences were demonstrated only through a general-level demonstration and 
discussion, the end user attitudes primarily remained at the affective level, and the users 
remained more confident about their current disclosure habits and institutional privacy even 
after the demonstration. Hence, our results suggested that when the users were empowered to 
experiment with the potential secondary genres of disclosure with their own personal 
information, their cognitive attitudes (and subsequently, actual rational behavior to disclose 
personal information) to institutional privacy will change more likely than in the cases where 
the privacy disclosure risks were demonstrated only at a general level.

Candidate’s contribution: The candidate contributed solely to the theoretical background, 
data collection, and qualitative content analysis framework, whereas all authors co-
contributed to defining the concept, methodology, data analysis, and discussion of the paper.

5.1.5 Paper 5

Padyab, A., Päivärinta, T., Ståhlbröst, A., & Bergvall-Kåreborn, B. (2018). Privacy 
Awareness of Secondary Use of Personal Information in Online Social Networks. Submitted 
to a journal

Whereas the study in Paper 4 investigated the attitudes toward secondary information use, 
this research investigates how these attitudes form and what their impacts are on the intention 
to disclose. More specifically, this study was an investigation of the user attitudes and 
awareness of privacy on OSNs. In particular, it ought to investigate how the attitudes of the 
users toward privacy and importance of considering online privacy changed when they were
confronted with various potential inferences and predictions that could be made from the 
information they themselves have posted. Additionally, this study exhibited that most users 
were relatively ill-informed of the online privacy issues and were overconfident of their 
abilities to avoid posting information from which personal information can be construed. 

The findings showed that the DataBait tool helped users to better understand the potential 
consequences of their OSN disclosure practices. This became evident when comparing the 
first sub-study with the second: the participants became cognitive rather than affective toward 
their genres of disclosure by the extra awareness of the following three boundaries:

Disclosure: experimenting with the tool stimulated them to speculate cognitively
(reasoning) about the private information that others could potentially discern 
concerning them. Even if no unwanted disclosure was made, the participants, by and 
large, wanted to have an automatic mechanism that would assure them that no 
undesirable and private inferences could be made from the information they wished to 
share.
Identity: The participants recognized more cognitively that such inferences could be 
utilized by third parties, implying that they could be profiled, and they also acquired a 
clearer idea of the commercialization of content. In this regard, the identity boundary 
related to the customization of disclosure based on the intended audience was 
disrupted.
Temporal: After the presentation of the tool, all the participants were able to reflect 
more on their indirect information inferences and things that were potentially 
traceable back to them. Regarding their shared photos, some recognized the 
possibility that their photos could be linked to a certain place and time. They found it 



42

interesting and surprising that some of the photos marked as containing a specific 
concept (inference) included rather old photos.

In the beginning of the both the focus group studies, little awareness of indirect disclosure 
potential was detected in the participants. However, after using the tool in focus group study 
2, all the participants were able to reflect on their indirect information revelations and things 
that could potentially be traced back to them. They speculated that merely self-awareness for
governing disclosure was not sufficient; their profile audience could interpret things 
differently and make incorrect conclusions.

This study made a significant contribution particularly to the literature on privacy, owing to 
the illustrations that once individuals were exposed to automated inferences made from the 
personal information they have posted on OSNs, the developed cognitive awareness 
influenced their attitudes toward further disclosure. This can be quite relevant for future 
studies. The main contributions of this paper to the current dissertation are:

1. A notable methodological contribution was that this research complemented the 
previous approaches, in which the informants were exposed to imaginary or 
speculative scenarios relating to the secondary use of disclosed information.

2. The comparison of two groups revealed that privacy awareness was contextual,
relating to a life situation at hand rather than the static enforcement of the rules by an 
OSN

3. Approaches for developing cognitive awareness were required to strengthen the 
decisions a user makes in regard to the genres of disclosure.

Research and practical implications are:

1. Direct and indirect information use should be treated differently when investigating
the distinctive triggers of privacy by concepts.

2. The result suggests that if future tools focus on raising cognitive awareness, then users 
can make informed decisions concerning their disclosures

Candidate’s contribution: The candidate contributed solely to the theoretical background, 
data collection and qualitative content analysis framework, whereas all the authors co-
contributed to defining the concept, methodology, data analysis, and discussion of the paper.

5.1.6 Paper 6

Padyab, A. & Ståhlbröst, A., (2018). Exploring the Dimensions of Individual Privacy 
Concerns in Relation to the Internet of Things Use Situations, Digital Policy, Regulation and 
Governance, 20(6).

This study originated from the demands in the existing literature for a better understanding of
situational privacy concerns. Research studies emphasizing the dynamic nature of privacy 
concerns rather than considering privacy as a static form shaped before the individuals 
disclose information are growing. Drawing on the genres of disclosure conceptual 
framework, this paper examines how privacy concerns are shaped in IoT use situations. 
Based on four focus groups with individuals and IoT experts, the results showed that the 
genres of disclosure could significantly account for the tensions in the three boundaries of 
disclosure, identity, and temporal. Analysis based on the “genres of disclosure” revealed that 
these situational factors impacted the dynamic relationship between the situational privacy 
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concerns and privacy management regulations in the presence of IoT devices. A notable 
finding from the focus groups was that the genres of disclosure as a theoretical basis could 
significantly improve our understanding of privacy management regulation. The direct and 
indirect aspects of information usage affected the privacy concerns; hence, individuals could
suffer from the limited understanding of the use of their information to make privacy 
decisions because data mining can enable one to extract information beyond the user 
awareness. The results showed that from the perspective of an individual, the IoT 
technologies cause privacy concerns regarding direct and indirect use differently. In this
regard, it is of utmost importance that future research focuses on these two different aspects 
of the information use and makes a distinction between them accordingly.

The contribution of this paper to the current dissertation was mainly to extend the research to 
another realm in accordance with the transferability of the findings (Shenton, 2004). IoT was 
chosen because it is rather a new phenomenon and our understandings of its privacy concerns 
are limited. Moreover, motivated by Papers 4 and 5, this study confirmed that the secondary 
use of information was both direct and indirect. This study was also an attempt to better 
understand the privacy concerns enumerated in Paper 1 and determine how IoT enabled 
services (e.g., in a smart city) can possibly disturb our genres of disclosure. Although there is 
a lack of report on process theories in the information privacy literature, this study 
contributed to current dissertation in understanding the sequence of events during the process 
of privacy management.

Candidate’s contribution: The candidate contributed solely to the concept of the paper, 
theoretical background, methodology, and data collection, whereas all the authors co-
contributed to defining the concept in the paper and data analysis.

5.2 Summary of the findings
Papers 1 and 6 were written in the context of IoT with the aim to understand in more detail 
the privacy concerns are related to it and how those concerns affect privacy management. 
Although IoT is an emerging concept and privacy issues are not fully uncovered, the aims of 
this study were twofold: first, to explore the genres of disclosure within IoT, and second, to 
start understanding privacy within IoT, which revealed that secondary use was the primary 
concern. In this regard, Papers 1 and 2 assisted in formulating the research problem by 
discovering the practical hindrance of smart city adoption because of the secondary use 
concerns. They also allowed the formulation of the research problem of secondary use in an 
alternative context, i.e., OSN. Papers 2 and 3 explored the institutional aspects of 
communication risks (e.g., secondary use) and their impact on privacy. The results reported 
in these papers revealed that institutional practices have actual and potential consequences on 
the privacy of their user. Departing from these organizational privacy risks, Papers 4, 5, and 6
were more focused on end users and how their privacy was affected by secondary use, both 
directly and indirectly. Specifically, the DataBait tool was utilized as an example of data
mining the OSN data. End users were exposed to the results of the DataBait tool, and it was 
revealed that their change in attitude from affective to cognitive was the result of increased 
awareness. Moreover, it was revealed that the indirect use of personal information had 
consequences on privacy in similar to that of lack of awareness over disclosure, identity, and 
temporal boundaries creating tensions in and between the boundaries, which deem violations 
to the privacy. Below is a summary of the main results of all the papers collated in the light of 
the research questions.
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Regarding RQ1 (How the attitudes of a user toward the secondary use of information are 
formed?):

Paper 2 highlights the role of awareness in institutional privacy. Individuals are 
potentially subject to harms caused by organizations related to the practices of 
advertising and social networks, all of whom have a business interest in the utilization 
of the data of the users. One of the pivotal points regarding how attitudes are formed
was related to the impact of the unconscious disclosure of personal information on the 
public image of an individual and how data processors could gain value of their 
information. The users saw the benefits in this awareness awakening on being
exemplified the manipulation of informed disclosure.
Paper 4 extracted the cognitive and affective responses for secondary use. More 
essentially, their attitude regarding institutional privacy was affective owing to the 
lack of awareness of their own inferences. However, after gaining insights on their
own disclosure via inference mechanism, their attitude changed to cognitive.
Paper 5 showed that the change in the attitude from affective to cognitive when 
secondary use was contextualized will have consequences on the intention for further 
disclosure. Those who got to experiment with their own inferences stated that they 
will be more cautious in the future, whereas those who imagined their possible 
inferences did not exhibit changes in their intention to further disclosure.

Regarding RQ2 (How does secondary use play role in managing privacy?):

Paper 1 confirmed that secondary information use raises concerns for information 
privacy. The paper revealed the need stemmed from users of a privacy affecting 
system and that they should be aware of two important principles of the potential and 
actual flow of information. This finding called for providing approaches for 
transparency in a way that the users were duly informed about how the technology 
was functioning (at a level they understand) and how the data that were collected 
would be used.
Paper 3 developed an understanding of the potential impact of institutional privacy on 
managing privacy. In this paper, the secondary genres of disclosure as an overarching 
theoretical framework were explored. The argument was that individuals make 
privacy decisions based on improper knowledge of privacy risks. 
Paper 5 utilized the genres of disclosure to explain how secondary use impacted the 
decision making of individuals about their information privacy. More specifically, the 
lack of sufficient knowledge about the probable inferences made on the information 
of an individual created tensions in the three boundaries of disclosure, identity, and 
temporal. Consequently, a single and coordinated resolution of boundaries was 
unlikely because of the inferred information being private, disclosure was not 
designed with specific “others,” and last, past disclosures contributed to a richer 
digital dossier.
Paper 6 reported on the application of the genres of disclosure as a process theory 
explaining how privacy dynamics (direct and indirect use) interplayed within IoT. The 
results showed that the direct and indirect use of information had different impacts on 
information privacy management in IoT use situations.
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6 Discussion
The findings of the appended papers can be discussed together to address the aim of this 
research. This thesis seeks to understand the impacts of secondary use of personal 
information on the information privacy management of an individual. The objective of the 
thesis was explored in six articles, some of which were conceptual and others empirical. For 
the conceptual ones, the “genres of disclosure” was used as a conceptual framework to 
investigate how individuals regulate and manage their privacy in a digital medium. The 
genres of disclosure were elaborated as a conceptual framework to understand the tensions in 
the three boundaries of disclosure, identity, and temporal; however, they accounted for the 
situations where expectations of use are not fully aligned with the response received from a 
digital medium. Additionally, the genres of disclosure aided in designing the empirical part of 
this research. More specifically, when the three boundaries were not in equilibrium with each 
other, violation of privacy occurred (publications 5 and 6). Therefore, the empirical studies 
were designed to capture the relationship between the forms of disclosure and expectations of 
appropriate use, i.e., in cases of potential use being different from expectations (e.g., 
inferences made from the private photos of an individual) and occurrence of privacy 
violations. Thus, the two notions of “forms of disclosure” and “expectation of use” were used 
to design the studies. 

In the following, first, the findings of the thesis are discussed together to present the emergent 
understanding of how privacy attitudes are formed with secondary use and how secondary 
use plays a role in the privacy management of an individual to arrive at conclusions about the 
impacts of secondary use on privacy management of an individual. Last, some implications 
for research and practice are suggested.

6.1 Privacy attitude toward secondary use
The present study extends the research by arguing that individuals are mainly affective 
toward institutional privacy, with negative feelings such as being afraid, bothered, deceived, 
uninformed, distrustful, paranoia, scared, disliking, unaware, skeptical, and weird, and
sometimes having a positive feeling of trust toward institutions. However, such feelings did 
not stop the users from further sharing because they were confident that something out of 
ordinary could not be inferred from what they shared. In comparison, for individuals who 
experimented with their own inferences, the attitude changed from affective to cognitive such 
as having enhanced awareness of being profiled, understanding commercialization of 
personal information, and realization of information with others about self, being wrongly 
profiled, and undesirable disclosure, avoiding unwanted disclosures and inferences, and 
educated (Padyab et al., 2016). The reason behind this phenomenon could be explained by 
the impact of the role of awareness and control on the three boundaries (discussed in more 
detail in the next section) and consequently on the intention to disclose. It seems that the form 
of disclosure is not aligned with the expectation of use when the information is employed for 
secondary purposes. This is evident in the affective-oriented responses that the end users 
provide as a result of their low awareness about secondary use (Padyab et al., 2016). If such 
awareness is limited, then spontaneously evoked affective reactions, rather than cognitions,
tend to have a larger impact on the choice (Shiv & Fedorikhin, 1999). However, when 
exposed to a stimulus (e.g., DataBait), an individual processes information concerning the 
stimulus and develops cognitive reactions that ultimately determines his/her affective 
reactions to the stimulus (Berkowitz, 1993). All cognitive theories suggest that a cognitive 
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process occurs before a behavior is undertaken or a choice is made (Hann et al., 2007).
Hence, a lack of stimuli (i.e., awareness of indirect sharing) for a cognitive process regarding 
boundaries related to disclosure genres will lead to a privacy violation in a disclosure genre 
because the disclosure will not be aligned with the expected use (cf. Palen and Dourish, 
2003). As discussed within conceptual Paper 3, secondary genres of disclosure constitute the 
uncertainty in the use or misuse of information because the range of potential uses of data is 
virtually infinite (cf. Padyab 2014). Secondary disclosure genres are reveal the secret 
information that is not readily known and far beyond the data of the first intention of the 
subject when the information is shared, like in IoT or OSN. Depending on the secondary use 
and expectations of an individual, the form of disclosure is subject to change. However, there 
uncertainty in the arrangements of secondary disclosure, and therefore, its unawareness is 
unable to satisfy the potential of the genre of a user.

Regarding the attitude toward indirect information use, Shoemaker (2010) argued for 
psychological effects of behavioral profiling, such as embarrassment or shame. Previous 
research works have studied attitude from an ethical perspective, which implies that the 
research conducted was disconnected from the users and affecters of institutional privacy. 
Other research studies that considered the perspective of the user in their investigation relied 
on self-reported attitude, which is arguably far from a realistic context (e.g., Boateng & 
Okoe, 2015; Ham, 2017; Kim & Huh, 2017). Self-reporting attitude that does not arise from a 
rich context is misleading. The results from Papers 4, 5, and 6 determined the fact that 
secondary use is not clearly identified or understood by users and self-reports could be 
unreliable. This would contribute to the understanding of the attitudes of the individuals,
which was shown to be beneficial for exposing end users to their own disclosure because they 
shifted from being affective to more cognitive. This contribution extends the current literature 
for understanding that changing the intention to disclose has its roots in changing the privacy 
attitude from affective to cognitive. Consequently, this will support the body of the literature 
for bridging the gap between raising awareness and changing the privacy behavior toward 
secondary use.

This research contributes to privacy literature by illuminating that attitudes toward the 
secondary use of information differ when the information is used directly than if the 
information is used via data mining; therefore, it is suggested that direct and indirect 
information use must clearly be distinguished from each other when studying secondary use. 
Although the direct use of information is usually easy to comprehend, like email address or 
date of birth used for direct marketing (Acquisti & Gross, 2006; Ham, 2017; Hum et al., 
2011; Liu, Gummadi, Krishnamurthy, & Mislove, 2011), indirect use is not readily known to 
users. Previous research on secondary use has considered it to be a single construct that from 
the perspective of a user is either understood as direct use, indirect use, or both. In either 
case, this single construct cannot adequately explain the choice of disclosure genre of a user
because both types of information use are governed by different types of privacy concerns 
and attitudes regarding each. Although behavioral reactions including disclosure are 
associated with privacy concerns (Miltgen & Peyrat-Guillard, 2014; Tsai et al., 2011),
different privacy concerns toward direct and indirect information use influence the behavioral 
intentions to different extents (Paper 5 and A. Padyab & Ståhlbröst, 2018). Therefore, the 
results suggest that secondary use is not a single construct but a composition of direct and
indirect uses. The current research study showed that users can disclose private information 
unintentionally beyond their awareness, which could be revealed through inference 
mechanisms such as data mining. Therefore, if researchers guide the subjects under study to 
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recognize the differences between both forms of disclosure, the results will yield a more 
accurate understanding of the attitudes and privacy behavior of the users.

This research contributes to the ongoing discussion on the privacy paradox. As discussed in 
the background chapter, in the literature, various recommendations have been proposed to 
reveal the inconsistencies in privacy concerns and privacy behavior. One issue is the diversity 
of the personal information (Kokolakis, 2017). Individuals react and behave differently based 
on the sensitivity of their information. As opposed to previous research (e.g., Kennedy et al., 
2015; Krasnova et al., 2009; A. Marwick & Hargittai, 2018) that studied privacy attitude 
from a holistic view (i.e., not considering the granularity of personal information), this 
research shed more light on the attitudes toward secondary use from specific genres of 
disclosure, namely, photos and location leaks. Moreover, the privacy paradox has been 
studied in isolation. This research has incorporated PET to facilitate the understanding of the 
privacy paradox by providing a realistic setting to provide a relevant and rich context. The 
observed change in the attitude from the PET use is an evidence that the contextualization of 
privacy attitude and consequently privacy are consistent, and the paradox exists if the users 
are not aware of their privacy management boundaries. PET such as DataBait can help the 
decision making process of privacy by balancing the already revealed facts and potentially 
revealed facts. This research argues that presenting information about the actual/potential 
institutional privacy will provide the control to users to balance their disclosure genres, and 
thus, to avoid the paradoxical behavior. In this sense, there is no paradox but that the lack of 
awareness about boundaries leads individuals to act paradoxically because they believe that 
their disclosure is under their control.

As a methodological contribution, this research complements previous approaches, in which 
the informants were exposed to imaginary or speculative scenarios of secondary use of 
disclosed information. For example, there can be diverse interpretations of personal contents 
that end users might not be aware of at the time of answering the questions in surveys or case 
scenarios. Future research should not only rely on the preexisting knowledge of a user of
secondary use because users feel that their disclosure is within their realm of expectations 
and, thus, in their control. The findings also show that individuals consciously select and 
disclose personal information in alignment with their self-regulatory preferences to avoid 
revealing their secrets (Boyd, 2007; A. Marwick & Hargittai, 2018), but they lack the 
awareness of potential indirect inferences. This research suggests that better methods and 
tools for empowering the users with secondary use awareness will be needed because 
common pre-conceptions do not seem to equip most users with sufficient critical knowledge 
in this regard. In particular, related research on OSN privacy needs to be contextualized in the 
realm of their own actions and practices. The complexity of behavioral profiling and potential 
indirect inferences made from personal information are difficult to grasp by an average user.

6.2 Role of secondary use in privacy management
To understand the consequences of secondary use of information on the privacy of an 
individual, we must first comprehend how each boundary in the genres of disclosure is 
affected, as described below.

Regarding the disclosure boundary, the tension is in managing privacy by maintaining a 
balance between the private and public realms. Users manage their disclosures depending on 
the level of privacy of the information and openness of the communication channel (Masur & 
Scharkow, 2016). Decisions to disclose something about self are partly made based on the 
immediate situation with the lack of awareness about what can be extracted from what is 
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disclosed. The results from the DataBait tool showed that when confronted with possible 
views of their own disclosed information, the participants realized that the inferences could 
become extremely private. Being aware that the information could potentially be traced 
indirectly impacted the disclosure decision of the individual. Participants disclosed 
differently based on the expectations of the use of information, and therefore, the disclosure 
decision was weakly related to the preferences and actual foreseen private and public 
boundaries. Users may disclose something assuming that there is nothing private in a photo 
or that it does not look private (Krasnova, et al. 2009), but before being completely exposed 
to the potential analyses (such as with the DataBait tool) they can only imagine or guess how 
private or public a photo will be. The cognitive ability of a user lags the technological 
advances. Consequently, it is argued that users need assistance in terms of determining if 
their disclosure is really aligned with their socially constructed and self-regulatory privacy 
practices. Although individuals exhibit awareness of the privacy violations caused by 
institutions, they frequently mischaracterize the extent to which information could be 
aggregated and mined, and this limits the perceived control over their ability to limit their
privacy, which may influence their privacy behaviors (A. Marwick & Hargittai, 2018). In the 
present study, individuals first thought that their disclosures were aligned with their 
preconceived policies, but after seeing that their content could be open to other interpretations 
through the DataBait tool, they started to defy their initial disclosure (Padyab et al., 2016).

Privacy is a social phenomenon that addresses not only an isolated individual but also 
individuals as members of broader social groups, such as family or professional class.
Activities exposed via the digital medium are sometimes exposed and observed to be beyond 
the awareness and context, which challenges the selective disclosure of information and 
filtered actions. Consider an example of the activity of sharing photos via an OSN in which a
photo is uploaded, stored, tagged, commented on, and liked and shared by others. In this case, 
inferences can be made from a person present in the photo or tagged in the post. Therefore, 
one person can have an impact on the privacy of others and vice versa. For example, being in 
a photo album with someone else that contains numerous inferences of some psychological 
traits that are looked down upon puts the privacy of self and others into jeopardy. It is 
commonly known that Google, Apple, and Facebook are able to automatically tag people in 
photos (Ingram, 2015), and it could be seen here that the affordances of such technologies 
combined with those of data mining could lead to undesirable third-party discoveries about 
the users. The inferences of the photos and locations in focus group 2 helped the users to be 
aware that some of the inferences were related to others appearing in their profiles and 
privacy of the members in a network was interrelated (Paper 5). However, individuals
distinguish between who could have made the inferences, e.g., if the inferences remain with 
the institutions for commercial purposes or if they are extends to governments, secret 
services, or other third parties. Palen and Dourish (2003) described this tension using the 
phenomenon of “recipient design,” i.e., “the way that one’s actions and utterances are 
designed with respect to specific others” (p. 4). However, with secondary use individuals will 
have difficulty in filtering the disclosed information for the unintended audiences. Managing 
privacy related to an IoT use situation is surpassed by the difficulty in distinguishing between 
different third parties in some situations. All the attributes extracted and inferred are clustered 
in different categories that have their own intended beneficiary (M. Young, 2017). For 
example, Facebook has signed deals with data brokers who provide these categories to ad 
buyers. Obviously, Facebook itself has previously been the target of surveillance by NSA. All 
the possible recipients of inferred sensitive information are hidden from the OSN users owing 
to the lack of transparency, and the OSN exacerbates the user concerns on certain categories 
of information to be shared with potential buyers who are interested in that specifically. For 
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example, disclosing related content is different when the drinking habits are shared with a
future employer versus secret agencies. Unintended audience showed to be a particularly 
salient cause of Facebook regrets (Wang et al., 2011), but regret occurs once the person finds 
out about the unsuitability of the content when share with unintended friends. The same 
argument could be made with the secondary use, that if service providers do not 
communicate audience for the extracted personality traits, regretting of share content could 
happen.

Individuals regulate their privacy based on who has access to their data (Kennedy et al., 
2015; A. E. Marwick & Boyd, 2011; A. L. Young & Quan-Haase, 2013). Research suggests 
that users have a better understanding of how friends, family, and other individuals who are a 
part of their OSNs may threaten their privacy than of the potential threats from institutions 
and other third parties (Johnson, Egelman, & Bellovin, 2012; Lipford, Besmer, & Watson, 
2008). Privacy is managed with respect to the display of self toward OSN friends and how 
this representation of self is assessed by them. For this reason, they carefully examine the 
reactions from others in their network, and therefore, they are aware of the consequences of 
sharing information about themselves. In contrast, there is little communication with 
institutions or companies that use this information because all the collection, aggregation, 
sharing, and utilization of information occurs in the background (Debatin et al., 2009).
Perhaps this lack of direct interaction coupled with little transparency prevents users from 
understanding the implications of institutional privacy on the information they share (Young 
& Quan-Haase, 2013), which makes the identity boundary distinct.

The present decision to disclose something is a process that is the outcome of the actions in 
the past and expected actions leading to the future. The empirical studies revealed that
individuals believed that institutions used their data for profiling, but they lacked the 
understanding of the associated methodology. The DataBait tool showed two sources of data 
that contributed to creating a digital dossier via photos and status updates. A digital dossier 
contains all the information that is stored over time (Gross & Acquisti, 2005). For example,
the analogy of DNA sampling could be made here. In some countries, police allow access to 
samples from the collections that were made even before the advent of DNA sampling in 
1984. Those samples such as blood, hair, or bone collected before the technology was able to 
distinguish individuals (i.,e. before 1984) are now prone for uses that were not possible 
before (Dranseika, Piasecki, & Waligora, 2016). Extending the phenomena to data mining 
and secondary use, the tension is in the lack of control of the future uses of the information 
because even if a technology is not available today, it may be possible to extract something 
new in the future. Secondary use diminishes the temporal boundary because individuals
generally have a low awareness of how, when, and what data are recorded and stored. The 
consequence is that there is no room for negotiation of the temporal boundary because 
participation in the digital medium is sometimes passive without the direct control of 
disclosure. In this regard, recording both what is assumed to be ephemeral information and is 
unintentional could lead to unexpected future use.

Trends and concepts extracted via data mining and related analytics from photos as well as 
locations associated with the status updates enrich the predictions. Some participants 
analogize these trends with hash tags, but these are instead used by institutions as a set of 
attributes extracted from the data of individuals, which is readily available for targeted 
advertising. Stored personal information has privacy implications that may extend beyond 
their immediate impact. An action in the past may have disagreeable effects on the future. 
Moreover, the same concepts repeated from the photos uploaded earlier on the creation of the 
profile till the recent shares can predict numerous personality dimensions. Although some of 
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these information, be it photos, videos, or texts, are mined out of context for the relative 
concepts, but when aggregated over time potentially wrong inferences about their personal 
life are assigned to the users. The DataBait tool showed to the users in a single frame how all 
the photos irrespective of which friends or audiences were allowed to see are linked. Previous 
research showed that some OSN content became irrelevant with time, and users prefer to hide 
and sometimes delete their past content (Ayalon & Toch, 2013). Some of the study
participants found some of their older photos and status updates quite surprising because 
simply forgetting about their existence and found some those content as inappropriate today.
Technology advances and previously shared content are prone to newly developed profiling 
techniques.

Summarizing, secondary use creates tensions in the three boundaries of the genres of 
disclosure. These tensions will ultimately cause individuals to take uninformed decisions 
about their privacy. Revisiting the genres of disclosure will provide control of the three 
boundaries determining how individuals regulate their information privacy. Secondary use 
can distort this control because information is used in ways that are not expected or when at 
least the actual and potential use is not communicated. As opposed to the previous research, 
which was more inclined on the dispositional privacy concerns, this dissertation provides 
insights into information privacy, and more specifically secondary use by the 
contextualization of the phenomenon. In this view, the theoretical contribution highlights the 
process of managing privacy when confronted with secondary use in a digital medium. 
Moreover, the genres of disclosure as a conceptual framework revealed the underlying 
relationship between the secondary use and three boundaries in shaping the disclosure 
intention. Although situational privacy concerns are gaining more attention in the privacy 
literature, previous theoretical frameworks focused on the fundamental relationships between 
the role of technology and situational privacy concerns (e.g., Kayhan & Davis, 2016; Sim, 
Liginlal, & Khansa, 2012). The dominant variance-based theories within information privacy 
research lack the contextual features, which may contract the results to predict the end user 
behavior (c.f. Norberg et al., 2007). IS literature has shown that if contextual factors are 
complemented with process-based models and theories, the results would provide better 
predictions. However, despite the demand of many scholars (Bélanger & Crossler, 2011; H. J. 
Smith et al., 2011), process-based models and theories have remained an under researched 
area in the empirical research on privacy. Privacy management is not only about technology 
but also about individuals and their conflicting internal requirements (Palen & Dourish, 
2003). The genres of disclosure as a theoretical basis can improve our understanding of 
privacy regulation.

6.3 Implications for research
The research findings from this thesis offer several implications in the area of information 
privacy. The current thesis presents in detail how one can use the genres of disclosure as a 
conceptual framework to enhance the understanding of the roles that a possible factor (e.g.,
secondary use in this research) play in managing privacy. The detailed dynamic boundary 
regulation process describes how information technology can have many impacts by 
spanning boundaries, disrupting them, and establishing new ones. The implication on the
future research is the power of the genres of disclosure to design and guide the study to 
account for the mismatch between the forms of disclosure and expectations of appropriate 
use. The genres embody the social patterns of expectation and response that the users form
with technology. These recurrent actions and representations could be possibly disrupted by 
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technology, and future research should be able to address privacy violations (i.e., disruptions) 
within and between the boundaries.

One strength of this thesis is the combination of the perception of an individual and
contextualization of the actual secondary use (Glover & Benbasat, 2010). Perceived and 
actual privacy consequences of secondary use have different possible effects on behavioral 
reaction. Although previous studies on secondary use focused on perceived consequences, 
this research contributed methodologically by complementing the previous approaches, in 
which the informants were exposed to imaginary or speculative scenarios relating to the 
secondary use of disclosed information. To give an example of this contribution, there can be 
various interpretations of the personal contents that end users might not be aware of when
they answer questions in surveys or case scenarios. Thus, future research should not rely only 
on the preexisting knowledge of a user about secondary use because users generally feel that 
their disclosure is within their realms of expectation and, thus, under their control. The 
findings from Papers 5 and 6 sought to exhibit the differences between the actual privacy 
consequences versus perceived consequences of an individual. This has implication on
research because individuals consciously select and disclose personal information in 
accordance with their self-regulatory preferences to avoid revealing their secrets (Boyd, 
2007); however, in this study it was apparent that they lacked awareness of the potential 
indirect inferences. Hence, perceived and self-reported privacy risks are less reliable when 
compared with the risks that are contextualized.

Secondary use within information privacy research has been mainly studied through the 
construction of “Unauthorized secondary use” (H. J. Smith et al., 1996). The implication of 
this dissertation for future research is highlighting that although the information collected by 
a service provider could still be used in an authorized manner, it impacts privacy. Studies on 
social media have showed that users are generally unaware of the use of their personal 
information (Hull et al., 2010; Raynes-Goldie, 2010; A. L. Young & Quan-Haase, 2013)
despite formally agreeing to the commercial usage of their data (Fuchs, 2013). Moreover, 
secondary use embodies both direct and indirect information use. The former implies the 
usage of directly recognizable entities of personal information, such as age, gender, and 
location, whereas indirect information usage implies that data mining is used to profile a 
specific person for advertising and other purposes by the OSN and IoT service providers or 
other third parties. In publications 4 and 5, it was shown that inferring personal information 
had an impact on the attitude toward self-disclosure as well as privacy. Paper 6, in 
consistency with Ziegeldorf et al. (2014), considered profiling (as a result of both direct and
indirect use) as one of the most severe threats in IoT. Although data collection is one of the 
central potential of the new information technologies, the analysis from this dissertation
highlights that profiling is significantly aggravated and other threats such as identification or
tracking add to its dangers by supplying even more linkable data (Verykios et al., 2004).
Therefore, the notion of “unauthorized secondary use” needs to be revisited. This dissertation 
suggests that future research should not only account for the situations where the information 
is not only being used legitimately but also delineate the direct and indirect approaches 
(Gürses et al., 2006; Padyab et al., 2016).

6.4 Implications for practice
This thesis was practically motivated by the value assumption that users should be made 
aware of the potential risks of indirect disclosure and educated about online privacy (Hugl, 
2011). Motivated by Papers 1 and 2 for highlighting the lack of end user awareness about the 
information processing capabilities of institutions, Papers 5 and 6 suggest that users need 
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assistance to manage their privacy. This assistance could be in the form of privacy awareness 
programs, enhancing policies and privacy enhancing tools and technologies. First, institutions 
that use data mining for secondary purposes need to raise more awareness regarding these 
practices and reduce mainly the negative affective privacy attitudes of the individuals. In this 
dissertation, both the notions of the perceived conception of secondary use and actual 
experimentation were addressed. According to end users, there is an awareness gap between 
the collection and use of information, and institutions should be encouraged to alleviate this 
gap by empowering the users to control their private information. Institutions that use 
information are not transparent in their practices and this is leading to uncertainty in what is 
possible. For example, by using the DataBait tool, it is still unclear whether the results 
necessarily coincide with the actual secondary use by Facebook. Prior research has further 
highlighted that lack of communicating policy and actual practices inhibit or slow down the 
end user technology adoption. In this regard, an implication on practice is that institutions
need to intervene the perceptions of their user by prioritizing their communication on the 
implemented practices; otherwise the perceptions remain intact. Even if such practices are not 
in place (e.g., it is only direct disclosure but indirect disclosure) and users are not aware of 
this, the perceived adverse consequences could still have an impact on how they manage their 
disclosure.

Moreover, education programs and campaigns should be directed toward the frequent users 
of the Internet services that collect personal information and subsequently use them. The 
phrase “data is the new oil” is partially true for many digital advertising companies, which 
makes a user inherently susceptible to various violations to privacy (Hugl, 2011; A. Marwick 
& Hargittai, 2018). Additionally, some users are not made aware that some of the information 
about them on the Internet is public and accessible to all, including hackers. “Inference 
attacks” are emerging as a new phenomenon on the Internet, causing various attributes to be 
extracted from publicly available information via, for example, social media, weblogs, and 
personal pages. It is worth noting that hackers and other third parties could have access to 
personal information both legally and illegally through third party apps that are connected via 
APIs (e.g., the case with Facebook and Cambridge Analytica). Illegal cases occur when 
hackers and secret agencies access personal information and analyze them subsequently.

Education campaigns could target individuals and raise their awareness for the possible 
dangers of secondary use on their privacy through two recommendations. First, users should 
be encouraged to regularly review their disclosed and shared information including all types 
of media and text contributions in the form of tweets, status updates, blogs, and comments 
and delete their previous disclosures if found inappropriate. Second, users need to think about 
how public and private their information is going to be when publishing their information. In 
this sense, various privacy settings could at least inhibit the information to end up being 
public and in turn being used by advertising companies or web scraping. This would alleviate 
the situation, although information would still be accessible to a service provider, even if 
communicated privately. 

There are several potential mitigation mechanisms that organizations could benefit from this 
research. Control mechanisms could be provided to users by choosing opt-in and opt-out 
options of being profiled, and secondary uses could help alleviate the negative attitudes 
caused by the lack of awareness of the consequences of their information being analyzed. In 
cases where secondary use is unavoidable owing to the business models, institutions can 
provide detailed information about the inferences extracted so that users would be able to 
review and make informed decisions on the continuation of their participation in their 
services. Moreover, such practices could have advantages, permitting the customization of 
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the services by allowing their users to view and rate the accuracy of their inferences for those 
users who choose to receive customized advertisements and services. In this regard,
institutions operationalize the genre perspective for mapping to understand which genres of 
inferences and secondary use are in place and to inform and communicate those to their end 
users. This will help user empowerment by the negotiation of the three privacy boundaries in 
the presence of secondary genres of disclosure. 

The discussion on secondary use should be accompanied by the roles that policymakers can 
play in this domain. The results from this dissertation also have important implications for the
enforcement of laws and regulations. It is apparent that privacy is a right for everyone and
policymakers must strive to intercede fair and transparent information processing by 
institutions by maintaining a balance between the rights of citizens and nurturing the
opportunities for innovative technologies such as data mining and big data analytics. The 
newly enforced European GDPR is allegedly believed to improve this situation; however, its 
impacts require more time and research. 

This research reinforces the established value orientation that users should be dynamically 
educated about the risks to their privacy, and methods of increasing their awareness and 
ability to use this knowledge to behave accordingly should be sought (Debatin et al., 2009; 
Hugl, 2011; Lawler & Molluzzo, 2010). Practitioners must focus more on changing the user 
attitudes toward inferring mechanisms in different domains such as OSN and IoT. It has been 
proposed that cognition determines affect, which ultimately influences behavior (Holbrook & 
Batra, 1987; Parboteeah, Valacich, & Wells, 2009); based on the results of this work, we 
speculate that negative affective reactions to secondary use could be minimized via cognitive 
deliberation and that this shift could be implemented via privacy-enhancing tools. Despite the 
dangers of data-mining on privacy, the technique can be utilized for developing educational 
tools for users. As with the DataBait case, those tools can help make users aware of their 
disclosure genres and dangers of the revealed information. Until recently, the DataBait tool, 
was the first tool made available to users that utilizes data mining techniques, and a few more 
data mining-powered tools are now becoming publicly available to end users. Applying such 
tools will allow the users to view their own information from different angles, and the results 
herein suggest that if the future tools focus on raising cognitive awareness, then the users can 
make informed decisions concerning their disclosures. The participants in the focus groups
(Papers 4 and 6) demanded for tools that analyzed content in order to inform the users about 
the possible privacy risks before the content was shared/communicated on, e.g., OSNs or 
sensors. In this way, users could prevent the sharing of sensitive information. 

This research extends the literature by nominating the genres of disclosure that provide the 
overarching theory guide of the design of the evaluation method by providing the situations 
where there is a need to analyze the disclosure as a communicative action. Lederer et al. 
(2004) emphasized on five drawbacks for the practitioners to heed when designing for 
privacy. These were are clustered into two basic constructs: understand and act. They argued
that users first needed to understand the regulatory boundaries involved with their disclosure 
so that they could fully engage in it. Any unforeseen consequence inhibits the communication 
to proceed with its full extent, or a communication can result in an unexpected situation then 
there is a violation to privacy. Practitioners by avoiding the drawbacks enumerated by 
Lederer et al. (2004), can profoundly utilize the genres of disclosure as an overarching theory 
to derive design principles when designing for a privacy affecting system. Amidst a genre lies
a dynamic negotiation of the socially constructed patterns of control on the information we 
disclose about ourselves, e.g., what to disclose, how to disclose, to whom, and where is more 
suitable. As an example, when we talk to a physician, without knowing that they have taken 
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the Hippocratic Oath, we might not be willing to discuss about our very private matter to 
them. Therefore, we must understand this genre of disclosure first before we can act upon it 
(e.g., discuss about a medical problem).

The genre of disclosure theory has potential for informing the design of an artifact because 
the violations of the disclosure are more predictable. It allows conceptualizing the disclosure 
as a regulatory negotiation of the three boundaries. Privacy violations, then, can occur when 
the regulatory forces are imbalanced because the intent is neither adequately communicated 
nor understood. PET can arguably help users manage these boundaries and account for the 
situations when the expectation of disclosing actions is violated. The extent to which such 
tools can align the expectation into a genre of disclosure is the locus where we can say that 
privacy is enhanced. The genre method has been successfully used with other related fields 
like risk assessment (Padyab et al., 2014a). The genre approach provides the basis for 
identifying information sharing/breaching situations, and mapping genres could be employed 
for further analysis of the breaches (Padyab et al., 2014b).
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7 Conclusion
The aim of this dissertation was to enhance the understanding of the impacts of secondary 
information use on the privacy management of an individual. This work was started with the 
motivation that there is a lack of understanding of the link between information collection 
and use. Although in most, if not all, privacy policies the exact information on what is 
collected from users (e.g., demographics, photos, user generated content) and what it is used 
for (e.g., improving service, customized and personalized services) are known, there is little 
knowledge about how collection leads to secondary use. The IS literature, and particularly
information privacy research, has largely recognized secondary information use as a direct
use. The main argument developed in this dissertation through the empirical and conceptual 
approaches was that secondary use must be studied from its indirect aspects performed by 
various data mining and inference techniques. The examination of both the direct and indirect 
aspects revealed that there was a low awareness among the users affected by such 
information use, so the violation of their privacy was not appropriately addressed. 

This concluding chapter first presents a summary of the main contributions of this 
dissertation in the light of the research questions. This is followed by the limitations of the 
study, which open numerous areas for future research. Finally, a self-reflection of the journey 
of the candidate throughout this lengthy process of doctoral study, his role, and the potential
impact of this research to the society is provided.

7.1 Summary of contributions
The first question in this study sought to determine how the attitudes of a user toward 
secondary use of information are formed? This thesis work explored the attitudes related to 
the secondary use from an institutional privacy perspective. In the IS literature, the studies 
conducted on user attitudes are mainly related to the direct sharing of information from a
social privacy perspective (i.e., privacy in relation to other people on the Internet). The 
present study extended the research by arguing that individuals were mainly affective toward 
institutional privacy with negative feelings. However, such feelings did not stop them from 
further sharing because they were confident that something out of the ordinary could not be 
inferred from what they shared. In comparison, the participants who experimented with their 
own inferences exhibited an attitude change from being affective to cognitive. The 
contribution here is, thus, in highlighting the role of awareness (cognitive) on secondary use 
when contextualized within the actions and experiences of a user. Self-reporting attitude,
which does not arise from a rich context, determines the fact that secondary use is not clearly 
identified or understood by users.

The second research question of this study was to investigate how does secondary use plays a
role in managing privacy? The current thesis adds to the literature by extending the question 
of whether institutional privacy has an impact on information privacy to how institutional 
privacy, or more specifically, secondary information use, plays a role in managing privacy. 
This question was answered via the genres of disclosure perspective. Privacy management is 
about having control of the three boundaries in the genres of disclosure, and users may be 
unable to recognize how the advances in technology and institutional practices can create 
tensions between the disclosure, identity, and temporal boundaries. The tensions will 
ultimately lead to individuals creating uninformed decisions about their privacy.

Moreover, the primary contribution of this dissertation is the conceptualization of information 
privacy management from the institutional privacy perspective. This research is built upon 
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the established assumption that Internet users lack enough awareness of how their 
information is being processed by institutions and third parties. In this vein, as opposed to the 
previous literature which mainly focused on direct secondary use, this dissertation shows the 
significant role of indirect information use on individual’s privacy. Consequently, 
information privacy is affected differently by direct and indirect uses, and thus, should be 
distinguished when studying user’s privacy attitude.

The research reports on genres of disclosure as a conceptual framework and its contributions.
More broadly, the genre perspective can significantly enhance our understanding of privacy 
because privacy is about communication, and genres are to understand communicative action. 
Additionally, this dissertation contributes to discussions on process-based theories and 
conceptual frameworks, and how genre as such enhances conceptualization of the dynamic 
nature of information privacy. Genres of disclosure as a perspective extend the traditional 
(offline) view on privacy to information privacy in the digital age. Its detailed analytical 
power has potential to be a suitable candidate for studying users and their socially-
constructed patterns of privacy management.

7.2 Limitations and future research
The findings of this research must be viewed while considering some limitations for paving
the way toward future research. First, although it was determined that the concepts and 
categories found in the data analysis were saturated, for future work, this research can be 
taken as a basis for conducting further studies that could take the form of a hypothesis-driven 
research for proving the fundamental relationships found in this study. Second, focus groups 
may be generally prone to group effects (Bryman, 2012); therefore, follow-up interviews 
would provide a better understanding of the changes in the attitude caused by the sensitivity 
of the issue. A particular reason for this is that such interviews allow participants to express 
opinions more freely than in group settings. Therefore, one aim of the future research will be 
to capture the actual disclosure behavior (Bélanger & Crossler, 2011) and actual changes in 
the behavior in the context of more awareness of the inferences and self-disclosure. Third, the 
intention of this research was not to provide a stratification of the results based on the 
demographics, although this factor may be interesting in future research. At this phase, the 
findings imply a theoretically interesting proposition and motivation for further research to be 
complemented by other methodological approaches. Fourth, a concept for the future research 
is to test the existing scales on secondary use (Culnan, 1993; Krasnova et al., 2009) before 
and after using tools such as DataBait to measure the effect of interventions. In this regard, an 
interesting path for future research is to develop a scale measurement regarding secondary 
use addressing both direct and indirect dimensions. Fifth, future research could focus on a 
privacy risk assessment method with a user-centered approach. In this regard, the risk 
assessment method developed by Padyab et al. (2014a, 2014b) makes a good candidate to 
first map the genres of organizational communication and utilize the genres of disclosure to 
evaluate if those genres insinuate a risk to the privacy of a costumer/user. Combining two 
approaches is an interesting topic for future research.

7.3 Reflections
A researcher must be responsible for the common good of the society, and his/her knowledge 
requires the research and innovation to be responsive. A researcher serves to discuss, 
challenge, and rethink the advancements in the society owing to the growing concerns of the 
public value of science and the need to demonstrate research “impact” (Owen, Macnaghten, 
& Stilgoe, 2012). Technologies have social implications and there is a public demand for the 
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social control of technology (E. Fisher, Mahajan, & Mitcham, 2006). Many are affected by 
technological and scientific advances, which makes the scientists to be proactive in this 
societal change. My role as a researcher was not exempted from this duty.

Amidst the writing of this dissertation, a news about Facebook, a giant tech company, 
impacted the world. Data from 87 million users were compromised by a third-party company, 
Cambridge Analytica, which applied various analytical techniques to profile political and 
psychological traits of those Facebook users. By mapping the user interests, they were able to 
identify swing voters (i.e., undecided) and target them with advertisements that contained 
campaigns from specific candidates both in the Brexit and US presidential campaigns in 
2016. The analytical company gained access to the user data via a seemingly innocent 
psychology testing Facebook app (called “thisisyourdigitallife”), which collected and stored 
all its user data to a separate database. Using data mining and analytical techniques, the 
company made very accurate predictions about those who were affected to manipulate their 
votes, a debate that threatens our democratic values. Although this occurred in 2016, the 
news became public two years after, which created a massive public enrage. Even before this 
discourse, various revelations actuated public interest toward the topic of privacy, such as the
revelations of Snowden in 2013 and allegations of Russian intervention in the US 2016 
presidential election.

The above revelation highlights that the current research is a timely matter and my research 
has been on the right track of a real societal dispute. There is a growing concern for privacy 
and as a researcher, I have a role in this debate. I have been involved in various activities to 
raise the awareness about these technological advances as well as inform the public about the 
privacy issues related to their digital life. Among these activities I can name two radio 
interviews (e.g., Lindqvist, 2016), one public presentation to the citizens of Luleå (Luleå 
tekniska universitet, 2017), and various news articles about the secondary use of personal 
information (M. Westin, 2017) and how to improve privacy protection over the Internet 
(Campanello, 2018). Engaging in a dialog with the citizens and presenting the result of my 
research created a feedback loop beneficial for both theoretical understanding and practical 
capacities. This loop allowed me to understand their needs and have an impact on the 
sociotechnical outcomes not only by cautioning against the technological capabilities but also 
by showing ways to alleviate the problem. Citizens as potential affecters in turn feel engaged, 
allowing the dissemination of the awareness of the broader circumstances, societal ethics, and 
interactions, leading to protection not only on an individual level but also on a collective 
level. I feel that I have been committed to my role in the shift in public policy discourse and 
cultivation of many unresolved questions. I hope that my target audience was able to benefit 
from the outreach and that my voice reached policymakers in addition to the citizens. 

One reflection is regarding Facebook or broadly institutions that use their customer/user 
information for secondary purposes. The main criticism against their (mis)use of information 
has evolved around the breach of user data by third parties, e.g., hackers, governments, secret 
agencies, and third-party apps. Although this is still an important subject, the institutions 
themselves as well as data brokers need to be in the center of scrutiny as well. It should not 
be a matter of nefarious intention, but instead a balance of the power between the various 
parties and most importantly the end users who lack such awareness. I believe that the public 
discourse needs to ask questions in this regard and demand for more transparent business 
models. This also complicates the research in this field. There is a dilemma when it comes to 
the study of secondary use to its full extent because researchers can only assume how 
organizations use information. Institutions express that the data collected from users are used 
through general terms like improving service quality, personalization, and customized 
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offerings. Therefore, opening the black box of secondary use will help to disentangle the 
interwoven technical and social complexity. 

Ethical aspects in my research were important. The first aspect was related to my role as a 
researcher interested in investigating the privacy of an individual. During my research, the 
research subjects shared their Facebook profiles, filled a psychological questionnaire, and 
discussed very private matters in their life with me. Therefore, it was important for me to 
abide by the ethical rules in keeping their information secret. A notable approach in the 
USEMP project was foreseeing a “data processing agreement” that included the rights and 
obligations of the researchers and test users regarding privacy, data protection, and related 
issues. Another aspect was the discussion on whether the practice of secondary use was 
ethical. From my perspective, until the users are unaware of what information others have 
about them, it is unethical to conduct data processing on their information because the 
regulatory forces of the individual are not consistent with the context in which the data were 
collected. In this regard, the technology is black boxed, hiding information from people, and 
creating an illusion of being in control, which is of concern.

The final reflection is on the research approach. Multi-method is seen as an advantage in this 
research from my perspective. This study was based on the empirical data collected via a 
questionnaire and focus groups. The exploratory nature of the thesis allowed me to have more 
freedom in selecting the most applicable method while going between conceptual and 
empirical work. A multi-method approach allows to strive for improved reliability of the 
research outcomes, if not guaranteed (Gray, 2018). Alternatively, every method has its own 
advantages and deficiencies. The learning outcome from these multiple sources of empirical 
data is that they were imbricated, implying that deficiency of one method was compensated 
by the benefits of another one. While questionnaire is a useful method to get an overview of 
subject under study, focus groups are better to delve deep into the problem that allows new 
perspectives to emerge that often leads for the stimulation of variety of views. In my 
research, the descriptive survey was undertaken to ascertain opinions to identify the problems 
with privacy in the smart city context. However, caution needs to be exercised in drawing 
conclusions from such surveys (Black, 1993) because the such surveys reflect the perceptions 
of the people rather than their behavior. In this regard, it is recommended that descriptive 
surveys are to be complemented with more detailed studies such as focus groups (Saunders, 
Thornhill, & Lewis, 2009). In my view, the descriptive survey gave me confidence that I was 
addressing the most important issues in focus groups.
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