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Abstract. In the field of Digital Preservation, rapid growth of digitized data has 

made the need for an automatic process to perform digital preservation tasks un-

deniable. One of the solutions to maximally automate interaction between Infor-

mation Systems and Digital Preservation Systems is involvement of a middle-

ware between the two systems. However, the middleware calls for human inter-

action in case an error occurs during a workflow within the middleware. This 

article suggests a workflow for automatically handling errors in the pre-ingest 

workflow in the middleware. Moreover, in this article, information on the imple-

mentation of such workflow will be provided and contributions of this workflow 

to the existing model of middleware will be pointed out. 
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1 Introduction 

The increasing growth of digitized data within and outside of an organization’s bound-

ary makes it difficult to store, retain and dispose information complying with business 

demands. Scholars in the relevant fields have become aware of the importance of hav-

ing an efficient digital preservation system [39]. Preserving digitized data or data that 

is “born” digital, electronic records management, and discussions about how to manage 

and store digital research data such as data that is generated at rapid rates by sensors 

contributed to this awareness. In addition, legislations such as Sarbanes Oxley Act 

(SOX) [38] demand from organizations to preserve their data for several years. During 

those years, changes in the organizations’ external and internal environment (such as 

technological aspects and organizational structure) can threaten the accessibility of ar-

chived data [6]. Indeed, long-term access to digital data cannot be taken for granted, 

but it should be carefully managed and ensured [5]. The significance of Digital Preser-

vation (hereafter DP) is noticeable as part of this effort. DP can be defined as “The 

ability to sustain the accessibility, understandability, and usability of digital objects in 

long-term regardless of changes in technologies and in designated communities (con-

sumers of data)” [8]. A digital object is an entity within a Digital Preservation system 

consisting of both data and metadata. Several scholars address the development of IT 



artifacts such as DP software [19, 24], DP planning systems [15, 41], and architectures 

for DP [25, 32]. However, mere production of DP systems would not provide a solution 

for preservation of the incredibly fast growing digitized data. With the amount of data 

that is needed to be preserved, the human interaction with the preservation systems only 

causes delays in the workflows. Therefore, preservation workflows need to be practiced 

as maximally automated to reduce linger time.  

Automation of DP activities requires automation of different workflows and pro-

cesses such as metadata extraction, ingest and access workflows, and preservation plan-

ning. It is important to target all the aspects of preservation to yield a maximally auto-

mated solution. For example, in case of preservation planning, the evaluation process 

needs a considerable amount of manual labour [14]. At the time of migration, specific 

properties such as disposition of graphic elements in a text document are generally in-

vestigated by human experts [ibid] making this activity enormously time consuming. 

Several scholars have suggested service-oriented architecture (SOA) for automation of 

such activities [3, 13].  

Päivärinta et al. [28] suggest a middleware for maximally automating interactions 

between information systems and DP systems. The middleware includes activities re-

lated to pre-ingest and post-access. The middleware supports maximally automated in-

teractions between many information systems and many DP systems, hence signifi-

cance of automation of activities in the middleware. However, in case of an error taking 

place in the middleware, a human interference in the workflow is required to handle the 

error, encouraging development of an automatic error handling workflow. Therefore, 

the research question for this article is formed as: what processes need to be in place in 

order to automatically handle different errors occurring in the middleware? The pur-

pose of this article is to contribute to systems integration and Digital Preservation fields 

by introducing proper actions in response to an error occurring in the middleware to 

automatically react in the least disturbing manner for the existing workflows. This pur-

pose is achieved by considering the function of each component in the middleware and 

study the effects of an instance of an error on performing such function.  

The rest of this article is organized as follows. First, we describe the process of gath-

ering information about possible solutions and the results of such information gather-

ing. The next section introduces the middleware, its components and includes a short 

description of each component are presented. After that, we provide the problem de-

scription followed by a description of the designed solution. Later, an evaluation of the 

designed artifact is presented. Finally, a discussion on the contributions of this study 

and possible future roads to take are presented. 

2 Related Work 

The level of automation in DP solutions is currently low [27]. Today, preservation pro-

cesses involve many manual stages which should be reached in a flexible manner with 

human intervention. Existing preservation solutions have not been often tested against 

diverse digital resources or in heterogenous environments [ibid]. However, today, it is 

realized that automation of different aspects of a preservation system is crucial to enable 



 

 

the scalability for achieving longevity of digital content for a long time [4]. Such auto-

mation is required within components of a complex system and it needs to address re-

quirements for systems integration, information gathering, and decision support [4]. 

Learning new ways to streamline workflows can save the time that is spent on auto-

mated tasks and concentrate on specialized aspects of preservation which can be per-

formed only by trained archivists [16]. However, utilizing specific programs developed 

to support automation of DP activities facilitates DP tasks by far. Integration with re-

positories and external information sources, through well-defined interfaces, provides 

robust preservation capabilities that can be integrated with different Digital Preserva-

tion systems and information systems [4]. Several efforts have been made to automate 

DP activities [21, 29, 33, 34]. Software tools that automate preservation activities which 

are easy to use and implement are being mature although they are not commonly found 

in DP environment [22]. Among all, three systems have made astonishing acomplish-

ments in automation area: DuraSpace, Archivematica, and RODA from KEEP solutions 

[22]. 

DuraSpace is an independent non-profit project with a vision to save the shared 

scholarly, scientific, and cultural records [11]. DuraSpace is developing strategies to 

address the challenge of converting the vast amount of data which is produced by sci-

entists and scholars into useful information [11]. DuraSpace, together with VIVO pro-

ject [11], designed an automatic repeatable ingest process in which new data, which is 

to be preserved, is compared with what has already been preserved in order to avoid 

overlap amoung sources [9]. In spite of the endeavors of DuraSpace for automation of 

DP processes, the results of a survey in 2014, with input from DuraSpace staff, did not 

appear as a big success regarding aspects related to automation. The survey’s results 

indicate 23% lack of technical expertise and 21% lack of administration, both pinpoint-

ing a need for personnel [10]. 

The primary functionality of Archivematica is processing digital transfers, turning 

them into SIPs (Submission Information Package), administering format policies and 

creating high quality, repository-independent AIPs (Archival Information Package) – 

i.e. the basic object stored in Digital Preservation system – [2]. The Archivematica API 

permits integration of third party application in order to maximize automation of the 

process of creating transers [2]. CRiB technology, a Service Oriented Architecture 

(SOA) for digital preservation outsourcing, provides an intelligent decision support 

through recommendations for migration [40]. The CRiB service was integrated into the 

RODA archive [40]. RODA includes a configurable ingest workflow which aims for 

automation of ingest activities in the RODA architecture design [12]. Today, ingest 

activities, such as characterization and metadata extraction, are supported by many dif-

ferent tools [4]. The SCAPE project provides a packaging tool for such components 

into discoverable workflows which provides a possibility to automatically discover, 

install and run ingest automation tools [4]. SCRC (the University of Kentucky Special 

Collections Research Center) addressed one of the workflow inefficiencies through au-

tomation of directory building [16]. Normally, building directories requires a great deal 

of clicking and typing which can increase the risk for human error [16].  

Digital Preservation can also benefit from cloud technology. One main contribution 

of research in cloud technology is definition of PDS cloud (Preservation DataStores in 



the cloud) [31]. PDS cloud is a preservation-aware storage service in a multi-cloud en-

vironment. Comparing PDS cloud to existing cloud storages, PDS cloud supports log-

ical preservation and transforms the concept of logical preservation information objects 

into physical cloud storage objects [31]. It outlines a practice for grouping metadata 

with its allocated data for the long term resulting in automation of preservation pro-

cesses and performing them close to the data [31]. 

All of the above mentioned scholars make significant contribution to automation of 

DP processes. However, there are still a number of ways in which their suggested mod-

els can be enhanced.  

3 The Middleware 

The need for automation of DP activities is undeniable considering the enormous 

growth of digital information that needs to be archived. Päivärinta et al. [28] introduce 

a middleware which is placed between an Information System (IS) and a Digital Preser-

vation System (DPS) for the aim of maximal automation of preservation of pre-ingest 

and post-access workflows. The middleware creates a bridge between IS and DPS. The 

outstanding feature of the middleware is that it can handle a many-to-many interaction 

between ISs and DPSs. Figure 1 depicts the status of the middleware in relation to an 

IS and a DPS. 

 

Fig. 1. Middleware in relation to IS and DPS, adapted and modified from Päivärinta et al. 

(2015) 

As illustrated in figure 1, a digital object would start its journey from an IS repository 

to middleware and finish its journey in a DPS. On the way back, a digital object would 

start at a DPS and finish in an IS repository going through middleware [1]. The mid-

dleware’s architecture is more complex than is shown in figure 1. The middleware is 

made up of a number of components which can employ external services to perform 



 

 

their tasks, hence avoiding the middleware to be a monolith component itself. Figure 2 

illustrates the different components within the middleware. Following is a short de-

scription of each component in the middleware [17]: 

Collector/Archiver This component retrieves digital content from information sys-

tem to middleware. It is also responsible for creating every digital object including its 

content and metadata needed for creation of submission information packages (SIP) 

and transferring them to DPS. Digital objects are entities in a DP system while entities 

in IS are not digital objects. 

Forgettor is responsible for assistance in the dissemination workflow mainly 

through assessment of the value of information resources. There are two categories of 

values in use: memory buoyancy and preservation value. Memory buoyancy defines 

the actuality of digital resource. Short-term value, which is called memory buoyancy, 

has to quickly adapt to changing needs and interests, taking into account usage pattern, 

information decay, and spreading of activation via semantic networks. The name 

memory buoyancy is inspired by the idea that information sinks away from the user 

with decreasing buoyancy (i.e., importance). Preservation value is a computed value 

based on several factors such as usage frequency, age of object, related objects and so 

on. It is used to decide, how much to invest into the preservation of a resource and if it 

is to be preserved at all. 

Extractor is assigned to perform tasks such as extracting named entity from text, 

concept detection in images, image visual quality assessment and so on.  

Condensator Extractor’s output is the input to condensator. In case of a request, 

condensator performs further linguistic text or image analysis, face detection or other 

analysis. The output is the condensed analysis result in text, XML or image files.  

Contextualizer this component is responsible for interaction with collector/archiver 

component for preparing the context information as metadata for packaging process.  

Context-aware Preservation Manager (CaPM) is responsible for management of 

administrative information that is produced within the middleware about the processes 

within the middleware and/or between the middleware and IS or DPS. This component 

is also responsible for monitoring of changes in semantic ontologies in the information 

system, monitoring of use and change of physical and logical structures in information 

system, logging of changes in processes, and capture the use of file formats and tech-

nologies. CaPM also federates what metadata needs to be captured for each class of 

content defined in the submission agreement.  

Metadata Repository this component is a file repository and database management 

system which stores metadata that is extracted from individual digital objects or digital 

collections and makes them available for other components.  

Staging server this component is a physical space on a server which stores digital 

objects that are processed during the middleware ingest and pre-ingest workflows. Stag-

ing server keeps the digital object until the digital object is ingested into the DPS and 

an acknowledgment for ingest is sent to the middleware. 

Context-aware Preservation Manager’s (CaPM) purpose is providing support to ac-

tion-based components in the middleware by providing structure and rules to the preser-

vation preparation and re-activation processes based on an agreement between the IS 



and DPS. In addition, CaPM also facilitates the interaction taken place between the 

middleware and an IS on one side and a DPS at the other side [17].  

CaPM acts upon an agreement broker between the information producers, consum-

ers, and DPS by logging of digital objects passing through the middleware and logging 

of components’ activities [ibid]. CaPM supports the creation and uphold of submission 

agreements based on preservation policies. It also has the ability to assist in preserva-

tion-planning scenarios, for example, by providing a user interface that displays human-

friendly information (e.g. graphs) with statistics based on the number of objects passing 

through the middleware per time period [ibid]. 

 

Fig. 2. Middleware component architecture, adapted and modified from [17] 

4 Problem Description 

Automation of workflows in the middleware requires the automation of error handling 

workflows in the middleware as well. The current situation in the middleware demands 

human intervention in case of an error happening in a workflow e.g. ingest workflow. 

In the existing implementation of the middleware, in case a component fails to fulfill 

its tasks the workflow is aborted and the digital object in the workflow remains incom-

plete and in some cases corrupted. Therefore an intervention of a technician is required 

to repair the damage in the digital object. One way of doing so is to clear the middleware 

from the digital object and inform the information producer/consumer that the archival 

process is unaccomplished. The information producer, for example, can later submit 

the digital object again to the archive through the middleware. However, the human 

interaction with the middleware for handling an erroneous situation hampers maximal 

automation of workflows in the middleware. To have the means for such automation, 

we first need to consider the kind of the transactions running in the middleware. The 

transactions that create the flow of data through the middleware are of the sort of Long-

Lasting Transactions (LLT) since they take relatively a long time and lock resources 

until they commit [36]. A long-lasting transaction is an interactive component of a dis-

tributed system that should be executed as it is an atomic action [7]. LLTs should not 

be interrupted or fail during their action, and they should not be interleaved with other 



 

 

atomic actions of other concurrently executing components of the system. In practice, 

the illusion of atomicity is achievable for a LLT with the aid of compensation actions 

[36] which we will explain subsequently.  

Aborting a LLT may have a negative effect on both response-time and throughput, 

especially when it forces other transactions to wait to access resources for a long time 

or increase the likelihood of aborting the transaction. For a LLT with a flat structure, a 

failure will cause the whole transaction to be undone. Technically, a system might re-

execute the same LLT to complete the transaction, however, this is an expensive recov-

ery strategy, especially if the failure happens after most of the transaction is executed. 

One way of dealing with such problem is decomposing a LLT into sub-transactions. 

Each sub-transaction is supposed to be executed and commited/aborted independently 

from the top transaction. This way, it is possible to abort some parts of a LLT witout 

aborting the whole LLT [36]. An aborted sub-transaction can be re-executed which 

gives a semantic form of atomicity to a LLT. Decomposing LLTs could also make it 

possible to execute different LLTs concurrently since resources locked by sub-transac-

tions may be released at sub-transactions’ commit time. Compensation is needed if the 

results of a sub-transaction become available before the LLT’s commit. 

In case of the LLTs which compose the workflows in the middleware, aborted trans-

actions are compared with the notion of errors which include those errors that are iden-

tified when the components in the middleware respond with an error, do not respond in 

time or do not respond at all. These errors are not specific to middleware, but to soft-

ware and processes in general. Considering these errors particularly about the middle-

ware, the errors will be more related to the infrastructure (network, hardware etc.) that 

the middleware is supposed to extend. This would then, by definition, practically ex-

clude any domain specific/business specific error scenarios. At the occurance of such 

errors, the relative sub-transaction will abort and the resulted digital object will be un-

processed or corrupt which ensues in a situation where compensation will be needed. 

In addition, the compensation must be self-regulated to mitigate human interference 

with the middleware, hence achieving maximal automation of middleware’s perfor-

mance. Following, we will introduce a conceptualization of our solution to bring about 

this aim. 

5 Concept Description and Design 

The notion of saga is mainly constructed upon compensation actions. A saga partitions 

a long-running transaction into a sequence of several smaller subtransactions, where 

each of the sub-transactions has an associated compensation. If one of the subtransac-

tions in the sequence aborts, the compensation associated with those committed sub-

transactions is executed in reverse order. A language for long-running transactions can 

provide constructs through which the application developer declares compensations for 

actions. The language will then orchestrate the compensations in the appropriate way 

to achieve the desired effect.  

In case of any technical errors during a workflow in the middleware, the workflow 

is aborted and the digital object remains undone in the middleware. However, during 



the workflow, every middleware component that has been involved before appearance 

of the error could have tampered the digital object in some manner. In addition, the 

staging server and the metadata repository consist of a copy of the digital object and its 

metadata hitherto. Therefore, it is not sufficient to inform only the producer to submit 

the information one more time, but also the middleware must be cleared of the undone 

digital object and its related data on the staging server and metadata repository. None-

theless, those are not ample steps to take either. The progress that has been made by 

every component in the middleware should be reversed and undone. The reason which 

constrains this action is that every component’s task can have “side-effects”. For in-

stance, condensator’s can cause a side effect regarding face recognition feature in pic-

tures. Consider that person A was tagged in the nine previous pictures and recognized 

by condensator. Person A is also tagged on the 10th picture where condensator counts 

it as the 10th picture of person A. Now consider the workflow of ingest aborts after 

condensator performs its task. Thus, nine pictures are archived while condensator has 

identified person A as tagged in 10 pictures. Another example could be regarding the 

results of the performance of contextualizer. Assuming that contextualizer identifies 

three files in relation to the new digital object to be archived whereas the ingest work-

flow aborts after contextualizer performs its task. Therefore, the contextualizer identi-

fies relations to the file that does not exist in the archive. Accordingly, we propose a 

workflow (hereafter called error handling workflow) reverse to the primary workflow 

(e.g. ingest workflow). Error handling workflow is supposed to undo, or compensate, 

the tasks of the components that were involved in the primary workflow, clean up the 

staging server and metadata repository and inform the producer/consumer that the pri-

mary workflow has not been accomplished. Consider the workflow of pre-ingest where 

a digital object starts at IS and goes through collector/archiver, contextualizer, conden-

sator and more middleware components to finally be archived in a Digital Preservation 

system. Now, if we imagine that an error happens in the middle of the workflow, the 

pre-ingest workflow will switch to an error handling workflow as depicted in figure 3. 

Therefore, the saga pattern was applied [18]. 

IS
Collector / 
Archiver

Contextualizer Condensator


Inform IS
Compensate 
Collector / 
Archiver









Compensate 
Contextualizer



 

Fig. 3. Error handling workflow replacing pre-ingest workflow 

The notion of Saga is a Long Lived Transaction (LLT) that can be broken up into mul-

tiple separate transactions but still executes as a unit [18]. In most cases, LLTs ensue 

in performance problems since the system must perform them as atomic actions [ibid]. 

To perform a transaction atomic, the system usually locks the objects that are accessed 

by that transaction until the transaction is done, consequently, other transactions who 

wish to access the same object suffer a long locking delay. Moreover, the transaction 



 

 

abort rate can be increased by LLTs as argued by Gray [20]. Since LLTs access many 

objects, they can cause many deadlocks, hence many abortions [18]. Sagas are a rela-

tively common type of LLT (ibid). They occur when a LLT includes a sequence of 

independent steps where each step does not have to observe the same consistent data-

base state [ibid]. In case of an error or abortion in one of the transaction, in a Saga, a 

counteraction is performed, called compensation which may not be the exact opposite 

of the activity that has to be undone [35]. Using the Saga pattern, all the services in-

volved notify their state. For instance, in case of an ingest, a component in the middle-

ware sends a fault message to let the CaPM know that it had a problem processing its 

task. When the CaPM gets the fault message it requests the other components for com-

pensation and once that done it notifies the producer that the workflow of ingest com-

pleted handling the fault with the appropriate message. 

6 Demonstration 

To demonstrate the components’ activities as well as their compensating activities in 

the middleware, we have developed a distributed application that illustrates the turn-

taking of different components in case of a safe workflow or in case an error occurs 

during the workflow. The user interface of the application is available at 

https://capm.azurewebsites.net/. The code for the application can be found on GitHub 

at https://github.com/dpmiddleware/capm. 

The demonstration application is developed in C# with .NET 4.6.1 as the target 

framework and the demonstration web application is hosted as an Azure App Service. 

The demonstration web application is also the host for the CaPM component of the 

Middleware. The other components which are implemented are hosted as web jobs in 

the same App Service. 

The middleware bus depicted in figure 2 has two implementations in the demonstra-

tion application; one persistent messaging implementation which sends messages using 

Azure Storage Queues and one in-memory implementation which stores messages only 

during the lifetime of the server process. The application hosted on Azure is configured 

to use the persistent implementation, which means it sends messages using Azure Stor-

age Queues. 

The Staging Store also has two implementations; one persistent Azure Storage Blob 

implementation and one in-memory implementation. Again, the application hosted on 

Azure is configured to use the persistent implementation and thus stores data as Azure 

Storage Blobs. 

This application consists of minimal emulations of an IS and a DPS as well as an 

implementation of the middleware, which demonstrates the process of compensating 

actions and compensating plans which are created when an error occurs. 

The IS emulation is simply a part of the web page which allows the user to select 

which submission agreement ID should be used and enter a URL to an image which 

should be put through the ingest process and then archived. 

https://capm.azurewebsites.net/
https://github.com/dpmiddleware/capm


The DPS emulation stores the AIP in Azure Blob Storage and, for demonstration 

purposes, displays all stored images to make it clear when a new AIP has entered the 

DPS. 

When an ingest request arrives in the middleware, the CaPM retrieves the submis-

sion agreement, based on the submission agreement ID sent as part of the request. Based 

on this submission agreement, the CaPM creates an ingest plan. Each submission agree-

ment can have a different set and/or order of components. In the examples below, the 

ingest plan will consist of the ingest start, the collector/archiver to retrieve the image, 

the contextualizer to identify the digital object context information and finally the col-

lector/archiver which send the SIP to the DPS, as depicted in the figure 4 below.  

In the figures showing the plans, dotted lines indicate a planned step while a solid 

line symbolizes an executed step. Furthermore, a checkmark means that the step exe-

cuted successfully, while a cross indicates that the step has failed. 

Ingest Start
Collector / 

Archiver
Contextualizer

Collector / 
Archiver



 

Fig. 4. Initial ingest plan used in examples 

The CaPM coordinates the execution and ensures that each step is executed according 

to the plan, while each component is responsible for performing its work and then re-

porting the success of failure back to the CaPM.  

If any component fails executing its planned work that component is responsible to 

report this failure to the CaPM. The CaPM would then create an updated ingest plan 

with steps to compensate the actions already performed by completed components. An 

example of this updated plan, where the contextualizer failed performing its work, is 

depicted in Figure 5. 

Ingest Start
Collector / 
Archiver

Contextualizer
Collector / 
Archiver



Compensation 
Completed

Compensate 
Collector / 
Archiver









Compensate 
Contextualizer



 

Fig. 5. An ingest plan updated with a component failing in action 

In the plan depicted in figure 5 the collector/archiver has retrieved the data from the IS 

and stored it in the staging server. When the work of the contextualizer fails, it is im-

portant for the data to be removed from the staging server, so the CaPM creates a com-

pensation plan for the steps which have successfully completed, as well as for the fail-

ing step to handle the case it has not completely cleared its data during handling the 

internal error. In the example, this is the compensate contextualizer, compensate col-

lector and compensate archiver steps, during which the component removes the data it 

has stored in the staging server and metadata repository. The dotted collector/archiver 



 

 

step will never execute, since the contextualizer failed and the CaPM updated the exe-

cution plan to perform compensating actions instead. 

In the submission agreement, a maximum duration of processing allowed for a com-

ponent should be configured. If any component does not answer within the allotted 

time, the CaPM considers the work of that component to have failed and will thus abort 

the workflow. This allows the workflow to handle the technical unresponsiveness prob-

lem identified by the interviewee. 

7 Software Evaluation 

The method to evaluate an artifact depends on the type of the artifact, mainly. Peffers 

et al [2012] have listed different types of artifacts developed in hitherto publication in 

Design Science research in different fields, together with the corresponding methods 

used in those studies to evaluate those artifacts. According to Peffers et al [2012], we 

categorize our designed artifact as an “instantiation” which is defined as “[t]he structure 

and organization of a system’s hardware or system software or part thereof” [p. 401]. 

In the same article, the authors present which methods have been used for evaluation 

of an instantiation in previous academic publications and how many times each of them 

have been used. The leading method for evaluation of instantiations is “technical ex-

periment” with five times appereance in previous research articles. A technical experi-

ment includes “[a] performance evaluation of an algorithm implementation using real-

world data, synthetic data, or no data, designed to evaluate the technical performance, 

rather than its performance in relation to the real world” [30]. However, for the artifact 

designed in our research, we do not aim to evaluate the performance of the algorithm, 

but the influence of the artifact in reducing human labour in daily performance of the 

middleware. Afterall, evaluation of the artifact aims at determining the progress 

achieved by designing, constructing, and using an artefact in relation to the identified 

problem and the design objectives [37]. Therefore, we perform an “illustrative sce-

nario” [30] to evaluate the artifact’s effectiveness and efficiency [37]. An illustrative 

scenario requires application of an artifact to a synthetic or real-world situation aimed 

at illustrating suitability or utility of the artifact [30] and it has been used in one prior 

research [ibid].  

To evaluate the efficiency and effectiveness of our designed artifact, we created an 

extension of the software which produces useful data to find out the extent of reducing 

human interference in the middleware for a number of ingest workflows. Looking at 

current Digital Predervation systems, HathiTrust Digital Library handles 30,000 ingests 

per day [23], and National Library of the Netherlands handles 50,000 volums per day 

[26]. Accordingly, we set the high number of 100,000 submissions through the middle-

ware as an input to the program, considering a highly loaded day experienced by a DP 

system. Performing an illustrative scenario is only possible through making some as-

sumptions. The current scenario requires assumptions for the failure rate for a workflow 

which will lead to a compensation action, together with the failure rate for a compen-

sation action itself which in some cases they can fail to perform as well. We have set 



both values to 0.01, admitting its extensivity compared to real-world scenarios, while 

producing more expressive numerical results following a secure judgment. 

The system was executed using 100,000 ingest submissions which generated the 

values that are presented in Table 1. 

Table 1 the output values of 100,000 execution of an extension of designed artifact 

Result Count 

Ingest Successful 99053 

Compensation Successful 939 

Compensation Failed 8 

 

As can be seen in the table above, a total of 947 of the ingest submissions generated an 

error in the processing. This means that without automatic compensation of components 

with side effects, any component which has a side effect would have required manual 

work to handle 947 cases. 

By allowing components to compensate for their actions in the case of failures during 

the ingest, the system was able to automatically handle 939 of these cases, leaving only 

8 cases which need any kind of manual work. 

The code for the developed illustrated scenario is available, under the MIT licence, 

at https://github.com/dpmiddleware/capm, and the data from the evalu-

ation, also MIT-licensed, at https://github.com/dpmiddleware/capm-

evaluation. 

8 Discussion and Conclusive Remarks 

In this article, we have promoted a method for dealing with errors and failures that can 

possibly happen in the workflow of pre-ingest and ingest within the middleware de-

signed by Päivärinta et al [28] to automate interactions between information systems 

and Digital Preservation systems. In this method, errors are not avoided but their out-

come are managed in a way that the middleware would not be affected by the incident. 

As a result of an effort to automate the ingest workflow in the middleware, different 

kinds of errors are going to happen often where a manual process of handling errors 

would be prohibitively expensive. A considerable cost of a system is its maintenance 

and ensuring that it runs well all the time, therefore, the more automated the mainte-

nance process the better for the costs of system maintenance. This article contributes to 

the field of Digital Preservation by enhancing the ingest process resulting in signifi-

cantly reducing the effects of errors on the ingest workflow in the middleware. In addi-

tion, by identifying the process of handling of errors in the middleware, the results of 

this study successfully address the research question pointed out at the beginning of the 

article. 

Our work broadens the solutions developed by DuraSpace and Archivematica and 

RODA by suggesting a way to consider for handling errors automatically. Our solution 

provides an instance of how to develop similar methods for automatically controlling 

https://github.com/dpmiddleware/capm
https://github.com/dpmiddleware/capm-evaluation


 

 

the workflows in case of an error happening during the process of a workflow. Moreo-

ver, our method can be viewed upon as an example for solutions such as PDS cloud 

wich provide an implementation of capturing services in the cloud for the benefit of DP 

processes. In the situations where a service is unreachable or a disruption happens dur-

ing the usage of a service, our solution provides an effective way to automatically han-

dle the disturbance in the workflow and inform IS about it.  

The current developed error handling system has some deficiencies which could be 

tracks for the future work. In case of a failure in finishing a compensating action, the 

system is going to re-try compensating for a number of times. However, if several re-

tries of the compensating action for the same error fail consecutively, running compen-

sating actions is going to stop and a human intervention will be needed to reform the 

status of the workflow. Therefore, a perfect elimination of human interaction has not 

been achieved in our solution. In addition, there are not many components implemented 

in the current error handling system and those which are implemented are at very basic 

level. Another limitation in the solution implemented is mock implementation of infor-

mation system and Digital Preservation system. Identification of other limitations for 

the current implementation and addressing such could be a path for further research. 
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