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ABSTRACT 
 

Security Monitoring Platform (SMP) represents multiple detective controls applied in 

the enterprise to protect against cyberattacks. Building SMP is a challenging task, as it 

consists of multiple systems that require integration. This paper introduces a framework that 

compiles various aspects of Security Monitoring and presents respective requirements sets. 

SMP framework provides guidance for establishing a risk-based detection platform, 

augmented with automation, threat intelligence and analytics capabilities. It provides more 

broad view on the problem of Security Monitoring in the enterprise context and can assist in 

the platform creation. The proposed solution has been built using Design Science Research 

Methodology and contains of twenty requirements for building SMP. Expert evaluation and 

comparison with similar frameworks show potential value in holistic approach to the problem, 

as well as indicate the need for further research.  
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I. INTRODUCTION 
 

1. RESEARCH PROBLEM 
 

Information systems environment is constantly changing, incorporating new 

technologies. IT infrastructure is supposed to deliver the solutions that are fast to deploy, 

easy in use and manage. The companies seek opportunities to increase revenue and beat 

the competitors with the insights from the analysis of very large data sets. More and more 

devices are connected to the networks. In the era of Big Data, Cloud Computing & 

Virtualization, intensive use of mobile devices and the rise of Internet of Things the need 

for Information Security is greater than ever before. Protection of large, highly diversified 

IT environments is more complicated and the attack surface is wider. The financial 

services industry companies are currently facing these challenges. In addition, it came out 

that due to IT landscape evolution, achieving compliance with all the regulatory rules is 

also more complicated. Such situation requires a proper asset & risk management 

practices, as well as Security Architecture solutions. Building a Security Monitoring 

Platform (SMP) seems to be an answer. However it is not yet clear what SMP actually is 

and how to build it. 

 

1.1. Challenges for the financial services sector 

Nowadays cybercrime is on the rise, as regular criminals spotted opportunities in the 

cyberspace. The attackers are well organized and profit-oriented. Underground 

cybercrime economy emerged, generating outstanding monetary gain for the criminals 

[1]. For example, a single APT group called Carbanak is believed to stole up to $1 billion 

from up to hundred financial institutions around the globe (almost 30 countries 

worldwide) [2]. Not very surprisingly, financial services sector is one of the most likely 

to be targeted by cybercrime. According to PwC survey (2014), cybercrime was reported 

as the second most common type of economic crime reported by financial services 

respondents, with 38% (in opposite to 17% for other industries) [10].  

 

Perspective of financial gain or access to confidential customer records is very tempting 

for multiple parties, including state-sponsored APT teams. Relevant detection measures 

are needed in order to stop the adversaries, as any protection will be eventually bypassed 

by a determined attackers. The SMP framework attempts to improve the detective 

security posture of the financial services companies by pointing out the essential 

requirements for Security Monitoring. Although the financial industry has been used as a 

reference enterprise model for the SMP framework, the same or very similar 

requirements could fit any other big enterprise. 

 

1.2. Security Monitoring concept 

Security Monitoring is a very complex problem in the enterprise environment. In 

order to detect cyberattacks, companies have to collect and analyze events from multiple 

sources: endpoints, firewalls, IDS/IPS devices, honeypots and other. SIEM solutions 

provide such capabilities, although most of them are commercial and very expensive 

products. However, enterprise security monitoring is not an optional feature but rather a 

must-have; especially in the light of EU GDPR which imposes fines of up to four percent 
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of global revenues or 20 million EUR (whichever is higher) for insufficient data 

protection controls [3]. 

 

The general objective of Security Monitoring is to monitor events within IT 

infrastructure, detect threats and support remediation actions. In order to manage this 

function in large, distributed enterprise environment, special requirements have to be 

considered. For this purpose, SMP is implemented, enabling enterprise security function.   

 

 

2. RESEARCH QUESTION 
  

There have been several studies related to security monitoring, often focused on 

the technology aspects. However the researchers are rarely speaking about these concepts 

in the context of building SMP for an enterprise. The table below represents the results of 

running Google Scholar queries. The result was classified as relevant if the paper covers 

(at least partially) Security Monitoring in the enterprise context. The other results are 

focused just on one monitoring aspect or are not related to IT security.   

 

Query Total number of results Number of relevant 

results 

"Security Monitoring platform" 53 6 

"Enterprise Security 

Monitoring" 

13 1 

Table 1: Google Scholar queries related to SMP topic (years 2013-2017).  

 

Similar queries were run at IEEE Xplore Digital Library.  

 

Query Total number of results Number of relevant 

results 

“Security monitoring” 227 7 

Security Monitoring 

enterprise platform 

54 2 

“Enterprise Security 

monitoring” 

1 0 

"Security Monitoring 

platform" 

1 0 

Table 2: IEEE Xplore queries related to SMP topic (years 2013-2017).  

 

Although it is clearly possible to find literature about particular SMP elements, the 
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presence of SMP as a unified construct in the academic research is still negligible. Some 

frameworks that are close to this concept are discussed in part II, chapter 2 (literature 

review).  

 

As the Security Monitoring problem is very complex, it is clear that SMP is 

difficult to establish. Furthermore, more and more security issues and breaches are 

disclosed. According to ISACA, ‘[…] there is a lack of accurate cyberthreat monitoring 

for most companies, and it is mostly because necessary monitoring mechanisms are not 

placed correctly and/or do not work seamlessly. Additionally, most companies focus on 

prevention rather than detection. Since prevention methods for most advanced threats 

fail, the need for detection is becoming more important each day.’ [46]. Similar issues 

have been noticed by Amjad A. et al, noticing that ‘Up to 70 percent of data breaches are 

detected by third parties rather than by organizations’ own security operations teams, 

[which is] a clear indication that most current methods of security monitoring are 

inadequate.’. Amjad A. et al states that the situation can be improved by shifting from 

technology oriented to risk-focused monitoring [47]. Practitioner experience of the author 

of this thesis paper also confirms the findings above. These problems highlight the need 

for architectural level support for Security Monitoring. To research this gap, the 

following question has been defined: 

 

What are the architecture and design requirements for building Enterprise Security 

Monitoring Platform? 

 

In order to answer this question, a new framework will be created. In opposite to 

the already existing, high-level frameworks, it is going to be focused on the Security 

Monitoring problem and establishing SMP in the enterprise context. In particular, the 

research is going to be conducted in the business context of financial institutions to 

provide business context and limit the research scope.  

 

The outcome of the research could address the existing literature gap in the 

Security Monitoring field. The intended research contribution is to create knowledge 

compilation from different aspects of Security Monitoring for future use of the 

practitioners. Although the research is done in the financial services institutions context, 

the result can be potentially useful for the other industries struggling with security 

monitoring issues. In the evaluation step, Security Architecture professionals are going to 

be interviewed in order to identify the strengths and gaps within the framework. The 

ultimate goal is to provide architectural and design requirements, as wells as lessons 

learned from the initial overview from the experts. 
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II. BACKGROUND 
 

1. KEY CONCEPTS 
 

1.1. Architecture 

The SMP framework is going to describe SMP ‘architecture’. ISO/IEC/IEEE 

42010:2011 provides the following definition of system architecture [8]: 

 

‘<system> fundamental  concepts  or  properties  of  a  system  in  its  environment  

embodied  in  its  elements, relationships, and in the principles of its design and 

evolution’ 

 

This in particular means that the architecture describes what tasks and how the system is 

going to perform.  

 

Smolander K. et al. presents multiple meanings of the architecture. Although the 

researchers are referring mostly to the software architecture, the Blueprint, Language, 

Decision and Literature meanings of architecture can be also adapted for information 

systems architecture.  
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Architecture 

Metaphors 

Goal Meaning for SMP framework 

Blueprint Provide high-level 

description, guiding 

implementation 

The framework describes different 

layers, systems and dependencies of 

SMP, which falls into the ‘blueprint’ 

metaphor.  

Language Enable common 

understanding among 

stakeholders 

Although the framework introduces 

SMP term, it does not aim to 

standardize Security Monitoring 

field.  

Decision Represents trade-offs between 

cost, usability, 

maintainability, performance 

Due to the focus on such areas as 

technology, risk management and 

information security, no direct 

guidance on cost/performance 

optimization (or similar) is provided. 

According to the framework, any 

trade-offs should be an outcome of 

risk management processes.  

Literature Document technical 

knowledge 

SMP framework does not document 

technical structures, nor describe 

system architecture. It approaches the 

problem from higher level, reviewing 

technology and processes.  

Table 3: Architecture metaphor selection for SMP framework.  

 

For SMP framework the Blueprint meaning seems to be the most accurate. Smolander K. 

et al. presents it as [27]:  

 

‘[...] a high-level description of the system, directly guiding more detailed 

implementation aimed at the production of individual components. Architecture 

descriptions are thus used for transferring explicit information from architects to 

designers and other software engineers. The complete  specification of architecture, then, 

resides in and can be observed from the working implementation of the system.’ 

 

The architecture requirements provided by SMP framework are going to provide a high-

level guidance for designing SMP components (and thereafter implement the whole 

system). Still, the framework is not going to recommend any particular software solutions 

(staying vendor-neutral) for the platform implementation. SMP framework is going to act 

as an ‘architecture framework’, providing a building process especially for Security 

Monitoring architecture (in opposite to general SA frameworks).  
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1.2. Design 

‘Design’ is commonly known as an activity of creating outlines, patterns or plans For 

this paper, the design term is understood in the context of SA, as one of the steps of SA 

lifecycle where technical and managerial aspects of the system are structured and formed 

[7]. While architecture presents the highest level of abstraction and very general outline 

of the systems, the design gives more detailed overview, considering systems’ 

components and their structure. 

 

1.3. Requirement 

ISO/IEC/IEEE 29148:2011 Systems and software engineering standard provides the 

following definition of requirement [44]: 

 

‘statement which translates or expresses a need and its associated constraints and 

conditions’ 

 

This definition is in line with the requirement understanding in this paper. The thesis 

attempts to provide ‘architecture & design requirements’, which are essentially the 

specific needs that should be taken into account while building SMP - functionalities that 

should to be implemented and the specific conditions that should be met. The SMP 

framework is going to provide an overview of Security Monitoring aspects that could 

assist in the professional assignments of SMP architect.  

 

1.4. Enterprise Architecture 

EA concept is important for creation of enterprise class Security Monitoring solution. 

In the context of Business Systems ‘architecture’ is understood as  

 

‘a consistent set of principles, policies and standards that sets the direction and vision for 

the development and operation of the organization’s business information systems as so 

to ensure alignment with and support for the business needs’ [7]. 

 

It has to be noticed that the need for securing the company's assets and operations (in this 

case: by building detective measures) is clearly a business need. Therefore, building SMP 

is an EA problem and understanding of EA is essential for addressing it.  

 

The Zachman Framework is, according to the author, ‘the fundamental structure for 

Enterprise Architecture’. It is an architecture metamodel basing on six fundamental 

interrogatives: What, How, When, Who, Where, and Why. It can be applied to the 

enterprise context, providing the answers from the different perspectives (starting from 

Executive and stepping down to Technician level). It is usually depicted in a form of a 

matrix. [12] It should be noticed that Zachman Framework was one of the early attempts 

to address EA, developed as early as 1980s [15]. One of the major lessons learned from 

this framework is to look at the EA from different levels of abstraction, in order to get a 

comprehensive solution.  
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An architecture framework, TOGAF provides the following EA definitions: 

 

‘(1) A formal description of a system, or a detailed plan of the system at 

component level to guide its implementation 

 

(2) The structure of components, their inter-relationships, and the principles and 

guidelines governing their design and evolution over time’. [11] 

 

Regardless of used EA reference model, the need for security monitoring should not be 

overlooked. By making relevant choices at the architecture level, implementation costs 

can be minimized and potential issues can be avoided.   

    

1.5. What is 'Security'? Information security objectives for information systems 

SMP is one of the elements providing the security function in the enterprise by 

implementing several objectives. The most common definition of security objectives for 

information systems comes from NIST standard FIPS 199 and lists the following three 

points:  

 

● Confidentiality: Preserving authorized restrictions on information access and 

disclosure, including means for protecting personal privacy and proprietary 

information. A loss of confidentiality is the unauthorized disclosure of 

information. 

● Integrity: Guarding against improper information modification or destruction, 

including ensuring information nonrepudiation and authenticity. A loss of 

integrity is the unauthorized modification or destruction of information. 

● Availability: Ensuring timely and reliable access to and use of information. A loss 

of availability is the disruption of access to or use of information or an 

information system. [16] 

  

These three objectives are commonly known as the CIA triad. They are providing 

information what conditions have to be met in order to consider an information system as 

secure. Although there have been several attempts of augmentation of the CIA with more 

objectives, such as Authentication and Non-Repudiation (CIAAN [17]) or in other 

variations, CIA still remains the key definition of Information Security.  

 

1.6. Security Architecture 

 SMP architecture is a part of bigger set - Security Architecture. This term is 

usually conceptualized as a set of architecture principles required to achieve information 

security objectives. In the enterprise context can be defined as  

 

‘a structure of organizational, conceptual, logical, and physical components that 

interact in a coherent fashion in order to achieve and maintain a state of managed risk. It 

is an enabler/driver of secure behavior, safe behavior, resilient behavior, reliable 

behavior, and upholding of privacy at risk areas throughout the whole enterprise’ [5].  

 

 



 

  

15   

SABSA is a framework for Enterprise Security Architecture, based on Zachman 

framework. It is following the business requirements from security viewpoint and 

comprises six layers of abstraction. The content of the framework can be depicted as 

well-known SABSA Matrix (Figure 1).  

 

 
Figure 1: The SABSA Matrix. Source: TOGAF® and SABSA® Integration. How SABSA and TOGAF complement each 

other to create better architectures. Pg. 12 

Thanks to multi-level approach and business awareness, SABSA can be used to build 

comprehensive SA for an enterprise.  

 

1.7. Link between EA and SA 

It should be noticed that EA and SA do not co-exist separately. All the 

components of SA can be considered as integral parts of Architecture Development 

Lifecycle (Figure 2, left side). Moreover, the business orientation of the TOGAF 

framework justifies the links between EA development and Information Security 

Management & Enterprise Risk Management. In this model, Security Monitoring is 

placed as a part of Enterprise Security Architecture (Figure 2, right side).  
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Figure 2: Essential security and risk concepts and their position in the TOGAF ADM (Source: Integrating Risk and 

Security within a TOGAF® Enterprise Architecture [5]) 

 

 

1.8. Security Monitoring Platform 

For the purposes of this thesis, SMP is defined as an information system that is 

providing but not limited to the following features: 

 

● Support the company to comply with the regulatory rules and standards for 

security monitoring  

● Support early detection of the incidents 

● Enables Incident Response 

● Enables cybersecurity operational awareness & visibility through log management 

& reporting, dashboards & visualizations, anomaly detection, real-time network 

surveillance and monitoring  

● Aim to reduce the operational costs of running an information security program 

within the enterprise 

● Integrates with business processes 

   

 

1.9. SIEM 

Enterprise cybersecurity usually consists of many independent systems. These are run by 

software or devices from different vendors, often managed by different teams. The SMP 

should provide visibility through many security systems and enable synergy between 
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them. A SIEM solution can be considered as a good core product for SMP, as it is 

providing the following features: 

 

a. Event correlation: save, archive, normalize, and correlate log-files to a common 

data-basis for further analysis. 

b. Situation detection: surveillance of the network condition and detection of 

unwanted and unexpected situations. This can include configuration management, 

signature based matching, or anomaly detection techniques. 

c. Identity mapping: assigning network specific information, like IP/MAC 

addresses, to real identities, e.g. the actual user. 

d. Key performance indication: measurement of the IT security by central analysis 

of asset details regarding security information. 

e. Compliance reporting: continuous check on the IT compliance (e.g. integrity, 

risk, effectiveness) of an enterprise and comparison to the real situation. 

f. Application programming interface (API): adaptation of legacy security 

systems and offering of a generic interface for the integration of arbitrary devices 

or systems. 

g. Role based access control: central view of all events (big picture) of an 

enterprise under consideration of different responsibilities. [4] 

 

Currently there are many log management or SIEM products available. The framework 

described in the thesis is not going to recommend any vendor, as the solution should be 

chosen basing on unique requirements and needs of the company.  

 

1.10. Asset definition 

From a business perspective, we understand ‘an asset’ as any property or equipment 

owned by the company and used to perform business operations. It is possible to 

recognize different types of assets, depending on the level of abstraction: a server, an 

operating system, an application, an information system or a business system. Asset 

information is required for SMP operations to provide desired monitoring coverage. 

 

 
Figure 3: Different types of assets mapped to the layers of Sherwood’s EA reference model 
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1.11. Enterprise Asset Management 

Lin C. et al. define Enterprise Asset Management system as  

 

‘a system which manages all kinds of reusable resources in an enterprise no matter what 

departments or business units produce. Enterprise asset management has to deal with 

activities in the asset life cycles including creation, submission, examination, 

maintenance and deprecation. Furthermore, the management system has to provide 

functions to support asset reuse such as browsing, searching, retrieving etc’ [21]. 

 

Enterprise Asset Management produces value added for Information Security, as it 

ensures that no system is overlooked by security operations (and especially - old, unused, 

deprecated systems are decommissioned, which reduces the attack surface). Furthermore, 

it allows to group assets with similar security requirements and apply relevant baselines 

(workstation, web server or other) and processes (vulnerability and patch management).  

 

1.12. Risk 

Risk is commonly understood as the likelihood that an event with negative impact 

would occur. To measure risk, usually the following formula (or its variant) is used: 

 

Risk = Probability x Impact of negative event 

 

Which means that the higher probability or impact, the higher is risk. Following this 

formula, events of the highest risk are those with high likelihood and high impact. 

Although it is possible to estimate an impact of negative event, basing on lost asset value 

or lost profit, calculating the probability is far more challenging. Especially in the field of 

IT security, how the probability of a hacker attack can be calculated? Unfortunately, no 

statistical model can be applied to an individual or group with malicious intent [22]. 

Despite obvious limitations of risk assessment, it can be considered as a crucial part of 

enterprise security processes.  

  

1.13. Risk Management 

Risk management can be defined as  

 

‘the identification, assessment, and prioritization of risks followed by coordinated 

and economical application of resources to minimize, monitor, and control the 

probability and/or impact of unfortunate events’ [23].  

 

In order to introduce common standards, to simplify and drive the risk management 

processes, several frameworks have been developed. Still it is not uncommon to see that 

different groups within one organization follow different frameworks, which sometimes 

may lead to confusion. The reason for this may be that no single framework is able to 

address every specific need. For example, COSO ERM, AS/NZS 4360, ISO 31000 and 

BASEL II are not providing guidance specific to IT risk management, while other 

standards like ISO 27k family, CRAMM or ISF are deeply focused on IT coverage. In the 

context of financial institutions, BASEL II is one of the most important standards. Due to 

that fact ISACA and ITGI created a document 'Control Objectives for Basel II' to close 
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that gap. In fact, the key for successful risk management program is to choose a standard 

suitable for the organization. [24] 

 

The ultimate goal for risk management in the enterprise is to optimize risk accordingly to 

the risk appetite of the organization. Risk management plays an important role for SMP 

(and IT security in general), allowing to properly choose countermeasures against 

potential attacks and prioritize the actions of security team.  

 

1.14. Standards & regulations in the financial sector 

The role of SMP is to address certain business objectives. Compliance is often a 

major driver for Security Monitoring initiatives in the companies from the financial 

industry, due to high number of enforced regulations. Examples of such regulatory rules 

are: GLBA Safeguards Rule, Dodd-Frank, SOX, PCI DSS. [14]. Another example is EU 

GDPR,  effective May 25, 2018 [3]. The companies have to face both international and 

regional standards. The situation gets even more complicated for global institutions, 

operating in many countries around the globe. This thesis does not intend to provide any 

standard-specific guidance, however it takes into account the importance of regulations 

for the financial services sector.  

 

1.15. Big Data Analytics for Security 

Security Analytics term usually refers to Big Data Analytics for Cybersecurity. Usage 

of new technology for data processing is a natural step forward, as conventional tools are 

often no longer feasible. For instance, SIEM systems are not capable of performing 

searches among large time spans in a reasonable time. Due to that fact, a Security Analyst 

usually won’t be able to perform a search for specific event in logs from the past year. In 

addition, in the infrastructures running traditional log management model, most logs are 

deleted after a relatively short time period (most often between 30 and 90 days), with 

exception for logs required by regulatory compliance. The main reason behind this 

practice was that storage was used to be expensive. In opposite to that, Hadoop clusters 

consist of cost-effective nodes. Another issue with SIEM systems is that they usually 

support collection of predefined data types only, while the Big Data software is able to 

deal with high variety of the data [19]. Due to these advantages of Big Data Analytics, 

Log Management & Analysis is one of the main areas where Big Data is used for 

cybersecurity.  

 

Noticing the current limitations of SIEM software and potential value added from 

Security Analytics, it becomes at least worth consideration as a potential part of  SMP.  

 

1.16. Threat Intelligence 

According to the recent, well-known definition from Gartner [18], Threat Intelligence 

(TI) is explained as  

 

‘evidence-based knowledge, including context, mechanisms, indicators, implications and 

actionable advice, about an existing or emerging menace or hazard to assets that can be 

used to inform decisions regarding the subject’s response to that menace or hazard’. 
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JM. Ahrend defines TI as an outcome of manual process performed by a Threat Analyst: 

 

‘Practitioners are translating threat information into intelligence by contextualizing 

attackers’ intentions, methods and tools with their meaning for the defence context, 

including the defender’s tools, infrastructure, methods and processes.’ 

 

According to the researchers, TI can be used later to build tacit defense and threat 

knowledge. While Gartner’s definition seems to be data-centric, the one proposed by JM. 

Ahrend et al are mostly concerned about the activities performed by Threat Analysts [42]. 

 

C. Sanders and J. Smith describe TI as an adversary-focused intelligence component: 

 

‘Threat intelligence is a subset of intelligence [...] This subset focuses exclusively on the 

hostile component of that definition, and seeks to gather data to support the creation of 

an intelligence product that can be used to make determinations about the nature of the 

threat.’  

 

The authors distinguish three TI types: Strategic (high level), Operational (information 

related to the short-term objectives) and Tactical (specific to a single action) [43]. 

 

The key to TI is knowledge sharing. By knowing the threats and malicious actors that 

other companies already have faced, it is much easier to prepare a proper defense. TI data 

is often used to augment SMP, for example gathered from ‘FS-ISAC, or the Financial 

Services Information Sharing and Analysis Center, is the global financial industry's go to 

resource for cyber and physical threat intelligence analysis and sharing’ [13]. It is 

important to notice the key role of threat data sharing as a potential remediation to the 

ever-increasing threat landscape.   

 

 

1.17. Automation role in IT Security 

There are multiple reasons for the organizations to pursue automation of IT security 

operations, for example to reduce threat detection time or provide rapid incident 

response. Researchers are currently working on such solutions as ‘Information Security 

Continuous Monitoring (ISCM)’ providing such features as ‘real-time threat detection, 

incident response and risk-based decision making capabilities’ [25]. As the human is 

always the weakest link of any system, automation seems to be the natural goal of IT 

security operations. However, no doubts that automation has some limitations. According 

to Montesino R. and Fenz S. barely 30% of the security controls included in ISO 27001 

and NIST SP 800-53 can be automated, using a set of different security tools [26]. 

Despite it, automation must be considered in SMP context, as it provides the way to 

reduce human analysts efforts and therefore reduce operational costs.  

 

2. PREVIOUS RESEARCHES 
 

This chapter presents cybersecurity frameworks that could be used for SMP 

development. In order to analyze papers that discuss the concept of building a framework 
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for Security Monitoring, literature review was conducted. The main challenge was that 

the concept of building SMP for enterprise is not widely present in academic researches 

(see Table 1, 2). Although there are several EA and SA frameworks (like previously 

mentioned SABSA, for instance), they are all taking very high-level approach, providing 

only general guidance. The more detailed researches seem to focus on particular 

components, instead of taking unified approach. After a careful selection, four papers 

were classified as potentially useful for the purpose of establishing SMP (or at least - for 

creating some parts of such platform). The following frameworks were identified: 

 

 ISF (Integrated Security Framework) [55] 

 Cross-Boundary Enterprise Security Monitoring Framework [56] 

 CSOC (Cyber Security Operations Centre) Framework [6] 

 Fi4SOA Framework [9] 

 

The papers conceptually closest to the SMP framework are Integrated Security 

Framework proposal [55] and Cross-Boundary Enterprise Security Monitoring [56], 

which recognize the need for holistic view. The other two papers are based on different 

ideas. As SMP is an essential part of any security operations centre (SOC), required for 

cyber situational awareness (it provides log collection, enables analysis and triggers 

incident response). CSOC Framework created by Cyril Onwubiko provides methods for 

proactive and continuous monitoring of business services, yet identification of the 

business drivers and architecture details are out of scope of that framework [6]. Akremi et 

al. recognize the need for identification of business requirements for security monitoring 

purposes and propose forensics aware framework, Fi4SOA. The framework developed by 

the researchers uses SABSA methodology [9]. 

 

Section 2.1 presents and discusses key concepts found in these four papers. Although 

they all take completely different approaches, several similarities can be noticed. In 

addition, created concept matrix might be used as a guideline for building a 

comprehensive solution. Section 2.2 considers different cybersecurity models used by 

featured frameworks: domain-based model, Fusion Centre model, Cyber Security 

Operations Centre model and risk-driven SABSA-based model. The research papers are 

summarized in section 2.3, while the last section (2.4) considers research gaps.  
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2.1. Concept matrix 

 

 

The table below presents main concepts of the featured frameworks.  

 

Table of concepts per article 

Framew

ork 

Asset 

Manag

ement 

Busin

ess 

Awar

eness 

Data 

Analy

tics 

Digital 

forensi

cs 

Enter

prise 

Scale 

Log 

Manage

ment 

Regulations/

privacy 

concerns 

Risk 

Manage

ment 

SecOps

/IR 

Threat 

Manage

ment 

ISF X X     X X X X 

CB ESM  X X  X X X X X X 

CSOC X X X X X X  X X  

Fi4SOA  X  X  X X    
Table 4: Concept matrix for Security Monitoring frameworks. 

 

Asset Management concept describes the relationships between IT assets and System 

Security Features. ISF proposes asset-centric system architecture model and security 

operations driven by known threats and vulnerabilities [55]. This approach seems to be 

justified, as the overall goal of cybersecurity is to protect IT assets. CSOC also discovers 

this relationship, emphasizing the importance of asset (in particular: ICT systems, 

infrastructure and business applications) identification, protection and monitoring [6].  

 

Business Awareness is important for any security solution, as security function should be 

business enabler (and not stopper!). Security Monitoring should base on business 

requirements and this dependency is noticed by all four reviewed frameworks. ISF 

mentions that security professionals shall work to meet business, regulatory and 

standardization requirements [55]. CB ESM states that the awareness of business context 

is a requirement for Security Monitoring log data correlation should be extended with 

business information [56]. CSOC highlights the need for protection and monitoring of 

business applications, functions and services [6]. Fi4SOA uses SABSA to extract 

forensics features and service business specification [9].  

 

Data Analytics is required to transform the data into information, discover trends and 

provide visibility. CB ESM recognizes Data Analytics as an element of SIEM (and fusion 

model, as well) and the capability required to conduct analysis of advanced attack 

patterns [56]. CSOC presents Data Analytics as the one of three pillars to build Cyber 

Situational Awareness, between the initial Collection step and final Response step. CSOC 

also shows the enormous scale of enterprise log collection and recognizes security data 

analysis as a Big Data problem [6].  

 

Digital Forensics covers such aspects as producing and collecting electronic evidence, 

both for internal investigations and potential admission into court. For that purpose 

Security Monitoring framework needs to support measures for proving authenticity and 

integrity of the log data (for instance, checksum calculations). According to CSOC, 

digital forensic readiness is an important part of incident response process. It also 



 

  

23   

recommends to create and follow capability roadmap and maturity model for this feature 

[6]. Fi4SOA is forensically-oriented, aiming to provide forensic-aware web services 

design. It proposes five rules: Integrity, Authentication, Identity, Privacy and 

Completeness in order to support its goals [9].  

 

Enterprise Scale have to be considered, as there is a need for solution that can be applied 

in IT environments of big, global companies (and especially in financial services, as 

mentioned in the Introduction). CB ESM has been initially designed as enterprise grade 

solution and provides enterprise security monitoring reference architecture. It suggests 

that usage of cloud services and Big Data technology to implement the solution [56]. 

CSOC framework proposes Security Operations Centre as the solution to handle ever-

increasing amount of security data. As previously mentioned, it also sees potential in Big 

Data Analytics [6].  

 

Log Management is the key to manage cybersecurity operations, it involves log creation, 

processing and retention. CB ESM considers Log Management platform both as a part of 

SIEM or separate component. It also notices the leading role of this component in 

depicted solution [56]. CSOC places log collection as the essential, fundamental part of 

Security Monitoring. It also lists several requirements for log collection, such as time 

synchronization and centralized storage [6]. Fi4SOA is focused on log creation part, as 

the rest of log lifecycle is out of its scope [9].  

 

Regulations and privacy concerns needs to be also considered by Security Monitoring 

framework. Heavy fines can be imposed on non-compliant companies and also other 

penalties (such as revoking the right to process credit card data). Due to these, even big 

companies can go out of business. Privacy of customer data is also getting more attention 

nowadays. Improper handling of PII could inflict reputation damage, as well as cause 

breach of privacy laws (for instance GDPR [3]). ISF barely briefly that one of the goals 

of Security Domain is to satisfy regulatory and standardization requirements. CB ESM 

mentions that the protection of privacy rights is one of the capabilities of the Fusion 

Center, although recognizes it as an area beyond security [56]. Fi4SOA takes privacy as 

one of its five core capabilities, noticing the need to hide sensitive data from 

unauthorized individuals [9].  

 

Risk Management processes are associated with estimating the likelihood that threat 

actor will exploit a vulnerability. ISF is focused on attack path and suggests that each 

attack path should correspond to one row in the risk assessment table. The authors claim 

that attack path approach can support risk management with reusing the same sub-path 

and related attack methods in risk assessment [55]. CB ESM mentions risk assessment in 

the context of the Fusion Center, as a potential source of intelligence [56]. CSOC 

framework does not discuss risk concepts in deep, yet it makes a notable suggestion to 

setup the logging levels proportionate to the risk appetite [6].  

 

Security Operations (SecOps) and Incident Response (IR) are both critical areas for 

cybersecurity. SecOps are the processes run to establish security function for the 

enterprise. Incident Response is a part of Security Operations initiated when certain 
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conditions are triggered (anomalous activity is noticed, malware outbreak is detected, 

etc.). ISF propose a model for workload reduction and improving IR, shifting operations 

mode to adaptive defense [55]. CB ESM lists Log Management, SIEM and Enterprise 

Security Intelligence as the fundamentals for SecOps. It also seeks the improvement of IR 

by popularization of common event format standard [56]. CSOC framework is focused 

on SecOps and is depicts their three essential pillars: Collection, Analysis and Response. 

It describes IR capability as the controls used to contain, control and mitigate incidents 

[6].  

 

Threat Management includes Threat Intelligence (TI) collection, threat mitigation and 

related decision-making processes. ISF proposes to focus on publicly known threats, 

leveraging such tools as CAPEC dictionary (Common Attack Pattern Enumeration and 

Classification) and CVE (Common Vulnerabilities and Exposures) database. For these 

activities it establishes ‘Threat Domain’ as a part of its domain-based model [55]. The 

key concept of CB ESM is threat information sharing between different companies (and 

therefore creating Cross Boundary platform). It depicts the vision of global intelligence 

sharing based on cloud security platform, as well as standardization of data collection and 

exchange formats [56].  

 

2.2. Cybersecurity models 

 

As already mentioned, each of the reviewed papers uses its own, very specific 

cybersecurity model. ISF specifies three domains of security analysis scope: Threat 

Domain, System Domain and Security domain. Threat Domain is associated with security 

threats and vulnerabilities. Although it is not explicitly stated by the authors, the 

similarity to Threat Intelligence collection can be easily noticed. System Domain holds 

the system architecture model with its functions. In this domain, the system architecture 

model is created in a bottom-up approach, starting from a centric asset. It also uses 

perspective-based approach to enrich the model with security details. The authors focus 

on Functional Perspective (functionality) and Network Perspective (connections). This 

implies that the ultimate goal of System Domain is to manage asset functionalities (such 

as business function) and connections (interactions with other assets). The role of 

Security Domain is to deploy security controls as a risk mitigation strategy. The 

researchers advise to create attack paths and attack/defense trees in order to identify 

security gaps and select the best controls. They also provide guidance on the data 

exchange between different domains, as well as different groups of security professionals 

working within these domains. The main value added from this model is the management 

of security workload within an organization [55].  
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Figure 4: Three domains of ISF [55]. 

CB ESM attempts to build enterprise level defense against cyber threats. The key 

concepts of this framework are compilation of internal security data, accordingly to the 

Fusion Center model and cross-boundary sharing of security information. The goals of 

Fusion Center are: delivering security platform, provide organization-wide security 

intelligence, enable visibility and build capability to identify and track malicious activity. 

For the purpose of implementing CB ESM, Fusion Center shall also include broad 

capabilities for threat intelligence management and external collaboration. “Cross-

Boundary” aspect of CB ESM implies that threat data exchange and correlation should 

occur between different organization parts, as well as on the enterprise level. It also 

means cross-enterprise information sharing, although the authors notice that some 

organizations are hesitant to participate for various reasons (such as reputation damage or 

data leakage). It could also lead to legal issues, especially when data is crossing national 

borders. Still, the authors are focusing on technical aspects and declare these potential 

issues out of the paper scope. CB ESM also provides reference architecture for Enterprise 

Security Monitoring. It assumes that such platform could be build based on three main 

pillars: Log Management, SIEM and Enterprise Security Intelligence (ESI). In this 

architecture, SIEM acts as a central component, processing events from devices and 

security systems, consuming information about threats and enriching with business 

context. Distinct elements of this architecture can be observed on the figure below.  
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Figure 5: SMP reference architecture proposed by Li Y. et al. [56]. 

According to Cyril Onwubiko, CSOC is a crucial control to secure business 

operations. Researcher provides various reasons for running CSOC: potential damage 

from cyberattacks, supporting IT asset management, protecting valuable data, providing 

centralized solution, improving visibility and auditing privileged users. The core 

components of CSOC frameworks are Collection, Analysis and Response [6]. Whole 

model can be observed on the figure below.  

 

 
Figure 6: CSOC framework elements [6]. 
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Collection component is entirely focused on data gathering, collecting the logs from 

infrastructure, applications and systems. The paper lists several possible collection 

methods, such as Syslog, SNMP, network traffic flow, streaming data, audit logs, etc. It 

also notes that proper time synchronization (for instance, with NTP) is essential for 

correlating events from different sources. Analysis component transforms log data into 

security information and intelligence. Data analytics can be conducted manually, by the 

analysts, although the author notices that this approach is very slow and error-prone. 

Therefore other methods are introduced: semi-automated, automated and hybrid. Semi-

automated method combines manual work with use of automation tools, while hybrid 

method is fully automated but involves human analyst in decision making process. As an 

output of analysis, security incident can be discovered. In order to handle such incidents, 

there is the Response component. It involves incident response, as well as forensic 

investigations and reporting. The researcher also places Vulnerability Management as a 

part of Response systems. This seems to be somehow justified – when a vulnerability is 

detected, some kind of response is required (such as risk analysis, patching, applying 

compensating controls, etc.). Response function can be triggered by security analysts 

during monitoring process. This activity is often performed in 24/7 manner, yet it is not a 

strict rule, as CSOC availability depends on business requirements. Monitoring can be 

proactive, where analysts adapt tools to detect current threats or retrospective, focused on 

historical data analysis. Important aspects of CSOC framework are also people, processes 

and training, as nowadays it is not possible to effectively monitor the organization ICT 

infrastructure without human analysts. This approach allows to discover the risks from 

staffing problems or lack of adequate procedures. Finally, it should be noticed that 

despite notable bias towards monitoring, CSOC framework attempts to create holistic 

solution for cyber defense, including deterrent, proactive, reactive and retrospective 

security controls for the organization [6].  

 

 
Figure 7: CSOC framework controls [6]. 

 

Fi4SOA framework is focused on digital forensics aspects in the context of 

architectures based on Web services. Although it considers only chosen aspects of 

Security Monitoring, its methodology can be extended to build a more complex solution. 

The key feature of Fi4SOA framework is building security capabilities basing on 
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business requirements. In order to achieve this goal, the framework uses SABSA 

methodology and risk-driven security architecture. The authors are defining forensics 

requirements with SABSA and present how these requirements could be added to Web 

service policies. This results in six rules for Web services: Integrity, Authentication, 

Identity, Privacy, Completeness and Authenticity rule [9]. In fact, similar rules can be 

applied to any logging solution, creating a solid fundamentals for SMP.  

 

 

2.3. Summary and conclusions 

 

Each of the four reviewed papers presents its own view on Security Monitoring 

and uses different model for cybersecurity. ISF is asset-centric and follows Domain 

Based Security standard [55]. CB ESM is an enterprise level solution based on Fusion 

Centre model [56]. CSOC framework uses centralized cybersecurity management 

approach and implies that organizations should use CSOC to implement their defensive 

strategy [6]. Fi4SOA follows SABSA and risk-driven security [9]. Despite these 

differences, all the authors agree that including business context is essential for building 

successful cyber defense. However, most of the featured papers focus on protective 

measures and do not describe the links between business and cybersecurity. Fi4SOA is 

different in that aspect, as it starts with extraction of business requirements and later 

converts them into technical description [9]. For this reason Fi4SOA seems to provide the 

best methodological foundations for building SMP. On the other hand, this framework is 

very limited in scope and SMP is enterprise-wide construct. Due to this, the scalability of 

presented methodology needs to be considered. At this aspect CB ESM and CSOC have 

advantage, as both were design to support enterprise scale cybersecurity.  

 

It is also worth to notice the differences between these four frameworks on technology 

level. ISF provides threat modelling methodology and methods for workflow 

optimization, while living very little space for technical guidance (limited to vulnerability 

management and threat intelligence collection) [55]. CB ESM and CSOC take other 

approach and mention about serval protective technologies, such as anti-malware, 

firewalls, IDS/IPS, etc. They also list sample protocols that could be used, for instance 

Syslog, CEF [6, 56]. Fi4SOA acts similarly, although within its limited scope, proposing 

policy rules implementation and supporting protocols (like Kerberos) [9]. Building SMP 

clearly needs technical guidance in order to keep up with constantly changing threat 

landscape, therefore this approach (CB ESM, CSOC, Fi4SOA) seems to be justified. At 

the same time, it is important to discover the most recent technology trends (for instance: 

Big Data Analytics, Automation, etc.) and consider potential value added for 

cybersecurity. Both CB ESM and CSOC include such considerations.  

 

Eventually, technology layer mentioned in the previous paragraph is often needed to 

fulfill multiple laws, standards and regulations. ISF and CB ESM are aware of that fact 

and mention these requirements very briefly [55, 56]. Fi4SOA, as a framework that 

builds requirements with SABSA have full potential to identify and implement regulatory 

requirements, yet the authors have chosen to focus on forensic requirements [9]. 

Nevertheless, another researcher could follow the same methodology for regulatory 
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requirements in order to extract compliance requirements.   

 

The review shows that building cybersecurity solution (such as SMP or similar) is a very 

complex task. It requires combining non-technical requirements (business-driven and 

related to them: compliance-driven) with technical guidance. There are several different 

models that may or may not work, depending on the industry and size of the company.  

This paper is going to propose a solution suitable for enterprise from financial services 

sector. 

 

2.4. Research gap 

 

It can be noticed that each of the reviewed papers has its limitations. Their scope 

is limited to the certain goals (for instance: to build a SOC) and models (domain-based, 

Fusion Centre, CSOC, web services/forensic-oriented). They provide adequate solutions 

to the research problems stated by authors, yet their usefulness for building SMP is still 

questionable. Despite the similar concepts and goals, some knowledge gaps can be 

observed in Table 4. CB ESM and CSOC are addressing many Security Monitoring 

problems, yet only to some extent. Still, none of presented approaches identifies the full 

set of requirements needed to build SMP. This issue also highlights the lack of relevant 

literature in the Security Monitoring field. For these reasons, it is justified to create a 

framework that takes more robust approach. 

 

Literature review might suggest that the following parts should be included in SMP 

framework (as per Table 4): 

 Asset Management 

 Business Awareness 

 Data Analytics  

 Digital forensics 

 Enterprise Scale 

 Log Management 

 Regulations 

 Privacy concerns 

 Risk Management 

 Security Operations 

 Incident Response 

 Threat Management 

  

All these areas are indeed very important for establishing SMP, however the review 

scope was far too small to imply completeness of the list above. For that reason another 

methodology needs to be considered for choosing the research scope. Still, Table 4 could 

be used as a checklist to evaluate SMP framework and compare with similar papers. Such 

a review could give some insights how the new framework helps to fill the research gap.  
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III. METHODOLOGY 
 

1. RESEARCH METHODOLOGY SELECTION 
During the selection of research methodology several possibilities have been 

considered. Action Design Research could be suitable to identify and address issues 

related to an existing SMP in an organization. However the ultimate goal of this research 

is to provide a framework for future implementations. In general, the research should 

improve the state of art in area of security monitoring. To do so, making use of expert 

knowledge is necessary. A Delphi study could be useful for that purpose, integrating 

expertise from various companies to create a guideline or method for building SMP. Still, 

the main issue is that the general topic is quite broad, involving a very high number of 

variables. Due to that, it could be too time consuming for the experts and reaching the 

consensus is not guaranteed. For these reasons, Design Science Research Methodology is 

going to be followed, targeting the identified problem and solving it by creation and 

evaluation of artifacts [33]. As the expert knowledge is very valuable in this research 

area, it is going to be used in the evaluation part (as a survey for subject matter experts). 

The thesis objective is to create a framework that can be used to build SMP or improve 

SMP.  

 

The following DSRM steps are going to be performed [34]: 

 

1. Problem identification and motivation 

2. Define the objectives for a solution 

3. Design and development 

4. Demonstration 

5. Evaluation 

6. Communication 

 

Following this methodology, a comprehensive research can be conducted, determining 

the current state of art, models, theories, concepts and developing a new framework. 

 

2. PROBLEM IDENTIFICATION AND MOTIVATION 
In part II the research has been motivated with literature review, providing the 

information on overall current state of security within financial services industry and the 

reasons why the companies are running Security Monitoring programs, as well as what 

are related problems and challenges. As previously mentioned, there is a knowledge gap 

regarding building SMP in the enterprise context. Although the general SA frameworks 

exist, they are not providing any guidance for Security Monitoring. In general the concept 

of SMP is rarely mentioned in the literature. In order to fill the gap and formalize the 

concept of SMP as a single construct, the framework considering architecture and design 

is going to be developed. Part III of this paper is covering key concepts essential for 

general understanding of Enterprise Security Monitoring. That part serves also as 

fundamentals for SMP framework development, establishing a knowledge base.  
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3. SMP FRAMEWORK DEVELOPMENT & EVALUATION STEPS 
In order to answer the research question and establish a framework for building SMP, 

the following steps are going to be performed (respectively points 2-5 of DSRM steps): 

 

3.1 Defining framework scope 

 

The framework is concerning the regulatory requirements and general information 

security objectives essential to protect the customer data and company reputation. The 

objectives for a solution are going to be grouped in the five pre-defined areas, defined as 

major steps required to create SMP. Basing on the SMP analysis using SABSA’s 

questions (What? Why? How?), company assets (data, services, etc.) need to be protected 

(have risk reduced) by security measures (in this paper – detective measures, due to the 

focus on monitoring). Thereafter the concept is mapped to the Architecture Layer. 

Company assets are subject for Asset Management, while Risk Management identifies 

risks. Security measures are in this case Security Monitoring, which has been further 

decomposed into three parts: Logging practices, Monitoring & alerting, Automation & 

intelligence. The purpose of this logical split is to distinguish between different goals and 

types of technology used to implement the monitoring function. Logging practices 

include fundamentals necessary to build SMP, describing how the data for monitoring 

shall be collected. Monitoring & alerting part covers how (and why) the detection 

mechanisms shall work. Finally, Automation & intelligence section presents possible 

enhancements and enrichments for effective SMP.  

 

 
Figure 8: SMP components seen from different abstraction layers.  
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The analysis results in the framework parts as described in the table below.  

 

SABSA’s 

question 

Framework 

Part  

Part’s Name 

What? Part A Asset Management 

Why? Part B Risk Management 

 

 

How? 

Part C Logging practices 

Part D Monitoring & alerting practices 

Part E Automation & intelligence 

Table 5: Framework sections and SABSA’s questions. 

Most of the recently published (2016-2017) papers related to Security Monitoring can be 

classified to one or more ‘How?’ categories, C, D or E. Similar trends can be also 

observed for the previous years. However the enterprise framework couldn’t be complete 

without answering ‘What?’ and ‘Why?’ questions, necessary to bake in security measures 

into the company’s information systems.  

 

The goal of the SMP framework is to provide architecture and design requirements, 

which (according to the used ‘architecture’ and ‘design’ definitions) falls into SABSA’s 

‘How?’ question - parts C to F. However parts A and B are still important, as they are 

providing an input for later steps (for instance, Asset Management is necessary to 

establish the concept of Security monitoring baselines). The framework is presenting a 

new way of building SMP, basing on the mentioned requirements (instead of ad-hoc 

approach, introducing these elements separately). Following the new approach it may be 

possible to instantly achieve synergy between different SMP components and processes.  

 

3.2 Development phase  

 

At this step a framework for SMP shall be created. It shall describe architectural and 

design properties, as well as correlate them to the certain business needs that have to be 

fulfilled.  

 

The overall goal is to address the objectives defined during the previous step: 

● Asset management objectives – describe how asset management process could 

support Security Monitoring and  how introducing security monitoring 

categorization for assets can present value added for SMP 

● Risk management objectives – describe how risk assessment outcome could be 

useful for building SMP 

● Logging practices objectives – describe how logging mechanisms can be 

aligned with risk management and organization security goals  
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● Alerting & monitoring practices objectives – describe which services may need 

to be integrated with SMP and what and how should be monitored in order to 

ensure proper business orientation of the solution 

● Automation and intelligence objectives – describe how to extend basic SMP 

capabilities to prioritize tasks, reduce security staff effort and improve threat 

detection rate 

 

The set of these objectives should act as a blueprint for building more specific objectives 

within the company context and provide general guidance for SMP development.    

 

 There are also general objectives for the framework: 

 

Research goal Definition 

Effectiveness Providing guidelines to ensure desired usability, 

maintainability and performance. This property should be 

evaluated in the context of presented best practices. Still, 

the framework does not provide any solutions for 

optimization (it is not aligned with Decision architecture 

metaphor [27]).  

Robustness Containing a comprehensive set of objectives for a 

Security Architect to create architecture and design for 

SMP (see Architecture as Blueprint by Smolander K. et al. 

[27]))  

Business orientation Alignment with business goals of financial services 

industry: supporting compliance, enabling security incident 

detection (protecting reputation and business operations), 

reducing incident handling costs 

Table 6: General framework objectives 

 

3.3 Demonstration  

 

The research outcome – a framework for building SMP is going to be presented to 

Security Architects for evaluation. A survey is provided to each subject matter expert, in 

order to evaluate the framework regarding to such aspects as functionality & problem-

solving, clarity & simplicity, general value-added & usefulness and being up to date with 

the current state of art. Most of the survey questions are based on the objectives created 

for the framework.  

 

● Asset management objectives – ask if the framework is properly using asset 

management concepts for SMP purposes 

● Risk management objectives – ask if the framework present risk-driven 

approach 

● Logging practices objectives – ask if the proposed logging practices are up to 
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date with the current state of art and address the problem of log collection 

● Monitoring & alerting practices objectives – ask if the monitoring solutions 

proposed by the framework are comprehensive and business oriented 

● Automation and intelligence objectives – ask if the framework is up to date with 

the current state of art and if the proposed solutions could bring value added to 

the security monitoring process 

 

General questions regarding overall value-added is also included, as a part of high level 

objectives evaluation (see Table 6). The questions are open-ended, as the number of 

available Information Security experts is very limited. 

 

Participants Subject matter experts with several years of experience in 

Security Monitoring and Security Architecture, working in the 

financial services sector as Security Architects, Consultants or 

similar 

Data collection Deliver the framework for the experts to read (as a pdf 

document) 

Conduct an online survey 

Ask survey questions based on the framework objectives 

Ask general questions about the framework 

Table 7: Framework demonstration participants 

 

The survey was conducted online. 17 IT Security experts were invited to the survey. 

The selection process was performed using personal contacts, colleagues 

recommendations, LinkedIn social network and Peerlyst (a community of security 

professionals). 8 individuals declared to complete the survey and 5 actually provided 

their responses. The participating professionals are based in Europe (Poland, Switzerland, 

UK) and have the following job titles: IT Security Consultant, IT Security Engineer, IT 

Security Manager. The respondents have average 9.75 years of experience in IT security 

field, as well as the knowledge of security monitoring architecture and best practices.  

 

3.4 Evaluation 

 

At the evaluation step feedback from Security Architects shall be gathered. The 

framework is supposed to support creation of effective, robust and business oriented (see 

Table 6) architecture & design for SMP in the context of financial services sector. 

Potential identified issues may indicate framework gaps. Basing on the feedback, ‘lessons 

learned’ are pointed out. The following structure is going to be used for overall 

evaluation: 

 

1. Experts’ opinion on the framework content (parts A-E) (see Table 5) 

2. Experts’ opinion on the framework general objectives (see Table 6) 

3. Lessons learned  
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IV. DEFINING A FRAMEWORK 
 

1. GENERAL INFORMATION 
 

The need for SMP framework was recognized basing on the following practitioner's 

observations: 

 

- Security Monitoring (and even Cybersecurity in general!) subject is relatively new 

for many companies, even though first cyber threats emerged decades ago 

- Due to the past “ad hoc” approach and tendency to ignore IT security issues, 

Security Monitoring infrastructures in many organizations (if present at all) were 

also created in an ad hoc manner, without consideration of any good practices 

- Many companies currently are migrating from legacy solutions to state-of-art 

security software or building monitoring infrastructures from scratch 

 

The framework can be considered in the context of any company, however it was 

especially crafted to suit to the needs of financial services industry companies. This 

means in particular monitoring of big, often global and distributed environments, heavily 

regulated, processing high volumes of data and finally being an attractive target for 

cybercriminals. The framework could potentially fit any company matching (or being 

close to) this description.  

 

The goal for SMP framework is to provide a problem-oriented set of requirements. For 

the purpose of scope building, at the first step the framework follows SABSA 

methodology. It is focusing on SABSA’s Architect’s & Designer’s View, as well as 

referring to the Builder’s View (respectively, Conceptual, Logical & Physical Layer). 

The SMP framework aims to answer the questions 'What? Why? How?' and not 

covering on 'Who? Where? When?'. People, location and time aspects could be found too 

much organization-specific. Moreover, this delimitation allows to limit the research 

scope, avoiding scope creep. 

 

It has to be noticed that SMP framework does not attempt to extend SABSA but rather 

provide an advisory for the implementation. Clearly it is not possible to create just one, 

universal architecture template suitable for all the companies, therefore SMP framework 

attempts to provide guidance for architecture & design creation. 

 

The framework objectives belong to three master-categories based on SABSA questions 

“What? Why? How?” (see Table 5), which were eventually split into five sections:  

A. Asset Management 

B. Risk Management 

C. Logging practices 

D. Monitoring & alerting practices 

E. Automation & intelligence 
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Thereafter, a literature review was conducted to build knowledge base and  identify 

current trends within these areas. The review included articles found with Google 

Scholar, IEEE Xplore Digital Library, SANS Institute Reading Room, ISACA resources, 

as well as books and online resources (i.e. standards – PCI-DSS, NIST publications).  

 

Asset Management part is based on the Asset Management Process [48], adapted for the 

SMP. As project management techniques depend on the organization and project 

manager preference, this part is not covered by SMP framework.  

 

Asset 

Management 

SMP scope management 

Plan for Asset 

Management 

Project planning 

Identify the Assets SMP scope definition (identifying systems for on-boarding) 

Document the 

Assets 

Categorize assets (classification, localization) 

Manage the Assets SMP scope updates 

Table 8: SMP scope management concepts.  

 

Asset Management framework section has been split to the following parts: 

 A.1 SMP scope definition 

 A.2 Asset classification 

 A.3 Asset localization 

 A.4 SMP scope updates 

 

Classification and localization are placed separately because asset classification is based 

on a discretionary assessment, while localization is a logical/physical attribute. Both are 

well-known concepts in the context of Asset Management and Information Security [31, 

48]. Korstanje M. E. (University of Palermo, Argentina) et al. also point out that security 

monitoring can further assist in asset categorization (and therefore determining suitable 

technical controls) [50].  

 

There are two parts of the Risk Management section: 

 B.1 Risk-driven Security Monitoring 

 B.2 SMP as a tool to ensure compliance 

 

Risk-based approach has been already widely applied in the IT sector, as managing risk is 

necessary to establish and maintain a secure environment [31]. It is often seen as an 

alternative to the ineffective, technology-focused [47] or highly resource-consuming 

compliance-focused [49] governance. According to Loic Jegousse, risk-based method 

allows to find a balance between noncompliant and highly compliance-focused 

approaches [49]. Compliance itself is a major topic, especially in the highly-regulated IT 
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environments of financial services companies. Noncompliance can result in heavy fines, 

which is a huge business risk. Security Monitoring can be used as a control to mitigate 

this risk, as it allows to prove compliance against regulatory requirements [4, 50]. In 

order to further discuss this concept, section B.2 has been introduced.  

 

Section C, Logging Practices reviews current logging standards (C.1), methods for log 

protection and forensic support. Centralized logging (C.2) is the most common method to 

ensure log integrity, as a compromised source cannot be trusted. This feature introduces 

the need for secure transport of log data (C.3) and finally, secure storage (C.4). This way 

all the elements between a log source and log server are protected. Such setup is advised 

by security researchers [51] and international standards [29]. In addition, this section 

discuss specific requirements that has to be met in order to use log data as electronic 

evidence (and eventually prosecute attackers; C.5) [31, 52]. Basing on the literature 

review, the following chapters were created: 

 

 C.1 Logging standards 

 C.2 Centralized logging 

 C.3 Secure transport 

 C.4 Storage & archiving 

 C.5 Forensics support 

 

Section D, Monitoring & Alerting is based on the common requirements for SIEM 

systems [4]. In order to reflect the most current legislative initiatives calling for privacy 

protection [3], as well as regulations and standards that require protection of sensitive 

data [29], one additional category is added: ‘Privacy support & sensitive data protection’. 

 

SIEM feature Category 

Event correlation Security operations support 

Situation detection Security operations support 

Identity mapping Identity mapping 

Key performance indication Operational visibility 

Compliance reporting Operational visibility 

Application programming 

interface (API) 

Security operations support 

Role based access control Security operations support 

Table 9: SIEM features categorization.   
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As a result, four chapters were created in section D: 

 

 D.1 Security operations support 

 D.2 Operational visibility 

 D.3 Identity mapping 

 D.4 Privacy support & sensitive data protection 

 

The last section, Automation & intelligence looks for available improvements to accelerate 

security operations. In the context of SMP, automation have two general goals: 

1. reduce incident response time by continuous data collection, enrichments and live 

response capabilities [35, 53,54] 

2. eliminate the human error [26] and lower the number of repetitive, tedious tasks for 

security personnel (and from the company perspective: alleviate the impact of 

cybersecurity workforce gap) [54] 

 

From the intelligence part, cybersecurity industry recognizes Threat Intelligence (both 

internal and external) [45] and analytic-driven Security Intelligence (also known as Security 

Analytics) [20, 40]. Considering all these concepts, the following chapters were placed in 

section E: 

 

 E.1 Rapid incident response process 

 E.2 Operations automation 

 E.3 Internal threat intelligence 

 E.4 External threat intelligence 

 E.5 Security Analytics 

 

2. ASSET MANAGEMENT 
  

A.1 SMP scope definition 

Objective: Provide initial input for SMP.  

 

What should be monitored?  

In general, almost every system should be a subject of Security Monitoring. Although 

one may want to exclude development or test environments from monitoring - this should 

be decided basing on risk & compliance objectives, therefore is not a point to discuss. In 

order to gather the list of assets to be monitored, enterprise asset management solution 

should be used. At minimum, it should provide a text export with hostnames and/or IP 

addresses (in worst case scenario - created by a human analyst). Unless there is some 

inconsistency between asset management system and current infrastructure state, a 

comprehensive list of assets should be produced.  

 

How the systems should be selected for on-boarding to SMP? 

Enterprise IT infrastructure consists usually of hundreds or thousands of assets. It is quite 

unlikely to integrate them into SMP with one simple change. A proper divide-and-

conquer type strategy is necessary to perform successful on-boarding. At least two types 

of approach are possible: business and technology approach. Business approach is 
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creating separate tasks for high-level assets, such as information systems. For example: 

 

'It has been decided that Accounting Department systems are top priority and should be 

monitored as soon as possible. Then, in a top-down approach, information systems within 

Accounting Department are identified and selected, thereafter applications and platforms 

(operating systems, application servers, databases, etc.).'  

 

Technology approach looks only for systems of similar type: Windows Servers, RedHat 

Linux servers, Oracle databases, Cisco routers etc. With both methods tasks can be more 

granular by limiting to single site or data center. Although the business-driven approach 

seems to be more feasible in most cases, the choice should be made after considering all 

pros and cons.  

 

On-boarding 

method 

Pros Cons 

Business 

approach 

- Allows to prioritize systems 

important from the business 

perspective or required by 

regulatory rules 

- More complex method 

- Less-critical systems may be 

never considered 

- some system components could 

be overlooked 

Technology 

approach 

- May be more effective from 

IT staff perspective, as it is less 

complex (just one data source 

type) 

- in general it should guarantee 

full coverage for a source type 

 

- does not recognize business 

priorities 

Table 10: Pros & cons of business and technology-based data sources on-boarding approach  

 

A.2 SMP scope updates  

Objective: Add or remove data sources.  

 

IT infrastructure is constantly growing. How to ensure that all the systems are 

monitored?  

Assuming an existing and correctly working asset management system, every new IT 

asset (information system, application, server, etc.) is added to the system (catalogued). 

This may or may not have further implications on data source on-boarding into SMP, 

depending on the followed approach (see Table 11).  
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On-boarding approach Implications for SMP 

Zero-time on-boarding - Monitoring is enabled automatically 

- The system sends events to SMP instantly after 

installation (no additional manual steps) 

- The most effective way, however the hardest to 

implement (or even impossible; depends on SIEM/Log 

Management technology used) 

- It is possible when creating system from template (for 

instance using virtualization, containerization or similar 

technology) or when using agentless monitoring  

- Risk: losing control over the process, monitoring 

infrastructure collapsing under unforeseen event volume 

Project phase on-

boarding 

- Monitoring is enabled manually by the deployment team 

(by themselves or using outside resources) 

- The system send events to SMP (or at least is able to do 

so) before going to production phase 

- Monitoring configuration as a project task (con: could be 

overlooked or deliberately skipped to save time and 

resources) 

Production phase on-

boarding 

- Monitoring is enabled manually by Monitoring team 

- The system send events to SMP after going to production 

phase (con: some log data may be already lost, for instance 

due to log rotation) 

- Monitoring configured as a task for Monitoring team 

(change management process involved) 

Table 11: Data source on-boarding approach 

 

Although the approach may vary, usually the ideal situation for any organization would 

be to have all the systems monitored. Asset management system can be helpful for this 

task, either by sending automatic notification about new systems or with the assistance of 

human analyst. Clearly, zero-time onboarding saves time and resources used for SMP 

maintenance, however is not always possible to achieve.  

 

How to handle the opposite situation - old systems disposal? 

It is easy to imagine the situation when the monitoring system is looking for the data 

from server that no longer exist. Such a situation can lead to even more issues than IT 

resources waste, since one can rise an incident and open an unnecessary investigation. 

Asset management system tracking system disposal can aid the Monitoring Team to 

avoid such situations.  
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A.3 Asset classification 

 Objective: Define necessary level of monitoring for an asset.  

  

Information classification is a well-known practice, often associated with the military or 

government agencies. US government classification includes such types as Unclassified, 

Confidential, Secret and Top Secret, while private sector tend to use Public, Sensitive, 

Private and Confidential/Proprietary (or similar) [31]. These types of classification help 

to recognize the value of the data to the organization. Also different criteria may be used 

for other purpose.  

 

ISO 27001 calls for information classification with its control A7.2, however 

classification levels are up to the organization. Nowadays it is not uncommon for the 

organizations to classify their IT assets. For example, an organization can label its most 

important servers as ‘Mission Critical’. There could be other classification criteria than 

asset importance, for example stored data type (cardholder data, financial or medical 

records, PII) or required compliance type [30]. If more than one classification is used, 

then more than one label can be attached to an asset at time (for example ‘Mission 

Critical’ server processing ‘cardholder data’).  

 

For the purpose of SMP, asset classification can provide mappings between SMP 

requirements and monitored assets. For example, SMP requirement could state that any 

administrative activity on a ‘Mission Critical’ server outside of the maintenance window 

shall rise an alert. Asset labeling effectively creates the list of the ‘Mission Critical’ 

servers, which is being a subject of SMP monitoring rules.  

 

A.4 Asset localization 

Objective: Build context for SMP by providing asset location. 

 

The role of SMP is to perform Security Monitoring in a centralized manner (possibly 

with some exceptions, for example when the country laws prohibit cross-border data 

transfers). Large companies operate in many countries all over the world. In order to 

avoid any confusions and reduce incident response time, it should be possible to easily 

identify the source of security alert. Information about asset country, often along with its 

detailed physical location, is often maintained in asset/configuration management 

databases. Clearly such information should be available for SMP as well.  

 

It should be noticed that not only geographical location could be important for SMP. 

Each asset has its place in the corporate network. Providing the network location of an 

asset: DMZ, HSZ, Internal, External, Green/Gray Zone… Options are almost infinite, 

depending on the layout of the corporate network. Zone information is especially vital for 

the security team, as it gives clear insights how deeply the network was penetrated by the 

potential attacker.  
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3. RISK MANAGEMENT 
  

B.1 Risk-driven Security Monitoring 

Objective: Define events to monitor for SMP.  

 

What should SMP detect?  

No doubt defining Security Monitoring scope is one of the most challenging steps of 

building SMP. This step is usually implemented by creation of correlation rules (or 

similar constructs) with SIEM software. However it would be very dangerous to use only 

vendor pre-defined scenarios, as they are almost always too generic. Security 

professionals might be tempted to incorporate scenarios based on industry literature and 

recent trends. These of course are helpful, however the context of the organization has to 

be considered in the first place. Risk management processes help to understand such 

context, highlighting the most severe threats for the organization. In fact, the Risk 

Management should point at SMP as a risk mitigation technique for certain types of 

threats or risk scenarios. This framework postulates for integration of the Risk 

Management with Security Monitoring. The Risk Management should define what shall 

be monitored by SMP. Although the input from the Risk Management might differ, 

depending on chosen methodology, this general rule should be applicable (still, risk 

identification and prioritization are Risk Management goals).  

 

For example, let’s assume that STRIDE threat model is used for threat analysis. 

Following the example provided by Microsoft, a sample threat to “Commerce Server” 

could be: 

 

● Threat #7 An attacker deletes or modifies the audit logs. (Tampering with 

data/Repudiation) [28] 

 

A potential risk response strategy for this case is to mitigate. This can be realized with 

implementation of centralized logging and triggering alerts on deletion or modification of 

audit logs. These could be stated as the following high-level requirements for SMP 

platform: 

 

1. Collect audit logs from the systems and aggregate in a central location.  

2. Send an alert to the Security Team anytime when an audit log is altered or deleted 

on a server.  

  

Thereafter, such a set of requirements can be easily implemented with a SIEM solution 

(or similar software). Following the presented flow ensures creation of meaningful 

rules/alerts for SMP.  

 

B.2 SMP as a tool to ensure compliance 

Objective: Support compliance requirements. 

 

How to incorporate compliance requirements into SMP? 

No doubt compliance is a major driver for security operations, especially in the financial 
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industry. While standards and regulations call for some absolutely necessary controls 

common for the sector, the results of risk analysis provide more adequate and detailed 

guidance for SMP. This framework postulates for risk-driven SMP (instead of 

compliance-driven), however the risk of non-compliance cannot be dismissed. Fines 

could be really severe, especially when considering EU GDPR, effective May 25, 2018 

[3]. In fact, compliance requirements have to be incorporated into SMP. This can be 

achieved by performing gap analysis between current SMP requirements and regulatory 

compliance requirements. The initial SMP requirements set is defined at B.01 and after 

that missing controls required by compliance are merged into overall SMP requirements 

set. Then, this process can be repeated for the requirements of other standard or 

regulation.  

 

 
Figure 9: Extending SMP scope with compliance requirements.  

 

Compliance requirement integration workflow example 

 

PCI DSS Requirements Testing Procedures Guidance 

10.5.5 Use file-integrity 

monitoring or change-

detection software on logs to 

ensure that existing log data 

cannot be changed without 

generating alerts (although 

new data being added should 

not cause an alert). 

10.5.5 Examine 

system settings, 

monitored files, and 

results from 

monitoring activities 

to verify the use of 

file-integrity 

monitoring or change-

detection software on 

logs. 

File-integrity monitoring or 

change-detection systems 

check for changes to critical 

files, and notify when such 

changes are noted. For file 

integrity monitoring 

purposes, an entity usually 

monitors files that don’t 

regularly change, but when 

changed indicate a possible 

compromise. 

Table 12: Sample requirement to integrate into SMP, PCI DSS control 10.5.5 [29] 

Taking the sample PCI DSS 3.2 requirement (Table 12), the workflow below can be 

followed in order to integrate it into SMP scope: 

 

1. Identify the assets that should be compliant.  

2. Check if log data on these assets is a subject to change-detection monitoring. If 
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yes, document it (under SMP requirements) and stop here. Otherwise continue.  

3. Create new SMP requirement and justify it with PCI DSS compliance.  

4. Extend monitoring architecture with change-detection capabilities.  

5. Design change-detection features and alert processing for the assets identified at 

step 1.  

6. Implement new requirement and notify stakeholders.  

 

 

4. LOGGING PRACTICES 
 

 C.1 Logging standards 

Objective: Enforce common logging standards across the organization to reduce the 

maintenance costs of logging platform.  

 

How to choose logging format?  

There are many different logging formats: the oldest and well-known like syslog 

(described in BSD Syslog Protocol RFC3164 and later Syslog Protocol RFC5424), 

library or application specific (log4j, log4net, etc.), vendor specific (Log Event Extended 

Format [LEEF] from IBM, Mcafee event formats [MEF], Windows Event Log and many 

other), finally JSON and key-value pairs (KVPs). Unfortunately, it is not possible to 

choose just one log format and enforce it for all infrastructure components. Most likely 

there will be up to dozens different log formats in use in a big enterprise. In order to help 

a bit with this situation, it is good to choose preferred format for the organization. 

Although not always possible, it is not very uncommon that devices or applications 

allows the administrator to choose logging format. Still, there is no single best solution 

and the preferred format should be selected basing on the capabilities of the logging 

solution used by the company.  

 

It is very important to enforce common logging practices for in-house built applications. 

Otherwise it is very likely that every developer team is going to use different format. 

Therefore it is crucial to agree for common log structure and timestamp format (or at 

least including timestamp!), including unique log/transaction IDs, etc. In global 

organizations it might be also needed to include time zone information or enforce UTC 

logging. Logging standards in the organizations might differ, however logging practices 

should be documented and communicated in order to ensure a successful logging 

platform.   

 

 C.2 Centralized logging 

Objective: Store logs in a central location to ensure integrity, increase usability and 

provide aggregation & correlation capabilities.  

 

Where to store logs?  

The concept of centralized logging (in general - transferring and storing logs in a single 

location) is clearly providing some advantages. First of all, it gives the administrator 

ability to access logs from multiple systems from a single point. This not only saves time 

to search but also allows to correlate multiple events from multiple sources. Secondly, it 
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is possible to track events on a system, even though the original log might have been 

rotated or deleted by a malicious user. Finally, disk space on production systems can be 

saved, as the logs on source system can be rotated more frequently. Nowadays, 

centralized logging is required by many regulations and standards (for example PCI DSS 

[29]).   

 

 C.3 Secure transport 

 Objective: Protect logs in transit.  

 

 How to transport logs to a central location? 

It is important to notice that log data often contains sensitive information (for instance 

various business information, PII). By reading system logs, an eavesdropper could easily 

identify active users, learn their tasks, habits etc. Due to this, it is important to protect log 

data in transit. This can be accomplished by using TLS protocol or other type of 

encryption. If the traffic goes over public network, virtual private network (VPN) is 

usually created. IPsec and SSH are also frequently used for protection of sensitive data 

transmitted over internal network [31].  

 

Confidentiality is not an only requirement for secure log transport, though. In general, the 

logs should be never lost in transit. The transport protocol should support message 

acknowledge and retransmission. Therefore stateless UDP protocol is not a good choice, 

unless there are other compensating controls implemented (for instance application-layer 

checks). In order to prevent data loss during network outages, the logs should be written 

to a local buffer before sending to the network location (this could be achieved easily by 

writing to a local log file). Last but not least, cryptographic measures like hashing can be 

used to ensure data integrity.  

 

 C.4 Storage & archiving 

Objective: Store logs accordingly to the laws & regulations, as well as to support security 

operations & reporting.  

 

How the logs should be stored? 

Collected logs must be protected against unauthorized access. It is reasonable to follow 

need-to-know principle and grant the access to logs basing on the job roles of individuals. 

Separation of duties is especially important in the financial services industry, minimizing 

the risk of insider threat. If the organization provides access to a log management tool for 

system administrators, it is important to verify whether the access is granular enough 

(usually, database administrator should not be interested in firewall logs). For data-at-rest 

(including backups) protection, encryption is a feasible choice. Currently, AES 256 

encryptions is known as a relevant protective measure [31].  

 

How long the logs should be stored?  

In general, there are two reasons behind log collection and storage - the need for visibility 

over the infrastructure (troubleshooting, reporting, incident investigation) and regulatory 

requirements. Unless the retention time is specified by a standard or regulation, is up to 

the organization. As a good practice, it could be specified by organizational logging 



 

  

46   

standard (C.1). In order to properly specify the retention period, it is necessary to identify 

potential use (value) for collected logs. An example of such classification is provided 

below (Table 13). In this example, business logs are stored for 3 months in order to run 

quarterly reports; 1 year retention period for security logs was requested by IT security 

team (in particular to investigate Advanced Persistent Threats) and standard logs are used 

to generate monthly SLA metrics report. Retention under 1 month could be possibly used 

for test environments or logs of very high volume. 

 

Log type Log details Retention period 

Business 

application log 

Important information on business 

processes (sales, e-commerce, etc.) 

3 months 

Audit log / Security 

log 

Information on privileged users actions; 

system logons 

1 year 

Device / Platform 

log 

Standard application logs, performance 

logs 

1 month 

Table 13: Sample retention periods  

 

C.5 Forensics support 

Objective: Ensure that stored logs can be used as digital evidence in the courtroom.  

 

How preserve logs for the computer crime investigation? 

In order to properly store log files for the purpose of potential forensics investigation its 

availability and integrity has to be protected. This includes (but is not limited to) ensuring 

that:  

- audit logging is turned on 

- logs are available (see C.4) 

- link between the log content and action of an individual can be established, 

providing accountability 

- timestamps are correct and unambiguous (use time synchronization service, 

preserve time zone information) 

- log integrity is secured with cryptographic mechanisms (such as hashing 

functions) 

 

The way of securing the logs from deletion or alteration by a malicious user is not 

obvious. Although sending logs to the central server (C.2) is often practiced, an 

experienced attacker could stop the logging service before taking any other actions. The 

problem is known for years, however there is lack of reasonable alternatives. In 1999 

Schneier B. and Kelsey J. proposed a cryptographic method to create a tamper-resistant 

logging mechanism. The authors also pointed out that the only reliable way to protect 

logs from deletion is to store them on write-once memory [37]. Almost two decades after 

the publication this finding is still relevant. Furthermore, the IT security and forensics 

field still lacks a widely-implemented logging protocol resistant to tampering.  
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Regardless of the value added of log managers and  SIEM systems, they are parsing, 

aggregating and optimizing the data for searching - therefore altering the log content. Due 

to that, such data cannot be used as a digital evidence. Fortunately, security software 

vendors are usually addressing this obvious issue. Usually, (if needed) logs in the original 

format can be also stored (for example in a compressed form to save disk space). This 

feature is commonly known as “raw log storage”. The raw logs can be also supplemented 

with metadata containing content hashes. In order to undeniable prove the log integrity 

multiple hashing functions are used. Although it might be possible to find two messages 

that give the same digest after hashing (for example using brute force parallel 

programming [38]), it is highly unlikely that a collision exist for two different functions.  

 

It may be worth to pay special attention to the forensic support requirements when 

building SMP. Secure collection and protection from tampering can be useful for CSIRT, 

as well as the police or agencies. Eventually, companies hope to see the cyber criminals 

prosecuted, which might be not possible without strong, undeniable evidence.  

 

5. MONITORING AND ALERTING 
 

D.1 Security operations support 

Objective: Identify potential threats and alert in near-real time manner.  

 

How shall SMP provide threat detection capability?  

Threat detection is one of the most crucial features that has to be provided by SMP. 

When a possible threat is identified, an alert shall be triggered. For instance, a SIEM 

system aggregate security data from multiple sources (IDS/IPS devices, firewalls, 

servers, endpoints, etc.) and detect suspicious activities, basing on the implemented logic. 

In order to detect alarming conditions SIEM software mostly use rules or signatures, 

although trend observation or other predictive techniques are also possible.  

 

Although people and processes are not in the scope of this SMP framework, it is worth to 

mention that an employee escalating security issue to IT helpdesk (or to Security 

Operations Centre directly) can be also considered as the source of alerts. As the result of 

such phone conversation usually a ticket shall be created (and enterprise ticketing 

solution is considered as an important part of SMP).    

Despite of the source of the alert, it must be validated before taking any further actions. 

An alert can potentially  inform about a serious security incident (detected vulnerability, 

breach, etc.), although very often it turns out to be a false-positive (not an issue). In order 

to effectively support security operations, SMP should have low false-positive ratio and 

therefore save time and resources. Most tools have high ratio of false positives at the 

beginning (right after deployment) and require a lot of tuning.  

 

Detection time is also an important requirement for SMP. Ideally, an alert shall be 

triggered right after the threat event has occurred. Unfortunately, that is a very rare case. 

If a commercial SIEM product is selected as a core system for SMP, it is important to 

verify vendor claims regarding alerting engine. Most SIEM products are advertised as 

real-time or near real-time solutions, however the vendor’s definition of “near real-time” 
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might not be clear (matter of milliseconds, seconds, a couple of minutes?). Essentially, if 

the company is under attack every second counts.  

 

D.2 Operational visibility 

Objective: Provide insights on the current posture of the infrastructure.  

 

How to maintain visibility across ever-growing environments?  

Infrastructure of a large enterprise can be very difficult to manage. There could be from 

hundreds to tens of thousands endpoints and servers to monitor. SMP should provide 

features essential to identify potential problems before they become critical, for instance 

(but not limited to) dashboards and reports. These can be used by IT security team in 

several use cases, such as vulnerability management, compliance reporting, discovering 

malware outbreak, recognizing patterns and similar. Details are discussed in the table 

below.  

 

Use case Value added 

Compliance reporting 

 

 

Detect events of noncompliance (for example 

administrators using shared root/admin credentials) and 

prepare corrective actions;  provide reports required by the 

regulators 

Identity & access 

management reporting 

Validate account management events to eliminate unused 

accounts and make sure that access is provided 

accordingly to the change management process 

Threat awareness Aggregate information on attackers and incidents to 

prepare better defenses and eliminate root causes of the 

issues 

Top N dashboards & 

reports 

Display the IP addresses that initiated the biggest number 

of connections, most active Internet users, most common 

malware detected, etc. in order to discover trends and 

notice anomalies 

Vulnerability reporting Use vulnerability scan reports to determine risk levels and 

coordinate patching activities 

Table 14: Sample use cases for building operational visibility by SMP.  

Dashboards can be also utilized for performing live monitoring by SOC analysts (Figure 

10). It is common for SOC rooms to have many TV screens with dashboards on the walls. 

Although it might look impressive, the real value added is questionable, as the charts are 

often too small to see details from the distance. Still, customized dashboards placed on 

the personal monitors of an analyst can be very useful.   
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Figure 10: Telenor Security Operations Center using dashboards on the TV screens to support analyst work [32]. 

D.3 Identity mapping 

Objective: Provide information on user identity.  

 

How to map hostname, IP address, MAC address, username or similar details to an 

individual? 

During security incident response it is usually needed to identify the user that caused the 

event under investigation (such as suspicious system logon). Until the username is 

present in log entries it is not an issue, as the user can be quickly identified in the 

corporate identity directory. However that is not always the case and often only hostname 

or IP address of the workstation is available. Ideally, the software used for log 

management and alerting could provide out of box support for identity mapping (for 

example LDAP/Active Directory integration). If that is not the case, then some 

workarounds are possible, for instance by importing user information into simple data 

structures (lists, tables) supported by most log managers and SIEM tools. Alternatively, it 

is always possible to follow manual identity mapping process by a human analyst, 

querying multiple systems (although this approach is not encouraged as a default path for 

every investigation). Manual process might be sometimes more reliable, especially when 

local address 127.0.0.1 is presented in logs, however it is also very time consuming. 

Similar problems can be caused by privileged accounts such as root or Administrator, 

often shared within teams. This can be solved by creating separate accounts for each 

administrator or using Privileged Access Management (PAM) software solution. 

Eventually, identity mapping is an important requirement when building an SMP, as it 

provides accountability of individuals. Despite the chosen method of operation, it is 

essential to be able to find the link between a user from the log entry and the physical 

person.     

 

 

 

 

 



 

  

50   

D.4 Privacy support & sensitive data protection 

Objective: Ensure that sensitive data is protected.  

 

Does SMP have to protect user privacy?  

Privacy might be not an issue for IT Security Team when working on company’s 

employee data. In the financial services industry employees are usually aware that their 

actions are monitored, mails from corporate mailbox can be read by information security 

staff (for instance during phishing mail investigation) etc. Specific clauses in the 

employment contracts and corporate equipment acceptable use policies, as well as 

warning banners are often used to inform employees that they should not have the 

expectation of privacy in the workplace. However the situation is much different for the 

systems where sensitive customer data is processed. Information such as credit card 

number, account balance, home address or similar can be a subject of protection due to 

privacy laws: several U.S. federal laws including Electronic Communications Privacy 

Act, Gramm-Leach-Bliley Act and other; European Union General Data Protection 

Regulation, as well as other regional laws [31]. It is important to build an SMP that is 

compliant with all privacy laws that apply.  

 

How can SMP support privacy?  

Although it seems that D.3 Identity mapping stands in conflict to privacy, it is still 

possible to track user actions without privacy violation. The simplest way to achieve it is 

to use anonymization and pseudonymization techniques to obfuscate sensitive data (in 

other words - converting it to a form that is not understandable by a human reader). 

Deobfuscation still can be performed when necessary (request from law enforcement, 

management approval or similar). The issues with privacy laws are already known and 

addressed by  the vendors. Depending on the company building SMP, privacy support 

could be a major point on the agenda during the selection of log management and/or 

SIEM product.  

 
Figure 11: Example of obfuscation feature in SIEM software (ArcSight). Screenshots shared by Petr Hnevkovsky.  
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6. AUTOMATION AND INTELLIGENCE  
 

E.1 Rapid incident response process 

Objective: Reduce time spent by CSIRT from incident detection to eradication & 

recovery.  

  

Typical security incident response starts with a case (for instance in a form of a ticket in a 

ticketing system), triggered by suspicious or alarming event. It can be initiated by a 

human analyst or an automated system (like SIEM or IDS). Then a CSIRT member 

checks whether the finding is relevant and starts the investigation if needed. The response 

process usually involves querying multiple databases and performing actions in many 

different systems. One of typical, repetitively performed tasks is metadata extraction with 

WHOIS lookups or checking corporate asset & identity directories. Automation in this 

field could help the analyst to get essential data quicker. Although there are many factors 

affecting overall incident response time, from the perspective of SMP it is necessary to 

support CSIRT team with as accurate and integrated information as possible. Kacha P. 

presented tools based on OTRS (Open source Ticket Request System) as an example of 

support system for CSIRT [35]. Since that time (2009) many more advanced systems 

were developed, however the paper still gives good insights about the daily work of a 

CSIRT analyst. Nowadays it is a standard for SIEM and similar systems to support 

simple queries, as well as integration with corporate databases. These often provide an 

automated or single-click metadata extraction.  

 

An interesting example of security event data enrichment is implemented by Apache 

Metron Project (Table 15) [36].  
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Enrichment Description Enrichment 

store 

Enrichment 

source 

Asset Given an IP, figure out the host 

name of the asset. Then given the 

hostname of the asset tell me 

everything else about that asset 

that is known from LDAP, AD, or 

enterprise inventory stores 

HBase LDAP, AD, 

DNS logs, 

enterprise 

inventory 

stores 

GeoIP Tags on GeoIP (lat-lon 

coordinates + City/State/Country) 

to any external IP address. This 

can be applied both to alerts as 

well as metadata telemetries to be 

able to map them to a geo 

location. 

MySQL Maxmind 

Geolite 

User Given a session or an alert for a 

certain ip-application pair, tell me 

which user this session/alert 

belongs to 

Hbase LDAP, AD, 

proxy logs 

Table 15: Apache Metron event enrichment technology [36] 

A major requirement for SMP architect is here to create a platform that effectively 

supports the needs of the incident responders, which with no doubt can be achieved by a 

close cooperation with the CSIRT (and implementing the requested features).  

 

E.2 Operations automation 

Objective: Reduce effort of IT security personnel by reducing the number of tasks 

handled manually. 

 

Which operations should be automated?  

In general, security researchers agree that automation of information security tasks is 

necessary to cope with ever-increasing complexity [25, 26]. Topic of operations 

automation should have special attention of SMP architect, as it is usually more easy to 

build-in automation into the design, in contrast to adding it afterwards. SMP automation 

is beneficial both for organization (performing required tasks with lower headcount and 

therefore lower budget) and workers (reducing number of tedious, repetitive tasks). If a 

process can be automated and automation is potentially beneficial, then probably it 

should be automated. Still, it is up to the SMP architect to take the final decision. 

Automation could bring profits, as wells as create new issues. The example below 

presents pros and cons of automated case creation.  

 

Example - automated ticketing and alert handling 

Ticket creation after a security alert fired is often automated or at least semi-automated 
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(one-click action for the analyst). Integration of a security product with ticketing system 

is usually not very challenging, as this is a commonly used feature and out-of-box 

solutions often exist. However, the problem is that we most likely do not want to have 

tickets open for false-positive alerts (this paper assumes that case creation is done only 

when investigation is needed; yet, one can take different approach). Moreover, multiple 

alerts of the same type and from the same source should not open multiple tickets. 

Implementing reasonable limits into software logic could prevent ticket flood. Still, 

excluding the false-positives (and possibly - adding to a whitelist to prevent re-

occurence) remains a task for the human analyst. If the false-positives ratio is high, then 

it leads to situation know by practitioners as ‘alert hell’ (basically, it describes the 

situation when the number of alerts is so high that it is not possible to find anything 

meaningful). In order to alleviate this problem, a proper risk-based prioritization can be 

helpful.  

 

  

Ticketing 

approach 

Pros Cons 

Manual Only meaningful cases are opened High staff fatigue 

Very time-consuming 

Prone to human error 

Semi-automated 

(one-click case 

creation) 

Only meaningful cases are opened Moderate staff fatigue 

Prone to human error 

Fully automated Instant case creation 

Low to moderate staff fatigue 

(depends on false-positives ratio) 

Could lead to ticket flood 

(if improperly 

implemented) 

Prone to flaws in logic or 

software implementation 

(for instance, ticket 

creation failure when 

required field is not 

present) 

Table 16: Pros and cons of ticketing automation for a security system. 

It could be noticed that the need for human analyst interaction is often limiting the 

possibilities for operations automation. However, the researchers see increasing role of 

Artificial Intelligence in the intrusion detection field [39]. Potential development in this 

area could allow to reduce the human factor and enable further automation.  

 

E.3 Internal threat intelligence 

Objective: Collect, aggregate and analyse the data about all known and potential threats 

discovered by security team.  
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 What can be considered as internal threat intelligence?  

Although ‘threat intelligence’ is often associated with the information coming from 

external sources, internal threat intelligence can be also beneficial for the organization. In 

this thesis internal threat intelligence is understood as the one with the local context. This 

includes, but is not limited to IP addresses, domain names, file hashes, URIs, malware 

samples and finally TTPs discovered by the company. The main difference between 

internal and external threat intelligence is that the external might not be relevant within 

the local context (while the internal one is certainly valid) [45].  

 

What are the reasons to use internal threat intelligence?  

One can identify a couple of reasons for establishing internal threat intelligence. First of 

all, a global organization can have multiple security teams, based in different places in 

the world and operating in different timezones. No matter if these teams operate as a one 

virtual team or completely independent units, they should participate in knowledge 

sharing. The attacker is always looking for the weakest link and could try to break into 

the infrastructure of different organization branches in order to find the least secured one. 

No doubt, establishing a single, central repository of threat data is a way to increase the 

visibility for IT security staff (and therefore improve overall security posture of the 

company). In addition, using internal threat intelligence can enable joint incident 

investigations (in opposition to duplicating the others work). Another argument for 

implementing internal threat intelligence is for the purpose of comparing attackers’ TTPs, 

IOCs etc.  

 

E.4 External threat intelligence 

Objective: Elevate knowledge of threats detected by other organizations to protect own 

landscape.  

 

What is external threat intelligence and how to import it? 

External threat intelligence is collected from such sources as partnering organizations, 

security vendors or other third parties. Security researchers see attacker groups targeting 

similar organizations, it can be beneficial for the companies to share the information 

about the adversaries. In the table below there are some examples of threat intelligence 

sources [45]. 
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TI source Description 

crowd-sourced/open 

platforms 

feeds created by open community of security practitioners 

government/law 

enforcement relationships  

partnership between government agencies and private 

sector, for example FBI program InfraGuard 

commercial feeds threat data feeds provided by security vendors 

commonality feeds industry-specific feeds, usually paid subscription 

trusted peers data from organization partners, etc. 

Table 17: Types of external threat intelligence sources. 

However, incorporation of external threat data feeds is not a trivial task. The most 

valuable data comes from the similar organizations, as it is usually highly relevant. 

Basically, the data about cyberthreats to a nuclear plant is potentially most useful for 

other nuclear plants (and probably not very useful for a bank). Another question is 

whether the information can be trusted or not. Probably the data from partners would be 

more trustworthy than the data from an open platform. It is not uncommon to see defined 

trust levels as a part of threat intelligence metadata. 

 

It is also an interesting observation that using some type of indicators may be more 

effective than others. While it is quite easy for the attackers to change their infrastructure 

(IPs, domain names), they often tend to present the same behavior (TTPs). Security 

researcher David Bianco described this finding as ‘The Pyramid of Pain’ (figure below), 

explaining that uncovering attackers’ behaviors will cause the most pain  to the 

adversaries (effectively forcing them to learn new behaviors, which can be very time 

consuming). However, discovering such high-level indicators can be also challenging for 

the defenders. Due to this, the pyramid can be also understood in terms of defenders’ 

effort to find or/and make use of different IOCs.   
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Figure 12: The Pyramid of Pain by David Bianco [41]. 

E.5 Security Analytics 

Objective: Discover trends and uncover threats by analytics of large data sets.  

 

How to process large sets of security data?  

In order to be able to get insights from various security data distributed across the 

organization, there is a need for a central repository, often called a ‘Security Data Lake’. 

The general purpose of Security Data Lake is to be a location where all the security data 

from different systems is stored. In contrast to typical SIEM tools that also make use of 

centralized log collection (C.2), the data lake is created to be accessible to various tools 

and processes (for example analytics).  

 

The overall data lake goals are [40]: 

 Provide one way (a process) to collect all data 

 Process, clean, and enrich the data in one location 

 Store data only once 

 Access the data using a standard interface  

 

Leveraging the capabilities of commodity hardware and Hadoop software a data lake can 

be created at relatively low cost.  

 

What are the use cases for Security Data Lake?   

Security Data Lake can be used for many analytical purposes. These are some 

examples [20]: 

 User Behavior Analytics 

 Real-time network surveillance and monitoring 

 Dynamic, real-time detection of malicious pattern (low false-positives ratio) 

 Malicious pattern recognition, finding infrastructure relationships 

 Providing visibility with visualizations, dashboard creations  
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Another potential benefits are [40]:  

 Providing access to raw data, recorded network traffic, etc.  

 Providing searching across the data 

 Generating real-time statistics  

 Correlating events, similarly to SIEM 

 

It is crucial to notice that security use case definition is necessary for any successful Big 

Data Security project. Otherwise it is not going to provide any more value added than raw 

log storage (and possibly, searching).  

 

7. SUMMARY 
 

Presented SMP framework provides a collection of objectives from different areas that 

should be used to build a platform. In comparison to the previous literature, this paper 

provides a formal SMP definition (as a set of requirements). In fact, it is a new concept, as 

related literature does not describe SMP as an unified SA construct. 

 

Knowing the assets to protect is just a first step of building SMP, yet it becomes more 

and more challenging (especially thanks to increasing number of mobile devices and the rise 

of Internet of Everything). In order to handle more and more devices connected to the 

enterprise infrastructure, the following should be considered: 

 

 A.1 SMP scope definition – defining the assets that have to be monitored, for instance 

collecting the full list of servers, workstations, network devices, etc.  

 A.2 SMP scope updates – establishing a process to ensure that the monitoring scope is up 

to date (new devices are added and decommissioned equipment is removed) 

 

 
Figure 13: Asset Management supporting Security Monitoring. ArchiMate diagram.   

From high level perspective, Asset Management provides input to Security Monitoring 

by triggering SMP scope updates (Figure 13). Ideally, the role of human analyst in this 

process should be reduced to minimum. Automation of asset lifecycle eliminates human 

error and significantly decreases the time between asset change and SMP update.    

 

 A.3 Asset classification – determining value that an asset present to the company, taking 

into account such aspects as monetary value, intellectual property, sensitivity  

 A.4 Asset localization – determining physical and logical location 

 

Both asset classification and localization are important information from perspective of the 
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Security Team, enabling SMP development and tuning (for instance providing higher 

protection for critical systems). Integration of configuration management database and asset 

management lifecycle with SMP is fundamental for Enterprise Security Monitoring Program. 

Without the knowledge what to protect, efforts to provide information security will be futile.  

 

Risk Management is essential in order build-in relevant detection features into the 

platform. Two major requirements identified in this area were:  

 

 B.1 Risk-driven Security Monitoring – as illustrated in Figure 14, Risk 

Management can trigger creation of new use cases for SMP. Such events as 

changes to business processes, introduction of new products, acquisitions and 

mergers, as wells as external events require risk identification. After threats are 

identified, their likelihood and impact have to be determined. This allows to 

choose adequate risk mitigation strategy. If the decision is to mitigate by 

monitoring control, then SMP use case is designed. Use cases are describing at a 

high level how the monitoring platform is going to provide a countermeasure for a 

specific risk scenario (for instance: “Monitor and alert on any usage of ex-

employees’ accounts to prevent unauthorized infrastructure access”). Once use 

case is defined, it can be technically implemented by SMP maintainers.  

 

 
Figure 14: Risk Management providing input to Security Monitoring. ArchiMate diagram.  

 B.2 SMP as a tool to ensure compliance – regulatory compliance plays significant 

role during SMP requirements definition. Financial services institutions 

(enterprise role model in this paper) have to adhere to local and global laws and 

standards. Non-compliance might result in heavy fines or even revoking the right 

to operate (for instance to process credit card data). The major difficulty for SMP 

builder is to incorporate many diverse regulatory requirements. Identifying the 

overlaps between different standards is essential to avoid duplication of 

monitoring controls. Still, adequate mapping of the compliance requirements to 

SMP features would be necessary to pass an audit. Well documented SMP can be 

a key tool to maintain compliance across the enterprise.  

 

Although logging practices might vary, depending on the business requirements, 

it is important to enforce log standardization and protection. Five significant 

requirements related to logging practices were described:  

 

 C.1 Logging standards – one of the main difficulties of log management is that 

there are dozens of different log formats. Data structure might vary, depending on 
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vendor, system type, version and configuration. Even if the log format is 

common, timestamp format might depend on local preferences. Due to this, the 

log data is hard to search through or analyze. An enterprise needs logging policy, 

especially if in-house applications are developed. Selecting preferred standards 

and timestamp formats could reduce log management efforts in the future.  

 C.2 Centralized logging – storing logs in a central repository allows to protect 

them from deletion or tampering, as well as gives an overview over enterprise 

infrastructure. This good practice is often required due to regulatory requirements.   

 C.3 Secure transport – using log collection methods that prevent eavesdropping 

and tampering (such as TLS encryption). Data transport must be also reliable. 

This could be achieved for example by using delivery acknowledgements (for 

instance TCP protocol).  

 C.4 Storage & archiving – access to log data shall be limited to users that need it 

for their job duties (separation of duty principle). Unauthorized access or data 

exfiltration could be prevented by strict access policies and encryption. The data 

shall be stored as long as it is useful (or required, accordingly to laws and 

regulations). Data retention period shall be identified and noted.  

 C.5 Forensics support – under specific conditions, logs can be used as evidence in 

criminal investigation. In order to fulfill forensic requirements, it shall be possible 

to undeniably prove that a logged event actually happened. This creates the need 

for raw (unaltered) log data storage, as any transformation (for instance parsing, 

aggregation, format conversion) could make it questionable or even nullify its 

value as evidence. Computing hash values is a reasonable way to prove data 

integrity, although only storing the logs on a write-once device provides the 

highest level of confidence.  

 

Monitoring and alerting are obvious follow-up actions after logging, yet it is not 

always clear what and how should be monitored. The SMP framework postulates for 

risk-based alerting, prioritized by risk scores (for instance, focus on the assets that are 

business critical or exposed to the public network). Main requirements for monitoring 

and alerting are: 

 

 D.1 Security operations support – key feature of SMP is to enable threat 

detection. SMP shall support differentiating between threats and benign events, as 

well as allow to react on timely manner.  

 D.2 Operational visibility – dashboards and reporting are most common means to 

provide visibility across IT infrastructure. Common use cases are: compliance 

reporting, identity changes and resource access reporting, information on 

attackers' behavior (IOCs, TTP), "top N" approach and trend analysis, 

vulnerability management reporting (for instance scanning reports).  

 D.3 Identity mapping – SMP shall provide a feature for mapping digital 

fingerprints (such as physical address, IP address, account name) to individual 

users. Unique identifiers assigned to users are important prerequisite for user 

accountability, as well as discouraging account sharing (this especially applies to 

privileged accounts).   

 D.4 Privacy support & sensitive data protection – SMP shall not violate privacy 
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laws. This aspect is a subject to local laws, yet usually it is not allowed to monitor 

user's actions without written acknowledgement. Warning banners are often 

placed at the logon screen to the system, reminding that unauthorized access is 

prohibited and activity is monitored. In order to support privacy, SMP shall 

protect sensitive data (such as credit card numbers, social security numbers, etc.). 

Anonymization and pseudonymization techniques can be used to obfuscate 

sensitive information. Support/Security team is able to work on the obfuscated 

data set. Deobfuscation can be performed though, under certain conditions (for 

example court warrant). 

 

SMP also needs to be flexible. Due to the constant evolution of the threat 

landscape and increasing number of threats, security professionals need to adapt 

quickly. Security intelligence helps to prepare against attacks, while automation 

reduces costs and analysts’ fatigue. Both intelligence and automation are important 

parts of modern SMP and should be not overlooked. To support these goals, the 

following requirements were identified: 

 

 E.1 Rapid incident response process – SMP shall support incident response 

process by enriching log data with additional information. CSIRT team can work 

more efficient when detailed information about assets, users, IP addresses and 

domains (WHOIS, GeoIP) is populated automatically. This feature reduces 

analyst effort and instantly presents the context of an event. Incident responders 

shall be included in SMP design stage to make sure that the platform will address 

their needs.  

 E.2 Operations automation – SMP shall aim to eliminate repetitive, tedious 

manual tasks such as interacting with ticketing platform or distributing reports. As 

a result operational security tasks take less time and analyst fatigue is reduced. 

Automated risk score calculation could aid in decision-taking process. The 

researchers are also pointing out that Artificial Intelligence in near future could 

play significant role  in security operations, reducing human effort to minimum.  

 E.3 Internal threat intelligence – collection and processing of threat indicators 

collected by the internal security team can significantly increase efficiency of 

SMP. Usage of centralized internal threat data repository supports efforts of 

securing all organization units, consequently tracking the attackers across whole 

corporate environment (and closing all possible entry points). Collection and 

aggregation of internal threat data also allows for further analysis and discovering 

attackers' TTPs, mission goals, campaigns, etc.  

 E.4 External threat intelligence – external threat data can be collected from 

various sources, such as commercial feeds from cybersecurity vendors, open 

crowd-sourced platforms, government agencies and others. It allows to leverage 

others' experience to protect own infrastructure, yet introduces some challenges 

due to its external nature. Depending on the source, data confidence can vary. 

Furthermore, it is not uncommon to see two organizations using different threat 

intelligence exchange formats, as at the moment of writing there is no industry-

wide consensus on this topic. SMP can easily ingest and utilize low-level threat 

indicators, such as hash values, IP addresses or domain names. Unfortunately, 
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these values change very quickly because attackers are able to modify them with a 

little effort. Higher level indicators (TTP, tools) are more difficult to discover and 

integrate into SMP, yet are valid for long periods of time (and therefore more 

valuable for defenders).  

 E.5 Security analytics – more and more security data is generated every day, 

exceeding the volume that can be processed by standard applications. Taking that 

into account, cybersecurity can be treat as a Big Data problem. Tools for 

processing large data sets already used and successful in other industries (in 

particular Hadoop ecosystem). These can be leveraged to create Security Data 

Lake. It can be defined as a central security data repository, available for other 

applications, such as search engine. Data querying is a very basic use case, as 

much more advanced analytics are possible: User Behavior Analytics (UBA), 

malicious pattern recognition, event correlation and data visualizations. Once 

relevant use cases are identified, Security Data Lake could become a significant 

part of SMP (or even become a replacement for functions that are nowadays 

performed by SIEM).  
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V. EVALUATION 
 

SURVEY RESULTS 
 

A survey was prepared to provide initial, high-level evaluation. The complete list of 

questions is available in Appendix A. A part of questions was open; in the other part the 

respondents were asked to provide a grade from 1 to 5, basing on their subjective perception. The 

highest grade “5” (very good) indicates that the framework part is complete, robust and could be 

applied in the enterprise environment. Grade “4” (good) means that the part is useful, presenting 

value added despite the gaps. Part graded with “3” (average) can be understood as potentially 

useful, needing improvements and further research. Grade “2” (below average) should be used 

for parts somehow useful, yet missing important information. Grade “1” (poor) represents non-

useful parts that should be removed or/and build again from scratch.  

 

According to the survey results, the framework content provides fundamental 

requirements for building SMP. Five main areas of Security Monitoring (parts A to F) met with 

acceptance from all the respondents. The framework areas were recognized as sufficient and no 

additional parts were proposed. This fact might suggest good selection of the framework parts, 

on the other side audience was limited and the result could be different with other peers. The 

figures below present the grading of particular parts.  

 

 
Figure 15: Asset Management part evaluation.  

In Figure 15 there is a chart presenting the results of Asset Management part evaluation. This 

part was found by the respondents as useful (1) or potentially useful (4). Overall score of 3.2 

might suggests that security professionals are already aware of the implications of Asset 

Management aspects to the Security Monitoring issues and they are looking for more detailed 
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guidelines in this area.   

 

 
Figure 16: Risk Management part evaluation. 

Risk Management part is rather short, yet it postulates for risk-driven Security Monitoring and 

SMP as the tool to ensure (enforce) compliance. Figure 16 presents survey results for that part. It 

can be noticed that 3 of 5 respondents see described approach as adequate (grade 4, good). This 

resulted in overall grade 3.6, the highest score of all framework parts. Such outcome highlights 

that looking for synergy between Risk Management and Security Monitoring could yield 

valuable results.  

 
Figure 17: Logging practices part evaluation.  
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Part C: Logging practices was rated as “average” by three the respondents, yet two other gave 

“good” grade, which resulted in 3.4 overall grade. Such score indicates that this part presents 

value to the reviewers and could be potentially useful within enterprise environment (after some 

adjustments).   

 

 
Figure 18: Monitoring & alerting part evaluation. 

 Monitoring & alerting part have the lowest average grade: 3.0, as one of the experts found it 

below acceptable level (grade 2 – “below average”). Most of the respondents see this part 

“somehow useful”, yet the entered comments (Table 18) suggest that the part should be more 

extensive in describing solutions, as well as discuss possible solutions to the well-known issues.  
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Figure 19: Automation & evaluation part evaluation.  

Three respondents rated the “Automation & Intelligence” part as “good”, however one was not 

satisfied (“below average” grade). This framework part identifies use cases, yet does not provide 

clear guidance – perhaps due to that gap it has got two grades below “4”. Final score of 3.4 

might be related to the fact that this part describes most current information security trends, 

integrating innovative types of approach into the framework recommendations.   
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Figure 20: General framework evaluation. 
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Comment Observations & conclusions 

Part A: Asset Management 

“A system that does not automatically find, fetch and 

add assets will be incomplete in no time, the manual 

task is suboptimal” 

Framework should more clearly state that manual asset 

import should not be used (although it is called ‘a worst 

case scenario’). The risk of inconsistency should be 

highlighted.  

Part B: Risk Management 

“Using threat modelling to define and add use cases is 

smart, but you need to put more weight on use case 

development, since that is where the SMP value comes 

from” 

Use case development section could be adjusted.  

Part C: Logging practices 

“A lot of good, but you cannot segment log retention 

by simply what type of logfile it is, more granular 

control is needed” 

Framework should postulate more granular log 

retention.  

Part D: Monitoring & alerting practices 

“Again, a lot of good thoughts, but analyst fatigue from 

too many alerts is essential here, you need to be able to 

scale up the amount of alerts generated slowly and add 

automation to handle the volume as you scale up” 

Put more focus on eliminating analyst fatigue.  

“What about anomaly detection, top n approach are not 

effective” 

Although part E.5 mentions analytical approach, 

anomaly detection is actually not covered. This 

technique is well-known in IT security field and should 

be covered.   

Table 18: Evaluation – critical comments.  

Figure 20 presents the respondent’s opinions on the Effectiveness, Robustness & Business 

orientation of the SMP framework (relating to the definitions of these attributes described in the 

appendix). General results between 3.0 and 3.5 mean that the most of the framework parts were 

established correctly and might present value added when applied in the enterprise environment. 

Such outcome imply that the whole framework, according to the taken grading scale is “average” 

(three out of five). As the initial version of the framework aimed for grade between 3.5 and 4.0, 

which is slightly below the author’s expectations. Such a result indicate that some shortcomings 

exist and need to be addressed. The framework would require improvements in several areas in 

order to become enterprise-ready solution. Some critical notes from the experts are presented and 

discussed in Table 18. As the next steps, another round of framework development could be 

performed to address the shortcomings and incorporate further improvements. Then a more 

detailed expert evaluation could take place, reviewing and commenting each part of the 

framework (assuming availability of project resources). Once the framework reaches maturity, it 

might be eventually implemented in a real-world scenario. Without a case study it would be hard 
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to determine how it actually helps to design and implement SMP (business context is required). 

To sum up, presented quantitative evaluation gives first indications on the framework usefulness 

and encompasses the direction of future research.  
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VI. DISCUSSION 
 

1. SUMMARY AND CONCLUSIONS 
 

1.1. Summary 

 

SMP spans across many different areas of the enterprise, exceeding the traditional scope 

of IT operations. Many aspects have to be considered in order to establish SMP. Architecture and 

design requirements for building SMP can be grouped into six different areas, using SABSA 

questions (What - Assets, Why - Risk and How – Security Monitoring) and functional categories 

of technical controls (Logging practices, Monitoring & alerting, Automation & intelligence). 

During the research twenty most common requirements were identified and briefly described, 

taking financial services institution as a model enterprise. By following these requirements one 

shall be able to design and build SMP that supports business by achieving compliance goals and 

reducing risks.  

 

1.2. Overview 

 

The research question of the thesis was “What are the architecture and design 

requirements for building Enterprise Security Monitoring Platform?”. In order to answer it, a 

framework has been created, using the DSRM. Initially, three of six SABSA questions (what, 

why, how) were used to support the definition of framework parts. Another three complementary 

aspects (who, when, why) also have to be considered by the Security Architect, yet that area was 

out of SMP scope. Basing on these fundamentals, SMP can be defined as a construct that 

implements Security Monitoring Program in order to reduce the risk to company data.  

 

From three parts discovered in the abstract layer, five framework areas were derived at 

the architecture layer, basing on the literature review and practitioner experience. Links between 

these parts can be observed in Figure 8. Although the survey respondents did not opted for 

different framework areas, this choice is still discussable. 

 

Regarding results of the thesis, the paper provides twenty main requirements grouped in 

five previously defined categories. Obviously, the framework could be easily extended, if one 

requires additional, non-standard requirements. An organization could use this framework as a 

core for building its SMP. The framework not only provides SMP definition and requirements 

but also provides insights on implementation: 

 

 A.1 SMP scope definition  – presents pros and cons of different SMP on-boarding 

approaches (platform initialization) 

 A.2 SMP scope updates – introduces possible solutions to keep SMP scope up-to-date 

 A.3 Asset classification – guide how classification could be used to support SMP 

 A.4 Asset localization – explains how localization provides the context for security 

operations 

 B.1 Risk-driven Security Monitoring – helps to understand how Risk Management can 

give input for SMP; provides an example how Threat Model can be used for SMP use 
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cases 

 B.2 SMP as a tool to ensure compliance – highlights the impact of laws, regulations and 

standards on SMP content; gives an example how to incorporate new compliance 

requirements into SMP scope 

 C.1 Logging standards – mentions common logging issues with timestamps and 

formatting; emphases the importance of creating organizational standards and guidelines 

for logging 

 C.2 Centralized logging – presents the advantages of storing logs in a central location 

 C.3 Secure transport – explains how confidentiality, integrity and availability of log data 

can be maintained in transit 

 C.4 Storage & archiving – gives examples of security measures for data at rest and 

discusses retention policies 

 C.5 Forensics support –  shows how SMP can support forensic investigation 

 D.1 Security operations support – discusses how SMP can trigger alerts and initiate 

incident response procedures 

 D.2 Operational visibility – provides sample use cases for infrastructure visibility 

 D.3 Identity mapping – highlights the importance of accountability in IT environment 

 D.4 Privacy support & sensitive data protection – presents general data protection 

considerations for SMP  

 E.1 Rapid incident response process – proposes systems integrations and data enrichment 

as a way to reduce incident response time and support CSIRT investigations 

 E.2 Operations automation – explains how reducing manual interactions can increase 

efficiency of security operations; discusses pros and cons taking ticketing system as an 

example 

 E.3 Internal Threat Intelligence – shows the benefits of centralized threat management 

 E.4 External Threat Intelligence – presents different types of external threat intelligence 

feeds and IOC usability 

 E.5 Security Analytics – introduces security data lake concept and use cases 

 

Instead of focusing on one or another aspect, the framework gives a high level overview of the 

field and offers a set of best practices. It also attempts to bring standardization and provide 

guidance in the broad and fuzzy field of Security Monitoring. Despite the initial evaluation, it 

could be hard to recognize the potential contribution to the practice. Still, some experts’ 

comments indicate potential usefulness of the framework.  

 

To sum up, the framework provides the answer to the research question, enumerating 

fundamental architecture and design requirements for building SMP. It also brings SMP as a new 

concept, providing a new perspective to the field. Evaluation part suggests that further research 

in this area is needed.  

 

1.3. Critical notes 

There are some critical notes that can be made about the framework: 

 

 Five main framework parts (A – E) were designed to provide the best possible coverage 

to various sets of SMP requirements, yet one could solve this problem in a different way 
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(resulting in different categories). In fact, the parent categories were introduced mostly to 

improve framework usability and give a high level picture of SMP. An organization using 

this framework might want to rearrange the main categories accordingly to its needs.  

 The framework is more likely to be used in the financial services organizations 

(enterprise role model in this paper), yet it should to be noticed that this is a virtual 

limitation. In fact, the financial sector should be seen as an example of industry which 

relies on Security Monitoring. Actually, with minor adjustments, the framework may be 

applied in any industry.  

 The verbosity of requirement description varies from section to section. Some issues are 

only briefly described, while the others get more attention. This unintended bias could be 

caused by literature availability on certain topics, subjectively perceived 'importance' and 

personal experience in the subject area. Naturally, making the framework more consistent 

is a place for future development.  

 The value added created by the framework is hard to determine.  Conducting a case study 

of re-defining existing SMP could help to recognize the benefits of following the 

framework’s requirements (in comparison to the old setup). Still, setting up such a project 

would be very difficult, as the return of investment is not known. Furthermore, big 

enterprise environments are usually very resistant to architecture changes, due to their 

complexity. Due to that issues, expert evaluation seems to be a reasonable choice (yet it 

also have some drawbacks). Although evaluation from experienced security professionals 

was conducted, due to the framework complexity, it was done only at the high level. Five 

experts have decided to take part in a survey, giving the grades based on their subjective 

opinion. Obviously, another group of evaluators could produce different or similar 

feedback, yet not the same. In order to get more comprehensive feedback, every single 

aspect should have been discussed in a very detailed manner. In such way it would be 

more likely to get indications of real framework’s potential. Unfortunately, that requires a 

lot of time from the experts side, which could be really difficult to obtain without a 

proper sponsorship. Only a general evaluation was performed, resulting in relatively 

quick and less verbose output. This issue could be considered as a major limitation of the 

thesis. Nevertheless, the survey gives some insights on framework usefulness and may be 

used for future improvements.   

 

1.4. Results in the light of previous research 

 

During the literature review four related papers were introduced: 

 CSOC framework [6] 

 Digital Forensics-aware Framework for Web Services [9] 

 Integrated Security Framework [55]  

 Cross-Boundary Enterprise Security Monitoring (based on the Fusion Framework) [56] 

 

After a brief analysis of key topics it can be noticed that SMP have a big common part with the 

CSOC framework. It is not a surprising finding, as Security Monitoring is a key feature of any 

SOC. Notable similarities are: centralized log collection, near-real time monitoring and alerting, 

false-positives reduction, data enrichment and other. CSOC additionally discusses People, 

Processes & Training, as well as SOC Strategic Objectives. Although it mentions that Log 

Management becomes a Big Data problem, it does not go into Security Analytics or Data Lake 
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topics (neither Threat Intelligence). Interesting finding of the CSOC framework is that logging 

levels should be correlated to the risk appetite and sensitivity of the organization. It also sees 

value in vulnerability scanning and privileged user monitoring. These findings also relate to 

Security Monitoring and could be incorporated into SMP framework. Conceptual comparison of 

the frameworks can be found on the figure below (please note: the figure provides only a general 

overview of each framework’s key topics to familiarize the reader with differences and 

similarities). 

 

 
Figure 21: Comparison of SMP framework and CSOC framework.  

 

Digital Forensics-aware Framework for Web Services covers only forensics requirements. These 

are a subset of requirements for SMP. Due to this, there is no point in comparing these two 

frameworks. However, it is still worth to notice some similarities. Digital Forensics-aware 

Framework also uses SABSA methodology to create requirements. Moreover, it recognizes the 

need to protect integrity of log data, provide identity mapping and support privacy.  

 

Despite the fact that Integrated Security Framework (ISF) was created in particular to protect 

industrial automation control systems (IACS), it presents the same holistic approach to 

cybersecurity as SMP framework. The difference is that ISF is domain-based. It introduces three 

domains of security analysis: Threat Domain, System Domain and Security Domain. Each 

domain represents different tasks and separate groups of security professionals. SMP is divided 
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into five parts based on the categorization of requirements (initially derived from SABSA). ISF 

uses asset-centric model based on perspectives (in particular: Functional Perspective, Network 

Perspective, Data Perspective, Person Perspective and Resource Perspective). SMP uses asset 

classification and localization (and eventually is risk-driven, not asset-centric). Yet, the main 

difference between ISF and SMP is that SMP goes to the lower-level, providing very specific 

recommendations. The key concepts of these two frameworks are presented on the figure below 

(please note: the figure provides only a general overview of each framework’s key topics to 

familiarize the reader with differences and similarities).  

 

 
Figure 22: Comparison of SMP framework and ISF framework. 

 

Cross-Boundary Enterprise Security Monitoring (C-B ESM) method developed by Li Y. et al. is 

in many ways similar to SMP framework. They both call for business context in Security 

Monitoring, as well as enterprise-readiness, incorporation of Security Intelligence, data 

enrichment, correlation, visualization, monitoring, rapid incident response (through automation 

and integration with ticketing and management systems) and reporting. C-B ESM is based on the 

Fusion Center Model, proposing enterprise Fusion Center delivering preventative, detective and 

corrective controls (while SMP is focused on detective and corrective controls). C-B ESM also 

discusses data exchange model and several event format standards and briefly mentions 

challenges with Big Data processing (although does not consider opportunities). It uses Return 

On Investment (ROI) calculation as a business justification for investment. The paper propose a 
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holistic, enterprise level approach for Security Monitoring which can be used as a meta-model 

for Security Architecture. However it does not provide information how to establish scope, 

collect/process log data, support compliance etc. SMP framework fills this gap, providing a list 

of requirements that can be used as a blueprint. In fact, SMP may be used to assist in the 

implementation of C-B ESM solution. Conceptual comparison of these two frameworks can be 

found on the Figure 23 (please note: the figure provides only a general overview of each 

framework’s key topics to familiarize the reader with differences and similarities). 

 

 
Figure 23: Comparison of SMP framework and C-B ESM framework.  

SMP framework also covers all the concepts revealed in the literature review (Table 4).  

 

2. IMPLICATIONS 
 

2.1. Implications for practice 

The main aim of this study was to create a framework for SA practitioners, providing the 

definition of SMP and requirements for building it in the enterprise environment. This was 

achieved by merging information from various sources into the list of twenty requirements, 

grouped by five categories. Due to the nature of evaluation, some of the below contribution 

claims can be considered speculative. Nevertheless, the following should be noticed: 

 

 The framework may provide assistance in the creation of architecture and design 
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documents, as well as serve as a checklist for a Security Architect (points A1 to E5). A 

notable improvement in the light of previous literature is introducing SMP as a unified 

logical construct. In other words, SMP concept combines different enterprise systems 

(asset management, case management, data analytics, SIEM, etc.) under one abstract 

platform. Unlike the frameworks focused on security operations [6], assets to protect [55] 

or information sharing & visibility [56], SMP framework is basing on unified detection 

measures concept. Following this approach, practitioners should be able to create more 

efficient SA, benefiting from synergy effects between different SMP components. Such 

solution gives robust and holistic view across enterprise security monitoring program.  

 The paper contains a set of best practices for Security Monitoring. These might seem 

obvious to the industry leaders, yet are still not so widely adapted by others. The border 

between bleeding edge technologies and state of the art is constantly moving. For 

example, SIEM tools were not so common in the past, yet nowadays they are widely 

adapted in order to achieve compliance with PCI DSS [29] and other regulations that 

require periodical log review. It has been noticed quickly that manual log review is not 

possible due to ever-growing log data volume and automatic alerting tools are necessary. 

As at the moment of writing traditional SIEM software is often not able to process 

massive amounts of data generated by IT infrastructure. SMP framework introduces big 

data solutions as a part of the platform. From this perspective, the thesis can be 

recognized as a paper providing guidance for companies or at least a self-assessment 

material.  

 As security is not only IT problem but also business problem, SMP framework shows the 

interconnections between business requirements and security operations. This implication 

is especially visible in heavy-regulated environments of financial services companies, 

where non-compliance risk is considered very seriously. It should be noticed that the role 

of Security Monitoring in the enterprise is to support the business.  

 

In the light of recent regulations that require breach detection and notification (GDPR [3] and 

similar laws), the need for SMP framework is clearly justified. Despite some gaps mentioned in 

the previous section, the framework can be seen as a step forward in Security Monitoring 

standardization and development. It also unveils potential for future studies.   

 

2.2. Implications for future research 

 

Enterprise Security Monitoring area provides many opportunities for research. SMP 

framework described in this paper leaves a room for further development, especially considering 

comments from the experts and rapid changes in cybersecurity field. The following suggestions 

should be considered for research continuation: 

 

 In this study, the concept of SMP was introduced. In the past SMP was used to be a 

synonym for Log Management or SIEM system, yet the situation keeps changing along 

with the technology advancement. With the clear move of the whole information security 

industry from prevention towards threat detection, more and more detective 

countermeasures appeared. These can be a part of bigger, centrally orchestrated platform 

– SMP. A research on SMP role in the enterprise and potential components could yield 

useful insights for running a security program.  
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 As SMP is a very complex topic, it may be beneficial to organize a Delphi study with a 

panel of specialists with different background (for instance Asset Management, Risk 

Management and Security Monitoring specialists). Due to SMP complexity, joint efforts 

of an expert group may provide a comprehensive and reasonably prioritized content. In 

such way a new list of requirements could be created and compared with the results of 

this paper. However, as previously mentioned, this won’t be possible without relevant 

management support and funding.  

 This paper provides only a high level evaluation attempt, due to time and material 

limitations. Future research could include designing or adapting an existing methodology 

for evaluating the SMP framework. This can be achieved by analyzing how the 

framework supports SMP goals. Still, these have to be defined in the first place. 

Thereafter they could be followed by the measurements.  

 Following the results of conducted survey, guidance on security use cases development 

may improve value added of the SMP framework. In fact, there are many powerful tools 

on the market, yet they need to be properly used to be effective. Research on use case 

development for SMP could fit this gap pointed out by practitioners.  
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APPENDIX A: QUESTIONNAIRE FOR PARTICIPANTS 

OF THE SURVEY 
 

EXPERT EVALUATION SURVEY 
The following survey has been prepared for the evaluation purpose. The respondents 

should complete it by their real name, however they could choose to not publish it in the paper. 

The abbreviation list and framework content were attached to the survey.  

 

Page 1 

Survey title: Security Monitoring Platform Framework - Evaluation 

Page title: About you 

Additional text: Providing your contact details is not mandatory. Please include it if you are 

open to further discussion.  

 

Question 1: Do you want to stay anonymous? If so, your name won't appear in the thesis paper. 

Input: Options - Yes or No.  

 

Question 2: Please provide your name. It won't be publicly disclosed if you have chosen to stay 

anonymous.  

Input: Text field. 

 

Question 3: Please provide your email or leave blank. 

Input: Text field.  

 

Question 4: Please provide your company name or leave blank. 

Input: Text field.  

 

Question 5: Please provide your job title. 

Input: Text field.  

 

Question 6: What is your experience in IT Security field? Please provide number of years. 

Input: Text field.  

 

Page 2 

Survey title: Security Monitoring Platform Framework - Evaluation 

Page title: Framework content evaluation 

Additional text: (1) poor, (2) fair, (3) good, (4) very good and (5) excellent 

 

Question 7: How do you rate part A, Asset Management? 

Input: Rating 1-5.  

 

Question 8: What are your comments to part A? 

Input: Text box.  

 

Question 9: How do you rate part B, Risk Management? 
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Input: Rating 1-5.  

 

Question 10: What are your comments to part B? 

Input: Text box.  

 

Question 11: How do you rate part C, Logging practices? 

Input: Rating 1-5. 

 

Question 12: What are your comments to part C? 

Input: Text box.  

 

Question 13: How do you rate part D, Monitoring & alerting practices? 

Input: Rating 1-5. 

 

Question 14: What are your comments to part D? 

Input: Text box.  

 

Question 15: How do you rate part E, Automation & Intelligence? 

Input: Rating 1-5. 

 

Question 16: What are your comments to part E? 

Input: Text box.  

 

Page 3 

Survey title: Security Monitoring Platform Framework - Evaluation 

Page title: General evaluation 

Additional text: Framework general objectives; Effectiveness - Provide guidelines to ensure 

desired usability, maintainability and performance; Robustness - Providing a set of objectives for 

a Security Architect to create architecture and design for SMP; Business orientation - Alignment 

with business goals of financial services industry: supporting compliance, enabling security 

incident detection (protecting reputation and business operations), reducing incident handling 

costs 

 

Question 17: How would you rate the framework regarding its general objectives? 

Input: Rating matrix 3x5 (see figure below). 

 
Figure 24: Rating matrix for framework’s general objectives.  

Question 18: Do you think that 5 areas defined by the framework are sufficient? Would you add 

some more or arrange them differently? 

Input: Text box.  
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Question 19: Do you have any other comments, questions, or concerns? 

Input: Text box. 
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APPENDIX B: SMP FRAMEWORK KNOWLEDGE BASE  
 

 

Framework part Knowledge base 

A.1 SMP scope definition [48] CRR Supplemental Resource Guide, vol. 1, Asset 

Management 

A.2 SMP scope updates [48] CRR Supplemental Resource Guide, vol. 1, Asset 

Management 

A.3 Asset classification [30] Information Classification – Who, Why and How 

[31] CISSP (ISC)2 Certified Information Systems 

Security Professional Official Study Guide. Seventh 

Edition, p. 160-164 

[48] CRR Supplemental Resource Guide, vol. 1, Asset 

Management 

[50] Threat Mitigation and Detection of Cyber Warfare 

and Terrorism Activities, p. 24 

A.4 Asset localization [48] CRR Supplemental Resource Guide, vol. 1, Asset 

Management 

[50] Threat Mitigation and Detection of Cyber Warfare 

and Terrorism Activities, p. 24 

B.1 Risk-driven Security 

Monitoring 

[28] Applying STRIDE 

[31] CISSP (ISC)2 Certified Information Systems 

Security Professional Official Study Guide. Seventh 

Edition, p. 60-62 

[49] Risk-based Approach to IT Systems Life Cycle 

and Change Control 

B.2 SMP as a tool to ensure 

compliance 

[29] Official PCI Security Standards Council Site 

[50] Threat Mitigation and Detection of Cyber Warfare 

and Terrorism Activities 

C.1 Logging standards [51] Logging and Log Management: The Authoritative 

Guide to Understanding the Concepts Surrounding 

Logging and Log Management 

C.2 Centralized logging [29] Official PCI Security Standards Council Site 

[51] Logging and Log Management: The Authoritative 

Guide to Understanding the Concepts Surrounding 

Logging and Log Management 

C.3 Secure transport [31] CISSP (ISC)2 Certified Information Systems 

Security Professional Official Study Guide. Seventh 
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Edition, p. 173-174 

[51] Logging and Log Management: The Authoritative 

Guide to Understanding the Concepts Surrounding 

Logging and Log Management 

C.4 Storage & archiving [31] CISSP (ISC)2 Certified Information Systems 

Security Professional Official Study Guide. Seventh 

Edition, p. 167-168 

[51] Logging and Log Management: The Authoritative 

Guide to Understanding the Concepts Surrounding 

Logging and Log Management 

C.5 Forensics support  [31] CISSP (ISC)2 Certified Information Systems 

Security Professional Official Study Guide. Seventh 

Edition, p. 806-810 

[37] Secure audit logs to support computer forensics 

[38] Finding Partial Hash Collisions by Brute Force 

Parallel Programming 

D.1 Security operations 

support 

[4] SIEM Approach for a Higher Level of IT Security 

in Enterprise Networks 

D.2 Operational visibility [4] SIEM Approach for a Higher Level of IT Security 

in Enterprise Networks 

D.3 Identity mapping [4] SIEM Approach for a Higher Level of IT Security 

in Enterprise Networks 

D.4 Privacy support & 

sensitive data protection 

[3] General Data Protection Regulation 

[29] Official PCI Security Standards Council Site 

[31] CISSP (ISC)2 Certified Information Systems 

Security Professional Official Study Guide. Seventh 

Edition, p. 139-145 

E.1 Rapid incident response 

process 

[35] OTRS: Streamlining CSIRT Incident Management 

Workflow 

[36] Apache Metron - Enrichments 

E.2 Operations automation [25] Security Automation for Information Security 

Continuous Monitoring: Research Framework 

[26] Information security automation: how far can we 

go? 

[39] Role of artificial intelligence in enterprise 

information security: A review. 

E.3 Internal threat 

intelligence 

[45] Threat Intelligence: What It Is, and How to Use It 

Effectively.  
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E.4 External threat 

intelligence 

[41] Enterprise Detection & Response. 

[45] Threat Intelligence: What It Is, and How to Use It 

Effectively.  

E.5 Security Analytics [20] Security Analytics: Big Data Analytics for 

cybersecurity: A review of trends, techniques and tools. 

[40] The Security Data Lake. 1st edition. 

Table 19: Knowledge base for the SMP framework. 


