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Abstract 

The Internet has evolved and continues to evolve rapidly and as adults we understand 

the need to be careful with various issues including our privacy, scams, bullying and as 
adults we stumble across unwanted material that might be considered inappropriate. 
Children also need to be protected and this thesis will research what children do when 
they are online, and what protection is currently given to children. The research will also 

include input from teachers and parents and find out what experiences they have and 
what they are doing to protect children. The thesis will involve software testing to evaluate 
how effective parental control software is, and possibilities of it being hacked. This research 
will concentrate on smartphones, and in particular the Android operating system, the 
reason is that Android phones can be purchased cheaper than an iPhone, and therefore 
are more likely to be used by a child. A developer’s version of Android can also be 

configured to run it in a virtual machine running on a PC which makes various testing 

possible. The thesis will also involve reviewing other organisation’s research and findings 
and how it compares to my own research. The thesis will give advice on how to move 
forward in relation to keeping children safe online. 
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1 Introduction 

There has been much recent media attention given to people’s data privacy and also 
keeping children safe while online. Even for adults we know the way we can accidentally 

stumble across inappropriate pictures and how we can receive spam emails ranging from 
scams to fake medicine with completely inappropriate text even for adults. It’s very hard 
even for an adult to avoid it, and there are legitimate concerns as this is highly 

inappropriate for children. Keeping children safe online includes keeping them protected 
from viewing material which is suitable only for adults, there is also material which is 
illegal which children may accidentally encounter while surfing the Internet. We should 
ensure that no conversation should develop which is inappropriate or that inappropriate 
language be used while a child is on the Internet is also important. We should ensure that 
the Internet will not be used as a channel for children to be bullied, groomed or some 

type of extortion to take place. This thesis addresses the question, how to make children 
safer while on the Internet. 

1.1 CyberSafeIreland 

CyberSafeIreland (2017) is a recent report which has an in depth analysis and which 

follows the subject matter. The fact that it is a recent report in an area which fluctuates 
and changes rapidly makes it useful for this thesis. CyberSafeIreland has been in existence 
for just over two years and provides parents and teachers with guidance on using 
technology in an informed and safe way for children under the age of 13. According to 
CyberSafeIreland (2017) they refer to the EU Kids Online survey, which is referred to as 
the most comprehensive European survey of its kind, that younger children were active 

online, with or without the permission of their parents. The survey results was that 52% 
of 11-12 year olds had a social media profile and one in five for 9-10 year olds. 
CyberSafeIreland (2017) state that the handling of underage social media use is set to 
become an even more important topic with the coming into effect of the General Data 
Protection Regulation (GDPR) in May 2018.  

 

CyberSafeIreland (2017) did research in 2016 and 2017 and spoke directly to 4,893 
children aged between 8 and 13 and also 885 parents. Amongst the 628 children surveyed 

for the research Snapchat and Instagram were the most popular instant messaging among 
the group and the children used social media apps along with Musical.ly, YouTube, Viber 
and WhatsApp. The survey showed 16% of the children spend over 4 hours online a day, 

and 22% of the children surveyed were in online contact with strangers. Most of these 
(14%) reported that they were in contact at least once a week and 6% of this number 
stated it was every day. Almost a third of children have either never spoken to their parents 
or guardians about online safety or have not done so in the last year. During 
CyberSafeIreland workshops with 8-10 year olds, 64% of the time at least one child was 
playing adult rated games. The research also showed 12% of all children surveyed in the 

report had shown themselves in YouTube videos. CyberSafeIreland are a charitable 
organisation so it could be considered presenting findings with no bias, and to be honest. 
A number of other studies from other agencies were also identified such as a report from 

UNICEF from Lansdown, G. (2012) titled “Child Safety Online Global Challenges and 
strategies”, and also U.S. Dept. of Justice (2010) titled “the national strategy for child 
exploitation prevention and interdiction”. These reports will be given consideration, 
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however one problem with these two articles is that they are six to eight years old and 

the Internet has evolved so fast.   

1.2 Purpose 

In business, the CIA triad represent information security in terms of confidentiality, 
integrity and availability (Guttman and Roback, 1995). This CIA triad might work well 

for business and organisations but yet may not be supportive enough for children. Stallings 
et al. (2014) also state that although the use of the CIA triad defines security objectives is 
well established in the security field, that additional concepts are needed to present a 
more complete picture.  

Children are defined as 12 years and younger, who are using the Internet are exposed 
to information, not all of it appropriate or good for them. When being so young parents 

and guardians have responsibilities to keep them safe from what is inappropriate, however 
children, as seen above in the CyberSafeIreland (2017) report, actually do things on the 
Internet that they do not inform the parents or guardians about. There are parental 

controls that are solutions for the situations, but those can be bypassed. And, many children 
do so. In a recent study, Finnish children age 10-12, their use of the Internet and their 
online safety have been addressed (Hartikainen, 2017). In that study criticism of parental 

control software was presented, however they were not put under experimentation or 
testing. 
 

This thesis will therefore explore, discuss and make suggestions for making children 
safer while on the Internet, while also testing parental controls.  

 

1.3 Delimitation of the study 

Since the survey was carried out by CyberSafeIreland, the Digital Age of Consent has 
been set at 13 years in the Republic of Ireland, it is also 13 years for countries such as the 

United Kingdom and the United States of America, so this age is in keeping with other 
countries. CyberSafeIreland themselves argued that this age should be set to the lowest 
possible level (i.e. 13 years) on the basis that the majority of the thousands of children 

with whom they had consulted already had an online presence, some of the children 
surveyed had lied about their age to set an account up on an online service.  

 

The debate on the digital age of consent fails to address the critical issue of under-age 
use or to provide guidance on how to best protect children from harm on the Internet. 
CyberSafeIreland also say that it is very clear that social media platforms are not doing 
enough to prevent under-age use or to protect this community of under-age users. An 
example used was the significant inconsistencies in how social media and messaging 
platforms implement safeguards for children and younger users, which includes privacy 

settings and reporting mechanisms. This thesis will address the online habits related to the 
Digital Age of Consent, i.e. 13 years, however this have been done by approaching parents 
or guardians.  

Another delimitation of the study is that it builds upon talking with people and not 
observing how children actually behave, except the review of their own instructional 

videos for how to bypass controls. These delimitations are set due to privacy issues and 
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ethical considerations.  

1.4 Disposition 

The following section will account for the methodology that has been used in the 
study. This is followed by a presentation of relevant theoretical domains, in which for 
example the identified risks and the CIA triad will be detailed. After that, the findings 

from the study are presented and discussed, leading to some suggestions of how to help 
mitigate against these threats and also further research to increase privacy amongst 
children. The thesis will end with conclusions and suggestions for further studies.  
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2 Methodology  

This section describes the strategy and the different methods used in the information 
gathering process for the study.  

2.1 Strategy and approach 

The nature of the problem in a study directs the choices of methods. This study 

addresses problems that can occur on the Internet for children and ways to mitigate such 
violation of privacy. This means that the study seeks information related to peoples’ 
interpretations of different situations, thus the empirical data is qualitative (Seale and 
Silverman, 1997). Related to this approach is the limitation of large sample data collection 
as is expected in quantitative studies. Nevertheless, when the effort is to understand 
activities, perceptions, attitudes and so on a qualitative approach is recommended (Seale 

and Silverman, 1997).  
 

Studies that make an effort to have an effect on practice are common in information 
systems research (Baskerville and Myers, 2004). Also, a practice-based approach has been 
investigated to contribute to information security (Lundgren, 2014). Action research is a 

strategy that is directly aiming for understanding and solving practical problems, 
simultaneously also contributing to the scientific body of knowledge (Baskerville and 
Myers, 2004). Action research builds upon first identifying the social situation or problem, 
and second, bring about a collaborative change (Baskerville and Myers, 2004). This thesis 
applies the basic logic for such a strategy, while may not fully follow the action research 
two-step process.  

 
The activities to collect data for this study have been by doing a literature review, 

completing a questionnaire and performing interviews. Also, an Internet search and own 
experimenting with software has been used to gain knowledge about the chosen topic.  

2.2 Literature review 

Starting from textbooks on information security (e.g. Stallings and Brown, 2014), I 
found that the client security subject would be appropriate to this study. The other 

subjects were ‘define layers of client’ and ‘Internet and Server in information security’, 
but those are not relevant for the chosen topic. The textbook supported how to apply 
client security and the CIA triad. In addition to this, the literature review started by 

searching for articles, mainly by using Google Scholar and the university’s library services. 
 
The literature review resulted in a description of the main knowledge domains that 

was found relevant for this study (i.e. Chapter 3).  
 

2.3 Data collection 

Besides data from literature, empirical data has been collected in several ways. This has 

been done to get a rich picture from several sources. A core benefit is the possibilities to 
categorise the findings from different points of view (c.f. inductive studies, e.g. Silverman, 
2000). 
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2.3.1 Interviews 

Twenty people have been interviewed. The interviews have been more of a 
conversation with a purpose (e.g. Gill et al., 2008), yet following a set of topics to provide 
structure, see Appendix 1. I reached out to people I work with, in my own community 

etc. I ensured to raise the topic and to have a general discussion in a relaxed environment 
without making any recordings or notes. This was done to keep the interviewee at ease 

and notes were then made directly afterwards. The questions asked were based on the 
questionnaire and also the experimental studies that I have done. The effort was to get 
further information beyond what was being asked in the questionnaire and the interviews 
yielded more in-depth answers.  The interviews were analysed and served as a basis for a 
questionnaire.  

2.3.2 Questionnaire 
Twenty parents were asked to complete questionnaires on this subject, and of those 20 

I got 15 questionnaires replied to.  Appendix 2 shows the questionnaire guide used, I 

asked was the child under thirteen years of age as this was the age group being researched 
and children 13 years or older are outside of the digital age of consent. I asked if the 

parent discussed with their child Internet safety as the initial research indicated parents do 
not. I asked were parental control configured on Internet devices and would they be 
comfortable doing an installation. I felt it was important to find out, in the event 
installation was too complicated then this would affect the uptake of parents and guardians 
installing it on children’s smartphones. I also wanted to find out what websites they were 

using, and then during the online research I would evaluate the type of material that is 
on these websites. I queried how long their children were on the Internet each day, as the 
longer a child spends online the harder it is to keep track of their activity, and the chances 
of being exposed to something inappropriate, or something happening to them increases. 
I wished to find out if the children were using webcams, taking pictures and videos as 
uploading them can result in them being used for something that was never intended and 

can affect the child’s privacy. The adults were asked if they had heard of the darknet, what 
it was and were their children using it. The darknet is a place that a child could get 
themselves into trouble and I feel to apply good parenting means needing to understand 
the danger areas and how to identify them if they are being used by children.  I asked if 
parents were aware of apps like YouTube kids which are safer for their kids to use when 

they are on the Internet than YouTube as there are controls on video content being 

children appropriate. I asked if parents are aware of tutorials on YouTube on how to bypass 
parental controls, and how to amend words to bypass filters. This would also emphasise 
that adults should be aware not to completely trust parental control software and instead 
it should be used as an extra layer of security and reinforcing the defence in depth theme 
applied to security. I asked if their child had their own smartphone or secondly access to 
a smartphone. I then questioned on their smartphone usage of using it at home or outside 

the home, as it is harder to control what the child is doing if they are using the smartphone 
outside the home and an example is the child could use the phone public WiFi hotspots. 
I posed the question does the child bring the smartphone into the bedroom or bathroom, 
as an example in the event they are taking pictures of themselves, or late at night when 

people are asleep they are online. I asked were parental controls setup on the smartphone 

that the child uses and I also queried what Android version was in use as the later the 
release the better the level of patches for security. Parents were asked if anti-virus was 
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installed on the phone as this will help avoid malware.  

2.3.3 Seminars 
I attended a seminar arranged by the local school which involved two different schools 

in the one seminar. The reason why the seminar was organised was to educate parents in 
parenting children when using the Internet. The lecturer was from a local university, who 
lectured in the computing field and was a parent themselves. There were approx. 20 

parents at this seminar which was extremely low given the number of children in the two 
schools. The reason for participation in the seminar was to get an overview of child 
Internet safety. I also arranged an own seminar with support of the local library, it was 
with a parenting group that meet in the library and I arranged to give a free talk on 
information security and how they could relate it to their children and I got a nil turnout.  

2.3.4 Software testing 
For testing purposes I setup Oracle VirtualBox (www.virtualbox.org) and installed a 

developer’s version of Android 7 on it, this will allow me to install Android on a virtual 
machine (VM) and create a golden image. From this VM I can then clone it so that I have 
many instances to run tests on. I can do many installations of the same or different parental 

control software and do testing and being on a PC it will allow screen captures to be 
taken and included in the thesis as required. I also have an Android smartphone dedicated 
for the study which can be used for parental control software installation and testing. 
Given that I am using a developer’s version in a VM I can cross reference any findings in 
the event it shows an error that is not in the developer’s solution. The main software that 

I am using for the testing is Qustodio (www.qustodio.com)  and 
Norton(https://family.norton.com/web/ ), due to the fact that I can use a free or trial 
version while Net Nanny (www.netnanny.com) requires a purchase. During the testing I 
will try to mimic a child and try to access the Internet and YouTube (www.youtube.com), 
among others, and see what I can get. A good example would be to search on the word 
‘naked’ and see what is returned and what images can be viewed. A good solution would 

block these images, these images can be found even by accident by a child. A child should 
be protected from such images. A child should be protected from chat rooms where they 
could be exposed to inappropriate messages and pictures etc. 

 

2.3.5 Internet search 

An online search has been carried out to try and identify areas children might look at 
and what they could be exposed to. Since YouTube is a popular website I did various 
studies on the website which included putting in inappropriate words and seeing what 
was returned which was inappropriate video. I also searched for video that would allow 
me to bypass parental controls, once again I found huge amounts of video on the subject. 

I searched for video that had been uploaded by children and once again I was successful. 
I also searched to identify what exactly people did with smartphones and identified how 
users like to install apps to make retrieving information faster and easier and apps allowed 
users to get updates etc and saves them from having to launch a browser,  and logging in 
to a particular website.  

 

An Internet search was carried out to find reports, articles, case studies etc on this 
subject. I used the online library search that LTU has available for students. Google scholar 

http://www.qustodio.com/
https://family.norton.com/web/
http://www.netnanny.com/
http://www.youtube.com/
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was also used to find academic articles on the subject and just using google basic search 

engine. A variety of articles were identified including CyberSafeIreland (2017) report 
which was just published last year so it is a recent, up to date report on the subject that I 
have been studying. Other documents from organisations such as UNICEF were also 

identified. An important area I felt was the privacy of children and many searches were 
carried out on this subject.  

 

2.4 Overview of data collection 

The different methods to collect data have provided the rich data sought for. Table 1 
below provides an overview of the method, number of participants and focus for each 
effort.  

Table 1: Overview of methods and focus. 

Type No of participants Duration Focus 

Literature review - - Previous research, resulted 
in relevant knowledge 
domains for the study. 

Questionnaire 20 - Habits and safety 
measures, see Appendix 1 
for outline. 

Interviews 20 1 hr/each In-depth descriptions of 
behaviour on the Internet.  

Seminar, own 0 - Internet safety for 
children, here my 
intention was to invite 
parents for a dialog on the 
topics.  

Seminar, 
participation 

Approx. 20 1 hr Education for parents, 
internet security for 
children  

Software testing - - Benchmarking existing 

tools. 

Internet search -  - Benchmarking existing 
workarounds. 
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3 Knowledge domains 

This section describes the results from the literature review and serves as a theoretical 
lens for the study.  

3.1 Information security: confidentiality, integrity and availability 

Stallings et al.  (2014) references The NIST Computer Security Handbook NIST95 

which defines Computer Security as the protection afforded to what is referred to as an 
automated information system. This automated information system needs to attain the 
objectives of preserving the integrity, availability, and confidentiality of information system 
resources which includes hardware, software, firmware, information or data, and 
telecommunications system. Information system resources are configured to accomplish 
specific information handling operations, such as communication therefore a smartphone 

can also be considered an automated information system as referred to by NIST. The CIA 
triad is an important component of information security.  

 
Data confidentiality can be broken into two areas and the first is where private or 

confidential information should not be made available or disclosed to unauthorized 

individuals. The second area is Privacy. An individual should have control or influence on 
information related to them, how this information may be collected and stored and by 
whom and to whom that information may be disclosed. As discussed by Kaspersky (2016) 
a company specialising in Information Security they discuss that EXIF data can hold 
attributes such as focal length and flash mode, it may contain the date the photo was taken 
and very important, geolocation data which is where the picture was taken. The service 

used to post your photo online will also record the IP address you used to upload the 
picture. This can affect your privacy as this information could be used to track you down, 
and to find more photos taken by you and perhaps also find some private pictures among 
them. Searching photo metadata is a method referred to as doxxing, which is gathering 
real-world data, such as the real name and home address, of a person of interest online or 
in this case a child. Kaspersky (2016) state that the main metadata collectors is the EXIF 

block that is added to graphic files. The Exchangeable Image File Format standard was 
developed by the Japanese Electronics and IT Association (JEITA) and first published in 

1995. EXIF was initially developed for JPEG and TIFF files. Other popular formats such 
as PNG and GIF may also possibly contain similar metadata. Embedded metadata effects 
privacy and can present a problem to both authors and the people in photographs.  

 
Integrity of a system covers two related concepts. The Data integrity of Information 

and programs are only changed in a specified and authorized manner. The System 
integrity is that the system performs its intended function in an unimpaired manner, free 
from deliberate or inadvertent unauthorised manipulation of the system. The system must 

have integrity, if a hacker attacks a child’s system and manages to manipulate the webcam 
against you as in the example of sextortion then the system does not have integrity. For 
integrity it is important that anti-virus is also installed to help protect the system from 
malware. The use of strong passwords and avoiding password reuse is also important to 

help prevent online accounts from being hacked. The Availability of the system assures 
that systems does work properly, and service is not denied to authorised users.  

 



10 
 

Stallings and Brown (2014) on page 10 refer to The NIST Computer Security 

Handbook [NIST95] which defines the term computer security.  They present a 
terminology based on:  

 

• Confidentiality which is further divided into - data confidentiality (which 
means that private information should only be made available or disclosed to 
authorised people), and privacy (which means that people should have control 

or being able to influence information that is related to them).  

• Integrity which is also divided in two related terms - data integrity (information 
should only be changed in a specified and authorised manner), and system 
integrity (the system should only do what it is intended to do and at the same 
time is free from unauthorised manipulation of the information).  

• Availability which ensures that the systems work as they should do and that 
service are only performed by authorised persons.  

3.2 Privacy 

Privacy is a component of the CIA triad, but children’s privacy is very important when 
online hence why a literature search was also carried out on this subject. Acquisti, et al., 
(2015) in their review state that if this is the age of information, then privacy is the issue 

of our times. Interests, traits, beliefs, and intentions that were once private or shared with 
the few now leave trails of data that exposes them. Users communicate using e-mails, 
texts, and social media celebrating newborn babies, and mourn the deceased using their 
social media profiles. Some people do online dating and find partners; educate themselves 
with online courses; users seek answers to mundane and sensitive questions; read news 
and books; navigate streets with geotracking systems. By carrying out these and other 

activities, users reveal information to one another, to commercial entities and to various 
governments perhaps unknowingly. The monitoring of personal information is 
ubiquitous; its storage is so durable as to leave your history and past undeletable. With 
this acceleration in data collection are steady advancements in the ability to aggregate, 
analyse, and draw sensitive inferences from this gathered data on individuals. Companies 
and individuals can benefit from the sharing of data that was once hidden and through 

the application of more sophisticated analytics to larger and more interconnected 

databases. The article states that society as a whole can benefit from the sharing of data 
and an example is given of electronic medical records which are combined to observe 
novel drug interactions. There are of course problems with the potential for personal data 
being abused for economic and social discrimination, hidden influence and manipulation, 

coercion, or censorship of these are all concerning. This erosion of privacy can threaten 
our autonomy, not just as consumers but also as citizens. Sharing more personal data does 
not necessarily always translate into more progress, efficiency, or equality. Due to the 
rapid nature of these developments, there has been considerable debate about user’s ability 
to navigate a rapidly evolving privacy landscape, and what should be done about privacy 
at a policy level. Some trust their own ability to make decisions about information 

disclosing and withholding. The people with these views tend to see regulatory 

protection of privacy as interfering with the advancements of information technologies 
and the benefits that these technologies may bring. Some people are concerned about the 
ability of individuals to manage privacy amid increasingly complex trade-offs. Some 
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people feel they no longer have adequate protection using traditional tools for privacy 

decision-making such as choice and consent. The review states that instead of individual 
responsibility, regulatory intervention may be needed to balance the interests of the 
subjects of data against the power of commercial entities and governments holding that 

data. The review describes how people manage the boundaries between their private and 
public online presence in numerous ways: which include separateness, reserve, or 
anonymity or by protecting personal information and through deception and 

dissimulation. People establish such boundaries for many reasons, including the need for 
intimacy and psychological respite and the desire for protection from social influence and 
control. The review states that sometimes these motivations are so visceral and primal 
that privacy seeking emerges swiftly and naturally. This can often be the case when 
physical privacy is intruded upon, at other times people experience considerable 

uncertainty about whether, and how much, they should be concerned about privacy. 
 
Hoofnagle, et al., (2010) wrote a paper on how young adults differ from older adults 

when it comes to information privacy attitudes and policies. The age group is slightly 
older than the age profile this thesis is aimed at.  As Hoofnagle, et al., (2010) refers to 
media reports with stories of young people uploading salacious photos and sharing them 

online, young people boasting about alcohol fuelled misdeeds on social networking sites, 
and also publicising other escapades that they may regret in the future. These events are 
mistaken as representing a generation wide shift in attitude toward information privacy. 
Commentators therefore incorrectly claim that young people are less concerned with 
maintaining privacy than older people are. As people get older they tend to become more 
cautious as referred to in the report that one psychological study found that adolescents 

(aged 13-16) and what they termed “youths” (those aged 18-22) are more inclined to be 
involved in risky behaviour and risky decision making than ‘adults’ are (those older than 
24 years). The study found that peer influence plays an important role in explaining risky 
behaviour during adolescence. The finding was more pronounced among adolescents 
than among the youths, but differences between youths and adults was striking in 

willingness to take risks, particularly when group behaviour was involved. The paper 
explains that education may be useful, but many young adults are exposed to educational 
programs about the Internet, but the focus is on personal safety from online predators 

and cyberbullying with little emphasis on information security and privacy. The report 
concludes that young adults certainly are different from older adults when it comes to 
knowledge of privacy law. Young adults are more likely to believe that the law protects 

them both online and off. This lack of knowledge of security and privacy in a tempting 
environment, rather than a lack of concern regarding privacy, may be an important reason 
large numbers of young people engage with the digital world in a seemingly unconcerned 
manner. Education alone is probably not enough for young adults to reach correct levels 
of privacy. The report says that young adults likely need multiple forms of help from 
various quarters of society, including the regulatory arena, to cope with the complex 

online currents that aim to contradict their best privacy instincts. 
 

Hann, et al., (2007) in their article refer to how every time a user visits a website, a 

user leaves an electronic trace that can later be retrieved and analysed. Using technology 
to store identifying information such as cookies, Web site operators can profit from this 
information by merging these profiles with other demographic data. A Violation of 
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privacy occurs when an organisation, while it is carrying out the company objectives, it 

collects, stores, manipulates, or transmits personal information unknown to the 
individual. The article in its conclusion states the organisations may possess the means to 
actively manage the privacy concerns of its users. The results show that privacy policies 

are valued by users. Organizations can capitalise on this by stating their privacy policy 
more prominently. The article also states that the benefits of increasing convenience are 
increased value offering through personalization and lowering of frictional costs. It also 

appears that convenience also has a benefit that has been overlooked, which is mitigating 
privacy concerns. Financial incentives are also a persuasive means to elicit personal 
information. The research has shown that people are willing to disclose personal 
information for gifts etc. 
 

Kelsey and McCauley, (2008) refer to a poll carried out by the Consumer Reports 
National Research Center which showed that American citizens are concerned about 
what is being done with their personal information online. The report describes how over 

a third (35%) in the poll use an alternate email addresses in order to avoid providing real 
information. Over a quarter (26%) of the people in the poll have used a software solution 
that hides their identity; and one-quarter have provided fake information in order to 

access a website (25%). In the poll the consumers were aware that information about their 
surfing habits was being collected online, but many of them were not aware of what 
companies are able to do with this information.  

3.3 Authenticity and accountability 

Authenticity is the property of being genuine and being able to be verified and trusted. 
A child and their parents must have confidence in the validity of a transmission, a message, 
or message originator. This means verifying that users are who they say they are and that 
each input arriving at the system came from a trusted source. Authentication is also 
important in that when a child communicates with other children we have the ability to 
verify the computer users the child is interacting with and can verify that they are indeed 

children as opposed to some predator. It is important that some hacker does not have the 
ability of spoofing that their message appears to be from someone else like a child. 

 
Accountability is the property generates the requirement for actions of an entity to be 

traced uniquely to that entity. Accountability supports nonrepudiation, deterrence, fault 
isolation, intrusion detection and prevention, recovery and legal action. Due to the fact 
that it is impossible to fully secure a system, we must be able to trace a security breach 
and where it happened. Systems must keep records of their activities to permit later 
forensic analysis to trace security breaches. Stallings et al. (2014) does state that FIPS 199 
includes authenticity under integrity.  

 
For child security, parents must monitor children’s activity and may, for example, look 

at the browser history to see what sites the child has visited or may use a parental control 
software solution. When using parental control software the parent will get email 

notifications of the child’s activity which includes attempts if the child tries to hack past 
the software. It is necessary to have accountability and for the parent to monitor it in the 

event the child does something they should not do. 
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3.4 Identified risks while using the Internet 

The following five risks were identified by CyberSafeIreland (2017) on page 4:  
 

1. Compromised personal data, particularly images: It can be challenging for children 
to understand that there is potential for all the information and images that they 

create and post online can exist as a permanent and irretrievable record, which can 
be damaging in both the short and long term 

2. Exposure to inappropriate or harmful content: this risk has a wide-range of various 
risks, which range from self-harm forums and pro-anorexia sites, to violent and 
pornographic content. Without appropriate parental supervision and controls, 
children therefore have freedom to roam online, which can have negative 

consequences.  
3. Excessive time spent online, affecting health and well-being: various studies have 

identified an association between time spent online and adverse mental health and 
well-being.  

4. Cyberbullying: Cyberbullying can range from exclusion from online forums, to 
nasty comments being shared and liked online, to photos being taken and shared 

without consent. The report refers to media reports which have recently shown 
that cyberbullying can have devastating consequences with some children driven 
to self-harm and even suicide. 

5. Sexual abuse and exploitation: The Internet facilitates access for adults who have 
a dangerous interest in children, while peer on peer sexual abuse and exploitation 

presents an increasing risk to children’s safety and wellbeing. Other problems have 
emerged for children, in relation to sexual coercion and exploitation of children 
online, and in sexual grooming. Traditionally sexual grooming often focused on 
one child, recent cases of online grooming involve multiples of victims.  

3.5 Popular software and apps for smartphones 

According to CyberSafeIreland (2017) YouTube is very popular among children. 
CyberSafeIreland in the survey measured the number of children who had their own 
YouTube channel and also the number of children who featured in videos themselves. 
The result was that they found that 12% (572) of the children CyberSafeIreland spoke to 

had featured in a YouTube video. CyberSafeIreland (2017) reported that in one class alone 

CyberSafeIreland found that 17 of the children had featured in videos. CyberSafeIreland 
have concerns in terms of safety of YouTube since it is a highly available and uses a public 
platform. Although it is technically possible to share videos privately on it, it appears to 
CyberSafeIreland that many children are not doing so. CyberSafeIreland have found that 
many children wish to emulate the YouTubers and Gamers that they follow, examples 
being Zoella, KSI and Jack Septic Eye. A key concern of CyberSafeIreland is that children 

are revealing too much information about themselves in these uploaded videos and there 
remains the potential for predators to be able to view and collect the content and also 
potentially to make contact. Problems are not limited to just YouTube; it was also obvious 
to CyberSafeIreland that children do not in general restrict themselves to just one site; 

they have a wide-ranging online presence. Yet when CyberSafeIreland discussed it with 

parents about the apps that their children are using, e.g. Snapchat, Instagram and 
Musical.ly, not all of the parents present at the interview during the research have heard 
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of these apps, and only a very small minority will have used them. Of the sessions that 

was performed by CyberSafeIreland with 8-10 year olds, there were some children playing 
games with a PEGI rating of 18, which is for adults.  

 

Charteris et al. (2014) explains that snapchat has been linked with sexting and the 
transmission of sexually explicit digital images. Snapchat’s self-destructing messages make 
users feel safe from the consequences of erased data. In the article it explains how 

disappearing data applications like Snapchat, Wickr and iDelete have rapidly become 
embedded in Australasian teenage culture. He does not give an exact age profile. As stated 
by Connect Safely (2016) the minimum age is 13, from the research I will try to find out 
are under 13 year olds accessing it. 

 

Groppe (2007) refers to how perpetrators sexually approach or solicit one in five 
children on the Internet. At the time of writing MySpace was a social platform that was 
of concern. He explains in the article how perpetrators sexual solicitations often begin 

with a perpetrator learning about a child’s personal interests from his or her online profile 
and then starting up a conversation with that child. A perpetrator will often depict similar 
character traits as the child in order to gain the child’s trust and develop an online 

friendship. Upon acquiring a child’s confidence, a perpetrator will inquire about a child’s 
physical appearance and sexual activity, and afterwards make propositions for “cybersex,” 
and encouraging the child to engage in sexual behaviour. 

 
Hamid (2013) describes how a camera in a suitably enabled smartphones takes a picture 

and embeds GPS co-ordinates of the location into the metadata of the resulting image 

file. Therefore when a child uses their camera they may also be giving away their position. 
Online social services such Flickr and Twitter are providing a means of geolocation of 
users. It is worth notify that as described in the article that many of these social services 
not only use GPS but also wireless access points and mobile telephony towers. It is possible 
for a child to be tracked more ways than just their GPS function.  

3.6 Ways children can bypass parental control software 

Philip (2016) describes in a webpage article, ways in which children can bypass parental 

control software. Of course, children and teenagers can turn this information around and 
use it to do a hack because the parents may not be as tech savvy and won’t understand 
these types of articles and spot what is happening. On the webpage he describes the 

following ways children can hack past parental controls:  
 

Proxy sites divert traffic via an innocent address, unobstructed by any filters. This 
means instead of your child attempting to visit some blocked site directly, they’ll 
head to a site such as hide.me, and simply enter the restricted address into the site 

search bar. The proxy site takes care of everything, routing the request to an external 
server which in turn retrieves the content on the user’s behalf. Parental control 
software won’t be able to trace the communication between the proxy site and the 

external server, but the proxy site itself will be listed. Many Parental control software 
solutions actually block the most popular proxy sites for exactly this reason. A 
particularly dedicated child could eventually find a proxy site that works, as they 

appear and disappear all the time.   
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Changing or Brute-Forcing Passwords, an extremely common method of bypassing 
parental controls is by simply changing the password. Kids might be aware of 
passwords that you use and can guess the password. If your child is a little older, and 

a little more tech savvy, they may have explored how to reset your password using 
their own social engineering methods.  
 

Different Wi-Fi, families living within a reasonable proximity to one another are 
likely to experience some Wi-Fi broadcast overlap. This means their SSID is 
viewable from your home. A child could possibly hack it, and then log onto their 
unsecured network to access whatever content they desire. 
 
VPNs, adults escaping regional Netflix restrictions using a Virtual Private Network. 
Just as with proxy sites, you’ll find numerous discreet, free VPN solutions prepared 
to encrypt your children’s search entries and the route between their PC and the 

company servers. Children can use a VPN, bypassing parental filters which can be 
very difficult to detect 

 
Portable Browsers, tech savvy teenagers may be aware of the TOR Browser, which 
can easily be installed and be deployed using removable media. The TOR Browser 
reroutes web traffic through different international locations, consisting of more than 

7,000 individual relays. This multi-layered routing makes it nearly impossible to 
ascertain what content a user is viewing while using the browser.  

 
“Accidental” Image Viewing, incognito and InPrivate mode browsing tabs still 
adhere to most safe search filters, blocking content and relaying the details to 

concerned parents. However, a child can enter their search, like in Google, then 
select the Image tab, effectively bypassing the safe search filter. 

 
Google Translate Proxy,  is a bypass method that the author expects some children 
to be aware of. If a URL is blocked, they can use Google Translate as a makeshift 

proxy. It is as easy as setting a language you do not speak in the text input field, 

entering the URL you wish to access, and waiting for Google to automatically 
translate it. The “translated” URL will become a link. The site will open in full, 
albeit within Google Translate. 

3.7 Cyberstalking 

Perry (2012) states that the biggest threat when it comes to cyberstalking is weak 
passwords. Passwords allow us to login to our accounts to access information. Usually it is 
passwords that keeps our data private, safe and secure. All our online activity including 
email accounts, Google or iPhone mobile account, Internet shopping, social networks, 

online banking all require passwords. Due to the fact that we have so many online 
accounts and cannot remember a different password for each one, we reuse the same 
password and username for a number of them or possibly all of them. But that means if a 

hacker can access one account they usually can access multiple accounts. The other 
problem is we chose passwords that we can remember. These passwords are usually based 
on personal information, studies show that a significant percentage of people use the same 
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50 common passwords such as passw0rd, qwerty, letmein or 123456.  

 
Perry (2012) also refers to how when we use technology it leaves a digital footprint 

which can include personal and financial information, our Internet usage, our location, 

details of friends and much more. The danger for stalking victims is that their abuser looks 
for any information he or she can obtain about their victim. Stalkers by definition are 
obsessive. Stalkers use social networks, work websites, forums and directories to gather 

information on victims which includes names of friends, contact details, work details, 
photos, or whether they are dating someone new. The stalker will view the victim’s online 
information and they will also be examining friends, work colleagues, and anyone 
connected with the victim. Stalkers use these techniques to provide the information they 
need to harass, intimidate and humiliate their victims. 

 
Geolocation is identified as a threat (Perry, 2012). Geolocation identify the location of 

a device such as a mobile phone, camera, or tablet. The location information can be 

accessed by an application, or stored within a picture. Google Maps uses location 
information to give you driving or walking directions, or where to find the services you 
require. In order to do that it has to know your location. A stalker can use this same 

location information to track a victim, which can put them at risk. There are different 
ways a stalker can get this information. If the stalker can gain access to a victim’s mobile 
phone they could download tracking software on it. Or a victim could be using an 
application that checks them in to a place for example a hotel, restaurant or bar and puts 
an update on their social network page like Facebook. This then tells anyone who can 
view their profile where the victim is and has been recently. Victims can also share 

information by accident if they do not turn off the option to add geolocation information 
to photos. 

 
Computer spyware is described as another key threat for victims of stalking (Perry, 

2012). It can be passed off as legitimate employee or child monitoring software, it allows 

stalkers to control the victim’s computer, read e-mails, capture user passwords and access 
stored information. The stalker then just has to trick the victim into opening an e-mail. 
The software is then installed by stealth on the victim’s device. It often goes undetected 

by the anti-virus software.  
 

Wittes et al. (2016) refers to Luis Mijangos, the criminal is described in the article as a 

32-year-old proficient in multiple computer languages, from Santa Ana, California. This 
computer attack was not about making money. The perpetrator wanted a pornographic 
video of the victim. And if she did not send it, he threatened to publish the images already 
in his possession, and let people she knew, know about it. If she contacted law 
enforcement, he threatened her that he would publish the photos on the Internet too. 
Mijangos, had tricked roughly 230 people. Of those, 44 of the victims were determined 

to be minors duped into downloading malware onto their computers. The malicious 
software he employed provided access to all files, photos, and videos on the infected 
computers. This malware allowed him to see everything typed on their keyboards. It also 

allowed him to, at will, turn on any web camera and microphone attached to the 
computer, which he used to watch, listen, and record his victims without their knowledge. 
The malware Mijangos wrote was considered sophisticated, and he told federal authorities 
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that he designed it specifically to be undetectable to antivirus programs. In some cases, he 

tricked victims into creating pornographic images and videos by assuming the online 
identity of the victims’ boyfriends. He then, according to court documents, used these 
intimate images or videos of female victims he stole or captured to extort or as described 

in the article ‘sextortion’. 

3.8 Sextortion 

According to Wittes, et al (2016) there is, legally speaking, no such thing as sextortion. 
The word is a kind a prosecutorial slang for a class of obviously criminal conduct that 
does not in reality correspond neatly with any known criminal offense. Sextortion cases 
are sometimes prosecuted under child pornography laws, sometimes as computer 
intrusions, sometimes as stalking. Wittes, et al. (2016) describe it as sextortion which is 

basically the same as old fashioned extortion or blackmail, carried out over a computer 
network, involving some threat to the victim, generally but not always to release sexually 
explicit images of the victim, if the victim refuses to engage in some form of further 

sexual activity. Wittes, et al. (2016) carried out an analysis of a total of 78 cases, in 52 
different jurisdictions, 29 states or territories, and three foreign countries. Fifty-five of 
those cases (71 percent) involve only minor victims. An additional 14 (18 percent), by 

contrast, involve a mix of both minor victims and adult victims, in nine cases (12 percent), 
all the identified victims were adults. We can see a high number of incidents with minors. 

 
Wittes, et al. (2016) on page 8 give the following stats on their results for Sextortion: 
 

• The results showed that in 78 percent of the incidents, they involved female 
children and 12 percent involved male children (In 10 percent of incidents, 
child gender could not be determined); 

• The results showed that the average age of the children at the time of the 
incident was roughly 15 years old, there was however a wider age-range for 
female children (8-17 years old) compared to male children (11-17 years old) 

• The results showed that in 22 percent of cases, the reporter doing the report 
mentioned that they were suspicious of, or knowing that, multiple children 

were targeted by the same offender. 

 
Wittes, et al. (2016) state that based on the information known by the CyberTipline 

reporter, sextortion appears to have occurred with one of three primary objectives 
(however in 12 percent of reports, CyberTipline were unable to determine the objective) 

 

• The perpetrator wished to get more, and often more explicit, sexual photos 
and/or videos of the child (76 percent); 

• The perpetrator wished to get money from the child (6 percent); 

• The perpetrator wanted to have sex with the child (6 percent). 

3.9 What to do in the event of cyberstalking 

Hamid (2013) recommends that if cyberstalking happens, the victim saves all of the 
communication evidence, without altering or modifying, for future reference. If your 
Email has the facility for Email filtering, the victim should warn the stalker to stop and 
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then block him/her. If the stalking continues, using a different email address, the victim 

should consider contacting the Internet Services Provider (ISP) and report the incident 
to a law firm and a cyberstalking helpline. If the online material appears to present a 
legitimate imminent threat of violence and danger to others, contact the police, and 

initiate a protective response from the police.  
 
The following are general rules for cyberstalking protection. Assess what online 

information exists about you using Internet search engines like Google; change your e-
mail and passwords frequently for important and often used online accounts and keep 
them safe; review all privacy and security settings in your computing device; avoid public 
forums; limit what you share on the Internet especially personal information, photos, 
videos. Educate your friends, family and work colleagues; gather evidence when you find 

it; report to police; seek help and support from charities like crime victims’ helpline. To 
resolve a cyberstalking problem could also include a technological solution, for example 
parental control settings or special parental control software, which help parents to filter 

Emails and chat rooms, block unwanted messages and messages received from unknown 
sources, web filtering can also be used to restrict access to some harmful web sites. 
Anonymous remailers and browsers further reduce the likelihood of potential stalkers 

being able to identify victims. Some stalkers acting as hackers to exploit operating systems 
and software applications vulnerabilities, can install spyware and other monitoring 
software to follow the victim.  

 
Hamid (2013) states that Network Security Planning Architecture (Net SPA) and other 

attack graphs and vulnerabilities scanners can help fix these types of problems by applying 

special patches which no longer allow attackers to access other computers. Some stalkers, 
use IP Scanners programs which are freely available on the Internet, to scan a range of IP 
addresses for open ports or back doors to exploit and gain access to the child’s computers 
for monitoring and tracking. There are many technical fixes to solve these attacks, for 
example using NAT and PAT, mapping public IP addresses to a range of private ones. 

 

3.10 Recommendations to protect children online 

CybersafeIreland (2017) recommend greater government focus on protecting children 
online. This should include the development of a national strategy on cybersafety for 
children. This should be child-centred with key stakeholders such as children, parents, 

Internet safety experts, school teachers, academics and industry. CybersafeIreland (2017) 
state that we need to do the following 

 

• All children need to be educated to use the Internet in a safe and responsible 
manner through effective education based on best practice methods.  

• At a minimum ensure that every school has teachers who are trained and 

equipped to teach Internet safety confidently and effectively.  

• We need a national awareness campaign targeting parents, we need to create 

social norms around safe and responsible internet use and avoid a situation 
where any parent can say that they didn’t know any better.  
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• Ireland needs a task force on Internet safety with representatives from the tech 
industry, the community and voluntary sector, academia, statutory bodies, law 

enforcement, educators, politicians and other policy makers to ensure a 

collaborative and consistent approach to keeping children safe online.  

• Social media and gaming platforms need to do more to safeguard children 
online. 

 
Rebenking (2017) refers to installing Google Family Link on a child’s smartphone as 

a means to control their activity. The article does highlight a problem in that the child’s 
device must be running Android Nougat 7.0 or higher or very specific devices running 
Android Marshmallow 6.0. Once a child turns 13 they can opt out of google Family Link, 
but does offer potential for Android Smartphones and under 13’s. 

 
Perry (2012) recommends using free software called “password managers” that can 

make it easy to use multiple secure passwords. By having many complicated passwords 

protected by a password manager, they are safe. Just one password is required then to access 
this password manager, which means a user only has to remember one secure password. 
Perry (2012) refers to taking measures such as password security, avoiding malware, careful 

with social networking and keeping information private as example of methods to be 
safer on the Internet.  

 
A recommendation made by Wittes, et al. (2016) was that Hardware manufacturers 

should build into computers easy slip-over webcam masks that allow users to physically 

cover their computers’ camera when it is not in use. It recommends hardware 
manufacturers should consider whether the security risks of software-driven webcams 
exceed the convenience benefits and whether a physical switch disabling webcams should 
be the preferred norm. By some means, computer manufacturers should make it fast, 
convenient and easy to physically disable the camera and other hardware devices that 

hackers can use to turn computers into surveillance devices. 
 

U.S. Dept of Justice (2010) issued a report which is 8 years old at this stage but it refers 
to the importance of policing. Since the program began in 1998, the ICAC Task Forces 

have reviewed over 180,000 complaints of alleged child sexual victimisation which has 
resulted in the arrest of nearly 17,000 individuals before 2010.  

3.11 Privacy-by-proxy 

Felt, et al., (2008) present what they believe is a simple solution for providing privacy 
to a user. They state that a site has the ability to transform the output the same way as it 
is performed by Facebook and Open Social sites. The main goal is to simultaneously 

shield users’ identities and provide applications with the capabilities that is required by 
using privacy-by-proxy. User data may be displayed to other users with appropriate 
permissions using tags that are replaced with real values before being shown to the user. 
This approach can protect personal data, but third-party applications need direct access to 

the social graph information in the user’s friend list. This is accomplished privately with 
user and graph anonymisation. Access to public data presents risks for exposing 

anonymised user identities, so we limit access to normally public information through 
privacy-by-proxy. Monjas, et al., (2011) propose a new API for personal information 
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sharing using a privacy-by-proxy design. The proposal restricts access to user data by 

hiding inappropriate user data from unauthorised viewers and anonymising users’ social 
graphs. This privacy-by-proxy solution is aimed at being integrated with SNS APIs, 
however this is not always possible to accomplish. It also has the problem that users face 

when their information is scattered around different sites.  
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4 Findings 

This section presents the findings from the study.  

4.1 Internet habits and use 

The results from the questionnaire showed that only 2 respondents had parental control 
installed on the smartphone that the child uses to access the Internet, despite the fact that 

for the 15 children, 9 of them had a parent that would be confident doing an installation 
themselves. Most activity is YouTube at 13 out of the 15 respondents use it, Netflix also 
featured 5 times with children. It was noted that Snapchat, Facebook, Terrium TV, 
Minecraft and games also featured. The below graph, Figure 1 show Internet usage among 
the under 13 year olds in this survey. YouTube for this cohort was the most popular site. 

 

 

Figure 2: Internet usage among children. 

The average time spent on the Internet each day for the respondents varied from 10 
mins to 2 hours and it was hard to get any website and time of correlation.  The below 
chart at figure 2 shows the amount of time spend online each day. 

 

 

Figure 2: Time spent online by children. 

None of the children use a webcam and some parents were unaware that there are apps 

specifically designed for children the example used in the questionnaire was YouTube 
kids. None of the children are known to be using the darknet, the only problem is that 
for 6 of the children their parents don’t know what the darknet actually is. It would be 
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hard therefore for them to know if their children were on the darknet as they would not 

know what to look for. Only three respondents said they were aware that there are 
tutorials on YouTube on how to bypass parental controls. Only 6 parents were aware of 
how to amend words so they can bypass filters, the example used was to replace a o 

(lowercase o) with a 0 (zero) and use a word like p0rnagraphy.  
 
For this survey 5 of the children owned their own smartphone, in just one case anti-

virus was not installed, and in only one was parental controls installed. Two of the 
respondents bring the phone into the bedroom. In 3 cases it was an Android smartphone, 
and none of the parents know which version is used, and the children never use public 
Wi-Fi hotspots. For the other 10 children they access the Internet using someone else’s 
smart phone and in all cases parental controls are not installed. In only one case of the 15 

children did the parent know which Android OS version was installed. One parent 
described, in an interview, how his 4 year old son was able to hack past parental controls 
on an Android device by inputting so many requests that it caused the app that runs the 

parental control to crash. Once it crashed then the Android OS continued to run without 
the parental controls. Another parent described how their children download games on 
Amazon and how they get numerous emails with information on the game download 

activity. The parent said that they were too busy to read all the emails and just deleted 
them. A school principal explained how parents in their school were applying parental 
controls on the children’s phones but they learned from the Internet how to bypass these 
controls. The school principal became aware as there was problems in school with children 
and the use of smartphones and activity on certain websites and only then did the parents 
become aware that the parental controls were being bypassed. One parent explained how 

they became aware of how the children could be tracked on snapchat by a stalker. They 
explained how they read newspaper reports that both police and schools raised concerns 
over this feature and they disabled it.  

4.2 Parental control software 

Parental control software was installed on both a virtual machine and an Android 
smartphone to test for its effectiveness. One problem that was instantly noticed when 
testing these software technical solutions was that the YouTube app is preinstalled on 

smartphones. When checking on other people’s Android phones they also came with it 
preinstalled, in fact I could not find anyone who did not get an Android phone with the 
YouTube app already installed. I found that the two software packages tested do not stop 

apps already installed and the Net Nanny documentation also stated that it did not either. 
On YouTube there is a lot of material that is not suitable for children, with the YouTube 
app pre-installed I could not find a parental control software that would stop it from being 
used. This means that the parents need to uninstall this app before giving it to a child. 
Parents also need to be aware of other apps that may also come pre-installed. For both 

solutions the software did block inappropriate words being used in the browser and also 
sends information to the administrator account so a vigilant parent can be aware of what 
is happening. I did note it has no control over the apps and inappropriate words could be 

typed in the YouTube app and it allowed me to continue. For testing of both solutions I 
found that by using TOR and installing the TOR app I was able to bypass the parental 
controls in the browser.  
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4.2.1 Qustodio 

I initially did the installation on an Android smartphone and I found the installation 
was easy. I went to the Google app store and downloaded it. It was easy to find and as 
figure 3 shows that it is just a matter of tapping install. 

 

Figure 3: Quostodio, from: https://play.google.com/store/apps/details?id=com.qustodio.qustodioapp. 

As shown in figure 4, I needed to enter certain details like administrator username and 

password to setup the parent account in order to get automated emails and restrict activity 
on the phone. 
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Figure 4: Qustodio installation in virtual machine. 

I did notice that after installation I could go into the settings and go into apps and then 
uninstall it and I was not challenged for the administrator password. I had to manually 

lock this down. I did a different install in the VM and I did not encounter this problem, I 

then realised that I had initially made a mistake during installation the first time. Despite 
the fact that installation seemed easy I still made a mistake that left the phone very easy 
to hack. Figure 5 screen capture shows how an adult makes choices on configuration of 
the software. 

 
With all the settings configured correctly, I carried out checks. Figure 6 shows an 

example of the software refusing me access to the Android settings. Figure 6 is also a 
screen capture of the testing of Qustodio running on Android on the virtual machine. 

 

 

Figure 5 and 6: Testing on virtual machine.  

4.2.2 Norton Family parental control 
This was considered slightly easier to install with less inputs and did not encounter the 

problem that Qustodio had of being able to be uninstalled without the password for my 
first installation. It does have the advantage of being part of a suite and comes with anti-
virus which is also important to have installed. Once again it was downloaded from 
Google. Figure 7 shows a screen capture of the Google play store running on Android 
and the installation was simple.  
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Figure 7: Norton Family Parental Control, from: 
https://play.google.com/store/apps/details?id=com.symantec.familysafety&hl=en_IE. 

As shown in figure 8 the software testing running in the VM was given full access to 
the Android system as the screen capture shows the parental control software was given 
full access. 

 

Figure 8: Norton installation. 

As shown in figure 9, the software was installed in a virtual machine running Android 
and it did prompt when settings needed to be changed to achieve correct installation. 
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Figure 9: Testing on virtual machine. 

 
 

 
During testing I tried different methods to hack past the controls, figure 10 shows a 

screen capture, of a message that I got when I was trying to access the Internet outside of 
curfew hours, i.e. “This app is blocked due to your curfew settings and it will be blocked 
for the rest of the day”. 

 

 

Figure 10: Testing on virtual machine. 
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Figure 11 shows the message returned when I tried to access a blocked website, i.e. 

“Norton Family has blocked this website because your house rules prohibit the 
following categories:”. 

 

Figure 11: Testing on virtual machine. 

4.3 Methods on how to bypass parental controls 

Most children’s activity is on YouTube so this is where I carried out my study looking 
for children discussing ways to bypass parental controls. I carried out a simple search on 
YouTube and took a note of just some of the hacks, glitches and workarounds that people 
have uploaded.  

My first example is a method to bypass Qustodio. From the voice we can hear a young 
boy as it’s obvious that his voice has not broken yet. This usually happens between the age 

of 12 to 16 so this boy could easily be in the under thirteen year bracket. He shows how 
the parental control software Qustodio is active and explains that he found a workaround 
to go into multi window view. He shows how he has the YouTube app open and can 

stretch it over the complete screen and in that way bypass the filter. I did notice a comment 
that someone says it no longer works as Qustodio blocks split screen. From this we can 
see how children are sharing how to bypass parental filters and discussing their 

effectiveness. This method probably no longer works so they will move on to a different 
method. My next example is also a young child and this boy is so proud he even puts 
himself on webcam as can be seen in figure 12. It was uploaded in 2017 and already has 
well over 11,000 hits. 
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Figure 12: How to hack parental controls, from: https://www.youtube.com/watch?v=wzdfbGx8m5w. 

 
Another example and this time an adult male telling us how to uninstall Qustodio 

without knowing the password and can be seen in figure 13. He shows the Qustodio app 

is installed and working correctly. He explains to power off the phone and then to power 
it back on again. He explains that a person needs to work quickly and choose settings, 
then security and then device administration and then remove Qustodio and choose to 
deactivate it. Once Qustodio is deactivated he explains and demonstrates how it can be 
uninstalled. The trick is to deactivate the Qustodio app before it gets the chance to launch, 
once the app is up and running it configures the phone including the settings. On boot 

up the Android operating system has to launch first, once it is running a hacker can 
deactivate the Qustodio app. If it does not work then just try a few times. One young girl 
posted a comment, the picture of her was small and blurred and I could not make out her 

age but she said a way to get around Qustodio parental software was triggering and closing 
the app repeatedly which will make it crash so it won’t be able to work. Another person 

referred to it as awesome and another says its works for them. He puts a watch beside the 
phone to emphasise that a person must move quickly in order to use this method for an 
uninstallation. 
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Figure 13: How to uninstall Qustodio, from: https://www.youtube.com/watch?v=jmUTBQYrP_E. 

 
Another example, this time more technically advanced, it was published in 2012 and 

nobody has made any comments but has been viewed approx. 2,600 times when I viewed 

it. The first method it refers to is to use https instead of http, an example is that a website 
may have been set as blocked, by using https a child may be able to get access to the 
otherwise blocked website. The second method is to use a webpage translator, this will 
allow a child to type the blocked webpage into the translator and possibly bypass the 
parental control software. The third method is to use portable software such as Frigate 
which is designed as an anti-censorship software, it is to help people gain access to 

webpages that are otherwise restricted. Ultra surf is also mentioned as it automatically 
finds proxy servers from a range of servers globally and uses these to build a connection 
through an encrypted tunnel. Your-Freedom is also mentioned and this software which 
can be downloaded for Android is designed for accessing blocked sites. Puff the magic 

dragon is a VPN software which is also portable, hence why uploader has included it as 

portable software. The fourth method is to use Virtual Private Network (VPN) software; 
VPN enables private communications over computer networks using a technology called 
tunnelling. The example given are Hotspot Shield, TOR, Cyber Ghost VPN, Free VPN, 
Freenet and IP privacy. The video does not give a step by step analysis of how to bypass 
parental control features but instead gives an overall view of different methods to bypass. 
Another example is an adult posting a glitch with Net Nanny and he says he contacted 

support to try and resolve the problem. This can be seen in figure 14 and a child may also 
find this on YouTube and try to use it as a workaround. 



30 
 

Figure 14: Problem with Net Nanny, from: https://www.youtube.com/watch?v=HVI5HjrWt7Y. 
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5 Analysis and discussion 

In this section I will analyse and discuss the findings from this study, which I have 
further broken down into a number of areas.  

5.1 Children 

The US Department of Education (2016) state that the Departments acknowledges 

the fact that there is a large age span in the development of a child and what is appropriate 
for an 8-year-old is likely not appropriate for a toddler or infant. One problem that we 
have is that we are grouping children all together into one category. We are trying to 
introduce Internet safety but grouping all children into the under 13 bracket, yes this is 
important but an app designed for children under 13 may still not be appropriate for a 
certain age group in this under 13 age bracket. The article does mention the advantage of 

accessibility of technology by children with disabilities. These include apps, devices, 
materials, and environments that support and enable access to content and educational 

activities for all learners. Technology can also be used to enhance relationships between 
children and adults and between children when distance or other barriers such as health 
prevent in person interaction. While video chatting can be done at any age, the article 

says that technology such as Skype has the power to bridge the physical divide between 
children and loved ones, technology should not be used to replace meaningful face-to-
face interactions. Precautions should be taken to ensure that technology use does not 
impede the development of healthy, authentic interactions with adults and peers. 

 
From CyberSafeIreland (2017) refer to the EU Kids Online survey, that younger 

children were active online, with or without the permission of their parents. Despite age 
restrictions, 52% of 11-12 year olds had a social media profile and one in five 9-10 year 
olds. The report says that children need to know how to protect their privacy and to 
communicate safely and responsibly. Once again we are back to privacy of data and 
information and with 16% of the children surveyed spent in excess of 4 hours online a 

day and in almost two-thirds (64%) of the workshops with 8-10 year olds, at least one 
child was playing an adult rated games and 12% of all children reached had shown 
themselves in YouTube videos. Given the length of time online and the activity being 

carried out adults should be concerned and also worrying is that 22% of the children 
surveyed were in online contact with strangers. Most of these (14%) reported that they 

were in contact at least once a week and 6% of this number every day. From an 
Information security point of view we should be concerned about children’s privacy 
when on the Internet.  

 

With regard to sexual exploitation and abuse in the online/offline environment 
Lansdown (2012) states that children and young people are vulnerable to abuse and 
exploitation can fall into three broad clusters: 

 
1. Younger children who are sexually abused and photos or video content created, 

by or with their parents or guardians collusion, for the purposes of online 

exploitation. 
2. Older children who place sexualised content of themselves online, and as a 

consequence they expose themselves to potential grooming and exploitation. 
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3. Young people who are the victims of their peers, who may assault them, create 

photo or video content of them and then distribute this content online. 
 
The problem is that once these images and videos are posted online then the victims 

privacy is affected and it is almost impossible to completely remove them from the 
Internet as they are passed around so much. Lansdown (2012) states that sexual abuse and 

exploitation of children through image material that is depicting or suggesting explicit 
sexual activity. Many international and national legislation refer to these images as child 
pornography, but there is increasing preference among law enforcement and child 
protection agencies for the term ‘child abuse images’, which places a stronger emphasis 
on, and recognition of, the abuse and exploitation of children perpetrated through such 

images. The UNICEF report states that some current images may have been produced 
more than 20 or 30 years ago and have since been digitized and posted online. A child’s 
privacy is severely affected and these pictures and videos just seem impossible to fully 
erase. 

 
Lansdown (2012) in the UNICEF report that Grooming is a process of befriending a 

young person online in order to facilitate online sexual contact and/or a physical meeting 
with the person with the goal of committing some type of sexual abuse. The Internet 
provides a variety of methods in which predators can groom their potential victims 
through chat rooms, social networking sites and instant messaging. The European Online 

Grooming Project reported that evidence from stakeholders indicates that offenders can 
have up to 200 young people listed as online friends at various stages of the grooming 
process. Offenders can move from online grooming towards an offline sexual assault, or 
persuade the child to send sexually explicit images of herself or himself, which are then 
used and disseminated to a network of sexual abusers. There is also evidence of an 
increased use of webcams linked to instant messaging, employed to coerce a child into 

witnessing or performing sexual acts.  
 
Children need to be protected from these predators and a child being innocent can get 

caught up by a predator grooming. Once again a child’s privacy is affected online and 
they are also vulnerable to a physical assault. It was of interest to note that in this report 

it states that in Japan nearly 60 per cent of children access the Internet through a mobile 
device. It is likely that children’s use of Internet enabled smartphones will progressively 
increase in most countries, which is why I believe that research into children using 
smartphones is very appropriate 

5.2 Teachers, parents and guardians 

The US Department of Education (2016) refers to the fact that teachers in early 
learning settings are particularly in need of training and support, since early childhood 
programs are often underfunded and professional development on the use of information 
technology is usually not a top priority. Teachers need proper professional development 
and access to support services to successfully use technology in the classroom. To add to 

this not all technology is appropriate for young children and not every technology based 
experience is good for young children’s development. To ensure that technology has a 
positive impact on children, teachers who use technology with children should 
continually update their knowledge and equip themselves to make the correct decisions 
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on how to best leverage these technology tools to enhance learning and interpersonal 

relationships for young children. As well as ensuring privacy and security, before 
downloading an app, families, educators, and others who work with young children also 
need to evaluate whether the app includes in-app purchasing or advertising. Many apps, 

particularly those that are free, offer advertising or in-app purchases, both of which are 
generally inappropriate for young children. Many methods of online advertising have the 
ability to track a user’s behaviour across multiple sites and services, putting a child’s privacy 

and security at risk. The adults should also evaluate whether the app includes advertising, 
particularly age-inappropriate advertising. While adults can sometimes protect themselves 
from in-app purchases by using appropriate passwords or disabling in-app purchases at the 
device level, US Department of Education (2016) refers to that it is best practice with 
regard to software for children to completely avoid software with in-app purchases and 

in-app advertising altogether. 
 

I have previously discussed adults not being tech savvy and how in my own study out 

of 15 adults 7 of them said they do not use parental control software and of those 5 of 
them said they would not be comfortable to do an installation by themselves. In the 
UNICEF document by Lansdown (2012) outlines the view that education normally 

assumes a relatively static and familiar environment in which adults can teach children a 
concrete set of skills however the Internet is not a static environment. The ways we 
communicate and children’s usage are constantly changing. Adults are not always able to 
translate their wisdom in understanding the nature of risks faced by children offline into 
successful strategies to protect them, or help them to protect themselves, in the online 
environment. From my own study I can see that there appears to be little interest on 

learning about children’s safety when using the Internet. Of course, as UNICEF 
themselves point out, we assume that responsible adults understand the risks and are well 
equipped to educate and advise children on their nature. The reality is that many adults 
know little about the risks associated with the Internet and the extent to which those 
risks lead to potential harm, especially if they themselves are not regularly online. Adults 

commonly lag behind children and young people in understanding the new forms and 
opportunities for communication and are therefore inadequately informed, not only as to 
what their children are doing online, but also to the risks that they might encounter. So 

even if adults are talking to their children about staying safe online, this advice could very 
easily not cover the risks that the Internet poses to children. 

5.3 Anti-virus software and updated system 

Stallings, et al., (2014) refers to how there has been a continuous arms race between 
those who write viruses and the software writers of anti-virus software since viruses first 
appeared. As effective countermeasures are developed for existing types of viruses, newer 
types of viruses are developed. There is no simple or universally agreed upon classification 

scheme for viruses. Initially, the development and deployment of malware required 
considerable technical skill by the hackers. This however changed with the development 
of virus creation toolkits which first appeared in the early 1990s, and then later on more 

general attack kits in the 2000s appeared which greatly assisted in the development and 
deployment of malware. These toolkits, sometimes referred to as crimeware, now include 
a variety of propagation mechanisms and payload modules that even novices can combine, 

select, and deploy. These toolkits can easily be customised with the latest discovered 
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vulnerabilities in order to exploit the window of opportunity between the publication of 

a weakness and the widespread deployment of patches to close it. These kits greatly 
enlarged the population of attackers able to deploy new malware. Stallings, et al., (2014) 
refers to the malware created with these toolkits which tend to be less sophisticated than 

that designed from scratch. Stallings, et al., (2014) refers to the number of new variants 
that can be generated by attackers using these toolkits creates a significant problem for 
those defending systems against them. It is important to have antivirus and a fully patched 

system and this includes smartphones. In the study I asked people what Android version 
the child was using and this varied between 6 and 7, nobody was on the latest Android 
Oreo version 8. Users should try to get to the latest version if possible to have the latest 
patches, it can be very hard to get the patches for an Android phone. As Tannam (2018) 
refers to a team testing 1,200 Android handsets from all the major manufacturers over a 

two-year period, the team checked to see if the manufacturers had issued the Android 
patches as advertised. The researchers found that patches were missing from a wide range 
of handsets across a variety of makers. The manufactures Samsung and Sony had missed 

some patches, despite making reports that they were up to date. The research also 
identified TCL and ZTE which were the worst performers, and Motorola, Nokia and 
Xiaomi also appeared on the list of manufacturers. Even with the latest patches and anti-

virus a user is still vulnerable to malware as previously discussed the example was as Wittes, 
et al., (2016) refers to Luis Mijangos, and that he was able to write malware to compromise 
a person’s computer that could not be identified by anti-virus software. A fully patched 
smartphone with anti-virus is a requirement to best protect the child. Stallings, et al., 
(2014) states that even with current best practice and counter measures, the use of zero-
day exploits and new attack approaches means that some of these attacks are likely to 

succeed. Therefore, multiple layers of defence are needed and that anti-virus and patching 
are part of this layer of defence. 

5.4 Developers 

The US Department of Education (2016) states that the departments believe that 

ideally, media and app developers should work closely with learning scientists and child 
development experts to develop content that is research-based. They should also work 
with researchers and practitioners to study if it has reached the desired and intended result 

once the content has been released and engage in a continuous improvement cycle to 
improve it over time. Developers who are not aware of the foundations of cognitive 
science, instructional design, or the learning sciences can miss out on opportunities for 

high-impact design and ways to systematically build in features from effectiveness data 
collected from children that can help them improve their product.  

5.5 Parental control software 

As outlined by Valcke, et al., (2010) that 30% of families, parents remain physically 

present during the child’s use of the Internet. Other parents rely on installing what the 
authors refer to as filter-software or on checking the history of the Internet browser. 
Certainly parental control software has many advantages however from my own study, I 

could only find 2 children that has their activity on the Internet via a smartphone 
monitored by parental control software, despite the fact that a number of parents said they 

would be comfortable doing an installation. I would consider myself tech savvy and I 



 35 

noticed that I made an error in the Qustodio installation and I only located the error 

during testing. The parents may feel comfortable doing an installation but I am left with 
further questions of would the software installation be correct, would they know how to 
check it was installed correctly and how to make the necessary adjustments. If there were 

any installation errors made, it could then result in the child being able to bypass the 
software controls. With a correct installation during the testing I found that if there are 
pre-installed apps these apps were able to bypass the control software. The parental control 

software can control new app installation but not control apps that came pre-installed 
with the smartphone or were installed before the parental control software was installed. 
I noticed that YouTube comes pre-installed with Android, and inappropriate content can 
then be viewed with this app even with the parental control software installed. During 
testing I was able to get TOR working on the smartphone despite the fact that parental 

control software was installed. Once TOR was working I was able to bypass the parental 
control software, TOR was successful as a bypass solution for both Qustodio and Norton. 
For the installation of Qustodio and Norton I picked the default options, which is what 

I expected a parent to do. Further configurations are possible for both solutions which 
will add to the security but these may be too confusing for a parent who may not be 
completely tech savvy. When I was carrying out the hacking on both solutions, I noticed 

a number of emails were generated. As per the previous discussion on the CIA triad and 
Accountability adults need to monitor the parental control software and the automated 
emails that are produced similar to the way an intrusion detection system is monitored 
and to try and detect inappropriate activity and if the child is trying to hack past the 
system. During the study one parent said they were getting automated emails from 
Amazon when game purchases were made and used the excuse they were too busy to 

read them. For accountability this is not allowed, emails sent by the parental control 
software to the administrator account must be read and scrutinised properly. Good 
parenting is required, from my study I have concluded that parental control software is a 
good tool in protecting a child but not a complete solution.  

5.6 YouTube 

A problem with YouTube is that there is so much material that is not appropriate to 
children and these clips are available the whole time. If we take a television channel, they 

must adhere to what is called a watershed. A watershed is used to protect children from 
harmful material on TV and radio broadcasting. Codes set standards for television and 
radio shows and broadcasters must follow by rules. There are strict rules about what can 

be shown on TV before the 9pm watershed. Programs or films unsuitable for children 
must not be shown before the watershed and even after the commercial channels are 
restricted to what can be shown however when it comes to YouTube there is no watershed 
to protect children and material that may not pass standards to be shown on a commercial 
television show could possibly be viewed on YouTube or similar website for hosting and 

sharing video content. From my own study it can be seen the YouTube is the most popular 
website to visit and children can spend much time on this site. As Nash (2015) states that 
they can view pornography both in terms of deliberate access and inadvertent exposure 

and given the length of time some are spending online they can easily be exposed to 
pornography.  
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5.7 Websites 

In this study it was found that YouTube was the favourite website among children, 
from the study other websites were also identified in use by children which were Netflix, 

Snapchat, Facebook, Terrium TV, Minecraft and games. As previously discussed a concern 
is how children’s privacy is affected. As discussed in the CIA triad privacy is very 

important, according to Wildemuth (2008). There is certainly not consensus on a 
definition of privacy, the article does describe three distinct conceptions of privacy which 
is appropriate for this discussion. 

 
1. The first definition focuses on privacy as limiting access to a person or their 

personal realm. This can be compared to “the right to be left alone”. One 

problem with this definition is that personal realm is not defined.  An example 
of this is the way predators are going into children’s realm, and then carrying 
out inappropriate conversations, exchange of pictures, video etc. These young 
children have the right to be left alone.  

 
2. The second definition is that privacy is a person’s control over their own 

personal information. It is based on privacy as the claim of an individual to 
determine for themselves when, how and to what extent information about 
them is communicated to others. It is lacking as consequences is not mentioned. 
An example is that if a child loses control over a video uploaded onto YouTube, 
this can have consequences as in cyberbullying or sextortion.  

 
3. The third definition is that privacy is freedom from judgment or scrutiny by 

others. It is a person’s life which is immune from the judgment by other people. 
As example is that a child can make a personal statement on something and not 
be subject to trolling, or be ridiculed for their opinion.  

 

Wildemuth (2008) points out that some have argued that this relational aspect of 
privacy declines in cyberspace. This can lead to very serious problems for children as 
already outlined as what can happen children when online in cyberspace and children 
need careful parenting to guide them. Wildemuth (2008) refers to a survey on websites 

privacy policy and in the article she says that 69% felt it was important that a website 
publishes a privacy policy, but only 43% were likely to read it and only 19% said that a 

website’s privacy policy would affect whether they would use that site. To compound 
the privacy problem Earp, et al., (2005) refers to the disparity between user privacy values 
and website privacy-policy content is that website organisations and their users have 
different objectives. Website organisations usually have an objective to be legally 
protected from potential lawsuits; therefore, the website privacy policies are often written 

in such a way to protect the organisation. This objective does not reflect the user needs 
by causing the privacy policy to assist the organization rather than the user. Anton, et al., 
(2008) refers to users having become more concerned about personalisation in customised 
browsing, monitored purchasing patterns and targeted marketing and research. Acquisti, 
et al., (2015) give an example of a laboratory experiment in which participants were asked 

to use a specially designed search engine to find online merchants and to make a purchase 

from them, using their own credit cards, when the search engine only provided links to 
the merchants’ sites and the participants were given a comparison of the products prices 
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from different sellers. The majority of participants did not pay any attention to the 

merchants’ privacy policies; they purchased from those offering the lowest price. In the 
experiment, when the search engine also provided participants with easily accessible 
information about the differences in privacy protection from the various merchants, a 

majority of participants paid roughly a 5% premium to buy products from and share their 
credit card information with more privacy protecting merchants. 
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6 Conclusions and future research 

In this last section I will conclude on the findings and propose future research. This study 
has identified many problems that can affect children when using the Internet and I have 

the following suggestions to help remedy these problems: 
  

6.1.1 Appropriate classification 

Legislation needs to be passed to control what can be viewed on the Internet, certainly 
there is a feeling of having an open Internet and ‘Net Neutrality’, however given the way 
data and information is displayed this must change. As an example in many countries 
including Ireland and the UK licensed adult stores are forbidden from having their wares 
in an open window display or open shop, as it is considered indecent and a person can 

only view their wares when a person goes inside. The problem with the Internet is that 
this does not apply and such wares and even more explicit wares can be viewed, sometimes 
accidentally by children. Another issue is that video content can be viewed 24 hours a 

day, no watershed applies as it does to a commercial television station. Films have a film 
rating and are televised appropriately so that children do not see them, this does not apply 
to the Internet. Legislation has been passed to prevent music sharing and forcing Internet 

providers to throttle BitTorrent traffic to stop music sharing.  Web sites such as the Pirate 
Bay which was founded in Sweden is blocked because of an EU ruling due to file sharing 
and other older examples such as Napster which allowed peer to peer file downloading 
lost its case in San Francisco in 2000 and could no longer offer free mp3 music files. 
Where money is concerned new laws can be introduced and enforced to protect music 

etc. It is therefore time to also do this for children safety when online, and stop indecent 
material being freely available. 

6.1.2 Service providers 
Website hosting companies need to be restricted in the type of websites that they can 

host and these service providers need to enforce it. Website hosting companies could be 

hosting websites for illegal activity, they must ensure all websites that they host are 
reputable. Website hosting companies need to be more considerate of the Internet users 
like children and put this ahead of sales or profits. Websites like YouTube need to be 

properly administered, and content monitored. It should not be left up to people to report 
inappropriate content, inappropriate video, comments etc. This material should be tracked 
and removed if inappropriate. As previously discussed, if you are not paying for it then 

you become the product, if websites like Facebook and YouTube want to treat the users 
as the product then they need to look after the product. The Internet service providers 
need to apply filters, similar to parental control filters to remove all inappropriate content 
before the watershed similar to commercial television channels. Web search engines also 
need to ensure that pictures, video that are inappropriate are also not returned before the 

watershed time.  

6.1.3 Education  
The study showed that parents were attending seminars on this subject in very low 

numbers. Both parents and teachers need to be shown how to become more tech savvy 
and then instructed how to monitor and parent their child when online. The study 

showed that both parents, guardians and teachers are having problems when it comes to 
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children interacting with the Internet. More resources need to be applied so that children 

can be parented when online as good parenting is very important. 

6.1.4 Digital age of consent 

Currently the legislation states that a child is under 13 years of age in relation to 
consent, once a teenager is 13 or over they are free to access Facebook, Snapchat, Google 
store etc. as if they are an adult but in reality, they are not adults. I believe the digital age 

of consent should be raised to 18 when they are adults. I further suggest that different 
ages are categorised as content that is appropriate for a 10 year old may not be appropriate 
for a 6 year old. 

6.1.5 Android platform 

There are currently mobile phones for sale in various shops with different Android 
versions. These platforms should be all up to date and users should be automatically 
getting software updates to patch their smartphone similar to the way a PC running 

Microsoft Windows gets automatic updates. These updates are necessary to patch the 
system to know vulnerabilities. Microsoft Windows 10 comes with an inbuild anti-virus 
called Windows Defender, and also a personal firewall. Once again these types of features 

should be standard with Android.  

6.1.6 Privacy 
Acquisti, et al., (2015) pointed out that with regard to privacy that the norms and 

behaviours regarding private and public realms greatly differ across cultures. The article 

refers to differences in privacy and how American and Chinese differ in their privacy for 
certain matters. Chinese would be more open in financial matters such as income, cost of 
home, and possessions than American people. American people would be more open on 
sexual matters than Chinese. Acquisti, et al., (2015) pointed out that even within cultures, 
people differ substantially in how much they care about privacy and what information 
they themselves treat as private. Privacy concerns can also vary dramatically for the same 

individual, and for societies, over time. As a child grows older their concerns on privacy 
will change, hence the problem a child may reveal something that in later life they may 
regret saying. Acquisti, et al., (2015) suggested that if the goal of policy is to adequately 
protect privacy then users need policies that protect individuals with a minimal 

requirement of informed and rational decision making. These policies would include a 
baseline framework of protection, People need assistance and also protection to help them 

in navigating what is otherwise a very uneven playing field.  A goal of public policy should 
be to achieve a more even equity of power between individuals, consumers, and citizens 
on the one hand and, on the other, the data holders such as governments and companies. 
Privacy policy should protect real people who are naïve, uncertain, and vulnerable and 
should be sufficiently flexible to evolve with the emerging unpredictable complexities. 

6.2 Future research  

I propose that further research is required in the area of privacy-by-proxy and aim the 
research at offering increased privacy for children.  Also, The US Department of 

Education et al (2016) states that the Departments encourage researchers to conduct 
rigorous studies on the following topics so that additional research-based guidance can 

be provided: 
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• The observational research method of Longitudinal studies are required to give a 

better understanding of how young children use and learn with technology and 

interactive media and also its short and long term effects. This should include 

research to better understand developmental shifts in children’s use of technology 

at different ages and then map children’s learning and technology use over time. 

Research is also needed for the interaction of children between technology use 

and health related behaviours, this should also include diet and physical activity. 

• Research is required on how much time children should be allowed to spend with 

technology at different stages of development; this research should clearly 

distinguish between children’s active and passive use. 

• Research is required on the impact of the use of new technologies such as 

smartphones and handheld devices with children, with an emphasis on the impact 

on children’s cognitive and social development.  

• Research is required on young children’s use of emerging technologies like virtual 

reality, augmented reality, and digital robots. 

• Research should include how adults can best facilitate their children’s media use. 

• Research is needed on the use of technology-based interventions and assessment 

tools with young dual language learners. Research the differences in access to and 

use of technology by adults and children and how they associate with children’s 

learning and development and how the use of e-books for bedtime stories and 

how it affects children’s sleep patterns and development. 
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Appendix 1: Interview Guide 

 

Introduction 
Note: This is to set the tone for the interview, the interview will be held in an 
environment where the interviewee will be comfortable for example the staff canteen.  

• Introduce myself with name 

• Explain I am a student with LTU 

• Explain I am doing research for a thesis 

• Explain I am a student with LTU and what my research area is on children 

safety when online 

• Explain that the digital age of consent starts at 13, this research is for children up 

to 12 years of age 

• Confirm that they are in charge of a child in the correct age group for this 

research 

• Confirm if they will answer the question which will not be linked in any way to 

a particular person and answers are private 

Background information 
Note: These are the softball questions and these will provide context for later questions. 

• Is the adult a parent, guardian or school teacher 

• How many children do they have in this under 13 age group? 

• Do they use the Internet? 

• What do the children do when they are online? 

• How do you monitor the child’s Internet activity 

• Does the child have access to a smartphone? 

Topic specific questions 
Note: Questions related to the research area 

• Previous to this survey did you talk to your child about online safety and have 

you discussed it in the last year?  

• Do you have parental controls installed on Internet devices in your home? 

• Would you be confident adding parental controls on Internet devices in your 
home? 

• Do you know what websites your child uses and which ones ? 

• On average how long does your child spend on the Internet every day? 

• Does your child use a webcam? 

• Are you aware of apps specifically for children such as YouTube Kids?  

• Are you aware of the darknet?  

• Do you know what the darknet is?  

• Does your child use the darknet?  

• Did you know that there are tutorials on YouTube explaining how to 
bypass/hack parental controls?  
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• Did you know that people amend words to bypass filters like using a zero instead 
of an o. 

• Does your child own a smartphone? 

• Does your child have access to a smartphone? 

▪ Does your child only use the smartphone in the house to access 
the Internet? 

▪ Does your child use their smartphone in public Wi-Fi hotspots to 
access the Internet? 

▪ Does your child bring the smartphone into the 
bedroom/bathroom? 

▪ Is antivirus installed on the smartphone?  

▪ Are parental controls configured on the smartphone? 
▪ Does the child use an Android smartphone? 
▪ Do you know what android version is on the smartphone and 

what is it? 

Exploratory questions and discussion 

Note: These questions that require some thinking from the participant. These questions 
are based on the answers already given and allow for further exploration and discussion 
on topics including 

• Is it possible the child is hacking the smartphone? 

• What is the adult doing to prevent the hacking? 

• What has the adult told the child in relation to Internet security? 

• What does the adult believe are the potential problems children may encounter? 

• If the child is using a smartphone to access the Internet is it secure and discuss? 

• What parenting do the adult carry out with the child in relation to the Internet 

and the child using it? 

• Any further observations 

Observations 
Note: Does the adult have any observations that they feel maybe of interest to the 

research 

• Ask for feedback from the adult 
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Appendix 2: Questionnaire 

Questions  
(Separate sheet for each child under 13) 
All answers are anonymous 
 
Is your child less than 13 years  

Yes  No  

 

Previous to this survey did you talk to your child about online safety and have you discussed it in the 
last year?  

Yes  No  

 

Do you have parental controls installed on Internet devices in your home? 

Yes  No  

 

Would you be confident adding parental controls on Internet devices in your home? 

Yes  No  
 

Do you know what websites your child uses? 

Yes  No  

If so which sites 
 

 

 

 
 
On average how long does your child spend on the Internet every day? 
 

_____________hours   _____________ minutes 
 

Does your child use a webcam? 

Yes  No  

 

Are you aware of apps specifically for children such as YouTube Kids?  

Yes  No  

 

Are you aware of the darknet?  

Yes  No  

 

Do you know what the darknet is?  

Yes  No  

 

Does your child use the darknet?  

Yes  No  
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Did you know that there are tutorials on YouTube explaining how to bypass/hack parental controls?  

Yes  No  

 
Did you know that people amend words to bypass filters like using a zero instead of an o so get 
something like p0rnagraphy?  

Yes  No  

 
Does your child own a smartphone? 

Yes  No  

 
 
Does your child have access to a smartphone? 

Yes  No  

 
Does your child only use the smartphone in the house to access the Internet? 

Yes  No  

 
Does your child use their smartphone in public Wi-Fi hotspots to access the Internet? 

Yes  No  

 
Does your child bring the smartphone into the bedroom/bathroom? 

Yes  No  

 
Is antivirus installed on the smartphone?  

Yes  No  

 
Are parental controls configured on the smartphone? 

Yes  No  

 
Does the child use an Android smartphone? 

Yes  No  

 
Do you know what android version is on the smartphone? 

Yes  No  

If so which android version is used __________________________ 

 


