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ABSTRACT 

The threat environment in space has evolved rapidly in recent times. As 

more and more governments and their people rely on the services that satellites 

provide, the space environment has become more congested. Militaries have 

also begun to use the technologies that satellites enable to give them a 

competitive advantage. These advancements have provided great incentive to 

governments and other groups to develop weapons that can disable the 

empowering satellites of other nations and peoples. This has caused the dawning 

of a new threat environment that spacecraft providers now need to consider when 

creating their designs. These new threats are in addition to the harsh space 

natural environment that must already be accommodated, making the design 

trade space of satellites more complex than it has ever been. In addition to natural 

threats like radiation and micrometeoroids, as well as non-hostile threats like 

space debris, the new threats that have come to surface are man-made and 

malevolent in intent. They include anti-satellite (ASAT) missiles, co-orbital 

satellites, nuclear weapons, and various hacking techniques. In this thesis each 

of the listed threats will be considered, including their operating principles, effects 

to spacecraft, mitigation recommendations, and mission applicability. Design 

recommendations are provided by mission types based on the range of threats 

they are susceptible to, the effect and likelihood an attack could have, and overlap 

in mitigation techniques between threats. This study has shown the importance 

that resiliency will have in the future for satellites at all levels of operation.  
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1 Introduction 

The threat environment in space for satellites has been rapidly changing 

over the past decade. Resiliency of space segments, which can be defined as a 

system’s ability to retain performance when attacked, for many military and civil 

satellite installations has recently come into question (Burch, 2013). It has 

become a hot topic in the private satellite sector as space has become a more 

congested environment due to the heavy reliance on the technologies that it 

enables. This has also caused the space environment to become contested in 

recent years as governments and other groups have realized the leverage 

satellites can provide. Such groups have also understood that disabling another’s 

satellite can take out critical infrastructure. This has spawned new research and 

technologies targeted at disabling normal operations of satellites. The current 

state of the man-made threat environment in space has become an increasingly 

hostile one to operate in. Additionally, there are many natural and non-hostile 

threats in space that spacecraft already must be protected against. Consideration 

of these new threats during the early phases of satellite development in the future 

will be critical for mission success.  

The development of these threats has come from several aspects of 

current cultures and events in recent times. The first is the recognition of the 

heavy reliance of many major countries on satellite-supplied services. If certain 

satellites were to be unexpectedly taken out then TV networks, phone networks, 

ATMs, financial market timing, traffic lights, railroad signals, air traffic control, 

power stations, water tanks, smart bombs, and warship and aircraft 

communications would all stop working (Sciutto, 2016). This situation could lead 

to widespread panic and hence has been the first trigger to make governments 

think about the resiliency of their systems. The second major prompt for this 

conversation has been the launch of several missiles and on-orbit satellites that 

have the capability to perform threatening actions to other satellites. The intent of 

these missions was not necessarily for anti-satellite military purposes, but in the 

wrong hands or under the wrong conditions could be detrimental to others up in 

space.  
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Overall, the space threat environment is an immerging topic that will be 

paramount to the design of new satellite systems in the coming years. Further 

development of the definition of the threat environment, quantification methods 

for comparison, and architecture trade solutions will hopefully prevent these 

perilous situations from occurring.  

1.1 The Threat Environment 

As the need for resilient systems is beginning to grow, the conditions to 

plan for are being studied. The topics of space militarization and weaponization 

have become more prevalent over the past several decades. Governments have 

recognized that resources in space could easily be repurposed for their needs. 

Military utilization of satellites has more recently caused adversaries to look at 

ways to remove the satellites aiding other nations. The solutions that 

governments have come up with to neutralize satellites makes up a part of the 

threat environment in space. It is important to note that there are also threats that 

have always existed for satellites in the natural environment, as well as non- 

hostile ones. All these conditions have thus far been grouped into two major 

categories which will be discussed below.  

The first group of situations that industry is hoping to bolster their systems 

against is hostile actions. As the world hits just over six decades since the launch 

of Sputnik, the first artificial satellite, huge advancements have been seen in the 

technologies used to build satellites. This has led to incredible developments that 

allow humans to explore farther in our galaxy and beyond, land on and explore 

foreign planets and natural satellites, and better understand and map the 

phenomena taking place on the Earth. Unfortunately, these technological 

advancements have also enabled nefarious ideas and missions to be 

conceptualized and constructed. Within the past several decades there has been 

an increasing awareness of the capability of harsh-minded individuals and groups 

to damage or destroy the satellites that many humans heavily rely on. There have 

been several technological developments that were originally intended for 

science missions, but in the wrong hands could also be used for destructive 

purposes. An example of this is robotic arms designed for missions dealing with 
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the removal of space debris. Such arms could also be used on satellites to 

capture and take over space-based resources used by foreign governments for 

communications or general infrastructure.  

In addition to manufactured threats, there are also ever-present natural 

conditions that make the space environment a dangerous one to be in.  Such 

conditions can be classified as adverse conditions and are the second group of 

circumstances that require satellite resiliency. The space environment is one of 

the harshest imaginable settings that any man or machine can be asked to 

operate in.  Adversities like natural radiation from the solar wind and the Van Allen 

belts, as well as micrometeoroids and other orbital debris, are surroundings that 

spacecraft will always face and must be designed to withstand.  

1.2 Aim 

This thesis intends to further study the external threat environment that is 

present today and create a taxonomy to be used as a baseline in the future.  This 

will begin by studying the historical context of the threat environment which has 

driven the need for satellite architecture resiliency. From here, the research will 

define the threat environment that exists currently for satellites. This will include 

studies of the specific events and environments, an evaluation of their impact on 

satellites, tools available to mitigate against these risks, design suggestions 

against the threat, and finally which types of missions it could impact. Throughout 

this thesis there will be a focus on the weaponization of space due to the 

emerging nature of this topic; however, it is important to note that existing non-

hostile and natural conditions are also an important part of the threat 

environment. They will also be discussed, albeit, not in their entirety due to the 

wealth of resources already available on the topics. Instead, this research 

focuses on the new man-made threats, their impacts, and how to design against 

them. 
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1.3 Report Outline 

The outline of this thesis report is as follows: 

• Chapter 1: Introduction 

This section provides a summary of the topics to be discussed throughout 

the report. 

• Chapter 2: The Evolution and Weaponization of the Space 

Environment 

This section will analyze the evolution of the space environment 

throughout the past several decades with a special look at its militarization 

and weaponization. This section will look at significant events that have 

awoken governments to the new environment and will examine why there 

is a need for systems to be resilient against threats. 

• Chapter 3: Categorization of the Threat Environment 

This section will provide a list and short description of the threats that exist 

to satellites. It will also examine the various ways to categorize these 

threats and define the method that will be used to frame the remainder of 

the text. 

• Chapter 4: A Study of Satellite Threats 

This section will provide a deeper examination of the threats. For each of 

the threats the research also aims to detail: 

o The operating principles that define the threat 

o An evaluation of the impact the threat can have on a satellite 

mission 

o The tools that are available to mitigate the risks and design 

suggestions against the threat 

o Missions that are the most susceptible to this risk 

• Chapter 5: Discussion 

This section will summarize the information that was collected in Chapter 

4, analyze mission areas it can impact, make future predictions, and 

suggests areas for future study. 

• Chapter 6: Conclusion 



 

5 

2 The Evolution and Weaponization of the Space 
Environment 

In a report on the current state of space weaponization in India, authors B. 

Gopalaswamy and G. Kampani assert that:  

Many theorists argue that space constitutes the ultimate high 

ground whose control is crucial to the outcome of terrestrial 

battles. They also regard space as a frontier that is analogous to 

air power in the early twentieth century; currently 

nonweaponized but a domain ripe with possibilities for offense 

and defense operations in the future. For these reasons, many 

believe that the weaponization of space is almost 

inevitable.(Gopalaswamy and Kampani, 2014, pg. 41) 

In this paper they also assert that the militarization of space is and has not 

been a debatable issue, since the use of satellites for this purpose largely 

enhances the technology already in use. The weaponization of space, on the 

other hand, is a new issue that is controversial as it “aims at denial and control of 

capabilities” (Gopalaswamy and Kampani, 2014, pg. 41). They discuss the 

militarization of space being the use of satellites to improve the performance of 

military actions back on the Earth. Examples of this include protected military 

communication satellites to be able to relay commands, and space-based military 

cameras used for surveillance.  

 Officials from the US government have expressed similar sentiment on the 

inevitability of the weaponization of the space domain. In a CNN special report 

General John Hyten, the Commander of US strategic command said “If you say 

is it inevitable, then the answer is probably yes” when asked about the likelihood 

of a war in space occurring (Sciutto, 2016). In the US 2011 unclassified National 

Security Space Strategy summary the government stated that  

“Space, a domain that no nation owns but on which all rely, is becoming 

increasingly congested, contested, and competitive. These challenges, however, 

also present the United States with opportunities for leadership and partnership” 
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(US Department of Defense, 2011, pg. i). The US government officials also have 

expressed that should US assets in space be attacked they do not believe that 

the country would be ready to defend itself. United States General William 

Shelton who was the former Air Force Space Commander believes that currently 

the US would not be able to protect the satellites that are up in orbit. Furthermore, 

in 2015 a statement was released by the US pentagon which expressed “grave 

concern” that it is not ready for a war in space (Sciutto, 2016). These statements 

show the mind-set behind one country that has been awakened to the new threat 

environment. 

 It is not just India and the United States that have been focusing on the 

weaponization of space. China, for example, spent an estimated $11 billion USD 

in space technologies in 2017, and Russia was estimated to spend $4 billion in 

2016 (Harrison, Johnson and Roberts, 2018). China has focused on standing up 

constellations and satellites for both intelligence, surveillance and 

reconnaissance (ISR) as well as positioning, navigation, and timing (PNT). These 

constellations will allow the Chinese to be self-reliant for many critical 

technologies used in military operations. In a white paper published in 2015 China 

stated that “outer space and cyber space have become new commanding heights 

in strategic competition among all parties” (Harrison, Johnson and Roberts, 2018, 

pg. 7). Similarly, Russia has also realized the importance of space weaponization 

and has been restructuring its government organizations to reflect this. In 2011 

the Russian government created the Aerospace Defense Forces. More recently, 

in 2015, they combined this group with the Air Force to create a new umbrella 

organization, the Russian Aerospace Forces. Within this group there are now 

three sub-segments: The Air Force, Aerospace and Missile Defense Force, and 

the Space Forces. The creation of a special group dedicated to space shows 

Russia’s renewed interest in their military space capabilities. This has also been 

indicated by their investment to upgrade the GLONASS PNT satellites with the 

new GLONASS-K constellation (Harrison, Johnson and Roberts, 2018).  

A Chinese military analyst very aptly summarized the draw that this new 

frontier has for many nations and groups around the world. Wang Hucheng 
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asserted that “…for countries that can never win a war with the United States by 

using the method of tanks and planes, attacking the U.S. space system may be 

an irresistible and most tempting choice” (Hucheng, 2005, pg. 3). In this report 

Mr. Hucheng makes a very good point about the appeal that weaponization has 

to various countries, not just those interested in the United States. For some 

governments this may be specifically to combat the US, for other countries this 

may be to stand up against other warring groups, and finally for some this could 

be to generally bolster their military standing.  

At this point in time, the technologies and strategies used for a war in 

space are relatively new. Many major world players are grappling to restructure 

their government organizations and redefine their typical view of satellite 

architectures, so they could survive an attack in space. They are also trying to 

quickly develop offensive strategies should a need arise. The newness of this 

counterspace across the globe allows nations to enter the political scene who 

previously may not have been considered a threat. For some countries, the draw 

of this arena is huge as the space frontier offers a level-playing field. The barrier 

to entry for counterspace weapons here can vary, some of which required serious 

capital and scientific investment. Other methods, like cyber and some electronic 

attacks require somewhat low to moderate investments. Those ASAT capabilities 

with low initial investment have been particularly appealing to terrorist and 

insurgent groups. Beyond this, the effects that a space-based attack could have 

can be devastating to both civil and military infrastructure of a nation. 

2.1  The Importance of Space Based Assets 

What drives these governments to fear the loss of space assets so dearly, 

and what would occur should certain satellites be inaccessible for normal 

operations? In this decade, every first world country and all the major world 

powers rely on data that is provided by satellites for every day operations. In a 

BBC article, the topic of what would happen if every satellite stopped working is 

examined. Although it is unlikely that all satellites would simultaneously stop 

working, it provides an interesting concept to examine and shows just how reliant 
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humans have become on these space-based technologies. If all satellites were 

taken out, the day would hypothetically progress something like the following: 

• 8:00   

o Nothing would occur abruptly 

o Television and foreign correspondence radio would stop working 

o Military pilots lose track of drones 

o Soldiers, ships, and aircraft are cut off from commanders 

o World leaders are unable to communicate to diffuse tensions 

o Pilots cannot communicate with Air Traffic Control 

o Fishermen and aid workers in remote regions are cut off 

o International communications cease to work 

• 11:00 

o GPS for everyday use stops working 

o Time stamps used for complex financial transactions fail and trades 

halt 

o The internet begins to fail when the GPS precise timing clocks are 

no longer available 

o Power stations, water treatment plants, traffic lights, and railway 

signals all stop working properly 

• 16:00 

o Commercial aircraft become grounded without the use of GPS for 

navigation and satellites for weather monitoring 

• 22:00 

o Fear “of a breakdown in public order” starts to set in 

o Illegal activities previously monitored by satellite begin  

(Richard Hollingham, 2013)  

In addition to the infrastructure listed above, things like ATMs, mobile 

phone service, and smart bombs would also become inoperable in this situation. 

Clearly, a day like this would cause mass panic if the technologies that are so 

heavily relied on for everyday operations were deemed useless. Public order 

would begin to break down while businesses and the government would scramble 
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to set up backup operations. In a war time situation, an adversary who has taken 

out the other country’s satellites would certainly have an advantage over the 

other. This war-time strategy advantage and the dependence on satellites for 

daily operations gives major incentive to be able to remove other’s space 

capabilities.  

2.2  The Historical Development of the New Space Threats 

The concern over the weaponization of space was not always present 

among space-faring governments. In fact, several decades ago the space 

domain and the military domain remained fairly separate. Up until the 1990’s 

there were military communication tests conducted and satellites that existed, 

however, they did not make a significant impact on how military history was 

written.  For example, in the 1940’s the US Army began its MILSATCOM 

campaign by making radar contact with the moon. In the 1950’s they continued 

these experiments by making a connection between Hawaii and Washington 

using the moon as a reflector. In the 1960’s and 1970’s the launch of real military 

communication satellites began with the introduction of the Initial and Advanced 

Communication Satellite Program, the Defense Satellite Communication System 

(DSCS), Fleet Satellite Communications System (FLTSATCOM)), and the Air 

Force Communications System (AFSATCOM) (Reimers, 2007).  

In 1991, however the world began to see how satellite communications 

could impact the military sector. During Operation Desert Storm, the US 

government used its FLTSATCOM and DSCS satellites for communication, 

navigation, and targeting. This application of the satellite technologies led to the 

destruction of Iraq’s military resources. US General Kutyna, Commander and 

Chief for Space during Operation Desert Stormed called this war “the first space 

applications war” (Gopalaswamy and Kampani, 2014, pg. 1). From this time on, 

space has been an integral portion of many country’s war machines.  

Since Operation Desert Storm there has been a continuous addition to 

both military and commercial capabilities in space accompanied by major 

technological advancements. There have also been several accidents and 

experiments in recent history that have shaken up the world stage. These events 
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have struck fear, especially in government officials, that their precious assets in 

space need to be protected from threats. These events include: the 2007 Chinese 

KE-ASAT launch, the 2008 US Standard Missile-3 Interceptor launch, the 2009 

Iridium 33 and Cosmos 2251 collision, the Chinese Shiyan-7 satellite launch in 

2013, the Kosmos 2499 and Luch launches in 2014, and the Galaxy 16 Satellite 

operations. These events and their impacts will be discussed in more detail 

below.  

2.2.1 KE-ASAT 

At the end of January 2007, China reported to the world that they had 

successfully launched an anti-satellite (ASAT) missile, a DongFeng-21 

Intermediate Range Ballistic Missile, to take out their own non-functioning 

satellite. The actual collision between the ASAT weapon and the FengYun 1C 

satellite occurred on January 11, 2007 after the missile was launched from the 

Xiachang Space Center in Sichuan. The FengYun satellite had been launched 

originally in May of 1999 and was a weather satellite in a polar orbit with an 

altitude of 850 km at a 98.6 degree inclination. The satellite had stopped working 

approximately three years prior to the ASAT launch when it stopped transmitting 

images back to Earth (Kelso, 2007).  

 A few weeks later, Chinese officials released a statement after much 

speculation that the launch was not intended to be a threat towards any countries, 

and that the debris was not a hazard to any other satellites. This statement was 

unfounded and caused many independent scientific associations to conduct 

research on the impact of this event. The results that were found were quite 

frightening for those who wanted to keep space safe. In 2007, 2,087 pieces of 

orbital debris which were 10 cm or greater were detected by the US Space 

Surveillance Network. Additionally, it was estimated that a total 35,000 pieces 

were generated which were greater than 1 cm. What was even more alarming 

were the analysis results showing an increased likelihood for satellite collisions. 

The analysis was performed in Satellite Orbital Conjunction Reports Assessing 

Threatening Encounters in Space (SOCRATES), which searches for events 

where a satellite comes within 5 km of any known orbital object. The report 
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studied an 8 month period from the event and it was found that 2,873 of 10,619 

predicted encounters were caused by debris from the FengYun 1C (Kelso, 2007).  

The impact of the event was also exemplified by looking at the North 

American Aerospace Defense Command (NORAD) data showing all objects 

orbiting the Earth.  This data can be seen plotted in Figure 2-1. The top plot shows 

NORAD’s total cataloged debris in blue from the years 1957 to 2007, with the 

decayed objects in red and the on-orbit objects in green. The circles in blue on 

this plot show the impact of the Pegasus Hydrazine Auxilary Propoulsion system, 

which was the worst recorded human manufactured space debris event, prior to 

the FengYun breakup. The circles highlight the spike in on-orbit debris caused by 

this event. In the red circles, one can see the huge increase in the number of 

objects on orbit created by the FengYun explosion. Relative to the Pegasus 

breakup, the debris created by the FengYun was many times greater.  

In the bottom chart, the Center for Space Standards and Innovation 

predicted how the debris from this collision would propogate over time.  The blue 

line in the bottom plot shows their baseline prediction, and the upper and lower 

lines show the analysis with high and low drag assumptions, respectively. This 

plot gives a shocking perspective on how the impact of the debris continues to 

worsen over time as it continues to collide and propogate. This run-away 

condition creates a grim outlook for the safety of the space environment. The 

FengYun 1C satellite disposal became the worst human-made debris causing 

event on Earth. It brought the harsh reality of the longevity and propogative risks 

that ASATs create to other operating satellites to the forefront of many operators 

minds. 
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Figure 2-1. NORAD Data Showing Increase in Orbital Objects from FengYung 1C 

(Kelso, 2007 and 2018, pg. 327) 
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2.2.2 Standard Missile-3 Interceptor 

On February 20, 2008 a modified US Standard Missile-3 Interceptor, built 

by Raytheon, was deployed from the sea-based USS Lake Erie in the Pacific to 

intentionally destroy a US NRO intelligence satellite. The satellite was originally 

launched on December 14, 2006 and shortly upon reaching orbit stopped 

communicating with the ground station. It was in a decaying orbit located at an 

altitude of approximately 160 miles during the time the satellite was eliminated in 

2008 (Turner, 2014). The US government cited that they had concerns that it 

could cause harm to human life as it re-entered the Earth. Although many 

satellites had de-orbited prior to this without needing to be intercepted, the 

President of the United States had concerns that this satellite had a higher 

likelihood of releasing hazardous amounts of its hydrazine and other toxic fuels 

as it came through the atmosphere. This was due to the fact that the satellite had 

remained powered-off for two years without having heaters for the fuel tanks. As 

the US scientists and engineers did not know the current chemical state of the 

fuel, they could not accurately predict how much of it would melt upon re-entry. 

Additionally, the risk that the satellite would land in a populated area was quite 

small; however, there was still a significant enough chance that a life could be 

taken if the missile was launched. As the satellite was approximately 5,000 lbs at 

beginning of life (BOL) it was projected that half of its mass would survive re-

entry(Jeffrey, Cartwright and Griffin, 2008). Without the aid of communication with 

the satellite to verify its precise location, its risk to the population was deemed 

too great.  

This event had a large impact in the political arena as Russia and China 

were preparing to have discussions on re-signing the Peaceful Uses of Outer 

Space Treaty and banning space weapons. The actions of the US came across 

as “rubbing salt to the wound” in a time when other major nations were 

considering peaceful solutions. Many critics also did not believe that the stated 

safety reasons for shooting down the satellite were true. When the space shuttle 

Columbia crashed down it also carried a tank with Hydrazine, and it was able to 

survive the re-entry. Additionally, the likelihood of the satellite crashing down on 

an area where humans could be harmed was found to be extremely small 
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(Turner, 2014). Speculation began that the US government could have launched 

the missile as a show of power following the 2007 Chinese ASAT launch. It was 

believed that the purpose for the Standard Missile-3 Interceptor in this case was 

to show that the US could also muster ASAT missile capabilities rapidly. Many 

feared that this potential display of power could insight an arms race as nations 

would rush to display their own ASAT capabilities. Regardless of the true intent 

of the US officials it caused many groups to consider the possibility of a space-

based arms race, and the terrible impacts that resulting debris could have on 

space assets in orbit.  

2.2.3 Iridium 33 – Cosmos 2251 

At 11:55 am EST on February 10, 2009 a non-functional Cosmos 2251 

satellite collided with an operational Iridium 33 satellite that was orbiting in LEO 

at an altitude of approximately 790 km. The Iridium spacecraft was on a near-

polar orbit with an inclination of 86.4 degrees causing it to move at a speed of 

approximately 27,088 kph, and the event marked the first time in history that an 

active satellite was unintentionally destroyed by a collision with another satellite. 

The Iridium satellites operated with a constellation of 66 satellites in total that 

were distributed among 6 different orbital planes. The Cosmos 2251 satellite was 

originally launched for MILSATCOM purposes but was removed from operations 

in 1995. From that point on the satellite did not have operators monitoring it 

actively. The Cosmos satellite was in a LEO orbit that had a perigee of 750 km, 

an apogee of 805 km, and at an inclination of 74 degrees (Iannotta and Malik, 

2009).  

 When the two satellites collided in 2009 they were located approximately 

over Siberia. The two bodies were moving at 11.65 km/s relative to one another 

and approached almost perpendicularly (Muelhaupt, 2015). The debris that was 

generated from the crash initially followed along the original orbits of the satellites, 

but over time began to fill into shells at these altitudes. The shape of the debris 

field can be seen in Figure 2-2, with green dots being pieces that originated from 

the Iridium satellite and purple ones coming from Cosmos 2251. Green and 

purple markers indicate pieces of debris that are 10 cm or larger, and the red and 
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blue markers are those which are 1-10 

cm. According to the Aerospace 

Corporation Debris Analysis Response 

Team (DART) predictions ~200,000 

pieces of wreckage that were greater 

than 1 cm were generated. Of these 

200,000 pieces, 3,273 were greater 

than 10 cm and can be tracked. Each of 

these 3,273 pieces of debris generated 

by the collision are large enough to 

completely destroy another satellite 

(Muelhaupt, 2015). Even pieces that are 

in the 1 cm size range can end a satellite 

if it were to encounter it. This accidental 

collision between satellites clearly created a much more dangerous space 

environment to operate in and opened the eyes of many operators to the 

situational awareness that is now necessitated.  

2.2.4 Shiyan-7 

On July 20, 2013 the Chinese space program launched three satellites 

from Taiyuan Satellite Launch Center named Chuangxin-3, Shiyan-7, and 

Shijian-15. Publicly, the Chinese announced that the purpose for these missions 

were scientific, regarding space maintenance technologies. After the launch of 

these satellites it became known that one of the three carried a prototype robotic 

arm. The cited main purpose for the in-space tests of the robotic arm technology 

was to validate it for future use on the Chinese space station. Such an arm would 

be able to perform maintenance on the station via remote control. Another major 

purpose for performing research on robotic end effectors was for capabilities in 

removing orbital debris from space. The true reasoning behind the mission, 

however, came into question shortly after launch when an unexpected maneuver 

by the Shiyan-7 satellite occurred (David, 2013). Ground stations that had been 

tracking the satellite had seen the Shiyan-7 perform several operations that 

Figure 2-2 Debris Field from Iridium 33 

and Cosmos 2251 (Muelhaupt, 2015) 
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brought its orbit quite close to the Chuangxin-3 satellite. The unanticipated 

changes came when it started following the Shijian 7, a different satellite that had 

launched in 2005. Suddenly, the Shijian 7 disappeared to those tracking it, which 

the Shiyan-7 presumably rendezvoused with.  

 The manoeuvrability and unknown purpose of the mission caused many 

people and governments around the world to worry about the demonstration. 

Although the technology could be used for great benefits in space by removing 

hazardous debris, it could also be easily used for something more nefarious. 

Many of the technologies created for space applications can easily be repurposed 

from commercial intentions to military ones. The ability of this satellite to change 

its orbit easily, and then take another spacecraft under its control scared satellite 

operators. This showed that the Chinese had the capability to take other 

government’s surveillance and military communication satellites into their 

authorization, and out of their useful orbits.  

2.2.5 Kosmos 2499 and Luch 

On May 23
rd

, 2014 the Russians launched a mission with three Rodnik 

communications satellites and the Kosmos 2499 satellite. In previous launches 

triads of the Rodnik communications satellites had been launched together. 

During the launch of May 2014, however, the Joint Space Operations Center 

(JSOC) at Vandenberg AF Base in California was monitoring the launch and 

noted a fourth object released from the vehicle. They initially believed that the 

object was just a piece of space debris. Soon after the launch, the piece of 

“debris” came to life and started manuevering around. It became apparent that 

the unknown object that was being tracked was actually another satellite. The 

Joint Space Operations Center continued to watch the movements of the satellite 

and saw that it initially made a series of burns to change its orbit, and then made 

movements to allow it to re-approach the booster that launched it. The satellite 

seemed to have performed more than 10 approaches to the booster and during 

one of these may have contacted the booster, sending it to a higher orbit (Sciutto, 

2016). Later, the Russians notified the UN that they had sent four spacecraft into 

orbit.  
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 Later in the year, in September of 2014, the Russians launched another 

satellite named Luch. This satellite took approximately seven months from launch 

to maneuver to a spot in Geosynchronous Earth Orbit (GEO), where it positioned 

itself between Intelsat 7 and Intelsat 901. These are part of a constellation of 

communications satellites. These satellites are primarily commercial but also sell 

secure communications for government customers. In 2015, it was observed that 

the satellite has moved yet again, and this time was settled next to Intelsat 905. 

During its time on orbit, Luch has come within 5 km of another spacecraft three 

separate times (Gruss, 2015).  

Both of these satellites are examples of a capability which shook many 

international governments. Again, the Russians could have been testing out new 

technologies for inspecting or servicing ageing hardware. The fear, though, is that 

the technologies could easily be re-purposed for military missions and become 

an offensive potential. The Kosmos 2499 satellite became known as the 

“Kamikaze” satellite within JSOC because it showed that it could maneuver up 

close to another satellite and destroy it. If commanded, the satellite could be 

treated as a space bullet, where it could be sent to slam into another spacecraft, 

destroying both.  

In the case of Luch, governments were concerned that the satellite was 

listening into the communications that were being transmitted and received by 

the Intelsat satellites. The actions taken by the Luch operators were also seen as 

being dangerous as it got unnecessarily close to the Intelsat spacecraft.  A US 

government State Department official said that “It is the shared interest of all 

nations to act responsibly in space to help prevent mishaps, misperceptions, and 

mistrust” in response to the situation with Luch (Gruss, 2015). The Intelsat 

operators tried to contact the operators of Luch regarding motives and 

movements of the spacecraft, but never received a response. These missions 

have caused another shocking realization in the space industry of the hostile 

ways that new technologies could be used to destroy or spy upon other nation’s 

space assets.  
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2.2.6 Galaxy 15 

The Galaxy 15 was a communications satellite that was launched on 

October 13, 2005 from Guiana Space Center to geosynchronous orbit. The 

satellite was built by Orbital Sciences Corporation for the operator Intelsat. 

Galaxy 15 operated properly until April of 2010, when an anomaly occurred, and 

the communications began to function improperly. The satellite was still able to 

receive and transmit broadcast signals, but it would not respond to any 

commands that were sent. This included any commands for the attitude control 

system used for station keeping, thus the satellite began to drift out of its 

designated orbital location. The danger of the satellite began when it was realized 

that Galaxy 15 would be approaching the AMC-11 communications satellite in 

June of the same year. The two satellite operators communicated about the event 

and the AMC-11 satellite was maneuvered out of harm’s way. Interference 

between the two satellite signals still was a concern, however, since Galaxy 15 

was still transmitting broadcasting signals. Luckily, no interference occurred, and 

the TV broadcast continued as planned.  

Throughout the year of 2010 Intelsat made several attempts to regain 

control of their satellite, which were mostly met with disappointment. Finally, in 

December of 2010 Intelsat was able to regain control of the satellite after their 

batteries were fully discharged. After the discharge a patch was sent to the 

satellite to use backup systems, which regained proper operation. The satellite 

was sent to an interim GEO location, and then finally back to its intended orbital 

slot (Chow, 2010). This event reminded the world that neighbouring satellites 

could unintentionally become a danger to the operation of another spacecraft. 

2.3 Impact of the Historical Events 

In the past sections several major space events have been described 

which have transformed the definition of the space threat environment over the 

past decade. The classical threats from the natural space environment, like solar 

radiation and micrometeoroids, still pose a significant risk to all spacecraft. These 

events, however, create a whole new set of man-made risks that governments 

and satellite operators must worry about and plan for. Non-hostile threats, like the 
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chance of collision with manufactured space debris, has become a huge problem 

in the international space industry. The intentional destruction of the FengYun 1C 

satellite and the unintentional collision of the Iridium 33-Cosmos-2251 satellites 

has caused unprecedented exponential spikes in the population of orbital debris. 

This debris poses huge risks to surrounding satellites who now must monitor and 

plan for avoidance maneuvers. Additionally, the Galaxy 15 mission showed the 

world that when technology fails humans, it can also be a danger to other 

spacecraft.  

The destruction of the FengYun 1C satellite along with the US destruction 

of their defunct NRO satellite caused governments around the world to assess 

their ASAT capabilities. Though these displays were cited to have been civil 

missions, a dual military meaning was understood internationally. Powers around 

the world had the capability to take out satellites, and many nations have begun 

to see the need to develop their own technologies. If a space war were to take 

place ASAT weapons would be the crux of the event. They would also have the 

tragic result of creating so much debris that the space realm would start to be 

unusable.  

Three other missions discussed which also cited civil intentions were the 

Russian Kosmos 2499 and Luch missions and Chinese Shiyan-7 mission, but 

these again also sent military messages. Nations around the world felt shock 

waves of fear after these missions as kamikaze, hijacker, and signal interceptor 

satellites now existed.  The concept that the satellites now need to be aware of 

and on-edge against other space-based assets has created a new set of 

requirements for satellite design. All these events have created a new definition 

of threats that individual satellites must be designed to withstand or avoid. It has 

also brought the concept of resiliency for satellite architecture to be a leading 

design consideration for military satellites across the world.  
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3 Categorization of the Threat Environment 

In this section a classification system for the various threats present to 

spacecraft will be defined. This organization will then be used in subsequent 

sections of the thesis in more detailed discussions of each threat, its impact to 

the spacecraft, and ways to design for such a threat. There are three classification 

systems that will be discussed. The first is that which is defined by the National 

Security Telecommunications Advisory Committee (NSTAC) to the President of 

the United States in the “NSTAC Report to the President on Commercial Satellite 

Communications Mission Assurance.” The second method comes from the paper 

“A Method for Calculation of the Resilience of a Space System” by Ron Burch 

which discusses the larger topic of how to quantify the resiliency of a system. The 

third method places threats on a scale based on the level of lasting impact that 

they have on the satellite.  

3.1 NSTAC Classification 

The NSTAC report breaks down the types of threats into three categories: 

physical threats, access and control threats, and user segment threats. It is 

important to note that this report is considering the whole system which includes 

the space segment and the ground segment. Many of the examples discussed 

apply to the ground segment, which is a critical portion of the larger system for 

successful operation. In this thesis, however, there will be a focus on the space 

segment as a measure in which to narrow the scope.  

 The report defines these three overarching threat categories in the 

following way: 

Table 3-1. NSTAC Threat Categorization 

Threat Type Description (NSTAC, 2009, pg. 11) 

Physical 
Threats 

“Destruction of physical network infrastructure, or physical 

threats to operational personnel. Examples include 

explosions, cable cuts, hostage-taking at control centers, 

natural disasters, power failures, satellite collisions, and 

space-based attacks.”  



 

21 

Threat Type Description (NSTAC, 2009, pg. 11) 

Access and 
Control 
Threats 

“Unauthorized access, control, or prevention of the 

operator’s control of its network, underlying devices, 

control links, and physical plants. Examples include 

unauthorized commanding of or preventing control of 

routers, switches, servers, databases, or satellite buses 

used to control the network; distributed denial of service 

attacks against network control infrastructure; compromise 

of network security protocols; and actions by malicious 

insiders.” 

User Segment 
Threats 

“Events, such as denial of service attacks, that occur on 

user traffic paths of the network that degrade or deny 

service to users by exhausting or preventing customer 

access to network resources. Examples include botnets, 

denial of service attacks, route hijacking, viruses, worms, 

and RFI.” 

The first type of attack that is shown in Table 3-1 is a physical attack. There 

are many examples of what this could mean in terms of the ground system, many 

of which are listed in the table. For the space segment, a physical attack could 

largely be a collision which could be either intentional or unintentional. This 

means that it could be a situation where the satellite hits a piece of space debris 

or a rogue satellite like the Iridium 33 collision. On the other hand, a collision in 

this category could also include destruction by an ASAT like the case of the 

FengYun 1C and US NRO satellites.  

The second threat that the NSTAC discusses are access and control 

threats, which deals with the unauthorized access of satellite controls and the 

ground-based network components. For the space segment, this type of threat 

would include activities like spoofing and interference. Interference into networks 

can also be intentional and unintentional, although when this occurs it is typically 

not planned. The results of this sort of situation could be either that the satellite 

is sent a command by an undesired person, or that ground operators lose the 

ability to transmit and receive signals. 
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The final threat category discussed is user segment threats. In this 

category the NSTAC is discussing threats that exist to the link used to transmit 

the data on the ground between the ground station and the terminals.  There are 

many examples of how the user segment can be infiltrated in the Table 3-1. They 

note that satellite systems are especially susceptible to this sort of attack because 

satellites tend to have large footprints. This makes attacks such as network 

interference or purposeful interference/denial of service attacks much more likely 

compare to other terrestrial communication networks (NSTAC, 2009). Purposeful 

interference is when an adversary will insert a signal into the uplink transponder 

of the satellite, causing denial of service within the beam area on the time scale 

of days-months. This classification of threats can be created by an adversary 

using relatively low-cost as compared to many of the examples described in the 

previous paragraphs.  

The NSTAC report provides a logical breakdown of the threats within the 

larger portfolio using transmit/receive pathways to create the grouping. The 

committee makes great points on ways to think about this environment, which are 

important to be noted. Namely, they make it evident that there are equal numbers 

and significance of threats to the ground segment, user segment, and network 

segment as there are to the space segment. If the ground station, user terminals 

and network connections are taken out by an opponent, this will still deem the 

satellite and the system useless. Without properly functioning links and networks 

the telemetry, which is the end product of the system, will not be received by the 

satellite operators.  

As previously mentioned, this thesis will focus mainly on the threat to the 

space segment, as a means to create a reasonable scope to study. There will be 

a small discussion on threats to the ground station and user station, but only in 

reference to the commands that they send to the satellite. Hence, this 

categorization is not the best suited to move forward with in this study as it does 

have a large focus on the threats to portions of the system which this thesis will 

not emphasize. The distinction between the individual access and control threats 

and user threats for the space segment alone do not become so discrete without 
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these segments. The physical threats classification would also then contain a 

large number of adverse conditions that could be further broken out. Therefore, 

going forward a different taxonomy will be used, but the NSTAC provides and 

important and notable perspective that is worth bringing up.  

3.2 DoD Classification 

The second classification that will be discussed is taken from the report “A 

Method for Calculation of the Resilience of a Space System” which has been 

adopted by the US Department of Defense (DoD). This report focuses mainly on 

quantifying the resiliency of a system, however the paper begins with a pictorial 

representation of the types of threats present for satellites currently. The 

individual threats are broken into two main categories which are adverse 

conditions and hostile actions. Several of the threats within the two categories 

are then listed as examples. This hierarchical representation can be seen in 

Figure 3-1. 

This classification makes an important distinction between the threats that 

are adverse conditions and those that are hostile actions. This discrepancy is 

important to highlight when designing a spacecraft and overall satellite system 

with resiliency in mind. When a new satellite program is being acquired, future 

studies will begin with an analysis of alternatives (AoA). The AoA should look at 

different concepts that are able to meet the end goal, and then compare the 

Indiviual	Threat	Types

Adverse	
Conditions

Weather Natural	
Disaster

Space	
Weather Other

Hostile	Actions

Physical	
Attack

Man-
Made	

Radiation	
Event

RF	or	
Optical	
Attack

Jamming Spoofing Cyber

Figure 3-1. Threat Taxonomy from US DoD/Burch (adapted from Burch, 2013)  



 

24 

resiliency of each of these systems. A similar analysis will be done on other 

parameters that are important to the customer, like cost and functionality. Finally, 

there will be a trade-off between all these parameters, where it must be decided 

which is the most essential to consider in the design. Whichever concept aligns 

the best with the priorities of the system will be chosen to move forward.  

To be able to conduct the resiliency portion of the study the expected 

threat environment for the specific mission must be defined. To design a resilient 

satellite or constellation where it can withstand every possible adverse condition 

and hostile action would yield a solution that is both overly-robust and extremely 

costly. Such a concept would never be funded or selected to move forward with. 

Instead, the initial threat considerations should only include those which are 

reasonable to be incurred by the satellite. For example, it is not likely that a 

science mission satellite would be taken out by a hostile ASAT, unless it was 

hosting a secret payload. Therefore, it would not make sense to put in place 

measure for that system to be able to avoid such an event.  

With that being said, adverse conditions should be considered for all 

satellite designs. These threats can be present regardless of the mission type, or 

political motives surrounding the program. Satellites should always be designed 

for elements of the natural space environment like space weather and 

micrometeoroids. Additionally, both satellite links and ground stations should also 

keep in mind the effects that natural disasters and weather can have back on 

Earth. The likelihood of hostile actions, however, can be specific to the mission 

at hand and are heavily influenced by the political climate. If a program contains 

a secret mission for a government allowing for surveillance of foreign lands, for 

example, it is likely that an assault could be launched by an adversary. In this 

case, the design should focus on preventing it from occurring or being able to 

withstand the assault. There is one remaining factor that is important to think 

about when considering threats to spacecraft, which is the impact that it can have 

on the system. The inclusion of this final piece will be incorporated in the following 

section.  
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3.3 Impact vs. Likelihood Categorization 

The categorization that ultimately will be used going forward in this study 

classifies threats based on both their level of likelihood and the impact that they 

can have on the sustained operations of spacecraft. The likelihood of an event is 

related to its level of hostility. The previous section introduced the idea that 

threats can range from a non-hostile adverse condition to a hostile action. Those 

that were previously categorized as adverse conditions are applicable to all 

spacecraft, as events such as solar radiation do not discriminate against what 

they choose to affect. On the other hand, hostile actions typically are more 

discriminatory against the satellites they target. These events are often politically 

motivated and costly to execute. It is therefore expected that more hostile events 

will have a lower likelihood of affecting any spacecraft. There are a few cases of 

events where they could be unintended and non-hostile, but also could be 

conducted by a foe. These types of threats would be somewhere in the middle 

between an adverse condition and a hostile action in terms of likelihood.  

The second scale that is important to recognize is the level of impact that 

can be imparted on an individual satellite. A successful ASAT missile could 

destroy a satellite and break it into fragments. In this case there is no hope for 

operation after the threat goes away, and no chance of reconfiguration to resolve 

any problems caused by the attack. On the other hand, in the case of radio 

frequency (RF) attacks, these will sometimes block the command of a satellite for 

a portion of time. Once the attack has concluded the satellite can sometimes go 

back to normal operation. High impact events would be ones that could lead to 

catastrophic destruction of a satellite, while low impact ones are events that are 

completely reversible.  
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In Figure 3-2, simultaneous graphical representation of the two 

considerations is shown. In this plot, the threat likelihood is shown on the y-axis 

and threat impact is shown on the x-axis. The darker green that a portion of the 

plot is, the higher in priority it should be during the design. It is important to note 

that Figure 3-2 is meant to be a general summary of the threat environment 

across all types of satellites in the industry. If an analysis is performed on one 

specific mission this plot could be re-created for it; however, the likelihood would 

change for the threats.  

In the following paragraphs an attempt will be made to list all the new 

threats present against spacecraft. Their likelihood and impact level will then be 

analyzed, and their location on the design priority chart will be identified. The 

developed diagram will be used as method for organization of discussion of the 

threat in the subsequent sections of the thesis. 
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Figure 3-2. Threat Categorization in Terms of Design Priority 
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Figure 3-3. Threat Classification Plot 

3.3.1 Current Spacecraft Threats 

There are many threats that spacecraft designers must consider in present 

day. Many of which have come to light within the past decade, as the previous 

sections have shown. Again, it is important to note that there are additional 

threats that exist to the network segments, user terminals, and ground segments 

that will not be discussed here. This list is focusing on specific threats to the 

spacecraft and those directly affecting their links. There are additional natural 

threats that will not be discussed such at neutral particles, outgassing, plasma, 

and Earth-based weather. These are important considerations in the design 

process, however, they are neither new threats nor related to the design 

considerations of new threats. That being said, the following threats will be 

studied:

1. Space Debris and Micrometeoroids 4. Natural Radiation 

2. Conventional ASAT Missile 5. Nuclear Weapons  

3. Co-orbital Satellites 

3.1. Kamikaze Satellites 

3.2. Co-orbital Satellite with Weapons 

6. Hacking 

6.1. Jamming and Hacking 

6.2. Spoofing 

6.3. Signal Intelligence 
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In Figure 3-3 the threats have been added into the threat categorization in 

terms of general design priority concept shown in Figure 3-2. In depth discussion 

on the impacts and likelihood of each threat will be discussed in section 4. This 

will illuminate the reasoning for the placement of the threats on the table. In 

general, threats one and four come (at least in part) from the natural environment, 

and therefore have a high applicability as all spacecraft could be impacted by 

them. The remainder of the threats are man-made and would come from hostile 

intent. This makes this set of threats less applicable to the entire fleet of 

spacecraft on-orbit and to those being designed. These also have varying impact 

on the spacecraft, which will be discussed in their individual sections.  
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4 A Study of Satellite Threats 

In this section each of the six threat groups listed in the section above will 

be discussed. For each of the events shown the way in which the mechanism 

operates will be explained along with the impact that it can have on a satellite. 

After this any tools and design strategies that can be used for mitigation will be 

discussed. The first and fourth threats that are listed in section 3.3.1 are ones 

that come from the natural environment. Space Debris is an exception to this 

because the debris in space comes from human products, while the other portion 

of the threat is natural. These two threats are heavily related to other hostile man-

made threats and therefore will be discussed below. Threats two, three, five, and 

six are all the result of human effort and are relatively new concepts within the 

space sector. These topics will be discussed in further detail below. 

4.1 Space Debris and Micrometeoroids 

In this section space debris and micrometeoroids will be considered 

together as one threat to spacecraft. Although they come from different sources, 

one being natural and the other manufactured, they both have the same impact 

on satellites. The mitigation techniques are also common; hence, they have been 

combined into one section. Space debris consists of all objects orbiting the Earth 

that are not controlled. These objects can come from many sources including 

separation maneuvers of rocket stages, collisions, explosions, solid rocket fuel, 

boosters, and non-operational satellites. Micrometeoroids come from the breakup 

of both comets and asteroids. They are very small pieces of rock that can orbit 

the Earth and intercept satellites. 
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4.1.1 Space Debris Threat  

There are two ways in which the orbital debris environment can be 

quantified. The first is through earth-based observations, which can be performed 

optically or with radar. There are several groups around the world that monitor 

space debris using these methods, which helps to fully characterize the 

magnitude of the threat. Some of these groups include the Smithsonian 

Astrophysical Observatory (SAO), the Tracking & Imaging Radar (TIRA) in 

Germany, and the Russian Research Institute of Long-Range Radio-

communication (NIIDAR) (Wilson, 2001). The second way in which this 

environment is quantified is using space-based assets. Programs such as the US 

Geosynchronous Space Situational Awareness Program (GSSAP), the Long 

Duration Exposure Facility (LDEF), and the Space Debris Sensor (SDS) on the 

ISS monitor have been used to monitor man-made objects in orbit around the 

Earth. The benefit of space-based methods is that they are not affected by the 

Earth’s atmosphere, including poor weather, and they may have a much closer 

proximity to the object being studied.  

 At NASA’s Johnson Space Center in Houston, Texas, the Astromaterials 

Research & Exploration Science group’s 

Orbital Debris Program office uses such data 

to feed their ORDEM database. This program 

provides a model of the space debris and 

micrometeoroid environment out in space. 

The NASA estimates of the amount of debris 

that is currently orbiting the Earth can be 

seen in Table 4-1. Number of Object in Orbit 

(ARES: Orbital Debris Program Office 

Frequently Asked Questions) These objects 

are broken up into three categories based on size. As mentioned above there are 

several methods in which orbital debris can be tracked. For the data set provided, 

the large debris is tracked using the US Space Surveillance Network, while the 

smaller debris particles have been found by looking at the impact surfaces of de-

orbited spacecraft from LEO. 

Size – Diameter 
(cm) 

Number of 
Objects 

>10 21,000 

1-10 500,000 

<1 >100,000,000 

Table 4-1. Number of Object in Orbit 

(ARES: Orbital Debris Program Office 

Frequently Asked Questions) 
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This group also looks at the distribution of these particles and their orbits. 

The greatest amount of orbital debris occurs within LEO, lower than 2,000km. 

The highest density of particles exists 

within the altitude range 750-800km. 

Luckily, the environment in GEO is not as 

dire as it is currently in LEO. This is 

partially due to the fact that many satellites 

are sent to a graveyard orbit towards the 

end of their lifecycle. The JSC/ORDEM 

representations of orbital debris presence 

in LEO, GEO, and GEO polar orbits can 

be seen in the images 4-1 through 4-3.  

 

 One aspect of the space debris that makes the threat so damaging is the 

projection of debris propagation going forward. Current studies show that the 

number of objects in orbit is increasing due to the rise in space assets being 

launched, explosions of satellites that are no longer operational (as discussed in 

the historical development section), and the collision of objects. This last source 

is particularly frightening, because even if the other two sources disappeared the 

Figure 4-2. Orbital Debris in GEO Polar (Stansbery) Figure 4-3. Orbital Debris in LEO (Stansbery) 

Figure 4-1. Orbital Debris in GEO (Stansbery) 
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amount of debris would still increase. When two objects collide, they create a 

debris field with many more new particles. These new particles are now available 

to collide with other objects, creating a run-away condition of orbital debris 

creation. This scenario is known as the Kessler syndrome and over time this 

threat could render outer space unusable to humans.  

4.1.2 Micrometeoroid Threat 

As mentioned earlier in the section, micrometeoroids are small fragments 

that have broken off comets and asteroids. The micrometeoroid environment that 

spacecraft experience varies throughout the year as the Earth moves in its orbit 

around the sun. When the Earth’s path crosses the debris cloud left behind from 

the fragmentation of a comet, this is known as a meteor shower. There are, 

therefore, specific meteor showers that the Earth passes through every year at 

the same time such as the Leonids and the Quantrantids. The flux of meteoroids 

is generally predicted using computer models that contain numerical estimations. 

In simpler terms, the flux that a satellite can roughly expect to encounter is 

described by the following equations (Tribble, 2003, pg. 174): 

!"" = 3.156×10+(-./.01 + 3 + 4) (4-1) 

- = 15 + 2.2×10078.089 (4-2) 

3 = 1.3×10.:(7 + 10;;7< + 10<+7/).8.089 (4-3) 

4 = 1.3×10.;9(7 + 1097<).8.1= (4-4) 

In these equations FMM is the micrometeoroid flux in the units [
;

>?@A
], and m is the 

mass of the micrometeoroid in grams [g]. When these equations are used to plot 

mass versus flux Figure 4-2 is created.  This plot shows that as mass increases, 

the likelihood of an encounter drops drastically. As the particle mass decreases, 

however, it is almost certain that there will be a spacecraft encounter within a 

given satellites lifecycle.  
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4.1.3 Impact to Spacecraft 

The general concern that spacecraft designers have about space debris 

and micrometeoroids is the effect that the kinetic impact can have. These objects 

are moving at such incredibly high speeds that they can cause significant, if not 

catastrophic, damage. They are generally moving with speeds on the order of 10 

km/s (Felicetti, 2017b) and pose a threat to the ram-facing side of the spacecraft. 

Kinetic energy is defined by the following equation where m is mass of the debris 

or micrometeoroid, v is velocity, ρ is density and d is mean diameter: 

BC = 	
1
2
7E< 

(4-5) 

7 = F
G<

4
 

(4-6) 

It is apparent from these equations that both the velocity and diameter 

have a major impact on the energy that is transferred to a satellite or spacecraft 

during impact. In terms of velocity there are some guidelines that show the effect 

of a collision based on certain ranges. The result to the original particle can be 

seen in Table 4-2: 

Figure 4-2. Interplanetary Micrometeoroid Flux Based on Mass (Tribble, 2003, pg. 175) 
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Table 4-2. Result to Incoming Particles Based on Velocity (Felicetti, 2017b) 

Velocity Range (km/s) Effect 

v<2 The projectile will remain in tact 

2<v<7 The projectile will shatter into smaller pieces 

7<v<11 The projectile will go into a molten state 

v>11 The projectile will vaporize 

 

Additionally, the diameter of the particle significantly impacts the level of 

destruction that will be experienced. Small particles can cause damage to 

components and can yield degraded performance or force a backup system to 

be used. Medium sized projectiles create craters in the spacecraft that can cause 

structural damage to the body. Finally, large particles will lead to complete 

destruction of the satellite and will create significant amounts of new space debris 

that adds to the Kessler syndrome. A more in-depth summary of the damage that 

different particle sizes can cause are seen in Table 4-3. 
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Table 4-3. Result to Spacecraft Based on Projectile Diameter (Inter-Agency Space 

Debris Coordination Committee, 2013, pg. 4) 

 

It is clear from this table that even the smallest particles can have a 

noticeable and negative impact on the ability of a satellite to achieve its mission. 

The likelihood that a spacecraft will experience particles of these various sizes 

can be seen in Figure 4-3. This plot takes flux measurement from various 

measurement sources such as the US Space Surveillance Network (SSN) and 

MIT Haystack Observatory. It then shows the cross-sectional flux of various 

projectile sizes for a year. It is easy to see that if one square meter was observed 

for a given year it would experience a large flux of small particles. For example, 

the chart shows that one could expect to see approximately 10 particles that were 

0.01 cm in diameter in the prescribed area and time. As particle size increases 

the flux decreases, so the same spot would only see a flux of approximately 

1I10.9 particles that were 1 cm in diameter.  



 

36 

 

Figure 4-3. Flux of Space Debris and Micrometeoroids Based on Size (‘Technical 

Report on Space Debris’, 1999, pg. 12) 

The flux shown in Figure 4-3 and the impact that these particles sizes 

have, shown in Table 4-3, make it very clear that designers must plan against 

impact of small particles. There is a high chance that a spacecraft will encounter 

debris and micrometeoroids every year, and they do have an impact on its 

performance. Although the flux of large particles is relatively small, the impact 

that they can have given a collision is catastrophic. Therefore, spacecraft 

designers must consider the entire range of this threat while planning for a 

mission.  
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4.1.4 Mitigation Tools and Techniques 

There are two main ways to design 

spacecraft to be safe against collisions 

with space debris and micrometeoroids. 

Both techniques should be present for 

spacecraft, and the use of one versus the 

other depends on the size of the particle. 

For small particles the use of Whipple 

shields can be effective in a design. As 

particles get larger, these shields become 

ineffective and avoidance maneuvers 

must be planned for.  

When a piece of debris hits a 

spacecraft wall it will be able to penetrate 

a certain thickness (t) depending on the mass of the projectile (mp), the 

perpendicular velocity of the debris relative to the surface (v�), and the density of 

the spacecraft surface (ρt). Using empirical data from the Long Duration Exposure 

Facility (LDEF) the relationship between these parameters was found to be 

(Tribble, 2003, pg 171): 

J = B;7K
8.0=<FL

;
9EM

8.1+= 
(4-7) 

In equation (4-7), K1 is a material constant. To avoid projectiles from effecting any 

critical components on a spacecraft, the wall thickness could therefore be 

designed thicker than the max thickness calculated for a chosen specimen type. 

It is easy to theorize that this could cause the walls to get very thick, and therefore 

heavy, quite easily. As this will make a satellite very expensive to launch a 

technique called a Whipple shield is more commonly employed. 

 Whipple shields are a thin piece of aluminium used as the outer wall which 

is offset at a distance from the true wall of the spacecraft. Its purpose is to act as 

a shield against incoming debris. When debris hits the aluminium shield it causes 

it to break up into a shower of many smaller pieces. When this cloud then hits the 

Figure 4-4. A Panel from the LDEF 

Spacecraft (ARES) 
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real wall it arrives with much less momentum. As the cloud leaves the aluminium 

shield it expands and is contained between the two walls. The result is a 

distributed, lower impact hit from the particle that hopefully does not fully 

penetrate the real wall. A pictorial representation of this theory can be seen in 

Figure 4-5. 

 

Figure 4-5. The Effect of a Whipple Shield (Felicetti, 2017b, pg. 9) 

As previously mentioned, avoidance maneuvers must be used when 

spacecraft have the chance to collide with larger particles. This means designing 

the propulsion system with enough extra fuel to use for unplanned movements 

such as this. The maneuvers do not necessarily have to be large but must move 

the spacecraft far enough away to be out of harm. They are often performed only 

a few hours before the pending collision would take place. For a larger body like 

the ISS approximately 30 hours is needed to plan for orbit changes, due to the 

use of the small Russian thrusters or from a docked spacecraft. The ISS must 

perform maneuvers like this approximately once every year. It is shielded to 

withstand particles up to 1 cm in diameter. If it has over a 1 in 10,000 chance of 

coming within a kilometre of a particle larger than 1 cm it will move to a different 

orbit until it passes (ARES: Orbital Debris Program Office Frequently Asked 

Questions).  
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It is important to note that there are several mitigation efforts being 

performed that are not directly related to the design of a satellite or spacecraft. 

The first is the regulation of space debris, which began in the early 1990s. Over 

the years various countries like the US, Japan, France, Russia, and the European 

Union have created guidelines to prevent space debris from being created and 

for debris removal. Over time the guidelines from various countries have been 

merged into one larger document called the Inter-Agency Space Debris 

Coordination Committee (IADC) Space Debris Mitigation Guidelines ISO 

24113:2011. This document discusses how to prevent on orbit breakups, how to 

remove spacecraft from congested orbits at the end of life, and how to limit the 

release of objects from spacecraft while on-orbit.  

Additionally, in recent years, many groups and countries have been very 

interested in way to actively remove debris from space. Many such missions are 

in development currently or being studied. An example of some of the techniques 

being studied are harpoons, tethers (mechanical and electro-dynamic), nets, 

robotic arms and tentacles.  

4.1.5 Mission Considerations 

The threat posed by micrometeoroids and space debris is one of the most 

widespread risks that will be discussed in this report. Although there are specific 

orbits where satellites may be more susceptible to debris or micrometeoroids, this 

threat is present in all orbits. All missions should have some general protection 

and awareness against this threat. Satellites that are located in LEO, such as 

Earth observation satellites, should undoubtedly include protection against 

impacts since the highest concentration of debris is located here. There is an 

exceedingly high amount of debris in orbit around 790 km altitude from the 

collision between the Cosmos 2251-iridium 33 satellites (Iannotta and Malik, 

2009). Spacecraft being sent to orbit around this altitude should incorporate 

mitigation techniques against this threat with extra weighting due to the increased 

likelihood of collision. This is not to say that satellites in GEO should not use 

protection tools. Figure 4-1. Orbital Debris in GEO and Figure 4- make it visually 

evident that satellites in all orbits must consider this threat.  
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4.2 Conventional ASAT Missiles 

The previous section described the terrible damage that space debris and 

micrometeoroids can do to spacecraft and the unfortunate runaway mechanism 

in which debris continues to propagate. Like space debris, ASAT missiles 

damage their targets through kinetic energy. Conventional ASAT missiles are the 

first of the man-made ASAT threats that will be described, and their method of 

disabling satellites can unfortunately lead to the generation of much more orbital 

debris.  

4.2.1 Operating Principles and Sources 

Most ASAT missiles are derived from national programs for ground-based 

or air-based ballistic missiles that strike objects on Earth, or within the 

atmosphere. These missiles then have further development or modification to 

enable them to strike satellites up in space, which often requires upgrades to their 

precision navigation and targeting systems (Grego, 2011). There are different 

types of warheads that can be placed on a missile as the payload to attack its 

target. The general types of payloads that can be put on a missile are 

conventional, biological, chemical, and nuclear. Nuclear warheads will be 

discussed further in this report in section 4.5 since the impact and mitigation 

measures for a nuclear detonation in space are significantly different than those 

for other warheads. Additionally, nuclear payloads generally don’t require as 

accurate navigation systems as they can detonate several kilometres from an 

area on Earth or in space and still have devastating effects. Chemical and 

biological warheads are ones which are typically used to attack humans. Upon 

explosion they release toxic gasses or infectious diseases that are very harmful 

to living species. They are less effective against satellites, however, and will not 

be discussed. This section will therefore detail the use of conventional warheads 

against satellites.  

Without carrying a nuclear, chemical, or biological warhead there are two 

ways in which a ballistic missile can be used as an ASAT weapon. The first, as 

mentioned in the previous paragraph, is if a conventional warhead is placed on 

the missile. Conventional warheads use explosive mechanisms to release high 
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amounts of energy when commanded in the form of an explosion. The harmful 

side effects of conventional warheads are that they release shock waves when 

they explode and they can have metal shrapnel that is expelled. Many missiles 

that carry conventional warheads are multi-staged so that once a certain amount 

of propellant is used up the structural mass of the first stage is detached. A 

common design for a missile on a trajectory to directly intercept with a satellite 

would be a two staged rocket with the warhead being the payload (Williams). 

Once the second stage burns up, the war head would then coast to the point that 

it collides with the spacecraft. The trajectory of the missile would likely be 

analyzed so that the optimal launch window would be selected. This window 

occurs when the satellite is at the closest point in its orbit to the launch site. The 

missile would also have a tracking system on it to be able to more precisely direct 

the warhead once it is in closer vicinity to the target. It is important to note that 

the trajectory does not necessarily have to be designed so that the warhead hits 

the satellite from behind (Williams). The reverse could be designed to be true and 

would be an equally devastating effect.  

 The second technique that can be used for ASAT missile attacks is called 

either a “kinetic kill” or “hit to kill” strategy. This technique differs from the first in 

that it uses kinetic energy as the destructive mechanism rather than a warhead. 

As the names imply, such missiles would directly ascend from the launch 

Figure 4-6. Intercept Trajectory of ASAT Missile  (Bryant et al., 2008, pg. 23) 
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platforms to directly intercept the obit of the satellite. An example of the trajectory 

for an ASAT missile is shown in Figure 4-6, which is a graphic depiction of the 

Chinese KE-ASAT 2007 explosion. In this image the yellow line shows the 

trajectory of the target satellite, the white is the trajectory of the missile, and the 

red is of the resulting debris. 

The mechanism used to destroy the satellite would be the direct impact 

and the kinetic energy of the incoming missile. The technology required for proper 

operation of this type of ASAT weapon is more advanced than what is required 

for co-orbital satellites, which will be discussed in a subsequent section. This is 

because the targeting and manuevering for a direct interception must be much 

more precise than what is needed if the weapon first goes into orbit. For example, 

the US Miniature Homing Vehicle, a kinetic kill ASAT, used eight IR sensors and 

telescopes and 64 steering jets for its targeting and manoeuvring operations 

(Koplow, 2010). In the case of the SM-3 missile an IR sensor is used to find the 

target. The missile carries its own fuel to allow manuevering once it locates the 

target, and then destroys it using its kinetic energy (Grego, 2011). The advantage 

that this would have over a co-orbital satellite is that the time to kill is much lower 

than one that requires the weapon to enter orbit. This increases the stealth of the 

attack and provides less time for the target to react to the missile.  

4.2.2  Effect on Spacecraft 

The effect that an ASAT missile attack would have on a target satellite is 

quite devastating. If the missile is designed to be a kinetic to kill vehicle where it 

crashes into the satellite directly then the satellite will be destroyed completely. 

The result of such an impact would be the generation of copious amounts of small 

fragments of debris. Any kinetic attack such as this would create a huge debris 

problem for the surrounding satellites and would add to the threat environment 

discussed in section 4.1. For example, if a 10 ton satellite was destroyed by a 

kinetic attack such as this it would double the amount of large debris currently in 

Low Earth Orbit (Grego, 2011). Hopefully, the resulting debris acts as a major 

deterrent for countries thoughtlessly using this sort of attack. To mount an ASAT 
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missile assault would not only raise issues with the direct adversary, but also for 

any country that holds satellites in the same orbit.  

 If the warhead has shrapnel contained in it that explodes near the satellite, 

the result would likely be that the satellite is irreplaceably damaged. Each 

individual piece of metal that came from the warhead would affect the spacecraft 

differently depending on its size and velocity, as described in Table 4-3.   If the 

particles were in the 1 cm range, then the metal would cause structural damage 

to the areas that it hits and would tear through any shielding. Any pieces of the 

shielding that are penetrated and detached would add to the space debris 

environment. If the warhead happened to contain pieces that were up to 10 cm 

in diameter this would cause complete destruction of subsystems or the entire 

satellite upon impact. It would also lead to the generation of many more larger 

pieces of debris which are especially harmful as they can do devastating damage 

to any other satellites encountered. For a conventional warhead, it is unlikely that 

just one piece of debris would be released towards the target. These explosions 

release highly concentrated fields of shrapnel, and therefore the effects of one 

impact would be compounded. When the combined effects of all the structural 

damage and penetration are considered it becomes apparent that the satellite 

would no longer be functional afterwards.  

4.2.3 Mitigation Tools and Techniques 

There are a handful of different techniques that can be used to protect a 

satellite against an ASAT missile attack. The first of these contains active 

measures where the target satellite reacts when an incoming missile is detected. 

The second set of methods uses passive techniques which try to camouflage the 

satellite. Finally, as for all the man-made threats, policy can be written and agreed 

upon by nations around the world to prevent these attacks. One of the first 

aspects needed to protect a satellite using active measures is knowledge that an 

attack is incoming. A satellite in low earth orbit would have only about 10 minutes 

from the launch of the missile until impact (Koplow, 2010). The use of early 

warning systems is, therefore, critical for this stage. Early warning satellites are 

used for the detection of not only missile launches, but also on military aircraft 
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and nuclear explosions. The next generations of these satellites will use infrared 

sensors to monitor the IR signatures of the missiles, aircraft, and explosions as 

they travel through the atmosphere or space. The United States Space-based 

infrared System (SBIRS) program, for example, has satellites in HEO, and GEO 

that monitor for missiles using IR sensors (Space-Based Infrared System 

(SBIRS), 2018). Similarly, the Russian government has recently launched several 

of their EKS early warning satellites into a HEO orbit, which also uses infrared 

based tracking (Godwin, 2017). The important aspect of these satellites is that 

they identify and alert government officials in a timely manner.  

Once an incoming missile has been detected an active counterattack 

would have to be mounted. Due to several factors including timing and available 

accuracy, kinetic weapons on board a satellite would not work as a defense 

mechanism. This would require the satellite to have a very precise on-board 

situational awareness system to know exactly when the ASAT is coming and 

where to strike it which is currently unrealistic at this point in time. A directed 

energy weapon placed on board of the satellite might be more effective in 

protecting it against a missile. Directed energy weapons use highly concentrated 

energy in forms like microwaves, radio waves or lasers to damage a target. Their 

big advantage is that these energies travel at great speeds and can travel large 

distances with very few losses. It would not require as precise of a locating system 

as it can attack the missile during the entire approach, and not only in one 

location. Upon impacting a missile, it can be used to damage electronics that are 

used in guidance systems for example. In the US, there has not yet been an 

unclassified program released to create a directed energy protection system for 

satellites therefore the technologies would need to be developed. A great 

advantage of a protection system like this is that if it is used properly, it could 

neutralize the missile without creating more space debris.  

A more passive measure of protection against missiles would include the 

use of decoys. This method of protection would not be specifically designed into 

the satellite or be located within it. The planning of these decoys would need to 

take place during the design phases of the satellite. There are several aspects of 



 

45 

the decoys that need to be considered for them to be effective. The first is that 

the decoys would need to be launched with the satellite. Satellite launches and 

their subsequent trajectories are monitored and tracked by several groups 

including foreign governments. For a satellite decoy to be effective it would need 

to be launched with the primary satellite from the start.  Additionally, the decoy 

would need to have similar optical, infrared, and kinematic signatures to the real 

satellite. Optically, it must be able to look like a satellite for telescopes and other 

devices that are visually monitoring space. It must have a similar infrared 

signature to be able to deceive that IR sensors that perform the tracking 

operations on the missile. Finally, it must move through space and be affected by 

natural perturbations in a similar way to the real satellite to be deceptive. 

Ultimately, the goal is that when an offensive attack is mounted that there will be 

so many fake satellites in orbit that the attacker will not go after the operational 

spacecraft.  

Finally, the use of treaties that prohibit ballistic missiles for anti-satellite 

purposes can be a very effective deterrent. Once signed, these treaties put socio-

political pressure on nations that sway them against using ASAT weapons. At this 

point in time there is no all-inclusive treaty in place that bans the use of weapons 

in space. One of the earliest treaties created was the 1967 Outer Space Treaty 

which was signed by many countries including the Soviet Union, United States, 

and United Kingdom. This document said that the agreeing countries would not 

put nuclear weapons or weapons of mass destruction into space. In 1972 a US-

Soviet treaty was signed regarding the Limit of Anti-ballistic Missile Systems. This 

treaty ensured that its co-signers would not attack the reconnaissance satellites 

of the other country. A similar but separate treaty from the year before this also 

protected satellites that were necessary for communications in times of crisis. 

More recently, Russia and China have been taking the lead in creating treaties 

against weaponizing space. In 2014 these countries drafted the Prevention of the 

Placement of Weapons in Outer Space Treaty. However, this treaty did not limit 

weapons that were based on the Earth, including many ASAT ballistic missiles. 

A new treaty would need to be created that prohibited the use of ASAT missiles 

to destroy satellites to help prevent possible terrible future destruction. 
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4.2.4 Mission Considerations 

A mission that would be exposed to an ASAT missile attack would require 

some sort of political motivator for an attack to happen. Therefore, it is much more 

likely for this type of attack to occur against a military satellite than it is against a 

pure science mission. It would also be easy to determine through tracking where 

an attack like this happened, and a trajectory analysis would be able to find the 

region where the missile was launched from. As the attack would be blatant, it 

seems that a threat like this would only occur during a time of war between 

countries, when they are already engaged.  

In considering what missions are at risk for this sort of attack it is useful to 

consider the decommissioning of the USA-193 satellite. This event was 

previously described in section 2.2.2 where mission control was not able to take 

control of the spacecraft. This satellite was due to de-orbit, and the United States 

government was concerned with the high levels of hydrazine still on board. They 

feared how the hydrazine would react upon re-entry and that it could harm 

someone on Earth. The government decided that the satellite would be blown up 

in space to prevent any harm on Earth and launched an SM-3 missile to intercept 

it. The satellite was intercepted at 240 km and the technology to do this only 

required a small software change to the missile. At that point in time there were 

21 different ships in the US Navy’s arsenal that had the capability to launch these 

missiles (Grego, 2011). Prior to this time both Russia and China had also blown 

up their own assets in space.  

These example shows how easy it is for countries with ballistic missile 

capabilities to turn their technology into ASAT missile capabilities. In this case, 

the transition was completed with just the change of software. Some more recent 

missile systems can be used as ASAT missiles without any modification to them. 

The United States Ground Based Midcourse (GMD) system, for example, could 

reach any satellite that is in LEO. Midcourse defense missiles can easily be 

adapted to ASAT weapons as their nominal targets travel at similar speeds and 

altitudes to satellites. Long-range missiles could also be manipulated to be ASAT 

weapons as satellites typically follow a prescribed orbit (Grego, 2011). There are 



 

47 

many countries around the world that contain or are developing these types of 

missiles including Russia, the US, China, Japan, and India. 

This threat is applicable to satellites that are in low Earth orbit. For a missile 

to reach a satellite in geosynchronous orbit it would take about 4 hours (Chow, 

2017). This is enough time for advanced warning satellites to register the attack, 

inform mission control, and for the satellite to be redirected to a different orbital 

location. Satellites in LEO do not have the luxury of time during such attacks, and 

likely would be unable to respond quickly enough. This makes satellites with 

missions such as Intelligence Surveillance and Reconnaissance (ISR) satellites, 

weather satellites, and remote sensing satellites more susceptible to this sort of 

threat. Motivation is an important mission consideration to mention here, as there 

would be little reason to attack a remote sensing satellite. This puts military 

satellites at an elevated risk to an ASAT attack and, therefore, ISR satellites have 

the highest likelihood of attack from an ASAT missile.  

4.3 Co-orbital Satellites 

In the previous section ASAT missiles, which follow a trajectory that is 

direct-ascent to impact, were discussed. Co-orbital satellites differ from the 

previous technology in that they enter orbit before they attack their target. The 

sections below will describe the operational principles of a co-orbital satellite, the 

ways in which it can be threatening, several mitigation techniques, and mission 

considerations. At this point in time co-orbital ASAT technology is in the very early 

phases of development and many of the technologies are just being 

conceptualized for non-harmful purposes. Much of the available content among 

experts discussing these threats is speculation on how various technologies 

could be projected onto co-orbital satellites, or on classified programs that 

governments are developing. Due to this the available unclassified information 

on the topic is limited, but that which is available will be discussed. 

4.3.1 Operating Principles and Sources 

The general operation of a co-orbital satellite begins with its launch from 

either Earth or an air-launch vehicle. Depending on the location of the target 
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satellite or spacecraft, the co-orbital ASAT would launch into an orbit close to the 

target. This could mean a launch into LEO with the use of a transfer orbit to 

approach a MEO or GEO orbit, or a launch straight into LEO. The orbital 

mechanics of the launch of a co-orbital satellite would be the same as for any 

other satellite being put into a particular orbit. After the co-orbital satellite has 

maneuvered close to the target it could either orbit for long periods of time in 

close proximity or strike quickly after reaching it. The spacecraft being launched 

could be a conventional weapon that explodes in the vicinity of the target. Their 

operation can be similar to that of the ASAT missiles described in the 

conventional ASAT missile section, with the exception that the weapon enters an 

orbit before it attacks. This type of vessel would likely contain either a warhead 

with shrapnel or an explosive charge. If the weapon is kinetic in nature, like 

shrapnel, the metal would be expelled in all directions including towards the 

satellite. With the huge speeds that both the target satellite and the weapon are 

moving at, even the smallest pieces of shrapnel could tear through the craft and 

destroy its subsystems. 

There are a few other concepts in which a co-orbital satellite could become 

an ASAT weapon beyond the use of conventional warheads. A co-orbital satellite 

could also be non-explosive with the intention of smashing into the target (a 

Kamikaze satellite) or it could contain its own weapon. If the co-orbital satellite is 

non-explosive yet still contains a weapon it could have technologies such as 

lasers, a kinetic bombardment device, or a robotic arm. In the subsequent sub-

sections Kamikaze and weapon-yielding co-orbital satellites will be described in 

further detail.  

4.3.1.1 Kamikaze Satellites 

Kamikaze satellites do have a similar intent to kinetic kill ASAT missiles. 

The obvious difference between the two is that a Kamikaze satellite cannot follow 

a direct trajectory from the surface of the Earth or an aircraft to the intercept of 

the satellite. Instead, the spacecraft would need to have the capability to get into 

the proper orbit and stay there for an extended period of time. It then would need 

a propulsion system capable of turning back on and manuevering the kamikaze 
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satellite to collide with the target. A kamikaze satellite would aim to have an 

impact like the collision of the Iridium 33 and Cosmos 2251 satellites. Although 

this collision was unintentional and neither operator was trying to attack the other, 

this accident illustrates the devastating damage that a kinetic impact of two 

satellites has to both spacecraft and the overall space environment. The 

principles of operation of a kamikaze satellite would also be similar to that of the 

Iridium 33 and Cosmos 2251 satellites in terms of orbital mechanics during the 

actual hit. The offensive satellite would be stored in a parking orbit until turned on 

to attack by the operator. It would then be moved to an orbit that intersects with 

that of the target satellite. The timing of the injection of the adversarial satellite 

would have to be just right so that the satellites would be at the intersection point 

of the orbits within a within a few orbits.  

4.3.1.2 Co-orbital Satellites with Mounted Weapons 

There are many different types of weapons that could be mounted onto a 

satellite that have an advantage of being utilized in space. The first set of 

weapons that fit into this category are devices that allow one satellite to grab onto 

another satellite. If an opponent can take hold of another satellite, then it has the 

capability to physically control it. There are different mechanisms and designs 

that could be used to accomplish this type of task. A robotic arm is the first type 

of device that could be used. With this technology one could maneuver the 

spacecraft up close and then command the arm to reach out and grab on to the 

target satellite. Other technologies that could be used are net capture and 

harpoon capture. During a net capture attack a net would be launched from the 

satellite to encapsulate the target craft. A harpoon would entail a spear being shot 

into some part of the satellite, like the propellant tank, which would then become 

lodged in the spacecraft. There could also be multiple arms which clamp down 

on a satellite from several sides to take hold. The number and type of designs 

that could be used for this purpose is numerous and is currently in the infancy 

stages of design and implementation.  

The second type of mounted weapon enables attacking the adversary via 

kinetic bombardment by launching a projectile towards the target satellite. This 
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concept has historically been used in reference to kinetic weapons launched into 

sub-orbital trajectories to hit the surface of the Earth, with the weapon typically 

being a tungsten rod. This concept has been around since the 1950’s but never 

materialized due to the cost of launch of the heavy rods, and the speculated 

damaging effect that entering the Earth’s atmosphere would have on the 

weapons (Adams, 2004). If these rods or kinetic weapons of any shape were 

launched from space and did not enter the atmosphere it would take away one of 

the drawbacks. Even if a lower density material was used to reduce launch costs, 

the high speeds needed to stay in orbit would cause the weapon to strike a 

satellite with overwhelming momentum. The advantage of this type of weapon 

being in space would come when the cost to launch it is less than the cost to 

mount an ASAT missile attack. For a kinetic bombardment ASAT weapon to 

operate it would need to be launched from the host satellite into an intersecting 

orbit. Finally, once the weapon and target satellite cross paths, they would collide 

with devastating effects. Similar to an ASAT missile, this is another type of 

weapon whose success would have vast negative ramifications for the space 

debris environment.  

The last weapon that will be discussed here is space-based lasers. The 

advantage of mounting a laser to a satellite for operation in space is that it will 

not experience atmospheric distortion and the free space path loss will be 

lessened. Most of the conversation currently being held around lasers is for the 

use of orbital debris clean up. There have been several investigations into the 

use of lasers to evaporate or ablate small pieces of orbital debris. In a study run 

at NASA Langley by Choi and Pappa, it was shown that such lasers could exist 

with the necessary power being harnessed from the sun when the laser is pulsed 

instead of continuous. This is especially true when the laser is used to ablate the 

material of a piece of debris instead of vaporizing it (H. Choi and S. Pappa, 2011). 

It is quite easy to conceptualize how this technology could be used for ASAT 

purposes. If a laser was used to vaporize or ablate the surfaces or 

subcomponents of a target satellite it could cause significant damage over time.  
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4.3.2 Effect on Spacecraft 

Each of the threats described in the operating principles section are unique 

and therefore can have varying effects on a spacecraft. The first weapons that 

were described were conventional warheads, kamikaze satellites, and kinetic 

bombardment weapons. The effect that these types of ASATs would have are 

very similar to those discussed in the conventional ASAT missiles section. The 

kinetic impact of both types of weapons would be the undoing of a satellite. If a 

conventional warhead was used, which sent shrapnel towards the satellite it 

would tear through various subsystems and structures of the satellite leaving it 

useless. A kamikaze satellite or a kinetic bombardment weapon, as mentioned in 

their sections, would have the effect that the Iridium 33 and Cosmos 2251 

collision had. Both satellites were utterly destroyed and created an immense 

amount of orbital debris around the orbits of the original satellites.  

The next set of co-orbital weapons could have multiple effects depending 

which weapon is used. Robotic arms and multi-arm clamps may not necessarily 

harm the target depending on what they clamp down on. Most of the designs 

currently being developed for beneficial purposes are intentionally trying not to 

harm the host satellite. The biggest effect that these units would have on the 

spacecraft would be their impact on the dynamics. Most spacecraft are built so 

that they have a center of inertia along a primary axis. When an external craft 

attaches to it the moments of inertia would change. Any attitude changes, station 

keeping maneuvers, and gravity effects would cause the satellite to react in 

different ways than planned, sending it to an unintended orbit. If the parasite 

satellite has its own propulsion system this could cause some real damage. The 

host satellite could be brought to an orbit that is useless for its mission by the co-

orbital ASAT. Depending on the fuel reserves, the original craft may not be able 

to return to its original orbital slot.  

The last three weapons discussed were harpoons, nets, and lasers. These 

devices could do more physical damage to the structure of the satellite. If a 

harpoon is launched it would pierce through whatever portion of the satellite that 

it strikes, which would likely lead to the end of the mission. If it struck the 
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propellant tank, for example, the propellant would start to bleed out into space. 

Without the propellant needed to perform orbit raising and station keeping 

maneuvers, the satellite would eventually start to drift into positions where it 

cannot provide its services. A net would likely be less harmful but could still 

damage a satellite. Depending on how the net was launched it could gather large 

relative speeds to the target. When it physically hits the spacecraft, it would likely 

cause a shock event that the satellite would have to withstand. Additionally, the 

net has the capability to cause damage to any external components it hits like 

solar panels, communications arrays and dishes, thermal systems, and optical 

devices. If the net covers these systems in the wrong way it could harm the 

mission. Additionally, these devices would then be used to control the satellite 

physically. As mentioned above, this could bring the target to the end of its 

mission. Finally, lasers mounted to an adversarial spacecraft has the potential to 

cause extreme harm. If the lasers are trying to ablate the surface of the target, 

the removed material could become attached to solar panels and optical 

surfaces. This would cause optics to become less effective or useless and would 

cause solar panels to reach their end of life condition much more rapidly. If the 

laser is intending to vaporize parts of the spacecraft, this would be detrimental to 

the mission. Depending on the power levels of the laser and what specifically it 

targets it could lead to a reduction in performance or the entire satellite becoming 

disabled. 

4.3.3 Mitigation Tools and Techniques 

The aspect of a co-orbital satellite threat that most scares satellite 

operators is that it can stay close to the target and attack if hostility occurs. The 

target satellite would be left with very little time to react to the situation. However, 

there are a few techniques that a spacecraft can use to protect itself. The first 

would be to design the propulsion system with a reserve for unplanned 

maneuvers. This reserve could then be used to move to a different orbital slot if 

a co-orbiting hostile satellite is detected. One non-trivial consideration that must 

be kept in mind for this type of detection is that the satellite operators must know 

that the other satellite is there. This would mean using space situational 
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awareness satellites and ground-based telescopes to monitor the areas 

surrounding satellites that support critical missions.  

A second important note to consider with designing for extra fuel reserve 

is knowing if an intruder is harmless or hostile. This is also part of the reason why 

co-orbital satellites are such a threat. Even if it is known that there is a satellite 

stalking it, there is little that a country can do to it if it doesn’t know its purpose 

and origin. Attacking it could mean destroying a harmless satellite damaging 

political relationships. If the new satellite is in fact present with the intent of doing 

harm, once it decides to act, the original satellite will have very little time to 

respond. There is a good chance that if another satellite comes within a close 

region it may be doing this without any intention of harming other satellites. 

Recognizing that this could cause an issue, the addition of new space policy could 

be used to help clarify this predicament. Policy could be developed that agrees 

that all satellites are given a certain safe region around them that other satellites 

are unable to enter. If a satellite must enter another’s region for benign purposes, 

it should be required to notify the operators of the original craft that it is going to 

do so.   

Finally, some of the methods applicable for ASAT missiles would also help 

to protect spacecraft against ASAT weapons. Namely, directed energy weapons 

and decoys could be used for effective counter measures. Directed energy 

weapons could be used to damage the control electronics on the opponent 

satellite. This could disallow the effective deployment of a weapon or prevent 

commands for collision to be realized. As mentioned previously, directed energy 

weapons are not readily available at this point and still require development to 

take place. This defense technique is one to keep in mind as space-based 

directed energy weapons are developed in the future. Decoys could also be used 

here to prevent co-orbital satellites from being able to detect the target satellite in 

the first place. Again, the decoys would have to aptly mimic the signatures of the 

original satellite that are used for detection to be able to effectively protect the 

real satellite. The decoys would also have to be launched with the real satellite 
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so that any groups tracking the unit from the beginning would not know which 

object is the real satellite. 

4.3.4 Mission Considerations 

This threat differs compared to many of the other man-made ones that will 

be discussed throughout this paper because it is especially effective against 

satellites that are in GEO orbits. The satellites that are in geosynchronous orbits 

are in predictable and stationary points relative to the Earth’s surface. This makes 

it easier for an adversary to launch a co-orbital satellite in a location close by. The 

assets that are in GEO are typically communications satellites, which are critical 

to the infrastructure of most well-developed countries. Therefore, it is pertinent 

for satellites that use this orbit to incorporate some level of the mitigation 

techniques described above into their designs.  

Although these threats are quite diverse, all require a significant capital 

investment. It requires the use of a satellite to either be the weapon, or to 

host/launch the intended weapon. The money required to build and develop a 

satellite is not restricted to government groups only. Governments are, however, 

the most likely group to would both have the money and the motivation to have 

such capabilities. It is therefore more likely that military satellites would be 

attacked by a co-orbital ASAT. This makes government communications 

satellites especially susceptible to attacks since they are typically located in GEO 

and also could be targeted based during a military attack. Commercial 

communications satellites also are at risk since they sometimes may host 

government payloads or lease services to them. Therefore, it is pertinent that 

military and commercial satellites consider protecting their assets against this 

threat. 
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4.4 Natural Radiation 

This section will describe the types of natural radiation present in the 

universe, how it can negatively impact spacecraft, and what satellite designers 

can do to protect subsystems against it. 

4.4.1 Types of Radiation 

Radiation can be defined as “Energy in transit in the form of high-speed 

particles and electromagnetic waves” (Langford, 2016). The danger that radiation 

poses comes from its ability to transfer its energy to electronics and systems in a 

spacecraft. When deposited, the energy can degrade the performance of or 

destroy sensitive components. The natural radiation environment is therefore an 

important part of the space environment that is a major design consideration. 

There are several types of radiation, which vary in the energy levels that they 

carry. There are two major important categorizations of radiation, which are 

shown below: 

1. Ionizing versus Non-ionizing 

2. Electromagnetic versus Corpuscular 

The first categorization is an important distinction for this study as ionizing 

radiation is concerning for spacecraft while non-ionizing is not. Ionizing radiation 

has large amounts of energy, which is sufficient to remove electrons from the 

orbital shells of atoms. When this occurs, the result is a positively charged atom, 

or ion, and a floating electron. If radiation continues to strike neutral particles and 

breaks these up into charged components, the resulting ion “soup” is a mixture 

called plasma. An important distinction is that ionizing radiation causes electrons 

from inner orbital shells to be removed from atoms, which causes a very unstable 

particle. Non-ionizing radiation is radiation that does not have large enough 

energy to remove electrons from their shells.  

The second categorization of radiation is electromagnetic radiation versus 

corpuscular radiation, where the major distinction between the two is mass. With 

corpuscular radiation, ionized particles that have a distinct mass carry the energy. 

On the other hand, electromagnetic radiation is energy being transported with no 
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distinct mass associated with it. Photons that carry energy and electric charge 

travel in a wave-like motion which creates electric and magnetic fields that are 

perpendicular to one another. This form of radiation travels at the speed of light. 

Corpuscular radiation can be carried by three different types of particles: 

alpha, beta, and neutron. Alpha particles are neutral atoms that undergo 

radioactive decay and loose two 

protons and two neutrons, which is 

equivalent to losing the nucleus of a 

helium atom. After this, the particles 

are now charged and interact with 

the matter surrounding it; however, 

they are only able to travel a few 

centimetres before recombining 

(Felicetti, 2017a). Beta particles are 

either an electron or a positron, 

which are emitted from other atoms. 

As these are low mass particles 

they have the ability to travel farther 

in air than an alpha particle. Finally, 

the last type of particle that is part of corpuscular radiation is neutrons. This type 

of radiation consists of a free neutron particle emitted by an atom due to nuclear 

fission, and can travel many hundreds of meters through the air (Felicetti, 2017a). 

Since neutron particles do not carry a charge they cannot directly ionize other 

neutral atoms. They can, however, indirectly ionize atoms if they are absorbed 

into other nuclei. This causes the atom to be less stable and increases the 

likelihood of it emitting ionizing radiation. In Figure 4-7 the relative energies are 

shown of alpha, beta, and neutron particles by the types of materials that they 

are able to penetrate. The remaining two types of radiation shown in the figure 

are electronmagenetic radiation. It can be seen that the two types of 

electromagnetic radiation have more energy than alpha and beta particles.  

Figure 4-7. Relative Energies of Various Types of 

Radiation) (Felicetti, 2017a, pg. 3) 
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Electromagnetic radiation contains eight types of radiation, which are 

distinguished by their 

frequencies and energy 

levels. Starting at the lowest 

frequency, these types of 

radiation are extremely low 

frequency, radio, microwave, 

infrared, visible light, ultra 

violet (UV), X-ray, and gamma 

rays. As mentioned above, 

spacecraft designers are 

primarily concerned with ionizing 

radiation, which encompasses the 

radiation types with high frequencies. This includes UV, X-ray, and gamma 

radiation.  As previously mentioned, these types of radiation do not have a mass 

associated with them, but instead their energies are carried by photons traveling 

in a wave-like fashion. X-rays are unique in this category in that they are created 

when electrons move from a shell with higher energy to a lower one (Felicetti, 

2017a).  

4.4.2 Sources of Natural Radiation 

There are three major sources of natural radiation in space, which are 

solar particle events, The Van Allen Belts, and galactic cosmic rays. These 

sources will be discussed in the subsequent sections.  

4.4.2.1 Solar Particle Events (SPE) 

Solar particle events occur when the sun ejects protons, electrons, alpha 

particles, and heavy ions. These particles then stream out from the sun in an 

Archimedean spiral following the magnetic field lines of the sun and can have 

energies between 1-100 MeV. After a period of time, usually between a few 

minutes and a day, these particles arrive at the Earth depending on the energy 

they carry (Radiation Environment, 2017). Once they reach the Earth, the 

particles will temporarily increase the radiation around the magnetosphere, until 

Figure 4-8. Electromagnetic Radiation 

(Felicetti, 2017a, pg. 6) 
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it reaches the Earth’s poles. At the poles, the radiation then has access to the 

lower altitudes and can be distributed into the Van Allen Belts. Two major events 

that contribute to SPE’s are solar flares and coronal mass ejections (CME’s). The 

sun goes through cycles of activity that last 11 years. This includes four years of 

inactivity followed by seven years of increased activity. During the seven years of 

increased activity is when SPE’s occur.  

A solar flare is when the sun ejects extremely concentrated energy in the 

form of X-rays. Solar flares usually occur at the sites of sun spots that are located 

at the sun’s surface. Luckily, the resulting radiation is not of too much concern to 

spacecraft as the events create a low flux. Coronal Mass Ejections on the other 

hand can be concerning and have a large impact on space weather at Earth. 

CME’s occur approximately three times a day during solar maximums and once 

every five days during minimums (Langford, 2016).  These events can be 

associated with solar flares, but do not have to. These ejections occur as the 

result of a phenomenon called magnetic reconnection. When this happens, 

magnetic field lines loop outside of the Sun’s corona and cause attached plasma 

to come with it. It is important to note that the sun also constantly releases 

electromagnetic radiation, besides the corpuscular radiation released during 

these events.  

4.4.2.2 The Van Allen Belts 

The Van Allen belts are a source of more constant and predictable 

radiation, which is typically in the energy range of 0.1-100 MeV (Radiation 

Environment, 2017). As their name suggests, the Van Allen belts consist of two 

belts with the inner belt between 1000-6000 km, and the outer belt between 

15000-25000 km. If spacecraft enter these regions they can expect to see sudden 

increase in their radiation dosage, which is harmful the components. The location 

of these belts with respect to the orbits of notable spacecraft can be seen in 

Figure 4-9. In these belts there are trapped electrons, protons, and ions that 

originated in either the solar wind or galactic cosmic rays. Solar wind and galactic 

cosmic ray particles can enter the belts from the polar cusp region of the Earth’s 

magnetosphere and through the plasma sheet.  
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The inner belt is primarily made up of protons while the outer belt mostly 

consists of electrons (Felicetti, 2017a). The radiation belts stem from the Earth’s 

magnetosphere and the interaction that charged particles have with it. As the 

magnetic field lines close in on one another at the poles the particles conserve 

energy and the adiabatic invariance of the magnetic moment (μ) will not change 

with a slowly changing magnetic field. As particles reach the poles, this 

phenomenon causes the particles to get reflected in the opposite direction along 

the magnetic field lines and become trapped in what is known as a magnetic 

mirroring. This causes the particles to bounce back and forth between the poles 

for extremely long time periods, until they scatter out, creating the belts.  

  

Figure 4-9. The Van Allen Belts Showing Respective Locations of Notable 

Satellite Orbits (Felicetti, 2017a, pg. 2) 
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Mathematically, this can be described using the following set of equations 

(Droege, 2016, pg. 18): 

N =
7E< OPQ< R

23
 

(4-8) 

OPQ<R<
OPQ<R;

=
3<
3;

 
(4-9) 

In these equations v is the total particle velocity, α is the pitch angle of the 

particle’s gyro motion, and B is the magnetic field strength. As noted, the 

magnetic moment is invariant so as the magnetic field strength increases in 

equation (4-8) so must the numerator. Now considering the second equation, if 

the magnetic field strength is increasing relative to and earlier point, B1, then 

sin
2
α2 must also increase. This means α2 will increase until it reaches 90 deg., 

which is called the mirror point, and the particle will return in the same direction it 

came from. This motion can be seen pictorially in Figure 4-10. 

4.4.2.3 Galactic Cosmic Rays (GCR)  

Galactic cosmic rays make up the third major source of radiation for 

spacecraft in this galaxy. This type of radiation comes from the explosion of 

distant supernovas, which accelerates the ionize particles towards this solar 

system. The particles that are present in GCR’s are highly energetic, in the range 

Figure 4-10. Motion of a Charged Particle along the Earth's Magnetic Field Lines  

(Droege, 2016, pg. 18) 
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of 10
8
-10

19
 eV. This is the most energetic source of all the types of radiation 

described, making it very penetrating to materials that it interacts with.  Luckily, 

the flux of GCR’s is low, in the order of 4	
;

S∗U>?	(Felicetti, 2017a).  It includes a 

wide range of elements and compounds but is primarily protons and helium.  All 

the atoms are ionized nuclei where the outer electrons have been stripped from 

their shells. This makes the radiation highly reactive, especially with the Earth’s 

magnetic field. When the particles first reach the heliosphere, the magnetic field 

of the sun helps to protect the galaxy from GRC’s. The magnetic field strength of 

the heliosphere is dependent on the 11-year solar cycle, so the flux and strength 

of penetrated GRC’s will fluctuate over this period. Once these particles enter the 

Earth’s magnetosphere and hit the atmosphere they cause a shower of 

secondary particles to be generated.  

4.4.3 Impact to Spacecraft 

Now that the natural sources of radiation have been discussed, the effects 

that they have on spacecraft will be explained. In general, radiation is a major 

design consideration because of its ability to pass through the outer layers of a 

material and manipulate internal and lower layers. As radiation passes through a 

material it can ionize or displace the atoms in its path. The ionized materials from 

the original materials can then affect surrounding atoms, and lead to a general 

degradation. Spacecraft components that are especially sensitive to radiation are 

solar arrays, optical systems, and electronics. Solar arrays see degradation in 

their output as they receive more radiation. In optical systems false signals can 

be received, and electronics can have a range of effects from memory errors to 

burnouts.  The level of the effect is highly dependent on the type of radiation and 

its associated energy level.  

4.4.3.1 Electromagnetic and Corpuscular Radiation Effects 

As mentioned, radiation can be either corpuscular or electromagnetic. If 

material on a spacecraft encounters corpuscular radiation, then most of the 

interaction will occur with the atomic electrons in the material. As a charged 

particle passes, atoms in its path are affected by electrical forces. Often, the 
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radiation particle is moving at such high speeds that the atomic electrons will not 

move appreciably before the radiation particle has left its Debye sphere. This 

interaction still does influence the original atom, which is through the deposit of 

energy. The force between the atom and the particle will cause a slowing of the 

radiation particle. The kinetic energy is deposited to the electron in the atom, 

which is normally on the order of electronvolts (Tribble, 2003). If the energy 

deposited is high enough, it can allow the electron to leave its valence shell, 

ionizing the atom. As a radiation particle passes through a material it can ionize 

many atoms in its path, which causes a pulse current.  

Another effect that corpuscular radiation may have is called displacement 

damage. This also occurs when an atom acquires enough energy, typically in the 

electronvolt range, through the process described above to break its bonds with 

neighbouring atoms. The atom becomes physically displaced and can change 

the lattice structure of a material. This process is slightly less common but can 

significantly impact electronics. A third effect that can occur from corpuscular 

radiation is radioactive decay. This type of interaction requires radiation particles 

with energy on the order of mega-electronvolts. This is the range of energy in 

which neutrons and protons are bound to the nucleus of an atom. If a proton or a 

neutron receives this energy from radiation it can break free from the atom, in 

turn, changing the atom into a different element. The new atom will be unstable 

and will start to radio-actively decay. This nucleus will then emit alpha, beta, or 

gamma radiation that can further degrade the surrounding material.  

The interaction of photons in electromagnetic radiation with materials is 

different than that described above. The photons are not affected by 

electromagnetic forces like in corpuscular radiation; therefore, the photons will 

travel in a straight line until they hit a target in a material. There are three specific 

ways that photons can interact with a material which is through the photoelectric 

effect, the Compton Effect, and pair production. In the photoelectric effect 

electromagnetic radiation directly strikes an electron in the outer shell of an atom. 

The electron absorbs the energy carried by the photon and if the energy level is 

high enough then the electron is ejected from the atomic shells. The Compton 
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Effect occurs when a photon collides with a free electron. The photon is scattered 

off into a different direction with lower energy which the electron receives. The 

last effect is pair production where a photon strikes an atom very close to its 

nucleus. The result of the interaction is generation of a new positron and electron.  

4.4.3.2 Total Dose, Linear Energy Transfer, and Dose Rate Effects 

There are several parameters that help to quantify the amount of radiation 

that a material can receive. The first is the dose (D) which is the mean energy 

(dE) that is transferred to the material mass (dm) (Felicetti, 2017a, pg. 9): 

V =
GC
G7

 
(4-10) 

The units used for dose are often [Rads]. The dose is then used to define the 

Total Ionizing Dose (TID), which is the amount of dose that will yield ionization of 

the atoms of a material. The TID is often described by the Linear Energy Transfer 

(LET) which is the radiation energy transferred to a material per its unit length. 

LET can be described by the following equation, where x is the length of the 

material (Felicetti, 2017a, pg. 17): 

WCX =
GC
GI

 
(4-11) 

When LET is plotted against energy on a graph it has a bell shape, as shown in 

Figure 4-11. This is because if the energy of a particle is too low and it is moving 

slowly through a material it will not be able to ionize the surrounding atoms. 

Figure 4-11. LET and Threshold Linear Energy Transfer (Hastings 

and Garrett, 1996) 
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Conversely, if a radiation particle is high energy and is moving fast, it may pass 

the surrounding atoms before it can create ions. For each material there is a 

threshold energy (Lo), above which failure begins to occur.  

Solar cells and general electronics degradation are affected by the total 

dose of radiation that they receive. Solar cells rely on the operation of 

photodiodes which rely on photons reaching np or pn junctions to release 

electrons or holes. The flow of these electrons/holes is used to generate current 

which powers spacecraft. When radiation strikes a solar cell, it must first pass 

through the protective cover glass. Radiation can create ionization or atomic 

displacements within the cover glass. If this happens and the ions reach a crystal 

lattice imperfection, many of these ions can gather and create what is called a 

color center. This causes a darkening of the cover glass and makes it less likely 

that the photons will reach the pn junctions to create the intended power. 

Additionally, if atomic displacements occur in the silicon it can make it harder for 

electrons or holes to diffuse to the junctions. This again reduces the power that 

can be produced by the solar panels. The color center effect can also be 

problematic for optical payloads. 

 Many electronic devices also 

rely on pn/np junctions and the flow of 

electrons and holes through 

semiconductors for proper operation. 

Electronic devices are affected by 

radiation similarly to the way that solar 

panels are and are even more 

sensitive since the diffusion lengths 

are shorter. As the lattice structure of 

the semiconductor becomes disrupted, 

the free path length of charge carriers 

is shortened, and it becomes harder for 

them to reach the pn junctions. As they 

receive a higher dose their performance will continue to degrade. Table 4-4 

Table 4-4. Total Dose Thresholds for 

Common Electronic Components 

(Tribble, 2003, pg. 155) 

Technology 
Total Dose 

(Rads) 

CMOS 10
3
-10

6 

MNOS 10
3
-10

6
 

NMOS 10
2
-10

4 

PMNOS 10
3
-10

5 

ECL 10
7 

I
2
L 10

5
-10

6 

TTL/STTL >10
6 



 

65 

shows many common electronic devices and the total dose threshold at which 

they stop operating.  

The total dose is not the only important parameter when considering 

effects to spacecraft. The amount of radiation received in a specific time period 

is also important and is known as a dose rate. As previously mentioned, a 

radiative particle passing through a material will leave an ionized path behind it. 

If the dose rate is high enough in a material, meaning that it sees a high amount 

of ionization over a short period of time, the current produced by the radiation 

may exceed the nominal current values for various electronic components. This 

can cause various types of problems to occur to the signals being produced, 

which are commonly known as Single Event Effects (SEE). As modern 

electronics become increasingly small the dose rates required for SEE to occur 

becomes lessened (Tribble, 2003). 

 There are three common types of SEE which are Single Event Upsets 

(SEU), Single Event Latchups (SEL), and Single Event Burnout (SEB). An SEU 

occurs when the ionization in a material yields a current that causes a memory 

device to permanently change its state. This causes data to be corrupted, and 

occurs when the LET exceeds the threshold energy, Lo. These errors are 

considered soft, where a reset can restore operations to its nominal state. It is 

important to note that SEUs are guaranteed to occur for devices that are not 

shielded against them. In GEO upset rates range from 10
-10 

errors/bit-day - 10
-4 

errors/bit-day, and are dependent on the cross sectional area of the device 

relative to the direction of the flux of radiation (Tribble, 2003).  A single event 

latchup typically occurs in complementary metal oxide semiconductor (CMOS) 

devices when a radiation particle disrupts the current loop. This current loop 

causes the device to change to an anomalous state in which it will no longer 

respond to signals sent to the spacecraft. The threshold for latchups to occur in 

typical CMOS devices is approximately 10
8
 rad/s (Tribble, 2003). This event does 

not necessarily cause permanent damage in the electronics, but at a minimum it 

requires the power to be reset. Finally, SEB occurs when a very high dose rate 

is seen in an electronic device. This current is so high that it causes the device to 
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physically burn out and become permanently damaged. All three effects can 

obviously have terrible consequences for the performance of missions, and in 

certain cases can cause total loss if not designed for. 

4.4.4 Mitigation Tools and Techniques 

The first step towards making intelligent design choices to protect a 

satellite or spacecraft against radiation is understanding the total dose and dose 

rates that it could encounter. This is done using radiation models and orbit 

modelling software. Once this is known requirements can be derived to design 

towards. Using these requirements, engineers have various options to use to 

protect their vehicle against radiation depending on the component being 

considered. The modelling tools available and these design solutions will be 

discussed below. 

4.4.4.1 Modelling Software 

There are several techniques that can be used to protect spacecraft from 

this radiation environment. The first step in doing this is understanding the 

amount of radiation that a satellite will encounter. Several modelling tools exist 

that can be used to help predict the total dose and dose rate that will be 

seen.  Each model differs in the spatial regions and energy levels that it covers 

and are built from on-orbit data. The National Space and Science Data Center's 

AP-8 proton model and AE-8 electron model are the most commonly used models 

and are built from radiation telemetry from 20 satellites. The AP-8 model includes 

protons between 0.1-400 MeV and AE-8 considers electrons between 0.04-7 

MeV. The Air Force Research Lab also created models based on data from their 

CRRES satellites called CRRESPRO for the proton environment and 

CRRESELE for electrons. These models consider energy ranges of 1.1-90.4and 

05.-6.6 MeV for protons and electrons respectively. There also exists a model 

specifically for the proton environment in low altitudes during solar minimum, 

which was based off data from the SAMPEX spacecraft. Its instrumentation 

studied protons and electrons in the energy range of 18-500 MeV. Finally, models 

exist that are specific to GEO called the Particle ONERALANL Environment 

(POLE) and the International Geostationary Electron Model (IGE-2006). Their 
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data is based off several GEO satellites from various international partners. The 

POLE data considers energy levels of 0.03-5.2 MeV and IGE-2006 considers 

0.001-5.2 (Spenvis, 2018).  

There are many types of software that then pull in these various models 

and allow the user to input other parameters from their missions. After selecting 

the model that is best suited and the orbital elements, these programs can then 

predict the total dose and dose rate that a satellite could see. Examples of such 

software include ESA's SPENVIS, CREME96 which specializes in predicting SEE 

rates, and Satellite Tool Kit's (STK) SEET radiation Model.  

4.4.4.2 Solar Panels 

Once the radiation environment is known that the spacecraft will 

encounter, the solar panel design should be considered. Solar panels consist of 

a layer of coverglass, a layer that is the solar cell, and a final substrate layer with 

the coverglass being the sun facing outermost layer. The first thing that can be 

done to protect the solar panels is to add a thicker layer of coverglass. This 

causes more of the energy from the radiation to be deposited in the coverglass 

as opposed to the actual solar cell. The downside of this is that the weight and 

cost of the system will be increased, which is of particular importance for any 

spacecraft that must be launched. It can also cause increased darkening of the 

glass over time which can also reduce the efficiency of the panel.  Another way 

that the coverglass can be improved is to consider the material that it is made out 

of. There are certain materials that can transmit visible light while absorbing UV 

wavelengths while remaining stable to radiation. These materials are generally 

more expensive but can help to reduce the thickness required compare to 

conventional materials. An example of an improved material includes cerium 

doped SiO2 (Koao, 2009).  

The second design consideration that can be used to protect solar panels 

is the choice of the solar cell material. The main trade that engineers have to 

consider with this option is higher radiation resistance versus increased cost. The 

semiconductor that has been typically used for solar cells is silicon. Another 

material that is now relatively common but provides better radiation resistance is 
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GaAs. Two newer materials that offer even more improvement are CuInSe2 and 

InP (Yamaguchi, 2001). Compared to silicon, CuInSe2 and InP are direct band-

gap materials which helps with radiation resistance. Many of these new materials 

also have higher optical absorptions compared to silicon. 

4.4.4.3 Electronic Components 

Electronics are the second major subsystem that are highly affected by 

radiation in space. Once the radiation environment is characterized there are 

approximately five main design techniques that can be used to protect these 

systems. The first of these is implementing triple majority voting and redundant 

systems. These two options can mean the same thing when talking about circuits. 

When considering additional redundant boards or computers the topic is related 

but deviates. Redundancy above the circuit level means having additional 

replicated hardware that can be switched to if a SEE occurs. Triple majority voting 

in FPGA and ASIC design is used to ensure logic gates aren’t affected by a flip-

flop being struck by radiation. If a SEE occurs in a latch it could cause it to get 

stuck in a state opposite from what it is commanded. In triple majority voting the 

input is provided to three flip-flops. The output of at least two of these must match 

for their output to be accepted. This strategy prevents a wrong signal from being 

fed back and permanently changing the circuit’s state. An important design note 

for the layout is that the flip-flops must be located so that a single ion cannot strike 

more than one of the components. Triple majority voting can be applied beyond 

circuits to general coding and logic in satellites for fault protection. Triple majority 

voting should be used in circuits and parts of the designs that are critical to the 

success of the mission. This is because adding in three times the number of parts 

takes up space and adds to the weight.  

 The second technique that can be used is to create fault management 

software and firmware. This consideration ties in with the previous one, in that it 

requires redundant hardware to be available. Fault management software and 

firmware would search for locations where there is a logic gate that is stuck in 

one state and general portions that may have been affected by SEEs. Once it 

isolates these locations it probes to see what the state of the situation is so that 
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it can then correct it. By correcting it, the software or firmware will either switch to 

an unaffected redundant path or can reboot the system.  

The third technique that can be used is critical path analysis. This analysis 

starts by looking at the critical operations that must occur for successful mission 

completion. It then looks to see what circuits and paths throughout the satellite 

facilitate these actions occurring. According to Reinaldo Perez “A critical path is 

made up of a series of the electronic components whose failure are deemed 

critical because the hardware will fail to reach its design objects” (Perez, 2008, 

pg. 455-465). Once the critical paths have been identified, then the components 

within them that are the most susceptible to SEEs should be found. From here, 

these components could be swapped out for ones that are more radiation-

hardened, a redundant component could be added, or localized shielding could 

be provided. This technique is one that is relatively simple, is generally a good 

design practice, and should be used to varying extents in all satellites. 

The fourth design option available is the use of shielding, as mentioned 

above. This is simply the use of additional sacrificial material that surrounds 

sensitive components to protect them from the radiation. Similar to the concept 

of using a thicker coverglass in solar panels, the shielding material absorbs most 

if not all the energy from the radiation. This means that by the time it reaches the 

sensitive components its energy has either been significantly reduced or 

depleted. This technique is a simple and effective one to use, however it once 

again adds weight and cost to the overall satellite design. When implementing 

this solution, the weight budget must therefore be considered.  

Finally, the materials selected within the electronic components devices 

can be strategic. Newer technologies like silicon on insulate (SOI) and silicon on 

sapphire have improved radiation resistance when used as the substrate for 

electronics (Perez, 2008). Silicon on insulate is two pieces of silicon that are 

bonded together, one of which has a high resistivity and the other has a low 

resistivity. This structure helps to prevent SEE’s like latchups in transistors 

because it completely isolates the components and disallows for parasitic pn-pn 

structures (Hu et al., 2015). The trade-off that must be considered when choosing 
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these technologies is cost, as newer and more innovative components will cost 

more overall. 

4.4.5 Mission Considerations 

This threat is another one that effects all mission types. As it comes from 

all-natural sources, there are no political motivations that make certain missions 

more susceptible than others. This means that all spacecraft going into orbit need 

to make sure that their systems are radiation hardened. There are certain orbits 

where spacecraft need to be especially protected against this threat. Any orbit 

that passes through the Van Allen radiation belts, between 1000-6000 km and 

15000-25000 km, need heavy protective measure. Most mission types do not use 

these orbits though because of the radiation environment, unless it is for a 

science mission intentionally studying it. As this threat is well defined and 

understood most spacecraft, especially those with longer life cycles, are built to 

be radiation hardened. There has been a push recently to produce satellites that 

use a higher content of commercial-off-the-shelf components. This has been 

more applicable to smaller satellites that typically are launched into low altitude 

orbits and have short lifetimes. The benefit of small satellites like CubeSats is 

that they are relatively inexpensive to get technology into orbit. The use of COTS 

components facilitates this low cost and the short life cycles make it less 

susceptible to radiation damage due to lower total doses.  

4.5 Nuclear Weapons 

A nuclear weapon detonated above 30 km is considered to be a nuclear 

burst in space or a High-altitude electromagnetic pulse (HEMP). If the burst is 

detonated at 500 km in altitude it would produce an electromagnetic pulse (EMP) 

that would cover the distance of the entire US. This could take out civilian and 

military communications, power, transport, and other significant infrastructure 

(Nuclear Burst Effects on Electronics). High altitude EMPs have been developed 

due to their ability to damage earthbound infrastructure across huge distances. 

For all nations and people this threat is one that could have a widespread and 

weighty impact. In addition to the horrifying effects that this could have on Earth, 

it could also be detrimental to the satellites up in space. High-altitude nuclear 
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detonation is therefore important to include in this discussion of the hostile threat 

environment for satellites. Hopefully, it is one that the citizens of the Earth do not 

see in the future, but regardless it is critical to discuss and understand.   

4.5.1 Operating Principles  

As mentioned in the previous section on ASAT missiles, nuclear warheads 

are a type of payload that can be used during an attack. The operating principles 

of the missile itself have already been described above and, therefore, this 

section will instead focus on the nuclear warhead/detonation principles and 

effects. A nuclear detonation at high-altitudes would have a much more extensive 

effect in space than a low altitude EMP due to the low density of atmospheric 

particles. Since there are many fewer elements in space the mean free path of 

an ionized particle from a nuclear explosion is very high and can be up to 

hundreds of kilometres (Conrad et al., 2010). There are four main types of high-

altitude nuclear burst regimes that a weapon could be classified by. These are 

low Alfven Mach number debris expansion, high Alfven Mach number debris 

expansion, ultraviolet fireball, and X-ray fireball. The altitude ranges and the main 

characteristics for each classification can be seen in the Table 4-5.  
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Table 4-5. Nuclear Burst Regimes and Characteristics (Conrad et al., 2010) 

Nuclear Burst 

Regime 

Nominal 

Altitude 

Range 

Burst Regime Characteristics 

Low Alfven Mach 

Number Debris 

Expansion 

>400-

600 km 

• Ions from explosion accelerated to high velocities 

(2000 km/s) 

• Capacity to influence radiation belts 

• Large portion of debris transported to high altitudes 

(>1000 km) 

• Kinetic Energy from debris mostly not transferred to 

surrounding ions and electrons  

• Relatively lower impact on RF and optical 

communications environment 

High Alfven Mach 

Number Debris 

Expansion 

250 to 

400-600 

km 

• Ions from explosion accelerated to high velocities 

(2000 km/s) 

• Surrounding Ions and electrons accelerated by 

shock wave.  

• Capacity to influence radiation belts 

• Strong impact to RF and IR/optical communications 

environment for several hours  

• Debris dispersed world-wide above 100 km. 

Ultraviolet Fireball 90-250 

km 

• Capacity to influence radiation belts 

• Kinetic Energy from debris mostly transferred to UV 

photons 

• Debris mostly contained by fireball created by UV 

photons 

• Impact to RF communications for up to 

approximately 10 hours 

X-ray Fireball <100 

km 

• Capacity to influence radiation belts 

• Fireball is created by absorption of X-rays around 

burst point 

• Debris mostly contained within fireball which 

becomes un-ionized within tens of seconds 

 

4.5.1.1 Direct Emissions 

The debris created by the nuclear detonations shown in Table 4-5 includes 

several different types of emissions. It first includes direct emissions which 

contains photons: both X-rays and gamma rays, as well as corpuscular radiation: 

neutrons and ions. Typically, in a nuclear detonation 70-80% of the energy is 

radiated in the form of X-rays (Conrad et al., 2010). Depending on the level of 
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energy that the detonation has as well as the altitude that it explodes at, varying 

levels of the X-rays will continue out into space. Gamma rays along with other 

nuclear decay bi-products are also released during nuclear explosions as nuclei 

attempt to lower their energy levels to the ground state. The created gamma rays 

can either be re-absorbed by the original detonation device, head towards the 

Earth to interact with the atmosphere, or continue out into space. The neutrons 

that are produced during these events are only able to remain as extra-nuclear 

neutrons for around 889 seconds, until they decay into either a proton or an 

electron (Conrad et al., 2010). The direct emissions portion of the debris, 

specifically the protons and electrons are the largest contributors to the increase 

in radiation in the belts around the Earth’s magnetic field. Finally, the heavy ion 

debris created originates from the physical materials used to build the weapon. 

The materials become ionized after being vaporized and then ejected outwards 

at extremely high velocities. These particles are very dangerous to any exposed 

satellite surfaces they encounter because they can cause localized radiation 

damage to any areas on which they attach to. All the radiation products of a 

detonation are very high energy and can cause damage to spacecraft via the 

same mechanisms described in the natural radiation section. 

4.5.1.2 Induced Environments 

The direct emissions described in the previous paragraphs can induce 

several environments in space. There are a handful of these environments that 

can temporarily tamper with satellite operations but do not cause lasting damage, 

like ionized atmospheric particles that cause radio frequency attenuation. The 

side-effects that can have a lasting impact include the generation of 

electromagnetic pulses, energetic particles, radiation belts, and photoemissions. 

After a nuclear burst there are three types of electromagnetic pulses 

(EMP) that are generated as a bi-product, which have been named E1, E2, and 

E3. The first type of EMP, E1, is generated by the gamma rays that are in the 20-

40 km region of the atmosphere and are scattered. When the gamma rays strike 

atmospheric neutrals, they cause electrons to be released from the atoms. The 

portion of these electrons which head into space become Compton electrons that 
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gyrate along the Earth’s magnetic field lines and creates a current that yields an 

EMP. This portion of the explosion can cause the most damage to electronic 

components because it causes a high voltage to be produced. The Compton 

electrons that move back towards Earth cause a high voltage pulse that would 

wipe out various electronics and power lines. The E2 pulse is generated from 

induced reactions of scattered gamma rays and neutrons. This pulse occurs after 

the E1 pulse, and because of this devices that would normally be hardened 

against the effects of E1 are now more susceptible to the second pulse. The third 

pulse, E3, is the result of changes that the explosion debris cause to the magnetic 

field of the Earth. After the burst, the debris particles force the magnetic field lines 

out away from their normal location creating a bubble. This bubble inflates and 

collapses over a matter of seconds and creates a time-varying magnetic field, 

which in turn induces an electric field and current (Conrad et al., 2010). These 

mechanisms can be seen pictorially in Figure 4-12. The currents produced by all 

these EMP’s are harmful both on Earth and to satellites in space.  

Another induced environment is electromagnetic photoemissions in the IR, 

visible, and UV wavelengths. These photons are not directly emitted as debris, 

Figure 4-12. EMP Mechanisms for E1 and E2 (Left) and E3 (Right) (Conrad et al., 2010, pg. 31) 
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but rather are created by complex interactions with any atmospheric constituents 

and debris travelling at high speeds. At higher altitudes, the photoemissions are 

predominantly UV which mostly travel away from the Earth’s surface towards 

space. Once in space, the UV radiation, which is ionizing, is free to strike the 

surface of a satellite and degrade these materials. Additionally, there are induced 

corpuscular radiation effects which consist of energetic particle generation in the 

form of ions, electrons, and neutral atoms. These particles are able to make their 

way out of the burst area with high energies that are sufficient to produce a 

shower of ionizing events when they impact neutral species over long distances.  

Delayed gamma and beta rays can also be produced by radioactive debris 

from the nuclear weapon. This is a separate emmision than that described in the 

direction emissions section, and is felt at a later point in time. In space the beta 

particles have very large mean free paths and their motion is dictated by the 

lorentz force, so they therefore follow a gyration motion along the magnetic field 

lines around the Earth.  

4.5.1.2.1 Nuclear-Pumped Radiation Belts 

One of the third induced environments is nuclear-pumped radiation belts. 

These belts result from the release of beta particles into the Earth’s magnetic 

field. Once these particles reach the field lines they can become trapped in a 

magnetic mirror for long periods of time in magnetic flux tubes creating aritifical 

radiation belts. There are a handful of parameters for the beta particles that 

determine the characteristics of the generated belts.The first is the alitude that 

they are created at (altitude of detonation) and their pitch angle. If a particle is 

created above 100km and has the proper pitch angle it can become trapped in a 

magnetic mirror. Alternatively, if its pitch angle is not sufficient, scattering of the 

particle can change it so that it is trappable. Also, if the beta particle is generated 

below 100 km it also can be trapped if it makes it through the Earth’s atmosphere 

without being absorbed, and is subsequently scattered to the proper pitch angle. 

The amount of beta particles in the radiation belt generated by this trapping 

depends on the mass of the original debris above 100 km. A higher debris mass 

above this altitude instinctively yields a higher trapped mass. If the burst occurs 
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at a higher latitude this also has a large impact on the trapped population. High 

latitude bursts yield particles that are trapped along field lines that extend farther 

out from the Earth. This means that the volume, or magnetic flux tube, that the 

same quantity of particles has to occupy is significantly larger, and the radiation 

flux becomes lessened (Conrad et al., 2010). 

4.5.2 Effect on Spacecraft 

The major effect that nuclear explosions in high-altitudes have in space 

can be understood by considering the effects of the Starfish Prime device. This 

weapon was part of a series of tests conducted by the United States out of 

Johnston Island in 1962. During this test, the Starfish Prime nuclear weapon was 

detonated at an altitude of 400 km, in low Earth orbit. The explosion had an 

equivalent detonation impact of 1.4 megatons of TNT (Stassinopoulos, 2015). 

According to Stassinopoulous “This exo-atmospheric nuclear explosion released 

about 10
29

 energetic fission electrons into the magnetosphere, creating an 

artificial radiation belt and raising the intensity levels of the natural Van Allen 

Radiation Belt electron population in the inner zone by several orders of 

magnitude” (Stassinopoulos, 2015, pg. 1).  

The increased levels of radiation in the space environment proved to be 

critical to several spacecraft flying at the time. The higher levels of electrons in 

the Van Allen Belts and artificial radiation belts caused the total dose levels for 

all spacecraft passing through these regions to be estimated at 100 times higher 

than expected (Stassinopoulos, 2015). This resulted in the loss of seven satellites 

within a few months of the detonation, the first of which being the Telstar satellite 

that was launched the day after the explosion. The remaining satellites varied in 

purpose and country of origin including Britain and the US (Stassinopoulos, 

2015). The components that caused most of these mission failures were the solar 

panels. Through the Starfish Prime test, the US government unintentionally took 

out several of its own satellites and those of allies, showing the uncontrolled 

nature of the effects in space. 

The apparent mean lifetime of the artificial radiation belt created by this 

explosion was 1.5 years (Van Allen, 1965).  Studies on the lasting impact of the 
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Starfish Prime test by Dr. Van Allen made several important findings with respect 

to the time scales of the effects. The first was that the electrons closer to the 

Earth’s surface had a longer lifetime. Second, using data from the Injun I and III, 

and Explorer XIV satellites he determined that the maximum lifetime value for this 

event was for 2 MeV electrons at a magnetic shell parameter (L) of 1.5 Earth 

radii, which lasted for two years.  The magnetic shell parameter is the value used 

to define a group of magnetic field lines. The numerical value describes how 

many Earth radii away a line is from the Earth’s center at the magnetic equatorial 

plane relative to the Earth’s radius (Droege, 2016).  

A similar event was conducted by the Soviet Union in the same year over 

Semipalatinsk, Kazakhstan. In Figure 4-12 the change in the electron flux in orbit  

Figure 4-13. Electron Population Change in Van Allen Belts Before and After the 

Semipalatinsk Detonation (Stassinopoulos, 2015) 

around the Earth after this detonation can be seen. The plot shows that at 

equatorial distances surrounding two Earth radii there was an increase in flux by 

approximately a factor of ten or greater. One may note that the altitude with the 

largest increase in radiation for the Soviet Union event was much higher than that 
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for the US detonation. This is related to the fact that the Soviet Union nuclear 

weapon was released from a higher latitude.   

The terrifying reality of a nuclear detonation in space is the widespread 

and long-term effects that it could have. The two historical cases discussed above 

provide unfortunate real-life examples of the impact of nuclear weapons on the 

population of electrons in the Earth’s magnetic field, and the electron’s lifetime. 

Innocent satellites would be destroyed by such actions, and these explosions 

have shown that spacecraft located at LEO are the most susceptible to radiation 

damage from a nuclear explosion.  

There are two major bi-products of a high-altitude nuclear blast that could 

harm satellites. The first group are the prompt radiation products which include 

the X-rays and gamma rays. For a satellite to receive this radiation it must be in 

the line of sight from the detonation site, meaning that it cannot be shielded by 

the Earth. It is also possible for a satellite to traverse through the resulting decay 

after the prompt dose. The second by-product is the radiation that gets trapped 

in the Earth’s magnetic field and adds to the radiation belts. The mechanism that 

would be the undoing of the majority of systems would likely not be the prompt 

radiation environment, because a smaller percentage of satellites would be in the 

line of sight. Instead it would be the total dose that it receives over time from the 

trapped radiation belts. Every satellite is designed to receive a specific total 

radiation dose over its lifetime, and a nuclear event would cause these spacecraft 

to reach their limits rapidly. The belts provide a widespread and longer-term threat 

which many satellite’s orbits would cross though. The direct mechanisms in which 

the total dose of radiation from the debris would affect the satellites are the same 

as those described in the previous natural radiation section.  
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There is also a small chance that a satellite is in the direct line of sight of 

a burst. In this case it could receive a higher, lethal dose of UV, X-rays and 

gamma rays, but typically there is a larger threat to launch vehicles which have 

high absorption coefficients (Conrad et al., 2010). The probability of a LEO 

satellite being in the direct line of a burst is somewhere between 5-20%, which 

can be seen in Figure 4-14. In a study performed by the Defense Threat 

Reduction Agency of the United State, many representative satellite cases were 

studied for varying nuclear detonation scenarios. The three scenarios shown in 

the plot are representative of NOAA satellites performing weather, search and 

rescue, and SSA missions in a polar orbit at an 800 km altitude. These satellites 

were subject to detonations at latitudes of 36˚N with a 100 kt yield (scenario 13), 

22.5˚N with a 5000 kt yield (scenario 17), and 65˚N with a 1000 kt yield (scenario 

18) (Conrad et al., 2010). This shows that for these three missions the likelihood 

of experiencing a prompt radiation dose varies with X-ray energy, detonation 

location, and detonation energy. The impact zone within line of sight of a 

detonation depends on several parameters including blast altitude and weapon 

Figure 4-14. Theoretical Nuclear Direct Line of Sight Effects on NOAA Satellites 

(Conrad et al., 2010, pg. 77) 
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strength. The plot also shows the types of damage cause to satellites by the 

different energy levels of X-rays, which include SEE’s like upsets and latchups, 

as well as system generated electromagnetic pulse (SGEMP) burnouts at higher 

energies. A SGEMP is an effect when an X-ray hits electronics and causes 

electrons to be released due to the photoelectric and Compton effects (Liscum-

Powell, Bohnhoff and David Turner, 2007). This can result in dangerously high 

instantaneous currents from the internal electromagnetic pulse, which would 

likely fry the electronics systems not protected against this. 

Satellites located in GEO have a reduced risk from nuclear explosions, 

and would likely only be susceptible to detonations that were very high energy, 

around 10 Mt and above (Conrad et al., 2010). The satellites in GEO are less 

likely to be damaged by the corpuscular radiation trapped in the Earth’s magnetic 

field lines as the fluence becomes lessened at these altitudes. Instead, the 

prompt X-rays and gamma rays would have a larger impact in geosynchronous 

orbit as they would not get trapped by the magnetic field. HEMP nuclear 

detonations are only known to be able to reach a 400-600km maximum altitude 

at this point in time from unclassified sources. The missiles used to launch 

nuclear weapons appear to be in the early developmental phases of being able 

to reach GEO altitude though (Conrad et al., 2010).  

The previous section on natural radiation discusses the methods in which 

radiation effects critical components like the electronics and solar panels. Nuclear 

threats could have the same impact on these important subsystems through the 

same mechanisms. There are additional systems that could be affected by 

radiation, especially those that are externally mounted. These include antennas, 

optical systems, and thermal systems. Radiation to these systems can often 

cause a degradation to performance of the satellite and overall mission but have 

a reduced likelihood of being detrimental to the mission.  
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4.5.3 Mitigation Tools and Techniques 

There are options available for designers who are considering the nuclear 

threat and trying to protect their spacecraft from such events. The first tool 

available is modelling software. Compared to other space environment models, 

high-altitude EMP models are not quite as developed. Regardless, there are tools 

available to be used to help characterize the general radiation environment that 

could be seen for a variety of detonation cases. Furthermore, once the radiation 

specifications have been defined, there are specific ways that satellites and 

spacecraft can be designed to make them more radiation hardened. 

4.5.3.1 Modelling Software 

There is modelling software available to study this threat environment. Two 

of these are the Satellite Nuclear Radiation Threat Assessment Code System 

(SNRTACS) from the US Air Force, and the Debris Gamma and Beta Threat 

Environments for Satellites (DGBETS) from the Defense Threat Reduction 

Agency. These programs can be used to model trapped radiation belts created 

by nuclear detonations, and to predict the impact on satellite lifetimes. The 

models in SNRTACS were partially created using satellite data from the nuclear 

tests run in the 1960s. A third software available is the STK software. It has the 

ability to model interactions between satellites in orbit and targets launched from 

the Earth’s surface and atmosphere (Conrad et al., 2010). 

4.5.3.2 Protection Measure 

The majority of protection means for spacecraft against the long-term 

effects are the same as those described in the previous section, as the radiation 

from both sources has the same effect. These measures include shielding, 

redundancy, fault management software/firmware, and material selection. Such 

techniques would be the most helpful for protection against induced radiation 

belts, which trap the charged particles. In  the different fluxes of electrons 

generated for various energy ranges are shown for both the natural environment 

and the hostile environment. This plot shows that a hostile radiation environment 

would have a higher flux of electrons above ~10,000 eV. In the natural 

environment shielding is very effective in protecting internal components, 
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especially against protons. Above the 0.3 MeV range, where the nuclear 

environment has a higher flux, electrons can penetrate through typical shields. 

For these energy ranges the methods discussed for protection against electron-

hole pair generation to lower dose rates are more effective. 

For missions that want further protection against nuclear blasts a faraday 

cage should be incorporated into the design. Faraday cages help to protect 

against voltage strikes that can be devastating to electronics devices. This is a 

physical cage that contains all components that need protection and is made from 

a conductive material.  The cage may be the most effective if it is a solid sheet of 

metal like aluminum; however, for spacecraft this may not be a viable option due 

to weight concerns. In this case, a fine mesh cage can also be very effective. The 

way that it works is to diffuse electromagnetic waves by ions in the cage material 

aligning themselves with the wave and cancelling any field within the cage. This 

device is only effective against changing magnetic fields, like those created in an 

EMP. The geometry of the mesh is important in the design as well. The cage can 

Figure 4-15.  Electron Flux in Natural and Hostile Environments with Impact to 

Spacecraft (Conrad et al., 2010, pg. 65) 
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only protect the spacecraft against electromagnetic waves that have a 

wavelength larger than the openings in the mesh. If there is high frequency (small 

wavelength) radiation smaller than the opening of the cage, then it will have 

normal effects on the components (What is a Faraday Cage?, 2018). 

There are also a handful of techniques and technologies that can be used 

for protection against the prompt radiation source. These include high z-shielding 

and circumvention and recovery methods. Materials that have high Z values are 

ones that have increased ability to protect systems against ionizing radiation. 

These materials work to lower the energy levels of the X-ray or gamma ray 

radiation passing through them and scatter resulting electrons and protons away 

from electronics. When an X-ray or gamma ray hits these materials the energy is 

absorbed by creating either X-ray fluorescence, bremsstrahlung, and Auger 

electrons (Atwell et al., 2014). Circumvention and recovery is a true systems 

approach which considers the radiation hardness of multiple components within 

a system against a prompt radiation dose. It is the design of a system such that 

the components which have a lower radiation hardness are made up for by those 

that are adequately protected against the environment. This is done by  

accommodating the lesser parts through “error handling, fault isolation, and 

power-down/reset functions that are implemented in upper radiation hardened 

parts” (Circumvention and Recovery, 2017).  

 Finally, it is worth noting that policy may be one of the most effective 

means of preventing against this sort of threat due to the highly political and 

physical impacts of the threat. In 1967, The Outer Space Treaty was signed by 

many countries around the world. This treaty states that all undersigned countries 

will not put nuclear weapons into orbit. It also says that these countries are all 

able to use space for peaceful means, given that they do not put other nation’s 

assets into danger. Hopefully, by creating the discussions around nuclear threats 

in space and creating treaties like this, all countries will be driven to avoid nuclear 

escalation. 
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4.5.4 Mission Considerations 

The current technologies for nuclear detonations, as discussed in previous 

sections, have the largest impacts at LEO currently. For multiple reasons it is 

important for space assets in LEO to have some protection against radiation. 

Essentially all large satellites are designed to be radiation hardened against the 

natural environment. This level of protection is considered to be good enough for 

many missions as there is a general tendency to regard this satellite threat as 

unlikely and to instead bolster satellites against other threats. Hopefully this 

thought will remain true into the future and nuclear detonations will not have to 

be a concern. The sad reality though is that all satellites in LEO could be at risk 

for detonation effects, especially from induced radiation belts. As previous 

sections described, radiation from the blast would spread into flux tubes 

contained by the Earth’s magnetic field. The radiation is not selective in which 

spacecraft it attacks, but instead poses a threat to any satellites that are at that 

altitude.  

 There are certain satellites that may be more of a target to receive direct 

line of sight radiation. These systems could be specifically targeted, in which case 

would likely be close to the dangerous blast site. For a satellite to be the target of 

a nuclear detonation there would have to be significant political motivation to take 

it out. The capability, technologies, and decisions needed to create and deploy a 

nuclear bomb in space are not trivial and many countries either do not choose to 

or are not able to create them. At this point in time only a relatively small number 

of countries have the capability to launch nuclear bombs into space. This only 

leaves the group of antagonists to be a few countries that are larger world powers.  

 If these countries were to deploy a nuclear weapon against other country’s 

satellites in space the political aftermath would be huge. The widespread nature 

of the effect in space would not only take out the intended target’s satellites, but 

also those of many other nations. With the various means of Earth-based and 

space-based tracking the aggravator would be identified. The country who did the 

deployment would likely destroy their relations with more than just the intended 

country. This reasoning is why many consider the threat to be lesser than others. 
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Regardless, as countries do have this technological capability there is always the 

chance that this threat could materialize. 

 Many major world powers have various space-based assets that they rely 

heavily on for daily civil and military operations. Such assets include nuclear early 

warning, communications, Position Navigation and Timing (PNT), Weather, and 

Observation satellites. The criticality of these satellites for national operations 

makes them desirable to neutralize. In Table 4-6, a list of some major world 

players along with their assets in space are shown. The table also shows which 

of these countries also have develop ASAT weapons.  

Table 4-6. Countries with Various Space Assets (Jasani) 

 

At this point in time, there is no unclassified official record that another 

nation has intentionally destroyed one of the assets listed in Table 4-6. 

Regardless, the US, Russia, China all have demonstrated via testing that they 

have the capabilities to modify missile defense interceptors for anti-satellite 

purposes. This demonstrates that these nations have the ability to target satellites 

that are located in LEO (Gallagher, 2015). The space assets that are particularly 

vulnerable currently to the nuclear threat are observation satellites conducting 

surveillance missions. As these missions are trying to take high resolution images 

of the Earth’s surface they are typically conducted from LEO, which has been 

noted to be more susceptible to EMP effects. Metrological satellites are typically 

in LEO as well, however they have less of a political motivation to be a target to 
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be in the direct line of sight of a detonation. The other major military missions are 

communications, early warning, and PNT, which are run from GEO and MEO 

orbits. As these are at higher altitudes their risk of impact from nuclear 

detonations is lessened. It is still important for these satellites, which are critical 

to infrastructure, to include some protection against the prompt radiation effects 

that can reach out to higher altitudes. Even if their likelihood of being affected is 

small, it is important for them to provide continuous and uninterrupted service.  

4.6 Hacking 

The threats discussed in the subsequent section are significantly different 

than all previous ones in this report. The four hacking threats that will be 

discussed are electronic attacks and use the signals transmitted to and from the 

satellite to perform them. In the following discussion jamming, spoofing, hijacking, 

and eavesdropping (signal intelligence) will all be analyzed. 

4.6.1 Operating Principles and Sources 

The difference between spoofing and jamming is that one disallows a 

signal to be properly received at a satellite and the other sends false signals to 

the satellite. During a jamming attack the adversary will transmit noise that 

overpowers the original signal and receiving antenna which interferes with the 

true transmission. Spoofing on the other hand is the modification of the signal 

such that the adversary is able to trick the satellite to be under their control. 

Hijacking is another type of attack similar to spoofing, which also manipulates the 

signals that are being sent to and from the satellite. In the case of hijacking, the 

opponent is using the capabilities of the satellite to transmit their own messages.  

There are three overarching actions that take place when an adversary is 

performing any of these three attacks. The first step is for the hacker to detect 

the frequency that the target is transmitting at, and during this step the adversary 

must be able to receive the signal with a high enough signal-to-noise ratio (SNR). 

Once the detection has occurred, the adversary must then send back a signal to 

the target. This return signal must also have a high enough signal strength, in this 
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case a jammer-to-signal ratio, to mask the true signal. Finally, the attacker must 

ensure that the signal is matching the frequency and timing of the original signal. 

Similar to spoofing, jamming, and hijacking, signal intelligence satellites 

and threats are also looking to manipulate the telemetry, command, and control 

subsystem. It differs from spoofing and jamming, however, in that it is not trying 

to change or deny the signals. Rather, signal intelligence threats occur when a 

foreign body is trying to listen into the communications of another satellite for Intel 

purposes. This means that the impact that signal intelligence threats have on a 

satellite itself are lower, as it does no physical damage to the spacecraft directly. 

The information that can be reaped from this threat can have a huge impact on 

the way a war is played out though, and even could result in the attack of space 

assets. Knowing this, it is important to recognize that SIGINT satellites are a 

threat to the successful completion of a satellite’s mission. 

It is important to note that these threats have significant implications and 

applications concerning the ground segments of an architecture. In sticking with 

the aforementioned limitations of considering only the space segment, this 

section will shy away from larger discussions points concerning ground stations 

and users. It is important to highlight though that this threat does have large 

consequences on the ground as well as in space.  

4.6.1.1 Jamming 

Jamming is the most common way in which signals are interfered with, 

because it requires the least amount of knowledge about the signal being sent to 

and from the satellite. In basic terms, jammers must only send high powered 

noise in the direction of the satellite’s receiver. The jamming signal must have 

enough strength to overpower the signal coming from the actual ground station 

and the noise must be in the same frequency band. To jam a satellite a hacker 

will typically have their own ground station where they transmit a signal towards 

a specific satellite. The satellite ends up receiving a signal that is mixed between 

the original and jammed signals and has a significantly lowered signal to noise 

ratio. The original signal is thus unable to be distinguished from that which is 

received. This type of jamming, where the link from ground to the satellite is 
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affected, is uplink jamming and has the most widespread impact. When the 

satellite is jammed all recipients of the signal will feel the effects. The attack, 

however, is not permanent and once the jamming signal is removed the satellite 

transmissions go back to normal. Of the two types of jamming that will be 

discussed, uplink jamming is harder since it requires more power to travel the 

larger distances through space.  

Jamming of a satellite signal can also be completed on the ground 

segment. In this case the jammer would send interference signal directed towards 

the ground receiver dish. This type of attack is on the downlink and has less of 

an impact than uplink jamming does on the number of users. Only the users that 

are within the line of sight of the jammer would feel the impact of the attack. The 

difference between these two types of attacks can be seen in Figure 4-16. 

Difference between Uplink and Downlink Jamming From the perspective of a 

jammer it is more desirable to go after the satellite than the ground station. 

Jamming the ground station requires that the adversary be in its line of sight, 

which risks them being discovered (Paganini, 2013).   

4.6.1.2 Spoofing and Hijacking 

Spoofing is when an adversary tries to trick either a satellite or ground 

station receiver into thinking their signal is the intended one. It is a particularly 

scary threat because an enemy can change the executed commands, thus they 

Figure 4-16. Difference between Uplink and Downlink Jamming (Paganini, 2013) 
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have control of the system. This could mean control of either the space or ground 

segments and is commanded through the telemetry, tracking and command 

(TT&C) links (Harrison, Johnson and Roberts, 2018). Once the attacker has 

access and control over these signals they could command the satellite to do 

various things. Examples of these actions when the uplink is being spoofed could 

include burning up the spacecraft’s reserve fuel or rotating the spacecraft so that 

the solar panels or antennas are facing the wrong direction. When the downlink 

of a satellite is spoofed incorrect data could be injected into telemetry signals or 

communications messages. Out of spoofing, jamming, and hijacking, spoofing is 

the hardest and takes the most technological capability.  

While hijacking is also sending incorrect signals to and from a satellite, it 

typically is less consequential to the satellite mission. Hijacking occurs when an 

opponent illegally uses the capabilities of a satellite for their own purposes. They 

are not trying to necessarily trick the satellite into thinking they are the ground 

station. Hackers use the space segment to relay their own signal, which can 

either be a broadcast to many users or transmitted for their own personal use. 

Essentially, these hackers are trying to use the satellites capabilities for free. This 

threat is principally targeted towards satellites that perform communications 

broadcasts or internet connection activities. While the types of missions that are 

targeted are mostly the same as for spoofing, the investment needed is quite 

different. Spoofing actually changes the intended signals that are received and 

requires a good understanding of what the original signal looks like. This is not 

required for hijacking, so less sophisticated technology is needed to perform an 

attack.  

4.6.1.3 Signal Intelligence/Eavesdropping  

Signal intelligence (SIGINT) and eavesdropping is the final portion of 

hacking that will be discussed. The aim of this threat is to listen in to transmissions 

coming from a satellite and use it for nefarious purposes. This can be performed 

from both the ground and in space. Specific SIGINT satellites have been 

launched solely for this purpose, which have the advantage of reduced signal 

attenuation.  
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 The purpose of SIGINT satellites is to intercept transmissions that are 

coming from both communications and non-communications satellites and 

transmit these messages to their ground stations. According to Anil Masini: 

“These satellites are essentially super-sophisticated radio 

receivers that can capture radio and microwave transmissions 

emitted from any country and send them to sophisticated 

ground stations equipped with supercomputers for analysis” 

(Maini and Agrawal, 2014, pg. 21).  

These satellites are typically targeting the communications that come from 

military communications satellites to gain insight into classified government and 

military intelligence. They can also listen in on satellites that may transmit useful 

telemetry data on ballistic missiles and the transmissions of Central Intelligence 

Agency’s agents. The frequency range over which SIGINT satellite will try to 

intercept can vary greatly depending on the bands used by the target satellite. 

These can typically range between 100 MHz to 25 GHz, which makes it very 

difficult for one satellite to intercept (Maini and Agrawal, 2014). This may end up 

meaning that a government may launch several SIGINT satellites that can 

intercept different frequency ranges.  

 Signal Intelligence satellites can further be broken into communication 

intelligence (COMINT) and electronic intelligence (ELINT) satellites. According to 

the National Security Agency of the United States the difference between ELINT 

and COMINT satellites is that “ELINT is information derived primarily from the 

electronic signals that do not contain speech or text (which are considered 

COMINT)” (Bernard, 2009, pg. 1). Communication intelligence satellites have the 

mission of intercepting the communications of foreign governments, as the name 

suggests. In current times, most military communications use various modes of 

encryption to protect against this threat. A communication intelligence satellite 

would therefore have to decrypt the messages that it receives using various 

computer algorithms.  

Electronic intelligence satellites cover the other portion of signal 

intelligence discussed above, which is the interception of useful telemetry data. 
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As mentioned, this data is typically that from missile tests which helps to make a 

government more apprised of the capabilities of an adversary. When satellites 

are placed in higher altitude orbits they have the capability to perform both 

communications and electronic intelligence operations. There are three main 

types of ELINT that are described in Table 4-7: 

Table 4-7. Categorization of ELINT 

 

Technical ELINT is primarily used for creating countermeasures. It tries to 

understand the enemy’s signatures of detection devices and extrapolate how and 

when they operate. From there the group can create countermeasures that are 

protected against this supposed means of the detection. Operational ELINT is 

used mostly for planning purposes and tactical strategies of militaries. This type 

of intelligence is looking to use the data received to locate targets. Finally, 

TELINT is looking to obtain technical telemetry data on tests conducted by foreign 

bodies. This informs the originating group what the capabilities are of the foreign 

body.  

The general way in which these satellites operate is that they scan a 

frequency band and geographical location. If the SIGINT satellite is sent to 

Type of ELINT Description (Bernard, 2009) 

Technical ELINT 

(TechELINT) 

• Describes: 

• Signal structure 

• Emission characteristics 

• Modes of Operation 

• Emitter Functions 

• Weapon Systems Association of emitters like radars, 

beacons, jammers, and navigation signals 

Operational ELINT 

(OpELINT) 

• Locates ELINT targets 

• Determines operational patterns of the systems 

• Provides threat assessment 

Telemetry Signal 

Intelligence 

(TELINT) 

• Collects, processes, and reports foreign telemetry signals 

intelligence 

• Provide performance data on foreign missiles and 

spacecraft 

• Operational information on foreign satellites and space 

vehicles 
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monitor one specific satellite, the geographical location would be locked and once 

the frequency is determined scanning is no longer needed. SIGINT satellites can 

also be used for intelligence from terminals and equipment that is ground-based 

or air-based. These scenarios are where the scanning is especially needed. Once 

a signal is found, the SIGINT satellite locks onto the frequency and records the 

signal. When the satellite then travels over home ground stations it relays the 

data and receives any new commands. The ground stations do the processing of 

the intercepted signals and run various processes for decryption (Bernard, 2009). 

The orbits that SIGINT satellites tend to occupy are either geosynchronous 

or highly elliptical. With a multi-satellite constellation, this allows for continuous 

monitoring of the Earth for radar emissions. The American SIGINT satellites 

located around GEO tend to have an inclination of 3-10˚, as opposed to the 

inclination of 0˚ for typical communications satellites. Their apogee is also 39,000-

42,000km and the perigee is 30,000-33,000 km, compared to a typical circular 

36,000km orbit (Major A. Androv, 1993). The advantage of this type of orbit is 

that the satellites hover over a broader region of the Earth through each orbit. It 

also allows the satellite to monitor a radar emitter from different vantage points. 

Depending on the location being monitored, either another satellite or something 

on Earth, these orbits can require large apertures to be able to distinguish 

intercepted signals from the noise. If they are listening to signals from other 

satellites in orbit the signal strength becomes less of an issue. This is especially 

true if the SIGINT satellite is co-orbital to the target. The signal strength becomes 

even less of an issue, which is the benefit of having a co-orbital SIGINT satellite.  

 The countries that have the largest number of known SIGINT satellites are 

the United States and Russia, but several other countries like China and France 

also have these capabilities. The United States for example had the GRAB and 

POPPY ELINT programs in the 1960s which tried to gain intelligence from Soviet 

radar signals using satellites. The French government is also planning their first 

SIGINT satellite launch in 2020, called CERES (CapacitÉ de Renseignement 

Électromagnétique Spatiale). This constellation of three satellites will be used to 

intercept ground signals and radio communication signals, as well as early 
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warning purposes and space situational awareness. China also launched six 

satellites for SIGINT between the years 1973 and 1976 with a program named Ji 

Shu Shiyan Weixing (Major A. Androv, 1993).  

4.6.2 Effect on Spacecraft 

The main effect that these threats have to the satellites is that it does not 

allow them to properly carry out their missions. The ability to safely and securely 

transmit information is important to all missions, and is essential for 

communications, PNT, and most government satellites. This statement is 

particularly applicable for cases where signal intelligence or hijacking is being 

performed. SIGINT does not directly impact a spacecraft; however, it still can 

cause a mission to be compromised. For military communications satellites their 

goal is to discreetly transmit information. If this information instead reaches the 

hands of that military’s enemies then the mission has failed. A portion of the 

missions for Military Satellite Communications (MILSATCOM) is to enable the 

warfighter of that nation. A foe gaining Intel from signal interception allows the 

warfighter and their mission to be thwarted. The hijacking of a satellite also does 

not directly harm the spacecraft. It can have implications on the successful 

completion of the mission though. Hijacking usually occurs to satellites dealing 

with communication broadcasts or internet provision. An attacker using a satellite 

to broadcast their own signal can take up some of the allocated bandwidth for 

transmissions (Paganini, 2013).  

Jamming, on the other hand, can be directly harmful to the satellite if the 

adversary is preventing command and control signals to be sent to the satellite. 

For example, if a satellite operator has detected that a solar storm is imminent 

they may command the satellite to enter a safe mode. If a jammer attacks the 

satellite during the sending of these commands, the satellite may not be able to 

return to safe mode and could be damaged. Beyond this, jamming can affect 

satellites in the same way that SIGINT does. If a jammer prevents a signal from 

being received or transmitted from a satellite it is not allowing the goal to be 

accomplished. A meteorological satellite could be collecting weather data for a 
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particular region. If a jammer decides to overpower this signal then the current 

weather for that area cannot be distributed to its inhabitants.  

Spoofing of a satellite could have huge effects to the spacecraft, 

depending on the intent of the hacker. In one of the worst cases, the foe could 

command the satellite to change orbits or alter its attitude. These commands 

could also instruct the satellite to rotate its solar panels or antennas in various 

directions. This could be very harmful to the spacecraft if it is no longer able to 

receive energy to feed the power subsystems or if it is no longer able to 

communicate with the ground stations. Spoofing is a much more difficult task to 

perform than jamming because the adversary must overtake the TT&C links and 

then transmit their own signals. Typically, the TT&C links are well protected to 

prevent such actions from occurring. Regardless, there are examples in history 

where hackers were able to deny access of the NASA Terra EOS Satellite to its 

control center for a total of eleven minutes over two attacks (Paganini, 2013). 

4.6.3 Mitigation Tools and Techniques 

A main tool that can be used to protect spacecraft against spoofing, 

hijacking, and eavesdropping attacks is encryption of signals. Encryption is when 

the message being transmitted is encoded onto a signal. The encryption scheme 

picked is usually pseudo-random so that decryption by external parties takes 

significant computing power. The scheme or key is known by the intended users 

who can then decode the message from the signal. Encryption is useful for 

eavesdropping protection because the encoded message appears to just be 

noise when intercepted. The attacker can try to guess the key, but it would take 

enormous amounts of computation. It is useful for protection against a spoofing 

attack because the adversary must know the encryption key. Otherwise, the user 

or operators will be alerted that a foreign signal has been sent.  Many commercial 

systems today are not designed with encryption because it drives the cost of the 

satellite development. This especially makes commercial communications 

providers susceptible to attacks like these. Varying levels of encryption security 

can be selected based on the needs of the satellite. A military communications 

satellite for example would likely select a high level of encryption, while 
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commercial communications might select a lower level of encryption due to cost. 

Overall, encryption is a key way to protect signals because it requires 

authentication but should not be the sole mitigation technique because history 

has shown that encryption techniques can be cracked. 

Some related methods that can be used against hacking are error 

protection coding, directional antennas, and nulling antenna systems. Error 

protection coding uses a handful of techniques that allows receivers to be able to 

detect when errors have been introduced to a signal. This is useful against 

hacking, especially spoofing and jamming, because it helps to realize when the 

signal has been altered or when there is excess noise. A directional antenna is 

one that transmits radiation in a narrow angle and has a reduced coverage area. 

Directional antennas transmit their energy in a specific region which can go 

farther distances than an omnidirectional antenna. This also means that the same 

antenna can only receive information from a small region due to its high 

directivity. Anyone trying to hack the satellite signal would physically have to be 

located near the ground station to be successful. This can be inauspicious for an 

attacker because it would make them easier to be discovered. Adaptive nulling 

antennas are also a popular modern technology that can also be used to reject 

interference. These antennas have many elements which allows the shape of the 

signal produced to be altered. If a jammer or interferer is detected from a certain 

region on the Earth the nulling feature can be used. Nulling changes the radiation 

pattern to prevent the radiation from being transmitted in the direction of the 

interference (Fritz, 2012).  

 There are several additional techniques that can be used to protect a 

satellite against jamming which depends on the frequency of the signal. When 

the frequency that the jammer is using is unknown, convolution and Bose-

Chaudhuri-Hocquenghem (BCH) codes could be used. Convolution and BCH 

code are used to correct errors in a signal. This means that data lost from the 

interference created by the jammer can try to be re-inserted using these methods. 

The downside of using these codes is that they add latency and use up bandwidth 

of the signal. Latency is the delay in a signal and is something that many military 
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groups are averse to (Martinelli et al., 2012). Another technique that can be used 

against all types of hacking is spread spectrum frequency hopping (SSFH). This 

method has a code that continuously selects and changes the carrier frequency. 

This makes it incredible difficult for a jammer to attack because they must first 

know the frequency that the satellite is communicating at. If this frequency is 

rapidly changing, it does not give the jammer sufficient time to latch on and send 

noise over the frequency band.  

Another general technique that can be used for protection of a satellite 

against hacking is redundancy. This technique has been especially useful for the 

GPS satellites. There are currently 31 GPS satellites located in MEO. At any point 

in time there are six satellites in view from any one point on the Earth, and four 

satellites are needed for proper operations. The GPS services can even work 

with three satellites with slightly reduced accuracy (Fritz, 2012). This means that 

there are always at least two redundant satellites in orbit for the constellation. If 

a hacker starts to jam one satellite in the constellation then the triangulation can 

be completed using another one of the satellites in view.  

4.6.4  Mission Considerations 

Hacking threats in general are ones that have a higher likelihood of 

occurring because they are some of the few man-made threats that do not 

necessarily require the resources of a government to execute. Communication 

and telemetry threats are ones that can be carried out by governments, but also 

could be conducted by terrorist groups, or single individuals. The hardware 

needed to conduct a jamming attack can all be purchased and built using 

commercial off-the-shelf (COTS) parts (Fritz, 2012). Attacks on satellite signals 

also effect many more types of missions than other unnatural threats.  

There have been several examples of hijacking recently that show the 

relative ease of access and widespread targeting of the attacks. The first example 

occurred in 2007 when a group from Sri Lanka, the Tamil Tigers, used the Intelsat 

satellites to transmit their own propaganda. Two years later, a group of 

professors, electricians, truckers and farmers were arrested in Brazil for hacking. 

This group had used equipment built with COTS parts to control US Navy 
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satellites, so they could use the satellites for their personal means. Finally, in 

2013 a TV station in the United States which was typically intended for 

emergency alert broadcasts was hacked. The hackers released a report of a 

zombie invasion (Fritz, 2012).  Hackers could be interested in preventing the 

broadcasting of information through jamming or disseminating their own 

advertising for free through hijacking. Lastly, they could be trying to steal 

personally identifiable information through signal intelligence. Overall, all types of 

satellites are susceptible to hacking threats, but hijackers will especially target 

communications and internet access satellites as they provide access to large 

numbers of users. 

As mentioned earlier in the section, out of the four threats spoofing is the 

hardest to perform. Since it requires more directed effort and funding than 

jamming and eavesdropping, spoofing is more likely to happen on missions with 

high political motivation. This typically means that military satellites, such as ISR, 

situational awareness, and communications, are at the highest risk for a spoofing 

attack. This does not rule out that commercial satellites are at risk to this type of 

attack though. Governments will often lease commercial services to increase their 

resiliency or to meet communications demands. This also puts commercial 

communications satellites at risk for spoofing attacks.  

Jamming attacks tend to be more widespread since this threat takes the 

least amount of capital and effort to coordinate. It becomes more likely that 

attackers would jam a satellite just to prove that they can. It should be mentioned 

though that military satellites do still have the highest risk for jamming as an attack 

could have a huge effect on events like wars. Lastly, SIGINT and eavesdropping 

tend to happen on communications signals where the adversary gains unknown 

information. This is highly applicable for military communications satellites to find 

out strategies and plans for attacks. It could also be performed to steal personal 

information on commercial communications satellites, or government information 

for leased services. 

As discussed, military communications satellites and ISR satellites are the 

obvious targets of these hacking threats. The information transmitted by these 
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spacecraft is highly sensitive and, as mentioned, the attacks require less capital 

to perform. Therefore, the gain for an attacker in this situation can be quite high. 

During Operation Iraqi Freedom, for example, the US government recorded 50 

instances of signal interference during a 16-month time period. Of these 50 

instances, the government suspected that at least 5 were intentional and hostile. 

During these five instances the uplink signal was jammed with a continuous wave 

carrier signal which has the ability to jam a wider frequency spectrum (Paganini, 

2013). Besides military applications, commercial satellites are at high risk to 

spoofing, jamming, and signal intelligence attacks. This is due to the relatively 

low barrier to entry but also the general lack of encryption because of the cost. 

This allows various groups with a plethora of motivators to try and jam or overtake 

satellite signals.  

Hacking protection, especially for spoofing and jamming, is pertinent to 

Positioning, Navigation, and Timing (PNT) missions like GPS, GLONASS, or 

Galileo. The GPS satellites have been an especially large target of jamming 

attacks over the past several decades. In 2013 during Operation Iraqi Freedom 

six GPS jamming stations were found and destroyed (Paganini, 2013). One way 

that hackers attack PNT satellites is through spoofing of the signal at the receiver. 

This leads the user to believe that they are at the wrong location or have the 

wrong time. Attacks on PNT users are felt across many different industries from 

financial, to transportation, and military. In the financial industry the precision 

timing provided by these satellites is used to coordinate between time zones and 

to operate trading transactions. Attacks on these industries through spoofing or 

jamming of GPS signals could have a very significant impact, as delineated in 

section 2.1. 

 

  



 

99 

5 Discussion 

The previous sections discussed in detail the new threat environment in 

space and provided an overview of the operating principles of each threat, how it 

effects a spacecraft, mitigation techniques and tools, and overall mission 

considerations. Table 5-1 shows a summary of these findings, along with the 

likelihood and impact levels for each threat shown in section 3. The overall threat 

level shown in the fourth row was calculated by multiplying together the likelihood 

and impact levels from Figure 3-3, which represent these parameters on a low, 

medium, and high scale. This scale was converted to numerical values where a 

low value was assigned to a level 1, medium to level 2, and high to level 3. The 

purpose of the threat level value is to quantify the amount of attention that should 

be given to each threat by satellite designers. It helps to rank the urgency behind 

each of the threats, which can be used to prioritize mitigation techniques for 

satellites affected by multiple types of attacks.  

The bottom portion of the table illustrates the mission types that satellites 

can be categorized into. The operational satellite percentage column shows the 

percentage of spacecraft in orbit that fit into the mission groups. The checkmarks 

are used to summarize the mission considerations sections from all the threats, 

showing which satellites are at risk from which attacks. The markings in 

conjunction with the threat levels help to illustrate what threats a mission needs 

to be protected against, and how to choose which mitigation techniques to 

prioritize. This information can be used in conjunction with Table 5-2, which 

depicts a summary of the mitigation techniques recommended for each threat. If 

a satellite mission is susceptible to two threats that share a common mitigation 

technique, then it makes sense to select this as the protection measure. A couple 

of these situations will be pointed out in the following paragraphs. 

Although the reasoning for the allocation of the threat susceptibility check 

marks in Table 5-1 was described through the previous sections, a short synopsis 

will be given here. All missions have been marked as at risk to the natural threats, 

space debris & micrometeoroids and natural radiation. This is because the natural 

threats do not discriminate against who the operators are or any political 
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Table 5-1. Overall Threat Level and Applicability 

Mission Types Operational 
Satellite % 1 

Space Debris & 
Micrometeoroid 

Conventional 
ASAT Missile 

Co-orbital Natural 
Radiation 

Nuclear 
Weapons 

Jamming & 
Hijacking 

Spoofing Signal 
Intelligence 

Risk 
Level 

Likelihood  
 

3 1 1 3 1 3 2 2  
Impact 3 3 3 2 3 1 2 1 
Overall Threat 
Level 

9 3 3 6 3 3 4 2 

Commercial 
Communications 

35% 
 

 
      30 

Government 
Communications 

14% 
        33 

Earth 
Observations  

19% 
 

  
   

  
21 

R&D 12% 
 

  
   

  21 
Military 
Surveillance 
(ISR)  

6% 
       

 
31 

Navigation (PNT)  7% 
       

 31 

Scientific 5% 
 

  
   

  21 
Meteorology  2% 

 
  

   
  21 

Non-Profit 
Communications 

1% 
 

  
   

 
 23 

Space 
Observation 

1% 
 

  
   

  21 

1 Operational Satellite % (Bryce Space and Technology, 2017)
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Table 5-2. Threat Protection Measure Summary 

 

Threat  

(Threat Level) 
Proposed Protection Measures 

Space Debris & 

Micrometeoroids  

• Modelling Software 
• Whipple Shields 
• Avoidance Measures 
• Debris Regulation and Treaties 

Conventional ASAT 

Missiles  

• Early warning systems 
• Directed Energy Weapons 
• Decoys 
• Treaties 

Co-orbital Satellites  • Avoidance Measures 
• Space Situational Awareness 
• Directed Energy Weapons 
• Decoys 

Natural Radiation • Modelling Software 
• Shielding 
• Coverglass – Increased thickness and improved materials 
• Solar cells – Improved materials 
• Electronics – Triple majority voting, fault management firmware 

and software, critical path analysis, shielding, improved 
materials 

Nuclear Weapons  • Modelling Software 
• Natural Radiation Solutions 
• Faraday Cage 
• High Z Shielding 
• Circumvention and Recovery Methods 
• Treaties 

Jamming & 

Hijacking 

• Encryption 
• Directional and Nulling Antennas 
• Error Protection Keying 
• Convolution and BCH Codes 
• Spread Spectrum Frequency Hopping 
• Redundancy 

Spoofing • Encryption 
• Directional and Nulling Antennas 
• Error Protection Keying 
• Spread Spectrum Frequency Hopping 
• Redundancy 

SIGINT  • Encryption 
• Spread Spectrum Frequency Hopping 
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affiliations. There are some orbits that may be at a higher risk for these threats, 

but they are present for each of the missions listed. Three other threats that affect 

all mission types are nuclear weapons, jamming, and hijacking. Nuclear weapons 

affect all mission types since a nuclear detonation would cause radiation to be 

distributed throughout LEO. Satellites located in GEO would also be affected, 

especially if they were in the line of sight, but would receive lower doses of 

corpuscular radiation. Knowing that prompt radiation effects from nuclear 

detonation can reach higher altitudes, it is pertinent for satellites critical to 

infrastructure to include protection. Jamming and hijacking could also affect all 

spacecraft due to their low barriers for adversaries to develop the required 

technologies. Groups might mount these types of attacks just to prove that they 

can, which makes all mission types at risk.  

An attack by a conventional ASAT missile or co-orbital satellite would take 

significant technological development and capital making it most likely that it 

would be performed by a government. These attacks would presumably be 

organized against other government assets to reduce a nation’s strength. This 

increases the vulnerability of military communications and ISR satellite 

especially. PNT satellites are also included because many governments, military 

technologies, and national infrastructure rely heavily on the GPS, GLONASS, or 

Galileo constellations. Co-orbital satellites could also be harmful for commercial 

communications satellites, since these satellites sometimes host military 

payloads. A robotic arm could theoretically harm the military payload without 

damaging the commercial bus and payload. Spoofing attacks could also be 

feasibly mounted against communications, ISR, and PNT satellites. Even though 

spoofing has a higher cost of entry than some types of hacking to develop the 

capability, there is high incentive to be able to control other nation's satellites. 

Finally, SIGINT threats have been marked as a risk to communications satellites. 

Signal intelligence attacks are orchestrated against the electromagnetic signals, 

therefore, there is the most to gain from the signals coming from communications 

spacecraft.   
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The final column not yet discussed in Table 5-1 is the risk level rating. 

Each mission type is given a risk level by adding together the threat levels for 

each threat it is susceptible to. The risk level generally helps to show which 

mission types need to be constructed more robustly. It provides a relative 

indication of the amount of energy and money that will needed to be spent on 

mitigation techniques for the mission types. It shows the level of awareness that 

the designers need to have for the resiliency of the system and architecture. One 

trend that can be seen in Table 5-1 is that government communications satellites 

have the highest risk and are the most susceptible to various threats. Mounting 

many of the new threats takes a significant amount of capital and technological 

abilities, which is usually only associated with some of the major world powers. 

This means that MILSATCOM satellites need to be the most robust and must 

include most of the proposed mitigation techniques in Table 5-2 for each of the 

threats. This is what leads to government satellites to typically be more expensive 

to procure and create than commercial equivalents.  

Satellites for military surveillance and PNT have the next highest risk level 

behind MILSATCOM satellites. In the case of military surveillance, the reasoning 

behind the risk level is the same as for military communications spacecraft: There 

must be political motivations to take out these satellites. Position, navigation, and 

timing satellites are not solely government satellites but much of humanity is 

heavily reliant on this technology. If these satellites were dismantled, the impact 

on a nation’s infrastructure would be huge, which has been delineated in section 

2.1. Similar to military communications satellites, these two types of missions 

need to be built extremely robust. They would also need to incorporate design 

techniques for all the same threats as military communications satellites. The 

SIGINT threat is the only non-overlapping one between MILSATCOM and 

ISR/PNT, but mitigation techniques against SIGINT are encompassed by 

spoofing, jamming, and hijacking. One mission operations consideration specific 

to ISR satellites is that they could be launched to a variety of orbits, some of which 

are more susceptible to the long-term effects of a nuclear detonation. Depending 

if the ISR satellite is in LEO or not, the designer may want to consider the addition 

of techniques specific to hostile radiation protection. 
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The satellites with the next highest risk level are commercial 

communications and non-profit communications satellites. Most of the risk 

associated with these missions is due to their payloads, which are 

communications devices. The main reason that these threats have an elevated 

risk level is due to their susceptibility to hacking. As discussed in the hacking 

section, these threats have a lower barrier to entry than ASAT missiles or nuclear 

weapons. This means that non-government organizations, which may have non-

political motives, could target these systems for personal gain. The second 

reason why these missions have higher risk is that it is common for governments 

to have hosted payloads or to lease services from other communications 

satellites. This means that commercial/non-profit satellites could be targeted for 

the same political reasons that a government satellite would be. Considering the 

threats that these satellites are most susceptible to, there is some overlap in the 

mitigation techniques that can be leveraged. If these satellites were to include 

avoidance measures this would help to protect them against space debris, 

micrometeoroids, and co-orbital satellites. The protection mechanisms against 

natural radiation would also give a good baseline protection against both natural 

radiation and the long-term effects of hostile radiation. These providers should 

consider adding some level of radiation protection against prompt radiation doses 

as well to prevent their systems from being vulnerable to outages. 

 Finally, Earth observation, research and development, scientific, 

meteorology, and space observation satellites all have the lowest risk rating. 

These satellite missions have lower political significance which tends to make 

them less susceptible to the more nefarious man-made threats. They are, of 

course, vulnerable to the natural space environment and therefore should be 

designed with protection measures against it. Many of the mitigation techniques 

can be used for both types of radiation threats and could be leveraged such as 

fault management techniques and shielding. For missions conducted from LEO, 

like Earth observation satellites, high levels of protection against nuclear 

detonation could be considered. Designers would have to trade the weight and 

cost additions to the added resiliency they would achieve. A low level of 

encryption should also be considered for these spacecraft to protect against 
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jamming and hijacking. The need for this would depend on the impact that these 

attacks would have on the mission. The jamming of a meteorology satellite would 

likely impact more users on Earth looking for weather data than a space 

observation satellite and thus may require stricter security encryption. 

Although each type of threat poses unique challenges, one protection 

measure that is common to all man-made new threats is the use of international 

partnerships and hosting opportunities on satellites and constellations. There is 

inherent security in having many countries financially and technologically 

invested in a satellite, constellation, or their services. If there are two opposing 

nations and one decides to attack the other’s space assets there will be large 

repercussions if international agreements are involved. By attacking the satellite, 

the adversary is not only angering the intended target, but also all other nations 

on this agreement. This mitigation technique could then sway adversaries away 

from targeting satellites in order to retain good relations and perception around 

the world.  

5.1 Resiliency 

For any of the threats that are more political in nature, meaning all that 

were discussed previously except for natural radiation, orbital debris, and 

micrometeoroids, resiliency should be considered. This paper has so far focused 

on specific design techniques for an individual satellite to make them more robust; 

however, this is only one component towards making a resilient system. There 

are also ways to make whole architectures more resilient against the threats that 

were discussed. According to Ron Burch, who quantified the US DoD definition 

of resiliency of a system, it is defined by four things: avoidance, robustness, 

recovery, and reconstitution. Avoidance is a rather obvious first parameter of 

resiliency, which considers the architecture’s ability to evade an attack when it 

knows it is coming. The second consideration, robustness, is an architecture’s 

ability to receive an attack and withstand it without losing capability. Recovery is 

the ability for the constellation to regain its capability when lost. Finally, 

reconstitution is the ease in which lost nodes can be replaced (Burch, 2013). The 
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extent to which a system can achieve all these qualities together defines the 

overall system resiliency.  

It is important to note that this study has only considered avoidance, 

robustness, and recovery measures at the individual satellite level. This is 

important for missions where only one spacecraft is being deployed. There are 

many types of missions where this is the case such as for science missions or 

spacecraft being built for groups that are newer to the satellite industry. Even for 

missions that will be designed as constellations, resiliency is still important for the 

individual units. However, this concept can also be applied to the overall 

architecture. For most major new military constellations there is a dire push to 

design the architecture in such a way that it makes the whole system more 

resilient. Part of this conversation is taking place at the bureaucratic level, where 

governments are trying to determine how to acquire and build satellites quicker. 

This would allow them to build systems with the newest technology and higher 

levels of reconstitution, because their total time from program bid to launch is 

reduced. This enables governments to buy satellites quicker, and hence get them 

up into orbit faster with more recent technology. Other constellation level 

resiliency considerations include number of satellites, disaggregation of 

capabilities, diversification of providers (i.e. purpose-built military, commercial, 

leased, etc.), and use of multiple orbits. When designing a full satellite 

constellation, one should not only incorporate resiliency at the node level design, 

but it should also be considered at the constellation level as well.   

The considerations for the level of resilience needed on government 

satellites can vary from nation to nation. The reasons behind this and the level at 

which governments need to protect their assets depends on both the maturity of 

the country’s space program and level of activity on the world arena. For those 

countries that have relatively new space programs, instituting resiliency at the 

architecture level may be a large task to undertake. Setting up the infrastructure 

and knowledge to purchase and get a satellite on-orbit is tough enough. 

Subsequently, trying to develop and understand the trade space for making their 

constellation resilient may prove challenging (Ron Burch 2018, pers. comm., 2 
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July). For these groups it would be pertinent to implement resiliency at the 

satellite level and use the design recommendations discussed in Table 5-2. 

Additionally, if a country is very active on the world stage and has a large number 

of near peer adversaries it is especially pertinent for them to include the 

discussed countermeasures. These countries would have a higher risk of being 

attacked and therefore would want to protect their assets through all means 

possible. 

5.2 Future Missions 

As discussed in the operating principles sections, many technologies have 

or could lead to the further development of the new threats. As previously 

mentioned, many of the technologies required for these attacks come from or can 

be used for missions with benevolent purposes. Engineers and scientists may be 

developing these devices with the best of intent, but when the ideas get into the 

wrong hands they could also be used in corrupt ways. That being said, there are 

many current areas of development that should be watched due to their 

translatability into the ASAT regime. The first set of technological developments 

that should be monitored are the ballistic missile programs. Throughout the 

previous sections it has been shown how standard missiles can be easily adapted 

through software to target satellites instead of Earth-based targets. Development 

of advanced methods for ballistic missiles could mean that a country is 

developing their ASAT capabilities. This could be especially true of the navigation 

controls on the warhead and if further advanced, could be used for more accurate 

direct-to-kill ASAT capabilities. 

Another technology which could be adapted for ASAT weapons is robotics 

for on-orbit servicing and refuelling, asteroid redirect missions, and active debris 

removal. The technologies required for these missions necessitate a mechanism 

that can attach to another object in space and potentially take control of it. These 

are the same requirements that would exist for a satellite launched as a co-orbital 

threat. There are several examples of programs and companies working to 

develop these technologies for moral purposes. One such company working to 

provide “life-extension services” is Effective Space Solutions (Effective-space, 
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2018). This company is developing a drone set to launch in 2020 that could 

unobtrusively attach to an on-orbit spacecraft, which then acts like a jetpack for 

the old satellite. Another mission called RemoveDEBRIS is being organized by 

the University of Surrey and supported by a consortium of companies and 

organizations across Europe. Their objective is to launch three satellites: one 

main satellite, and two CubeSats which mimic debris targets. The main satellite 

will deploy several different technologies to try and capture and/or de-orbit the 

“debris”. The technologies that will be tested include net capture, harpoon 

capture, vision-based navigation, and drag sail de-orbitation (Collar). These 

missions are all performing good and noble work; however, the technologies 

necessitated could be used for alternative purposes. 

5.2.1 Future ASAT Predictions 

Based on the research presented in this study on the threat environment 

and associated technological trends, a prediction of the future state of ASAT 

weapons will be made. First, conclusions can be drawn about the impending state 

of the non-hostile threats. The natural radiation threat is currently well 

understood, and in the future the materials to prevent degradation of solar panels 

and electronics will only continue to improve. These materials are areas that are 

being researched now and the future systems will benefit from the findings. 

Therefore, this risk for this threat should continue to decrease over time and 

become less taxing on designers. Although the micrometeoroid environment will 

also remain largely the same over time, space debris, conversely, will only 

continue to get worse as more and more satellites are put into orbit. Governments 

and international groups are starting to raise awareness and create debris 

generation regulations; however, some scientists have predicted that it is too late 

to undo the propagative effects of the Kessler syndrome. Improved manuevering 

systems will be essential in protecting against the worsening debris threat of the 

future, particularly for co-orbital satellite. Furthermore, the co-orbital satellite 

threat will only become larger as propulsion systems are improved to allow for 

on-orbit servicing missions. Currently, satellites are limited in the number and 
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types of maneuvers they can do. As these capabilities progress, the stealth and 

damage that this threat can have will only increase.  

Conversely, it does not seem likely that ASAT missiles and nuclear 

detonation threats will be a growing trend in the future due to the political 

implications that they would have. The radiation and physical debris created by 

these attacks would anger any nation with assets in space. On the contrary, it 

makes more sense that governments would choose attacks in space that are 

more covert and less likely to be tracked from the ground. Each of the threats 

within the hacking group fit into this category, and likely will become more 

commonplace in the future. Hacking attacks seem to have been on the rise in the 

past two decades, and technologies to protect against these threats have also 

been in heavy development. Based on recent technological development and 

investments, it seems likely that optical communication methods could be used 

for secure communications in the future to further protect systems. Presumably, 

pointed attack methods against optical communications would also be 

developed. Finally, directed energy weapons should be considered and designed 

against in the future. Although they have not been actively demonstrated as a 

weapon in space, many groups seem to be developing these weapons. They 

allow for discrete attacks that wouldn’t create a mess in space but could still 

seriously damage an adversary’s assets. Ultimately, the threat environment is 

constantly evolving and is driving the design and manufacturing of more robust, 

capable, and ultimately more resilient satellites across the entire satellite industry. 

5.3 Further Studies 

There are several topics that should be included in future studies on this 

topic. In general, this study focused on threats that exist to the space segment 

and their links exclusively. To make any system truly resilient to threats both the 

ground segment and the space segment need to be considered. The design for 

both segments should incorporate mitigation measures to protect against the 

previously considered ASAT weapons. There are many additional threats to the 

ground segment which could be detrimental to the entire system and must be 

considered in the architecture design. One of these is the cyber threat to satellite 
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systems, which is an emerging topic in the industry. The cyber threat is 

predominantly a risk to the ground segment and user terminal networks of the 

system but is proving to be an important one to protect systems against. 

Additionally, system level resiliency is a growing topic that is very important 

to consider and develop in future work. The industry is just beginning to form 

guidelines and quantification techniques around this concept. Further studies 

should continue to define how to enumerate, trade, and design for resiliency at a 

constellation and system level. 

Finally, directed energy weapons, as mentioned in the previous section, 

should also be considered as a threat against satellites in future studies. During 

the literature review for this report there were very limited unclassified sources 

found that discussed the technology readiness level of this threat. Although there 

were no credible sources showing that directed energy weapons have been used 

for an attack in space, these technologies are presumably being developed by 

governments and seem like a logical choice for ASAT weapons of the future. 
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6 Conclusions 

Frank A. Rose, the Deputy Assistant Secretary for the bureau of Arms 

Control, Verification and Compliance said during a presentation at the Global 

Space and Satellite Forum (Rose, 2013): 

“Let me conclude by saying that every day, billions of people go 

through their day without realizing just how reliant they are on space. 

Encouraging responsible behaviour in space through pragmatic, near-

term transparency, and confidence-building measures offer one way 

to protect the space environment for all nations and future 

generations. … It is only through cooperation and communication that 

we can achieve what is in the interest of all of us here today: 

Strengthening long-term sustainability, stability, safety, and security 

of the space environment.” 

Mr. Rose accurately sums up the state of space utilization in modern times. So 

much of the world uses satellite technology for large parts of their everyday life 

without realization. Having so much dependence on any technology makes it very 

susceptible to the nefarious forces of the world.   

 This report has recommended design options for each of the considered 

threats, and highlighted areas where protection methods overlap multiple threats 

that a satellite is susceptible to. It is important for designers and system architects 

to consider the specific environment that a satellite could be expected to 

encounter early in the design phase so that these protection methods can be 

incorporated. They then must trade which mitigation techniques are the most 

important to incorporate, which can be prioritized using the overall threat levels 

described in Table 5-1. Beyond these considerations, it is also important for 

satellite manufacturers to stay aware of the developments going on in this field. 

As it gains more attention from groups around the world, more money and focus 

are being spent on developing both anti-satellite capabilities and 

countermeasures. This new interest will certainly yield rapid advancements in the 
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field and designers must stay well-informed on the topic as mitigation techniques 

become obsolete and as new types of threats immerge.  

Spacecraft and satellites require quite complex technologies for normal 

operations. The addition of the new man-made threats to the ever present natural 

threats creates an environment that requires explicit consideration and pre-

planning for such events. Hopefully, implementation of the design efforts 

described in the previous sections act as a deterrent to adversaries considering 

these attacks. Regardless, it is important that satellite designers and the space 

industry are aware of the new state of the threat environment and the terrible 

effect that it can have on satellite safety and space access. Only awareness of 

the topic can spawn the discussions that yield treaties that protect space for the 

use of future generations. 

Hopefully, this document has brought awareness to this newly immerging 

area of the space and satellite industry. Many government and non-government 

officials have talked about space being the next war frontier. For the various 

reasons highlighted in this report, a war in space would have terrifying and 

widespread implications for the entire world. By protecting satellites against 

potential threats, it hopefully deters assailants from attacking in the first place or 

reduces the impact that it would have on the larger space environment. 

Ultimately, the more cognisant that the world is of this topic, the more 

conversations will start on how to ensure space is kept accessible and secure for 

all. 
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