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Abstract—During the last decade, technology changes and dig-
itization have introduced numerous improvements and challenges
in multiple areas of the industry, automation, and design of new
architecture. However, the definitions of new naming conventions
and identifiers that can be adapted to the new paradigm have
not yet been considered.

This paper analyzes aspects and characteristics that have to
be included in the design of a naming convention consistent
with the current Industry 4.0 requirements. As a result, this
paper proposes a new naming convention for the Arrowhead
Framework following the requisites and characteristics defined
in the system of systems (SoS) integration.

The proposed Arrowhead naming convention represents a
renovated vision of the identification of services, systems, devices,
and networks. A powerful tool in the quest of interoperability, se-
curity, service discovery, topology, and dynamic orchestration, as
well as, a structured manner of defining meaningfully identifiers
as help for developers

I. INTRODUCTION

Human intelligence is conditioned for language; people use
different words and nouns to refer to the reality around them
and understand each other. In a similar manner, developers
have been defining identifiers for the different elements of
their designs and programs in order to help other developers
and themselves understand their programs and improve the
code quality [1]. In 2006, Lawrie et al. [2] described the
importance of the use of meaningful identifiers and naming
conventions since studies of the way in which people name
things has shown that the probability of having two people
apply the same name to an object is between 7% and 18%,
depending on the object [3]. However, if we look at current
research lines for naming conventions and identifiers, it can be
noted that these topics have been set aside and not given the
required importance in the development of new architectures
and frameworks.

In the last several years, new paradigms, such as Industry4.0
[4], have been facing various challenges, such as interoper-
ability, service orientation, modularity and security. All design
aspects, including the often underestimated naming convention
must be addressed to facilitate these paradigms.

A naming convention can be defined as the set of general
rules applied to create text scripts that define identifiers for
services, objects or resources. Unlike semantic descriptors,
such as ontologies, data models and metamodels, a naming
convention does not share the understanding of a domain [5].

Naming conventions focus on the unique identification of enti-
ties, on providing maximum information without overloading
the identifiers, and making them handy for developers and the
collaboration between systems.

Service-oriented architecture (SOA) forms part of this new
technological approach, where services are built, used and
combined to create new features and solutions. During last
several decades, multiple design guidelines and patterns have
been published in this area. These patterns are proven solutions
to common design problems in a consistent format, such
as the patterns presented by Thomas Erl in his books [6].
Nevertheless, no efforts to the best of our knowledge directly
concerns the naming convention. Therefore, the responsibility
falls onto the developers to choose identifiers that fulfill
the naming requirements. This situation raise several open
questions, including: What are the today's requirements in the
area? What aspects and characteristics should be considered
in the design of identifiers? How may the naming convention
fulfill the requirements and overcome challenges for Industry
4.0?

The identification of the devices, systems, and services
seems to be a trivial task without importance. However, the
importance of a suitable and well-structured naming conven-
tion lies in the benefits that it carries, such as improvement
of interoperability, service discovery, system administration,
and device mapping among other things. In [7] Google Cloud
remarks the importance of the naming convention to maintain
the consistency across APIs and over time, and provides its
own convention. In addition over the Internet can be found
tutorials and definitions for naming of resources and objects
[8] [9], however, none of these practices are standardized.

Delsing [10] describes the key requirements for enabling
the implementation of next-generation automation systems,
such as real-time performance, security, IoT interoperability,
and engineering simplicity in order to reduce design and run-
time changes. He also presents the Arrowhead Framework,
which is designed to fulfill these requirements and help in
the transition into the new technological approach. Hence, the
naming convention becomes part of the framework 's definition
in conjunction with its formal documentation.

This paper analyzes aspects and characteristics that have to
be included in the design of a consistent naming convention
with the current Industry 4.0 requirements. As a result, this
paper proposes a new naming convention for the Arrowhead



Framework following this framework's defined requisites and
characteristics.

This naming convention represents another step in the iden-
tification of services, interfaces, systems, and devices, proving
that is a powerful tool in the quest for interoperability, security,
service discovery, service topology, and dynamic orchestration
in addition to a structured manner of defining meaningfully
identifiers as an aid for developers.

Thus the main objective of the proposed naming convention
is the generation of an entity topology that facilitates the
connection between the elements within the network and
enabling of the SoS integration.

This paper is divided into seven sections. Section II presents
the background. Section III describes the naming-related prob-
lems in detail together with proposed naming convention
characteristics. Section IV presents the naming convention
proposal for the Arrowhead Framework, Section V discusses
the proposal, and finally Section VI presents the conclusions.
Section VII provides suggestions for future work.

II. BACKGROUND

This section presents a brief overview of the Arrowhead
Framework. Entities defined in the framework, systems, and
documentation are described in order to provide a better
understanding of the basis of the proposal presented in this
paper.

A. Arrowhead Framework

The Arrowhead Framework is an SOA technology-based
framework that fosters interoperability between the internet
of things (IoT) devices at the service level and utilizes the
concept of the local cloud to provide the required automation
capabilities such as security, scalability, real-time control, and
engineering simplicity [11]

Therefore, one of the key concepts in the Arrowhead
Framework is the local cloud. Within this context, a local cloud
is defined as a self-contained network with three mandatory
deployed cores and at least one deployed application system
[11]. In order to understand this definition, several concepts
must be defined [12]:

• Service. A service: in the context of Arrowhead, it is what
is used to exchange information between providing and
consuming systems.

• System. A system is a software artifact that provides
or consumes services. There are two types of systems:
(1) core systems, which are part of the framework and
provide functionalities to the local cloud, such as orches-
tration, authorization, and registration and (2) application
systems, developed by the users of the local cloud and
specific for each application.

• Device. Finally, the device concept is referenced to a
piece of equipment, machine, or hardware with compu-
tational and memory capabilities that host one or more
systems.

The local cloud core systems are divided into mandatory and
optional. The three mandatory systems are the orchestration

and authorization systems and the service registry. Optional
core systems include Translator, EventHandler, Gatekeeper,
Gateway, and DataManager [13].

B. Arrowhead Documentation

The Arrowhead Framework defines a properly structured
documentation that allows documentation of SOA artifacts
within a common format [11]. The main aim of the document
structure is to provide abstract and implementation views of
SoS, systems, and services.

Fig. 1. Arrowhead documentation structure

a) Systems of Systems level documentation: SoS level
documentation is divided into two documents: (1) SoS de-
scription (SoSD), which shows an abstract view of an SoS
and (2) SoS design description (SoSDD), which describes the
implementation and its deployment views.

b) System level documentation.: System level documen-
tation is formed by two types of documents: (1) System
description (SysD), which shows the systems as a black box,
documenting the functionality without describing its internal
implementation and (2) system design description (SysDD),
which shows internal details, extending the black box descrip-
tion.

c) Service level documentation: Service level documen-
tation consists of four documents: (1) the service description
(SD); (2) the interface design description (IDD); (3) the
communication profile (CP); and (4) the semantic profile (SP).

III. PROBLEM DEFINITION

Identifiers have an important role in network functionality.
In order to allow service discovery, system administration,
and device mapping or reduce engineering efforts, well-
structured identifiers should be defined. However, unity is
not the only characteristic required to design a profitable
naming convention. Anquetil and Lethbridge hypothesized:
“A naming convention is reliable if there is an equivalence
between the name of the software artifacts and the concepts
they implement” [14].

The identification of devices, systems, and services have
been addressed using different approaches in the industry.
Open Connectivity Foundation (OCF) in their specifications
[15] point out particular attention to the unambiguity in



identifiers and uniform resource identifiers (URIs), allowing
differentiation of the name due to the context. However, clear
guides are not given; hence, developers have the freedom to
write their own unique identifier without any requirements.
This approach is very common in the industry and other
commercial solutions, such as Thread [16] or Alljoyn [17].

On the other hand, OMA LwM2M [18] specifies a strong
identifier definition for objects and resources by establishing
all types of resources with a specific numeric code. However,
the use of such a rigid numeric code makes its use tedious
and complex to the developers.

The compromise between a rigid definition and complete
freedom is the key to achieving a useful naming convention.
The first step in its definition is determining the features and
requirements that make it useful in an SOA heterogeneous
environment. In addition, next-generation automation system
specifications and industry 4.0 requirements have to be taken
into account in the naming convention design.

Identifier guidelines and characteristics are not part of the
current investigations, raising the necessity of establishing
parameters and specifications that help in the design process
of services and systems.

A. Characteristics and factors of a useful identifier

In order to define a handy convention for identifying ser-
vices, systems, and devices, this paper presents an original
recompilation of relevant characteristic and aspects that a
valuable naming convention should include based on us own
experience.

Fig. 2. Naming convention characteristics

a) Descriptive: Suitable identification should allow for
understanding the relationship between the different elements
in the network. The relationship between the elements has
to be clearly indicated in each identifier, whose services are
executed within systems, and whose systems are allocated
within a device. Each identifier acts as a link between the
pairs system-service and device-system, among others, thus

establishing a clear definition of elements and connections
within System of Systems.

b) Meaningful: The naming convention should help the
developers and engineers to debug and design SoS in a more
effective and productive manner. The current option for most
of the commercial solutions is to permit to choose the identifier
freely, having as a single constriction the uniqueness and
unambiguity of names. This approach does not give a complete
meaning to the identifiers and leads to the necessity to look
for the information in other registers and sources, thus adding
more engineering effort and time and also compromising the
scalability.

c) Versatile: Due to the variety of commercial IoT
platforms, which support different communication protocols,
semantic profiles, and standards, a manifest requirement is
the identifiers'adaptability. The naming convention must be
versatile across different protocol and standards without being
determinate for only one of them.

d) Unambiguous: Identifiers unambiguity is an impor-
tant issue that falls to the naming convention. The definition
of the identifiers in their own namespace should be unique in
order to avoid functionality problems. In that context, there
should not be two different services with the same identifier
in the same system. In addition, two different systems must
not have the same name within the same device.

e) Useful for discovery and interoperability: In order to
discover services and allow dynamic orchestration and rebind-
ing, services must have identifiers that help facilitate process
and discovery and create a good frame for the interoperability
between systems.

f) Topology informative: In the case of devices, the iden-
tifiers should allow the exchange of topological information
that is useful for service management quality. In addition,
devices with more than one network interface should be
defined [19].

g) Structured: The identifiers have to be in agreement
with the documentation of the elements without any contra-
diction. Furthermore, both documentation and identifiers have
to be a reflection of the implementation. In addition, identifiers
should have scriptability, each part of the name should be in
the same format to allow for a simple regular expression to
transform everything into for example objects automatically.

IV. PROPOSAL

This paper proposes a naming convention for the Arrowhead
Framework. The objective of this naming convention was
to provide guidelines for element identification within the
local cloud at the same time that next-generation automation
systems specifications and industry 4.0 requirements are being
fulfilled.

The naming convention provides a trusted chain of con-
nections, describing who is hosting what information and
enabling security policy implementation. In addition, it enables
look-up of SoS implementations, helping to create an SoS
implementation map in addition to a representation of the
network's topology.



The naming convention covers services to local clouds. The
hierarchy shown in the Fig.3 starts with the local cloud, which
can contain many devices. Each device is capable of containing
one or more systems that likewise, can contain one or more
services. The naming convention must outline this hierarchy
and the connections between entities, allowing a faithful rep-
resentation of the local cloud structure. Therefore, identifiers
will be used to connect the hosted service/system/device with
the hosting system/device/local-cloud.

Fig. 3. Cloud of clouds (CoC) hierarchy

The design of the identifiers has been implemented by
making use of existing standards as far as possible, specifically
following the DNS and DNS-SD standards.

According to [12], the Service Registry system provides
service registry functionality based on the DNS and the DNS-
SD. Through the use of the DNS-SD engine, services can
be published [20], not published, or looked up. Consequently,
identifier structures used in the Arrowhead naming convention
follow the same idea as identifiers in DNS-SD and RFC-6335
recommendations [21].

Hence, identifier definition and design has to be compliant
with specifications and constraints that were added due to the
use of the DNS and include limitations with respect to the
number of characters that can be used or the limitations in
entry length.

The naming convention has a direct relation to the service
documentation of the Arrowhead Framework. The identifiers
and the documentation structure must reflect the implementa-
tion and define the relationship among the entities within the
local cloud.

There are relationships between the documentation and the
naming convention in each level (SoS, systems, and service).
Service naming is linked to the interface design description
(IDD) document at the service level, and system and device
naming are both linked to the SysDD document that is
within the system documentation level. Finally, the local cloud
naming is linked to the SoSDD document at the SoS level as
shown in figure 4.

The service documentation presents great importance at the
time of designing and implementing the arrowhead systems,

in order to generate an easy-to follow naming convention for
the four documents that constitute that level:

• SP represents the semantic Profile: Semantic-ontology.
• CP represents the communication Profile: protocol-

securityLevel-encoding.
• IDD represents the interface Name: commProfile-

semProfile.
• SD represents the service name
In the following sections, this naming is explained in detail

for the structure and fields selected to each component name
(service, system, device, and local cloud) in addition to the
relationship among them.

A. Service Name

The service name follows the DNS-SD RFC's. In the
RFC 6763 and 6335, the service names'structures are stip-
ulated, which includes at the beginning of each label
the character ” ”. And the fields servicename. service-
type. protocol. transport. domain

In addition, the service name must connect the service to
its producing system; thus, the system name is included in
the system as a field in the service identifier. The structure is
shown below:

servicename. sysname. protocol.

transport. domain : port

An a example of use is shown and explained each field is
explained in detail in table I.

tempService1. tempSys− 1.

http. tcp. arrowhead.eu : 8000

TABLE I
SERVICE NAME FIELDS

Field Type Description
tempService1 servicename Service name
tempSys-1 sysname Name of the hosting system
http protocol Protocol used by the service

tcp transport Transport layer used by the
service

arrowhead.eu: 8000 domain:port Domain and port of the service

The inclusion of the protocol in the service name implies
that services supporting several protocols should be registered
for each protocol supported.

Once that the general structure is defined following the
DNS-SD convention rules, the service name field should be
determined with specific information in order to generate a
complete identifier. In order to generate similar and useful
service names, there are guidelines to follow for the develop-
ers.

The service name should be the same as the SD document
title in order to create a link with the document structure that is



Fig. 4. Relation to documentation structure,

easy to follow; in addition, it can include a simplified version
of the IDD name. The more information that is present in the
name, the easier it is to use for other systems; however, the
character limit in the DNS entry and the complexity of the
final identifier is an aspect that has to be analyzed and taken
into account at the time of name defining.

B. System Name

System naming follows the same principles as service
naming. The proposal is based on the DNS-SD RFCs and
has the following structure:

systemname. devicename. protocol. transport. domain

In the case of systems, they must be related to the devices
that host them. Therefore, the second field in the identifier
should be the device name.

An example of use is shown as follows and explained in
each field in detail in table II.

tempSys− 1. Audon− Thermometer − 01.

http. tcp. arrowhead.eu

Similar to the service name, once the system naming
convention's general structure is established, the system name
field should be defined. The guidelines recommend generating
the system name with the general system denominator (system
type) and an instance number.

TABLE II
SYSTEM NAME FIELDS

Field Type Description

tempSys-1 systemname
System name form by the sys-
tem definition and a instance
number

Audon-Thermometer-
01 devicename Name of the hosting device

http protocol Protocol used by the system

tcp transport Transport layer used by the
system

arrowhead.eu domain Domain of the system

C. Device Name

Device identifiers are an exception in the proposal naming
convention because they do not strictly follow the DNS-SD
RFCs. Device naming conventions follow a similar structure
but differ in some of the fields from the standard. The structure
that is proposed in this paper is shown below:

devicename. localcloudname. interface.

mac− protocol. macaddress

The first field alludes to the local cloud that is hosting the
device, and the second field is the device name following
the same manner in which service and system identifiers
are structured. The difference between the RFC standard and
device naming lies in the last three fields, which refers to the



network interface, including the selected MAC protocol and
its MAC address; thus, the identifier connects the device to its
network interface via these parameters. Device with multiple
interfaces, therefore, have to be registered for each network
interface. An example of use is shown as follows and explained
in each field in detail in the table III.

Audon− Thermometer − 01. CompanyAB − cloud223.

802− 15− 4. CDMA. 88 : e9 : fe : 79 : a7 : f9

TABLE III
DEVICE NAME FIELDS

Field Type Description

Audon-Thermometer-
01 devicename

Device name form by the
manufacturer, type of device
and a instance number

CompanyAB-cloud223 localcloudname Name of the hosting local
cloud (integrator+name)

802-15-4 interface Interface used
CDMA mac-protocol Mac protocol used
88:e9:fe:79:a7:f9 macaddress Mac address of the device

In the same way as the others identifiers, once the general
structure of the device naming convention is established the
device name field has to be defined. The guideline recom-
mends generating the device name with the manufacturer name
and the device type with the instance number.

D. Local cloud

Local cloud naming plays an important role in the cloud
of cloud scenario. The identifier for a local cloud must
connect to its Gatekeeper system, which is the system in
charge of the connection with other local clouds, and with
the InterCLoudNegotations service.

As with the service and system naming, the device naming
follows the DNS-SD RFCs, including fields, such as protocol,
transport layer, and domain. In this case, these parameters
allude to the Gatekeeper configuration. In addition, the Gate-
keeper system name is the first field in the named structure
that completes the link with that system.

The Gatekeeper system is a key piece in the naming con-
vention, and the Gatekeeper GlobalServiceDiscovery service
is registered within the service registry within the local cloud;
at the same time, the GateKeeper is used as a core identifier
of the local cloud. As a result, the Gatekeeper acts a bond
between the internal local cloud and other external local
clouds.

gatekeeper − system− name. InterCloudNegotiations.

protocol. transport. InterCloudNegotiations : port

Local clouds are able to connect with other local clouds over
the world, that make the global uniqueness of the names an
important task. To solve this issue, the name of the Integrator

is added to the naming convention. An Integrator is a person or
company in charge of operating the local cloud. The integrator
name must be part of the local cloud identifiers. In this
manner, each local cloud can be differentiated according to
the integrator. Integrators have the responsibility of providing
a globally unique local cloud name for the local clouds they
are managing. An a example of such use is show below and
explained each field in detail in table IV.

GateKeeper CompanyAB cloud223.

InterCloudNego. http. tcp. arrowhead.eu : 7000

TABLE IV
LOCAL CLOUD NAME FIELDS

Field Type Description

GateKeeper GateKeeper
name

Name of the Local cloud’s
Gatekeeper system

CompanyAB integrator Person or company that oper-
ates the local cloud

cloud223 cloudName Local cloud name given by the
integrator

Intercloud Ne-
gotiations

InterCloud
Negotiations

InterCloudNegotiations Gate-
keeper service name

http protocol Protocol used by the Gate-
keeper service

tcp transport Transport layer used by the
Gatekeeper service

arrowhead.eu:
8000 domain:port Domain and port of the Gate-

keeper service

E. Application example

The following example, Fig.5, provides an overview of
different identifier application. The chosen scenario represents
a smart thermometer that has a temperature system, which
provides a service to read the temperature within the local
cloud. The fields act as links between entities and create a
connection within the local cloud and topology. The example
fields are the same as previously explained in the tables. In
order to summarize the use different identifiers in the same
application and their integration, the connection fields are
highlighted with colors.

V. DISCUSSION

In the following section, the main aspects and issues regard-
ing the proposed naming convention are discussed.

A. Trusted chain of connections between entities

One of the principal purposes of the naming convention is
to connect the entities that form the SoS scenario. In the event
that the naming convention is structured, the first field in each
identifier corresponds with its host entity.

The beginning of this chain start with the service registry
system, which register the services that are running in the local
cloud. These services include the name of the system that is
hosting them. Similarly, the system includes the device name,
and likewise, the device the local cloud name.



Fig. 5. Naming convention general example

The local cloud name include the name of its Gatekeeper
system, which has the important role to be visible to other local
clouds and be the link in the inter-cloud negotiations and the
global service discovery. These services are also register in
the Service Registry, closing the loop of connections.

ServiceRegistry → Services

Service→ System

System→ Device

Device→ Localcloud

Localcloud→ GateKeeper.InterCloudNegotations

GateKeeper.GlobalServiceDiscovery → ServiceRegistry

Therefore, the Gatekeeper becomes the core identifier for an
Arrowhead Framework local cloud, being the link between the
Local cloud internally via the Service Registry and externally
via the global discovery. From the point of view of the
Arrowhead Framework this decision has some implications.
First of all, if the main identi- fier of a local cloud is the
GateKeeper, the GateKeeper system has to be the mandatory
core system, instead of an optional one. In addition, the
GateKeeper name must to be globally unique in order not to
generate inconsistencies during inter-cloud communications.
The responsibility of this uniqueness relapse into the integrator
of the local cloud.

The connection of these entities and the closure of the loop
generate a closed trusted chain. This logic chain between the
entities allows their mapping, thus generating a path through
the different layers that is easy to use and useful for the or-

chestration of the services, topology mapping of the hardware
in relation with the software, and security reinforcement.

Network → Hardware→ Software→ Services

The trustworthiness of each entity is guaranteed by the one
before it, enabling cloud of clouds integration.

B. Implementation

In order to be able to create the connections between
entities, the complete identifiers must be established at the time
of deployment, once that the entity is linked to the one that
is hosting it. As an exception, service naming will be defined
at design time since services always link to the system that is
providing them at the time of development.

Therefore, during the OnBoarding procedure [22], dynamic
generation of the identifiers will take place, and their posterior
registration at the DNS server. The system identifier will be
complete with the information about the device name, and
the device identifier will be complete with the information
about the local cloud. This process allows the re-utilization
of systems in multiple devices and local clouds, connecting
them to the current SoS scenario. The implementation during
the deploy time implies the increment of the functionalities of
the OnBoarding system that will be in charge of the creation
of them.

C. Meta-data

Service meta-data is maintained strict relation with the
naming convention. In order to provide meaningful identifiers
parameters, such as the protocol, the transport layer, and the
domain, are presented in the fields. However, there are other
parameters important to achieve interoperability and security



that are not present due to the size limitation in the entries
and the aim to do the naming convention user-friendly. These
aspects, such as the encoding, semantics, and security level,
among others must be part of the meta-data and be stored.

The description and use of these meta-data are out of the
limits of this paper. However, some solutions are available,
for example, the DNS text entry is possible to use for this
purpose and then saving the meta-data in the service registry.
Another solution would be to use description languages. The
management of the meta-data are part of future publications.

VI. CONCLUSION

The description of the services, systems, and devices in the
new digital environment introduce some questions about the
principles that should be applied in order to achieve a naming
convention that reaches the expectations and requisites of the
Industry 4.0 challenges.

This paper answers some of these questions and provides a
classification of characteristics and factors that define a useful
identifier. In consequence, a well-defined naming convention
should be descriptive, meaningful, versatile, unambiguous,
structured, useful for the discovery of entities, and security
reinforced with informative topology, thus proving that a well-
defined naming convention is a powerful tool in the quest
of interoperability, security, service discovery, and dynamic
orchestration.

Following these principles, the authors of this paper wanted
to present a proposal naming convention for the Arrowhead
framework. The naming convention is defined for each type
of Arrowhead entity, including services, systems, devices, and
local clouds. For each type compulsory fields and guidelines
for the identifiers have been formulated.

The new naming convention provides a strong connection
between entities constructing a trusted chain. That chain can be
used for mapping the relationship of the entities and topolo-
gies in addition to helping with orchestration and security.
The formulation of the convention is based on the DNS-SD
RFC's and other additional guidelines for the definition of the
identifiers. Future studies will be focused on the refining, the
use of the convention, and the storage and use of meta-data.

VII. FUTURE WORK

The future work focus on the implementation of a refines
version of the naming convention and its validation in real
industrial use cases. That type of use involves an extensive
investigation of the meta-data of the service and data manip-
ulation at run-time.

Conclusions and test results will lead in new an extended
version of the name conversion. New features will adapt even
better to the Industry 4.0 requirements. These need to be
defined and included in future solutions. The results will be
integrated into the future implementations of the Arrowhead
Framework.
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