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Abstract 
 

Current thesis is a documentative approach to sum up experiences of a practical project 

of implementing Cyber Threat Intelligence into an existing information security 

management system and delivering best practices using action design research 

methodology. The project itself was delivered to a multinational energy provider in 2017. 

The aim of the CTI-implementation was to improve the information security posture of 

the customer. The author, as participant of the delivery team presents an extensive review 

of the current literature on CTI and puts the need for threat intelligence into context. The 

author claims that traditional security management is not able to keep up with current 

cybersecurity threats which makes a new approach required. The thesis gives an insight 

of an actually working and continuously developed CTI-service and offers possible best 

practices for InfoSec professionals, adds theoretical knowledge to the body of knowledge 

and opens up new research areas for researchers. 
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1. Introduction 
 

Information technology has grown into an era, where information and data are essential 

assets. They dictate business and became basically the core of commerce. The shift to 

dealing with information as an asset, the growing value of these assets and businesses 

relying on them means that these assets need to be protected appropriately. Information 

security faces new challenges and thus needs to respond in a different way.  

 

As (Soomro, Shah, & Ahmed, 2016) point out, ICT technology has changed dramatically in 

the past decade, creating new opportunities for business and changing the way it is 

created. The shift from the offline world to online markets urges companies to 

continuously increase the amount of technology applied to keep up with the race for 

consumers and business. This constant strive for business generates - as (Sillaber, 

Sauerwein, Mussmann, & Breu, 2016) and (Tounsi & Rais, 2018) remark - an immense 

growth in the complexity and interconnectedness of digital systems, a phenomenon that 

has been witnessed by the industry in the past decades. 

 

The sudden growth of infrastructure’s complexity is not the only factor which needs to be 

considered when trying to understand to what extent InfoSec is affected by the change in 

infrastructure. Complex systems are much harder to defend than their predecessors were. 

At the same time, they offer a wider array of opportunities for an attacker to sneak into 

the perimeters of a company. New challenges require new information security 

approaches which can be integrated into existing information security management, such 

a new approach is cyber threat intelligence (CTI). 

 

CTI as being a relatively new field in InfoSec is - in contrast to other fields of information 

security – not extensively covered in the related literature regarding its practical 

implementations and applicability. Although the importance of the topic is 

unquestionable and would suggest that the topic of CTI is more holistically researched, 

the author has found that  integrating CTI into security management is not well explored 

and only very little research has been delivered so far by the researcher community and 

thus offers a field for further research. 

 

Practical implementation of scientific advances can drive business and also research to 

achieve further results. CTI, as a new approach to complement traditional information 

security management practices also needs to be researched in a more practical way to 

find applicability of research in real-world scenarios. As (Gschwandtner, Demetz, Maier, 

Gander, & Maier, 2018) point out in their paper, utilizing TI did generally have a positive 

effect on the ISMS of their target organization and enabled the management to better 

prioritize ISMS activities. A key result from the research is that information security 

professionals „need to act more threat oriented, especially considering strategic and 

tactical management decisions” (Gschwandtner et al., 2018, p. 7). As shown, there is 

evident scientific support of CTI to be an appropriate approach to complementing 
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information security management, but also a gap in research of practical CTI-

implementations, which needs to be dealt with. 

 

Current thesis deals with the topic of CTI, specifically with researching a practical CTI-

implementation and approaching information security (InfoSec) from a different angle 

than classic InfoSec-management methods. The author also shows that CTI should be 

thought of as a complementary set of tools and techniques to existing InfoSec-

management rather than as a replacement for existing InfoSec management as explained 

by (Muckin & Fitch, 2014). 

 

1.1. Aims and objectives 
 

The author offers a comprehensive review of CTI related literature with a solution to a 

practical problem which seems to be missing from the body of knowledge. The literature 

review covers multiple scientific areas in the field, elaborating the need for CTI, providing 

the reader with a definition of CTI by reviewing various authors, defining basic functions 

of CTI and offering an overview of CTI as it can be observed in practice. The description 

of an ongoing project focusing on an integration of CTI into information security 

management leads to creating a set of best practices for professionals which might enable 

them to reason for the need of CTI and be able to prepare successful implementation 

projects themselves. 

 

The author answers a set of practical research questions to improve future 

implementations and future research. The research questions for this research are the 

following: In what terms can the security posture of an organization be improved by 

using CTI? An important question, as the expected return of investment of an upcoming 

information security project - despite the fact that quantifiability of information security 

is limited – needs to be considered when making financial decisions. Another, yet equally 

important factor for success might be the preparatory work for a project, thus the 

question: What are the prerequisites for a successful CTI-integration? should be 

answered in the research outcomes. 

 

Preparatory work for complex information security implementations requires a holistic 

approach including theoretical foundations and industrial best practices as well. The 

author of the thesis reviewed a wide array of related literature of information security 

and linked fields of science to offer a founded overview of the field and be able to include 

theoretical fundamentals into practical decisions. The research outcomes might shed 

some light on what practitioners might face when starting a CTI implementation while 

researchers might find new research areas worth exploring. 
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1.2. Delimitations 
 

Although a scientific project should try to cover a wide array of possible aspects, the thesis 

itself has delimitations. As the author describes CTI-integration from a higher perspective, 

technical details and system integration will not be elaborated in their full depths. 

 

A further delimitation is the selection of the CTI-tool to be used, as this was a requirement 

from the customer, which lead the author not to examine possible other CTI-platform 

candidates. The selected information sharing platform (MISP) will not be described in 

detail as this is not scope of current thesis. A delimitation regarding the data collection is 

the number of possible respondents in the data collection as due to people leaving the 

company, only a few people on the customer side were involved in the CTI project who 

are still available for interviews. 

 

1.3. Thesis outline 
 

The literature review in section 2 offers the necessary theoretical foundation for the 

research and as discussed, enables the reader to acquire the basic knowledge of CTI and 

to have an overview of the field. Scientific research requires a proper research 

methodology, for which the description and the reasoning to choose action design 

research are given in section 3 including a comparison to other available research 

methods. Data collection and data analysis, which are basic requirements for the thesis to 

show practical relevance and deliver results for evaluation, are represented by Section 4. 

Section 5 offers a partial solution to the problem of quantifiability of information security 

by using a maturity model available and content coding for textual content to set the 

baseline of information security posture of the customer. A key component of action 

design research, the BIE-cycle is represented and described in section 6. Results of the 

research are offered in section 7, where the results are generalized according to the 

requirements of the research method. This section also proposes some practices to be 

used in further implementations. 
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2. Literature review 
 

2.1. The literature review process 
 

The literature review for the current thesis intends to provide a sound basis for scientific 

evaluation of the topic. Most of the reviewed papers were taken from scientifically valued 

outlets such as ACM or Science Direct. Nonetheless, as CTI is a relatively new field in 

InfoSec, handbooks, whitepapers, blogposts and journal articles have also been used to 

further extend the body of knowledge. Due to the fact that IS itself is a rather practical 

field, the use of blogposts, handbooks and whitepapers appear to be a legitimate choice of 

literature. In the category of non-scientific sources, the author included information 

sources which belong to industry leading entities or governmental organizations, such as 

Verizon, Recorded Future, Dragos, SANS, ENISA, CIA or authors who teach and / or publish 

for these organizations or companies. These sources needed to be taken into 

consideration of a literature review, as CTI is a constantly developing field within InfoSec 

and experts in the subject are employed at multinational companies and / or 

governmental organizations. Theoretical or practical pieces of literature, which were 

referenced by the above described sources or authors were also included in the review. 

Information sources which could not be related to any of above-mentioned categories, 

was excluded from the literature review. 

As a guideline for the literature review, the works of (Webster & Watson, 2002) and (Levy 

& Ellis, 2006) have been used as these authors offer an overview of scientific literature 

review methodology. The literature research process consisted of a keyword-based 

search in public search engines like Google, Bing and different scientific databases, such 

as Science Direct, ACM, Google Scholar and ResearchGate; backward search to identify 

further fundamental literature in the topic and forward search, to identify new findings in 

the body of knowledge. 

Backward search turned out to be of utmost importance in cases which involved other 

field of science and widened the scope of search for further leading literature. In cases of 

forward search, the search results turned out to be rather inconsistent. Most scientific 

search engines offer a link to the authors of published papers to find further publications 

of the author. In some cases, the forward search resulted in further leading literature even 

in other scientific fields. In other cases, despite searching for the author in various outlets, 

only one or two publications could be identified, or the author wasn’t even listed. The 

keyword search was based on a keyword list, which was generated before starting the 

literature search. In an iterative process the list of keywords and queries was modified by 

adding and removing keywords several times to include further leading knowledge and 

exclude irrelevant information. 
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The search process consisted of multiple stages. The first stage included querying more 

generic search engines, like Google or Bing, which resulted at first attempts in 

overwhelming result sets. An example for such a query was the combination of simple 

keyword: “cti & cyber threat intelligence”. This query resulted in ~186.000 results in 

Google and ~78.600 in Bing turning the search with less specific queries into a less viable 

option. 

By using advanced query parameters (“cti & cyber threat intelligence filetype:pdf 

site:.org”), the result was narrowed down to ~4.160 results in Google and 5.400 results in 

Bing. 

Still, the amount was far too high to work through manually but modifying and refining 

the search queries, the author was able to identify organizations and institutions where 

possible literature on CTI and further leading clues, like names of researchers and 

organizations worth exploring could be found. 

Following premature keyword list were used during the literature research and needed 

to be refined during the research: cti, cyber threat intelligence, cti functions, intelligence, 

cyber, cyber-attack, cybersecurity, cyber threat, threat intelligence, information security, 

information security management, security management, ISMS, information security 

management system, security operations , CTI platform, CTI tool, TTP, tools techniques 

practices, IOC, indicator of compromise, blacklisting, information sharing, CTI formats, 

CTI government, CTI & critical infrastructure, CTI & natural language processing, big-data, 

information retrieval, CTI domains, cyber risk analysis, cyber risk assessment, risk 

analysis, MISP, CRITS, threat driven security management, InfoSec etc.… 

The next stage of literature research consisted of use of scientific search engines and 

outlets, like researchgate.net, acm.org or sciencedirect.com. The first attempt to search 

queries included less specific queries with the assumption scientific papers were to be 

found. The query “cti &cyber threat intelligence” returned ~ 825 results at Google scholar. 

During the literature research for scientific papers, it turned out that advanced search 

parameters like in generic search engines, cannot be used in any of the previously 

mentioned search engines but only in Google Scholar. Therefore, the author followed the 

approach of narrowing down search queries by adding more specific query terms and 

modifying search parameters offered by the search engines themselves. Such parameters 

were filtering for a time range, publications, institutions, etc.….  

The selection of scientific paper relied on reading the title and abstract of each paper. 

Papers which appeared to be of interest to the research were saved using the Mendeley 

plugin for Chrome and the Mendeley Desktop application. Papers were downloaded. The 

author used color codes when reading the related literature to mark different concepts 

and to highlight important facts and theories. 
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1. Figure: ACM DL advanced search options 

 

The time span of the literature research stretched over weeks, offering the possibility to 

research the different topics at once. Scientific papers which covered multiple aspects of 

CTI made allowed the author to discover further leading concepts which needed to be 

researched in more detail. As expected, the current scientific literature contains 

redundant and overlapping pieces which lead the author to exclude works which did not 

add significantly new information to the research. After several iterations of excluding 

multiple pieces of literature the author decided to close the search cycle. 

Although the author has access to the listed scientific databases, a limitation of access to 

some sources constituted a hinderance, thus only literature accessible within the limits of 

a paid or academic account were used. Source which required an additional payment 

beyond the limits of the existing subscription were excluded. 

The scope of the literature search was to identify basic literature in the body of knowledge 

in order to deliver a comprehensive theoretical foundation in the topic of CTI. During the 

literature search the author tried to identify literature related to the research topic of the 

thesis. 

As stated previously in the introduction, practical implementations of CTI are not heavily 

researched, which opened a gap in the body of knowledge, offering a possibility for further 

research. Criteria for selecting relevant literature was the time factor, which was applied 

in a differentiated way. InfoSec literature used for the review should not have been 

published earlier than ten years, but preferably 5 years in case of CTI-related literature. 

Evaluation of relevance was based on the title and the abstract of the selected works. 

As (Webster & Watson, 2002, p. 4) highlight it very clearly: „a literature review is concept-

centric.”, the literature research process included the creation of a mind map which 

served as a guideline during the search process. The branches in the tree structure of the 

mind map represent concepts covered in the literature review. The leaves within the 
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branches represent subtopics, which were created partially during the review process by 

identifying keywords and partially by adding keywords from the initial keyword list for 

the literature search. 

The leaves were reorganized during the review process until a comprehensive picture in 

each key concept was reached as shown in 3. Figure: Mind map of CTI concepts. 

Based on the concepts, the author created multiple spreadsheet tables containing 

concepts and the corresponding literature. The tables listed the selected pieces of 

literature and the identified keywords with page numbers for each work as depicted in 2. 

Figure: Literature index. 

 

2. Figure: Literature index 

 

After creating the index, the author matched the leaves in the mind map with the pieces 

of literature based on the keywords and added references to relevant literature with 

corresponding index to each leave in form of notes as shown in 3. Figure: Mind map of CTI 

concepts. This way, the author could ensure that every concept is sufficiently covered in 

the literature review and the corresponding literature was used appropriately. Software 

used during the literature review process are: 

• Mendeley for keeping track of literature and creating references,  
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• XMind, an open source mind mapping software to create the initial concept of the 

literature review and 

• MS Excel to keep track of keywords in each piece of relevant literature in the form 

of an index. 

Some drawbacks of the literature review process could also be identified. These are: the 

not mature / standardized keyword list, a far too extensive literature coverage and the 

lack of a more thorough documentation of the process. In future works of the author, these 

aspects need to be taken into consideration. 
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3. Figure: Mind map of CTI concepts 
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2.2. The need for CTI 
 

The shift from information technology supporting business into being the core of business 

and the sudden growth of IT systems to a complexity grade which previously was 

unknown, results in a constantly growing attack surface, which needs to be safeguarded. 

In parallel, defense mechanisms get also more complicated pushing attackers into 

developing more sophisticated attack techniques and tools. The constant race between 

attackers and defenders changes the security landscape to an extent which we have not 

known so far. There is a battlefield shaping, which was also recognized by NATO in 2016 

(NATO Cyber Defence, 2019) by declaring the cyberspace to a warfare domain, like air, 

land and sea, requiring new approaches. 

 

2.2.1. Security landscape 

 

With that in mind can be observed that the threat landscape itself has undergone a 

dramatic change as shown by (Everett, 2015) stating that state-sponsored attackers offer 

their older, but still very sophisticated malware for sale, creating an opportunity for 

technically less evolved perpetrators to make use of advanced tools which were formerly 

the privilege of state-sponsored threat groups or cybercrime groups targeting high-value 

targets. The ubiquitous availability of attacker tools is represented remarkably by the 

increasing number of attacks as referred to by (Sillaber, Sauerwein, Mussmann, & Breu, 

2016) and also by (James, 2018) when claiming that cyber-attacks are inevitable. But be 

not mistaken, it must be noticed that the amount of targeted attacks has also risen in a 

way which was unimaginable a decade ago. Statistics presented by the yearly Data Breach 

Investigation Report from (Verizon, 2017) show that cyber espionage seems to be 

unstoppable. 

 

For understanding the motivation for cyber-attacks resulting in security incidents it is 

paramount to be able to define the motivation of attackers. A direct financial gain is and 

most probably will always be a primary driver for cyber-attacks but as information is 

gaining on importance, it is safe to claim that “data is becoming an increasingly valuable 

currency” (Cates, 2015, p. 10). Big-data needs to be considered as a term becoming used 

for both target and defense. As for now, big-data as a target should be further elaborated.  

 

Big-data, created by appliances, sensors and IoT is becoming more widespread as 

companies strive for creating new datasets on the basis of big-data. But while big-data 

offers huge business opportunities, it also poses a threat very much in line with its worth 

for business, as explained in (Everett, 2015). Security breaches affecting big-data, even if 

anonymized, can be a huge threat. Chances for a breach seem to be reasonably high, as 

Wood also expresses his opinion that security for big-data needs to be revised as current 

security measures cannot cover security requirements of big-data and their storage. The 
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formerly expressed threat seems to be even more imminent when realizing that cyber-

attacks evolved greatly and now can bypass traditional InfoSec measures and appliances 

(Tounsi & Rais, 2018). The main difficulty is posed by the fact that these new threats 

consist of multi vectored attacks using multiple ways to propagate and are multi staged, 

since they can compromise networks, multiplicate themselves and exfiltrate information. 

(Tounsi & Rais, 2018). 

 

Examples for new generation threats are shown by (Tounsi & Rais, 2018, p. 214) as 

follows: 

 

1. “Advanced persistent threats (APT), which are multi-vectored and multi-staged, in 

most cases intending to steal data. 

2. Polymorphic threats, “viruses, worms or Trojans that constantly change”. It is 

noteworthy that “despite the changing appearance of the code in a polymorphic 

threat after each mutation, the essential function usually remains the same.”. This 

prompts manufacturers to produce constantly evolving signature-based detection 

and clients to deploy those signatures. 

3. Zero-day threats, which are „publicly unknown vulnerability of an operating 

system or application.” 

4. Composite threats, consisting of “syntactic or semantic attacks”. “Syntactic attacks 

exploit technical vulnerabilities“ while "semantic attacks exploit social 

vulnerabilities”. 

 

Independently from their primary motivation, be it financial or cyber espionage, cyber-

attacks resulting in compromised networks and data breaches are just a matter of time 

(James, 2018) as “100% security does not exist” (Cole, 2016, p. 3). It is of utmost 

importance to accept this statement as a common ground, as it not only depends on the 

wide range of possible attackers and a variety of attack vectors but also on the choice of 

companies not to eliminate all risk for reasons of practicality and financial reasons (Reid 

& Gilbert, 2007). 

 

Besides considering the motivation of attackers it can be observed that direct financial 

damage caused by loss of financial or intellectual assets, data of different kinds, reputation 

and business-value are also at stake, as highlighted in (Sillaber et al., 2016). Loss of 

reputation and business value need to be observed in more detail, as their value – in most 

cases – cannot be calculated right after a security incident, but surely will affect the 

financial performance of any company. This opinion is also shared by Lee James from 

Rackspace when he urges to recognize that a data breach results in investors’ confidence 

weakened leading to dropping share prices. This also means that a cyber-attack has also 

direct financial consequences besides the loss of confidential data as highlighted in 

(James, 2018). Real life examples are presented by the study of Ponemon Institute 

(Ponemon Institute LLC, 2017) in which 448 individuals in IT operations and InfoSec, 334 

senior-level marketers and corporate communication professionals, and 549 consumers 
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have been surveyed. The survey shows that more than sixty percent of consumers 

received a notification from a company or a government agency about their personal 

information being affected by a data breach. This means that such security breaches are 

prevalent, and both consumers and companies are aware of it. It is remarkable to see that 

though cyber threats were not unusual at the companies selected for the survey, these 

companies suffered a price drop on their stock prices after making a security breach 

public. Nevertheless, it is very important to see that companies reporting a security 

incident quickly regained share prices in comparison to companies that had a rather poor 

security posture in which case the loss in share prices endured for a longer time period. 

 

2.2.2. Current approaches to information security management 

 

As a solution for the prevailing cyber threat, companies cope with InfoSec in different 

forms, but as demonstrated by (Muckin & Fitch, 2014) in their article “A threat-driven 

approach to cybersecurity” it is clear that current approaches in security management are 

compliance driven, which leads organizations to cope largely with security controls and 

vulnerability management. (Muckin & Fitch, 2014, p. 3) argue that at least three gaps limit 

the effectiveness of the compliance-driven approach. These gaps are listed in their article 

as follows: 

 

1. The behaviors, culture and the excessive amount of resources allocated to 

implementing and adhering to compliance requirements 

2. The lack of formalized threat modeling and analysis practices that scale vertically 

and horizontally 

3. The lack of institutionalized integration between the architecture/engineering 

functions and the operational/analyst 

 

(Muckin & Fitch, 2014) further extend their criticism on the current state of security risk 

management, by adding that strategies relying on compliance, mainly result in a control 

driven approach which defines security processes and that vulnerabilities are far too 

much emphasized and dealt with. As shown, it is easy to realize how compliance affects 

security management. The huge amount of resources used to ensure compliance in IT 

systems creates a false sense of security at multiple levels.  

 

The claim of security risk management being compliance-driven is also supported by 

(Webb, Ahmad, Maynard, & Shanks, 2014) when they articulate that it really is primarily 

based on InfoSec standards such as ISO27000 which largely deal with controls to protect 

information assets. Neglecting standards and best practices for security management 

would surely not be a wise decision but even aforementioned standards are aware of the 

need to include the exposure to security threats when applying security controls. 

 

Elaborating further the idea of security risk exposure, it seems only obvious that formerly 

mentioned purely signature-based threat detection is only a partial solution to defend a 
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company’s information assets. A very much alike approach is to use blacklists in security 

appliances which represent a highly ambiguous solution as (Metcalf & Spring, 2013) show 

in their paper on blacklists. There are several caveats to factor in when basing perimeter 

defense solely on blacklists. First, as Metcalf & Spring point out, the number of available 

blacklists is extensive but there is no or only limited information on the way those lists 

are produced. An important factor is data quality and relevance. 

 

Making a choice between available blacklists is mainly a practical question as some 

blacklists are available as an open source product, but some others need to be purchased. 

Another point which operative personnel should consider is that blacklists may overlap, 

resulting in wrongly allocated resources in network defense. Metcalf & Spring observe in 

their research that the quality of such lists largely depends on the environment in which 

they are applied and thus it is an individual decision for each organization. The 

researchers compared 28 blacklists to another using different methods. As an outcome 

Metcaff & Spring ascertain that the lists examined are more different that alike and though 

there are overlaps between some lists using all available lists will result in a more 

comprehensive way than trying use intersecting lists. This also means that there is no easy 

way to evaluate lists, which means that professionals participating in network defense 

need to accept that every newly added list may and most probably will contain new 

identifiers previously not listed in existing lists. 

 

When debating the situation of security management in the changing threat landscape it 

can be useful to define the role of security management. As Webb et al. define in their 

paper (Webb et al., 2014, p. 1) “Information security risk management (ISRM) is the 

primary means by which organizations preserve the confidentiality, integrity and 

availability of information resources.” (Webb et al., 2014, p. 2) write that “the objectives 

of information security risk management (ISRM) are to (1) identify security risks (risk 

identification), (2) prioritize them according to severity (risk assessment), (3) determine 

the most cost-effective means of controlling security risk (e.g. avoidance, mitigation, 

transfer or risk) (risk treatment) and (4) monitor changes to the risk management system 

(risk review)”. 

 

After defining objectives, it is worthwhile to mention that the role of InfoSec management 

seems to be constant, independently from the continuously changing threat landscape, 

but the role and the approach of InfoSec management are to be differentiated as it is 

clearly visible that security management faces the aforementioned changes which urges 

security operations not to adhere to old habits but to find new tools and methods with 

which to fight the threats. This fact was also recognized by many organizations back in 

2012 when the term “intelligence-driven security” appeared in the report of the Security 

Business Innovation Council (Getting ahead of advanced threats, 2012) as noted by Tim 

Ring in his article on threat intelligence (Ring, 2014). But not only financially motivated 

private companies recognized the need for cyber threat intelligence. Governments all over 

the world came to the same recognition as displayed by (Franke & Brynielsson, 2014) in 
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their review of cyber situational awareness in 2014. As demonstrated in the review, a 

growing number of countries have already adopted cybersecurity strategies or are 

currently pursuing such a goal. The authors claim that those strategies are not 

overlapping in whole, but also highlight that some priorities in these strategies are 

common, such as protection of critical infrastructures and developing situational 

awareness. 

 

2.2.3. A new approach to information security management: CTI 

 

Two new terms appeared in the previous section. Intelligence-driven approach and 

(cyber) situational awareness. According to the views of the author, these terms are 

inseparably linked and can be complemented by the term cyber threat intelligence. An 

important notion in InfoSec management is intelligence-driven approach which 

consecutively leads to situational awareness as concluded in (Getting ahead of advanced 

threats, 2012, p. 13): “An intelligence-driven approach to information security can deliver 

comprehensive situational awareness, enabling organisations to more effectively detect 

and mitigate cyber-attacks.” 

Cyber situational awareness needs to be inspected from multiple viewpoints as 

managerial buy-in, regular assessment, a proper strategy and the inclusion of the current 

security approach in operation are complementary parts of a comprehensive InfoSec 

solution as highlighted in (Soomro, Shah, & Ahmed, 2016) and as the approach by Leopold 

in (Leopold, 2015, p. 98) describes two main pillars which good situational awareness is 

built on: 

“(i) first, on providing ongoing status information in real time such as system behavior, 

cyber-attacks and attack vectors; 

(ii) and, secondly, on a trustworthy exchange of information as we are dealing with a great 

number of interacting service providers.” 

As cyber situational awareness may be segmented into multiple components as shown, it 

needs to be declared that this paper does not intend to give an insight into cyber drills, 

cyber education and classic knowledge transfer methods, although those are crucial for a 

comprehensive approach, as defined in (Whitman, 2004). 

Based on Franke & Brynielsson’s definition in their paper (Franke & Brynielsson, 2014), 

situational awareness includes the awareness of activities in cyberspace which can be of 

interest or are actually suspicious. Keeping that in mind it really opens up a wide array of 

fields which should be addressed by cybersecurity awareness. Not only technological but 

also financial, geopolitical aspects are to be considered. This, ultimately, is achieved by an 

aggregated field of InfoSec called cyber threat intelligence (CTI). 
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2.3. Definition of Cyber Threat Intelligence 
 

This research aims to offer a literature review on cyber threat intelligence and associated 

fields. Cyber threat intelligence is yet another intelligence field which is closely related to 

traditional intelligence in methods of analysis. 

Intelligence analysis is generally seen as a classic method to synthetize data and 

information into something new, into actionable intelligence supporting the decision-

making process. 

Intelligence as such can be defined in many ways, thus the term needs to be settled for 

further use in this research. A short definition is presented in the paper of (Brown, 

Gommers, & Serrano, 2015, p. 3) as follows: “Intelligence is about reducing uncertainty in 

a situation of conflict or of business objectives (also known as “business risk”)”. As 

previously stated, intelligence serves the decision-making process, which claim is 

supported by this definition. Nevertheless, it seems to be a very narrow definition, 

reduced to a specific purpose. A wider definition is cited from Edward Waltz (Waltz & L., 

1998) in (Farnham, 2013, p. 9): „the information and knowledge about an adversary 

obtained through observation, investigation, analysis, or understanding, is the product 

that provides battlespace awareness” which is definitely closer to the interpretation in 

which the author intends to use the term in the following.  

It seems to be unquestionable that the intelligence discipline which current research has 

to deal with is somewhat different from others, as also Cloppert argues in his blogpost 

(Cloppert, 2016): 

“In any case, it’s clear today that conducting operations to compete over information 

protection and disclosure in cyberspace (i.e. through the internet) is by its very nature 

different than other intelligence disciplines.” 

By claiming a difference to other intelligence disciplines, Cloppert also delivers somewhat 

- according to him - unconventional definitions associated with CTI: 

• “I define Cyber Threat Intelligence Operations as actions taken in cyberspace to 

compromise and defend protected information and capabilities available in that 

domain; 

• I define Cyber Threat Intelligence Analysis as the analysis of those actions and the 

actors, tools, and techniques behind them so as to support Operations; 

• and I define the Cyber Threat Intelligence domain as the union of Cyber Threat 

Intelligence Operations and Analysis.” 

Based on a blogpost by Robert M. Lee (M. Lee, 2016b) the author followed another 

blogpost by Sergio Caltagirone (Caltagirone, 2016) in which Caltagirone in reply to 

Cloppert’s definition disagreed by claiming that “intelligence doesn’t serve operations, 

intelligence serves decision-making which in turn drives operations to achieve policy 
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outcomes.” The author himself argues that Cloppert’s definition narrows down CTI to the 

operational level, and though the definitions suggest a new type of approach, another, 

more suitable definition needs to be found. 

The best fitting interpretation for intelligence in the cybersecurity domain, which should 

be used in this research, is offered by McMillan at Gartner, who himself narrows down the 

term intelligence by amending threat as a prefix. Threat intelligence is according to 

McMillan (McMillan, 2013, p. 6): 

„evidence-based knowledge, including context, mechanisms, indicators, implications and 

actionable advice, about an existing or emerging menace or hazard to assets that can be 

used to inform decisions regarding the subject's response to that menace or hazard.” 

A definition of intelligence, in particular threat intelligence or cyber threat intelligence 

needed to be delivered, as clarity of terms is important to have a common basis on 

terminology used in the research. Although the definition of CTI differs from traditional 

intelligence definition, the traditional intelligence lifecycle can still be applied, as analysis 

at the end remains the same. The traditional intelligence lifecycle is probably best 

represented by the Central Intelligence Agency (CIA, 2007) as follows: 

• “Planning and Direction 

• Collection 

• Processing 

• Analysis and Production 

• Dissemination” 

The Recorded Future handbook on CTI (Pace, 2018) adds a sixth step, feedback, which is 

to some extent indirectly supported by (Brown et al., 2015, p. 6) by stating that “in 

contrast to the usual meaning of the term ‘delivery’, intelligence is an iterative process, 

and so, delivery does not mean a one-time flow of analysis to a customer.”  

 

2.4. CTI Functions 
 

The importance of feedback will only come to light when the classic perception of 

intelligence is replaced by the actual discipline of Cyber Threat Intelligence. As to 

elucidate this topic, a closer look at the discipline itself might be justified. Cyber threat 

intelligence, as argued previously, incorporates many functions in security management, 

leading to different concepts regarding CTI components. A very practical, though narrow 

approach was offered by (Cloppert, 2016) by reducing CTI functions to the operational 

level. Another, similarly narrow perception – though not explicitly expressed – is given in 

the survey of SANS compiled by Shackleford (Shackleford, 2016) who limits CTI to the 

tactical use. Farnham describes in his paper at SANS Institute (Farnham, 2013, p. 9) CTI 
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by stating that “cyber threat intelligence can be strategic or tactical.”. Course author 

Robert M. Lee defines a broader perception of CTI levels. The course description for the 

course FOR578 on CTI (M. Lee, 2016a) describes three levels: tactical, operational and 

strategic. This concept is widely accepted among professionals in the respective field and 

is also pointed to by (Gschwandtner et al., 2018), nevertheless, some researchers add a 

fourth level. The technical level as argued in (Tounsi & Rais, 2018) and (Pace, 2018) 

comprises mostly of technical indicators, so called indicators of compromise, IOCs. 

Though these indicators are also dealt with on the tactical level as pointed out by 

(Farnham, 2013, p. 9): “Tactical intelligence includes things like ‘tactics, techniques and 

procedures (TTP)’ and ‘indicators of compromise (IOCs)’.” As expected, there is no clear 

distinction on the scope of different levels. “The Threat Intelligence Handbook” also 

describes TTP as one component of tactical threat intelligence, consequently TTP seems 

to be a common denominator. As the research of pertinent literature highlighted a 

distinction of four levels, the author sees the need to elaborate those levels in more detail: 

strategic, operational, tactical and technical, ultimately, as this distinction is also 

highlighted in (Brown et al., 2015) by listing different kinds of audience for threat 

intelligence output: high-level executives, threat management and coordination centers, 

threat analyst teams and incident response teams. It cannot be stressed enough that 

according to the author, a clear difference between the information delivered to threat 

management and threat analysts versus incident responders cannot be made, since 

information on the tactical and technical level is partially overlapping. 

Nevertheless, the four levels of CTI require further elaboration since their function 

determines their use and role in security management as well as the customers whom the 

respective level of cyber threat intelligence serves. 

Analysts at the strategic level of cyber threat intelligence intend to give a high-level 

information on the threat landscape in the form of reports or threat briefings. This level 

is meant to inform higher management to support strategic business decisions and deliver 

also information on geopolitical and financial issues as potential motivators for threat 

actors. 

Operational level analysis dives into the actual threat landscape and tries to answer 

questions on threats against the organization by gathering information from dark web 

communities. (Pace, 2018) According to (Tounsi & Rais, 2018) such information is rare, 

as it is mostly discussed in closed forums. Mostly governmental agencies have access to 

such information as they have means to legally access them. 

As previously discussed, TTPs play an important role in tactical threat intelligence, 

which is also referred to by (Tounsi & Rais, 2018, p. 215): „tactical threat intelligence is 

often referred to as Tactics, Techniques, and Procedures and is information about how 

threat actors are conducting attacks”. TTPs are a way to understand how adversaries act, 

which tools they use. The output of tactical threat intelligence is actionable information 
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which can be put directly into action by incident response professionals and other 

operational staff (Pace, 2018). In comparison to strategic and operational level threat 

intelligence, tactical level incorporates highly technical data, e.g. technical details on tools 

and procedures of adversaries are included in tactical reports. 

The technical level of CTI, a clearly highly technical field, deals with indicators, which can 

be used to detect attacks or the presence of an adversary. Indicators of compromise (IOCs) 

can be divided into three main categories based on the possible location of where they 

can be found. These categories are according to (Tounsi & Rais, 2018): network, host-

based and email-indicators. The previously mentioned indicators are mostly used as an 

input for security appliances such as IDS/IPS, firewalls and are also used in security 

incident and event management (SIEM) systems to detect malicious intent. 

CTI as a field of InfoSec needs to be regarded as a complementary function of security 

management, enabling defenders to keep the organization’s IT-systems safe. To ensure 

that CTI can deliver useful outputs for security management it is paramount to see in what 

terms threat intelligence can be profitable for businesses. 

CTI in most cases is gathered, analyzed and applied by using a threat intelligence 

management platform. Among other functions, a CTI platform can be used for data 

enrichment as referred to by (Brown et al., 2015), (Pace, 2018) and (Gschwandtner et al., 

2018). Combining multiple sources and adding contextual information helps the threat 

analyst or the security operational personnel to cope with security incidents by offering a 

deeper insight to threat information rather than simply having IOCs. Pieces of data have 

no meaning without context and metadata which together make analysis possible. An IP 

address is meaningless data if there is no information for what malicious purposes and 

under what circumstances the IP address was used and to which date and time that 

happened. As the threat landscape is changing constantly, an IP address might be 

malicious at one moment in time and be clean at another. Let’s assume that the particular 

IP address belongs to a vulnerable home Internet router used formerly as part of a botnet, 

but the router’s firmware has been updated, is consequently now clean and the user 

behind the router would want to access online resources such as web pages. Since 

blacklisting among security providers spread the news that the IP address was used for 

malicious intent, the IP address as a new IOC for a perimeter defense appliance will most 

probably block access to the resource protected by the security appliance. If there is no 

contextual information, an analyst won’t be able to differentiate between correct and false 

positive data. Enrichment is thus a major requirement for threat intelligence management 

platforms. Handling multiple sources and different formats is just as important as shown 

by (Brown et al., 2015). The paper actually addresses challenges which need to be taken 

into consideration for planning and creating a threat intelligence management platform.  

The list offers a comprehensive approach targeting all levels of potential audience also 

covered in a different way by (Pace, 2018). A threat intelligence management platform 

should be able to handle different sources and formats. The variety of standards is 
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covered by a study at ENISA (Dandurand et al., 2014). listing 53 different standards for 

sharing information. Although there are best practices and de facto standards available, 

the mostly used format to share intelligence is STIX, which itself contains several free text 

fields as shown by the study of (Albakri, Boiten, & De Lemos, 2018) allowing different data 

inputs, thus affecting data quality and leading to less standardized data input. A threat 

intelligence management platform should also be able to handle needs for normalization. 

(Brown et al., 2015, p. 4) describe it as follows: „Consolidating, linking together, and 

normalizing collected intelligence are key requirements”, but also remark that „it is 

impractical to expect the normalization of all data sources into a single data format. We 

do not currently have or expect to have an all-encompassing data format for security 

information.”. 

Relevance, as a key factor for CTI data quality needs to be determined manually. The 

technology should facilitate this task for analysts. Analysis, as a key factor in producing 

intelligence should be enabled by the platform, since different levels of consumers and 

analysts will need to access data and contribute by refining available analyses. Data 

access, search capabilities and visualization should be available in the platform to enable 

analysis work. Since intelligence needs to be disseminated, a fundamental expectation is 

that the platform facilitates the task of production and delivery. Threat intelligence 

management platforms need to support interaction between users and some sort of 

feedback. Security management incorporates multiple security solutions, such as security 

appliances and defense software which need to be considered when building a threat 

intelligence management platform. Integration is thus also essential. Finally, analytic 

management and collaboration are to be supported as the authors express. 

 

2.5. CTI in practice 
 

The previous section dealt with a general theoretical introduction to Cyber Threat 

Intelligence, which is of utmost importance, as theoretical knowledge creates a basis for 

practical applications. Having said that, the author would like to turn the attention to more 

practical issues and how those are addressed in the related literature. For this purpose, 

the current situation of CTI shall be examined. Firstly, the presence of CTI at companies is 

to be inspected. The SANS survey of CTI-usage in 2016 showed that CTI is primarily used 

at IT-related companies, government, financial institutions and manufacturing 

(Shackleford, 2016). The numbers of the survey display that most of the interviewed 

businesses – 94% of the companies – stated having some sort of CTI in place. The maturity 

level of the programs though is in average not very high. By examining the situation 

further, one can comprehend that having a CTI program in place does in most cases 

merely mean that the organization is coping with CTI in some form. A fully developed 

program was not in place at any of the respondents from the survey. Programs were at 

best maturing, which also is an indicator for a research area to be further discovered. 
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Additionally, this is also supported by the statement that CTI programs lack tactical 

measurements and that security teams hardly can express a quantitative value of their 

CTI programs (Shackleford, 2016) resulting in mostly qualitative results of CTI-

implementations into security management. The quantifiability of enhancements after 

integrating CTI into security management was also researched in 2017 and 2018.  

 

Contrary to expectations, quantifying the results of CTI programs did not show any 

progress in 2017, quite on the contrary, it only became worse as the survey shows fewer 

organizations can provide information on improvements than in the previous survey. and 

as expressed by the respondents, only became slightly better in 2018 (Shackleford, 2018; 

Shackleford & M. Lee, 2017). The survey does not specify in what terms the security 

posture of a company did or did not improve, which lowers the quality of the survey. 

Nevertheless, a subjective impression of the security posture was expressed and 

compared to results of previous surveys. Although the scientific methods of the survey 

are not known, and no quantifiable data is available to support the claims, most of the 

responding organizations expressed that there was an improvement in the security 

posture of the company after starting a CTI program, in 2016 and 2017 most of the 

respondents expressed that CTI had improved security capabilities. With that in mind it 

is important to see where CTI as a productive unit is placed within the organization and 

to show where CTI outputs are consumed within an organization. 

 

Interestingly the surveys show that participating companies have difficulties in 

unambiguously placing CTI in the company’s structure. Neither its definite role in the 

organization nor its usage are clearly defined. Nevertheless, as shown above, the 

importance of CTI is articulated unquestionably. The numbers of the SANS survey of 2016 

(Shackleford, 2016) show that organizations with dedicated staff for CTI placed these 

capabilities within security operations center (SOC) teams. As described in previous parts 

of the thesis, technical and tactical CTI, dealing primarily with IOCs, produces output 

mainly for these organizational units as these are the units which can make use of 

technical data, thus it is not surprising as also displayed and articulated by (Shackleford, 

2016, 2018; Shackleford & M. Lee, 2017) that SMEs ingesting CTI output are also those 

who are first in line to acquire and produce CTI themselves. By inspecting the trends of 

acquiring CTI information, it is clearly visible that a change in sources is shifting towards 

producing own CTI data by using the outputs of security appliances and feeds. In 2016 

most of the organizations obtained CTI information primarily from outside the company 

and own data sources and only 46% of respondents stated to reuse internal data. Though 

this was a sign of maturing CTI already in 2016, later surveys clearly demonstrate further 

maturing of cyber threat intelligence in organization by the constantly growing reuse of 

internal data. The numbers in 2017 show that internal data has been reused by 

respondents to more than 50 percent while the data from 2018 show a level higher than 

80 percent. The primary sources of CTI data remain in all surveys external, e.g. data is 



27 
 

acquired from commercial vendors or open source feeds, the rate of internal data being 

used in CTI shows a distinctive rise in maturity levels. 

 

2.6. CTI sources 
 

Sources of CTI have been researched to different extent by many authors. Farnham, 

another established SANS author, for example differentiates basically three types of CTI 

sources. These are: internal, community and external sources (Farnham, 2013, pp. 10-

11.). According to his definition, internal CTI data is “collected from within the 

organization” and „Analysis can yield intelligence to identify tools or TTP which are 

harder for attackers to change compared to things like IP addresses and domain names.”. 

According to his description, internal data can be used by analysts to identify data which 

is visible at first sight but might support detecting attacks. Such data is used mainly on the 

tactical level to identify actors, as the TTPs are usually characteristic for actors or actor 

groups. Active threat-hunting and intelligence reporting relies on such data. 

 

“The community category includes any CTI shared via a trusted relationship with multiple 

members with a shared interest. (NCI, 2013).”. This category has not been presented so 

far but will be of importance at a later part of current research. Information sharing has 

clear advantages in comparison to any other CTI sources. Shared information creates a 

common basis which, properly used can be a security baseline for the participating 

organizations. This can also mean that such initiatives to share information let 

organizations concentrate on more specific threats using their scarce human resources 

more effectively. 

 

“The external category includes CTI from sources outside an organization and not part of 

a community group. There are two types of external sources. The first is public sources. 

Public sources are available to anyone and generally there is no cost associated with 

access. The other type of an external CTI source is private. Private sources are typically 

only available on a paid basis.” As shown in the SANS surveys, most organizations still rely 

on using external sources for CTI. These are in most cases paid subscriptions to services 

of security providers and publicly availably feeds. This approach is also discussed in 

(Brown et al., 2015, p. 1). The authors define sources and use of CTI information. They 

describe a variety of CTI sources such as „sharing communities, open-source and 

commercial sources, and it spans many different levels and timescales” and also include 

low level technical information as actionable information. 

 

Another approach to and categorization of CTI sources is represented by “Threat 

Intelligence Handbook” (Pace, 2018). The division of sources is different as it is based on 

the content, rather than the origin of information. So far cyber threat intelligence was 

dealt with as purely technical information, describing security incidents with technical 
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data to be primarily used by security appliances. IOCs contain very useful information 

both for human analysts and for security appliances as well. CTI, as every other type of 

intelligence work often results in reporting. Although technical information is essential, 

and its importance cannot be stressed enough, strategic level decision makers rather rely 

on human interpretable information when deciding on higher level topics. Insights, 

environmental information and motivation of threat actors are pieces of information 

which cannot be found in technical sources. Thus, the categorization of CTI into the 

following five categories: technical sources, media, social media, threat actor forums 

and the dark web makes sense (Pace, 2018). Technical information, as discussed earlier, 

can come from very different sources, such as internal, external and community sources.  

 

These kinds of information are relatively easy to measure in comparison to less 

quantifiable data. Security appliances can count occurring events, compare sources of 

information on which basis an event was blocked or found suspicious. This kind of 

quantifiable information is measurable, can serve as hard evidence for improvement of 

CTI. And even with technical information, CTI analysts face a series of serious problems, 

like data quality, false positives, data standards and formats, which will be elaborated 

later. Data and information originating from media, social media, forums and the dark web 

are to be dealt with care as „these sources often provide useful information about 

emerging threats but are hard to connect with technical indicators in order to measure 

risk” and “false positives and misinformation are rampant, so determining which insights 

are usable requires a tremendous amount of cross-referencing with other sources.” (Pace, 

2018, p. 5). As it is clearly noticeable, the whole range of CTI information is hard to 

quantify, thus measure which creates a difficulty for financial decision makers when 

allocating resources for InfoSec measures. 

 

By factoring in that external data can be, and often is unreliable for many reasons, decision 

makers need to face decisions like, on the one hand, using public information is free of 

charge, but creates a need for data-quality assurance and data cleansing which requires 

human and technical resources, development and system integration. On the other hand, 

readily available commercial sources promise to deal with former mentioned problems 

and offer intelligence data as a service for a service fee which needs to be planned in the 

regular budget. Here the author would like to call the reader’s attention to the fact that 

even intelligence service providers need to face the same difficulties in terms of data 

quality. The paper of Metcalf makes its reader aware of the characteristics of blacklists.  

 

The definition of blacklist by Metcalf describes the characteristics of IOC feeds as those 

are thought of traditionally. Metcalf defines that information is usually available as in the 

form of blacklists containing mainly resource identifiers (Metcalf & Spring, 2013). In 

section 1 (Motivation) the authors describe that information about blacklists, such as 

their relation to each other and the way they are produced is rarely available. As stated 

earlier, financial motivation for deciding to acquire information from one or multiple 
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service providers does inherently require financial measurability of each selected product 

as also expressed by (Metcalf & Spring, 2013).  

 

Blacklist represent technical information also called as IOCs, nonetheless, apparently, 

besides data quality, data content also represents a significant factor to be considered 

when choosing technical CTI information services. Interestingly the authors do not cope 

with the very obvious need to choose a specific list but leave it to the reader how to define 

which lists to use and pay for. According to the author of current paper, there is room for 

further research in order to support practitioners of InfoSec by defining best practices for 

choosing CTI feeds and providers. 

 

2.7. CTI tools 
 

As already discussed in the introductory section of CTI, the high variation of CTI data and 

sources gives the impression that the use of CTI inherently depends on complex systems 

which can deal with the variety of data and sources, and indeed, „the idea of a system to 

collect, analyse, and distribute cyber threat intelligence was presented in a US patent in 

2000” (Brown et al., 2015, p. 2). as shown, the requirement for a specific system has been 

around for quite a while now and also, the need for tools is supported by related literature, 

as expressed by (Cates, 2015), that there is a need for automated tools for data processing 

to identify threats. When looking at the market situation, there is a wide array of tools 

which have been available for many years by now. Nevertheless, there is no consensus 

among providers, as they try to market their own products and services, developed often 

for years based on their conception of CTI. This might lead to confusion in the use and 

purpose of CTI platforms. And again, the high number of available tools with different 

scopes and purposes means that CTI – as many other fields of InfoSec – is constantly 

evolving for which tools are appearing and disappearing. In many cases, already available 

security applications such as SIEM-tools are used, in others, evidently, special applications 

need to be applied. As Farnham describes the situation a large number of tools an 

standards is available and thus should be selected based on the specific needs and even 

using multiple tools is acceptable (Farnham, 2013). For this reason, the following section 

will try to give an oversight of considerations which were used during the project. 

 

The available related literature shows that the market, though not having a consent on 

the specific requirements of threat intelligence platform, offers some sort of a common 

understanding on the approach to CTI tools for organizations. This situation is also 

represented by the “Threat Intelligence Handbook” (Pace, 2018) which states that more 

mature intelligence units mainly use two types of tools. The first group of tools consists 

of solutions to collect and process threat intelligence. The other group includes existing 

security tools, such as log collecting and analysis tools. (Pace, 2018). The aforementioned 

situation can also be identified in other papers. The SANS surveys on CTI ranging from 

2016 to 2018 display similar results. The authors inquired which tools respondents use 
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to manage CTI-feeds. The surveys show clearly that SIEMs ranked first in all three years. 

According to the survey, tools vary from year to year, but interestingly, open source tools 

are in the last third of all available tools in all the three surveys, although among the best-

known Threat Intelligence Platforms (TIPs) several open source solutions can be found 

from which some have become de-facto standards in the InfoSec community (ENISA, 

2017). 

 

Threat Intelligence Platforms (TIPs) are used to serve various purposes within 

organizations. These are incomprehensively: aggregating information from various 

sources, supporting intelligence analysis, storing technical and descriptive information, 

sharing intelligence with the community and delivering data to security appliances in 

form of IOCs. As the ENISA paper on TIPs summarizes: “The utmost goal of any threat 

intelligence program is to produce intelligence that will be embedded into organisational 

workflows and would serve decision makers.” (ENISA, 2017, p. 7).  

 

The importance of information sharing and the role of TIPs in it should not be 

underestimated. The plethora of information sources makes it only evident that the level 

of data quality varies, sometimes even within the same source. Data quality, as explained 

later, is one of the key indicators which can show if a feed can and should be used in a TIP. 

End users of a managed security service rely on the high quality of the incoming data from 

their provider. The requirements of such a service make it necessary that TIPs enable an 

organization to share its analyzed and evaluated data.  

 

Another, and probably more important implication for sharing is highlighted by (Skopik, 

Settanni, & Fiedler, 2016), when they describe the scale, complexity and 

interconnectedness of networks as a primary factor for sharing efforts in order to defend 

them. Among others, financial aspects require organizations to share threat intelligence 

as well. Sharing own information about adversaries will enable other organizations to 

defend themselves against an already known set of tools, techniques and practices. As 

(Tounsi & Rais, 2018, p. 219) point out “ the exchange of critical threat data has been 

shown to prevent potential cyber-attacks and mitigate ongoing attacks and future 

hazards”, which means that it would be critical to share information to prevent cyber-

attacks and create situational awareness. (Leopold, 2015, p. 98) explains that it is a huge 

task to create awareness of ICT systems in the cyberspace. Leopold further explains that 

“good situational awareness builds upon two main pillars: (i) first, on providing ongoing 

status information in real time such as system behavior, cyber-attacks and attack vectors; 

(ii) and, secondly, on a trustworthy exchange of information as we are dealing with a great 

number of interacting service providers”. As shown, information sharing is one of the key 

functions of a TIP, which will also play a crucial criterion in selecting the TIP to be used. 
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2.8. Difficulties in CTI 
 

As discussed from many aspects, introducing CTI into security management could greatly 

improve the efficiency of already available security management measures. Nevertheless, 

the number of successful CTI-implementations does not grow at the expected rate. 

Certainly, there are some inhibitors which are present in CTI-projects and also in the 

security management systems which could be a reason for the failure of some CTI-

implementations. According to the SANS CTI surveys (Shackleford, 2016, 2018; 

Shackleford & M. Lee, 2017) most important inhibitors of implementing CTI programs 

were in first place: lack of trained staff/skills to fully utilize CTI; secondly: lack of technical 

capability to integrate CTI tools into our environment / lack of funding and thirdly: lack 

of management buy-in / lack of time to implement new processes”. It seems obvious that 

the most important reasons for not coping with CTI are linked to human factors. The lack 

of trained personnel and capability accompanied by the lack of time and management 

support underpin the importance of the human aspect. The fact that human factors inhibit 

the security of information systems is something which needs to be highlighted 

repeatedly, nevertheless, human aspects of CTI-implementations shall not be discussed 

primarily in this paper, as dedication of both the customer and provider is given and there 

are many other factors to consider. Based on the available literature, following aspects 

will be considered as primary inhibitors of successful CTI-implementations: 

 

Data quality, which will incorporate false positives, availability of various data formats, 

timeliness of information and high variety of sources. Another aspect to look at will be the 

topic of information sharing, including legal factors and information disclosure. 

Furthermore, limitations of technical threat intelligence (TTI) and the amount of available 

data will be discussed. 

 

2.8.1. Data quality & Technical Threat Intelligence 

 

First of all, the concept of data quality needs to be elaborated. Data quality can have many 

aspects, like inconsistency of data in terms of the availability of data fields, data 

formatting, the time dependency of data, a huge variation in data sources, partially 

overlapping data between different sources and the high false positive rate which can also 

change during the data lifecycle. A 2013 survey by the Ponemon institute displays 

(Ponemon, 2013) that an important factor for ineffective CTI might be the high false 

positive rate followed by problems in dissemination, lack of timeliness and integration 

problems. More than seventy percent of respondents agreed that a high false positive rate 

would actually be a problem in CTI systems. False positives often are connected to 

timeliness and ephermality of data. 

 

The term technical threat intelligence (TTI) needs to be highlighted once again, as 

problems with data quality primarily occur in TTI. Technical threat intelligence consists 
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of data describing threats with technical attributes e.g. IOCs, like IP addresses, domains, 

payload hashes. This information has often a very short lifecycle as IP addresses and 

domains are changed frequently to circumvent blacklisting of discovered domains and IP 

addresses. As TTI data is ephermal, attack descriptions result in a very high number of 

technical information to be shared. The volume of IOCs and the high false positive rate 

often results in threat analysts being overwhelmed with data. As (Tounsi & Rais, 2018) 

express it in their paper that huge amount of threat data might overwhelm consumers 

and that the lifecycle of data is in some cases very short. 

 

An earlier research by (Sillaber et al., 2016, p. 3) also shows that data quality is of utmost 

importance in CTI implementations. The authors summarize their results in five key 

findings: 

“Finding 1: Integration of threat intelligence sources amplifies preexisting data 

quality problems". The authors express that trust in quality of data provided by a threat 

intelligence platform is of utmost importance and state that existing problems would 

exacerbate the increasing number of integrated data sources which leads to further tasks 

and costs.  

“Finding 2: Combining short-lived shared threat intelligence from disjunct 

industries makes the important intelligence hard to find”. As discussed previously, 

due to the high volume of data sources and thus the variety of incoming data to a TIP 

finding relevant information becomes increasingly more difficult. Facing an 

overwhelming amount of information, in itself, poses a major difficulty thus difficulties to 

find proper information is not restricted to different industries. A very important outcome 

of the research is following statement: “We found that the data quality dimensions of 

timeliness and relevance were important to the security decision makers.” 

“Finding 3: Existing threat intelligence sharing tools often limit data accessibility”. 

As previously discussed, TIPs have many functions to fulfil. Sharing of information and 

integrating multiple sources are evidently required but as the research shows, that TIPs 

need to offer functions for displaying information in order to enable analysts to find 

adequate information and not to overwhelm users. 

“Finding 4: Manually generated quality errors are difficult to find and often occur 

due to a lack of common data entry rules” Data quality in terms of missing 

standardization and manually created data errors is a crucial aspect of CTI. Finding 

required information in a non-standardized environment makes automation nearly 

impossible since the amount of possible data formats is uncountable. Automated data 

processing requires rules by which unstructured textual data can be transformed to 

structured data to be stored in databases. A huge difficulty herein is that there is common 

syntax provided by intelligence sharing standards but not a common language for full text 

fields to standardize entries. This often results in the need for manual data cleansing, often 

with finding semantic errors, which is immune to existing error detection and correction 

approaches. 
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“Finding 5: Automated integration of external sources can improve data quality” 

Sillaber et al. found in their research that automation of data input might improve data 

quality. This on the one hand could greatly add to data quality while on the other hand, 

manual input is needed in some cases and requires human oversight of data. Although 

there are clear benefits for integration, privacy, security and compliance concerns are 

expressed by respondents. 

(Brown et al., 2015) see the variety of data sources and create a requirement towards TIPs 

when they write that the main challenge in managing data from multiple sources is 

compatibility, e.g. systems being able to process different formats. Right after setting up a 

requirement they also acknowledge that the heterogeneity of data feeds is the main 

reason for that. According to the authors of the article, the lack of unified marking 

information and confidence information are further challenges to face when dealing with 

CTI. 

 

2.8.2. Information sharing 

 

After describing difficulties such as data quality, timeliness of information, data volume 

and the variety of sources, problems with information sharing need to be discussed. Based 

on the related literature, the author was able to identify, among others, two major reasons 

for people not sharing CTI information. One reason is the possibility to disclose 

information, the other one lies in legal regulations. Information disclosure might easily 

occur when sharing information about cyber-attacks. Such information can contain data 

on IT-infrastructure or even personal data. As (Albakri et al., 2018) point out in their 

research on risks in sharing CTI information, information disclosure can occur when using 

the STIX incident model. The STIX model is a flexible model to describe incident 

information, but this flexibility also allows data fields to be filled with data not specified 

in the model. The authors express that although the model prescribes value sets for some 

attributes, in other cases arbitrary values can be used. Based on the research, by using 

STIX incident model, following categories of information can get disclosed: personal 

information, information on the organization, financial information, cybersecurity 

information and information which are only sensitive in combination. These categories 

can create further threats to both the organization and individuals as well which leads to 

less willingness to share information about cyber-attacks targeting the own organization. 

In many cases, incident reports would need manual approval. Incident reports can be 

generated automatically and manually as well. As discussed previously, manual 

information input mostly results in errors and less standardized data, which is to be 

avoided in order to raise the level of data quality. There have been initiatives for 

automatic de-identification of data. 

 

The literature review by (Meystre, Friedlin, South, Shen, & Samore, 2010) summarizes 

automated technologies to de-identify textual documents in the electronic health record. 

They conclude that on one hand, dictionary-based methods delivered a higher 

performance when using on PHI but were less to be generalized. Machine learning 
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methods on the other hand performed better with PHI not in the dictionaries. As the 

review shows, automated text de-identification is not an easy task, which should be 

considered during a CTI implementation. It probably should lead to further 

standardization of textual data input within an organization and even among cooperating 

organizations. The goal is to avoid unintended information disclosure by using arbitrary 

values in text fields describing a cyber incident. Information disclosure can lead beyond 

further cyber threats also to legal actions. According to (Albakri et al., 2018, p. 3) most 

relevant legal regulations for the EU are GDPR, and the NIS Directive. GDPR, as the 

regulation in force to protect personal information prescribes organizations to report 

cyber incidents which would allow organizations to disclose also personal information as 

“any processing of personal data needs to be done on a legal basis, with Art.6(1) listing 

five possible bases besides consent, of which “legitimate interest” is of particular interest.” 

As the authors further explain: “For any processing such as this which is based on 

legitimate interest, this justification needs to be balanced with potential adverse impact 

on the data subjects. In addition, one might consider the mandatory breach notifications 

of Art.33 to the relevant supervisory authority as a form of cyber incident information 

sharing.” As displayed previously, personal information can be disclosed by sharing 

information on cyber-incidents, which would require the consent of the person affected. 

This might be a hindrance to share information and even if an organization decides to 

share information, the reporting to Competent Authorities (CA) might count as sharing. 

This form of information sharing might be useful and controlled as “the CA in different 

countries are expected to share cyber intelligence” organizations might not get this 

information in a timely manner, leading to problems e.g. with data timeliness. 

 

2.9. Summary of the literature review 
 

Current literature review intends to give an insight into a new InfoSec field. Cyber Threat 

Intelligence, as shown by the author, despite being a new discipline in InfoSec, can play a 

significant role in security management. The review showed that the security threat 

landscape represents a constantly changing environment in which security management 

faces adversaries of previously unknown capabilities. It was also presented that 

sophisticated attacker tools are available for sale by advanced threat groups, can thus be 

purchased even by technically less capable perpetrators. Facing perpetually developing 

threats, traditional InfoSec-management and current security solutions enable defenders 

only to create static rules, policies and to be reactive in protection of their respective IT-

infrastructure. Compliance assessments, as shown, are a basic requirement, but in their 

current form demand huge resources and cannot offer a safe solution against targeted 

attacks. This situation urgently calls for new defense capabilities, adjusted to the ever-

shifting threat landscape. CTI, as an intelligence discipline can be of help by targeting 

threats based on their relevance and the risk they pose to the organization. 

 

The author has also shown that CTI is a very complex field which – keeping in mind the 

age of the discipline – is only in its individual parts satisfactorily covered by recent 



35 
 

theoretical research and even though there are review papers available on risks of 

information sharing, or challenges which CTI practitioners must face, the author did not 

find a comprehensive literature review. Such a review would collect different challenges 

which need to be factored in when planning the introduction of CTI at an organization. 

This led to the need to deliver a more comprehensive review. 

 

By reviewing related literature, the author found that problems with CTI, such as 

problems with data quality, timeliness of information, the high variety of sources, 

information disclosure, legal aspects of information sharing and limitations of TTI, were 

only discussed in the related scientific field in separate papers, thus not providing a 

holistic view into inhibitors of CTI that can be expected and be considered during the 

planning phase of an implementation project of CTI into security management. 

 

Current literature review offers a holistic review with practical examples of the use of CTI, 

delivers an insight into possible sources and offers an overview of tools that can be used 

for CTI. Further parts of the thesis will try to offer a practical insight to implementing CTI 

into security management as this area has not been covered by scientific literature yet. 
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3. Research method 
 

3.1. Competing methods 
 

A wide array of alternatives has been studied to find the best research approach which 

can cover the various requirements of the current endeavor. Grounded theory, case study, 

design research and action research were viable approaches to be used for this topic. 

Grounded theory as a research method is used „to generate theories regarding social 

phenomena: that is, to develop higher level understanding that is “grounded” in, or 

derived from, a systematic analysis of data.” (Lingard, Albert, & Levinson, 2008, p. 2). As 

related literature describes, grounded theory supports in fact rather the interpretive 

approach of research as also expressed by (Abdel-Fattah, 2015, p. 310) by stating that „GT 

provides a set of procedures for coding and analyzing data which suits the interpretive 

approach since it would keep the analysis close to the data”. Since the thesis intends to 

solve a practical real-world problem, which requires an empirical approach, grounded 

theory needed to be eliminated as a viable option as it is primarily intended to serve 

theory creation rather than solving a practical issue. 

Also, the case study methodology seemed to offer a feasible option, but as (Anderson as 

cited in Baharein & Noor, 2008, p. 1) refer to (Anderson, G., 1993. Fundamentals of 

Educational Research. Falmer Press, London, pp: 152-160.), cases studies are “concerned 

with how and why things happen, allowing the investigation of contextual realities and 

the differences between what was planned and what actually occurred.”. As already 

expressed earlier, present thesis intends to solve a practical problem, thus considering 

the fact that the researcher does not get involved in the research but serves as an 

observant, case study methodology would not be able to cover the current research topic. 

It can clearly be stated that the thesis anticipates a certain intervention into the target 

organization by solving a practical problem and introducing a new service provided by a 

Managed Security Service Provider (MSSP). Action Research (AR), as the research type 

coping with organizational intervention seems to be an obvious choice for this purpose. 

AR is undoubtedly intended to solve real-world problems as defined in multiple papers 

e.g. (McKay & Marshall, 2001, p. 2): „AR is committed to the production of new knowledge 

through the seeking of solutions or improvements to ``real-life'' practical problem 

situations” or in (Abdel-Fattah, 2015, p. 311): “ AR was born to solve practical problems, 

and worked to bridge the gap between theory and practice”. Another key factor for having 

a deeper look into AR was that the AR methodology allows the researcher to get involved 

in the context of the research as described by (McKay & Marshall, 2001). Despite the 

apparent advantages of AR to all previous research methods, another factor needs to be 

considered as well. The design of the CTI service as an artifact is of utmost importance to 

the project, thus it evidently needs to be dealt with in an appropriate manner. The 
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development of a new service as highlighted, is not covered by AR which makes also this 

research method to be less practical for the use in the planned thesis. Design Science 

Research (DSR) on the other hand „devotes attention to the development of studies that 

aim at prescription, project and artifact building.” as defined in (Dresch, Lacerda, & 

Miguel, 2015, p. 1124). An equally important factor is that the design-science paradigm 

“is fundamentally a problem solving paradigm” and with that said it „creates and 

evaluates IT artifacts intended to solve identified organizational problems.”. Although 

DSR covers certain fields which had not been covered by aforementioned research 

approaches, it also has its deficiencies. (Dresch et al., 2015, p. 1124) describe its main 

function in establishing „a systematic process that aims to design and develop artifacts 

that are able to solve problems, thus having a high relevance for the practical field.”. As it 

can be observed, DSR aims to design an artifact which solves a practical problem, but it 

does not cope with the influence of the designed artifact to the organization which it is 

introduced to. 

During the preparatory work for the research, organizational influence and change could 

be highlighted, which is not extensively covered by design science research, lessening its 

applicability to be used for the thesis. Ultimately, DSR and AR were the best approaches 

which, when combined, as a mixed methodology, could serve the purpose of providing a 

rigorous research framework for the thesis. The paper by (Lingard et al., 2008, p. 3) 

defines the possibility of combining methods and sets its requirements in that „the 

strategy for mixing methods must be explicit and justified in terms of the sequence of 

methods (concurrent, qualitative first, or quantitative first), the priority among methods 

(equal, or either method prioritised), and the nature and timing of integration (full or 

partial, during data collection, analysis, or interpretation)”. This approach is also 

emphasized in (Rogerson & Scott, 2013, p. 2) by stating that „Cole et al. (2005) feel it 

would be proactive of IS researchers to consider using both design science research and 

action research together in order to achieve a rigorously designed artefact that is 

evaluated in a real life organisational context to solve or to ameliorate a perceived 

problem within that organisation.”. 

 

3.2. Action Design Research 
 

As highlighted in the previous section, mixing research methods offers an applicable 

solution to the given problem and can also be scientifically supported. A couple of years 

later Action Design Research, a new concept at that time, was introduced by (Sein, 

Henfridsson, Purao, Rossi, & Lindgren, 2011). ADR appears to give a solution for the 

formerly described problem. As Sein et al. highlight it in their paper, (Sein et al., 2011) 

action design research „is a research method for generating prescriptive design 

knowledge through building and evaluating ensemble IT artifacts in an organizational 

setting.” (Sein et al., 2011, p. 4). The author, after thorough consideration, has chosen to 



38 
 

use action design research as it promises to cover the main areas with the most emphasis 

on them and „represents a variant of Design Science Research (DSR) [11-13] that 

privileges the organizational influences on the design and evolution of the artifact, 

emphasizing the building-intervention-evaluation (BIE) cycles, as an alternative to the 

stage-gate model, allowing both the researchers as well as the organizational 

stakeholders to shape the artifact over the research lifecycle.”. (Haj-Bolouri, Purao, Rossi, 

& Bernhardsson, 2017, p. 1) As the author of the thesis is a practitioner in the field of CTI, 

it is of paramount importance that the finding of the research can be used for the 

development of the CTI-service in place, leading to further iterations in the development 

cycle. ADR seems to cover also this requirement. (Rogerson & Scott, 2013, p. 3) express it 

very clearly that ADR “has been designed to address the challenge of assisting IS 

practitioners by intervening in real world situations, whilst also building theory that is 

academically rigorous. This also serves to answer the call of making IS research relevant 

to practitioners and other IS professionals”. 

ADR, as any other research method, defines a scientific framework to ensure consistency 

and scientific rigor. The ADR method is divided into four stages and seven basic principles. 

The stages and principles are according to (Sein et al., 2011): 

1. Problem formulation 

a. Principle 1: Practice-Inspired Research 

b. Principle 2: Theory-Ingrained Artefact 

2. Building, Intervention and Evaluation 

a. Principle 3: Reciprocal Shaping 

b. Principle 4: Mutually Influential Roles 

c. Principle 5: Authentic and Concurrent Evaluation 

3. Reflection and Learning 

a. Principle 6: Guided Emergence 

4. Formalization of Learning 

a. Principle 7: Generalized Outcomes 

 

In order to follow the method of ADR and to ensure scientific rigor, the author describes 

how each stage and principle shall be covered in the thesis based on the table in (Rogerson 

& Scott, 2013): 

 Principle Description (Sein et al., 

2011) 

Application 

1. Practice-Inspired 

Research 

This principle emphasizes 

viewing field problems (as 

opposed to theoretical 

puzzles) as knowledge-

creation opportunities. 

The continuously changing 

threat landscape and the 

huge IT-infrastructure 

representing an enormous 

attack surface created the 

need for a change in the 
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current ISMS at the target 

organization. The term 

“intelligence-driven 

security” appeared already 

in 2012. Readiness to 

introduce a new service for 

InfoSec at the target 

organization was not given 

until 2016. 

2. Theory-Ingrained 

Artefact 

This principle emphasizes 

that the ensemble artifacts 

created and evaluated via 

ADR are informed by 

theories. 

An extensive literature-

review represents the basis 

for the planned research, 

including the theoretical 

foundation for the need of a 

new CTI-service, as well as 

its basic components. 

3. Reciprocal Shaping This principle emphasizes 

the inseparable influences 

mutually exerted by the two 

domains: the IT artifact and 

the organizational context. 

The iterative process of 

designing the artefact is 

present in the current 

research. The CTI-service 

needed to be further 

developed and reshaped 

several times. The service is 

undergoing continuous 

revisions to enable the 

enhancement of ISMS at the 

target organization.  

4. Mutually Influential 

Roles 

This principle points to the 

importance of mutual 

learning among the different 

project participants. 

The researcher (author) is 

CTI-expert at the MSSP, who 

– amongst others – drives 

the project and creation of 

the artefact. Information 

security experts and other 

SMEs at the target 

organization interchange 

their ideas with the CTI-

experts at the MSSP creating 

a constant exchange of 

knowledge and shaping the 

artefact. 

5. Authentic and 

Concurrent 

Evaluation 

This principle emphasizes a 

key characteristic of ADR: 

evaluation is not a separate 

Continuous evaluation of the 

planned artefact at the target 

organization and the MSSP 
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stage of the research process 

that follows building. 

ensures that the planned 

artefact can improve the 

security posture of the target 

organization. 

6. Guided Emergence This principle, therefore, 

uses the term guided 

emergence to capture a vital 

trait of ADR: the interplay 

between the two seemingly 

conflicting perspectives. It 

emphasizes that the 

ensemble artifact will reflect 

not only the preliminary 

design (see Principle 2) 

created by the researchers 

but also its ongoing shaping 

by organizational use, 

perspectives, and 

participants 

The initial plan of the CTI-

service is based on the 

related literature and 

premature requirements of 

the target organization. After 

the early going-live phase of 

the project, the CTI-service is 

reshaped according to 

experiences on both sides, 

the target organization and 

the MSSP. Both participating 

organizations need to 

consider organizational 

effects as well.1 

7. Generalized 

Outcomes 

A move from the specific-

and-unique to generic-and-

abstract is a critical 

component of ADR. 

Specific results of the 

research will be generalized 

and put into the form of best 

practices to extend the BOK 

with the three levels 

suggested by (Sein et al., 

2011). 
1. Table: Representation of ADR principles 

 

  

                                                        
1 Organizational changes will be elaborated later in section 9. 
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4. Data collection and analysis 
 

4.1. Data collection 
 

The author shows what difficulties can be identified during the introduction of a CTI-

service into an existing information security management system (ISMS) and what 

contributions CTI can make to improve security posture of a company. Based on the 

results, a set of best practices shall be created to extend the current BoK with the three 

levels of generalization in mind: „(1) generalization of the problem instance, (2) 

generalization of the solution instance, and (3) derivation of design principles from the 

design research outcomes” (Sein et al., 2011, p. 8).  

These best practices should be applicable for academics and for practitioners as well. The 

method used in ADR describes an iterative approach, which enabled the author to identify 

KPIs and to evaluate the design of the artefact. 

The BIE-cycle, as the core of the ADR process was to be covered by describing the initial 

creation of the CTI-service at the customer, the intervention and evaluation phases. 

The first step, building an artefact – in this case, a new CTI-service, consisting of multiple 

information distribution systems and data-provision services – describes which efforts 

the project team on the MSSP side undertook to deliver the CTI-service to the customer. 

As with every new system and service, the CTI-service also required the customer to hire 

additional workforce for threat intelligence and to reorganize own procedures and 

processes, incorporating the CTI-service into the ISMS and its processes.  

The intervention in the target organization consisted therefore of an organizational 

change, a change in human resources and a change in workflows, procedures and policies.  

The evaluation phase, being an essential part of the ADR process plays a crucial role in the 

present service-delivery. The service is evaluated by both parties on a monthly basis and 

changes are implemented after defining new requirements. Changes in the service include 

addition of technical solutions, changes in content, the monitored data or changes is 

reporting. The constant evaluation of the services is beneficial for both parties, as 

continuous improvement for the customer results in higher quality of service, and as for 

the MSSP, the development of services might open new sale opportunities at companies 

which did not consider purchasing the initial form of CTI-service provided by the MSSP. 

The first cycle of service delivery is dated end of May 2017. The CTI project delivery 

started on the 20th of March 2017, after thorough reconciliation with the customer. An 

initial data collection during the project planning in February-March 2017 took place to 

support the delivery but not with scientific rigor, thus a follow-up data collection cycle 

was required to build a scientific basis for current research. 
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This initial cycle contains project data and the project closure report. Data collected at this 

stage served as a basis to create a baseline which was used to compare the results of the 

second data collection cycle to. Both data collection cycles included semi-structured 

interviews which were conducted with the interviewees in May 2019. The retrospective 

manner of the first data collection cycle required the author to prepare for the interviews 

using project documentation from the project delivery in 2017. 

During the first data collection cycle 3 out of 5 invited stakeholders were able to 

participate. The selected respondents represent stakeholders from the project who could 

deliver a holistic picture of the security posture of the customer (a cybersecurity analyst 

in the CSIRT; the responsible manager to steer the MSSP and the manager responsible for 

vulnerability management services). 

To follow the iterative process of ADR, a second data collection cycle based on a semi-

structured interview was held with the same respondents. Interviews took place in May 

2019. Interviews were held via teleconference tools like Cisco Webex or MS Lync as both 

the customer and the author had access to these tools. 

Questions in the first and second iteration were to be used to determine the current and 

target security posture of the organization as well as key performance indicators (KPIs) – 

as far as this is possible – to create measurable results. To achieve this goal, data analyzed 

in the first iteration served as a basis for a comparison with data resulting from the second 

iteration. As qualitative data is hard to evaluate in a quantifiable manner, a plan for data 

collection and evaluation was prepared before the first data collection based on available 

data from the project. In general, questions to the following themes should have been 

answered by participants: 

 

- Are there any limitations of CTI and how can these be dealt with at the customer? 

- Did the customer – as in many other cases – need a clarification of what a CTI-

service is? Could confusion about CTI be identified? 

- What legal factors needed to be considered when planning the CTI-service? (e.g. 

TLP, licensing, access to personal information via the service, etc.…) 

- What technical problems did the research team encounter by trying to share CTI 

information? (e.g. use of CTI in other systems, like perimeter defense appliances or 

IDS / IPS) 

- What CTI services are required to enhance the security posture of the 

organization? (e.g. planning of CTI-service components) 

- What prerequisites are to be delivered before the introduction of a CTI-service? 

(e.g. risk-assessment of assets, etc.…) 

 

Semi-structured interviews offer a certain amount of flexibility and allow participants 

(both the interviewer and the interviewee) to deviate from the interview guide in order 
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to cover also topics which were not planned previously as also described in (Wilson, 2013, 

p. 8): semi-structured interviews  

• „may uncover previously unknown issues (in contrast to a structured interview). 

• Address complex topics through probes and clarification. 

• Ensure that particular points are covered with each participant and also allow 

users and interviewers to raise additional concerns and issues. 

• Provide a mechanism for redirecting conversations that digress too far from the 

main topic. 

• Provide some flexibility for interviewers and also allows some broad comparisons 

across interviews.” 

As scientific data collection needs theoretical foundation, the works of (Foddy, 1993; 

Kvale, 2006) have been consulted to construct the interview protocol to be used during 

the interviews and to select interviewees. As (Foddy, 1993) highlights, conducting 

scientifically defensible data collection requires extensive preparation and clear 

definition of the tasks ahead. It is very important to keep in mind that respondents might 

interpret questions in their own realm, which requires the researcher to define the 

context of the research beforehand and to clarify terminology used in order to receive 

answers, which can be evaluated based on a common understanding. Measuring 

improvement of InfoSec posture of a company requires the researcher to measure 

attitudes of respondents. This makes it necessary to provide a clear definition of possible 

internal or external standards to compare to and invoke these implicitly or explicitly into 

the questions. The quality of a data collection based on a semi-structured interview 

requires also a plausible high quality of questions and respondents to understand the 

questions. 

Before starting the interviews, interviewees were informed of the purpose of the 

interview and the use of their personal data. Current thesis, in which the data is used does 

not contain any identifiable information, neither on the companies involved nor on the 

people interviewed. Data collection serves only the purpose of delivering solid data to 

support theory building. The author also asked for the permission to create an audio 

recording. Audio recordings were required because the author needed to comprehend his 

notes taken during the interview. The questions served as a guideline for the interview 

but were not to restrict the interviewee to express his / her opinion in the topic. 

Each interview was planned to take about 45-60 minutes and was held via a web-

conferencing software like skype for business or Webex. Personal identifiable data was 

not collected, audio recordings are stored encrypted and cannot be accessed by external 

parties without the consent of the interviewees. 
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4.2. Data analysis 
 

Data collected in the first and second data collection cycle needed to be analyzed for which 

two major data analysis methods were planned. In order to provide some quantifiable 

data for data analysis, the questionnaires for both data collection cycles contain scales 

which were introduced during the interviews. Measures of the scales have been defined 

beforehand. Quantitative data delivers measurable information which can directly be 

used to express a baseline, and which can be used for comparison. Qualitative data on the 

other hand needs to be analyzed for which more approaches can be used. The method 

chosen is usually referred to as content analysis. A theoretical approach to the method 

was offered by the articles of (Elo & Kyngäs, 2008; Graneheim & Lundman, 2004). To have 

a more deeper insight, the author needed to consult other related literature for a rather 

practical approach which could be found in (Erlingsson & Brysiewicz, 2017; Willson, 

2019). 

As (Willson, 2019, p. 1) expresses briefly: “Qualitative data analysis can be approached 

deductively or inductively.”. An inductive method is useful in cases where some evidence 

is already available, but concepts and theories need to be built. The deductive 

methodology tends rather to give explanations for existing theories and can test those 

based on prior knowledge. These two basic approaches are described in more detail in 

the related literature and will not be discussed in more detail in this thesis. According to 

(Elo & Kyngäs, 2008) content analysis consists of basically three main phases, which are: 

preparation, organizing and resulting phases. 

With the purpose of analyzing the collected data, interview recordings have been used in 

connection with the answer sheets filled in by the author during the interviews based on 

answers of respondents. 

During the preparation phase, the researcher needed to define the unit of analysis which 

were in this case the whole interview (questionnaires and audio recordings), as the 

content of the interview can only be grasped when analyzing the interview questions in 

context. Although it was not a primary goal of current data analysis to uncover hidden 

content in the responses, the researcher needed to be aware of that there is manifest and 

latent content. (Graneheim & Lundman, 2004) Manifest content is the content which the 

text deals with and latent content is the underlying meaning of the text. 

After the definition of the unit of analysis the textual data needed to be shortened. 

(Erlingsson & Brysiewicz, 2017) describe this process as condensation (Graneheim & 

Lundman, 2004) as aggregation. In case of interviews containing extensive amount of 

textual content, multiple reading of the interviews is required to be able to maintain the 

core meaning of given text when shortening. In the case of current interviews, the amount 

of textual content is limited as measurable scales and dichotomous questions were also 

placed in the interview to ease measurability and evaluation. To create a basis for further 

analysis, textual content was coded using open coding. Codes resulting from open coding 
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were taken and categorized. As (Erlingsson & Brysiewicz, 2017, p. 94) explain „a category 

answers questions about who, what, when, or where? In other words, categories are an 

expression of manifest content”. The categories created during qualitative content 

analysis and the quantifiable data, as an output of data analysis were taken to create a 

baseline which represents the initial state of the security posture of the organization. Data 

condensation and analysis based on the questionnaires was conducted in MS Excel using 

color codes to group questions according to topics as depicted in 4. Figure: Data analysis. 

 

 

4. Figure: Data analysis 

 

In some cases, respondents answered questions in a contradicting way. In such cases the 

author decided to use answers which represented the majority of answers, e.g. two out of 

three answers. In cases where the respondent did not have the required information, 

“n/a” was filled in as an answer and the remaining answers were taken. Information 

missing from the first interview round were completed by additional data from the 

project documentation. 

Data from the second data collection cycle were used to assess an eventual improvement 

in security posture and to show possible hindrances which could have been avoided. The 

outcome of the thesis should be a collection of best practices based on the generalized 

result from the data collection which can be used by academics and practitioners as a 
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basis for further research or for planning a CTI-service implementation. Academics will 

have target topics for further research and practitioners will be able to use best practices 

for planning their own implementations of CTI into ISMS. 
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5. Measuring the state of InfoSec 
 

The customer as an international energy provider, operator of many national critical 

infrastructures is aware of its responsibility and the high requirements in the field of 

InfoSec which need to be fulfilled in order to guarantee the safety of the society and also 

to protect its business interests. The state of security cannot be described easily as the 

customer has many national subsidiaries with various standards in InfoSec and the 

process of standardization is still in progress. As a basic requirement, industrial best 

practices are applied, and legal requirements are fulfilled. Nevertheless, the state of 

InfoSec requires adjustment to enable operators in IT and OT to cope with latest threats. 

As with many other organizations, InfoSec grew together with other parts of IT 

organically. Huge efforts are taken to sort out unclear situations in an international 

network of heterogeneous IT-infrastructures. The heterogeneity of the IT- and OT-

systems of the costumer create a huge challenge for a centralized security management. 

Although, there is a variety of approaches available as highlighted by (Hettema, 2019), as 

an industrial best practice for security posture assessment, the author will rely on the 

Electricity Subsector Cybersecurity Capability Maturity Model (EPRI, 2012; U.S. 

Department of Energy, 2014, pp. 19-20) for creating relevant questions. The model 

consists of following domains to assess the maturity level of security at organizations: 

1. Risk Management 

2. Asset, Change, and Configuration Management 

3. Identity and Access Management 

4. Threat and Vulnerability Management 

5. Situational Awareness 

6. Information Sharing and Communications 

7. Event and Incident Response, Continuity of Operations 

8. Supply Chain and External Dependencies Management 

9. Workforce Management 

10. Cybersecurity Program Management 

As the assessment of the security posture of the target organization is not scope of the 

current thesis, the author will only use some domains of the model to support the 

interview questions as a guideline, in particular the domains 1, 2, 4, 5, and 6. A possible 

future research topic is offered this way to the community to further research the relation 

between security posture assessment and the improvement of security posture using CTI. 

In terms of quantifiable questions, the scales for answers are based on the three-grade 
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scale of MIL1-3 of the model, expressed in the questionnaire as low (MIL1), medium 

(MIL2) and high (MIL3). 

 

5.1. Setting the baseline 
 

The target company is constantly evolving in terms of InfoSec which is required due to 

the heterogenous environment consisting of multiple subsidiaries across Europe. Based 

on the first interviews, data show, that the company did have a centralized cybersecurity 

management, nonetheless InfoSec is dealt with by multiple departments. At the time of 

the CTI-project – the centralized cybersecurity management used ISO 27000 controls as 

a general foundation for InfoSec. According to the answers to question 1.11: “What is the 

maturity level of security posture of your company in your opinion? Please mark your 

answer on the following scale: Low / Medium / High”, the security posture of the company 

is at a medium level. The answers to questions created based on the domains 1, 2, 4, 5, 

and 6 of the Electricity Subsector Cybersecurity Capability Maturity Model (U.S. 

Department of Energy, 2014) support this assumption only to some extent. The answers 

depict a security posture of low / medium maturity level, which is continuously being 

improved to reach a medium maturity level. The questions in the interviews for the first 

data collection cycle were intended to set a baseline for the InfoSec posture before 

introducing CTI into the ISMS. 

 

5.1.1. InfoSec posture of the customer 

 

Answers to questions regarding the risk management claim that the company had a 

documented cybersecurity risk management strategy, which categorized risk and also 

took information assets into account. The company had a documented risk assessment, 

but the risks were not monitored, although a reoccurring reassessment could be 

identified. Also, the integration level of risk management into other security and business 

processes was set to a medium level. 

In terms of asset management, respondents supported their claim by displaying the asset 

management of the company to had reached medium level maturity. The company 

inventoried its IT-, OT and information assets, and had priorities set according to the 

criticality of the assets. The update of the asset database was regular and asset 

management was integrated into other security and business processes. 

Maturity level of threat and vulnerability management seems to have been one of the 

weaker spots within the realm of InfoSec. A maturity level between low and medium was 

demonstrated by the respondents. Although the company did monitor external 

cybersecurity vulnerability sources, according to the answers, compliance of IT-systems 
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was not checked unambiguously and no other than vulnerability sources for 

cybersecurity were checked. The level of integration of vulnerability management was 

also set to low / medium by the respondents. 

Situational awareness seemed also to have been missing measures to fully reach a 

medium maturity level as despite the fact that logging policies were available, legal 

constraints might had been a hurdle to enable full awareness of operations and 

aggregation of log data was only partially possible. On the other side, operation of critical 

assets was monitored, external data sources were used to enable better operational 

security. The integration of monitoring activities had reached a low / medium level. 

Information sharing, an important factor for CTI also reached only a low / medium 

maturity level. Cybersecurity related information was collected in a systematic order, 

internal and external information sharing was based on a RACI matrix and internal data 

protection policies. Data classification was a basic requirement at the time of CTI-service 

implementation. Data owners and the security department had the required competence 

to classify data. Employees of the company needed to participate in an annually webinar 

for information classification. 

 

5.1.2. CTI-service baseline 

 

The CTI-service as a new service-offering was delivered - which is discussed later in 

section 6.1 - as an initial state of the product, with the intent to continuously develop it 

into a more mature service-offering of the MSSP. As the artefact includes multiple items 

which can be developed individually, the baseline contains all the workflows, processes, 

reporting templates, workflows and technical artefact which are needed to deliver the 

service to the customer and were described previously. 

 

5.2. Expected improvement 
 

The customer of current CTI-service is an energy producer and distributor. The customer, 

being a critical infrastructure provider, receives threats from various groups concerning 

their facilities, infrastructure and also cyber threats threatening the InfoSec of the 

company. Based on the responses from the first data collection cycle, CTI should raise the 

general InfoSec posture of the company, delivering both operational and strategic threat 

information. Respondents expressed the expectation that the awareness level among 

higher-level management will raise and be more aware of the threat landscape. This 

expectation is thought to enable decision makers to make more supported decisions.  
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Another expectation was to receive information in a timelier manner and in a more 

professional way to enable operational staff to better defend their IT-infrastructure on 

the technical level. Compared to a previous state of InfoSec, the company expects to have 

a more constant level of awareness and expects that its employees in the field of InfoSec 

can mitigate attacks and create a higher level of resiliency by preparing the company for 

probable incidents knowing the TTPs of threat actors. 
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6. Phases of the BIE-cycle 
 

6.1. Building: Initial project results of the CTI-project 
 

As previously described, the artefact designed in current CTI project is represented by the 

development of a new service-offering element for the MSSP. Service-offerings contain 

multiple items, which are required to deliver the requested service to the customer. An 

offering element lists therefore all assets, services, procedure- and workflow descriptions, 

policies and RACI matrices. At a high-level overview of the artefact, the CTI service-

offering contains following elements listed in the product portfolio: 

 

6.1.1. Project goal 

 

The goal of current CTI-project was to satisfy the security needs of the customer and to 

improve the security posture of the organization itself. The project’s outcome, the artefact 

is currently being delivered to the customer and revised continuously. The project 

description includes an outline of the expected service deliverables as well as a work 

breakdown structure to define objectives which are required to achieve the project goal.  

The artefact created is a cyber threat intelligence service on the operational level with the 

capability to evolve into a higher level (tactical level) service. The CTI-service as a project 

goal represents the artefact created from the viewpoint of ADR. The CTI-service itself 

consists of multiple deliverables, each designed and developed for this project. The 

deliverables contain new workflows, technical artefacts such as a threat intelligence 

platform to process and share information, a landing page for the customer, a malware 

scanning service and service definitions, which  did affect the organization of the 

customer as well as the MSSP. These effects will be described in later part of the thesis. 

Cyber threat intelligence on the operational level deals in the understanding of the author 

with providing evidence-based information and tries to ensure that the organization can 

defend itself against known cyber threats. For this purpose, the customer defined the use 

of MISP as a tool for information sharing, since their responsible organizational unit had 

already some experience in using MISP and it represents practically industry standard. 

Although the main service areas were defined for the project, details and how-to-s needed 

to be developed and documented so that the service can be listed in the service catalogue 

of the MSSP in order to be sold to other potential customers. 
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6.1.2. Project Context 

 

The author is employed at an international MSSP, delivering regular IT-outsourcing 

solutions and high value-added services for its customers. Current CTI implementation 

was realized in the course of 2017 and the service has been delivered since. The project 

description will focus on the initial implementation to give an insight into the project. 

Further parts of the thesis will deal with the iterations of service development and 

organizational changes initiated by the project. 

The customer, an international energy provider is present in Europe and the Americas. 

The IT-system which is covered by the CTI-service consists of several ten-thousand clients 

and approximately more than four thousand servers, situated all across Europe. 

Nevertheless, current project, as pilot project for external CTI services, covers only a part 

of the security needs of the customer, restricting the service to some European countries 

and only a subset of subsidiaries. 

 

6.1.3. Threat Intelligence Portal – TIP 

 

The TIP architecture was designed to be accessible 24/7, which required the MSSP to 

design a highly resilient architecture and to purchase cloud-based services to host the 

architecture.  

A high-level overview can be found in 5. Figure: TIP architecture overview. 

 

5. Figure: TIP architecture overview 
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The landing page of the threat intelligence portal is a static website, which contains links 

to the service elements included within the CTI-service. This site is used as an entry point 

for users. As depicted in 6. Figure: TIP landing page, multiple services can be accessed via 

the landing page, which requires authentication based on a username / password 

combination. 

 

 

6. Figure: TIP landing page 

 

The landing page enables the customer to access services as described in the following 

sections. 

 

6.1.3.1. MISP 

 

MISP stands for Malware Information Sharing Portal. As discussed in the literature review 

section and also in the project’s context description, the use of MISP as an information 

sharing and processing platform was prescribed by the customer. The architecture at the 

MSSP was created in a manner to enable CTI analysts to work on a central instance and 

push information to connected MISP instances. 7. Figure: MISP listing and 8. Figure: MISP 

event depict the MISP instance used for processing cybersecurity information. 
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7. Figure: MISP listing 

 

 

8. Figure: MISP event 

 

6.1.3.2. WIKI 

 

The WIKI page collects information useful for the customer, such as service 

documentation as depicted in 9. Figure: WIKI - service documentation. It is mainly used 

to distribute non-classified information to the customer. 
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9. Figure: WIKI - service documentation 

 

6.1.3.3. CERT Advisories 

 

CERT advisories represent a company-internal service purchased from another internal 

service unit. The unit creates advisories for technical vulnerabilities for about 2000 items 

on a daily basis. The advisory service can be purchased separately and can be included 

into other service offerings as well. The CERT advisory page lists vulnerability advisories, 

which can be viewed in detail. Listing and detailed view are depicted in 10. Figure: CERT 

advisory list and 11. Figure: CERT advisory item 
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10. Figure: CERT advisory list 

 

 

11. Figure: CERT advisory item 

 

6.1.3.4. Malware upload 

 

The malware upload functionality was designed in order to enable the customer to send 

suspicious files for analysis by the MSSP’s expert team. Files can be uploaded by the drag 

& drop method. Files will then be zipped, encrypted and sent for analysis to the Cyber 

Defence Center of the MSSP where expert analysts can process the incoming files. Reports 

created by the analysis-service will be automatically uploaded to MISP as a new event. 

The process is depicted in 12. Figure: Malware upload. 
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12. Figure: Malware upload 

 

6.1.4. Assessment and automated forwarding of IOCs 

 

This service element provides operational information for the SIEM team, which is 

facilitated through an intelligence platform processing automated feeds. The IOCs are 

delivered via MISP. Security incidents like the registration of new domains which are on 

the watch-list, are created as new events in MISP so that a unified platform is used for 

cyber threat analysis. 

 

6.1.5. Monitoring of data leakage 

 

Automated crawling and manual search in forums for keywords in data dumps provide 

the capability to discover data (credential) leakage possibly affecting the customer. The 

data leakage monitoring is based on keywords provided by the customer. 

 

6.1.6. Monitoring of NRD 

 

New domain registrations (NRD) are monitored automatically and NRDs which match 

with a set of keywords are reported to threat analysts via the MISP platform. The 

evaluation of reported NRDs is done manually. Only NRDs which cannot be excluded from 

being malicious are reported separately. 
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6.1.7. BGP monitoring 

 

Monitoring of IP address (range) hijacking is done automated. Reports are sent to the 

customer after human assessment of the incident. 

 

6.1.8. Vulnerability advisories 

 

As described in the section for TIP components, the service provider has a CERT service 

creating vulnerability advisories on a daily basis. According to the preferences of the 

customer, advisories affecting the customer’s infrastructure are selected and reported. To 

further extend the service delivered to the customer, MSSP’s CTI analysts select advisories 

above an agreed CVSS-level and check the vulnerability-scanning service and the CMDB 

of the customer to identify affected assets. These vulnerability advisories and affected 

assets are reported on a daily basis in a separate report to the customer. 

 

6.1.9. Malware scanning service 

 

As described in the section for TIP components, a web-application is made available to 

the customer to upload malware samples. After the automated scan of the malware 

samples manual evaluation can be done according to the risk level and complexity of the 

malware. 

 

6.1.10. Reporting 

 

Reporting is done in accordance with the contract. The report contents were designed 

during the project in cooperation with the customer. Regular reports are sent out on a 

daily and monthly basis. Ad-hoc reports are sent out according to the agreement with the 

customer for the predefined use cases and for high risk incidents following the pre-

defined process for reporting as depicted in 13. Figure: Reporting process overview. 
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13. Figure: Reporting process overview 

 

The use cases used in the service were defined based on the services delivered to the 

customer. Following use cases could be identified and described in detail. 

 

6.1.10.1. Phishing Attempt 

 

After receiving information about domain registration, which could trick users to believe 

they are on legitimate websites of the customer, the CTI analyst verifies manually the 

existence of the threat, which includes: 

• Checking known phishing databases for further information. 

• Reviewing domain registration data. 

• Manually checking and comparing original and phishing site. 

Threat will be considered high risk and reported, if the registered domain / website is 

capable of misleading users. 

 

6.1.10.2. Information Leakage 

 

Upon receiving/finding information on leaked user credentials or other customer related 

data, analysts will inform the customer in every case via an ad-hoc report. 
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6.1.10.3. Targeted Malware 

 

After receiving information on malware in customer's network or possible campaigns, 

analyst compares the malware / campaign information to already available information. 

Threat will be considered high risk and reported, if the malware is: 

• targeting customer (users, assets), 

• targeting customer related industries, especially targeting Germany and 

Eastern Europe, 

• exploiting fewer known vulnerabilities. 

An ad-hoc report is created as well, if information is available on killchain-status and a 

known malware in killchain step >= 4 is present. 

 

6.1.10.4. BGP Monitoring 

 

After receiving information within the BGP-monitoring service, analysts will consider the 

threat as high risk and report it, if the information is related to: 

• Origin AS change (hijacks) 

• BGP man-in-the-middle 

• AS-path regex is not matching 

• New prefix is announced 

• A prefix is marked as withdrawn 

 

The projects goal was to create a service, including software and hardware platform, 

internal and external processes, communication channels, document templates. These 

items were defined and documented during the project and transferred into a 

standardized service description. The CTI-analysts created an operation manual, of which 

the table of content is depicted in 14. Figure: Threat management operation manual. 
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14. Figure: Threat management operation manual 

 

The project’s description was uploaded to the service library and can be offered to other 

customers as a standard service. Detailed information on the service components is 

proprietary information from the service provider and cannot be included in further 

detail in this documentation. 

 

6.2. Intervention: Organizational effects 
 

The target company is a multinational organization consisting of multiple subsidiaries in 

different countries which are being consolidated continuously. Due to the heterogeneity 

of the organizational structure of the company, InfoSec is currently being dealt with by 

multiple departments, even within one organization. As it is common with IT, InfoSec 

grew organically with the ever-developing need for security. Based on the answers of the 

respondents, InfoSec was handled by multiple operational units, service providers, and 

the central cybersecurity management. In order to coop with the new CTI-service, existing 

employees from different departments within the field of InfoSec had been tasked. There 

was only one FTE dedicated to threat managements before introducing CTI. 
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On the MSSP side, as CTI-service in the current form did not exist, there were no dedicated 

employees to run the CTI-service. Professionals, who did have experience in intelligence 

gathering and distributing were tasked to create the service as a service-offering for the 

MSSP. .On the one hand, an actual organizational change on the MSSP side could therefore 

– at first sight – not be identified. The security consultants who were involved in creating 

the CTI-service are ever since involved in providing the service which required the MSSP 

to redistribute the tasks for which the – now CTI-analysts – consultants were responsible, 

which also required hiring new consultants to replace those professionals who deal with 

the CTI-service. 

On the customer side, an already ongoing organizational change was further supported 

by the new CTI-service. As previously highlighted, threat management was dealt with by 

one FTE only, which was not sufficient to cover all required tasks in the organization. As 

an additional task, the CTI-service was introduced to improve InfoSec posture of the 

organization, resulting in overwhelming the security personnel. As described 

centralization of cybersecurity management is a continuous task. A new taskforce, the 

Cyber Security Incident Response Team (CSIRT) was created shortly after the CTI-project 

had begun. The project already needed to be delivered to this new team of cybersecurity 

professionals, and a new advisory board was also created. The IT security advisory board 

(ITSAB) at the customer consists of IT-security professionals from the countries covered 

by the CTI-service and oversees the incoming information on a daily basis and discusses 

it with the CTI-analysts of the customer. Decisions regarding new vulnerabilities, new 

TTPs and actors and even legal regulations are made based on their criticality to the 

customer. The advisory board decides about instantly required actions in operations and 

also sets mid-range targets to look for in the threat landscape. 

 

6.3. Evaluation: Iterations of service development 
 

In accordance with the ADR research principles, the evaluation of the artefact is necessary 

to display the mutual influence of the research and the organization in which the research 

takes place. As the artefact is supposed to improve the general security posture of the 

company, a re-evaluation of the artefact and the security-posture two years after the 

initial introduction of the CTI-service seems to be adequate.  

 

6.3.1. Continuous evaluation 

 

The following sections will demonstrate the difference between the initial state of the 

product and InfoSec posture of the company compared to the current state of the artefact 

and the InfoSec posture. It might seem to be obvious, nonetheless, it needs to be stated 
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that improvements in the InfoSec posture of the company are not necessarily related to 

the company using CTI-services of an MSSP. The high-level evaluation of the security 

posture of a company for a thesis bears great difference in comparison to a proper 

assessment of the security posture and possible effects of CTI on it. This research topic 

will, as it would stretch the limits of the thesis, not be further elaborated, and remains a 

possible research topic for further researches on the influence of CTI to the general 

security posture of a multinational organization. 

 

6.3.1.1. Re-evaluation of the CTI-service 

 

The CTI-service, as previously described was a new initiative and thus represents a new 

service-offering of the MSSP. There are several changes which – partly induced by the 

customer, partly initiated by the CTI-analysts – meant an improvement of the artefact, the 

CTI-service itself. Changes were introduced to the CTI-service continuously as required. 

Current description of the continuous re-evaluation of the service is a summary of the past 

two years. Minor changes are not described, as those did not affect neither the 

organizations nor the CTI-service itself to a larger extent. 

Changes, which affect the organizations and different parts of the artefact will be 

described in the following section of the thesis. 

In terms of delivering information to the customer, regular virtual meetings were setup 

at the beginning of the service. A daily meeting with the newly created board on the 

customer side, which was described in section 6.2 and another meeting for CTI-analysts 

were planned. The frequency of the meeting CTI-analysts meeting was changed, alongside 

with the content of the monthly report. Daily reports include press-summaries, consisting 

of most important articles of the day regarding InfoSec.  

Monthly reports offered a press summary. The requirement to deliver the monthly press 

summary was cancelled by the customer, demanding the list of all articles of the reported 

month. An important factor on the MSSP side is the access to customer and internal 

systems to enable the CTI-analysts to deliver the service. Accounts in multiple systems 

needed to be created and in case of an analyst leaving the service, deleted accordingly. 

These processes were dealt with based on customary practices resulting in long on- and 

offboarding of the CTI-analysts. For this purpose, a new template and workflow was 

created in accordance with the customer’s internal regulation to enable a faster and on- 

and offboarding of colleagues on MSSP side. Due to constantly reevaluating the service, 

the customer and the MSSP decided to have an annual innovation workshop, which is 

intended to set the trends for next year’s developments which creates a framework for 

future improvements. 
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6.3.1.1.1. Threat Intelligence Portal – TIP 

 

The Threat Intelligence Platform running on a cloud-based server, needed to be upgraded 

as the initially planned hardware turned out to be insufficient over time. Additional RAM 

and storage space were added to provide a flawless user experience and to ensure 

continuous operation of the underlying server since operational outages would have 

influenced the fulfillment of the agreed CSLs. 

The MISP instance running the service for the customer was split into multiple separated 

instances, since at the time of service-planning no other customers needed to be served 

with information and the architecture was a pilot. The new architecture comprises of a 

so-called master MISP instance, where the CTI-analysts process incoming data feeds and 

multiple client facing instances, which are accessible by the customers. 

As the use of the WIKI-page was very scarce, the parties, customer and MSSP decided to 

remove the application and to replace it by another, currently developed new feature for 

automatic reporting via a dashboard, which will be described in the reporting section. 

The CERT-service itself is an internally purchased service offered by the CERT of the MSSP 

and there was no need to change the TIP in any technological manner.  

The malware upload application is working as expected and fulfils its tasks as required. 

There was no need from either side to improve the application. 

 

6.3.1.1.2. Assessment and automated forwarding of IOCs 

 

The distribution of data to the clients via MISP is solved by automatic pushing of 

accordingly tagged MISP-events to the customer facing MISP instances. A new workflow 

and tagging system needed to be designed. Customer-specific tags are added to events 

manually in case of classified information while publicly available information is pushed 

with generic flags to every customer purchasing the CTI-service. A further development 

was on MSSP site the automation of manual tasks with python scripts using PyMISP, 

which enabled the analysts to automatically publish and tag MISP-events with batch 

processing. 

 

6.3.1.1.3. Monitoring of data leakage 

 

Due to a constantly growing data amount to be processed, automation needed to be added 

at multiple stages of the process on the MSSP side. Data leakage monitoring requires 

processing multiple structured and unstructured data-sources in order to find proper 
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information, often with a count of multiple billion records. In order to speed-up the search 

process, data-processing was enhanced by big-data analysis tools. A further change 

needed to be made also in the reporting process in order to be able to cope with large 

amounts of incoming data. Further automation within the reporting process improved the 

service-quality. 

 

6.3.1.1.4. Monitoring of NRD 

 

The process of monitoring of newly registered domains experienced multiple changes 

during the last two years. Some changes were initiated by the CTI-team on the MSSP side, 

some were requested by the customer. A significant change was achieved by modifying 

the algorithm which automatically checks for similarities to given keyword in case of new 

domain registrations. The classic comparison using multiple variations of Levenshtein 

distance was comprehended by a three-stage process to find higher quality results. The 

process itself is proprietary knowledge of the MSSP and will not be described any further. 

Another very important change was accomplished by adding sub-domain checks to 

monitoring TLD registrations. Monitoring the registration of new sub-domains enables 

the MSSP to provide information about attack which include the domain name or parts of 

the domain name of the customer but are part of the subdomain, which is broadly used 

by malicious actors recently. Trustworthy TLDs of known tech giants are misused to lure 

victims into thinking that they visit a legitim site of their provider hosted at a large cloud 

provider. Such attacks were previously not common and thus not monitored. 

 

6.3.1.1.5. BGP monitoring 

 

No changes were required in the process of BGP-monitoring. 

 

6.3.1.1.6. Vulnerability advisories 

 

There was no significant change in the process of creating vulnerability advisories, but a 

technology upgrade at the team delivering advisories was required. Although the CTI-

team cannot directly influence the service of the CERT, based on new reporting 

requirements, the CERT currently develops a new reporting format for the CTI-service 

which can be used for automatic reporting. 
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6.3.1.1.7. Malware scanning service 

 

As described in section 6.3.1.1.1 the malware upload service is working as expected and 

fulfils its tasks as required. There was no need from either side to improve the service or 

the application. 

 

6.3.1.1.8. Reporting 

 

Reporting is of utmost importance within the CTI-service, as mid-level and higher 

management of the customer primarily assesses the quality of the service based on critical 

service levels (CSLs) included in the daily and monthly reports. Reporting templates, as 

agreed upon delivery of the project needed to be modified several times as the customer 

required different input data. As some data for the reports were taken from IT-systems 

and reporting still was based on human labor, CTI-analysts on MSSP side created a 

dashboard as depicted in 15. Figure: Dashboard for reporting containing all CSLs and 

other key measures which needed to be reported. The solution is based on an open source 

application, Kibana, customized with a licensed authentication module to ensure secure 

access for the customer only. The new reporting dashboard was presented to the 

customer who agreed to switch over to automated reporting based on the dashboard with 

a transition time where both reports are being delivered in parallel. 

 

 

15. Figure: Dashboard for reporting 
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6.3.1.2. Re-evaluation of the InfoSec posture 

 

As already stated earlier, changes in the InfoSec posture of the customer might or might 

not be directly related to the integration a CTI-service at the customer. Based on the 

analysis of the interviews, CTI-services of the MSSP are unquestionably affecting the 

InfoSec posture of the company, but current research is not able to identify exact details 

of this influence and thus, the author will only describe differences which were identified 

during data analysis but not the effects of introducing CTI into security management in 

detail. 

The analysis of the interviews for the second data collection cycle show that in 

comparison to the baseline which described the InfoSec posture of the customer dated 

May 2017, before the introduction of CTI services the InfoSec posture improved according 

to statements from respondents from the level of low-medium to a level of medium-high. 

Respondents stated that although the introduction of CTI was a driving factor for 

improving InfoSec posture, the improvement is not limited to and not primarily driven by 

CTI. A major input of CTI is according to the answers, the availability of more data to 

mitigate cyber threats in a more effective manner, covering InfoSec fields which were not 

covered by the company previously. 

As described in section 6.2, the organizational structure of the customer was also affected 

by the CTI-service, resulting in a new unit for group security and thus, more employees 

assigned to InfoSec tasks which might also have raised the level of InfoSec posture in 

general. 

Based on the interviews, technical difficulties which were listed in the first interviews, 

such as issues with the integration of CTI into existing systems, were only partially 

resolved, but the tendency shows advances, still, integration of CTI into internal systems 

is an ongoing process. Based on that observation, the author claims that technical 

integration of CTI into internal systems is a continuous task, even after delivery of a CTI-

project. 

An important factor to hinder the customer of using CTI, is related to earlier mentioned 

technical issues. The lack of integration of CTI to share knowledge is clearly a factor that 

slows down the process of integration. 

Beyond technical difficulties, there are also other factors which may hinder the use of CTI 

within an organization, especially an organization such like the one of the customer, with 

multiple subsidiaries all across the world. During the interviews, the author was able to 

identify two other major issues, which the customer needs to deal with in order to further 

spread the beneficial effects of using CTI. The first one is caused by legal constraints for 

data protection regarding personal data of employees. The worker’s council which 

represents the employees of the customer at the subsidiaries located in Germany, restricts 

the collection and processing of log data which could be used to identify personal data of 
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employees. The extent of the restriction and its effects are not subject of this thesis but 

certainly offer a research topic for the future. The second issue can be attributed to 

internal processes which is not an exception at a multinational enterprise, slow down the 

integration of new systems and concepts which interfere with existing ones. Multiple 

stakeholders are responsible for their respective fields thus cooperation requires efforts 

and consumes a considerable amount of time. 

In terms of risk management, the respondents did not claim a significant improvement in 

comparison to the first data collection. The risk management strategy is documented, 

periodically updated and risk management is integrated to a medium level into other 

business and security processes. 

In terms of asset management, the maturity level did not change but the medium level 

was confirmed and strengthened by enhanced asset management which is a continuous 

project for the customer. Cybersecurity objectives are backed up by configuration 

baselines and changes to assets are tested before deployment regarding operational and 

cybersecurity impact whenever possible. The attributes registered for assets now include 

information to support cybersecurity objectives as well. 

The maturity level of threat and vulnerability management was significantly improved to 

the previous state as the results show a strong medium maturity level. CTI seems to have 

most significantly have affected threat and vulnerability management. In fact, all 

respondents stated that the visibility of threats is much larger and that vulnerabilities are 

dealt with in a much more effective way than before thus mitigation capabilities have been 

increased significantly. Threat information sources are prioritized and also monitored. 

The impact of cybersecurity patches is evaluated before applying patches and practices 

are documented. Personnel and other resources are available to perform threat and 

vulnerability tasks, although in term of personnel, one respondent stated that the process 

of hiring new staff for InfoSec is still ongoing. 

Another domain, where a significant improvement could be registered was situational 

awareness, where the maturity level improved from a previous low-medium level to a 

medium / medium-high level, according to data analysis of the responses in the second 

data collection cycle. There is no change in the existence of a logging policy for IT and OT 

assets, but the logging requirements are now defined and described for assets which are 

important to the function of the customer. So are alarms configured to aid the 

identification of InfoSec incidents. The practices for logging and monitoring are 

documented and adequate resources to perform these tasks are available. An important 

improvement is the integration of external data sources into ISMS and the integration of 

monitoring to other security and business processes of the company. CTI, as in the 

previous domain, plays an important role in the improvement, since additional data 

sources were integrated into InfoSec systems and enrich the situational awareness of the 

customer to a great extent. 
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The last domain which was inquired in the interviews is information sharing. The InfoSec 

posture of the customer does not show a significant improvement to its previous state of 

May 2017. Information sharing stakeholders are identified and actively involved in 

information exchange, information sharing practices address standard and also 

emergency situations as well. The personnel involved in information sharing has both the 

skills and knowledge to perform its task, which was also stated in the previous interview, 

as personnel is required to participate in a webinar on communication annually. 
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7. Research outcomes 
 

ADR as a research methodology requires the researcher to keep the principles of the three 

levels of generalization in mind when summarizing the outcomes. The author intends to 

adhere this requirement by summing up the experiences, which can be drawn from 

current research, in the following section. 

 

7.1. Generalization of the problem instance in the field of CTI 
 

Based on the CTI-integration project described in current thesis, a general problem in the 

field of CTI seems to be that practical CTI-implementations have not been heavily 

researched and although CTI is an important research area, practitioners need to rely 

solely on theoretical approaches of CTI or need to collect information on theoretical 

advances by ingesting a vast amount of research papers on various aspects of CTI, since 

comprehensive and practice oriented research in not available. Current thesis stresses the 

fact that scientific foundation in the practice of CTI-implementation requires more 

research. 

The lack of comprehensive literature in the field hinders practitioners in supporting their 

projects in a more scientific manner, which is burdened by the fact that time and resource 

problems might also worsen the situation. As (Fagih & Khanfar, 2009, p. 98) highlight 

“most IS organizations are under mounting pressure to deliver systems with fewer 

resources and in a very short development lifecycles”. Although a thorough review of 

pertinent scientific literature would benefit projects, time constraints at merely business-

driven companies seldomly allow project participants to include scientific literature 

research as part of their daily tasks to an extent which would be required. The scientific 

community needs to consider therefore to deliver also more practice-oriented and more 

comprehensive research papers covering a wider range of the field, to deliver theoretical 

knowledge to practitioners. This endeavor would bear multiple positive aspects. On the 

one hand, theoretical research would be given a rather practical goal to satisfy and on the 

other hand, practitioners in the field of InfoSec would probably turn to apprehending 

scientific literature in order prepare for new projects. 

Based on the literature review section of current thesis, it is safe to state, that a 

comprehensive literature review needs to embrace multiple aspects of InfoSec and also 

include research papers from other fields of science if the researched topics are not or are 

only scarcely represented within the own scientific domain. As shown, topics such as 

language processing and protection of personal identifiable data is also coped with in 

other areas of science, making it evident that a comprehensive literature review needs to 

widen its boundaries as it may offer better insights into topics if it incorporates papers 

and synthetizes knowledge also from other fields of science. As current thesis did not 
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include an extended review on a major inhibitor of CTI-implementations, the selection of 

CTI-feeds and providers, a further research opportunity was created which also could 

prove useful for practitioners just like another not elaborated and researched topic in the 

thesis, the correlation between improvement of security posture and the use of CTI. Latter 

research could build a strong case to support the use of CTI and lay foundations for a new 

security management culture. 

 

7.2. Generalization of the solution instance 
 

The literature review has shown that practical projects need to be supported scientifically 

since theoretical findings can be of practical use and can provide essential knowledge to 

preparing InfoSec projects. An example for such a finding is the attitude towards CTI 

among IT-professionals and also on the management level. A respondent in the interview 

for the first data-collection cycle stated, that higher level management and even some of 

the IT-professionals expected the to-be-delivered CTI-project to be a “magic glass ball” 

which would bring imminent results and raise the level of InfoSec maturity. (Shackleford, 

2016, p. 22) points out in the 2016 CTI survey: “there is an enormous amount of confusion 

and discord in the CTI marketplace”. There are multiple standards and formats available 

and the competition in the field of CTI is constantly growing, which results in an undefined 

set of products with diverse sets of functionalities claiming to be CTI-tools. Not 

surprisingly respondents in the interviews for the first data collection cycle expressed 

personnel being confused about CTI to a limited extent. 

Another fact described in related literature (Farnham, 2013; Pace, 2018; Tounsi & Rais, 

2018) is that machine readable data such as IOCs play an important role in the protection 

against cyber threats which fact is described in section 2.4 in more detail. As defined, IOCs 

are commonly dealt with in the field of technical and tactical CTI. One of the challenges 

regarding the integration of CTI was the selection of proper CTI-sources according one of 

the respondents. This challenge was described in the section 2.8 Inhibitors of CTI. As the 

rate of false positives and the timeliness of data is a very important factor for being 

effective in mitigating cyber threats, the practical implementation in current research 

supported the claims of the related scientific literature, backing up the theory that 

scientific advances need to be consulted beforehand in order to avoid possible hindrances 

in realization of the project. 

Despite the fact that scientific literature emphasizes the need for a change in comparison 

to current security management approaches, the author has found that vulnerability 

reports and thus vulnerability management still play a very important role at the 

customer. As described in section 2.2.2, (Muckin & Fitch, 2014) stress the fact that 

multiple gaps do limit the effectiveness of classic security management practices. 

Nevertheless, all respondents expressed that vulnerability advisories are within the most 

important CTI-services. Nonetheless, the service provided by the MSSP places 
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vulnerability management into a new perspective, as vulnerabilities are assessed and 

prioritized by the MSSP and discussed on a daily basis by the IT security advisory board 

of the customer together with CTI-analysts from the MSSP. The role of CTI is stressed by 

the author. CTI is an enabler, supporting other InfoSec measures which is partly in 

accordance with the related literature (Muckin & Fitch, 2014). The author claims that the 

change in approaching security management doesn’t need to be fundamental, 

organizations need to find the proper role for CTI, which also is a great opportunity to 

being researched as the role of CTI within organizations and in more detail within security 

units is not settled yet. 

Regarding the most important CTI services, by answering the question “What CTI services 

do you consider important for improving the state of information security at the 

organization?” all interviewees stated that threat information on possible threat actors 

and trends is very important. Although such information mostly results from operational 

and strategic CTI, which in this project was a scope to a very limited degree only, the 

technical-operational level of CTI already enhanced the situational awareness of the 

customer to a significant extent. Despite a noteworthy enhancement of situational 

awareness, further development of the CTI-service at the customer and the need to 

research implementation of strategic CTI in practice can and needs to be researched 

further as the levels of CTI have not been reached yet. 

In terms of measuring state of InfoSec maturity, the Electricity Subsector Cybersecurity 

Capability Maturity Model was used, which was established by the U.S. Department of 

Energy as a part of the Cybersecurity Capability Maturity Model (C2M2) Program. The 

model is a framework to be used at organizations being active in the electricity sector. “ 

The ES-C2M2 provides a mechanism that helps organizations evaluate, prioritize, and 

improve cybersecurity capabilities.”2. In the case of current study, the use of this model 

was a proper choice as for the customer being an electricity distributor. For other 

organizations, several other frameworks are available to measure the maturity of 

cybersecurity. The use of such a framework, even if only to support the development of 

internal tools is advised, since these are based on industrial best practices and are proven 

to measure the InfoSec posture objectively. The author needs to point out that an initial 

self-assessment and following re-assessments of the InfoSec posture are the foundation 

for effective cybersecurity at any organization. Further, the assessment of existing 

capabilities enables organizations to set a route for enhancing their InfoSec posture and 

be able to select services and products which are needed in order to achieve an 

improvement. 

 

 

                                                        
2 https://www.energy.gov/ceser/activities/cybersecurity-critical-energy-infrastructure/energy-sector-
cybersecurity-0-1 
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7.3. Derivation of design principles – best practices 
 

As current thesis intends – among others - to give guidelines for practitioners, 

respondents in the interviews were questioned about prerequisites for the CTI-

implementation. The result of the data analysis undoubtedly put the existence of a 

configuration management database (CMDB), an inventory of assets in the first place as a 

prerequisite for CTI-implementations. The very knowledge of existing assets represents 

a deep foundation and a basic requirement of being capable to defend the organization 

and its assets against cyber threats. As described in section 2.2, IT-systems have grown to 

a previously unknown complexity and offer a much broader attack surface, thus the 

factual knowledge of assets is a requirement claimed by the scientific community and 

supported by practice. Therefore, the existence of a CMDB is essential not only for InfoSec 

management but also for implementing CTI. The interviews have shown that a large 

organization may struggle with data quality of the CMDB as the different subsidiaries use 

very different asset databases and the requirements towards asset DBs are also 

heterogeneous, which requires asset management professionals and higher management 

to dedicate resources to raise the data quality of the CMDB. The MSSP on the other hand, 

is required to be able to deliver a successful CTI-project, to set the existence of a CMDB as 

a requirement and check the quality of the CMDB. High quality CTI analysis and 

continuous assessment of threats is not possible without having access to proper 

information on available assets of the customer. 

System integration is another factor which needs to be taken into consideration when 

planning CTI-implementation. Technical integration into a SIEM-system might technically 

be challenging but is only a matter of efforts and resources which the customer is willing 

to sacrifice for the success of the project. Financial aspects might affect the project 

outcome but a more important are procedural and policy related issues which actually 

might turn out as real burdens that need do dealt with in advance. Organizations need to 

consider data; data sources and systems being affected as well as probable interference 

with existing systems.  

As shown, data access might be restricted by legal factors or internal regulations which 

issues need to be identified in advanced. A further problem with system integration is 

related to diversity of systems at multiple subsidiaries. The organic growth of IT-systems 

and InfoSec management results in different standards and a mixture of infrastructures. 

As a best practice the author suggests setting priorities for the systems and environments 

to be involved and be scope of a CTI-service. It is important to stress the fact that a 

transition time be defined for further environment to get involved. The transition period 

will allow the customer to prepare further systems to be integrated and make necessary 

procedural changes. Selecting highly critical systems at first will give both the MSSP and 

the customer the possibility to get accustomed to the other party. 
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The confusion about CTI has been described in section 7.2. It is of utmost importance to 

stress the fact, that confusion is an existing problem, thus CTI-services need to be defined 

and explained. Service providers need to set up a proper descriptions in their portfolio in 

order to avoid possible confusion about CTI-services. On the customer side, InfoSec 

professionals need to assess their InfoSec posture by using an existing maturity 

framework so as to find weak spots which need to be improved and select a service 

provider which offers or might develop required services. As CTI is still a developing field, 

InfoSec professionals need to bear in mind, that situational awareness, threat assessment 

and management are the main goal of CTI. Cyber threat intelligence is an enabler of better 

InfoSec management creating the capability to mitigate threats in a more effective and 

efficient way by focusing on the threat landscape and threats which might evolve into 

cybersecurity incidents at the organization affected. 

 

7.4. Research limitations and future research 
 

Limitations for current research and thus the thesis are mainly rooted in the environment 

which the research topic is taken from. A multinational corporate environment might act 

as an enabler of scientific research but also constitutes constraints like choosing the 

research topic or setting the perimeters for the research. In the case of current thesis, the 

choice of a research topic was given as the author is an employee of a multinational MSSP 

and currently works as a CTI-analyst and InfoSec consultant. Primary drivers for the MSSP 

in supporting the thesis lie in the hope that the scientific work of the author might result 

in improvement of own processes and possibly finding new opportunities by asking 

previously unasked questions and exploring new leads for business. As the thesis is based 

on a practical research involving the author’s employer and a customer, technical limits 

were also set, like the choice of the threat intelligence platform, which was, in the case of 

this CTI-project, using MISP. The choice was made during the project and made by higher 

management, based on industrial best practices. A comparison of various TIPs didn’t need 

to be elucidated in the thesis due to this limitation. 

As for the literature review, the author acknowledges the fact, that there might be pieces 

of relevant literature which were left out, but mostly due the lack of access to further 

scientific outlets. Data collection and analysis were also limited. Though employees of the 

customer declared willingness to participate in the interviews, only a limited number of 

interviews were made, fortunately not limiting the coverage of data, as the interviewees 

were all present during project delivery. Nevertheless, a larger group of interviewees 

might have delivered a greater data sample to explore the impact of CTI to the security 

posture of the customer to a much larger extent. 

As for future research options, the author has shown that CTI is still a field in InfoSec to 

be explored in theory and also in practical researches. The following section shall deliver 

some future research options which were raised in the course of the thesis. 
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Generally speaking, practical CTI-implementations are scarcely described in scientific 

papers. Despite the fact that various MSSPs offer CTI services, descriptions and case 

studies of existing implementations are still to be presented to the scientific community 

as advances and drawbacks in practice can inspire theoretical research. 

A more specific research topic is the field of open source and paid CTI-sources. Both have 

advantages and disadvantages and the decision to choose any of them is mostly based on 

financial reasons, not taking the maturity level of InfoSec posture into account. Choosing 

paid services at a very mature organization might turn out financially inefficient and vice 

versa. The effects of choosing paid or open source sources need unquestionably 

exploration. 

Assessment of InfoSec posture maturity is a topic to be described in many research papers 

to prepare practitioners for their daily duty. Nevertheless, it is an existing and well 

researched topic. The effects of implementing a CTI-program on the other hand, remains 

a field in InfoSec which needs scientific research in order to show its use and worth. Large 

organizations might lack the flexibility to make changes in a short period of time, but a 

longer lasting research might show effects which only can be expected for the time being. 

Another aspect of InfoSec maturity is the maturity of the CTI-program itself. A CTI-

program delivering operational CTI to internal or external customers might be well 

defined yet not fully mature as some aspects of CTI are not covered yet. Different levels of 

CTI are represented in different organization. The topic of exploring different levels of CTI 

in large organizations could show the distribution of CTI levels and also highlight which 

organizations are more likely to introduce services with higher added value. 

Last but not least, several surveys have already shown that the organizational placement 

of CTI and its related functions is not defined yet. A future research topic might intend to 

show advantages and disadvantages of different placements to enable higher 

management to make proper decisions on the number, function and placement of CTI. 

 

7.5. Conclusions 
 

Current thesis is a documentative approach to an underrepresented research field in 

information security, the field of CTI and its implementation into information security 

management. Research of practical implementations are scarce in general, of which the 

field of CTI is not an exception. The author has provided the reader with an extensive and 

comprehensive literature review of current scientific literature, thus introduced the field 

of CTI to the reader, represented the various functions and levels of CTI in order to create 

an overview of the field. The chosen scientific method, which was used to document the 

CTI-project, required the author to follow certain pre-defined steps within the research 

methodology. These steps resulted in a set of generalizations which can be used in further 
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projects and researches. Practitioners will most probably be pleased by the fact that the 

author tried to bear practical applicability in mind. 

The first research question: In what terms can the security posture of an organization 

be improved by using CTI? can be answered by looking into the improvements of 

security posture of the customer. 

The author has found that there is an improvement of the maturity level of InfoSec posture 

which can be related to the implementation of the CTI-project. A general statement to 

which extent implementing CTI into InfoSec management does affect the maturity level of 

InfoSec posture, cannot be given, as the data collection did not intend to exactly assess the 

maturity level of InfoSec posture in first place, but rather to show a trend to improvement. 

The author was not able to show the quantifiable connection between the implementation 

of the CTI-project and the improvement in the maturity of the general information 

security posture of customer. Nevertheless, two domains in the ES-C2M2 model 

experienced improvement in the time interval covered by the research. Threat and 

vulnerability management and situational awareness are the domains, which were 

significantly enhanced in comparison to the baseline set in section 5.1.  

The maturity level of threat and vulnerability management was significantly raised 

compared to the previous state, as the results have shown a strong medium maturity level. 

The research has revealed that CTI has significantly affected threat and vulnerability 

management, which claim was also supported by all respondents when they stated that 

the visibility of threats has gown and that vulnerabilities are dealt with in a much more 

effective way than before. 

Situational awareness is the other domain, where the maturity level advanced to a 

medium / medium-high level. An important progress is the integration of external data 

sources into ISMS and the integration of monitoring to other security and business 

processes of the company. As shown, CTI plays an important role in the enhancement of 

the maturity level, as further data sources could be integrated into InfoSec systems and 

lead to enriching the situational awareness of the customer to a great degree. 

The second research question: What are the prerequisites for a successful CTI-

integration? wasn’t any easier to answer. Prerequisites for a CTI-project can be thought 

of in various kinds. 

The research has displayed that the existence of an asset register in the form of a 

configuration management database (CMDB) was put in the first place as a prerequisite 

for CTI-implementations. Section 2.2 described that IT-systems are developing constantly 

to an unknown complexity and offer more attack surface than before. The knowledge of 

its assets might be expected from a corporation, but the existence of organically growing 

homogeneous systems creates a difficulty in maintaining an asset inventory which is a 

reason to set the existence and high quality of the CMDB as a requirement. 
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Another critical factor and prerequisite are information about systems which will be 

involved in and affected by the CTI-implementation. Integration of system of various 

origin is technically challenging and needs to be prepared for which the knowledge of 

affected systems is elementary. Another factor needs also to be considered for CTI-

implementations, as system integration covers more than only the field of technical 

integration. Organizations build their competitive advantage on the existence of data; 

therefore, data assets, data sources and systems being affected in data transfer and 

information sharing are essential prerequisites as well, thus need to be discovered and 

specified. 

Current thesis is - according to the knowledge of the author - unique as it has contributed 

to the body of knowledge with a comprehensive literature review, some practical insight 

of a CTI-project and has shown some of the prerequisites a practitioner needs to study 

before planning a new CTI-project. Possible difficulties of the CTI-project have also been 

presented, so that such difficulties can be avoided or at least counted in. Beyond the 

practical approach the scientific community was enriched by a reflection on their 

respective works and the importance of scientific research has been proven for practical 

projects as well. Further, new research options have also been offered to the scientific 

community. 
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Appendices 



Interview protocol 1 
 

1. General questions 

 

1.1. Can you describe the state of ISMS (before CTI-implementation)? 

1.2. What improvement did you expect from implementing the threat management 

service? 

1.3. Was there any confusion about CTI among the security personnel when 

implementing threat management into security management? 

1.4. Were there any legal factors to be considered when planning the CTI-service? (e.g. 

TLP, licensing, access to classified information from third parties, access to 

personal information via the service, etc.…) 

1.5. What technical challenges needed to be considered when planning the threat 

management implementation? (e.g. integration from different systems, complex 

network infrastructure, etc.) 

1.6. What CTI services do you consider important for improving the state of 

information security at the organization? (e.g. vulnerability advisories, IOC feeds, 

etc.…) 

1.7. What prerequisites are to be delivered before the introduction of a CTI-service? 

(e.g. risk-assessment of assets, CMDB, policies etc.…) 

1.8. Which organizational units will deal with the outputs of the threat management 

service? How will higher management benefit from threat management? 

1.9. Is the state of information security being assessed at your company? 

1.10. How does your company measure the state of information security? Are 

there any formal KPIs? 

1.11. What is the maturity level of security posture of your company in your 

opinion? Please mark your answer on the following scale: 

Low / Medium / High 

1.12. What units do cope with information security at your organization? What 

are their roles and responsibilities? 
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2. Questions regarding risk management 

 

2.1. Is there a documented cybersecurity risk management strategy at your 

company? 

2.2. Does your cybersecurity risk management strategy categorize risks? 

2.3. Does your company have a risk assessment for its information assets? 

2.4. Are the identified risks documented and monitored? 

2.5. Is risk management integrated into other security and business processes? If 

so, can you mark your answer on following scale? Level of integration: 

low / medium / high 

 

3. Questions regarding asset management 

 

3.1. Does your company have an inventory for its IT and OT assets? 

3.2. Are your information assets listed and assessed? 

3.3. Are the inventoried assets prioritized? 

3.4. Does your company regularly update its asset database? 

3.5. Is asset management integrated into other security and business processes? If 

so, can you mark your answer on following scale? Level of integration: 

low / medium / high 

4. Questions regarding threat and vulnerability management 

 

4.1. Does your company monitor cybersecurity vulnerability sources on a regular 

basis? 

4.2. Do you assess cybersecurity vulnerabilities according to the role of the 

affected device? 

4.3. Does your company address cybersecurity vulnerabilities? 

4.4. Does your company organize cybersecurity vulnerability assessments 

regularly? 

4.5. Does your company check compliance requirements in IT-systems? 

4.6. Does your company deal with cybersecurity threats other than 

vulnerabilities? If so, what are these? 

4.7. Is vulnerability management integrated into other security and business 

processes? If so, can you mark your answer on following scale? Level of 

integration: 

low / medium / high 
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5. Questions regarding situational awareness 

 

5.1. Does your company have a logging policy? 

5.2. Is the function of critical assets logged? 

5.3. Are logging requirements defined according to asset criticality? 

5.4. Are IT- and OT environments monitored for anomalies? 

5.5. Does your company define monitoring requirements for IT- and OT assets? 

5.6. Is monitoring data aggregated to provide a better picture of operation? 

5.7. Does your company use external data sources to enhance operational 

security? 

5.8. Are external data sources integrated into the ISMS of your company? If so, can 

you mark your answer on following scale? Level of integration: 

5.8.1. low / medium / high 

5.9. Are monitoring activities integrated with other security and business 

processes? If so, can you mark your answer on following scale? Level of 

integration: 

low / medium / high 

 

6. Questions regarding information sharing 

 

6.1. Does your company collect cybersecurity related information in a systematic 

order? 

6.2. Does your company share cybersecurity information internally? If so, can you 

describe the way of information sharing (e.g. policies, communication 

channels) and the recipients of information? 

6.3. Does your company share cybersecurity information with external parties? If 

so, can you describe the way of information sharing (e.g. policies, 

communication channels) and the recipients of information? 

6.4. Does your company classify cybersecurity related information? If so, can you 

describe the methods used for classification? 

6.5. Are roles and responsibilities for information sharing set at your company? If 

so, can you describe the regulations? 
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Interview protocol 2 
 

1. General questions 

 

1.1. Can you describe the current state of ISMS at your company? Is there any change 

between the current state and the state before integration of CTI? 

1.2. What is the maturity level of security posture of your company in your opinion? 

Please mark your answer on the following scale: 

1.3. Low / Medium / High 

1.4 Did you experience an improvement of InfoSec posture since implementing the 

threat management service? If so, can you describe it? 

1.5 Is the improvement of InfoSec posture related to the implementation of CTI? If so, 

in what terms? 

1.6 Did the implementation of the CTI-service create the need for new policies and 

procedures? 

1.7 Were there any organizational changes in InfoSec organizations since the 

implementation of CTI? If so, can you describe these? Are these related to the CTI-

implementation? 

1.8 Could the technical challenges listed by you in the previous interview be solved? 

If so, to what extent? Fully or only partially? 

1.9 Does higher management rely on information resulting from CTI-service? 

1.10 Can you identify inhibitors for using CTI within the organization? 

 

2. Questions regarding risk management 

 

2.1 Are organizational risk criteria defined and available? 

2.2 Is the risk management strategy periodically updated? 

2.3 Is risk analysis is informed by network (IT and/or OT) architecture? 

2.4 Is a risk register (a structured repository of identified risks) used to support risk 

management activities? 

2.5 Is risk management integrated into other security and business processes?  

If so, can you mark your answer on following scale?  

Level of integration: low / medium / high 
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3. Questions regarding asset management 

 

3.1 Do inventory attributes include information to support the cybersecurity strategy 

(e.g., location, asset owner, applicable security requirements, service dependencies, 

service level agreements, and conformance of assets to relevant industry standards) ? 

3.2 Does the design of configuration baselines include cybersecurity objectives? 

3.3 Are changes to assets tested prior to being deployed, whenever possible? 

3.4 Are changes to assets tested for cybersecurity impact prior to being deployed? 

3.5 Is asset management integrated into other security and business processes? If so, 

can you mark your answer on following scale? Level of integration: low / medium / high 

 

4. Questions regarding threat and vulnerability management 

 

4.1 Are threat information sources that address all components of the threat profile 

prioritized and monitored? 

4.2 Is operational impact to the function evaluated prior to deploying cybersecurity 

patches? 

4.3 Are documented practices followed for threat and vulnerability management 

activities? 

4.4 Are adequate resources (people, funding, and tools) provided to support threat 

and vulnerability management activities? 

4.5 Are documented practices followed for threat and vulnerability management 

activities? 

4.6 Does the personnel performing threat and vulnerability management activities 

have the skills and knowledge needed to perform their assigned responsibilities? 

4.7 Is vulnerability management integrated into other security and business 

processes? If so, can you mark your answer on following scale?  

Level of integration: low / medium / high 
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5. Questions regarding situational awareness 

 

5.1 Does your company have a logging policy for IT and OT assets? 

5.2 Have logging requirements been defined for all assets important to the function 

(e.g., scope of activity and coverage of assets, cybersecurity requirements 

[confidentiality, integrity, availability]) 

5.3 Are alarms and alerts configured to aid in the identification of cybersecurity 

events 

5.4 Have indicators of anomalous activity have been defined and are those monitored 

across the operational environment? 

5.5 Is information from across the organization available to enhance the common 

operating picture 

5.6 Are documented practices followed for logging, monitoring, and COP activities 

5.7 Are adequate resources (people, funding, and tools) provided to support logging, 

monitoring, and COP activities 

5.8 Are external data sources integrated into the ISMS of your company? If so, can 

you mark your answer on following scale? Level of integration: low / medium / high 

5.9 Are monitoring activities integrated with other security and business processes? 

If so, can you mark your answer on following scale? 

Level of integration: low / medium / high 

 

6. Questions regarding information sharing 

 

6.1 Are information-sharing stakeholders identified based on their relevance to the 

continued operation of the function (e.g., connected utilities, vendors, sector 

organizations, regulators, internal entities)? 

6.2 Is information collected from and provided to identified information-sharing 

stakeholders? 

6.3 Do information-sharing practices address both standard operations and 

emergency operations? 

6.4 Are documented practices followed for information-sharing activities? 
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6.5 Does the personnel performing information-sharing activities have the skills and 

knowledge needed to perform their assigned responsibilities? 


