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Abstract 

The General Data Protection Regulation (GDPR) introduced new guidelines regarding the privacy 

risk assessments that should be conducted in organizations. The purpose of assessment, Data 

Protection Impact Assessment (DPIA), described in the GDPR is to determine the impact the 

identified risks could have on the privacy of the data subjects. There are many risk assessment 

frameworks available nowadays and also a number of guides regarding the DPIA process have 

been written since the implementation of the new data protection regulation, but no standardized 

framework has been made available. The aim of this thesis is to analyze how different risk 

assessment frameworks (OCTAVE Allegro, ISO, NIST) can help to conduct DPIAs and identify 

a methodology and guidelines which helps and organization to perform effective DPIA on 

processing activities which involve personal data. The outcome of the thesis is a framework 

adapted for the DPIA process. 

Keywords: Information Security, Risk Assessment, Security Framework, Data Protection, GDPR 
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1. Introduction 

 

This thesis addresses the field of data protection, with a focus on which implications the General 

Data Protection Regulation (GDPR) has on organizations which are processing personal data of 

European citizens. 

The European Union’s General Data Protection Regulation (GDPR) is a common set of guidelines 

to control and protect Personally Identifiable Information (PII) and it brings significant changes to 

how companies and organizations should manage and process personal data, the privacy risk 

assessments they conduct, and the privacy compliance programs they develop in order to mitigate 

the identified risks to the privacy of the data subjects. 

The GDPR replaced Directive 95/46/EC (the Directive) and is applied starting 25th of May 2018. 

Failure to comply with the GDPR may result in fines of up to 4% global turnover or maximum € 

20 million. This invokes significant changes to how companies should manage and process the 

personal data. This thesis will focus on analyzing different risk assessment methodologies in order 

to develop an effective impact assessment for personal data in companies and organizations. 

The GDPR has introduced challenges in terms of data processing, security, privacy and breach 

notification. Therefore, substantial planning is needed to ensure compliance. Further, the GDPR 

embraces concepts like data protection, privacy by design, privacy and data protection impact 

assessments, but without detailing how it can or should be conducted and applied. There is no 

standard way of applying the General Data Protection Regulation, there are just guidelines on how 

to protect the EU citizens concerning privacy and from data breaches. 

1.1 Context 

Among the many changes that have been proposed by the GDPR, there are some new guidelines 

regarding the privacy risk assessments that should be conducted in organizations. The purpose of 

this kind of risk assessments is to determine the impact the identified risks could have on the 

privacy of the data subjects. The Privacy Impact Assessments (PIA) and Data Protection Impact 

Assessments (DPIA) are names of risk and impact assessments that also analyze the potential 

impact that risks and high risks could have on the rights and freedoms of data subjects. 
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It is important to understand that failure to secure data, which may represent a risk for an 

organization, can result in severe losses and that the more accurate a risk assessment is done 

translates in a better management of that data [13].  

In the case of GDPR, the data which represents a risk to organizations is the personal data they 

manage and process - and a failure to secure it may end up in huge fines.  

Risk assessment is the process of identifying risks, conducting risk analysis to determine the 

likelihood and impact of the risks, quantifying the risks by determining risk scores, and 

appropriating necessary mitigation strategies. 

There are different frameworks for assessing security risks, and the most popular are the ones from 

OCTAVE, NIST and ISO (these are further outlined in section 3). These frameworks provide 

guidelines for assessing the risk in an organization by performing three important steps: risk 

analysis, risk evaluation and business impact assessment. 

These risk assessment methodologies, when trying to use them to analyze the compliance of 

privacy in organizations with GDPR, may reveal some limitations. The limitations can be 

embodied in the sense that they may not be able identify some aspects or risks that personal data 

is subject to, and of course, the risk assessment frameworks are limited in the way that they are 

not able to also analyze what and how the rights and freedoms of the individuals are being affected 

[14].  

DPIA, according to Article 35 of the GDPR, is mandatory and must be carried out in an 

organization in cases where the processing of personal data represents a high risk to the right and 

freedoms of a natural person. Thus, “where a type of processing in particular using new 

technologies, and taking into account the nature, scope, context and purposes of the processing, is 

likely to result in a high risk to the rights and freedoms of natural persons, the controller shall, 

prior to the processing, carry out an assessment of the impact of the envisaged processing 

operations on the protection of personal data. A single assessment may address a set of similar 

processing operations that present similar high risks.” [17]. 

Article 35 of the GDPR also dictates that measures must be taken to address the risks in order to 

protect the personal data.  
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GDPR further outlines the situations in which a DPIA is mandatory: if the organization is 

processing large scale of special categories of data or personal data related to criminal convictions. 

Some examples of processes that must be subject to DPIA are social media profiling, video 

surveillance, biometric authentication, public health, etc. It is expected from companies that they 

analyze the results of DPIAs and build an effective response to the risk that may be revealed, by 

implementing technical controls. For instance, encryption, pseudonymization, and anonymization 

of personal data are technical controls specified in GDPR. 

1.2 Aim of Study and Research Question 

The aim of this thesis is to analyze how different risk assessment frameworks (OCTAVE Allegro, 

ISO, NIST) can help to conduct DPIAs and identify a methodology and guidelines which helps 

and organization to perform effective DPIA on processing activities which involve personal 

data.  

Nowadays, DPIA must become a core part of the operating procedure and be a well planned and 

structured process.  

The research question is: How to conduct effective Data Protection Impact Assessments (DPIA) 

using methodologies for privacy risk assessment? 

1.3 Expected Contribution 

The aim of the thesis is to explore how different methodologies for risk assessment can be used to 

conduct DPIA by evaluating their effectiveness and reusability in assessing the personal data 

processing in companies.  

The outcome of the thesis may promote the benefits of using a certain methodology in practice. 

The intent of this thesis is to explore if and what risk methodology better helps companies to 

perform Data Protection Impact Assessments (DPIAs).  

The scope of thesis is to ease the application of GDPR in companies by improving the DPIA 

process. 
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1.4 Delimitations 

There are hundreds of risk assessment approaches existing at this time [16], but this thesis performs 

an analysis only of the most popular ones. The study is limited to include three of the most 

commonly used risk assessment methods:  

 OCTAVE (Operationally Critical Threat, Asset, and Vulnerability Evaluation) Allegro 

 ISO/IEC 27005:2011  - Information Security Risk Management (ISO27005) and 

 NIST 800-30.  

However, in the suggestions for future development, references to other risk assessment methods 

can also be found in order to expand an existing framework and adapt it to GDPR. 

1.5 Structure 

The remainder of the thesis is organized as follows: Chapter 2 provides a background information 

on work related to the topic of this thesis, GDPR and risk assessment methodologies. Further, in 

Chapter 3, the frameworks for risk assessment chosen for this thesis are described. In Chapter 4, 

the research approach used to develop a DPIA framework is outlined. In addition, the results are 

presented and analyzed in Chapter 5. Lastly, I discuss the results, the research approach, 

limitations, propose future work and conclude the thesis in Chapter 6. 
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2. Related work 

 

This section presents the necessary background information and terminology used in this paper for 

the reader to be able to follow and a summary of concepts use in information security risk 

assessments.  

Risk is considered to be the product of the probability of occurrence of an event and the associated 

consequences for an organization [17]. 

Risk ”must be identified, evaluated, analyzed, treated and reported” and failure in identifying the 

risks inside an organization leaves it open ”to unforeseen consequences that might result in severe 

damage for the business” [18]. Standards, best practices and frameworks have been developed in 

order to address the risks identified inside an organization. For instance, Al-Ahmad et al. [19] 

stresses the importance of adopting these standards to perform information security risk 

assessments and identify security measures for addressing the risks during the information security 

risk management process. 

An information security risk management (ISRM) is the practice of continuously identifying, 

reviewing, treating, and monitoring risks to achieve risk acceptance [17]. Risk management 

methods allow an organization to implement a program to maximize their opportunities and to 

control the impact of potential threats and is based on a sequence of activities [20] such as: 

 Identification of threats and vulnerabilities impacting the organization's IT assets 

 Risk assessment 

 Risk mitigation planning 

 Risk mitigation implementation 

 Evaluation of the mitigation's effectiveness 
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Figure 1 - Typical Risk Management Process, Based on ISO 31000 

Information security risk assessment (ISRA) process consists of the risk analysis and risk 

evaluation phases, where ”risk analysis is the systematic use of information to identify sources to 

estimate the risk” [21]. Further, ”risk evaluation is the process of comparing the estimated risk 

against given risk criteria to determine the significance of the risk” [21]. Thus, risk treatment is a 

method of addressing a risk which is considered unacceptable for an organization. 

Wangen et al. [17] defined the term Core Unified Risk Framework (CURF) as an approach to 

compare different risk assessment methods. The paper [17] ”A framework for estimating 

information security risk assessment method completeness, Core Unified Risk Framework, 

CURF” includes an extended comparison between nine information security risk assessment 

methods, all of which address information security risk. Between the selected ISRA methods 

compared in CURF, are also the risk assessment framework subject to this thesis: OCTAVE 

(Operationally Critical Threat, Asset, and Vulnerability Evaluation) Allegro, ISO/IEC 27005:2011 

and NIST 800-30. 

In the context of GDPR the challenge of the risk assessment is to determine what are the risks and 

harms to an individual and the likelihood and severity of the harm [22] and ”privacy risk equals 

the probability that a data processing activity will result in an impact, threat to or loss of (in varying 

degrees of severity) a valued outcome (e.g. rights and freedoms)” [22]. The risks to the rights and 
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freedoms of individuals of “varying likelihood and severity” may result from personal data 

processing which could lead to “physical, material or non-material damage” (GDPR - Recital 75). 

GDPR also introduces the notion of ”high risk”. Each risk can become a high risk, depending on 

the “likelihood and severity” of the risks as determined in a risk assessment process by reference 

to the nature, scope, context and purpose of processing. [22] Examples of high risk situations 

would be the processing of sensitive personal data: criminal convictions, religious beliefs, etc.; 

profiling or automatic processing of personal data. [30] 

Regarding the GDPR, two assessment types are mentioned: 

 Privacy Impact Assessment (PIA) 

 Data Protection Impact Assessment (DPIA) 

The difference between the two types is that DPIA is associated with the term of high risk. 

Beginning with 25th of May 2018, the start date for implementing the new data protection 

regulation, all the organizations are required to conduct risk assessments as part of DPIAs for high-

risk processing. [30] 

According to the “Methodology for Privacy Risk Management” the personal data have to be 

distinguished from other information within information systems and it is important to have an  

analytical  approach  for improving  the  management  of  processing  of  personal  data,  especially  

for those with high risks [2]. CNIL [28] presents a privacy risk assessment approach that consists 

of identifying the context of the processing of personal data, the possible threats and risks involved 

and the appropriate measures to treat them. Another important piece of work on the topic of privacy 

assessment is “A privacy impact assessment framework for data protection and privacy rights” 

where Wright and Wadhwa [27] provide an overview of privacy impact assessment on different 

countries and  highlight the needs  and  challenges  of  the  free  circulation  of  information based  

on  the  protection  of  the  individual's  right  to  privacy,  reinforcing  children's  privacy, risks 

posed by the Internet, surveillance,  awareness of data protection and privacy risks, and use of 

privacy enhancing technologies [11].  The need of an optimized PIA is raised and the need for a 

structured process that can benefit the European organizations. 
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Also the need of a standardized framework for data management is analyzed in the paper “Personal 

Data Management: An Abstract Personal Data Lifecycle Model” [29]. According to the authors 

this kind of framework will facilitate the identification of potentially harmful data-processing 

activities and offer an overview on the existing risks on the personal data. 
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3. Theory 

 

This section presents an overview of the three most popular standards (see further below) for 

information security risk assessments (ISRA).  

 

Other standards would be: 

 

 COBIT - Control Objectives for Information and related Technology 

 CRAMM - CCTA Risk Analysis and Management Method 

 FAIR - Factor analysis of information risk 

 NSMROS - Norwegian National Security Authority Risk and Vulnerability Assessment 

 CORAS 

 

This thesis is not intended to provide an analysis of all existing standards, as I mentioned before, 

just a subset of the existing standards are treated in this paper. 

 

 

3.1 ISO/IEC 27005 

ISO/IEC 27005 [24] is the risk analysis standard for the ISO 27000-series. The ISO/IEC 27000 

standards are intended to help organizations keep information assets secure. The standard provides 

guidelines for information security risk management. This standard can be used by any kind of 

organization who wishes to manage risks in order to avoid compromising the organization’s 

information security. 

The most well-known standard of the ISO 27000 series is the ISO/IEC 27001, the standard for 

information security management system (ISMS). It was designed to provide requirements for the 

implementation of information security based on a risk management approach [24].   

The information security risk management process in ISO 27005 includes the following steps: 

 Context establishment 

 Risk assessment 

 Risk treatment 

 Risk acceptance 



 
17 

 

 Risk communication 

 Risk monitoring and review 

 

Figure 2 - 27005 process overview [15] 

 

Figure 2 explains how the process steps are interconnected and interact with each other. This 

process can be iterative for risk assessment and/or measures to address the identified risks. Each 
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iteration of the information security risk management process increases the depth and detail of the 

assessment [24]. 

In the context establishment phase information about the organization is gathered. Here, it is 

defined how the risk assessment approach is embodied: risk evaluation criteria, impact criteria, 

risk acceptance criteria, the scope and boundaries of the information security risk management. 

Annex A of the standard offers guidance on how to define the scope and boundaries of the 

information security risk management process. 

The risk assessment identifies the risks and prioritizes them against the risk evaluation criteria 

and objectives defined in the previous phase. This phase includes: 

 Risk analysis which comprises: 

o Risk identification (Identification of assets, Identification of threats, Identification 

of existing controls, Identification of vulnerabilities, Identification of 

consequences) 

o Risk estimation (Risk estimation methodologies, Assessment of consequences, 

Assessment of incident likelihood, Level of risk estimation) 

 Risk evaluation 

Annex B, C, D and E of the ISO/IEC 27005 document have examples of assets, threats, 

vulnerabilities and Information security risk assessment approaches. 

The purpose of the risk treatment step is to define controls which will retain, avoid, or transfer 

the identified risks. The options for the risk treatment plan are: risk reduction, risk retention, risk 

avoidance and risk transfer. Risk acceptance ensures residual risks are explicitly accepted by the 

managers of the organization.[15] 

Risk monitoring and review ensures that risks and their factors (i.e. value of assets, impacts, 

threats, vulnerabilities, likelihood of occurrence) are monitored and reviewed to identify any 

changes in the context of the organization at an early stage, and to maintain an overview of the 

complete risk picture.  

Risk communication is carried out for collecting risk information, sharing the results from the 

risk assessment and present the risk treatment plan, obtaining new information security knowledge, 
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improving awareness, basically al the communication needed to achieve agreement on how to 

manage risks by exchanging and/or sharing information about risk between the decision-makers 

and other stakeholders.[15] 

The purpose of the standard is to gather enough information in order to be able to define actions 

required to lower the risk to an acceptable level.  

 

3.2 Octave Allegro 

Octave Allegro is the next generation of the Operationally Critical Threat, Asset, and Vulnerability 

Evaluation (OCTAVE) methodology for identifying and evaluating information security risks.  

The OCTAVE risk assessment process is optimized to deliver efficient result with limited 

resources. It is best suited for smaller or mid-sized organizations. 

This methodology focuses primarily on information assets in the context of how they are used, 

where they are stored, transported, and processed, and how they are exposed to threats, 

vulnerabilities, and disruptions as a result [26]. It is recommended to conduct the assessment 

through workshops with the employees relevant to the business processes. Carralli et al. [26] 

provides guidance, worksheets, and questionnaires in their technical report Introducing OCTAVE 

Allegro: Improving the Information Security Risk Assessment Process. 

Below are the steps of the OCTAVE Allegro methodology: 
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Figure 3 - OCTAVE Allegro Roadmap [20] 

 

The steps illustrated in Figure 2 are divided in four main activity areas: 

Establish drivers – here is defined a set of qualitative criteria for evaluating the effects risks have 

on an organization and also a list of business areas which are critical and the impact could be 

significant. 

Profile assets – this step revolves around the identification of assets inside the company and 

development of profiles of each asset. The assets are stored in containers, where they are also 

transported and being processed. The identification of all the containers and risks must be done, 

any risk on a container it is automatically inherited by the assets it contains. 

Identify threats – a list of possible threats to the organization is created. The areas of concern are 

real-world scenarios. These scenarios will be then be further detailed and all the properties of a 

threat will be analyzed. 
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Threat trees will be created at this step: 

Threat Tree Definition Definition 

Human actors using 

technical 

The threats in this category represent threats to the 

information asset via the organization’s technical 

infrastructure or by direct access to a container technical 

asset) that hosts an information asset. They require direct 

action by a person and can be deliberate or accidental in 

nature. 

Human actors using 

physical access 

The threats in this category represent threats to the 

information asset that result from physical access to the 

asset or a container that hosts an information asset. They 

require direct action by a person and can be deliberate or 

accidental in nature. 

Table 1 - Description of Threat Tree [26] 

 

Identify and mitigate risks - is the final area of the risk assessment where risks are identified, 

analyzed, prioritized and a mitigation plan is developed. 

3.3 NIST 800-30 

NIST 800-30 is a standard developed by the National Institute of Standards and Technology, 

USA. It provides guidance in conducting risk especially for IT systems, identifying specific risk 

factors, ongoing monitoring and identification of risk level changes [25]. 

The NIST 800-30 risk assessment processed includes four steps and each step is divided into 

tasks. 
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Figure 4 - Risk Assessment Process [15] 

Step 1: Prepare for the assessment 

Tasks: 

1. Identify the purpose of the risk assessment 

2. Identify the scope of the risk assessment 

3. Identify assumptions and constrains for conducting the risk assessment 

4. Identify the sources of descriptive, threat, vulnerability, and impact information to be 

used in the risk assessment. 

5. Identify the risk model and analytic approach to be used in the risk assessment. 

Step 2: Conducting the risk assessment 

Task: 

1. Identify threat sources 
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2. Identify threat events 

3. Identify vulnerabilities and predisposing conditions 

4. Determine likelihood 

5. Determine impact 

6. Determine risk 

Step 3: Communication results 

Tasks: 

1. Communicate risk assessment results 

2. Share risk-related information 

Step 4: Maintaining the risk assessment 

Tasks: 

1. Monitor risk factors 

2. Update risk assessment 
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4. Research Approach 

 

This master thesis intends to improve an existing practice, the privacy risk assessment in the 

context of GDPR, by defining a more effective way of performing it. The assessment framework 

needs to respect the GDPR guidelines and follow a structured and detailed methodology for 

carrying out the risk and impact assessment on personal data.  

The research question is “How to conduct effective Data Protection Impact Assessments (DPIA) 

using methodologies for privacy risk assessment?”. 

 

 

Figure 5 - Research Question 

The question implies that a methodology for privacy risk assessment should be improved and 

adapted to the process of DPIA. Therefore, the outcome of the thesis should be a new general 

framework that can be used for companies which are processing sensitive personal data. 

4.1 Selection of research approach 

According to the above, a research approach that focuses on designing and building a new product, 

or a new solution to a problem, is required for this thesis. There are a number of possible such 

research approaches which can be used, for instance: design science research, action research 

or agile/iterative methods. These can briefly be described as follows: 
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 Design science research is a methodology that focuses on creating artifacts to solve 

problems. “It seeks to create innovations that define the ideas, practices, technical  

capabilities, and products through which the analysis, design, implementation, 

management, and use of information systems can be effectively and efficiently 

accomplished” [4]. The creation of the artifact relies on existing theories “that  are  applied,  

tested,  modified,  and extended   through   the   experience, creativity, intuition, and 

problem solving capabilities of the researcher” [4]. 

 Action research is primarily defined “as people trying to work together to address key 

problems in their communities or organizations” [1] regardless of the extent of the 

outcome’s impact, either small or big, with the purpose of producing “practical knowledge” 

or “new abilities to create knowledge” that will have a positive change on society. It focuses 

on practical solutions to address people’s needs and “brings together action and reflection, 

theory and practice, in participation with others” [1]. Action design research develops 

artifacts with a strong dependence on an organizational context. It is based on iterative 

cycles, which involve the design, use, and ongoing refinement of an artifact in a specific 

context. In a research process, while the action design research is mostly used for designing 

an artifact, the action research is also useful in evaluating an artifact by implementing it in 

an organization [2]. 

 Agile/iterative methods are iterative and evolutionary development models [3] and 

consists of cycles that include planning for the next iteration, the development or design of 

the new product, the revision of the work completed in the design phase and the evaluation 

of the entire cycle. In the evaluation phase, new possible problems are identified, together 

with their causes, and are addressed in following cycles, until a fully functional product is 

developed. In my opinion, this is a development method which is best fitted for software 

development or in environments where all the requirements are not well-know or known 

at all at the start of the process. 

These all have pros and cons according to the research of Peffers [6], Sein et al. [2] and Larman 

[3]. In the light of the pros and cons, design science research was selected as my research approach 

due to the fact that it involves a process of designing an artifact meant to solve an identified 

problem.  “The development of the artifact should be a search process that draws from existing 

theories and knowledge to come up with a solution to a defined problem” [4]. The aim of this 
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thesis is to create an artifact, a new framework, based on existing theory: ISO, NIST, Octave 

Allegro frameworks, and adapt it to the General Data Protection Regulation. 

Thus, the design science research approach has been used for this paper. The research 

methodology is described below, along with the evaluation criteria. 

4.2 Design science research 

Design research relies on the analysis of existing designed artifacts in order to understand and 

improve them. Its purpose is to develop new and innovative ways or artifacts for achieving a set 

goal or address a specific problem [5]. 

According to Vaishnavi et al. [5], design science research involves two primary activities to 

improve and understand the behavior of aspects of Information Systems:  

1. the creation of new knowledge through design of novel or innovative  artifacts  (things  or  

processes)  and  

2. the  analysis  of  the  artifact’s use  and/or performance with reflection and abstraction. The 

artifacts created in the design science research process include, but are not limited to, 

algorithms, human/computer interfaces, and system design methodologies or languages. 

 

 

Figure 6 -  Design Science Research general process[5]. 
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The design science research consists of the following steps [6]: 

 The first phase, Problem awareness, is where the identification and motivation of the 

problem takes place. “Resources required for this activity include knowledge of the state 

of the problem and the importance of its solution” [6].  

 The second phase, Suggestion, consists in defining the objectives for a solution to the 

identified knowledge gap. It begins with the analysis of available literature, theory and 

proposal of a design solution that will result in an artifact.  

 The design and Development of the artifact is the core of the design science research 

method. A design research artifact is considered as “any designed object in which a 

research contribution is embedded in the design. Resources required moving from 

objectives to design and development include knowledge of theory that can be brought to 

bear in a solution” [6]. 

 In the Evaluation phase, the artifact is evaluated against a defined set of evaluation 

criteria. Vaishnavi et al. [5] explains that deviations from expectations, both quantitative 

and qualitative should be carefully noted and must be tentatively explained. 

 Results are presented in the Conclusion phases well as future development solutions. It 

could either represent the end of a research cycle or the end of a research effort [5]. Further, 

here in this phase the knowledge contribution to the area of research is explained. 

In addition, a qualitative approach was used as a collect data (i.e. interviews).  

4.1 My Research Process  

My research process is based on the design research method and the purpose is to create an 

improved framework for conducting DPIA. The research process is outlined in Fig 3. Research 

Process Diagram 

A part of the study is based on a qualitative research method where information regarding the 

personal data residing in each company is collected through interviews with business owners.  

From this data collection, the qualitative findings will be used to develop and validate an artifact, 

the new risk assessment framework specially designed for Data Protection Impact Assessments. 
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The result of the literature review and the analysis of the GDPR is a set of evaluation criteria which 

will be used in the development of the new DPIA framework. 

From the theory review and the literature review will result a comparison of the risk assessment 

frameworks against the evaluation criteria. 

The analysis of all the above data conducts to a series of results and conclusions. The expected 

result, that should reply to the research question of this thesis, is a new risk assessment framework 

adapted to the DPIA process of GDPR. 
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Figure 7 - Research Process Diagram. 
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 The correspondence between the phases from the Design Science Research general process and 

this thesis research process are as follows: 

1. Problem awareness phase includes: research idea, literature review and analyze research 

gap 

2. Suggestion includes the definition of the research question and implicitly the research 

proposal 

3. The development phase consists in the in depth literature review, the theory review and 

the result of these two actions: the risk assessment frameworks analysis and comparison. 

4. In the evaluation phase, the data analysis takes place. Analysis of the outcome from the 

risk assessment frameworks analysis and comparison, the evaluation criteria and the data 

from the interviews with the companies where GDPR assessments had taken place.  

5. The conclusion phase is the place were results are discussed and the new risk assessment 

framework is presented. 

4.2 Data collection 

The research was conducted with information collected from two companies during GDPR 

assessments: 

 Company A is a company that rates the sustainability of listed companies based on their 

environmental, social and corporate governance (ESG) performance with offices in 17 

cities around the world with around 500 employees. The business of the company mostly 

relies on data profiling with a purpose of predicting individual or company behaviors.  

 Company B provides online reservation solutions for travelers. The company offers online 

booking services for accommodations, including hostels and luxury hotels. The company 

is headquartered in Geneva, Switzerland, but also has offices in other locations around the 

globe including Bucharest. Other than the personal data of its own employees, it also 

handles the personal data of its clients, needed for reservations.  

 

4.2.1 Data collection method – semi-structured interviews 

The data was collected through semi-structured interviews [7-8] with employees from each 

company, who were responsible for the business processes involving personal data.  
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The interviews comprised face-to-face meetings or skype calls, depending on the availability of 

those who were interviewed. The number of persons attending an interview, varied between two 

and five at a time, usually being employees of the same department, for instance: HR, Financial, 

Legal, etc. The duration of each interview was around two hours and they were recorded. Although 

there was no fixed structure for the interviews, a guide was used that helped in keeping  a focus on 

the topics of interest without being constrained to a particular format. This freedom made it easier 

to adapt the questions to the interview context and to the people who were interviewed. There were 

open-ended questions allowing the respondents to give detailed answers and the possibility to add 

extra information if needed [9].  

The focus were on the processes which involve sensitive personal data like:  

 personal data revealing racial or ethnic origin, political opinions, religious or philosophical 

beliefs;  

 trade-union membership; 

 genetic data, biometric data processed solely to identify a human being; 

 health-related data; 

 data concerning a person’s sex life or sexual orientation [30]. 

The data collection was done through semi-structured interviews and the final data collection and 

validation of data happened in interviews with the IT teams.  

Only representatives of each business department that are responsible on how the personal data is 

being processed where interviewed.  

During the interviews the following data was collected: 

1. Business process details 

a. Name of the process 

b. Date of creation 

2. Actors 

a. Responsible for processing (process business owner) 

b. Recipients of the data 

3. Purpose of processing 

a. Main purpose 

b. Sub-purposes 
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4. Personal Data 

a. Categories of personal data concerned 

5. Sensitive Data 

a. Yes/No (Category: financial, racial, religious, biometric, medical, etc.) 

6. Repository 

a. Physical/Electronic format 

b. Applications using the data, storage 

7. Retention policy 

a. Retention period 

8. Lawfulness 

a. Explicit consent     

b. Contract with the individual 

c. Compliance with a legal obligation 

d. Vital interests 

e. A public task 

f. Legitimate interests 

9. Transfers outside EU 

 

The collected data was later displayed and analyzed using matrices (see next section). 

GDPR requires that this information be known by all the companies which are processing personal 

data. 

This data will be used to validate if the new DPIA framework can gather all the details specified 

in the matrices and will help to make suggestions on how to improve the process of risk assessment 

in order to adapt it to the GDPR PIA or DPIA. 

 

4.2.2 Data analysis method – matrices 

The data were analyzed and summarized into two matrices [10] along with notes on recommended 

additional security controls and measures. The results were, after the analysis, shared with the 

providers that participated in the interviews and board members of each company, through 

feedback and discussions together. The purpose of sharing was to increase the awareness towards 
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personal data protection and to stress the importance of implementing the security solutions 

proposed to cover the identified security gaps, in order to avoid security breaches which could lead 

to sanctions imposed by the GDPR (article 83). 

The results of the analysis can be found in section 5. 

 

4.2.3 Validity, reliability and generalizability 

Regarding the validity for the overall design science research, it can be upheld according to 

Creswell et al. [12] in terms that validity refers to researchers checking for the accuracy of the 

findings by employing certain measurement procedures and interpreting the output correctly [12]. 

In my research, the validity of the data collection and analysis was upheld by performing the 

interviews with the business owners and then double checking with information from interviews 

with other departments inside the same company and also with the IT teams.  Information was 

gathered from two companies and information about business processes which involve personal 

data was collected using the same method, through interviews and analyzed through the same 

matrix. The accuracy of the information provided during the interviews could not be altered, 

because the interviews were recorded and the recordings were used to verify the information 

inserted in the matrices. Christensen et al. [11] states that you cannot have validity without 

reliability. 

Regarding the reliability for the overall design science research, it can be upheld also according to 

Creswell et al. [12] in that reliability indicates that the researcher’s approach is consistent across 

different researchers and different projects. Any researcher who will want to identify the business 

processes involving personal data in an organization, could use the structure of the matrix proposed 

in this thesis in order to create a data map. This thesis research is consistent with other researcher’s 

approach. An analysis of existing risk assessment frameworks has been performed and 

improvements were suggested based on the strengths and weaknesses of each framework. 

Concerning the generalizability for the outcome of the research, i.e. the result, the result can used 

by many actors who need to conduct effective Data Protection Impact Assessments (DPIA). 

However, some additions or changes may be needed depending on context and special needs. 
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5. Results – Analysis and a new DPIA framework 

 

In this thesis three risk assessment frameworks, OCTAVE (Operationally Critical Threat, Asset, 

and Vulnerability Evaluation) Allegro, ISO/IEC 27005:2011 and NIST 800-30, are analyzed 

through a theoretical framework that builds on literature regarding comparisons on different 

information security risk assessment methods, their completeness and their capability on 

addressing risks adequately. 

The analysis was conducted on the research presented in Chapter 2 and the guidance provided by 

the General Data Protection Regulation regarding data protection risk assessments. 

Firstly, based on the results from Core Unified Risk Framework (CURF) [17] we can immediately 

see the particularities of each framework and the differences between them.  

The analysis provided in Table 3 gives us detailed information on which aspects are covered by 

the risk assessment frameworks and their limitations.  

The score for each criteria is described below: 

Score Description 

XX Addressed 
A task is fully addressed with clear descriptions on how 

to solve it. 

X Partialy addressed A task is suggested but not substantiated 

- Not addressed 
The methods does not mention or address a particular 

task at all. 

Table 2 - CURF Score Description 

The last section of Table 3 gives an overview on the level of completeness of the ISRA methods. 

The scores were calculated considering: XX =2, X=1, - =0 

 Set of criteria Octave Allegro ISO 27005 NIST 800-30 

Risk Identification process 

Preliminary assessment XX - XX 

Risk criteria determination XX XX - 
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Cloud-specific consideration - - X 

Business objective Id. XX XX - 

Key risk indicators - - - 

Stakeholder identification X XX - 

Stakeholder analysis - - - 

Asset identification XX XX - 

Mapping of personal data X X X 

Asset evaluation X X X 

Asset owner XX XX - 

Asset container XX - - 

Business process Id. - XX X 

Vulnerability Id. X XX XX 

Vulnerability assessment - XX XX 

Threat identification XX XX XX 

Threat assessment XX XX XX 

Control identification X XX XX 

Control assessment - XX - 

Outcome identification XX XX XX 

Outcome assessment X XX - 

Risk estimation process 

Asset identification and 

evaluation 
- - X 

Threat willingness/motivation XX XX XX 

Threat capability (know how) - X XX 

Threat capacity (Resources) X X - 

Threat attack duration - - - 

Vulnerability assessment - - XX 

Qualitative Probability 

Estimation  
X XX XX 
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Quantitative Probability 

Estimation 
- XX XX 

Qualitative Impact Estimation  X XX - 

Quantitative Impact Estimation XX XX XX 

Level of risk determination - XX - 

Risk aggregation X XX XX 

Risk evaluation process 

Risk criteria 

assessment/revision 
X X - 

Risk prioritization/evaluation XX XX XX 

Risk treatment recommendation XX - - 

Completeness 

 Process Octave Allegro ISO 27005 NIST 800-30 

Risk Identification 24 30 18 

Risk Estimation 8 16 15 

Risk Evaluation 5 3 2 

Completeness sum 37 49 35 

Table 3 - CURF, Main qualitative differences between frameworks [17, 31] 

 

Table 3 outlines the comparison scheme that was created by taking into consideration all the 

standalone tasks which were part of the processes of each ISRA method reviewed in Wangen et 

al. [17] work. The CURF framework idea is described by the authors as follows: ” for each method, 

CURF users identify which tasks the approach covers and then combine all the tasks covered by 

all the surveyed methods into a combined set.” [17], basically, it maps the content of the  

information security methods and us it a set of comparison criteria. 

From a first look it can be seen that ISO/IEC 27005 scored highest, with most of the evaluation 

criteria tasks being addressed by the framework. 

The differences between the ISRA frameworks can be analyzed and summarized as follows: 
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 OCTAVE Allegro is considered to be an supporting method because it provides numerous 

worksheets to assist the risk assessment process, including checklists, making it easy to 

follow and thorough method[31]. Risk is calculated based on the consequences. Threat is 

clearly categorized as either human or technical problem.  It has an ”asset-centric 

approach”, information only is considered as an asset and the CURF framework reveals 

that OCTAVE Allegro lacks in vulnerability, control and stakeholder assessments. The risk 

estimation process is incomplete and the vulnerability and threat assessments are not 

addressed at all. Risk evaluation is the strong point of the OCTAVE Allegro framework 

offering risk remediation as part of the evaluation. [17] The framework is dependent on the 

worksheets, which makes is hard to adapt. ”It is a rigid methodology and requires one task 

to be completed before starting the next, which hindered efficiency in the large groups and 

limited the opportunity for conducting parallel tasks” [31]. 

 ISO/IEC 27005 scored highest on ISRA completeness measurement, it is also a well 

known best practice in the industry. The risk is calculated based on the probability and the 

consequences it has. Threat is defined as a type of damage or loss. The framework is a 

sequential method and includes Six annexes which help for scoping, asset, threat, and 

vulnerability assessment [17]. Risk identification is considered as a strong point of this 

method. It focuses on assets, threats, controls, vulnerabilities, consequences, and 

likelihood.[31]  

 NIST 800-30 is also a sequential method, which focuses on threats, using a ”threat-centric” 

approach. It lacks in the asset identification and evaluation, stakeholder assessment. NIST 

800-30 scores well in the vulnerability and threat categories for the risk identification 

phase[17]. Risk is calculated regarding the probability and consequences. A set of 

exemplary templates, tables, and assessment scales for common risk factors is also 

provided, which give flexibility in designing risk assessments based on the express 

purpose, scope, assumptions, and constraints established by organizations. [32] 

Thus, to conclude the analysis and summary of the differences, the ISO/IEC 27005 is the most 

complete and covers most issues in one way or another [17] and will be used in this thesis as a 

base method on which to further develop in order to reach a DPIA framework. 
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GDPR offers some guiding on how to perform DPIA, and article 35 of the GDPR states when a 

DPIA should be performed. The scenarios requiring DPIA are: 

 processing large scale of special categories of data 

 processing personal data that relates to criminal convictions 

 if the processing is based on automated decision making, including profiling  

 if there is systematic monitoring of a publicly accessible area on a large scale 

…and also, what a DPIA should contain [30]: 

 a description of the processing operations and the purposes of the processing 

 assessment regarding the necessity of the processing in relation to the purposes 

 the risks to the rights and freedoms of the data subjects need to be taken into consideration  

 measures suggested to address the risks 

The matrices used to analyze the data collected during the interviews described in Chapter 4, 

comply with the requirements of Article 35 [30] and should be used as an input for the DPIA 

framework. The new framework should be able to analyze the risks to the personal data gathered 

in the matrices and propose measures to address them.  

5.1 A new DPIA framework 

Figure 8 describes the new DPIA framework proposed in this thesis, which aims to answer the 

research question: How to conduct effective Data Protection Impact Assessments (DPIA) using 

methodologies for privacy risk assessment? 

Thus, according to my research, the risk assessment framework should be based on the ISO/IEC 

27005 method and address only the assets containing personally identifiable information or 

processes involving personal data.  

For each step of the risk assessment: risk identification, risk estimation and risk evaluation, the 

framework will include the tasks and subtasks pictured in Figure 9. Input and output of the DPIA 

framework is described in Figure 8, 9 and 10. 

The input for the DPIA is collected through discussions with the business owners of the processes 

which involve personal data. GDPR requires in Article 35(7) [30] that a description of the 

processing be kept by the companies. This description should include [33]: 
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 nature, scope, context and purposes of the processing are taken into account (recital 90); 

 personal data, recipients and period for which the personal data will be stored are recorded; 

 a functional description of the processing operation is provided; 

 the assets on which personal data rely (hardware, software, networks, people, paper or 

paper transmission channels) are identified; 

 compliance with approved codes of conduct is taken into account (Article 35(8)); 

In order to obtain this kind of description the input for the risk assessment must include the 

following information: 

 Business process details 

 Actors 

 Purpose of processing 

 Personal Data processed 

 Sensitive Data processed 

 Repository 

 Retention policy 

 Lawfulness of processing 

 Transfers outside EU 

The outcome of the DPIA is an important tool for accountability, as it helps companies and 

organizations not only to comply with requirements of the GDPR, but also to demonstrate that 

appropriate measures have been taken to ensure compliance with the new data protection 

regulation. In other words, a DPIA is a process for building and demonstrating compliance. [33] 
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Figure 8 - Proposed DPIA framework 
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Output of the risk assessment:  

 a report containing the description of the processing, identified risks and security 

measures to address them. 

Compliance with GDPR should be continuously reviewed and regularly reassessed. Updating the 

DPIA for the processes, which involve personal data, will ensure that data protection and privacy 

are considered and will encourage the creation of solutions which promote compliance [33]. 

 

Figure 9 - Risk Assessment tasks and subtasks [31] 

 

 

Figure 10 - Risk Evaluation Outcome 
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The DPIA process is resumed every time a new business process involving sensitive personal data 

is created or an existing business process undergo changes. 

The use of a standardized DPIA framework will encourage a consistent application of the GDPR 

in organizations. It will speed up the process of identifying the risks to personal data, quickly 

analyze the gaps regarding the security measures inside the organization, identify solutions to 

address the gaps and provide a roadmap to reduce or avoid the probability of a data breach 

occurrence.  
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6. Discussions and Conclusions 

 

To conclude the thesis it makes a contribution to literature by presenting a new DPIA framework, 

which has been developed through the analysis of three risk assessment methods: OCTAVE  

Allegro, ISO/IEC 27005:2011 and NIST 800-30, the GDPR in combination with data collected 

from two companies. Currently, there is no standard framework for conducting DPIAs, and there 

are only guides on how to perform them. In the current situation, in which every company and 

organization within the EU or those outside the EU region which are processing personal data of 

the EU citizens, these companies and organizations must be compliant with the GDPR. Thus, it is 

important to standardize this process. A new standardized way of performing the DPIA will allow 

companies to be consistent in evaluating risks regarding the personal data and suggest concrete 

measure for the implementation of risk-treatment controls. 

Further, this thesis makes a contribution to practice and management by introducing a framework 

for identifying and treating only risks related to personal data. Concerning practice, it will speed 

up the process of identifying the risks to personal data, quickly analyze the gaps regarding the 

security measures inside the organization, identify solutions to address the gaps and provide a 

roadmap to reduce or avoid the probability of a data breach occurrence. In addition, pertaining to 

management, the framework facilitates to spend less effort, resources and money during 

assessments, by limiting the analysis only to the business processes which involve personal data.  

The implementation of the DPIA framework inside an organization will help improve awareness 

of the data protection risks, help manage the risks to the rights and freedoms of natural persons 

resulting from the processing of personal data by assessing them and determining the measures to 

address them and it will help in demonstrating compliance with the GDPR. The reputation of the 

organization will benefit from implementing such framework, because it will improve the trust 

and the confidence of the data subjects that their personal data is secured. It will also help 

organizations avoid the huge fines imposed by the GDPR, up to €20 million or 4% of the 

company's global annual turnover of the previous financial year, whichever is higher, by becoming 

compliant with the regulation and enhancing the security against data breaches.  
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The framework presented in this thesis could become a new standard for DPIAs. Procedures could 

be defined in order to help execute the risk assessment process effectively, document and manage 

risk remediation measures. The new standard would enable companies to comply with the GDPR 

and speed up the introduction and adoption of new business processes which involve personal data. 

Regarding future research, additional risk assessment frameworks should be analyzed. Further, a 

detailed comparison on different DPIA guides should be conducted in order to improve the DPIA 

framework proposed in this thesis. Further, suggested is also that the Annexes of the ISO 27005 

should be adapted in order to address personal data risks. For example, threats regarding the rights 

and freedoms of data subjects should be added. The outcome of this research, the DPIA framework, 

should be considered as a first draft of such a standardized DPIA process. 

With the volume of data processed around the globe growing rapidly and attackers, breaches, and 

fraud methodologies continuously evolving, the responsibility of companies and organizations to 

protect personal data has increased. The necessity of standardization of data protection worldwide 

has become obvious. 
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