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ABSTRACT 
The internet-of-things is the relatively new and rapidly growing concept of connecting 
everyday devices to the internet. Every day more and more devices are added to the 
internet-of-things and it is not showing any signs of slowing down. In addition, advancements 
in new technologies such as blockchains, artificial intelligence, virtual reality and machine 
learning are made practically every day. However, there are still much to learn about these 
technologies. 
 
This thesis explores the possibilities of blockchain technology by applying it to an 
internet-of-things network based on user participation. More specifically, it is applied to a use 
case derived from Luleå Kommun’s wishes to easier keep track of how full the city’s trash 
cans are. The goal of the thesis is to learn more about how blockchains can help an 
internet-of-things network as well as what issues can arise. 
 
The method takes an exploratory approach to the problem by partaking in a workshop with 
Luleå Kommun and by performing a literature study. It also takes a qualitative approach by 
creating a proof-of-concept solution to experience the technology firsthand. 
 
The final proof-of-concept as well as issues that arose during the project are analysed with 
the help of information gathered and experience gained throughout the project. It is 
concluded that blockchain technology can help communication in an internet-of-things 
network based on user participation. However, there is still a lot more to learn and uncover in 
future research. 
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SAMMANFATTNING 
Internet-of-things är ett relativt nytt men snabbt växande koncept som handlar om att koppla 
upp vardagliga saker till internet. Varje dag kopplas mer och mer enheter upp och det visar 
inga tecken på att sakta ner. Det görs även framsteg inom andra nya teknologier som 
blockkedjor, artificiell intelligens, virtuell verklighet och maskininlärning i stort sett varje 
dag. Dock finns det fortfarande mycket att lära sig om dessa teknologier. 
 
Denna rapport utforskar blockkedjeteknologins möjligheter genom att applicera det på ett 
internet-of-things-nätverk baserat på användarmedverkan. Mer specifikt, det är applicerat på 
ett användningsfall grundat i Luleå Kommuns önskan att lättare hålla koll på hur fulla deras 
soptunnor i och runtom staden är. Målet med denna rapport är att lära sig mer om hur 
blockkedjor kan stödja ett internet-of-things-nätverk och utforska vilka problem som kan 
uppstå. 
 
Metoden tar en explorativ ansats till problemet genom att delta i en workshop tillsammans 
med Luleå Kommun och genomföra en litteraturstudie. Dessutom tas en kvalitativ ansats 
genom att skapa en prototyplösning för att få förstahandserfarenhet av teknologin. 
 
Den slutliga prototypen och problemen som uppstod under projektets gång är analyserade 
med hjälp av information och erfarenhet som samlats genom hela projektet. 
Sammanfattningsvis kan blockkedjeteknologi hjälpa till kommunikationen i ett 
internet-of-things-nätverk baserat på användarmedverkan. Dock finns det fortfarande mycket 
att lära sig om denna teknologi i framtida forskning. 
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1. INTRODUCTION 
Keeping the city streets clean from litter is a never ending job for any municipality. To help 
with this task Luleå Kommun has placed roughly 650 trash cans at different locations in and 
around Luleå (Luleå Kommun, 2016). On average every garbage bin is emptied once per 
week but the more popular ones might need to get emptied once per day. Currently the only 
way of knowing if a trash can is full or not is by visiting it in person. Therefore, the 
municipality is relying on workers or helpful citizens to visit every single garbage bin and 
report if it is full. Over time the municipal workers learn how long it usually takes for each 
trash can in their district to fill up and can make bin emptying routes with that in mind. 
However, the time it takes for a trash can to fill up can vary a lot depending on different 
factors, for example, if there is an event in town or if it is placed in a remote location. 
Manually checking trash cans has both travel time and travel cost tied to it. If the amount of 
bin checking trips can be reduced it will free up valuable resources which can be either saved 
or spent on other tasks or equipment instead. 
 
More and more everyday objects are getting connected to the internet every day. Nowadays it 
is possible to control things like lights, thermostats and coffee makers with just a phone 
application. This quickly growing concept of connecting things to the internet is called the 
internet-of-things. Gartner (2017) estimates that there were roughly 8.4 billion devices 
connected to the internet-of-things in 2017 and that this number will increase to 20.4 billion 
devices by 2020. Most of these devices have lightweight sensors which are not able to store a 
lot of data or make any heavy calculations. Instead the devices send their data to cloud 
services which can store and handle it. Most devices use Wi-Fi or 3G to communicate 
(OECD, 2015). However, these technologies have weaknesses, Wi-Fi has a relative short 
range, 3G cannot guarantee complete coverage, devices have low battery life or requires a 
power grid connection, to name a few. There are currently no cheap alternatives that offer 
long range, great coverage and long battery life. 
 
Another emerging technology is blockchains. The first blockchain, Bitcoin, was created in 
2008. As described in Bitcoin: A peer-to-peer electronic cash system  (Nakamoto, 2008) it is 
designed to make it possible for anonymous participants to transfer funds between each other 
without the need of a trusted third party. The Bitcoin blockchain network is a decentralized 
network built up by users connected to each other via peer-to-peer. On the Bitcoin blockchain 
a user is defined by their unique address, which grants them anonymity. Every address has a 
balance of cryptocurrency, the digital currency in blockchains. Users can send cryptocurrency 
to other addresses by creating and signing transactions. The blockchain itself is distributed 
database. This database can be seen as a ledger containing current and historical information 
about all address balances and transactions between the different addresses (Ethereum 
Community, 2016). Every user has their own copy of the entire blockchain ledger. To move 
the blockchain forward users can participate in the consensus process which is a resource 
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heavy activity where new transactions are validated according to the rules of the blockchain 
protocol. It is incredibly hard for malicious users to fabricate transactions or alter the 
historical data. This is due to the fact that every node in the blockchain network needs to 
accept a new block as valid for it to officially be part of the blockchain. Since the creation of 
Bitcoin several other blockchains with new and different features have been developed. One 
of these blockchains is Ethereum which allows for data storage and code execution on the 
blockchain itself. 

1.1 Problem Statement 
By placing bluetooth sensors at geographically dispersed locations it is possible to create an 
internet-of-things network consisting of cheap sensors. To make up for the relatively small 
range of bluetooth the signals containing data are picked up by users’ mobile phones when 
they pass by the sensor. The users are in charge of moving the data between locations. This 
creates a cheap internet-of-things network based on user participation for applications that do 
not require real time data updates. Communication, data management and user integrity can 
be managed by a blockchain. By integrating a blockchain into the network it can guarantee 
data integrity, by making sure the data is valid and tamper proof, and keep personal integrity 
by making users anonymous, among other things. 
 
This idea is applied to Luleå Kommun’s case by equipping every trash can with a sensor to 
make them all part of the internet-of-things. The trash cans are then able to tell the outside 
world how full they are. The sensor signals are picked up by municipal workers and 
participating citizens when they pass by the trash can. The sensor data is uploaded to and 
stored on the blockchain so the municipality can take part of it. To incentivize citizens to be a 
part of the system a reward, for example, discounts, is given to each user depending on how 
much data they gather. This reward system is managed by the blockchain. 
 
With this in mind the purpose of this thesis is to explore the possibilities of creating a 
decentralized network with the help of internet-of-things, blockchains and user participation. 
The question this thesis focuses on is: 

How can blockchains support a communication network built up by user 
participation? 
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2. THEORY 
This section covers the basics of blockchain technology to help the reader get a better 
understanding of what it is. It starts with a look at the basics of a blockchain. Then it moves 
on to describing what can be done using smart contracts and decentralized applications. 
Finally, it takes a look at similar work as well as another approach to distributed ledgers. 

2.1 Blockchain 
A blockchain is a distributed database maintained by the participants of the blockchain 
network. Every participant of the blockchain network maintains their own node which is 
connected to other nodes via peer-to-peer. The peer-to-peer architecture offers great 
scalability in terms of amount of users on the network. Each node has its own copy of the 
entire blockchain ledger which is kept up to date by communicating with the other nodes. 
 
If a participant wants to hold, transfer or receive cryptocurrency they first need to own an 
account. As explained in the Ethereum White Paper (Buterin, 2013) there are two kinds of 
accounts in Ethereum. Externally owned accounts, which are controlled by private keys, and 
contract accounts, which are controlled by the contract code. Contract accounts, also known 
as just “contracts”, will be covered later. The current focus will be on externally owned 
accounts, which will be referred to as just “accounts” from now on. An account is created by 
following the account generation process as described in the Ethereum Yellow Paper  (Wood, 
2014). In short, Elliptic Curve Digital Signature Algorithm (ECDSA) is used to generate a 
private and public key pair which is used for public-key cryptography. This process allows 
anyone to create as many accounts as they wish without any knowledge of the blockchain 
state while also making sure every account is unique. In addition, the process involves no 
connection between a real person and their account, which makes every user anonymous. 
Each account and contract has its own address which is simply 0x  appended with the last 20 
bytes of the account’s or contract’s public key, for example 
0x84fe36068cbbb2137b31ce974c507378fefd7f87  (Ethereum Community, 2016). 
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If a user wants to send cryptocurrency or invoke a contract they have to create a transaction. 
The transaction components are described in both the Ethereum White Paper (Buterin, 2013) 
and the Ethereum Yellow Paper  (Wood, 2014) and are as follows: 
 

● The address of the recipient or contract. 
● The amount of currency the sender wants to transfer to the recipient or contract. This 

can be 0  (zero), which is often the case when calling contracts. 
● An optional data field, which is used to feed contracts with data, for example 

parameters. 
● The STARTGAS value, which is the max amount of computational steps the transaction 

is allowed to take. 
● The GASPRICE value, which is the amount of currency the sender is willing to pay for 

each computational step. A higher GASPRICE makes the transaction a part of the 
blockchain faster. 

● A nonce, which is the number of previous transactions sent by the sender. 
● A signature identifying the sender. 

 
To prevent malicious users from flooding the network with transactions or calling contracts 
with infinite loops to waste computational power every computational step has a cost which 
the sender has to pay. Addition and subtraction are examples of computational steps. If a 
transaction runs out of computational steps and does not execute fully the sender still has to 
pay the full price. The nonce is used to order transactions if they appear out of order as well 
as to prevent replay attacks. Every transaction is signed by the sender using their private key. 
The transaction can then be proven to be created and sent by the sender by using the sender’s 
public key in public key cryptography. After constructing a transaction the user sends it to 
their peers and it is then propagated to all nodes on the network. If the transaction passes 
through the consensus process and is deemed valid it is added to the blockchain. 
 
The consensus mechanism is the protocols that defines what makes a transaction valid and 
which transactions should be added to the blockchain to move it forward. There are different 
approaches to reaching consensus and three of these, Proof-of-Work, Proof-of-Stake and 
Proof-of-Authority, will be covered in later chapters. 
 
As described in the Ethereum White Paper (Buterin, 2013) both Bitcoin and Ethereum uses a 
Proof-of-Work approach to consensus. In short, all new transactions are validated and the 
valid ones are added to a list. This list of valid transactions is included in a new block 
together with various other data elements such as the block number, a reference to the 
previous block, proof that sufficient work has been performed (Dameron, 2017). As 
explained in a later section, Proof-of-Work requires the creator of a block to prove that they 
have performed work, which is also attached to the block. 
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When a user receives a new block suggestion from one of its peers they first check if it is 
valid. If the block is valid the block is added to the user’s blockchain. If it is not valid the 
block is simply discarded. See Figure 1 for a simplified version of what blocks in a 
blockchain look like. The blockchain protocol ensures that every user follows the longest 
blockchain, i.e. the one with the highest block number, which means that even though 
temporary blockchain forks can occur all nodes will eventually get back to the same 
blockchain line again. 
 
A blockchain can be either public or private. As explained by Jayachandran (2017) a public 
blockchain is a blockchain where anyone is allowed to join the network, participate in the 
consensus process and maintain a ledger. Both Bitcoin and Ethereum are public blockchains. 
A private blockchain is a blockchain where, for example, participants require permission to 
join the network or the consensus protocol is only executed by selected nodes. Hyperledger 
Fabric by IBM is an example of a private blockchain. Being a public or private blockchain 
decides which consensus algorithms are usable and suitable for said blockchain. 
 

 
Figure 1. Simplified version of what a blockchain looks like. 

2.2 Consensus 
The consensus algorithm ensures that only valid transactions are stored on the blockchain. 
There are several different consensus algorithms available and more are being developed. As 
mentioned previously both Bitcoin and Ethereum uses a Proof-of-Work algorithm. This 
chapter will go through the Proof-of-Work, Proof-of-Stake and Proof-of-Authority consensus 
algorithms to give a broader understanding of how they work. 
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2.2.1 Proof-of-Work 
In Proof-of-Work (PoW) a node is allowed to add a block to the blockchain if they can prove 
that they have performed some work. Ethereum uses Ethash as its Proof-of-Work algorithm. 
As described by Baliga (2017) and the Ethereum Beige Paper  (Dameron, 2017) Ethash 
requires a user to first generate a Directed Acyclic Graph (DAG) using a seed derived from 
previous block headers. The DAG is a few gigabytes in size and is used for one epoch, which 
is about 10 000 blocks. When an epoch is over a new DAG is generated. The work itself 
involves picking random slices from a dataset generated with help of the DAG and hashing 
them together to get a result lower than a nonce decided by the Ethereum protocol. To ensure 
a block is created on average every 15 seconds the nonce value is changed over time to adjust 
the difficulty of finding a solution. 
 
The user who solves the cryptographic puzzle first gets to claim the block solution reward of 
about 5 Ether, the cryptocurrency used in Ethereum. The process of solving Proof-of-Work 
algorithms is called “mining”. Even though the mining process is a resource heavy, time 
consuming process the verification process is lightweight and can be done using a low 
amount of memory and on a low power CPU without the need of a DAG. 
 
Proof-of-Work algorithms have great scalability in terms of amount of users it can handle. 
There is no need for authentication or prior knowledge to join the network. As a result, 
anyone is able to join, start mining and contribute with their computational power (hashrate) 
to the network. 
 
However, because of the way Proof-of-Work works it is vulnerable to something called a 
“51% attack”. This occurs when a person or group controls more than 50% of the total 
network computational power. If this occurs the person or group are able to decide what gets 
included in the blocks, even if transactions are faulty, because they are the majority. This 
gives them the ability to, for example, double spend or reject any transaction. By increasing 
the network’s total hashrate and by spreading the hashrate on different parties the risk of a 
51% attack is lowered. 
 
The user scalability is great in Proof-of-Work. However, increasing the hashrate of the 
network also increases its power spent. As more users start mining the difficulty will 
increase. As a result of the increase in difficulty, more and more of the computational power 
is spent on wasted calculations. As told by Fairley (2019), during 2018 the Ethereum network 
is estimated to have consumed the same amount of energy as the entirety of Iceland and the 
Bitcoin network consumed four times as much. 
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2.2.2 Proof-of-Stake 
Proof-of-Stake (PoS) gets rid of the high energy consumption of Proof-of-Work by allowing 
users to stake an amount of cryptocurrency to participate as a validator. Baliga (2017) 
describes Ethereum’s future Proof-of-Stake algorithm. Each validator has a chance 
proportional to their stake to get chosen as the next block creator. This limits the mining 
process to only a few nodes and lowers the computation power requirement by a massive 
amount. The next block creator is chosen pseudo-randomly which makes it impossible for 
anyone to predict when it will be their turn to create a block. 
 
An issue with Proof-of-Stake is the “Nothing-at-Stake” problem where the validators have no 
incentive to vote on correct blocks and instead vote on blocks that favors themselves the most 
even if it is not valid. The Casper Proof-of-Stake algorithm, which Ethereum will change to 
in the future, seeks to solve this problem. This is done by giving a currency reward to the 
creators of valid and included blocks, and removing currency from the creators of blocks that 
do not get included. 

2.2.3 Proof-of-Authority 
Similar to Proof-of-Stake the validation in Proof-of-Authority (PoA) is done by select nodes. 
The authorized nodes take turn creating blocks and validating the proposed blocks (Parity, 
n.d.). This lowers the energy consumption of the network, lowers the time it takes for 
transactions to be validated and makes time between each block creation more predictable. In 
addition, it also removes the risk of a 51% attack and even if an authorized node gets hacked 
it alone does not have the power to control the blockchain. These properties makes 
Proof-of-Authority a suitable choice for a private blockchain. 
 
A potential downside of Proof-of-Authority is that it greatly reduces decentralization because 
the users of the blockchain network need to trust the authorized nodes to not act maliciously 
(BitcoinWiki, n.d.). 

2.3 Smart Contract 
A smart contract is basically code running on the blockchain, which is why it is sometimes 
referred to as chain code. Smart contracts for Ethereum can be written using Solidity, which 
is a programming language developed for this purpose (Ethereum Community, 2016). An 
example of Solidity code can be seen in Figure 2. 
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Figure 2. Snippet of a smart contract written in Solidity. 

 
Smart contracts are Turing complete as long as enough gas is provided for the computation to 
finish (Ethereum Community, 2016). Contract execution is atomic which means that either all 
of the operations in the contract are executed or not a single one is. The smart contract code is 
executed in each node’s Ethereum Virtual Machine (EVM) during the mining process. The 
EVM environment is completely isolated and has no access to any network, filesystem, 
processes or other contracts (Ethereum Community, 2016). However, a contract can access 
another contract by creating a transaction for it just like any human user would do. 
 
To upload a contract to the blockchain the code has to be compiled into bytecode. Any user 
can deploy a smart contract by creating a transaction containing the contract’s bytecode. The 
contract automatically gets assigned an address by the Ethereum protocol where it can store 
its bytecode and state. To access a contract the user needs to know the contract’s address and 
application binary interface (ABI), which describes how to decode the contract’s bytecode 
(Ethereum Community, 2016). With this information the user can create a transaction to the 
contract’s address to interact with it. 

2.4 Decentralized Application 
The difference between a centralized and a decentralized application (DApp) is where the 
back-end resides (State of the DApps, n.d.). A centralized application’s back-end is run on a 
centralized server, for example a Facebook server or a game server. A decentralized 
application’s back-end is run on a decentralized peer-to-peer network, for example, a 
blockchain. For a visual representation of the differences see Figure 3. 
 
The back-end of Ethereum-based DApps is controlled by smart contracts on the blockchain. 
Even though the back-end is different compared to traditional apps the front-end works the 
same. Front-ends can be written in any language and it is entirely possible to create a user 
interface which completely hides the fact that there is a blockchain running in the back-end. 
The front-end has the ability make calls to both fetch information from the blockchain as well 
as deploy data onto it. 
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Figure 3. Difference between centralized, decentralized and distributed networks. Grey dots 

represent nodes and lines represent connections between nodes. 

2.5 Similar Work 
To highlight similar work involving internet-of-things and blockchain technology here are 
two short summaries of projects where the authors combined these technologies. 
 
In Using Ethereum Blockchain in Internet of Things: A Solution for Electric Vehicle Battery 
Refueling  Sun et al. (2018) created an internet-of-things network combined with an Ethereum 
blockchain to help out with battery swapping in an electric vehicle battery refueling system. 
They proposed the use of a “rich-thin-client” solution. Rich clients are devices with enough 
resources to contain the entire blockchain ledger and participate in the mining process. Thin 
clients are devices with limited resources that can only contain small parts of the blockchain 
that are relevant to the device. This makes it possible for lightweight internet-of-things 
devices to be part of the blockchain network without having to do any of the heavy consensus 
work. 
 
In Work-in-Progress: Integrating Low-Power IoT devices to a Blockchain-Based 
Infrastructure Özyılmaz and Yurdakul (2017) proposes a proof-of-concept to enable 
lightweight internet-of-things devices to access a blockchain network without being a part of 
it. A gateway node is a device that is part of the blockchain network which devices without 
the ability to run a blockchain themselves can send messages to. The gateway processes and 
forwards the messages to the blockchain. This gateway proof-of-concept allows lightweight 
internet-of-things devices to communicate with the blockchain network without being a part 
of it. 
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2.6 Tangle - A Different Approach to Distributed Ledgers 
IOTAs Tangle data structure offers a different approach to distributed ledgers and consensus 
(IOTA Foundation, n.d.). IOTA does not use a blockchain to store its ledger but instead make 
use of a Directed Acyclic Graph (DAG) where vertices represent transactions and edges 
represent approvals. Part of the resulting graph is visualized in Figure 4. Every transaction is 
attached to two previous transactions which it has to approve. The two transactions are 
chosen by walking from the genesis transaction to a tip twice. The walk is semi-random and 
favors walking via transactions with more approvals. This way of approving transactions 
makes the Tangle very scalable and completely removes the mining process. 

 
Figure 4. Illustration of Tangle. The dots represent transactions and the lines represent 

approval. Adapted from http://tangle.glumb.de/  
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3. METHOD 
This section covers the reasoning behind the choice of research approach to develop a 
proof-of-concept for an internet-of-things network based on user participation and 
blockchains. It then moves on to describing what the goals of each of the different phases of 
the research process are. Finally, the different ways of collecting data throughout the project 
is presented. 
 
This project was carried out together with Anton Daniels. Therefore, the implementation of 
different areas of the system were divided among us. This thesis focuses more on the 
blockchain part of the system as well as the decentralized application. The interested reader 
can read Anton Daniels’ thesis Information Security in an Internet of Things Network Based 
on User Participation (2019) which covers the information security of the system as well as 
the implementation of the mobile application. 

3.1 Research Approach 
The combination of internet-of-things, blockchains and user participation is still a relatively 
new idea and currently the knowledge in this particular area is limited. It is not clear where 
all issues reside or where to look for solutions. Therefore, this thesis takes an exploratory 
approach to this project. The goal is to get a broader understanding of both issues that can 
occur and potential solutions while working with internet-of-things, blockchains and user 
participation. 
 
This thesis uses the Luleå Kommun case to take a qualitative approach to research. The 
solutions to issues that arise during development for this specific implementation will help 
shape an understanding of these technologies. 
 
The active participation in the development of both problem formulation and problem 
understanding with corresponding solution is a process that can be seen as action design 
research. 

3.2 Research Methodology 
Inspired by action design research (Sein, Henfridsson, Purao, Rossi & Lindgren, 2011) the 
workflow follows a design process with four phases. The phases are exploration, design, 
implementation and evaluation. This process is illustrated in Figure 5. 
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Figure 5. Design process illustrated. 

 
The point of the first phase, the exploration phase, is to collect information and gain 
knowledge about the problem and potential ways to solve it. This is accomplished by reading 
about existing or proposed solutions to similar problems as well as scientific papers about 
similar problems or concepts. In addition, a workshop with Luleå Kommun was held where 
their trash can problem and what they would like in a potential solution was discussed. 
 
The goal of the second phase, the design phase, is to come up with possible solutions to the 
problem. The information and knowledge gained in the previous phase is used to develop one 
or more possible solutions. The different solutions are then discussed and one of them, the 
one that fits most criteria and the time constraint, is chosen to be implemented as a 
proof-of-concept in the next phase. 
 
During the third phase, the implementation phase, the chosen solution is implemented. This is 
when most programming is done. If unforeseen problems arise or improvements are 
discovered while getting more hands-on experience it is allowed to change the design 
accordingly. This means that the design and implementation phase can overlap and repeat 
throughout the process. 
 
In the final phase, the evaluation phase, the proof-of-concept solution is analysed and 
discussed in regards to the goal of the project as well as the information and experience 
gathered throughout the entire process. 
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3.3 Data Collection 
Data is collected by different means throughout all phases of the project. 
 
Very early in the project a workshop is held together with Luleå Kommun. During this 
workshop experts from Luleå Kommun explain their problem and what they want out of a 
potential solution to help form a case. Throughout the project continuous informal talks are 
had with Luleå Kommun to get ideas for the the development of the proof-of-concept. 
 
In addition, a literature study is carried out early on by researching similar problems and 
solutions to give the project a good foundation. This starts with a broad search on Google 
Scholar for different keywords such as “blockchain”, “internet-of-things”, “consensus”, etc. 
as well as combinations of these. As the literature study progresses these keywords and 
phrases become more and more refined to find more specific results. 
 
Moreover, the hands-on experience gained during the implementation and debugging of the 
proof-of-concept is a valuable data source. The unthought-of issues that are bound to arise as 
well as their solutions are part of the exploratory research process. 
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4. RESULT 
This chapter explains the thought process behind designing a proof-of-concept as well as the 
architecture of the implementation of the final proof-of-concept. 

4.1 Designing a Solution 
This section covers the design process of the project. First, it lists important aspects which are 
used to create a scope. Next, it describes a use case derived from the Luleå Kommun case. 
Finally, it presents two conceptual solutions and explains the reasoning behind why one of 
them was selected to be implemented as a proof-of-concept. 

4.1.1 Important Aspects 
With the information gathered during the literature studies and the workshop with Luleå 
Kommun a list of important aspects for a solution to Luleå Kommun’s case was compiled. 
This list is used to help define a scope for a solution. It is extensive but not complete. 
However, it still serves as a great foundation for a design. The list of important aspects is as 
follows: 
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● Availability: 
○ Data and services should always be available. Network communication and 

application availability should have as high uptime as possible. 
○ The network should not rely on a third party to be maintained. The removal of 

the need of a third party makes the network neutral and available to several 
different actors. 

● Communication: 
○ The network has to be delay-tolerant because it cannot support real time 

updates due to the fact that it relies on humans to pass by the sensors and 
collect the data. 

● Cost: 
○ It should be free to participate in the network 
○ Sensors should be cheap. Preferably less than 20 euro per unit. 

● Incentive: 
○ Any kind of participation should be rewarded to create a win-win situation for 

all users. 
○ Data collectors are rewarded with bonus points which can be redeemed for 

items or services, for example, discounts. 
○ Sensor owners are rewarded with collected sensor data. 
○ Sensor owners get access to a relatively cheap communication network. 

● Maintenance: 
○ Sensor battery life should be long. Preferably longer than 1 year. 

● Security: 
○ Data should be tamper-proof. 
○ Users should be able to trust that other users are who they say they are. 
○ User integrity should not be compromised. 

● Usability: 
○ Both applications and smart contracts should be open source. 
○ For data collectors: application that displays their information such as account 

address and bonus points. 
○ For sensor owners: application that displays collected sensor data. 
○ Mobile application energy consumption should be low to not affect mobile 

phone battery life. 
○ Mobile application memory storage requirement should be low to not fill 

mobile phone memory. 
○ New users should always be allowed to join the network. 
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4.1.2 Use Case 
With the help of information gathered during the literature study, the workshop with Luleå 
Kommun and the list the important aspects, a use case is developed. Every trash can is 
equipped with a sensor to give it the ability to tell the outside world how full it is. When 
someone passes by a trash can their mobile phone picks up information about the trash can 
from its signals. The trash can data is then packaged and uploaded to the blockchain network 
whenever the mobile phone owner moves to a location with good connection. As a reward for 
participating the mobile phone owner receives bonus points which can be spent on, for 
example, discounts. By using a mobile application users can see their account address and 
bonus point balance. Sensor owners, such as Luleå Kommun, can view the collected sensor 
data by using a decentralized application. 
 

 
Figure 6. Illustration of the use case. 
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The scenario depicted in Figure 6 is as follows: 
1. The mobile phone is within reach of the trash can sensor. The sensor sends its data to 

the mobile phone which stores it for the time being. 
2. When the mobile phone is connected to the blockchain it uploads all collected sensor 

data. The user is rewarded bonus points for every valid transaction of sensor data. 
3. To view user data, a user uses a mobile application to fetch and display data regarding 

their account address, bonus points, etc. from the blockchain. 
4. To view sensor data, a sensor owner, such as Luleå Kommun, uses a decentralized 

application to fetch and display sensor data from the blockchain. 

4.1.3 Conceptual Solutions for an Internet-of-Things Network 
Inspired by the two papers summarized in the previous chapter two suggested solutions that 
fulfills the use case were developed. They are similar to one another except that in the first 
solution the mobile phones are part of the blockchain network by acting as nodes. In the 
second solution the mobile phones are not part of the blockchain network and has to go 
through a gateway server, which is a node in the blockchain network, to communicate with 
the blockchain. The two suggested solutions are as follows: 
 
The first solution involves Bluetooth sensors, a mobile application, an Ethereum blockchain 
and a decentralized application. In this solution the Bluetooth sensors are not part of the 
blockchain network. However, each mobile application and computer that wants to access the 
decentralized application are nodes in the blockchain network. The Bluetooth sensors 
communicates with the mobile application which packages and uploads the data to the 
blockchain. The mobile application displays information from the blockchain regarding the 
user’s address, bonus points, transactions, etc. The decentralized application displays 
information from the blockchain regarding sensor data like sensor ID, value (temperature), 
timestamp, etc. Users that upload data are rewarded with bonus points as an incentive to 
participate. This solution is illustrated in Figure 7. 
 

 
Figure 7. Data propagation in the first solution. 
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The second solution involves Bluetooth sensors, a mobile application, an Ethereum 
blockchain, a decentralized application and a gateway server. In this solution neither the 
Bluetooth sensors nor the mobile application are part of the blockchain network. However, 
the gateway server and computers that want to access the decentralized application are nodes 
in the blockchain network. Like in the previous solution the Bluetooth sensors communicates 
with the mobile application which packages the data. It then passes along the data to the 
gateway server which in turn uploads the data to the blockchain. The mobile application and 
decentralized application displays the same information as in the previous solution and users 
that upload data are still rewarded with bonus points when participating. This solution is 
illustrated in Figure 8. 
 

 
Figure 8. Data propagation in the second solution. 

 
The gateway server bottleneck in the second solution makes it a more centralized system 
compared to the first solution depending on the host and availability of the server. Therefore, 
to favor decentralization the first solution was chosen to be implemented as a 
proof-of-concept in the upcoming implementation phase. 

4.2 Implementation of Proof-of-Concept 
This section describes the architecture of the proof-of-concept as well as how the different 
parts, such as blockchain back-end, smart contract and decentralized application, work. The 
information security, choice of wireless communication and mobile application development 
is covered in Anton Daniels’ thesis called Information Security in an Internet of Things 
Network Based on User Participation  (Daniels, 2019). 

4.2.1 The Ethereum Blockchain Back-end 
The back-end is built up by an Ethereum blockchain network maintained by full and light 
nodes. A full node contains all blocks in the blockchain and can participate in the consensus 
process by mining. Light nodes, however, only contain the block data that is required to 
create new transactions and whatever they want to read. Therefore, light nodes cannot 
participate in the mining process. This is useful for devices that do not have enough memory, 
processing power or energy capacity to carry out any heavy calculations. 

4.2.2 The Smart Contract 
The blockchain has a smart contract on it which is used to store and fetch information 
regarding sensor ID, value (for example, temperature) and timestamp. In addition, the 
contract also handles adding, removing and fetching bonus points for each account. 
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The contract contains functions, for example, updateThing , getBalance  and 
addBalance . To upload collected sensor data the user makes a transaction for the 
updateThing  function. Moreover, to fetch the amount of bonus points an account has the 
getBalance  function is called. However, the addBalance function, which adds bonus 
points to an account, can only be called by authorized accounts. If addBalance is called by 
an unauthorized account the transaction is discarded and nothing happens. There are more 
functions in addition to these which can be derived by reading the contract source code found 
in Appendix 8.1. 
 
Whenever updateThing  is called it overwrites the current value of the related sensor with 
the new value it gets. This means that the current value on the blockchain might not be the 
chronologically most recent value from the sensor. For example, if a user collects data but 
does not upload it until a later date the value on the blockchain will still be updated with the 
old data even if another user has uploaded more recent data. However, because of events this 
is not an issue. The updateThing function emits an event containing the sensor data, which 
includes a timestamp, each time it is called. Events make it possible to easily track and sort 
historical data, search for data from a certain sensor ID, etc. 

4.2.3 The Decentralized Application 
The decentralized application, shown in Figure 9, is a normal website written in HTML 
which uses web3 to add Ethereum support. In web3 the website server does not run its own 
Ethereum node; therefore, the user has to provide the webpage with their own Ethereum 
node. This is done by running an Ethereum node and then connecting to the website using a 
web browser that supports Ethereum natively, like Mist Browser, or by using a plug-in like 
MetaMask to add Ethereum support to a more common web browser like Google Chrome or 
Firefox. 
 
The decentralized application itself contains the smart contract’s contract address and ABI. 
When it connects to an Ethereum node the decentralized application starts looking for the 
contract on the blockchain. If it finds the contract the decentralized application begins 
scanning the contract for all past and future events. The updateThing events contain 
information about sensor ID, value and timestamp, which is then displayed on the webpage. 
The user can filter the events by typing characters or words into a textbox. 
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Figure 9. The decentralized application. 
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5. DISCUSSION 
This chapter starts with a description of how well the proof-of-concept fits each of the 
different important aspects. Next, it takes a closer look at the proof-of-concept by discussing 
what can be improved and why in more detail. Finally, the last section of this chapter brings 
up ideas regarding what can be done with this technology in the future. 

5.1 Important Aspects 
This section lists the important aspects and briefly discusses how well the proof-of-concept 
fulfilled the criterias of each major point. 

5.1.1 Availability 
● Data and services should always be available. Network communication and 

application availability should have as high uptime as possible. 
● The network should not rely on a third party to be maintained. The removal of the 

need of a third party makes the network neutral and available to several different 
actors. 

 
The proof-of-concept fulfills both of these aspects. The fact that the blockchain is stored 
locally provides a high uptime on data and services. Moreover, the peer-to-peer network 
architecture allows for high uptime of network communication depending on the amount of 
available peers in the network. 

5.1.2 Communication 
● The network has to be delay-tolerant because it cannot support real time updates due 

to the fact that it relies on humans to pass by the sensors and collect the data. 
 
The proof-of-concept fulfills this aspect. Ethereum in itself is delay-tolerant. In addition, the 
services such as the temperature data collection service, as implemented in the 
proof-of-concept, or a future solution for trash can data collection, do not require real time 
updates to function. 

5.1.3 Cost 
● It should be free to participate in the network 
● Sensors should be cheap. Preferably less than 20 euro per unit. 

 
Both of these aspects can be improved upon. It is currently free to participate but there is still 
a gas cost on sending transactions. This can be seen as a cost. An improvement would be to 
remove the gas cost completely. 
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The chosen sensor, called RuuviTag, currently has a price tag of about 30 euro per unit. 
However, by contacting the company and ordering in bulk it might be possible to lower the 
price to 20 euro or less per unit. 

5.1.4 Incentive 
● Any kind of participation should be rewarded to create a win-win situation for all 

users. 
● Data collectors are rewarded with bonus points which can be redeemed for items or 

services, for example, discounts. 
● Sensor owners are rewarded with collected sensor data. 
● Sensor owners get access to a relatively cheap communication network. 

 
The proof-of-concept fulfills all of these aspects. It is cheap to participate in the network, as 
described in the previous section. In addition, it creates a win-win situation for all participants 
by rewarding data collectors with bonus points and sensor owners with sensor data. 

5.1.5 Maintenance 
● Sensor battery life should be long. Preferably longer than 1 year. 

 
This aspect is fulfilled by the proof-of-concept. The chosen RuuviTag sensor has a battery 
lifetime of more than 1 year. 

5.1.1 Security 
● Data should be tamper-proof. 
● Users should be able to trust that other users are who they say they are. 
● User integrity should not be compromised. 

 
The proof-of-concept fulfills these aspects. The reference to the previous block in each block 
makes the data tamper-proof. If a previous block is tampered with the resulting block hash 
becomes a different value. This causes the block reference in the next block to be incorrect 
which means that the previous block has been tampered with. 
 
Users can prove who they are by using public-key cryptography. Therefore, users can trust 
that other users are who they say they are. 
 
When creating an account there is nothing that connects a real life person with the account. 
This makes users anonymous and secures their integrity. 
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5.1.1 Usability 
● Both applications and smart contracts should be open source. 
● For data collectors: application that displays their information such as account address 

and bonus points. 
● For sensor owners: application that displays collected sensor data. 
● Mobile application energy consumption should be low to not affect mobile phone 

battery life. 
● Mobile application memory storage requirement should be low to not fill mobile 

phone memory. 
● New users should always be allowed to join the network. 

 
The proof-of-concept fulfills most of these aspects. The smart contract and decentralized 
application is open source. The mobile application is currently not open source. However, 
there is nothing that stops it from being open source. This can be solved by simply uploading 
the source code to a website like Github. 
 
The mobile application displays user information such as account address and bonus points. 
In addition, the mobile application is a light node which allows for low energy consumption 
and low memory storage requirement. 
 
The distributed application displays sensor data to the sensor owner, in this case Luleå 
Kommun. 
 
There is nothing that stops new users from joining the network. Anyone can create an account 
and connect to the network to start participating. 

5.2 Evaluation of Proof-of-Concept 
The final proof-of-concept fulfilled the use case but there are still several areas that can be 
improved to truly fulfill all of the important aspects of an internet-of-things network based on 
user participation. 
 
First, the default Proof-of-Work algorithm used in Ethereum is not a suitable consensus 
algorithm for an internet-of-things network. Internet-of-things devices are lightweight and 
cannot perform the heavy calculations needed in Proof-of-Work because of their small 
memory and low energy consumption requirement. Related to this, if mobile phones took part 
in the consensus process it would require a lot of memory space to store the DAG. Moreover, 
it would also drain a lot of battery to perform the calculations, which is something the users 
do not want. This means that more powerful nodes are required to uphold the network, for 
example, dedicated computers. However, this can put the network at risk for a 51% attack 
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depending on who is in control of the dedicated computers. In addition, a lower total network 
hashrate also puts the network at a higher risk of suffering a 51% attack. 
 
Second, the bonus point system is handled in smart contracts and is not related to the 
blockchain’s cryptocurrency in any way. As a result, the cryptocurrency in the 
proof-of-concept network does not have any value. Successful miners are granted 
cryptocurrency but it cannot be traded for anything. Consequently, there is no incentive for a 
user to spend resources to participate in the consensus process. One way to solve this could 
be by rewarding the same bonus points received from transferring data, instead of 
cryptocurrency, to users performing the consensus calculations. However, this might not 
work if there are more than one actor with a bonus point systems on the network. For 
example, company A do not want users to be able to collect bonus points by doing work for 
company B and then spend them on rewards from company A. Therefore, company A and 
company B has different bonus point systems. Which raises the question: what kind of bonus 
points should the miners get as a reward? 
 
Third, to create a transaction in Ethereum the sender needs to know their nonce, the number 
of their last valid transaction, which is stored on the blockchain. If devices are not constantly 
connected to the blockchain network they can become desynced or outdated which can cause 
them to get the wrong nonce value. Transactions with an incorrect nonce gets discarded by 
the network. As a result, a device that is not able to fetch the correct nonce is unable to create 
any valid transactions at all. This can be a big problem in areas with bad coverage or if a 
future idea intends on bringing in the sensors as nodes in the blockchain network. 
 
Fourth, in Ethereum every transaction has a gas cost tied to it. Consequently, every account 
needs cryptocurrency in their balance before they are able to create a transaction at all. 
Therefore, any time a new account is created the system needs to find out about it and give 
the new account some cryptocurrency before it can be used in the system. This flaw makes it 
a lot harder for new users to join and take part of the network. However, removing the gas 
cost removes a safeguard against spammers which is then something that might have to be 
solved in a different way. 
 
Finally, because of time constraints there is currently nothing implemented in the 
proof-of-concept which checks for transaction data validity. For example, it is possible to 
create transactions with made up values for sensor ID, timestamp and temperature and the 
network will still accept the transaction as valid and include it in the blockchain. As a result, 
it is currently possible for malicious users to fabricate values, upload them to the blockchain 
and still get rewards for doing so. The data validity check can be implemented in, for 
example, smart contracts or as a part of the consensus algorithm. 
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5.3 Future Work 
As mentioned in the previous chapter there are several improvements to be made and issues 
to be solved. Future research can delve deeper into any of these areas. 
 
It will be interesting to see if it possible to create a consensus protocol that works well in a 
blockchain network based on lightweight devices, such as a internet-of-things network, while 
also allowing users with no or limited blockchain data knowledge to create valid transactions. 
Inspiration to such a solution can hopefully be found by taking a closer look at IOTA’s 
distributed ledger Tangle. 
 
  

31 



6. CONCLUSION 
This thesis has explored a different area of use for blockchains compared to the more 
common use. Instead of using blockchains to keep track of monetary transactions this thesis 
used blockchains to transfer and store sensor data. Hopefully, this thesis can help provide 
insight into what blockchain technology can offer as well as to inspire to make use of 
blockchains in other areas. 
 
After getting more knowledge and experience about blockchains from both research and 
creating a proof-of-concept it is finally time to take a look at the thesis’ question. How can 
blockchains support a communication network built up by user participation? 
 
Blockchain technology offers a lot of things which can be applied in a communication 
network. The decentralized and distributed architecture of peer-to-peer removes the need of a 
third party host. In addition, the peer-to-peer architecture used in blockchain networks 
increases the availability of the network by increasing the number of nodes to choose from 
compared to a centralized solution. Moreover, the blockchain historical data cannot be altered 
because it is forever stored in the blocks of the blockchain. By following the transactions 
made from the genesis block it is possible to recreate the data up until a chosen point. Finally, 
user integrity is kept by keeping the accounts anonymous. 
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8. APPENDIX 

8.1 Smart Contract Source Code 

pragma solidity ^0.4.21; 
 
contract TemperatureContract { 
    address owner; 
    string public name; 
    string public symbol; 
  
    struct Thing { 
        string id; 
        int256 value; 
        string timestamp; 
    } 
  
    mapping (address => bool) public admin; 
    mapping (address => uint256) public balanceOf; 
    mapping (string => Thing) things; 
  
    event AddAdmin(address indexed newAdmin, address indexed 
approver); 
    event RemoveAdmin(address indexed removedAdmin, address 
indexed approver); 
    event AddBalance(address indexed to, address indexed approver, 
uint256 value); 
    event RemoveBalance(address indexed from, address indexed 
approver, uint256 value); 
    // Note: string can not be "indexed", bytes32 works but only 
allows for 8 characters 
    event UpdateThing(string id, int256 value, string timestamp, 
address indexed sender); 
  
    // Constructor 
    function CustomToken(string memory tokenName, string memory 
tokenSymbol) public { 
        // Set owner 
        owner = msg.sender; 
        // Give owner admin 
        admin[msg.sender] = true; 
        // Give self admin 
        admin[address(this)] = true; 
        // Set token name 
        name = tokenName; 
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        // Set token symbol 
        symbol = tokenSymbol; 
    } 
  
    function addAdmin(address _newAdmin) public { 
        // Check if sender is allowed to add admin 
        require(admin[msg.sender] == true); 
  
        // Add admin 
        admin[_newAdmin] = true; 
  
        // Emit event 
        emit AddAdmin(_newAdmin, msg.sender); 
    } 
  
    function removeAdmin(address _removeAdmin) public { 
        // Check if sender is owner 
        require(msg.sender == owner); 
        // Can't remove Owner 
        require(_removeAdmin != owner); 
  
        // Remove admin 
        admin[_removeAdmin] = false; 
  
        // Emit event 
        emit RemoveAdmin(_removeAdmin, owner); 
    } 
 
    function addBalance(address _to, uint _value) public { 
        // Check if sender is allowed to add balance 
        require(admin[msg.sender] == true); 
        // Check for overflows 
        require(balanceOf[_to] + _value >= balanceOf[_to]); 
  
        // Add balance 
        balanceOf[_to] += _value; 
  
        // Emit event 
        emit AddBalance(_to, msg.sender, _value); 
    } 
  
    // Only used internally 
    function _addBalance(address _to, uint _value) internal { 
        // Check if contract is allowed to add balance 
        require(admin[address(this)] == true); 
        // Check for overflows 
        require(balanceOf[_to] + _value >= balanceOf[_to]); 
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        // Add balance 
        balanceOf[_to] += _value; 
  
        // Emit event 
        emit AddBalance(_to, address(this), _value); 
    } 
 
    function removeBalance(address _from, uint _value) public { 
        // Check if sender is allowed to remove balance 
        require(admin[msg.sender] == true); 
        // Check for overflows 
        require(balanceOf[_from] - _value <= balanceOf[_from]); 
  
        // Remove balance 
        balanceOf[_from] -= _value; 
  
        // Emit event 
        emit RemoveBalance(_from, msg.sender, _value); 
    } 
  
    // Returns the balance of address "a" 
    function getBalance(address a) public view returns (uint256) { 
        return balanceOf[a]; 
    } 
  
    function updateThing(string memory _id, int256 _value, string 
_timestamp) public { 
  
        // Right now anyone can call this function at any time 
with any parameters 
        // and receive balance by doing it. Need to implement 
something that checks 
        // and validates every transaction somehow 
  
        // Update data 
        things[_id].id = _id;   // This shouldn't be here but I 
don't know where else to initialize it 
        things[_id].value = _value; 
        things[_id].timestamp = _timestamp; 
  
        // Emit event for historical data regardless 
        emit UpdateThing(_id, _value, _timestamp, msg.sender); 
  
        // Get reward for uploading data 
        _addBalance(msg.sender, 10); 
    } 
  
    function getThingData(string memory _id) public view returns 
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(string, int256, string) { 
        return (things[_id].id, things[_id].value, 
things[_id].timestamp); 
    } 
} 
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