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Abstract
Recently, technology advancement has brought improvement in all the sectors, including the
railway sector. The Internet of Things (IoT) based railway systems have immense potential to
improve quality and systems that will enable more efficient, environmental friendly railway
system. Many research brought innovations that offer enormous benefits for rail travel. The current
research focuses on the railway industries, as they want to reap the benefits of IT concept such as
Cloud Computing, Information Security, and Internet of Things (IoT). Railway industries are
generating a large volume of data every day from different sources. In addition, machine and
human interactions are rapidly increasing along with the development of technologies. This data
need to be properly gathered, analysed and shared in a way that it is safe from different types of
cyberattacks and calamities. To overcome smart devices’ and Cloud’s limitations, the new
paradigm known as Fog computing has appeared. In which an additional layer processes the data
and sends the results to the Cloud. Despite numerous benefits of Fog, computing brings into IoTbased environments, privacy and security issues remain the main challenge for its implementation.
Hence, the primary purpose of this research is to investigate the potential challenges,
consequences, threats, vulnerabilities, and risk management of data security in the railway
infrastructure in the context of eMaintenance.
Keywords: Cloud computing, Railway, Identification, Authorization, Authentication, Internet of
Things (IoT).
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Introduction
This chapter holds the introduction, research question, terminology related to the research,
research gap and complete outline of this master thesis.

1.1 Background
Data is sensitive for business decisions, risks in competition, data breach issues could lead to
the safety problem, societal relevance, and loss of reputation. The railway is a collaborative
business where information is shared between different partners and this sensitive information
of the critical infrastructure (railway system) is shared among different stakeholders. This
information needs to be protected because unauthorized access can lead loss of data to the third
party. Which could lead to potential hazards; for example, attackers can control the assets
remotely to achieve their predefined plans.
Problem Area: Cybersecurity Challenges and Their Impact on Railway System
Figure 1 shows a list of cybersecurity challenges and their impacts on the railway system [1].

Figure 1. Cybersecurity challenges and their impact on railway systems. IoT.

Railway maintenance based on Information Communication Technology highly depends on the
Internet, which makes it vulnerable to cybersecurity threats. There are many threats, which are
due to the impact of cyber-attack on the railway. Some of them are as follows [1]:
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Loss of railway data integrity and confidentiality.
Threats to safety.
Reputation damage.
Monetary loss.
Service unavailability (Delay, Stop and Damage).
Exposure to new types of threats.
Loss of dependability.

According to the literature review, cybersecurity is one of the concern in the railway sector and
research are ongoing related to cyber-security activities some of them are as follows:







Cybersecurity in the railway (CYRAIL) project, Shift-2-rail subproject is one of the
examples from ongoing activities in the railway sector [2].
Many researchers have proposed a framework for risk assessment and high-level security
assessment based on the IEC 62443 standard, which has a particular focus on the railway
domain [3] [4].
The European Union has established the network and information security directive, which
aims at safeguarding critical infrastructures (CI’s) [5].
Cylus is also providing a cybersecurity solution for railways, whose aim is to keep one-step
ahead of the latest cyber [6].
There has been a high-level cybersecurity risk assessment of a national European Rail
Traffic Management System implementation, while other work has suggested a network
design for securing a data communication system for automatic train control [7].
Thales also supports the railway sector in its fight against cyber-attacks by participating in
the development of CERTs as part of Shift-2-Rail program in the European Union [8].

1.2 Related Work
The present research focuses on the Internet of Things (IoT) systems, which are installed on the
track (wayside) and trains (on-board). This system is used for acquiring the data from the track
and on-board (data such as temperature, vibrations, position, and environment). IoT is the new
future associated with the internet; the “Internet of Things” describes a vision where objects
become part of the internet. In the present era, an increasing number of everyday objects is
equipped with electronics, which provides these objects with identification, computing, and
communication capabilities. For example, we can see the underlying technology, such as Radio
Frequency Identification (RFID) for the identification and tracking of products, packets, and
pallets in supply chain scenarios, to smart devices, such as smartphones and wearables (e.g.,
smartwatches) with considerable computing capabilities and Internet connections. This network
of ubiquitous smart objects is known as the IoT. It enables novel applications and services,
particularly in the industrial sector [9] as the Industrial Internet of Thing (IIoT) is related to the
internet and vulnerable to all kind of cybercrime. IIoT gives the R&D department a new
platform to work that is cybersecurity. Almost every industry is struggling with security issues,
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which come into existence because of the IoT system. Figure 2 shows the process of IIoT [9].

Figure 2. Industrial Internet of Things [9].

Integration of IoT and industries is a combination, which holds future but also vulnerable to a
variety of cyber-attack. Let us move towards what are the different cybersecurity challenges
faced by the SCADA system or different smart-industries. (SCADA: The IoT-cloud
combination offers the advantage of integrating Cyber-Physical System (CPSs) such as the
SCADA system)







One of the successful attacks against industrial control system was the Slammer worm,
which infected two critical monitoring systems of a nuclear power plant in the U.S.A. in
2003 [10].
In the same year, a computer virus infected the signal and dispatching control system of a
major transportation network in the U.S.A. leading to complete stop of passenger and freight
trains [11].
The IoT-cloud combination offers the advantage of integrating CPSs such as the SCADA
system. In 1982, an incident happened named as Siberian Pipeline Explosion, which is
considered the first cybersecurity incident in the history of SCADA systems. In this
explosion, an attacker exploited a system vulnerability using a virus called a Trojan horse
[15].
Next, in 2000, a worker in the Maroochy Shire water plant hacked its control system, which
results in flooding the hotel grounds with raw sewage [12].
The Stuxnet worm [13] disrupted Iran’s nuclear system. In 2011, another form of Stuxnet
was discovered and given the name Duqu. Most recently, the Flame worm [13] brought
devastation to Industrial Control Systems (ICS) and to SCADA systems.

Figure 3 shows a statistical representation of threats to SCADA systems before their exposure
to the IoT-cloud environment, according to Sajid et al [15].
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Figure 3. A statistical view of the threats to the SCADA system.

A few threats to the SCADA systems in IoT-cloud environments are defined below. [15]








Advanced Persistent Threats (APTs): An unauthorized person attempts to gain access to
the whole system to steal data rather than causing damage to it.
Lack of Data Integrity: Loss of integrity of data if someone tries to destroy the whole data.
Man-in-the-Middle (MITM) Attacks: Spoofing and sniffing attacks can be easily
launched because of the man-in-the-middle attack. In a spoofing attack, a program or person
masquerades as another program or person to gain illegitimate access to the system or the
network. In the sniffing attack, the intruder monitors all the messages and activities
performed by the system.
Replay Attacks: These are the type of network attacks, in which some valid message
content is repeated or may be the message itself can be repeated. These types of attack may
affect the performance of SCADA systems and can be severe threats when a replay attack
delays messages sent to physical devices.
Denial of Service (DoS) Attacks: The primary purpose of these type of attacks is to make
the service unavailable for the intended user.

1.3 Purpose and Objective of Research
The present research focuses on the IoT systems, which are placed on the railway track and
trains. This system is used for acquiring the data from the track and on-board (data such as
temperature, vibration, position, and environment). During the collection of data, cyber-security
is considered an important issue; therefore, taking care of identification, authentication, and
authorization is necessary. According to incident statistics from IBM, which stated about the
transportation sector that it had been affected by various types of cyber-attacks, for example,
SQL, DoS, Watering Hole, XSS, Malware, Brute Force, Misconfigure, Data Breach Phishing,
and undisclosed. After the collection of data it’s been deployed to the cloud with Microsoft
Azure (is an open, flexible, enterprise-grade cloud computing platform which provides SaaS,
PaaS, IaaS and supports many different programming languages) with the help of appropriate
protocol for transfer of data. Last part is to ensure the secure communication of data, which is
travelling in the pipeline between sensors and cloud. This part is also an essential part because
breach or leak of this potential data to the wrong hands might result in havoc, risk, trust, hazards,
and serious consequences. In the present research, the focus is given to identify the different
4|Introduction

type of cyberattacks, which can be faced and has been faced by the railway industry. In addition,
try to give an appropriate solution to these problems related to the IoT system and cloud
computing security issues, which can be done with the help of literature review of the problem
in the different sectors. Below are two examples of different types of cyberattacks, which took
place in different smart-industries.
The IoT-cloud combination offers the advantage of integrating Cyber-Physical System (CPSs)
such as the SCADA system. In 1982, an incident happened, named as Siberian Pipeline
Explosion, which is considered the first cybersecurity incident in the history of SCADA
systems. In this explosion, an attacker exploited a system vulnerability using a virus called a
Trojan horse. [15]
Iran’s nuclear system was disrupted by the Stuxnet worm [13]. In 2011, another form of Stuxnet
was discovered and given the name Duqu. Most recently, the Flame worm [13] brought
devastation to Industrial Control Systems (ICS) and SCADA systems.
In this project, the focus is given to the railway industry. Therefore, the research gap for this
project is how to identify the most sophisticated attacks in IoT and cloud environment in the
railway industry. Next come, how to address them.

1.4 Research Gap
As explained in purpose and objective, the scenario of the attacks can be the witness in Railway
industries because of the advancements in the ICT (Information and Communication
Technology), there has been much emphasis on the digitization of the existing and newly
developed infrastructure. Since the railway is the backbone of the society, the data-driven
approaches ensure the continuous operation, efficient maintenance, planning, and potential
future investments. The breach and leak of this potential data to the wrong hands might result
in havoc, risk, trust, hazards, and serious consequences. In this research, the focus is given to
identify the different type of cyberattacks, which can be faced and is being faced by the railway
industry. The research gap for this project is to find the major challenges related to railway
industry when it comes to IoT and Cloud environment. Next is how to give the most appropriate
solution to the cybersecurity attacks, which are a witness in the railway industry.

1.5 The Research Question
The present study aims to achieve a better understanding of the impact of organisational groups
perceptions on information related to cyberattacks. This aim is achieved by literature review on
the different type of cybersecurity challenges in the railway sector. The literature review is
followed by interviews with railway professionals working in the IT sector of railways. To
guide our endeavour, I framed the following research question:
“What are the security challenges concerning maintenance data in the railway industry?”
To fulfil the aim of the present study, I conduct an interpretive case study. The case study
includes a literature review followed by interviews with different organisations, which are
grouped in three cases. Case one includes the Swedish Transport Agency (Trafikverket), SJ and
SWECO, the second case is Company-A and third case is Luleå University of Technology.
Based on the results from three cases and literature review, the challenges on cybersecurity
attacks in the railway, the sector are concluded.
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2 Literature Review
One of the fastest growing topic according to Forbes is the "Internet of things" (IoT) because it
is a concept which not only has the potential to affect how we live but also how we work [16].
What is the word IoT exactly means is described below.
The concept behind IoT is simply, connecting any device with an on and off switch to the
Internet (and/or to each other). This includes everything from cell phones, coffee makers,
washing machines, headphones, lamps, wearable devices and almost everything one can think
of. This can also apply to different components of machines we can take an example of the
engine of a rail or the drill of an oilrig. The opportunities enabled by IoT technology are vast
and diverse, with increased connectivity expected to transform the operations of major
industries like healthcare, finance, and transportation. Every sector is moving towards this
technology for the advancement including the railway sector. The appearance of the IoT based
railway systems has immensely improved quality and systems that will enable more efficient,
more environmentally friendly [17]. IoT has been held up as the next big technology revolution
that will lower business costs and make employees more productive, but it brings with it major
baggage for corporate leaders and their industries. Every day, the IoT attack surface expands as
tons of new smart devices are rolled into the Internet, with the number of active IoT devices
expected to surpass 20.4 billion by 2020, according to Gartner [18].

2.1 Different Type of Cyberattacks in IoT Environment
According to Zhao and Ge [19], the IoT can be classified into three layers namely, application,
perception, and network protocol. As IoT security has been horribly flawed ever since it first
became a thing attack can be done at any part of the layer. The major reason to this statement
is the pace with which new products have been introduced to the market and the fact that
designing security is seen by vendors as 'slowing things down'. Casey Ellis, CEO of Bug crowd
a San Francisco-based computer security service, gave this statement to the Lansing State
Journal. With anything from TVs, refrigerators to toasters being created with the capability to
connect to a network, these low-securities IP addresses have become a tempting target for
cybercriminals [20].
The escalation in the implementation of IoT devices and object in every field of industry gives
a result with an excellent innovation, but at the same time, it create lots of security problem.
Everyday technology is making the world smarter and IoT plays a vital role in these
technologies. The increased demand for technology requires increases the need for protection
of computer systems from theft of or damage to their hardware, software or electronic data, as
well as from disruption or misdirection of the services they provide. That is the reason behind
the pace at which industries are willing to invest their money in cybersecurity. Figure 4 shows
the statistical view [21].
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Figure 4. Statistical Information of IoT Security Market.

Below are different types of IoT Attack:
2.1.1 Botnet
It is a robot of the network; the Internet is filled with threats to online security. A botnet is
several Internet-connected devices, each of which is running one or more bots or a string of
connected computers coordinated together to perform a task. It can take control of your system
and perform Distributed Denial of Service DDoS attack, steal data, send spam and allows the
attacker to enter the device and its connection [22].
Some sample of large-scale IoT botnet attacks:







Linux.Aidra: Which is also named as Linux. Lightaidra was discovered in 2012 by security
researchers at ATMA.ES. This bonnet was first noticed when researchers witnessed a large
number of Telnet-based attacks on IoT devices [23].
Bashline: Which is also known as Gayfgt, Qbot, Lizkebab and Torlus, this IoT botnet was
discovered in 2014 with the Bashline source code published (with several variants) in 2015.
Some variants of this botnet reached over 100,000 infected devices, serving as the precursor
to Mirai (It is described below) [23].
Mirai: This one gain worldwide attention in 2016, the Mirai botnet consisted of recordbreaking DDoS attacks on Krebs, OVH and Dyn. The botnet, which targeted closed-circuit
television cameras, routers, and DVRs, generated traffic volumes above 1 Tbsp. featuring
ten pre-defined attack vectors, this botnet took down the infrastructure of service providers
and cloud scrubbers. Some of the vectors include GRE floods and Water Torture attacks
[22].
Linux/IRCTelnet: This was discovered in 2016 by Malware Must Die, these IoT botnet
targets routers, DVRs and IP cameras. It can send UDP and TCP floods along with other
methods in both Ipv4 and Ipv6 protocols [23].
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2.1.2 Man-in-the-middle
This is one of the common and mostly taking place type of cybersecurity attacks, which allows
attackers to eavesdrop on the communication between two parties. This type of attack takes
place between two legitimately communicating hosts, allowing the attacker to “listen” to a
conversation they should normally not be able to listen to, hence the named as “man-in-themiddle” [24].
Types of Man-in-the-Middle Attacks:






Rogue Access Point: This is one of the dangerous attacks because to perform this type of
attack attacker does not even have to be on a trusted network he/she needs a close enough
physical proximity. The attacker can manipulate all of the victim's network traffic. As
known by the fact that a device equipped with wireless cards often try to auto-connect to
the access point that is emitting the strongest signal. In this case, attackers can set up their
wireless access point and trick nearby devices to join its domain by making all the
network traffic as its victim and manipulate them according to themselves [24].
ARP Spoofing: The used of Address Resolution Protocol is to resolve IP addresses to
physical MAC (media access control) addresses in a local area network. Whenever host
needs to talk to a host with a given IP address, it references the ARP cache to resolve the IP
address to a MAC address. In this case, if the address is not known, then a request is made
for asking the MAC address of the device with the IP address. In this an attacker wishing
to pose another host can respond to the request with some precisely placed packets, an
attacker can sniff into the private traffic between two hosts. In this case, valuable
information can be easily extracted from the traffic, such as exchange of session tokens,
yielding full access to application accounts that the attacker should not be able to access
[24].
DNS Spoofing: Multicast DNS is similar to DNS, but it is done on a local area network
(LAN) using broadcast like ARP, which make it a perfect target for spoofing attacks. Users
do not have to know precisely, which addresses their devices should be communicating
with; they let the system resolve it for them. Devices such as TVs, printers, and
entertainment systems make use of this protocol since they are typically on trusted
networks. When an app needs to know the address of a particular device, such as TV,
personal desktop, an attacker can efficiently respond to that request with fake data,
instructing it to resolve to an address it has control over. Since devices keep a local cache
of addresses, the victim sees the attacker’s device as trusted for a duration of time [24].

2.1.3 Denial of service (DoS)
A Denial of Service or DoS attack is an attempt by its perpetrator to incapacitate a network or
online resource, or it is a malicious attempt to make an online service unavailable to users,
usually by temporarily interrupting or suspending the services of its hosting server. It is done
typically with an excessive surplus of the kind of activity that it would usually attract. This
might take the form of authentication requests from registered and prospective users, processor
cycles for game-play, messages, download requests, etc. [23]. Broadly speaking, DoS attacks
can be divided into three types:


Volume Based Attacks: Includes UDP floods, ICMP floods, and other spoofed-packet
floods. The goal of the attack is to saturate the bandwidth of the attacked site, and magnitude
is measured in bits per second (Bps) [25].
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Protocol Attacks: Includes SYN floods, fragmented packet attacks, Ping of Death, Smurf
DDoS and more. This type of attack consumes actual server resources or those of
intermediate communication equipment, such as firewalls and load balancers. The attack is
measured in packets per second (Pps) [25].
Application Layer Attacks: Includes low-and-slow attacks, GET/POST floods, attacks that
target Apache, Windows or Open BSD vulnerabilities and more. Comprised of seemingly
legitimate and innocent requests, the goal of these attacks is to crash the webserver, and the
magnitude is measured in Requests per second (Rps) [25].

2.1.4 Data and identity theft
The term identity and data theft were coined in 1964. It occurs when someone uses another
person personal identity or data like name, personal number, telephone number or credit card
number without their permission to commit fraud or other crime. The main strategy of identity
theft is to amass data. General data available on the internet, combined with social media
information, plus data from smartwatches, fitness trackers and, if available, smart meters, smart
fridges and many more give a great all-around idea of your identity. The more details can be
found about a user, the easier and the more sophisticated a targeted attack aimed at identity theft
can be [23].
2.1.5 Social engineering
It is an act of manipulating people so that one can have their confidential information. The
information that criminals are seeking may vary, according to the targeted victim, type of crime
the criminal willing for etc. Majorly, criminals are usually trying to deceive the user into giving
them passwords or bank information. Alternatively, they could be trying to access a computer,
to install malicious software secretly that will then give them access to personal information.
Furthermore, giving them control over the computer. Typically, social engineering hacks are
done in the form of phishing emails, which seek to have you divulge your information, or
redirects to websites like banking or shopping sites that look legitimate, enticing you to enter
your details [23].

2.2 Different type of Cyberattacks in Cloud Environment
The next part of the project is deployment of the collected data from the IoT sensors to the
cloud for this purpose Microsoft Azure (is an open, flexible, enterprise-grade cloud computing
platform which provides SaaS, PaaS, IaaS and supports many different programming
languages) will be used with the help of appropriate protocol for transfer of data. In this part,
the main concern is to research about the taking care of identification, authentication, and
authorisation of the data, when data is being transferred. Here the main concern or can say
major security challenge with clouds is that the owner of the data when may not have control
of where the data is placed and how security is to maintain when it is transferred. According to
Singh and Shrivastava [26], more companies are moving to cloud computing, including the rail
industry. Therefore, more cyberattacks are likely to happen in the future, especially on the data,
which travel from IoT sensors to cloud [26].
2.2.1 Denial of Service (DoS) attacks
Many professional researchers state it after much argued on this topic that the cloud is more
vulnerable to DoS attacks, because of sharing many users at the same time that make DoS attack
much more damaging. In 2009, Twitter suffered a devastating DoS attack [26].
9|Literature Review

2.2.2 Data Breaches
According to a study, which was conducted by the Ponemon Institute, entitled “Man in Cloud
Attack”, reports that over 50% of the IT and security professionals surveyed believed their
organisation’s security measures to protect data on cloud services are low. The whole study
compromise of nine scenarios and after evaluating it was concluded overall data breaching was
three times more likely to occur for businesses that utilise the cloud than those that do not [26].
2.2.3 Man-in-the-middle
This attack is mostly is carried out when an attacker places himself between two users of the
cloud. By placing himself between the two users, communication path attacks have the
possibility that they can intercept and modify communications [26].
2.2.4 Data Loss
Data loss is a common issue when talk cloud security challenges that can be lost through a
malicious attack, natural disaster, or a data wipe by the service provider. One of the examples
is Amazon. It suffered data loss by permanently destroying many of its own customers’ data in
2011. Another example is Google, which suffers the data lost when its power grid was struck
by lightning four times [26].

2.3 Different type of Cyberattacks happened In IIoT and Cloud
Computing
According to the research, cybersecurity is one of the concerns in every industry here are some
of the latest and famous incident, which took place in various sector of different industries:
2.3.1 October 21 Attack
Taking advantage of Maria botnet as a primary source of malicious attack traffic hackers were
able to clog up traffic to major websites, effectively shutting out human users with an army of
automated bots on 21 October 2016, Friday morning. This attack is being analysed as a complex
and sophisticated attack, which is being done by using maliciously targeted masked TCP and
UDP traffic over port 53. A massive internet user in the United States attempted to login into
Twitter and Netflix, only to find out about the massive cyberattack rendered them unable to
connect to some of the world’s most popular websites. This attack was made twice on the same
day, first began around 11:10 UTC on Friday, October 21, 2016. The company people were
able to see elevated bandwidth against their Managed DNS platform in the Asia Pacific, South
America, Eastern Europe, and US-West regions that presented in a way typically associated
with a DDoS attack. As they initiated their incident response protocols, the attack vector
abruptly changed, honing in on their points of presence in the US-East region with high-volume
floods of TCP and UDP packets, both with destination port 53 from a large number of source
IP addresses. The abrupt ramp-up time and multi-vectored nature of the attack led to their
Engineering and Network Operations teams deploying additional mitigation tactics on top of
their automated response techniques. These techniques included traffic-shaping incoming
traffic, rebalancing of that traffic by manipulation of any cast policies, application of internal
filtering and deployment of scrubbing services. Mitigation efforts were fully deployed by 13:20
UTC; the attack subsided shortly after. At roughly 15:50 UTC, the second attack began against
their Managed DNS platform. This attack was more globally diverse but employed the same
protocols as the first attack. Building upon the defences deployed during the earlier attack and
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extending them globally, there were able to recover from the second attack by 17:00 UTC.
There was a residual impact from additional sources that lasted until approximately 20:30 UTC
[28].
2.3.2 Cold in Finland
The attack that makes the world learn a lesson that one should need to have a frequently
monitored for DDoS (and other) attacks and immediately react if you saw some suspicious
activity on your network. This attack took place in chilling winters of 2016. Cybercriminals
shut down the heating of two buildings in the city of Lappeenranta, Finland. This was another
DDoS attack; in this case, the attack managed to attack the heating controllers system. Due to
attack, it continuously reboots the system so that the heating never actually kicked in. Because
the temperatures in Finland dip well below freezing at that time of year, this attack was
significant [29].
2.3.3 WannaCry, the world most renowned malware
The worst ransomware incident that took place on 12 May 2017, spread at a speed of light in a
few hours. It occupies approx. 150 countries in which half a million corporate computers were
affected. The WannaCry ransomware cryptoworm does this cyberattack, the worm is also
known as WannaCrypt, Wana Decryptor 2.0, WanaCryptor 2.0, and Wanna Decryptor. Which
targeted computers running the Microsoft Windows operating system by encrypting data and
demanding ransom payments in the Bitcoin cryptocurrency.
It majorly propagated through Eternal Blue. An exploit developed by the US National Security
Agency (NSA) for older Windows systems that were released by The Shadow Brokers a few
months before the attack. Although the attack was stopped within a few days of its discovery.
With the help of emergency patches released by Microsoft, and the discovery of a kill switch
that prevented infected computers from spreading WannaCry further. Most of the security
experts believe that this attack was originated from North Korea or agencies working for the
country. At last, in 2017, December, the United States, United Kingdom and Australia formally
asserted that North Korea was behind the attack [30].
2.3.4 Operation Cloud Hopper
There is a Chinese group, which is named as “Red Apollo” which launched one of the largest
ever sustained global cyber espionage campaigns. These attackers played smart, instead of
attacking companies directly; they attack the cloud service providers, attempting to use their
networks to spread spying tools to a vast number of companies. According to PwC (Professional
service company), the latest warning sign of the risks posed by so-called supply chain attacks.
This attack target the small number of IT service providers, giving it the potential to spread
malware to all the clients using these outsourcing companies to run their computer networks.
Companies in 15 countries, including the UK, France, Switzerland, the United States, Canada,
Australia and Japan, were targeted.
This indirect approach gave a new level of maturity in cyber espionage and becoming
increasingly common. As per Cybersecurity Company, report a 200% increase in supply chain
attacks in 2017 compared with the previous year [34].
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2.3.5 Equifax, the worst data breach in the world so far
An American credit card company, which is one of the best in the market, reveal itself that they
were suffering from cyberattack from few months. This marked to be the worst data breach in
history as it exposed sensitive data of more than 143 million that include American, Canadian,
and British customers. Data that was leaked include social security numbers, addresses, banking
information, etc. This information is valued at around 30$ per record on the black market,
making a potential deal for cybercriminals of 4.2 billion USD. Complain was levied against the
company and the suspicious insider. The CEO announced five post-incident service packages
for its customers “free of charge” (i.e. paid by Equifax), and retire from its position immediately
after. It is assumed to be caused by an exploit in the open-source Apache Struts framework
named CVE-2017-9805, the exploit allowed arbitrary code execution. This is the case as the
REST Plugin XStream that Struts is based on is triggered as the program insecurely reserializes
user-supplied input in XML requests.
Based on research firm Imperva’s analysis on the Apache Struts plugin, “the problem occurs in
XStreamHandler’s to object method, which does not impose any restrictions on the incoming
value when using XStream deserialization into an object, resulting in arbitrary code execution
vulnerabilities” [31].
2.3.6 Slammer worm crashed Ohio nuke plant net
Ohio nuke plant was offline since February 2002. It becomes online when workers discovered
6×5 inches hole in the plant’s reactor head. In January 2003, employees in the plant noticed
slow performance on Davis-Besse’s (which is operated by FirstEnergy) business network at 9
am, Saturday, 25 January and at the same time, Slammer began hitting networks around the
world. From the business network, the worm spread to the plant network, where it found
purchase in at least one unpatched Windows server. At approx. 4:00 pm workers of the power
plant, notice a slowdown on the plant network that turns in worm is scanning crash the
computerised display panel of the plant, called the Safety Parameter Display System by 4:50
pm. At 5:13 pm, another, less critical, monitoring system called the “Plant Process Computer”
crashed. Both of the systems had redundant analogue backups that were unaffected by the
worm, but, “the unavailability of the SPDS (the most crucial safety indicator at a plant, like
coolant systems, core temperature sensors, and external radiation sensors) and the PPC was
burdensome on the operators,” notes the March advisory. It took four hours and fifty minutes
to restore the SPDS, six hours and nine minutes to get the PPC working again. This is one of
the successful attacks which was made against the industrial control system and infected two
critical monitoring systems of a nuclear power plant in the US in 2003 [32].
2.3.7 Ukraine power grid cyberattack
On 23 December 2015, first successful cyberattack on a power grid has happened. The hackers
were able to compromise the information system of three energy distribution companies of
Ukraine successfully, and they were able to distrust electricity supply for the end-users or the
consumer. The consumer which were effected at a very high rate were Prykarpattyaoblenergo
30 substations were switched off, and about 230 thousand people were left without electricity
for a period from 1 to 6 hours. At the very same time, consumers of two other energy
distribution companies, Chernivtsioblenergo and Kyivoblenergowere also affected by a
cyberattack, but at a smaller scale [33].

12 | L i t e r a t u r e R e v i e w

2.3.8 Phishing Attack on Amazon and Apple
Apple and Amazon suffer one of the major data breaches. The Honan’s account was targeted,
and he has lost all of his information stored in his accounts. Additionally, he has lost the photo
and video of his 18 years daughter, which he has not stored anywhere else [35].
2.3.9 Security Breach in Sony
This attack on Sony alerted the whole internet community. This attack has exposed approx. 100
million account records. Attackers were not satisfied with this attack they targeted other online
entertainment of Sony that exposed an additional 25 million users. The company was willing
to know the reason behind the attack so, constituted an investigation team. Which reveal that
attack took place due to the availability of two servers behind the firewall. The two servers were
web servers and the application servers. The attacker exploited the vulnerabilities of application
servers and attacked the web Server [36].
2.3.10 DDoS Attack Took Place on Bitbuchet
This attack was hosted in infrastructure on the cloud and had its subscription to Amazon EC2.
All of a sudden, in 2009, all its services went down, which results in a breakdown of its whole
production. This problem stayed for several hours more than 19 hours before the services were
restored. Once the Amazon pinpointed the problem, and then only it could be put on [36].

2.4 Cyberattacks in the Railway Industry
Data is sensitive for business decisions, risks in competition, data breach issues could lead to
the safety problem, societal relevance, and loss of reputation. The railway is a collaborative
business where information is shared between different partners, and this sensitive information
of the critical infrastructure is shared among different stakeholders. This information needs to
be protected because unauthorized access can lead to loss of data to the third party that could
lead to potential hazards such as they can control the assets remotely to achieve their predefined
plans.
The present research focuses on the IoT system, which is placed on the railway track and onboard. This system is used for acquiring the data from the track and on-board (data such as
temperature, flow, position, and environment). During the collection of data, cybersecurity is
considered an important issue; therefore, taking care of identification, authentication and
authorization are necessary to point. According to incident statistics from IBM which stated
about the transportation sector that it has been affected by various types of cyber-attacks: SQL,
DoS, Watering Hole, XSS, Malware, Brute Force, Misconfigure, Data Breach Phishing, and
undisclosed. After the collection of data it has been deployed to the cloud with Microsoft Azure
(is an open, flexible, enterprise-grade cloud computing platform which provides SaaS, PaaS,
IaaS and supports many different programming languages) with the help of appropriate protocol
for transfer of data. Last part is to ensure the secure communication of data, which is travelling
in the pipeline between sensors and cloud. This part is also an essential part because breach or
leak of this potential data to the wrong hands might result in havoc, risk, trust, hazards, and
serious consequences. In the project, the focus is given to identify the different type of
cyberattacks, which can be faced and is being faced by the railway industry. In addition, try to
give an appropriate solution to these problems related to the IoT system and cloud computing
security issues. This can be done with the help of a literature review of the problem in the
different sectors.
13 | L i t e r a t u r e R e v i e w

2.4.1 IoT Cyberattacks and Railway
As a fact, the IoT is the fastest growing technology, which makes industrial engineers develop
interest at new possibilities on how the technology can be leveraged for more significant
business impact. The rail industry is in a position where it can exploit the potential of industrial
IoT and evolve without substantially increasing its investments in infrastructure. The present
research focuses on the IoT system, which is placed on the railway track and on-board. This
system is used for acquiring the data from the track and on-board (data such as temperature,
flow, position, and environment). During the collection of data, cybersecurity is considered an
important issue. Therefore, taking care of identification, authentication and authorization are
necessary to point. As the data which transfer is taking place is confidential and leak of the data
at this point can be hazardous. So, let us have an overview of attack majorly faced by the railway
industry during this phase:
According to Jing et al. [37] and my understanding from the literature review, DoS is one of
the most common network attacks, especially in IoT. There are high chances that the data that
is being transferred from sensors on the railway track and on-board may face similar attacks.
According to Zargar et al., [38] it is challenging to trace back or combat the distributed nature
of DDoS attack makes it happen more recently in every sector. Attackers usually use spoofed
(fake) IP addresses to hide their identity, which makes the trace back of DDoS attacks even
more difficult. Furthermore, there are security vulnerabilities in many Internet hosts that
intruders can exploit. Recently, DDoS attacks delay trains, halt transportation services in
Sweden. On 11th October 2017, the first attack took place, which aimed Sweden Transport
Administration (Trafikverket) via its two internet service providers, TDC and DGC. The train
monitoring system that tells the operator when to go or stop was crashed because of DDoS
bombardment. This attack also affects the federal agency’s email system, website, and road
traffic maps by making them down, making the customer unable to make reservations and
receive updates on the delays. According to Sven Lindberg from Trafikverket, this attack
overloads all of their web-based system, which affected from train traffic to website and Skype
and other systems. Therefore, to make work everything properly, train traffic and other services
reportedly had to be managed manually, using back-up processes.
The next day to this attack, the second attack took place on the website of the Trafikverket, a
separate governmental body responsible for regulating and inspecting transportation systems.
It also hit Western Sweden public transport operator Vasttrafik, reportedly crashing its ticket
booking app and online travel planning service.
These two DDoS attacks against Trafikverket prove just how damaging a DDoS attack can be
if not adequately protected [39].
Another example of DDoS attack that is being faced by railway is Danish state rail operator
DSB that was hit by a massive DDoS cyberattack. This attack results in paralyzed operations,
including ticketing systems and the communication infrastructure.
The attackers’ main target was the ticketing system and prevented passengers across the country
from buying tickets. The hackers took offline also internal mail system and the telephone
infrastructure. The only way to communicate with the customers was represented by social
media [40].
On the eve of 20th September, the source code of the Mirai botnet responsible for one of the
biggest known cyber-attacks originating and targeting IoT devices was released. IoT devices
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are interconnecting physical devices such as webcams, thermostats, sensors, and other devices
that collect and exchange data and can be controlled by end-users over a network. The Mirai
botnet has recently been used to deploy a DDoS attack generating 620 Gbps of traffic against
the website of the famous American journalist Brian Krebs. In this project, sensors for the data
collection are deployed on both the track and trains. Therefore, there is a chance of a similar
kind of attack in this system [41]. The above attack is an example, which is being suffered by
rail and other sectors.
As the railway is shifting towards the smart world, so the vulnerability of cyberattacks is also
increasing. Involvement of IoT which means sensors and accumulators to railway increases the
technology interaction with the vehicle which may also lead to many potential cyber threats and
attacks like Hacking EC U’s, GPS spooﬁng, Modiﬁed traffic signs, Injecting false bits and
altering sensor values.
Now the next part of the project is to deploy the collected information to the cloud with
Microsoft Azure (is an open, flexible, enterprise-grade cloud computing platform which
provides SaaS, PaaS, IaaS and supports many different programming languages) with the help
of appropriate protocol for transfer of data. At this stage also, there can be experiences of
different kind of cyberattacks.
2.4.2 Cyberattack in Cloud Environment in Railway
As in this project, the data deployment work to the cloud is done with the help of Microsoft
Azure. Therefore, the focus should be given to what kind of security problem is faced by
Microsoft Azure. According to volume 22 of the Microsoft Security Intelligence Report*,
Microsoft cloud user accounts saw a 300% increase in cyberattacks over the past year, which
focused primarily on cloud and endpoint data. Majority of these compromises are the result of
weak, guessable passwords and poor password management, followed by targeted phishing
attacks and breaches of third-party services that can be directly said to be the issue of Data
Breaches [14].
According to the report, most of the attacks incoming to Azure, which is approximately twothirds of them are coming from IP addresses tied to the US and China. Of the attacks, 32.5%
came from the US, and 35.1% came from China. Korea came in a distant third place,
representing only 3.1% of the attacks. The remainder of the attacks comprised some 116 other
countries and regions [29].
The report also documents the ransomware. The highest ransomware rates were in Europe, with
the Czech Republic representing 0.17% of all attacks, while Italy, Hungary, and Spain all came
in at 0.14%, and the lowest ransomware encounter rates occurred in Japan (0.012%), China
(0.014%), and the US (0.02%) [29].

*Published in an online article by Conner Forrest [29].
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3 Research Methodology
3.1 What is Research
According to one of the American sociologist, careful consideration of the study that is done
regarding a particular concern or a problem using the scientific method is known as research.
Earl Robert Babbie, “Research is a systematic inquiry to describe, explain, predict, and control
the observed phenomenon. Research involves inductive and deductive methods.” Inductive
research methods are used to analyse the observed phenomenon, whereas deductive methods
are used to verify the observed phenomenon. Inductive approaches are associated with
qualitative research, and deductive methods are more commonly associated with quantitative
research [43].
Every research is conducted with a purpose to understand the following question:





What do organisations or businesses want to find?
What are the processes that need to be followed to chase the idea?
What are the arguments that need to be built around a concept?
What is the evidence that will be required that people believe in the idea or concept?

Research is about a thought that goes behind the researcher while he/she is investigating the
above question related to the topic. One of the most critical aspects of research is the statistics
associated with its conclusions and results [43]. Let us have a pictorial representation of the
process involved in research actually to understand it better [47].

Figure 5. The Research Process.
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3.2 Qualitative Research and its Methods
There are various methods of formulating a research design for the study. Two broad
approaches of data collection and interpretation in research are qualitative and quantitative
research. The elementary method of conducting research was quantitative, but recently, the
qualitative method of research has also gained momentum among researchers [50].
3.2.1 Definition
Qualitative research is a type of research that focuses on understanding a research query as an
idealistic or humanistic approach. It is one of the reliable methods which is basically, used to
understand people’s beliefs, experiences, attitudes, behaviour, and interactions. It generates
non-numerical data [48]. This research is being recognised for its ability to add a new dimension
to interventional studies that cannot be obtained through the measurement of variables alone
[42]. Qualitative research is based on words, feelings, emotions, sounds and other nonnumerical and unquantifiable elements. It has been noted, “Information is considered
qualitative in nature if it cannot be analysed by means of mathematical techniques. This
characteristic may also mean that an incident does not take place often enough to allow reliable
data to be collected” [48].
3.2.2 Qualitative Research Methods
Qualitative research methods are designed in a manner that with reference to a particular topic,
one can reveal the behaviour and perception of a targeted audience. The results that are obtained
with the help of qualitative methods are more descriptive, and the inferences can be drawn quite
easily from the data that is obtained [43]. As today’s world is becoming more complicated, and
it is difficult to understand what people think and perceive. Qualitative research methods make
it easier to understand that, as it is more communicative and descriptive.
The following are three commonly used research approach, which could be used to address my
research question:
3.2.2.1 Ethnographic research
This method is considered an intensive and most in-depth observational method, which helps
one to study people in their naturally occurring environment. This research aims to understand
the cultures, challenges, motivations, and settings that occur. Instead of relying on interviews
and discussions, one can experience the natural settings first hand. A researcher in this research
method fully immerses himself or herself into the research setting and lives among the
participants as one of them, for anywhere from months to years. This type of research method
can last from a few days to a few years, as it involves the in-depth observation and collecting
data on those grounds. This is one of the research, which can be the most time consuming and
challenging because it solely depends on the expertise of the researcher to be able to analyse,
observe and infer the data.
This method also requires the researchers to adapt to the target audiences’ environments, which
could be anywhere from an organisation to a city or any remote location. Here geographical
constraints can be an issue while collecting data [43].
If I consider my research work, it cannot follow this research method because of the following
reasons:
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As my research project is for 5 months only and it this particular time I have to do my
research, documentation as well and this research method can require years for the results,
which cannot be done for my project.
This research method helps one to study people in a naturally occurring environment, which
is not much required in my project.
This research method also requires the researchers to adapt to the target audiences
environment, which is costly, therefore, cannot be taken for my research project.

3.2.2.2 Action research
This research approach has its fundamental among different social science researchers, and it
has been started somewhere around 1930 in the US. Its methodologies later quickly spread
between social scientists of Europe. According to Bradbury, action research is defined as “a
participatory, democratic process concerned with developing practical knowing in the pursuit
of worthwhile human purposes, grounded in a participatory worldview which we believe is
emerging at this historical moment. It seeks to bring together action and reflection, theory and
practice, in participation with others, in the pursuit of practical solutions to issues of pressing
concern to people, and more generally the flourishing of individual persons and their
communities” [44]. According to Coughlan [45], the action research approach consists of four
phases: diagnosing, planning action, taking action, and evaluating action concerning a certain
context and with a specific purpose. Each phase should be completed properly before moving
to the next phase, and each phase required significant time, due to the limited time of the thesis,
this process is not followed. Lindgren [46] means that “diagnosing” refers to the joint
(researcher and practitioner) identification of situated problems and their underlying causes.
“Action planning” is the process of specifying the actions that can improve the problem
situation. “Action taking” refers to the implementation of the intervention specified in the action
and planning phase. “Evaluating” entails the joint assessment of the intervention by
practitioners and researchers [46]. This method is more suitable for the thesis where the
researcher is conducting some experiments and practitioner is involved. Since both things are
not happening in the present research, which implies this is not the right choice for the present
research.
3.2.2.3 Case study research
After evolving over the past few years, the case study research method has become one of the
valuable research methods. Not surprisingly, the case study has been a joint research strategy
in psychology, sociology, political sciences, social work, business, and community planning.
This method may look challenging to operate; however, it is one of the simplest ways of
researching as it involves a deep dive and thorough understanding of the data collection
methods and inferring the data [49].
We can also define a case study as “a method for developing a complete understanding of a
process, program, event or activity” [43]. Case study tends to focus on qualitative information
to give an in-depth picture of the issues that are being studied and the broader environment [43].
A case study can be used for several purposes, including:




Defining the questions and hypothesis of a subsequent study.
Presenting a description of an event within its context.
Establishing a cause-and-effect relationship.
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3.3 Selection of research approach
In this project, we will be considering the second point that is “Presenting a description of an
event within in context”. Here, regarding this project, the event is cyberattacks concerning IoT
devices used in various SCADA Industries and cyberattacks in the cloud environment. During
the literature review, I have made a detailed report of different kind of cyberattacks (IoT and
Cloud), which took place in SCADA industries and railway industries. With the help of the
detailed report and my understanding from the work of different researchers able to figure out
DoS in IoT environment and Data breach in Cloud environment to be the most happening
attacks in the railway sector.
3.3.1 More on case study research approach
According to Yin, a case study can be used as a research method for research if it fulfils at least
these three situations [49]:






First and one of the most important can be determined by the kind of research question that
a study is trying to address (e.g., Shavelson & Towne, 2002, pp. 99–106). Accordingly, case
studies are pertinent when your research addresses a descriptive question— “What either is
happening or has happened?” —or an explanatory question— “How or why did something
happen?” If I analyse my research questions and motive of the research, they both are
descriptive. The main motive of this research is to find out the challenges faced by the
market or different sectors related to cybersecurity. Therefore, this research is mainly
focusing on the question “what is happening” in different sectors and then moving to
railways. As contrasting examples, alternative research methods are more appropriate when
addressing two other types of questions. An initiative’s effectiveness in producing a
particular outcome (experiments and quasi-experiments address this question) and, How
often something has happened (surveys address this question). However, no other methods
can provide detailed descriptions or the insightful explanations that might arise from doing
a case study and need for the results in this research project.
Second, its focus on phenomenon within its real-world context. The case study favour data
collection in natural settings, compared with relying on “derived” data [49]. For example,
if a researcher wants to research about an instrument, then it can be done with the help of
questionnaires. These questionnaires contain questions, which the researcher want to know
particularly about the instrument. The questions should be developed on some original
framework, i.e., some study or some prior research related to the instrument. The same thing
we followed in this research. Firstly, we have done a literature review on the topic, and with
the help of literature review, we were able to know about the different type of attacks
happened or faced by different SCADA industries and railway sector. Then based on the
study, a questionnaire is prepared for It experts working in railway or railway-related
organisation.
Third, the research is said to be a case study if it focuses on one case, or we can say
phenomenon may involve only one actor. In this research from the research question itself,
we can say that the research is focused on the railway sector. Yes, we have investigated
other sector, but the research focuses on one and we need result related to that one case.

Based on the above points, it is clear that this research is a classic example of a Case Study.
Now let us move to different type or categories in the case study:


Descriptive Case Study or can also be called an illustrative case study, presents a complete
description of an event within its context. In more simple words, the research report will be
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highly descriptive, nuanced, detailed and emphasise the contextual specificities of the
particular example being examined [49].
Exploratory Case Study is aimed at defining the questions and hypothesis of a subsequent
study. For example, an exploratory case study might involve the in-depth research and
analysis of broad world program is successfully operated in a particular stage as a result of
this case study can be put forward and other researchers can use them for conducting future
research [49].
Explanatory Case Study focuses on establishing cause-and-effect relationships,
explaining which causes produced which effects. This means study examines the particular
outcomes generated from some certain circumstances, e.g. if one would like to examine
eating before swimming has any effect and what are the circumstances then he/she can use
explanatory case study [49]. According to my understanding and knowledge, it can be said
that the research project I am working with is a clear case of Descriptive Case Study. In the
present study, a descriptive study is done on all the cyberattacks, which have been taken
place recently in any SCADA industries and railway industry. It gives a clear picture of
attacks that happened in the railways and gives an insight into possible future attacks in IoT
and Cloud environments.

3.3.2 Selection of the case study for my research
The research approach used in the present thesis has been based on a case study of the type
proposed by Yin [5] with “a linear but iterative process” comprising: planning, design,
preparation, data collection, data analysis, and sharing of results. According to the research
question, “What are the Security Challenges Concerning Maintenance Data in the Railway
Industry?” The “What” indicates that a case-study methodology is adequate to use. The case
study comprised three cases: The first one is the Swedish Transport Administration
(Trafikverket), which is a public organisation. Trafikverket is responsible for long-term
infrastructure planning for transport: road, rail, shipping, and aviation. Along with Trafikverket,
SWECO (a consultant to Trafikverket) and SJ (train operator) are also combined in the same
case as Trafikverket. The second one is Company-A, it is one of the top start-ups in Sweden,
and it works for making intelligent maintenance for the railway. Since the interviewee does not
desire to reveal his identity, therefore, the company is denoted as company-A. The third one is
Operation and maintenance division at Luleå University of Technology (LTU). The university
is a Swedish state university, and the division focuses on the railway related research. It is a
clear case of Qualitative research as we can see that this research is descriptive research.
Descriptive research is defined as a research method that describes the characteristics of the
population or phenomenon that is being studied. This methodology focuses more on the “what”
of the research subject rather than the “why” of the research subject. It also include Inductive
logic for the results for which I am conducting interviews. Let us have an overview of
qualitative research.

3.4 Data Collection Methods
Case study research is not limited to a single source of data, as in the use of questionnaires for
carrying out a survey. In fact, good case studies benefit from having multiple sources of
evidence [43]. Below listed some of the common sources of data collection, one can use them
in any combination.
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3.4.1 Direct Observation
One of the most common methods is making direct observations in a field setting. These
observations can be a focus on human actions, physical environments, or real-world events. If
nothing else, the opportunity to make such observations is one of the most distinctive features
in doing case studies [43]. For this research, this method for data collection cannot be used
because we are time and resources to make observations on the challenges faced by the railway
sector. When it comes about cybersecurity, a proper study needs to be done to have the results.
Making observation on this topic is not a good idea. Therefore, this method for data collection
is not appropriate.
3.4.2 Focus groups
It is one of the types of data collection methods, which usually includes a limited number of
respondents within a target market. In this research method, a researcher engages a small group
of participants in a conversation designed to generate data relevant to the research question.
There are two significant advantages of this method:
The researcher does not necessarily need to interact with the group in person. The researcher
can send an online survey on various devices and can collect responses at the click of a button.
Focus groups are an expensive method as compared to the other qualitative research methods
[43]. Typically, they are used to explain complex processes. This method is advantageous when
it comes to market research on new products and testing new concepts [43]. However, I am not
using this method for my research because the present research does not explicitly talk about
one area. Actually, the topic itself talk about two different areas. The literature review is done
on all SCADA industries, and this method required a target market or specific topic. As this
method has an advantage that “Researcher doesn’t necessarily need to interact with the group
in person”, which is actually can be a disadvantage if used in my project because I am taking
only 7 interviews, which are divided into three groups. I need face-to-face interaction to have a
better picture of my answer from the interviewees. Direct interviews are further classified in
sub-group, which are as follow:
3.4.3 Archival Records
In addition to direct observations, focus group and open-ended interviews, one of the common
source consists of archival data-information stored in existing channels such as electronic
records, libraries, and old-fashioned (paper) files, newspapers, television, and the mass media
[43]. For this research, we will be using archival records as one of the data collection methods
because as I have stated above that one interview can’t give a descriptive study about this case
we should have some prior study done based on that study interview can be conducted. In the
present research, the literature review is done with the help of electronic records, libraries,
google scholar, newspapers, television, and mass media.
3.4.4 Direct Interview
One of the most used methods is conducting in-depth interviews. A personal interview provides
opportunities to gather the details in-depth information about a particular topic from the
responder. These interviews can perform face to face or on a telephone and usually can last
between half an hour to two hours or even more. Face to face is considered the best way to
conduct a one-on-one interview because it gives a better opportunity to read the body language
of the respondents and match the given responses. One of the major advantages of this method
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is that it provides an excellent opportunity to gather precise data about what people believe and
what their motivations are. Asking the right question can help an experienced researcher to
collect meaningful data from the collected information [43].
Direct interviews are again divided into sub-parts:
Structured Interview: Structured interviews are defined as research tools that are rigid in their
operations. In this type of interviews set of questions are pre-decided by the researchers and
cannot be changed at the time of interview. They focus on the accuracy of the data collection
and that why extremely organised data can be collected through them, but the accuracy of
information overpower the detail of information and limit the scope of assessment of obtained
results. The researcher adheres to the list of decided questions irrespective of how interesting
the conversation is turning out with the participants [49]. As the interviews I will be conducting,
needs detailed information on the topic that will be discussed and for that need freedom to
change the question also according to the interest of the participant. So, in this research, we
cannot move with the structured one.
Semi-Structured Interview: These type of interviews offer a considerable amount of leeway
to the researcher to probe the respondents along with maintaining basic requirements of
interview structure. It provides flexibility to the researcher and interviewees both to talk in
details and outside the framed questionnaire. It also helps to collect reliable qualitative data
[49]. This kind of interviews are needed for this project as information or data collection
through interviews has a particular motive. In the present study, it to validate the information
collected in the literature review.
Unstructured Interview: These type of interviews are also called free-talk because these type
of interviews are conducted with the least number of questions with a purpose in mind to gather
data about the research study. The main objective of most researchers using the unstructured
interview is to build a bond with the respondents. These type of interviews can be conducted in
an informal way and researcher can approach the participants in an ethical manner to gain as
much information as possible for their research topic [49]. This type is not selected in this
project because the people who need to be interviewed are at high positions and this type can
lead to confusion and wrong impression.

3.5 Selection of Data Collection Method as Semi-Structural Interview
Waltham argues that interviews are the primary data source for interpretive case studies [59].
Accordingly, interviews were the primary data source for this study and, building on the
principle of multiple interpretations and principle of suspicion [58], other data sources included
informal discussions, focus group, and archival records are a solid source for data collection
from which archival record is also one of the methods used for data collection. Observations
can also be a suitable method for data collection in case studies [58]. However, observations
were deemed unsuitable for this study. As I wanted to understand, the perceptions informants
had about cybersecurity attacks on their organisation and thus the observations were seen
unsuitable. My research question demands detailed and out-of-the-box questionnaire, which
can be done with the help of semi-structured interviews. A semi-structured interview is neither
a free conversation nor a highly structured questionnaire with standardised questions and is
conducted according to an interview guide, according to Kvale [58]. It affords flexibility and
holds the possibility of asking further questions, interpreting, and following new directions [58]
[59] that may arise during the interviews. At the same time, it provides a basic structure, an
outline of the themes to be covered during the interviews, enhancing the possibility of more
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consistent data among the interviews. The semi-structured approach appeared suitable for my
study since it, on the one hand, allowed me to follow exciting paths during the interviews and,
on the other hand, as relatively inexperienced interviewers, I felt that complete lack of interview
structure could have led to inconsistent data among the interviews. In the semi-structured
interview, knowledge evolves through social interaction with the informant by collecting and
interpreting the informants’ perceptions of the world [55]. Therefore, I selected the semistructural interview for data collection in this research.

3.6 Data Analysis Methods
Data analysis is a process of cleaning, inspecting, transforming, and modelling data to discover
useful information, informing conclusions, and supporting decision-making [43]. This method
is used to generate meaning and list a large number of different tactics that can be used when
drawing and verifying conclusions. They point out, for instance, tactics like noting
patterns/themes, seeing plausibility, clustering, and counting. In future, making suggestions on
contrasts/comparisons, partitioning tables, subsuming particulars into the general, factoring,
noting relations between variables, finding intervening variables, building a logical chain of
evidence, and finally making conceptual/theoretical coherence [43]. There are different
methods to analyse data qualitatively; some named as Graphs, Tables, and Matrix.
3.6.1 Graph
A graph is a diagram that is meant to represent data and to portray a relationship between the
characteristics of data analyses. More than one type of graph can be used to represent a single
set of data. Analysing graphs is useful for determining the general trend, relating the results of
an experiment to the hypothesis and for formulating hypotheses for future experiments [43].
For this research, I have to use pie graph also for analysing, but I cannot rely completed on
graph for data analytics part because many different formats can be used in creating graphs that
could make it quite difficult or frustrating to choose the correct one to use effectively. Too many
charts and graphs can come across to be very confusing, lack clarity or irrelevant. Sometimes
it becomes difficult for readers to understand the graph from the researcher’s perspective.
3.6.2 Table and Matrix
As the name itself suggests, a table [48] is a basic two-dimensional visual to represent tabular
data. It is a primitive 2-D grid representation of the data. If you want to add more dimensions,
you can only add them as ‘values’, which will appear as new columns. If the researcher wants
to represent data which has many dimension values and want to equip a user with rich drilldown and formatting experience, then the use Matrix is recommended [43]. Matrix is super-set
visual of the table, i.e., a Matrix can do everything what table can do and much more, it is
always a good idea to use Matrix by default.

3.7 Selection of Data Analysis Method as Matrix
The data analysis method that is used in this case is Matrix. Furthermore, coding, pattern coding
and data visualisation in a matrix were techniques used to analyse the data [43]. Coding is a
process where the researcher’s interpretations of units of meanings in the data are labelled. That
is, in effect, segments of data are summarised. Pattern coding, then, is a way for grouping those
summaries into emerging themes that are explanatory or inferential. Finally, a matrix can be
used for data visualisation. According to Miles and Huberman [43], the use of matrices is to
analyse data involves in the case by seeing how the interaction of the crossing of two or more
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dimensions of variables, as well as their sub-dimensions. Matrices lend themselves to an
analysis style oriented towards variable used and can be expanded to a more holistic styleoriented approach. Sometimes when we have more data, mainly attributes of cases, than we can
sensibly analyse in one exercise by using matrices and it easily understandable by the readers.
It also makes the planning of the overall analyses transparent: what you will analyse and what
you will not thus make the results more accountable. The Matrix is one of the simple data
analyse methods and relatively easy to understand. Miles and Huberman [43] suggest
partitioning the data in matrixes to clear out what “roles” the rows and columns play. Proposed
to use are, for instance [43]:








Cell entries
Two-way, Three-way, N-way
Descriptive versus explanatory intent
Partial ordered versus well-ordered
Time-ordered versus not
Single-case versus multiple-case data
Categories of variable

A matrix will be used in the processing and analysing the collected data from the case with the
interview approach. Word will be used as a tool to visualise the Matrix and partition the data.
Descriptive versus explanatory intent will be used to partition the collected data. The reason to
use a matrix to do the processing, analysis and display of the data was that the data gathered
needed to be structured and possible to overlook, to be able to analyses and draw conclusions
from. As the amount of data collected was quite small, but the source is from which data is
collected are more in numbers. Which motivate to use other data analysis methods like noting
pattern directly on the collected data or more specialised analysis software, but that would
probably have been more complicated and taken longer time considering the small amount of
data analysed and less time to complete the research. As we want to represent data, which has
many dimension values and want to equip results with rich drill-down and formatting
experience, therefore a matrix will be the best solution for data analysis.

3.8 Research Process
To obtain information about different types of cyberattacks in the IoT and Cloud Computing,
scientific articles related to cybersecurity (IoT and Cloud Computing) in various Industrial
sectors (nuclear, energy, railway, health, and aviation) were explored. The popular databases
used were Scopus, Google Scholar, Science Direct, Taylor & Francis Online, Web of Science,
and the Institute of Electrical and Electronics Engineers (IEEE). The comprehensive search
included all types of pieces of literature related to cybersecurity in the IoT and Cloud
Computing. In the thesis, a qualitative research methodology is used as the research approach.
In qualitative, I have chosen a case study, which has comprised of three cases. Figure 6 shows
a flowchart explaining the research process used in the present thesis.
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Figure 6. A flow chart showing the research process followed in the present thesis.

There are four steps which one need to follow if the researcher uses the case study as a research
methodology.
First Step: Researcher should have a complete understanding of the research he/she is going
to do and why? In other words, one should have formed a research proposal, which must contain
the following [49]:





Research Question.
The detail description of the research project.
A brief introduction of the field to which the research project belongs to Research Gap.
For my research project, I have completed the research proposal and I meet the above
requirements according to my understandings.

Second Step: In this step, the researcher should investigate how he/she will conduct the future
study as there are a variety of methods, which are Research Interview, Survey, Questionnaires,
Document, Analysis Historical and other research methods which researcher feel appropriate
for the method [49]. Concerning the second step, I have chosen the interview method for my
research. Semi-structural interviews will be conducted with open-ended question allowing
respondents to give detailed answers and possibly to add extra information where deemed
necessary. The interview will be done to know about the challenges and cybersecurity attacks
according to them have high vulnerabilities for the railway and what kind of preventive measure
they are taking or things need to be taken. The sharing of results will be accomplished with the
feedbacks and discussions together with the providers participating in the case study [49].
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Third Step: In this step, the researcher must analyse the data and information they have
collected and collated [49]. This step will be taken into consideration after the data collected
from the interviews. For analysing the data, I will be using matrices to make the data easy to
understand.
Fourth Step: In this step, the researcher must prepare the case study report. The report will
include not only the findings, but also the outline of data content and data collection [49]. The
researcher should also give a piece of brief information related to Reliability, Validity, and
Generalisability of the research project. At last but not the least research should also maintain
the limitation if possible of its research project. Figure 7 show the schematic diagram how
different steps, as mention above, interact with each other.

Figure 7. The idea for Research.

Majorly the research approach will be based on a case study of the type proposed by Yin [49]
with “a linear but iterative process” compromising: Planning, design, preparation, data
collection, data analysis, and sharing of results. The research question is “What are the security
challenges concerning maintenance data in the railway industry?” The “What” indicates that
a case study methodology is adequate to use. The case study compromise of two parts: This the
first part and the next part of the case study will be interview combine with the workshop.

3.9 Validity, Reliability and Generalizability of present research
Besides this four-step, which been above, one should check about validity, reliability, and
generalizability of the project. Below are the definitions of these terms used in the thesis.
3.9.1 Validity
Validity means that a method, test, or instrument is accurately measuring what it is supposed to
or we can say validity is the extent to which the scores from a measure represent the variable
they are intended to [50]. Yin [49] explains validity and reliability in a traditional sense.
According to Yin, these two points are before describing of case study design and deems them
as the criteria to judge the quality of research. Yin repeatedly reminds the readers that a case
study researcher should consider these criteria while designing and implementing the entire
procedure and inquiry. According to Yin, Case study researchers need to guarantee to construct
[49]. For this project, validity is checked vice versa with the results of the literature review and
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semi-structured interview. The results for both the process should match at a certain point. They
cannot be opposite or entirely different. The approach of combining conceptual review with
semi-structured interviews increased the validity of our research concerning the alignment of
different security areas. If we are doing both the things, we aligned our research methodology
to the concept of theoretical validity and interpretative validity [53].
3.9.2 Reliability
The reliability refers to a measurement of the project in such a way that it gives supplies
consistent results with equal values. It measures consistency, precision, repeatability, and
trustworthiness of research [48]. It is a necessary, but not sufficient component of validity. In
quantitative research, reliability refers to the consistency, stability, and repeatability of results,
that is, the result of a researcher is considered reliable if consistent results have been obtained
in identical situations but different circumstances [52]. According to Yin reliability of any case
study research is measure through its protocols and database made during the research [49].
Reliability refers to if you get the same answers by using an instrument (here instrument can be
considered as interview’s) to measure something more than once. Reliability of the project is
checked by seeing the results, as the results from the literature review and interview match
significantly. We can say up to 80% of the results from interview and literature study matches,
which ensure the reliability of this project.
3.9.3 Generalizability
Generalisation is often used to define qualitative research in a positive manner. It is said that
when generalizability correctly applied qualitative methods can produce reliable results from a
representative sample of participants that can be applied to a broader population or different
contexts [54]. Denise [55] discussed the three models of generalizability: statistical, analytic
and transferability. Statistical generalizability is one that is mostly used or adopted by
qualitative research. This is discussed in detail in section 3.2.2. Denise et al. [55] described
analytic generalisation as a form of generalisation, which is mostly linked to qualitative research
and indirectly used within theory-driven quantitative research [55]. The last part is in the model
of generalizability discussed by Denise et al. [55] is transferability generalizability, also called
case-to-case translation. This “involves the use of findings from an inquiry to a completely
different group of people or setting” [55]. The central learning from the model is that the results
from the thesis are generalizable and can be used in the future by some other researcher.
Generalizability of qualitative research findings is not always expected attribute, but this factor
can affect the strength and usefulness of the study [49]. As in the literature and interviews, it is
mentioned several times that this topic is a hot topic of research and the results from the research
are beneficial for the European project named as Shift-2-Rail and In- 2- Smart. The results of
the present study can also be used in other sectors for example other public transport system
and sector which planning to reap the benefit of smart technology, i.e. enhancing the use of IoT
devices and cloud computing in their organisation. This fact proves the generalizability of the
project.
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4 Results and Analysis
4.1 Results from literature review, first part of case study
The first step of the case study was the literature review. The result of the literature review, see
Tables 1 and 2, shows that cybersecurity is one of the primary concern in the railway sector.
The Cyber-security in the Railway (CYRAIL) project, which is a Shift-2-Rail subproject funded
by European Union (EU), is one of the examples of ongoing research activity in the railway
sector [2]. The increase in the implementation of IoT devices and objects in machine condition
monitoring an-d predictive maintenance is a great innovation, which is moving the railway
system into the smart world. Moving towards smart technologies is a necessity and desire by
the railway industry. However, at the same time, it created a possibility for cyberattacks. This
could lead to a significant problem if not adequate preventive and protective measures are taken.
The railway eMaintenance system is vulnerable to cyber-attacks in many environments.
However, the present study focuses on IoT and cloud environment. According to Jing [37] and
Kour [1], during recent years, DoS and Malware system vulnerabilities are the most common
attacks in the railway system. Below are examples of some recent incidents:






Trafikverket’s networks were partially down because of a DoS attack. [1]
WannaCry virus affected railway information system. [30]
Great Western Railway of UK announced that hackers had breached a small percentage of
customer accounts. [37]
Rail Europe, website in the United States announced a three-month data breach of credit
cards and debit cards due to a malware attack on the site. [1]
Massive DoS attack on the Danish state rail operator DSB paralyzed some operations,
including ticketing systems and the communication infrastructure. [39]

Attacks mentioned above are examples of both DoS and Malware system vulnerabilities, which
are malicious codes. They intrude into any system to steal confidential data, take control of the
system or disrupting service operations. Actually, malware system vulnerabilities are none
other than a form of Botnet, specifically Mirai Botnet attack. Therefore, answer to the research
question according to literature is DoS and Botnet are the cybersecurity challenges in
maintenance data related to the railway in an IoT environment. Now moving to cloud.
According to volume 22 of the Microsoft Security Intelligence Report1, Microsoft cloud user
accounts saw a 300% increase in cyberattacks over the past year, which focused primarily on
cloud and endpoint data. In the majority of these attacks, weak, guessable passwords and poor
password management was a common issue. It is then followed by phishing attacks and
breaches of third-party services, which can be directly said to be the issue of Data Breaches
[29]. Table 1 summarises the results from the literature review.

1

Published in an online article by Conner Forrest [29].
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Table 1. Results from the literature review considering IoT environment.
Cyber-attacks in railway when
Relevant findings
Study
consider IoT environment
regarding type of attack
Kour et al, 2018 [1]

Trafikverket was partially down
because of a DoS attack.
Cyber-attack hits German train station
as hackers target Deutsche Bahn. This
consider an act of DoS attack.

Braband, 2017 [3]

Masson et al, 2014
[4]
Jing et al, 2014
[37]

Kolias et al, 2017
[22]

The ransomware called WannaCry,
encrypted data on the computers,
demanding payments.
A DoS attack on the ticketing system
that cyphers the hard disk at San
Francisco.
Massive DDoS attack on the Danish
state rail operator DSB paralyzed some
operations including ticketing system
and communication infrastructure.
The Mirai botnet responsible for most
of the recent known cyber-attacks
originating and targeting IoT devices
occurring in railway sector.

DoS is majorly occurred
attack.

DoS is suffered by
maintenance data in
railway sector.

DoS is the majorly
suffered attack.
Botnet is also other attack,
which is being occurred in
railway sector.
Mirai botnet is again
responsible for cyberattacks suffered by
maintenance data in
railway sector.

Table 2. Results from the literature review considering cloud environment.

Study

Cyber-attacks in railway considering
Cloud environment

Relevant finding for
type of attack

Singh et al, 2012
[26]

Weak, guessable password and poor
password management followed by
targeted phishing attack and breaches to
third party twice faced by railway sector
which leads to major attacks.

Data Breach is the most
occurring attack.

Alert Logic, 2013
[14]

Enterprise data centre are much affected
with the Malware activities that account
to 49%, Brute force attack with 49%,
which happens due to Data Breach.

Malware and Data
Breach are most
occurring attacks.

An amplification technique, attacker
exploits the attacked resource which
Kour et al, 2018 [1] alerted the whole internet community.
Attack has exposed 100 million account
records of railway.
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This attack is a clear
example of Data breach.

For a better understanding of table 1, the results of the literature review are summaries in
percentage with the help of a pie chart. Figure 8 shows the scenario of challenges in the IoT
environment. Among all the attacks, 60% of the times the railway sector faced DoS attack.
Botnet attack occurred 30% that include Mirai the most. Remaining 10% is divided between
Malware and any other attack 5% each.

Malware
5%

Botnet
30%

Other
5%

DoS
60%

Figure 8. Pie chart showing the percentage of different attacks in the IoT environment according to
the literature review.

In the cloud environment, it can be depicted from the matrix (Table 2) that 70% of the
organisations experience Data Breach. The next major issue is Malware, which is experienced
by 20%. All the other attacks are only 10% of the total numbers of attacks. Figure 9. Show a
pie chart of different attacks, when considering a cloud environment.
Other
10%
Malware
20%

Data
Breach
70%

Figure 9. Pie chart showing the percentage of different attacks in the cloud environment according to
the literature review.

4.2 Results from Semi-Structured interviews, the second part of the
case study
The second step of the case study was semi-structured interviews. The result from the
interviews embodies the empirical part of this case study. Following the principle of
contextualization [58], the introduction of this thesis portrays the context of the case study by
providing a small description of the organisation and experts who were interviewed. This
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section continues to show the results of the interviews from five different organisations, which
are divided into three cases. In addition, a summary of the empirical data for each case is
provided.
Trafikverket (Case 1)
Trafikverket is responsible for the long-term infrastructure planning for road traffic, rail traffic,
shipping, and aviation, and for the construction and operation of state roads and railways in
Sweden. Data or information related to maintenance is handled by other organisation.
Therefore, rolling stock operator Statens Järnvägar (SJ) and maintenance contractor SWECO
were also interviewed. These two are added to the same case as Trafikverket.
Company-A (Case 2)
Company A is a Swedish organisation, which provides a cloud solution for storing and
analysing maintenance data related to railways.
Luleå University of Technology (Case 3)
Luleå University of Technology is Sweden’s northernmost technical university. The
university's activities have its focus in the technical research field. The university has
approximately 15,000 students and 800 researchers.
Table 3 below outlines the details concerning all the interviewees along with the date of the
interview.
Table 3. Data Collection source of semi-structured interviews.
Case

Organisation Role
Trafikverket

1

Trafikverket
SJ
SWECO

2

Company-A
LTU

3

Project manager for the Real Estate Digital Railway
funded by Vinnova, Trafikverket.

Date of interview
18 April 2019

Railway Track Specialist dealing with project related
24 April 2019
to IoT.
License and Delivery Manager and past Head of IT3 May 2019
operations.
Group manager focusing on digital maintenance in
7 May 2019
railways.
Chief Data Analytics and System Modelling.
13 May 2019
Chaired professor at the division of Operation,
Maintenance and Acoustic, LTU.
23 May 2019
Director of Luleå railway research centre (JVTC)

LTU

Researcher in the field of cyber-solution for railway

24 May 2019

As stated in Table 3, data were collected through a series of semi-structured interviews
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4.2.1 Case 1
When a Track specialist from Trafikverket, who is involved in IoT projects, was asked about
the challenges and scope of research regarding cyberattacks which been suffered by railway
sector, he stated.
“Yes, according to me, we faced attacks and majorly it is because of third parties who are
dealing with the data or information of their organisation. They are related to a different type
of assets used in the organisation. The threat we faced is that we never lose control over their
data, other people from outside are not able to peep into their information, outsider control
over their system and attacks over lives of their customer.”
“We want to use these sensors for collecting information about our customer also, but right
now it seems little difficult as its new technology and has high chances of attack. We are
researching to make a system that the information, which is collected from IoT sensors, goes
directly to our cloud and cannot be reached by any outsider, including the manufacturer.”
Next, when the Project manager for the Real Estate Digital Railway from Trafikverket is asked
the same question he stated.
“Yes, we face threats to cyber-security related issue as they recently faced one. Major threats
are related to the ERTMS (European Rail Traffic Management System), which manage the
passenger train data. They are afraid that if something happens again with the train location
or timetable etc. as they have some project going and want digitisation in their organisation”.
(Basically, they are afraid of DoS).”
“In the future, we want to use these sensors for data related to customer information or
customer-related data, for that some research projects are going on with operator (SJ) and
supplier. (Majorly they use sensors to maintain the track health index is present).”
From the above statements by two professionals from Trafikverket, it can be analysed that the
mostly faced attack in the railway sector is DoS. Both of them clearly stated that they are
concerned about Data Breach and Botnets as well. Since they blame third parties for such
attacks, IT experts from SJ and SWECO were included in the same case. Both SJ and SWECO
are dealing with the data from Trafikverket. These two interviews helped me to get a picture
from the view of third parties.
The License and Delivery Manager, past Head of IT-operations (SJ), and Group manager
focusing on digital maintenance in railways (SWECO), were asked about the cyber-attacks and
scope of its research in their organization.
“Yes, definitely! We faced attack and every organisation in today’s era is facing such. We face
malicious code software like trained proxy and many others, but mostly these attacks are
related to web-interface. As we are new in using IoT sensors, we have not faced or experienced
much to be revealed at this point of time”. He added one point, i.e. “that like other organisations
we are afraid of DoS attacks and will be searching for the solution soon”.
“We have research and development projects going on in this area and we believe that the
future lies in this sector. It is a hot topic, which needs to be researched to have an exciting and
better future of rail. Trafikverket wants to use IoT in human perspective also in future, but
before using it with human (customer and employs) related data; they want to be very sure with
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these attacks and security from them. This need for Trafikverket will open many doors for future
research in this area.”
From the above statements by the railway professionals, it can be stated the majority of attacks
faced by railway is DoS, which is approximately 50% of the total number of attacks. Next major
attack, in this case, is Data Breach, which is 30%. Remaining 20%, in this case, is Botnet.
Another important fact, which should be taken in the consideration after talking with these
professionals, is that cybersecurity challenges in maintenance data especially in the railway
sector are a hot topic for research, which gives future direction to the research. Figure 10 gives
a pie chart of the percentage of attacks in the IoT environment according to interviews.

Botnet
20%

DoS
50%
Data Breach
30%

Figure 10. Pie chart showing different attacks in IoT Environment, according to interviews in case 1.

4.2.2 Case 2
From Company-A, Chief Data Analytics and System Modelling were asked about the threats
faced related to cyber-security while transferring of data to the cloud, he stated:
“No, they have never faced any problem related to cybersecurity while the transfer of data to
cloud. According to them, one of the possible reasons for this situation is that the organisation
comprise of a few numbers of employees. They are only 10 people in the company, and all of
them are much concern about the security of data. The next reason he mentioned that they are
not much popular, which is keeping them safe from the threats and the attackers.”
“In many cases, they have a third party between them and the main client. Due to this third
party, there is always a communication gap between main client and us. Sometimes, complete
information is not communicated intentionally and sometimes the information, which is given
for the main client, is tampered in between only. In certain cases, Data Breach activity are also
performed on data. In such cases, the reputation of company-A may fall without their mistake.
This is the biggest problem or threat they are concerned of.”
From the above statements, it can be stated for case 2 that Data Breach or Data Tampering are
the major challenges related to security in the cloud. These statements also give an idea or
understanding that the organisation is afraid of Man-in-the-middle attack as the professional
who was interviewed discuss the third party involvement.
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4.2.3 Case 3
Two interviews were conducted in this case. The first interview was with a Researcher in the
field of cyber-solution for railway. He was asked about cyber-attacks in the cloud environment.
Further, the second interview was with a Chaired Professor at the division of Operation,
Maintenance and Acoustic, LTU, who is also Director of Luleå railway research centre (JVTC).
He was asked about the cyber-attacks in the IoT environment. Both were also asked about the
future of their research and they stated.
“Sometimes I get spam emails; I never open or click those emails this is about my practising.
However, the answer is yes, if you talk in general. Cloud solution providers are worried about
Data Breach because trusting the third party is becoming hard, and this is a real issue for a
large number of organisations.”
“Today, adversaries are using advanced technologies like machine learning to launch attacks,
therefore, we need to be proactive and one step ahead of those attackers and to be proactive
research is needed to be carried out not different topic one can be: How to protect user from
Data Breach and reasons why cloud solution providers facing them.”
“I have read about different attack and know that they are concerns that people from outside
do not enter their system. At last, he added about the concern of people who are related to
safety in railway have trust issue and they avoid revealing information about their organisation
and customer. The railway is much concerned about its customers.”.”
“Yes, for sure. Actually, it is happening right now. Two big projects are going on in our division
for making the railway smart”. According to him, “it is a global topic for research”. Further
stated was “before implementing anything for real one should research it because it decreases
the chances of security problem and increase the trust of the one who is implementing it and if
it has some flaws then they can be fixed”.
After analysing case 3, it can be said that Data Breach is a major attack faced in a cloud
environment, which is up to 60%. Next comes the Man-in-the-middle attack, which is 30% and
is a new finding after the interview. Remaining 10% are other attacks. Figure 11 gives the reader
a pictorial representation of these percentages of attacks in a cloud environment with the help
of a pie chart.
Others
10%

Man-inmiddle
30%

Data Breach
60%

Figure 11. Pie chart showing attacks in Cloud Environment based on interviews in case 2 and case 3.
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4.3 Summary of Results from Interviews
The pie chart shown in Figure 10 is based on case 1 interviews and Figure 11 is based on
interviews in cases 2 and 3. In order to have a complete view of the results, with all the
interviewees, see Table 4. Table 4 comprises challenges, which are critical according to the
interviewees.
Table 4. The table comprises the results of the data collected and analysed in the three cases. X denotes
that the organisations were not willing to answer these questions.
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4.4 Comparison of results from the literature review and interviews
In order to compare detailed results from Table 1, 2 and 4, which are designed based on
literature review and interviews are shown in table 5 and 6. Table 5 summaries attacks in the
IoT environment. What is of interest are that the interviews point out that data breaches are of
importance while they are not mentioned in the literature review. Further, the literature review
found out that malware and other issues were of importance in some instances, while they were
not brought up during the interviews.
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Table 5. Comparison of Table 1, 2 and 4 in the IoT Environment. X denotes that the attacks were not
experienced.

Attacks
According to the
literature review
According to
interview’s

DoS

Data Breach Botnet

Malware

Other

60%

X

30%

5%

5%

50%

30%

20%

X

X

Table 6 summaries the attacks in the cloud environment. What is of interest here are that manin-the-middle attacks are brought up during the interviews but not in the literature review.
Further, malware was recognized as a problem in the literature but not brought up during the
interviews.
Table 6. Comparison of Table 1, 2 and 4 in Cloud Environment. X denotes that the attacks were not
experienced.

Attacks
According to the
literature review
According to
interview’s

Data Breach

Man-in-the-middle

Malware

Other

70%

X

20%

10%

60%

30%

X

10%

4.5 Analyse of Results
Above, tables 5 and 6 show the difference in results which I got from two parts, i.e. (literature
review and interview’s) of the case study. One can see a clear difference between the results,
which is shown with the help of the percentage. This fluctuation of results helps one to
understand that literature can be different from real-life experience or an organizational level.
The results from the literature reviews are drawn from the published results; however, the
results from the interviews are the direct reflection of thoughts and views of experts from the
railway sector. Now, I can see this approach was useful as I can have a clear percentage
difference from both parts of the case study.
For the results or to reach the conclusion I have done 3 interviews in the starting with renown
organization in the railway industry which was not enough then I go for more interviews and
for now I have taken 7 interviews which cover almost all big organizations related to the railway
in the north part of Sweden. According to me, these interviews are sufficient as we can have a
clear percentage of different attacks faced by railway industries when concerning maintenance
data.
In IoT environment, see table 5, Data breach was not an issue as per literature review but so
according to the interviews. The interviewed professionals stated that they experience
approximately 30% of this attack in their organization. Next moving towards Malware and
Other attacks which were 5% each according to literature review but when asked about these
attack to the interviewees they did not mention a single event also.
In the cloud environment, see table 6, Man-in-the-middle attack was not an issue according to
literature review but the interviewees mention it a problem. They are afraid of this in the future.
The interviewees did not bring up Malware, but on the other hand, malware was an issue
according to the literature review.
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This change in percentage for different attacks in different environment shows that sometimestheoretical experience can be different from the practical one.
This thesis identifies various cybersecurity challenges within the railway industry. The
aforementioned challenges and attacks will have an impact on the railway-related data
generated, collected, analysed and later used in various decision-making systems and contexts.
Thus, the cybersecurity challenges and attacks will continue to inﬂuence data-driven business models
and adversely aﬀect the decision-making process for railway maintenance. However, in the railway
industry, there is a low cybersecurity awareness, and budgets often do not accommodate the required
changes [1] to become cyber secured. The lack of cybersecurity education among the workforce is
especially problematic as the widespread adoption of IoT, cloud and other smart devices can leak critical
data, as well as expose organizations and individuals to new threats with enormous consequences. Thus,
it is critical to ensure that the workforce of railway organizations using ICT-based maintenance systems
is vigilant, fully aware of new and advanced cyber threats, and trained to follow cybersecurity practices
at all times. Employees of railway organization should be trained to follow-up regular reported threats
and vulnerabilities. As said by Desiderium Erasmus, “Prevention is better than cure”. Railway
organizations can benefit from the results of the thesis to acquire preventive measures against the attacks.
Therefore, they are ready to beat the attacker in advance and act proactively. Further, these results
contribute to the management of railway maintenance as they spread the awareness that cybersecurity
needs to be designed in as part of the design process of a work process, product or service. The present
research comprise of seven professional interviews from railway related organization and these results
are beneficial to all of them. However, due to the shortage of time and that few people are willing to talk
about security, it was challenging to do more interviews during a limited time. If I would have done
more interviews, then the results could have been more comprehensive than the current ones. As
research never ends, these results can be used also in the future to find out the solutions to these
challenges and attacks.
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5 Discussion
This chapter discusses the research process and the research results. In addition, future research
directions are briefly discussed.

5.1 Discussion on the research approach
A qualitative approach was deemed to best support the research objectives as a qualitative
approach is appropriate when the researcher is interested in what qualities or properties a
phenomenon has supported the choice of a qualitative approach and qualitative research need
to be conducted in a social environment [56]. The main reason was that this research was
conducted mainly with the railway industry, which can also be considered as social
environments. In the case study, the focus was on three cases. First, the present status of IoT
and cloud computing in the railway industry was studied with the help of published work of
research papers, magazines, and blogs from IT experts etc. This empirical data collection not
only gives a glimpse of practical knowledge, but the literature was also validated. Most of the
research in the present thesis has studied the phenomenon in their natural settings using rich
data from the interviews [57].
The research process, based on case study with three cases, helped to provide a big picture of
results and added weight to the research. The research process was a bit wide in extent, but it
lead to results. A further benefit is that the wide extent has given an insight into exciting
research approaches and methods, which can be used in future, research.
The case study was conducted in two steps. The first step, the literature review, was not easy,
because there was not much work done related to this topic. The next step was the interviews.
As it is about security, professionals who are dealing with the security are reluctant to talk
regarding “own” attacks and its preventions due to that I was unknown to them. Further, due to
their internal policies, they are not allowed to share a lot of such information. In addition, they
do not trust people from outside, as they do not know whether the person is a saver, neutral
person or an attacker. Therefore, collecting information was not as easy as it looks; it requires
many phone calls and waiting. Many times, people did not respond to you, your calls and
emails, which is demotivating.
If ever I have given a chance to redo this thesis, I will do this in the very same way that is a
case study, but I will change the management of time. I think I have spent too much time in the
start (ie.. the literature review). I would have cut down the time for the literature review and
then utilize that time in doing interviews or finding people to be interviewed. According to me,
the results could have been better if I would have got a chance to have more
discussions/interviews.

5.2 Discussion of results
This research was carried out to the answer to the question "What Are the Security Challenges
concerning Maintenance Data in the Railway Industry". The results of this thesis are as
follows:
Denial of service is one of the most frequent attacks in the IoT environment and Data Breach
is the most common attack concerning cloud computing in the railway environment according
to the research results.
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Table 5 (the IoT environment) indicates fluctuation in the percentage of a data breach, which
was not an issue as per literature review, but when asked from interviewee's they considered it
an issue and coded events as well which makes it percentage to 30%. Next comes malware and
other attacks in IoT environment which was considered to be an issue according to the literature
review that is 5% each but when talking to the professionals, they didn't consider them as an
issue. Table 6 (cloud computing) reveals that Man-in-the-middle was not an issue according to
literature review but when concern with interviewees they show their interest in discussing as
they were afraid of this and its types in future and faced some incidents in the present also which
raised its percentage to 30%. The malware was an issue according to literature, but interviewees
did mention it.
The thesis examines various cybersecurity challenges and attacks in the railway industry, where
my focus has been on the use of IoT and cloud computing. To overcome these challenges and
cyberattacks, railway organizations need to unite and communicate cybersecurity instances
with each other. In addition, all organizations using ICT-based maintenance must be vigilant,
fully aware, and trained to follow cybersecurity practices at all times. Further, they need to
collect cybersecurity threat intelligence and monitor these threats and on-going attacks in order
to be prepared and be able to raise any countermeasures necessary before it is too late. As the
railway industry is on a preliminary stage to enter into the smart world, using e.g. a lot of
sensors, Big Data and cloud computing. The future right now seems very interesting for the
railway organisations and researchers who are working on the topic related to this project.

5.3 Future research direction
The present research has investigated the present issues in the railway industry related to IoT
and cloud computing. Further investigation on the preventive measure will add more value to
research as they could influence the decision making in their future projects. Due to the limited
time, this could not be done, but the results from the present work can be used to investigating
the preventive measures and possibly give prescription maintenance/action for the future.
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6 Summary and Conclusion
The present thesis discusses the literature, statistics, and challenges of cybersecurity, with an
emphasis on the maintenance data in the railway sector. The literature review discussed most
experienced or suffered attack in IoT and cloud environment. The literature review was
validated with the help of interviews. After comparing results from both the processes, the
following conclusions are made.
IoT Environment
According to literature and experts who were interviewed, DoS-attacks is the most common
attack followed by Botnet in the railway sector. Data breach, which was not an issue according
to literature review, was mentioned to be an issue as per interviewees.
Malware, which is suffered according to literature review, was not even mentioned by
interviewees.
Other attacks (Man-in-the-middle, identity breach etc.) which was suffered with a less
percentage according to literature but not discussed by the professionals who were interviewed.
Cloud Environment
According to literature and experts who were interviewed, Data Breach is the most common
attack in the railway sector.
Man-in-the-middle was not an issue as per literature review but when interviewed professionals
they consider to be a major threat to their organization.
Malware, which was threat according to literature review, was not even discussed by
interviewees.
These results are informative to the railway sector as they are at the initial phase of digitalising
and when comes to digitalising then major issue comes with it is cybersecurity. They can use
these results for conducting awareness programme among their employees and can use these
results for the initial period of research for preventive measure against them.
These results are from literature and interview matches when talked about DoS and Data
Breach. However, in cases, the results are opposite. Some attacks were experienced as per the
literature review, but interviewees did not mention the names of those attacks. This reason
behind is can be that the literature review was conducted based on the whole world; however,
interviewees belong to Swedish organisations. The results also show variation in theoretical
and practical knowledge when we read about something it gives us knowledge but can be
entirely different when experience practically. Interviewees talked according to their
perspective. This is a novelty of the present research, as no study could be found related to
security challenges concerning railway, which has done a similar investigation. In addition, the
present study has validated the literature review with the interviews, which is also novel.
Lastly, I, as the authors of the present work, have limited experience in research, which can be
seen as a limitation of the study. When evaluating the study, the lack of experience should be
seen as a part of my subjectivity, as part of my preconceptions. To complement the lack of
experience, I studied intensively different material on scientific research and had discussions
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with my supervisor to verify that I was on the ‘right track’. Furthermore, before the interviews,
I conducted a pilot interview and two interviews with informants that I can become familiar
with it. These were conducted to increase my skills in interviewing and to test the themes and
guiding questions in the initial interview guide.
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Appendix
This section contain all the interviews.
Case Organisation Name of interviewee Role
Trafikverket

Peter Söderholm

Trafikverket

Stephen
Mayowa Famurewa

SJ

Willy Stjernudde

SWECO

Per Norrbin

Company-A

Interviewee

LTU

Uday Kumar

LTU

Ravdeep Kour

1

2

3

Project manager for the Real
Estate Digital Railway funded
by Vinnova, Trafikverket.
Railway Track Specialist
dealing with project related to
IoT.
License and Delivery
Manager and past Head of IToperations.
Group manager focusing on
digital maintenance in
railways.
Chief Data Analytics and
System Modelling.
Chaired professor at the
division of Operation,
Maintenance and Acoustic,
LTU.
Director of Luleå railway
research centre (JVTC)
Researcher in the field of
cyber-solution for railway

Date of
interview
18 April
2019
24 April
2019
3 May 2019
7 May 2019
13 May 2019

23 May 2019

24 May 2019

Interview 1
Company Name: Company A (This company want to be Anonymous)
Interviewee (Chief Data Analytics and System Modelling)
Question 1. What data transfer protocol you are using for transfer of data to the cloud?
Answer 1. He do not know about the transfer protocol because he is not working with this. He
had a guess about API, which is REST.

Question 2. Are you able to maintain CIA traid of data? (Are you able to maintain the trust of
your customer on confidentiality, Integrity and Availability of data because it is at third party)?
Answer 2. Yes, they are able to maintain CIA traid of data as they generate an islanded database
for every customer. As every customer has their separate database, which helps them to make
their customer not to face any kind of issue related to CIA traid of data.
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Question 3. Is there any threat you faced related to cyber-security while transferring of data?
(For example Man-in-the-middle attack, Denial-Of-Service Attack, Data Loss and Data
Breach).
Answer 3. No, they have never face any kind of problem related to cyber-security while the
transfer of data to cloud. According to them, one of the most possible reasons for this situation
is there are an organisation, which is compromise of less number of employees. They are only
10 people all over and all of them are much concern about the security of data and the work
they are dealing with. They all love their work and have vision to grow in a better way.
The next reason is they are not much popular which is keeping them safe from the threats and
the attackers.

Question 4. What technology your organisation use for protection from this threat?
Answer 4. They are using Encryption Algorithm as a technology for protection from any kind
of threats. They know that Microsoft Azure is also using a technology called Intrusion detection
Protocol for the protection of their data. However, how and where they do not know much about
that.
He also added, “As the company is very small and have very less number of employees and
computers so, it is not that difficult to maintain the security at that level with the help of
Encryption algorithm”.

Question 5. Is there any security you used for your stored data? If yes, do you want to discuss?
Answer 5. They do not know about security for stored data and they do not care because they
buy that service from Microsoft Azure. They trust the security of Microsoft Azure.

Question 6. Do you want to discuss anything else interesting which I may have left with
regarding the security of IoT, data in transit and storage, access to decision-making information,
etc.?
Answer 6. In many cases, they have a third party between them and main client. Due to this
third party, there is always a communication gap, and sometime complete information is not
communicated intentionally. In certain cases, these third parties also temper the data or do some
Data Breach activity to the data. In such cases, reputation of company-A may falls without their
concern. This is the biggest problem or threat they are concern of.
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Interview 2
Company Name: Trafikverket
Peter Söderholm (Project manager for the Real Estate Digital Railway funded by Vinnova,
Trafikverket and LTU.)

Question 1. Do you people use these IoT sensors in your organisation?
Answer 1. Yes, they use IoT sensors both on track and on-board.

Question 2. While installing the sensors after buying from the market do you people change
the hard code password, which is already set for a particular sensor?
Answer 2. He was not aware about this because he is not working in this area for this I should
concern some IT technician according to him.

Question 3. What kind of data you are collecting by using these sensors?
Answer 3. Majorly, they collect data related to track geometry, gauge measurement, elevation
of track, balance profile and rail defect. In other words, we can say that they are using IoT
sensors to maintain the quality of rail.
In future, they want to use these sensors for storing customer information or customer related
data, for that some research project are going on with operator (SJ) and supplier. (Majorly they
use sensors to maintain the track health index in present).

Question 4. Is there any threat you faced related to cyber-security while using these sensors?
(For example Botnet, Man-in-the-middle attack, Denial-Of-Service Attack, Data, and identity
breach and social engineering attack).
Answer 4. Yes, they face threats to cyber-security related issue as they recently faced one.
Major threats are related to ERTMS (European Rail Traffic Management System), which
manage the passenger train data. They afraid if again something happens with the train location
or timetable etc. As they have some project going and want digitisation in their organisation.
(They are afraid of DoS attack).

Question 5. Is there any security you used for your stored data? If yes, do you want to discuss?
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Answer 5. He was not much aware of this fact (According to him for this I should contact Lars
Lundmark).

Question 6. Do you want to discuss anything else interesting which I may have left with
regarding the security of IoT, data in transit and storage, access to decision-making information,
etc.?
Answer 6. No, not much but yes we are afraid of DoS attacks which we have faced before also.

Interview 3
Person Name: Prof. Uday Kumar
Position: Chaired professor at the division of Operation, Maintenance and Acoustic, LTU
Director of Luleå railway research center (JVTC)
Question 1. Do you think railways, in current scenario, uses IoT sensors?
Answer 1. According to his knowledge, in the present scenario, railway uses a few IoT sensors.
Railway wants to shift to smart technologies and there are many ongoing projects evaluating
the efficiency of IoT sensors in the railway industry. Soon railway will be using more IoT
sensors.

Question 2. While installing the sensors after buying from the market do you people change
the hard code password, which is already set for a particular sensor?
Answer 2. He was not aware of this because he is not working in this area, according to him,
for this, I should concern some IT technician.

Question 3. What kind of data you are collecting by using these sensors?
Answer 3. They majorly collect data for measurement and these type of things. I am not much
aware of this fact.

Question 4. Is there any threat you faced related to cyber-security while using these sensors?
(For example Botnet, Man-in-the-middle attack, Denial-Of-Service Attack, Data, and identity
breach and social engineering attack).
Answer 4. I have read about different attack and know that they are concern that people from
outside do not enter their system. He also added that railways employs all over the world also
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have trust issue and they avoid revealing information about their organisation. Railway is much
concern about its customers that why they have that much trusting issues.

Question 5. Did your division has faced any kind of security issue or any threat related to cybersecurity?
Answer 5. Actually, we not deal with that kind of data, which have some use for other people.
We only deal with technical data needed for research and generally it of no use for a nonresearcher. Therefore, we never faced any kind of issue related to security or threat related to
cyber.

Question 6. Do you think research on this kind of topic is needed in this sector?
Answer 6. Yes, for sure. Actually, it is happening right now. There are two big projects going
on in our division for making the railway smart. According to him, it is a global topic for
research. According to him, before implementing anything for real one should do research on
it because it decreases the chances of security problem and increase the trust of the one who is
implementing it and if it has some flaws then they can be fixed.

Question 7. Do you want to discuss anything else interesting which I may have left with
regarding the security of IoT, data in transit and storage, access to decision-making information,
etc.?
Answer 7. Major challenge is how to get the right information and know that the information
we are having is right. The information we are delivering is delivered to the right person. If this
problem is fixed then more than half problem related to security will be solved.

Interview 4
Company Name: SWECO
Per Norrbin (Group manager focusing on digital maintenance in railways)
Question 1. Do you people use these IoT sensors in your organisation?
Answer 1. No, not directly in our work, but yes we have ongoing research projects where IoT
sensors are used.

Question 2. While installing the sensors after buying from the market do you people change
the hard code password, which is already set for a particular sensor?
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Answer 2. I am not much aware of this part but I am sure they would be doing that because it
can be dangerous in term of cyber-security.

Question 3. What kind of data you are collecting by using these sensors?
Answer 3. Data related for measurement and for maintenance management of different entities
related for project.

Question 4. Is there any threat you faced related to cyber-security while using these sensors?
(For example Botnet, Man-in-the-middle attack, Denial-Of-Service Attack, Data, and identity
breach and social engineering attack)
Answer 5. As we never use them for our organisation and we mainly meals with switches.
However, they are afraid of data sharing in future. Trafikverket will not share data with them if
some solution is not given to them related to security problems, especially related to
maintenance data in railways. Therefore, our concerns are the same as the security concern of
Trafikverket.

Question 6. Do you think research needs to be done on this topic?
Answer 6. As we have research and development project going on in this area and we believe
that the future lie in this sector. It is a hot topic, which needs to be researched to have an exciting
and better future of rail. Trafikverket wants to use IoT in human perspective also in future but
before using it with human (customer and employs) related data; they want to be very sure with
these attacks and security from them. This need of Trafikverket will open many doors for future
research in this area.

Interview 5
Company Name: LTU
Ravdeep Kour (Researcher in the field of cyber-solution for railway)
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