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Abstract 

Most Small and Medium scale Enterprises (SMEs) in Ghana are not 

particularly anxious about the consequences of inadequacy or lack of any 

form of vulnerability management operation in their normal business 

practices. This case study research explores how a local Internet Service 

Provider (ISP) in Ghana and its local client-base can manage vulnerabilities 

with a targeted patch management practise integrated into their operations. 

To answer the research question “How can a SME local Internet Service 

Provider (ISP) in Accra, Ghana, assist their local customer base to integrate 

effective cybersecurity vulnerability management into their operations?“, 

This case study comprised the Subject Matter Expert of one local ISP as well as 

4 other technical Subject Matter Experts of the ISP’s clients about their patch 

management operations. This case study research revealed that most SMEs do 

not consider vulnerability management as a key concern in the operation of 

their organisation and therefore, proposes a way to highlight the importance 

of vulnerability management whiles doing so at a cost-effective manner. The 

implications of targeted cybersecurity patch management for the local ISP and 

their client-base is also addressed by this thesis research.  

 

  

 

 

 

 

 

Keywords: Vulnerability management, patch management, small-scale 
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medium-sized enterprises, subject matter experts, open source. 
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1 Introduction 

1.1 Central Theme 

It is a statement of fact that basic vulnerability management is required in 

today’s IT environment (Sreeja, 2011). Thus, the purpose of this research is to 

address information security vulnerability management through patch 

management in Small and Medium Scale Enterprises (SMEs) in Accra, Ghana 

which are customers of a local Internet Service Provider (ISP). Accra is the 

capital city of Ghana (Government of Ghana, nd). Ghana is an African country 

located on the west coast of Africa (CIA World Factbook, 2016). The use of 

technology and the internet has blossomed in Ghana and that equally 

increases the attack surface for threat and malicious actors on their targets in 

the region. SMEs in Accra are usually understaffed in the area of IT and that 

logically extends to the lack of personnel and or qualified resources to manage 

cybersecurity to include vulnerability management. 

Vulnerabilities are categorised according to the assets they are related to. 

Some of these general classifications of cybersecurity vulnerabilities include 

hardware, software network, personnel, physical site and organisational 

vulnerabilities (ISO/IEC, 2008). There a variety of causes as to why these 

vulnerabilities occur (Kakareka, 2009; Krsul, 1997; Pauli, 2017; Kiountouzis 

and Kokolakis, 1996). Some of the causes of these vulnerabilities include 

complexity of large systems that increases the likelihood of system floors and 

unintended system access to people who should not be able to access the 

system. Another cause of vulnerability is the increased use and reuse of code, 

software, well-known ports and services, and unintended extended periods of 

availability and exposure of the systems may increase vulnerability likelihood. 

Further, password management flaws like using default or non-complex 

passwords or hardcoding these passwords in applications can cause them to 

be easily brute forced or easily discovered. Another major cause of 
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vulnerabilities is the fundamental design flaws in operating systems for 

example major flaws windows implementing NTLM version 1 or the 

implantation of old or vulnerable Linux kernels increases the likelihood of 

exposure and subsequent attack. Software bugs are another cause of 

vulnerabilities that may allow an attacker to misuse an application or system. 

Unvalidated user input can also be a cause of vulnerability which can cause 

direct execution of commands or SQL which may cause buffer overflow 

attacks, cross side scripting attacks or SQL injection attacks. Finally, social 

engineering can also contribute to vulnerabilities. The human is perceived as 

the weakest link into any information system and as such should be 

considered when evaluating the causes of vulnerabilities so that the 

appropriate measures be taken make social engineering attacks more difficult. 

The approach this study seeks to take to address the gap in vulnerability 

management for this local ISP and its client-base is to delimit the study to 

patch management and explore the fundamental challenge of why these 

SMEs do not integrate a patch management as part of their day-to-day 

operations. Patch Management is defined as the systematic notification, 

identification, deployment, installation, and verification of operating system 

and application software code revisions. These revisions are known as 

patches, hot fixes, and service packs (CSRC, nd). Patch management is a 

subset of vulnerability management which is the iterative practice of 

identifying, classifying, prioritizing, remediating, and mitigating computer 

system vulnerabilities (Foreman, 2010). 

My perception is that, some of the reasons may be attributed to cultural 

dynamics – the thought of SMEs that they are too small or insignificant to be 

targeted by threat and malicious actors.  

Another reason in my opinion is shadow IT and the ease to set up internet 

connectivity and to totally ignore adequately securing it by running a 

fundamental vulnerability management program to keep threat actors at bay. 

The potential harm for these unassuming SMEs is that they end up being 
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targets of ransomware as well as the possibility of their systems being used as 

bots to launch distributed attacks against other systems among other things. 

These bots or botnets can cause potential damage to the smooth operations of 

systems and an eventual denial of service (Vratonjic, Manshaei and Hubaux, 

2010).  

In a related study, Tagert (2010) reviewed the cybersecurity challenges in 

developing nations but only limited it to governmental agencies and the 

policymakers’ level but did not delve much into private sector specifically 

SMEs which I felt was a gap or where additional work was needed. 

The objective of this thesis then is to provide a guidance framework on how 

local small-scale ISPs can influence their client-base to employ basic and cost-

effective patch management operations within their organisations. 

1.2 Problem Statement 

Cyber-attacks and data breaches have seen un upward trend over the past few 

years. Vulnerability disclosures has equally increased by the same amount 

(Kacker, Kuhn and Raunak, 2017). The general information security problem 

is that data breaches occur because organisations fail to apply up-to-date 

security patches to their systems. For example, the Equifax data breach that 

led to almost half the American population’s personal information being 

stolen was due to an unpatched Apache Struts vulnerability on a web server 

even though there was a patch available for the vulnerability (Berghel, 2017). 

The specific information security problem is that there is little information on 

how SMEs in developing countries should handle their patch management 

programs. 
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1.3 Purpose Statement 

This research leverages a qualitative case study to explore how a small-scale 

ISP can assist their client-base to integrate cost effective patch management 

into their operations. The term “cost effective” as used in this study means 

financial cost effectiveness whereby little or no financial commitment is 

required to implement a cyber security solution like patch management and 

cyber hygiene with open source tools that I have recommended in this study. 

The targeted sample comprises technical subject matter experts of a local ISP 

in the capital city of Ghana and technical subject matter experts of their clients 

about their vulnerability management operations. This sample group is 

appropriate for this study because Ghana as a whole is still maturing its 

national cyber security (Ghana government, nd), as such this study can be 

transferred to similar sized organisations across the nation of Ghana. The 

purpose of the study is, through a qualitative case study, explore how a small-

scale ISP can assist their client-base integrate cost effective vulnerability 

management into their operations. The benefit for this study includes the 

potential to increase vulnerability management awareness and the integration 

of patch management within local small-scale organisations thereby reducing 

their attack surfaces. Another benefit is that of cost where the local small-scale 

ISP can assist its local client-base to integrate cost effective vulnerability 

management into their operations. The cost effectiveness can be achieved by 

reviewing open source stable applications and micro computers that can be 

used to achieve this objective (Epling, Hinkel and Hu, 2015). 

1.4 Need and Motivation for the Study 

Patch management and the remediation of vulnerabilities is always 

considered as taking care of the low hanging fruits within any IT 

infrastructure. It is easier for threat and malicious actors to take advantage of 

publicly disclosed vulnerabilities because in most cases, exploitation codes are 
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readily available for them to use in launching their attacks. These threat and 

malicious actors are mostly successful because most IT infrastructure owners 

and operators fail to remediate publicly known vulnerabilities in their 

environments within an acceptable amount of time. In the case of local small-

scale enterprises in Ghana, most of them are either not worried and or 

unaware of fundamental vulnerability management practices or are 

inadequately staffed to deal with the remediation of vulnerabilities.  

Therefore, this thesis provides the research knowledge to help other 

researchers and technology practitioners provide vulnerability remediation 

guidance to assist small-scale local enterprises in Ghana. However, parts of 

the results should be possible to use elsewhere too. 

This research topic also interests me on a personal level. I am originally from 

Ghana and very much aware of the vulnerability management opportunities 

among small-scale businesses. Also, being a security practitioner myself, I 

consider the lack of fundamental vulnerability management practices among 

local small-scale enterprises an opportunity to address these cyber hygiene 

challenges, and I am very much interested to contribute to this area of 

research. 

1.5 Research question 

This research focuses on Ghana, a nation that is currently developing its 

national cybersecurity framework. Ghana is a nation that is considered a 

developing nation and with a very budding use of information and 

communication technologies and there is still an avenue for maturity in 

vulnerability management and remediation operations. 

This thesis is aimed at a small-scale local ISP and its customer base. A typical 

local business looks at vulnerability management as a very expensive 

endeavour as most “out of the box” solutions are rather expensive or resource 
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intensive beyond what these local companies can afford. The research 

question for this thesis is therefore formulated as below: 

“How can local Internet Service Providers (ISPs) in Accra, Ghana, assist their 

local customer base to integrate cost effective cyber security vulnerability 

management into their operations? “ 
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1.6 Definition of Key terminologies 

Patch: An update to an operating system, application, or other software issued 

specifically to correct particular problems with the software. 

 

Vulnerability management: The "iterative practice of identifying, classifying, 

prioritizing, remediating, and mitigating" computer system vulnerabilities (Foreman, 

2010). 

 

Patch Management: The systematic notification, identification, deployment, 

installation, and verification of operating system and application software code 

revisions. These revisions are known as patches, hot fixes, and service packs. 

 

Remediation: The act of correcting a vulnerability or eliminating a threat. Three 

possible types of remediation are installing a patch, adjusting configuration settings, 

or uninstalling a software application. 

 

SMEs: Small and Medium Scale Enterprises. In the context of SMEs and the 

Ghanaian industry, small scale organisations are defined as organisations with less 

than 10 employees and organisations with greater than 10 employees are defined as 

medium scale organisation. The financial threshold to be considered as a small-scale 

organisation values the organisation at a value of 10 thousand United States dollars.  

 

Vulnerability Assessment: Formal description and evaluation of the vulnerabilities 

in an information system. 

 

Vulnerability: Weakness in an information system, system security procedures, 

internal controls, or implementation that could be exploited or triggered by a threat 

source.  
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1.7 Summary & Thesis Structure 

Chapter one, the introductory chapter described the pivotal elements that set 

my research in motion. Elements like research problem, purpose statement as 

well as research question, research delimitation, limitation and definitions of 

key terminology were also discussed. The organisation of the remaining 

chapters of this thesis is briefly summarised as follows. The next chapter, the 

second, is the literature review chapter. The literature review examines 

previous works that has been done in my area of research as well as identify 

any gaps that warrants my own research of my chosen research question. The 

third chapter is the research methodology chapter that goes through how the 

research question was answered using an academically sound research 

method. Chapter four discusses my research findings that ensued after my 

data collection. Chapter 5 goes into the analysis and synthesis of my findings. 

Chapter 6 involves my conclusions and discussions whiles chapters 7 and 8 

embodies references and appendices respectively. 
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2 Literature review 

2.1 Introduction 

The purpose of this research was to conduct a case study to explore with a 

local SME ISP how they can assist their client-base integrate patch 

management into their operations. As Allen (2017) describes it, a review of 

literature will provide some context, justify and also identify the current 

opportunities in the current state of the art research within my study. Thus, I 

sought to understand what SMEs current operations were in basic 

vulnerability management and what they seem to already understand about 

their current lack in adequate vulnerability management operations. To 

conduct this study, it was incumbent upon me to conduct a scholarly review 

of the current state of affairs specifically within this domain. As I have 

mentioned previously, the activity of literature review is an iterative process 

and one that needs to be revisited throughout the research. This review 

therefore examines the security posture of the ISP and its clients-base as well 

as their perceived vulnerability management abilities currently at their 

disposal. Per my research considerations, the areas of literature that warrants 

review has been bucketized in two categories: (i) cyber security and 

vulnerability management challenges of local small-scale organisations, (ii) 

useful theories and vulnerability management frameworks. A review of 

literature on local small-scale organisations’ vulnerability management 

operation is also conducted to gain insight about how these SMEs perceive 

and manage cyber security vulnerabilities. Literature on vulnerability 

management frameworks were also reviewed and this provided insight into 

the context, best practices to using cyber security frameworks as well as what 

is considered to be a successful application of these vulnerability management 

frameworks. 
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In conducting this literature review, I have used and continue to use multiple 

sources for my information gathering. These sources included books, other 

completed thesis and dissertations, journal and conference publications as 

well as internet sources. I was able to assess a majority of these external 

sources through Lulea University’s library database. The other sources were 

directly accessed via the internet; like governmental websites. 

Ghana is a west African country with a population a little over twenty-seven 

and half million people. A little over nine million of the Ghanaian population 

have access to the internet (CIA World Factbook, 2016). Another relatively 

current statistic puts the population at around twenty-nine and half million 

with internet users at about ten million (Internet World Stats. Africa, 2018). I 

tend to agree more with the internet world statistics data especially given that 

it is more current than the CIA factbook data, and is also aligned with news 

media reportage from Ghana bordering on population data. 

It is very fascinating that about thirty-five years ago, Becker (1984) highlighted 

the potential national security concerns and challenges that vulnerability 

management or the lack thereof can pose to a nation. His assertions still hold 

true thirty-five years on. We are faced with cybersecurity challenges more 

than ever before. With the proliferation of computer and network systems, the 

attack surface of threat and malicious actors have also increased 

exponentially.  

The practicality and the real-world situation are that, availability of 

information systems and their security thereof is at a constant arms race. 

Generally, most individuals and business entities are attracted to the new 

shiny applications and systems but what most fail to do well is keep these 

systems and applications up-to-date on their security patch levels. I agree with 

result findings of Li and Paxson (2017) that most security updates have fewer 

lines of code and are comparatively lightweight in nature than regular 

software updates. Further, quality code, which has not been adequately tested, 

is a source for many vulnerabilities (Schneier, 2018). It is a concern though that 
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most people are not incentivised to install these security patches despite their 

lightweight nature. 

Due to the monetary rewards, cyber criminals are motivated more than ever 

before and continue to exploit these unpatched vulnerable systems for their 

illegal activities. Major cyber breaches occurred just this past year and some of 

the causes of these breaches were due to vulnerable applications and systems 

as well as poor system configurations. These misconfigured systems also 

result in major system failures (Xu and Zhou, 2015). Most of these security 

breaches were also discovered after the fact that an attack had already taken 

place and damage already have been done. It is incumbent on system owners 

and system administrators to approach the security issue from a different 

dynamic. Alsenan and Mirza (2006) proposes a risk-based approach which 

triggers alarms when certain thresholds are met. 

However, it is also noteworthy to mention that, regardless of all the 

recommendations and best practices proclaimed by security experts and 

practitioners, there is not a silver bullet to address all vulnerability 

management challenges. Even in developed IT economies the one size fits all 

approach does not work (Allodi and Massacci, 2014). Further, non-existent is 

an all-inclusive relative analysis of the diverse range of vulnerabilities. 

Patching alone as a vulnerability remediation mechanism is not enough 

(Shahriar and Zulkernine, 2012). Another assertion that buttresses this claim is 

that, all infrastructure is flawed in a way and when accessed from a different 

approach, then vulnerabilities can be found quicker and resolved. Using a 

robust framework which is not only limited to infrastructure security is a 

better approach in accessing the overall security posture of an organisation’s 

infrastructure (Farnan and Nurse, nd). 

Scoping the research down to Accra, Ghana, it became clear that there is the 

lack of nation specific research for vulnerability remediation with the nation 

Ghana in mind. Although Ghana has embraced information and 

communication technology (ICT), the internet infrastructure still faces some 



Department of Computer Science, Electrical and Space Engineering 

Luleå University of Technology  

 

 

Jerry Lartey                                                                              15 

 

challenges in terms of speed and reliability. I disagree however with the 

generalisation by Yasir et al. (nd) that Ghana lacks the server infrastructure to 

optimise latency and internet performance. There are currently major ISPs in 

Ghana providing exceptional services to their client-base. There are also local 

small-scale ISPs the likes of which this study covers, that provides internet 

services as well. 

The nation Ghana as a whole developed her national cyber security 

framework not so long ago and also announced the setting up of her national 

cyber security centre (Ghana government, nd). International organisations like 

the ITU have also assisted Ghana in the past to develop her ICT infrastructure 

(ITU, 2007).  Despite the fact that Ghana’s cyber command is fairly new from a 

policy and political dimension, it is incumbent on Ghanaian private sector 

businesses – small or large to secure their systems and deploy fundamental 

cyber hygiene to include vulnerability management if they are to remain 

relevant in the global technology eco system. The lack of vulnerability and 

patch management resources tailored for the Ghanaian local small businesses 

fuels this research to fill this gap for practitioners and to also contribute to the 

knowledge gap in this space. 

2.2 Cyber security vulnerability management challenges 
of SMEs 

In the current technology climate, local small-scale organisations are as reliant 

on information technology as well as larger organisations and multinational 

corporations. 

The contributing factors to why the cyber security risks are more prevalent in 

SMEs than in larger organisations have been attributed to inadequate 

qualified staff, lack of financial muscle, dismissiveness and not treating 

security as a priority or as a core business function (Gupta and Hammond, 

2005; Caldwell, 2015; Renaud, 2017). I agree with Caldwell’s position when 

she states that “Small businesses are particularly vulnerable to cyber-attacks – 
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estimates are that more than 80% of attacks target small businesses as they are 

typically less well defended” (Caldwell, 2015 p1). Renaud (2017), also posit 

that small-scale organisations are increasingly being the target of malicious 

actors and cyber-criminals, which can be equally attributed to the perception 

that small-scale organisations’ cyber defences are inadequate in comparison to 

larger organisations. In my experience these SMEs are likely to pay the 

ransom demanded by attackers especially because they have little business 

continuity and data recovery measures in place to easily recover from attacks. 

SMEs also serve as easy targets for attackers to compromise and use in a 

distributed denial of service attacks. I am also inclined to believe the statement 

per my own experience as a practitioner when she stated that “There is 

compelling evidence that, at present, SMEs are not implementing all the 

required security measures to protect themselves, despite significant efforts by 

official bodies” (Renaud, 2017 p1). 

As a matter of practicality, cyber security vulnerabilities are a real concern to 

small-scale organisations, and researchers researching small-scale 

organisations have discovered that these organisations are not attending well 

to vulnerability management as they should due to a myriad of reasons. If a 

more focused approach targeting small-scale organisations is not adopted, the 

number of attacks and cyber breaches will only go one direction, and that is 

up. As reported, “30,000 small-scale enterprises’ websites are hacked on a 

daily basis and that many small-scale organisations do not implement cyber 

security procedures to prevent against cyber threats” (Berger and Jones, 2016 

p1). 
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2.3 Theories and frameworks 

Below are the theories and frameworks which are deemed useful for my work. 

These theories were later used in the analysis of the results in chapter 5. 

2.3.1 Theories  

Below are two theories that can help drive my point home; black swan theory 

and protection motivation theory.  

The black swan theory explains the surprise that occurs when major events 

happen and the aftermath when experts only find a rationalisation to justify 

what has already occurred. (Taleb, 2016). The black swan theory grew out of a 

symbolism that denoted something that that did not exist at one point. In 

cybersecurity, these black swan events which are primarily viruses and 

malware attacks seem to blind-side the cybersecurity industry every one or 

two months with a major attack. Identifying and coping with these events is 

what Taleb mentions in his theory and when I extend this theory to cyber 

security vulnerability management, black swans are vulnerability attacks that 

occur through the exploitation of systems. Developing a sturdiness against 

black swans in vulnerability management would be the remediation and 

patching of vulnerabilities. “An easy and practical way for small and micro 

businesses to help protect themselves is to make sure they regularly update 

their applications and operating systems with the latest patches and fixes 

available” (Caldwell, 2015 p1). I would also like to add that only stable 

patches should be applied. A stable patch is an operating system, application, 

or other software that is a product of a formal software development 

methodology that proves security design specifications issued specifically to 

correct particular problems within an operating system, application, or other 

software (CSRC, nd). A stable patch is extensively tested by the vendor who 

releases the patch and is guaranteed not to cause any harm to a system when 

it is applied. 
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Protection motivation, the second theory, is a theory developed to bring 

clarity to the appealing nature of fear (Rogers, 1975; James and Rogers, 1983). 

The theory has three main components of fear namely: 

(a) the magnitude of noxiousness of a depicted event 

(b) the probability of that event's occurrence 

(c) the efficacy of a protective response. 

In extrapolating the protection motivation theory to cyber security 

vulnerability management, Narasimha and Anandarajan (2015) posit that, 

apart from technical security controls, user empowerment, training and 

awareness goes a long way in contributing to vulnerability management in 

order to address these components of fear. 

 

2.3.2 Vulnerability management frameworks 

Cyber security and vulnerability management controls and frameworks are 

intended to reduce and mitigate cyber security vulnerabilities risks. There are 

several security frameworks in use today to include COBIT (Control Objective 

over Information and related Technology), ISO 27001/27002, ITIL (Information 

Technology Infrastructure Library) and National Institute of Standards and 

Technology (NIST) Framework for Improving Critical Infrastructure 

Cybersecurity Version 1.1. 

Per ISACA, (2012, p11) who are authors of COBIT, “COBIT 5 is based on five 

key principles for governance and management of enterprise IT”. COBIT 5 

documents the five principles of COBIT 5 and defines the 7 supporting 

enablers that form the framework (ISACA, 2012). 

Axelos, (n.d., para. 1), publishers of ITIL 4 posits that “ITIL is a widely 

adopted body of knowledge and best practices for successful IT Service 

Management that combines training and certification. ITIL 4 has evolved from 

the current version by re-shaping much of the established ITSM practices in 

the wider context of customer experience; value streams and digital 
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transformation; as well as embracing new ways of working, such as Lean, 

Agile, and DevOps.” 

The NIST cybersecurity framework Version 1.0, first prepared by NIST in 

2014, was as a response to a Presidential Executive Order (EO) 13636 

concerning Improving Critical Infrastructure Cybersecurity that was issued in 

2013. On the realisation that the economic security of the United States 

depended on the reliable function of critical infrastructure this presidential 

order was issued. The NIST cybersecurity framework is a guidance for US 

public administration organizations, based on existing standards, guidelines, 

and practices for organisations to better manage and reduce cybersecurity risk 

(NIST, 2013). The framework has five core components. The five components 

are Identify, Protect, Detect, Respond and Recover. These components when 

considered together provide a high-level, strategic view of the lifecycle of an 

organisation’s management of cybersecurity risk. The current version of the 

NIST framework is V1.1. 

Paulsen and Toth (2016), the NIST authors say, NISTIR (NIST Interagency 

Report) 7621 was created for small scale businesses and also declare that 

NISTIR 7621 is “intended to present the fundamentals of a small business 

information security program in non-technical language” (p ii). 

I am delimiting my research to using the NIST cyber security framework’s 

NISTIR (NIST Interagency Report) 7621 Revision 1 because it is specifically 

created with small-scale enterprises in mind and is presented in non-technical 

language which removes some of the mystery and overwhelming thoughts 

about deploying vulnerability management and cybersecurity. 

As a means of exploring the patching opportunities of local small-scale 

organisations, I have chosen the NISTIR 7621 cybersecurity Framework as the 

conceptual lens for my analysis later on. Although the NIST cybersecurity 

framework was developed to address security of critical infrastructures in the 

United States, it has received global adoption and can also be applied to 

different organisations because cybersecurity challenges are universal. The 
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framework helps managers of IT and critical infrastructures to be able to 

manage cybersecurity risk. The ability to comprehend the opportunities that 

exists in vulnerability management within local small-scale organisations is 

important to the customization of a framework that is actually tailored to suit 

those organisations and the NISTIR 7621 lends itself to do just that. 

2.4 The Gap 

Enough information abounds that correctly outlines the cybersecurity 

vulnerability management challenges of small-scale enterprises around the 

world; both in developed and developing economies (Gupta and Hammond, 

2005; Caldwell, 2015; Renaud, 2017; Heikkila et al., 2016; Cameron et al., 2016).  

However, the results and findings of these previous works do not propose 

targeted solutions to specifically address the vulnerability management 

challenges of these small-scale enterprises. What these existing works have 

done is to propose and make recommendations for general cybercity solutions 

and to address general cyber security challenges. As have been reported 

earlier, small-scale enterprises are largely understaffed and under resourced 

and most often these recommendations tend to make small-scale enterprises 

overwhelmed, paralysed and not knowing where to start tackling these 

laundry list of recommendations. A better approach to address the gap is to 

address the issue in a more manageable and modular way like addressing 

vulnerability management as a core and primary challenge for small-scale 

enterprises and treat it with simplicity and solutions that will not be too 

complicated and costly for these small-scale enterprises. 

 

 



Department of Computer Science, Electrical and Space Engineering 

Luleå University of Technology  

 

 

Jerry Lartey                                                                              21 

 

2.5 Summary 

During my research into existing works, I found many works that rightly 

pointed out what the causes are of small-scale enterprises lack of vulnerability 

management. However, I did not find related work directly targeted to small-

scale enterprises micro managing their vulnerability management operations 

or studies specifically related to guidance and frameworks for small scale ISPs 

in developing countries and their clients as well as how they should handle 

vulnerability management operations. Further, in a related study Tagert, 

(2010) reviewed the cybersecurity challenges in developing nations but only 

limited it to governmental agencies and the policymakers’ level but did not 

delve much into the private sector especially small-scale organisations. I 

therefore see the need for additional work especially in cyber security 

vulnerability management for small scale organisations. 

In Ghanaian local parlance, there is a proverb that says that, you cannot eat a 

whole elephant at one go, but when you try a little piece at a time you may be 

able to accomplish that feat and eventually end up eating the whole elephant. 

Suffice it to say that for most small-scale enterprises, if most of the 

unnecessary complexities around cyber security vulnerability management is 

removed, they will be eager to embrace cyber security vulnerability 

management especially when they know they are an important stake holder in 

a big picture. Thus, the gap in the literature to be addressed is the lack of 

targeted set of implementation and integration guidance and 

recommendations of modular vulnerability management (VM) solutions for 

small-scale organisations. 

Therefore, my study explores how a local small-scale ISP in Accra Ghana can 

assist and encourage their client-base to integrate cost effective vulnerability 

management into their operations is well supported by the literature. 
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3 Research Approach 

The research effort has been based on a case study which explores how a local 

small-scale ISP in Ghana can use a customized vulnerability management 

framework to assist its clients in vulnerability management operations. In this 

attempt, my thesis addressed the research question; “How can local Internet 

Service Providers (ISPs) in Accra, Ghana, assist their local customer base to 

integrate cost effective cybersecurity vulnerability management into their 

operations?” This research method chapter of my thesis research seeks to 

explain how I go about to conduct my research in order to answer my research 

question. To address my research question, I go through some recommended 

methodology. Steps such as motivating my research approach, choice of 

sample and sample selection, themes or research design, sampling, 

measurement instruments, data collection methods, data analysis methods, 

synthesis of data, ethical and trustworthiness issues. Further, issues 

concerning delimitation and limitation of my research study are discussed as 

well in this chapter. 

 

Figure 1 – overall outline of the research process 
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3.1 Overview of Research Design 

This subsection recapitulates the phases involved in my thesis research.  

Prior to the thesis research proper, I had to submit a thesis proposal to the 

LTU Information Security Graduate Program board to book my place in the 

thesis course. This proposal included a portion of my literature review which 

informed my need to address a knowledge gap in the area of vulnerability 

management within a local ISP. Following the submission of my proposal, I 

received some feedback and subsequent approval pending amendment to my 

initial proposal. I contacted my primary research participant to make him 

aware about my intention to use his organization as part of my thesis study. In 

initial discussions with my primary research participant, we were able to 

identify potential secondary research participants which resulted in snowball 

sampling. Interviews were designed and conducted by myself as the primary 

instrument for data collection.  

3.2 Motivation for Qualitative Research Approach  

Qualitative research is supported with data that are in the form of words 

rather than numbers which is of quantitative research (Rudestam, 2015 p. 36). 

I am using a qualitative method of inquiry because unlike quantitative 

research method, qualitative research design lends itself to much in-depth 

detail without the constraints of predetermined categories and standardized 

measures to fit outcomes into these predetermined categories (Patton, 2001 p. 

14). 

It is my opinion that my research does not identify with a single world view of 

a qualitative tradition, but rather straddled a variety of qualitative tradition 

perspectives to include systems theory; summarized as why a system function 

as it does (Patton, 2001 p. 132) and ethnography which is the culture of the 

group or organization being researched (Patton, 2001 p. 133). 
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My research studied the current state of vulnerability management at a real 

small-scale ISP and a selected few of its customer base to validate or 

otherwise, the lack of vulnerability remediation and also to enable the 

discussion on an attitudinal change for these local companies to integrate 

vulnerability management into their regular operations. 

3.3 Motivation for Selection of Research Approach  

Qualitative research lends itself to a variety of theoretical and philosophical 

traditions. To categorize these variety (Rudestam, 2015) arrived at three main 

qualitative research traditions by looking at (a) the problems and concerns of 

the researcher (b) the nature of knowledge and (c) the relationship between 

the researcher and the subject matter. The three qualitative research traditions 

that emerge through this classification are phenomenology, hermeneutics 

and ethnographic inquiry.  

Phenomenology when applied to qualitative research focuses on the lived 

experiences of and an expression of the individual and the relationship 

between researcher and subject matter is generated typically through 

interviewing participants. Hermeneutic on the other hand is defined as the 

interpretation of text s or transcribed meanings and the relationship between 

researcher and subject matter is one in which researcher is more involved in 

the exploratory process and intrudes into the context of the data. Finally, is 

ethnographic inquiry which is chiefly concerned with capturing and 

interpreting and explaining the experiences of a group or organization in and 

making sense out of it. The relationship between researcher and subject matter 

is that researcher needs to completely detach themselves from the subject 

matter whiles at the same time immersing themselves in the setting of the 

subject matter. In this research, the phenomenological perspective that seeks 

the meaning, structure and essence of the lived experiences of the 

phenomenon under research guides my study. 



Department of Computer Science, Electrical and Space Engineering 

Luleå University of Technology  

 

 

Jerry Lartey                                                                              25 

 

3.4 Case Study – Outline of Research Approach and How 

to Use It 

Case study research was the framework utilized to conduct my study. As a 

qualitative study, my research lends itself rather well to a case study design 

because the contrary which is quantitative study restricts the object of data 

through single variables (Rudestam, 2015) and as such may be unlikely to 

produce the rich data necessary to address my research question. As defined 

by Yin (2009), “a case study is an empirical inquiry that (a) investigates a 

contemporary phenomenon in depth and within its real-life context, especially 

when (b) the boundaries between phenomenon and context are not clearly 

evident” (p 18).  Farquhar (2010), also defines case study is an empirical 

inquiry that investigates a contemporary phenomenon in depth and within its 

real-life context, especially when the boundaries between phenomenon and 

context are not clearly evident. Both definitions align with my research in that 

it seeks to better understand and explore a real local ISP and how it can 

improve on vulnerability management whiles bringing its client-base along.  

My research approach follows Yin’s (2009) with a linear but iterative process. 

The components of this process include: plan, design, prepare, collect data, 

analyze data and share results of findings. I also considered another research 

method alternative such as action research (Rudestam, 2015) before finally 

settling on case study. The primary reason for not choosing action research 

was because implementing a practical working solution for participants 

organization involves more time and logistical as well as time constraints that 

I cannot accommodate in a rather short time. 

The case study company was a local ISP in Accra and four of its clients that 

relies on the ISP for their internet services. 

The planning of the case study started after my initial research proposal for 

the thesis course was approved in November 2018. The design of the case 

study included the formulation of my research question “How can local 
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Internet Service Providers (ISPs) in Accra, Ghana assist their local customer 

base to integrate cost effective cybersecurity vulnerability management into 

their operations?”,  

To prepare for this case study I had preliminary discussions with the local ISP 

about their general operations and their perceptions about vulnerability 

management. My primary data collection was through interviews. Guided 

conversation approach (Patton, 2001) was used and it helped me to keep the 

interviews focused and on track as much as intended. The interviews were 

conducted over the phone and lasted approximately about an hour each. After 

the data have been collected though the interviews, the data was analysed. 

The data that was analysed resulted in four major findings as outlined in 

chapter 4. The results findings were shared with the research participants and 

also published in the findings chapter as well as in the conclusion chapter of 

this thesis report.  

3.5 Sampling – Case Study 

The sample population for my case study was a local ISP in Ghana as well as 

some of its client or customer base. A portion of the local ISP’s customers was 

taken as my sample through convenience sampling. Convenience sampling is 

a type of sampling method that is time and resource saving (Patton, 2001, p. 

244). I opted for sampling of convenience because I did not have the luxury of 

a larger sample or the ability to randomize sample selection for interviews. 

Considering that this is a small-scale ISP, I acquired my participants based on 

which clients were available and willing to interview with me as introduced to 

me via my point of contact (POC) at the local ISP. This is referred to as 

snowball sampling and was hence used as a supplementary sampling option 

for me.  As (Patton, 2001, p. 243) describes it, snowball or chain sampling 

relies on references to other subjects that is given by the currently identified 

subjects. The research participants included the primary technical subject 

matter expert of the local ISP who was responsible for the daily network 
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availability operations of the ISP as well as 4 technical SMES of the ISPs 

client’s companies. Even though all participants interviewed had some IT 

background, their cybersecurity knowledge and skills varied. 

} 

3.6 Research Process 

Below, the details of the research process (see Figure 1) is outlined concerning 

literature review, data collection, data analysis, reliability, validity and 

generalizability. 

3.6.1 Literature Review 

My literature review was an iterative process where the literature both 

informed and guided my study. A couple of themes quickly emerged out of 

my literature review; vulnerability management frameworks and 

vulnerability management in small scale organizations. My literature review 

focused on why local small-scale organizations did not prioritize cyber 

security vulnerability management as a core component of their business 

operations as well as their attempts to address these known challenges. The 

results of the literature review were summarized in chapter 2.5 of this report. 

Further, the gaps identified as the product of the literature review guided the 

design of a resource template for implementing cyber hygiene with open 

source tools found in appendix 8.1. 

3.6.2 Data Collection Methods 

My thesis research relied primarily on qualitative data collection. Initial data 

collection was sampled through literature review. I used semi-structured 

interviews (the interview process is outlined in chapter 3.6.2.2) as my primary 

data collection instrument during the case study. Semi-structured interviews 

allow the conversation with the participants to flow and does not prevent 

participants from expressing other opinions outside the responses to the set of 
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question in the interview guide whiles still allowing the interviewer to bring 

conversation back on track if conversation goes overboard (Morris, 2015; 

Patton, 2001).  This helped me to keep the interviews focused and on track as 

much as intended. I conducted interviews and collected data with a real local 

ISP and some of its customer base. The interviews were conducted over the 

phone and lasted approximately an hour each. My interview data was stored 

as audio recording for two interviewees who allowed recording and interview 

notes for the other two interviewees who did not have recorded sessions. I 

saved both interview audio and notes on my local computer and a second 

copy on a backup computer in case I lose the primary copy. 

Interviewing as a tool grants me the flexibility and asking follow-up questions 

to clarify responses which may be ambiguous.  As Morris (2015), describes it, 

“the interview gives the researcher access to interviewees’ thoughts, 

reflections, motives, experiences, memories, understandings, interpretations 

and perceptions of the topic under consideration. It gives the researcher the 

opportunity to establish why people construct the world in particular ways 

and think the way they do” (p 5). Further, Morris also claims similarily that 

“the stories of interviewees are ‘a way of knowing’ (Morris, 2015 p5). My 

decision to use interviewing as my primary data collection method is thus 

justified as a valid method to interact with my participants and to capture 

their experience in their own context. My complete interview guide is 

included in appendix 8.1 of this report. 

Other data collection methods that were considered for this study are focus 

groups, participant-observation, and physical artifacts among others 

(Bloomberg and Volpe, 2012). 

A focus group is a group interview and discussion focused on a single theme 

(Bloomberg and Volpe, 2012). The reason for not using focus group in this 

study was the challenge of getting all interviewees who agreed to be part of 

this study in a single setting for data collection. Participant-observation on the 

other hand involves active participation, and researcher needs to be actively 
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physically involved in the case study (Yin, 2009). This option was also not 

practical for me to include in my study solely due to geographical location 

challenges. I was physically geographically separated from the participants 

and since participants and myself as the researcher were on different 

continents, participants-observation was not feasible. Finally, physical 

artifacts were also considered. Physical and cultural artifacts may include 

some physical devices, instruments and work of art which may be of cultural 

significance to the case study (Yin, 2009). I agree with Yin’s position that 

physical artifacts have less potential relevance in a typical case study like mine 

and as such it was not implemented in my study. 

As with all data collection methods, in-depth interviews do have some 

limitations that I as a researcher I am aware of. I agree with Morris’ (2015) 

description of one of the limitations of in-depth interviewing. He describes 

this as interviewees having the tendency to construct a world of experience 

that is in sharp contrast to reality and which is also difficult to verify. To 

address this issue, I was fortunate to be interviewing with participants who 

are considered to be subject matter experts in the subject under investigation 

within their own environments. I also maintain flexibility and professionalism 

to make interviewees comfortable and to provide accurate responses to the 

best of their abilities (Rubin and Rubin, 2012). Secondly, data gleaned from 

interviews cannot be generalized to a larger population. With this information 

I am careful about expandability of data acquired even though most local 

small-scale ISP in Ghana share the same characteristics.  

3.6.2.1 Interview Schedule of Questions 

From the guidance I received from my professor as part of this thesis course, 

as well as my own research on related literature and training from the 

scientific methods course, I used my research question as a framework to 

advance my interview questions. I have attached my interview schedule as an 

appendix to this report - Appendix 8.1 
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3.6.2.2 Interview Process 

My initial point of engagement was a phone call to the technical subject matter 

expert of the local ISP explaining the purpose of the study to explore how his 

organization operates with regards to cyber security vulnerability 

management and how they can help their client-base integrate vulnerability 

management in their operations. Upon the technical subject matter expects 

agreement to participate in my research, I followed up with a formal email 

and asked him to disseminate the same to other willing participants within 

their client-base. To those that accepted, I sent a confirmation email requesting 

possible convenient dates and time for interviews. My interviews were 

originally scheduled between I also sent ahead interview guide to the 

participants to help them familiarize themselves with the line of questionings 

for my research.  My interviews were conducted between May and July in 

2019. All interviews were conducted remotely via telephone calls and notes of 

the conversation meticulously taken. 

3.6.3 Data Analysis 

The data analysis method used for to analyze data from the intreviwes was 

matrices (Miles et al., 2014). The results of the data analysis were summarized 

into a table (Miles et al., 2014). I coded the data themes that emerged against 

the applicable categories of the NISTIR 7621 framework. 

Further, in section 5 there is an analysis of the findings using the theories and 

NISTIR 7621 framework outlined in the theory part of the literature review. 

There is a table in chapter 5.4 which outlines the analysis of my findings using 

the theories and NISTIR 7621 framework.  
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3.6.4 Ethics Considerations 

I agree with the viewpoint that in any academic research, maintaining the 

safety and well-being of all participants are of paramount importance. Even 

though I did not conduct any research activity to put participants in harm’s 

way, I was particularly aware of ensuring participant safety at all times. I 

made it a point to constantly inform participants with a written consent and 

verbally iterate to them the purpose of the research and also to proceed with 

that understanding. I also asked when I call if participant was not driving and 

if my call did not come at an inconvenienced time. I have also ensured the 

removal of all personal identifiable information (PII) from gathered 

interviewee data for their protection. 

3.6.5 Reliability and validity 

As with any academic research, the trustworthiness of a qualitative research 

centers on a couple of main attributes namely reliability and validity. As 

Curtis and Curtis (2011 p1-26) defines, “reliability measures the extent to 

which the analysis of data yields reliable results that can be repeated or 

reproduced at different times or by different researchers. Further, validity 

measures the extent to which the research is accurate and the extent to which 

truth-claims can be made, based on the research” (Curtis and Curtis, 2011 p1-

26). I made it a conscious effort throughout my research to make these guiding 

principles hold true. 

The reliability of this case study was upheld during my research process 

through the copious documentation on my entire research approach. I am 

therefore in agreement with the assertion of Yin (2009) that documentation is a 

required way of upholding reliability. My documentation is what makes up 

the entirety of chapter 3 of this report. 

Further, the validity was upheld during my research process as follows: 

• Case study – the literature review ensured that the research question is 

supported by the research method chosen to conduct the research. 
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• Data collection – validity here was ensured by reviewing the data 

collected and also feedback from supervisor after presenting report.  

All interviews were conducted by phone and participants were sent 

copies of the interview scchedules. Appendix of 8.1. 

• Data analysis – validity here was upheld through using a matrix and 

comparing themes and patterns within the categories and then 

comparing the themes across the categories of the NISTIR 7621 

framework. 

3.7 Limitations and Delimitations 

As with all research studies, my research also had its limitations akin to any 

qualitative research work, there are unique challenges. Apart from the 

limitation just outlined above, small sample size which makes it impossible to 

generalize the results of this research to a larger population is another 

limitation. It is noteworthy to however mention that, the intention of this 

research is not to generalize but rather, via extraction of profound interview 

data through the interviews can be applied to similar situations.  

Another limitation was the unwillingness of local organizations to participate 

in an assessment which will reveal the extent of their cyber security 

vulnerabilities. In this light I delimited my research to adopt purposive 

sampling to include only participants that were readily available to participate 

in my research. I also delimited my study to only use the NIST cyber security 

framework for small business instead of the regular NISTIR 7621 to 

accommodate the size and nature of a small-scale ISP which I was researching. 
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4 Research Findings 

4.1 Introduction 

The purpose of this research was, through a case study research approach, 

explore how a local Internet Service Provider (ISP) in Ghana and its local 

client-base can manage vulnerabilities with a targeted vulnerability 

management practise into operations. My considerations prior to engaging in 

this research was to gain deeper knowledge into the perceptions of 

practitioners within these small-scale local organisations well enough to be 

able to generate well-informed recommendations to address vulnerability 

management and patching which is currently at almost zero. This chapter 

outlines the main findings from the case study, comprising 5 interviews which 

generated 4 main findings. 

The entire group of case study participants expressed to me that they welcome 

the idea of integrating patching into their regular operations as long as it does 

not involve additional cost, resources and/or a lot of time. 

Additionally, almost all of the participants indicated they were not aware of 

any Information Security Standard or Handbook within their organization.  

The following subsections further discusses all my 4 findings which copiously 

and further provide a deeper elucidation in the hope to provide readers with 

the opportunity to follow along and to better appreciate the lived realities of 

the participants. I also tried to enrich this study report by the use of direct 

quotes of interviewees from interview transcripts in an attempt to again 

portray their perspectives and the lived experiences. The interview questions 

can be found in Appendix – section 8.1. 
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4.2 Finding #1: ([100%], 5 out of 5) of the interviewees 
indicated that their organization does not have a 
Cybersecurity VM program. 

All interviewees stated that that their organisations do not have a 

vulnerability management program. 5 out of 5 [100%] interviewees answered 

that they did not integrate regular patching as part of their operations neither 

did they have a vulnerability management program. Going by the substance 

of the participants descriptions, I gleaned that the participants were well 

aware of the lack of VM and patching within their various organisations. The 

participants expressed this lack in the following paragraphs below: 

“Vulnerability management and patching is not the priority for my bosses. In 

order to get their attention, you would have to hack our company and hold us 

at ransom. After they pay the ransom, management will listen to us.”  

All the participants admitted a lack of a VM program. One interviewee 

recalled:  

“My management believes that we are a very small company and not a target 

of hackers, and quite frankly I agree. Can you guess how many times my 

organisation has been hacked? Zero times he declared”.  

Another participant also recalls:  

“I am not sure we have a Security Policy in this organisation otherwise I 

would have seen it. And I say this on authority because I am the network 

manager in this organisation and one would have thought I should have seen 

it by now. I have not seen any written documentation either on how to patch, 

patch frequency and SLOs you know.”   

Another participant described, not surprisingly, how her organisation lacks a 

VM program: “My organisation is not a cybersecurity firm so it shouldn’t 

surprise you that we do not have a vulnerability management program, or are 

you surprised?” 

Thus, out of the 5 participants only one of them mentioned that during the 

time of his hiring, the hiring manager hinted about security, but when he 
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started the job which has already been 2 years, he has never seen the security 

policy of the organisation. He said:   

“I have been with this organisation for 2 years. At the time of my hiring, I 

specifically asked the hiring manager about security duties because It was 

stated in the job description. I recall him mentioning something and asked me 

to get with my direct supervisor. Not to be sarcastic but I am still waiting for 

the security policy document of the organisation I work for.” 

4.3 Finding #2: ([80%], 4 out of 5) of the interviewees 
confirmed the Lack of Basic Cyber Security 
Operations to Include Patching or the lack thereof. 

Almost all interviewees hinted in one way or the other the lack of cyber 

security operations within their respective organisations. This was not too 

surprising, but I believe this accounts for the interviewees’ perceived notion of 

security being someone else’s responsibility – the responsibility of the ISP in 

this case. The absence of the notion that security was a shared responsibility is 

seen in the responses of interviewees around responses bordering on basic 

cyber security operations. 4 out of the 5 interviewees (80%) explained how 

they were not consciously having specific responsibilities around cyber 

security organisations.  

This is what one participant said around the subject: “Cybersecurity, it’s not 

exactly the best, but for now, users are aware of the threats of cyber scams etc., 

so we encourage them to change their passwords often,  we tell them to 

always be suspicious of mails from unknown sources, don’t open mails if you 

are not too sure. A lot of the cyber security issues are left more or less to the 

ISP.  They actually deploy my routers and firewalls.” Another interviewee 

puts it this way when the discussion came up:  

“Definitely, there is always the possibility of somebody gaining access to your 

systems etc. For now, we mainly rely on the ISP to have the necessary 
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firewalls in place and then on our side, we just tell the users to not install 

suspicious application and even encourage suspicious people.” 

This is how another interviewee commented:  

“We are actually now even about to install Active Directory. Yes, so from that 

Active Directory we will then deescalate everyone’s privileges down to just 

simple users, that way we will be able to manage what they are doing. 

However, in the meantime, for necessary basic protections we inform them 

what do and what not to do, change their password, use complex password, 

and we encourage them to always check their antivirus and make sure it’s 

always up to date, they are doing their windows update. Even the windows 

updates are not managed which is a pain in the butt. Hopefully in about a 

month or two we should be able to deploy the Active Directory and get a lock 

on most of these things”.  

Only 1 interviewee (20%) mentioned that his organisation had activities 

around cybersecurity. He acknowledged that even though there were some 

cybersecurity operations within his company, he was far removed from that 

operations to be able to know and provide much details. He recounts:  

“I know there is someone responsible for security. We do not interact with 

them much in this branch but they send us some policies to acknowledge and 

sign some consent forms of do’s and don’ts. It is basically outsourced so we 

get help externally”. 

4.4 Finding #3: Staffing. All 5 (100) Interviewees 

Expressed the Lack of Dedicated Cybersecurity Staff 

All interviewees responded to that that they lacked adequate staffing to 

address the cybersecurity needs of their organization. This also explains the 

finding of the lack of basic cybersecurity operation activities within their 

organizations. A majority of the interviewees (4 out of 5 [80%]) explicated a 

total lack of dedicated cybersecurity staff among their organization. Along this 

tangent, one interviewee remarked: “Right now, there is a lot to be done but 
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there is only 3 of us in the IT department so I will say NO, I do not have a 

dedicated person working on security. I do not have enough staff to handle it.  

So right now, I will say no to this question.” Another participant also 

commented on integrating cybersecurity without spending much as follows: 

“I think it is something that we can explore. I mean every business definitely 

would want to have a check on its cyber security policies and at the same time 

they don’t want to spend too much money so if the open source tools can do 

it, I don’t see why not.” 

One participant (1 out of 5 [20%]) talked about his organization having some 

cybersecurity staff, but that those staff members were not locally present at the 

branch where he worked. His comments are best captured in his own words 

as follows: 

“We have a cyber security team. They are not local to my branch. They are for 

the enterprise. For the branch level, there is none. They formulate policies and 

push updates only for their security devices. For other systems, the IT team 

manages it.”  

4.5 Finding #4: Majority of the Interviewees (4 out of 5 
[80%]) Confirmed They Have no Implementation of 
Cybersecurity Framework in Any way shape or Form.  

With the finding that only one interviewee described their organization as 

having some sort of dedicated cybersecurity personnel, it was not too 

surprising to also find out that all of the case study organizations were not 

following any cybersecurity framework with the exception of only one 

participant who mentioned they have some sort of framework in place. Out of 

the four participants that mentioned the absence of a cybersecurity 

framework, one interviewee recounts: 

“We are still working on that. We’ve rolled out a general use policy. We’ve 

rolled out an email policy. But we are working on a security policy as we 

speak.” Another interviewee, describes it this way: “We do not have any 
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cybersecurity framework at the moment. We however encourage our users to 

be smart and vigilant and we hopefully trust that they use their judgement 

always (sound of smiling)”. 

One interviewee who mentioned they have some cybersecurity framework in 

place, recounts: “In terms of cyber security, there is a companywide policy for 

cybersecurity. For my branch you have to use credentials to access the 

corporate network. We have switchport access controls in place.  

There has been communication on emails. The type of emails that one should 

open and the ones we should not open”. The same interviewee also 

mentioned that he is aware that the framework in use within his organization 

is ITIL. “What I have seen been used is ITIL. I am a bit far from the IT 

department and do not interact much with them.” Thus, he was unable to 

elaborate further and mentioned that, the level of detail can be provided by 

their IT Team. 

4.6 Summary of Results 

The results were organized according to my research question and interview 

guide. Data primarily from my interviews lay bare the very deep thoughts 

and how my interviewees perceived cybersecurity, policy frameworks, 

patching and VM. As qualitative research ascribes, adding rich context to the 

data is very significant and I did my best to quote interviewees as a means of 

preserving context and to also precisely represent the reality of the lived 

experiences of the interviewees. 

The principal finding of my research is that, none of the organizations 

represented in the case study had a patching or VM program. This result came 

from the finding called out in finding #1 where 100% of all the interviewees 

described the absence of a deliberate patching or VM program and or solution 

within their respective organizations. During the cause of the interviews, the 

interviewees talked about the lack of VM programs within their respective 

organizations as emanating from the top. They unanimously said that there 
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was not an appetite from senior management for patching and VM programs. 

Most of the interviewees appreciated the need for VM but the strain on 

current resources coupled with the lack of leadership appetite meant that 

nothing was going to be done anytime soon about the situation. 

The second finding was that a majority of the interviewees unveiled the lack 

of basic cybersecurity operations within their respective organizations. Almost 

all of the interviewees shared this observation. Only one mentioned some 

form of cybersecurity operations within their organisation. 

The third finding bordered on staffing. All interviewees expressed the lack of 

dedicated cybersecurity personnel within their respective organisations. 

The last finding was that the majority of the interviewees confirmed the 

absence of a cybersecurity framework within their respective organisation. In 

the absence of a policy framework, they encouraged their employees and 

users to do the right thing. 
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5 Analysing and Interpreting Findings 

5.1 Introduction 

The purpose of this research effort was, through a case study, explore how a 

local Internet Service Provider (ISP) in Ghana and its local client-base can 

manage vulnerabilities with a targeted patching strategy and a vulnerability 

management practise integrated into their operations. The case study used 

interviews as the principal data collection mechanism to collect qualitative 

data. 5 total participants contributed to this study.   The collected data was 

analyzed and organized within the boundary of the research question:  

“How can local Internet Service Providers (ISPs) in Accra, Ghana, assist their 

local customer base to integrate cost effective cyber security vulnerability 

management into their operations? “ 

My research question was principally satisfied with the findings that I 

presented in the prior chapter - the Findings chapter. The principal finding of 

my research is that, none of the organizations represented in the study had a 

patching or VM program. This observation was logically expressed in the 

inadequate staff dedicated to cyber security operation thereby leaving these 

organization with an equal lack of basic cyber security practices and exposed 

to, or even unaware when they are under any sort of cyber-attack. 

This chapter analyses the reported findings in relation to the black swan and 

protection motivation theories as well as the NIST framework for small 

businesses as outlined in chapter 2.3.1.  
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5.2 Analytic Category 1: The Relationship between 

Research Findings and Black Swan Theory  

Keeping the research question in mind and the findings that ensued, I got to 

know that the participants organizations lacked the processes and the basic 

infrastructure in pace to run a vulnerability management program. As 

captured in one participant sentiment: “Vulnerability management and 

patching is not the priority for my bosses. In order to get their attention, you 

would have to hack our company and hold us at ransom. After they pay the 

ransom, management will listen to us.” The black swan theory gives credence 

to this this viewpoint. The black swan theory explains the surprise that occurs 

when major events happen and the aftermath when experts only find a 

rationalisation to justify what has already occurred (Taleb, 2016). During one 

of my interviews in the data collection phase, I went through some statistics of 

systems that had been hacked due to lack of patch application with a 

participant. They were rightly surprised by the numbers as Taleb (2016) 

theorizes. Taleb (2016), also recommends the identification of these events and 

coping accordingly is the best approach.  Since there is the certainty that 

applications and systems are bound to have bugs, Caldwell (2015) suggests 

that a rather easy way to prepare and not be caught by surprise is to employ 

the basic and practical approach of applying regular upgrades to applications 

and systems.  

In summary, although senior management of local small-scale organizations 

may not have patch management on their priority list, it is incumbent on 

technical subject matter experts in these organization to create the awareness 

and to help management identify these events whiles at the same time 

designing cost-effective solutions to address these events.    
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5.3 Analytic Category 2: The Relationship between 
Research Findings and Protection Motivation Theory 

The perception of participants was that the security of their organization was 

the responsibility of the local ISP. They were reliant on the local ISP to provide 

them security while at the same time providing them internet services. In light 

of this perception, it is not surprising that a quote from one interviewee to this 

effect is: “Definitely, there is always the possibility of somebody gaining 

access to your systems etc. For now, we mainly rely on the ISP to have the 

necessary firewalls in place and then on our side, we just tell the users to not 

install suspicious application and even encourage suspicious people”. At the 

same time participants agreed with me when I raised the issue that a cyber-

attack can cause an organisation to go out of business and that security being a 

shared responsibility and the idea that it adds value to their organisation 

when they integrate cyber security patching into their operations. This 

observation lends itself to the protection motivation theory. The protection 

motivation theory brings clarity to the appealing nature of fear (Rogers, 1975; 

James and Rogers, 1983). With the right amount of fear (concern for an 

organisation in this case), the intreviewees were willing to embrace the shared 

responsibility model of security.  The components of fear being (a) the 

magnitude of noxiousness of a depicted event (b) the probability of that 

event's occurrence and (c) the efficacy of a protective response (Rogers, 1975; 

James and Rogers, 1983) all came into play as participants embraced the 

shared security responsibility for their organisation.  Respectively the efficacy 

of a protective response maps to a participant quote: “I think it is something 

that we can explore. I mean every business definitely would want to have a 

check on its cyber security policies and at the same time they don’t want to 

spend too much money so if the open source tools can do it, I don’t see why 

not”, the probability of that event's occurrence maps to a participant quote: 

“Definitely, there is always the possibility of somebody gaining access to your 

systems etc.” whiles the magnitude of noxiousness of a depicted event maps to 
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the participant quote; “Vulnerability management and patching is not the 

priority for my bosses. In order to get their attention, you would have to hack 

our company and hold us at ransom. After they pay the ransom, management 

will listen to us”. 

In addition, potential further possible data analysis can be done with the 

results of the findings in the literature review but are not covered in this 

analysis. 

5.4 Analytic Category 3: The Relationship between 
Research Findings and NIST Framework for Small 
Businessess.  

Paulsen and Toth (2016), authors of NISTIR says that the NISTIR 7621 was 

created for small scale businesses and purposely intended to present the 

fundamentals of a small business’ information security program in non-

technical language. To relate the findings to the NISTIR 7621, my analysis 

revealed that some of the interviewees were already implementing portions of 

NISTIR 7621 without them even knowing it. On the contrary, other 

interveiewees were not implenting it. I have outlined my analysis of the 

applicable portions of the NISTIR 7621 in relation to my findings in the 

following table. 

 

NISTIR 7621 

Section 

Description Analysis 

3.1 Safeguarding 

your information 

• Access 

Control 

 

Identify and 

control who has 

access to your 

business 

information  

A reccommendation is to grant access 

only to those who need it and to also 

limit privileged access to only 

administrators. My analysis revealed 

that one case study organisation was 

using some form of access control via 

switchport access control. The 
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intreviewee’s comments are captured 

here: “In terms of cyber security, there 

is a company wide policy for 

cybersecurity. For my branch you have 

to use credentials to access the 

corporate network. We have 

switchport access controls in place. 

There has been communication on 

emails. The type of emails that one 

should open and the ones we should 

not open”.  

3.1 Safeguarding 

your information 

• Information 

Security 

Policies 

 

Create policies 

and procedures 

for information 

security 

Most of the participants affirmed the 

need of an information security policy 

within their organisation even though 

most of them does not have one 

currently in place. The NISTIR 7621 

Section on information security policies 

can easily be adopted to suit the case 

study organisations as it suggests very 

a practical and realistic implementation 

approach. 

3.2 Protect 

• Patching 

  

Patch your 

operating 

systems and 

applications 

This section advocates for staying 

current on all software and firmware 

patches. Most of the interviewees did 

not have any patch management 

infrastructure in place but if they turn 

on auto updates on their systems, 

patching can occur effortlessly even 

without any patching infrastructure in 

place. However, the interviewees 
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should be cautious to only install stable 

vendor patches. Periodic vulnerablity 

scanning will also reveal some 

outdated applications and system 

vulnerabilities that need remediation. 

This type of scanning can be 

accomplished with an open source 

vulnerability scanner. 

3.2 Protect 

• Firewalls 

 

Install and 

activate 

software and 

hardware 

firewalls on all 

your business 

networks 

This section of the NISTIR 7621 

advocates for the use of firewalls to 

block unwanted traffic such as known 

malicious commu nications or 

browsing to inappropriate websites. 

Most of the interviewees are dependent 

of the local ISP for their firewall needs. 

As one interviewee commented, “a lot 

of the cyber security issues are left 

more or less to the ISP. They actually 

deploy my routers and firewalls”. 

Another interviewee also made this 

comment, “definitely, there is always 

the possibility of somebody gaining 

access to your systems etc. For now, we 

mainly rely on the ISP to have the 

necessary firewalls in place and then 

on our side, we just tell the users to not 

install suspicious application and even 

encourage suspicious people.” 

Evidently, more awareness is needed 

to enlighten participants that security is 
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a shared responsibility and that the 

interviewees’ internal firewall needs 

are their own responsibility and not 

that of the local ISP. Further, they can 

install powerfull open source tools that 

encompass firewall, VPN, IPS and IDS 

capabilities. 

Train your 

employees 

• Training 

 

Train your 

employees 

This section advocates for the trainning 

of new employees immediately as they 

are onboarded as employees and also 

continued training for all employees as 

well as in cyber security awareness. My 

analysis revealed that in lieu of official 

cyber security employee trainning, 

employees were being encouraged to 

do what is right and what is moral. 

One participant commented like this: 

“Cybersecurity, it’s not exactly the best, 

but for now, users are aware of the 

threats of cyber scams etc., so we 

encourage them to change their 

passwords often, we tell them to 

always be suspicious of mails from 

unknown sources, and to not open e-

mails if you are not sure”. Another 

participant also commented: “For now, 

we mainly rely on the ISP to have the 

necessary firewalls in place and then 

on our side, we just tell the users to not 

install suspicious application and even 



Department of Computer Science, Electrical and Space Engineering 

Luleå University of Technology  

 

 

Jerry Lartey                                                                              47 

 

encourage suspicious people.” Further, 

another interviewee’s views on the 

issue were captured in his comments: 

“However, in the meantime, for 

necessary basic protections we inform 

them what do and what not to do, 

change their password, use complex 

password, and we encourage them to 

always check their antivirus and make 

sure it’s always up to date, they are 

doing their Windows update.” To 

resolve the gap in lack of formal 

security awareness user training, the 

NISTIR 7621 section on trainning can 

be adopted and customised to fit the 

needs of the case study organisations. 

Further, intentional phishing 

campaings can be used to create 

security awarness across the case study 

organisations. 

4. Working 

Safely 

• Emails 

Be careful of 

email 

attachments and 

web links 

A section of the related discription 

reccommends to not click on a link or 

open an attachment that you were not 

expecting. This practise maps directly 

to what one of the interviewees 

mentioned they were telling their 

employees. This is how they expressed 

it, “Cybersecurity, it’s not exactly the 

best, but for now, users are aware of 

the threats of cyber scams etc., so we 
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encourage them to change their 

passwords often, we tell them to 

always be suspicious of e-mails from 

unknown sources, to not open mails if 

you are not sure. A lot of the cyber 

security issues are left more or less to 

the ISP.  They actually deploy my 

routers and firewalls”. Another 

interviewee also commented as 

follows: “There has been 

communication on emails. The type of 

emails that one should open and the 

ones we should not open”. 

4 Working Safely 

• Passwords 

Use strong 

passwords 

A section of the password section 

advocates the use of strong randomly 

generated passwords, and probibits the 

reuse of passwords and also requires 

changing default passwords on 

appliances as well as their 

administration portal default 

passwords. The practise of advocating 

for stronger passwords was also 

confirmed in one interviewee’s 

response. He stated: “Cybersecurity, 

it’s not exactly the best, but for now, 

users are aware of the threats of cyber 

scams etc., so we encourage them to 

change their passwords often”. 

Another interviewee confirmed 

advocassy for password rotation, he 
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described it this way: “We are actually 

now even about to install Active 

Directory. Yes, so from that Active 

Directory we will then de-escalate 

everyone’s privileges down to just 

simple users, that way we will be able 

to manage what they are doing. 

However, in the meantime, for 

necessary basic protections we inform 

them what do and what not to do, 

change their password, use complex 

password, and we encourage them to 

always check their antivirus and make 

sure it’s always up to date, and that 

they are doing their Windows update. 

Even the Windows updates are not 

managed which is a pain in the butt. 

Hopefully in about a month or two we 

should be able to deploy the Active 

Directory and get a lock on most of 

these things”.  

   

Table 1 – analysis of findings vis-à-vis applicable sections of NISTIR 7621 

 

Portions of my analysis will serve as input to the proprosed resource template 

for Implementing Cyber Hygiene with Open Source Tools found in 

appendix 8.2. The intention of the Cyber Hygiene tool is to provide a set of 

implementations reccomendations for small scale organisations to integrate 

cyber security into ther operations in a rather cost-effective manner.  
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6 Conclusion, Recommendations and 

Discussion 

6.1 Conclusions 

The purpose of this research was through a case study research, explore how a 

local Internet Service Provider (ISP) in Ghana and its local client-base can 

manage vulnerabilities with a targeted vulnerability management practise into 

their operations. The conclusions from my study are logical extensions of my 

research question coupled with my findings outlined as: (1) indication that 

local small-scale organisations lack a credible VM program;  (2) the lack of 

basic cyber security operations including patching within local small-scale 

organisations; (3) the lack of dedicated cybersecurity staff to address security 

challenges of small-scale organisations; and (4) The absence of the 

implementation of a cybersecurity framework within local small-scale 

organisations. The next paragraph discusses these findings and the 

conclusions that were drawn from my research.  

6.1.1 Indication that local small-scale organisations lack a 

credible VM program 

My initial study finding was that the local small-scale organisations lacked the 

existence of any credible VM program. A conclusion to be drawn from my 

initial finding was that though stakeholders of these small-scale organisations 

acknowledged that malicious actors can disrupt services of a poorly managed 

system, local small-scale enterprises have not fully embraced the shared 

responsibility security model well enough to take the responsibility of 

managing their system vulnerabilities on their own. They would rather have 

the ISP assume that responsibility and also hope that their users are diligent 

enough to identify malicious content. It can further be concluded that small-
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scale enterprises are misconstruing the services of the ISP to explicitly include 

the ISP protecting them from hackers and malicious actors. 

6.1.2 The lack of basic cyber security operations including 

patching within local small-scale organisations 

My second main finding was that almost all the small-scale local organisations 

lacked basic cybersecurity operations and cyber hygiene. The idea of a regular 

patch schedule was foreign to them and there was no infrastructure setup to 

handle patching. This leads to the conclusion in the absence of patching, the 

likelihood of exposure and the susceptibility of being victims to cyber-attacks 

will probably be much higher.  

6.1.3 The lack of dedicated cybersecurity staff 

With the admission from all of the participants, and their unanimous 

acknowledgement that there were simply not enough personnel dedicated to 

the activities around cybersecurity was very resounding. My study’s third 

finding was that all the participants confirmed the inadequacy of 

cybersecurity staff within their respective organisations. Almost all 

participants did not have enough IT personnel and this logically meant that 

they were not able to deal with basic IT challenges well enough and for them 

to dedicate the scanty IT resources they had toward cybersecurity was not 

feasible. The conclusion to be drawn from this finding is that participants have 

no practical way of dedicating resources to cybersecurity even though they 

were well aware of its importance. Another conclusion drawn was that 

participants are willing to try cybersecurity tools as long as they were open 

sources and will not cost their organisation any extra financial burden. 
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6.1.4 Cybersecurity Frameworks and its implementation 

The fourth finding was that majority of the participants mentioned the 

absence of any form of cybersecurity frameworks or its implementation within 

their organisation. Only a single participant mentioned that his organisation 

had implemented the ITIL framework. The main conclusion that can be drawn 

from this finding is that even though there were no established cybersecurity 

frameworks within these organisations they are trying to put in place 

common-sense user policy frameworks to secure their organisations in terms 

of cybersecurity. As the saying goes, ignorance is not an excuse and as such 

participants were implementing simplistic policies to make do with what they 

have. 

6.2 Recommendations 

Based on my findings, analysis, conclusions and interactions with 

participants, I was able to come up with proposed recommendations. My 

recommendations were categorised in the following segments: (1) 

recommendations for local small-scale ISPs, (2) recommendations for local 

small-scale organisations, (3) recommendations for future research and (4) 

appendix for implementing cyber hygiene with open source tools 

6.2.1 Recommendations for Local Small-Scale ISPs 

Local small-scale ISPs should consider the following:  

Adopting a simplified cybersecurity framework like the NISTIR 7621 for 

small-scale organization. Since this framework is targeted to small-scale 

organizations, it can easily be customized to satisfy the specific organizational 

needs of Local ISPs. With the understanding that having a cybersecurity 

framework in place increases the value of an organization, this will be an easy 

win for local ISPs considering that NISTIR 7621 is easily implementable. The 

local ISP should also consider conducting periodic penetration testing against 
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their critical infrastructures. They should implement VM and patching with 

open source tools which may make them secure without affecting their 

finances. Added to this, the local ISPs should consider providing their clients 

with an easily implementable cyber hygiene checklist and resource kit as a 

way or encouraging and supporting their client base to reduces the risk of 

cyber-attacks within their organisations. For their clients that agree to 

implement these basic cybersecurity frameworks, the local ISP should offer to 

conduct periodic penetration testing exercises (with both organisations 

agreeing on the rules of engagement) for these clients as an encouragement 

and support to maintain the appropriate security posture within their client 

base. This will even go a long way in helping the local ISP attract new clients 

with the added reputation and credibility of an ISP that assists their clients in 

being security conscious.  

6.2.2 Recommendations for Local Small- Enterprises 

Local small-scale organizations should consider the following cyber security 

considerations:  

Investing some time into the exploration of implementing the NISTIR 7621. 

This will drive some intentional behaviour and security awareness within 

their organizations. They should also invest some time exploring open source 

security tools. Just a fraction of time in security research can go a long way in 

advancing local small-scale organisation’s security posture. These small-scale 

organisations should consider periodic penetration testing for their critical 

infrastructure and regularly updating their systems. They can turn on auto 

updates as well as system restore points so that they can rollback updates if 

updates causes undesired actions. All these can be accomplished with close to 

nothing being spent in terms of finances. 
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6.3 Discussion 

6.3.1 Discussion on research approach 

“And ye shall know the truth, and the truth shall make you free.”  

- John 8:32 (The Bible)  

This thesis research has brought me enlightenment both as a student and a 

cybersecurity professional. As I come to a close with this research, I wanted to 

use the next few lines to deliberate on this academic journey.  The entire 

interviewing process was a positive experience for me. I was a great 

beneficiary of the possibility of using a conference call. Considering the 

continental geographic disparity between myself as the researcher and the 

interviewees, the advantages of conference calls was invaluable. I conducted 

all interviews over the phone without any glitch. In the real world, I conduct 

most of my meetings over the phone so I was thankfully used to long distance 

meetings conducted over the phone. I always informed interviewees about the 

purpose of my study and always started off with a mild joke just to lighten the 

atmosphere and to create a relaxing and congenial environment for both 

parties. I found out that this was the first-time interviewees have been 

involved in an academic study as an informant and this was interesting to 

know. I also found out that sending the interview guide to informants ahead 

of time was helpful. Even though participants already had an overview of the 

questions they still had to think deeply before answering the questions at the 

time of the interviews. The participants sounded very genuine during the 

interviews. I brought an open mind to all interviews and was situationally 

aware at all times to not let my information security practitioner experience 

color my perception about informants’ views. 

To make sure that I was following good research practice, I followed the 

stepwise procedure to analyze data as proposed by (Bloomberg and Volpe, 

2012) to bring me closer to a meaningful outcome. I am very thankful for all 

that I have learned through this rigor of academic process as a researcher and 
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also as a security practitioner. I am also very grateful that through this 

research I was able to bring cybersecurity awareness to some small-scale local 

organizations who once never prioritized cybersecurity operations. I am 

happy to say that these organizations are now open to the idea of exploring 

open source cybersecurity tools and bring some level of cyber hygiene to their 

respective organizations. 

This study was a collaborative effort between all stakeholders involved – and I 

benefited a lot from the positive feedback of my supervisor and course mates 

who asked the tough questions as well as the participants who interviewed 

with me willingly and gave their time towards this research. My hope is that 

this study has contributed to the academic body of knowledge specifically for 

local small-scale enterprises as they navigate the territory of vulnerability 

management and patching. At the same time, through scientific academic 

methods and the rigors of academic research I am grateful that I have 

acquired a lot and continue to learn as an academician and a security 

researcher. 

Considering how this study went, when given the opportunity to do this all 

over again, I will consider using a mixed research method comprising case 

study and action research on the same topic. Action research is purported to 

promote knowledge by generating action leading to significant change for 

stakeholders (Rudestam, 2015). As it relates to my current participants 

organisation, I will be able to deploy some of these open source tools witihin 

the participants organisation to let these participnats appreciate how they can 

raise the secuety levels at their organisations with little to no finacial burden.  
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6.3.2  Discussion on the results 

Some of the interview results were revealing and others obvious. I was 

pleasantly surprised when one of the interviewees commented that only a 

hacking of their organisation’s systems is what will get the attention of his 

management to allocate resources to security operations. Another thing of 

interest to me was that even with limited reseources being allocted to security 

operations these participants encouraged their employees to be cyber vigilant 

in theri very small way. 

The cyber hygiene open source toolkit template was also born out of the 

research findings coupled with NISTIR 7621 and will server as a cost-effective 

way of implementing cyber security operations within an organisation. The 

cyber hygiene open source toolkit template is found in chapter 8.2. 

The cyber hygiene open source toolkit template is a documented list of 

opensource security tool selection that can be implemented by local SMEs to 

raise security operations to an appreciable level with little financial 

commitment. Where there is a will, there is always a way and the cyber 

hygiene open source toolkit template can be implemented by the IT personnel 

in at these SMEs with the right motivation. The toolkit directly references the 

documentation pages of the tool developers and there is also a plethora of 

online documentation and tutorial the IT personnel can rely on for 

implementation. I will not put monitory cost to the toolkit implementation, 

but considering that the whole solution can be implemented on just two 

raspberry pi’s for starters for SMEs with no prior security operation 

implementation this will be a huge win. The solution can also be tested in a 

virtual machine environment on minimally used workstation or laptop to test 

out the features and functionality before any actual hardware purchase should 

be made. For clients that cannot readily implement the cyber hygiene open 

source toolkit template, the ISP should consider implementing a penetration 

testing in a box solution where they can install these open source security 

tools in a mobile environment and conduct occasional vulnerability 
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assessments at their client’s site with an agreement from their clients. This will 

help these clients to remediate found vulnerabilities thereby reducing their 

risk and exposure. 

In a nutshell, spending less than $100.00 (cost of 2 raspberry pi’s if hardware is 

to be purchased) to bring the level of security from nonexistent to an 

appreciable level is a significant accomplishment. 

Granted that the goal of this case study was not to generalise, the results may 

apply to to similar sized organisations in Ghana (and countries with similar 

conditions and cuber security knowledge/awareness/development level). 

While interviewing the interviewee from the ISP, he mentioned that most of 

his clients do not have a dedicated security operation in place and that the 

reccommendations from this study will be useful to many similar 

organisations in his region. 

6.3.3 Discussion on future research 

Every good research is often bound by limitations and delimitations as I have 

also mentioned in my earlier writing. This boundary often helps prevent scope 

creep and deviation from the research question. Even when one stays within 

the defined scope of a research, due to time limitation there is always the 

possibility of not covering everything under the sun. There is also the 

revelation of new scenarios and phenomenon that my current research 

revealed that simply cannot be addressed with the given time and scope of my 

research. Taking this into account, the following should be considered: 

Due to the limitation of my current research specifically time, an action 

research implementing a patch management program with open source tools 

in small scale enterprises should be considered. The action research that 

should be considered for future research should consider the implementation 

of the cyber hygiene open source toolkit template that I have developed, 

found in chapter 8.2. 
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A further study should also be conducted among similar local small-scale 

enterprises that have implemented a vulnerability management program of 

some sort and compare and contrast the best practices and experiences to 

those who have no vulnerability management program in place. Further, the 

cyber hygiene open source toolkit template may also be tested and further 

developed here. This further research should hopefully account for similarities 

and or differences of opinions, experiences as well implications for success or 

failure in the implementation of a vulnerability management program to 

include patching. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Department of Computer Science, Electrical and Space Engineering 

Luleå University of Technology  

 

 

Jerry Lartey                                                                              59 

 

7 References 

Axelos (n.d.).  

ITIL® Foundation (4th ed.). Retrieved from https://www.axelos.com/store/book/itil-foundation-itil-4-edition. 

Retrieve August 25th 2019. 

 

Alsenan, S., & Mirza, A. (2016) 

E-Commerce Alarming Security Symptoms Review and Discussion of Attacks Indicators in E-

Commerce. The 18th International Conference on Information Integration and Web-based Applications 

& Services (iiWAS2016). doi:10.1145/3011141.3011206 

 

Allodi, L., & Massacci, F. (2014)  

 Comparing Vulnerability Severity and Exploits Using Case-Control Studies. 

ACM Transactions on Information and System Security (TISSEC). Volume 17 Issue 1, August 2014 

Article No. 1. 

 doi:10.1145/2630069 

 

Allen, Mike. “The SAGE Encyclopedia of Communication Research Methods.” 2017, doi:10.4135/9781483381411. 

 

Becker, L. G. (1984) 

A perspective on computer security. ACM ’84 Annual Conference. The 5th Generation challenge.  

http://delivery.acm.org.proxy.lib.ltu.se/10.1145/810000/809637/p245-

becker.pdf?ip=130.240.43.43&id=809637&acc=ACTIVE%20SERVICE&key=74F7687761D7AE37%2ED8DEAD82850

E38D9%2E4D4702B0C3E38B35%2E4D4702B0C3E38B35&__acm__=1521001851_8b7e56101aaf55ffcab9effa3e5f12e5

#URLTOKEN# 

 

Berghel, Hal. “Equifax and the Latest Round of Identity Theft Roulette.” Computer, vol. 50, no. 12, 2017, pp. 72–

76., doi:10.1109/mc.2017.4451227. 

 

Caldwell, Tracey. “Securing Small Businesses – the Weakest Link in a Supply Chain?” CSDL | IEEE Computer 

Society, 2015, www.computer.org/csdl/mags/co/2016/08/mco2016080092.html. 

 

CIA World Factbook. Ghana. March 2018. 

 https://www.cia.gov/library/publications/the-world-factbook/geos/gh.html 

 (accessed March 11, 2018). 

 

COBIT 5: A Business Framework for the Governance and Management of Enterprise IT. ISACA, 2012. 

https://doi-org.proxy.lib.ltu.se/10.1145/3011141.3011206
https://doi-org.proxy.lib.ltu.se/10.1145/2630069
http://delivery.acm.org.proxy.lib.ltu.se/10.1145/810000/809637/p245-becker.pdf?ip=130.240.43.43&id=809637&acc=ACTIVE%20SERVICE&key=74F7687761D7AE37%2ED8DEAD82850E38D9%2E4D4702B0C3E38B35%2E4D4702B0C3E38B35&__acm__=1521001851_8b7e56101aaf55ffcab9effa3e5f12e5#URLTOKEN#
http://delivery.acm.org.proxy.lib.ltu.se/10.1145/810000/809637/p245-becker.pdf?ip=130.240.43.43&id=809637&acc=ACTIVE%20SERVICE&key=74F7687761D7AE37%2ED8DEAD82850E38D9%2E4D4702B0C3E38B35%2E4D4702B0C3E38B35&__acm__=1521001851_8b7e56101aaf55ffcab9effa3e5f12e5#URLTOKEN#
http://delivery.acm.org.proxy.lib.ltu.se/10.1145/810000/809637/p245-becker.pdf?ip=130.240.43.43&id=809637&acc=ACTIVE%20SERVICE&key=74F7687761D7AE37%2ED8DEAD82850E38D9%2E4D4702B0C3E38B35%2E4D4702B0C3E38B35&__acm__=1521001851_8b7e56101aaf55ffcab9effa3e5f12e5#URLTOKEN#
http://delivery.acm.org.proxy.lib.ltu.se/10.1145/810000/809637/p245-becker.pdf?ip=130.240.43.43&id=809637&acc=ACTIVE%20SERVICE&key=74F7687761D7AE37%2ED8DEAD82850E38D9%2E4D4702B0C3E38B35%2E4D4702B0C3E38B35&__acm__=1521001851_8b7e56101aaf55ffcab9effa3e5f12e5#URLTOKEN#
http://www.computer.org/csdl/mags/co/2016/08/mco2016080092.html


Department of Computer Science, Electrical and Space Engineering 

Luleå University of Technology  

 

 

Jerry Lartey                                                                              60 

 

 

Computer Security Resource Center Terms of Glossary.  CSRC, https://csrc.nist.gov/glossary. Accessed 30th 

August 2019 

Epling L.,  Hinkel, B., & Hu, Y. (2015) 

Penetration testing in a box. InfoSec '15 Proceedings of the 2015 Information Security Curriculum Development 

Conference Article No. 6. doi:10.1145/2885990.2885996 

 

Farnan, O., & Nurse, J. R. C. (nd). 

Exploring a Controls-Based Assessment of Infrastructure Vulnerability. Retrieved from, https://link-

springer-com.proxy.lib.ltu.se/content/pdf/10.1007%2F978-3-319-31811-0_9.pdf  

 

Foreman, P 

Vulnerability Management, page 1. Taylor & Francis Group, 2010. ISBN 978-1-4398-0150-5 

 

Heikkila, Marjo, et al. “Security Challenges in Small- and Medium-Sized Manufacturing Enterprises.” IEEE, 

International Symposium on Small-Scale Intelligent Manufacturing Systems', 2016. 

 

ISO/IEC,  

Information technology – Security Techniques-Information security risk management. ISO/IEC FIDIS 27005:2008 

 

Kent, Cameron, et al. “How South African SMEs Address Cyber Security: The Case of Web Server Logs and 

Intrusion Detection.” IEEE, 2016 IEEE International Conference on Emerging Technologies and Innovative 

Business Practices for the Transformation of Societies (EmergiTech), 2016. 

 

Kiountouzis, E. A.; Kokolakis, S. A. Information systems security: facing the information society of the 21st 

century, Chapman & Hall, Ltd, London; 1996. 

 

Kuhn, Rick, et al. “It Doesn’t Have to Be Like This: Cybersecurity Vulnerability Trends.” IT Professional, vol. 19, 

no. 6, 2017, pp. 66–70., doi:10.1109/mitp.2017.4241462. 

 

Li, F., & Paxson, V. (2017). A large-scale empirical study of security patches. 

CCS '17 Proceedings of the 2017 ACM SIGSAC Conference on Computer and Communications Security 

Pages 2201-2215 

doi:10.1145/3133956.3134072 

 

Government of Ghana. 

 http://ghana.gov.gh (accessed March 10, 2018). 

 

Government of Ghana. “Regions” 

 http://ghana.gov.gh/index.php/about-ghana/regions (nd) (accessed March 10, 

2018). 

https://csrc.nist.gov/glossary
https://doi-org.proxy.lib.ltu.se/10.1145/2885990.2885996
https://link-springer-com.proxy.lib.ltu.se/content/pdf/10.1007%2F978-3-319-31811-0_9.pdf
https://link-springer-com.proxy.lib.ltu.se/content/pdf/10.1007%2F978-3-319-31811-0_9.pdf
https://doi-org.proxy.lib.ltu.se/10.1145/3133956.3134072
http://ghana.gov.gh/
http://ghana.gov.gh/index.php/about-ghana/regions


Department of Computer Science, Electrical and Space Engineering 

Luleå University of Technology  

 

 

Jerry Lartey                                                                              61 

 

 

Government of Ghana. “Government to put in place a Cyber security framework. 

http://ghana.gov.gh/index.php/media-center/news/1992-gov-t-to-put-in-place-a-cyber-security-

 framework (n.d) (accessed March 10, 2018). 

 

Government of Ghana. “Ghana hosts international conference on Cybercrime”. 

 http://ghana.gov.gh/index.php/media-center/news/3546-ghana-hosts-international-conference-

 on-cybercrime (n.d) (accessed March 10, 2018). 

 

Government of Ghana. “National Cyber security center to be established”.  

 http://ghana.gov.gh/index.php/news/4103-national-cyber-security-centre-to-be-established  (n.d) 

 (accessed March 10, 2018). 

 

Berger, Hilary, and Andrew Jones. “Cyber Security & Ethical Hacking for SMEs.” ACM, Proceedings of the the 11th 

International Knowledge Management in Organizations Conference on The Changing Face of Knowledge 

Management Impacting Society, 2016. 

 

International Telecommunications Union. "Confronting the financial crisis: Global financial crisis looks set to 

impact Africa's ICT sector." ITU Corporate STrategy Division. February 2009. 

http://www.itu.int/osg/csd/emerging_trends/crisis/fc16.html (accessed March 10,  2018). 

 

ITU Cybersecurity Wor k Programme to Assist Developing Countries 2007 – 2009.  

 December 2007. https://www.itu.int/ITU-D/cyb/cybersecurity/docs/itu-cybersecurity-work-

 programme-developing-countries.pdf  (accessed March 10, 2018). 

 

Internet World Stats. Africa. March 5, 2018. https://www.internetworldstats.com/africa.htm  

 (accessed March 10, 2018). 

 

   Internet Usage in Ghana. M Kiountouzis March 5, 2018. 

 https://www.internetworldstats.com/africa.htm#gh (accessed March 10, 2018). 

 

Kakareka, Almantas, In Vacca, John (ed.). Computer and Information Security Handbook. Morgan Kaufmann 

Publications. Elsevier Inc; 2009; (23), p. 393. 

 

Krsul, Ivan (April 15, 1997). "Technical Report CSD-TR-97-026". The COAST Laboratory Department of Computer 

Sciences, Purdue University. 

 

   https://www.nist.gov/cyberframework/questions-and-answers#basics (accessed February 15, 2019) 

 

http://ghana.gov.gh/index.php/media-center/news/1992-gov-t-to-put-in-place-a-cyber-security-
http://ghana.gov.gh/index.php/media-center/news/1992-gov-t-to-put-in-place-a-cyber-security-
http://ghana.gov.gh/index.php/media-center/news/1992-gov-t-to-put-in-place-a-cyber-security-framework
http://ghana.gov.gh/index.php/media-center/news/3546-ghana-hosts-international-conference-
http://ghana.gov.gh/index.php/media-center/news/3546-ghana-hosts-international-conference-
http://ghana.gov.gh/index.php/media-center/news/3546-ghana-hosts-international-conference-on-cybercrime
http://ghana.gov.gh/index.php/news/4103-national-cyber-security-centre-to-be-established
http://www.itu.int/osg/csd/emerging_trends/crisis/fc16.html
https://www.itu.int/ITU-D/cyb/cybersecurity/docs/itu-cybersecurity-work-
https://www.itu.int/ITU-D/cyb/cybersecurity/docs/itu-cybersecurity-work-
https://www.itu.int/ITU-D/cyb/cybersecurity/docs/itu-cybersecurity-work-programme-developing-countries.pdf
https://www.internetworldstats.com/africa.htm#gh
https://www.internetworldstats.com/africa.htm#gh
https://www.nist.gov/cyberframework/questions-and-answers#basics


Department of Computer Science, Electrical and Space Engineering 

Luleå University of Technology  

 

 

Jerry Lartey                                                                              62 

 

Maddux, James E, and Ronald W Rogers. “Protection Motivation and Self-Efficacy: A Revised Theory of Fear 

Appeals and Attitude Change.” Journal of Experimental Social Psychology, vol. 19, no. 5, 1983, pp. 469–479., 

doi:10.1016/0022-1031(83)90023-9. 

 

Merriam, S. B. (1998). Qualitative research and case study applications in education. San Francisco: Jossey-Bass a Wiley 

imprint. 

 

Morris, Alan. A Practical Introduction to In-Depth Interviewing. 55 City Road, London: SAGE Publications Ltd, 

2015. SAGE Research Methods. Web. 23 Aug. 2019, doi: 10.4135/9781473921344. 

Miles, M., Huberman, M. and Saldana, J. An expanded sourcebook – Qualitative Data Analysis,3rd ed, Sage 

Publications, Thousand Oaks, CA, USA; 2014. 

Paulsen, Celia, and Patricia Toth. “Small Business Information Security: The Fundamentals.” CSRC, 3 Nov. 2016, 

csrc.nist.gov/publications/detail/nistir/7621/rev-1/final. 

 

Pauli, Darren, "Just give up: 123456 is still the world's most popular password", The Register. Retrieved 30th 

August 2019. 

 

Paravastu, Narasimha, and Murugan Anandarajan. “Fear Appeals, Threat Perceptions, and Protection Motivation 

in Information Systems Security.” Encyclopedia of Information Science and Technology, Third Edition, pp. 

4310–4316., doi:10.4018/978-1-4666-5888-2.ch423. 

 

Patton, M. Q. (2001). Qualitative research & evaluation methods: Integrating theory and practice. Thousand Oaks, CA: 

SAGE Publications. 

 

Renaud, Karen. “How Smaller Businesses Struggle with Security Advice.” Computer Fraud & Security, Elsevier 

Advanced Technology, 25 Nov. 2017, www.sciencedirect.com/science/article/pii/S1361372317300891. 

 

Rogers, Ronald W. “A Protection Motivation Theory of Fear Appeals and Attitude Change1.” The Journal of 

Psychology, vol. 91, no. 1, 1975, pp. 93–114., doi:10.1080/00223980.1975.9915803. 

 

Rudestam, K. E. (2015). Surviving your dissertation. a comprehensive guide to content and process. Thousand Oaks, 

Calif: Sage Publication. 

 

Shahriar, H., & Zulkernine, M. (2012). Mitigating program security vulnerabilities: Approaches and challenges. 

ACM Comput. Surv. 44, 3, Article 11 Article 11 (June 2012), 46 pages. DOI = 10.1145/2187671.2187673 

http://doi.acm.org/10.1145/2187671.2187673 

 

http://www.sciencedirect.com/science/article/pii/S1361372317300891
http://doi.acm.org/10.1145/2187671.2187673


Department of Computer Science, Electrical and Space Engineering 

Luleå University of Technology  

 

 

Jerry Lartey                                                                              63 

 

Taleb, Nassim Nicholas. The Black Swan: The Impact of the Highly Improbable. Random House, 2016. 

 

Tagert, A.C. (2010). Cybersecurity challenges in developing nations. Carnegie Mellon University. 

 Vratonjic N., Manshaei M.H., Raya M., Hubaux JP. (2010) ISPs and Ad Networks 

Against Botnet Ad Fraud. In: Alpcan T., Buttyán L., Baras J.S. (eds) Decision and Game Theory for 

Security. GameSec 2010. Lecture Notes in Computer Science, vol 6442. Springer, Berlin, Heidelberg 

https://doi-org.proxy.lib.ltu.se/10.1007/978-3-642-17197-0_10  

 

 Xu, T., Yuanyuan Zhou, Y. (2015) 

Systems Approaches to Tackling Configuration Errors: A Survey. ACM Computing Surveys (CSUR). 

Volume 47 Issue 4, July 2015 Article No. 70. 

 doi>10.1145/2791577 

 

Sreeja, S., S.  

ICWET '11 Proceedings of the International Conference & Workshop on Emerging Trends in 

Technology Pages 967-968. 

doi>10.1145/1980022.1980230 

 

What is case study research? (2012). In Farquhar, J. D. Case study research for business (pp.  3-14). 

London: SAGE Publications Ltd doi: 10.4135/9781446287910 

 

The what and why of in-depth interviewing. (2015). In Morris, A. A practical introduction to in-depth 

interviewing (pp. 1-16). 55 City Road, London: SAGE Publications Ltd doi: 10.4135/9781473921344 

 

 

Rubin, H. J., & Rubin, I. S. (2005). Qualitative interviewing (2nd ed.): The art of hearing data. Thousand 

Oaks, CA: SAGE Publications, Inc. doi: 10.4135/9781452226651 

 

 

": Introduction." Social Research: A Practical Introduction. Curtis, Bruce, and Cate Curtis 55 City Road: SAGE 

Publications, Inc., 2011, pp. 1-26. SAGE Research Methods. Web. 21 May. 2019, doi: 10.4135/9781526435415. 

Yin, R. K. (2009) 

 Case Study Research: Design and Methods, Sage Publications, Thousand Oaks, CA, USA; 2009 

 

 

 

 

 

https://doi-org.proxy.lib.ltu.se/10.1007/978-3-642-17197-0_10
https://doi-org.proxy.lib.ltu.se/10.1145/2791577
https://doi-org.proxy.lib.ltu.se/10.1145/1980022.1980230


Department of Computer Science, Electrical and Space Engineering 

Luleå University of Technology  

 

 

Jerry Lartey                                                                              64 

 

8 Appendix 

8.1 Data Collection & Interview Guide 

Possible questions to be discussed. 
 

Topic 1: History, Background & Experience 

• Let’s begin by having you describe your job responsibilities with this organization. 

• This was to create a comfortable atmosphere and to meet the interviewee 

from their perspective, gauge their responsibility in the grand scheme of 

vulnerability management 

• How long have you been working here? 

• Have there been any efforts or drive to improve Cybersecurity in this organization? 

•  What do you feel your organization’s position is on cybersecurity?  

• What is your organizations involvement in vulnerability management? 

• Do you feel vulnerability management is important for an organization like yours? 

 

Topic 2 Impacts of vulnerability management 

• Can you describe in you on words what you think is a cybersecurity vulnerability 

exploit? 

• Have your organization ever suffered a data breach or hack or have you personally 

been a victim of a data breach? 

• Have any major data breach caused your organization to change its mode of 

operations? 

• Can you describe in your own words how a data breach will impact your 

organization? 

• How do you think it may also impact you personally as an employee? 

 

Topic 3: Resource allocation to vulnerability management 

• Do you feel your organization devotes the adequate amount of resources to 

vulnerability management? 

• What are your thoughts about management attitude to vulnerability management? 

• Do you feel that your organization will be more valuable to customers if you 

integrate vulnerability management into your operations? 

• Can you describe how you would pitch vulnerability management to your 

executives in a cost saving way rather than coming across as demanding more 

resources?  
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• Are you aware of any information security standards that your organization has? 

• If yes, have you fully read them prior to this interview? 

• Do you feel your organization can take on additional responsibilities in vulnerability 

management? 

 

Wrapping Up 

• Is there anything else that you would love to add that we have not discussed? 

• Recap the main points that I gleaned from the interview 

o Have interviewee comment and or correct recap I just reviewed with them 
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8.2 Proposed Resource Template – Implementing Cyber 
Hygiene with Open Source Tools 

 

For this local ISP and their client-base, I recommend the implementation of Kali 

Linux distribution as the primary tool for security operations. With less resource 

utilization, Kali can run on a dedicated desktop or laptop within an organisation’s 

network. It can also run on a virtual machine on a laptop or desktop. Further, it can 

even run well on inexpensive microcomputers like the raspberry pi which makes it 

convinient for organisations with limited resources. 

Kali Linux is a free advanced penetration testing and security tool with over 600 

security tools all offered for free. It is completely customizable and compatible with 

many different types of hardware form factors 

(https://docs.kali.org/introduction/what-is-kali-linux) 

Other open surce tools reccommended are pfSense for firewall, NAT (Network 

Address Translation), VPN (Virtual Private Network), router, IDS (Intrusion 

Detection System), and IPS (Intusion Prevention System) services.  

Finally, a recommendation was made to install an open source email filter like mail 

cleaner community edition to filter email spam. The open source hygiene tool 

reccommendation was mapped to NISTIR 7621 and is outlined in the table below.  

 

Open Source 

Platform/Tool 

Description Open Source Hygiene Tool 

Recommendation 

3.2 Protect 

• Patching 

  

An update to an 

operating 

system, 

application, or 

other software 

issued 

specifically to 

correct 

• Applying regular vendor updates 

is my recommendation here. With 

small-scale organisations like in 

this case study without a patch 

management infrastructure, 

turning on auto updates on all 

windows endpoints will suffice for 

patching. For Linux systems, 

https://docs.kali.org/introduction/what-is-kali-linux
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particular 

problems with 

the software. 

configuring apt-updates and yum 

updates to auto update as 

scheduled jobs will also remediate 

most of the vulnerabilities.  

• I also recommend using openvas 

(http://www.openvas.org/about.ht

ml), a free vulnerability scanner 

within Kali to scan for 

vulnerabilities and then remediate 

where appropriate. 

• Further, I recommend period 

running of NMAP vulnerability 

exploit scripts within the Kali 

toolset in an attempt to exploit 

unpatched vulnerabilities and then 

corresponding action items to 

remediate.  

• The above recommendations satisfy 

NISTIR 7621 section 3.2 Protect, 

subsection on Patching.  

3.2 Protect 

• Firewalls 

 

A gateway that 

limits access 

between 

networks in 

accordance 

with local 

security policy. 

• Having a firewall in place will 

drastically reduce the amount of 

unwanted traffic inbound as well as 

outbound traffic. pfSense 

(https://www.pfsense.org/), a free 

firewall can be implemented. It is 

lightweight and can run on 

microcomputers like the raspberry 

pi as well. 

• I also recommend implementing 

http://www.openvas.org/about.html
http://www.openvas.org/about.html
https://www.pfsense.org/
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VPN and IDS as additional 

features which come with the 

installation of pfSense as free 

services. 

• The above recommendations satisfy 

NISTIR 7621 section 3.2 Protect, 

subsection on Firewalls. 

Train your employees 

• Training 

 

Train your 

employees 

• I recommend the use of the social 

engineering toolkit which is also a 

free tool in the Kali toolset. It can be 

used to create intentional phishing 

campaigns to target employees and 

then using it as a training 

opportunity for employees that 

fails the campaign. 

• The above recommendation is a 

supplementary-supplement’s to 

NISTIR 7621 section 3.2 Train your 

employees, subsection on 

Training. 

4. Working Safely 

• Emails 

Be careful of 

email 

attachments and 

web links 

• A recommendation here is to 

install an open source email filter 

like mail cleaner community 

edition 

(https://www.mailcleaner.org/) or 

use a cloud mail filter service  to 

filter spam and malicious email. 

• I also recommend the use of 

the social engineering toolkit which 

is also a free tool in the Kali toolset. It 

https://www.mailcleaner.org/
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can be used to create intentional 

phishing campaigns to target 

employees and then using it as a 

training opportunity for employees 

that fails the campaign. 

• The above recommendation 

is a supplementary-supplement’s to 

NISTIR 7621 section 3.2 Train your 

employees, subsection on Training. 

4 Working Safely 

• Passwords 

Use strong 

passwords 

• I recommend enforcing password 

policy for end-users to insure they 

are using complex passwords and 

changing them at least every three 

months. 

• I also recommend using a password 

cracker to go after weak and 

uncomplex passwords in the 

organisation. A tool within Kali 

known for password cracking is 

John the Ripper (command line) or 

Johnny (GUI).   

• The above recommendation is a 

supplementary-supplement’s to 

NISTIR 7621 section 4 Safety, 

subsection on Passwords. 

 


