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Abstract. Research in digital preservation field has realized the need for au-
tomation of digital preservation activities. Without automation, the preservation 
of digital entities will be a complex and labor-intensive task. A middleware con-
cept has been introduced by scholars to support automation of interactions be-
tween content management systems and digital preservation systems. To boost 
the automation of workflows in the middleware, we introduce a component 
within the middleware, namely Context-aware Preservation Manager (CaPM), 
which is in charge of administration of the inner components of the middleware 
and the workflows for bi-directional interactions between content management 
systems and digital preservation systems. We describe the specifications of the 
Context-aware Preservation Manager and depict its inner components. Further, 
we explain about the processes that are improved, supported or can run automat-
ically as a result of functionalities of Context-aware Preservation Manager.  

Keywords: Long-term Digital Preservation, Automation, Middleware, Context-
aware Preservation Manager. 

1 Introduction 

Companies and public institutions, nowadays, are dependent on Information and Com-
munication Technology (ICT) leading to a massive production of digital material wait-
ing to be either disposed or brought into preservation institutions. The quantity and 
diversity of the digital material creates obstructions for archivists [29]. What seems 
evident is that the automation of digital preservation (hereafter DP) processes is a crit-
ical step in development of preservation solutions [12]. There are a number of efforts 
in the previous literature for automating extraction of metadata (e.g. [30], [15], [31]) 
whereas other functionalities of preservation workflow are less brought into the atten-
tion for automation or semi-automation. 

Päivärinta et al. [26], following Korb and Strodl [20], indicate a gap be-tween con-
tent management systems and preservation systems, especially regarding support for 
ingest of objects and pre-ingest workflow. They also suggest a model for a middleware, 
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whose components communicate with an Enterprise Content Management (ECM) sys-
tem and a Digital Preservation system (DPS) in a maximally automated manner. A 
middleware provides a mechanism that allows an entity to communicate with another 
entity [22]. The middleware suggested by Päivärinta et al. [26] includes workflows for 
pre-ingest, ingest, administration and access and aims to automate those workflows. 
Considering that ingest, including pre-ingest, is the number one cost factor for digital 
preservation [5], automation of ingest will benefit from the business perspective as well 
as work load. However, taking an effective approach for automating ingest workflows 
is not straightforward. As it is mentioned above, all the hitherto efforts in automating 
ingest are mainly focused on automating extraction of metadata, while other processes 
included in ingest and pre-ingest stages are undervalued. Bounding a submission agree-
ment between producer and DP system is a pre-ingest process which necessitate auto-
mation. In the middleware model introduced by Päivärinta et al. [26] an interaction 
between many ECMs and many DPSs is proposed. Considering that each of these in-
teractions goes through the middleware and each need a submission agreement, the 
need for automation of contracting a submission agreement becomes more evident.  

The rest of this article is organized as follows. First, a description of the project 
which is context of this study is given. Later, we provide a summary of the related work 
and knowledge gap in the area of this research. Next, we introduce the concept of the 
Context-aware Preservation Manager and its sub-components in detail. Finally, we dis-
cuss our contributions and limitations of this research in short. 

2 Background  

This research is conducted as part of an EU project which in turn is part of the 7th 
Framework Program of the European Union. The aim of the project involves overcom-
ing three different obstacles: managed forgetting, synergic preservation, and contextu-
alized remembering. This paper is aiming to partially address challenges in synergic 
preservation and support for contextualized remembering. 

 



 
Fig. 1. Interaction between DPS, middleware and ECM (adapted and modified from Päivärinta 
et al. 2015). 

Following the ideas of Protage [28] and SHAMAN [10] who have introduced con-
ceptual frameworks and prototypes for a middleware to be placed between preservation 
systems and information producers, Päivärinta et al. [26] suggest further three logical 
elements of such middleware: pre-ingest, post-access, and administration, all of which 
are not already introduced by OAIS [21]. OAIS (Open Archival Information System) 
is a reference model representing a comprehensive and consistent framework for de-
scribing and analyzing digital preservation issues [21]. These elements are related to 
two abstract-level workflows, i.e. ingest and access, that need to be implemented be-
tween maximally automated and smoothly interacting ECMSs and DPSs. Fig. 1 shows 
the overall interaction between a DPS, middleware and an ECMS. Pre-ingest prepares 
information for preservation and sends a Submission Information Package (SIP) for-
ward to the ingest component of digital preservation. SIP is the version of the infor-
mation package that is transferred from ECMS to DPS when information is ingested 
into a digital archive [21]. The post-access function delivers a package from DPS to the 
access function of ECM. Preservation Administration is in place to make integration 
between ECM and DP possible, containing a set of tasks for administration of interac-
tions between middleware components and making adjustments based on submission 
agreement. This element is important especially in any environment where one organ-
ization could use more than one DP service. The Metadata Repository manages 
metadata extracted or computed for individual documents and collections and makes 
them available for other components [2]. The Extractor’s input is the original media 
items while it extracts information that is potentially useful not only for the subsequent 
execution of the Condensator but also for other components or functionalities of the 
overall framework [25]. The Condensator takes the output of the Extractor as input in 



order to generate a condensed output of text and media items [25]. The Collector/Ar-
chiver is the framework component which communicates and exchanges data with both 
ECMSs (performed by Collector on this side) and DPSs (performed by Archiver on this 
side) [3]. The Contextualiser takes original media items (e.g. a text, an image, a collec-
tion of texts or a collection of images) and output from previous components as input 
and determines the wider context within which the item resides [2]. The main objectives 
for the Context-aware Preservation Manager (CaPM) component are [3]: 

• to support the preservation preparation and re-activation workflows in the middle-
ware and increasing the ability for seamless interaction between ECM and DPS,  

• to monitor changes in ontologies by logging logical and physical structures in use 
by ECMs,  

• to monitor the use of file formats for detection and computation of format obsoles-
cence issues,  

• to support establishment of submission agreements that interconnect ECMs submis-
sions with expected content and metadata management procedures,  

• to support matching of content submissions and reactivation purposes to needs of 
digital preservation services, and  

• to support management of various physical package structures for reactivation of 
content from DPS to ECMS.  

In this article, we introduce this administrative component added to the middleware 
performed by a specific component, namely Context-aware Preservation Manager 
(CaPM), and explain its functionality and sub-components in detail. 

3 Related work 

Several attempts for archiving digital materials have been promoted in research and 
design. Tools for metadata extraction (e.g. [6]), preservation planning and strategies 
(e.g. [32]), preservation policies and automation (e.g. [19]) are the most focused areas 
among scholars in DP field. Automation of ingest is mainly covered by automation of 
extraction of metadata (e.g. [24]) whereas actual implementation of the ingest function 
have received comparatively little attention in the literature ([33], [23], [19]). The Pub-
lic Record Office Victoria (PROV) suggests if the ingest function is utilized effectively 
it ensures the consistency of structure of digital objects, their content and compliance 
with relevant business rules [33]. On the other hand, too much flexibility in the ingest 
function leads to an inconsistent collection of digital objects which makes preservation, 
its management and access difficult and expensive [33]. This provokes reflections upon 
other aspects of automation of ingest and pre-ingest functionalities. For example, CAST 
[4] recommends digital object producers about what is expected to be part of the digital 
collection and how to handle deviations from the submission agreement by providing a 
configuration and review support. In addition, CAST provides both automatic and man-
ual inspection processes according to submission agreement before transfer to archive 
[4], including automated validation of digital object types according to metadata sche-
mas. PAIMAS [17] covers the first stage of ingest process as it is described in OAIS. 



This phase results in a preliminary agreement that determines whether to proceed to the 
next phase. However, PAIMAS does not focus on automation of the functionalities but 
aims to identify contacts, exchange of information, and preliminary evaluation of the 
size of data to archive and so on [17]. In an effort for automation of other functionalities 
in a DPS, Ferreira et al. [14] suggest the following services: a format identification 
service, an optimal migration options recommendations service, data loss [10] determi-
nation service, and a service which identifies the formats that are at risk of being obso-
lete.  

A number of research initiatives have emerged in the last decade in the field of 
preservation planning and selecting a preservation strategy [9]. PLANETS [13] ad-
dresses preservation planning as one of its core issues which creates a service-oriented 
architecture (SOA) for DP. In addition, PLANETS’ preservation planning methodology 
has been identified as an aid in reaching well-founded decisions [32]. The same method 
has also been evaluated in a few case studies (e.g. [8], [7], [16]). Later, Becker et al. [9] 
suggest a systematic preservation planning in which they introduce a method for mon-
itoring and updating preservation plans in a transparent, accountable and well-docu-
mented manner. 

One methodological framework that has an important impact on the design of CaPM 
is the Producer-Archive Interface Method Abstract Standard (PAIMAS) [17] which 
could be used as a “checklist” that provides structure to the interaction between an 
ECMS and a DPS. PAIMAS focuses on submission agreements that need to be estab-
lished at pre-ingest. A submission agreement is a contract that needs to be established 
between a producer and a DPS and specifies a data model which identifies digital ob-
jects including any logical constructs produced by the active system and how they are 
represented in each transmission session [17]. Any agreement defined by PAIMAS 
comprises the digital objects’ size, structure, format, quantity, communication proce-
dures, packaging, metadata, delivery schedules, and quality aspects. PAIMAS is useful 
as a checklist of what should be considered before submissions to DPS and it is an 
“abstract standard” which requires concrete implementation that shows how to execute 
an agreement.  

A set of technical recommendation to actualize PAIMAS are formed as Producer-
Archive Interface Specification (PAIS) [18]. PAIS provides an XML-based description 
of data to be sent to a DPS. It includes syntax to define digital objects along with their 
inter-relationships that could be aggregated into SIPs and syntax on how to instantiate 
them as a data packages using XML Formatted Data Unit (XFDU). PAIS is useful for 
concretizing an agreement concerning digital object specifications and their internal 
relations as a basis for creating SIPs. It also provides a contribution towards agreements 
concerning the transfer of SIPs between ECM and DPS.  

4 Context-aware Preservation Manager (CaPM) 

The foundation for the design characteristics of the Context-aware Preservation Man-
ager (CaPM) component is based on different sources starting at a literature review, 



which identified a need for support for content-based information systems to manage 
the increasing amount of digital information that needs to be preserved [26].  

In a middleware, pre-ingest is defined as preservation preparation tasks before ingest 
to a DPS, and post-access is defined as tasks related to request of objects from a DPS 
and preparation of these objects for re-activation in an ECM. Preservation administra-
tion is defined as supportive tasks for managing the pre-ingest and post-access work-
flows between ECM and DPS. Pre-ingest could further be elaborated as processes 
where digital objects are evaluated and prepared for compliance with DP standards, 
according to content and metadata requirements. A common approach to perform pre-
ingest activities is to provide a separate workflow for preparation of submissions. One 
example of such solution has been developed as part of the HathiTrust initiative [34] 
that provides support to determine the standards and prepares content for ingest by 
transforming it to meet those standards. A study by Afrasiabi Rad et al. [1] shows that 
there are initiatives that developed partial solutions that support the integration of 
ECMS and DPS. They also claim that close integration between ECMS and DPS in a 
many-to-many “brokered” relationship is in its infancy [1]. 

The tasks to support the preservation administration should be interpreted as a trans-
lation of organizational preservation policies to DP requirements, hence mapping them 
to adequate DP services. In the middleware, such DP services support a seamless tran-
sition of objects from ECMS, automated creation of metadata, and finalizing creation 
and transfer of SIPs adapted to receiving DPS. Fig. 2 depicts those components of the 
middleware in place to ensure a maximally automated and seamless interaction between 
ECMS and DPS in addition to internal components of CaPM. Afrasiabi Rad et al. [1] 
also identified the need of support for post-access activities that includes re-activation 
of preserved information resources back to active information systems that possibly is 
not the system that initially preserved them. These are the basis that influence the start 
of identifying the characteristics of CaPM. 



 
Fig. 2. Context-aware Preservation Manager inner components 

The main objective of the middleware is to achieve a seamless transition of digital 
objects in and out from ECMS to DPS in many to many interactions. CaPM is a com-
ponent that resides inside the middleware with the purpose of providing support to ac-
tion-based components and services located in the middleware by providing structure 
and rules to the preservation preparation and re-activation processes based on an agree-
ment between the information producer and DPS. In addition to supporting activities 
inside the middleware, CaPM also facilitates the interaction between the middleware 
and an ECM on one side and a DPS at the other side.  



CaPM acts upon agreement between the information producers, consumers, and the 
preservation service providers by logging digital content passing through the middle-
ware and logging components’ activities. In addition, it supports the creation and up-
hold of submission agreements based on preservation policies and is able to suggest 
actions to be taken e.g. in re-activation of content. CaPM also assists in preservation-
planning scenarios by providing a user interface that displays graphs with statistics 
based on the number of objects passing through the middleware per time period. There 
are three major subparts in CaPM that support its overall role: preservation broker con-
tract, preservation activity logging and preservation planning support. These will be 
described in separate sections as follows. 

4.1 Preservation broker contract 

In a middleware broker solution with the aim of achieving a high level of automation, 
we suggest development of a preservation broker contract. This component, in addition 
to provide details of the digital objects and their relationships, supports a tighter inter-
action pattern in a many-to-many relationship by executable service endpoint specifi-
cations. It also addresses the need for support in the appraisal of preservation candidate 
objects and provides rule-based execution paths that reflect organizational preservation 
policies. We argue that an agreement between ECM and DPS should embrace the con-
cept of service-orientation [27] by stretching out the impact and use of DP services 
applicable to pre-ingest and ingest procedures of a DPS. A preservation broker contract 
has features to translate a high-level DP strategy to be reflected in the selection and 
configuration of digital objects’ management and storage. In addition, we have deter-
mined that an agreement could be useful in a re-activation process (post-access). In 
addition, CaPM is designed with a feature that supports monitoring of activities and a 
compilation of logged objects that pass in the middleware. This feature provides the 
ability to monitor middleware processes, execute alternative routes, depending on the 
outcome of each component, and ensure executing activities as agreed in the preserva-
tion broker contract. It also allows statistical compilation of file formats which could 
be used as decision support in preservation planning process and deciding upon suitable 
migration pathways. 

The preservation broker contract provides structure and rules for interaction between 
ECMS and DPS, in both directions. In order to support those transitions, the preserva-
tion broker contract should contain rule-based execution paths reflecting organizational 
preservation policies, executable service endpoint specifications, and digital object 
management configurations such as migration pathways. Also, it needs to encompass 
access rights definitions, storage options, and information needed for restructuring of 
digital objects in order to adapt to changes in the environment. Besides the machine-
readable instructions, the preservation broker contract should also function as a formal 
agreement between the involved participants. As an example, consider the identifica-
tion section of preservation broker contract. The identification section contains infor-
mation about the preservation broker contract, such as identification of the contract, 
preservation level which identifies the template from which the contract is generated, 
and a preservation value that defines the threshold level for appraisal.  



4.2 Preservation activity logging 

Activity logging supports logging of processes in different components while pro-
cessing digital objects in the middleware, for example events that take place and sys-
tems that are involved. This provides the ability to monitor middleware processes, to 
execute alternative routes depending on the outcome of each component, and to docu-
ment those activities that are executed as agreed in the preservation broker contract. 
The logs also serve as input to preservation planning support. The features of this com-
ponent make it possible to plan an alternative workflow depending on the status of a 
component’s procedure. The feature also provides the ability to check logged errors of 
a component in a workflow and identify details about that error, which can be useful 
feedback to developers of that component. In addition, the preservation activity logging 
can be used to keep track of current status of a workflow which runs multiple compo-
nents concurrently. This functionality could be important in the case of a long-running 
workflow or a workflow with concurrent manual steps. The information created by the 
CaPM-activity logging could be queried by a third-party system, for example a preser-
vation planning support system gathering insights about an ingest process and its step-
wise execution or a machine learning algorithm suggesting improvements to a work-
flow or its configuration.  

4.3 Preservation planning support 

Preservation operations are routines that are required for continuous access to Archived 
Information Package (AIP), an information package, consisting of content information 
and associated metadata, which is preserved within DPS [11]. Planning these operations 
is part of preservation planning, and often results in recommended migration pathways 
which incorporates identification of appropriate file formats and migration tools. 
Preservation planning can also include aspects of security, access, storage, and handling 
practices according to policies. Decision on migration pathways should be taken with 
a good basis. For CaPM, having a position residing between many ECMSs and many 
DPSs gives an excellent opportunity to capture the use of file formats and types of 
systems in bi-directional interactions. To elaborate a bit further on this process, a tech-
nology watch mechanism, residing in every OAIS compliant DPS, obtains statistical 
data from the middleware that indicates if the use of a specific file format has been 
drastically reduced. Before taking any actions, archivists, notified by the file format 
alert, decide to examine this further supported by a graphical decision support interface 
that enable scrutinizing based on different statistical computations and filtering of data 
linked to a format registry. If a decision results in a planned migration action, the preser-
vation broker contract could define if the migration action should be executed for a 
specific digital object. After performing migration, preservation broker contract could 
also identify how to handle the results (original and their copies) depending on different 
quality thresholds. 

The preservation planning support assists in decision making process for preserva-
tion planning. Based on the input from activity logging, statistical data can be grouped 
by MIME type classifications and filtered in different ways if desired, e.g. by systems, 



system types, or contracts. This information should be presented in a way that is suitable 
for human decision-making, for example in the form of graph(s). The statistical com-
putation of digital object metadata can also be accessed in a standardized format by a 
web service interface, possibly to be used for automated execution of preservation op-
erations.  

5 Discussion and conclusive points 

In this article, we have identified the gap in the current research regarding automation 
of digital preservation functionalities and many-to-many interactions between ECMSs 
and DPSs. We have introduced an additional component in the middleware called Con-
text-aware Preservation Manager (CaPM) which facilitates automation of interaction 
between ECMSs and DPSs using its internal components. CaPM including preservation 
broker contract, activity logging, and preservation planning support form a new im-
proved solution for addressing the problem of automation of interactions between 
ECMs and DPSs.  

Resulted from the arguments by CAST project [4], deviation from submission agree-
ment leads to confusion, additional processes, and sometimes aborting an ingest work-
flow. Our design of CaPM, makes sure to minimize such accidents by developing func-
tionalities in Preservation Broker Contract.  This component analyzes contents of sub-
mission agreement to rule-based functionalities identified for each component that is 
involved in a digital object’s ingest workflow, which in turn is uniquely set up for each 
digital object entering the middleware according to metadata and preservation require-
ments stated in the digital object’s submission agreement. The design and implementa-
tion of CaPM in this study responds to the services in need of automation suggested by 
Ferreira et al. [14] and Birrell et al. [10]:  

• a format identification service – preservation broker contract employs existing for-
mat identification services for each digital object at their entrance to the middleware. 
This information is used for determining a specific rout for the digital object in the 
middleware defining its ingest workflow. The information is also used to identify to 
type of metadata to be extracted for each digital object and what external services 
are needed to be employed for performing different tasks in workflow components 
in both directions. 

• an optimal migration options recommendations service – preservation broker con-
tract contains information on content producer’s organizational policies including 
digital object management configurations such as migration pathways.  

• data loss determination service – preservation activity logging monitors output of 
each component during every workflow in the middleware. This functionality makes 
it possible to figure out if data has been corrupted after being processed by a com-
ponent in a workflow.  

• and a service which identifies the formats that are at risk of being obsolete – format 
identification capability in preservation broker contract together with preservation 
planning support within the middleware provide statistical data to DPS indicating if 
the use of a specific file format has been drastically reduced. 



Our design employs interfaces that support open standardized communication pro-
tocols between internal middleware components and between those components and 
CaPM components. By automating workflow administration tasks, creating consistent 
information packages together with an improvement in the level of automation of work-
flows in both directions have become possible, alleviating the burden of handling in-
formation packages on both sides of the preservation process. 

Design and implementation of CaPM is an endeavor to maximize automation of dig-
ital preservation workflows, ingest and access, in the middleware. However, at the time, 
full automation of middleware processes seems remote, while the current level of auto-
mation can still be improved. One area for improvement is complements to submission 
agreement and automation of their analysis. The variety of potential content types to-
gether with producers’ requirements for transfer to the middleware can result in more 
specific submission agreements that impose conditions that are not considered in this 
study. Another factor disturbing automation of middleware workflows is occurrence of 
an error in the workflow demanding human intervention to adjust the process. To 
achieve higher level of automation, the process of handling errors in workflows in both 
directions should become automatic as well. 
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