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ABSTRACT 

The aim of this paper is to create a state-of-the-art review of the 

existing standards of open-source communications protocols which 

enables eMaintenance solutions in the industry. This review 

includes the explanation of Open O&M (Open Operations & 

Maintenance) that creates bridges between MIMOSA (Machinery 

Information Management Open Systems Alliance), the OPC 

Foundation (Open Protocol Communication), and the ISA SP95 

(Instrumentation Systems and Automation Society's, SP95 

Committee), in order to manage the problem under discussion. The 

understanding of the actual state-of-the-art reveals needs for further 

advancements of technologies and information standards for the 

exchange of Open O&M data and linked context. Furthermore, in 

order to be an active player in the industry, it is strategic to simplify 

the management and integration of enterprise information 

resources in a cooperating mode. 
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1. INTRODUCTION 

The 4th industrial revolution is characterized by boosted 

digitalization, big data and subsequently, by the IIoT (Industrial 

Internet of Things) and the IoS (Internet of Services). Such 

technological advances bring new opportunities which are 

transforming maintenance methodologies. The new eMaintenance 

concept was created to reflect the new efficiency requirements, 

where data is essential to ensure effective planning and decision-

making. In this context, data presentation is of paramount relevance 

in order to support maintenance decisions. Data presentation is 

perceived as an essential component of transferring knowledge. 

Often, the understanding that the audience has on a dataset is 

limited to the presentation provided with the authors, which use 

graphic tools such as bars and line graphs [1]. Data presentation 

relies upon adequate and standardized data transition between all 

maintenance actors, such as sensors, assets and staff. Such data 

transition between actors demands a high level of integration and 

interoperability. 

Interoperability can be defined as the ability of equipment, devices, 

sensors and people to be connected and communicate each other by 

the IoT (Internet of Things) or the IoP (Internet of People) [2]. Both 

academia and industry have been investing large efforts in solutions 

for data transition based in open protocols. Enterprises will benefit 

from a seamless integration of open-source communication 

protocols which connect maintenance actors.  

The competitiveness of modern industries increased significantly 

in the past decades with market globalization. However, the 

accessibility of customers to a larger set of providers increased 

consumer demands [3]. Such market demands translate into 

increased requirements for productivity, availability, safety and 

product quality. In this context, maintenance is gaining importance 

due to an enabler for increased competitiveness [4].  

Maintenance technologies have evolved in parallel, resulting in 

different approaches such as  CBM (Condition Based Maintenance) 

[5]. Each technology has pros and cons which have to be weighted 

for its application on a specific industry context [6]. CBM is based 

on three steps: data acquisition; data processing; and maintenance 

decision making [7]. The first step, which is data acquisition, is 

receiving a large boost favoured by Industry 4.0 and implemented 

through CMMS (Computerized Maintenance Management 

Systems), ICT (Information and Communication Technologies) [8] 

and WSNs (Wireless Sensor Networks) [9]. In order to scale up to 

the large availability of data, new solutions are needed in the steps 

of data processing [10] and maintenance decision making through 

e.g., decision support systems [11]. 

This paper focuses on reviewing the existing systems and protocols 

for data acquisition and information management, with respect to 

interoperability features. This paper is structured as follows: 

Section 2 introduces the target problem, which is the 

interoperability among maintenance information systems; Section 

3 discusses the open communication protocols which can be used 

to ensure communication between maintenance actors; Section 4 

discusses the OSA-EAI (Open Systems Architecture for Enterprise 

Application Integration) and OSA-CBM (Open Systems 

Architecture for Condition Based Maintenance)  standard 

architectures focused on the assets management and assets health 

assessment, respectively; Section 5 discusses the wireless standards 

communication and technologies; Section 6 discusses, the OSA-

EAI protocol with the OPC (Open Platform Communications), 

focusing on the physical assets management. Also briefly discusses 

the real-life communication problems; Section 7 presents the 

conclusions; Section 8 presents the acknowledgements. 



   

 

   

 

2. PROBLEM DEFINITION: 

INTEROPERABILITY AMONG 

MAINTENANCE INFORMATION 

SYSTEMS 

The proprietary solutions for CBM systems create interoperability 

barriers that does not allow transparent communications among 

several manufacturers’ devices. There is a gap to be fulfilled that is 

the interoperability, aiming to destroy the proprietary 

communication barrier.  

To solve the interoperability problem, there are three approaches 

that can be followed: Approach 1 – develop customized solutions 

for each pair of actors, which is expensive to implement and 

maintain; Approach 2 – all the surrounding OEM (Original 

Equipment Manufacturer) are in conformity to specific systems, 

which are usually proprietary redundant solutions and hinder 

outsourcing other services; Approach 3 – use of a neutral and 

transparent way that offer stability in the representation and 

communication of information [12]. 

In order to achieve quality interoperability, communication 

standards have to be defined and implemented, where data 

exchange models and communication protocols are fundamental 

aspects [13].  

3. COMMUNICATION STANDARDS  

A communication protocol is a rule-based system in 

telecommunications that transmits data, varying a physical 

quantity, allowing two or more entities of a system to communicate 

with each other. As an example, M2M (Machine to Machine) 

devices. The rules, or standards, define the syntax, semantic and 

synchronization of the communication methods. To a good 

comprehension of the data definition, it needs to be provided in 

terms of data types, structures and semantics. Protocols can be 

deployed in hardware, software or both. 

3.1 OPC UA  

The OPC UA (Open Platform Communications-Unified 

Architecture) is a machine to machine communication protocol 

initiative from the OPC foundation that answers to the increasing 

need for interoperability and communication on the new generation 

of industries. It is built based on the foundation OPC Classic 

specifications, allowing the independent exchange of information 

by manufacturers. OPC UA offers the necessary infrastructure for 

interoperability across all spectrum of a company, from machine-

to-machine and machine-to-enterprise.  

Despite its initial focus on industrial automation, its generic 

information model allowed the use in a variety of industrial 

applications, being adapted to sectors such as power generation and 

distribution as well as oil and gas exploration. 

OPC UA is an independent platform, and it can be used in a wide 

range of existent hardware and operating systems. It is also secure 

and firewall-friendly, providing a suite of security controls. 

Developers can choose between C, .NET, or Java implementations. 

3.1.1 OPC Data Model 

The OPC Information Model is based on a network of nodes, 

known as Full Mesh Network. This network is able to transmit all 

                                                                 

1 https://webstore.iec.ch/searchform&q=iec%2062541 

the meta information and diagnosis data from a machine or device. 

The Data Access methods trigger events, as DataChange, to 

exchange certain information between assets, having its own 

attributes for reading access. These events contain a time 

notification, a message and the severity of the asset. 

3.1.2 OPC Communication 

On the communication layer, the methods from the previous layers 

are transformed into a protocol, serializing/deserializing the data 

and transmitting it over a network. 

Serialization is the process of translating data structures into a 

format that can be stored, transmitted and reconstructed. 

Deserialization is the reverse process of using raw data to 

reconstruct the object model. 

3.1.3 OPC Standards 

A set of standards were released in order to cover all the main 

aspects, OPC UA standards1 refer to:  

• Part 1: Overview and concepts (IEC/TR 62541-1); 

• Part 2: Security Model (IEC/TR 62541-2); 

• Part 3: Address Space Model (IEC 62541-3); 

• Part 4: Services (IEC 62541-4); 

• Part 5: Information Model (IEC 62541-5); 

• Part 6: Mappings (IEC 62541-6); 

• Part 7: Profiles (IEC 62541-7); 

• Part 8: Data Access (IEC 62541-8); 

• Part 9: Alarms and conditions (IEC 62541-9); 

• Part 10: Programs (IEC 62541-10); 

• Part 11: Historical Access (IEC 62541-11); 

• Part 13: Aggregates (IEC 62541-13). 

3.2 Messaging system  

Messaging provides the capability for one system to communicate 

and send a message containing some type of information to another. 

The sender and the receiver don’t need to be aware of each other, 

the message is sent asynchronously.  

 

Figure 1. Typical Messaging System. Adapted from [14] 

 

The Message Channel transmits the message, connecting the 

Sender to a Receiver System. The TCP (Transmission Control 

Protocol) or HTTP (Hypertext Transfer Protocol) channel can be 

used.  

The Message can be sent or received in a textual or in binary format, 

and to successfully transmit it, the content must be encoded for the 

Channel. The receiver system must be able to decode the Message, 

otherwise, the operation will fail.  

The Routing system should provide the sender system, with 

adequate channels to send the message and, also, ensure that the 



   

 

   

 

messages are delivered. For the systems without a common 

message format, they may need of message translation, where the 

receiver is able to decode the message successfully.  

At the destination, the Endpoint is the interface to the 

sender/receiver. 

4. MAINTENANCE-ORIENTED 

IMPLEMENTATION OF STANDARDS 

Ideally, asset information should be seamlessly integrated through 

the different phases of its lifecycle such as design, commissioning, 

operation and decommissioning.  

The MIMOSA (Machinery Information Management Open 

Systems Alliance) is intended to develop consensus and creation of 

data standards, enabling the standard-based interoperability, 

creating Open O&M industries. This aims to encourage the 

adoption of open, supplier-neutral IT (Information Technology) 

and IM (Information Management) standards to provide a context 

for Big Data, IIoT and sensor related data analytics. It aims to 

reduce operational costs, improve interoperability, implement 

design changes, and allow further cooperation among CBM 

systems. 

In order to support on maintenance management, the MIMOSA 

OSA-EAI specification was created. OSA-EAI purpose is to 

facilitate the integration and synchronization of different (or 

proprietary data stores) asset management systems, by providing a 

software and hardware applications that are able to communicate 

and transmit health assessment or other messages between different 

systems, allowing continuous monitoring and maintenance 

management.  

In order to support asset condition management, the MIMOSA 

OSA-CBM specification was created. OSA-CBM purpose is to 

provide specifications and describes which information should be 

moved around and how to move it. It also specifies which data 

should be displayed in the HSI (Human System Interface). OSA-

CBM is the result of an industry initiative from MIMOSA-CRIS 

(Common Relational Informational Schema), IEEE (Institute of 

Electrical and Electronics Engineers) Standards and DUST (Dual 

Use Science and Technology) program, owned by the United States 

Navy.  

This section discusses the exchange of maintenance information for 

maintenance management and the accessibility of data for 

condition assessment. 

4.1 Maintenance Management 

The operation and maintenance tasks are varied, having 

responsibilities in asset management, systems monitoring, 

diagnostics, management, decision support, etc., and is usually 

done recurring to several interacting different systems. This leads 

to overlapping data entities. 

MIMOSA OSA-EAI specification aims to solve the problem of 

applications integration, by: 

• Sharing maintenance and health information between 

systems  

• Creation of a database model to store the same asset 

information 

The MIMOSA OSA-EAI architecture is composed of several layers 

defining the contents of data models, relations and interfaces. It was 

based on the CRIS data model. The XSD (XML Schema 

Definition) was created as a representation of CRIS, defining the 

common format that different data sources systems are able to 

translate. The CRIS data model includes database scripts for 

implementation in Microsoft SQL Server and Oracle, helping on 

the creation of CRIS compatible data sources. 

 

Figure 1: MIMOSA Open System Architecture for Enterprise 

Application Integration (OSA-EAI). 

 

In order to exchange information through various types of 

applications and systems, the OSA-EAI support the XML 

(eXtensible Markup Language) schema files that can be exchanged 

over a variety of communication options, including Tech-DOC 

files (Technical Documentation), HTTP by Tech-XML-Web, and 

SOAP (Simple Object Access Protocol) Web Services by Tech-

XML-Services. The architecture used to build a Web Services 

definition allows the users to manage an SOA (Service-Oriented 

Architecture). To support the data exchange communication 

between different systems and applications, OSA-EAI allows the 

integration of all items and devices, as well as an identification 

nomenclature. 

SOAP is a protocol intended for exchange structured information 

in the implementation of Web Services in devices network. It uses 

XML language for its message format, and it relies on the 

Application Layer protocols, as the HTTP and SMTP (Simple Mail 

Transfer Protocol) for message exchange. 

CRIS data model, using its reference data libraries, allows the 

reference and classification for all assets in a company. 

The complexity of referencing mechanisms and normalization is 

high and may affect their performance. Besides that, the extra 

complexity to allow the exchange of data among multiple different 

systems is high.  

4.2 Asset Condition  

The CBM (Condition Based Maintenance) strategy is intended to 

know the actual condition of systems and helping on decision 

support [5]. To do it, CBM systems require the integration of a 

variety of hardware and software components. In order to provide 

the essential data to the user, the health assessment data of the 

system should be displayed in the human system interface. The 

variety of systems level requirements is vast, including 

communication and integration of hardware and software 

functions. 

Having the problem of the nonexistence of frameworks or 

standards for the application of CBM systems, an industry lead 

team started to solve the interoperability problem in 2001, creating 



   

 

   

 

the MIMOSA OSA-CBM architecture. The costs from proprietary 

software and hardware should be reduced or eliminated from 

competitive industries, adopting solutions for ideas, support and 

interchangeability standards.  

The MIMOSA OSA-CBM is intended to enable asset condition 

data to be processed and communicated in a plug-and-play 

capability. 

OSA-CBM specifications are maintained by a multi-technological 

implementation of UML (Unified Modelling Language) design, 

which is intended to separate the information exchanged in a CBM 

system from the technical interfaces that system integrators use to 

communicate the information. 

MIMOSA OSA-CBM is an implementation of the ISO 13374 

CM&D (Condition Monitoring and Diagnostic) processing 

architecture, where data structures and interface method definitions 

were added in the blocks defined in the standard. 

OSA-CBM facilitates the integration and interchangeability of 

CBM components from a variety of sources. In order to allow the 

communication of systems and devices, these standards permit a 

more cost-effectiveness solution, using Internet and LAN (Local 

Area Network). In short, it specifies the condition monitoring 

information that is moved between devices and how to move it. It 

also has built in meta-data to describe the processing that is 

occurring. 

The MIMOSA License Agreement states that MIMOSA OSA-

CBM standards are distributed under a non-exclusive, royalty-free, 

perpetual license. 

 

 

Figure 2: OSA-CBM functional blocks. Source [15] 

 

The architecture of OSA-CBM has seven layers [16]: 

Layer 1 – Data Acquisition (DA): it transforms the output of the 

sensor signal to a scaled digital representation.  

Layer 2- Data Manipulation (DM): the signal from sensors is 

transformed (calculated, described and identified the feature) and 

processed.  

Layer 3 – State Detection (SD): the received data from the sensors 

is compared with the expected values or operations, generating 

alerts based on thresholds if needed. It assesses the operational state 

of the machine. 

Layer 4 – Health Assessment (HA): it receives data from condition 

monitoring systems and prescribes the health in the monitored 

component. It aims to generate, based on the diagnostics health 

history, operational status and additional information for future 

trends. 

Layer 5 – Prognostic Assessment (PA): it plans and projects future 

operational condition state of the equipment or its Remaining 

Useful Life (RUL), considering different evaluations of future 

usage profiles.  

Layer 6 – Advisory Generation (AG): it recommends different 

actions related to maintenance as a possible consequence related to 

each alternative, taking into consideration operational history, 

present and future estimations, being piece of useful information 

for decision support.   

Layer 7- Technical Displays and Information Presentation is in 

short, a Presentation Layer. It is made using a human system 

interface, displaying the health condition of the machine. The 

displayed system goes from the Layer 1, collecting the data, going 

through all the layers, transforming, assessing health, prognosing 

and producing data that help on the decision, until the presentation 

of it to a human. 

5. WIRELESS TECHNOLOGIES  

The communication of a message between sensors and users aims 

the exchange of data, that can be done through wires, wireless, 

optical fibres or Fieldbus [17]. With the development of 

communication technologies, the systems are becoming less 

complex with higher flexibility and cheaper. 

The wireless communication is being used in industrial and home 

markets. Some technological barriers, as power consumption and 

distance, need to be taken into consideration when installing these 

technologies. 

Despite the several advantages of wireless technologies, they have 

some disadvantages. Wireless channels are likely to error, and 

information loss is unavoidable. The radio signals decrease with the 

distance between the transmitter and the receiver. Furthermore, 

waveforms propagate from the transmitter in multiple directions 

and may undergo reflection, diffraction or scattering. 

Several types of wireless communication exist to serve different 

purposes and requirements, such as cost, frequency, capability, etc.  

Problems as the Power Supply, Interface Immunity, Data Security, 

Reliability and Fault Tolerance, Throughput, Operational Range, 

Cost and Support should be taken into consideration when to 

choose the best solution.   

The wireless networks can be divided into different categories, 

depending on the size of the physical area that they cover.  

• Wireless Personal Area Network (WPAN); 

• Wireless Local Area Network (WLAN); 

• Wireless Metropolitan Area Network (WMAN); 

• Wireless Wide Area Network (WWAN). 

5.1 Wireless local area network 

IEEE 802.11 standards are widely used in the industry using the 

standards IEEE 802.11a, 802.11b and 802.11g. It specifies physical 

and medium access layers. IEEE 802.11 standard allows the 

creation of a network infrastructure, that makes use of wireless 

stations to connect access points, communicating within its 

transmission range. Information as of the Service Set IDentifier 

(SSID), time stamp and other information, can be accessed easily.  

Improvements have been done to IEEE 802.11, taking into 

consideration the quality of the service (802.11e), power control  



   

 

   

 

(802.11h), mesh networking (802.11s), roaming (802.11r), external 

interworking (802.11u), vehicular (802.11p) and throughput 

(802.11n). 

The IEEE 802.11a is a standard used on the physical layers using 

the 5 GHz frequency band and offering rates from 1 Mbps to 54 

Mbps [18]. 

The IEEE 802.11b standard is mainly indoor range (up to 30m at 

11 Mbit/s up to 90m at 1Mbit/s). It uses 2.4 GHz ISM2 frequency 

band and supports different data rates. The eight available data rates 

are, 6, 9, 12, 18, 24, 36, 48 and 54 Mbps. Its transmission range can 

be calculated depending on its modulation technique and the data 

rate that is used. Its performance is related to the distance to the 

access point. Higher the distance, less the performance [19]. 

5.2 Bluetooth Technology 

Developed by an industry group called Bluetooth Special Interest 

Group (SIG), Bluetooth is a WPAN standard, derived from the 

IEEE 802.15.1 stack. It was originally designed to eliminate cables 

between small devices. Bluetooth was designed to focus on the low 

energy consumption, with a small size and lightweight device, 

exchanging data between Bluetooth capable devices inside a certain 

range. It operates in the 2.4 GHz ISM band, which is globally 

available for license-free use. It also has good immunity against 

other sources of interference in the 2.4-GHz band. Using a simple 

modulation technique, it has a data rate of 1 Mbps and using more 

complex modulation techniques, it can optionally archive 2 and 3 

Mbps. The transmission range is usually 10 to 100m, depending on 

the power of Bluetooth devices. 

As disadvantage, its limited short distance communication makes 

an inappropriate technology for Wireless Sensing Network (WSN) 

[20]. 

5.3 ZigBee 

Developed by the ZigBee alliance, this wireless standard defines a 

ZigBee stack with network and application layers above the IEEE 

802.15.4 stack, offering both physical and Medium Access Control 

(MAC) layers. The ZigBee is intended for low data rate wireless 

solutions with minimum complexity, having a low power 

consumption. As the main advantage, compared to Bluetooth, 

ZigBee supports a higher number of nodes (using 64-bit address 

space) within a star, mesh and cluster tree networks. The ZigBee is 

intended to short range communication (around 10m with data rate 

of 250 Kbps) due to its excellent energy consumption on physical 

and MAC layers. 

5.4 UWB Technology (IEEE 802.15.3) 

The UWB (Ultra-WideBand) technology allows the short-range 

connection, optimizing the wireless data exchange communication 

between devices. The high-speed connection is the main advantage 

of UWB, delivering high speed connection of 480Mbps. Its 

frequency range varies from 3.1 to 10.6 GHz, having the best 

immunity to interferences, compared to other wireless 

technologies. This immunity performance is due to the use of 

spread-spectrum modulation techniques. The required power 

consumption by UWB on portable devices is low, making a good 

technology for certain areas.  

As a disadvantage, UWB has limited range (up to 10 meters) 

compared with Wi-Fi technologies. [21] 

6. DISCUSSION 

6.1 Communication Standards 
Comparing OSA-EAI (for asset management) protocol with the 

OPC, it becomes clear that it is necessary a message protocol to 

standardize the interface between systems on the factory floor and 

EAM (Enterprise Asset Management) systems. The OPC 

standardizes the interface among all different devices on the factory 

floor, allowing the access of data in real time. In order the EAM 

systems are able to do the same, there is a message protocol, in case 

of, for example, the automatic creation of Working Orders, to audit 

the performed work and work history. Each EAM supplier has its 

own database implementation, so, the main interest was mainly 

focusing on the message layer, rather than in an additional storage 

layer. The service specification from the Web Tech-XML XSD and 

Tech-XML-Services makes the message layer difficult for 

integration. Furthermore, the present solutions can leverage the 

web-services communication based on Tech-XML to link not only 

the EAM systems but also to improve the CRIS database to 

standard reports. The suppliers are now frequently creating 

monitoring tools and reliability reports based on CRIS database, 

making easier the connection of EAM proprietary systems to report 

elaboration. 

Nowadays, the EAM systems have some compliance with these 

protocols, which are stated below:  

• The main EAM systems available on the market are SAP, 

Maximo DataStream and Indus. This system has MIMOSA 

based adapters, allowing the compatibility of the EAM 

systems with MIMOSA protocol. With the connectivity of all 

EAM system, online monitoring becomes possible, giving 

enterprises a full control of the asset operational condition. 

The interoperability of systems allows the enterprise to do 

internal benchmarking, once the data is fully integrated in one 

system. 

• However, the connection of the EAM systems with the 

MIMOSA/OPC protocols is done by proprietary drivers, 

which do not guarantee the compatibility among different 

EAM systems. In addition, no devices were found to allow the 

integration of sensors and IoT devices with transparent 

communication with EAM systems. This aspect emphasises 

the importance to solve it, developing a device that creates the 

interface between IoT sensors and EAM systems, allowing 

condition monitoring. 

6.2 Open challenges 
CBM system’s suppliers verified that the integration on different 

interfaces was not possible among different systems, so they started 

to develop proprietary interfaces. This way, when a company buys 

some CBM system product, it needs to be sure that it supports the 

system already installed on the factory floor. Besides that, when it 

receives new updates, the interfaces may be not compatible with 

the product, making the client dependent on the supplier. There is 

a lack of open standardized solutions targeting interoperability in 

enterprise’s CBM systems. 

Two alternatives to develop such solutions could be to develop a 

customized set of interfaces for each application or to create a 

standard bridge for data exchange. The latter will provide 

enterprises with more flexibility to adapt the software for their own 

challenges, assuming that the suppliers agree to follow with the 

same standard bridge.  

 



   

 

   

 

We suggest that such bridge would follow the Open O&M, 

MIMOSA, OPC Foundation and the ISA SP95 commission. 

MIMOSA provides asset management related with information 

standards, ISA provides automation standards and the OPC 

Foundation provides data acquisition and communication 

standards.  

7. CONCLUSIONS 
This paper presents a state-of-the-art review of the existing 

standards and technologies of open-source communications 

protocols and systems, which enables eMaintenance solutions in 

the industry. In the context of a global industry, the monitoring of 

equipment’s condition, production, overall performance and 

quality is fundamental. It is just possible, with the implementation 

of an integrated and interoperable monitoring system, to allow the 

communications among all equipment and facilities. The 

proprietary systems of communication are being a threating for all 

the maintenance actors, creating an interoperability barrier. This 

barrier can be overcome, based on the discussion, through the 

implementation of open communication protocols and systems. 

The interoperability problem is having a lot of allocated efforts by 

both academia and the industry to solve it. The reason is that the 

interoperability is essential for both operations and maintenance, 

and it plays an essential role in effective decision making. These 

tools and solutions enhance the effectiveness of the maintenance 

subject in the enterprise context. 
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