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ABSTRACT 
This paper discusses challenges which need to be addressed by the 

maintenance community such as availability of Big Data 

solutions, data connectivity and efficient enterprise 

communications. Addressing such challenges will increase 

enterprise revenue due to improved availability and reliability.  
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1. INTRODUCTION 
The current Industry revolution Industry 4.0 is characterized by a 

high level of digitalization and access to information. Pervasive 

computing and data are transformative technologies which are 

shaping the future industry. In this context the concept of 

eMaintenance raises as important, where the traditional “run to 

failure” approaches are gradually being substituted by predictive 

maintenance.    

 

This digital transformation leads to improved connectivity within 

enterprises, where facilities and employees are able 

to communicate across different layers of the organization. It is 

paramount to grab this opportunity given by Industry 4.0 and 

transform maintenance solutions in order to achieve e.g. increased 

useful life of the assets and performance in terms of Reliability, 

Availability, Maintainability and Safety (RAMS).  

 

An emerging technology to be discussed in this paper is the 

Digital Twin, which is currently at the peak of Gartner Hype 

Cycle and therefore holds large expectations from industry 

stakeholders.  

 

This paper is structured as follows. Section 2 defines 

eMaintenance technologies and discuss the current Industry 

revolution, which triggered the digitalization and enabling 

environment for E-Maintenance. Section 3 discusses data 

connectivity challenges in industry. Section 4 discusses 

advantages of Digital Twins for maintenance purposes. Section 5 

discusses data connectivity challenges in particular relation to 

digital twins. Finally, Conclusions are given in Section 6.  

 

 

2. Background 
 

2.1 Industry 4.0   
The first three industrial revolutions where the result of 

mechanisation, electricity and IT respectively (see [1]), whilst the 

current Industrial Revolution 4.0 results from boosted 

digitalization. 

The current Industrial Revolution Industry 4.0 is a vision 

sponsored by the German government in relation to advanced 

manufacturing (see [2]). Industry 4.0 is characterized by the 

introduction in the manufacturing environment of: Internet of 

Things (IoT), Cyber Physical Systems (CPS), Information and 

Communication Technology (ICT), Enterprise Architecture (EA) 

and Enterprise Integration (EI) (see [3]). 

An industry composed by interconnected machines which learn 

from each other and make correct decisions is envisioned in 

Industry 4.0. As stated in [4]: “New technologies, especially 

information technology and information techniques, organization 

and logistics are implemented in modern business a system, which 

has led to new ways of production, new ways of doing business 

and better service activities in the sphere of industrial 

production.” Any smart factory consists of the following major 

parts to ensure its performance machine sensors, machine to 

machine connections, factory connection to back office and 

factory to factory connection. 

2.2 eMaintenance 
The term eMaintenance has appeared in the early of 2000. This 

new term was a result of the emerged e-technologies. These 

technologies have imposed “a new way of thinking” about 

maintenance, considering openness, integration and collaboration 

with other services of the e-enterprise (see [5]). 

Many are the emerging technologies from which eMaintenance 

benefits, such as cloud computing, Data and Information Fusion, 

Cyber physical systems, Artificial Intelligence, Industrial Internet 

of Things (IoT), Databases, Computerized Maintenance 

Management System (CMMS), Digital Twins, Prognostics and 

Health Management (PHM), Information and Communication 

Technologies (ICT), Condition Monitoring and Digitalization in 

Industry 4.0 (see [4]). 

It is worth to mention also that the concept of E-Maintenance has 

built its progression based upon many existed maintenance 

concepts, such as RCM (reliability-centered maintenance), TPM 



(total productive maintenance), BCM (business-centered 

maintenance), ILS (integrated logistic support) and LSA ( logistic 

support analysis) (see [6]). 

 

 

3. Data Connectivity 
Modern smart factories (see [7]) include the following instances 

of data connectivity:  

• Data acquisition. Collecting data correctly with reduced 

need for human interaction has opened the door for higher 

speed, more efficiency and less human errors. An example is 

the PulpEye product for the Pulp & Paper industry, which 

allows to produce online measurements of pulp properties 

such as freeness which would otherwise need to be measured 

by manually collecting samples and taken them to the lab for 

further analysis.  

• Machines connected to back office. This type of connection 

reduces the amount of paperwork and at the same time 

increases the customer’s satisfaction, where customers are 

potentially able to order the item with information not only 

on the product stock but also on the production line.  

• Machine to machine connections. Connecting the 
machines with each other’s boosted the production to 
be more effective and more intelligent. For example, a 
machine that becomes self-aware of its malfunction 
may directly inform about its condition to other 
machines which will react accordingly to e.g. take safety 
measures or modify operation to reduce the waste of 
material.  

• Factory to factory connection. Large enterprises may have 

several facilities geographically distributed even across 

countries which produce different sub-products to be 

combined in a single product (see [8]). This new method of 

production imposes the important to connect all different 

lines, which are located in different countries, to work as a 

one unites. So, any change in any particular machine, would 

launch a set of a preset automatic actions to the whole 

production line to all company branches. 

Important issues to tackle in relation to data connectivity are:  

• How to make use of the available data through Big Data 

solutions to enhance decision making in maintenance.   

• Interconnection between machines which perform condition 

assessment and communicate within each other to adapt to 

e.g. malfunctions.    

• Efficient communication within and between enterprises 

reducing communication and decision delays during e.g. 

management decisions and procurement.    

• How to make fuse data from different sites within the 

company for supporting global decision making within the 

corporation.    

• Unprecedented difficulties, in the integration process, while 

using a digital model to enhance all the equipment's 

performance, employees' skills and enterprise's net revenues.  

• The deep need to think, in a quite different and creative way 

to transfer the idea into reality.  

 

To the best of our knowledge, there are other significant 

challenges which have not been received significant attention yet, 

such as:  

• The evaluation of data quality at the moment of 

insertion on a network, considering both the 

informativeness of the data and its security. 

• The digital capture of unwritten activity details, 

judgments and partial decisions in the engineers’ daily 

life’s. 

• The study of the societal impact and acceptance of such 

technologies in next generations of engineers, managers 

and workers in general.  

 

 

4. Advantages of Digital Twins in 
eMaintenance 
 

Industry 4.0 builds upon the pervasively of data collection at 

every step of production, management, and post-salves services. 

One of the visions of Digital Twins (DTs) is that they will be 

equipped with the ability to process large amount of information 

across the enterprise and perform simulations of alternative 

scenarios in order to provide with recommendations. Some Digital 

Twins are also equipped with the capability to predict qualities of 

the final product and provide with recommendations on e.g. 

operation and maintenance (see [9]). Such recommendation 

should also consider environmental factors such as market 

fluctuations, reduction of use of natural resources, and reduction 

of emissions.  

 

 

Figure 1. Collaboration across products, environment and useful 
recommendations to obtain optimum cycle 

Digital twin also can provide the decision maker all the following 

information and further more are coming in the very near future. 

 



Manufacturing 
information 

Products 
maintenance  

Transportation 
information 

Customers 
feedback  

Budget /net win Employees 
condition 

Predicted future 
(comparing with 
current condition) 

General 
recommendations  

Predicted future 
after taking the 
recommendations  

 

Table 1: information platform to support decision making 

 

Three major advantages of DTs in maintenance applications have 

been identified during this survey work.  

Firstly, there is a benefit in the maintenance procedures that are 

related to the facility itself. Using DTs’ capabilities to arrange and 

set maintenance activities, enhance equipment performance and 

facilitate decision making (see [10]). All these capabilities often 

require an advanced digital model for sensitive equipment with a 

hierarchical decomposition down to significant equipment parts. 

Some benefit are the digital testing of new parts with e.g. different 

materials, and the prediction the remaining useful life based on 

model updates. The resulting indications have to be reported to 

the adequate person both under request and there has to be 

mechanisms which trigger information delivery under 

circumstances such as imminent failure of critical components.  

 

Secondly, the maintenance procedures related to the product. 

Where DTs can be provided with the ability to acquire and 

process data related to consumer satisfaction from e.g. industrial 

network websites, social media and customers feedback placed 

e.g. at the web of retailers. Such data can be utilized for taking 

decisions upon the improving product properties in relation to 

their durability and maintainability, and to plan post-sales 

maintenance services (see [11]). For example, taking the feedback 

from a certain company about the faced difficulties of removing a 

bearing from a compressor’s crank shaft with the some 

explanations about the recommended solutions, allows the digital 

twin to make a virtual simulation and make some adjustments on 

the production process to eliminate or to facilitate the 

maintenance problem in the real world. An obvious challenge is 

the semantic interpretation from the DT of such consumer 

feedback. A more simplistic solution is to provide with 

appropriate interfacing between humans and DTs in order to allow 

humans to access and exploit the simulation and decision-making 

capabilities of DTs in relation to purpose-oriented requirements.  

 

Finally, DT applications include teaching and enhancing the work 

team’s performance. The abilities of maintenance staff can be 

reinforced, and new abilities can be acquired by training in a 

virtual environment which accurately reflects the plant.  Such 

virtual environment can overcome several different barriers in 

relation to the replication of particular process conditions which 

would be expensive, dangerous or unprobeable to be reproduced 

in the real process (see [12]). Both during virtual training and 

during maintenance services supported by DTs, adequate 

strategies for information deliver to workers play a very important 

role both in the training process and in maintenance efficiency 

(see [13]). 

Furthermore, digital twins usually offers a bunch of suggestions to 

improve the chosen training conditions, through collecting data 

from the global network for a similar real conditions that hade 

happen in the past at different places around the world, and show 

the all related results (see [14]). So, the simulation in the 

maintenance training would accelerate the learning process for all 

new workers, reduce all related costs for preparing a training 

session and provide the opportunities for self-trainer improvement 

“design thinking” by analyzing the provided suggestions from the 

simulation program and analysis them.  

For further state of the art studies on Digital Twins, the reader can 

refer to [15].  

 

 

Figure2.  The process of using a virtual model 

 

 

5. Data Connectivity Challenges in 
Digital Twins 

 
Some data connectivity challenges in relation to DTs have been 

satisfactorily resolved in the literature, while others are still open 

problems such as difficulties in the exchange of information 

between companies, organizations or even countries. There is 

therefore a gap in scaling DTs for their application in the so called 



geographically distributed cyber-physical systems of systems 

(CPSoS) (see [16]). 

Another important challenge is the absence of unified form to 

standardize all the data input and access. Where companies 

nowadays are using different documentation programs to record 

and display data in completely different ways. This data and 

communication heterogeneity exists not only between 

organizations but also within organizations themselves. This 

makes data aggregation complicated and time consuming when 

performed by humans and hinders the automation of data 

aggregation by Digital Twins. A good survey for different 

architectures for data sharing in DTs is published by [17]. 

 

6. Conclusion 
 

eMaintenance technologies have been improved during the last 

years, driven by the latest technology inventions. The old methods 

of maintenance actions have been shifted from correcting to 

predicting. 

Industry 4.0 is the environment where new transformative 

technologies such as Digital Twins emerge and uplift industry 

competitiveness to an unprecedent level. Digital Twins have the 

potential to enable self-developed products, self-developed 

operational processes and enable virtual training of maintenance 

teams for tackling hypothetical situation.  

Modern companies strive to achieve less manufacturing problems 

and high/quality products, but also to build teams which are 

capable of solving the upcoming challenges. A major question 

which has to be answered is how we can prepare a new class of 

workers, engineers and managements that are able to accept and 

adopt the growing tendency towards information technologies.  
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