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Abstract

Belief rule-based expert systems (BRBESs) are widely used in various domains which
provide an integrated framework to handle qualitative and quantitative data by address-
ing several kinds of uncertainty. The correctness of the data significantly affects the
accuracy of the BRBESs. Learning plays an important role in BRBESs to upgrade their
knowledge base and parameters values, necessary to improve the accuracy of prediction.
In addition, comparatively larger datasets hinder the accuracy of BRBESs.

Therefore, this doctoral thesis focuses on four different aspects of BRBESs, namely,
the accuracy of data, multi-level complex problem, learning of BRBES, and accuracy of
prediction for comparatively large dataset.

First, the accuracy of data acquisition plays an important role, necessary to ensure ac-
curate prediction in BRBESs. Therefore, the data coming from sensors contain anomaly
due to various types of uncertainty, which hampers the accuracy of prediction. Hence,
anomalous data needs to be filtered out. A novel algorithm based on belief rule base for
detecting the anomaly from sensor data has been proposed in this thesis.

Second, BRBESs can be considered to handle the multi-level complex problem like
the prediction of a flood as they address different types of uncertainty. A web based
BRBES was developed for predicting flood which provides better usability, allows han-
dling of larger numbers of rule bases, and facilitates scalability. In addition, a learning
mechanism for multi-level BRBESs has been developed by taking account of flooding,
considered as an example of a complex problem. This learning mechanism for multi-level
BRBES demonstrates promising results in comparison to other machine learning tech-
niques including, Long Short-term Memory (LSTM), Artificial neural network (ANN),
Support Vector Machine (SVM), and Linear regression.

Third, different optimal training procedures used to support learning in BRBESs.
Among these, Differential Evolution (DE) appears performing better in comparison to
other evolution algorithms, including Particle Swarm Optimisation (PSO) and Genetic
Algorithm (GA). However, DE’s performance depends considerably in assigning near-
optimal values to its control parameters. Therefore, an enhanced belief rule-based adap-
tive differential evolution (eBRBaDE) proposed in this thesis with the capability of ensur-
ing balanced exploitation and exploration in the search space by providing near-optimal
values to the DE’s control parameters. The capability of accurate prediction of eBRBaDE
has been demonstrated by taking account of power usage effectiveness (PUE) of data-
centre in comparison to other evolutionary algorithms used in BRBESs optimal training
procedures.

Fourth, the recent advancement of sensor technologies enabled acquiring of a huge
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amount of data. In this context, deep learning appears as an effective method to process
this huge amount of data. However, this high volume of data contains various types of
uncertainties, including vagueness, imprecision, randomness, ignorance and incomplete-
ness. Hence, an enhanced deep learning approach, named BRB-DL, has been developed
by integrating BRBES, allowing the improvement of prediction accuracy, especially in
case of a large dataset. The applicability of this BRB-DL has been carried out by con-
sidering a large amount of air pollution data to predict the air quality index (AQI) of
different Chinese cities.

In the light of the above, it can be argued that the novel anomaly detection algorithm
proposed in this thesis enables the removing of anomalous data. The proposed learning
mechanism for multi-level BRBES allows handling of the multi-level complex problem.
The optimal training procedure, named eBRBaDE, enabling determination of optimal
learning parameters of BRBESs and finally, the integration of deep learning with BRBES
allows to handle large data set.
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Chapter 1

Introduction

This chapter introduces the thesis and describes the motivation. A brief description of
the use case scenarios considered for evaluating various proposed methods are presented
in this chapter. Research methodologies and thesis contributions are also discussed in
this chapter.

1.1 Introduction

The Internet of Things (IoT) and cloud services have evolved from the recent advance-
ment of computer technologies. Innovation and standardization of wireless technologies
like ZigBEE, IEEE 802.15.4, IPv6 over Low Power Wireless Personal Area Networks
(6LoWPAN), and LoRA have made deployment of sensors and data collection compara-
tively easy. As a result, large amounts of data are generated which triggered the develop-
ment of data centres containing high end servers to store and process data. These helped
in making cloud services popular. Furthermore, pattern recognition, classification, and
prediction are becoming popular due to the advancement of machine learning methods.
However, accurate prediction using real-world data is considered as a challenging task for
various machine learning methods. These large amounts of data contain various uncer-
tainties such as imprecision, incompleteness, ignorance, ambiguity, and vagueness. Belief
Rule-Based Expert Systems (BRBESs) constitute an integrated framework, consisting of
belief rule base as the knowledge representation schema and Evidential Reasoning (ER)
as the inference engine, facilitating addressing various types of uncertainties.

The data acquired by the sensors may be erroneous and duplicate because of the
presence of inconsistency, resulting from resource constraints (such as memory limitations
of computational units, low communication bandwidth, and a shorter lifetime of battery
power of sensor devices). Moreover, the sensor devices are vulnerable to malicious attacks,
which could also be considered as the source of erroneous data. Therefore, the presence
of duplicate, inconsistent, noisy, incorrect, and inaccurate data are the sources of various
types of uncertainty, including incompleteness, ignorance, vagueness, imprecision, and
ambiguity [1]. The presence of uncertainty with the sensor data, resulting from the
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factors mentioned above, may cause an anomaly in the sensor data. Hence, the data
becomes unreliable for prediction. Therefore, a method is required, capable of addressing
different types of uncertainty, for filtering out this anomalous data before feeding it to
any system for prediction.

Humans are helpless in the hand of natural disasters. In this situation, the accurate
prediction of the occurrence of natural disasters would play an important role to save
human lives and huge amount of resources. However, the accurate prediction of the oc-
currence of such an event becomes difficult since it involves large amounts of erroneous
data. Flooding is considered as of the most catastrophic forms of the natural disasters. In
comparison to other natural disasters, flooding causes the highest number of fatalities as
well as the greatest economic damage [2]. Therefore, an early flood prediction system will
help in taking necessary measures to reduce the effect of flooding. Usually, meteorolog-
ical, topographical, geological, river characteristics, and human activities are considered
as the major factors of flooding in an area [3].The accurate prediction of flooding requires
the measurement of these factors. These data mainly consist of: the amount of rainfall
and its duration; the velocity of the river flow; the river water level, slope, aspect, and
catchment area; and human activities. Some of these data types are quantitative and
others are qualitative in nature. For example, the amount of rainfall can be consid-
ered as quantitative data, while human activities can be considered as qualitative data.
Therefore, an integrated framework is necessary, which should be able to process both
quantitative and qualitative data, enabling the accurate prediction of flooding. These
data can be collected by using different sources, such as sensors, by interviewing people,
by studying historical records as well as literature survey [4]. Sensors are generally used
to collect data, such as rainfall, river water level, and river water flow. Historical records,
surveys, and pieces of literature are used to collect data on human activities, such as
unplanned infrastructure, deforestation, and the characteristics of the river catchment
area. Usually, expert systems are helpful where the events under investigation change
rapidly and their prediction cannot be made in advance. Flooding can be considered as
an example of such an event, which has the highest capability to bring sufferings to the
human beings.

The performance of a BRBES can be improved by training its various learning pa-
rameters (such as rule weights, attribute weights, and belief degrees of the belief struc-
ture). This training procedure can be considered as a learning mechanism of BRBES.
Usually, these learning parameters are set by the experts, which may not be accurate
for large datasets, resulting in imprecise results. Therefore, to improve the accuracy of
BRBESs, different optimal training procedures have been used to support their learning
mechanisms [5, 6, 7, 8, 9, 10]. Different optimal training procedures (such as Sequential
Quadratic Programming, Particle Swarm optimisation (PSO), and Differential Evolution)
have been used as learning mechanisms in BRBES. Sequential quadratic based optimal
training procedures are used for parameter optimisation, which tends to get stuck in
local optima instead of finding global optima in search space. Evolutionary algorithms
like Particle Swarm optimisation (PSO) and Differential Evolution (DE) overcome this
problem by randomly searching from different points of the search space. Among var-
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ious evolutionary algorithms, DE performs better as an optimal training procedure for
BRBES due to its optimisation strategy [11]. Exploitation and exploration are the two
main components of the DE. Exploitation is the process of generating a new solution
using the information from the current focus area of the search space [12]. Exploration
helps to explore the search space more, which helps in avoiding getting stuck in local
optima. However, the control parameters such as mutation (F ) and crossover (CR) play
a significant role in finding the global optima of a solution [13]. Determining the near
right values of F and CR are very difficult and challenging [14]. Usually a trial-and-error
based procedure is used to find the optimal values of the control parameters, which is
time-consuming. Furthermore, the objective function becomes uncertain or noisy due to
the unanticipated behaviour, malfunction of devices, and the presence of randomness in
the problem domain. Therefore, a method is required to address which can predict F
and CR, while ensuring optimal balance of exploration and exploitation and addressing
the uncertainty of the objective function.

Nowadays, deep learning methods are becoming popular due to its capability of han-
dling large amounts of raw data. However, Deep learning methods lack in addressing
uncertainty, since it is based on neural networks, inherently limited in addressing un-
certainty [15]. Furthermore, BRBES’s performance degrades while using large amounts
of data. Therefore, an integration of Deep Learning methods with BRBES will help to
increase the accuracy of performance while addressing uncertainty of data.

1.2 Motivation of the Thesis

At present, climate change is considered as an important phenomenon. The flooding from
sea level rise due to climate change will cost around one trillion USD per year for coastal
cities alone by 2050 [16]. Flood is considered as the most catastrophic among the natural
disasters, Nowadays, sensors are used to collect different types of data automatically
from large areas. Sensor data contains anomalies due to the presence of different types
of uncertainty such as imprecision, incompleteness, ignorance, ambiguity, and vagueness.
This anomaly hampers the accurate prediction of BRBES. These erroneous data need to
be filtered to get higher prediction accuracy from BRBES. According to Gnecco et al.
[17], anomalies are patterns in data that do not conform to a well-defined notion of normal
behaviour. There are different techniques of anomaly detection, based on the model used;
these are parametric (statistical) and non-parametric model-based anomaly detection
techniques [18]. In parametric techniques, data is analysed using a density distribution.
The data which has low relevance with the distribution is considered as anomalous.
Multivariate Gaussian is an example of a statistical anomaly detection technique, which
works well when the distribution of the data is known. However, this is not the case with
sensor data. Rule-based techniques are examples of non-parametric approaches, where
rules are generated based on the data. Each of the rules is given a weight based on the
frequency of the rule in data, and the anomalous data is detected using some threshold
value. Association Rule mining [19] and Fuzzy Rule Base Association Rule mining [20]
are examples of rule-based techniques. However, these rules do not take into account
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the uncertainty phenomena of sensor data. Therefore, an anomaly detection algorithm is
needed which can address different types of uncertainty, associated with the sensor data.

Various studies have been carried out related to the prediction of flood [21, 22, 23].
Seal et al. [22] and Sehgal et al. [24] proposed flood prediction models based on Linear
Regression. However, the dataset with multiple types of data are hierarchical in nature
and hence, they are non-linear. Therefore, the Linear Regression model is not appropriate
in this context. Theera-Umpon et al. [23], Yu et al. [25], and Han et al. [26] used one of
the popular learning techniques, named Support Vector Machine (SVM), for predicting
the flood water level. However, Linear Regression and the SVM method both failed to
address uncertainty in data as they do not have any mechanism to address uncertainty.
Furthermore, Mitra et al. [21] and He et al. [27] used Artificial Neural Networks (ANNs)
for flood prediction. These techniques act like a black box, where the rational and logical
reasoning cannot be examined, as the effects of intermediate layers are not visible [28].
Therefore, a method is required, which can handle both qualitative and quantitative
data and their associated uncertainties in an integrated framework to predict flood in a
reliable way.

Learning plays an important role in improving the accuracy of BRBES. Yang et al. [5]
has shown that the performance of BRBES can be improved if various learning parameters
(such as rule weights, attribute weights, and belief degrees of the belief structure) are
trained using data. Yang et al. [5] first proposed an optimisation model for BRBES. Chen
et al. [29] improved it by adding utility values as one of the learning parameters. Zhou
et al. suggested Clonal Selection Algorithm (CSA) as an optimal training procedure due
to its success in achieving the near-optimal solution for problems with non-linear and
continuous search space. Besides, other evolutionary algorithms, like Particle Swarm
Optimisation [30] and Differential evolution (DE) [6, 10] were used for the optimisation
of BRBES, where DE performed better than the others. Yang et al. [10] also came up with
a joint optimisation algorithm for BRBES. A heuristic algorithm was used for structure
optimisation and a DE algorithm used for parameter optimisation. This study shows the
efficiency of DE for parameter optimisation of BRBES. However, discovering the closer
optimal values of the control parameters of DE is not always easy. Most of the studies
have used single level BRBES. However, BRBES requires a multi-level hierarchical Belief
Rule Base for multi-dimensional complex problem like flooding. Therefore, a learning
mechanism is needed for multi-level BRBES.

The performance of Differential evolution (DE) is influenced by their control parame-
ters such as mutation (F ) and crossover (CR) factors. Determining the near right values
of F and CR are very difficult and challenging [14]. Furthermore, there is a lack of
general theories about the relation between the values of control parameters and the
performance of DE [31]. Therefore, usually a trial-and-error based procedure is used to
find the optimal values of the control parameters, which is time-consuming. However,
there has been growing interest in developing algorithms to predict the values of control
parameters of DE [14]. There have been several attempts to determine the near right
values of the control parameters for DE [32, 33, 34]. Among different approaches, adap-
tive parameters control is one of the suitable mechanisms to determine the near right
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values of the control parameters for DE due to its simplicity. Liu et al. [35] proposed an
adaptive mechanism to discover optimal values for F and CR for DE using the fuzzy logic
controller (FLC). Leon et al. [36] proposed a new adaptive algorithm based on the greedy
algorithm, named greedy adaptive di↵erential evolution (GADE). Tanabe et al. [37] pro-
posed a new adaptive DE, named L-SHADE, where the control parameters are selected
based on the success-history of F and CR. Furthermore, they introduced a mechanism
for reducing the population size during each iteration. However, the above-mentioned
mechanisms do not have any method to address the uncertainty of the objective func-
tion. Therefore, a method is required which can determine the optimal values of F and
CR, by ensuring an optimal balance between exploration and exploitation as well as by
addressing the uncertainty of the objective function.

BRBES is incapable of predicting accurately when large amounts of data are consid-
ered. Deep Learning methods are e↵ective for solving pattern recognition and regres-
sion problems due to its ability to process large amounts of raw data [38]. However,
Deep Learning lacks the capability of addressing di↵erent types of uncertainty, since it
is based on neural networks, inherently limited in addressing uncertainty [15]. Chang et
al. [15] and Deng et al. [39] have integrated Fuzzy systems with Deep learning methods.
These new methods showed better results compared to Deep Learning methods for large
amounts of data due to Fuzzy systems’ inherent capability of addressing uncertainties due
to imprecision, ambiguity, and vagueness. However, Fuzzy systems cannot address uncer-
tainty due to incompleteness and ignorance, where BRBES can. Furthermore, BRBES
lacks the capability of integrating associative memory in its inference procedure since
most of the operations are multiplication, summation, and division based. Therefore,
a method of integrating associative memory based Deep Learning method with BRBES
will enable handling of large amounts of data under uncertainty.

1.3 Research Questions

The aim of this thesis is to advance the BRBES’s inference and learning framework by
developing various learning and inference mechanisms, enabling the accurate prediction
by taking into account various types of data. In doing so, it is necessary to develop an
anomaly detection algorithm allowing the removal of anomalous data and facilitating the
improvement of prediction accuracy of BRBES. It is also necessary to equip the BRBES
with an inference and multi-level learning mechanism to handle multi-level complex prob-
lems. Furthermore, an enhanced learning mechanism is needed to determine the optimal
values of the learning parameters and the structure of BRBES by ensuring the balance
between exploration and exploitation in the search space. Finally, improving BRBES’s
inference procedure by incorporating accurate calculation of activation weights, enables
it to handle large amounts of data with uncertainty. Hence the above can be fulfilled by
achieving the following objectives:

1. Investigate the anomalous data and develop an anomaly detection algorithm for
sensor data.
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2. Investigate various complex problems to develop an inference and multi-level level
learning mechanism.

3. Explore various types of optimal training procedures to develop a learning mecha-
nism to determine the optimal learning parameters and structure of BRBES.

4. Investigate Deep Learning approaches to incorporate associative memory based
methods within BRBES to handle large amounts of data with uncertainty.

By taking into account the above objectives, the following research questions have
been identified:

1. How can anomalous data be detected from sensor data?

This research question aims at addressing the detection of anomalous data from the
sensors to predict flood more accurately considering di↵erent types of uncertainty.

2. How to develop an easily accessible expert system for complex problems, like flood,
while considering the uncertainty of data?

This research question addresses how to develop an easy accessible flood prediction
expert system, which takes into consideration di↵erent types of uncertainty.

3. How to incorporate learning for multi-level BRBES?

The optimal value of learning parameters can be achieved in BRBES by using learn-
ing algorithms. Furthermore, various studies have shown that joint optimisation of
structure and parameters of BRBES improves the prediction accuracy. However,
most of these studies focus on single level BRBES. A multi-level BRBES is used for
multidimensional complex problems, like flood. Therefore, a method is required to
incorporate learning for multi-level BRBES.

4. How to determine optimal values for the control parameters of Di↵erential Evo-
lution by ensuring the balance between exploration and exploitation, enabling the
improvement of learning capability of BRBES?

The control parameters play an important role for Di↵erential Evolution to dis-
cover an optimal solution from the search space. These parameters control the
exploration and exploitation of Di↵erential Evolution. Furthermore, due to the
unanticipated behaviour, malfunction of devices, and the presence of randomness
in the problem domain the objective function causes various types of uncertainty.
Therefore, a learning mechanism is needed for BRBES, which can ensure optimal
balance between exploration and exploitation, while addressing uncertainty of the
objective function.

5. How to incorporate associative memory with BRBES to improve prediction accu-
racy?
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BRBES’s accuracy of prediction suffer for large amounts of data, where Deep learn-
ing methods show promising results. Furthermore, BRBES rule activation calcula-
tion is not complete, which can be improved by using associative memory. There-
fore, an integration between associative memory based Deep Learning methods and
BRBES will ensure higher accuracy of prediction for large amounts of data.

1.4 Research Methodology

This section discusses the research methodology that has been followed in this thesis
work. The research methodology can be defined as a process of systematically solving
a research problem [40]. The methodology may include interviews, surveys and other
research techniques, and could consist of both present and historical information. This
thesis work follows an applied approach, where a specific real-world problem, like accurate
flood prediction and other related problems have been taken into account. To conduct a
study, the following steps have been followed: 1) the research problems are identified; 2)
related theories, as well as previous research studies, are investigated; 3) a hypothesis is
formulated to solve the problem; 4) a prototype system is developed; 5) data is collected
and tested with the research prototype; 6) the results are analysed; 7) the results are
interpreted and reported in a research article. The above research process is shown in
Fig. 1.1. Steps 4 to 6 are performed iteratively to improve the accuracy of the results
within an acceptable range.

Figure 1.1: Research process

For example, the research process for answering the first research question is described
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below.

Step 1 The research question is defined as detection of anomaly in sensor data, which
is described in Section 1.3.

Step 2 Related concepts and previous research on anomaly detection have been car-
ried out. Important related work on anomaly detection have been mentioned in
Section 2.2.

Step 3 Based on the findings from Step 2, a hypothesis for detecting anomaly was
developed, which is described in Paper A. A new BRBAR algorithm, which is
capable of addressing all types of uncertainty, was developed to filter out anomalous
data.

Step 4 A prototype was developed using Java based on the hypothesis, which is pre-
sented in Paper A.

Step 5 To evaluate the algorithm, data was collected from the Climate Division of
Bangladesh Meteorological Department. Furthermore, to evaluate the performance
of the algorithm on other types of data, the dataset of Breast Cancer Wisconsin
(Diagnostic) was also used. The prototype was executed with the above mentioned
two datasets.

Step 6 The results were analysed and the performance of the algorithm was evaluated
using Receiver Operating Characteristic (ROC) curves.

Step 7 After satisfactory results were generated and having validated the hypothesis,
the results and findings were documented as well as submitted to a peer reviewed
journal.

The above research process was followed for solving the other research questions
throughout this thesis in a similar way.

1.5 Thesis Contributions

The research contributions of the publications included in this thesis are discussed below.

• Paper A: A novel anomaly detection algorithm for sensor data under un-
certainty. In this article, a new belief-rule-based association rule (BRBAR) with
the ability to handle the various types of uncertainties has been proposed. The
reliability of this novel algorithm has been compared with other existing anomaly
detection algorithms such as Gaussian, binary association rule, and fuzzy associa-
tion rule by using sensor data from various domains such as rainfall, temperature
and cancer cell data. This article addresses research question one.
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• Paper B: A Web Based Belief Rule Based Expert System to Predict
Flood. In this paper, a web based flood prediction expert system has been pro-
posed by incorporating belief rule base with the capability of reading sensor data
such as rainfall, river flow on real time basis. This will facilitate the monitoring
of the various flood-intensifying factors, contributing in increasing the flood water
level in an area. This paper addresses research question two.

• Paper C: Inference and Multi-level Learning in a Belief Rule Based Ex-
pert System to Predict Flood under Uncertainty. This article presents the
development of a BRBES with the capability of multi-level learning and infer-
ence. A comparison between the proposed multi-level belief rule based learning
algorithm and the other machine learning techniques including Artificial Neural
Networks (ANN), Support Vector Machine (SVM) based regression, and Linear
Regression has been performed. The result demonstrates that our proposed BRB
based learning algorithm outperforms these learning techniques in terms of accu-
racy in predicting flood. This paper addresses research question three.

• Paper D: Capacity Management of Hyperscale Data Centers using Pre-
dictive Modelling. This article addresses the fourth research question. In this
article a joint optimisation consisting of parameter and structure optimization by
using BRBES-based adaptive Differential Evolution (BRBaDE) for BRBES has
been proposed. The results have been compared with other machine learning tech-
niques, such as an Artificial Neural Network (ANN) and an Adaptive Neuro Fuzzy
Inference System (ANFIS), where our proposed solution showed a better result.

• Paper E: A learning mechanism for BRBES using enhanced Belief Rule-
Based Adaptive Differential Evolution. This paper presents a novel optimal
training procedure by integrating Differential Evolution (DE) with BRBES. This
is named as enhanced belief rule-based adaptive differential evolution (eBRBaDE)
algorithm because it has the ability to determine the near-optimal values of both
the control parameters while ensuring the balanced exploitation and exploration
in the search space. The reliability of the eBRBaDE has been compared with
evolutionary optimization algorithms such as Genetic Algorithm, Particle Swarm
Optimisation, BAT, DE and L-SHADE. This paper addresses the fourth research
question.

• Paper F: An Integrated Approach of Belief Rule Base and Deep Learning
to Predict Air Pollution. This article addresses the fourth research question and
presents an integration of BRBES with CNN, where BRBaDE was used as optimal
training procedure.

• Paper G: A Deep Learning Inspired Belief Rule-based Expert System.
This article addresses the fifth research question and presents a method for integra-
tion of associative memory based Deep Learning methods with BRBES, which is
named BRB-DL. The proposed method has been compared with Long-Short Term
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Memory (LSTM), Deep Neural Network (DNN), and BRBES, where it showed
promising results.

1.6 Use Cases

Below are the descriptions of the use case scenarios, considered to evaluate our proposed
methods.

To evaluate the anomaly detection algorithm, two datasets were considered. One
is the dataset for Breast Cancer Wisconsin (Diagnostic), which consists of 669 records
with eight attributes. This dataset contains different characteristics of cancer cells. Fur-
thermore, this dataset is labelled (benign or malignant) with the status of the cancer
cell. Another one was, rainfall and temperature sensor data collected from the Climate
Division of Bangladesh Meteorological Department. The dataset contains 380 readings
of sensor data from Chittagong in Bangladesh. Paper A elaborates the results generated
using this data.

Our proposed joint optimisation based learning mechanism using BRBaDE will help
the multi-level BRBES to predict flood more accurately. A study was performed in the
flood inclined territory of Coxs’ Bazar, which is a district of Bangladesh to evaluate
the accuracy of flood prediction using trained BRBES [41]. During the survey, 307 data
points were collected. The size of these data is adequate, since the sample size in between
30 and 500 is considered suitable for most study [42]. The experts’ opinions on the flood
water level have been considered as the baseline for the comparison among different
methods. The data set was divided into training and test sets with a ratio of 80:20 and
five fold cross validation was used for evaluating the results. Papers B and C present the
results generated using this data.

Furthermore, we collected a dataset from the datacentre of Leeds Beckett University
for predicting PUE of a datacentre [43, 44] for our proposed BRBaDE and eBRBADE
methods. The dataset contained data of the following fields; external temperature, server
room temperature, IT equipment energy usage, and PUE with a sample rate of 30 min-
utes. After pre-processing and removing the data containing erroneous measurements
from the dataset, a total of 5,300 data points were taken from the dataset for predicting
PUE. The external temperature, server room temperature, and IT equipment energy
usage were considered as input data. Papers D and E discuss the results generated using
this data.

We also used two datasets for measuring the accuracy of the BRB-DL method. The
first dataset was gathered from a combined cycle power plant. The data was collected over
six years, from 2006 to 2011. The dataset contains 9,568 data points and contains hourly
average ambient variables temperature (T), ambient pressure (AP), relative humidity
(RH), exhaust vacuum (V), and net hourly electrical energy output (EP) of the plant
[45]. Paper G elaborate the results generated using this data.

Another dataset contains air quality data from Beijing [46]. The air quality data
(PM2.5) was collected from twelve air quality monitoring sites in Beijing. The meteoro-
logical data of the dataset was collected from the nearest weather station of the China
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Meteorological Administration. The dataset contains PM2.5 values, dew point, temper-
ature, pressure, combined wind direction, cumulated wind speed, cumulated hours of
snow, and cumulated hours of rain. The data was gathered over four years from 1 March
2013 to 28 February 2017 and contained 43,824 data points. Paper G discusses the results
generated using this data.

1.7 Chapter Summary

This chapter introduces the thesis topic, motivation, research questions, and research
methodology. Finally, a brief description of the scientific studies, included in this thesis,
is presented. Next chapter will discuss the thesis background and related research.
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Chapter 2

Background and Related Work

This chapter discusses the background information and terminologies related to this
thesis. Related studies to the thesis are also presented in this chapter.

2.1 Background

This section presents the Belief Rule Based Expert System (BRBES) methodology as
well as its learning mechanism. It also discusses various learning techniques including
both traditional and evolutionary since the thesis is related to the improvement of the
BRBES’s learning mechanism. Finally, this section presents a comprehensive literature
review in the area of anomaly detection, flood prediction, learning mechanisms of BRBES,
Evolutionary algorithms, and Deep Learning. Such scientific investigation will help to
find out the research gaps in mentioned areas.

2.1.1 Belief Rule Based Expert System

BRBES is an integrated framework to process both qualitative and quantitative data as
well as to address various types of uncertainties, like incompleteness, ignorance, vague-
ness, imprecision, and ambiguity. It uses belief rule base as knowledge representation
schema and evidential reasoning (ER) as the inferencing mechanism [47]. Fig. 2.1 illus-
trates a typical BRBES inference framework. This framework consists of a number of
steps including: input transformation, rule activation weight calculation, belief degree
update, and rule aggregation by using evidential reasoning. In this section, these steps
are described along with our proposed optimal learning procedure. Belief rule base is an
extended version of traditional knowledge representation schema, which uses IF-THEN
rule base. It has two parts: antecedent and consequent. The antecedent part consists
of the antecedent attributes with referential values, while the consequent part with the
belief degrees embedded with the referential values of the consequent attribute.

15
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Figure 2.1: BRBES inference framework

Knowledge Base

Each rule is assigned a rule weight for prioritizing the rule. Different types of uncertainty
are addressed by rule weight, attribute weight, and belief degrees as shown in Eq. (2.1).

Rk :

{
IF (A1 is V k

1 ) ∧ (A2 is V k
2 ) ∧ . . . ∧ (ATk is V k

Tk
)

THEN (C1, β1k), (C2, β2k), . . . , (CN , βNk)
(2.1)

where βjk ≥ 0,
N∑

j=1

βjk ≤ 1 with rule weight θk,

and attribute weights δk1, δk2, . . . δkTk, k ∈ 1, . . . , L

whereA1, A2, . . . , ATk are the antecedent attributes of the kth rule. V k
i (i = 1, . . . , Tk, k =

1, . . . , L) is the referential value of the ith antecedent attribute. Cj is the jth reference
value of the consequent attribute. βjk(j = 1, ..., N, k = 1, ..., L) is the degree of belief

to which the consequent reference value Cj is believed to be true. If
∑N

j=1 βjk = 1 the

kth rule is said to be complete; otherwise, it is incomplete. TK is the total number of
antecedent attributes used in the kth rule. L is the number of all belief rules in the
BRBES. The total number of rules L can be calculated using the referential values Ji of
the antecedent attributes Ai of a BRB as shown in Eq. 2.2.

L =
t∑

i=1

Ji (2.2)



2.1. Background 17

An example of belief rule from the domain of flood is given below:

Rk :





IF Rainfall is Medium AND Rainfall Duration is High
THEN Meteorological Condition is
{(Severe, 0.0), (Moderate, 0.4), (Low, 0.6)}

(2.3)

In the above-mentioned rule, ”Rainfall” and ”Rainfall Duration” are the antecedent
attributes, while ”Medium” and ”High” are the referential values. ”Meteorological Con-
dition” is the consequent attribute with referential values, such as ”Severe”, ”Moderate”,
and ”Low”. This rule is considered complete because the sum of degree of belief asso-
ciated with each referential value of the consequent attribute is one. If the sum is less
than one, then the rule is considered as incomplete, which may be due to incomplete
information or ignorance.

Inference Mechanism

The inference procedures consist of various steps including input transformation, rule
activation, weight calculation, belief degree update, and rule aggregation using the ev-
idential reasoning approach [48, 49, 50]. The task of input transformation consists of
distributing the input data over the referential values of the antecedent attribute of a
rule, which is called matching degree. Once the matching degree is assigned, the rules
are called packet antecedent and they become active. The total degree or the combined
matching degree αk, to which the input matches the whole antecedent part of the kth

rule can be calculated by using the following Eq. [51].

αk = aggr((δk1, α
k
1), ..., (δkTk , α

k
Tk

)) (2.4)

where aggr is an aggregation function which should be selected carefully. The fol-
lowing simple weighted multiplicative equation can be used as an aggregation function
[51]:

αk =

Tk∏

i=1

(αki )
δ̄ki (2.5)

where δ̄ki = δki
max

i=1,...,T
{δki}
k

so that 0 ≤ δ̄ki ≤ 1

Here, Tk is the total number of antecedent attributes in the kth rule. The activation
weight wk for the kth rule can be generated by the following Eq.:

wk =
θkαk

L∑

i=1

(θiαi)

(2.6)

Here, θk represents the rule weight and αk represents the combined matching degree of
the kth rule.



18 Background and Related Work

It is interesting to note that each rule does not have the same weight in calculating
the referential values of the consequent attribute. This activation weight will be zero if
the kth rule does not have any role to calculate the referential value of the consequent
attribute. When input data for any of the antecedent is ignored or missing then the belief
degree associated with each rule in the rule base should be updated. Therefore, in the
belief update procedure the initial belief degree of each of the rule is updated using the
following Eq. [51]:

βik = β̄ik

Tk∑

t=1

(λ(t, k)
Jt∑

j=1

(αtj))

∑Tk
t=1 λ(t, k)

(2.7)

where λ(t, k) =





1 if the tth attribute is used in

defining rule Rk(k = 1, ..., Tk)

0 otherwise

Here, β̄ik represents the original belief degree, while the updated belief degree is βik of
the kth rule. αtj represents the degree to which the input value belongs to an attribute.

Furthermore, the aggregation of the rules is carried out by using either analytical or
recursive evidential reasoning algorithms [47, 52]. It is preferable to take the analytical
approach instead of the recursive approach since it is more computationally efficient
[53]. The analytical evidential reasoning computation can be performed using following
Eq. (2.8) [54]:

βj =
µ× [X −∏L

k=1(1− ωk
∑N

j=1 βjk)]

1− µ× [
∏L

k=1 1− ωk]
(2.8)

where µ =

[ N∑

j=1

L∏

k=1

(ωkβjk + 1− ωk
N∑

j=1

βjk)− (N − 1)×
L∏

k=1

(1− ωk
N∑

j=1

βjk)

]−1

X =
∏L

k=1(ωkβjk + 1− ωk
∑N

j=1 βjk)

Here, ωk represents the activation weight of the kth rule, whereas the belief degree asso-
ciated with one of the consequent reference values is denoted by βj.

The final values can be converted into crisp values by using the utility score associated
with each referential value to obtain the final result.

zi =
N∑

j=1

u(Oj)βj (2.9)

where zi is the expected numerical value and u(Oj) is the utility score of each refer-
ential value.
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Hence, the summation of the belief degrees of the referential values of the consequent
part of Eq. (2.1) should be one if all the data for the antecedent part is available which
address the uncertainty due to incompleteness. Eq. (2.7) addresses the uncertainty due
to ignorance or missing values of data by updating the belief degree of each of the rules
during the belief update procedure.

Figure 2.2: A multi-level BRB framework to predict flood

The value of the learning parameters, such as rule weights, attribute weights, and
belief degrees (θk, δi, and βk) of BRBESs are usually assigned by domain experts or
by generating random numbers [55]. However, the above-mentioned parameters have
significant influence on the outcome of a multi-level BRBES with large number of rules
to achieve a better result [56].

Learning Mechanisms

A multi-level BRBES is a collection of multiple BRBs, which are organized hierarchically.
As an example, Fig. 2.2 and Table 2.1 present a collection of BRBs, which are organized
hierarchically in a tree based manner. In Fig. 2.2 the parent node X7 with several child
nodes, like X8, X9, X10, X11, and X12 can be considered as a belief rule base (BRB)
X7. These child nodes are the antecedent attributes and X7 is the consequent attribute
of the BRB X7. Furthermore, it can be considered as the top level or “Level 0” of the
multi-level BRBES. BRB X8, BRB X9, BRB X10, BRB X11, and BRB X12 in Fig. 2.2
create the next level of the BRB framework, which can be named “Level 1”. The output
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Table 2.1: Description of the nodes of the BRB framework

Node ID Name of the nodes
X7 Flood water level
X8 Meteorological Factors
X9 Geological Factors
X10 River Discharge
X11 Topography
X12 Human activities
X14 River depth
X15 River width
X16 Velocity
X17 Slope
X18 Siltation
X19 Soil type
X20 Saturation limit of Soil
X21 Soil infiltration rate
X22 Onset rainfall
X23 Prolonged rainfall
X25 Slope
X26 Aspect
X27 Unplanned infrastructure
X28 Embankment failure
X29 Deforestation
X30 Settlement on the flood prone areas
X31 Decrease watershed areas

of the BRBs at “Level 1” act as input for the BRB X7. Similarly, the child nodes of the
BRB at “Level 1” can get input from other BRBs from the next level. Generally, the
BRBs are grouped based on the relevancy and flow of the data among different BRBs.
In summary, there are three levels in the BRB framework presented in Fig. 2.2.
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Figure 2.3: Learning process of the BRBES

According to [5], values of the learning parameters can be discovered from data by
training the system. To find the optimal values, the learning parameters need to be
trained by single objective optimization of the learning parameters with linear equality
and inequality constraints. The optimization process requires to minimize the error ξ(p)
between the output from the BRB, which is known as the simulated output (zm) and the
output from the real system, known as observed output (z̄m). This process is illustrated
in Fig. 2.3. There are M cases in a training sample, where input is um, observed output
is z̄m, simulated output zm, and (m = 1, . . . ,M). The error ξ(p) is computed by using
Eq.(2.10).

ξ(p) =
1

M

M∑

m=1

(zm − z̄m)2 (2.10)

The training process is conducted on each BRB. In order to minimize the error ξ(p) the
optimization of the learning parameters is performed as follows:

min
p
ξ(p) (2.11)

P = P (µ(Oj), θk, δk, βjk)

Eqs. (2.8) and (2.9) are used to construct the objective function for training the BRBES.
The learning parameters have some constraints. Attribute weights, rule weights, utility
values of the consequent attributes, and belief degrees are normalized between zero to
one. The summation of the belief degrees for each rule is consider to be one to en-
sure completeness of the rule. Therefore, to reflect the above-mentioned conditions the
following constraints are considered for each of the learning parameters:

• Utility values of the consequent attributes µ(Oj)(j = 1, . . . , n):

1 ≥ µ(Oj) ≥ 0;
µ(Oi) < µ(Oj); If i < j
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• Rule weights θk(k = 1, . . . , K):

1 ≥ θk ≥ 0;

• Antecedent attribute weights δk, (k = 1, . . . , K):

1 ≥ δk ≥ 0;

• Consequent belief degrees for the kth rule βjk, (j = 1, . . . , n, k = 1, . . . , L):

1 ≥ βjk ≥ 0;
n∑

j=1

βjk = 1;

The optimization of the learning parameters is conducted on each BRB separately
from lower levels to upper levels. Outputs of the child BRBs are assigned as inputs to
the parent BRB as shown in Eq. (2.12).

z̄s,m = z(s−1),m (2.12)

where s = 1, 2, . . . , S and S is the total number of BRBs.

Therefore, for the top level BRB, the error minimization can be considered as a set
of errors of all the BRBs at lower levels as shown in Eqs. (2.13) and (2.14).

ξs(p) ∈ (ξ1(p), ξ2(p), . . . , ξs−1(p)) (2.13)

ξs(p) =
1

M

M∑

m=1

(zsm − z̄sm)2 (2.14)

where s = 1, 2, . . . , S and S is the total number of BRBs.

The training process for BRB at “Level 0” is conducted through optimization of the
learning parameters with a goal to achieve a minimum error ξ(p). A new variable s has
been introduced for Eq. (2.15) and the constraints to reflect the propagation of data from
lower to upper levels in Eq. (2.15).

min
p
ξS(p) (2.15)

The following constraints for each of the parameter have been considered:

• Consequent of the referential values µ(Osj) (j = 1, . . . , n; s = 1, . . . , S):

1 ≥ µ(Os,j) ≥ 0;
µ(Osi) < µ(Osj); If i < j

• Rule weights θsk, (k = 1, . . . , K; s = 1, . . . , S):

1 ≥ θsk ≥ 0;
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• Antecedent attribute weights �sk, (k = 1, . . . , K; s = 1, . . . , S):

1 � �sk � 0;

• Consequent belief degrees �sjk, (j = 1, . . . , N ; k = 1, . . . , K; s = 1, . . . , S):

1 � �sjk � 0;
j=1X

N

�sjk = 1;

In summary, a detailed description of Multi-level BRBES has been presented in this sec-
tion. Additionally, a learning mechanism for Multi-level BRBES has also been described
in this section.

2.1.2 Learning Technologies

Nowadays learning or Machine Learning is a very popular field in Computer Science.
Learning techniques provide an opportunity for computer programs to create a model
from sampled data and apply that model to other data. Machine learning techniques are
closely related to computational statistics and mathematical optimization. In this the-
sis, the proposed learning and inference procedures for a multi-level BRBES have been
compared with other machine learning techniques, such as LSTM, ANN, SVM based re-
gression, and Linear Regression for predicting flood. These machine learning techniques
are able to provide better prediction for dynamic and non-linear complex natural phe-
nomena, like flood, due to their ability to e�ciently extract the relationship among input
and output data [21, 22, 23, 27]. In the following subsection Linear Regression, SVM
based regression, ANN, Deep learning, RNN and LSTM will be presented.

Linear Regression

Linear regression is a popular method, which is extensively used in many practical appli-
cations [57]. This is because models which depend linearly on their unknown parameters
are easier to fit using linear regression than models which are non-linearly related to their
parameters. Furthermore, the statistical properties of the resulting estimators are easier
to determine using linear regression. In statistics, linear regression is a linear approach
for modelling the relationship between a scalar dependent variable y and one or more in-
dependent variables denoted X. In the case of one independent variable it is called simple
linear regression. For more than one explanatory variable, the process is called multiple
linear regression. In addition, for multivariate linear regression multiple correlated de-
pendent variables are predicted. In linear regression, the relationships are modelled using
linear predictor functions whose unknown model parameters are estimated from the data.
Such models are called linear models. Usually di↵erent forms of the least squares method
are used as linear predictor functions, which does not address any types of uncertainty
[58].
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Support Vector Machine Based Regression

The foundation of Support Vector Machines (SVMs) was given by Vapnik, a Russian
mathematician in the early 1960s [59], based on the Structural Risk Minimisation princi-
ple from the statistical learning theory and gained popularity due to its many attractive
features as well as promising empirical performance. SVM has proved to be an e↵ective
classifier in diverse fields, such as electrical engineering, civil engineering, mechanical
engineering, medicine, and finance [59]. Recently, it has been extended to the domain
of regression problems [60]. SVM with an ✏-Insensitive loss function based algorithm is

Figure 2.4: An SVM example

used for predicting flood. The main concept in ✏-Insensitive loss function is to compute
support vectors from the training data using the kernel function. The support vectors
should be on two hyper-planes with a distance from a real hyper-plane as show in Fig. 2.4.
The hyper-planes work as a marginal boundary to estimate the prediction error.

Artificial Neural Networks (ANNs)

Artificial Neural Networks (ANNs) are frequently used by researchers in prediction and
clustering because they can determine the relationship between input and output data
e�ciently. Mitra et al. [21] and He et al. [27] used ANNs for flood prediction. ANNs
are a black box technique that model relationships by learning from historical data. The
rational and logical reasoning cannot be examined, as the e↵ects of intermediate layers
are not visible. The major advantage of ANNs is that they have the ability to learn
from the observed data. The disadvantage is that they are unable to provide reliable and
logical decisions.

An ANN is a computer program that models the human brain with units called
neurons analogue to the biological counterpart in the brain. This has applications in
pattern learning, that is, training the algorithm with a relevant data set and utilizing it
for future predictions. An ANN is trained to give correct output to a specific problem.
The ANN is fed with the input as well as output data and the initial weights to the
connections among neurons are assigned randomly. The ANN adjusts these weights
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between the neurons until it produces the correct output for the set of inputs it is given.
Hence, accuracy of an ANN is a↵ected by the number of data rather than the number
of variables. The interconnection weights constitute the mechanism used by the ANN to
learn the solution to the specific problem. The basic implementation of an ANN involves

Figure 2.5: The model of an artificial neural network

three layers, including an input layer, a hidden layer, and an output layer. The three
layers function depending on the weight of the connections between them.

A neuron is mathematically represented by Eqs. (2.16) and (2.17).

z
l
i = w

l
i ⇤ xl + b

l
i (2.16)

Here, w is the weight, x is input, and b is the bias of ithneuron of lth layer.

y = g(zli) (2.17)

Here, g is the activation function.
Since ANNs are associative memory based systems, they have the capability to recall

complete situations from partial information as well as the ability to correlate input data
with stored information [61]. Eq. (2.16) presents the partial information, which can be
used to obtain complete situation using Eq. (2.17). Training in a neural network can be
supervised or unsupervised. The most popular algorithm for supervised training is the
back-propagation, developed by McClelland and Rumelhart [62].

Deep Learning

Deep Learning is influenced by the structural function of the human brain, mainly the
interconnection between the neurons of the brain. It is based on Artificial Neural Net-
works, where each layer contains several neurons. Every neuron takes input and generates
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a new output using the activation function. Deep Learning contains an input layer, mul-
tiple hidden layers, and an output layer. Each hidden layer captures certain features,
such as curves/edges in image recognition. It is this multiple layering that signifies the
term ’deep’ of deep learning. These multiple layers help Deep Learning methods to learn
features from the data in detail.

Deep learning has two main aspects. These are non-linear processing in multiple
layers and learning in a supervised or an unsupervised way. Non-linear processing in
multiple layers means that the present layer takes the output of the previous layer as
input, and it continues. Then the hierarchy among the layers is determined based on
the weight of the connection between every two layers. This connection weight reflects
the importance of the concerned data. On the other hand, supervised and unsupervised
learning depends on whether the dataset is labelled or not.

Figure 2.6: A Deep Learning Network vs Simple Neural Network

Normally, the gradient descent approach is used to incorporate learning into Artificial
Neural Networks. Gradient descent is a deterministic optimal training procedure, which
is used to find the local minima of an objective function. Due to long training time,
gradient descent is not suitable for training Deep Learning methods like Deep Neural
Networks (DNN). Stochastic Gradient Descent (SGD) approach is used for training Deep
Learning methods like DNN. A DNN is trained with Back-Propagation (BP) algorithm
with SGD. The chain-rule is used to calculate the gradient from the different layers with
back-propagation. The momentum method helps to accelerate the training process with
SGD by using the moving average of the gradient instead of using only the current real
value of the gradient. Learning rate is another important component of DNN, which is
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the step size considered during training.

Recurrent Neural Networks (RNNs)

Recurrent Neural Network (RNN) is a special type of neural network which allows pre-
vious output to be used as input. According to Elman et al. [63], the output from a
hidden layer is used as input with other normal input. A loop is used to pass data from
one step of the network to the next [64]. The ANN cannot support this approach as they
only handle fixed-size vectors for input and output as well as fixed numbers of neurons.
However, RNN su↵ers from the vanishing gradient problem, which can be addressed by
clipping or scaling the gradient. Fig. 2.7 illustrates an RNN.

Figure 2.7: A Recurrent Neural Network

Long Short-Term Memory (LSTM)

Long Short-Term Memory (LSTM) is an enhanced method compared to RNNs [65].
It overcomes the vanishing gradient problem of RNN by introducing a memory block.
A memory block is a complex processing unit, which consists of the memory cell and
multiplicative gates. The multiplicative gates control the flow of information in the
memory block. The memory block of LSTM helps it to keep a historical context of the
input data. Fig. 2.8 presents an example of LSTM.

2.1.3 Optimal Training Procedures

Several optimal training procedures (fmincon, Particle Swarm Optimisation, and Di↵er-
ential Evolution) have been used as the learning mechanism to find the optimal values
of the learning parameters of BRBESs. Among these optimal training procedures evo-
lutionary algorithms perform better than the deterministic one. A brief description of
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Figure 2.8: Diagram of a Long Short-Term Memory (LSTM)

various optimal learning procedures such as Evolutionary Algorithms, Genetic Algorithm,
Particle Swarm Optimisation, Di↵erential Evolution, and Bat Algorithm are given below.

The classical or conventional optimisation algorithms are deterministic by nature.
Deterministic algorithms use gradient information by applying the cost or objective func-
tions and its derivatives to discover the optimal values of the problems. Newton-Raphson
is an example of a deterministic algorithm. It works well for the smooth uni-modal prob-
lems. However, the deterministic algorithm does not perform well if the objective function
is not smooth. The non deterministic algorithm do not use any derivative or gradient of
the objective functions.

Stochastic optimisation algorithms constitute another type of algorithms where some
kind of randomization is used. There are two types of stochastic algorithms. These are
heuristic and meta-heuristic. Heuristic algorithms are usually based on the trial-and-error
approach. For a complicated optimization problem heuristic algorithms might reach to
near-optimal solutions at high computational costs. However, there are no guarantee
of getting the optimal solution. Optimisation algorithms which use randomization and
local search are considered as meta-heuristic algorithm. Randomization allows to search
for optimal solutions in order to reach global scale of the problem space.

Exploration and exploitation are two key features of meta-heuristic algorithms. Ex-
ploitation is the process of generating a new solution using the information from the
current focus area of the search space [12]. Therefore, the search of this process is usu-
ally on a local scale. This process tries to find better solutions in a local space, which
might be its disadvantage as it makes this process prone to get stuck in local optima.
On the other hand, exploration helps to find optimal solutions faster, which can lead to
faster convergence rates.
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Exploration is the process of exploring the search space for better solutions compare
to the current solution. It helps in generating diversified solutions which are far from
the current solution. This process search on a global scale. The benefits of exploration
is that it has less chance in getting stuck in local optima. However, the disadvantages of
exploration is that it can waste computational time as most of the new solutions might
be far from global optimality. This is also considered as slow convergence rate.

For a meta-heuristic algorithm, a balance between exploration and exploitation is
required to find the optimal global solutions. Too much exploitation can lead to an
algorithm getting stuck in local optima whereas too little exploitation might miss the
optimal solution. Similarly, too much exploration can make the algorithm move away
from the optimal solutions. Therefore, exploitation and exploration are very important
features of the meta-heuristic algorithms.

Evolutionary Algorithms

Evolutionary algorithms are meta-heuristic population based algorithms which are in-
spired by Darwinian natural evolution [66]. Inspired by natural evolution an evolution-
ary algorithm has the following these steps, are mutation, recombination, and selection.
Initially, a set of candidate solutions, being a collection of individuals containing ele-
ments of parameters that need to be optimized, is randomly created. A fitness function
is used to select the best individual from the solution. Then applying recombination
and/or mutation to the candidate solutions a set of new solutions is generated. Usually
recombination consists of binary operators. During the recombination process the binary
operators are applied to the two or more selected candidates. These candidates are called
parents and the new candidates generated from recombination are called children. How-
ever, mutation is applied to one candidate which generates one new child. After mutation
and/or recombination a new set of candidates is produced. Using a fitness function best
candidates are selected from the new set of candidates, which is known as selection. This
is an iterative process, which continues until a su�ciently good candidate is found. This
good candidate represents the near-optimal solution for the optimization problem.

Evolutionary algorithms have been used to solve many complex problems of several
domains due to their advantages over classical optimisation techniques [67, 68].

• They are conceptually simple and flexible.

• They use prior information of the search space, which helps them to perform better
than other methods that use less prior information.

• They can be parallelized, which makes them comparatively faster to execute.

However, evolutionary algorithms do not ensure that it will generate an optimal solution
for a specific problem. Sometimes they may require parameter tuning using a trial-and-
error approach, which might be time consuming.

Genetic algorithms and Di↵erential evolution are developed based on the principle
of Evolutionary algorithm. These optimal training procedures will be discussed in the
following subsections.
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Genetic Algorithm (GA)

The Genetic algorithm (GA) is a population based meta-heuristic algorithm which is
inspired by natural selection. Usually, a population consists of a set of individuals, which
represents a solution to the problem. In the Genetic algorithm, each element of the
individuals is called Genes and each individual is named Chromosome.

The objective function needs to be encoded into an array of binary or real values
or characters to represent chromosomes. A fitness function is defined to evaluate chro-
mosomes and identify better solutions. At the beginning of the Genetic algorithm, the
population initialized consists of a set of chromosomes. Afterwards, the crossover and
mutation operations are conducted on the initialized population to generate new chro-
mosomes. The chromosomes with best fitness values are selected during selection and
incorporated into the population. The generation of a new population is considered as
one iteration. The iteration continues until the maximum number of iterations is reached.
There are three main operations of the Genetic Algorithm. These are crossover, muta-
tion, and selection. A brief description of these operations are given below. The pseudo
code of the Genetic algorithm is presented in Algorithm 1.

The crossover operation is carried out between two parent chromosomes with crossover
probability (Pc) to generate a new child chromosome. Crossover is performed by swapping
a segment of one chromosome with the corresponding segment on another segment at
random position, which is known as a single-point crossover. Crossover among multi-
segments of chromosomes in multiple points is called multi-point crossover.

The mutation operation is carried out between two parent chromosomes by flopping
randomly selected genes with probability (Pm). The mutation operation generates new
chromosomes.

The selection operation is used on the new child chromosomes generated by crossover
and mutation operation. The chromosomes with higher fitness values are selected for the
next iteration.

The Genetic algorithm can be used in parallel as the individual of the population
can explore the search space in di↵erent directions simultaneously. Furthermore, the
Genetic algorithm supports di↵erent objective functions such as linear or non-linear,
continuous or discontinuous, and stationary or non-stationary (objective function changes
with time). However, di↵erent parameters of the Genetic algorithm such as population
size, crossover probability (Pc), and mutation probability (Pm) play an important role in
the performance of the Genetic algorithm. Additionally, the Genetic algorithm does not
have any mechanism to address di↵erent types of uncertainty of the objective function,
which can also hinder the performance of the Genetic Algorithm.

Particle Swarm Optimisation (PSO)

Particle swarm optimisation (PSO) is a meta-heuristic algorithm which is inspired by the
swarm behaviour of animals such as an insect swarm, a fish school and a bird flock [69].
These animals search for food in a cooperative manner. During searching for food, each
member of the swarm changes their search pattern based on the individual’s experience
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Algorithm 1 Genetic Algorithm

Objective function f(x), x = (x1, x2, . . . , xd)
T

Encode the solutions into chromosomes
Define fitness function F
Generate the initial population
Initialize the probability of crossover (Pc) and mutation (Pm)

1: while t <Max number of iterations do
2: Generate a set of new solutions by crossover and mutation
3: Crossover with a crossover probability (Pc)
4: Mutate with a mutation probability (Pm)
5: Accept new solutions if the fitness increase
6: Select the current best for the next generation
7: t := t+ 1
8: end while
9: Decode the result

and other members.

PSO like other meta-heuristic algorithms is a population based algorithm. In PSO the
population is called swarm and the individual solution of a population is called particle.
Fig. 2.9 presents the movement of a particle in the search space, where x∗(t) is the current
best solution for the particle i, and global best g∗ ≈ min{f(xi)} for (i = 1, 2, ..., n). Each
particle xi of the population x tries to move towards its own best location x∗i and also
towards the global best g∗ with some random movement. Therefore, the movement of
a particle consists of stochastic and deterministic components. During each iteration if
particle xi finds any location better than its current best location then it updates its
current best location. The pseudo code of the PSO algorithm is presented in Algorithm
2.

Figure 2.9: An example of the movement of a particle in Particle Swarm Optimisation

PSO is simple to implement and execute [70]. It does not require any derivatives of
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Algorithm 2 Particle Swarm Opimisation

Objective function f(x), x = (x1, x2, . . . , xd)
T

Initialize locations xi and velocity vi of n particles.
Find g∗ from minf(x1), ..., f(xn) (at t = 0)

1: while criterion do
2: for all particles n and all dimensions d do
3: Generate new velocity vt+1

i

4: Calculate new locations xt+1
i := xti + vt+1

i

5: Evaluate objective functions at new locations xt+1
i

6: Find the current best for each particle x∗i
7: end for
8: Find the current best for global best g∗

9: t := t+ 1
10: end while
11: Output the final result x∗i and g∗

the objective function, which helps to avoid to get stuck in local optima. However, PSO
cannot guarantee the convergence to the global optima like most of the evolutionary algo-
rithms [71]. Furthermore, PSO does not have any mechanism of addressing uncertainty
of the objective functions, which also hampers its performance.

Differential Evolution (DE)

Differential evolution (DE) is a stochastic and population-based meta-heuristic algorithm
[72]. A population contains a set of individuals where each individual represents a possible
solution to the problem. The population evolves from one iteration to another during
the optimisation process.

DE has three steps in every iteration, which are mutation, crossover, and selection, as
illustrated in Fig. 2.10. From Fig. 2.10, it can be seen that a population is initialized at
the beginning. Then a new mutated or donor population is generated during the mutation
step using the mutation factor F . In the next step, the crossover is performed between
the original and mutated population using crossover factor CR, which generates a trial
population. Afterwards, a new population is generated by selecting the best individuals
between original and trial population during the selection step. Finally, the stopping
criteria are checked; if any criterion is fulfilled, then the individual of the new population
with the best fitness value is considered as an optimal solution; otherwise, the process
continues.

Here, Xi,g denotes the ith individual in the population at iteration g, where i =
1, 2, . . . , NP . Here NP denotes the population size. Each individual Xi has D dimen-
sions, where Xi = xi,1, xi,2, . . . , xi,D. A detailed description of the mutation, crossover,
and selection steps are given below.

During mutation a new mutated or donor population Vi,g is generated based on the



2.1. Background 33

Figure 2.10: The flowchart of Differential Evolution

original population Xi,g. Eq. (2.18) is commonly used to generate a mutation popula-
tion. Eqs. (2.19), (2.20), (2.21) are different variants of mutation operation which helps
improving DE’s performance.

Vi,g = Xr1,g + F × (Xr2,g −Xr3,g) (2.18)

where r1, r2, r3 are mutually exclusive and randomly selected from Xi,g, The mutation
factor F is a real positive number with in the interval [0, 2].

Vi,g = Xbest,g + F × (Xr1,g −Xr2,g) (2.19)

where r1, r2 are mutually exclusive and randomly selected from Xi,g. Xbest,g is current
best for ith iteration. The mutation factor F is a real positive number within the interval
[0, 2].

Vi,g = Xr1,g + F1 × (Xr2,g −Xr3,g) + F2 × (Xr4,g −Xr5,g) (2.20)

where r1, r2, r3, r4, r5 are mutually exclusive and randomly selected from Xi,g, The mu-
tation factor F1 and F2 are real positive numbers within the interval [0, 1].

Vi,g = Xbest,g + F1 × (Xr1,g −Xr2,g) + F2 × (Xr3,g −Xr4,g) (2.21)

where r1, r2, r3, r4 are mutually exclusive and randomly selected from Xi,g. Xbest,g is
current best for the ith iteration. The mutation factor F1 and F2 are real positive number
within the interval [0, 1].

In the second step, known as crossover, a new trial population Ti,g is generated from
the mutation Vi,g and original Xi,g populations. Every individual of the trial population
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is derived using Eq. (2.22).

Ti,g[j] :=

{
Vi,g[j] IF rand[0, 1] < CR

Xi,g[j] Otherwise
(2.22)

where j represents an individual in a population, CR is the probability of recombina-
tion and rand is a random with in the interval [0,1] to ensure that at least one individual
from the mutant vector is selected. The value of CR also lies between 0 to 1.

The last step is known as selection. In this step, each individual of the original
Xi,g and trial Ti,g population are compared based on the fitness value generated by the
objective function. The best individual is added to the original population for the next
generation. The process of selecting individuals from original and trial populations is
shown in Eq. (2.23).

Xi,g+1[j] :=

{
Ti,g IF f(Ti,g) < f(Xi,g)

Xi,g Otherwise
(2.23)

After these three steps have been completed a new generation of the population is
generated. This process continues for a predefined number of iterations or stops when
the optimisation function reaches a pre-set threshold value.

DE has become popular due to its simplicity [73]. Furthermore, there is no require-
ment of encoding the population like in the Genetic algorithm. However, the control
parameters such as F and CR influence the performance of DE. These parameters con-
trol the exploration and exploitation of the search space. There should be an optimal
balance of the exploration and exploitation of the search space for discovering the opti-
mal solution. Usually, these parameters are selected by a trial-and-error process, which
is time consuming [13]. Additionally, DE lacks in addressing various types of uncertainty
in the objective function. However, BRBES is an integrated framework which addresses
uncertainty due to imprecision, ambiguity, vagueness, incompleteness, and ignorance.
Therefore, a method is required for DE to enhance its performance, which can address
various uncertainties of the objective function, while ensuring optimal exploration of
exploitation of the search space.

Bat Algorithm (BA)

Yang [74] proposed an evolutionary algorithm, named Bat Algorithm (BA), inspired by
the echolocation mechanism of bats. Bats generate sound pulses and listens for the pat-
terns of the sound reflecting back form the surroundings, which is known as echolocation.
Using echolocation, bats identify prey, avoid obstacles, and navigate inside caves in dark.
Fig. 2.11 illustrates the bat’s echolocation. Each virtual bat flies randomly with a veloc-
ity vi at position (solution) xi with a varying frequency or wavelength and loudness Ai.
As it searches and finds its prey, it changes frequency, loudness and pulse emission rate
r. Search is intensified by a local random walk. Selection of the best solutions continues
until a certain set of stop criteria are met. In BA, the diversity of the solutions are
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increased using the frequency-tuning techniques of bats. By imitating the variations of
pulse emission rates and loudness of sounds of bats, the BA ensures a balance between
exploration and exploitation of the search process [74].

Figure 2.11: A hypothetical scenario of the Bat Algorithm

The following features of the BA makes it more efficient than other evolutionary
algorithms.

• Frequency tuning ensures better diversity among populations than other evolution-
ary algorithms like PSO.

• BA has the capability of focusing on promising regions of the search space. Ad-
ditionally, it can also automatically switch from exploration to local intensive ex-
ploitation. This also helps BA to achieve quick convergence. This is also known as
automatic zooming.

• BA updates its parameters in each iteration, which helps BA to switch from explo-
ration to exploitation when reaching towards the optimal solution

The BA algorithm has been used in various domains such as classifications, image
processing, feature selection, scheduling, and data mining [74, 75, 76].
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2.2 Related Work

This section presents the related research in the field of anomaly detection, flood pre-
diction, power usage effectiveness (PUE) prediction for datacentres, BRBES learning
mechanisms, evolutionary algorithms, and Deep Learning methods.

Related Work on Anomaly Detection

The concept of anomaly detection has been studied by the statisticians for a long time
[18]. Bamnett et al. [77] and Barnet et al. [78] proposed a multivariate Gaussian
based anomaly detection algorithm. The underlying principal of this algorithm was
to calculate an anomaly score based on the Gaussian density function. The data with
anomaly score above a threshold value was considered as anomalous. Data with unimodal,
symmetric, and asymptotic in nature usually follows Gaussian distribution. If the dataset
cannot fully follow the distribution then the inaccuracy in anomaly detection may be
noticed. The data with uncertainty do not follow Gaussian distribution. Sensor data
is asymmetric in nature. Therefore, the Gaussian based anomaly detection approach is
not always efficient for anomaly detection of sensor data. Anomaly detection based on
the occurrence of a value in a dataset might be a better option as it does not depend
on the characteristics of the dataset. The occurrence or frequency of data can be used
to develop rules. This in turn can be used for creating a knowledge base. Therefore,
different knowledge base approaches can be used to detect anomalies in the sensor data.

Usually, rule-based or knowledge-base anomaly detection techniques use predefined
rules to classify data points as anomalous or normal. There exist various types of rule-
based approaches, such as association rule and fuzzy association rule to detect anomaly
in the sensor data [18].

Association rule is a rule-based approach for a identifying pattern from the dataset.
Agrawal et al. [79] proposed this method for detecting frequent items purchased by a
shopper from a database of purchased items in a shop. Association rule is expressed as a
form of X → Y , where X and Y are subsets of items. The rule implies that if a person
purchases X item sets, then the person might also purchase Y item sets. Using the above
mentioned algorithm at first, frequent item sets were detected using minimum support
and then from the frequent item sets using minimum confidence association rules are
discovered. However, during finding the frequent item sets crisp values are considered,
which lack the capability of addressing the issues of different types of uncertainties like
ignorance, incompleteness, ambiguity, vagueness, and imprecision.

An association rule based anomaly detection technique is proposed in [19]. The
authors present a new method to detect anomaly by discovering frequent patterns from
the dataset. In this method, each data point in the dataset is considered as a transaction.
Therefore, the transactions that contain less frequent patterns are detected as an anomaly.
This method defines a metric, called FPOF (Frequent Pattern Outlier Factor), to detect
the anomalous transactions. However, the method can handle precise data well, but it
is not well suited where the nature of the data contains fuzziness. In addition, sensor
data contains various types of uncertainty such as ignorance, incompleteness, ambiguity,
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vagueness, and imprecision for the reasons as explained in the previous section. Thus,
by using this method the appropriate rules cannot be mined and hence, the detection of
the anomaly that exits in the sensor data is not possible.

Sensor data can be viewed as a large volume of real-valued data collected from sensor
nodes. The characteristics of this data depend on the attributes of the data as well as
on the correlation between the data in space and time. Each sensor node might have
one or more sensors. A sensor node with one temperature sensor, can be considered as
providing univariate attributed data. On the other hand, a sensor node that consists of
temperature and humidity sensors, can be considered as multivariate attributed data. It
is comparatively easier to detect outliers from univariate-attributed data as one type of
data needed to be considered. However, for multivariate attributed data detecting an
anomaly, multiple types of data need to be considered together. Moreover, special and
temporal correlation with the collected data also influences anomaly detection in sensor
data. Temporal correlation implies the reading of sensor data in one instance is related
with the previous instance. On the contrary, special correlation implies that a correlation
exists among the data gathered from geographically closely deployed sensors [80].

Weng [20], proposed an anomaly detection technique based on rare data patterns
instead of frequent data patterns. This methodology is able to discover more interesting
and valuable patterns from the data than the association rule based technique. However,
experts assign membership function and four parameters (e.g. minimum support, maxi-
mum support, maximum rank, and minimum confidence) in this study. This makes the
system more human dependent. Moreover, the proposed algorithm is not able to address
ignorance and incompleteness due to the limitation of fuzzy logic. By using a modified
Fuzzy Apriori Rare Itemsets Mining (FARIM) [20] algorithm teachers can more easily
detect weak students and give them extra coaching. The proposed method also did not
address the ignorance and incompleteness.

In summary, the techniques as mentioned earlier for detecting anomalies are not
able to address different types of uncertainty. Gaussian-based and Association based
anomaly detection algorithms cannot address any type of uncertainty. However, the
fuzzy association rule based anomaly detection techniques address uncertainty due to
ignorance and incompleteness.

Related Work on Flood Prediction

Flood is a complex natural event. It is caused by the partial or complete inundation of
land by the overflow of water due to rain, overflow of water over a dam, and excessive
melting of snow. Various machine learning techniques such as ANN, SVM, and Linear
Regression are used to predict flooding in an area [21, 22, 23].

Mitra et al. [21] used ANN to predict river flooding. This system considered rainfall,
pressure, water flow, and humidity to predict flooding, which were collected using sensors.
The system considered a three layer architecture and used the back propagation super-
vised learning algorithm to predict flooding by taking into account the above-mentioned
data, collected by the sensors. ANN adjusts the weights of neurons or nodes based on the
input dataset to produce the correct flood water level. However, in the ANN approach,
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the training consists of adjusting only the learning parameter, known as weight to reduce
the error. The error consists of the difference between the target flood water level and the
ANN system generated flood water level. Hence, a holistic prediction of flood could not
be achieved by this approach. In addition, the qualitative data has not been considered
in this model. On the contrary, in order to accurately predict the flooding in an area it is
necessary to consider both qualitative and quantitative data in an integrated framework.

Sulaiman et al. [81] used ANN for predicting flood in Pahang, Malaysia, based on
rainfall in that area. The performance of the ANN model is compared to the statisti-
cal technique called Auto Regression Integrated Moving Average (ARIMA). The results
indicate that the ANN model is reliable in anticipating above the risky level of heavy
precipitation events. The aforementioned research works did not consider other flood
influential factors associated with topography, geological, and human activities. Further-
more, these influential factors are qualitative and quantitative by nature. Hence, BRBES,
including various influential factors, has better potential to predict flood accurately than
ANN since BRBES has the capability of handling both qualitative and quantitative data.

Theera-Umpon et al. [23] presented an SVM based system to predict flood of Chiang
Mai City in Thailand. The system used hourly measured river water levels for a period of
two years, collected from three gauging stations. SVM with an ε-Insensitive loss function
based algorithm is used for predicting flood. Furthermore, Theera-Umpon et al. [23]
showed that SVM performs better than the multilayer perceptrons model.

Ganata et al. [82] compared the EPAs Storm Water Management Model (SWMM)
and an SVM based approach for rainfall-runoff modelling. The SVM model showed
greater accuracy for urban hydrology compared to SWMM. However, SVM predicted the
peak discharge of water with less accuracy. Generally, the support vectors are generated
from the training data using SVM. The support vectors should lay between two hyper-
planes, where the hyper-planes work as a boundary of error in prediction. SVM fails to
address the uncertainty of data as the input data are not distributed over belief degrees

Seal et al. [22] used linear regression to forecast flood in real-time using rainfall, water
discharge, and temperature. The system used a robust least-squares linear regression
algorithm to overcome the sensitivity for the outlier of the ordinary linear regression. The
authors claim that their system is cost-effective in implementation and speed efficient for
forecasting flood in a real-time scenario. However, linear regression in general cannot
address uncertainty due to randomness.

Thus, from the above, it can be argued that BRBESs could predict flooding more
accurately than ANN, SVM based regression, and Linear Regression. The reason for this
is that BRBESs consider various types of uncertainty to predict flooding.

Related Work on PUE prediction for datacenter

Shoukourian et al. [83] have used a neural network based machine learning approach for
modelling the coefficient of performance of a high performance datacentre. Balanici et al.
[84] used server traffic flow to improve the power usage of a datacentre. They have used
auto-regressive neural networks to predict the server traffic flow. Furthermore, power
usage of a datacenter can be improved by optimizing the control policy of the cooling
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system. Li et al. [85] proposed a Reinforcement Learning based control policy of the
cooling system of a datacentre. The proposed model has been able to reduce the cooling
cost of 11% in a simulation study. Moreover, Haghshenas et al. [86] have also used a
multi-agent based Reinforcement Learning algorithm to minimize energy consumption of
a large-scale datacentre.

Gao [87] conducted extensive work to predict the power usage effectiveness (PUE)
metric of a Google datacentre. This work aims to demonstrate that machine learning
is an effective tool to leverage existing sensor data to model data-center performance
and improve energy efficiency. The model has been tested and validated at Google’s
datacentres. In his work, a neural network was selected as the mathematical framework
for training datacentre energy-efficiency models. Their training dataset contained 19
normalized input variables and one normalized output, the datacentre PUE, each variable
spanning 182,435 samples (two years of operational data). This custom AI DCIM solution
reduced overall data-center power consumption by 15% and reduced cooling power by
40%. However, the data coming from sensors contained different types of uncertainty,
such as ignorance, incompleteness, ambiguity, vagueness, and imprecision. Different kinds
of uncertainty exist in sensor data due to malfunctions, and faulty or duplicate sensor
measurements [1]. A neural network uses forward propagation as an inferencing procedure
that does not have a mechanism to address data uncertainty. Therefore, BRBES can be
used to address these uncertainties by using a Belief Rule Base (BRB) as the knowledge
base and Evidential Reasoning (ER) as the inference engine.

Related Work on BRBES learning mechanisms

In this section, the scientific works related to learning in BRBES are discussed.
Yang et al. [5] first proposed an optimisation model for BRBES. The authors sug-

gested optimisation of the parameters using the non-linear constrained solver, named
fmincon from the MATLAB optimisation toolbox. The sequential quadratic program-
ming algorithm is used in the fmincon solver, which is a deterministic algorithm. The
proposed method is prone to get stuck in local optima due to its gradient-based mecha-
nism. Additionally, for large numbers of variables the convergence rate is slower, which
requires more time to find optimal solutions. This method does not have any mechanism
for addressing the uncertainty of the objective functions.

Xu et al. [52] applied the optimisation model mentioned above for pipeline leak de-
tection and demonstrated the usefulness of incorporation of learning in the BRBES. The
proposed model by Xu et al. [52] has been improved by adding utility values as one of
the learning parameters by Chen et al. [88], which generates better results. However, the
later proposed model inherited the shortfalls of the fmincon method. Chang et al. [29]
proposed the optimisation model for disjunctive BRBES, where lower and upper limits
were set for utility values of the antecedent attributes. These strict constraints influenced
the optimised model to get stuck in local optima instead of finding the global optimal
solution as the search space becomes coarse. Zhou et al. [89] discussed the limitation of
the fmincon based optimisation method and mentioned that this method is influenced by
the initialization of the variables. Furthermore, Zhou et al. [89] suggested using evolu-
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tionary algorithms due to their success in achieving the optimal or near-optimal solution
for problems with nonlinear and continuous search space. In the aforementioned article,
the Clonal Selection Algorithm (CSA) was used for optimising BRBES for diagnostic
of lymph node metastasis in gastric cancer. In addition, other evolutionary algorithms,
like Particle Swarm Optimisation [30] and DE [6, 10] were also used for optimisation of
BRBES, where DE performed better than the others.

The research mentioned above assumes that the domain experts predefine the an-
tecedent attribute, referential, and utility values of the BRBES. However, these values
need to be optimised to obtain better results.

Wang et al. [90] proposed structure optimisation by reducing the number of an-
tecedent attributes using Principal Component Analysis (PCA). Then, the parameter
optimisation has performed and later the trained BRBES was used for predicting con-
sumer preference. Zhou et al. [89] and Yang et al. [91] also applied this method in
their research works which produce better results and require less computation time as
a reduced number of antecedent attributes are used.

Chang et al. [11] proposed a combined structure and parameter optimisation for
BRBES. They also proposed the Akaike Information Criterion (AIC)-based objective
function to increase modelling accuracy. Furthermore, a time-consuming algorithm for
reducing the number of valid rules has been discussed in this article.

Yang et al. [10] also proposed a joint optimisation model for BRBES. A general-
ization error based on Hoe↵ding inequality theorem was proposed instead of root mean
square error. A heuristic algorithm was used for structure optimisation and a Di↵erential
Evolution (DE) algorithm were used for parameter optimisation. Furthermore, the gen-
eralization capability of BRBES was shown. This research work illustrates the e�ciency
of DE for parameter optimisation of BRBES. However, there is a lack of finding optimal
values for the control parameters of DE, which may lead to better results. Table 2.2
provides a list of di↵erent learning mechanisms used for BRBES.

Table 2.2: Summary of di↵erent learning mechanisms for
BRBES

Article Specification Method Limitations
Yang et al. [5] The authors suggested op-

timisation of the param-
eters using a non-linear
constrained solver, named
fmincon from the MATLAB
optimisation toolbox.

MATLAB-
based
optimi-
sation
tech-
niques (Se-
quential
Quadratic
Program-
ming)

The optimisation process
su↵ers from local minimum.
Structure optimisation is
not implemented.

Continued on next page
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Table 2.2 – Continued from previous page
Article Specification Method Limitations

Xu et al. [52] The optimisation model
mentioned by Xu et a. [52]
is used for pipeline leak
detection and demonstrated
the usefulness of incorpo-
ration of learning in the
BRBES.

MATLAB-
based
optimi-
sation
techniques

This method inherits the
limitation of MATLAB-
based optimisation tech-
niques, which is getting
stuck in local minima.
Furthermore, the proposed
methodology only focuses
on parameter optimisation.

Chang et al. [88] This research work also uses
the non-linear constrained
solver for parameter optimi-
sation. The utility values
of the antecedent attributes
are considered as learning
parameters.

MATLAB-
based
optimi-
sation
techniques

This method also has the
above-mentioned limita-
tions.

Wang et al. [90] The authors proposed a
learning mechanism of re-
ducing the number of an-
tecedent attributes using
PCA.

MATLAB-
based
optimi-
sation
techniques

The structure and param-
eter optimisation does not
co-relate effectively.

Zhou et al. [89] The authors proposed a
clonal selection algorithm
(CSA) based learning mech-
anism.

Clonal se-
lection al-
gorithm

Structure of the BRB is de-
fined by the experts. Op-
timisation of the structure
has not been considered.

Qian et al. [30] Particle swarm optimisation
has been used for optimal
training of the BRBES. The
authors also suggested a re-
pair technology for enforc-
ing the constraints.

Particle
swarm op-
timisation

Structure of the BRB is de-
fined by the experts. The
algorithm is tested for a sin-
gle use case.

Chang et al. [6] The optimal training of
the learning parameters has
been done using DE.

Differential
evolution

Only parameter optimisa-
tion is used as learning pro-
cess

Continued on next page
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Table 2.2 – Continued from previous page
Article Specification Method Limitations

Chang et al. [11] The authors proposed an
AIC based joint optimisa-
tion model. Various evo-
lutionary algorithms were
tested as optimisation algo-
rithm. DE performs better
than Particle swarm optimi-
sation, Genetic algorithm.

Di↵erential
evolution

Fixed values are considered
for the control parameters
for each iteration of DE

Yang et al. [10] A joint optimisation model
was proposed for generating
the trained BRBES. DE has
been used for parameter op-
timisation while a heuristic
strategy has been chosen for
structure optimisation.

Di↵erential
evolution,
heuristic
strategy

There is a lack of balance
between exploration and ex-
ploitation of search space
while using DE.

In summary, the joint optimisation of parameter and structure for BRBES has shown
better results among di↵erent optimal learning procedures mentioned above. Among
evolutionary algorithms, DE is preferable for joint optimisation of BRBES for its better
dealing with multiple local minima. However, there is a lack of determining the right
values for the control parameters of DE while addressing the uncertainty of the objec-
tive function [92, 93]. Furthermore, there should be a balance between exploration and
exploitation of the search space. Finding near right values of the control parameters
and ensuring the balance of exploration and exploitation represents a challenge for using
DE as an optimal training procedure for BRBES. Therefore, a new learning approach is
required to improve the accuracy of BRBES to determine the near right values of con-
trol parameters for DE, which is necessary to ensure balance between exploration and
exploitation of search space.

Related Work on Evolutionary Algorithms

There have been several attempts to determine the near right values of the control pa-
rameters for DE [32, 33, 34]. Among di↵erent approaches, adaptive parameters control
is one of the suitable mechanisms to determine the near right values of the control pa-
rameters for DE due to its simplicity. Liu et al. [35] proposed an adaptive mechanism
to discover optimal values for F and CR for DE using the fuzzy logic controller (FLC),
which is known as fuzzy adaptive di↵erential evolution (FADE). However, the fuzzy-based
systems cannot address all types of uncertainty except imprecision.

Recently, Leon et al. [36] proposed a new adaptive algorithm based on the greedy
algorithm, named greedy adaptive di↵erential evolution (GADE). The algorithm uses the
greedy search algorithm to determine better parameters using neighbourhood points of
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a current population. The proposed method does not have any mechanism to address
uncertainty.

Tanabe et al. [37] proposed a new adaptive DE, named L-SHADE, where the control
parameters are selected based on the success-history of F and CR. Furthermore, they
introduced a mechanism for reducing the population size during each iteration. However,
L-SHADE also lacked any mechanism to address the uncertainty of the objective function.

Researchers have used di↵erent evolutionary algorithms for optimising parameters
for various systems [94, 95, 96]. Kadri et al. [94] have proposed a two-point cross-over
operator based Genetic Algorithm (GA) to address project scheduling problems while
ensuring resource availabilities, resource-transfer time constraints, project precedence
relation, and minimization of project duration. Deng et al. [95] proposed an adaptive
particle swarm optimisation algorithm for e�cient allocation of airport gates to various
flights in over time. The algorithm is based on the Alpha-stable distribution and dynamic
fractional calculus.

Hong et al. [96] proposed a new BAT algorithm for forecasting the motion of a floating
platform. The proposed algorithm is based on the chaotic, niche search, and evolution
mechanisms. The proposed evolutionary algorithms did not consider the uncertainty of
the objective function.

In summary, the above-mentioned evolutionary algorithms lack in addressing uncer-
tainty of the objective functions. Therefore, BRBES can be used to address various
uncertainties due to objective functions.

Related Work on Deep Learning

Recently, Deep Learning has been used to solve various problem of prediction from var-
ious data sources. However, di↵erent algorithms have been used with Deep Learning
to improve Deep Learning’s accuracy of prediction. Merentitis et al. [97] have used
random forest with Deep Learning to improve classification tasks. In their proposed re-
search, Deep Learning has been used to extract high-level features and passed them to
the random forest algorithm for performing the classification tasks.

Chang et al. [15] presented a novel Fuzzy deep-learning approach called Fuzzy deep
convolutional network (FDCN), which is proposed for predicting the tra�c flow of a city.
They have combined fuzzy theory and deep residual network to address the uncertainty.
The FDCN has five modules; these are input, deep convolution network (DCN), fuzzy
network (FN), fusion module, and predictor. First, the input data is passed to fuzzy
networks and DCN simultaneously. After processing the data, the output is merged in
the fusion module and passed to the predictor module. The fusion module uses objective
or loss function for training the parameters of the DCN and FN modules. During the
training phase, the parameters of DCN and FN are modified to minimize the value of
the objective function. After finishing the training phase, the predicted values can be
generated by feeding the data into the model. The DCN module is used to capture the
pattern of the data, and FN is used to address the uncertainty. However, fuzzy systems
are not able to address uncertainty due to incompleteness and ignorance, which will
hinder the accuracy of prediction.
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Deng et al. [39] proposed a hierarchical fused Fuzzy Deep Neural Network (FDNN)
for data classification. The data is passed to the Fuzzy system and DNN module si-
multaneously, and then the output of these two modules are fused to transfer to the
task-driven layer for generating the classification result. According to the authors, the
fuzzification of the Fuzzy module helps in addressing uncertainty, and Deep Learning
reduces the noise of the data. The FDNN has been evaluated using the classification of
brain tissues from MRI images and predicting stock prices, where it showed promising
results. However, FDNN su↵ers from the inherent limitation of fuzzy systems, which is
the lack of possibility to address uncertainty due to incompleteness and ignorance.

2.3 Chapter Summary

In this chapter di↵erent technologies related to the thesis topics have been introduced. A
brief description of learning technologies like Artificial Neural Network, Support Vector
Machine, Deep Learning, Recurrent Neural Network, and Long Short-Term Memory have
been presented. Furthermore, several evolutionary algorithm based optimal training pro-
cedures have also been discussed. Various related research studies on anomaly detection,
flood prediction, learning mechanisms of BRBES, evolutionary algorithms, and Deep
Learning have been presented in the later part of the chapter. The thesis contributions
will be presented next.
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Abstract It is an era of Internet of Things, where vari-
ous types of sensors, especially wireless, are widely used
to collect huge amount of data to feed various systems
such as surveillance, environmental monitoring, and dis-
aster management. In these systems, wireless sensors are
deployed to make decisions or to predict an event in a
real-time basis. However, the accuracy of such decisions or
predictions depends upon the reliability of the sensor data.
Unfortunately, erroneous data are received from the sen-
sors. Consequently, it hampers the appropriate operations
of the mentioned systems, especially in making decisions
and prediction. Therefore, the detection of anomaly that
exists with the sensor data drew significant attention and
hence, it needs to be filtered before feeding a system to
increase its reliability in making decisions or prediction.
There exists various sensor anomaly detection algorithms,
but few of them are able to address the uncertain phenom-
enon, associated with the sensor data. If these uncertain
phenomena cannot be addressed by the algorithms, the fil-
tered data into the system will not be able to increase the
reliability of the decision-making process. These uncertain-
ties may be due to the incompleteness, ignorance, vagueness,
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imprecision and ambiguity. Therefore, in this paper we pro-
pose a new belief-rule-based association rule (BRBAR) with
the ability to handle the various types of uncertainties as
mentioned.The reliability of this novel algorithm has been
compared with other existing anomaly detection algorithms
such as Gaussian, binary association rule and fuzzy associa-
tion rule by using sensor data from various domains such as
rainfall, temperature and cancer cell data. Receiver operating
characteristic curves are used for comparing the performance
of our proposed BRBAR with the aforementioned algo-
rithms. The comparisons demonstrate that BRBAR is more
accurate and reliable in detecting anomalies from sensor data
under uncertainty. Hence, the use of such algorithm to feed
the decision-making systems could be beneficial. Therefore,
we have used this algorithm to feed appropriate sensor data
to our recently developed belief-rule-based expert system to
predict flooding in an area. Consequently, the reliability and
the accuracy of the flood prediction system increase signifi-
cantly. Such novel algorithm (BRBAR) can be used in other
areas of applications.

Keywords Internet of Things · Wireless sensor networks ·
Anomaly detection · Flood prediction · Belief-rule-based
expert systems

1 Introduction

Nowadays, wireless sensors are deployed in large scale to
monitor various environmental parameters such as rainfall,
water level, humidity, soil moisture and temperature (Ahmad
et al. 2013; Zhang et al. 2011). The collected sensor data
can be used in various expert systems to support decision-
making processes or to predict the occurrence of an event
such as flooding (Fang et al. 2014). The wireless sensors are
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considered due to their low power consumption, low cost and
protocol standardization (Palattella et al. 2013; Ahmad et al.
2013; Seal et al. 2012; Khedo 2013; Atzori et al. 2010). Usu-
ally, such expert systems are helpful where the events under
investigation change rapidly and their prediction cannot be
made in advance. Flooding can be considered as an exam-
ple of such event, which has the highest capability to bring
sufferings to the human beings and therefore, its assessment
of risk is very important (Hossain and Davies 2001, 2004,
2006; Vladimirova and Yuhaniz 2011; Gnecco et al. 2016).
Hence, wireless sensor network technologies have been used
to collect flood-related data, and eventually, they are fed into
Decision Support Systems (DSSs) to generate different deci-
sion scenarios and to predict flooding in an area (Andersson
andHossain 2014, 2015;González et al. 2013;Demeritt et al.
2013).

However, the accurate and appropriate risk scenario gen-
erations by these systems (Aziz and Aziz 2011; Adefisan
et al. 2015) as well as the flood prediction are found to be
not reliable due to the erroneous and misleading nature of
sensor data (Pappenberger et al. 2006). The reason for this is
that sensor data may contain missing data, duplicated data
or inconsistent data due to the resource constraints such
as battery power (Sheltami et al. 2016; Xu et al. 2015),
computational and memory capacities (Bajaber and Awan
2010) as well as communication bandwidth (Thombre et al.
2016). Hence, the data generated by the sensor nodes become
unreliable and inaccurate. In addition to this, in harsh envi-
ronment where sensors are deployed in unprotected way,
causing malfunction and this may result in noisy, miss-
ing and redundant data (Chen et al. 2006). Moreover, the
sensors are vulnerable to malicious attacks such as denial
of service attacks, black hole attacks and eavesdropping
(Perrig et al. 2004; Langin and Rahimi 2010; Fiore et al.
2013).

The presence of missing value, duplicate or inconsistency
with the sensor data leads to the creation of different types
of uncertainty such as incompleteness, ignorance, vague-
ness, imprecision and ambiguity. The resource constraints
of sensors cause some data to be missed, causing ignorance
and ambiguity. The malfunction causes the sensor data to be
incomplete. Moreover, vagueness is caused in sensor data by
inaccuracy due tomalicious attack, and imprecision is caused
by less precise data reading from sensor due to lack of battery
power (Rajasegarar et al. 2008). The presence of uncertainty
with the sensor data resulting from the factors mentioned
above may cause anomaly in the sensor data. Hence, the data
become unreliable, and if they are not filtered before feed-
ing to the expert systems, the results generated from such
systems may become inaccurate. Therefore, it is necessary
to use appropriate techniques to handle anomalous data with
the capability of handling different types of uncertainty in an
integrated framework.

Therefore, it is necessary to ensure the reliability and
accuracy of the sensor data before using it in any expert
system. By using anomaly detection techniques, we can
ensure reliability and accuracy of the data. According to
Gnecco et al. (2016), anomalies are patterns in data that
do not conform to a well-defined notion of normal behav-
iour. There are different techniques of anomaly detection,
based on the model used; these are parametric (statistical)
and nonparametric model-based anomaly detection tech-
niques (Chandola et al. 2009). In the parameter techniques,
data are analysed using density distribution and which data
have low relevance with the distribution are considered as
anomalies. Multivariate Gaussian method is an example of
statistical model-based anomaly detection technique. Sta-
tistical model works well when distribution of the data is
known, which is rare for sensor data. Rule-based techniques
are the examples of nonparametric approaches (Chandola
et al. 2009). In the rule-based techniques, rules are generated
based on the data. Each of the rules is given a weight value-
based on the frequency of the rule in data, and anomalous
data are detected using some threshold values. Associa-
tion Rule mining (He et al. 2004) and Fuzzy Rule Base
Association Rule mining (Weng 2011) are the examples
of rule-based techniques. However, these rules do not take
into account of the uncertainty phenomena of the sensor
data.

However,Gaussianmethod, is a statistical-based approach,
is unable to handle uncertainty due to randomness, igno-
rance as well as fuzziness. On the other hand, rule-based
approach such as association rule uses assertive knowl-
edge, which can be evaluated either true or false. Hence,
this approach is unable to address uncertainty due to
fuzziness, ignorance or incompleteness. Fuzzy logic can
handle uncertainty due to fuzziness but unable to han-
dle ignorance and incompleteness. It is also unable to
handle uncertainty due to ignorance in fuzziness. Hence,
none of the mentioned methods can handle all types of
uncertainty in an integrated framework. Hence, in this
research we are proposing a novel belief-rule-based anom-
aly algorithm with the capability of handling the mentioned
uncertainties in an integrated framework. Eventually, this
will accurately detect the anomalous data and filtered to
feed the DSSs to predict an event accurately and also its
risks.

The remainder of this paper is structured as follows: Sect. 2
surveys relatedwork on anomaly detection,while Sect. 3 pro-
vides the overview of the new anomaly detection technique
named, Belief Rule-Based Association Rule (BRBAR). Sec-
tion 4 presents the integration of filtered sensor data into
belief-rule-based expert system. Section 5 reports the exper-
imental results and evaluation of BRBAR, while Sect. 6
concludes the paper.
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2 Related work

Research on anomaly detection has been going on for a
long time, specifically in the area of statistics (Chandola
et al. 2009). Multivariate Gaussian, a statistical-based anom-
aly detection algorithm was proposed by Barnett and Lewis
(1994), Barnet (1976), and Beckman and Cook (1983). The
underlying principal of this method is that the anomalous
data should be detected by using a parametric or Gaussian
distribution as well as by using probability density function.
In this method, the latter is used to calculate the anomaly
score of the data. A threshold value is then used to determine
anomalous data from the anomaly score. In Gaussian-based
anomaly detection technique, it is assumed that the dataset
will follow the Gaussian distribution. Dataset, which are uni-
modal, symmetric, asymptotic in nature usually provides
normal distribution. If the dataset cannot fully follow the
distribution, then the inaccuracy in anomaly detection may
be noticed. This inaccuracy causes uncertainty in anom-
aly detection. Therefore, statistical-based anomaly detection
algorithms such as Gaussian distribution, fails to take in to
account of uncertainty. In addition, all datasets cannot be
modelled using Gaussian distribution if the data points are
not clustered around the mean value of the dataset. Further-
more, threshold parameter might be difficult to determine as
the difference between nonanomalous and anomalous data
might be very close (Patcha and Park 2007). Moreover, if the
dataset is asymmetric and bimodal, then the proper detection
of anomalous data is difficult to obtain using Gaussian distri-
bution. However, the nature of the sensor data is asymmetric
or bimodal. Therefore, statistical-based anomaly detection
approach will not be efficient for anomaly detection. Alter-
natively, knowledge-based approach, based on the frequency
of the data points in the datasets, provides better detection
of anomalous data. Since the sensor data are asymmetric in
nature, the determination of the frequency of data can be
used to develop rules. This in turn could form knowledge
base and thus, can be used to detect anomalies in sensor
data by using various knowledge-based approaches. There-
fore, in the following section knowledge-based approaches
will be investigated to demonstrate their strength to detect
anomalies in sensor data.

Generally, in rule-based or knowledge-based anomaly
detection, the anomaly detector uses predefined rules to clas-
sify data points as anomalies or normal data. There exist
various types of rule-based approaches such as association
rule, fuzzy association rule to detect anomaly in the sensor
data (Chandola et al. 2009).

Association rule is a rule-based approach for data min-
ing. It was first proposed by Agrawal and Srikant (1994) to
detect frequent item sets from database of items in a shop
purchased by people. Association rule is expressed as a form
of X → Y , where X, Y are subsets of items. The rule implies

that if a person purchases X item sets, then the person might
also purchases Y item sets. Using the above-mentioned algo-
rithm at first, frequent itemsetswere detected usingminimum
support and then from the frequent itemsets using minimum
confidence association rules are discovered. However, dur-
ing finding the frequent itemsets crisp values are considered,
which lack the capability of addressing the issues of different
types of uncertainties like ignorance, incompleteness, ambi-
guity, vagueness and imprecision.

An association rule-based anomaly detection technique
is proposed in He et al. (2004). The authors present a new
method to detect anomaly by discovering frequent patterns
from the dataset. In thismethod, each data point in the dataset
is considered as a transaction. Therefore, the transactions that
contain less frequent patterns are detected as anomaly. This
method defines a measure, called FPOF (Frequent Pattern
Outlier Factor), to detect the anomalous transactions. How-
ever, the method can well handle precise data, and hence,
it is not well suited where the nature of the data contains
fuzziness. In addition, sensor data contain various types of
uncertainty such as ignorance, incompleteness, ambiguity,
vagueness and imprecision for the reasons as explained in
the previous section. Thus, by using this method the appro-
priate rules cannot be mined, and hence, the detection of the
anomaly exits in the sensor data.

Sensor data can be viewed as a large volume of real-valued
data collected from sensor nodes. The characteristics of these
data depend on the attributes of data as well as on the corre-
lation between the data in space and time. Each sensor node
might have one or more sensors. A sensor node with one
temperature sensor, which can be considered as providing
univariate-attributed data. On the other hand, a sensor node
consists of temperature and humidity sensor, and these can be
considered as multivariate attributed data. It is comparatively
easier to detect outlier from univariate-attributed data as one
need to consider one type of data. However, for multivariate
attributed data to detect anomaly multiple types of data need
to be considered together. Moreover, special and temporal
correlation with the collected data also influences in anom-
aly detection in sensor data. Temporal correlation implies the
reading of sensor data in one instant is related to the previ-
ous instant of the time. On the contrary, special correlation
implies that a correlation exists among the data gathered from
geographically closely deployed sensors (Zhang et al. 2010).

There exist various techniques (Weng 2011; Rajeswari
et al. 2014; Ruiz et al. 2014; Muyeba et al. 2008) to detect
anomaly in sensor data by using Fuzzy association rules.
In fuzzy association rule, the data points are converted to
fuzzy values using membership function. Fuzzy association
rules are then generated based on frequent data points or
rare frequent data. Using the generated rules, anomalous data
are detected from the sensor data. Fuzzy sets overcome the
problem of overestimate or underestimate the boundary val-
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ues by using membership function. Fuzzy logic is capable
of handling uncertainty due to imprecision, ambiguity and
vagueness but not the others.

Weng (2011), proposes an anomaly detection technique
based on rare data pattern instead of frequent data pattern.
This methodology is able to discover more interesting and
valuable patterns from the data and then the association
rule-based technique. However, experts assign membership
function and four parameters (e.g. minimum support, maxi-
mum support, maximum rank and minimum confidence) in
this study. This makes the system more human dependent.
Moreover, the proposed algorithm is not able to address igno-
rance and incompleteness due to the limitation of fuzzy logic.

Rajeswari et al. (2014) studied anomaly detection on
educational data using fuzzy association rule mining. The
authors argue that fuzzy logic handles data better and it
can calculate dynamically the four parameters rather than
using predefined values, mentioned above, produces better
results. By using a modified Fuzzy Apriori Rare Itemsets
Mining (FARIM) (Weng 2011) algorithm, teachers can more
easily detect weak students and give them extra coaching.
The proposed method also did not address the ignorance and
incompleteness.

Ruiz et al. (2016) introduced the notion of fuzzy exception
and fuzzy anomalous rule for recognition of various types of
deviations often associated with the common patterns which
usually are hidden in data affected by some fuzziness. A
new approach for mining such rules is presented, whereas
important advantages include obtaining more understand-
able results and that the mining process can be parallelized.
The authors present an algorithm along with experiments
performed in data where some numerical attributes were
fuzzified. The authors concluded that the proposed fuzzy
rules give some insights on the exception and anomaly detec-
tion in credit payments.

Martí et al. (2015) proposed an anomaly detection algo-
rithm based on sensor data for petroleum industry appli-
cations. They have dealt with the problem of detecting
anomalies in turbo machines used in offshore oil platforms.
The algorithm is composed of a novel segmentation algo-
rithm, which is named YASA, and one-class support vector
machine (SVM). The authors have compared YASA with
one-class SVM and the approach currently used by their
industry partners. The results show that the combination of
YASA and one-class SVM was able to outperform the other
approaches. However, the proposed algorithm lacks address-
ing different types of uncertainty associated with sensor data,
such as incompleteness, ignorance, vagueness, imprecision
and ambiguity.

In summary,Gaussian-based anomaly detection algorithm
provides a mechanism for detecting anomaly from multi-
variate sensor data without any prior knowledge of the data.
The algorithm assumes that the sensor data follow normal or

Gaussian distribution. However, this is not true for every sen-
sor data, in that case the Gaussian-based anomaly detection
algorithm does not detect anomalous data efficiently. More-
over, the algorithm does not have any mechanism to detect
and address the uncertainty due to ignorance, incomplete-
ness, ambiguity, vagueness and imprecision. Association
rule-based anomaly detection does not have dependency on
the data distribution. However, it also lacks on addressing
uncertainty. Fuzzy-based association rule provides mecha-
nism to address the problemof overestimate or underestimate
the boundary values by using membership functions. These
techniques are capable of handling uncertainty due to impre-
cision, ambiguity and vagueness but not the others by using
fuzzy set. Therefore, a novel algorithm is required to address
all types of uncertainty that existwith the sensor data by using
an integrated framework to detect anomalous data. Hence,
the following section describes a novel BRBAR with the
ability to handle various types of uncertainty like ignorance,
incompleteness, ambiguity, vagueness and imprecision for
detecting anomalous sensor data.

3 An overview of belief-rule-based association rule

In this section, binary association rule aswell as fuzzy associ-
ation rule to detect anomaly in sensor data will be introduced.
The limitations of these approaches in handling various types
of uncertainties will be demonstrated. Then, BRBARwill be
introduced which has the capability to handle all types of
uncertainty in an integrated framework.

3.1 Binary association rule

Binary association rule is created from frequent itemsets
of transactions occurring in a database. Itemsets is a col-
lection of items available in the database. There are two
main parameters, namely support and confidence. Support
can be defined as the frequency of itemsets in whole data-
base divided by number of transactions (Agrawal and Srikant
1994).Confidence can be defined as the frequency of itemsets
in the rule divided by the frequency of itemsets in antecedent
part of the rule (Agrawal and Srikant 1994). Support is like
finding the probability of an itemsets in the database, and
confidence is the conditional probability (Rajeswari et al.
2014).

Let I = {i1, i2, . . . , im} be a set of m literals called items
and the database D = {t1, t2, . . . , tn} a set of n transac-
tions, each consisting of a set of items from I. An itemset
X is a nonempty subset of I. The length of itemset X is the
number of items in X. An itemset of length k is called a
k-itemset. A transaction t ∈ D is said to contain itemset
X if X ⊆ t . The support of itemset X is defined as sup-
port(X) = ||t ∈ D|X ⊆ t ||/||t ∈ D|| .
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The support of association rule is shown in expression (1).

support (A $⇒ B) = support (A ∪ B) (1)

The confidence of association rule is shown in expression
(2).

con f (A $⇒ B) = support (A ∪ B)/support (A) (2)

The binary association rule is shown in expression (3).

A $⇒ B (3)

Here, A and B indicate itemsets. A and B represent the
antecedent and consequent part of an association rule, respec-
tively.

He et al. (2004) proposed anomaly detection technique
based on frequent itemsets. Frequent itemsets discovered by
association rule algorithm provide common pattern of the
dataset. The infrequent itemsets intuitively refer to anom-
alies. They propose a measure called FPOF (Frequent
PatternOutlier Factor) to detect the anomaly,which is shown
in expression (4) (He et al. 2004).

FPOF(t) =

∑

x

support (X)

||FPS(D,minisupport)|| (4)

where X ⊆ t and X ∈ FPS (D, minisupport)
Here, all frequent patterns are denoted as: FPS (D, min-

isupport).
In binary association rule, the support is calculated by

computing the frequency of items. An association rule, as
shown in expression (3), is evaluated as true or false and
hence, does not provide scope of considering any types of
uncertainty. However, sensor data contain different types of
uncertainty, and thus, association rule is not appropriate to
detect anomalies in sensor data. In addition, finding associ-
ation rules from sensor data with quantitative attributes are
problematic due to the poor semantic content to define the
sensor data which creates vagueness and ambiguity (He et al.
2004). Moreover, the binary association rules are sensitive to
small value changes which is a regular phenomena in sensor
data. Association rule also has a tendency to overestimate or
underestimate the boundary value (Rajeswari et al. 2014) dur-
ing the process of transforming the transaction database to a
binary database by partitioning the attribute values (Chen and
Chen 2007). Above problems can be address by fuzzy associ-
ation rule, which will be shown in next section. Furthermore,
mining association rules are computationally costly (Wijsen
and Meersman 1998) as large number of binary association
rules are generated during binary association rule mining
process.

3.2 Fuzzy association rule

Fuzzy association rules are created from quantitative data,
in which each quantitative item is transformed into fuzzy set
and fuzzy operations are used to find fuzzy association rules.

A fuzzy association rule is represented as shown below.

(xi is a1)AND(xi is a2) $⇒ (yi is mk) (5)

Here, x and y stand for antecedent and consequent attributes.
a and m represent the referential values.

The quantitative values form sensor data are represented
using linguistic labels or referential values by fuzzy sets in
the process of mining fuzzy association rules from sensor
data. For example, the values of a sensor data attribute like
temperature might be represented using different linguistic
labels such as very high, high, medium and low in fuzzy set.
This helps to represent the semantic content of the sensor
data more efficiently than the binary association rule by pro-
viding meaningful linguistic labels of sensor data (Chen and
Chen 2007).Moreover, using fuzzymembership functions of
fuzzy sets overestimation or underestimation of the boundary
values of binary association rule can be addressed by allow-
ing partial membership to different fuzzy sets (Dhanya and
Kumar 2009).

Weng (2011) proposed an anomaly detection technique
using fuzzy set. The proposed technique finds anomalous
data using rare itemsets instead of frequent itemsets. The
anomaly detection technique uses a function named rank to
find rare itemsets from the transaction dataset. Let us con-
sider a database D consists of a set of transaction Atid of
sensor data. A fuzzy rule of itemset is denoted as B. The rank
RankD(B) of the fuzzy rule B in database D can be defined
as follows.

RankD(B) =

|DB|∑

tid=0

rnk(Atid , B)

|DB| (6)

Here, DB is the subset of transactions covered by the fuzzy
rule B in the database D.
The support is calculated by using following expression

supD(B) =

|D|∑

tid=0

sup(Atid , B)

|D| (7)

where |D| is the total number of transactions in database D.
According to Hossain et al. (2014), fuzzy set addresses three
types of uncertainty due to vagueness, ambiguity and impre-
cision using membership function and referential values.
However, the consequent part of the fuzzy association rule,
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as shown in expression (5), considers only one attribute at
time. Therefore, it is not able to address all types of uncer-
tainty in sensor data, and also this leads to generation of
higher number of rules. The inference mechanism of the
fuzzy association rule does not have any option of deter-
mining the uncertainty in sensor data like incompleteness.
However, the sensor fails to senddata due to network resource
constrain or malicious attack and thus, causing uncertainty
like incompleteness. Therefore, fuzzy association rule is not
fully suitable for anomaly detection. Most of the problems
mentioned above will be addressed by the new belief-rule-
based association rule described in the next section.

3.3 Belief-rule-based association rule

The belief rule base (BRB) is an extension of traditional
IF-THENrule base.Abelief rule has antecedent part and con-
sequent part. Antecedent attribute takes referential values,
and possible belief degrees are associated with the conse-
quent of a belief rule. The rule weight, antecedent attribute
weight and belief degrees are knowledge representation para-
meters used in BRB to capture the uncertainty.

A belief rule can be defined as:

Rk :
IF Rainfall is Medium AND Rainfall Dura-
tion is High THEN Meteorological Condition is
{(Severe, 0.0), (Moderate, 0.4), (Low, 0.6)}

(8)

In the above rule, Rainfall and Rainfall Duration are the
antecedent attributes, while Medium and High are the ref-
erential values. Meteorological Condition is the consequent
attribute with referential values such as severe, moderate and
low. This rule is complete because the summation of degree
of belief associated with each referential value of the con-
sequent attribute is one. If the summation is less than one,
then the rule is considered as incomplete, which may be
due to incomplete information or ignorance. The relationship
between antecedent attributes and the consequent attribute is
nonlinear, which is linear in case of IF-THEN rule. More-
over, in general the sensor data that are gathered from the
environment are nonlinear in nature (Xiea et al. 2014; Islam
et al. 2015). Therefore, belief rules can efficiently be used to
represent the sensor data.

Inference mechanism is utilised to generate belief rules
from sensor data. The inference procedures consist of var-
ious steps including input transformation, rule activation
weight calculation, belief update and rule aggregation using
evidential reasoning approach (Hossain et al. 2014, 2015c;
Rahaman and Hossain 2013). The task of input transforma-
tion consists of distributing the input data over the referential
values of the attribute of a rule, which is called matching
degree. Once the matching degree is assigned, the rules are
called packet antecedent, and they become active and reside

in the short-term memory while the rule base resides in
the long-term memory. The total degree or the combined
matching degree αk , to which the input matches the whole
antecedent part of kth rule, can be calculated by using the
following expression (Hossain et al. 2015b).

αk = aggr((δk1,αk
1), . . . , (δkTk ,α

k
Tk )) (9)

where aggr is an aggregation function which should be
selected carefully. Following simple weighted multiplicative
aggregation function can be used as an aggregation function
(Hossain et al. 2015b).

αk =
Tk∏

i=1

(αk
i )

δ̄ki (10)

where δ̄ki = δki
max

i=1,...,T
{δki }
k

so that 0 ≤ δ̄ki ≤ 1

Here, Tk is the total number of antecedent attributes in
the kth rule. The activation weight wk for kth rule can be
generated by the following expression.

wk =
θkαk

L∑

i=1

(θiαi )

(11)

Here, θk represents the rule weight, and αk represents the
combined matching degree of the kth rule.

It is interesting to note that each rule does not have the
same weight in calculating the referential values of the con-
sequent attribute. This activation weight will be zero if the
kth rule is not activated.

When an input data for any of the antecedent are ignored
or missing, then the belief degree associated with each rule in
the rule base should be updated. Therefore, in belief update
procedure the belief degree of each of the rule is updated
using following expression (Hossain et al. 2015b).

βik = β̄ik

Tk∑

t=1

(λ(t, k)
Jt∑

j=1

(αt j ))

∑Tk
t=1 λ(t, k)

(12)

where

λ(t, k) =
{
1 if t th attribute is used in defining rule Rk(t=1, . . . , Tk)

0 otherwise

Here, β̄ik represents the original belief degree, while the
updated belief degree is βik of kth rule. αt j represents the
degree to which the input value belongs to an attribute.
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Furthermore, the aggregation of the rules is carried out by
using either analytical or recursive evidential reasoning algo-
rithm (Yang et al. 2006; Xu et al. 2007). It is preferable to
use analytical approach instead of recursive approach since
it is computationally efficient (Yuan et al. 2002; Yang and
Sen 1994). Using the analytical ER algorithm (Wang et al.
2006), the final belief degree β j is calculated using following
expression.

β j

=
µ ×

[
∏L

k=1

(

ωkβ jk + 1 − ωk
N∑

j=1
β jk

)

− ∏L
k=1

(

1 − ωk
N∑

j=1
β jk

)]

1 − µ ×
[∏L

k=1 1 − ωk

]

(13)

where

µ =

⎡

⎣
N∑

j=1

L∏

k=1

⎛

⎝ωkβ jk + 1 − ωk

N∑

j=1

β jk

⎞

⎠ − (N − 1)

×
L∏

k=1

⎛

⎝1 − ωk

N∑

j=1

β jk

⎞

⎠

⎤

⎦
−1

Here, ωk represents the activation weight of the kth rule,
whereas the belief degree associated with one of the conse-
quent reference values is denoted by β j .

The final values can be converted into crisp values by
using the utility score associated with each referential value
to obtain the final result. Hence, by summing the belief
degrees of the referential values of the consequent part of
the expressions (8) should be one if all the sensor data for
the antecedent part are available which address the uncer-
tainty due to incompleteness. The expression (12) addresses
the uncertainty due to ignorance or missing values from
sensors by updating the belief degree of each of the rules
during belief update procedure. Moreover, the uncertainty
due to vagueness, imprecision and ambiguity is addressed
by the expression (13) during the process of rule aggrega-
tion (Wang et al. 2006). As we discussed in the previous
sections, sensor data contain anomalous data due to different
kinds of uncertainty like incompleteness, ignorance, vague-
ness, imprecision and ambiguity. From the above discussion,
it can be argued that belief-based rule and inference mecha-
nism addresses all type of uncertainty.

However, the above inference procedures, which consist
of input transformation, rule activation weight calculation,
belief update and rule aggregation of belief rule base can-
not be directly applied to discover belief rules from sensors
data. The reason for this is that it is not necessary to have
initial rule base in case of sensor data, because the objectives
of sensor data mining are to discover the sets of belief rules

Fig. 1 Flow chart of belief association rule discovery

which in turn will act as the initial belief rules to represent
the knowledge base of an expert system. Hence, it is neces-
sary to investigate appropriate inference methods. However,
in the light of belief-rule-based inference procedures to dis-
cover initial belief rules, the task of input transformation can
be carried out by developing input transaction database as
well as by converting the transaction database into belief
transaction database. Since the calculation of support, as dis-
cussed both in case of binary and fuzzy rules [(6), (1)], it is
necessary to develop a procedures to calculate support for
belief transaction database. In addition, it is also necessary
to calculate the confidence of the belief transaction database,
which can be achieved by developing belief matrix and ham-
ming distance calculation. This will allow the calculation of
confidence of each transaction of belief database. Eventu-
ally, belief association rule could be discovered for sensor
data, which act as the initial belief rule base for an expert
system. It can be demonstrated that by using the belief associ-
ation rules, and the confidence values anomalies from sensor
data can be removed. The above procedures diagrammati-
cally demonstrated in Fig. 1, and we would like to define
whole procedures as the BRBAR. Each of the procedures as
shown in the Fig. 1 will be discussed in detail.

As a first step, the sensor data among which we want to
find anomaly, each data points are given an id. Henceforth,
each transaction is entered into the transaction database. The
transaction database is then converted into belief transaction
database by input transformation (Andersson and Hossain
2015). Support of the sensor data is calculated in the next step
named support calculation. Subsequently, a belief matrix is
created. Hamming distance is then calculated to find the dif-
ferences among the transactions. Confidence of each of the
transaction is calculated.Using the beliefmatrix aswell as the
confidence value belief-rule-based association rules are dis-
covered which are free from any anomalous sensor data and
thus can be use as initial belief rules in a BRB (Belief Rule
Base). This demonstrates a novel way of extracting belief
rules from the sensor data. In addition, to support the min-
ing of sensor data, it is necessary to develop a novel way
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Table 1 Sample of transaction database

Transaction ID Rainfall Temperature

t1 7 27

t2 1900 32

t3 450 40

t4 290 32

t5 190 30

t6 510 30

t7 571 27

t8 349 31

t9 259 20

t10 85 24

to calculate support and confidence as discussed while pre-
senting binary and fuzzy association rules. However, these
techniques of calculating both support and confidence can-
not consider different types of uncertainty. Consequently, it
is necessary to develop novel methods by incorporating of
different types of uncertainty in calculating support and con-
fidence. Hence, this research demonstrates novel methods of
calculating support and confidence by incorporating different
types of uncertainty as will be demonstrated below.

3.3.1 Input transaction database

Input transaction database will contain all sensor data. To
identify the sensor data, each row of the data is given a unique
identification number, named as transaction ID.However, the
sensor data are quantitative in nature. Therefore, these data
contain uncertainty like imprecision, vagueness. Moreover,
these data are also semantically poor. Therefore, to address
the above uncertainties and to address poor semantic content
referential values and linguistic labels are introduced. The
data from input transaction database will be used to support
to get belief transaction database, which will contain sensor
data with referential values. For simplicity, a sample trans-
action database is presented in Table 1 which contains ten
rows of data. The database has three attributes which are
shown in Table 1. These are transaction ID, rainfall and tem-
perature. From this database, anomalous data of rainfall and
temperature, which are collected by sensors, will be discov-
ered. Linguistic labels and referential values are defined for
rainfall and temperature to address the issue of poor semantic
content, and thiswill remove the above-mentioned uncertain-
ties. Tables 2 and 3 provide an example of linguistic labels
and referential values derived by discussing with experts.

3.3.2 Converting to belief transaction database

Belief transaction database can be defined as the collec-
tion of referential values of the sensor data. Data from

Table 2 Labels and referential values for rainfall

Rainfall

Labels No Rainfall Low Medium High Very High

Referential value 0 500 1000 1500 2000

Table 3 Labels and referential values for temperature

Temperature

Labels Very low Low Medium Hot Very Hot

Referential value 0 10 20 30 40

transactional database are taken as input, and then the sen-
sor data are converted into referential values using utility
function (Andersson and Hossain 2015; Wang et al. 2006;
Hossain et al. 2015c). This facilitates the computational pro-
cedure of support calculation of BRBAR. This step allows to
address uncertainty due to ambiguity, vagueness and impre-
cision of sensor data by distributing the degree of belief
into the referential values. Converting input transaction data-
base into belief transaction database resembles the input
transformation of inference mechanism of belief rule base.
Subsequently, the referential values are used for calculating
support values of the sensor data, which is an essential step
for mining anomalies. However, the details of this step will
be presented in the next section. The expression (14) and (15)
are used as utility function. In the expressions (14) and (15),
xi represents the i th referential value of an attribute, xi+1
represents the (i + 1)th referential value, and a represents
the sensor data

Trans f ormValue(xi+1) =
|xi − a|

|xi − xi+1|
(14)

Trans f ormValue(xi ) = 1 − Trans f ormValue(xi+1)

(15)

where xi < a < xi+1

(
β jk ≥ 0,

N∑

j=1

β ≤ 1
)

(16)

An example of the belief transaction database for rainfall
and temperature is shown in Tables 4 and 5, respectively.
The Column 1 of the Tables 4 and 5 refer to the transaction
ID. Attribute name and the sensor value are shown in Col-
umn 2 of the Tables 4 and 5. Column 3 to 7 of the same
table shows the referential values for the attributes. Row 1 of
Table 4 shows that the transaction ID t1 and the attribute a1
(rainfall) have value 7. By using expression (14) and (15) for
the sensor data 7 the degree of belief associated with refer-
ential values that can be obtained is {No rainfall (0.986), low
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Table 4 Belief transaction
database for rainfall

Transaction ID Attribute:Value No Rainfall Low Medium High Very High

t1 a1:7 0.986 0.014 0.0 0.0 0.0

t2 a1:1900 0.0 0.0 0.0 0.2 0.8

t3 a1:450 0.1 0.9 0.0 0.0 0.0

t4 a1:290 0.42 0.58 0.0 0.0 0.0

t5 a1:190 0.62 0.38 0.0 0.0 0.0

t6 a1:510 0.0 0.98 0.02 0.0 0.0

t7 a1:571 0.0 0.858 0.142 0.0 0.0

t8 a1:349 0.302 0.698 0.0 0.0 0.0

t9 a1:259 0.482 0.518 0.0 0.0 0.0

t10 a1:85 0.83 0.17 0.0 0.0 0.0

Table 5 Belief transaction
database for temperature

Transaction ID Attribute:Value Very low Low Medium Hot Very Hot

t1 a2:27 0.0 0.0 0.3 0.7 0.0

t1 a2:32 0.0 0.0 0.0 0.8 0.2

t3 a2:40 0.0 0.0 0.0 0.0 1.0

t4 a2:32 0.0 0.0 0.0 0.8 0.2

t5 a2:30 0.0 0.0 0.0 1.0 0.0

t6 a2:30 0.0 0.0 0.0 1.0 0.0

t7 a2:27 0.0 0.0 0.3 0.7 0.0

t8 a2:31 0.0 0.0 0.0 0.9 0.1

t9 a2:30 0.0 0.0 0.0 1.0 0.0

t10 a2:85 0.0 0.0 0.6 0.4 0.0

(0.014), medium (0), high (0), very high (0)}. Moreover, the
summation of degree of belief associated with the referential
values is equal to one, which shows completeness according
to expression (16).

3.3.3 Support calculation

Support calculation of BRBAR is defined as a function of
sensor data and referential values in respect of belief trans-
action database. Sensor data and referential values are taken
as input for support calculation, and the frequency of the
sensor data with respect to the belief transaction database
is provided. Binary [expression (1)] and fuzzy association
rule [expression (7)] based anomaly detection algorithms use
support function to find the probability of an itemset in the
database. In the case of BRBAR, referential values of sensor
data are also included in support calculation. Consequently,
the support of BRBAR has the ability to address uncertain-
ties like incompleteness, ignorance, vagueness, imprecision
and ambiguity. In addition, fuzzy association rule considers
only one of the referential values of consequent part in a rule,
and hence, it is not able to address uncertainty like ignorance
and incompleteness (Hossain et al. 2015b). On the contrary,
belief association rules consider referential values of conse-

quent attribute embedded with degree of beliefs as shown in
Tables 4 and 5. The inclusion of this phenomenon with belief
association rules provides strength to address the issues of
ignorance and incompleteness of sensor data.

The support calculation for BRBAR is shown in expres-
sion (17). This helps to address the uncertainty of sensor
data like imprecision, ambiguity and vagueness, because the
expression (17) uses the referential values. In the expression
(17), xi represents the value of the sensor data. re f _val refers
to referential values for the xi .

Support (xi ) =

n∑

i, j

xi ∗ re f _val j

|No of T ransactions| (17)

Support of rainfall and temperature data collected by sen-
sors is shown in Table 6, which is calculated using the
expression (17). Column 1 of the Table 6 shows rainfall data
in Sub-Column 1 named value and the support values on the
Sub-Column 2 named support. Consecutively, temperature
data and support values are shown on the second column of
the Table 6. As for example, support calculation for rainfall
value 7 is ((7× 0.986)+ (7× 0.014)+ (7× 0)+ (7× 0)+
(7 × 0))/10 = 0.7.
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Table 6 Support calculation for rainfall and temperature

Rainfall Temperature

Value Support Value Support

7 0.7 27 2.7

1900 190.0 32 3.2

450 45.0 40 4.0

290 29.0 32 3.2

190 19.0 30 3.0

510 51.0 30 3.0

571 57.1 27 2.7

349 34.9 31 3.1

259 25.9 30 3.0

85 8.5 85 2.4

3.3.4 Creating belief matrix

Belief matrix can be defined as the combination of belief
degrees of referential values and support values of sensor
data. Belief transaction database and support values of sen-
sor data are used as input for this procedure. This procedure
results cell values of belief matrix obtained by multiply-
ing corresponding belief degrees and support values of the
attributes in a sensor data as can be seen in expression (18),
which is used as input for confidence calculation. Since sen-
sor data value, which is quantitative in nature, is distributed
over different referential values to address semantic poor-
ness of the sensor data as shown in Tables 4 and 5. The
belief degrees attached to referential values corresponding
to the sensor data address the uncertainty due to ambigu-
ity, imprecision and vagueness. However, this is unable to
remove uncertainty due to incompleteness, and hence, the
belief degrees associated with referential values are required
to be multiplied with corresponding support values of the
sensor data to remove the uncertainty due to incompleteness
(Yang et al. 2006). In this way, a belief matrix can be formed
by using the expression (18) and elaborated in Table 7.

In expression (18), Belie f _Matri x_Elementi, j repre-
sents each element of belief matrix, sup(ak) represents
the support value of sensor data aki for attribute ak , and
Belie f _Tran_Databaseki ,x represents a referential value
of sensor data aki .

Belie f _Matri x_Elementi, j
= sup(aki ) × Belie f _Tran_Databaseki ,x (18)

The belief transaction database of rainfall and temperature
is transformed in to belief matrix which is shown in Table
7. Columns 1 to 10 of Table 7 shows the values of belief
matrix computed by using expression (18). As an example,
the cell (1, 1) of belief matrix, which is 0.6902 is obtained
by applying expression (18).

3.3.5 Confidence calculation

Confidence is an assessment of the degree of certainty of the
identified association between antecedent and consequent
of a rule. Rule activation, as shown in expression (10), of
belief rule-based inferencemechanism is quite similar to con-
fidence calculation. However, combined matching degree,
as shown in expression (11), of rule activation is calculated
usingmultiplicative aggregation function. Since it is not suit-
able for sensor data due to its nature, which can be replaced
by a popular similarity measure named hamming distance
(Hamming 1950). In addition, hamming distance is suitable
to work with sensor data, as it is particularity designed to
work with quantitative data, which is a common feature of
sensor data. Therefore, confidence of the belief-rule-based
association rule can be defined as a function of hamming
distance (Black 2004; Hamming 1950) of the transactions
and total summation of hamming distance of all the transac-
tions of the belief matrix.

The expression (19) calculates the hamming distance for
a transaction in respect of other transactions, and then sum-
mation of all the distances is assigned in αti ,k for transaction

Table 7 Belief matrix for
rainfall and temperature

t1 t2 t3 t4 t5 t6 t7 t8 t9 t10

0.6902 0.0 4.5 12.18 11.78 0.0 0.0 10.5398 12.4838 7.055

0.0098 0.0 40.5 16.82 7.22 49.98 48.9918 24.3602 13.4162 1.445

0.0 0.0 0.0 0.0 0.0 1.02 8.1082 0.0 0.0 0.0

0.0 38.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

0.0 152.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

0.81 0.0 0.0 0.0 0.0 0.0 0.81 0.0 0.0 1.44

1.89 2.56 0.0 2.56 3.0 3.0 1.89 2.79 3.0 0.96

0.0 0.64 4.0 0.64 0.0 0.0 0.0 0.31 0.0 0.0
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Table 8 Final result

Transaction ID Confidence value Rainfall Temperature

t1 0.08 7 27

t2 0.011 1900 32

t3 0.08 450 40

t4 0.07 290 32

t5 0.11 190 30

t6 0.13 510 30

t7 0.08 571 27

t8 0.07 349 31

t9 0.08 259 30

t10 0.19 85 24

ti and attribute k. The expression (20) sums all the αti ,k and
assigns to θk . Finally, the confidence of each transaction can
be obtained by using the expression (21).

αti ,k =
n∑

j=1

Hamming_Distance(t j ) (19)

θk =
n∑

i=1

αti ,k (20)

Con f idence(ti ) =

m∑

k=1

αti ,k

m∑

k=1

θk

(21)

As for example,αti ,k (where i = 1 and k = rain f all) is (0+
4+ 0+ 0+ 0+ 2+ 2+ 0+ 0+ 0) = 8 by using expression
(19). Likewise, αti ,k(where i = 1 and k = temperature) is
(0+2+3+2+1+1+0+2+1+0) = 12 by using expression
(19). θk (where k = rain f all) is (8+ 36+ 8+ 8+ 8+ 18+
18 + 8 + 8 + 8) = 128 and θk (where k = temperature)
is (12 + 10 + 18 + 10 + 8 + 8 + 12 + 10 + 8 + 12) =
108 by using expression (20). Therefore, Con f idence(t1) is
(8+12)/(128+108) = 0.08 by using expression (21). Table
8 shows the confidence value for each of the transactions.
Confidence values for each of the transaction are shown in
Column 2 of Table 8. Sensor data of rainfall and temperature
are shown in Columns 3 and 4 of Table 8, respectively.

3.3.6 Belief association rule discovery

Belief association rule discovery procedure consists of
BRBAR based on referential values from belief trans-
action database and confidence values discovered in the
previous procedure. Traditional belief rules, as shown in
expression (8), consist of belief degrees in consequent
part of the rule due to unavailability of the belief degree

for the referential values of antecedents. However, the
belief degrees are embedded with the referential values of
antecedent and consequent part of new belief association
rule [expression (22)],which can be discovered from the
belief transaction database. This makes the belief associ-
ation rule more robust than the belief rules. Therefore, a
novel belief rule named belief association rule is proposed
here.

In consultation with experts, a threshold value is selected
for confidence value, which filter outs anomalous transac-
tion from belief transaction database. Subsequently, Belief
association rule is created by embedding belief degrees
associated with the referential values in the antecedent
and consequent part of a rule from the belief transaction
database. Eventually, these belief association rules will be
used as initial rule base for belief-rule-based expert sys-
tem.

As an example, expression (22) represents a belief asso-
ciation rule, which can be interpreted as rainfall with 98.6%
probability of no rainfall and 1.4% probability of low implies
temperature of 30% probability of medium and 70% proba-
bility of hot.

R1 :
⎧
⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

Rain f all{(NoRain f all, 0.986)(Low, 0.014)(Medium, 0.0)(High, 0.0)

(VeryHigh, 0.0)}
$⇒ T emp{(VeryLow, 0.0)(Low, 0.0)(Medium, 0.3)(Hot, 0.7)

(VeryHot, 0.0)}
(22)

R2 :
⎧
⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

Rain f all{(NoRain f all, 0.0)(Low, 0.0)(Medium, 0.0)(High, 0.2)

(VeryHigh, 0.8)}
$⇒ T emp{(VeryLow, 0.0)(Low, 0.0)(Medium, 0.0)(Hot, 0.8)

(VeryHot, 0.2)}
(23)

In summary, a novel anomaly detection procedure, named
BRBAR is proposed for detecting anomaly from sensor
data. The new BRBAR is able to address different types
of uncertainty like incompleteness, ignorance, vagueness,
imprecision and ambiguity, which are common features of
sensor data. A new support calculation procedure is pro-
posed, which addresses uncertainties due to incompleteness.
Furthermore, an improved and sensor data friendly confi-
dence calculation method is proposed by using hamming
distance instead of using multiplicative aggregation func-
tion. Moreover, a robust belief association rule is proposed
by embedding belief degrees with the referential values in
antecedent part of the rule, which will be used as initial
rule base for expert system. Henceforth, in the next section
anomaly-free sensor data will be fed into a belief-rule-based
expert system to show the effects of the new BRBAR.
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Fig. 2 The belief-rule-based tree

4 Feeding nonanomalous data into
belief-rule-based expert system

Aweb-based belief-rule-based expert system (Web-BRBES)
(Islam et al. 2015) is capable of handling sensor data as well
as enabling flood prediction, and this system is fed with the
rainfall and temperature sample sensor data considered in
this research as shown in Table 1. A portion of the flood
prediction BRB tree as mentioned in Web-BRBES (Islam
et al. 2015) is considered for the demonstration of BRBAR
algorithm, as shown in Fig. 2. The root node of this tree (X8)
represents “MetrologicalCondition”, and two leaf nodesX22
and X23 represent “Rainfall” and “Temperature”, respec-
tively.

Figure 3 shows the input and output of the Web-BRBES
for anomalous data. The right and left square boxes in Fig.
3 show the graph of input and output data of Web-BRBES
named input? and output?, respectively. In the input graph,

the X-axis displays the data in chronological order, while the
Y-axis displays values of the data gathered by sensors during
each time interval. In a similar manner, the output graph of
Fig. 3 can be explained. Figure 4 shows the input and output
for anomaly-free data, which can be understood in similar
way.

In the input graph of Fig. 3, an unusual peak can be seen
on Y-axis for X22 (rainfall), which influences the output of
Web-BRBES with two peaks in the output graph. Therefore,
removing the anomalous sensor data by using BRBAR a
different output values is seen in output graph of Fig. 4.More-
over, the average crisp value of “Metrological Condition” for
anomalous sensor data is 0.03255 and for anomaly-free sen-
sor data is 0.02105. This shows that due to anomalous data
appropriate value for “Metrological Condition” cannot be
found, which in turns hamper the prediction of flood water
level.

5 Performance evaluation of the belief-rule-based
expert system

The comparison, evaluation and assessment of the accu-
racy of the results generated from the different models
or techniques are considered as an important aspect to
measure the reliability of a research. Receiver operator
characteristic (ROC) curves are widely used to evaluate,
compare and assess the performance of different meth-
ods and techniques. The reason for this is that it provides
a comprehensive and visual methods of summarising the

Fig. 3 Output of Web-BRBES for sensor data with anomaly
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Fig. 4 Output of Web-BRBES for sensor data without anomaly

accuracy of comparison, evaluation and assessment (Hos-
sain et al. 2015c; Gönen 2007). Thus, ROC curves have
become the prominent tool for evaluating different mod-
els, algorithms and techniques in various research fields
such as machine learning, clinical applications, atmospheric
science and many others (Zou et al. 2007; Karim et al.
2016; Hossain et al. 2015a). Therefore, in this research
ROC curves were used to measure the accuracy of anom-
aly detection using BRBAR and compare its performance
with other similar techniques such as, Gaussian-based anom-
aly detection, binary and fuzzy association rules. In ROC
curves, the accuracy can be measured by calculating the
size of the Area under curve (AUC) (Gagnon and Peterson
1998). The larger the area, the higher is the accuracy of the
results.

To evaluate the performances of BRBAR by using
ROC curves, rainfall and temperature sensor data col-
lected from Climate Division of Bangladesh Meteorolog-
ical Department (2016) have been considered. In addi-
tion to the sensor data, to investigate the applicability of
the developed novel anomaly detection algorithm in other
domains Breast Cancer Wisconsin dataset collected from
the UCI machine learning repository has also been consid-
ered.

Experts’ perception on the anomaly and nonanomaly of
sensor data has been considered as the baseline to do the
comparison among BRBAR, Gaussian, binary and fuzzy
association rules. However, for breast cancer data appro-
priate diagnostic result investigation of the disease has
been considered as the baseline. The rainfall and tempera-

ture sensor dataset consists of 380 readings of sensor data
of Chittagong in Bangladesh. The rainfall is measured in
millimetre and temperature in Celsius. These sample data
of rainfall and temperature can be considered sufficient,
because sample sizes of more than 30 and less than 500 are
appropriate for most research (Roscoe 1975). The dataset
for Breast Cancer Wisconsin (Diagnostic) consists of 669
records with 8 attributes. This dataset contains different
characteristics of cancer cells. Furthermore, this dataset is
labelled (benign or malignant) with the status of the can-
cer cell. Although the breast cancer dataset is more than
500 records, the 669 records which used in this research are
considered as standard (Karim et al. 2016; Hossain et al.
2016).

Figure 5 shows ROC curves for Gaussian, binary associa-
tion rule, fuzzy association rule and BRBAR for the rainfall
and temperature data. The AUC and confidence interval (CI)
for above techniques are shown in Table 9. The area under
curve for Gaussian, binary association rule, fuzzy associa-
tion rule and BRBAR are 0.168, 0.843, 0.867 and 0.990,
respectively, as shown in Table 9. It can be observed from the
results shown in Table 9 that the coverage of BRBAR is better
than the other mentioned techniques. This implies anomaly
detection from sensor data by BRBAR has performed bet-
ter than the other techniques due to addressing of different
types of uncertainty like incompleteness, ignorance, vague-
ness, imprecision and ambiguity.

Figure 6 shows the ROC curves for the above-mentioned
techniques. The area under curve for Gaussian, binary asso-
ciation rule, fuzzy association rule and BRBAR is 0.472,
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Fig. 5 ROC curve comparison of binary, fuzzy, BRB association rule
and Gaussian for rainfall and temperature data

Table 9 Comparison of different techniques for rainfall and tempera-
ture. CI 95% confidence interval

Results Gaussian Binary associ-
ation rule

Fuzzy associ-
ation rule

BRBAR

AUC 0.168 0.843 0.867 0.990

CI 0.127–0.208 0.734–0.953 0.692–1.0 0.974–1.0

Fig. 6 ROC curve comparison of binary, fuzzy, BRB association rule
and Gaussian for Breast Cancer Wisconsin (diagnostic) data

Table 10 Comparison of different techniques for Breast Cancer Wis-
consin (diagnostic) data. CI 95% confidence interval

Results Gaussian Binary associ-
ation rule

Fuzzy associ-
ation rule

BRBAR

AUC 0.472 0.505 0.946 0.979

CI 0.428–0.516 0.450–0.560 0.927–0.965 0.967–0.991

0.505, 0.946 and 0.979, respectively, as shown in Table 10.
From the above results, it can be observed that the coverage of
BRBAR is better than the other mentioned techniques. This
also shows that BRBARperformswell for anomaly detection
in normal data.

It is evident (Tables 9, 10; Figs. 5, 6) that Gaussian
anomaly detection technique performed comparatively bet-
ter for breast cancer data than from rainfall and temperature
data. Gaussian anomaly detection technique assumes that
the sample data follow normal distribution (see Sect. 2).
Therefore, it performs poorly for rainfall and temperature
data as the sensor data do not follow normal distribu-
tion. Moreover, Gaussian does not address any types of
uncertainty, which also influences the performance of anom-
aly detection. On the contrary, association rule does not
depend on the distribution of the data. Therefore, it per-
forms better than the Gaussian algorithms for the both
datasets. However, due to lack of addressing any types
of uncertainty binary association rule does not perform
better than the fuzzy and BRBAR (see Sect. 3.1). Fuzzy
association rule handles uncertainties due to imprecision,
ambiguity and vagueness which helps it to perform better
then the binary association rule (see Sect. 3.2). Therefore,
by addressing uncertainties due to imprecision, ambiguity
and vagueness fuzzy association rule performs better than
the binary association rule. Finally, BRBAR address all
types of uncertainty in an integrated framework, which leads
to the better performance than from the Gaussian, binary
and fuzzy association rules. From the above discussion, it
can be observed that anomaly detection from sensor data
by BRBAR performs better than the other techniques due
to addressing of different types of uncertainty like incom-
pleteness, ignorance, vagueness, imprecision and ambiguity.
In addition, BRBAR performs better not only in anomaly
detection for sensor data, but also for other domains such
as breast cancer. Moreover, BRBAR does not depend on
any training dataset for anomaly detection like supervised
and semi-supervisedmachine learning algorithms (Chandola
et al. 2009). Therefore, BRBAR will outperform the above-
mentioned algorithms as the accuracy of them depend on
the training of the supervised and semi-supervised machine
learning algorithms.
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6 Conclusion

A novel anomaly detection algorithm for sensor data based
on BRBAR is proposed in this research work. The BRBAR
has the capability of handling different kinds of uncertainty
such as incompleteness, ignorance, vagueness, imprecision
and ambiguity, which are common features of sensor data
(see Sect. 3.3). Due to the nature of sensor data, the
traditional inference mechanism of belief rule cannot be
used. Therefore, a new inference mechanism is proposed,
which consists of input transaction database, converting
into belief transaction database, support calculation, belief
matrix, confidence calculation and belief association rule dis-
covery.

A new support calculation procedure is proposed, which
addresses uncertainties due to incompleteness (see
Sect. 3.3.3). In addition, an improved and sensor data friendly
confidence calculation method is proposed by using ham-
ming distance instead of using multiplicative aggregation
function (see Sect. 3.3.5). Since, hamming distance is more
suitable for sensor data then multiplicative aggregation func-
tion as sensor data is more quantitative in nature (Calzada
et al. 2014). Moreover, a robust belief association rule is
proposed by embedding belief degrees with the referential
values in antecedent part of the rule, which will be used as
initial rule base for expert system (see Sect. 3.3.6). Since,
traditional belief rule lacks belief degrees with respect to the
referential values of antecedent part of the rule [expression
(22)]. The results of BRBAR have been compared against
three other anomaly detection techniques (such as, Gaussian,
binary association rule and fuzzy association rule) with two
different types of datasets. It has been demonstrated that
BRBAR performed better than the other techniques for both
the datasets (see Figs. 5, 6). The reason for this is Gaussian,
is a statistical-based approach, and is unable to handle
uncertainty due to incompleteness, ignorance, vagueness,
imprecision and ambiguity,while binary association rule uses
assertive knowledge, which can be evaluated either true or
false. Hence, this approach is unable to address any type
of uncertainty. On the contrary, fuzzy association rule can
handle uncertainty due to vagueness, ambiguity and impre-
cision but unable to handle ignorance and incompleteness.
However, BRBAR can handle all types of uncertainty in an
integrated framework. Moreover, both Gaussian and binary
association rule lack the better representation of semantic
content, and hence, uncertainty due to linguistic labels can-
not be addressed by using these methods. In addition, the
ROC curves (see Figs. 5, 6) show that AUC of BRBAR is
better than the above-mentioned techniques, because the pro-
posed technique in this paper handles all types of uncertainty
as mentioned. The proposed anomaly detection algorithm
demonstrates a way of extracting initial belief rule base from

sensor data, which can be considered as a significant contri-
bution in the area of knowledge acquisition.

Moreover, anomaly-free sensor data as well as anom-
alous sensor data are fed into the Web-BRBES. It can be
observed thatWeb-BRBESprovides better result of detecting
metrological condition for anomaly-free data than from the
anomalous data (see Figs. 3, 4; Sect. 4). In addition, BRBAR
helps Web-BRBES to perform more reliable and accurate
prediction of flood, using the data received from sensors,
deployed in a flood prone area by removing the anomalies.
Hence, it can be argued that the novel BRBAR technique
will improve anomaly detection approach for other appli-
cation areas such as, surveillance, environmental monitoring
and disaster management under uncertainty. This new anom-
aly detection algorithm will also improve the prediction of
different expert systems as anomalous data can be removed
more efficiently.

In this research work, preliminarily BRBAR has been
tested with two datasets. However, the performance of the
algorithm needs to be tested by using more data from differ-
ent types of sensor to ensure its efficiency and robustness. In
addition, more investigation is needed for choosing appro-
priate benchmark data. Furthermore, as a future work, more
research can be carried out for BRB inference mechanism
for initial rule base coming out from BRBAR. In addition,
investigation on benchmark data and testing the algorithm
with different sensor data can also be considered as future
work.
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ABSTRACT 
Natural calamity disrupts our daily life and brings many 
sufferings in our life. Among the natural calamities, flood is one 
of the most catastrophic. Predicting flood helps us to take 
necessary precautions and save human lives. Several types of data 
(meteorological condition, topography, river characteristics, and 
human activities) are used to predict flood water level in an area. 
In our previous works, we proposed a belief rule based flood 
prediction system in a desktop environment. In this paper, we 
propose a web-service based flood prediction expert system by 
incorporating belief rule base with the capability of reading sensor 
data such as rainfall, river flow on real time basis. This will 
facilitate the monitoring of the various flood-intensifying factors, 
contributing in increasing the flood water level in an area. 
Eventually, the decision makers would able to take measures to 
control those factors and to reduce the intensity of flooding in an 
area.  

Categories and Subject Descriptors 
H.4 [Information Systems Applications]: Decision support 

General Terms 
Design, Measurement 

Keywords 
Belief Rule Base, Expert System, Uncertainty, Flooding, Web 
Based Application. 

1. INTRODUCTION 
Even in this twenty first century after so many technological 
innovations humans are helpless in the hand of natural disasters. 
There are different natural disasters like, floods, volcanic 
eruptions, earthquakes, and tsunamis. Flood is considered as the 
most catastrophic among the other natural disasters [1]. Flood 
causes the highest number of fatalities and greater economic 
damage in comparison to other natural disasters.  

As for example, a devastating flood occurred in China during 
1931 caused by overflowing of water from Huang He (Yellow 

River) River. This flood is considered as one of the most 
destructive flood occurred in the world. Eighty-eight thousands 
square km of land completely inundated, eighty million people 
were homeless and around four million people died due to this 
flood1. According to Geoscience Australia flood is a general and 
temporary condition of partial or complete inundation of normally 
dry land areas from overflow of inland or tidal water from the 
unusual and rapid accumulation or runoff of surface water from 
any source [2]. Predicting flood will help us to take necessary 
steps for human evacuation and other entities. Several types of 
data are used for predicting floods. These are: the amount of 
rainfall, rainfall duration, the rate of change in river flow, river 
water level, the characteristics of a river's drainage basin and 
human activities. Some of these data are quantitative in nature and 
others are qualitative in nature. Hence, we need an integrated 
framework, which is able to process both qualitative and 
quantitative data in a single integrated framework. In this paper, a 
belief rule based expert system has been used which has the 
capability to process both qualitative and quantitative data in a 
single integrated framework to predict flooding in an area.  

Sensors can be used to automatically collect different types of 
environmental data necessary for predicting flood and transmit 
these data to central system. Nowadays, due to the cost efficiency 
and protocol standardization [3] low-powered sensors are easily 
deployed in large scale for different systems. We can collect data 
for different environmental parameters like rainfall, water level, 
humidity and temperature by using different types of sensors. An 
efficient heterogeneous wireless sensor network (WSN) is needed 
for collecting and transmitting data as sensors are deployed in 
harsh environment. In [4], we proposed an efficient heterogeneous 
WSN network combination of ZigBee, Ethernet, Wi-Fi 
connectivity and SMS suitable for flood prediction. 

Knowledge base, inference engine and user interface are the most 
essential components of an expert system. There are different 
types of uncertainty like ignorance, incompleteness, ambiguity, 
vagueness and imprecision in data. These uncertainties can be 
caused by faulty sensor data or lack of human knowledge. For the 
design and implementation of expert systems, it is necessary to 
consider uncertainty. Belief Rule base knowledge representation 
schema captures all the above type of uncertainty [5]. Other 
knowledge representation schema such as Propositional Logic 
(PL) and First-order Logic (FOL) are not capable of capturing 
uncertainty. Fuzzy logic is capable of handle uncertainty due to 
ambiguity and vagueness but not the others. Forward Chaining 
and Backward Chaining are two common methods used as the 
                                                                    
1 http://global.britannica.com/ 
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inference mechanisms. However, they are not equipped to handle 
uncertainty of data. Evidential Reasoning (ER) is used as the 
inference methodology in the Web based Belief Rule Based 
Expert System as it can efficiently handle different types of 
uncertainty mentioned above.  

Web-based applications are easily accessible for the users as the 
users do not need to install any additional software. Therefore, a 
web-based expert system will allow users to easily access and use 
the system. Web-based applications are deployed and maintained 
in one location usually. Web services provide a standardized way 
of communicating between two applications over the Internet 
Protocol using Extensible Markup Language (XML), Simple 
Object Access Protocol (SOAP), Web Service Definition 
Language (WSDL) and Universal Description, Discovery, and 
Integration (UDDI). There are two major groups of web services. 
One is Representational State Transfer (REST)-compliant Web 
services; another is Simple Object Access Protocol (SOAP) based 
web services. They provide us the flexibility of communicating 
with different sensor aggregation platforms. This will allow other 
applications to communicate with expert systems using the 
aforementioned protocols. Therefore, developing a web-based 
expert system will allow user accessibility, easy deployment and 
maintenance of applications. We prefer to use REST compliant 
web services as they are more lightweight than SOAP and easier 
to implement by PHP and JavaScript. REST supports to provide 
output in Command Separated Value (CSV), JavaScript Object 
Notation (JSON), and XML. SOAP supports XML only. REST 
also does not use WSDL or UDDI, which makes it simpler. 

Previously, we developed a Belief Rule Based Expert System 
(BRBES) by using Visual Basic and Microsoft SQL [4]. The 
application was running on a single PC. Limited people have 
access to it and in addition, pcs had limited computational power. 
For these reasons, it was necessary to upgrade the expert system 
into a web service based application. We like to name the new 
application as Web-BRBES. This will allow to run the application 
on a server with more computational power and memory, easy 
access for users, communicate with more sensor platforms and 
allow other applications to get data from this application. The 
previous system was not equipped to use sensor data rather it used 
manual data collected from the field. Therefore, the real time 
observation of the natural phenomenon (such as effect of intense 
rainfall in an area) is difficult to observe in that version. 

The remainder of this article is structured as follows: Section 2 
covers related work on different expert Systems for flood 
prediction, Section 3 provides a brief overview on Belief Rule 
Base Expert System; Section 4 describes the Web-based Belief 
Rule Base Expert System. Section 5 presents the results and 
discussion, while Section 6 concludes the paper and indicates 
future work. 

2. RELATED WORK 
Flood prediction is becoming more accurate and faster by using 
WSN technologies [7][8][9][10][11][12][13]. Ahmad et al. [7] 
performed a detail analysis of flood prediction techniques based 
on GIS using Ad hoc wireless Sensor Network Architecture. They 
used ArcGIS simulation tool for pre and post risk analysis of 
flood disaster. In the paper, authors proposed a mathematical 
model for flood risk analysis and prediction based on the rate of 
change of different environmental values. In their proposed model 
they put emphasis on input parameters like soil moisture, air 
pressure, direction of wind, humidity and rainfall. This model is 
also useful for rescue and emergency authorities to take necessary 

action to save life before the critical conditions occurs. They also 
used underwater wireless sensors for monitoring underwater 
seismic activities.  

Seal et al. [8] described a real time flood-forecasting model. 
Simple and fast calculation and cost effective implementations are 
the main principle of this model. Proposed model is independent 
of number of parameters. Therefore, parameters can be added or 
removed based on the on-site requirement. It also considered the 
anomaly in sensors data and storage capacity of the nodes and 
provided techniques to cope with these situations, but the 
proposed system needs to be deployed in real life. The proposed 
system uses multiple linear regression equations. Hence, it may 
contain uncertainty due to randomness.  

Khedo [9] also proposed a system for real-time monitoring of the 
hydrological conditions of rivers for flood forecasting using 
Wireless Sensor Networks. Their system is called RTFMS. The 
system monitors water level, water flow and rainfall, in the region 
of the Rivière du Rempart of Mauritius. Water depth is monitored 
using a hydrostatic level sensor. A hydrostatic level sensor will be 
used to measure the pressure created by a liquid. Using this sensor 
software components provide warnings when the water level of 
the riverbank approaches critical. The rainfall sensor in RTFMS 
will perform measurement using reed magnetic switches, which 
cause an interrupt after every 1 mm of rainfall. A submersible area 
velocity sensor will be used to measure average velocity directly, 
without the need for time-consuming and costly flow profiling. 
The sensor will need to be sealed to withstand submergence and 
prolonged surcharge conditions. Twenty-Two sensors were 
deployed along 2 km of the river. These sensors were divided into 
three clusters that are connected to a gateway. The gateway node 
receives all the data from the deployed sensors, and acts as a data-
logger and transmits sensor readings back to the Central 
Monitoring Office (CMO) using GSM network. Each mote sensor 
transmits data to the gateway in a multi-hop fashion at an interval 
of fifteen minutes, which is the maximum sampling frequency. 
RTFMS uses Grid-to-Grid model to predict flood. The system is 
not a web-based application. However, it has a web interface and 
it does not use any expert system. In this paper, authors did not 
address the anomaly of data. 

Moreover, Basha et al. [10] proposed and evaluated model-based 
monitoring for early warning flood detection. Their proposed 
sensor network tiers are able to withstand the flood event and 
remain functional over longer periods when there is no flood. The 
sensor network is distributed over larger regional areas and 
supports different types of sensors. They also incorporated self-
monitoring for failure and adapting measurement schedules.  

Shukla et al. [11] described how to design an architectural model 
for flood monitoring using wireless sensor networks. The 
proposed system architecture is composed of sensor network, 
processing/transmission unit and a server. Based on the first two 
years data, the sensor-deployed region is divided into three 
regions. These are green, yellow and red. Green means there are 
no possibilities of flood in these areas. Yellow marks the areas, 
which have medium risk level for flood. Red marks the areas, 
which have high risk of flood. The sensors are programmed to act 
differently on different marked areas. As for example, the rates of 
sending data by sensors in green areas are relatively lower than 
the sensors in red area. All these systems focused on how to 
collect data using sensors but are not concerned with addressing 
the issues like uncertainty with the data or nor with using the data 



with decision making or expert system nor with the dissemination 
of data in a web environment. 

Furquim et al. [12] described a motivating case from Brazil where 
an accurate flood-forecasting model using WSNs and chaos 
theory was studied in a real deployment. Finally, Ishida et al. [13] 
proposed a real time disaster damage information sharing system 
for disaster countermeasures headquarters at the time of large-
scale natural disaster. The municipal employees and fire corps 
volunteers can report the environmental damage by sending 
picture to the disaster countermeasures headquarters in real time, 
by the Post Damage Picture Smartphone Application and the Post 
Damage Picture Facebook Application. The paper also shows the 
importance of the system by conducting a survey among general 
populations. This paper shows an approach of using participatory 
sensing for disaster information sharing  

Grove [14] provides a review of several Internet based expert 
systems and discuss about design issues, development tools and 
languages. It also provides a case study named Reptile 
Identification Helper (RIH). Web-based expert systems usually 
consist of client-server architectures and web browser based 
interfaces. The inference engine is usually part of server. Forward 
and backward chaining used as inference engine for most of the 
expert systems. There are several concerns for scalability of 
Internet based expert system. One is the size and complexity of 
rule base. Theoretically, the process of matching rules and 
knowledge grows exponentially with size. Using modular 
knowledge programming and efficient interference engine, this 
problem can be addressed. Another is the growth of the user based 
of the Internet based expert system. Adding more processing 
power to the servers and more bandwidth speed can be a solution 
for the growth of the user base. The Internet based expert system 
also provides challenges for the developers to cope with new 
upcoming Internet based technologies. Internet based expert 
system provides several advantages like easy access, common 
interfaces and several development tools.  

Mathew et al. [15] proposed a web-based expert system for 
diagnosis of neurologic disorders. Case and Rule based reasoning 
techniques were used in this expert system. 

Kong et al. [16] presented a belief rule based clinical decision 
support system for patients with cardiac chest pain. The prototype 
can automatically update its knowledge base by using belief rule 
based learning model. One thousand patient data records were 
used to simulate the prototype. This paper shows an expert system 
based on belief rule base. The system also provides an example of 
using web technologies with expert system. 

In our previous work [4], we proposed a new architecture for 
building decision support systems using heterogeneous wireless 
sensor networks. Using this architecture, we described a smart 
risk assessment system using belief-rule based decision support 
systems in [16] and [18] where a case study was carried out on the 
location-dependent service, aimed for tourists. In our new work 
we incorporate the use of dynamic data (like sensor data) in the 
expert system. For better user access and utilization of more 
computational power, the new system is based on layered modular 
system architecture with web technologies  

Ahmad et al. [7], Seal et al. [8], Khedo [9], Basha et al. [10], and 
Shukla et al. [11] mostly proposed different mathematical model 
based flood predict systems using wireless sensor networks. 
Among the aforementioned papers Seal et al. [8] tried to handle 
the uncertainty of data. None of these systems were based on 

expert system as well as were not fully based on web 
technologies. Grove [14] discussed about the pros and cons of 
incorporating Internet technologies to Expert System. Mathew et 
al. [15] and Kong et al. [16] proposed expert systems for 
identification of neurologic disorders and clinical decision support 
system for patients with cardiac chest pain. Kong et al. [16] tried 
to look into the uncertainty of data using Belief Rule Based 
system. 

3. BELIEF RULE BASED EXPERT 
SYSTEM 
Belief Rule Based Expert System (BRBES) consists of a 
knowledge base and an inference engine. Belief Rule Base has 
been used to build the knowledge base while Evidential 
Reasoning is considered as the inference engine. Evidential 
Reasoning is a multi-criterion decision analysis procedure and can 
handle both qualitative and quantitative data [5]. Various types of 
uncertainty such as ignorance, incompleteness, randomness, 
vagueness, and imprecision exist in sensor data that can be 
processed with ER and BRB [20][21]. 

The Belief Rule Base (BRB) is an extension of traditional IF-
THEN rule base whereas a belief rule has antecedent part and 
consequent part. Antecedent attribute takes referential values and 
possible belief degrees are associated with the consequent of a 
belief rule. The rule weights, antecedent attribute weight, and 
belief degrees are knowledge representation parameters used in 
BRB to capture the uncertainty. A belief rule can be defined as: 

Rk: IF Rainfall is Medium AND Rainfall Duration is High 

THEN Meteorological Condition is 

{(Severe, 0), (Moderate, 0.4), (Low, 0.6)} 

In the above rule ‘Rainfall’ and ‘Rainfall Duration’ are the 
antecedent attributes, while ‘Medium’ and ‘High’ are the 
referential values. ‘Meteorological Condition’ is the consequent 
attribute with referential values such as ‘severe’, ‘moderate’, and 
‘low’. This rule is complete because the summation of degree of 
belief associated with each referential value of the consequent 
attribute is one. If the summation is less than one then the rule is 
considered as incomplete, which may be due to incomplete 
information or ignorance. The relationship between antecedent 
attributes and the consequent attribute is non-linear, which is 
linear in case of IF-THEN rule. 

The inference procedures consist of various steps including input 
transformation, rule activation, belief update, and rule aggregation 
using Evidential Reasoning approach. The task of input 
transformation consists of distributing the input data over the 
referential values of the attribute of a rule, which is called 
matching degree. Once the matching degree is calculated, the 
rules are called packet antecedent and they become active and 
reside in the short-term memory while the rule base resides in the 
long-term memory. The calculated matching degree is used to 
calculate the activation weight of each rule. It is interesting to note 
that each rule does not have the same weight in calculating the 
referential values of the consequent attribute. The summation of 
the rule activation weight of a rule base should be one. 

When an input data for any of the leaf nodes is ignored then the 
belief degree associated with each rule in the rule base should be 
updated. This is done by the procedures mentioned in [5]. 
Furthermore, the aggregation of the rules is carried out by using 
either analytical or recursive evidential reasoning algorithm. The 
fuzzy value can be converted into crisp value by using the utility  



 
Figure 1. System architecture of Web BRBES. 

score associated with each referential value to obtain the final 
result. 

4. SYSTEM ARCHITECTURE 
In this section, the system architecture is discussed in detail. The 
main components of Web-based Belief Rule Based Expert System 
(Web-BRBES) are Knowledge Base, Input Module, BRB main 
module, BRB UI module, Configuration Module and Knowledge 
Base Driver Module.  

4.1 Knowledge Base Module 
There are different models like propositional logic, fuzzy logic, 
and rule-base for representing knowledge. Most of these rules are 
not capable of representing the uncertainties such as imprecision 
or incompleteness. Therefore, we used belief rules for 
representing uncertain knowledge, as mentioned previously, 
storing the rules in a MySQL database. MySQL is the most 
popular RDMS system for web applications. Facebook, Twitter or 
Wikipedia are using MySQL [6]. MySQL is specially designed 
for web application. It has high-performance query engine, 
tremendously fast data insert capability, and strong support for 
specialized web functions like fast full text searches. Other 
features like main memory tables, B-tree and hash indexes, and 
compressed archive tables that reduce storage requirements by up 
to eighty percent. The query engine helps us to perform faster 
queries to get the rules. MySQL’s faster insert capabilities help us 
to insert new rules to the database faster. Finally, it is open source 
and free. 

4.2 Knowledge Base Driver Module 
This module is consisting of different database connectivity 
drivers, e.g. MySQL, PostgreSQL, and SQLite, though our system 
uses MySQL it also supports different databases. Users can 
incorporate separated table structures and database specific SQL 
commands.  

4.3 Input Module  
The Input Module is responsible for connecting with different 
types of sensors or sensor platforms. Different modules, specific 
to sensors or sensors platform, can be incorporated easily using 
the input interface. They are capable of communicating using 
RESTful interfaces. The Input Module can also be used to retrieve 
data from Comma Separated Value (CSV) files.  

4.4 BRB Main Module 
The BRB Main Module is the core module of the expert system 
and consists of several sub modules. It fetches data from the input 
module or user interface and maps it into antecedents of the rule 

base. Afterwards, the inputs are transformed using utility 
functions based on the reference values. Rules are created using 
the antecedents and consequent whereas Activation Weight and 
Matching Degree are computed. Afterwards the belief rule update 
is performed to take into consideration of the incompleteness of 
the data. Then the aggregation of the rules is performed. It is also 
connected with the Knowledge Module using the Knowledge 
Drive Module for storing and retrieving rules from knowledge 
base. The Configuration Module is also connected to it. Moreover, 
different types of configuration parameters are fetched from The 
Configuration Module. Among different configuration parameters 
Input Module related and Knowledge Base Driver Module related 
configuration parameters are very important. 

4.5 Configuration Module 
To make the system dynamic, different parameters are read from 
files, so that the user can change the system behaviour without the 
needs of changing the source code. This module manages 
different parameters, which are configurable. Different input 
modules use different types of parameters like URL, user identity, 
and password. The Knowledge Base Driver Module uses database 
server name, IP address, database name, user identity, and 
password. These configuration parameters are collected from the 
configuration files. There are different files containing different 
configuration parameters. This module reads the files and passes 
the parameters to the BRB Main Module and also validates the 
configuration files. Therefore, erroneously formatted parameters 
cannot be passed to the BRB Main Module. The Knowledge Base 
Connectivity sub module reads the parameter Driver Name, IP 
address, database name, user identity and password from the 
configuration file. The Knowledge Base Driver Module retrieves 
the above-mentioned parameters from the Knowledge Base 
Connectivity sub module. The Rule Base Configurations sub 
module provides the number of reference values of Antecedent 
and Consequent and default attribute weight to the BRB Main 
Module retrieving that information from the configuration file. 
Similarly, the Configuration for Inference Using ER sub module 
reads the default parameters for the inference engine. Lastly, the 
Input Modules Configuration sub module provides a list of 
available input interfaces to the Input Module. It also provides 
necessary parameter like IP address, URI, user identity, password, 
and file location to connect to sensors or sensor platforms or file 
locations. 

4.6 BRB UI Module 
The BRB UI (User Interface) Module operation can be divided 
into two categories. One is for static data, while the other is for 
dynamic data. Static data related operations are used when input 
data are given manually. Dynamic data related operations are used 
for getting data from sensors. These two categories are described 
below. 

4.6.1 Processing Static Data 
The BRB UI Module provides an interactive user interface for the 
user. Figure 2 shows the main interface of Web-BRBES. In the 
middle the input variables are represented as a tree structure. The 
legends of the input variables are provided to the left. There are 
various flood affecting parameters, which can be categorized as 
meteorological (X8), geological (X9), river discharge (X10), 
topographical (X11), and human activities (X12). The middle 
level of the tree contains these parameters and can be called 
drivers as they influence the flood water level. These drivers 
depend on multiple factors, e.g. geological (X9) driver depends on  



 
Figure 2. Main user interface. 

soil type (X19), saturation limit of the soil type (X20) and soil 
infiltration rate (X21). These are called leaf nodes of the tree. 
Some of the data of the leaf nodes can be collected using sensors, 
while others are static over time. Onset rainfall (X22) is collected 
by sensors, while unplanned infrastructure (X27) is more likely 
constant or static. The leaf nodes data can also be divided as 
quantitative and qualitative, e.g. rainfall data is quantitative while 
unplanned infrastructure data is qualitative. Various types of flood 
prediction systems use qualitative and quantitative data separately, 
but our system can use both of them together [22][23].  

In the BRB tree structure the user clicks on the nodes and a new 
window will appear. The new window is shown in Figure 3. Top 
of the screen provides the antecedents. The user provides the 
attribute weight, reference values, and input values. The user can 
select default reference values or can provide customised 
reference values. The user can also mention if the input will come 
from sensors by selecting the check box “Get Data from Sensor”. 
Similarly, for Consequent reference values the user can use the 
default values or provide customised values. 

 
Figure 3. User input interface. 

 
Figure 4. Initial rule base. 

At the bottom of Figure 3 there are several buttons to perform the 
computation. The user has to press the “Calculate Rule Base” 
button to create the initial rule based on the utility factors. Figure 
4 shows the initial rule base. 

After that, the user needs to click on the “Input Transformation” 
button. This will distribute the input data over the referential 
values. As next step, the user needs to click the “Activation 
Weight”. During this step the matching degree is calculated and 
the rules are called packet antecedent or active. The calculated 
matching degree is used to calculate the activation weight of each 
rule. The summation of the rule activation weight of a rule base 
should be one. Figure 5 shows the calculation results of matching 
degrees and activation weights. 

 
Figure 5. Rule base with matching degree and activation 

weight. 
The user continues by clicking “Update”. If any of the input data 
for the leaf nodes is ignored, then the belief degree associated 
with each rule in the rule base needs to be updated. The update 
function performs this task. By clicking “Aggregation” the user 
performs the aggregation of the rules whereas analytical or 
recursive uses evidential reasoning algorithm to aggregate the 
rules. 

Figure 6 shows the calculation result of the rules aggregation. By 
applying the ER algorithm, the rules of the “meteorological” sub 
rule base have been aggregated by taking into account the input 
data as shown in Figure 3. The combined degree of belief 
associated with the referential values (Severe, Average, Low) of 
the consequent attribute (meteorological) of this sub rule base 
obtained as {(Severe, 0.2977), (Average, 0.6342), (Low, 0.0732)}. 
The fuzzy values can be converted into a crisp value by using the 
utility score associated with each referential values of the 
meteorological factor. Therefore, the crisp value stands at 0.6098. 

Similarly, the user has to click all the driver nodes and then click 
the root node flood water level (X7). The combined degree of 
beliefs associated with the referential values of the flood water 
level (X7) are {(High, 0.9563), (Medium, 0.0436), (Low, 0)}. The 
fuzzy values can be converted into a crisp value to obtain flood 
water depth, which is in this case is 97.81 cm as shown in Figure 
7. 
  



 
Figure 6. Rules aggregation calculation. 

 

4.6.2 Processing Dynamic Data 
If the user wants to use sensor data, then he/she has to click only 
the “Calculate Sensor Data”. The application will perform the 
above tasks one by one and get the final output as shown in Figure 
9 for each driver where the Input box shows the input values from 
the sensors, while the Output graph box shows the crisp output 
values for the corresponding sensor data. Finally, the user has to 
click on all the driver nodes and then click the root node flood 
water level (X7) to get the ultimate result. 

 
Figure 7. Predicted flood result. 

In this way, we can generate a flood scenario for different areas of 
a region. In summary, our system is based on a layered and 
modular architecture consisting of three layers, being the 
presentation layer, the application layer and the data access layer 
following the Model–View–Controller (MVC) pattern for our web 
application. The Input and Knowledge Base Driver modules are 
modular since different sub modules can be easily plugged in and 
out from the main module. 

5. RESULT AND DISCUSSION 
The new Web-BRBES provides better user interface with more 
visualization of data compared to the previous desktop-based 
application as shown in Figure 8. 

The new system is also capable of getting data from sensors. It 
provides easier access for the users than the desktop-based 
version, as the user does not need to install any additional 
software except a web browser, which is commonly available 
software nowadays. As the expert system is web based the user 

does not have to be concerned with the software update process. 
Therefore, users and IT support personnel are relieved from 
problems of software deployment. Moreover, the web application 
now can use more computational power as it can easily be 
deployed in high-end servers. 

 
Figure 8. Previous desktop-based interface. 

Now using cloud technologies more processing power, memory, 
and network bandwidth can easily be added to the server. This 
will allow the web application to compute more rules and 
complex knowledge base efficiently and faster. It also provides 
better visual interface and nice representation of the data 
compared to the previous desktop version. This system also has 
the capability of connecting with several sensors or sensor data 
collection frameworks. A comparison of features between Web- 
and Desktop-based BRBES is presented in Table 1.  

Figure 9 provides a detailed view of the input and output data. In 
this scenario the data fetched from sensors is considered as inputs 
for X23 and X22. The X-axis shows the data in chronological 
order while the Y-axis shows values of the data gathered by 
sensors during each time interval shown in the graph name 
“input”. Similarly, in the graph name “output”, we can view the 
output generated for the inputs during the same time interval. If 
we consider the input and output graphs we will find that X22 has 
greater influence on the output than X23. In this way, the web- 



Table 1. Comparisons of features between web and desktop-
based BRBES 

Features Web Based 
BRBES 

Desktop based 
BRBES 

Ease of access Yes  No 

Needs of 
Application 
deployment on user 
end 

No Yes 

Modularity Yes No 

Scalability Yes No 

Connectivity With 
Sensors 

Yes No 

Database MySQL Microsoft SQL 
Server 

Programming 
Languages 

HTML, Ajax, PHP Visual Basic 

System Type Open source Licensed Software  

based belief rule based system allows monitoring of the factors 
intensifying the flood conditions in an area on a real time basis. 
Our system demonstrates the combination of modern web 
technology with belief rule based expert system to predict flood 
water level in an area. 

 
Figure 9. View of inputs and outputs in a graph. 

Kong et al. [16] developed a prototype based on a layered 
architecture. The prototype is divided into presentation, 
application and data management layers. Our system also 
introduces a modular architecture and adds the feature of plugging 
in additional sensors and support different types of databases. 
Moreover, our system is capable of getting data from sensors and 
supports connecting with different sensors. In summary, our 
developed Web-BRBES is more scalable, modular, and user-
friendly than the previous desktop-based version. 

6. CONCLUSION AND FUTURE WORK 
In this paper, we presented an implementation of the Web-based 
Belief Rule Based Expert System. We incorporated the benefits of 
the web-based technology into the belief rule base expert system. 
This expert system provides better usability, more computational 
power to handle larger numbers of rule bases and scalability by 
porting it into a web-based solution. This system also allows us to 
acquire data from sensors and make the system more robust. The 
system is also capable of using static and dynamic sensor data 
together. Nevertheless, we used open source tools to make the 

 
Figure 10. Location of case study. 

system cost effective. 

The next step will be to do stress test the amount of sensor data 
the system can support. We also plan on conducting a user survey 
to look into the usability of the web interface. In addition, we need 
to look into the security aspect of the system. Figure 10 shows the 
location of a probable case study area named Bakkhali river, 
located in Cox’s bazar district of Bangladesh, which is the 
southern part of Bangladesh and covering an area of 
approximately five square miles. The area consists of plain land 
and also with a number of canals, facilitating the drainage of 
rainwater. The livelihood of the people depends upon the 
production of various crops in the soil of this land. Therefore, the 
regular prediction of flood water level or the generation of flood 
scenarios by taking different input variables into account is very 
essential. 
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Abstract—Floods are one of the most dangerous catastrophic
events. By the year 2050 flooding due to rise of ocean level may
cost one trillion USD to coastal cities. Since flooding involves
multi-dimensional elements, its accurate prediction is difficult. In
addition, the elements cannot be measured with 100% accuracy.
Belief rule-based expert systems (BRBESs) can be considered
as an appropriate approach to handle this type of problem
because they are capable of addressing uncertainty. However,
BRBESs need to be equipped with the capacity to handle multi-
level learning and inference to improve its accuracy of flood
prediction. Therefore, this paper proposes a new learning and
inference mechanism, named joint optimization using belief rule-
based adaptive differential evolution (BRBaDE) for multi-level
BRBES, which has the capability to handle multi-level learning
and inference. Various machine learning methods, including
Artificial Neural Networks (ANN), Support Vector Machine
(SVM), Linear Regression and Long Short Term Memory have
been compared with BRBaDE. The result exhibits that our
proposed learning mechanism performs betters than learning
techniques as mentioned above in terms of accuracy in flood
prediction.

I. INTRODUCTION

Climate change is a big phenomenon for the world, which
might cause different types of natural devastation, like sea
level rise, storms, intense drought, heavy raining, and flooding
[1]. An estimated one trillion USD may be incurred due to
flooding caused from sea level rise for the cities near coastal
areas until 2050 [2]. Flooding is responsible for the highest
number of fatalities as well as socio-economic damages among
various natural disasters [1]. Therefore, to save human lives,
infrastructure and economy, the prediction of flooding with the
highest accuracy is necessary. This would play an important
role to develop an evacuation plan as well as to take flood
prevention measures.

Normally, flood contributing factors in an area including
meteorological, topographical, geological, river characteristics,
and human activities are considered [3]. They can be mea-
sured using both quantitative and qualitative data. Hence, an
integrated framework is necessary, which should be able to
process both types of data, enabling the accurate prediction
of flooding. By conducting interviews with the flood-affected
people, looking at the historical records and literature as well
as by deploying various sensors, this data can be acquired
[3]. Sensor data may contain duplicate, inconsistent, noisy,

incorrect, and erroneous data, which can lead to different types
of uncertainty [4]. Furthermore, data gathered from surveying
people can be inaccurate or uncertain because people can
express some answers in vague linguistic terms, such as ’Big’,
’Medium’, and ’Small’. Moreover, data acquired from human
are usually not accurate because of insufficient knowledge and
misperception, resulting in ignorance and incompleteness.

Researchers have tried to predict flooding using different
algorithms including Artificial Neural Networks (ANNs), Sup-
port Vector Machine (SVM), and Linear Regression [1], [5],
[6]. Seal et al. [5] and Shegal et al. [6] considered the use of
Linear regression oriented models to predict flooding. Granata
et al. [7] used SVM to predict flood water level. Both the
linear regression and SVM lack the procedures to handle
uncertainty. Furthermore, Solaiman et al. [8] also used ANN
to predict flood water level. However, the reasoning by ANN
cannot be explained as its intermediate layers are not visible.
Hence ANN is considered as a black box [9]. Moreover, ANN
endures from growing dimensionality [10]. Thus, to deal with
uncertainties, causing from both qualitative and quantitative
data, an integrated framework is required necessary to predict
flooding with higher accuracy.

By taking into account Belief Rule Base (BRB) as a knowl-
edge representation paradigm as well as Evidential Reasoning
(ER) as the inference engine, a Belief rule-based expert sys-
tem (BRBES) is developed. BRB allows acquiring uncertain
knowledge while ER enables handling uncertainties resulting
from qualitative and quantitative data. Andersson et al. [11]
proposed a system to predict flood using BRBES. However,
this BRBES has been transformed into a Web-BRBES to
handle sensor data in real time [12]. BRBES’s framework
is illustrated in Fig. 1, developed by taking into account
the multi-level factors, causing flooding in a zone [11][12].
The major causes of flooding (X7), including Meteorologi-
cal Factors (X8), Geological Factors (X9), River Discharge
(X10), Topography (X11), and Human Activities (X12) are
considered at the intermediate level nodes of this BRBES
framework. As mentioned previously, the data of the leaf nodes
are collected either by sensors or by interviewing people and
they are fed into the Web-BRBES to predict the flooding in a
zone. Fig. 1 illustrates the seven BRBs where the lower level
BRB is X16, mid-level BRBs are X8, X9, X10, X11, and



Fig. 1. A multi-level BRB framework for predicting flood water level.

X12 and the top-level BRB is X7. By following a bottom-up
approach information propagates.

The learning parameters of BRBES include rule weight,
attribute weight and belief degrees. However, in case of multi-
level BRBES the calculation of the value of these learning
parameters is difficult. These learning parameters play an
important role in measuring the accuracy of the BRBES’s
output. Hence, it is necessary to develop a procedure allowing
the assignment of optimal values to the BRBES’s parameters.
This can be considered as learning and inferencing for the
system. Learning and inference for BRBES was proposed in
[13]. Chang et al. [14] came up with a learning algorithm
allowing the discovery of the optimal number of referential
values known as structure optimization for BRBES. Addition-
ally, Chang et al. [15] proposed a joint optimisation technique
which combines the parameter and structure optimisation.
All of the above research focuses on the framework of uni-
level BRBES. As Fig. 1 illustrates a multi-level BRBES, the
development of learning and inference algorithms is necessary.
Eventually, flood prediction can be achieved with higher ac-
curacy. Hence, to improve the prediction accuracy of flooding,
our proposed solution demonstrates an algorithm, allowing the
training of the learning parameters and structure of a multi-
level BRBES.

The people of a flood affected zone of Bangladesh were
interviewed to acquire data and used to validate both the
BRBES and the novel learning algorithm. Moreover, the output
of BRBES and the proposed multi-level learning algorithm
were compared with the machine learning algorithms in-
cluding SVM based regression, linear regression, ANN and
LSTM. The mentioned machine learning algorithms were
outperformed by the proposed learning algorithm. The BRBES
and the proposed learning algorithm are capable of handling
various uncertainties related to the elements as represented in
Fig. 1.

The remaining of the paper is structured as follows. Section
2 presents the recent research works on the prediction of
flooding, while Section 3 elaborates the BRBES. The joint
optimisation using BRBaDE for multi-level BRBES is elabo-
rated in Section 4. Section 5 discusses the architecture of the
proposed learning algorithm, while Section 6 discusses the

results and analysis. The conclusion of the paper is included
in Section 7.

II. RELATED WORK

Flooding is a complex phenomenon which is influenced
by several elements like metrological, geological, unplanned
infrastructure, and deforestation. Therefore, it is challenging
to predict flood accurately. Researchers have used different
machine learning techniques for predicting a flood of an
area using several different contributing factors [5][7][16].
Sulaiman et al. [8] used ANN for predicting flood in Pahang,
Malaysia, based on rainfall in that area. A comparison of
the performance between ANN model and Auto Regression
Integrated Moving Average (ARIMA) was carried out. The
results demonstrate that the ANN model is dependable in
anticipating the risk level of precipitation. The research men-
tioned above did not consider other flood influential elements
related to topography, geological, and human activities, which
are presented in Fig. 1. Furthermore, these influential factors
are qualitative and quantitative in nature. Hence, BRBES,
including various influential factors, has better potential to
predict flood accurately than ANN since BRBES has the
capability of handling qualitative and quantitative data.

Ganata et al. [7] compared the SWMM (Storm Water
Management Model) and SVM based approach to model
rainfall-runoff. The SVM model showed greater accuracy for
urban hydrology compared to SWMM. SVM fails to address
the uncertainty of data as the input data are not distributed
over belief degrees.

Sear et al. [5] presented a flood forecasting system based on
rainfall, water discharge, and temperature collected by sensors.
They used a linear regression model for forecasting flood water
level. Sensors dispatch the measured data to the computational
server using intermediate nodes. The water levels of flood are
predicted and passed to a monitoring server for users to view.
Sensor data usually contains various uncertainty [4]. However,
the linear regression model-based forecasting model lacks the
procedures to address uncertainty. BRBES based systems have
the ability to handle uncertainty of various types, which will
allow flood prediction with higher accuracy [11].

Thus, due to its capability of addressing uncertainty BRBES
will allow more accurate flood prediction than from ANN,
SVM regression, and linear regression. Furthermore, the learn-
ing of parameters are considered as important to increase
the BRBES’s accuracy. Usually, the learning parameters and
the number of referential values are selected by experts.
It is not always possible for the experts to select optimal
values, especially when the dataset is significantly larger [17].
However, the optimal values can be learned from the dataset.
Therefore, to measure the closer optimal values of the learning
parameters, an efficient and robust learning mechanism is
needed, which will improve the BRBES’s prediction accuracy.

Yang et al. [17] first proposed an optimisation model for
BRBES. The authors suggested optimisation of the param-
eters using the non-linear constrained solver, named fmincon
from the MATLAB optimisation toolbox. Sequential quadratic



programming algorithm is used in the fmincon solver, which
is a deterministic algorithm. The proposed method is prone to
get stuck in local optima due to its gradient-based mechanism.
Additionally, this method does not have any mechanism for
addressing the uncertainty of the objective functions.

Xu et al. [18] applied the optimisation model mentioned
above for pipeline leak detection and demonstrated the useful-
ness of incorporation of learning in the BRBES. The proposed
model by Xu et al. [18] has been improved by adding utility
values as one of the learning parameters by Chen et al. [19],
which generates better results. However, the later proposed
model inherited the shortfalls of the fmincon method. Hossain
et al. [20] proposed a single level BRBES, allowing the
prediction of power usage effectiveness (PUE) for datacentres
based on outdoor and server room temperatures. The accuracy
of PUE prediction by BRBES has been validated with real-
world data and compared with other algorithms, like ANN
and the Genetic algorithm. The comparison exhibited that after
including learning, the non trained BRBES performed worse
than the trained BRBES. Zhou et al. [21] suggested using
an evolutionary algorithm named Clonal Selection Algorithm
(CSA) due to its success in achieving the optimal or near-
optimal solution for problems with non-linear and continuous
search space. Besides, other evolutionary algorithms, like
Particle Swarm Optimisation [22] and Differential evolution
(DE) [23] were used for the optimisation of BRBES, where
DE performed better than the others.

Yang et al. [24] came up with a Principal Component
Analysis (PCA) based method to discover closer optimal
numbers of referential values, which produce better results
and requires less computation time as a reduced number of
antecedent attributes are used.

Yang et al. [23] also came up with a joint optimisation
algorithm for BRBES. A generalisation error based on the
Hoeffding inequality theorem was recommended instead of
root mean square error. A heuristic algorithm used for structure
optimisation and DE algorithm used for parameter optimisa-
tion. This study shows the efficiency of DE for parameter opti-
misation of BRBES. However, discovering the closer optimal
values of the control parameters of DE is not always easy.
Usually, a trial and error based approach is used for finding
the closer optimal values of the control parameters. Islam et
al. [25] proposed a Belief Rule-based Adaptive DE (BRBaDE)
based joint optimisation algorithm for single level BRBES,
where optimal values of the control parameters were identified
using BRBES.

In summary, BRBES presents a better opportunity for
predicting flood water level considering its ability to address
different types of uncertainty and providing a single frame-
work to handle quantitative and qualitative data. Researchers
have proposed different learning mechanisms for incorporating
learning in BRBES to improve its accuracy. However, most of
the research work discussed above presented learning mech-
anisms for the single level BRBES. Hence, a new learning
algorithm is required to predict flood under uncertainty using
complex multi-level BRBES.

III. METHODOLOGY OF BELIEF RULE-BASED EXPERT
SYSTEMS

BRBES is an expert system which is capable of handling
various categories of uncertainties, including incompleteness,
ignorance, vagueness, and ambiguity, while processing both
qualitative and quantitative data [26]. The knowledge base of
BRBES is represented using BRB while the inference proce-
dure consists of various procedures such as 1) transformation
of input data, 2) activation of rule weight, 3) belief degrees
update, and 4) aggregation of rules by deploying evidential
reasoning [26].

In the following subsection, a brief description of the
BRBES methodology and its learning mechanism is given.
Afterwards, a new learning mechanism named joined optimi-
sation using belief rule-based adaptive differential evolution
(BRBaDE) for multi-level BRBES is proposed.

A. The BRBES knowledge representation

BRB is the improved version of classical IF-THEN rule
base. It comprises antecedent and consequent. According to
Fig. 1, a BRB consists of X8 (Meteorological factors), X22
(Prolonged rainfall), and X23 (Onset rainfall), where the
antecedent attributes are X22 and X23 and the consequent
attribute is X8. Each antecedent attribute has referential values
while each referential value of each consequent attribute has
a belief degree as shown in Eq. (1). To demonstrate the
importance of a rule among the others a rule weight is
considered.

Rk :





IF (A1 is V k1 ) AND / OR (A2 is V k2 ) AND / OR . . .

AND / OR (ATk is V kTk)

THEN (C1, β1k), (C2, β2k), . . . , (CN , βNk)
(1)

where βjk ≥ 0,

N∑

j=1

βjk ≤ 1 with rule weight θk,

and attribute weights δk1, δk2, . . . δkTk, k ∈ 1, . . . , L

where, A1, A2, . . . , ATk are the antecedent attributes of the kth

rule. V ki (i = 1, . . . , Tk, k = 1, . . . , L) is the referential value
of the ith antecedent attribute. Cj is the jth referential value
of the consequent attribute. βjk(j = 1, ..., N, k = 1, ..., L)
is the degree of belief related to the reference value Cj of

consequent believed to be true. If
N∑

j=1

βjk ≤ 1, then the kth rule

is considered to be complete; otherwise, it is incomplete. TK
denotes the number of antecedent attributes that are employed
in the kth rule. L is the number of belief rules in a BRB.
There are two different types of BRB considered on the logical
connector of the antecedent attributes. The AND operator rep-
resents the conjunctive BRB while the OR operator represents
the disjunctive BRB. Considering the logical operators of the
BRB, a BRBES can be termed as conjunctive or disjunctive



BRBES. An example of belief rule follows:

Rk :





IF X17 (Slope) is High ∧
X18 (Siltation) is Medium
THEN X16 (Velocity) is
{(Severe, 0.1), (Moderate, 0.4), (Low, 0.6)}

(2)
In this conjunctive rule, Slope and Siltation are the antecedent
attributes, while “High” and “Medium” are their associated
referential values. The velocity is the consequent attribute with
referential values, such as “Severe”, “Moderate”, and “Low”.
Since the summation of belief degrees (0.1+0.4+ 0.5) related
to the referential values of the consequent attribute is one, the
rule is considered to be complete. On the contrary, this rule
is incomplete if the summation of belief degrees is less than
one because of incomplete information.

B. BRBES inference procedures

An inference procedure allows BRBES to predict values
using BRB based on the input while addressing various types
of uncertainty. BRBES uses an inference procedure consisting
of transformation of input data, calculation of rule activation
weight, update of belief degrees and aggregation of rules using
evidential reasoning. These steps are described as follows:

1) Input transformation: Among the referential values of
the antecedent attribute the distribution of input data is carried
out in this inference procedure. For example, in Fig. 1, 30
degree may be considered as the input data of the leaf node
X17. This is the antecedent attribute of the BRB X16. This
30 degree is to be converted into X17 antecedent attribute’s
referential values which are assumed as “High”, “Medium”,
and “Low”.

H(Vi) = (Vij , αij), j = 1, . . . , ji, i = 1, . . . , Tk (3)

In Eq. 3, the H function converts the input value of the
antecedent attribute into the matching degree of its referential
values. Vij is the jth referential value of the input. αij is
the matching degree to the referential value. For example, the
input 30 degree of antecedent attribute X17 is converted by
employing the utility function [26] into matching degrees of
its referential values, which are (High, 0.08), (Medium, 0.92),
(Low, 0.00).

2) Rule Activation: The converted values of the input data
can be termed as the matching degrees. When the matching
degree is allocated the rules are called packet antecedent
and hence, they are active. The combination of the matching
degrees of the attributes of a rule is necessary. This can be
achieved by employing following the multiplicative weighted
equation:

αk =

Tk∏

i=1

(αki )δ̄ki (4)

where δ̄ki = δki
max

i=1,...,T
{δki}
k

so that 0 ≤ δ̄ki ≤ 1

Here, Tk is the total number of antecedent attributes in the
kth rule. To understand the complementarity or the integration
between the antecedent attributes, the use of multiplicative
equation is necessary.

3) Weight Activation: The activation weight of each con-
junctive rule is determined using the combined matching
degree of each rule, as shown in Eq. (5). The activation
weight wks for the kth rule can be generated by the following
expression:

wk =
θkαk
L∑

i=1

(θiαi)

(5)

Here, θk denotes the rule weight and αk denotes the combined
matching degree of the kth rule.

However, the activation weight wk for disjunctive assump-
tion of the kth rule can be calculated by the following
expression:

wk =

θk

M∑

i=1

αki

L∑

i=1

(θk

M∑

i=1

αli)

(6)

Here, θk is the rule weight and αk is the matching degree
of the kth rule. All matching degrees are summed for this
disjunctive assumption.

4) Belief Update: In many scenarios, data could not be
found for any of the antecedent attributes of a BRB. As an
example, the input data for one of the antecedent attributes
X17 (Slope) of the BRB X16 (Velocity) cannot be collected
because of ignorance, as shown in Fig. 1. The initial belief de-
grees of BRB X16 should be updated to address the ignorance
by using Eq. (7) [26].

βjk = β̄jk

Tk∑

t=1

(λ(t, k)

It∑

i=1

(αti))

Tk∑

t=1

λ(t, k)

(7)

where λ(t, k) =





1 if the tth attribute is used in
defining rule Rk(k = 1, ..., Tk)

0 otherwise

Here, β̄jk denotes the original belief degree, while the updated
belief degree is βjk of the kth rule. αti denotes the degree to
which the input value belongs to an attribute.

5) Rule Aggregation: The output of the BRBES is gener-
ated employing the evidential reasoning algorithm by aggre-
gating the rules for the respective input data. The evidential
reasoning is implemented using two approaches; these are
analytical and recursive [18][26]. The analytical approach is
preferable due to computationally efficiency [26]. Therefore,
analytical evidential reasoning is used in this paper by using
Eq. (8).



Fig. 2. The learning process of the BRBs.

βj =
µ× [X −∏L

k=1(1− ωk
∑N
j=1 βjk)]

1− µ× [
∏L
k=1 1− ωk]

(8)

where µ =

[ N∑

j=1

L∏

k=1

(ωkβjk + 1− ωk
N∑

j=1

βjk)− (N − 1)×

L∏

k=1

(1− ωk
N∑

j=1

βjk)

]−1

X =
∏L
k=1(ωkβjk + 1− ωk

∑N
j=1 βjk)

Here, ωk represents the activation weight of the kth rule,
whereas the belief degree associated with one of the conse-
quent reference values is denoted by βj .

The output of the rule aggregation step is fuzzy value. Using
Eq. (9), the fuzzy value is converted into a crisp value.

zi =
N∑

j=1

u(Oj)βj (9)

where zi is the expected numerical value and u(Oj) is the
utility score of each referential value.

C. Optimal learning procedure for multi-level BRBES

The optimal learning algorithm for multi-level BRBES,
enabling the robust prediction of flood water level is presented
in this subsection. A multi-level BRBES can be termed as
the group of multiple BRBs, structured in hierarchical order.
Instance, Fig. 1 depicts a group of BRBs, that are organised
following the structure of a tree. Domain experts or randomly
usually assigned the value of the learning parameters including
rule weights (θk), attribute weights (δi), and belief degrees
(βk) of a BRB are assigned by experts in the domain or
by generating random numbers [26]. Both the attribute and
rule weights are used to prioritise the antecedent attribute
and rules. The uncertainty of the output is elaborated by the
Belief degrees of the consequent attribute. Hence, the learning
parameters play an important role in the inference mechanism.
The rational and logical output from the lower levels goes to
upper levels in a multi-level hierarchical BRBES. Eventually,
this produces the final result more rational and dependable.
Consequently, optimal learning parameters enable producing
of a dependable output for the multi-level BRBES.

Hence, in order to calculate the closer optimal values of the
learning parameters a new algorithm is required. According
to [17], from data, the closer optimal values of the learning

parameters can be obtained by employing training algorithms.
Usually, in the light of the liner inequality and equality
constraints a single objective function is employed to calculate
the closer optimal values of the learning parameters. The gap
ξ(p) between BRBES output (zm) and the real system output
(z̄m) is required to be reduced during the optimisation process.
Let’s consider M the number of cases in a training sample,
where the input is um, the observed output is z̄m, and the
simulated output is zm (m = 1, . . . ,M )). The gap ξ(p) is
calculated employing Eq. (10).

ξ(p) =
1

M

M∑

m=1

(zm − z̄m)2 (10)

The training process is conducted on each BRB. To minimise
the gap ξ(p), the optimisation of the values of the learning
parameters is carried out as elaborated in the following equa-
tion:

min
p
ξ(p) (11)

P = P (µ(Oj), θk, δk, βjk)

Eqs. (8) and (9) are employed to build the objective function to
support training in the BRB. The learning parameters comprise
some constraints. The normalization of the attribute weights,
rule weights, utility values of the consequent attributes, and
belief degrees is considered between zero to one. The sum-
mations of the belief degree for each rule are assumed to be
one to ensure the completeness of the rule. Therefore, to reflect
the above, the following constraints are taken into account for
each of the learning parameters:

• Utility values of the consequent attributes µ(Oj)(j =
1, . . . , n):
1 ≥ µ(Oj) ≥ 0;
µ(Oi) < µ(Oj); If i < j

• Rule weights θk(k = 1, . . . ,K):
1 ≥ θk ≥ 0;

• Antecedent attribute weights δk, (k = 1, . . . ,K):
1 ≥ δk ≥ 0;

• Consequent belief degrees for the kth rule βjk, (j =
1, . . . , n, k = 1, . . . , L):
1 ≥ βjk ≥ 0;
n∑

j=1

βjk = 1;

IV. LEARNING IN BRBES BASED ON BRBADE BASED
JOINT OPTIMISATION

A new joint optimisation technique to improve the accuracy
of the BRBES will be proposed in the following sections. The
joint optimisation algorithm has two parts, one is structure,
and the other is the parameter optimisation algorithm. This
algorithm is described below.

A. Parameter optimisation with BRBaDE

DE is a population-based evolutionary algorithm, which
has the capability of avoiding local optima and performs
comparatively better in accurately discovering global optima.



Fig. 3. Belief Rule-Based Adaptive Differential Evolution (BRBaDE).

Fig. 4. Two BRBESs used for BRBaDE.

The mutation (F ) and crossover (CR) factors deeply affect the
performance of DE. Previous research shows that DE performs
well if the F and CR are changed during each iteration .
On the contrary, this has not been taken into account by
the earlier studies. Hence, BRBaDE, which integrates BRBES
and DE [25], has been used for parameter optimization under
uncertainty. Fig. 3 illustrates the components of BRBaDE. In
BRBaDE, two BRBESs are employed, enabling the prediction
of F and CR values by using the changes in population
and objective function values in each iteration. Using Eqs.
(12), (13), (14), (15), (16), and (17) the changed values of
population and objective function under each iteration are
calculated. Table II and Fig. 4 present the rule base and the
framework of ‘BRBES F’, which is used for predicting the
value of F during each iteration. Similarly, the rule base and
the framework of ‘BRBES CR’ are presented in Table I and
Fig. 4, which is used for predicting the value of CR.

The two BRBESs find the balanced exploration and ex-
ploitation in the search space by taking into account the
changed population and objective function values under each
iteration. Furthermore, a penalty is added to the objective func-
tion values if any of the constraints mentioned in subsection
III-C are violated.

PC =

√√√√ 1

NP

NP∑

i=1

D∑

j=1

(xgj,i − x
(g−1)
j,i )2 (12)

TABLE I
DETAILS OF BRBES CR

Antecedent Attributes Consequent Attribute
d11/d12 CR

Referential Values Big Medium Small Big Medium Small

Utility Values 1 0.5 0 1 0.75 0.1

TABLE II
DETAILS OF BRBES F

Antecedent Attributes Consequent Attribute
d21/d22 F

Referential Values Big Medium Small Big Medium Small

Utility Values 2 1 0 2 1 0.1

FC =

√√√√ 1

NP

NP∑

i=1

(fgi − f
(g−1)
i )2 (13)

d11 = 1− (1 + PC)e−PC (14)

d12 = 1− (1 + FC)e−FC (15)

d21 = 2d11 (16)

d22 = 2d12 (17)

In Eq. (12), PC constitutes the changed magnitude of the
population vector during the last two iterations, while xgj,i
and xg−1

j,i are the population vectors on the gth and (g − 1)th

iteration respectively. The change in the magnitude of the
objective function during the last two iterations is denoted by
FC. However, fgi and f (g−1)

i are the values of the objective
function for the ith population in the gth and (g−1)th iteration.
Using Eqs. (14) and (15), the values of PC and FC are
normalised between 0 to 1, where d11 and d12 contains the
the altered value of PC and FC respectively. Likewise, the
value of PC and FC are altered between 0 to 2 employing
Eqs. (16) and (17), which are subsequently used as inputs for
BRBES to determine new values of F and CR.

Hence, by integrating BRBES with DE, the BRBaDE
enables handling the uncertainty of objective functions. In
addition, BRBaDE makes it possible to achieve both optimal
exploration and exploitation in the search space. This will
eventually enable finding the optimal solution with lower
iterations.

B. Structure optimisation

An optimal structure of the multi-level BRB is needed
for obtaining better accuracy from BRBES besides parameter
optimisation. A structure optimisation algorithm is proposed in
Algorithm 1 to find the optimal structure of a multilevel BRB.
A top-down approach is used for finding the optimal structure
for the multi-level BRB. At first, parameter optimisation of
the multi-level BRB is performed by the following bottom-up
approach. Afterwards, the referential values of the antecedent
attributes of the topmost BRB is increased, and parameter
optimisation of the multi-level BRB is performed. If the



new multi-level BRB performs better than the previous level
BRB, then the number of referential values is increased,
and parameter optimisation is performed to determine the
performance of the new multi-level BRB. If the performance
of BRBES is not getting better, then move to the next BRB and
perform the similar operation until all the BRBs are traversed.
A graphical representation of Algorithm 1 is shown in Fig. 5.

Algorithm 1 Structure optimisation
Let T = ti,j , . . . tn,m denote the multi-level BRB. Here

ti,j denotes ith BRB at jthlevel, where i = 1, 2, . . . , n and
j = 1, 2, . . . ,m

Input T
Output Optimised multi-level tree X

1: procedure STRUCTURE OPTIMISATION(T )
2: T ∪ t′i,j . Generate new structure for
ti,j BRB by increasing the number of referential values.
Here ti,j is the top most BRB of multi-level BRB T .

3: previous RMSE:=inf
4: Continue := true
5: while Continue = true do
6: new RMSE:=BRBaDE(T ) . Parameter

optimisation using BRBaDE
7: if new RMSE < previous RMSE then
8: X ∪ t′i,j . replace the previous t

′
i,j BRB with

new t
′
i,j BRB

9: previous RMSE := new RMSE
10: else if number of referential value = M then
11: i := i+ 1 . move to next BRB at level j
12: if all BRBs of the same level is visited then
13: j := j + 1 . move to next level
14: T ∪ t′i,j . Generate

new structure for ti,j BRB by increasing the number of
referential values of ti,j BRB till M .

15: if (i = n)AND(j = m) then . all BRB trees are
visited

16: Continue := false

17: return X

In brief, by using BRBaDE the parameter optimisation (PO)
is accomplished by taking into account the initial BRB. On
the other hand, structure optimisation (SO) is accomplished
by employing Algorithm 1. The stop criterion is met when
the number of iterations reaches the threshold value and such
a scenario is termed as an optimised BRB. Otherwise, the loop
continues.

V. SYSTEM ARCHITECTURE OF THE TRAINED BRBES

A system for predicting flood water level using the proposed
joint optimisation using BRBaDE is introduced in this section.
The system is divided into six modules. These are an Input
Module, a BRB Main Module, a Knowledge Base Module,
a Knowledge Base Driver Module, a Training Module, a
Configuration Module, and a BRB UI Module. This system

Fig. 5. Flowchart of structure optimisation.

is based on Web-BRBES [12]. This subsection presents the
discussion on each of these modules.

A. Input Module

The BRB receives data from this module. The Input Module
uses different data sources which are set in a file of the
Configuration Module. It receives data from CSV files and
RESTful APIs. This module also receives training data for
the learning mechanism.

B. BRB Main Module

The main module of BRB is the core of BRBES. It com-
municates with other modules and performs flood prediction.
This module uses the Training Module to learn about the
learning parameters of BRBES utilising the joint optimisation
using the BRBaDE algorithm while applying the training data
from the Input Module. Afterwards, by taking into account
the training learning parameters new rules are created, which
are stored in the Knowledge Base Module. After receiving
the data from the Input Module, the BRB Main Module
distributes the data into the referential values based on the
utility function. The inference procedure is carried out based
on the ER [26] algorithm outlined in subsection III-B. The
matching degree and rule activation weight are calculated by
employing Eqs. (4), (5), and (6), which is the part of this
inference procedure. Due to the presence of ignorance in data,
belief degree update is performed by using Eq. (7). Afterwards,
rule aggregation is performed using Eq. (8), which produces
the predicted fuzzy flood water level. By using Eq. (9), the
fuzzy values are converted into crisp values which are the
predicted flood water levels.

C. Knowledge Base Module

The BRB is stored in the Knowledge Base Module us-
ing MySQL Server. The MySQL Server consists of high-
performance query engine, which helps in faster data insertion
and querying. This server helps managing large numbers of



TABLE III
INPUT VARIABLES

No Input Antecedent Name of node Referential Values

High Medium Low

1 Onset rainfall (mm) X22 110 56 2
2 Prolonged rainfall (day) X23 11 5.75 0.5
3 Soil type X19 1 0.5 0
4 Saturation limit of Soil X20 20 15 10
5 Soil infiltration rate X21 0.5 0.25 0
6 Slope (degree) X17 26 18.50 11
7 Siltation X18 2 1 0
8 River depth (meter) X14 10 7 3
9 River width (meter) X15 105 77 35

10 Slope (degree) X25 32 16 0
11 Aspect X26 0.5 0.25 0
12 Unplanned infrastructure X27 1.1 0.85 0.6
13 Embankment failure X28 1 0.5 0
14 Deforestation X29 1.10 0.85 0.6
15 Settlement on the flood prone areas X30 1.10 0.85 0.6
16 Decrease watershed areas X31 1.10 0.85 0.6

Fig. 6. System Architecture of Web-BRBES.

belief rules generated by the multi-level BRB framework.
The knowledge base of the BRBES for flood prediction is
constructed by taking into account the framework of BRB as
illustrated in Fig. 1, which is later modified by the Training
Module. The input antecedent attribute and their corresponding
referential values are presented in Table III. The MySQL
server also stores the learning parameters’ initial values. In
this study, the primary BRB was developed, and the values
of the learning parameters were assigned by considering the
domain experts knowledge.

D. Knowledge Base Driver Module

This module acts as an abstraction layer for the database,
which helps to support different relational database manage-
ment systems (RDBMSs), such as MySQL, PostgreSQL, and
SQLite. This module maintains the communication between
the BRB Main Module and the Knowledge Base Module.

E. Training Module

The Training Module performs learning for BRBES by
taking into account the training dataset using the learning
mechanism. It receives the training data from the BRB Main
Module, which BRB Main Module receives from the Input
Module. The training module gets the initial BRB and learn-
ing parameters from the Knowledge Base Module through
the BRB Main Module. The optimal values of the learning

parameters are found using the joint optimisation procedure
mentioned in Section IV. There are two modules to perform
the joint optimisation procedure. These are the parameter
and structure optimisation modules. These modules are used
iteratively based on the joint optimisation procedure to find
the optimal structure and values of the learning parameters.
The near-optimal values of the learning parameters are stored
in the Knowledge Base Module.

F. Configuration Module

This module manages various static parameters (e.g.
database source, user credentials, and default values of at-
tribute weights and referential values). A configuration file
is used to store these parameters. The configuration module
supplies the static parameters upon receiving requests from
other modules.

G. BRB UI Module

This component facilitates a web-based user interface (UI)
for the BRBES to visualize the predicted flood water level. The
UI provides options to predict flood water level for a single
data point.

VI. RESULTS AND DISCUSSION

Flood is a devastating natural event which brings havoc
to human life, destroys urban and rural infrastructure, and
disrupts the economy. The various preventive measure helps
to reduce these suffering. Therefore, predicting flood helps in
taking the necessary steps to minimise the destructive effects
of the flood. Our proposed joint optimisation using BRBaDE
will help BRBES to predict flood more accurately. The sadar
union of Cox’s Bazar upazila of Cox’s Bazar, a district of
Bangladesh, was considered as the case study area to evaluate
the accuracy of flood prediction using trained BRBES [12].
During this survey 307 people located at different places of the
Cox’s Baza Sadar union were interviewed. They were asked
about the flood of July, 2017 of this union by taking into
account of the leaf nodes (X22, X23, X19, X20, X21, X17,
X18, X14, X15, X25, X26, X27, X28, X29, X30, and X31) of
the BRB framework as shown in Fig.1 as well as illustrated in
Table. III. The size of this data is adequate, since the sample
size is in between 30 and 500, which is considered suitable
for most studies [27]. The experts’ opinions on the flood water
level have been taken into account as the baseline to compare
different methods. We have taken experts’ advice as the
benchmark for comparing among various learning methods.
The dataset was grouped into training and test sets with a ratio
of 80:20. The cross-validation of five-fold was considered to
evaluate the results.

Different evaluation metrics including Root Mean Square
Error (RMSE), Mean Absolute Error (MAE), and Receiver
Operator Characteristic (ROC) curves have been used for
comparing the performance among different methods. The
ROC curves produce a visual representation of the evaluation
among various methods [?]. When the Area Under Curve
(AUC) achieved by a method is close to one, it is considered to



TABLE IV
COMPARISON OF AUC OF TRAINED DISJUNCTIVE AND CONJUNCTIVE
BRBES, NON-TRAINED BRBES, LSTM, ANN, SVM, AND LINEAR
REGRESSION FOR PREDICTED FLOOD WATER LEVEL (X7). CI: 95%

CONFIDENCE INTERVAL

Results Trained Trained Non-trained Linear
Disj. BRBES Conj. BRBES BRBES LSTM ANN SVM Regression

AUC 0.86 0.67 0.58 0.61 0.54 0.44 0.40
CI 0.783-0.936 0.558-0.778 0.462-0.693 0.449-0.726 0.425-0.661 0.311-0.572 0.291-0.526

Fig. 7. ROC curves comparison of Non-Trained BRBES, Trained Conjunctive
and Disjunctive BRBES, LSTM, ANN, SVM, Linear regression for predicted
flood water prediction data.

perform better since the highest possible value of AUC is one.
Among various machine learning algorithms, LSTM, ANN,
SVM based regression, and linear regression can recognize
patterns between input and output data. This feature allows
them to predict dynamic and non-linear complex natural
phenomena, such as flooding, with higher accuracy. Therefore,
our proposed learning procedures for multi-level BRBES was
compared with the machine learning algorithms, as mentioned
earlier for predicting flooding [5][6][16].

Fig. 7 shows the ROC curves for trained Disjunctive and
Conjunctive BRBES, non-trained BRBES, LSTM, ANN, SVM
based regression, and linear regression, which are labelled
as DisBRB, ConBRB, Non-Trained BRB, ANN, SVM, and
LR respectively in the figure. The AUC and the confidence
interval (CI) for these algorithms are illustrated in Table
IV. Table IV provides the AUCs for trained Disjunctive
BRBES, trained Conjunctive BRBES, non-trained BRBES,
LSTM, ANN, SVM based regression, and linear regression as
0.86, 0.67, 0.58, 0.61, 0.54, 0.44, and 0.40, respectively. The
lower and upper limits of AUC by considering 95% CI, are
for trained Disjunctive BRBES, trained Conjunctive BRBES,
non-trained BRBES, LSTM, ANN, SVM based regression,
and linear regression 0.783–0.936, 0.558–0.778, 0.462–0.693,
0.449–0.726, 0.425–0.661, 0.311-0.572, and 0.291-0.526, re-
spectively; as shown in Table IV. Therefore, it can be ar-
gued that the trained Disjunctive BRBES performs better
than trained Conjunctive BRBES, non-trained BRBES, LSTM,

TABLE V
COMPARISON OF RMSE, MAE OF NON-TRAINED BRBES, TRAINED

CONJUNCTIVE AND DISJUNCTIVE BRBES, LSTM, ANN, SVM, LINEAR
REGRESSION FOR PREDICTED FLOOD WATER LEVEL (X7).

Results Trained Trained Non-trained Linear
Disj. BRBES Conj. BRBES BRBES LSTM ANN SVM Regression

RMSE 200.01 214.12 215.45 210.47 211.67 220.91 312.54
MAE 100.15 107.07 107.98 105.25 105.67 110.46 157.23

ANN, SVM based regression, and linear regression. The
trained Disjunctive BRBES’s performance is better not only
with respect to AUC but also with respect to both the lower
and upper limits having 95% CI. The trained Disjunctive
BRBES demonstrates more accuracy than the traditional learn-
ing algorithms because it considers various uncertainties. On
the other hand, traditional learning algorithms do not address
various uncertainty. For this reason, LSTM, ANN, SVM and
Linear Regression demonstrate less accuracy, because of their
incapability of handling uncertainty.

Furthermore, Table V represents the average RMSE and
MAE values for trained Disjunctive and Conjunctive BRBES,
non-trained BRBES, LSTM, ANN, SVM based regression,
and linear regression for the test dataset. The RMSE for trained
Disjunctive and Conjunctive BRBES, non-trained BRBES,
LSTM, ANN, SVM based regression, and linear regression are
200.01, 214.12, 215.45, 210.47, 211.67, 220.91, and 312.54
respectively. The MAE for trained Disjunctive and Conjunc-
tive BRBES, non-trained BRBES, LSTM, ANN, SVM based
regression, and linear regression are 100.15, 107.07,107.98,
105.25, 105.67, 110.46, and 157.23 respectively. From these
values, it can be noticed that trained Disjunctive BRBES has
predicted the flood water level more accurately than the other
techniques. Therefore, it can be concluded that our proposed
new learning mechanism helps Disjunctive BRBES to predict
flood water levels with higher accuracy than LSTM, ANN,
SVM based regression, and linear regression.

VII. CONCLUSION

This research work proposes a new learning mechanism,
named joint optimisation using BRBaDE for a multi-level
BRB framework. The new learning mechanism allows to
learn about the learning parameters and the structure for a
multi-level BRB for the training dataset. The proposed joint
optimization using BRBaDE has been evaluated and contrasted
with other popular algorithms including LSTM, ANN, SVM,
and Linear regression. From the results, it can be argued
that trained Disjunctive BRBES performs more accurately
than the other techniques due to the proposed new learn-
ing mechanism, which helps in determining the near-optimal
learning parameters and structure of the multi-level BRBES.
Henceforth, our proposed learning mechanism will help in
more accurate prediction of flooding, which will also help
in protecting human life, buildings, roads, and the economy
of a country. Nevertheless, the complexity of the learning
mechanism increases with a large number of BRBs, which
will be considered as future work. Although, the variables for
flooding were identified based on our previous research in the



future more analytical approach like factor analysis will be
used for their identification.
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Abstract: Big Data applications have become increasingly popular with the emergence of cloud
computing and the explosion of artificial intelligence. The increasing adoption of data-intensive
machines and services is driving the need for more power to keep the data centers of the
world running. It has become crucial for large IT companies to monitor the energy efficiency of their
data-center facilities and to take actions on the optimization of these heavy electricity consumers.
This paper proposes a Belief Rule-Based Expert System (BRBES)-based predictive model to predict
the Power Usage Effectiveness (PUE) of a data center. The uniqueness of this model consists of the
integration of a novel learning mechanism consisting of parameter and structure optimization by
using BRBES-based adaptive Differential Evolution (BRBaDE), significantly improving the accuracy
of PUE prediction. This model has been evaluated by using real-world data collected from a Facebook
data center located in Luleå, Sweden. In addition, to prove the robustness of the predictive model,
it has been compared with other machine learning techniques, such as an Artificial Neural Network
(ANN) and an Adaptive Neuro Fuzzy Inference System (ANFIS), where it showed a better result.
Further, due to the flexibility of the BRBES-based predictive model, it can be used to capture the
nonlinear dependencies of many variables of a data center, allowing the prediction of PUE with
much accuracy. Consequently, this plays an important role to make data centers more energy-efficient.

Keywords: learning; differential evolution; belief rule-based expert systems; predictive modelling;
data center

1. Introduction

By 2020, ICT industries will account for 3.5% of global carbon emissions, which are predicted
to grow by up to 14% by 2040 [1]. Data centers are becoming a predominant ICT industry due to
the rapid growth of Big Data applications, the Internet of Things (IoT), 5G, autonomous systems,
Blockchain, and artificial intelligence (AI) [2,3]. In addition, it has been predicted that demand for
data centers will rise exponentially by 2025, which would make data centers consume 33% of the total
global ICT electricity consumption [4]. Furthermore, it is also predicted that data centers will use
30% of the total world’s energy and, nevertheless, produce only 5.5% of the global carbon footprint
due to the adaptation of efficient energy sources and technologies. In addition, data centers will
produce 340 metric megatons of CO2 per year by 2030 [5]. All the above-mentioned statistics present
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an alarming growth rate of power usage and Greenhouse Gas (GHG) emissions by data centers in the
coming decades. These facts have inspired researchers to increase power-usage efficiency and lower the
environmental impact of data centers. The latest research work conducted by big IT companies in the
sector reveals that the adoption of predictive modeling in the capacity management of data centers is
the key to unlocking stranded capacity and identify practices for higher efficiency and reliability [6–8].

Gao [8] used a Neural Network to predict the Power Usage Effectiveness (PUE) [9] of a Google
data center using data from different sensors with the aim of increasing the energy efficiency of the data
center. However, this research does not address the different types of uncertainty caused by sensors [10].
Hossain et al. [7] used a trained Belief Rule-Based Expert System (BRBES) to predict PUE with
sensor-data uncertainty in a data center. BRBES consists of belief rules as knowledge base and evidential
reasoning as inference engine, which is capable of addressing different types of uncertainty such as
incompleteness, ignorance, vagueness, imprecision, and ambiguity. Different parameters of belief rules
such as, attribute weight, rule weights, and belief degrees are usually determined by domain experts.
However, the values set by experts are not always accurate. Therefore, Hossain et al. [7] used randomly
generated rules to learn about these parameters from the dataset. However, this method was not
suitable as the results were not reproducible. Yang et al. [11] proposed a learning mechanism for
BRBES using a sequential quadratic programming-based optimization technique. For this, they have
the fmincon function of the MATLAB optimization tool box. The proposed learning mechanism for
training the BRBES suffers from a local optimal problem where the algorithm finds the best solution
from the smallest number of candidates instead of all solutions to the problem. Therefore, a learning
mechanism is needed that can address the aforementioned problem and provide a better prediction.

The Differential Evolution (DE) algorithm is not prone to a local optimal problem due to its
randomness [12,13]. However, the control parameters of DE, such as the crossover (CR) and mutation
(F) factors, play an important role in the success of DE. The BRBES-based adaptive DE algorithm,
named BRBaDE [14], helps to identify the proper value of CR and F for DE. Furthermore, the learning
mechanism for BRBES can be considered as two types. One is parameter optimization and the other
one is structure optimization. In parameter optimization, the BRBES parameters are optimized, while
in structure optimization the structure of belief rules of the BRBES is optimized. Yang et al. [15]
proposed a parameter and structure optimization for BRBES using DE. However, their proposed
method has the inherent problem of determining the optimal values of F and CR for DE. Therefore,
BRBES accuracy can be improved by employing parameter and structure optimization using BRBaDE
as a learning technique.

In our previous work [7], two parameters, indoor and outdoor temperature, were used for
predicting PUE. To improve prediction accuracy in this research work, wind speed and direction were
also included, as these parameters also influence the environment. The accurate prediction of PUE
helps data-center operators to take necessary steps for making their data centers more energy-efficient.
This paper aims to demonstrate the employment of parameter and structure optimization using
BRBaDE as a learning technique for BRBES to predict the energy-efficiency metric, PUE, from existing
data generated within a data center. The raw data used for the experiments were sourced from
a Facebook data center in Luleå. The collected data were used to provide trends and predict data-center
energy efficiency.

The article is organized according to the following structure: Section 2 reviews related work, and
Sections 3 and 4 cover the methodology followed by the experimental part. Subsequently, Section 5
contains the implementation of the predictive models that forecast PUE, followed by Section 6, which
presents results and their analysis. Lastly, Section 7 outlines the conclusion and indicates our future work.

2. Related Work

Data centers are becoming a more integral part of our daily life. All major services, such as
telecommunications, transport, public health, and urban traffic, are now using data centers to deploy
IT services. Due to the importance of the above-mentioned facilities and increasing demand, the power
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consumption and operating cost of data centers are rapidly rising. Therefore, researchers are now
primarily focusing on optimizing data centers.

In recent years, significant research has been devoted to the development of appropriate matrices
for measuring data-center energy efficiency. First, the energy efficiency of a system is measured as the
ratio of useful work done by a system to the total energy delivered to the system. For a data center,
energy efficiency can be considered as useful work performed by different subsystems. According to
the Green Grid Association [16], PUE and Data Center Infrastructure Efficiency (DCiE), which are
shown by Equations (1) and (2), can help to better understand and improve the energy efficiency of
existing data centers. This also helps to support smarter managerial decision making for improving
data-center efficiency.

PUE =
TotalFacilityPower
ITEquipmentPower

; 1 ≤ PUE (1)

DCiE =
1

PUE
(2)

IT Equipment Power includes the load associated with all IT equipment, such as computing,
storage, and network devices.

Total Facility Power includes everything that supports the processing of IT equipment load
(e.g., mechanical and cooling systems).

However, the Green Grid Association also proposed metrics such as Carbon Usage Effectiveness
(CUE) [17], Water Usage Effectiveness (WUE) [18], and Electronics Disposal Efficiency (EDE) [19]
to measure the CO2 footprint, water consumption per year, and the disposal efficiency of data
centers, respectively. From all these matrices, PUE and DCiE are considered as the industry de
facto for measuring power efficiency.

Nowadays, data centers consist of numerous sensors that generate millions of data points every
day. These huge numbers of data are usually used for monitoring purposes. However, machine-learning
algorithms can exploit the use of these monitoring data to improve the energy efficiency of data
centers. In addition, machine-learning algorithms are capable of predicting PUE using these data
while considering the complexity of the components of the data centers. According to Belden Inc. [20],
one of the largest US-based manufacturers on networking, connectivity, and cable products: “It won’t be
long before Data Center Infrastructure Management (DCIM) systems will routinely contain an AI tool
that not only optimizes critical mechanical- and electrical-equipment performance, but also optimizes
compute and storage needs. AI will affect how data-center operations teams work and change what’s
involved with day-to-day tasks like fulfilling normal maintenance needs and monitoring networks.
They’ll become “automation engineers”, using the AI engine to optimize data centers”.

Furthermore, Vigilent [21] is another IT company that has succeeded in reducing data-center
cooling capacity by implementing real-time monitoring and machine learning to match cooling needs
with the exact cooling capacity. This frees up stranded capacity and allows to determine when cooling
infrastructure is at risk of failure, resulting in uptime improvement, and preventing unexpected
downtime and revenue loss.

Moreover, Rego [22] developed a set of software tools named Prognose that could be used for
the predictive modelling of energy and capacity planning within a data center. Their model analyzes
different metrics that go into building a data center and is intended to perform predictive modelling
throughout the life of the data center (not just during planning).

Shoukourian et al. [23] have used neural network based machine learning approach for modeling
the coefficient of performance of a high performance data center. Balanici et al. [24] used server traffic
flow to improve the power usage of a data center. They have used auto-regressive neural networks
to predict the server traffic flow. Furthermore, power usage of a data center can be improved by
optimizing the control policy of the cooling system. Li et al. [25] proposed a Reinforcement Learning
based control policy of the cooling system of a data center. The proposed model has been able to
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reduce 11% cooling cost in a simulation platform. Moreover, Haghshenas et al. [26] have also used
multi-agent based Reinforcement Learning algorithm to minimize energy consumption of a large-scale
data center.

Gao [8] conducted extensive work to predict the PUE metric of a Google data center. This work
aims to demonstrate that machine learning is an effective tool to leverage existing sensor data to model
data-center performance and improve energy efficiency. The model has been tested and validated at
Google’s data centers. In his work, a neural network was selected as the mathematical framework for
training data-center energy-efficiency models. Their training dataset contained 19 normalized input
variables and one normalized output, the data center PUE, each variable spanning 182,435 samples
(two years of operational data). This custom AI DCIM solution reduced overall data-center power
consumption by 15% and reduced cooling power by 40%. However, the data coming from sensors
contained different types of uncertainty, such as ignorance, incompleteness, ambiguity, vagueness,
and imprecision. Different kinds of uncertainty exist in sensor data due to malfunctions, and faulty
or duplicate sensor measurements [10]. A neural network uses forward propagation as an inferencing
procedure that does not have a mechanism to address data uncertainty. Therefore, BRBES can be used to
address these uncertainties by using a Belief Rule Base (BRB) as the knowledge base and Evidential
Reasoning (ER) as the inference engine.

Hossain et. al. [7] used trained BRBES to predict the PUE of a data center. BRBES has the
capability to address the uncertainties of sensor data [10]. Furthermore, Yang et al. [11] used a MATLAB
tool-based optimization technique fmincon as a learning methodology for training BRBES. However,
this gradient-based method does not always perform better due to local optima-related problems.
Furthermore, the above-mentioned research work used conjunctive BRB, which becomes computationally
costly as the number of rules grows with the increase of referential values and antecedent attributes.
Therefore, a better learning mechanism is needed for training the BRBES and effective BRB that is not
computationally costly.

Chang et al. [27] proposed an optimization model for disjunctive BRB where lower and upper
bounds are set for the utility values of the referential values of the antecedent attributes. These strict
constraints influence the optimized model to become stuck in local optima instead of finding a global
optimal solution. However, the disjunctive BRB does not grow exponentially with the increase of
referential values and it is computationally less costly.

Yang et al. [15] proposed a join optimization model for BRBES that consisted of parameter and
structure optimization. A heuristic strategy is used to optimize the structure of BRB, while a DE
algorithm is used to perform parameter optimization. Furthermore, the generalization capability
of BRBES is shown in this research work. This research work illustrates DE efficiency for BRBES
parameter optimization. However, there is a lack of finding optimal values for the control parameters
of DE, which may lead to better results.

In summary, the joint optimization of the parameters and structure for BRBES has shown better
results among the different optimization techniques as mentioned above. Among evolutionary
algorithms, DE is preferable for the joint optimization of BRBES, as it is better suited for multiple
local minima. However, there is a lack of determining optimal values for DE control parameters.
Furthermore, there should be a balance of exploration and exploitation of search space while finding
the optimal solution for using DE. Therefore, a hyperoptimized algorithm is required to find the
optimal values of the DE control parameters while ensuring the balanced exploration and exploitation
of the search space. In the next sections, BRBES and its learning mechanism are discussed in detail.

3. BRBES

In this section, a brief description of BRBES is discussed. BRBES is an integrated expert system
framework for handling different types of uncertainty with support for both qualitative and quantitative
data [28]. BRBES consists of a knowledge base and an inference mechanism. Expert knowledge is elicited
and represented in a knowledge base, using belief structure, incorporated with IF-THEN rules, which is
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named BRB. The inference mechanism uses ER for processing the input and generating output based on
BRB [29].

Each belief rule of BRB is formulated using an antecedent and consequent. The antecedent consists
of antecedent attributes with referential values to represent the inputs for the system. The consequent
has the consequent attribute with the associated belief degrees that represent the output of the system.
These rules can be prioritized using rule weights. An example of belief rule is given in Equation (3).

Rk :





IF (A1 is Vk
1 ) AND / OR (A2 is Vk

2 ) AND / OR

. . . AND / OR (ATk is Vk
Tk
)

THEN (C1, β1k), (C2, β2k), . . . , (CN , βNk)

(3)

where β jk ≥ 0,
N

∑
j=1

β jk ≤ 1 with rule weight θk,

and attribute weights δk1, δk2, . . . δkTk, k ∈ 1, . . . , L

where A1, A2, . . . , ATk are the antecedent attributes of the kth rule. Vk
i (i = 1, . . . , Tk, k = 1, . . . , L) is

the referential value of the ith antecedent attribute. Cj is the jth referential value of the consequent
attribute. β jk(j = 1, ..., N, k = 1, ..., L) is the degree of belief for the consequent reference value Cj.

If
N

∑
j=1

β jk ≤ 1, then the kth rule is considered as complete; otherwise, it is incomplete.

A belief rule can also be explained with linguistic terms as shown in the following example.

Rk :





IF X2 (External Temperature) is Medium
AND

X3 (Room Temperature) is High

THEN X1 (PUE) is
{(Critical, 0.2), (Moderate, 0.5), (Low, 0.3)}

(4)

In the above rule, External Temperature and Room Temperature have the following referential
values: “Medium" and “High", while PUE is the consequent attribute with referential values, “Critical",
“Moderate", and “Low". As the summation of belief degrees (0.2 + 0.5 + 0.3 = 1) is one, hence the rule
is considered complete.

Furthermore, this can also be represented as a tree structure with two leaf nodes and one parent as
shown in Figure 1. The logical connectives of the antecedent attributes in a belief rule can either be AND
or OR, which represent the conjunctive or the disjunctive assumptions of the rule, respectively. Based on
the logical connectivity of the BRB, a BRBES can be named either Conjunctive or Disjunctive BRB.

The inference procedures consist of four steps, namely, input transformation, rule activation,
belief update, and rule aggregation using an evidential-reasoning approach. The input data are
distributed over the referential values of the antecedent attributes, which is called the matching degree
during the input transformation. The belief rules are called packet antecedent, which are stored in
short-term memory. The activation weight of the rules are calculated using matching degrees.

Activation weight wk for the kth rule for conjunctive assumption can be generated using the
following equation:

wk =

θk

M

∏
i=1

αk
i

L

∑
l=1

(θk

M

∏
i=1

αl
i)

(5)
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Here, θk is the rule weight and αk is the matching degree of the kth rule. As in the conjunctive
assumption, all matching degrees are multiplied.

Figure 1. Sample representation of Belief Rule-Based (BRB) tree.

However, for disjunctive assumption, activation weight wk for the kth rule can be generated using
the following equation:

wk =

θk

M

∑
i=1

αk
i

L

∑
l=1

(θk

M

∑
i=1

αl
i)

(6)

Here, θk is the rule weight and αk is the matching degree of the kth rule. In the
disjunctive assumption, all matching degrees are summed.

Moreover, the belief degrees associated with each belief rule in the rule base should be updated
when input data for any of the antecedent attribute are ignored. The belief-degree update is calculated
using the method presented in [28]. Subsequently, rule aggregation is performed using a recursive
reasoning algorithm [30] due to its less computational cost by using Equation (7).

β j =
µ× [∏L

k=1(ωkβ jk + 1−ωk ∑N
j=1 β jk)−∏L

k=1(1−ωk ∑N
j=1 β jk)]

1− µ× [∏L
k=1 1−ωk]

(7)

where µ =

[ N

∑
j=1

L

∏
k=1

(ωkβ jk + 1−ωk

N

∑
j=1

β jk)− (N − 1)×
L

∏
k=1

(1−ωk

N

∑
j=1

β jk)

]−1

Here, ωk is the activation weight of the kth rule, while β j denotes the belief degree related to one
of the consequent reference values.

The fuzzy output of the rule-aggregation procedure is converted to a crisp value using the utility
values of the consequent attribute, which is considered as the final result, as shown in Equation (8).
The above-described BRBES execution procedure is shown in Figure 2.

zi =
N

∑
j=1

u(Oj)β j (8)
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Figure 2. Working process of BRB Expert System (BRBES).

4. Learning in BRBES Based on BRBaDE

Different parameters of BRBES, such as attribute weights, rule weights, and belief degrees
(θk, δi, and βk) play an important role in result accuracy. These parameters are usually known as
learning parameters, which are generally assigned by domain experts or they are randomly selected.
The antecedent attributes and belief rules are prioritized by consecutively using the attribute and
rule weights. Belief degrees of the consequent attribute are used to present the uncertainty of the output.
Hence, the learning parameters are important for a BRBES. Therefore, a suitable method is needed
to find the optimal values of the learning parameters. By training the BRBES with data, the optimal
values of the learning parameters could be discovered [11]. Different optimization techniques have
been proposed to discover the optimal values [11,31–35].

The learning parameters need to be trained to determine the optimal values by using an objective
function that considers linear equality and inequality constraints. The output from BRBES is
considered as a simulated output (zm), and the output from the system is named the observed
output (z̄m). Difference ξ(p) between a simulated and observed output needs to be minimized by the
optimization process, as shown in Figure 3. The training sample contained M data points, where the
input for BRBES was um, the observed output was z̄m, and the simulated output was zm (m = 1, . . . , M).
Error ξ(p) was measured by Equation (9).

ξ(p) =
1
M

M

∑
m=1

(zm − z̄m)
2 (9)

Figure 3. Learning process of BRBES.
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Optimization of the learning parameters was executed using the following equation:

min
p

ξ(p) (10)

P = P(µ(Oj), θk, δk, β jk)

The objective function for training the BRBES consists of Equations (7) and (8).
Additionally, the values of the attribute weights, rule weights, and belief degrees ranged between zero
and one. Henceforth, to enforce the above-mentioned criteria, the following constraints were considered:

• Utility values of consequent attributes µ(Oj)(j = 1, . . . , n):

µ(Oi) < µ(Oj); If i < j (11)

• Rule weights θk(k = 1, . . . , K):
1 ≥ θk ≥ 0; (12)

• Antecedent attribute weights δk, (k = 1, . . . , K):

1 ≥ δk ≥ 0; (13)

• Consequent belief degrees for the kth rule β jk, (j = 1, . . . , n, k = 1, . . . , L):

1 ≥ β jk ≥ 0;
n

∑
j=1

β jk ≤ 1; (14)

DE is highly influenced by mutation and crossover factors [36]. The mutation (F) and crossover
factor (CR) can be adapted to improve DE performance [37]. It was evident that F and CR may
change during each iteration of DE, which facilitates a more efficient way to find optimal values.
Most of the research on DE parameter adaptation considers the variation of parameter values based
on fitness values of an optimization function. However, previous researchers [38,39] have not
considered the different types of uncertainty related to DE approaches. Therefore, we propose
a BRBES-based DE parameter-adaptation algorithm, BRBaDE, which addresses different types
of uncertainty. Figure 4 depicts the system diagram of BRBaDE.

Figure 4. BRB adaptive Differential Evolution (BRBaDE).

In BRBaDE, the changes of population and objective-function values in each generation
are supplied to two BRBESs as input. Subsequently, based on the belief rule base and using
an evidential-reasoning approach, new F and CR values are selected for the next generation as
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shown in Figure 4. The BRBES helps to achieve the optimal exploration and exploitation of the search
space by considering the changes of population and objective-function values in each generation.

PC =

√√√√ 1
NP

NP

∑
i=1

D

∑
j=1

(xg
j,i − x(g−1)

j,i )2 (15)

FC =

√√√√ 1
NP

NP

∑
i=1

( f g
i − f (g−1)

i )2 (16)

d11 = 1− (1 + PC)e−PC (17)

d12 = 1− (1 + FC)e−FC (18)

d21 = 2d11 (19)

d22 = 2d12 (20)

Here, PC is the change in magnitude of a population vector during the last two generations,
and xg

j,i and xg−1
j,i are the population vectors on the gth generation and (g− 1)th, respectively. FC is

the change in magnitude of the objective function during the last two generations, while the f g
i and

f (g−1)
i are the function values for the ith population on gth generation and (g − 1)th respectively.

The values of PC and FC have been rescaled between 0 to 1 using Equations (17) and (18), where d11

and d12 contain the rescaled value of PC and FC, respectively. Similarly, using Equations (19) and
(20), the values of PC and FC were rescaled between 0 to 2 and assigned in d21 and d22, which were
subsequently used as inputs for BRBES for determining new values for F and CR. Tables 1 and 2 and
Figure 5 present the details of the BRBES used to predict the values of F and CR.

Figure 5. Two BRBESs used for BRBaDE.

Table 1. Details of Belief Rule-Based Expert System (BRBES)_CR.

Antecedent Attributes Consequent Attribute

d11 and d12 CR

Referential Values Big Medium Small Big Medium Small

Utility Values 1 0.5 0 1 0.75 0.1

Table 2. Details of BRBES_F

Antecedent Attributes Consequent Attribute

d21 and d22 F

Referential Values Big Medium Small Big Medium Small

Utility Values 2 1 0 2 1 0.1
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Therefore, the proposed BRBaDE provides a solution for addressing uncertainty in objective
functions by incorporating BRBES with DE. Furthermore, it facilitates optimal exploration and
exploitation of the search space, which leads to finding the optimal solution with fewer iterations.

Subsequently, structure optimization of the initial BRB was performed using the Structure
Optimisation-based on the Heuristic Strategy (SOHS) algorithm mentioned in [15]. These iterations
continue until the structure of the BRB remains unchanged for a certain number of iterations.
The above-described BRBaDE-based parameter and structure-optimization process are presented
in Figure 6.

Figure 6. Flowchart of BRBaDE-based learning.

In summary, parameter optimization (PO) using BRBaDE is performed with the initial BRB, while
structure optimization (SO) is performed using the SOHS algorithm. When the number of iterations
reaches the threshold value, the stop criterion is met and that is considered as an optimized BRB;
otherwise, the loop continues.

By incorporating BRBaDE as a parameter-optimization technique and performing structure
optimization of the BRB using SOHS, a better optimized BRB can be generated that subsequently helps
in producing results with higher accuracy. The next section presents the implementation of BRBES for
predicting the PUE of the Facebook data center.

5. Model Implementation

This section describes the process of predicting PUE for data centers using BRBES. Furthermore,
BRBaDE is a novel adaptive DE algorithm that is used as a learning methodology.

5.1. Use Case Scenario

Our previous work [7] used external and server-room temperature to predict PUE.
Furthermore, fmincon-based optimization was used for optimizing the learning parameters. The main
focus of this research work is to increase PUE accuracy of a data center by incorporating additional inputs,
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such as wind speed and direction. In addition, BRBaDE is used as a learning technique for BRBES
to improve the learning process. The Facebook data center situated in Luleå, Sweden was chosen as
a use case for this research work. The data center had sensors for measuring humidity and temperature.
We collected data from the data center for a three-month period from 1 December 2017 to 25 February
2018, where the data were sampled every seven hours. Furthermore, wind speed and direction for
the same period and location were collected from Weather Underground [40]. Preprocessing of the
raw data is an important step for conducting different types of analysis. The raw data from the
sensors were examined, and missing and abnormal data were removed. Wind-speed and direction
data for the corresponding date of the sensor data were collected from the Weather Underground site.
After preprocessing, the dataset contained around 298 data points. The dataset consisted of time
temperature, humidity, wind speed, wind direction, and PUE. Temperature, humidity, wind speed,
and wind direction were considered as input, while the PUE was considered as output. The dataset
was divided into a training and a testing set. The BRBES was trained using proposed PO and SO using
BRBaDE by the training dataset. Afterward, the testing dataset was used to evaluate the performance of
the trained BRBES, which is presented in Section 6 in detail.

5.2. BRBES for PUE

Based on the data from the data center, a BRBES system was developed to predict the PUE.
The system contained a knowledge base, a BRBES main module, a configuration module, a BRB
UI model, a training module, and an input module, as shown in Figure 7. The proposed system
is an extension of our earlier proposed Web-BRBES [41]. A brief description of the components is
given below.

Figure 7. BRBES system architecture.

5.2.1. BRBES Knowledge Base

The Knowledge Base Module maintains the belief rules. Belief rules are stored in a SQL or a NoSQL
database system. Usually, these systems have powerful software engines for efficiently querying and
storing large numbers of data. The initial and optimized learning parameters are also stored in
the database. Based on the fields of the dataset from the Facebook data center, a BRB framework
was created where antecedent attributes were temperature, humidity, wind speed, and direction,
while PUE was considered as the consequent attribute. Figure 8 depicts the BRB framework, while
Tables 3 and 4 represent the initial rule base for disjunctive and conjunctive BRBs, respectively.
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For Temperature (X2) (°F), referential and utility values are the following:

Temperature =





High (H) = 55.032
Medium (M) = 27.037
Low (L) = 0.959

(21)

For Humidity (X3) (%), referential and utility values are the following:

Humidity =





High (H) = 99.01
Medium (M) = 65.076
Low (L) = 31.068

(22)

For Wind Speed (X4) (km/h), referential and utility values are the following:

WindSpeed =





High (H) = 39.06 km/h
Medium (M) = 19.8 km/h
Low (L) = 0 km/h

(23)

For Wind Direction (X5) (°), referential and utility values are the following:

WindDirection =





High (H) = 338°
Medium (M) = 170°
Low (L) = 0°

(24)

For PUE (X1), referential and utility values are the following:

PUE =





High (H) = 1.25
Medium (M) = 1.13
Low (L) = 1

(25)

Figure 8. BRB framework for Power Usage Effectiveness (PUE).

Table 3. Initial BRB for disjunctive BRB.

Rule ID Rule Weight X2 X3 X4 X5 Belief Degrees

1 1 H H H H 1 0 0

2 1 M M M M 0 1 0

3 1 L L L L 0 0 1
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Table 4. Initial Belief Rule Base for conjunctive BRB.

Rule ID Rule Weight X2 X3 X4 X5 Belief Degrees

1 1 H H H H 1.000 0.000 0.000

2 1 H H H M 0.328 0.672 0.000

3 1 H H H L 0.000 0.647 0.353

4 1 H H M H 0.921 0.079 0.000

5 1 H H M M 0.248 0.752 0.000

6 1 H H M L 0.000 0.568 0.432
...

...
...

...
...

...
...

...
...

28 1 M H H H 0.888 0.112 0.000

29 1 M H H M 0.216 0.784 0.000

30 1 M H H L 0.000 0.535 0.465

31 1 M H M H 0.809 0.191 0.000
...

...
...

...
...

...
...

...
...

80 1 L L L M 0.000 0.680 0.320

81 1 L L L L 0.000 0.000 1.000

5.2.2. Knowledge-Base Driver Module

This module facilitates the storage and retrieval of data from the Knowledge Base Module based
on the requirements from the BRB Main Module. This module provides a generic interface to connect
with different kinds of SQL or NoSQL database systems. For this work, a mySQL database is used.

5.2.3. Input Module

The input module is used for providing inputs such as a BRB framework related data to
the system. It supports Comma Separated Value (CSV) files, RESTful API-based data sources [42],
sensors, and sensor platforms. The input module also offers a RESTful API for providing data [43].
After processing the data, the outcome is shared with BRB main module. A Python-based script was
used to parse json files with data and extract values corresponding to the respective timestamps.

5.2.4. BRB Main Module

This module is the core of our proposed system. It receives data from the input module and
subsequently sends the partial data and initial values of the learning parameters to the training
module to obtain the optimized values. These values are then stored in the knowledge-base module.
This module then uses the remaining data as testing data for prediction. Testing data are distributed
among the referential values of the antecedent attributes using the input-transformation process.
Next, the inference mechanism is triggered using the ER algorithm [28]. As part of the inference
mechanism, matching degrees and activation weights are calculated, while belief-degree updates are
performed due to presence of uncertainties. In the end, rule aggregation is performed to calculate the
predicted PUE value. However, the predicted fuzzy values are converted to crisp values using the
utility function.

5.2.5. Configuration Module

The configuration module is responsible for configuring the different parameters of the
other modules. To render the system dynamic, several different parameters (e.g., database URL, user
credentials, database sources, number of referential values of antecedent and consequent attributes,
and default values of attribute weights) are stored in a configuration file. This module checks the
format of the configuration parameters and then passes the values to the different relevant modules.
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5.2.6. BRB UI Module

This module provides a user interface to view PUE prediction. It also provides an option for
manual input to predict the PUE of single data points.

5.2.7. Training Module

The training module is responsible for incorporating learning in BRBES, as described in Section 4.
It fetches the initial values and training dataset from the BRB main module and returns the optimized
values of the learning parameters.

The training module performs learning by constructing an objective function using
Equations (7)–(10). Subsequently, the BRBaDE base parameter and structure optimization are performed
based on the objective function and constraints for the attribute weights, rule weights, and belief degrees.
Finally, the optimal values of the learning parameters are passed to the BRB main module that is used
for predicting the PUE of the data center.

6. Results

An accurate PUE prediction model is very useful for efficiently managing data centers. This allows
data-center operators to evaluate data-center PUE sensitivity with respect to its operational parameters.
Furthermore, a comparison of actual versus predicted PUE values provide invaluable insight into
real-time plan efficiency and generating performance alerts. Additionally, a data-center efficiency
model allows operators to simulate data-center operating configuration without making physical
changes—note that this is a challenging task due to the complexity of modern data centers and the
interactions among multiple control systems. Therefore, it is very important to verify the accuracy
of the predicted PUE. We used the Mean Square Error (MSE) metric, which is very commonly used
for measuring the error of predicted PUE. The PO and SO using BRBaDE were implemented using
MATLAB 2018b. All experiments were conducted on a MacBook Pro with Intel Core i7 processor,
2.2 GHz, and 16 GB RAM. The dataset was partitioned into a 80:20 ratio for training and testing with
fivefold cross-validation. The results of training and testing are shown in Tables 5 and 6. The second,
third, and fourth columns of the Tables 5 and 6 represent the MSE values for fmincon-based learning,
PO and SO using BRBaDE for Conjunctive and Disjunctive BRBs. From Table 5, it can be observed
that PO and SO using BRBaDE for Disjunctive BRB preformed better than the other methods with the
best value of 0.000230, and an average value of 0.000302 for the training dataset. Similar results were
also observed for the test datasets from Table 6. The best MSE obtained by the BRBES for the training
dataset after training it by PO for SO using BRBaDE for a disjunctive BRB was 0.0023, which is shown
on the last row of the fourth column of Table 5 . On the other hand, the best MSE obtained by the
BRBES while being trained by the fmincon-based learning mechanism was 0.000320, which can be
seen from the last row and second column of Table 5 . The fmincon-based learning mechanism was
only parameter optimization. Therefore, it can be concluded that result accuracy by BRBES could be
improved by employing parameter and structure optimization using BRBaDE as a learning technique.

In addition, the BRBES is compared with two other machine-learning techniques, namely, Artificial
Neural Network (ANN) and Adaptive Neuro Fuzzy Inference System (ANFIS) [44]. The ANN was
implemented using MATLAB. The ANN had one input layer, one hidden layer with three neurons,
and one output layer. Levenberg–Marquardt was used as the training algorithm for the ANN. The ANFIS
model was also developed in MATLAB. The "gaussmf" function of MATLAB was used as the membership
function for the inputs, and hybrid function was used for training the fuzzy interface function. The results
are presented in the fifth and sixth columns of Tables 5 and 6 for training and testing, respectively. For the
training dataset, it could be observed that the average MSE value of all cross-validation for PO and
SO using BRBaDE for Disjunctive BR qas 0.000302, while ANN and ANFIS had 0.001727 and 0.00346,
respectively. This clearly presents that PO and SO using BRBaDE for Disjunctive BRB performed better
than ANN and ANFIS for the training dataset. For the testing dataset, the average MSE value of PO and



Energies 2019, 12, 3438 15 of 22

SO using BRBaDE for Disjunctive BRB performed better than ANFIS and ANN. However, the minimum
MSE value was achieved by PO and SO using BRBaDE for Disjunctive BRB compared with ANN
and ANFIS.

Table 5. Mean Square Error (MSE) for different kinds of BRBES using parameter optimization (PO) and
structure optimization (SO) using BRBES-based adaptive Differential Evolution (BRBaDE), Adaptive
Neuro Fuzzy Inference System (ANFIS), Artificial Neural Network (ANN), and the fmincon of Facebook
training datasets.

MSE MSE MSE MSE MSE

Training Dataset fmincon BRBES PO and SO Using BRBaDE PO and SO Using BRBaDE ANN ANFISfor Conjunctive BRB for Disjunctive BRB

1st fold 0.000440 0.035870 0.000280 0.000790 0.000404
2nd fold 0.000730 0.003570 0.000230 0.000544 0.000251
3rd fold 0.000400 0.069020 0.000380 0.002400 0.000385
4th fold 0.000320 0.036594 0.000260 0.002400 0.000291
5th fold 0.000430 0.281800 0.000360 0.002500 0.000399
Average 0.000464 0.085371 0.000302 0.001727 0.000346

Best value 0.000320 0.003570 0.000230 0.000544 0.000251

Table 6. MSE for different kinds of BRBES using PO and SO using BRBaDE, ANFIS, ANN, and the
fmincon of testing datasets from Facebook.

MSE MSE MSE MSE MSE

Testing Dataset fmincon BRBES PO and SO Using BRBaDE PO and SO Using ANN ANFISfor Conjunctive BRB BRBaDE for Disjunctive BRB

1st fold 0.000080 0.003910 0.000080 0.001200 0.000087
2nd fold 0.000730 0.001140 0.000770 0.007600 0.000685
3rd fold 0.000280 0.001220 0.000290 0.000713 0.000197
4th fold 0.000600 0.001140 0.000610 0.000820 0.000577
5th fold 0.000160 0.004950 0.000200 0.000333 0.000140
Average 0.000370 0.002472 0.000390 0.002133 0.000337

Best value 0.000080 0.001140 0.000080 0.000333 0.000087

To have more detailed analysis of the results, the root mean square error (RMSE), mean absolute
percentage error (MAPE), and mean absolute error (MAE) were calculated on the test dataset as shown
in Table 7. From the table, it can be observed that PO and SO optimization using BRBaDE had better
results compared to fmincon, PO and SO using conjunctive BRB, ANN, and ANFIS. Regarding MAE
and MAPE values, similar phenomena can be seen.

Table 7. Comparison of root mean square error (RMSE), mean absolute percentage error (MAPE),
and mean absolute error (MAE) for different kinds of BRBES using PO and SO using BRBaDE, ANFIS,
ANN, and the fmincon of testing datasets from Facebook.

Evaluation Matrix fmincon BRBES PO and SO Using BRBaDE PO and SO Using BRBaDE ANN ANFISfor Disjunctive BRB for Conjunctive BRB

RMSE 0.0089 0.0089 0.0625 0.0346 0.0093
MAPE (%) 0.4115 0.3945 5.3671 0.1616 0.1234

MAE 0.00433 0.00415 0.0572 0.0086 0.0063

Furthermore, the receiver operating characteristic (ROC) curve provides detailed visualization and
comparative assessment of the different methods [45]. Therefore, it is used in different domains, such as
clinical applications [46], atmospheric science, and many other fields [47]. Additionally, the ROC curve
is used to assess the accuracy of trained disjunctive and conjunctive BRBs, ANN, and ANFIS for the
prediction of PUE. The area under curve (AUC) of the ROC curve is the measurement of the accuracy
of a result, where one is the highest value. Usually, ROC curves with a larger area and higher AUC
values are considered better in terms of performance.

Figure 9 illustrates the ROC curves of fmincon, Disjunctive BRB, Conjunctive BRB, ANN,
and ANFIS for predicting the PUE of the Facebook data center. The AUC and confidence-interval
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(CI) values of the aforementioned method are shown in Table 8. The AUC for fmincon, Disjunctive
BRB, Conjunctive BRB, ANN, and ANFIS was 0.50, 0.68, 0.29, 0.57, and 0.53, respectively. By taking
into account 95% CI, the lower and upper limit of AUC for Disjunctive BRB, Conjunctive BRB, ANN,
and ANFIS were 0.31–0.69, 0.46–0.90, 0.12–0.45, 0.36–0.79, and 0.32–0.75, respectively. Hence, it can
be argued that Disjunctive BRB trained by PO and SO optimization using BRBaDE performed better
than the other machine learning methods such as ANN, ANFIS, and fmincon-based optimization
method. The disjunctive BRB performed better than other methods not only in terms of AUC but
also in respect to other lower and upper limits with 95% CI. The PO and SO using BRBaDE helps to
uncover the optimal values of the learning parameters and the optimal BRB structure based on the
training dataset. The PO is enhanced by BRBaDE as the BRBES helps to find optimal values of F and
CR during each DE iteration while ensuring balanced exploration and exploitation of the search space
of the learning parameters. The Disjunctive BRB performed better than the Conjunctive BRB due to
the use of an OR logical operator in the belief rule, which helped in more accurately capturing the
relationship between the attributes for the mentioned use case scenario. Due to the strictness of the
AND logical operator, the Conjunctive BRB failed to capture the relationship beween the attributes
and performed poorly. ANFIS has the inherent problem of a fuzzy system that fails to address all types
of uncertainty. Due to this, ANFIS did not perform better than the Disjunctive BRB. ANN performed
better than the ANFIS but not the Disjunctive BRB. In ANN, there was only one learning parameter,
namely, weight, whereas BRBES had multiple learning parameters, such as attribute weights, rule
weights, and belief degrees. Hence, the lack of learning parameters hindered the performance of ANN.

Figure 9. Receiver operating characteristic (ROC) curve comparison of fmincon, Disjunctive BRB,
Conjunctive BRB, ANN, and ANFIS for predicting PUE of Facebook data center.

Table 8. Comparison of area under curve (AUC) of fmincon, Disjunctive BRB, Conjunctive BRB, ANN,
and ANFIS. CI: 95% confidence interval.

Results fmincon Disjunctive BRB Conjunctive BRB ANN ANFIS

AUC 0.50 0.68 0.29 0.57 0.53
CI 0.31–0.69 0.46–0.90 0.12–0.45 0.36–0.79 0.32–0.75

Furthermore, the complexity of the model influenced the results predicted by them. The Akaike
Information Criterium (AIC) [48] and Bayesian Information Criterium (BIC) [49] are commonly used
for comparison between different models’ complexity. AIC takes into account loss function (sum
squared error) and the number of parameters used for calibrating model complexity. BIC is closely
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related to AIC, which is also based on likelihood function. However, the penalty of the parameters is
comparatively higher for BIC. Therefore, AIC and BIC are used to compare the complexity between
fmincon-based BRBES optimization, PO, and SO using BRBaDE for disjunctive and conjunctive BRB,
ANN, and ANFIS. Table 9 shows the results of AIC and BIC comparisons among the methods.
Among the different methods, the Disjunctive BRB was preferable as it contained lesser values for AIC
and BIC. Thus, the model demonstrates its reliability compared to the other models.

Table 9. Model-complexity analysis for fmincon, Disjunctive BRB, Conjunctive BRB, ANFIS, and ANN.

Model Selection Methods fmincon BRBES
PO and SO Using BRBaDE PO and SO Using

ANN ANFIS
for Disjunctive BRB RBaDE for Conjunctive BRB

AIC −276.273 −352.307 −248.372 −194.379 −342.287

BIC −110.82 −270.628 −82.9185 −87.5673 −227.098

The convergence of PO and SO using BRBaDE for Conjunctive and Disjunctive BRB are depicted
in Figure 10. The solid blue line illustrates the decrease of the MSE for the Disjunctive BRB during
each iteration. The initial MSE was 4.111466, which decreased to 0.000281 after the 1000th iteration.
The dashed line represents convergence for the Conjunctive BRB. The initial MSE for the Conjunctive
BRB was 7.235699, which decreased to 0.003566 around the 499th iteration, after which it became fixed.
Even though the BRBaDE reached a steady state for the Conjunctive BRB in fewer iterations, it had
a more accurate result for the Disjunctive BRB. For better visualization of the convergence of the
BRBaDE, the MSE value was been converted to LOG scale as shown in Figure 10b. From Figure 10,
it can be concluded that PO and SO using BRBaDE performed better for the Disjunctive BRB than
the Conjunctive BRB. Figure 11 illustrates the learning time of the PO and SO using BRBaDE in
correspondence with different data sizes, where it can be observed that learning time grew linearly
with the increase of the data size.

(a) (b)

Figure 10. Convergence of PO and SO using BRBaDE for Conjunctive and Disjunctive BRB. (a) MSE;
(b) MSE (Converted to Log scale).

To further investigate the impact of BRBES PO and SO using BRBaDE, the initial and trained
structure of the disjunctive BRB is represented in Tables 10 and 11 respectively. The trained structure of
disjunctive BRB has four referential values for each antecedent attribute with optimized utility values
to improve the accuracy of predicting PUE, which is evident from Table 11. Furthermore, the attribute
weights of the antecedent attributes were also optimized based on training the dataset. The higher
values of the attribute weights demonstrate the importance of attributes. Similarly, the utility values of
the consequent attributes were also optimized, which is also shown in Table 11. The trained BRB for
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disjunctive BRB is presented in Table 12. It can be observed that the rule weights and belief degrees
changed in respect to the initial rule base (Table 3), improving prediction accuracy.

Figure 11. Data vs learning time for the disjunctive BRB.

Table 10. Initial structure of the disjunctive BRB for the Antecedent and Consequent part.

Antecedent Attributes Consequent Attribute
X2 X3 X4 X5 X1

Attribute Weights 1 1 1 1 X1
Referential Values H M L H M L H M L H M L H M L

Utility Values 55.032 27.037 0.959 99.010 65.076 31.068 39.060 19.80 0 338 170 0 1.25 1.13 1

Table 11. Trained structure of the disjunctive BRB for the Antecedent and Consequent part.

Antecedent Attributes Consequent Attribute
X2 X3 X4 X5 X1

Attribute Weights 0.24 0.23 0.99 0.84 X1
Referential Values H HM M L H HM M L H HM M L H HM M L H M L

Utility Values 54.57 31.45 14.11 0 99.08 76.25 33.07 31.07 36 36 36 0 337.50 292.12 146.44 0 1.07 1.07 0.90

Table 12. Trained BRB for disjunctive BRB.

Rule ID Rule Weight X2 X3 X4 X5 Belief Degrees

1 0.99 H H H H 1 0.000 0.000
2 0.08 HM HM HM HM 0.000 0.370 0.630
3 1.0 M M M M 0.001 0.090 0.910
4 0.28 L L L L 0.000 0.000 1.000

Furthermore, to evaluate the robustness of the proposed learning mechanism, we have used
another dataset from the Joint Information Systems Committee (JISC) funded project named Measuring
Data Center Efficiency [50,51]. The dataset contained outside temperature, server room temperature,
IT equipment energy consumption, and PUE from 26 October 2011 to 15 December 2011 with a sample
rate of 30 min. The dataset contained a total of 2400 data points, whereas in the Facebook dataset there
were 298 data points as mentioned in Section 5.1. Therefore, this dataset is significantly larger than the
previous one. Outside temperature, server room temperature, and IT equipment energy consumption
of this dataset were considered as input and PUE as output. The dataset was partitioned into a 80:20
ratio for training and testing. Disjunctive BRB with our proposed learning algorithm, named BRBaDE
(Section 4), ANN, and ANFIS were used for predicing the PUE. Table 13 presents the results of
predicting PUE by Disjunctive BRB with PO and SO using BRBaDE, ANN, and ANFIS for different
evaluation metrics (such as RMSE, MAPE, MAE) on the testing dataset. The RMSE values for PO and
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SO using BRBaDE, ANN, and ANFIS are 0.0139, 0.01418, and 0.0138 respectively. The MAPE values
for the above-mentioned algorithms are 0.0035, 0.0197, and 0.0074 respectively. Subsequently, 0.0111,
0.0115, and 0.0112 are the MAE values for PO and SO using BRBaDE, ANN, and ANFIS respectively.
For all the evaluation matrices, it can be observed that PO and SO using BRBaDE has the lowest value
than the other methods. Thus it can be concluded that Disjunctive BRB with PO and SO using BRBaDE
is performing better than ANN, and ANFIS.

Table 13. Comparison of root mean square error (RMSE), mean absolute percentage error (MAPE),
and mean absolute error (MAE) for Disjunctive BRB using PO and SO using BRBaDE, ANN, and ANFIS
of testing datasets from Measuring Data Centre Efficiency project.

Evaluation Matrix PO and SO Using BRBaDE ANN ANFISfor Disjunctive BRB

RMSE 0.0139 0.01418 0.0138
MAPE (%) 0.0035 0.0197 0.0074

MAE 0.0111 0.0115 0.0112

Thus from the above discussion it can be seen that PUE prediction using new learning algorithm
BRBaDE performed better than the ANN and ANFIS due to its capability of addressing all kinds of
uncertainties in data. Furthermore, new learning algorithm BRBaDE helps to find optimal values
better than the fmincon-based gradient algorithm used in MATLAB.

7. Conclusions

This study presented a BRBES-based learning system as a novel capacity-management technique
for data centers to automate the monitoring and forecasting of PUE. This helps data-center operators
to take necessary measures to ensure better PUE values and generate alarms in advance, while there is
the probability of exceeding the threshold value of PUE. Furthermore, an efficient PUE prediction
model helps to evaluate data-center sensitivity with respect to its operational parameters. All this
helps data centers to become more energy-efficient and sustainable. We provided real-life examples
from big IT companies in the industry, and demonstrated the importance of this technique to capture
and forecast dynamic nonlinearities of data-center variables. This has resulted in a significant increase
of energy efficiency for these energy-greedy facilities. Furthermore, it was also presented that PO and
SO using BRBaDE helped a disjunctive BRB-based BRBES to optimize its learning parameters and
the structure of BRB, which, in turn, helped to achieve a more accurate prediction of the PUE of data
centers. The prediction of disjunctive BRB-based BRBES was compared with other machine-learning
techniques such as ANN and ANFIS. The results showed that disjunctive BRB outperformed ANN and
ANFIS due to BRBES’s inherent capability of addressing a vast range of uncertainties, optimization
of learning parameters, and structure of the BRB. Furthermore, it was shown that the new PO and
SO using a BRBaDE-based learning mechanism performed better than the previous fmincon-based
learning mechanism of BRBES. Since our model has the flexibility to incorporate different parameters
found in diverse domains, this model has the capability to address the problem of those domains.
In this way, the generic capability of our model could be explored. In the future, this mode will be used
in different domains such as health informatics and disaster management to explore its capabilities.
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Abstract—Nowadays, Belief rule-based expert systems
(BRBESs) are widely used in various domains which provides
a framework to handle qualitative and quantitative data by
addressing several kinds of uncertainty. Learning plays an
important role in BRBES to upgrade its knowledge base
and parameters values, necessary for the improvement of the
prediction accuracy. Different optimal training procedures
such as Particle Swarm Optimisation (PSO), Differential
Evolution (DE), and Genetic Algorithm (GA) have been used
as learning mechanisms. Among these procedures, DE performs
comparatively better than others. However, DE’s performance
depends significantly in assigning near optimal values to
its control parameters including cross over and mutation
factors. Therefore, the objective of this article is to present
a novel optimal training procedure by integrating DE with
BRBES. This is named as enhanced belief rule-based adaptive
differential evolution (eBRBaDE) algorithm because it has
the ability to determine the near-optimal values of both the
control parameters while ensuring the balanced exploitation
and exploration in the search space. In addition, a new
joint optimization learning mechanism by using eBRBaDE is
presented where both parameter and structure of BRBES are
considered. The reliability of the eBRBaDE has been compared
with evolutionary optimization algorithms such as GA, PSO,
BAT, DE and L-SHADE. This comparison has been carried out
by taking account of both conjunctive and disjunctive BRBESs
while predicting the Power Usage Effectiveness (PUE) of a
datacentre. The comparison demonstrates that the eBRBaDE
provides higher prediction accuracy of PUE than from other
evolutionary optimization algorithms.

Index Terms—Optimization, Learning, Evolutionary Algo-
rithm, Differential evolution, Belief Rule-based Expert Systems.

I. INTRODUCTION

Belief rule-based expert system (BRBES) facilitates the
representation of uncertain knowledge by incorporating belief
structure. Usually, an expert system comprises two main
components one is the knowledge base, and the other is the in-
ference engine. Human knowledge is usually represented using
IF-THEN rules, e.g. “IF the presence of creatinine THEN renal
failure is definite”. This rule implies with 100% certainty that
if there is a presence of creatinine, there will be renal failure.
However, in the real-world scenario, this cannot be concluded
with 100% certainty. Hence IF-THEN rule is limited in repre-
senting this kind of uncertain knowledge; rather, it represents
assertive knowledge. Yang et al. [1] proposed a new knowledge

representation schema by incorporating a belief structure in
the consequent part of an IF-THEN rule. For example, “IF
the amount of rainfall is Medium and duration of rain is High
THEN chance of flooding is (High 60%, Medium 30%, Low
10%)”. From this example, the belief structure incorporated
with the consequent part of the rule can be understood. This
belief structure is used to represent the uncertainty as will
be elaborated in Subsection III-B. Evidential reasoning is
used as an inference engine in the BRBESs, which has the
capability of handling uncertainty in the reasoning process
[1]. Because of these features the BRBESs have been used
in different domains such as natural disaster prediction [2],
health informatics [3], [4], and e-governance [5] where the
issue of uncertainty is dominant in making the decision. The
Belief Rule Base (BRB), consisting of belief rules, is called
the knowledge base of BRBES. It is of two types, one is
called conjunctive and the other is called disjunctive. In the
conjunctive BRB the elements of the antecedent of a rule
are connected with conjunctive operator. However, in the
disjunctive BRB the elements of the antecedent part of the rule
are connected with disjunct operator. However, conjunctive
BRB suffers from the combinatorial explosion problem due
to the conjunctive nature of the rule. Disjunctive BRB does
not suffer from the combinatorial problem; hence it requires
less computational time [6].

The performance of BRBES can be improved by obtaining
optimal values of its various learning parameters including
rule weight, attribute weights, and belief degrees of the belief
structure by using various training procedures. This training
procedure can be considered as a learning mechanism of
BRBES. Usually, these learning parameters are set by the
experts, which may not be accurate for large datasets, pro-
ducing imprecise results. Therefore, to improve the accuracy
of the results of BRBESs, different optimal training procedures
have been used to support the learning mechanisms [7], [8],
[9]. Different optimal training procedures (such as Sequential
Quadratic Programming, Particle Swarm optimisation (PSO),
and Differential Evolution) have been used as learning mech-
anisms in BRBES. Furthermore, the learning mechanisms
of BRBES can be divided into two types. One is structure
optimisation, referring to the identification of the optimal
number of referential values of the rules of a BRB. The other



is parameter optimisation, which refers to finding the optimal
values of the learning parameters. However, the integration
of both structure and parameter optimisations, known as joint
optimisation, produces better results [10].

Sequential quadratic based optimal training procedures are
usually used for parameter optimisation, which tends to get
stuck in local optima and hence, unable to find the global
optima in the search space. However, this limitation has been
overcome by the evolutionary algorithms such as Particle
Swarm Optimization (PSO) and Differential Evolution (DE),
since they allow searching randomly from any point in the
search space.

Among various evolutionary algorithms, DE performs better
as an optimal training procedure for BRBES due to its
optimisation strategy [10]. Exploitation and exploration are the
two main components of the DE. Exploitation is the process
of generating a new solution using the information from the
current focus area of the search space [11]. Exploration helps
to explore the search space more, which helps in avoiding
getting stuck in local optima. However, the control parameters
(such as mutation (F ) and crossover (CR) factors) play a
significant role in finding the global optima of a solution [12].
Determining the near right values of F and CR are very
difficult and challenging [13]. Usually trial-and-error based
procedure is used to find the optimal values of the control
parameters, which is time-consuming. However, there has been
growing interest in developing algorithms to predict the near
right values of control parameters of DE [13].

Therefore, this research presents a parameter optimisation
algorithm by integrating DE with BRBES, named enhanced
BRB adaptive DE (eBRBaDE) to find the optimal values of
the control parameters. Additionally, a learning mechanism
consists of eBRBaDE for BRBES is presented. To evaluate, the
effectiveness of the proposed learning mechanism, eBRBaDE
has been used for predicting power usage effectiveness (PUE)
for data centres, where the optimised BRBES shows better
performance than other learning mechanisms.

The rest of the paper is organized as follows. Section 2
discusses the related works on different learning mechanisms
of BRBES and DE algorithm. Section 3 describes the method-
ology of the new learning approach for BRBES based on
joint optimisation using optimal training procedure named,
eBRBaDE. Section 4 present the results, while section 5
concludes the paper and indicates future work.

II. RELATED WORK

In this section, the scientific works related to learning in
BRBES and different variants of DE are discussed.

Yang et al. [7] first proposed an optimisation model for
BRBES. The authors suggested optimisation of the parame-
ters using the non-linear constrained solver, named fmincon
of the MATLAB optimisation toolbox. Sequential quadratic
programming algorithm is used in fmincon solver, which is a
deterministic algorithm. The proposed method is prone to get
stuck in local optima due to its gradient-based mechanism.
Additionally, for large numbers of variable the convergence

rate is slow, which requires more time to find optimal solution.
Zhou et al. [14] discussed the limitation of the fmincon
based optimisation method and mentioned that this method is
influenced by the initialization of the variables. Furthermore,
Zhou et al. [14] suggested of using evolutionary algorithms
due to their success in achieving the optimal or near-optimal
solution for problems with nonlinear and continuous search
space. In the aforementioned article, clonal selection algorithm
(CSA) was used for optimising BRBES for diagnostic of
lymph node metastasis in gastric cancer. In addition, other
evolutionary algorithms, like PSO [15], DE [8], [9] were also
used for optimisation of BRBES, where DE performed better
than the others.

Yang et al. [9] also proposed a joint optimisation model for
BRBES. A generalization error based on Hoeffding inequality
theorem was proposed instead of root mean square error. A
heuristic algorithm was used for structure optimisation and
differential evolution (DE) algorithm was used for parameter
optimisation. Furthermore, the generalization capability of
BRBES was shown. This research work illustrates the effi-
ciency of DE for parameter optimisation of BRBES. However,
there is a lack of finding optimal values for the control
parameters of DE, which may lead to more better results.

There have been several attempts to determine the near
right values of the control parameters for DE [16], [17], [18].
Among different approaches, adaptive parameters control is
one of the suitable mechanisms to determine the near right
values of the control parameters for DE due to its simplicity.
Liu et al. [19] proposed an adaptive mechanism to discover
optimal values for F and CR for DE using the fuzzy logic
controller (FLC), which is known as fuzzy adaptive differential
evolution (FADE). However, the fuzzy-based systems cannot
address all types of uncertainty except imprecision. Recently,
Leon et al. [20] proposed a new adaptive algorithm based
on the greedy algorithm, named greedy adaptive differential
evolution (GADE). The algorithm uses the greedy search algo-
rithm to determine the better parameter using neighbourhood
points of a current population. The proposed work does not
have any mechanism to address uncertainty. Tanabe et al. [21]
proposed a new adaptive DE, named L-SHADE, where the
control parameters are selected based on the success-history
of F and CR. Furthermore, they introduced a mechanism for
reducing the population size during each iteration. However, L-
SHADE also lacked any mechanism to address the uncertainty
of objective function.

In summary, the joint optimisation of parameter and struc-
ture for BRBES has shown better results among different
optimal learning procedures mentioned above. Among evo-
lutionary algorithms, DE is preferable for joint optimisation
of BRBES for its better dealing with multiple local minima.
However, there is a lack of determining the right values for the
control parameters of DE while addressing the uncertainty of
the objective function [22], [23]. Finding near right values of
the control parameters and ensuring the balance of exploration
and exploitation represents a challenge for using DE as an
optimal training procedure for BRBES. Therefore, a new



learning approach is required to improve the accuracy of
BRBES.

III. METHODOLOGY

This section presents the DE as well as the BRBES,
which can be used to address the uncertainty associated with
the objective function of a problem domain like a power
generation plant or a data centre. This is followed by the
presentation of eBRBaDE, where the right amount of ex-
ploration and exploitation will be demonstrated necessary to
make an algorithm balanced. Taking eBRBaDE into account,
an integrated learning approach based on joint optimisation
will be presented.

A. Differential Evolution

DE is preferable to support optimal training procedure
for parameter optimisation due to its capability of avoiding
local optima and finding global optimal. DE is a stochastic
and population-based meta-heuristic algorithm. A population
contains a set of individuals where each individual represents
a possible solution to the problem. The population evolves
from one iteration to another during the optimisation process.
In Figure 1, it is shown that a population is initialized at
the beginning. Then a new mutated or donor population is
generated during the mutation step using mutation factor F . In
the next step, the crossover is performed between the original
and mutated population using crossover factor CR, which
generates a trial population. Afterwards, a new population is
generated by selecting the best individuals between original
and trial population during the selection step. Finally, the
stopping criteria are checked; if any criterion is fulfilled, then
the individual of the new population with the best fitness value
is considered as an optimal solution; otherwise, the process
continues. A detailed description of the mutation, crossover,
and selection steps are given below.

Fig. 1: The flowchart of DE.

Here, Xi,g denotes the ith individual in the population at
iteration g, where i = 1, 2, . . . , NP , and NP denotes the
population size. Each individual Xi has D dimensions, where
Xi = xi,1, xi,2, . . . , xi,D. DE has three steps in every iteration,
which are mutation, crossover, and selection. A population is
initialized at the beginning.

During mutation a new mutated or donor population Vi,g
is generated based on the original population Xi,g . Eq. (1) is
commonly used to generate a mutated population.

Vi,g = Xr1,g + F × (Xr2,g −Xr3,g) (1)

where r1, r2, r3 are mutually exclusive and randomly se-
lected from Xi,g . The mutation factor F is a real positive
number from the interval [0, 2].

In the next step, which is known as crossover, a new
trial population Ti,g is generated from the mutation Vi,g
and original Xi,g populations. Every individual of the trial
population is derived using Eq. (2).

Ti,g[j] :=

{
Vi,g[j] IF rand[0, 1] < CR

Xi,g[j] Otherwise
(2)

where j represents an individual in a population, CR is the
probability of recombination and rand is a random value from
the interval [0, 1] to ensure that at least one individual from
the mutant vector is selected. The value of CR is also from
the interval [0, 1] [19].

The last step is known as selection. In this step, each
individual of the original Xi,g and trial Ti,g populations are
compared based on fitness value generated by the objective
function. The best individual of them is added to the original
population for the next generation. The process of selecting
individuals from original and trial populations is shown in
Eq. (3).

Xi,g+1[j] :=

{
Ti,g IF f(Ti,g) < f(Xi,g)

Xi,g Otherwise
(3)

After completion of these three steps a new generation
of the population is generated. This process continues for a
predefined number of iterations or stops when the optimisation
function reaches a pre-set threshold value.

The objective function can contain uncertainty or noise. For
example, Eq. (4) can be considered as an objective function.
Here, zm represents the predicted output value generated based
on various inputs and z̄m is the actual output value. The
inputs can be erroneous or misleading due to unpredicted
circumstances which have not been considered while designing
the system. The impact of this noise or uncertainty can be
addressed using BRBES. Henceforth, a detailed description of
addressing uncertainty by BRBES, is presented in the next
subsection.

ξ(p) =
1

M

M∑

m=1

(zm − z̄m)2 (4)

B. Belief Rule-Based Expert System (BRBES)

In this subsection, the process of calculating the value of
zm from Eq. (4) using BRBES and the process of addressing
various uncertainty will be described. The output zm is usually
calculated from a fuzzy value where the degree of belief is
associated. The output is produced from the input using the
inference procedure. Based on the number of input variables
belief rules are generated. A belief rule has two parts: one is



antecedent or premise part, which consists of antecedent at-
tributes; while the other is consequent or conclusion part which
contains the consequent attribute. The antecedent attributes use
referential values, and the belief degrees are associated with
the consequent attribute of the belief rule, which is shown in
Eq. (5). Each belief rule is assigned with a rule weight to show
its importance.

Rk :





IF (A1 is V k
1 ) AND / OR (A2 is V k

2 ) AND / OR
. . . AND / OR (ATk

is V k
Tk

)

THEN (C1, β1k), (C2, β2k), . . . , (CN , βNk)
(5)

where βjk ≥ 0,
N∑

j=1

βjk ≤ 1 with rule weight θk,

and attribute weights δk1, δk2, . . . δkTk, k ∈ 1, . . . , L

where A1, A2, . . . , ATk
are the antecedent attributes of the kth

rule. V k
i (i = 1, . . . , Tk, k = 1, . . . , L) is the referential value

of the ith antecedent attribute. Cj is the jth referential value
of the consequent attribute. βjk(j = 1, ..., N, k = 1, ..., L) is
the degree of belief for the consequent reference value Cj .

If
N∑

j=1

βjk ≤ 1, then the kth rule is considered as complete;

otherwise, it is incomplete.
Usually, the set of belief rules constitutes the Belief Rule

Base (BRB). The logical connectives of the antecedent at-
tributes in a belief rule can be either AND or OR, which
represents the conjunctive or the disjunctive assumptions of
the rule, respectively. Based on the logical connectivity of the
BRB, a BRBES can be named as conjunctive or disjunctive
BRBES.

After constructing the BRB, the inference procedure is used
to generate the output. The inference procedure consists of
four steps; input transformation, rule activation, belief update,
and rule aggregation using the evidential reasoning approach.
The input data is distributed over the referential values of
the antecedent attributes, which is called the matching degree
during the input transformation. Afterwards, the belief rules
are called packet antecedent. Subsequently, activation weights
of the rules are calculated using matching degrees.

The activation weight wk for the kth rule for the conjunctive
assumption is calculated using the following expression:

wk =

θk

Tk∏

i=1

αk
i

L∑

i=1

(θk

Tk∏

i=1

αl
i)

(6)

Here, θk is the rule weight and αk is the matching degree of
the kth rule. As, in the conjunctive assumption all matching
degrees are multiplied.

However, for the disjunctive assumption the activation
weight wk for the kth rule is calculated using the following

expression:

wk =

θk

Tk∑

i=1

αk
i

L∑

i=1

(θk

Tk∑

i=1

αl
i)

(7)

Here, θk is the rule weight and αk is the matching degree of
the kth rule. In the disjunctive assumption all matching degrees
are summed.

If any of the antecedent attributes are ignored, the belief
degree associated with each belief rule needs to be updated.
The belief degree update is generated using the method
presented in [1]. Afterwards, the rule aggregation is performed
using the recursive reasoning algorithm as shown in Eq. (8)
[24]

βj =
µ× [X −∏L

k=1(1− ωk

∑N
j=1 βjk)]

1− µ× [
∏L

k=1 1− ωk]
(8)

where X =
∏L

k=1(ωkβjk + 1− ωk

∑N
j=1 βjk)

µ =

[ N∑

j=1

L∏

k=1

(ωkβjk + 1− ωk

N∑

j=1

βjk)− (N − 1)×
L∏

k=1

(1−

ωk

N∑

j=1

βjk)

]−1

Here, ωk is the activation weight of the kth rule, while βjk
denotes the belief degree related to one of the consequent
reference values.

The fuzzy output of rule aggregation procedure is converted
to a crisp value using the utility values of the consequent
attribute, which is considered as the final result, as shown in
Eq. (9).

zi =
N∑

j=1

u(Oj)βj (9)

where zi is the expected numerical value and u(Oj) is the
utility score of each referential value.

C. Enhanced Belief Rule-Based Adaptive Differential Evolu-
tion (eBRBaDE)

BRBES’s capability of addressing various uncertainty can
be incorporated with DE to address the uncertainty of the
objective function. Furthermore, DE is highly influenced
by mutation and crossover factors. The mutation (F ) and
crossover (CR) factors can be adapted to improve DE perfor-
mance. It is evident that F and CR may change during each
iteration of DE, which facilitates in finding optimal values
more efficiently. Most of the research works [19], [20] of
DE have considered changing the parameter values based
on fitness values of the objective function. However, they
did not consider the different types of uncertainty related to
DE approaches. Therefore, we propose a BRBES based DE
parameter adaptation algorithm, named eBRBaDE, which is
able to deal with all kinds of uncertainty due to the BRBES’s



inherent capability of addressing various uncertainty. Figure 2
depicts the system diagram of eBRBaDE.

Fig. 2: Enhanced belief rule-based adaptive differential evolu-
tion (eBRBaDE).

In general, changes of the population (PC) and objective
function (FC) values of each individual in each iteration is
passed to two BRBESs, named BRBES F and BRBES CR,
as input as illustrated in Figure 2. Afterwards, based on the
belief rule base and using the evidential reasoning approach,
new F and CR values are computed by BRBES F and
BRBES CR respectively for next iteration of each individual
of the population as shown in Figure 2. The BRBES helps
to achieve the right amount of exploration and exploitation
of the search space by determining F and CR values based
on the changes of the population and the objective function
values in each iteration. Using the new F and CR values the
mutation, crossover, and selection steps of DE are performed,
and the new population is generated. This process continues
until the stop criteria are fulfilled, and the individual of the
new population with the best fitness value is selected as an
optimal solution.

PCi =
D∑

j=1

(xgj,i − x
(g−1)
j,i )2; i = 1, ..., NP ; j = 1, ..D (10)

FCi = (fgi − f
(g−1)
i )2; i = 1, ..., NP ; j = 1, ..D (11)

mmPCi = movemean(PC, tr) (12)

mmFCi = movemean(FC, tr) (13)

d11i = 1− (1 +mmPCi)e
−mmPCi (14)

d12i = 1− (1 +mmFCi)e
−mmFCi (15)

d21i = 2(d11i) (16)

d22i = 2(d12i) (17)

Here PC is the change in individual of the population between
two iterations. xgj,i and xg−1

j,i is the individual of the population
on the gth and (g−1)th iteration respectively. FC is the change
in objective function between two iterations, while the fgi and
f
(g−1)
i are the function values for the ith population on gth and

(g − 1)th iteration respectively. mmPCi and mmFCi is the
mean value of a sliding window of tr length of PCi and FCi.
movemean is a Matlab function to calculate sliding window
average.

The values of PCi and FCi are calculated using Eqs. (10)
and (11). Afterwards, a sliding window average of the value of
PCi and FCi were computed with threshold of tr as shown
in Eqs. (12) and (13). The threshold value tr was chosen
based on empirical analysis. The sliding window average helps
to reduce abrupt changes in magnitude in accordance with
previous values. The value of mmPCi and mmFCi have
been rescaled between 0 and 1 using Eqs. (14) and (15) to
fit the preferred value of CR. d11i and d12i are later used
as input for the BRBES CR for predicting the new values of
CR. Similarly, using Eqs. (16) and (17) the value of mmPCi

and mmFCi have been rescaled between 0 and 2 to fit the
preferred value of F . For predicting the values of F BRBES F
is used where d21i and d22i are used as input.

The algorithm is presented as pseudocode in Algorithm 1,
where D denotes the dimension of individual, F the mutation
factor, CR the crossover factor, NP the population size,
X Ui and X Li the upper and lower bounds of the ith

individual. f(Xi,g) represents the objective function which is
to be optimised, while best solution represents the optimal
solution. After the second iteration, using Eqs. (10), (11),
(14), (15), (16), and (17), the d11, d12, d21 and d22 values
are obtained, which are later passed on as inputs to the
BRBES CR and BRBES F as shown in line number 10 and
11 of Algorithm 1 to get the new values of F and CR. Then
mutation and crossover steps are performed in line numbers
14 to 18 using the new values of F and CR. A new trial
population Ti,g is generated after mutation and crossover steps.
Among Ti,g and Xi,g the individuals with best fitness value is
selected and assigned to new population Xi,g+1 as mentioned
in line numbers 19 to 20. The new population Xi,g+1 which
will be used for g+1 iteration. This loop will continue until
MAX Iteration is reached or best value does not change
for S1 iterations. Afterwards, the individual with the lowest
fitness among the population is returned as optimal solution.

Two different BRBESs, named BRBES CR and BRBES F,
are used for calculating the values of CR and F respectively,
as shown in Figure 3. BRBES CR consists of two antecedents,
namely d11 and d12 while CR being its consequent. Similarly,
BRBES F also has two antecedents; d21 and d22 while
F being the consequent attribute. The utility values of the
antecedent attributes (d11, d12) and consequent attribute (CR)
of BRBES CR are set between 0 and 1 as it is the preferred
value for CR [25]. The utility values of the antecedent attribute
(d21, d22) and consequent attribute (F) of BRBES F are set
between 0 and 2 as it is the preferred value for F [25]. The
range of F and CR values were equally divided among the
utility values. From Table I it can be observed that BRBES CR
and BRBES F are calculating F and CR with higher accuracy
for six referential values of the antecedent and consequent
attributes.

Tables II and III present the final referential and util-



Algorithm 1 eBRBaDE algorithm
Let D denote the dimension, G the generation, F the

mutation factor, CR the crossover factor, NP the population
size, Xi,g the ith individual in the population of Gth gener-
ation, X Ui and X Li upper and lower bounds of the ith
individual.

Input D, F , CR, NP , X U and X L
Output Optimised values: best solution

1: procedure EBRBADE(D, F , CR, NP , X U , X L)
2: Initialize population, P := X1,0, X2,0, · · · , XNP,0

3: for each i ∈ P do
4: Xi,0 := X Li,0 + rand[i, 0] ∗ (X Ui,0 −X Li,0)

5: G := 1
6: Max Iteration := 3000
7: while G <= MAX Iteration AND No change in
best value for S1 iterations do

8: if G > 2 then
9: for all i <= NP do

10: Get d11, d12i, d21i, and d22i values using
Eqs. (10), (11), (14), (15), (16), and (17).

11: Get the predicted values of fi and cri using
BRBES F and BRBES CR.

12: F := mean(f)
13: CR := mean(cr)

14: for all i <= NP do
15: Randomly select r1, r2, r3 ∈ (1, · · · , NP )
16: for all j <= D ∧ j /∈ (r1, r2, r3) do
17: Vj,g := Xr1,g + F × (Xr2,g −Xr3,g)

18: Tj,g[j] :=

{
Vi,g[j] IF rand[0, 1] < CR

Xi,g[j] Otherwise

19: for all i <= NP do

20: Xi,g+1 :=





Ti,g IF f(Ti,g) + PENALTY(Ti,g)

< f(Xi,g) + PENALTY(Xi,g)

Xi,g Otherwise

21: G := G+ 1

22: best value := min(f(Xg+1))
23: best solution := Select Xi,g+1 ∈ Xg+1 which gen-

erates the lowest best value
24: return best solution

ity values for BRBES CR and BRBES F respectively. For
BRBES F, d21 and d22 are used as input, while d11 and d12
are used as input for BRBES CR. d11 and d12 each have
six referential values. The rule base helps BRBES to predict
higher values of F and CR based on the inputs. Higher values
of F and CR ensures more exploration of the search space,
while lower values of F and CR helps on exploitation more.
Therefore, F and CR values need to be adjusted based on the
status of the optimisation process, which can be determined
based on the values of PC and FC. A higher FC value
indicates that the solution is far away from convergence and
vice versa. On the other hand, a higher PC value indicates the

TABLE I: Comparison of MSE among various referential
values of BRBES CR and BRBES F

Number of referential values MSEd11 or d21 d12 or d22
3 3 4.15E-04
5 5 3.16E-04
6 6 4.66E-05
7 7 5.23E-05

individuals of the populations are highly distributed over the
search space and vice versa. For example, if FC has a higher
predicted value, then it means that the current population is far
from an optimal solution. Therefore, by increasing the values
of F and CR the exploration of the search space can be
ensured, which in turn allow eBRBaDE to find a near-optimal
solution.

Fig. 3: Two BRBESs used for eBRBaDE.

TABLE II: Details of BRBES CR
Antecedent Attributes Consequent Attribute

d11, d12 CR
Referential Values H HM M ML LL L H HM M ML LL L

Utility Values 1 0.8 0.6 0.4 0.2 0 1 0.8 0.4 0.2 0.1 0.1

TABLE III: Details of BRBES F
Antecedent Attributes Consequent Attribute

d21, d22 F
Referential Values H HM M ML LL L H HM M ML LL L

Utility Values 2 1.6 1.2 0.8 0.4 0 2 1.6 1.2 0.8 0.4 0.1

The proposed eBRBaDE procedure provides a solution for
dealing with the uncertainty in the objective function by
incorporating BRBES with DE. Furthermore, BRBES helps
in predicting the values of F and CR based on the changes
in population and fitness values between two consecutive iter-
ations. The anticipated F and CR values control the mutation
and crossover of DE, which generates the new population,
which in turn navigates the traversal of the search space.
The belief rules control the predicted values of F and CR
to ensure the right amount of exploration and exploitation
of the search space by DE. In the next subsection, a new
learning approach is presented for BRBES using eBRBaDE
as an optimal training procedure.

D. Learning in BRBES based on eBRBaDE

This subsection describes the process of incorporating
learning with BRBES using an optimal training procedure,
eBRBaDE. Different parameters of BRBES, like attribute
weights (θk), rule weights (δi), and belief degrees (βk) play an
important role in the accuracy of the results. These parameters
are usually known as learning parameters, which are generally
assigned by domain experts, or they are randomly selected.
The antecedent attributes and belief rules are prioritized using
the attribute weights and rule weights consecutively. Belief



degrees of the consequent attribute is used to present the
uncertainty of the output. Hence, the learning parameters are
essential for BRBES. Therefore, a suitable method is needed to
find the optimal values of the learning parameters. By training
the BRBES with data, the optimal values of the learning
parameters can be discovered [7].

The learning parameters need to be trained to determine the
optimal values by an objective function considering the linear
equality and inequality constraints. The output from BRBES
is considered as simulated output (zm) and output from the
system is named observed output (z̄m). The difference ξ(p)
between simulated and observed output needs to be minimized
by the optimization process The training sample contains M
data points, where the input for BRBES is um, the observed
output is z̄m, and the simulated output is zm (m = 1, . . . ,M ).
The error ξ(p) is measured by Eq. (4).

The optimisation of the learning parameters is conducted as
defined in the following equation:

min
P

ξ(p) (18)

P = P (µ(Oj), θk, δk, βjk)

The objective function for training the BRBES consists of
Eqs. (8) and (9). Furthermore, to ensure the completeness
of the belief rules, the summations of the belief degree for
each rule should be one. Additionally, the values of attribute
weights, rule weights, and belief degrees are considered
between zero and one. Henceforth, to enforce the above-
mentioned criteria the following constraints are considered:

• Utility values of the consequent attributes µ(Oj)(j =
1, . . . , n):
µ(Oi) < µ(Oj); If i < j

• Rule weights θk(k = 1, . . . ,K):
1 ≥ θk ≥ 0;

• Antecedent attribute weights δk, (k = 1, . . . ,K):
1 ≥ δk ≥ 0;

• Consequent belief degrees for the kth rule βjk, (j =
1, . . . , n, k = 1, . . . , L):
1 ≥ βjk ≥ 0;
n∑

j=1

βjk = 1;

Yang et. al. [9] have proven the benefits of parameter and
structure optimisation for BRBES to generate more accurate
results. Therefore, eBRBaDE as described in Subsection III-C,
will be used for parameter optimisation of BRBES. However,
to enforce the constraints of BRBES, Eq. (3) has been modified
and a penalty function has been added as shown in Eq. (19).
By using this mechanism, it can be ensured that individuals of
the populations which do not satisfy the constraints will have
lower fitness values.

Xi,g+1[j] :=





Ti,g IF f(Ti,g) + penalty(Ti,g) < f(Xi,g)

+PENALTY(Xi,g)

Xi,g Otherwise
(19)

In the beginning, all the learning parameters and the struc-
ture of the BRBES need to be initialised. Afterwards, the
parameter optimisation is carried out using the eBRBaDE al-
gorithm. The eBRBaDE optimal training procedure generates
the optimal values of the learning parameters for the initial
BRB structure of BRBES. The initial BRB is updated with the
optimised values of the learning parameters. Afterwards, the
stop criterion is checked. For the first iteration, it will be false
and the process moves to the structure optimisation step. The
structure optimisation of the initial BRB is performed using
the Heuristic Strategy (SOHS) algorithm, as mentioned in [9].
Then parameter optimisation is performed using the learning
parameters of the new structure. These iterations continue
until the structure does not change for S2 iterations. The
above described eBRBaDE based joint optimisation learning
mechanism is presented in Figure 4.

Fig. 4: Flowchart of eBRBaDE based learning mechanism

Therefore, a new optimal training procedure has been pro-
posed as a learning approach for BRBES by using a joint
optimisation framework of eBRBaDE as parameter and SOHS
as structure optimisation technique.

IV. RESULTS

In this section, the performance of the proposed new
learning mechanism is evaluated in details. Evaluation tech-
niques play a significant role in measuring the performance
of a learning mechanism. Researchers proposed various per-
formance measurements metrics. Root Mean Square Error
(RMSE), Mean Absolute Error (MAE), and Mean Absolute
Percentage Error (MAPE) are some of the standard techniques
used for comparing the performance among different learning
algorithms [26]. The metrics, as mentioned above, are used
to evaluate the performance of the proposed new learning
mechanism with others. The newly proposed eBRBaDE based
learning mechanism has been compared with various evolu-
tionary algorithms such as BAT, PSO, DE, and L-SHADE. In
this study, eBRBaDE and other evolutionary algorithms are
used to incorporate learning with BRBES for predicting the
power usage effectiveness (PUE) of a datacentre in UK. The
above-mentioned performance measurement metrics have been
used to compare the accuracy of the PUE prediction among



different learning mechanisms. Furthermore, to investigate the
impact of our proposed learning mechanism in details, both
the disjunctive and conjunctive BRBES have been used for
predicting the PUE of a datacentre.

A. Use Case Scenario

We collected a dataset from the datacentre of Leeds Beckett
University for predicting PUE [24]. The dataset contained data
of the following fields; external temperature, server room tem-
perature, IT equipment energy usage, and PUE with a sample
rate of 30 minutes. After pre-processing and removing the data
containing erroneous measurement from the dataset, a total of
5,300 data points was taken from the dataset for predicting
PUE. The dataset was divided into 80:20 ratio for training and
testing the learning algorithm. All experiments were conducted
on a MacBook Pro with Intel Core i7 processor, 2.2 GHz, and
16 GB RAM.

B. Initial Belief Rule Base

Based on the dataset, an initial BRB was developed,
where external temperature, server room temperature, and IT
equipment energy usage were considered as the antecedent
attributes, while the PUE value was considered as the conse-
quent attribute, which is illustrated in Figure 5. PUE, Exter-
nal temperature, server room temperature, and IT equipment
energy usage are refereed as “X1”, “X2”, “X3”, and “X4”
respectively.

Fig. 5: BRB tree for PUE

Table IV presents the referential and utility values of the
antecedent and consequent attributes. Each of the attributes
have been assigned three referential values which are “H”,
“M”, and “L”. The maximum and minimum value of each of
the attributes in the dataset are considered as the utility values
for “H” and“L”. The average of maximum and minimum of
the attributes in the dataset is assigned as the utility value for
the referential value “M”.

TABLE IV: Initial structure of the BRB for antecedent and
consequent part

Antecedent Attributes Consequent Attribute
X2 X3 X4 X1

Attribute
Weights

1 1 1

Referential
Values

H M L H M L H M L H M L

Utility
Values

12.20 7.95 3.70 26.00 23.50 21.00 434947.97 283010.50 131073.03 0.45 0.35 0.25

C. Comparison of learning mechanisms for disjunctive
BRBES

The eBRBaDE based learning mechanism is used to incor-
porate learning for the disjunctive BRBES. The performance

of eBRBaDE is compared with other evolutionary algorithms,
such as BAT, PSO, GA, DE, and L-SHADE [13], [21]. In
this comparison, the evolutionary algorithms are used for pa-
rameter optimisation, and the SOHS algorithm [9] is used for
structure optimisation for predicting the PUE values. We have
used k-fold cross-validation for our experiments. Usually, 5 or
10 folds are commonly used for cross-validation. Considering
the execution time fivefold cross-validation is used in these
experiments [26]. The Mean Squared Error (MSE) is used to
measure the accuracy of eBRBaDE based learning mechanism.

The MSE values of PUE prediction for different learning
mechanisms during training and testing is presented in Tables
V and VI as well as in Figure 6. Table V represents the MSE
values of each fold for BAT, PSO, GA, DE, L-SHADE, and
eBRBaDE during training. The last three rows represent the
average, standard deviation, and the minimum values of the
fivefolds for each of the algorithms. Among the evolutionary
algorithms, eBRBaDE has the lowest average and minimum
MSE values, which are 1.58E-06 and 3.71E-07 respectively.

TABLE V: MSE values of training datasets for BAT, PSO,
GA, DE, L-SHADE and eBRBaDE for disjunctive BRBES

BAT PSO GA DE L-SHADE eBRBaDE
1st Fold 1.30E-04 1.21E-04 6.52E-05 3.00E-05 2.60E-06 4.51E-07
2nd Fold 1.32E-04 1.15E-04 6.03E-05 2.18E-05 1.21E-06 1.49E-06
3rd Fold 1.29E-04 1.20E-04 7.88E-05 2.52E-05 1.75E-06 3.12E-06
4th Fold 1.20E-04 1.16E-04 4.60E-05 3.53E-05 3.61E-06 3.71E-07
5th Fold 1.31E-04 1.02E-04 7.86E-05 4.07E-05 3.91E-06 2.47E-06
Average 1.28E-04 1.15E-04 6.58E-05 3.06E-05 2.62E-06 1.58E-06
Standard Deviation 4.67E-06 7.61E-06 1.37E-05 7.59E-06 1.16E-06 1.22E-06
Minimum 1.20E-04 1.02E-04 4.60E-05 2.18E-05 1.21E-06 3.71E-07

The MSE values of each fold for BAT, PSO, GA, DE, L-
SHADE, and eBRBaDE during test are presented at Table
VI. The last three rows of Table VI represents the average,
standard deviation and the minimum MSE values of the
fivefolds for each of the algorithms. The eBRBaDE has
the lowest average and minimum MSE among the others,
which are 2.60E-06 and 5.50E-07. It can also be observed
that the average and minimum MSE values of testing are
comparatively higher than that of testing for eBRBaDE, which
implies that the models are not over-fitted.

TABLE VI: MSE values of testing datasets by BAT, PSO, GA,
DE, L-SHADE and eBRBaDE for disjunctive BRBES

BAT PSO GA DE L-SHADE eBRBaDE
1st Fold 1.28E-04 1.21E-04 6.48E-05 2.43E-05 1.68E-06 5.50E-07
2nd Fold 1.36E-04 1.21E-04 7.41E-05 1.38E-05 3.38E-06 3.34E-06
3rd Fold 1.07E-04 1.03E-04 5.70E-05 1.21E-05 1.21E-06 2.54E-06
4th Fold 1.66E-04 1.63E-04 9.30E-05 6.96E-05 7.84E-06 4.90E-06
5th Fold 1.01E-04 6.86E-05 4.54E-05 3.06E-05 4.27E-06 1.67E-06
Average 1.27E-04 1.15E-04 6.68E-05 3.01E-05 3.68E-06 2.60E-06
Standard Deviation 2.60E-05 3.41E-05 1.80E-05 2.33E-05 2.64E-06 1.65E-06
Minimum 1.01E-04 6.86E-05 4.54E-05 1.21E-05 1.21E-06 5.50E-07

The average MSE values of fivefold cross-validation for
BAT, PSO, GA, DE, L-SHADE, and eBRBaDE during training
and testing are illustrated in Figure 6. From this figure, it can
be concluded that the eBRBaDE is performing better than the
others during testing and training.

To further evaluate the performance of eBRBaDE RMSE,
MAE, and MAPE is used for the predicted PUE values based
on the test dataset, which is presented in Table VII. From



Fig. 6: Comparison of MSE for disjunctive BRBES with PSO,
GA, BAT, DE, L-SHADE, and eBRBaDE

the table it can be observed that disjunctive BREBES which
is trained by eBRBaDE is performing better than BAT, PSO,
GA, DE, and L-SHADE.

TABLE VII: Comparison of RMSE, MAE, and MAPE values
of predicted PUE for testing datasets by BAT, PSO, GA, DE,
L-SHADE and eBRBaDE for Disjunctive BRBES

BAT PSO GA DE L-SHADE eBRBaDE
RMSE 1.13E-02 1.10E-02 8.78E-03 4.93E-03 7.42E-04 7.25E-04
MAE 9.22E-03 8.53E-03 5.76E-03 2.07E-03 2.08E-04 2.07E-04
MAPE 2.10E+00 1.96E+00 1.31E+00 4.88E-01 4.83E-02 4.81E-02

D. Comparison of learning mechanisms for conjunctive
BRBES

To further evaluate the performance of eBRBaDE based
learning mechanism, it has been used to train a conjunctive
BRBES for predicting PUE values for the same dataset. The
MSE values of each fold for BAT, PSO, GA, DE, L-SHADE,
and eBRBaDE during training is presented in Table VIII. The
last three rows of Table VIII represent the average, standard
deviation, and the minimum values of the fivefolds for each
of the algorithms. The L-SHADE has the lowest average and
minimum MSE among the others, which are 6.05E-08 and
1.73E-08.

The MSE values of each fold for BAT, PSO, GA, DE, L-
SHADE, and eBRBaDE during testing is presented in Table

TABLE VIII: MSE values of training datasets by BAT, PSO,
GA, DE, L-SHADE and eBRBaDE for conjunctive BRBES

BAT PSO GA DE L-SHADE eBRBaDE
1st Fold 1.50E-04 1.26E-04 7.78E-05 3.26E-05 9.44E-08 2.16E-07
2nd Fold 3.14E-04 1.25E-04 9.18E-05 3.55E-05 7.90E-08 4.64E-08
3rd Fold 1.47E-04 1.49E-04 1.00E-04 4.17E-05 8.50E-08 1.47E-07
4th Fold 1.17E-04 1.15E-04 8.10E-05 2.92E-05 1.73E-08 4.60E-08
5th Fold 2.69E-04 1.32E-04 9.40E-05 3.78E-05 2.67E-08 1.95E-08
Average 2.00E-04 1.29E-04 8.90E-05 3.54E-05 6.05E-08 9.49E-08
Standard Deviation 8.65E-05 1.25E-05 9.40E-06 4.80E-06 3.57E-08 8.32E-08
Minimum 1.17E-04 1.15E-04 7.78E-05 2.92E-05 1.73E-08 1.95E-08

TABLE IX: MSE values of test datasets by BAT, PSO, GA,
DE, L-SHADE and eBRBaDE for conjunctive BRBES

BAT PSO GA DE L-SHADE eBRBaDE
1st Fold 1.52E-04 1.25E-04 7.62E-05 2.00E-05 9.13E-08 2.38E-07
2nd Fold 3.23E-04 1.29E-04 1.02E-04 3.18E-05 1.20E-07 5.87E-08
3rd Fold 1.22E-04 1.29E-04 7.63E-05 1.41E-05 7.28E-08 1.48E-07
4th Fold 1.68E-04 1.58E-04 1.28E-04 6.17E-05 4.05E-05 3.81E-05
5th Fold 2.41E-04 1.03E-04 6.57E-05 4.65E-06 2.77E-08 1.65E-08
Average 2.01E-04 1.29E-04 8.98E-05 2.65E-05 8.17E-06 7.72E-06
Standard Deviation 8.11E-05 1.97E-05 2.55E-05 2.21E-05 1.81E-05 1.70E-05
Minimum 1.22E-04 1.03E-04 6.57E-05 4.65E-06 2.77E-08 1.65E-08

IX. The average, standard deviation, and the minimum values
of the fivefolds for each of the algorithms are presented
in the last three rows of Table VI. The eBRBaDE has the
lowest average and minimum MSE among all algorithms,
which are 7.72E-06 and 1.65E-08, even though it did not
have the lowest MSE values during training. It can also be
observed that the average and minimum MSE values of testing
are comparatively higher than that of training for eBRBaDE,
which suggests that the models are not over-fitted.

Figure 7 illustrates the average MSE values of fivefold
cross-validation for BAT, PSO, GA, DE, L-SHADE, and
eBRBaDE during training and testing. It can be observed that
the eBRBaDE is performing better than the other algorithms
during testing.

Fig. 7: Comparison of MSE for conjunctive BRBES with PSO,
GA, BAT, DE, and eBRBaDE

To further evaluate the performance of eBRBaDE, RMSE,
MAE, and MAPE values are calculated for the predicted PUE
values based on the test dataset, which is presented in Table X.
From the table it can be observed that Conjunctive BREBES
trained by eBRBaDE is performing significantly better than
the BAT, PSO, GA, DE, and L-SHADE.

TABLE X: Comparison of RMSE, MAE, and MAPE of
predicted PUE for testing datasets by BAT, PSO, GA, DE,
L-SHADE and eBRBaDE for conjunctive BRBES

BAT PSO GA DE L-SHADE eBRBaDE
RMSE 1.55E-02 1.01E-02 8.10E-03 2.16E-03 1.66E-04 1.29E-04
MAE 1.34E-02 8.94E-03 6.60E-03 1.49E-03 8.84E-05 7.34E-05
MAPE 3.10E+00 2.02E+00 1.48E+00 3.37E-01 1.98E-02 1.65E-02



In summary, our proposed joint optimisation learning mech-
anism based eBRBaDE has been used to predict PUE values
of a datacentre using conjunctive and disjunctive BRBES. The
results are shown in Subsections IV-C and IV-D for disjunctive
and conjunctive BRBES respectively. From the results, it can
be concluded that trained conjunctive BRBES predicated PUE
values with higher accuracy than trained disjunctive BRBES.
The eBRBaDE based optimal training procedure has been
compared with various evolutionary algorithms, such as BAT,
PSO, GA, DE, and L-SHADE using different metrics. After
analysing the results, it can be observed that eBRBaDE based
learning mechanism is predicting PUE with higher accuracy
in respect of MSE, RMSE, MAE, and MAPE in comparison
with BAT, PSO, GA, DE, and L-SHADE. The eBRBaDe
performed better than the other evolutionatry algorithm due
to its capability of balanced exploration and exploitation of
the search space.

V. CONCLUSION

In this study, a new optimal training procedure, named
eBRBaDE, is proposed, by incorporating BRBES with DE
for addressing the uncertainty of the objective function. The
BRBES also helps to calculate the near-optimal values for the
control parameters of DE, while ensuring balanced exploration
and exploitation of the search space. A new learning mecha-
nism for BRBES has been proposed so that it can produce
results with higher accuracy. The new learning mechanism
is based on joint optimisation using eBRBaDE as parameter
and SOHS as structure optimisation procedures. The new
eBRBaDE based learning mechanism helps to generate trained
BRBES with more accurate results, as the eBRBaDE is able
to maintain a balanced exploration and exploitation of the
search space. The new learning approach has been compared
with other optimal training procedures (like BAT, PSO, GA,
DE, and L-SHADE) for predicting the PUE of a datacentre
using the conjunctive and disjunctive BRBES. In this com-
parison, it has been found that trained conjunctive BRBES
with joint optimisation using eBRBaDE predicted PUE leads
to the lowest MSE. As future work, we intend to apply the
proposed optimal training procedure and learning mechanism
to different domains and more complex datasets to verify its
feasibility further.
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Abstract: Sensor data are gaining increasing global attention due to the advent of Internet of Things
(IoT). Reasoning is applied on such sensor data in order to compute prediction. Generating a health
warning that is based on prediction of atmospheric pollution, planning timely evacuation of people
from vulnerable areas with respect to prediction of natural disasters, etc., are the use cases of sensor
data stream where prediction is vital to protect people and assets. Thus, prediction accuracy is of
paramount importance to take preventive steps and avert any untoward situation. Uncertainties of
sensor data is a severe factor which hampers prediction accuracy. Belief Rule Based Expert System
(BRBES), a knowledge-driven approach, is a widely employed prediction algorithm to deal with
such uncertainties based on knowledge base and inference engine. In connection with handling
uncertainties, it offers higher accuracy than other such knowledge-driven techniques, e.g., fuzzy
logic and Bayesian probability theory. Contrarily, Deep Learning is a data-driven technique, which
constitutes a part of Artificial Intelligence (AI). By applying analytics on huge amount of data, Deep
Learning learns the hidden representation of data. Thus, Deep Learning can infer prediction by
reasoning over available data, such as historical data and sensor data streams. Combined application
of BRBES and Deep Learning can compute prediction with improved accuracy by addressing sensor
data uncertainties while utilizing its discovered data pattern. Hence, this paper proposes a novel
predictive model that is based on the integrated approach of BRBES and Deep Learning. The
uniqueness of this model lies in the development of a mathematical model to combine Deep Learning
with BRBES and capture the nonlinear dependencies among the relevant variables. We optimized
BRBES further by applying parameter and structure optimization on it. Air pollution prediction has
been taken as use case of our proposed combined approach. This model has been evaluated against
two different datasets. One dataset contains synthetic images with a corresponding label of PM2.5

concentrations. The other one contains real images, PM2.5 concentrations, and numerical weather
data of Shanghai, China. We also distinguished a hazy image between polluted air and fog through
our proposed model. Our approach has outperformed only BRBES and only Deep Learning in terms
of prediction accuracy.

Keywords: BRBES; Deep Learning; integration; sensor data; predict

1. Introduction

The Internet of Things (IoT) refers to a global network of objects around us, which can interact
with each other through embedded systems. It provides infrastructure to capture, store, and process
data coming from various sensors [1]. Radio Frequency IDentification (RFID) and Wireless Sensor
Network (WSN) technologies are used to develop such embedded systems [2]. IoT is creating
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immense opportunities for novel applications of sensor data [3]. The sources of such sensor data
are heterogeneous and their integration is also a complex task [4]. Predictive output is obtained
by applying reasoning over these heterogeneous sensor data. There are numerous use cases of
sensor data streams where prediction facilitates precautionary measures to protect both humans
and properties. For example, predicting air quality by reasoning over the sensor data of major air
pollutants, e.g., PM2.5, PM10, CO, O3, etc. [5]. The concentration of these air pollutants can be taken
from ground-level sensors as well as satellite-based maps. In addition to the concentration level,
satellite maps provide spatial distribution of the concerned pollutant over a certain geographical
area [6]. Moreover, spatial concentration field of air pollutants can be created by deterministic air
quality modelling. This modelling applies various data assimilation techniques to generate such spatial
distribution [7]. Outdoor air pollution causes around three-million deaths every year [8]. Presently,
air pollution ranks fourth globally to trigger human health casualties [9]. It inflicts a loss of around
US$ 5 trillion annually on world economy [10]. Accordingly, computing accurate prediction of air
pollution can improve people’s living standard significantly. Being motivated by this, we present air
pollution prediction as use the case of our proposed integrated approach. We have considered the
sensor data of PM2.5 concentrations in order to predict air pollution level with reference to Air Quality
Index (AQI). Here, PM2.5 refers to the Particulate Matter with diameter less than 2.5 micrometers. AQI
is a numerical scale with a corresponding color code and it is divided into several specific ranges [11].
In addition to the pollution level, this index warns citizens of potential health risk, which is critical for
children, elderly people, and people with respiratory diseases. We use the breakpoint table, which was
developed by the U.S. Environmental Protection Agency (EPA) based on six common air pollutants, to
calculate AQI against the level of PM2.5 [12].

Prediction can be computed in two ways. One is knowledge-driven approach and the other is
a data-driven approach [13]. Knowledge-driven approach is formulated by an expert system. This
expert system comprises of two parts: knowledge base and inference engine. The knowledge base is
constructed by if-then rules, rather than the conventional procedural code, in order to demonstrate
the rules and facts. Inference engine makes reasoning over input data against these rules to deduce
predictive output. Belief Rule Based Expert System (BRBES), fuzzy logic, MYCIN [14], PERFEX [15]
are some of the knowledge-driven approaches. However, predictive output becomes unreliable due to
deceptive or erroneous nature of input sensor data. Low battery power, computational and memory
constraints, inadequate communication bandwidth, malicious attacks, and harsh environments are the
factors that cause missing, duplicate, or inconsistent sensor data, which results in uncertainties [16,17].
Similarly, images that are captured by a camera sensor can become blurred due to inclement weather.
Snow-covered or water-marked glasses of camera will result in hazy images. Hence, addressing
such uncertainties of sensor data is of paramount importance in improving prediction accuracy. In
terms of handling different types of uncertainties, especially ignorance, BRBES outperforms other
knowledge-driven approaches [18]. Knowledge base is developed by Propositional Logic (PL) and
First Order Predicate Calculus (FOPC). Forward Chaining (FC) and Backward Chaining (BC) are
deployed to construct the inference engine. Nonetheless, PL and FOPC constitute assertive knowledge.
Therefore, they cannot capture uncertainties of knowledge [18]. BRBES deploys Evidential Reasoning
(ER) as its inference engine to get over this limitation [19].

The data-driven approach learns representation of external data independently. It infers predictive
output by discovering hidden representation of data, such as, sensor data, historical data. There
is no rule base in data-driven approach. Rather, it learns by examples to produce actionable
insight. Machine Learning, which falls under AI, is a data-driven approach. Machine Learning
builds a mathematical/statistical model of training data to make predictions without being explicitly
programmed to perform the task. Image recognition, object detection, and speech recognition are
some of its application areas, where there is no particular rule base to achieve predictive output.
There are three major types of Machine Learning algorithms—Supervised learning, Unsupervised
learning, and Reinforcement learning. Supervised learning algorithms build a statistical model of
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labeled data, which consists of both inputs and desired outputs. Testing data are used to calculate
validation accuracy of the model. Finally, the trained model predicts pattern with respect to new input
data. Support Vector Machine (SVM), Classification and Regression Trees (CART), Naive Bayes (NB),
and K-Nearest Neighbours (KNN) are some of the supervised learning algorithms [20]. Unsupervised
learning algorithms learn hidden structure of unlabeled data. It predicts based on commonalities
in new input. Apriori, K-means, and Principal Component Analysis (PCA) [21] are some of the
unsupervised learning algorithms. Reinforcement learning uses trial and error process to decide next
course of action with maximum reward. For example, a robot learns the collision-free path upon
sensing the presence of obstacles [22].

However, Machine Learning cannot directly deal with natural raw data [23]. It does not possess
feature extractor to turn raw data into proper internal representation or feature vector. On the
other hand, Deep learning, which adopts neural network architecture, overcomes this shortcoming,
as it can handle raw data on its own. It discovers hidden features of raw data by applying the
representation-learning method. Deep Learning has the first layer as input layer, last layer as output
layer and multiple hidden layers in between. Multilayer Perceptron (MLP), Convolutional Neural
Networks (CNN), and Recurrent Neural Networks (RNN) are some of the deep learning architectures
that are applied in fields, including image processing, machine translation, and sequence prediction.
Multiple hidden layers signify the term “Deep” in “Deep Learning” [24]. Deep Learning does not have
any global threshold of depth. According to Schmidhuber [25], deep learning has to have more than 10
hidden layers, though it is not a global threshold.

BRBES, as an expert system, makes reasoning through its rule base. However, it does not learn
internal representation of external data independently. On the other hand, deep learning discovers
hidden features from data of large volume. It does not have any rule base like an expert system. Driven
by the power of deep learning for computing predictive output, we propose integrating Deep Learning
with BRBES to increase the overall accuracy of the predictive output. Thus, our proposed integrated
approach of BRBES and deep learning takes the research objective of developing a prediction model
by combining the strength of both the systems through a novel mathematical model. To realize this
objective, we address the following research questions in this paper:

(1) What is the benefit of applying BRBES to compute air pollution prediction? Better performance
of BRBES than other knowledge-driven approaches in terms of dealing with uncertainties is the
key benefit of applying BRBES over sensor data of air pollutants.

(2) What is the usefulness of adopting Deep Learning for air pollution prediction? Predicting
pollution level based on the discovered hidden pattern of sensor data is the advantage of adopting
Deep Learning architecture.

(3) Why and how to combine Deep Learning with BRBES? Improving accuracy of the prediction is
the justification for integrating Deep Learning with BRBES.

We propose to achieve this integration through a novel mathematical model. We measure the
concentration of PM2.5 by applying the Deep Learning technique on outdoor images through our
proposed mathematical model. As a Deep Learning method, we use CNN to analyze the images.
In case an image is hazy, we also evaluate whether this haze is caused by high PM2.5 or fog. At the
same time, we take the PM2.5 reading of the same place directly from sensor device. Subsequently, we
apply BRBES on both of these values to predict AQI while using our proposed novel algorithm. Thus,
we achieve predictive output with higher accuracy by addressing uncertainty of sensor data while
utilizing actionable insight that is gained from discovered data pattern.

The rest of the paper is organized, as follows: Section 2 presents the related works. In Section 3, we
explain our proposed integrated approach of Belief Rule Base (BRB) and Deep Learning. In Section 4, we
present our experimental results. Section 5 concludes the paper and presents our future research plans.
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2. Related Works

Theang et al. [26] proposed Dynamically pre-trained Deep Recurrent Neural Network (DRNN) to
predict the time-series level of PM2.5 in Japan. The network weights of this method are continuously
updated to advance towards a dynamically and sequentially developing output, resulting in more
precise learning representation of input data coming over time. Environmental monitoring data
obtained from physical sensors have been used for this purpose. They have considered the spatial
consistency of the concerned sensors to improve the prediction accuracy of DRNN. They have taken
sensor reading of PM2.5 concentrations, wind speed, temperature, illuminance, humidity, and rainfall.
They have discarded distant sensors with little impact to reduce the computational cost. They have
screened out insignificant sensors by the elastic net method. DRNN’s prediction accuracy has turned
out to be higher than the autoencoder training method. However, DRNN has not dealt with abnormal
sensor data, which is likely to hamper prediction.

Li et al. [27] has proposed Spatiotemporal deep learning (STDL) for predicting air pollution. It
considers the spatiotemporal feature of sensor data. Stacked autoencoder (SAE) has been deployed
as deep learning architecture to gain this feature. They have developed a regression model that is
based on this learned representation. Their developed model can predict air quality of all stations
simultaneously while ensuring temporal stability. They have applied their regression model on existing
PM2.5 sensor data to predict the level of PM2.5. Their STDL model has shown higher accuracy than
the spatiotemporal artificial neural network (STANN), auto regression moving average (ARMA),
and support vector regression (SVR) models. However, this model also does not take into account
uncertainty regarding the sensor data.

Kurt et al. [28] has employed Geographic Forecasting Models using the Neural Networks
(GFM_NN) method to estimate the level of sulfur dioxide (SO2), carbon monoxide (CO), and particulate
matter (PM10) of a Turkish district. They have fed the sensor data of 10 monitoring stations as input to
feed-forward back-propagation neural network. They have come up with three geographic models for
prediction purpose. The first model uses sensor data of a selected neighboring district. The second
model takes two adjoining districts into account. The third model considers the distance between the
triangulating districts and the target district. Their proposed geographic models have turned out to be
more accurate than the non-geographic plain models. Their third geographic model, considering three
districts, has performed better than other two models. Even though, GFM_NN has also left sensor
data uncertainties unaddressed.

Moreover, Li et al. [29] presented a computer vision technique for assessing the haze level of
images. They have estimated the transmission matrix of an input image with Dark Channel Prior
(DCP) algorithm. Simultaneously, they have applied Deep Convolutional Neural Fields (DCNF) to
estimate the depth map from pixels. The transmission matrix and depth map have been integrated
through transformation functions. Subsequently, they piled up the matrix to a single figure with
pooling function and determined haze level of an image. A combination of transmission and depth has
resulted in haze level estimation with a higher accuracy than their separate application. The accuracy
of their proposed method on PM2.5 dataset is 89.05% against 70.14% and 84.32% accuracy of only depth
map and only transmission matrix, respectively. However, uncertainty that is associated with captured
images is not dealt with by this method.

Liu et al. [30] has proposed an image-based approach, while considering several image features,
such as transmission, sky smoothness, image color, entropy, contrast, time, geographical location, sun,
and weather condition to predict the PM2.5 of the air. They have developed a regression model that
is based on these features to predict PM level from photos of Beijing, Shanghai, and Phoenix over a
one-year period. The inclusion of various image features has resulted in reasonable prediction accuracy
of their method. The simplicity and smart phone readiness of this method can enable people to be
more aware of air pollution. However, this model also has not considered uncertainty concerning the
image data.
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Zhan et al. proposed a standard haze image dataset [31] that contains haze images with all levels
along with associated air quality data. Every image is tagged with the mean opinion score (MOS) as haze
level’s subjective evaluation. They have also proposed a novel no-reference image quality assessment
(IQA) method for assessing the haze quality of images by analyzing degradation-causing factors. IQA,
when applied on this haze database, has shown promising results that are consistent with subjective
evaluation. IQA has outperformed spatial and spectral entropies (SSEQ) and Blind/Referenceless Image
Spatial Quality Evaluator (BRISQUE). Even though, IQA took no notice of image data uncertainty.

Table 1 illustrates the taxonomy of all of these air pollution prediction methods, in light of their
strengths and limitations. Some of these approaches apply the neural network on numerical sensor
data, while other methods adopt image processing algorithms. Hence, none of these works have
processed both numerical and image sensor data concurrently. Neither did these works take sensor
data uncertainties into account. Therefore, being stimulated by the efficacy of multimodal learning (as
explained in Section 3.1), this research sheds light on the integrated processing of both numerical and
image sensor data to improve the prediction accuracy while dealing with related uncertainties.

Table 1. Taxonomy of related works.

Article Specification Method Limitation

[26]

This prediction model predicts
time-series concentrations of PM2.5

in Japan. In addition to time, it
considers physical position of
sensors to improve prediction

accuracy.

Deep Recurrent
Neural Network

(DRNN)

This model applies Deep
Learning on sensor data.

However, it does not consider
uncertainties associated with

such sensor data.

[27]

This system predicts PM2.5 level
based on available PM2.5 sensor

data. It considers interrelationship
between space and time concerning

the sensor reading.

Spatiotemporal
deep learning

(STDL)

This system applies deep
learning architecture to learn

spatiotemporal features of
sensor data. However, it does
not deal with uncertainties of

sensor data.

[28]

This method predicts the level of
SO2, CO and PM10 of a Turkish

district. It’s distance-based
geographic model offers higher
accuracy than non-geographic

model.

Geographic
Forecasting Models

using Neural
Networks

(GFM_NN)

This method considers sensor
data of neighboring district as

well as distance between
neighboring and target district
to improve prediction accuracy.
Still, it does not address sensor
data uncertainties, which are
likely to hamper prediction

accuracy.

[29]

It is an image-based method to
evaluate haze level of images. It has
combined transmission matrix and

depth map of images and
demonstrated its higher accuracy on

PM2.5 dataset.

Combined
application of Dark

Channel Prior
(DCP) and Deep
Convolutional
Neural Fields

(DCNF)

This method has demonstrated
higher accuracy than separate

application of transmission
matrix and depth map.

However, the uncertainty
associated with image data is

left unaddressed.

[30]

This paper presents a regression
model to predict PM2.5 level from
images of Beijing, Shanghai and

Phoenix. It has considered various
image features as part of this

process.

Support Vector
Regression (SVR)

Consideration of various image
features has made this model

quite representative. Even
though, uncertainty handling of
captured images is disregarded.

[31]

This paper proposes a haze image
dataset with weather information. It
presents an image based technique

to evaluate the haze images.

Image Quality
Assessment (IQA)

This IQA technique can properly
assess the haze level of images.

However, it disregards the
uncertainties of images taken by

camera sensor.
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Neural network based Deep Learning methods can analyze images with reasonable accuracy.
Three major classes of Deep Learning are: MLP, CNN, and RNN. MLP, which consists of more than
one perceptron [32], can make non-linear classification. MLP’s learning approach is supervised [33].
It trains itself by a labeled dataset by discovering actionable insight. CNN is another class of Deep
Learning, which is customized to analyze visual images. It resembles the structure of animal visual
cortex [34,35]. Convolutional layers, pooling layers, fully connected layers, and normalization layers
constitute CNN’s hidden layers [23,36]. Its learning approach is supervised, as it learns image features
from labeled dataset. However, CNN cannot deal with uncertainty, such as camera crash, hardware
problem, scratched glasses of a camera, ignorance, and obscure images [37]. Hence, such unexpected
issues need to be dealt with to uphold prediction accuracy of CNN. RNN is also another class of
artificial neural network. It is called recurrent because of its repetition of same process over all members
of a sequence, where each predictive output is influenced by multiple previous observations [23]. RNN
has its own memory, where it stores information concerning all of the calculations. This state retention
capacity has made RNN suitable for tasks, such as predicting next word of a sequence and natural
language processing.

Problem domain of CNN and RNN is different from each other. CNN discovers spatial features
and RNN retrieves temporal features. CNN is effective in processing high-dimensional images through
its feature extraction characteristic. CNN can capture image features precisely through convolution
operation, which is attributable to its higher depth than RNN. Therefore, it can be stated that CNN is
the most appropriate Deep Learning class to analyze images with a view to predicting air pollution.

3. Integrated Approach of BRB and Deep Learning

Figure 1 shows the system architecture of our proposed integrated approach for predicting air
pollution. We analyze outdoor images by Deep Learning method CNN to predict the concentration of
PM2.5. Initially, CNN is trained by different outdoor images of the same place with a varying level of
PM2.5. Thus, it learns the representation of an image’s PM2.5 level. Upon completion of the training,
a new image of a certain time of the same place is fed to this trained CNN. Next, CNN performs
analytics on this new image that is based on its training representation to predict the PM2.5 level of
the concerned place. This CNN prediction output is recalculated if the haze of this image is caused
by fog, rather than high PM2.5. This recalculated CNN output is then fed as input to BRBES. Further,
numerical values of the level of PM2.5 of the same place and same time instance, being generated by
the physical sensor device, are also fed to BRBES as input. Thus, BRBES has two input values with
regard to PM2.5 level, one from CNN and the other from sensor reading. In this architecture, these
two inputs constitute two antecedent attributes of BRBES. By reasoning over these two antecedent
attributes, BRBES infers AQI as single numerical crisp value (as demonstrated in Section 3.3). Further,
BRB calculates belief degree for each of the six AQI categories instead of demonstrating one single
AQI category. Such a distributed assessment enables a person to have a holistic view of the overall
environment (as demonstrated in Section 3.4).
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CNN has various architectures, such as, AlexNet, VGG Net, and GoogLeNet [38]. VGG Net has
been adopted in this research due to its consistent architecture to extract image features. Researchers
from Visual Geometry Group (VGG), University of Oxford, UK have presented VGG Net as CNN
architecture [39]. It has total 19 layers, with 16 convolutional and 3 fully connected layers. It performs
convolution operation over the input image matrix with small 3 × 3 receptive fields (stride 1) and
extracts feature map. A deeper representation is advantageous for improving the classification
accuracy. GoogLeNet, with 22 convolutional layers, has higher depth than VGG Net (16 convolutional
layers). Even though, VGG Net’s network topology is simpler than GoogLeNet [40,41]. Moreover,
GoogLeNet reduces feature maps’ spatial resolution at the beginning to decrease the computational
cost. Conversely, AlexNet, with only five convolutional layers, has shallower depth than VGG Net.
With respect to classification accuracy, VGG Net outperforms both GoogLeNet and AlexNet. Therefore,
we have chosen VGG Net as our CNN model.

3.1. Rationale of Integration

Linking up information from various sources results in multimodal learning [42,43]. It discovers
characterization over multiple modalities, rather than being reliant on one single modality. Being
encouraged by the effectiveness of multimodal learning, we propose combining BRB and deep learning
for improving AQI prediction accuracy. We take PM2.5 as our target air pollutant and calculate AQI
with respect to this pollutant’s concentration. However, we consider both sensor data and image data
(multiple modalities) to compute PM2.5 in addition to sensor data (single modality). Thus, we utilize
the benefit of multimodal learning in this research.

3.2. Neural Network Representation

This part applies deep learning to extract high-level representation from image. We have developed
a smaller version of VGG Net for computing image-based PM2.5 prediction in this research.

We have applied our mini VGG Net on air pollution images with volume 640 × 480 × 3 and
584 × 389 × 3. This VGG Net has five convolution layers and 1 fully connected layer. As activation
function, we have used ReLU in this network. We have employed batch normalization to improve
learning rate of our network. We have brought down overfitting of our model by adding 20% dropout
to it. We have flattened the output of last pooling layer into a single vector. Our lone fully connected
layer extracts 1024 features, after which 50% neurons are dropped. Our output layer, with softmax
activation, calculates probability for three classes (Nominal Pollution, Mild Pollution, and Severe



Sensors 2020, 20, 1956 8 of 25

Pollution) through its three nodes. We have conducted 75 epochs over our VGG Net to discover image
features through backpropagation. Our batch size has been set at 32, with 3982/32 = 125 iterations per
epoch, where 3982 refers to the total number of training images. As optimization technique, we have
used the Adam algorithm, which is an extended version of Stochastic Gradient Descent (SGD). Our
VGG Net’s initial learning rate is Adam optimizer’s default value, 0.001. Table 2 demonstrates our
VGG Net architecture. Multi-label binarizer has been applied to do multi-label image classification.
For instance, VGG Net is run on a hazy image of Oriental Perl Tower, Shanghai, China captured by a
camera sensor on May 17, 2014 at 15:00 hrs, as shown in Figure 2. It maps the probability of this hazy
image for each of the three classes: severe, mild, and nominal pollution to 96.20%, 38.36%, and 0.00%
respectively. These values are then normalized for uniformity in Equation (1).

Severe Pollution = 0.9620/(0.9620 + 0.3836 + 0.00) = 0.71
Mild Pollution = 0.3836/((0.9620 + 0.3836 + 0.00) = 0.29

Nominal Pollution = 0.00/((0.9620 + 0.3836 + 0.00) = 0.00
(1)

Table 2. Visual Geometry Group (VGG) Net Architecture.

Model Content Details

Input image size 640 × 480 × 3, 584 × 389 × 3
First Convolution Layer 32 filters of size 3 × 3, ReLU,
First Max Pooling Layer Pooling Size 3 × 3

Second Convolution Layer 64 filters of size 3 × 3, ReLU
Second Max Pooling Layer Pooling size 2 × 2
Third Convolution Layer 64 filters of size 3 × 3, ReLU
Third Max Pooling Layer Pooling size 2 × 2
Fourth Convolution Layer 128 filters of size 3 × 3, ReLU
Fourth Max Pooling Layer Pooling size 2 × 2
Fifth Convolution Layer 128 filters of size 3 × 3, ReLU
Fifth Max Pooling Layer Pooling size 2 × 2
Fully Connected Layer 1024 nodes, ReLU

Dropout Layer excludes 50% neurons randomly
Output Layer 3 nodes for 3 classes, SoftMax

Optimization Function Adam optimization algorithm
Learning Rate 0.001
Loss Function Binary Cross Entropy
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image captured by the camera; (b) VGG Net shows its predictive output label on the same image.

Subsequently, we calculate PM2.5 by running Algorithm 1 over these three normalized values.
This algorithm’s regression coefficients have been set in line with AQI breakpoint table. It returns PM2.5
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concentrations as 188.97 µg/m3. However, this hazy image can be due to either high level of PM2.5 in
the air or foggy weather. PM2.5 concentrations of 188.97 µg/m3 is practical if the haze level of the image
is caused by suspended particulate matters in the air. On the other hand, these PM2.5 concentrations
will be impractical if fog in the air causes this image to be haze, even though there is little to no PM2.5

in the air at that time instance. Hence, we propose Algorithm 2 to recalculate PM2.5 after confirming
foggy weather. We only employ this algorithm if PM2.5 predicted by Algorithm 1 is more than or equal
to 55.50. This 55.50 refers to the starting point of PM2.5 concentrations against the ‘Unhealthy’ AQI
category. It has been done to ensure that only hazy images, rather than all images in general, pass
through this Algorithm 2. In this algorithm, we calculate the Dew-point Temperature (DT) in degree
celsius with a mathematical equation [44]. This equation uses the daily mean dry-bulb temperature
(T) in degree celsius, and daily mean relative humidity (RH) in percentage. Fog forms in the air if
the difference between instant air temperature and the Dew-point temperature is less than 2.5 degree
celsius [45]. Therefore, in this algorithm, we check the difference between the instant air temperature
(IT), when the photo was captured, and the Dew-point temperature (DT) of the site. We update the
value of PM_Image, as calculated by Algorithm 1, if this difference is less than 2.5 degree celsius. In
Line 3 of Algorithm 2, we divide the PM2.5 concentration (PM_CNN), as predicted by Algorithm 1, by
500.4, which, according to the EPA breakpoint table, is the highest 24-hour concentration of PM2.5. In
the next line, we update the value of PM_Image by multiplying the division result with 55.40. This
55.40 refers to the average PM2.5 concentration of 55.40 µg/m3 if the relative humidity of the air is
above 87% [46].

Algorithm 1: an algorithm to achieve image based prediction of PM2.5

Input: SP denotes the normalized probability that the image belongs to Severe Pollution class; MP denotes the
normalized probability of Mild Pollution class, and NP denotes the normalized probability of Nominal
Pollution class.

Output: PM2.5 concentrations predicted from the image (PM_Image).

Begin
1 if ((SP > MP) and (SP > NP)) then
2 PM_Image = (150.5 + 275.9* SP) + (150.4 * MP)/2
3 else if ((NP > SP) and (NP > MP)) then
4 PM_Image = (35.4 * (1 – NP)) + ((150.4 * MP)/2)
5 else if ((MP > SP) and (MP > NP)) then
6 if (SP > NP) then
7 PM_Image = (35.5 + 114.9 * MP) + ((500.4 * SP)/2)
8 else if (NP > SP) then
9 PM_Image = (35.5 + 114.9 * MP) + ((35.4 * NP)/2)
10 return PM_Image
End

Temperature of the Shanghai site from where the image was taken (Figure 2) is 18 degree celsius
on May 17, 2014 at 15:00 h, according to China’s Shanghai city weather dataset (as explained in
Section 4.1.2). Dew-point temperature at the same place and time is 16 degree celsius. As difference
between instant temperature and dew-point temperature is (18 - 16) or 2 degree celsius, Algorithm 2
confirms the presence of fog. Hence, this algorithm recalculates the PM2.5 concentration to be 20.92
µg/m3, which was initially predicted to be 188.97 µg/m3 by Algorithm 1. Thus, Algorithm 2 rectifies
erroneous PM2.5 concentration predicted from image, in the case the haze of the image is caused by
foggy weather, rather than particulate matters that are suspended in the air.
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Algorithm 2: an algorithm to recalculate PM2.5 in a foggy weather

Input: T denotes the daily mean dry-bulb temperature (in degree celsius); RH denotes the instant relative
humidity (between 0 and 1); IT denotes the instant on-site temperature (in degree celsius), and PM_CNN
denotes the PM2.5 concentrations predicted by CNN in Algorithm 1.

Output: PM2.5 concentration in case the weather is foggy (PM_Image).

Begin
1 if ((PM_CNN) >= 55.50)
2 DT = T – ((100-RH)/5)
3 if ((IT- DT) < 2.5)
4 PO = (PM_CNN)/500.4
5 PM_Image = 55.40 * PO
6 return PM_Image
End

3.3. Integration of CNN with BRBES

This section explains the functional system of BRBES and its integration with CNN. The reasoning
approach of BRBES consists of four steps—Input transformation, Rule activation weight calculation,
Belief degree update, and the Rule aggregation [47].

3.3.1. Domain Knowledge Representation

A belief rule consists of two portions: the antecedent part and consequent part. The antecedent
part has several antecedent attributes with referential values. The consequent part has one single
consequent attribute with its own referential values. We have two antecedent attributes in our rule
base: sensor reading of PM2.5 and image-based PM2.5 prediction. Each of the antecedent attributes has
three referential values: High, Medium, and Low. For instance, a certain rule is formulated as reading
of PM2.5 and image-based PM2.5 prediction. Each of the antecedent attributes has three referential
values: High, Medium, and Low. For instance, a certain rule is formulated as
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Table 3. Initial Rule Base.

Rule
Id

Rule
Weight

IF THEN
Activation

WeightPM2.5
(Sensor)

PM2.5
(CNN)

AQI

Hazardous Unhealthy Good

R1 1.0 H H 1.00 0.00 0.00 0.58
R2 1.0 H M 0.60 0.40 0.00 0.25
R3 1.0 H L 0.60 0.20 0.20 0.00
R4 1.0 M H 0.40 0.60 0.00 0.12
R5 1.0 M M 0.00 1.00 0.00 0.05
R6 1.0 M L 0.00 0.60 0.40 0.00
R7 1.0 L H 0.20 0.20 0.60 0.00
R8 1.0 L M 0.00 0.40 0.60 0.00
R9 1.0 L L 0.00 0.00 1.00 0.00

3.3.2. BRBES Reasoning System

Input Transformation

Sensor reading is distributed into its referential values in this stage. We have set the utility values
for “Low”, “Medium”, and “High” are hi1 = 0, hi2 = 150.5, and hi3 = 500.4, respectively. Procedure of
input transformation is as follows:

IF hi3 >= input >= hi2 THEN Medium = (hi3 − input)/(hi3 − hi2)

High = (1 −Medium), Low = 1 −Medium − High

IF hi2 > input >= hi1 THEN Low = (hi2 − input)/(hi2 − hi1)

Medium = (1 − Low), High = 1 − Low −Medium

According to Shanghai weather dataset (as explained in Section 4.1.2), the sensor reading of PM2.5

of the Shanghai site (as shown in Figure 2) is 35 µg/m3 on May 14, 2017 at 15:00 h. We transform it into
its referential values.

Low_Sensor, L1 = (150.5 − 35)/(150.5 − 0) = 0.77;
Medium_Sensor, M1 = (1 − 0.77) = 0.23 and
High_Sensor, H1 = (1 − 0.77 − 0.23) = 0.

We then transform the PM2.5 concentrations 20.92 µg/m3 predicted from image (by Algorithm 1
and Algorithm 2) into its referential values, as follows.

Low_CNN, L2 = (150.5 − 20.92)/(150.5 − 0) = 0.86;
Medium_CNN, M2 = (1 − 0.86) = 0.14 and
High_CNN, H2 = (1 − 0.86 − 0.14) = 0.0

Rule Activation Weight Calculation

This part requires the referential value’s matching degree at which the belief is matched [18]. The
matching degree of kth rule is:

αk =

Tk∏

i=1

(
αk

i

)δkiand αk =

Tk∏

i=1

(
αk

i

)δki (2)
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where Tk refers to kth rule’s total number of antecedent attributes and δki is ith antecedent attribute’s
weight. Matching degrees are assigned to the referential values of the antecedent attributes to activate
a rule [47]. The activation weight of kth activated rule is defined as:

ωk =
θk αk∑L
j=1 θjαj

=
θk

∏Tk
i=1

(
αk

i

)δki

∑L
j=1 θj

∏Tk
i=1

(
αk

i

)δki
(3)

where _ki refers to the ith antecedent attribute’s relative weight in the kth rule and θk is the rule weight
of kth rule. The value of θk is between 0 and 1 (both inclusive). The activation weight of each of the
nine rules, as calculated using Equation (3), has been shown in the last column of Table 3.

Belief Degree Update

Sensor data becomes unavailable in the case of uncertainty due to ignorance. For example,
suddenly, we might lack the sensor data against one of the antecedent attributes of our system. To
address such exceptional cases, we update the initial belief degrees of the referential values of the
consequent attribute with a mathematical equation [47].

Rules Aggregation

The ER mechanism, either recursive or analytical, is employed to aggregate the rules of BRBES [14].
However, the analytical ER approach is computationally less complex than its recursive counterpart [48].
Therefore, we have calculated the belief degree of all the referential values of consequent attribute with
analytical ER. The final result C(Y) is defined as:

C(Y) = {(Oj, βj), j = 1, . . . , N} (4)

where βj refers to the belief degree of referential value Oj of the consequent attribute, which has N
number of referential values. βj, belief degree of consequent attribute’s concerned referential value, is
defined as:

βj =
µ×

[∏L
k=1

(
ωkβjk + 1−ωk

∑N
j=1 βjk

)
−∏L

k=1

(
1−ωk

∑N
j=1 βjk

)]

1− µ×
[∏L

k=1(1−ωk)
] (5)

where L is the number of rules in rule base and µ is defined as:

µ =




N∑

j=1

L∏

k=1


ωkβjk + 1−ωk

N∑

j=1

βjk


− (N− 1)

L∏

k=1


1−ωk

N∑

j=1

βjk







−1

(6)

Our calculated belief degrees of all the referential values of consequent attribute while using
Equation (5) are as follows:

Good = 0.9098; Unhealthy = 0.0902 and Hazardous = 0.0

Subsequently, we employ Algorithm 3 to transform this multi-value assessment into one single
numerical crisp value. This algorithm has resulted in the crisp value of AQI as: ((100 × (1 − 0. 9098)) +

((200 × 0. 0902)/2)) = 18.04. Figure 3 shows the conceptual architecture of BRBES.
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Algorithm 3: an algorithm to calculate single numerical crisp value of AQI

Input: H denotes the belief degree of the referential value ‘Hazardous’ of the consequent attribute ‘AQI’; U
denotes the belief degree of ‘Unhealthy’ referential value, and G denotes the belief degree of ‘Good’ referential
value of the consequent attribute.

Output: The crisp value of AQI (Q).

Begin
1 if ((H > U) and (H > G)) then
2 Q = (201 + 299*H) + ((200*U)/2)
3 else if ((G > H) and (G > U)) then
4 Q = (100*(1 − G)) + ((200*U)/2)
5 else if ((U > H) and (U > G)) then
6 if (H > G) then
7 Q = (101 + 99*U) + ((500*H)/2)
8 else if (G > H) then
9 Q = (101 + 99*U) + ((100*G)/2)
10 return Q
End
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3.3.3. Disjunctive BRBES

The rule base of BRBES that we have demonstrated in Section 3.3.1 is of conjunctive type. Such
conjunctive rule base is constructed based on every possible combination of referential values of the
antecedent attributes [49]. Thus, consumptive assumption creates a large rule base, in case the number
of referential values and/or antecedent attributes is too high. Hence, the memory and computational
requirement of this assumption is high. Researchers have come up with disjunctive BRBES to address
this shortcoming [49,50]. The number of referential values of all antecedent attributes is equal in
disjunctive BRB [51]. This BRB has the same number of rules, as the number of referential values of its
antecedent attributes. Disjunctive BRB, having a small rule base, calculates the activation weight of its
kth rule, wk, as

wk =
θk

∑M
i=1 α

k
i∑L

l=1 θl
∑M

i=1 α
l
i

(7)
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where θk is the initial weight of the kth rule, αi
k refers to the input matching degree with kth rule,

and L and M refers to the total number of rules and inputs, respectively. Disjunctive BRB activates
a rule, even with one non-zero input matching degree. On the contrary, conjunctive BRB does not
activate a rule, even if one input matching degree is 0. Thus, disjunctive BRB reduces memory capacity
and computational cost by bringing down the size of rule base. We show the rule base of our system,
constructed under disjunctive assumption, in Table 4.

Table 4. Rule base under disjunctive assumption.

Rule
Id

Rule
Weight

IF THEN

PM2.5
(Sensor)

PM2.5
(CNN)

AQI

Hazardous Unhealthy Good

R1 1.0 H H 1.00 0.00 0.00
R2 1.0 M M 0.00 1.00 0.00
R3 1.0 L L 0.00 0.00 1.00

3.3.4. Joint Optimization of BRBES

There are two ways to optimize the performance of BRBES: a) Parameter Optimization and
b) Structure Optimization. The combined application of both of these techniques results in
joint optimization.

The parameters we have considered for optimization are: attribute weight, rule weight, and
consequent part’s belief degrees. We have applied Differential Evolution (DE) to perform parameter
optimization [52]. We also have run BRB adaptive DE (BRBaDE) to adjust the values of two control
parameters of DE: Crossover Factor (CR) and Mutation Factor (F). BRBaDE hits a balance between
exploration and exploitation while setting proper values of these control parameters [53]. We execute
Structure Optimization that is based on the Heuristic Strategy (SOHS) algorithm to perform structure
optimization of BRBES [54]. SOHS makes comparative analysis of prediction accuracy of BRBES with
varying number of referential values of the antecedent attributes and selects the one with the lowest
error. We achieve joint optimization through Joint Optimization on Parameter and Structure (JOPS)
algorithm [54]. JOPS runs SOHS over a set of DE-optimized BRBESs. Again, DE is applied on the
SOHS optimized set of BRBESs until the stop criterion is satisfied. Finally, JOPS selects the BRBES with
the lowest error as its output.

Figure 4 shows the general methodological scheme of our proposed system. In Figure 4a,
conjunctive BRB receives PM2.5 concentrations as its input both from CNN and sensor device. It
performs reasoning over these two input values to infer AQI as its output. Figure 4b also infers AQI
with respect to PM2.5 concentrations that are computed by CNN and sensor device. However, in
Figure 4b, disjunctive and joint optimized BRB, instead of the conjunctive one as in Figure 4a, has been
used to make this AQI inference. Thus, Figure 4b comes up with a more memory efficient and accurate
version of Figure 4a.
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3.4. Distributed Categorization of AQI

This part distributes belief degrees to all six AQI categories via a regression layer. We apply a
regression coefficient for this purpose. We calculate the belief degree of the cth AQI category, as:

ÿic = categorize(aqi_predicted ) = rc * bc (8)

where rc is a regression coefficient and bc is the belief degree of relevant referential value of the
consequent attribute. We show the distributed belief degrees of all the six AQI categories as ÿi = [ÿi1,
ÿi2, . . . ÿi6]. We calculate rc based on the predicted crisp value of AQI by employing Algorithm 4. This
algorithm calculates rc to be 18.04/49 = 0.3682. Finally, the belief degrees of all six AQI categories are:

Belief Degree for ‘Good’ category, ÿi1 = (Good) * (1 − rc)
Belief Degree for ‘Moderate’ category, ÿi2 = (Good) * rc

Belief Degree for ‘Unhealthy for sensitive groups’ category, ÿi3 = (Unhealthy) * (1 − rc)
Belief Degree for ‘Unhealthy’ category, ÿi4 = (Unhealthy) * rc

Belief Degree for ‘Very Unhealthy’ category, ÿi5 = (Hazardous) * (1 − rc)
Belief Degree for ‘Hazardous’ category, ÿi6 = (Hazardous) * rc

Here, ‘Hazardous’, ‘Unhealthy’, and ‘Good’ refer to the belief degree of the concerned referential
value. Now, we calculate the distributed belief degrees of each of the six AQI categories.

Belief Degree for ‘Good’ category, ÿi1 = (0.9098) * (1 − 0.3682) = 0.58
Belief Degree for ‘Moderate’ category, ÿi2 = (0.9098) * 0.3682 = 0.33
Belief Degree for ‘Unhealthy for sensitive groups’ category, ÿi3 = (0.0902) * (1 − 0.3682) = 0.06
Belief Degree for ‘Unhealthy’ category, ÿi4 = (0. 0902) * 0.3682 = 0.03
Belief Degree for ‘Very Unhealthy’ category, ÿi5 = (0.0) * (1 − 0.3682) = 0
Belief Degree for ‘Hazardous’ category, ÿi6 = (0.0) * 0.3682 = 0

Subsequently, we calculate the Mean Square Error, E of our proposed system with respect to the
difference between predicted and actual AQI over m training data pairs, as defined in Equation (9).

E =
1
m

_m−1
i=0 (aqi_predicted− aqi_actual)2 (9)

Here, aqi_predicted means the crisp value of AQI and aqi_actual is the one from dataset.
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Algorithm 4: an algorithm to calculate regression coefficient based on predicted AQI crisp value

Input: Q denotes the predicted crisp value of AQI.

Output: The regression coefficient (rc).

Begin
1 if (Q >= 301) then
2 rc = (Q - 301)/199
3 else if ((Q >= 201) and (Q <= 300)) then
4 rc = (Q - 201)/99
5 else if ((Q >= 151) and (Q <= 200)) then
6 rc = (Q - 151)/49
7 else if ((Q >= 101) and (Q <= 150)) then
8 rc = (Q - 101)/49
9 else if ((Q >= 51) and (Q <= 100)) then
10 rc = (Q - 51)/49
11 else if (Q <= 50) then
12 rc = Q /49
13 return rc

End

4. Experiments

We have used Python 3.6.4 and Keras neural network library for implementation purpose. We have
developed both BRBES and CNN with the python programming language. As an image processing
library, we have used OpenCV to process the air pollution images. We have used Keras library
functions to implement our VGG Net. Prediction accuracy of our VGG Net over the testing part of air
pollution images has turned out to be around 87.78%. We have fed VGG Net’s multi-value predictive
output to BRB script through standard file I/O.

4.1. Dataset

We have applied our proposed predictive algorithm on two different datasets. One is a labeled
dataset of synthetic images with corresponding PM2.5 label. The other one consists of both hourly real
images of China’s Shanghai city and corresponding PM2.5 concentrations as well as other relevant
meteorological data.

4.1.1. Synthetic Image Dataset

We have used the labeled dataset of air pollution images that was provided by Li et al. [29]. The
dimensions of these images are 640 × 480, with RGB color space. This dataset contains air pollution
images along with corresponding numerical value of PM2.5 concentrations. These are synthetic images
which have been developed artificially to reflect various levels of PM2.5 concentrations. These are
not captured from any place on the earth. Hence, these images do not have any temporal resolution,
such as hourly or daily images. This dataset does not require any sensor device, as both image and
corresponding PM2.5 concentrations are artificially generated.

This dataset has 3024 synthetic images with a varying level of air pollution. Each image is tagged
with PM2.5 level of the same place and same time. We have bifurcated these 3024 images into two
parts: 2419 training images and 605 testing images. We use training images to train up our VGG
Net. Subsequently, we evaluate this network’s reliability with testing images. We have divided these
2419 training images into three parts: High Pollution, Medium Pollution, and Low Pollution. Here,
High refers to 150.5 µg/m3 and a higher value of PM2.5, Medium refers to 35.5 to 150.4 µg/m3 of PM2.5,
and Low refers to PM2.5 below 35.5 µg/m3. We show three sample training images from the dataset
in Figure 5.
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4.1.2. Shanghai City Dataset

This dataset contains 1954 real images, with dimensions 584 x 389 and RGB color space, of the
Oriental Pearl Tower, Shanghai, China [30]. These images, which were collected from Archive of
Many Outdoor Scenes (AOMS) dataset, are hourly images that are captured every hour from 08:00 to
16:00 hrs during May to December in 2014 [55]. Moreover, we have included hourly sensor reading
of PM2.5 concentrations and few other weather data of Shanghai covering 00:00 to 23:00 hrs from
May to December 2014. These PM2.5 readings and numerical weather data are obtained from Liang
et al. [56]. Their provided dataset contains PM2.5 reading from three different sources: one from the
U.S. consulate in Shanghai and the other two are from two neighboring sites of China’s Ministry of
Environmental Protection (MEP) in Shanghai. These two MEP sites are located in the Jingan and Xuhui
districts of Shanghai. The distance of Jingan and Xuhui to the U.S. consulate in Shanghai is 2.5 km and
5 km, respectively. We have included PM2.5 reading from U.S. consulate in our dataset. In case the U.S.
consulate reading is unavailable for a certain time instance, we have considered Jingan site reading. In
terms of Jingan site data unavailability, Xuhui site data have been taken into account. Jingan has been
preferred to Xuhui due to Jingan’s higher proximity to the U.S. consulate than Xuhui. Moreover, we
have incorporated Shanghai weather data into our dataset to evaluate whether the weather was foggy
when an image was captured. These weather data, which were recorded at the Shanghai Airport,
contain hourly measurements of temperature, relative humidity, dew point, pressure, wind direction
and speed, and precipitation. Among these parameters, temperature, dew point, and relative humidity
have been used in Algorithm 2 in order to assess foggy weather. The high haze level of the Shanghai
image, as shown in Figure 2, is not due to high PM2.5, but because of fog. We have determined this by
taking the difference between temperature and dew point when that image was captured into account.
Thus, Shanghai weather data play a significant role in this research in distinguishing a hazy image
between polluted air and foggy weather.

We have divided these 1954 Shanghai images into two parts: 1563 training images and 391 testing
images. We have also split these 1563 training images into three parts: High Pollution, Medium
Pollution, and Low Pollution. The PM2.5 range against High, Medium, and Low Pollution is the same
as mentioned in Section 4.1.1. Figure 6 illustrates three sample training images of Oriental Pearl Tower,
Shanghai with low, medium, and high level of air pollution.
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4.2. Results

We demonstrate the lower error of our proposed system than other approaches in Table 5 when
the sensor gives a wrong reading of PM2.5 due to technical malfunction. For instance, in terms of the
wrong sensor reading of 126 µg/m3, against an accurate reading of 447 µg/m3, our proposed approach’s
AQI (263.96) is closer to the actual AQI (464) when compared to the one only predicted by BRB (208.34).

Table 5. In case sensor gives wrong reading.

PM2.5 (µg/m3) AQI

Sensor Data Predicted by CNN

Predicted by
only BRB

(only Sensor Data Are
Considered)

predicted By
Integrated Approach

(BRB and CNN)

Actual
Value

447 440.64 496.70 477.32
464126

(wrong reading,
accurate is 447)

440.64 208.34 263.96

4 2.50 9.17 14.02
17243

(wrong reading,
accurate is 4)

2.50 259.48 159.53

Figure 7a shows a higher Mean Square Error (MSE) of disjunctive BRB than its conjunctive
counterpart. Here, MSE refers to the gap between actual AQI (collected from the dataset) and predicted
AQI (as predicted by our proposed model). Disjunctive assumption’s lesser amount of reasoning
because of its small rule base has resulted in this higher error. In terms of the DE-led parameter
optimized mode, disjunctive BRB offers higher accuracy than the conjunctive one, as shown in Figure 7b.
DE optimizes 17 parameters of disjunctive BRB, against 41 parameters in conjunctive assumption.
Dealing with less number of parameters in disjunctive assumption has resulted in its higher accuracy.
In terms of structure optimization, the optimum number of referential values of antecedent attributes
for conjunctive and disjunctive BRB has turned out to be three and four, respectively. Finally, in a
jointly optimized state, Figure 7b shows a higher accuracy of disjunctive BRB than conjunctive one.
During joint optimization, DE only fine-tunes 32 parameters in disjunctive assumption, against 152 of
conjunctive BRB. The higher accuracy of joint optimized disjunctive BRB is attributed to adjustment
of lower number of parameters than the conjunctive one. In Figure 7b, we also show the lower error
of conjunctive BRB than the disjunctive one, when DE is replaced with BRBaDE in JOPS. BRBaDE
positively impacts more than double parameters in conjunctive BRB than the disjunctive one, which
results in conjunctive assumption’s higher performance.
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Figure 7. Testing dataset Mean Square Error (MSE) of our integrated approach with Conjunctive and
Disjunctive BRB: (a) non-trained and DE-optimized; (b) Joint Optimized (JO), including BRB adaptive
DE (BRBaDE).

Different machine learning techniques, such as, Random Forest, Decision Tree, ANN, and Linear
Regression are outperformed by BRBES in terms of prediction accuracy [57]. Hence, we perform
comparative analysis of our integrated approach with only BRB (conjunctive, non-trained) and only
CNN. We have taken joint optimized disjunctive assumption as BRB part of our integrated approach.
Table 6 shows the sensitivity, specificity, and Area Under Curve (AUC) of each of the three techniques.
The higher accuracy of our integrated system than other two approaches is attributable to the adoption
of multimodal learning. We have employed the Receiver Operating Characteristic (ROC) curve to make
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the visualization of comparative performance of these three predictive models [58]. We show the ROC
of these three models in Figure 8. A higher value of AUC refers to more reliability of a predictive model.
Table 6 shows our proposed system’s higher AUC, sensitivity, and specificity. Therefore, it can be
stated that our integrated model is dependable enough to make AQI prediction with rational accuracy.
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Table 6. Comparison of Reliability among three models.

Model Sensitivity (%) Specificity (%) AUC

BRB based CNN 94.07 95.61 0.936
BRB 92.34 93.61 0.905
CNN 89.73 90.74 0.893

We predict AQI with our proposed approach, only BRB and only CNN based on an example
sensor reading of 464 µg/m3. Our proposed system has been employed with non-trained conjunctive
BRB and trained disjunctive BRB (with DE and BRBaDE), as shown in Figure 9. AQI closest to the
ground truth has been computed by our proposed system with trained disjunctive BRB. We also show
the testing dataset MSE of these five methods in Figure 10, with our proposed approach having the
lowest MSE. Thus, we rationalize the adoption of multimodal learning as well as the trained version of
BRB in this research.



Sensors 2020, 20, 1956 21 of 25

Sensors 2019, 19, x FOR PEER REVIEW 20 of 25 

 

Table 6. Comparison of Reliability among three models. 

Model Sensitivity (%) Specificity (%) AUC 
BRB based CNN 94.07 95.61 0.936 

BRB 92.34 93.61 0.905 
CNN 89.73 90.74 0.893 

We predict AQI with our proposed approach, only BRB and only CNN based on an example 
sensor reading of 464 µg/m3. Our proposed system has been employed with non-trained conjunctive 
BRB and trained disjunctive BRB (with DE and BRBaDE), as shown in Figure 9. AQI closest to the 
ground truth has been computed by our proposed system with trained disjunctive BRB. We also 
show the testing dataset MSE of these five methods in Figure 10, with our proposed approach having 
the lowest MSE. Thus, we rationalize the adoption of multimodal learning as well as the trained 
version of BRB in this research. 

 

Figure 9. Air Quality Index (AQI) prediction by BRB, Convolutional Neural Networks (CNN), and 
our proposed integrated approach (BRB and CNN). 

  

410

420

430

440

450

460

470

480

490

500

510
AQ

I

Method

AQI prediction by different methods

BRB

CNN

BRB & CNN

Trained Disjunctive BRB & CNN

Trained (with BRBaDE)
Disjunctive BRB & CNN

Ground Truth
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proposed integrated approach (BRB and CNN).
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4.3. Discussion

From the results demonstrated in Section 4.2, it is clearly evident that our proposed integrated
approach performs better than only BRB, only CNN, as well as other machine learning techniques.
A higher prediction accuracy of our proposed integrated system becomes more evident when the
sensor computes wrong reading of PM2.5 concentrations or CNN predicts high PM2.5 from a hazy
image, even though haze is triggered by fog, rather than polluted air. We improve the efficiency of
our system, in terms of computational cost and prediction accuracy, by incorporating disjunctive
assumption and joint optimization into BRB part of our proposed approach. Moreover, we show even
higher prediction accuracy while performing parameter optimization with BRBaDE, instead of DE.

5. Conclusions

This study presented a BRB based Deep Learning system as a novel predictive analytics technique
for predicting the level of air pollution in terms of AQI. We clearly rationalized the choice of VGG
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Net over other CNN architectures. We examined various shortcomings of prevailing air pollution
prediction system and addressed those drawbacks by our proposed approach. Such a prediction
enables the authorities and citizens to be warned of air pollution in advance and take appropriate
precautionary measures. Further, an efficient AQI prediction model evaluates the sensitivity of public
health with respect to air quality. Hence, the accurate prediction of air pollution plays a strong role
to make the world more sustainable. We used the labeled dataset of synthetic images as well as
real-world images and weather data of Shanghai to demonstrate the higher efficiency of our proposed
model. The integration of Deep Learning with BRB through a novel mathematical model has resulted
in this improved accuracy. We also distinguished a hazy image between foggy weather and actually
polluted air through our proposed predictive algorithm. We then employed a disjunctive assumption
of BRB to make our system more efficient in terms of computational cost and memory requirement.
Moreover, we applied joint optimization to fine-tune the learning parameters and structure of BRB.
Such optimization techniques have contributed to a significant increase of the AQI prediction accuracy
of our proposed integrated system. We implemented our prediction system in python language. The
results showed that our optimized integrated approach outperformed only BRB and only CNN, which
is attributed to the combined utilization of BRBES’s uncertainty handling capacity and CNN’s data
pattern discovery. Our integrated model has the flexibility to be applied on various other application
areas of sensor data streams to infer a predictive output. Such areas include predictive maintenance,
flu pattern prediction, data center energy consumption prediction and so on. In short, this study
demonstrated the power of accuracy to achieve predictive output.

In the future, we plan to evaluate our model performance by dataset amounting to petabytes or
yottabytes with Hadoop ecosystem. Predicting PM2.5 directly from satellite images, rather than ground
images, is also part of our future research works. We also intend to incorporate real-time validation in
the future to evaluate the consistency of our system on real-time basis while using a real-world dataset
of images and PM2.5 concentrations. Moreover, incorporating deterministic air quality model into our
proposed system, through combination of relevant data sources, to accurately observe long-term air
pollution trend of a certain geographical area, constitutes part of our future research direction.
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24. Cireşan, D.; Meier, U.; Gambardella, L.M.; Schmidhuber, J. Deep, Big, Simple Neural Nets for Handwritten
Digit Recognition. Neural Comput. 2010, 22, 3207–3220. [CrossRef]

25. Schmidhuber, J. Deep learning in neural networks: An overview. Neural Netw. 2015, 61, 85–117. [CrossRef]
26. Ong, B.T.; Sugiura, K.; Zettsu, K. Dynamically pre-trained deep recurrent neural networks using

environmental monitoring data for predicting PM2.5. Neural Comput. Appl. 2015, 27, 1553–1566. [CrossRef]
27. Li, X.; Peng, L.; Hu, Y.; Shao, J.; Chi, T. Deep learning architecture for air quality predictions. Environ. Sci.

Pollut. Res. 2016, 23, 22408–22417. [CrossRef]
28. Kurt, A.; Oktay, A.B. Forecasting air pollutant indicator levels with geographic models 3 days in advance

using neural networks. Expert Syst. Appl. 2010, 37, 7986–7992. [CrossRef]



Sensors 2020, 20, 1956 24 of 25

29. Li, Y.; Huang, J.; Luo, J. Using user generated online photos to estimate and monitor air pollution in major
cities. In Proceedings of the 7th International Conference on Internet Multimedia Computing and Service
—ICIMCS 2015, Association for Computing Machinery (ACM), Zhangjiajie, Hunan, China, 19–21 August
2015; pp. 1–5.

30. Liu, C.; Tsow, F.; Zou, Y.; Tao, N. Particle Pollution Estimation Based on Image Analysis. PLoS ONE 2016, 11,
e0145955. [CrossRef] [PubMed]

31. Zhan, Y.; Zhang, R.; Wu, Q.; Wu, Y. A new haze image database with detailed air quality information and
a novel no-reference image quality assessment method for haze images. In Proceedings of the 2016 IEEE
International Conference on Acoustics, Speech and Signal Processing (ICASSP), Shanghai, China, 20–25
March 2016; pp. 1095–1099.

32. Atlas, L.; Cole, R.; Muthusamy, Y.; Lippman, A.; Connor, J.; Park, D.; El-Sharkawai, M.; Marks, R. A
performance comparison of trained multilayer perceptrons and trained classification trees. Proc. IEEE 1990,
78, 1614–1619. [CrossRef]

33. Riedmiller, M. Advanced supervised learning in multi-layer perceptrons—From backpropagation to adaptive
learning algorithms. Comput. Stand. Interfaces 1994, 16, 265–278. [CrossRef]

34. Lawrence, S.; Giles, C.; Tsoi, A.C.; Back, A. Face recognition: A convolutional neural-network approach.
IEEE Trans. Neural Netw. 1997, 8, 98–113. [CrossRef] [PubMed]

35. Fukushima, K. Neocognitron: A self-organizing neural network model for a mechanism of pattern recognition
unaffected by shift in position. Boil. Cybern. 1980, 36, 193–202. [CrossRef]

36. Kim, Y. Convolutional Neural Networks for Sentence Classification. In Proceedings of the 2014 Conference
on Empirical Methods in Natural Language Processing (EMNLP), Doha, Qatar, 25–29 October 2014;
pp. 1746–1751.

37. Li, Y.; Wang, H.; Ding, B.; Che, H. Learning from Internet. In Proceedings of the 9th Asia-Pacific Symposium
on Internetware—Internetware’ 17, Association for Computing Machinery (ACM), New York, NY, USA, 23
September 2017; pp. 1–9.

38. Long, J.; Shelhamer, E.; Darrell, T. Fully convolutional networks for semantic segmentation. In Proceedings
of the 2015 IEEE Conference on Computer Vision and Pattern Recognition (CVPR), Boston, MA, USA, 7–12
June 2015; pp. 3431–3440.

39. Simonyan, K.; Zisserman, A. Very deep convolutional networks for large-scale image recognition. arXiv
2014, arXiv:preprint/1409.1556.

40. Szegedy, C.; Liu, W.; Jia, Y.; Sermanet, P.; Reed, S.; Anguelov, D.; Erhan, D.; Vanhoucke, V.; Rabinovich, A.
Going deeper with convolutions. In Proceedings of the 2015 IEEE Conference on Computer Vision and
Pattern Recognition (CVPR), Boston, MA, USA, 7–12 June 2015; pp. 1–9.

41. Krizhevsky, A.; Sutskever, I.; Hinton, G.E. ImageNet classification with deep convolutional neural networks.
Commun. ACM 2017, 60, 84–90. [CrossRef]

42. Ngiam, J.; Khosla, A.; Kim, M.; Nam, J.; Lee, H.; Ng, A.Y. Multimodal deep learning. In Proceedings of the
28th International Conference on Machine Learning, Bellevue, WA, USA, 28 June–2 July 2011; pp. 689–696.

43. Deng, Y.; Ren, Z.; Kong, Y.; Bao, F.; Dai, Q. A Hierarchical Fused Fuzzy Deep Neural Network for Data
Classification. IEEE Trans. Fuzzy Syst. 2016, 25, 1006–1012. [CrossRef]

44. Lawrence, M. The Relationship between Relative Humidity and the Dewpoint Temperature in Moist Air: A
Simple Conversion and Applications. Bull. Am. Meteorol. Soc. 2005, 86, 225–234. [CrossRef]

45. Fog—AMS Glossary. Available online: http://glossary.ametsoc.org/wiki/Fog (accessed on 30 March 2020).
46. Li, X.; Chen, X.; Yuan, X.; Zeng, G.; León, T.M.; Liang, J.; Chen, G.; Yuan, X. Characteristics of Particulate

Pollution (PM2.5 and PM10) and Their Spacescale-Dependent Relationships with Meteorological Elements
in China. Sustainability 2017, 9, 2330. [CrossRef]

47. Yang, J.B.; Liu, J.; Wang, J.; Sii, H.S.; Wang, H. Belief rule-base inference methodology using the evidential
reasoning Approach-RIMER. IEEE Trans. Syst. Man Cybern. Part A Syst. Hum. 2006, 36, 266–285. [CrossRef]

48. Wang, Y.M.; Yang, J.B.; Xu, D.L. Environmental impact assessment using the evidential reasoning approach.
Eur. J. Oper. Res. 2006, 174, 1885–1913. [CrossRef]

49. Chang, L.; Ma, X.; Wang, L.; Ling, X. Comparative Analysis on the Conjunctive and Disjunctive Assumptions
for the Belief Rule Base. In Proceedings of the 2016 International Conference on Cyber-Enabled Distributed
Computing and Knowledge Discovery (CyberC), Chengdu, China, 13–15 October 2016; pp. 153–156.



Sensors 2020, 20, 1956 25 of 25

50. Chang, L.; Zhou, D.; You, Y.; Yang, L.; Zhou, Z. Belief rule based expert system for classification problems
with new rule activation and weight calculation procedures. Inf. Sci. 2016, 336, 75–91. [CrossRef]

51. Xiong, Q.; Chen, G.; Mao, Z.; Liao, T.; Chang, L. Computational requirements analysis on the conjunctive
and disjunctive assumptions for The Belief Rule Base. In Proceedings of the 2017 International Conference
on Machine Learning and Cybernetics (ICMLC), Ningbo, China, 9–12 July 2017; Volume 1, pp. 236–240.

52. Storn, R.; Price, K. Differential Evolution—A Simple and Efficient Heuristic for global Optimization over
Continuous Spaces. J. Glob. Optim. 1997, 11, 341–359. [CrossRef]

53. Islam, R.U.; Hossain, M.S.; Andersson, K. A Novel Differential Evolution Approach to Improve Belief Rule Based
Expert System Learning; Springer: Berlin/Heidelberg, Germany, 2005.

54. Yang, L.; Wang, Y.-M.; Liu, J.; Martinez, L. A joint optimization method on parameter and structure for
belief-rule-based systems. Knowl. Based Syst. 2018, 142, 220–240. [CrossRef]

55. Jacobs, N.; Roman, N.; Pless, R. Consistent Temporal Variations in Many Outdoor Scenes. In Proceedings of
the 2007 IEEE Conference on Computer Vision and Pattern Recognition, Minneapolis, MN, USA, 17–22 June
2007; pp. 1–6.

56. Li, S.; Zhang, S.; Chen, S.X.; Liang, X.; Huang, H. PM2.5 data reliability, consistency, and air quality assessment
in five Chinese cities. J. Geophys. Res. Atmos. 2016, 121, 10–220.

57. Munrat, A.A. A Belief Rule Based Flood Risk Assessment Expert System Using Real Time Sensor Data
Streaming. Master’s Thesis, Luleå University of Technology, Skellefteå, Sweden, October 2018.

58. Fawcett, T. ROC graphs: Notes and practical considerations for researchers. Mach. Learn. 2004, 31, 1–38.
59. Kor, A.L.; Eric, R.; Andersson, K.; Porras, J.; Georges, J.P. Education in Green ICT and Control of Smart

Systems: A First Hand Experience from the International PERCCOM Masters Programme. IFAC Pap. 2019,
52, 1–8.

60. Kabir, S. BRB Based Deep Learning Approach with Application in Sensor Data Streams. Master’s Thesis,
Luleå University of Technology, Skellefteå, Sweden, September 2019.

© 2020 by the authors. Licensee MDPI, Basel, Switzerland. This article is an open access
article distributed under the terms and conditions of the Creative Commons Attribution
(CC BY) license (http://creativecommons.org/licenses/by/4.0/).



154



Paper G

A Deep Learning Inspired Belief
Rule-based Expert System

Authors:
Raihan Ul Islam, Mohammad Shahadat Hossain, Karl Andersson

Submitted for review

155





Date of publication xxxx 00, 0000, date of current version xxxx 00, 0000.

Digital Object Identifier 10.1109/XXXX.2020.DOI

A Deep Learning Inspired Belief
Rule-based Expert System
RAIHAN UL ISLAM1, MOHAMMAD SHAHADAT HOSSAIN2, (MEMBER, IEEE), AND KARL
ANDERSSON1, (Senior Member, IEEE)
1Pervasive and Mobile Computing Laboratory, Luleå University of Technology, SE-931 87 Skellefteå, Sweden (e-mail: {raihan.ul.islam,karl.andersson}@ltu.se)
2Department of Computer Science and Engineering, University of Chittagong, University-4331, Bangladesh (e-mail: hossain_ms@cu.ac.bd)

Corresponding author: Raihan Ul Islam (e-mail: raihan.ul.islam@ltu.se).

ABSTRACT Recent technological advancements in the area of the Internet of Things (IoT) and cloud
services, enable the generation of large amounts of raw data. However, the accurate prediction by using
this data is considered as challenging for machine learning methods. Deep Learning (DL) methods are
widely used to process large amounts of data because they need less preprocessing than traditional machine
learning methods. Various types of uncertainty associated with large amounts of raw data hinder the
prediction accuracy. Belief Rule-Based Expert Systems (BRBES) are widely used to handle uncertain
data. However, due to their incapability of integrating associative memory within the inference procedures,
they demonstrate poor accuracy of prediction when large amounts of data is considered. Therefore, we
propose the integration of an associative memory based DL method within the BRBES inference procedures,
allowing to discover accurate data patterns and hence, the improvement of prediction under uncertainty. To
demonstrate the applicability of the proposed method, which is named BRB-DL, it has been fine tuned
against two datasets, one in the area of air pollution and the other in the area of power generation. The
reliability of the proposed BRB-DL method, has also been compared with other DL methods such as Long-
Short Term Memory and Deep Neural Network, and BRBES by taking into account of the air quality dataset
from Beijing city and the power generation dataset of a combined cycle power plant. BRB-DL outperforms
the above-mentioned methods in terms of prediction accuracy. For example, the Mean Square Error value
of BRB-DL is 4.12 whereas for Long-Short Term Memory, Deep Neural Network, and BRBES it is 18.66,
28.49, and 38.15 respectively for combined cycle power plant respectively, which are significantly higher.

INDEX TERMS Knowledge based systems, Expert systems, Multi-layer neural network, Learning systems

I. INTRODUCTION

The accurate prediction using real-world data is considered
as a challenging task for various machine learning methods.
It can be observed that nowadays, a large amount of data is
generated continuously in different scientific and industrial
fields around the world due to the Internet of Things (IoT)
and cloud services. These large amounts of data inevitably
contain various uncertainties like incompleteness, ignorance,
vagueness, imprecision, and ambiguity. These uncertainties
pose a significant challenge to the accurate prediction from
data.

To address the uncertainties mentioned above, fuzzy-based
learning approaches [1] have been widely used. These ap-
proaches are used in image processing [2], portfolio manage-
ment [3], and motor control [4], where uncertainty is a regu-
lar phenomenon. Fuzzy learning systems automatically learn

the fuzzy membership functions and consequently derive
fuzzy rules from a large amount of training data [5]. Using
an inference mechanism, the fuzzy values are generated from
the fuzzy rules. The fuzzy values are then converted to crisp
values using different defuzzification techniques like, the
centre of gravity (COG), mean of maximum (MOM), and
centre average methods. However, fuzzy learning systems
can address uncertainty due to imprecision, ambiguity, and
vagueness but not due to incompleteness and ignorance [6].

Belief Rule-Based Expert Systems (BRBESs) represent an
improved version of fuzzy learning systems. They facilitate
better representation of uncertain knowledge by incorporat-
ing a belief structure. Usually, an expert system has two main
components, one is the knowledge base, and the other is the
inference engine. IF-THEN rules are used as a knowledge
representation schema in the traditional knowledge base,
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for example “IF creatinine is present THEN renal failure is
definite”. The semantic of this rule is that "rental failure" is
100% certain because of the "creatinine is present". However,
the rule fails to capture the scenario when it is less than
100% certain that "rental failure" is due to the "creatinine
is present". Yang et al. [7] proposed a new knowledge rep-
resentation schema by incorporating distributed assessment
called belief structure in the consequent part of the rule, for
example “IF the amount of rainfall is Medium and duration of
rain is High THEN chance of flooding is (High 60%, Medium
30%, Low 10%)”. Due to the new knowledge representation
schema with belief structure, the BRBES has been used in
different domains such as natural disaster prediction [8], [9],
different diseases assessment [10]–[12], and Forex trading
forecast [13] where the issue of uncertainty is dominant in
making decisions. In general, BRBES can be of two differ-
ent types. One is Conjunctive BRB, where each antecedent
attribute of the rule is connected using the AND logical
operator. Another one is Disjunctive, where the OR logical
operator is used in the antecedent part of the rule [14].
Conjunctive BRB requires more computational time because
it is an example of a combinatorial explosive problem, re-
sulting from the connection of antecedent attributes of a rule
by logical AND operator. Consequently, the rule base of
conjunctive BRB consists of large numbers of rules [15]. On
the contrary, Disjunctive BRB requires less computational
time because it uses the logical OR operator in the antecedent
part of the rule and hence, this constitutes less number of
rules in the rule base.

Recently, Deep Learning is becoming an effective method
for solving different pattern recognition and regression prob-
lems due to its ability to process raw data directly [16].
However, Deep Learning lacks the capability of addressing
different types of uncertainty, since it is based on neural
networks, inherently limited in addressing uncertainty [17].
On the other hand, BRBES is capable of addressing various
types of uncertainty such as ignorance, incompleteness, am-
biguity, vagueness, and imprecision in an integrated frame-
work. However, BRBES lacks the capability of integrating
associative memory in its inference procedure since most of
the operations are multiplicative, summation, and division
based. Since these operators do not have any memorizing
capability, they are unable to discover complete patterns
from partial information. For example, the use of matching
degrees, which will be discussed in Section III, in calculat-
ing activation weight of a rule by using multiplicative and
division operators are unable to generate accurate activation
values of each rule in the BRBES inference framework.
These incomplete values of rule activation weights will affect
the rule aggregation procedure, which is used to perform
the prediction. Therefore, in this study Deep learning-based
methods especially Deep Neural Network (DNN) has been
considered to calculate the weight of the rule activation by
taking into account matching degrees allowing the calcu-
lation of more accurate values of the activated rule. The
reason for using a DNN based Deep Learning method is

that it is based on Artificial Neural Networks (ANN). ANN
are associative memory systems and hence, the capability to
recall complete situations from partial information as well
as the ability to correlate input data with stored information
[18]. Thus, our proposed method is based on associative
memory, allowing the retrieving of the complete value of
rule activation weight by taking into account the matching
degrees. This will play an important role in BRBES’s infer-
ence framework to process especially large amounts of data
in a very accurate way. Eventually, this would also contribute
to the improvement of the overall prediction accuracy of
BRBES as will be demonstrated in Section VII.

The determination of optimal values of the BRBES’s
learning parameters such as rule weights, attribute weights,
and belief degrees also play an important role to increase the
prediction accuracy. These optimal values are achieved by
using a plethora of learning algorithms [19]–[21]. The inte-
gration of associative memory based Deep Learning method
with BRBES requires the inclusion of additional learning
parameters such as weights of neurons and bias, and they
should also be optimized. Hence, the framework of BRBES
learning should need to be improved, as will be discussed in
Section VI. Eventually, the additional parameters of associa-
tive memory would play a role to increase the accuracy of
prediction.

In this way, we will advance the BRBES’s present method-
ology as will be demonstrated by using two use cases. One of
the use cases is air quality prediction in Beijing city using
a dataset containing around 43,824 data points. The other
one is the prediction of the electrical energy output of a
combined cycle power plant using a dataset which contains
9,568 data points. In addition, the results were compared
with different Deep Learning methods such as Deep Neural
Network, Long-Short Term Memory (LSTM), and BRBES,
where the proposed method in this study named as BRB-
DL performed promisingly better than the other methods
mentioned.

The remainder of this article is structured as follows.
Section II surveys related work on integration of various
methods with Deep Learning, and incorporation of different
machine learning methods with BRBES. Section III provides
the brief overview of the BRBES, while Section IV discusses
about Deep Learning methods. Section V describes the Deep
Learning inspired BRBES named, BRB-DL. Subsequently,
Section VI presents the learning mechanism for BRB-DL,
followed by Section VII which presents results and analysis.
Lastly, Section VIII concludes the article.

II. RELATED WORK
This section presents a literature review on integration be-
tween 1) Fuzzy and Deep Learning methods; 2) various
learning mechanisms with BRBES; and 3) machine learning
methods with BRBES.

Deep Learning has been used to solve various problem
of prediction from data. However, different algorithms have
been used with Deep Learning to improve its accuracy of pre-
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diction. Merentitis et al. [22] have used random forest with
Deep Learning to improve classification tasks. In this study,
Deep Learning has been used to extract high-level features
and passed to the random forest algorithm for performing the
classification tasks.

Chang et al. [17] presented a novel Fuzzy Deep Learn-
ing approach, called Fuzzy Deep Convolutional Network
(FDCN), which was proposed for predicting the traffic flow
of a city. They combined Fuzzy theory and Deep Residual
Network to address the uncertainty. The FDCN contains
five modules, namely input, Deep Convolutional Network
(DCN), Fuzzy Network (FN), fusion module, and predictor.
In the beginning, the input data is passed to both FN and
DCN simultaneously. After processing the data, the output
is merged in the fusion module and sent to the predictor
module. The fusion module uses objective or loss functions
for training the parameters of the DCN and FN module.
During the training phase, the parameters of DCN and FN
are modified to minimize the value of the objective function.
After finishing the training phase, the predicted values can be
generated by feeding the data into the model. The DCN mod-
ule is used to capture the pattern of the data, while FN is used
to address the uncertainty. However, Fuzzy systems can not
address uncertainty due to incompleteness, and ignorance,
which will hinder the accuracy of prediction. Furthermore,
the traffic flow is complex data because it consists of spatio
and temporal information. Therefore, this data will cause
incompleteness due to missing information and ignorance
due to mismatch of data. Since such types of uncertainties
cannot be addressed by fuzzy systems, they will affect the
accuracy of FDCN’s prediction.

Deng et al. [23] proposed a hierarchical fused Fuzzy Deep
Neural Network (FDNN) for data classification. The data is
passed to the fuzzy system and DNN module simultaneously,
and then the output of these two modules are fused to transfer
to the task-driven layer for generating the classification re-
sult. According to the authors, the fuzzification of the fuzzy
module helps in addressing uncertainty, and Deep Learning
reduces the noise of the data. The FDNN has been evaluated
using the classification of brain tissues from MRI images as
well as predicting stock prices, where it showed promising re-
sults. However, FDNN suffers from the inherent limitation of
the fuzzy systems, which is the lack of addressing uncertainty
due to incompleteness, and ignorance. According to Deng
et al. [23], the data contains various kinds of noise, which
causes incompleteness and ignorance. Since fuzzy systems
can handle uncertainty due to imprecision, ambiguity, and
vagueness but not due to incompleteness and ignorance, the
accuracy of the classification of brain tissues from the MRI
images could not be improved by using FDNN.

From the above discussion, it can be concluded that fuzzy
systems have been used as a separate box while integrating
with Deep Learning to address the uncertainty. Fuzzy sys-
tems can address uncertainty, due to imprecision, ambiguity,
and vagueness [8]. Therefore, the accuracy of these inte-
grated methods will be hindered in the cases where there is

presence of uncertainty due to ignorance and incompleteness.
Various learning algorithm such as Genetic Algorithm

(GA), Differential Evolution (DE), and Particle Swarm Op-
timization (PSO) have been used to support learning in
BRBES. They have been used as a separate boxes with
BRBES. Yang et al. [24] proposed a learning algorithm for
BRBES to find the optimal values of the learning parameters
such as attribute weight, rule weight, and belief degrees
to improve the accuracy of prediction. Chang et al. [25]
proposed a joint optimisation method for BRBES by taking
into account of both structure and learning parameters. In this
method, the Akaike Information Criterion (AIC) was used as
an objective function to increase the accuracy of BRBES’
prediction. They used this method to predict pipeline leak
detection. Yang et al. [26] also proposed a joint parameter and
structure optimisation model to support learning in BRBES
but they have not use AIC as the objective function. However,
they used a heuristic algorithm for structure optimisation
and a Differential Evolution (DE) algorithm for parameter
optimisation. Islam et al. [27] proposed a joint optimisation
method using an enhanced Belief Rule-Based Adaptive Dif-
ferential Evolution (eBRBaDE) to improve the prediction
accuracy of BRBES. This method helps to optimise the
parameters of BRBES by using eBRBaDE. They have used
this method to predict Power Usage Effectiveness (PUE) of
a datacentre, where BRBES showed higher prediction accu-
racy compared to other evolutionary algorithms, like PSO,
GA and DE. The aforementioned research helped BRBES to
improve its prediction accuracy.

Li et al. [28] proposed integration of Conditional Gen-
eralized Minimum Variance (CGMV) and BRBES for the
safety assessment of a complex system like WD615 model
diesel engine. In this integrative method, CGMV was used
for feature selection, while BRBES was used for safety
assessment. Both CGMV and BRBES were used as separate
boxes. However, they did not modify the BRBES inference
procedure, which would decrease the prediction accuracy for
large amounts of data.

Chang et al. [29] proposed an integrated Principal Compo-
nent Analysis (PCA) and BRBES method, named PCA-BRB,
for monitoring the health of the running gear of a high speed
train. They used PCA for feature selection and BRBES for
making decisions on health tasks of the high speed train. In
this integration the PCA and BRBES were used as separate
boxes and no changes were made in the BRBES inference
procedure. Furthermore, PCA-BRB does not provide any
features to handle large amounts of data, which might hinder
the accuracy of prediction.

Kabir et al. [30] proposed integration of a Deep Learning
method with BRBES to predict air pollution using outdoor
images of Beijing city. They have used Convolutional Neural
Networks (CNN) to predict PM2.5 values from outdoor
images. The predicted PM2.5 values from CNN and sensor
readings of PM2.5 values were used to predict air quality
level using BRBES. In their method of integration, CNN and
BRBES were used as separate boxes. This integration did not
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make any modification of the BRBES inference procedure to
incorporate the associative memory. Therefore, the proposed
integration will suffer in processing large amounts of data
as BRBES does not have the capability to use associative
memory.

In summary, Fuzzy systems have been integrated with
Deep Learning methods in various ways to address the
uncertainty of large amounts of data [17], [23]. However,
these Fuzzy and Deep Learning integrations lack in predic-
tion accuracy as they are not able to address all types of
uncertainty due to limitations of the Fuzzy system. Different
learning methodologies like fmincon [24], DE [26], and
eBRBaDE [27] have been used to improve the prediction
accuracy of BRBES. On the other hand, various methods
like CGMV [28], PCA [29], and CNN [30] have been in-
tegrated as a separate box to improve the performance of
BRBES. However, there have been no attempts to incorporate
associative memory with the BRBES inference procedure
to improve the BRBES’s accuracy of prediction for large
amounts of data. Therefore, this study focuses on integra-
tion of associative memory based Deep Learning method
with BRBES inference procedure to improve its accuracy
for prediction. Therefore, in the following sections, BRBES
and Deep Learning will be presented in details. Afterwards,
the integration of associative memory based Deep Learning
methods with BRBES will be presented.

III. BELIEF RULE-BASED EXPERT SYSTEM
A belief rule has two parts: one is antecedent or premise part,
which consists of antecedent attributes; while the other is
consequent or conclusion part which contains the consequent
attribute. The antecedent attributes use referential values, and
the belief degrees are associated with the consequent attribute
of the belief rule, which is shown in Eq. (1). Each belief rule
is assigned with a rule weight to show its importance.

Rk :





IF (A1 is V k
1 ) AND / OR (A2 is V k

2 ) AND / OR
. . . AND / OR (ATk

is V k
Tk

)

THEN (C1, β1k), (C2, β2k), . . . , (CN , βNk)
(1)

where βjk ≥ 0,

N∑

j=1

βjk ≤ 1 with rule weight θk,

and attribute weights δk1, δk2, . . . δkTk, k ∈ 1, . . . , L

where A1, A2, . . . , ATk
are the antecedent attributes of the

kth rule. V k
i (i = 1, . . . , Tk, k = 1, . . . , L) is the referential

value of the ith antecedent attribute. Cj is the jth referential
value of the consequent attribute. βjk(j = 1, ..., N, k =
1, ..., L) is the degree of belief for the consequent reference

value Cj . If
N∑

j=1

βjk ≤ 1, then the kth rule is considered as

complete; otherwise, it is incomplete.
Usually, the collection of belief rules is called the Belief

Rule Base (BRB). The logical connectives of the antecedent

attributes in a belief rule can be either AND or OR. A belief
rule is considered as conjunctive if the antecedent attributes
are connected using AND. Similarly, if the antecedent at-
tributes of the belief rule are connected with OR, then it is
called a disjunctive rule. Based on the logical connectivity
of the BRB, a BRBES can be named as conjunctive or
disjunctive BRBES.

After constructing the BRB, the inference procedure is
used to generate the output. The inference procedure consists
of various steps which are illustrated in Fig. 1. These are
input transformation, rule activation, weight calculation, be-
lief degree update, and rule aggregation using the evidential
reasoning approach. The input data is distributed over the
referential values of the antecedent attributes, which is called
the matching degree, achieved through the inference process
of input transformation. Then the belief rules are called
packet antecedent. Subsequently, activation weights of the
rules are calculated using matching degrees.

The activation weight wk for the kth rule for conjunctive
assumption is calculated by the following expression:

wk =

θk

Tk∏

i=1

αk
i

L∑

i=1

(θk

Tk∏

i=1

αl
i)

(2)

Here, θk is the rule weight and αk is the matching degree of
the kth rule. As, in the conjunctive assumption all matching
degrees are multiplied to address the AND operation of the
belief rule.

However, for disjunctive assumption the activation weight
wk for the kth rule is calculated by the following expression:

wk =

θk

Tk∑

i=1

αk
i

L∑

i=1

(θk

Tk∑

i=1

αl
i)

(3)

Here, θk is the rule weight and αk is the matching degree
of the kth rule. In the disjunctive assumption all matching
degrees are summed to address the behaviour of OR operator
of the belief rule. It is also necessary to mention why the
complete value of the rulae activation weight is difficult
to calculate using multiplicative, summation and division
operator and why this is possible in associative memory.

However, Eqs. (2) and (3) are multiplicative and summa-
tion in nature, which does not have component of storing
patterns like associative memory.

If any of the antecedent attributes are ignored, the belief
degree associated with each belief rule needs to be updated.
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FIGURE 1. Working process of BRBES.

The belief degree update is calculated using Eq. (4) [7].

βjk = β̄jk

Tk∑

t=1

(λ(t, k)

It∑

i=1

(αti))

Tk∑

t=1

λ(t, k)

(4)

where λ(t, k) =





1 if the tth attribute is used in
defining rule Rk(k = 1, ..., Tk)

0 otherwise

Here, β̄jk represents the original belief degree, while the
updated belief degree is βjk of the k th rule. αti represents
the degree to which the input value belongs to an attribute.

Afterwards, the rule aggregation is performed using the
recursive reasoning algorithm as shown in Eq. (5) [31]

βj =
µ× [X −∏L

k=1(1− ωk

∑N
j=1 βjk)]

1− µ× [
∏L

k=1 1− ωk]
(5)

where µ =

[ N∑

j=1

L∏

k=1

(ωkβjk + 1−ωk

N∑

j=1

βjk)− (N − 1)×

L∏

k=1

(1− ωk

N∑

j=1

βjk)

]−1

Here, ωk is the activation weight of the kth rule, while βj
denotes the belief degree related to one of the consequent
reference values.

The fuzzy output of the rule aggregation procedure is
converted to a crisp value using the utility values of the
consequent attribute, which is considered as the final result,
as shown in Eq. (6).

zi =

N∑

j=1

u(Oj)βj (6)

where zi is the expected numerical value and u(Oj) is the
utility score of each referential value.

In summary, the input data x1, x2, . . . , xn is mapped
to the matching degree of the referential values A1, A2,
. . ., Atk of the antecedent attributes as shown in Fig. 1.
Firstly, input transformation is performed, which generates
matching degrees. Using the matching degrees, activation
weights of the rules are calculated. Then, belief degrees asso-
ciated with rules are modified during the belief update step.
Subsequently, using the recursive reasoning algorithm in the
rule aggregation step, the fuzzy output is generated, which is
converted into a crispy value using the utility function. The
uncertainty due to vagueness, imprecision, ambiguity, incom-
pleteness, and ignorance are addressed by the belief schema,
belief degree update step, and evidential reasoning inference
procedure. By following the above-mentioned steps BRBES
addresses various types of uncertainty.

The BRBES is presented in terms pseudocode in Algo-
rithm 1, where Xi,j(i = 1, ..., N ; j = 1, ..., TR) denotes
input data, N denotes total number of data, rp,q denotes the
qth referential value of pth attribute, BRB denotes the belief
rule base, and Yi(i = 1, ..., N) denotes the predicted output.
Lines 2 to 6 handles the input transformation step for each
data. The matching degree is computed using the referential
values of the antecedent attributes in the input transforma-
tion step. Line 8 calculates the activation weight using the
matching degrees. Line 9 executes the calculation of belief
update. Line 10 shows the rule aggregation operation using
Eq. (5), which generates a fuzzy output value. Finally, the
fuzzy output value is converted to a crisp value using Eq. (6)
as shown in line 11. Lines 8 to 11 are invoked for each input
value of the dataset to calculate the output.

IV. DEEP LEARNING APPROACH
Deep Learning is a method, which automatically discovers
necessary representation from data to calculate prediction
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Algorithm 1 BRBES algorithm
Let Xi,j(i = 1, ..., N ; j = 1, ..., TR) denote input data,

N denote total number of data, TR denote the total number
of attribute. rp,q denote the qth referential value of pth at-
tribute,BRB denote the belief rule base, and Yi(i = 1, .., N)
denote the predicted output

Input Xi,j , r, BRB
Output Yi

1: procedure BRBES(Xi,j , ri,j , BRB, N )
2: for each i ∈ N do
3: for each j ∈M do
4: Xi,j is transformed to matching degree,
mdi,k(k = 1, ..., L) based on the referential value r

5: end for
6: end for
7: for each i ∈ N do
8: Calculate activation weight using Eq. (2) for con-

junctive BRB and Eq. (3) for disjunctive BRB
9: Calculate belief update using Eq. (4)

10: Calculate rule aggregation using Eq. (5)
11: Convert crisp value Yi from fuzzy value gener-

ated from rule aggregation using Eq. (6)
12: end for
13: end procedure

or classification [16]. The simplest form of Deep Learning
consists of input, hidden, and output layers. Usually, the data
is fed to the input layer and passed to the hidden layer.
The hidden layer can contain multiple layers. The multi-
ple hidden layers signify the word ’Deep’. Each layer has
multiple numbers of neurons. Each neuron has an activation
function which creates a non-linear representation of data.
The neuron helps to capture features of the data. A neuron is
mathematically represented by Eqs. (7) and (8).

zli = wl
i ∗ xl + bli (7)

Here,w is the weight, x is input, and b is the bias of ithneuron
of lth layer.

y = g(zli) (8)

Here, g is the activation function.
There are several methods in Deep Learning such as Deep

Neural Networks (DNN) [32], Convolutional Neural Net-
works (CNN) [33], Long Short-Term Memory (LSTM) [34],
and Recurrent Neural Networks (RNN) [35]. To learn from
the data various optimization methods are used. The gradient
descent approach is used for neural networks. However, it is
not suitable for Deep Learning due to its long computational
time. The Stochastic Gradient Descent (SGD) approach is
used for training the Deep Learning method with back prop-
agation.

V. DEEP LEARNING INSPIRED BELIEF RULE-BASED
EXPERT SYSTEM (BRB-DL)
This section presents the integration of Deep Learning with
BRBES, named BRB-DL. The BRB-DL consists of a BRB
and the inference procedure. Fig. 2 illustrates the workflow of
a Deep Learning integrated BRBES method. The initial BRB
can be created using experts’ opinion or based on the method
described in [36].

The BRB-DL inference procedure consists of four steps: 1)
Input transformation; 2) Deep learning processing; 3) Belief
update; and 4) Rule aggregation. A detailed description of
these steps are provided below.

A. INPUT TRANSFORMATION
First, the input data is mapped to matching degrees of the
referential values of the antecedent attributes during input
transformation as described in [36]. Input transformation is
marked as ’a’ in Fig. 2.

B. DEEP LEARNING PROCESSING
The second step is the deep learning processing, which is
marked as ’b’ in Fig. 2. In this step, various Deep Learning
methods like DNN, LSTM, and CNN can be used. In this in-
stance, we have used DNN. During this step, a deep learning
multi-layer is constructed which has one input layer, multiple
hidden layers, and one output layer. The matching degree
from the input transformation step is passed to the input
layer. The number of neurons in the input layer is usually
equal to the total number of referential values. The hidden
layer can have n1 layers, where each layer has n2 neurons
in each layer. All the neurons are fully connected. Eqs. (9)
and (10) represent each neuron. Eq. (10) is also known as
the activation function. The output layer contains the same
number of neurons as the number of belief rules. The neurons
of the output layer uses Eqs. (9) and (11). The output layer
produces the activation weight for the belief rules of the BRB,
which activate the belief rules. The weights c of neurons
are initialized with random values and bias b of neurons are
initialized with zero [23].

zi = (ci ∗ αi) + bi (9)

Here ci is the weight and αi is the matching degree, and bi is
the bias.

ωi = max(0, zi) (10)

Here, ωi is the activation weight.

ωi =
exp(zi)∑
(exp(zi))

(11)

Here, ωi is the activation weight.
The simplest associative memory can be presented using

Eq. (12). Here, a is the input pattern, b is the output pattern,
and M is the memory matrix [37].

b = f(M,a) (12)
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FIGURE 2. Working process of BRB-DL.

Eq. (9) represents the associative memory part, where αi is
the input, zi is the output, and ci is the memory. Therefore,
it can be concluded that BRB-DL contains the associative
memory feature to calculate the activation weight. This helps
BRB-DL to discover various patterns more accurately from
the data compared to the previous activation weight calcula-
tion using Eqs. (2) and (3). Eq. (2) calculates the activation
weight using multiplication and division operations between
the matching degree αi and the rule weight θk. Similarly,
Eq. (3) uses summation and division operations between the
matching degree αi and the rule weight θk. These equations
do not have any variables for memorizing like M in Eq. (12).
Hence, Eqs. (2) and (3) are not able to memorize any pattern
from the data. Therefore, the new approach will be able to
discover different patterns and their corresponding activation
weights, which will help to produce more accurate prediction
of the output.

The memory in the DNN is an associative memory allow-
ing retrieving complete information from partial information.
Eq. (11) calculates the complete information by using asso-
ciate memory which can be derived by Eq. (9). Therefore,
it can be concluded that BRBES contains the associative
memory to compute the accurate or complete activation
weight of a rule of the BRB. An integration of DNN with
BRBES will advance the capability of BRBES because of
the integration of associative memory. Hence, the inclusion
of DNN inside the inference process of BRBES will remove
more uncertainty when calculating the rule activation weight.
This will be demonstrated using in our case study where
BRB-DL will turn out to perform better than the BRBES,
which will be presented in Section VII.

C. BELIEF UPDATE
The third step is the belief update, which is calculated using
Eq. (4). The belief update helps to address uncertainty due
to ignorance which is caused due to the missing of the
antecedent attribute. This step is marked as ’c’ in Fig. 2.

D. RULE AGGREGATION
The fourth step is the rule aggregation. This step is performed
using Eq. (6) which generates a fuzzy value. The fuzzy value
is later converted into a crisp value, which is the predicted
output. This step is marked as ’d’ in Fig. 2. The belief
schema, belief degree update, and evidential reasoning infer-
ence address the uncertainty due to vagueness, imprecision,
ambiguity, and incompleteness and ignorance.

The BRB-DL method is presented as pseudocode in
Algorithm 2, where Xi,j(i = 1, ..., N ; j = 1, ..., TR)
denotes input data, N denotes total number of data, TR
denotes the total number of attribute, rs,t denote the tth

referential value of sth attribute, BRB denotes the belief
rule base, Yi(i = 1, .., N) denotes the predicted output,
NumOfHiddenLayers denotes the number of hidden lay-
ers, and nh denotes the number of neurons in each hidden
layer. Lines 2 to 6 represent the input transformation step
where the matching degree md is generated. Associative
memory based deep learning processing is performed in
lines 8 to 14. Afterwards, belief update and rule activation
are performed in lines 16 and 17. Finally, the fuzzy value
generated from rule aggregation is transformed to a crisp
value in line 18. The main difference between Algorithm 1
and 2 appears on line 8 of Algorithm 1 and lines 10 to 12 of
Algorithm 2. The activation weight calculation is replaced by
the deep learning processing step to incorporate the associate
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memory with BRBES.

Algorithm 2 BRB-DL algorithm
Let Xi,j(i = 1, ..., N ; j = 1, ..., TR) denote input data,

N denote total number of data, TR denote the total number
of attribute. rs,t denote the tth referential value of sth attribute,
BRB denote the belief rule base, Yi(i = 1, .., N) denote
the predicted output, NumOfHiddenLayers denote the
number of layers in hidden layer, and nh denote the number
of neuron in each layer of hidden layer

Input Xi,j , ri,j , BRB, nh
Output Yi

1: procedure BRB_DL(Xi,j , r, BRB, N ,
NumOfHiddenLayers, nh)

2: for each i ∈ N do
3: for each j ∈M do
4: Xi,j is transformed to matching degree,
mdi,k(k = 1, ..., L) based on the referential value r

5: end for
6: end for
7: for each i ∈ N do
8: ni=total number of referential values
9: mdi,k(k = 1, ..., L) is used in input layer for ni

neurons using Eqs. (9) and (10)
10: for each p ∈ NumOfHiddenLayers do
11: αp,q(q = 1, ..., nh) computed using Eqs. (9)

and (10) for nh number of neurons
12: end for
13: nl= number of belief rules in BRB
14: Calculate αi,q(q = 1, ..., nl) using Eq. (9) and

(11) for nl neurons
15: ωi,q = αi,q where (q = 1, ..., nl)
16: Perform belief update using Eqs. (4)
17: Perform rule aggregation using Eq. (5)
18: Convert crisp value Yi from fuzzy value gener-

ated from rule aggregation using Eq. (6)
19: end for
20: end procedure

In summary, the proposed BRB-DL method is able to han-
dle all types of uncertainty due to the input transformation,
belief update, and rule aggregation steps. The deep learning
processing helps to integrate the associative memory with
BRBES to discover accurate patterns from data. Therefore,
it can be concluded that the proposed integration of Deep
Learning and BRBES will help to improve the prediction
accuracy of BRB-DL due to the accurate pattern discovery
from data while addressing uncertainty. Furthermore, the
learning parameters of the BRB-DL need to be optimised to
improve the prediction accuracy. Learning for the BRB-DL
method will be described in the next section.

VI. LEARNING FOR BRB-DL
The learning procedure plays an important roles for the
BRB-DL to learn about the learning parameters from the
training dataset. These parameters are generally assigned

by domain experts, or randomly selected. For BRBES the
common learning parameters are attribute weights (θk), rule
weights (δi), and belief degrees (βk). Additional parameters
such as weights of neuron (ci) and bias (bi) are included as
required by the DNN method of the deep learning process.
The antecedent attributes and belief rules are prioritized
using the attribute weights and rule weights consecutively.
Belief degrees of the consequent attribute is used to present
the uncertainty of the output. Hence, the learning parameters
are essential for BRB-DL. Therefore, a suitable method is
needed to find the optimal values of the learning parameters.
By training the BRB-DL with data, the optimal values of the
learning parameters can be discovered [24].

FIGURE 3. The learning process of the BRBDL.

The learning parameters need to be trained to determine
the optimal values by an objective function considering the
linear equality and inequality constraints. The output from
BRB-DL is considered as simulated output (zm) and output
from the system is named observed output (z̄m). The dif-
ference ξ(p) between simulated and observed output needs
to be minimized by the optimization process, as shown in
Fig. 3. The training sample contains M data points, where
the input for BRB-DL is um, the observed output is z̄m, and
the simulated output is zm (m = 1, . . . ,M ). The error ξ(p)
is measured by using Eq. (13).

ξ(p) =
1

M

M∑

m=1

(zm − z̄m)2 (13)

The optimisation of the learning parameters is defined as:

min
P

ξ(p) (14)

P = P (µ(Oj), θk, δk, βjk, ci, bi)

The objective function for training the BRB-DL consists of
Eqs. (5) and (6). Furthermore, to ensure the completeness
of the belief rules, the summations of the belief degree for
each rule should be one. Additionally, the values of attribute
weights, rule weights, and belief degrees should be between
zero (0) and one (1). Henceforth, to enforce the above-
mentioned criteria the following constraints are considered:

• Utility values of the consequent and antecedent at-
tributes µ(Oj)(j = 1, . . . , n):
µ(Oi) < µ(Oj); If i < j

• Rule weights θk(k = 1, . . . ,K):
1 ≥ θk ≥ 0;

• Antecedent attribute weights δk, (k = 1, . . . ,K):
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1 ≥ δk ≥ 0;
• Consequent belief degrees for the kth rule βjk, (j =

1, . . . , n, k = 1, . . . , L):
1 ≥ βjk ≥ 0;
n∑

j=1

βjk = 1;

• Weights of the neurons ci(i = 1, . . . , N):
1 ≥ ci ≥ 0;

• Bias of the neurons bi(i = 1, . . . , N):
1 ≥ bi ≥ 0;

We have used the fmincon function, available in Matlab as
an optimal training procedure to determine optimal values of
learning parameters, weights of neurons, and bias values.

VII. RESULTS
In this section, the performance of the proposed new method
is evaluated in detail. Evaluation techniques play a signifi-
cant role in measuring the performance of a method. Mean
Square Error (MSE), Root Mean Square Error (RMSE),
Mean Absolute Error (MAE), and Mean Absolute Percentage
Error (MAPE) are some of the standard techniques used for
comparing the performance among different methods [38].
Mean Square Error (MSE) has been used to evaluate the
performance of the proposed BRB-DL method and others,
which is very commonly used for performance measurement.
Our proposed BRB-DL method has been compared with
various Deep Learning methods such as DNN [34], LSTM
[34], and BRBES with fmincon, and eBRBaDE. In this study,
PM2.5 values from Beijing and electrical energy output (EP)
of a combined cycle power plant (CCPP) have been used for
comparison among different methods.

A. USE CASE SCENARIO

We have used two datasets for measuring the accuracy of
the BRB-DL method. The first dataset was gathered from a
combined cycle power plant. The data was collected over six
years, from 2006 to 2011. The dataset contains 9,568 data
points, which comprises hourly average ambient variables
temperature (T), ambient pressure (AP), relative humidity
(RH), exhaust vacuum (V), and net hourly electrical energy
output (EP) of the plant [39]. The experiments were con-
ducted using a MacBook Pro with an Intel Core i7 processor
(2.2 GHz), and 16 GB RAM.

The second dataset contains air quality data from Bei-
jing [40]. The air quality data (PM2.5) were collected from
twelve air quality monitoring sites in Beijing. The meteoro-
logical data of the dataset were collected from the nearest
weather station of the China Meteorological Administration.
The dataset contains PM2.5 values, dew point, temperature,
pressure, combined wind direction, cumulated wind speed,
cumulated hours of snow, and cumulated hours of rain. The
data was gathered over four years from 1 March 2013 to 28
February 2017 and contained 43,824 data points.

B. PERFORMANCE OF BRB-DL FOR EP PREDICTION
The dataset of a combined cycle power plant has been divided
into a 80:20 ratio for training and test datasets. We have used
k-fold cross-validation for our experiments. Usually, 5 or 10
folds are commonly used for cross-validation [38]. Consid-
ering the execution time, fivefold cross-validation is used
in these experiments. The hourly average ambient variables
temperature (x2), exhaust vacuum (x3), ambient pressure
(x4), and relative humidity (x5) have been used as antecedent
attributes and electric power output (x1) as the consequent
attribute. The BRB tree is shown in Fig. 4, which illustrates
the antecedent (x2, x3, x4, and x5) and consequent (x1)
attributes for the initial rule base. Each attribute has three
referential values.

FIGURE 4. BRB tree for EP prediction.

The DNN of BRB-DL contains five layers. The input layer
consists of twelve neurons, while three hidden layers each
have twelve neurons, and the output layer has three neurons.
For predicting EP, we have considered the disjunctive BRB
as it require less computational time. The interior-point al-
gorithm of the Matlab fmincon tool has been used as the
learning mechanism for BRB-DL. Furthermore, for LSTM,
we have considered five layers, and four layers for DNN
based on the empirical analysis. Adam was used as learning
mechanism for LSTM and DNN.

The second, third, fourth, fifth, and sixth columns of
Table 1 presents the MSE values of predicted EP of the
five folds during the training of LSTM, DNN, BRB-DL,
and BRBES with learning mechanisms eBRBaDE and fmin-
con respectively. The average MSE values of predicted
EP by LSTM, DNN, BRB-DL, BRBES-eBRBaDE, and
BRBES-FMINCON have been illustrated by Fig. 5. BRBES-
eBRBaDE and BRBES-FMINCON predicted EP with av-
erage MSE of 27.17 and 28.65, which shows that BRBES-
eBRBaDE performs better than the BRBES-FMINCON
during training due to the eBRBaDE training procedure.
LSTM and DNN predicted EP with average MSE of 16.64
and 28.88, whereas BRB-DL predicted EP with average
MSE of 16.08. Therefore, BRB-DL performed better than
LSTM and DNN due to the associative memory based Deep
Learning method and addressing the uncertainty of data.
Furthermore, BRB-DL has the lowest MSE values among
LSTM, DNN, BRB-DL, BRBES-eBRBaDE, and BRBES-
FMINCON, which is also visible in Fig. 5.

Table 2 presents the MSE values of predicted EP of the
five folds during testing of LSTM, DNN, BRB-DL, and
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TABLE 1. MSE values of EP prediction by LSTM, DNN, BRB-DL,
BRBES-eBRBaDE, and BRBES-FMINCON of training dataset.

LSTM DNN BRB-DL BRBES-eBRBaDE BRBES-FMINCON
1st Fold 17.89 31.25 16.29 32.87 29.79
2nd Fold 16.74 32.67 17.04 34.65 29.22
3rd Fold 16.74 23.34 15.62 22.77 28.09
4th Fold 14.76 34.93 15.83 22.13 29.19
5th Fold 17.04 22.21 15.60 23.43 26.95
Average 16.64 28.88 16.08 27.17 28.65

FIGURE 5. Comparison of MSE for LSTM, DNN, BRB-DL,
BRBES-eBRBaDE, and BRBES-FMINCON for training dataset.

BRBES with learning mechanisms eBRBaDE and fmin-
con respectively. The average MSE values of five folds of
LSTM, DNN, BRB-DL, BRBES-eBRBaDE, and BRBES-
FMINCON are 18.66, 28.49, 4.12, 38.15, and 29.15 re-
spectively. Therefore, it can be concluded that BRB-DL is
performing better than LSTM, DNN, BRBES-eBRBaDE,
and BRBES-FMINCON. Furthermore, LSTM is performing
better than DNN as LSTM can memorize the historical
context of the data. However, BRBES-FMINCON is doing
better than BRBES-eBRBaDE. Fig. 6 illustrates the average
MSE values of LSTM, DNN, BRB-DL, BRBES-eBRBaDE,
and BRBES-FMINCON, where it can also be seen that BRB-
DL is performing better than other methods due to the in-
corporation of the association memory based Deep Learning
method.

TABLE 2. MSE values of EP prediction by LSTM, DNN, BRB-DL,
BRBES-eBRBaDE, and BRBES-FMINCON of the test dataset.

LSTM DNN BRB-DL BRBES-eBRBaDE BRBES-FMINCON
1st Fold 16.74 28.93 3.86 46.77 22.16
2nd Fold 16.85 30.11 3.90 56.47 25.65
3rd Fold 19.35 24.20 4.27 38.58 29.15
4th Fold 21.13 36.63 4.38 24.38 32.65
5th Fold 19.23 22.60 4.21 24.57 36.14
Average 18.66 28.49 4.12 38.15 29.15

Fig. 7 illustrates the predicted EP by LSTM, DNN, BRB-
DL, BRBES-eBRBaDE, and BRBES-FMINCON of the test
dataset. For better visualization of predicted output of BRB-

FIGURE 6. Comparison of MSE for LSTM, DNN, BRB-DL,
BRBES-eBRBaDE, and BRBES-FMINCON for the test dataset.

DL, a comparison of actual EP values and predicted EP
values by BRB-DL is illustrated in Fig. 8.

From the results of training and testing, it can be observed
that MSE values of predicted EP by BRB-DL are better than
the LSTM, DNN, BRBES with learning mechanism eBR-
BaDE and BRBES with fmincon respectively. It can also be
observed that BRB-DL is performing better than the BRBES
with eBRBaDE and BRBES with fmincon respectively. The
incorporation of the associative memory with BRBES helped
BRB-DL to predict EP with higher accuracy than BRBES as
there is no associative memory in BRBES. Besides, BRB-DL
due to its capability of addressing uncertainty of data helped
to predict EP with higher accuracy than LSTM and DNN.
Therefore, it can be summarized that the incorporation of the
associative memory based deep learning processing step with
BRBES helped BRB-DL to discover accurate patterns from
data with their associated uncertainty.

C. PERFORMANCE OF BRB-DL FOR PM2.5
PREDICTION
To further evaluate the performance of our proposed BRB-
DL method, a dataset with air quality data from Beijing
has been used. The dataset was divided into a 80:20 ratio
for training and test datasets. We have used five-fold cross-
validation for evaluating the performance. The dew (x2),
wind direction (x3), and wind speed (x4) have been used
as antecedent attributes and PM2.5 (x1) as the consequent
attribute. The BRB tree is shown in Fig. 9, which illustrates
the antecedent and consequent attributes for the initial rule
base, where each attribute has three referential values.

The BRB-DL has five Deep Learning layers. These are one
input layer, three hidden layers, and one output layer. The
input, hidden, and output layers have nine, twelve, and three
neurons, respectively. For predicting PM2.5 values, we have
considered the disjunctive BRB due to its less computational
time. The interior-point algorithm of the Matlab fmincon tool
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FIGURE 7. Comparison of predicted EP values for the test dataset by actual EP, LSTM, DNN, BRB-DL, BRBES-eBRBaDE, and BRBES-FMINCON.

FIGURE 8. Comparison of predicted EP values for the test dataset by
BRB-DL.

FIGURE 9. BRB tree for PM2.5 prediction.

has been used. The configuration of the deep learning layers
has been decided based on empirical studies. Furthermore,
for LSTM and DNN we have considered five layers based on
the empirical analysis. Adam was used as learning mecha-
nism for LSTM and DNN.

Table 3 presents the MSE values of PM2.5 of the five
folds during the training of LSTM, DNN, BRB-DL, and
BRBES with learning mechanisms eBRBaDe and fmincon on
second, third, forth, fifth, and sixth columns respectively. The
average MSE values of five folds of LSTM, DNN, BRB-DL,
BRBES-eBRBaDE, and BRBES-FMINCON are 0.00337,

0.00537, 0.00317, 0.00479, and 0.00757 respectively, which
shows that BRB-DL is performing better than other methods.
Furthermore, it can be observed from Table 3 that average
MSE value for LSTM is 0.00337 and DNN is 0.0057, which
shows that LSTM is performing better than DNN. From
Table 3, it can also be concluded that BRBES-eBRBaDE is
performing better than BRBES-eBRBaDE since the average
MSE values for BRBES-eBRBaDE and BRBES-FMINCON
are 0.00479 and 0.00757 respectivley. The average MSE
values of LSTM, DNN, BRB-DL, BRBES-eBRBaDE, and
BRBES-FMINCON are shown in Fig. 10. From Fig. 10, it
can be concluded that BRB-DL is predicting PM2.5 with the
lowest average MSE values among LSTM, DNN, BRBES-
eBRBaDE, and BRBES-FMINCON.

TABLE 3. MSE values of PM2.5 prediction by LSTM, DNN, BRB-DL,
BRBES-eBRBaDE, and BRBES-FMINCON of the training dataset.

LSTM DL BRB-DL BRBES-eBRBaDE BRBES-FMINCON
1st Fold 0.00451 0.00651 0.00390 0.00560 0.00810
2nd Fold 0.00145 0.00345 0.00187 0.00317 0.00784
3rd Fold 0.00224 0.00424 0.00288 0.00424 0.00767
4th Fold 0.00220 0.00420 0.00286 0.00461 0.00711
5th Fold 0.00644 0.00844 0.00435 0.00635 0.00714
Average 0.00337 0.00537 0.00317 0.00479 0.00757

The second, third, forth, fifth, and sixth columns of Table 4
presents the MSE values of predicted PM2.5 of the five folds
during testing of LSTM, DNN, BRB-DL, and BRBES with
learning mechanisms eBRBaDe and fmincon respectively.
From Table 4, it can be observed that BRBES-eBRBaDE and
BRBES-FMINCON have average MSE values of 0.00307
and 0.00455, which shows that BRBES-eBRBaDE is per-
forming better in predicting PM2.5 than BRBES-FMINCON
for the test dataset. According to Table 4, LSTM and DNN
have average MSE values of 0.00283 and 0.00293 respec-
tively. This shows that LSTM is performing better than DNN
for the test dataset. Furthermore, from Table 4, it can be
observed that BRB-DL is performing better than all the
methods as the average MSE value of BRB-DL is 0.0025.
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FIGURE 10. Comparison of MSE for LSTM, DNN, BRB-DL,
BRBES-eBRBaDE, and BRBES-FMINCON for the training dataset.

The average MSE values of five folds of LSTM, DNN, BRB-
DL, BRBES-eBRBaDE, and BRBES-FMINCON are shown
in Fig. 11.

TABLE 4. MSE values of PM2.5 prediction by LSTM, DNN, BRB-DL,
BRBES-eBRBaDE, and BRBES-FMINCON for the test dataset.

LSTM DNN BRB-DL BRBES-eBRBaDE BRBES-FMINCON
1st Fold 0.00645 0.00655 0.00371 0.00375 0.00366
2nd Fold 0.00272 0.00282 0.00173 0.00143 0.00450
3rd Fold 0.00238 0.00248 0.00275 0.00358 0.00484
4th Fold 0.00184 0.00194 0.00177 0.00384 0.00522
5th Fold 0.00076 0.00086 0.00280 0.00276 0.00453
Average 0.00283 0.00293 0.00255 0.00307 0.00455

FIGURE 11. Comparison of MSE for LSTM, DNN, BRB-DL,
BRBES-eBRBaDE, and BRBES-FMINCON for the test dataset.

Our proposed BRB-DL method has predicted PM2.5 val-
ues with less error than BRBES with learning mechanism
eBRBaDE and fmincon for training and testing. BRB-DL,
with its additional capability of associative memory-based
DL method, can discover more accurate patterns form data
than BRBES since BRBES does not have any associative
memory. It can also be observed that BRBES with eBRBaDE

performed better than BRBES with fmincon due to eBR-
BaDE’s capability of optimal exploration and exploitation
of the search space. From training and testing, it can be
observed that LSTM is predicting PM2.5 values with lower
MSE than DNN due to LSTM’s capability of keeping a
historical context of the input data. BRB-DL has predicted
PM2.5 values with lower MSE than LSTM and DNN during
training and testing. Due to the associative memory-based
DL method, BRB-DL was able to discover patterns of the
data and address uncertainty of data using the ER based
inference mechanism.

Fig. 12 illustrates the predicted PM2.5 values by actual
PM2.5 values, LSTM, DNN, BRB-DL, BRBES-eBRBaDE,
and BRBES-FMINCON of the test dataset. For better visu-
alization of predicted output of BRB-DL, a comparison of
actual PM2.5 values and predicted PM2.5 values by BRB-
DL is illustrated in Fig. 13.

In summary, it can be observed that our proposed BRB-
DL method is able to better predict with higher accuracy
for two different datasets than other Deep Learning methods
such as LSTM, DNN, and BRBES with learning mechanism
eBRBaDE and fmincon. Deep Learning methods like DNN
and LSTM are not able to address uncertainty of data as it is
based on Neural Networks, inherently limited in addressing
uncertainty. BRBES is able to address uncertainty due to its
ER based inference mechanism and incorporation of belief
structure with the rule base. However, BRBES lacks a mech-
anism for discovering patterns of data. The incorporation of
the DL method with BRBES enables BRB-DL to discover
accurate patterns of data due to the associative memory.
The BRB-DL method is able to address uncertainty due to
the inherent capability of BRBES. For the aforementioned
features, BRB-DL predicted values with the lowest MSE
compared to other DL methods such as LSTM, DNN, and
BRBES with learning mechanism eBRBaDE and fmincon
respectively. Therefore, it can be argued the integration of
Deep Learning with BRBES helps improving the prediction
accuracy by BRB-DL.

VIII. CONCLUSION
In our proposed BRB-DL method, a deep processing layer
has been added replacing the activation weight calcula-
tion step of BRBES. DNN, which is a multi-layered neu-
ral network, is used as the Deep Learning method. The
deep processing layer of BRB-DL contains the associative
memory. The activation weight calculation step of BRBES
uses multiplication, summation, and division operators using
matching degrees and rule weights as shown in Eq. (2) and
(3). Therefore, this step lacks any component of associative
memory, resulting in incomplete calculation of rule activation
weights. However, the deep processing layer of BRB-DL en-
ables the calculation of complete values of the rule activation
weights as described in Section V. Therefore, BRB-DL with
the integration of associative memory based Deep Learning
method within BRBES inference procedures allows more
accurate prediction under uncertainty. Furthermore, during
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FIGURE 12. Comparison of predicted PM2.5 values for the test dataset by Actual PM2.5, LSTM, DNN, BRB-DL, BRBES-eBRBaDE, and BRBES-FMINCON.

FIGURE 13. Comparison of predicted PM2.5 values for the test dataset by BRB-DL.

the learning process of BRB-DL, the inclusion of additional
parameters such as weights and bias of neurons played an
important role to increase prediction accuracy as discussed in
Section VI. In this way, the present BRBES inference frame-
work has been advanced due to the inclusion of DNN. This
novel BRB-DL method has been applied to predict electric
energy output of a combined cycle power plant and air quality
(PM2.5) values in Beijing city. The results of BRB-DL have
been compared with other Deep Learning methods including
LSTM, DNN as well as with BRBES. In case of LSTM and
DNN, the Adam learning mechanism was used, while for
BRBES, eBRBaDE and fmincon learning mechanism were
used. However, in case of BRB-DL, fmincon was used in
the light of the learning mechanism as described in Section
VI, where additional learning parameters such as weight
and bias of neurons are considered. The MSE values of
LSTM and DNN with the Adam learning mechanism were
18.66 and 28.49 respectively. The MSE value of BRBES
with fmincon was 29.15, while it was 38.15 for eBRBaDE.
However, the MSE value of BRB-DL was found to be 4.12,
which is better than the other methods. The reason for this
is that the inclusion of DNN within the BRBES inference
framework played an important role to increase the accuracy
of prediction. From these results, it can be argued that a
significant advancement of the accurate prediction capability
has been achieved with the novel method proposed in this
study. For the air quality (PM2.5) prediction in Beijing city,
the MSE values of BRB-DL, LSTM, DNN, and BRBES with
learning mechanism eBRBaDE and fmincon are 0.00317,
0.00337, 0.00537, 0.00479, and 0.00757 respectively. The re-
sults show that BRB-DL performs better than Deep learning

methods such as LSTM, DNN, and BRBES with learning
mechanism eBRBaDE and fmincon respectively. However,
the performance of the BRB-DL needs to be evaluated with
datasets from diverse domains to ensure its efficiency and
robustness further.
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Chapter 3

Conclusions and Future Work

This chapter concludes the thesis and also indicates future research directions. The
conclusion is presented in light of the research questions mentioned in Section 1.3.

3.1 Conclusions

The focus of this thesis is to improve the prediction accuracy of BRBES by introducing
various learning and inference mechanism developed as part of this thesis. To address the
first research question mentioned in Section 1.3, a novel anomaly detection algorithm for
sensor data based on belief rule based association rule (BRBAR) is proposed. The BR-
BAR has the capability of handling different kinds of uncertainty such as incompleteness,
ignorance, vagueness, imprecision, and ambiguity, which are common features of sensor
data. Due to the nature of sensor data, the traditional inference mechanism of belief rule
cannot be used. Therefore, a new inference mechanism is proposed, which consists of
an input transaction database, converting the values into a belief transaction database,
support calculation, belief matrix, confidence calculation, and belief association rule dis-
covery. The results of BRBAR have been compared against three other anomaly detec-
tion techniques (namely Gaussian, binary association rule, and fuzzy association rule)
with two different types of datasets. It has been demonstrated that BRBAR performs
better than the other techniques. The reason for this is that Gaussian is a statistical-
based approach and is unable to handle any type of uncertainty. On the other hand,
binary association rule uses assertive knowledge, which can be evaluated as either true
or false. Hence, these approaches are unable to address any type of uncertainty. Fuzzy
association rule can handle uncertainty due to vagueness, ambiguity, and imprecision
but is unable to handle ignorance and incompleteness. However, BRBAR can handle
all types of uncertainty in an integrated framework. In addition, the ROC curves show
that AUCs of BRBAR achieve better results than Gaussian, binary association rule, and
fuzzy association rule.

To address the second research question, a web based BRBES was implemented,
named Web-BRBES. The system incorporated the benefits of the web-based technology
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into the BRBES. This expert system provides more computational power to handle larger
numbers of rule bases and scalability by porting it into a web-based solution. This system
also allows acquiring data from sensors and making the system more robust. The system
is also capable of integrating sensor data, which is collected using WSN technologies. In
this way, a procedure for integration of WSN technologies and BRBES was developed
in this thesis. Moreover, open source tools were used to make the system cost e↵ective.
Also, anomaly-free sensor data as well as anomalous sensor data was fed into the Web-
BRBES. It can be observed that Web-BRBES provides better results in terms of detecting
meteorological conditions for anomaly-free data than from anomalous data.

A learning mechanism for multi-level BRBES to predict flooding is proposed in this
thesis to address the third research question. The proposed learning mechanism consists
of parameter and structure optimisation, where parameter optimisation is performed us-
ing BRBaDE and a new optimal training is proposed for structure optimisation. The
proposed learning and inference mechanism has been compared with other popular ma-
chine learning techniques, such as LSTM, ANN, SVM based regression, and Linear re-
gression. It can be concluded from the results that trained BRBES outperforms other
techniques due to its capability of addressing di↵erent types of uncertainty as well as bet-
ter determining the learning parameters based on optimization. In addition, the learning
mechanism proposed in this thesis will facilitate the prediction of flooding more precisely,
which eventually will play an important role to save human lives, infrastructure, and in
the long run, the economy of a country.

To address the fourth research question an optimal training procedure, named BR-
BaDE has been proposed in this thesis. BRBES is used to predict the optimal values of
F and CR for Di↵erential Evolution based on the changes in objective function values
and changes in population between two iterations, while ensuring an optimal balance of
exploration and exploitation of the search space. BRBES helps in addressing the uncer-
tainty of the objective function. Furthermore, a joint optimisation has been proposed,
where BRBaDE has been used for parameter optimisation and heuristic search has been
used for structure optimisation. The proposed joint optimisation has been used to pre-
dict power usage e↵ectiveness (PUE) of two data centres. One is Facebook datacentre
in Lule̊a, Sweden and the other one is a datacentre at Leeds Beckett University, UK.
The evaluation of the reliability of the proposed BRBaDE based joint optimisation tech-
nique has been compared with ANN, Adaptive Neuro Fuzzy Inference System (ANFIS)
and BRBES using BRBaDE based joint optimization, where BRBES showed promising
results. Furthermore, BRBaDE has been improved by incorporating a sliding window
average of the changes in objective function values and population, which is named eBR-
BaDE. Additionally, a joint optimisation has been proposed using eBRBaDE for BRBES.
eBRBaDE has been compared with other evolutionary algorithms such as Genetic Al-
gorithm, Particle Swarm Optimisation, Di↵erential Evolution, and L-SHADE, where it
presented promising results.

A method for integration with Deep Learning method and BRBES, named BRB-DL,
has been proposed in this thesis to address the fifth research question. In BRB-DL, asso-
ciative memory has been incorporated into the BRBES inference mechanism to generate



3.2. Future Work 177

accurate activation values of each rule. The proposed BRB-DL consists of input transfor-
mation, deep learning processing, belief degree update, and rule aggregation. The input
transformation, belief degree update, and rule aggregation steps help in addressing var-
ious types of uncertainty due to incompleteness, ignorance, vagueness, imprecision, and
ambiguity. Furthermore, BRB-DL has been compared with Long Short-Term Memory,
Deep Neural Network, and BRBES, where BRB-DL performed better than the others.

In the light of the above, it can be argued that the novel anomaly detection algorithm
proposed in this thesis enables the removing of anomalous data, which helps in the predic-
tion accuracy of BRBES. The proposed learning mechanism for multi-level BRBES allows
handling of multi-level complex problems. The optimal training procedure, named eBR-
BaDE, enables determination of optimal learning parameters and structure of BRBESs
and finally, the integration of deep learning with BRBES allows to accurately predict
activation weights of the belief rule, which enhances the BRBES inference methodol-
ogy. Therefore, it can be concluded that this thesis helps in the improvement of BRBES
prediction accuracy with an enhanced learning mechanism.

However, our research is only limited to regression problems with no classification or
clustering problems, which might be considered as a limitation.

3.2 Future Work

The following can be considered as the future work of this research.
The developed BRBAR algorithm to filter anomaly from sensors needs to be further

tested by using more data from di↵erent types of sensor data to evaluate its e�ciency and
robustness. Furthermore, as future work, the capability of BRBAR in discovering initial
belief rule base by using sensor data can be explored, enabling the knowledge discovery.

Additionally, the performance of the BRB-DL and eBRBaDE need to be evaluated
with datasets from diverse domains to ensure its e�ciency and robustness further.

Furthermore, there are many situations where unsupervised learning is more appro-
priate than using supervised learning. In such situation a BRBES unsupervised classifier
can be developed to support the decision making process.

Finally, 5G networks allow people and machines to communicate at high speeds with
very low latency. Edge computing is one of the new features of 5G, which enables
applications to o✏oad computing tasks to the network’s edge very close to the user,
which will o✏oad computational load from the central nodes. BRBES can be used to
make intelligent decisions about which software components should be o✏oaded to the
edge nodes. This will also be an interesting challenging task as future work.

3.3 Chapter Summary

This chapter concludes the thesis work by taking into account achievements in answering
the research questions. In addition, a discussion on the limitations and future work is
presented.
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