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Abstract. Cyber-physical systems (CPS) facilitate the recent advancements in 

manufacturing to make it a comprehensive system which incorporates 

computational intelligence, communication technologies, context-awareness and 

data analytics. The potential of CPS is not only confined to manufacturing but are 

also applicable to other complex infrastructure systems that necessitates improved 

life cycle and asset management system. The maintenance of such system of 

systems necessitate a holistic view of the infrastructure for the effective decision 

support methodologies. This paper discusses infrastructure maintenance from the 

viewpoint of life cycle management within the structure of cyber-physical systems. 

This paper also discusses on several assisting technologies to support for the 

development of CP. In addition, some use cases are provided from the literature 

and based on their experience, a CPS framework is developed for Swedish Railway 

Infrastructure. This CPS system also enables for the development of Digital Twin 

for Railways. 

            Keywords: Cyber-physical systems, maintenance, asset management, life cycle 

management 
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1 Introduction  

Traditionally, industries operate in disintegrated silos with most of the 

divisions/departments within organization are not integrated as it should be. Due to this 

issue, time to take decision in the event of any hazard, vulnerability, loss of profit, etc. is 

long enough so that it can significantly affects the performance and couldn’t meet the ever-

growing demands of customers. Hence, industries are considering a way of integrating 

several systems so that they can increase their productivity and be it in competition. 

Cyber-physical systems (CPS) is the upcoming jargon resembles the integration of physical 

systems with cyber capabilities such as cloud, networking, computation, etc. It is being in 

testing phase in lot of applications mainly, medical, automation, manufacturing and 

aviation to take advantages of this integration. It is very important to the consider that most 

of the existing technologies in the capabilities are not fully developed and the expectations 

from the business is to properly integrate these technologies to meet their demands. Hence, 

it requires amalgamation of comprehensive variety of scientific areas, substantial quantity 

of efforts and research are essential to design, develop and implement CPS methodologies. 

The assisting technologies that can support in CPS at various stages are IoT (Internet of 

Things), service-oriented architecture, data analytics, diagnostics and prognostics, context-

awareness, etc. 

CPS considers the computational mechanisms that make use of the shared data, information 

and knowledge from physical systems with communication and computations to support 

decisions based on intelligence, approachability and adaptation. The distinguishing feature 

among all areas, is not the dissimilar features but which of them they implement dependent 

on the requirements as shown in Figure 1 (Leitao et al, 2016). The assisting technologies 

in the figure are sensors, programmable logic control (PLC), IoTs, radio frequency 

identifier (RFID), data acquisition systems (DAQ), 4th generation communication, WiFi, 

wireless local area networking (WLAN), wired communications and wireless sensor 

networks (WSN). 

In general, the life cycle of a product/system will navigate across different stages, mainly, 

design, manufacturing, installation, operation, maintenance and disposal. The engineering 

asset management has attempted to integrate the several aspects within product 

performance within life-cycle perspective. Asset management organizes the alignment of 

management processes with objectives from the top level to the bottom level to meet the 

expectations of the customers. Engineering asset management with life cycle management 

of the product also incorporates several assisting technologies. 

To improve the process, planning and control paradigms must be integrated with novel 

equipment competences. For example, the lifecycle times of equipment in the 

infrastructures can be improved by incorporating with innovative technologies and 

procedures to function combined with an existing equipment to make more efficient. This 

integration (convergence) of existing (Operation Technology, OT) with the new 

technologies (Information Technology, IT) will facilitate the infrastructures in smartness 

with advanced capabilities to provide an additional layer for life cycle management. 

In the context of life cycle management, the role of maintenance should be of most 

important means for operation of the existing infrastructure. The principle purpose of 

maintenance is to maintain the condition of assets to achieve their specified functions 

during their entire life cycle. The main purpose is to improve the ecological efficiency of 

the asset life cycle. Therefore, “life cycle maintenance” is termed to highlight its role from 

the viewpoint of life cycle management. It is important to predict and control the condition 

of the assets; estimate the condition under different deterioration/degradation conditions 

because of change in operational loads and external loads, and the change in demands from 

the society. This dynamic provides gap between required and realized function. Hence, 

maintenance is to be performed to compensate the gaps by means of several capabilities. 
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In an asset and fleet management applications, CPS can provide context-awareness and 

self-maintenance intelligence. The prognostic capability with the technologies facilitates 

assets to continuously assess their individual condition and predict probable unplanned 

failures and decide to implement alternative decisions to improve process or operation. 

Furthermore, CPS acts as a central point for data and fleet management that recommends 

health evaluation and assessment with data fusion methods. These are expected to improve 

asset availability, increase productivity and service quality. 
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Figure 1 Features and assisting technologies for CPS 

In this paper, an integration of Cyber-Physical systems with idea of life cycle management 

for maintenance aspects is introduced and applications of this approach is listed. These 

applications provide the implementation of CPS with assisted technologies to improve the 

maintenance management of the assets 

 

2 Cyber-Physical Systems 

 

CPS systems are implemented by the assimilation of physical methods with software and 

communication with detailed generalizations and design, modelling, and analysis 

techniques for a sub-system, system or systems of systems. The prediction and control of 

the dynamic behavior of the systems consisting of multidisciplinary areas of computers, 

networking, and physical systems and their interaction in ways that necessitate essentially 

novel innovative design technologies. A starting point for developing such an architecture 

is for example the five-level architecture of cyber-physical systems (CPS) outlined in see 

Figure 2. This architecture includes the following basic architectural levels: 

Smart connectivity level: Data acquisition using condition monitoring techniques using 

existing sensors or Internet of Things (IoTs) or unmanned vehicles. The information must 

be acquired from item level to the system level depending on the objective of the function 

expected from CPS architecture. Due to increase in demands from the real-time 

communication, the data acquired from the systems must be stored in cloud through 

different communication protocols using service-oriented architecture. 

Data-to-information conversion level: The next level in the CPS is to extract the required 

information from the data obtained in Smart connectivity level. Sometimes, it will be 

difficult to extract information due to complexity in nature, accuracy of the data and huge 

storage. Hence, there is a need to perform advanced data manipulation or pre-processing 

methods such as data quality, data cleaning, feature extraction to implement the efficient 
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data for condition assessment and the prediction. There are also other tools such as data 

reduction, data normalization and soft sensors to acquire secondary information from the 

existing data (called as precursors or covariates). When wireless sensor systems with 

limited power harvesting resources are involved this process is particularly challenging and 

requires use of energy-efficient computing concepts. 

Cyber level: Once information is obtained from every connected component and system is 

available, modelling and simulation methods are performed to evaluate different operation 

and maintenance scenarios. Online data analytics tools are implemented to extract useful 

information to support the above scenarios. Information about different machines of the 

same type can be compared and used for prediction. 

Cognition level: Decision-making is performed by analyzing different maintenance 

scenarios with optimizing the parameters such as required availability, total cost, total risk 

and maintainability aspects using efficient genetic algorithms. The main intention of this 

level is to capitalize the artificial cognitive systems that can relate with specific objectives 

to the strategies and actions. At this level the capabilities to perform detailed simulations 

at the cyber level is combined with synthesis capabilities enabled by cognitive computation 

and human collaborative diagnostics and decision making. 

Configuration level: The virtual architecture is organized by required entities and 

operational requirements/indicators defined by business organizations such as Key 

Performance Indicators (KPIs). The main purpose of the configuration level is to adapt and 

adopt the strategies according to the dynamic nature of the environment, contextual 

requirements and business demands by implementing the self-configured and self-

optimizing systems. To implement these systems, the lower systems need to be 

supported/changed according to the needs of the organized. An example for methods 

implemented in each level can be shown in Figure 3. 

 
Figure 2. Cyber-physical systems (CPS) architecture of smart systems 
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Figure 3 An example for levels depicting CPS 

 

 

3 Assisting Techniques 

 

There are several assisting that are in improvement and upcoming can be incorporated into 

CPS at several levels in the architecture. These are listed below: 

 

3.1 Data Analytics 

 

Decision-making in industry must be improved to instantaneously detect and resourcefully 

act, i.e. “the new know” (Karim, et al, 2016). The new know in maintenance is to emphasis 

on two main aspects:  

• what information can be identified and  

• what information must be disseminated,  

to allow the maintenance decision-makers to take suitable actions. Enormous applications 

of Internet and Communication Technologies (ICT) and other developing technologies 

accelerate the efficient and effective extraction of knowledge from information 

dissemination through advanced data handling. In the context of maintenance process, the 

use of ICT enables the expansion of procedures that aims to provisioning maintenance 

decision-making process. In addition, ICT can deliver supplementary capabilities that can 

be applied within diagnostic and prognostic methodologies. The diagnostic and prognostic 

processes will provide a basis for information logistics that increase the efficiency and 

support maintenance decision making by integration of both these processes. In complex 

industrial systems, information logistics refers to the management of:  

• time  

• content 

• communication 

• contextual 

Due to the technological advancement such as IoTs, industrial internet, big data, 

Industry4.0, etc., the factories are becoming smart by leveraging these technologies to 

improve the process of data-information-knowledge chain for efficient and effective 

operation and maintenance management of the products during the entire life cycle. Karim 

et al., 2016 proposes a concept which can be adapted for Asset Analytics (AA) is based on 

four phases. The concept aims to enable asset management by improved understanding of 

data and information. The AA phases are (see Figure 4): 

1. Asset Descriptive Analytics, which purposes to answer, “What has happened?” 

2. Asset Diagnostic Analytics, which purposes to answer, “Why something has 

happened?” 
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3. Asset Predictive Analytics, which purposes to answer, “What will happen in the 

future?” 

4. Asset Prescriptive analytics, which purposes to answer, “What needs to be done?” 

Diagnostic detects the abnormal condition (fault detection), determines which component 

that is defected (fault isolation) and estimates the nature and extent of the fault (fault 

identification). To automatically diagnose faults of a complex system using machine 

learning techniques has recently gained more attention. Sub-categories are supervised 

learning algorithms, e.g., Artificial Neural Networks (ANN), Support Vector Machine 

(SVM) and unsupervised learning algorithms, e.g. Deep Belief Network, and k-Nearest 

Neighbors. 

 
Figure 4. The asset analytics concept, adapted from (Karim et al, 2016) 

 

3.2 Diagnostics and Prognostics 

 

By the adoption of modern software and hardware systems, data acquisition has become 

comparatively easy and cheap. Data cleaning is an important pre-processing stage for all 

analysis since condition monitoring data always contains errors. Excess of data is also a 

problem for data handling to extract required information and hence need for additional 

data mining and data filtering algorithms are required to obtain suitable information. As 

the dimensionality of data increases, new techniques for fault detection needs to be 

developed. Moreover, relevant features need to be extracted, either in time domain, 

frequency domain or using a combination of the two. Two typical fault detection indicators 

in time-domain are root-mean square (RMS) and kurtosis. Analysis in frequency-domain 

is a widely used approach for rotating machinery due to the ability to identify and isolate 

certain gear and bearing frequencies.  

Prognostic predicts failure events that are yet to occur and rely on the diagnostic outputs. 

Several comprehensive reviews on machinery prognostics have been conducted. The 

estimation of remaining life can be achieved mainly using two approaches: data-driven and 

model-based. Data driven approaches rely on past observed data. Different sub-categories 

are regressions models, Proportional Hazards Modelling, Bayesian models, and Artificial 

Neural Networks. Two common approaches for applying Bayesian network models are 

Kalman and Particle filtering (Mishra, et al., 2017). Model-based approaches estimate 

remaining life using deterministic equations or equations derived from extensive empirical 

data representing the physical behavior of a failure mode. An implementation of physics 

models discussed in comparison to condition monitoring of bearing in a paper machine has 

been demonstrated by Mishra et al. 2014. 

Only a very few studies have been reported on the combination of the data-driven and 

physics-based models. This calls for the development of a new hybrid approaches, which 

combines the different techniques for remaining life estimation, for condition-based 

maintenance of critical components in machineries and assets. Through an IoT 

environment, hybrid modelling can be carried out by utilizing data from the cloud to 

perform diagnostic and prognostic techniques for assessment and visualization of health of 

the asset. 

 

3.3 Service Oriented Architecture 

 

Presently, the industries and governments demand for sustainability, flexibility, efficiency 

and competitiveness because of dynamic nature of societal and market trends. To attain the 

above goals, it is important to handle the requirements of multi-stakeholder environment 
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and need for efficient co-operation and collaboration which requires a system wide 

architecture. This process also needs to be followed through the value chai and the life 

cycle of the product and its process (Karim, et al, 2016). This also required a digitization 

procedure to be able to connect through different stakeholders in real-time to acquire data, 

process the information and disseminate the knowledge among the partners.  

Considering the perspective of organization, cooperation and managing the operation 

assets, the three domains required are stated in Figure 5: 

• Product life cycle management (design to support) 

• Supply chain management (suppliers to customers) 

• Stakeholder integration management (shop floor to business) 

These three management domains must work together so that the requirements of multi-

stakeholders must be achieved. The dynamic collaboration among each of these domains 

has the potential possibility of integrated learning among them and transfer of data and 

information being the key.  

To provision these developments in these domains, there are still several gaps in 

administrative, managerial and technological gaps that needs to be address where the 

present state of the art is not enough. Hence, the adaptation of the new technologies will 

facilitate to an extent to meets the demands of the industries. In addition, the present motive 

of the organization to move towards automation is also not enough at the larger scale 

though there were existing systems in automation at small scale. The adoption in the larger 

scale is hindered due to higher cost of operation, higher risks and sometimes pressure from 

the governments to delimit automation to reduce job shortages. The combination of 

digitization, digitalization and automation could improve the competitiveness, flexibility 

and sustainability.  
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Figure 5. Three important axes for service-oriented architecture 

 

3.4 Internet of Things – IoT 

 

In general, the IoT concept enables an Internet access to any type of “device/thing”. An 

interesting review on IoT is written by Holler et. al, 2014.  Each “thing” will have an 

Internet Protocol (IP) address and will be addressable using standard Internet technology 

like Domain Name System (DNS). In an automation context, an IoT will be a device or a 

functionality that can find in standard ISA-95 automation implementations. Automation 

applications of the Internet of Things typically include: Sensors, Actuators, Programmable 

logic controllers (PLCs), and Control loops. Thus, the Thing can be viewed as a physical 
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device or as a functionality that is computed in a software system executed on any type of 

device having enough computational resources. Currently, there is no consistent 

technology that can be attributed to an IoT.  

 

3.5 Context-aware systems 

 

A context-aware system is a system that acclimates actively and autonomously adapts 

according to the required function that enables for more relevant information to the users 

based on information gathered from machines/people’s contextual information (Thaduri, 

et al, 2014). The concept of context-aware computing was as ‘‘the ability of a mobile user’s 

applications to discover andreact to changes in the environment they are situation’’ 

(Schilit and Theimer, 1994, Schilit, et al, 1994). 

Context-aware systems are complex, and they can do different tasks such as data 

representation, data modelling, data management, reasoning from data, and analysis of 

contextual information (Thaduri, et al, 2014). It needed to require collaboration from 

various domains and from different components in a system. There also exists different 

context-aware systems that are difficult to provide a generic process though it consists of 

four main steps as shown in Figure 6 (Galar, 2014). 

Context Acquisition: The first step is to select and acquire necessary data from the sensors. 

The sensors can be physical sensors such as any wired or wireless sensors depending on 

the availability. In addition, the information can also be gathered from so called virtual or 

soft sensors to get secondary information.  

Storing Information: The data will be stored in repository. Before modelling the data, it is 

necessary to organize the data in taxonomical order so that the modelling because easier. 

There are several closed and open standards to store the data from bottom to top level 

characterizing with different entities. These entities can be defined with failure modes, 

failure effects, etc.  

Context abstraction: The context-aware system requires the abstraction level by 

interpreting or aggregating them which can be useful for data anlytics.  

Context utilization: At the last step, this data is analyzed with data analytics to provide 

decision support system.  

Context Acquisition Storing Information Context Abstraction Context Utilization

Physical sensors

Secondary sensors Contextual models Interpretation

Aggregation

Decision Support System

Context triggering 

condition

 
Figure 6. Four steps in Context-Aware Systems 

   

4. Engineering Asset Management 

 

The engineering asset management (EAM) term was coined by Amadi et,al 2010. He also 

reviewed state-of-the-art in asset management and developed a strategic framework 

considering comprehensive relationships and mechanisms among asset management 

process and activity. Ma, 2010, stated that the existing diagnostic and prognostic 

approaches available at that time are not enough for EAM and need further improved 

techniques and models. 

An attempt has been made on an integrated and intelligent EAM system for achieving 

maintenance, asset management, and decision support system (Bangemann, et al, 2006). 

McArther, et al 2005 used an agent-based system for monitoring real-time data to spot 

anomalous states in power systems. Ma, et al 2007proposed an agent-based asset 

management platform for power plant assets to communicate, coordinate, and plan for 

maintenance services. Wagle et.al 2008 created a multipurpose monitoring system that 
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combines information from multiple sensors and equipment with localized information. 

Frolov et.al 2010 exhibited a fundamental asset management ontology within asset 

management process architecture. The system developed by Trappey et.al 2015 involves a 

mechanism to reinforce the collaborative characteristics of maintenance and distribution of 

services. The ISO 55000 standard (ISO, 2014) offers an inclusive methodology for 

implementing an asset management system that aids establishments to attain their business 

objectives by an effective and efficient management of its assets. To rephrase, the interface 

that connects the cyber space to the physical space can be accomplished with proper 

strategy. 

Smart analytics including both predictive and prescriptive analytics for attaining such type 

of intelligence can be used at the specific machine. The influence of failure, operational 

and maintenance data at the various stages of asset management has been encouraged by 

the advent of advanced online sensors, the progressive implementation of e-maintenance 

(Galar, Kans and Schmidt, 2016). The functions of Asset Management are gathering 

critical data, throughout the life-cycle of the asset by condition monitoring the smart assets 

systems and acquiring data to conduct intelligent diagnosis and prognosis to provisioning 

maintenance decision process. To achieve the above goal, condition monitoring research 

needs to undergo a paradigm shift from its traditional focus that involves researchers from 

different areas to work collaboratively to develop efficient predictive methodologies for 

health assessment and effective engineering asset management. 

 

5. Life Cycle Management 

 

From the INCOSE Handbook, 2014, the life-cycle model management is defined as “an 

organizational process that creates life-cycle models as a basis for common reference to a 

project’s life-cycle”. To recuperate the effectiveness of the organization, feedback 

mechanism in the process is implemented for adjusting if there are deviations from the 

existing process. The International Infrastructure Management Manual (IIMM) studies 

life-cycle models with attention on the operations and maintenance phases (Roberts et al., 

2006). Life Cycle Costs (LCC) apparently included in the life cycle models for 

optimization of decision models for optimal maintenance for savings of the business. Kim 

et al.  (2010) demonstrates its application by developing a model to estimate LCC for light 

rail transit. Asset management embraces the life-cycle management in in better way. Asset 

management organizations has the structure of its management processes with strategic 

aims, legal and regulatory necessities, and customer hopes (Valencia, et al, 2011). 
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Figure 7 Framework for Life Cycle Maintenance (Takata, 1999) 

From the life cycle management, it is pointed out that operation and maintenance is the 

important phase considering LCC. The main aim of maintenance is to maintain the 

condition of products/items to achieve their necessary functions during their entire life 

cycle. Hence, “life cycle maintenance” to highlight its important role from the viewpoint 

of lifecycle management (Donca, et al., 2007). A framework for life cycle maintenance is 

required to be intervened to the CPS as shown in Figure 7. For satisfying the necessities 

of life cycle maintenance, the active implementation of a P-D-C-A (plan-do-check-action) 

cycle is vital. Maintenance strategic planning is the important role for selecting the best 
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maintenance action according the operation and requirements with further evaluation of 

the condition assessment of assets with maintenance technologies.  

During this entire process of maintenance strategy planning, CPS with the assisting 

technologies can play a vital part in deciding the best maintenance strategy by efficient 

communication among peers. These three loops shown in the figure, provide effective 

instruments for acclimatizing maintenance strategies to various static and dynamic 

conditions to withstand the successful operation. 

 

6 Applications 

This section details on existing applications of usage of CPS. The main industrial 

expectations for CPS are  

• Industry needs to be more resilient 

• Improved capacity by proper planning and operation with flexibility 

• Reduced carbon emissions using less stoppages and implementing system of 

systems approach with less combustions and noise pollutions. 

To attain these industrial needs, several consortiums, industries, organizations and 

universities are working together to meet these goals using CPS. 

6.1 Cyber-Physical Based Maintenance Strategies 

Lee and Behrad (2015) proposed a procedure for applying CPS in maintenance applications 

that is termed as “Time Machine Methodology for Cyber Physical Systems”. The 

information from the physical side like sensory data, work order/maintenance history, 

operation parameters, weather etc. are extracted on the cyber side using cyber-physical 

interface. This interface consists of computation algorithms consisting of prognostics 

health management (PHM) using physical and data-driven models to evaluate the condition 

of the assets. The watchdog agent thus converts this information to the virtual space. The 

virtual prototype for the existing machine can be developed by using virtual synthesis and 

send this information to cyber space. Cyber space provides whatever the condition in the 

physical replicates in cyber, the technology known as digital twin.  

6.1.1 Wind Turbine Health Monitoring System 

By implementing the above digital twin approach, the authors applied this approach in the 

wind turbine to assess the most critical metrics with mechanical component degradation 

and failure. Supervisory Control and Data Acquisition (SCADA) data and Condition 

Monitoring data are employed for data acquisition and condition monitoring. Several 

feature extraction methods have been integrated of predicting component faults, to examine 

vibration data at various operating scenarios, and diagnose detailed failure modes. 

6.1.2 Robot Health Monitoring 

This was implemented on a fleet of industrial robots that was intended to develop a 

predictive health monitoring system. Robots were behaving indifferent line speeds and 

hence a complex multi-scenario CPS based maintenance method has been implemented. 

The PHM algorithms comprise nonlinear relation between speed and torque for controlling 

the health state of the robot. The feature extraction module in cyber physical model 

produces several parameters such as pressure calibration, load ration, gear ratio, tools for 

robots. These features helped in allocating products to robots from production line. The 

operation and maintenance data from all assets in the fleet were processed and stored on 

the cloud. Several health monitoring procedures were performed on the data to predict the 

health condition of each robot in the fleet. 

 

6.2 MANTIS – EU project 

The MANTIS project’s (www.mantis-project.eu/) idea is to deliver a proactive 

maintenance service platform architecture using CPS that can provide estimation of the 

future performance. This can be achieved by monitoring the condition, prediction and 

prevention of the imminent failures and optimize the proactive maintenance. Algorithms 

need to be custom-built for distributing results at different levels of data processing (see 

Error! Reference source not found.). At the lowest level, sensor data collection, data 

cleaning, data fusion was performed and then several prediction methods such as fuzzy 
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logic, stochastic methods, Kalman filter, rule-based methods were applied. At the highest 

level, several data-mining methods was performed such as classification, clustering and 

regression analysis for carrying out data evaluation by anomaly detection of outliers, k-

means algorithms, machine learning (Papa, et al, 2016). 

The proactive maintenance platform consisted of dispersed processing chains. These chains 

will proficiently convert raw data into information and knowledge. To achieve the 

proactive maintenance service with CPS, an integrated domain knowledge system 

consisting of experts are needed for processing the data. This knowledge is further 

combined with data-driven approaches such as condition monitoring, connectivity and 

analytics with self-learning capabilities. There is a need to adopt the key technologies such 

as: 

• Smart sensors 

• Robust communication systems  

• Distributed machine learning 

• Cloud-based processing 

• Human machine interface (HMI)  

 

6.3 Cyber Physical Interface (CPI) for Automation Systems 

Kao, et al, 2015 proposed CPI for automation systems. The capabilities that were 

incorporated are; intelligent resilient future system that responds do dynamic environment, 

learning history and condition of other machines, planning maintenance actions from the 

other machines, self-assessment of component degradation for quality and learning form 

human intelligence for fault prevention.  

A self-aware and self-maintenance machine structure was developed with the above 

capabilities that can assess the health on its own, detect and predict the degradation 

behavior of the assets to support smart maintenance decisions. This concept of Smart 

analytics can be performed from the individual level to the top level in a system to achieve 

highest performance. 

To form an interface between the cyber space and the physical space, an analytics platform 

needs to be developed. For automation systems, it is still trivial. While implementing, there 

is a necessary to decide on which aspects such as assets, attributes and requirements which 

is important for end user that must be replicated from physical to cyber space.  

 

6.3.1 Experiments-Ball Screw Case Study 

For especially high precision machines that are used in critical systems, the accuracy of 

prediction ball screw health is important (Kao, et al, 2015). To improve the accuracy of the 

prediction, a test rig was built to conduct experiments on life testing of the ball screw by 

adopting CPS systems. At the smart connectivity level, physical sensors were installed to 

monitor the critical parameters such as vibration, speed, temperature, etc. By utilizing this 

data, a health-monitoring model was developed to predict the position error. 

For decision making of maintenance actions, there is need to collect additional data on 

different failure modes and maintenance data. Because of data acquisition system that 

collects data for every second, the large data must be processed first before transmitting 

across to the cloud server. Hence, at the data conversion level, feature extraction was 

performed that will be feasible to conduct diagnosis and prognosis such as data filtering, 

data pre-processing and selection of specific features. After the pre-processing level, the 

specific features or health value was connected to cloud, from physical to cyber.  

In the cyber level, a virtual ball screw was simulated by extracting the data analysis model 

developed from real data using smart connection. The virtual space must simulate and 

predicts the degradation behavior by considering different scenario of loads during entire 

component’s life cycle. The virtual model of the ball screw needs to adopt the self-aware 

and self-predict abilities. These are useful to provide different maintenance actions 

according to the context. Additionally, at the cognition level, the managers can exploit this 

information for optimizing maintenance strategies and for providing efficient feedback 

information at the design level to improve the reliability of the ball screw.  
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6.4 CPS for MRO in Transportation 

CPS for Maintenance, Repair and Overhaul (MRO) planning and control was initially 

discussed among several transportation systems and other MRO companies for airline 

industry (Mertins, et al, 2012), (Sampigethaya, et al, 2011). Knothe & Moos (2014) 

discussed the need for modification from vertical chain to horizontal chain with direct 

communication by incorporating with an architecture using agent-based technologies. The 

proposed architecture supported the implementation of compromise of chain process 

among four vertical entities t using CPS. These entities consist of specific capabilities are 

1. Transportation 

a. Schedule  

b. Resources  

c. platform 

2. Navigation 

a. Electronic ID 

b. Schedule plan 

c. platform 

3. Capacity 

a. Schedule  

b. Platform  

4. Operation 

a. Fight schedule 

b. Predetermined maintenance plan 

c. Platform 

SURFER project led by Bombardier Transportation was designed for developing a CPS 

system on-line monitoring of door of trains. The proposed architecture is used distinctive 

features of the holonic principles of recursively and cooperation. Initially, the information 

is combined and augmented among the various levels of the train. This is helpful for the 

maintenance center to evade huge unnecessary data and improve reaction timings of the 

Centre with more accurate information and health assessment. This approach has some 

limitations such as:  

• Doors which are critical for safety  

• No realization by integrating with the maintenance.  

• Fleet level was not realized 

 

7. Swedish Railway Infrastructure 

The Swedish Transport Administration (Trafikverket, 2016) is divided into seven key 

functions and five business areas as shown in Figure 8.  

The maintenance being one of the important practice areas and being integrated into the 

central features of the Swedish Railway organization. Traffic management, planning and 

maintenance works simultaneously for continuous railway operation. The proposed 

architecture for CPS for the railway infrastructure is shown in Figure 9.  

The knowledge gained from the previous applications and assisting technologies in the 

previous sections are incorporated into this architecture. Each level is described below: 

Smart connection Level: Trafikverket already maintains different sets of data such as asset 

data, condition data, maintenance work orders, inspection and other additional data as 

described in Thaduri et al., 2015. In addition, the sensor data from IoTs and RFIDs are also 

incorporated into the data layer. 

Data-to-Information Level: The core approaches are listed in this level. Since the data is 

always not correct enough, data mining and data cleaning methods are performed for the 

right decision. A further preprocessing of this data helps to obtain the necessary data for 

further analysis. By using the feature extractions techniques described above, the health of 

the railway infrastructure is performed using advanced diagnostics and prognostics 

methods. 
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Figure 8 Trafikverket Organization 

Cyber Level: From the above experience, cyber level tends to create a virtual environment. 

By using the existing data, physical systems are emulated to 3D simulation and to be 

combined with asset condition evaluated in previous level. The proper integration can be 

carried out using cyber-physical interface using machine learning techniques with 

locational data. 

Cognition Level: This level where most of the data-analytics and computational methods 

are implemented to develop interactive atmosphere of railway infrastructure. The Life 

Cycle Management and asset management are conducted in this level for comprehensive 

information management. Maintenance analytics provided by Kans, et al, 2016 are also 

implemented for maintenance decision support. Visualization of the past, present and 

future status of the railway infrastructure is also represented. 

Configuration Level: The self-aware and self-maintenance capabilities proposed by Kao, 

et al, 2015 are incorporated to develop real-time and self-adjusted capabilities to maintain 

the infrastructure operational. 

 

8. Conclusion 

Due to the industrial requirements, there is tremendous interest increasing over the years 

in implementing the CPS for several systems. In doing it, it is highlighted that the operation 

and maintenance phase in the lifecycle management and asset management form a 

significant role in meeting the requirements. Though existing methods is attaining at the 

prescribed level, due to the advancement of ICT over the years, there is need for integration 

of several technologies to develop an approach and CPS serves this purpose. More and 

more complex and complicated tools, technologies and algorithms to maintain the 

condition, the integration of these technologies in CPS is becoming converged. Some of 

the existing architectures are presented in this paper and CPS architecture for the railway 

is proposed. There are still several challenges to practically implement CPS in the real-

world scenario with maintenance in context. This CPS will also enable to develop Digital 

Twin for Railways to improve the robustness, efficiency and capacity to compete with the 

global market. 

 



14  

 

Cloud

Asset Data

Condition Data Inspection Data

Maintenance Data Sensor Data

Data Mining 
and Cleaning

Preprocessing

Extra Data

Feature 
Extraction

Statistical 
Analysis

Health 
Assessment

Diagnostics 
Prognostics

IoTs RFID

Virtualization 
of assets

Virtualization 
of condition

Mapping asset 
with condition

Virtual 
Simulation

Realtime 
Alerts

Machine 
Learning

Big Data 
Analytics

Context-aware 
Computing 

Remote 
visualization

Integrated 
Simulation

SoA
Life Cycle 

Management

Self-
awareness

Self-
maintenance

Self-
configuration

Configuration Level

Cognition Level

Cyber Level

Data-to-
Information Level

Smart 
Connection 

Level

 
Figure 9 CPS architecture for Swedish Railway 
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