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Abstract Space weather is a phenomenon in which

radioactivity and atomic particles is caused by emission

from the Sun and stars. It is one of the extreme climate

events that could potentially has short-term and long-term

impacts on infrastructure. The effects of this phenomenon

are a multi-fold process that include electronic system,

equipment and component failures, short-term and long-

term hazards and consequences to astronauts and aircraft

crews, electrostatic charge variation of satellites, disrup-

tions in telecommunications systems, navigational systems,

power transmission failures and disturbances to the rail

traffic and power grids. The critical infrastructures are

becoming interdependent to each other and these infras-

tructures are vulnerable if one of them is affected due to

space weather. Railway infrastructure could be affected by

the extreme space weather events and long-term evolution

due to direct and indirect effects on system components,

such as track circuits, electronic components in-built in

signalling systems or indirectly via interdependencies on

power, communications, etc. While several space weather-

related studies focus on power grids, Global Navigation

Satellite System (GNSS) and aviation sectors, a little

attention has focused towards probability of railway

infrastructure disruptions. Nevertheless, disruptions due to

space weather on signalling and train control systems has

documented but other systems that railway infrastructure

dependent upon are not very well studied. Due to the

advancements in digitalization, cloud storage, Internet of

Things (IoT), etc., that are embedded with electronic

equipment are also possible to prone to these effects and it

is even become more susceptible to the extreme space

weather events. This paper gives a review of space weather

effects on railways and other transportation systems and

provide some of the mitigation measures to the infras-

tructure and societal point of view.
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1 Introduction

From the historical record of the environment, the

ecosystem of earth like living beings, infrastructure and

nature are prone to the extremities of weather related to

earthquakes, droughts and floods, ice storms, hurricanes,

cyclones, tsunamis, and tornados. There are some rare

catastrophic events such as asteroids, comments, solar

flares or other space objects that enter earth’s field affects

the environment. These events have severe disruptions to

the upper atmosphere and near-Earth space environment

guided by the magnetic movement of Sun and create dis-

ruptions to the existing infrastructure by a change in

Earth’s magnetic field. Owing to the development of new

technologies, telephone, internet and radio communica-

tions, and interdependence on space-based communica-

tions and navigation, the necessity of transportation

systems, the susceptibility of recent society and its tech-

nological infrastructure to ‘‘space weather’’ has increased

intensely. Sensing the Sun-Earth system has become more
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serious as satellites and human activity in space have

become more common.

Space weather is a term used to describe the variations

in the Sun, solar wind,1 ionosphere,2 magnetosphere3 and

thermosphere,4 that can influence the performability and

dependability of a variety of spaceborne and ground-based

engineering systems and also threaten human health and

safety (Koons et al. 1999). Ionosphere layer is exceedingly

vital for telecommunication systems, as it impacts the

movement of radio waves. At higher latitudes, there is an

extra source of ionization of the ionosphere associated

with—the aurora. The high-speed electrons and protons,

arriving from the magnetosphere and rising down the

Earth’s magnetic field lines causes the aurora.

Space weather originates primarily from solar activity

and emitting optical and near-infrared radiation. During

solar disturbances, there is significant deviation across a

range of wavelengths (e.g. Extreme Ultraviolet Radiation

(EUV), X-Ray, and radio) because of the release of solar

energetic particles. These particles from the Sun during

space weather events affect currents of fluctuating intensity

in the ionosphere and magnetosphere. The currents gen-

erate a magnetic field whose time variations stimulates a

geoelectric field that in turn, produces currents in the

conductors including Earth and ground-based technical

networks. This includes electric power grids, oil, sewer and

gas pipelines, radio and telecommunication cables and

railway systems (Watermann 2007).

These currents are known as ‘‘geomagnetically induced

currents (GIC), which are thus ground effects of space

weather. These are known as, and their induction can occur

in any long surface conductors or through the Earth’s

surface. In summary, the stream of GIC can be described

using Faraday’s and Ohm’s laws as follows: ‘‘time-varying

currents in the near-earth space create temporal variations

of the geomagnetic field’’. It should be noted that the

geomagnetic variation and the geo-electric field are pri-

marily created by space currents, but currents induced in

the Earth also give an important secondary contribution.

A solar storm represents atmospheric effects observed

on Earth from solar events that occur on the Sun. Solar

storms create strong currents in the magnetosphere, fluc-

tuations in the radiation belts and variations in the iono-

sphere, involving the heating of the ionosphere and the

upper atmosphere region known as the thermosphere.

During solar storms, the currents in the ionosphere and the

energetic particles that cause them into the ionosphere add

energy in the form of heat that can rise the density and

distribution in the earth orbit. Usually, these variations of

the Earth’s ionosphere will influence radio transmissions in

the high-frequency band (HF) since they use the ionosphere

to reflect the radio wave back to Earth. These solar events

include the phenomena and events as illustrated in

Fig. 1(Moldwin 2008):

• Solar flares: are the flares of X-Rays and other

electromagnetic radiation.

• Coronal mass ejections (CME): are high-speed bursts of

denser solar matter. Hot matter erupts out of the Sun’s

atmosphere and into interplanetary space that taking

about four and a half days to reach the Earth. The

impact of CMEs on the Earth is a complicated process

intensely affected by the alignment of magnetic fields.

• Solar radiation storms: enhanced fluxes of energetic

charged particles.

• Solar radio bursts: strong bursts of natural radio

emissions.

• Solar wind: corpuscular radiation, charged atoms and

sub-atomic particles emissions.

The American National Oceanic and Atmospheric

Administration (NOAA) predicted that ‘minor’ geomag-

netic storms happens around 1700 times for the duration of

a 11-year cycle, influencing 900 days; with an ‘extreme’

geomagnetic storm5 happening at 4 times for the duration a

cycle, influencing 4 days. These events do not only include

strong currents but also currents of medium and weak

strength and there is an insufficient knowledge or infor-

mation on these minor currents. Due to the stochastic

behaviour of these events, it is hard to predict and when

they will happen and prevent them but, it is probable to see

a common trend (Grant et al. 2012).

2 Effects on infrastructure and society

There is a complexity of the past and present technological

infrastructure and over dependent on electronic systems

that has applications in connectivity, data storage and

operations. These systems can have impacts of severe

space weather events and precautionary measures are often

mainly dependent on the experience and knowledge gained

from the past few events on various technologies (Baker

1 The continuous flow of charged particles from the sun which

permeates the solar system.
2 In general, the ionosphere contains only a small fraction of the

Earth’s atmosphere (above 100 km there\ 1% of the mass of the

atmosphere).
3 The magnetosphere is formed by the interaction of the solar wind

with Earth’s magnetic field.
4 thermosphere extends from about 90 km (56 miles) to between 500

and 1000 km (311–621 miles) above our planet.

5 A geomagnetic storm is a short-term disruption to the Earth’s

magnetosphere that is triggered by a solar wind shock wave and/or

cloud of magnetic field that interacting with the Earth’s magnetic

field. The growth in the solar wind pressure primarily squeezes the

magnetosphere.
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and Lanzerotti 2016; Vennerstrom et al. 2016). In addition,

there is also an increasing trend on awareness of climatic

events and climate adaptations of these infrastructure,

space weather is becoming major attention in upcoming

days (Patt et al. 2013).

From the time of monitoring of storm activity, the lar-

gest recorded event occurred between August 27 and

September 7, 1859 and named as the ‘Carrington Event’

that disrupted telegraphs worldwide. Such type of events at

present can disrupt not only electric power grids but also

can disrupt the whole infrastructure. These events can

cause short-term operational anomalies due to exposure to

spacecraft by energetic particles and radiation belt in

addition to destruct crucial electronic equipment deterio-

rate solar arrays and mask optical systems such as imagers

and star trackers (Baker et al. 2004).

The initial awareness and knowledge of the social,

ecological, and economical consequences and repercus-

sions of space weather is increasing but is still elementary.

In addition, it also necessary to understand and evaluate the

consequences causing disruptions of individual and inter-

dependencies of infrastructure due to space weather. Usu-

ally, space weather events are considered as a low-

frequency/high-consequence (LF/HC) event. These events

can have potential to become a significant impact and

difficult to process and develop appropriate plans for

managing with these events. Due to its behaviour, it is also

difficult to plan and provide budgets for rehabilitation and

contingencies and enough management capability to

counter those events that encounters the foundation for

traditional policies and risk management. In addition,

social and other institutional reactions to space weather

events necessitate a separate and unique methodology than

technical system responses (Board 2008).

Fig. 1 Solar activities and effects in the solar system
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2.1 Effects in secondary systems

Critical infrastructures depend on several subsystems that

are interdependent that work towards the goals of the

society. However, these subsystems can also be vulnerable

to the space weather events and are briefed below:

2.1.1 Navigation systems

Harmful outcomes of the equatorial position in ionospheric

abnormalities on satellite-based communication systems

and navigation systems have been explored and examined

over the past years as space weather events have the

capability to critically interrupt the technological infras-

tructure of current-day civilisation (Roy and Paul 2013;

Hapgood 2017).

2.1.2 Power systems

The critical infrastructure that society has become most

reliant on is the power grid (Boteler et al. 1998). The

impact of space weather on the power grid systems is a

substantial and recurrent hazard with possibly severe con-

sequences on the society. Since power systems are the

major subsystems, there is a need for better preparedness to

reduce the GIC impacts. In some countries like Finland,

models and tools were developed to predict and assess the

impacts of these events on the power grids. In some

countries, the transmission grids were less prone to these

events (Krausmann et al. 2013). There were significant

effects like transformer saturation, reactive power losses,

harmonics, transformer heating, generator overheating and

protection relay tripping due to space weather events in

power systems (Piccinelli and Krausmann 2014). These

events also could affect the economic value of power grids

(Eastwood et al. 2018).

2.1.3 Pipelines infrastructure

Pipelines, especially that are underground or underwater

are usually protected from corrosion and other primary

effects by preserving them at a negative electrical potential

w.r.t the ground. At the event of a magnetic storm, the

electric field caused along the pipeline may neutralize the

utilized prospective, take away the protection of corrosion

and probably even speeding up of corrosion process

(Cander 2019; Pirjola et al. 1999; Trichtchenko and Boteler

2001).

2.1.4 Radio communications

Space weather effects radio communication in different

ways. From the radio frequencies within the range from 1

to 30 MHz range (known as ‘‘High Frequency’’), the

variations in ionospheric density and structure alter the

transmission path and even prevent transmission of HF

radio signals totally. The increased D-layer due to ioniza-

tion by solar flares acts as a reflector of radio waves at

various frequencies and an absorber at the additional fre-

quencies that will lead to blackout condition (Pesnell

2015).

2.1.5 Telecommunication cables

Initially, long distance telecommunication cables were

perhaps the first human technology to be influenced by

space weather called ‘Carrington event’ happened during

mid-19th century where ‘‘anomalous currents’’ flowed in

telegraph cables (Lanzerotti 2001a). Recently, the opera-

tion of a transatlantic cable was also rigorously disturbed

during the magnetic storm of 13–14th March 1989. Gen-

erally, long-distance telecommunication cables comprise of

optical fibres instead of wires, the direct effects due to

geomagnetically induced electric field becomes negligible

that previously. Daglis et al. (2019) has also provided their

impact of space weather events on the economic activity

and its effect on telecommunications. Nevertheless, the

power supply to signal amplifiers all along the length of the

cable must be modified in order to manage with GIC cur-

rents. In that aspect, space weather models can facilitate for

defining and identifying design parameters (Goodman

2006; Clark 2001).

2.2 Interdependence on the society

Modern-day technological society is shown by a complex

intertwine of dependencies and interdependencies among

its several critical infrastructures as shown in Fig. 2. The

analysis of susceptibilities due to interdependencies of

railway systems on the other systems in case of Swedish

Railway transport was conducted by (Johansson et al.

2011). As the national and international infrastructures and

services grown exponentially in complexity, design and

interdependence over time, any major disruption of one of

the infrastructures can have a seemingly widespread

impacts on the other infrastructures. Services includes

provisioning of backup that needs to be adequately sepa-

rated from each other that a single event or possibly much

numerous events could not instantaneously closed on other

locations. Interestingly, railways could also impact on

other infrastructures such as pipeline infrastructure that

influence inter-dependent failures (Garmabaki et al. 2020).

It was also stated that the impacts on these interdependent

infrastructures might continue for multiple years in future,

with a possibility for substantial societal and economic

impacts that could be quantifiable in the numerous trillion
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per-year range (p. 30, Board 2008; Oughton et al. 2017). In

case of disruptions to the telecommunication systems, it

could have long standing disruptions to the other dependent

infrastructures such as transportation, power, internet, etc.

(Forte et al. 2018).

3 Effects on railway infrastructure

Railway transport majorly depends on the availability of

other critical infrastructures such as power, signalling,

communications, and navigation systems for operations

and positioning and the previous studies showed that these

technologies were and could be disrupted during space

weather. Due to the introduction of digitalized railways,

such as big data (Thaduri et al. 2015), maintenance 4.0

(Kans et al. 2016), Internet of things (IoT) (Jo et al. 2017),

cyber-physical systems (Thaduri et al. 2020), there may

also be disruptions of other digital electronic equipment

within vehicles and infrastructure. Railway signalling

could be affected as well (Pirjola 2005). Technological

advancements have increased the risk of adverse effects

caused by the solar storm. Previously, the steam trains were

not exposed to the solar storm, but the current electric

trains are extremely susceptible. In addition, railways can

drive reverse back additional currents into railway sig-

nalling systems from the track circuits due to insufficient

isolation (communicated via the long rails). This is basi-

cally the similar phenomenon as the currents that destabi-

lize power grids in the event of major magnetic storms

(Eroshenko et al. 2010).

The rail sector’s power-grid dependency is a critical

vulnerability because of its immediate impact on the rail-

way network, but power failure can also affect other sys-

tems in the station. From a safety criticality standpoint, the

most significant systems that may be affected by GIC are

signalling and traffic control systems. This problem exists

due to the increase in lengths of track-circuit and longer

length of trains. The other problems related to the variation

in alternating current (AC)/direct current (DC) rail systems

also need to be taken into account (Girgis and Vedante

2012). Other railway equipment such as heating systems,

switching actions can also be possibly susceptible to GIC

are wayside cables, telecom and line-side circuits, backup

systems, batteries, condition monitoring systems, point

circuits in switching and crossings and location cabinets

(Krausmann et al. 2015).

Looking into the outlook, advanced train control tech-

nologies, like European Train Control System (ETCS) and

European Railway Traffic Management System (ERTMS)

also dependent on communications channels using mobile

phone and wireless technology. They are conceivably

susceptible to interference from solar radio bursts. These

communication channels facilitate trains to transmit their

Fig. 2 Interdependence of systems on the society
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speed and position to control centres using mobile and

wireless technology and for those centres to communicate

movement to trains. Interference from radio bursts could

break the control communications leading to halting

movement of railways and could disrupt railway schedules.

There has been reduced influence on the solar maximum

from 2012 to 2015, but these systems might expose more

predominant effects by next solar maximum (2024) that

lead to higher risk. The present developers and potential

users of the technology must perform experiments to

monitor solar storm problems on the current systems and

search for solutions for long-term impacts (Lanzerotti

2001a, b, b).

3.1 Swedish railway infrastructure

Railway infrastructure comprises of large area and usually

difficult to operate and maintain provided its complexity,

number of stakeholders, weather fluctuations, government

regulations, unexpected demands, and its interdependen-

cies on other critical infrastructures (Johansson et al. 2011).

Trafikverket is mainly responsible for the long-term

infrastructure operation, maintenance and renewal planning

of road, rail, sea and air transport in Sweden.

3.2 Review of space weather events

Although GICs have probably disturbed railway infras-

tructure frequently, rather, there are only few instances of

cases (Wik 2008) including a problem in Swedish railways

in July 1982 reported by Wallerius (1982). In this case,

there was a technological effect of an unexpected change in

traffic light. In usual conditions, in the absenteeism of a

train, a battery maintains a DC voltage of 3–5 V between

the rails and over relay and becomes energized. A second

circuit was disturbed by the relay and it was in connection

to the traffic lights; it indicates that the light is green when

the relay is energized, while a de-energized relay generates

a red light. At the night between 13–14th July 1982, the

traffic lights turned automatically from green to red without

any apparent reason in a 45 km long railway track section

in the southern part of Sweden. After a certain period of

time, the lights turned again from green to red again. In the

presence of train, the axles of the train bogies short-circuit

the rails creating a voltage of zero hence de-energizing the

relay and turning to a red light (Wik et al. 2009) as shown

in Fig. 3. This event has headed to few more researches in

Swedish Transport infrastructure (Trafikverket) (Fällman

1999; Wästgärds 2000). These records provided more

information of space weather events on different subsys-

tems in Swedish railways.

A similar case on the effect of solar storm events on the

railway systems was provided by Lam et al. (2002). On

October 2003, the GIC effects on the Swedish power sys-

tem located in southern part, Malmo, resulting in a power

failure in addition to the predominant space and geophys-

ical conditions, as explained by Pulkkinen et al. (2005) and

Lundstedt (2006). Swedish ground-based railway networks

have endured from GIC impacts on numerous other inci-

dents (e.g. Elovaara et al. 1992; Boteler et al. 1998;

Lundstedt 2006).

While the research remains limited, Boteler et al. (1998)

explained the effects of geomagnetic disruptions on elec-

trical power systems. A prediction of GIC in power sys-

tems was provided by Pirjola (2000). Lundstedt (2006)

provides a brief explanation of the susceptible Swedish

power system (because of its proximity to the aurora area

and pipeline system), in addition to the past explanation

geomagnetically induced currents effects, from the Hal-

loween events in 2003 to November 2004. It was coming to

know that Sweden has faced GIC impacts is reasonable

because of the country’s location at the high latitude.

Nevertheless, the vicinity to the aurora zone is not only the

main reason for assessing GIC risk. The levels of GIC and

the sensitivity of a system also are related to the structure

of the system, resistances derived from the design and

operation and other technical aspects of the railway

network.

The scale of the induced currents and electrical fields are

also dependent up on electrical conductivities of the vari-

ous layers inside the earth crust. Magnetic fluctuation with

shorter frequencies is usually permeate lower into the crust.

These currents are majorly guided by the geoelectric field

that is coupled with magnetic fluctuation in electric power

grid networks, pipelines, communication cables and rail-

way equipment. GICs add up to the standing currents and

this will trigger saturation of the device’s performance,

raising to multiplied harmonics, needless tripping of relays,

raising in reactive power loss, frequency and stochastic

voltage drops, long-lasting damage to the power trans-

formers and blackout of the complete system (Hanslmeier

2010).

3.3 Space weather effects on railway systems

There has been some evidence of effects of space weather

on railway systems not only in Sweden but also in other

countries such as Russia, Siberia, etc. as shown in Table 1.

Some of the events could be affected by the space weather

are listed below. There is also a lack of understanding of

possible effects since these studies are at the initial stages

of research. Due to criticality of these effects, there is a

necessity to consider these issues in building robust

systems.
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3.3.1 Effects on railway bearings on the rolling stock

A possible risk for rolling stock is corrosion due to addi-

tional electric current. Bearings, in general, are in a rota-

tional mode, since the electric current goes all the way

through a bearing causing arcing and burning. These

effects happened on the thin oil film located at joints of

contact between the raceway and rolling elements. The

induced current can change the characteristics of the

component and electromagnetic interference cause faults

and failures in the Swedish Railway (Niska 2008). By

observing the Kp-index (the index that represents the

intensity of solar storm) and the failures of bearings in

Swedish mine, we found that during the event on St.Pa-

trick’s day (17–18th March 2015), several bearings was

failed as shown in Fig. 4. However, there is scope of fur-

ther research on upcoming events. Morant et al. (2012)

studied the impact of railway electro-magnetic interference

(EMI) on railway train operation and environment and

solar storms could affect EMIs.

3.3.2 Railway power problems and their mitigation

Measurable induced currents flowed in the earth and in

long lengths electrical conductors either in overhead cables

or track circuits. GIC induction destructs components in the

power-grid, such as inductors, capacitors and high-voltage

transformers that could results in the extended loss of

power. These GICs and existing currents gradually change

in a span of minutes to hours and might saturate power

transformers of � of 60 Hz cycle. This saturation results in

increase of harmonics and eddy currents on the cables and

wires in the power transformer leading to transformer

heating. If there exists protective relays on power lines,

then it usually doesn’t trip that could lead to stability

problems (Pulkkinen et al. 2005). The disturbances of

geomagnetic storms in Swedish power systems are listed in

(Kraftnät 2011).

Voltage fluctuations have been detected on feeding and

relay circuits of the railway signalling system, and damage

of traction current could halt trains which are electrically

powered. Railway stations may also be influenced by a

Track Block
Occupied
Block

Signal
Relay de-
energized

Energizing
battery

Signal
display
stop

Insulated gapsWheel & asle
tracks

Signal
Relay de-
energized

Energizing
battery

Signal
display
clear

Fig. 3 Change of signal due to presence of wheel

Table 1 Space weather events on railways in several countries

Year Place Event

March, 1847 UK Spontaneous currents were noticed on the telegraphs on several other track sections of railway

May, 1921 USA/

Sweden

Telegraph explosion at the railroad station in New York and in Sweden a telephone station was burned out

July, 1982 Sweden Railway signals were automatically turned from green to red by induced voltage

March, 1989 Russia Geomagnetic storm disturbed the automatic railway systems triggering several signals by reporting with false

obstructions of railway track

April, 2000 Russia Unexplained anomalies in railway circuits in Russia were reported

March, 2001 Russia Railway circuits described false tracks blockages with the high geomagnetic storm activity

October,

2003

Russia Unexplained anomalies in railway circuits were observed

November,

2004

Russia Signals suggesting false blockages in the railway tracks in Russia with random behaviour of signals
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power disruption (Krausmann et al. 2015). Nevertheless,

the older transformers with absence of online condition

monitoring, the presence of gas evolution and water

content in the transformers could be a problem. Another

option for monitoring the transformer is to detect the hot-

test point that would lead to the real time digital modelling

Fig. 4 (Top) Kp-index (Bottom) bearing failures; On December 2015, there was peak in bearing’s refurbishments that correlates to kp-index. (X-

axis is the time and Y-axis are the percentage of degradation of bearings)
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of the transformer design, along with the GIC and AC

voltage for that transformer. Hence, there is a need to

monitor the transformers for all grid facilities that are being

developed. A serious solar storm could spoil up to 300

EHV transformers, causing a lack of power for several

years whilst additional transformers are manufactured and

fitted (McMorrow 2011). An attempt has been made in

Finland to understand the effects of solar storms on DC

transformers (Pulkkinen et al. 2011). They are concerned

of the danger caused by GICs and need to take necessary

measures to prevent destruction in the grid itself, e.g.,

through suitable transformer specifications and require-

ments must be designed during acquisition (Kappenman

2010).

3.3.3 Incorrect signal settings, risk of derailment

and crashes

Railway signalling is one of the most important systems in

the railway infrastructure in terms of operation and safety.

From the previous studies, there exists anomalies in sig-

nalling systems have been detected during geomagnetic

storms. The failures on railway signalling would have

severe consequences such as accidents due to false occu-

pancy (Colla et al. 2018), effect on maintenance (Consilvio

et al. 2019a, b) and vulnerability analysis of complex

railway systems (Baglietto et al. 2018). Previously stated,

high intensity GICs can induce the high voltage fluctua-

tions on the signalling channels that disrupt both short term

and long-term impacts on performance of these systems.

At especially high altitudes such as countries falling in

this region, Sweden, Finland and Russia, there is some

indication of several anomalies in communication sig-

nalling systems have matched with geomagnetic storm

conditions (Bothmer and Daglis 2007). There was also an

unbalanced operation of automatic signalling and train

control equipment that happened in 2004 on East-Siberian

Railway (Ptitsyna et al. 2008). Specifically, signalling

systems have registered an instance of false blockages

(right-side failure) someplace no trains were existent

(Wallerius 1982). The initiation for signal anomalies is

understood by the induced currents originating from the

ground during the event of especially strong geomagnetic

storms. At these conditions, the natural electric field is big

enough to decrease the operating voltage on the relay.

Signalling is disrupted by a power outage as well. The

measurement and analysis of electromagnetic interference

on signalling issues in railway was studied (Niska et al.

2011).

Damages to track-circuit feed transformers might lead to

a loss of the ability to detect train and, hence, to right-side

failure (Dorman et al. 2008). Currents induced/directly

coupled to a railway might trigger a wrong-side failure.

These conclusions are based not on thorough computations

but on the basis of expert judgment. Experience shows that

the failure physical characteristics may change when the

train is in motion. The position of a train within the net-

work could also change the probability of right vs wrong-

side failure. There exists an uncertainty on the behaviour of

trains whether trains need to be stopped if there were no

signals presented at the traffic light and to be communi-

cated to train management systems (TMS) (Wik 2008). In

the case of an extreme solar storm, several systems in the

railway network that are dependent upon positioning of

train can be also affected. This could lead to a risk of

crashes of rolling stock. The accurate positioning of the

trains is a vital for train control and signalling, and this can

be disrupted via Global System for Mobile Communica-

tions – Railway (GSM-R) (Krausmann et al. 2015).

3.3.4 Track circuits

In Sweden, railways are fitted with track circuits using DC

current. The electric track circuits are the crucial compo-

nents in devices of the electric, automatic lock-out, and

integrated traffic control because they provide a depend-

able communication link between rolling stock and TMS to

ensure railway traffic safety. Track circuits normally con-

sists of two joint connectors and isolation junctions for the

purpose of electric disjunction of nearby track circuits,

relays on the track and cable racks across the track relay

and power that are in connection with rails.

Research conducted jointly by Natural Resources

Canada (Eroshenko et al. 2010) and the Finnish Meteoro-

logical Institute has considered the possibility of effect of

track circuits by geomagnetic disturbances. This study was

conducted based on the knowledge experienced from

geomagnetic induction in the power grid and pipelines

from previous studies, and existing knowledge on possi-

bility of AC interference in railway signalling. It was

recommended for balanced track circuits that GIC and

stray currents make a common-mode interference where

the voltages in the two adjacent tracks cancel out each

other without affecting the track-circuit operations. This is

due to rate of change of magnetic field arises from the

event (Hagpood 2011).

A separate condition happens for unbalanced track cir-

cuits described by a short circuit to the ground or between

two tracks. The unbalanced track circuit can face differ-

ential-mode interference causing a distinct voltage. This

variation in the difference in the voltage can impact rail

operations. It was necessary to understand in more detail

whether this could affect the level of geomagnetic distur-

bance impact on track-circuit operations. Initial studies

showed that the susceptibility of track circuits to GICs/

stray currents can occur when a GIC produces a

123

Int J Syst Assur Eng Manag



differential-mode interference in the unbalanced track cir-

cuits. It is undetermined at this point whether loading of

GIC in track circuits may permanently have effectively

changed from right-side failure to wrong-side failure, or

vice versa, thus establishing a substantial safety risk

(Krausmann et al. 2015). The direction of the railway

tracks also needs to be considered because, it was theo-

retically calculated that, induced currents has major impact

on west–east direction than south-north direction.

Northern railways are different in the anomalies repor-

ted. In several instances, through the main stage of a

magnetic storm, below tracks, the relay voltage might

steadily decrease, and the track relay was de-energized.

The false occupation signal was also lived within 1 min or

throughout the next 30 s, the voltage steadily increased

back to the minimal value. This behaviour occasionally

persisted over several hours, following which usual pro-

cedure was regained. The feeding voltages on both the

main and reserve feeders were supposed to be normal.

Voltages variations were detected on both the relay and the

rails and on both the relay and feedings ends. Only short

and insulated sections were ‘‘fictitious occupied’’ and long

tracks were usually not blocked (Liu et al. 2016). One

reason for this phenomenon may be the manifestation of

induced currents, i.e. GICs, in short rail circuits through

strong and rapid variations of the geomagnetic field

deprived of a reaction from the railway signalling (Wik

et al. 2009).

The GICs on track circuits was simulated and it was

reported that the voltage on the track relay coil of the two-

element two-position relay of the signal relay was reduced,

and current phase deviated from ideal working value when

storm happened, which may cause malfunction of the relay

and railway signal lights to flash red light (Liu et al. 2015).

3.3.5 Communication systems and commercial power

in railways

Generally, variations to the Earth’s ionosphere can alter

radio transmission signals in the high-frequency band (HF),

for the reason that the ionosphere reflects a radio wave

transmitted back to earth. Satellites were being designed

and improved over the years to reduce the damage risk

owing to surface charging. The signal to transmit with a

satellite across a highly charged atmosphere layer in the

event of a storm can be attenuated, but Infrastructure

Managers do not depend on satellite communications for

critical railway functions. Fibre optic long-distance cables

also need to be reduced that effects to the leased network

essential services for code lines, data and voice networks.

Electric fields produced by geomagnetic storms can also

cause in currents running into the transformers and utility

lines. Modern signalling circuits are balanced, and usually

intentionally ungrounded only common mode impact could

lead to disruption (MacMillan et al. 2000).

3.4 Potential future vulnerabilities

Space weather events might affect the GNSS-originated

position, navigation and timing data by influencing the

satellite’s function or registered position, together with

influencing the user’s capability to collect the transmitted

signals. The receiver’s tracing of GNSS signals might be

lost through interference and noise. Positioning of train

appears to be less of a challenge as GNSS is not the main

technology utilized for this function (e.g. due to presence

of tunnels). Nevertheless, various location-dependent

functions, such as controlling the speed, detection of land-

slip and maintenance strongly dependent upon Global

Positioning System (GPS) and other redundant systems

must be deployed in crucial areas wherever necessary

(Krausmann et al. 2015).

4 Mitigation measures

Some nations begun to address the risks linked to solar

storms and started research in early warning detection,

vulnerability issues and consequences and brainstorming

best practices to reduce or eradicate the problem (Schieb

and Gibson 2011). The economic considerations motivated

important infrastructure operators with regard to operating

risk mitigation policies in operation and maintenance that

are reliant on prediction and forecasting of geomagnetic

storm (Erinmez et al. 2002). One of those practices is to

open up over-the-pole routes provided for civil aviation

flight routes between Asia and North America through the

early 1990s. Lately, these routes introduced new opera-

tional challenges which were not thought of these issues

(AMA 2007). There is a need to investigate current miti-

gation procedures, mitigation cooperation endeavours, and

industry particular risk mitigation measures for improved

operation (Odenwald 2012). The below mitigation mea-

sures are for all transportation systems in general.

• With the early warning of the storm, there can be a

possibility that the crucial infrastructure owners and

operators can employ plans of contingency during

severe geomagnetic storms.

• Integration of forecasting and awareness of solar storms

through the international forum of electricity distribu-

tion grids would decrease risks posed by them and can

implement operational mitigation strategies respective

to their field (Krausmann 2011).

• Developers and prospective users of transportation need

to observe solar storm difficulties and look for solutions
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in design and manufacturing to reduce the long-term

impacts.

The major mitigation mechanisms schemes, techniques

and approaches ranging for the railways that were descri-

bed in Sect. 4 are stipulated below:

• Bearings that are instrumented might also be influ-

enced, as their embedded electronic components are

vulnerable to loading of GIC. This has a significant

effect on the vibrational characteristics and changes the

features. The lifetime of these bearings may be reduced

because of the sudden accumulation of stresses, chang-

ing the maintenance issues over time. These effects may

be sudden or progressive failures with an impact on

maintenance limits over time (Krausmann et al. 2015).

• Mitigation is expected to be undertaken as early as

possible to lessen the vulnerability on the railway grid.

The cost seems to be moderate when associated to the

economic impacts of a single storm. Particular mea-

sures should include (McMorrow 2011):

– Inserting a real-time GIC observers for every

susceptible transformer, with methods to cut down

AC power whenever necessary to prevent perma-

nent destruction;

– Exploiting digital relays to prevent false tripping

after GIC harmonics are appears to require essential

tripping;

– Adding neutral-current-blocking-capacitors

(NCBCs) together with shunt protection;

• The control of differential mode voltage is implemented

to lessen interference to the track circuits and also

reduce in design of rail to rail voltage, insulated joints,

impedance bonds, surge arrestors, and ballast mainte-

nance as an integral part of the railway maintenance.

• The track circuit would function at a frequency that was

nowhere near to any specific power frequencies (or

harmonics) and utilize a modulation method so that the

recipient will know it was getting a real feed from the

transmitter.

• If a storm is severe, a utility must respond in just a few

seconds to lessen the obstruction by reducing line

lengths, make sure of employing sufficient reactive

measures, or by implementing other necessary mea-

sures to safeguard protective equipment does not

disrupt the system when it does not have to function.

• Several utilities are implementing preventive and

proactive procedures to observe the internal tempera-

ture of the oil in transformers and they are also

monitoring the harmonic content using condition mon-

itoring techniques of their power grids to find out when

changes are happening. Nevertheless, a particular risk

to the grids that supply power—particularly railway

feeding systems (MacMillan et al. 2000).

5 Forecasting of space weather events

The main function of a nation’s space weather infrastruc-

ture is to deliver consistent long-standing forecasts, though

the significance of forecasts differs corresponding to

specific industry. With a long-term forecasts and minimum

false alarms, the different user groups might take necessary

actions to mitigate/reduce the impacts of approaching solar

disturbances from the Sun and to reduce on their economic

and ecological environment. Presently, NOAA’s Space

Weather Prediction Center (SWPC) will be able to make

likelihood forecasts of space weather events with differing

levels of success. For instance SWPC can able to predict

with a reasonable confidence the probability of occurrence

of a geomagnetic storm or an X-class flare form one to

three days early, while its ability to predict on par with

short-term (\ 1 day) or long-term forecasts of ionospheric

disorders is poor where this information is necessary for

GPS systems (Board 2008). Accurate predictions of the

solar storm are required to reduce the influence of unpre-

dictability on system operation and they are enhanced with

current developments of science and technology.

Major components of ionosphere remote-sensing tech-

nology have been overshadowed by HF probes systems and

sounding systems. Precise predictions in a short-term of

performance of the system is to include the model process

by updating with real-time data from sensors that investi-

gate the temporal and spatial areas is of utmost importance.

Kalman filters could be used for measurement errors by

transforming the raw data into valuable data (Scherliess

et al. 2004). Increased monitoring and considerably more

research are needed to improve the knowledge. The

selection of user requirements is a challenge that needs to

be considered in the current trends of interest in a solar

storm.

Several organizations are involved in solar storm

research include forecasting. For example, the International

Space Environment Service (ISES) is installed for moni-

toring near-real-time of World and to predict the activities

in the space environment. NOAA has developed a set of

Solar storm Scales that can provide guidance with various

forms of solar-terrestrial disturbances. Swedish Institute of

Space Physics is a research institute, funded by the

Swedish government, which conducts fundamental

research, education and related laboratory and observatory

endeavours in space physics, space technology and atmo-

spheric physics. Several companies have developed out in

the recent years that are able to support customized solar
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storm products and essential services to prospective cus-

tomers that are dependable for telecommunication systems,

radio communications, etc. Defense associated endeavours

provide the most advanced forecasting systems, but

accessibility to the data and forecasting from the military

organization could be problematical for common users. To

expand the present market, more user education and

awareness is necessary. Several telecommunication system

administrators and operators are uninformed about the

benefits of forecasting methodologies and also the acces-

sibility to the appropriate forecasting systems (Odenwald

2012; Bothmer and Daglis 2007).

Due to nature of events, is also becoming increasingly

challenging to predict or forecast the behaviour of the solar

storm events on the Earth and its possible implications to

the society. Vandegriff et al. (2005) developed forecasting

algorithms to predict the influence of interplanetary shocks

using artificial neural networks. Colak and Qahwaji (2009)

developed an automated platform that can able predict the

incoming activity of solar flares. Riley (2012) developed a

model that could able to predict the likelihood of weather

events using statistical model. Riley and Love (2017)

estimated the likelihood of these extreme weather events in

terms of storm size distributions. Camporeale et al. (2018)

emphasized that it needs multidisciplinary approach to

handle the machine learning approach in Space weather in

terms of implementation and use of algorithms, knowledge

discovery and forecasting. Murray (2018) also emphasized

on application of ensemble techniques for prediction of

space weather events. Camporeale (2019) provided some

challenges in applying machine learning techniques in

nowcasting and forecasting of these events such as infor-

mation accessibility, grey-box, surrogate and uncertainty.

6 Conclusions and recommendations

Dependence on advanced technologies has made busi-

nesses, societies and governments are susceptible to the

effects of the solar storm. The electric power industries

have carried out considerable research on those impacts.

Since the railway infrastructure involves the electric power,

the exchange of information is beneficial to both industries.

There is a need to raise awareness of solar storm in

transport sector particularly that may have substantial

social and economic consequences.

Apart from railways, the other transport sectors are also

vulnerable to solar storm through navigation and radio

communications. It is important to have several back-ups

and redundant options with various technologies to the

solar storm: for instance, the usage of e-LORAN and GPS

for navigation. The optical fibres that are used for long

distance communications on land and oceans are additional

resistance to the solar storms. Nevertheless, wireless

communications systems for example mobile phones, the

internet and other technologies are still liable to interfering

from powerful solar radio bursts. Such bursts can concur-

rently upset several railroad systems and might be extre-

mely disrupting to the business endeavors.

6.1 Railway operators

The business partners operating in the railway sectors have

different needs, but they should consider one of the

following:

• To build protection mechanisms into the systems to

reduce the risk of solar storms.

• To include temporary reconfiguration of the systems at

risk in prior to mitigate the impact at the time of an

event.

• To be ready and respond to solar storm problems at the

time of a solar event.

• To analyse anything went erroneous during a solar

storm event and improve these experiences to further

reduce those in future.

Most of the above recommendations require access to

the new type of services dealing with solar storm targeting

the business needs, not just providing science level data

and explanations. This suggests solar storm suggests pro-

spects for new business activities:

• Providing essential services to assist other businesses to

mitigate solar storm.

• Using solar storm knowledge and understanding to

enhance the return of investment from systems that are

affected by the solar storm.

There is also a need to perform further studies on the

behaviour and consequences of geomagnetically induced

current impacts on the transport system, with a special

reference to railway sector, and more evaluation of

dependences among systems w.r.t. safety and availability

in the event of extreme geomagnetic activities. This would

also support infrastructure managers; train operators and

government authorities evaluate the advantages of guard-

ing against solar storm and against the potential costs of

inaction. This report presents an exploratory study and

deeper research is needed to understand and develop mit-

igation measures against solar storms.

6.2 Research focus

Presently, the understanding and the knowledge of this

kind of unexpected risk seems to be limited in the railway

sector. Building awareness amongst infrastructure man-

agers, train operations and government authorities is the
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earliest action in the direction of understanding and

reducing the risk. Once this is done, potential susceptibil-

ities and redundancies can also need to be evaluated to

assist transport sectors. This could facilitate to protect their

assets; development of mitigations measures as explained

earlier and preparedness for such solar events. There is also

a need to understand the potential effects of these addi-

tional currents in the existing assets. To that end, additional

efforts can be made in incorporating these fluctuations in

the design of these systems to make fool proof for not only

space weather events but also for other extreme weather

events (Campanyà et al. 2019). In addition, the government

and disaster management authorities should also need to

assess these events in the coming future and need to frame

appropriate policies in defining the strategies to be adopted

for the upcoming events (Grandhi et al. 2020).

7 Discussion

Space weather events may be described as low-frequency,

high-consequence (LFHC) events. Several institutions and

organizations have established comparatively decent

efforts to get ready for and protect against destructive

events that are properly recognized and expected to happen

in other industrial sectors. Nevertheless, these low-fre-

quency events, even if the possible destruction is huge, are

usually few properly recognized and have not been given

the appropriate consideration necessary to build up com-

plex and costly protection measures (Board 2008). In this

aspect, the railway sector can build up on the knowledge,

experiences, research contributions and lessons acquired

from the other influenced infrastructure sectors that have

begun to confront the impending solar storm hazard with a

few successes. It also needs to be admitted that shifting

towards more and more automation and recent technolog-

ical advancements that are heavily dependent upon elec-

tronic equipment in the forthcoming years might

unintentionally create susceptibilities and vulnerabilities

into the system. Because solar storm nature is a compli-

cated event, introducing both disruptions and failures,

knowledge research gaps should be closed.

Most important improvement has been achieved in

knowledge of GIC over the past years, and the induced

field is sufficiently robust about quantifying of the physical

and materials procedures and impacts in managing the

mitigation of the impending hazard. GIC is very critical to

understand the behaviour and modelling of the the entire

space weather chain, the actual measurable effects of the

space weather phenomenon can create a societally perti-

nent tasks for scientists, physicists, engineers, and gov-

ernment policy makers. Multidisciplinary physics-based

research and examinations with well-defined interactions

and collaborations among various research disciplines

should continue beyond the modelling and forecasting of

GIC (Pulkkinen 2015).

The research of space weather events though quite

mature in other systems but in the railway infrastructure, it

is still in nascent stages. Due to the complexity and inter-

dependencies of several systems, there is a lack of under-

standing and knowledge on the possible effects of space

weather events on railway infrastructure. In addition to it,

there are also few documented cases of solar events and

because of this nature, it is difficult to correlate the failures

or induced effects of the observed work orders in the

databases to the events. The possible recommendation for

the operators is to measure and observe the critical systems

before the forecasted event so that there is a likelihood of

obtaining anomalies and can find correlations. At the time

of the event, several precautionary measures also need to

be taken so that the impact can be reduced. These measures

also to be brainstormed with experts to take appropriate

measures to reduce the operating cost. In order to improve

the robustness of the systems, experiments or simulations

can be conducted on the critical systems.
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