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Luleå University of Technology
Skellefteå, Sweden
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Abstract—Many countries in Europe are adopting a deregu-
lated system where prosumers can subscribe with any energy
supplier in an open market, independently of location. However,
the mobility aspect of transactions in the existing system is
not satisfactorily covered. For instance, if a person receives
the service of charging an EV from a prosumer’s local outlet,
he cannot pay to the prosumer directly without the presence
of an intermediary system. This has led to a situation where
the EV owners need to have a large number of subscriptions
for EV charging providers and visitors cannot pay for the
electricity used there. This study evaluates this mobility gap and
proposes a solution for charging transactions using blockchain
technology. Furthermore, we implement a proof of concept using
the Hyperledger consortium platform for the technical feasibility
of the proposed approach and evaluate the performance metrics
such as transaction latency and throughput.

Index Terms—Consortium blockchain, Mobility, Electric vehi-
cles (EVs), Chaincode, Hyperledger Caliper, Smart grid, Energy
consumption.

I. INTRODUCTION

Energy regulation guidelines can differ between countries.
For instance, the United States handles energy deregulation
on a state-by-state basis, while Europe is trying to adopt an
energy deregulated market with a seamlessly integrated grid.
The common objective is that through energy deregulation,
consumers should gain the opportunity to choose their energy
supplier or provider despite differences, which opens up
electric services to competition. An integrated EU energy
market is the most financially savvy approach to guarantee
secure and affordable energy supplies [1]. Energy can be
produced in one EU country and delivered to consumers in
another through standard energy market rules and cross-border
infrastructure. Consumers can also add small scale production
(e.g., solar, wind) and sell energy at fair and equal market
prices. Overall, the share of electricity produced by renewable
energy sources is expected to grow from 25% to more than
50% by 2030 [2].

The Nord Pool power exchange currently has more than
300 participants [3]. It operates in Norway, Denmark, Sweden,
Finland, Estonia, Latvia, Germany, Netherlands, Belgium,
Austria, Luxembourg, France, and the United Kingdom.
It was the world’s first multinational exchange for trading
electric power. Nord Pool offers services related to trading,

including data, consulting, and compliance services, as well
as day-ahead and intraday markets. Electricity is traded in
such high volumes at the exchange that pricing is efficient.
Different offers such as market design, regulation, capacity
building, rule book development, and arranging seminar, on
power market systems are consulted by Nord Pool [4]. To
ensure reliable supply of electricity, there is cooperation in
the electrical grid among entities such as electricity producers,
trading companies, balance providers, grid operators and
consumers [5].

The services are currently defined with the assumption that
power consumers are stationary, i.e., power is delivered only
to a fixed location, such as a home, where a fixed meter is
used for that particular consumer. There is no support for
mobility, meaning that there is no easy way for a consumer
to use power from someone else’s outlet and be charged
independently of movements and locations. With the current
system, an Electric vehicle (EV) user cannot pay directly for
the usage of electricity to a prosumer or charging station
without the involvement of an intermediary aggregator, which
is effectively only provided by a plethora of special purpose
charging station operators. Although these entities operate
from the same network, they might have their own database
to store trading related information. As different organizations
perform service-specific functionalities, data accessibility
and privacy are also a matter of great concern. Therefore,
the current infrastructure lacks mobility and interoperability
regarding EV charging transactions.

In this study, we propose a solution to this mobility chal-
lenge. We adopt electrical vehicles (EVs) as a typical use case,
since they are mobile and users may want to charge their cars
in many different places by using outlets owned by others and
then need to compensate them by paying for the energy. This
paper aims to provide insights regarding the following issues:

a) How can the mobility gap for transactions be addressed?
b) Why is a consortium blockchain platform (Hyperledger)

best suited for this business model?
c) How can we evaluate the performance of the proposed

model?



The paper presents a proof-of-concept to demonstrate that
blockchain enables decentralization while maintaining trust.
In such infrastructure, payment transactions are validated by
consensus without being dependent upon third party interme-
diaries and can be regulated and processed by smart contracts.

II. BACKGROUND AND RELATED WORKS

Blockchain facilitates a decentralized platform to store
data in an immutable ledger and achieves business logic by
applying smart contract (SC) [6]. Some features of blockchain,
including decentralization, immutability, transparency, and
auditability, make transactions more secure and tamper-proof
[7]. Moreover, blockchain can handle double-spending
problems by establishing consensus on the order of the
transactional events, thereby validating the first attempt
while disregarding the other. Double spending could be
the result of successfully spending the same digital amount
more than once for multiple transactions. In traditional
systems, a trusted central third party is usually associated
to verify whether the purchaser has sufficient balance to
make legitimate transactions and eliminate double spending
threats. Blockchain can replace the intermediary authority
by implementing an immutable ledger that records all the
transactions that are shared to all the nodes in the network.
In our solution we introduce a notion of credits that must not
be double spent. Blockchain facilitates decentralized control
which eliminates the need for centralized control systems.
Blockchain technology uses decentralized data storage to
build security into its very structure. For these reasons, we
consider a blockchain-based approach for carrying out this
research.

Many recent studies have proposed blockchain-based
solutions for EV charging systems. Andoni et al. published a
review paper describing the opportunities and challenges of
blockchain technology in the energy sector [8]. A consortium
blockchain-based secured P2P energy trading platform for
EVs was proposed by Kang et al. [9]. This study introduced
a double auction mechanism to optimize electricity prices.
The authors in [10] proposed a P2P electricity trading model
for EV users to deplete the charging prices during peak
periods. Another research study focused on realizing the
importance of P2P energy trading on the energy market,
network communication, and transaction mechanisms [11].
Most of the related works have addressed issues such
as security, transaction, challenges regarding blockchain
solutions. Kirpes et al. investigated how blockchain can
process EV charging payment transactions [12]. Nguyen et al.
proposed a blockchain-based MaaS (Mobility-as-a-Service)
to improve trust and transparency for edge computing [13].
However, the mobility aspect of blockchain technology is
missing in all these studies. This study intends to fill the
mobility gap so that the private proprietors can make their
charging outlets accessible to the public. With this approach,
EV drivers can search for available charging outlets in the

nearest locality and can charge their vehicles.

Blockchain can be implemented in several ways, such
as public, private, and permissioned blockchain [14]. The
accessibility or block creation capacity of the nodes in a
network determines the nature of the blockchain platform
[15]. Public blockchain allows any node to join the network,
take part in the consensus and block creation process at
will. Bitcoin, Ethereum, Dash, and Litecoin are examples of
public blockchain. In contrast, private blockchain restricts the
read and write permissions and participation in the network
without prior verification. Hydrachain, Ripple, and Multichain
are some examples of permissioned blockchain. Consortium or
semi-permissioned platforms allow the features of both public
and private blockchain blockchains such as Hyperledger Fabric
and Corda [16]. Compared with the permissionless blockchain,
the permissioned blockchain maintains private ledgers among
the trusted participating nodes to provide more confidential
service, less energy consumption, and has higher system
throughput [17]. For this study, we used Hyperledger Fabric
for the network and composer tool to design and develop
the application business logic. Hyperledger Fabric is an open-
source permissioned blockchain program aiming to provide a
basic framework for enterprise-grade applications [18].

III. CONSENSUS

Blockchain technology incorporates different types of
consensus approaches. Consensus refers to the process of
the validating and ordering of transactions by the nodes
of a network. Some common algorithms include proof of
work (PoW), proof of stake (PoS), delegated proof of stake
(DPoS), and practical Byzantine fault tolerance (PBFT). PoW
is a proof-based algorithm that determines which miner node
obtains the opportunity to add a new block to the network
[19]. PoS is a more energy-efficient protocol where the
consensus method depends on the stake in the system rather
than on the solution to a resource-consuming complex puzzle
[20]. In DPoS, a voting process is carried out by the nodes
to select the delegates for validating the transactions [21]. In
this study, we use the Hyperledger platform using the PBFT
consensus algorithm.

This protocol enables a distributed network in which nodes
are ordered sequentially, one node is considered as a leader
or primary node, and other nodes act as replicas. PBFT
facilitates the certainty for reaching consensus even when the
network consists of malicious nodes. However, the network
should not contain malicious nodes more than one-third
of the total number of nodes, which can be considered a
significant constraint. The network becomes more secure as
the number of nodes increases [22]. When a transaction is
made in the Hyperledger platform, all the nodes obtain the
related transaction details. Then, the majority or at least 51%
of the nodes in the network have to approve to complete the
transaction [23]. It is important to observe that the protocol
does not require a 100% consensus ratio because a valid



Fig. 1. Mechanism of PBFT consensus procedure

transaction can be accepted if one malicious node does not
approve the transaction. There might be some nodes in a
Hyperledger network that might reject the transaction with
malicious intent. This event might affect the integrity of
the blockchain-oriented application. PBFT can be used to
mitigate this challenge.

In Fig. 1, it can be observed that the PBFT consensus
procedure operates mainly in three phases: pre-prepare,
prepared, and commit. First, the primary node receives
transaction requests from the client. Then, the leader node
orders the transaction candidates and broadcasts the request
to all other secondary backup nodes. The peers receive the list
and perform the requested service. Once all the transactions
are executed, a hash code is created for the newly created
block. Then, the response is broadcast to other peers in
the network, and the responses from them are counted. If
two-thirds of all validation peers have the same hash code,
the new block is committed to the local copy of the ledger,
which means the request is served successfully.

IV. SYSTEM OVERVIEW

This section describes the system architecture and
application scenario for EV charging transaction.

Fig. 2 presents the system architecture of the proposed
mobility charging transaction system, and it comprises four
entities: users, EV charging outlets, charging app/trading app,
and chaincode (i.e., the Hyperledger peers collectively).

a) Users: The owners of the EVs. The vehicle needs to be
registered to the Trading App to be eligible for trading
electricity.

b) EV charging Outlet (EVCO): This is a charging outlet
owned by prosumer or any private organization to charge
the EVs.

c) Trading app: This is a mobile application through which
users access the platform and register their cars in the
system. Only registered traders can access the service
provided by this proposed system. They can check the
status of service requests accepted by approvers and

Fig. 2. System Architecture of the Blockchain based EV charging transaction
system

transaction history. The users need to select the charging
device based on a nearby location and submit a service
request for charging the car using this app.

d) Chaincode: Chaincode is similar to SC, a piece of code
written in Go language in the Hyperledger platform. It
is instantiated by Fabric peer nodes through an SDK or
CLI, which enables interaction with the shared ledger
in the network. Chaincode is essential to design and
develop asset definitions and business contracts, and it
maintains the ledger state by invoking transactions and
events.

Fig. 3 shows an activity UML diagram for the EV mobility
charging transaction platform. This diagram demonstrates
a complete charging and transaction process. First, a user
needs to register with this system by providing some basic
information in the trading app. Based on the user’s location,
the app creates a list of nearby charging stations. The user
needs to select the preferred locations and send a service
request. The request contains the duration of the service
and the preferred amount that the user wishes to spend.
Then the request is processed via chaincode. The chaincode
executes the necessary steps to verify the authenticity of the
provided user’s information (e.g., user identity) and sends
the information to the listed EV charging outlets (EVCO1,
EVCO2). If any of these outlets accept the service request,
the chaincode provides an authentication certification to
access the service. The selected charging outlet then sends the
response that contains the price of the requested service. The
user needs to confirm the response and pay the bill. Once the
payment is approved, the user’s vehicle is eligible to obtain
the service, and the transaction is stored in the immutable
ledger of the blockchain network.

The chaincode that runs on all Hyperledger peers contains
three major components: peers, ordering service, and certifi-
cate authority. An entity in the network that is responsible for
committing transactions and managing the ledger is known



Fig. 3. Activity UML diagram for EV mobility charging transaction platform

as a peer. SC, which runs on the ledger and executes trans-
actions and changes the state of the assets according to the
application business logic, which is defined by the participants
of the network. The ordering service (OS) is responsible
for establishing the order of the blocks in a decentralized
manner in the ledger. This component also broadcast events
among the participants in the network. The accessibility and
role of the participant in the network are determined by the
Certificate Authority (CA). The proposed system architecture
is developed on the Hyperledger Composer business network
model, which comprises three essential elements: participants,
assets, and transactions.

a) Participants: Participants represent the entities that can
operate at a transactional level, for this network, trading
electricity. It has a unique identity to perform specific ac-
tions such as submitting transactions and adding assets.
In this network, participants can be defined with roles,
such as buyers, sellers, and network administrators, to
provide access control. One participant can have mul-
tiple identities in the Hyperledger Composer business
network.

b) Assets: represents the value that can be exchanged. The
chaincode defines an asset’s structure and can change the
state of an asset. The EV owners can register their cars
as an asset in the network. All the assets in the network
have a unique ID. We defined three significant assets:
electric vehicle, electricity, and the amount of service
(bill).

c) Transactions: A transaction refers to the completion of
the whole process of receiving service and payment
settlement. Once the transaction is approved, an invoice
is created by the system, and the record is stored in the
ledger. There can be multiple transactions or events in
the business network. The proposed model incorporates
four phases: registration, authentication, charging, and
processing payments.

V. IMPLEMENTATION OF EV CHARGING TRANSACTION
APPLICATION

The proposed system implements a robust permissioned
blockchain network using the Hyperledger Fabric platform.
The business logic of EV charging transactions is defined with
fine-grained SC. The rest of this section presents the system
configuration and implementation of the blockchain network
in detail.

A. System Configuration

The PoC implementation of the blockchain-based electricity
trading platform runs on 2.3 GHz processors and 8 GB RAM,
running on Mac OS and hosted in the AWS cloud computing
service. The system is developed on the Hyperledger Fabric
environment (v1.4), and the business network is created by
using the composer tool. To run the system on the hosted
Mac OS machine, some prerequisites are installed, such
as node version manager V8.16.2 (nvm), Docker container
(2.2.0.3), and Visual Studio Code (VSCode). Nvm allows
us to easily install, update, and switch between versions of
Node.js. Docker uses containers to create, deploy, and run
applications. Application utilities, such as libraries and other
dependencies, can be packaged as images by using containers.

B. User Interface

In this PoC, The EV owners can interact with the electricity
trading platform using the trading app interface. The user can
register information regarding identity, car, and access service
(e.g., charging EV ) and settle payment using the app interface.
For developing the system, five key elements were considered:
UI, REST API, StateDB, Hyperledger Fabric, and Composer
tool. NativeScript, a JavaScript based framework, was used to
design the UI. Some view triggers were designed for sending
requests to the REST API such as user signup, sign in, EV
registration, find nearby charging outlets, sending the request
for trading electricity, and settle payments. The signup and
sign in view allow the user to access to this platform, while
EV registration allows registration of the car to obtain charging
service. Then the user can find the nearest charging outlets
and send charging requests. Once the request obtains approval,
and after settling payments, the user can charge the car in
compliance with the service request.

C. Hyperledger Fabric & Composer

Hyperledger is a consortium blockchain framework that
refers to a project under which multiple development teams
collaborate to develop blockchain-based solutions for different
business applications [24]. It facilitates a modular architectural
structure for business applications that leverage distributed
ledgers. Therefore, the consensus mechanism is developed by
considering various business requirements.

Hyperledger Composer is a Blockchain tool for creating
business applications under the Hyperledger DLT framework.
This component makes it easier to model a business network.



TABLE I
EXPERIMENTAL METRICS

Metrics Definition
Transaction latency Transaction Latency is a

network-wide view of the
amount of time taken for
a transaction’s effect to be
usable across the network.

Transaction throughput Transaction throughput is the
rate at which valid transactions
are committed by blockchain in
a defined time period.

A business network application in the composer tool contains
the following elements: model language, business logic/script
file (chaincode), and access control file. The model language
determines the relationships and structure among business
network applications, and includes assets, participants, trans-
actions, and events. The access control file contains access
control policies that define the network access rights of dif-
ferent participants in the network.

D. REST API

Hyperledger Composer has a REST API to attend to service
requests coming from the user interface. When any user
requests a service transaction, the API receives the information
and incorporates it into the blockchain network. When an
event is received from the Hyperledger Composer API, the
API sends a notification to the user.

VI. PERFORMANCE EVALUATION

This section describes the performance matrices of the
proposed EV charging transaction platform. In this section, the
technical feasibility of Hyperledger Fabric is demonstrated
based on the average latency and throughput regarding
different sets of transactions, as shown in Table I. The
experiment was carried out by assessing the performance
of both single peer and multi peer networks. The resource
consumption of several Docker containers that run on the
application is also illustrated.

To demonstrate the performance evaluations, we used
a blockchain benchmark tool named Hyperledger Caliper
[25]. The tool allows users to measure the performance of
a blockchain implementation with a set of predefined use
cases. The Hyperledger Caliper produces reports containing
several performance indicators, such as TPS (transactions Per
Second), transaction latency and resource utilization.

Fig. 4 shows the latency and throughput measurements
of Hyperledger Fabric. We can observe that the throughput
increases as the number of transactions increases. However,
the results show that the throughput first rises but starts to
decrease once a peak (1000 Tx) has been reached. With the
environment setup configuration, the maximum throughput
this network can reach is approximately 450 transactions per
second. We can also notice that the latency increases as the
number of transactions increases. Initially the latency seems

to increase at a constant rate up to 7000 transactions, and
then it shows a sudden increase in latency until it reaches to
10,000 transactions (approximately 7 seconds).

Fig. 5 presents the scalability evaluation of the Hyperledger
Fabric platform by varying the number of nodes up to 20.
It can be observed that the scalability analysis is performed
using the same metrics such as latency and throughput
while using two different sets of transactions (1000Tx and
10,000Tx). The results showed that the network can scale
up to 16 nodes due to the overhead communication between
nodes in the consensus protocol. Moreover, the platform
cannot operate 10,000 transactions when the number of nodes
in the network exceeds 4 with the deployed experiment
setup. Therefore, it can be seen that the performance of this
platform is deteriorates if the number of peer nodes in the
network increases.

VII. CONCLUSION & FUTURE SCOPE

This study aimed to address the mobility issue regarding
electricity trading. We chose the EV charging scenario as
a use case where users can charge their cars at different
outlets and settle payments directly without the need for
any trusted intermediaries. The proposed solution exploited
a consortium blockchain framework to design and develop the
business logic of the system prototype. We have presented the
methodology, system architecture, and implementation of the
PoC. The EV electricity trading platform was implemented
using Hyperledger Fabric, where participants, assets, and
transactions are defined and discussed. Moreover, some ex-
periments were conducted to evaluate system performance and
resource consumption using different parameters. However, the
scalability aspects of the system are not discussed and privacy
concerns are very little addressed in this paper. In future work,
the proposed electricity trading system will be extended to
ensure better performance, scalability, and energy efficiency
by comparing it with other blockchain platforms and updating
the transaction system considering the current regulations on
data protection (e.g., EU’s GDPR).
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