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Abstract—With the rapid growth of the Internet of Things
(IoT) applications in smart regions/cities, for example, smart
healthcare, smart homes/offices, there is an increase in security
threats and risks. The IoT devices solve real-world problems by
providing real-time connections, data and information. Besides
this, the attackers can tamper with sensors, add or remove
them physically or remotely. In this study, we address the IoT
security sensor tampering issue in an office environment. We
collect data from real-life settings and apply machine learning
to detect sensor tampering using two methods. First, a real-time
view of the traffic patterns is considered to train our isolation
forest-based unsupervised machine learning method for anomaly
detection. Second, based on traffic patterns, labels are created,
and the decision tree supervised method is used, within our novel
Anomaly Detection using Machine Learning (AD-ML) system.
The accuracy of the two proposed models is presented. We
found 84% with silhouette metric accuracy of isolation forest.
Moreover, the result based on 10 cross-validations for decision
trees on the supervised machine learning model returned the
highest classification accuracy of 91.62% with the lowest false
positive rate.

Index Terms—anomaly detection, Internet of Things, smart
city, sensor tampering, traffic analysis, machine learning, security

I. INTRODUCTION

Nowadays, IoT is becoming one of the most researched
topics [1]. The IoT describes a future computing scenario
in which everyday physical objects will be connected to the
Internet and will be able to identify themselves with other
devices [2]. Typically, IoT devices are connected through the
IoT gateway/edge device where data is analyzed locally or it
is sent to the cloud for analysis. However, there is a need
for IoT security with its ever increasing use of applications
in the domains such as smart healthcare, smart office, and
smart home [3], [5]. The vast number of IoT applications
utilize heterogeneous types of IoT sensors, services, tools,
protocols and communication technologies such as wireless,
satellite, cellular, and Bluetooth which hold the complexity of
managing future networks [4]. Therefore, the integration of
heterogeneous communication technologies with IoT services
face serious security threats and vulnerabilities [5]. For exam-
ple attackers can always have unauthorized access and harm
personal information of IoT devices without the knowledge of
either the owner or administrator (e.g. Mirai botnet) [6]. Fur-
ther, Garmin [27] has recently confirmed a new ransomware
attack on their infrastructure where attacker(s) encrypted some
of the system’s website functions, customer support, customer-

facing applications, and company communications.
Lately, machine learning (ML) have gained a lot of at-

tention in the networking, security, and data analysis re-
search community [7]. ML algorithms are applied on the
collected data and train models to implement personalized
and intelligent actions by utilizing pattern extraction [16].
Anomaly detection is performed using machine learning and
deep learning techniques within IoT security to detect the
abnormal occurrence of events in the network traffic dataset
[17]. Various unsupervised and supervised machine learning
techniques have been used for anomaly detection process
such as decision tree [8], Bayesian network [9], and fuzzy c-
mean [10]. Anomaly detection provides many benefits such as
feedback to learning models, standardization of smart sensor
datasets, and promote difference between standard data and
raw data, to build secure smart services or smart homes [10].
Smart services focus on providing recommendations to users
and bring more intelligence to information and communica-
tions technology applications used in daily life. Smart homes
get many advantages in terms of control management, cost,
personal data protection, security, and privacy all of which
benefits users as well as companies [12].

For a smart service to be reliable, data security, privacy,
authentication, secure communication, and compliance should
be provided for users. Two significant security challenges exist
in IoT applications. The first challenge in the network side is
security and privacy violations through attacks such as side-
channel, man in the middle attack, botnets, and cold bot attack
[13]. Second and most challenging threat issue, according
to European Union Agency for Cybersecurity (ENISA) [14]
is device/sensor tampering attack within IoT applications in
healthcare organization. The scenarios of smart home, smart
health, and smart office are shown in Fig. 1. These scenarios
consist of a IoT configured with automated devices, sensors,
and switches. The sensors and the switches are coupled to a
gateway from where the user handles every device via user
interface with a terminal, computer or smartphone software.
All of the above described devices are attached to a gateway
and connect to the Internet via technologies such as WiFi,
Bluetooth. These devices are at risk because the attacker can
harm them physically or remotely by stoping and modifying
their services. Thus, an attacker can capture sensors and extract
sensitive information from them. This will have negative
impacts (e.g., including unexpected changes in functionality,
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a safety risk to humans, security breaches, or ruined devices.)
on IoT applications in smart cities.

Fig. 1: IoT scenarios.

In this paper, we propose, develop and validate an Anomaly
Detection based on Machine Learning (AD-ML) system,
which detects anomalies relating to sensor tampering. The AD-
ML system is designed to monitor all IoT traffic on a gateway
and send an alert to the administrator in case an anomaly is
detected.

Contributions: The proposed work’s significant contribu-
tions are: (1) We tackled a challenging security threat issue:
sensor tampering, where we can see if someone harms our
devices physically. Then the administrator gets notified about
the harmed device. (2) We apply supervised (Decision trees)
and unsupervised learning algorithms (isolation forest) for
sensor tampering detection based on network traffic patterns.
Our results show that both these algorithms detected sensor
tampering with high accuracy.

The paper structure is as follows. Section II illustrates
related work, while Section III provides our system architec-
ture, system design, testbed setup, dataset, and sensor data
labeling. The model description through the isolation forest
and decision tree are present in Section IV. The system results
and evaluation showed in Section V followed by discussion in
Section VI. Finally, section VII provides conclusion as well
as future work.

II. RELATED WORK

Many attackers can harm the both home and organization’s
networks, smart TV and devices such as sensors and actuators.
Due to IoT’s open architecture, the challenge is to secure the
networks and devices that are open to sensor tampering where
a sensor can either be physically removed or manipulated
[17]. Sensor tampering-related problems occur in several areas
such as electrical power systems and autonomous vehicles
[15]. In this paper, we consider sensor tampering, and this
issue has solved by the anomaly detection methods [24].
Anomaly detection has been reviewed and compared [21]
under five dimensions: network traffic anomalies, network
data types, intrusion systems categories, detection methods,
and systems including supervised and unsupervised machine
learning techniques such as distance-based, density-based, and
soft computing for outlier detection.

ML techniques are based on supervised, unsupervised, semi-
supervised, and reinforcement learning. These techniques are

Fig. 2: The system architecture that shows where AD-ML
operates.

applied to detect smart attacks in IoT devices and establish
robust defensive policies. Supervised machine learning is the
most common learning method in machine learning where the
output is classified on the basis of input using a trained data
set. In contrast, in unsupervised machine learning, there is no
output data labels for the given input variables.

Reinforcement learning (RL) allows the machine to learn
from interaction with its environment like humans do by acting
to maximize the total feedback. The feedback might be a
reward that depends on the output of a given task. Moreover,
RL techniques have been used for security of IoT devices,
including Q-learning, deep Q-learning, Post decision state, and
Dyna-Q to detect various IoT attacks and provide suitable
security protocol for devices [20]. Elngar et al. [16] proposed a
new tamper detection method for healthcare application using
applied artificial neural network-Genetic algorithm (ANN-
GA). Similarly, their model depends on the certificate-based
DTLS handshake protocol as it is the primary security protocol
for security solution. In sensor tampering, attackers can easily
capture enormous data locally as well as remotely.

Tan et al. [18] suggested to use infinite Gaussian mixture
model for privacy protection since it can assist in detecting
anomalies, and DoS attacks. Semi-supervised learning algo-
rithm learns from labeled and unlabeled dataset. This method
is also used in DDoS attack detection [19].

While all the above works make essential contributions
for sensors tampering through different ML algorithms, their
platforms and datasets are different. Most importantly, we
make our sensors datasets publicly available to the research
community to use and build upon. Our work overcomes these
shortcomings.

III. OUR SYSTEM ARCHITECTURE

IoT involves complex integration of components such as
heterogeneous devices, operating systems, controllers, gate-
ways and middlewares. These components may use various
communication protocols like CoAP, MQTT, and HTTP and
networks like WiFi, Zigbee, and Bluetooth [22] to communi-
cate with other applications and services. We propose a sensor
tampering detection system called AD-ML that runs on the
gateway (where traffic patterns are monitored), as illustrated in
Fig. 2. This system tackles the sensors tampering issues using
unsupervised and supervised machine learning algorithms to
provide device security.
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A. System design

AD-ML system consists sensors connected to the gateway
that runs the AD-ML algorithms to detect sensor tampering
while processing network traffic. In particular, if any traffic
pattern changes on removal/addition of sensors, then the ML
based system will analyse the attacks to alert the user. To
do that, AD-ML system incorporates unsupervised and super-
vised machine learning algorithms to detect whether sensor
tampering has occurred. It can be placed either on the gateway
or on the network between the gateway and cloud/server for
intelligent monitoring of network traffic data.

B. Testbed setup

This section presents the data gathering, data pre-
processing, and traffic patterns steps described as follows:
Data gathering: All sensors are connected via Z-wave to
the gateway to send data to the server. The gateway capture
network packets by executing the data gathering scripts. We
then export the network traffic traces for our analysis captured
in the pcap format. Hence we use a tcpdump command for
capturing real-time data from the gateway as shown in Fig. 2.
In our testbed, since we have a proprietary gateway for smart
office application, we place a router to intercept the network
traffic. Data pre-processing tasks: Removes unnecessary
network traffic from being captured, and filter out all the traffic
of a specific type that can reduce the noise in the captured
dataset. After the data pre-processing step, we evaluate the
packet length occurrence probability for normal days (without
sensor tampering)and abnormal days (with sensor tampering)
by plotting the packet length vs probability density function as
shown in Fig. 3. In our dataset we observer TLSv1.2 protocol
was used for secure data communication. Traffic patterns: We
see the traffic patterns packet length units (in Bytes), which
came on a normal day and an abnormal day. For example, Fig.
4. shows, these packet lengths (e.g., 97, 99, and, 100 Bytes)
came on a normal day as well as packet lengths (e.g., 97, 162,
and 164 Bytes) came on an abnormal day. But some packets
(e.g., 100, 124, and, 136 Bytes) are missing from abnormal
days.

C. Dataset

1) Existing sensor device in our lab:: The sensors installed
are four-in-one-motion sensors (2), door sensors (2), wall-
plugs (2), as shown in Table 1.

No. Product
name Functionality Sensor

name

1 Fibaro
FGK-101 Door sensor Ds1, Ds2

2 Fibaro
FGMS-001 Motion sensor M1,M2

3 Wallplug Wallplug W1,W2

TABLE I: Sensors used in our experiments.

The sensors {Ds1,M1,W1} ∈ O1 are installed in office
room number one (O1), and sensors {Ds2,M2,W2} ∈ O2

are installed in office room number two (O2). Where θ is

the dataset that contains packet captured from devices for 18
days. Two-days data (day 25 and day 26) were used without
the wallplug as shown in Fig. 5, which gives a indication of
anomalies. The abnormal day’s dataset also has a weekend
dataset and no sensors triggered dataset available. There are
454 total numbers of records for supervised setup as well as
unsupervised setup.

D. Sensor data labeling

To perform ML tasks, the following steps needs to be un-
dertaken: data acquisition, information extraction, knowledge
extraction, and action-taking. Data analytic techniques and
ML algorithms can extract information and knowledge form
raw data. Data labels are defined as a representation of the
ground truth or gold standard of the data sample. Supervised
machine learning algorithms strongly depend on the labels to
learn and extract knowledge from data, and their performance
directly depends on the data. Our baseline system: To begin,
we identify our datasets to consist of normal patterns on the
basis of previous days of traffic patterns {T1, T2...Tn}. After
that, The manual labels are being created based on normal (N)
and Abnormal (Ab) days as shown in Fig. 4. The function g (l)
is {0, 1} with 0 representing l = N where, {Ab1, Ab2, Ab3}
are the conditions (1);
N = We may expect, same traffic pattern to come on a normal
day. Then, we can say that is normal.
Ab1 = Abnormal data formed by disconnecting the sensor one
by one.
Ab2 = Abnormal data on weekend.
Ab3 = Abnormal data with no office employee present.

g(l) =

{
0, if l = N

1, l 6= N & l = {Ab1, Ab2, Ab3}
(1)

IV. MODEL DESCRIPTION

We applied two algorithms, isolation forest and decision tree
for our task. The main reason [26] to choose isolation forest
even though it can be computationally complex is that it suits
low dimension and small-sized data. It can detect anomalies
in low amount of data, and it correctly detected anomalies
in abnormal days but was not able to detect anomalies on
normal days in our case. For sensor tampering task α1 and α2

represent the models and θ represents the dataset. The model
descriptions are presented below:
α1: Isolation forest algorithm is applied to detect an

anomaly. In the training stage, we build the isolation forest
by taking samples from the given training set. The evaluation
stage passes test instances through an isolation tree to obtain
an anomaly score. Parameters are chosen manually based on
inspections. Training of the algorithm is performed using the
dataset, θ with the following parameters: total number of
sub n estimator = 100, input = 4, contamination = 0.1. The
algorithm takes the following as input: packet length, packet-
length-Daily Count, packet length sum (Daywise total packet
length count sum), and hashvalue (hval- the hashvalue from the
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(a) Normal days traffic pattern. (b) Abnormal days traffic pattern.

Fig. 3: Packet length versus probability density.

Fig. 4: This graph shows that packet length versus 10 days sum of each packet length in normal days and 8 days in abnormal
days.

source and destination IP). The isolation forest unsupervised
algorithm to detect anomalies is shown in algorithm
α2: We choose a decision tree CART (Classification and Re-

gression Trees) similar to the C4.5 decision tree for classifica-
tion of normal and abnormal days where sensors are tampered.
In this task, we take the same dataset, θ and apply decision
tree with different training parameters such as max depth of
tree=15, and the Gini index. For performance evaluation, 10
fold cross-validation is performed. Cross-validation splits the
datasets into a set of folds that are used as separate training
and test dataset. Thus, 10 training and test sets are gener-
ated. We choose the following features: packet length(Pcktl),
source port(Srcport), destination port(Dstport), and packet-
length-Daily Count(pktlDCount) to classify an anomaly and
not an anomaly for sensor tampering task and the algorithm
is shown in 2.

V. RESULTS

In this section, we first describe the results for the unsuper-
vised algorithm followed by the supervised algorithm.

Unsupervised algorithm: The isolation forest-based α1

unsupervised approach is applied to detect anomalies in traffic
pattern from the dataset, θ. We measure the performance of
clustering through the Silhouette coefficient metric [25]. It is
used for checking the goodness of a clustering technique. This
metrics value ranges from -1 to 1, where -1 represents clusters
that are assigned in the wrong way, and 1 represents clusters
that are well apart and distinguished. The contamination [25]
parameter shows propotions of outliers in the datasets. We

Algorithm 1: Unsupervised learning algorithm based
on isolation forest
Input: Unsupervised Tpattern (X,T,Q), X=list(Pcktl,

hval, pktlDCount), T=number of trees,
Q=subsampling
size,U=Contamination=(0.1,0.2)

Output: E-Anomaly detector; where E is score which
determines if output is anomaly and not
anomaly

1 E=iforest(Xn, T, Q)
2 Score=E(Xi + 1)
3 Ranking(Score)
4 if Anomaly Rate(Ranking)==U then
5 i = i+ 1; go to step 1;
6 else
7 i = i+ 1; go to step 2;
8 end
9 return E

check with contamination values 0.1 and 0.2 results. Since
we have tried two contamination values of isolation forest
algorithm in scikit-learn package. The value of this algorithm
is 0 to 0.5. Hence, we tried from lower to higher contamination
value. When we applied a contamination value of 0.1, which
showed 409 data records as normal and 45 data records as
an anomaly. After that, contamination value of 0.2, which
showed 363 data records as normal and 91 as anomaly. For
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Algorithm 2: AD-ML Algorithm for anomaly classi-
fication
Input: AD-ML Tpattern (data, features, label);

data=list(date, SrcIP, DstIP, Pcktl, Srcport,
Dstport, pktlDCount, label),
features=list(Pcktl, Srcport, Dstport,
pktlDCount) label=(N, Ab)

Output: label(N, Ab)
1 BuildModel=model(f,l)
2 Classification=Classifier(N, Ab)
3 foreach Classification do
4 if Classification==0 then
5 Not an anomaly
6 else if Classification==1 then
7 anomaly
8 end

the verification, we have also tried 0.2 contamination value
with silhouette coefficient value of = 0.64% which produced
more number of anomalies in our case. Therefore, we selected
the contamination value of 0.1 silhouette coefficient value of=
0.84%, which gives us better results.

Fig. 5 depicts day versus packet length count, where the cir-
cle’s marker shows the abnormal days packet length count and
the thin diamond marker shows the normal days packet length
count. Experiments conducted after removal/or tampering of
wallplug sensor on day (day 25 and day 26), the anomalous
points are showed in the Fig. 5. From our results, we gather
that isolation forest could not sufficiently detect missing packet
lengths for abnormal days and for few cases regarding normal
days as well. Since missing packet length is an anomaly in
our case, we choose the use of manual labels for our task and
classify abnormal and normal days based on traffic behaviour
using a supervised approach such as decision tree.

Fig. 5: Isolation forest with contamination 0.1 shows days 25,
26 anomaly after tampered the wall plugs.

Supervised algorithm: We conducted experiments by ap-
plying decision tree supervised machine learning approach
in our dataset, θ. The proposed model’s anomaly detection
effectiveness is measured using precision, recall, and F1
scores, which are calculated based on the confusion matrix.
The confusion matrix is shown in Fig. 6, where the columns

represent the predicate classes and rows represent the actual
class. Table II presents the precision and recall values as well
as the testing accuracy. Apart from this, we have also measured
the average precision and recall accuracy curve for supervised
ML algorithm shown in Fig. 7, to check model performance
and predict the class confidence. Equation of precision, recall
and F1 score are also described below. Precision: measures
how accurate is the prediction i.e. shows the percentage of your
predictions which is correct (2). Recall: measures how many
true positives were found. For example, we can find 91.62% of
positive cases in our 10-fold cross validation prediction (3). F1
score: measures test accuracy (4). We checked our algorithm
to detect when wall plug is removed.

Precision =
Tp

Tp+Fp
(2)

Recall =
Tp

Tp+Fn
(3)

F1–score =
2∗Precision+Recall

Precision+Recall
(4)

Fig. 6: Confusion matrix of classification model.

Fig. 7: Average precision recall accuracy curve for supervised
ML algorithm.
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Precision Recall F1-Score
Normal(0) 0.90 0.98 0.94
Abnormal(1) 0.94 0.75 0.83
Testing Accuracy 91.62%

TABLE II: Precision and Recall with overall accuracy.

VI. DISCUSSION

Our paper addresses a real-world threat for IoT security
i.e. sensor tampering. The AD-ML system is built using a
supervised machine learning approach for detecting sensor
tampering. Before that, we have tried traffic pattern analysis
using unsupervised ML as well to detect anomalies. For α1

experiment, we applied isolation forest to check the anomalies
after removal of sensors. Then, for validation we gathered
more days of data, after seeing the traffic pattern and creating
manual labels. Authors in [23] discussed that the lack of
labeled IoT sensor traffic data is still an issue on the IoT side.
Hence, we have also tackled these issues in this paper by
manual labelling of such datasets. For α2 second experiment,
we considered a decision tree supervised ML algorithm to
classify anomalies. Supervised ML classification model works
better and is easier to deploy then unsupervised ML model,
hence we chose this classification model. In addition, the AD-
ML system handles the packet lengths, that occur/do not occur
in normal days as well as abnormal days. AD-ML system
performs offline sensor tampering detection where a novel
mechanism is proposed that are missing in the state of the
art of [15], [24].

VII. CONCLUSION AND FUTURE WORK

This paper addresses a sensor tampering threat issue by
applying a Decision tree for an office scenario with IoT
sensors. We give a more in-depth view of traffic patterns
based on each day of data. According to the previous day’s
traffic pattern, we created manual labels. The decision tree
classification model achieves 91.62% accuracy with a low
false-negative rate. AD-ML classifies normal and abnormal
days based on sensors tampered. We also considered isolation
forest to detect anomalies in the dataset. We selected isolation
forest as it can deal with low amount of data. However, in
our case, isolation forest detected anomalies in both normal
and abnormal days for some cases. This led us to consider
a supervised approach like decision trees to improve the
detection of anomalous days. In future, we will consider using
other unsupervised based machine learning algorithms, gather
more data from different types of IoT sensors and develop a
real-time online system. The dataset and code for this work
can be found on GitHub1.
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