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Abstract 

The growth of IoT-based services in homes, cities, and factories creates value for individuals, 

industries, and public organizations. For example, in homes, smart devices are embedded in the 

environment or attached to human bodies to support health monitoring systems—aging-related 

with different health problems, optimize energy usage, and IoT security systems. A need driven 

by an aging population, Sweden's elderly population is expected to increase by 45% and 87% for 

the two age groups, between 65–79 years and +80 years, respectively, by 2050. Older adults could 

be supported by developing  Human Activity Recognition (HAR) techniques in smart homes based 

on IoT systems. Including Activity of Daily Living (ADL) and Ambient Assisted Living (AAL) 

applications. Advanced IoT devices and off-the-shelf sensors make it less expensive to collect 

sensors data. However, full deployment of such systems is challenging due to scalability, big data 

management, and maintenance of large-scale deployments. Due to the emergence of IoT big data 

and various analysis tools in the last decade, AI/ML techniques utilization increased. One 

fundamental operation in the ML process and apparent in health monitoring systems is anomaly 

detection to support 1) the elderly and persons with special needs to live independently in their 

homes and 2) healthcare providers to reduce the pressure on them. However, most of HAR's earlier 

work ignored the users’ recognized activities' privacy and security aspect. The traditional 

centralized approach in the ML process becomes unpractical since the data collection process 

conflicts with the data privacy laws in Europe, GDPR specifically. In order to enable efficient and 

secure services using real-world datasets collected from different application domains, we 

identified several research questions in this report which focuses on main areas of data science in 

the context of HAR: IoT big data, centralized ML approach, FL and HAR in general, and the 

knowledge discovery in healthcare applications based IoT systems: (i) privacy of sensitive 

personal data is an essential aspect when choosing the data analysis approach and where it should 

be processed, (ii) methods to discover the entropy in datasets streamed from uncontrolled 

environments like real homes, (iii) combine offline and online training to consider changing living 

conditions, (iv)  support multi occupants' smart homes, (v) FL implementation need to be extended 

to include other learning approaches such as  RL, unsupervised learning, and online learning, (vi) 

the utilization and implementation of real-world non-IID datasets in FL. We expect that the 

identified challenges in this report remain a direction for future research in those mentioned above 

primary areas of data science. 
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1 Introduction to Data Analytics and Data Science  
 

Data analytics and data science definitions vary according to business cases. The former focuses 

on collecting and analyzing the past and current statistics of the data. The latter is an iterative 

process that focuses on predictive analytics and future statistics supported by domain knowledge 

for a better prediction, providing value and a tool to businesses to use in the decision-making 

process [1] . In 2010, Drew Conway defined data science through a graphical representation of the 

skills required in data science as depicted in figure1: Hacking/coding skills to manipulating data 

and building prediction model; math and statistics skills are essential for data pre-processing and 

feature engineering; substantive expertise or domain knowledge is essential to understand nature 

of the data and the business case in a data science project [2]. 

 

 

 
Figure 1. Data Science Venn Diagram [2]. 

In Davenport’s article, 2018, “From analytics to AI,” he has categorized four analytics types based 

on the degree of intelligence to increase the business value [3]. Analytics 1.0 reporting on past 

events concerns what actions are needed now, referred to as descriptive analytics, which does not 

go beyond reporting the outcomes in reports. The business value is driven by internal decision 

support goals with low pace completion. Analytics 2.0 is about big data, an era that led to the 

emergence of data scientists [4]—a shift from internal decision support to build data products for 

users, emphasizing questions “Why is this happening?” and “What will happen next?”. Analytics 

Machine 

Learning 
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3.0 is marked as the era of data economy analytics, referred to as prescriptive analytics. Large 

industries embrace big data and analytics to transform business models with large-scale analytics 

to create data products and analytical activities with thousands of machine learning (ML) models. 

It utilizes statistical and forecasting models to specify behaviors and actions.  With an emphasis 

on hourly/daily analysis, business relevance of the resulting knowledge, emphasizing the question 

“what are the causes and effects?”. 

 

Analytics 4.0 is the era of Artificial Intelligence (AI) or cognitive technologies. Automating 

decisions based on interconnected smart devices' outputs emphasizes “what if we take action?” 

through embedded analytics within human inputs [3].  It is also referred to as automated ML [5]. 

The history of four eras of analytics and data science is depicted in figure 2. 

 

 

 

Figure 2. Four Eras of Analytics and Data Science [3].  

 
Industries have spent the past forty years building their analytical competencies with a large scale 

of statistics and quantitative methods to optimize decision-making [3]. The impact of the advent 

of computers and the information age on the statistics research community is summarized by [6] : 

 

"The field of Statistics is constantly challenged by the problems that science and industry brings 

to its door....with the advent of computers and the information age, statistical problems have 

exploded both in size and complexity. Challenges in the areas of data storage, organization and 

searching have led to the new field of "data mining"…. to extract important patterns and trends, 

and understand "what the data says." We call this learning from data. The challenges in learning 

from data have led to a revolution in the statistical sciences." 

Analytics 1.0: Structured and small data, Descriptive analytics, Internal decisions

Analytics 2.0: Unstructured and big data, Era of data scientists, Visual analytics, Era of 
Hadoop and open source

Analytics 3.0: Mix of all data, Internal/External decisions, Agile, Predictive and 
Perspective analytics

Analytics 4.0: Analytics embedded automated, Cognitive technologies, RPA, 
Augmentation

1975-?

2001-?

2013-?

2016-?

Human

Machine
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The four eras of analytics intersect statistics, computer science, and engineering fields which led 

to the emergence of data mining as an interdisciplinary field to address the challenges of analytics 

mainly based on statistical methods  [7]. The learning problem in data mining could be explored 

by utilizing ML/AI techniques and should extend the already established statistical analytical 

competence in the industries; however, some AI methods are not statistical [3]. 
 

Analytics in a data science project is not limited to data mining, but it is an iterative process with 

different phases to manage it. Cross-Industry Standard Process for Data Mining(CRISP-DM), as 

depicted in figure 3, is the most commonly used process for this type of analytics to solve a real-

world problem viewed from an application-focused and a technical perspective [8] . Business and 

data understanding are parts of the knowledge domain component in data science. Data preparation 

in terms of management and processing require coding and mathematical skills. Modeling and 

evaluation are the core of the data science process. The evaluation module measures the model’s 

effectiveness by improving the model and communicating what was found about the business 

datasets. For example, communicating the predictions in dashboards requires substantial coding 

and statistics skills.  

 

 
 

 

Figure 3. Data science lifecycle project and three skills Coding, Math and statistics and domain 

knowledge, based on CRISP-DM process shows six key phases [8] and Data Science Venn 

Diagram  [2].  

The modeling step in this process utilizes ML techniques. Machine learning is an automated 

process that extracts patterns and linear combinations of the input features using different 

algorithms to make predictions for new events/instances that generalize best. A good practice is to 

choose different ML algorithms and run experiments to evaluate the results, emphasizing project 

requirements and whether the types of input features are suitable for the initial set of selected ML 
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algorithms. The accuracy of the ML model is not the only criterion for choosing the initial 

algorithms for deployment: prediction speed; computational cost; the capacity for retraining, i.e., 

models flexibility and adaptation to new circumstances; and how the model's predictions are 

explainable and justified [8] . 

 

However, accuracy could be the only requirement in some deployment scenarios as the model 

selection criteria in deep learning models. They learn complex nonlinear mappings in complex 

tasks such as a high signal-to-noise ratio to measure a signal’s quality and pattern recognition 

applications [6], such as electrical engineering, image processing, and speech recognition. 

 

The process in ML models is about discovering what "normal data" is to identify a pattern. The 

increasing volume and variety of data led to uncertainty and derived the growing interest in 

automatically handling decisions. Part of this discovery is spotting the unusual, and there is a need 

for an anomaly detection (AD) process to spot the unusual that is different from what we expected. 

It concerns finding what we do not know to look for with a sense of discovery. AD carried out by 

the ML model is a form of AI. 

 

In some cases, anomalies are known by expert domains. However, there will always be new 

anomalies that we do not know, where AD is important. The unsupervised learning approach is 

one way to figure out 'interesting' patterns by identifying what normal is, measured, and how far 

is "far" to be considered abnormal [9] . 

 

Different AD methods based on ML and information theory related to temporal information are 

used for point and sequential anomalies detection[10] . Similarity-based models to classify the test 

sample based on the similarities between the test sample and training samples and similarities 

within a class/ activity [11] . There is no generic method for the AD problem [9, 12].  

 

The selection of the appropriate algorithm depends on several factors: dataset distribution, the 

feature types, input data dimensionality, data complexity, data availability in terms of labels, and 

the degree of ‘outlierness’, e.g., a percentage probability that the test event is an outlier [12]. 

 

However, the most effective way to discover what is normal or not is to start with probabilistic 

models. The model assigns anomalies a lower probability value than normal data during training. 

Thus, the anomaly score is high. This suggests that the pattern estimated from the ML model is 

less matched to actual events and, hence highlighting the outliers [9]. 

 

1.1 Statistics and Probability in Data Science 
 

Probability and statistics are essential skills in data science [2] before starting with the data analyses 

and determining data as a population. We have every data point in the study, which is hard to obtain. 

Determining data belongs to a sample that is part of a population, and its measurements are called 

statistics.  

 

Parametric statistics assume the samples come from a population modeled by a probability 

distribution with a fixed mean and standard deviation [13]. The probability of future events falling 

within a given range will be known once we have the statistics measurements. 
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There is uncertainty arising from data samples whether they belong to the population. Probability 

allows us to quantify uncertainty and reason about them. With the emergence of IoT systems and 

big data, uncertainty grows. Therefore, probability becomes relevant in forming the hypothesis 

and modeling this uncertainty.  

 

Modeling real-world data probabilistically allows us to structure the information about 

uncertainties in a principled way. Random variables are an important tool in probabilistic 

modeling. They are functions of probability space outcomes, map actual values to each 

experiment's outcome following phenomena or specific rules. The probability density function 

(PDF) estimates the distributions by following a process known as probability density estimation. 

Most ML problems can be solved by knowing the probability density estimation since it is 

equivalent to knowing everything about the data [14], i.e., the population. However, density 

estimation is the most challenging statistical problem since it requires solid parametric 

assumptions; therefore, it is desirable to solve ML tasks without density estimation [15] . 

 

These assumptions include data normality, homogeneity of variances, and linearity. In statistical 

analysis, testing these parametric assumptions about data characteristics is important.  Otherwise, 

any violation of these assumptions will mislead the interpretation of the results [16], e.g., Shapiro-

Wilk's W test to determine if data belongs to normal distribution. The probability density 

estimation can be described by a binomial and Poisson distribution and normal distribution for 

categorical and continuous variables, respectively [17]. 

 

AD task becomes a fundamental operation in organizations [9], and in the context of big data and 

the Internet of Things (IoT) applications, to model normal behavior and promptly detect 

deviations. Also, in applications related to health monitoring IoT-based systems, human activity 

recognition (HAR) is considered a core task in Activities of Daily Living (ADL) and Ambient 

Assisted Living (AAL) applications [18]. Therefore in the next section, we will describe the most 

important aspects of IoT systems for HAR and AD. 

 

2 Internet of Things for Human Activity Recognition using AI/ML  
 

The IoT applications allow devices to connect and interact through the internet to collect, share, 

and analyze data. Kevin Ashton first coined the term IoT in 1999 to promote RFID technology, 

but the concept itself was established in the 70s and is known as pervasive or ubiquitous computing 

(UC) [19] and Ambient Intelligent Environment (AmIE). Mark Weiser (1991) defined distributed 

computers used throughout a physical environment invisible to users as a UC environment [20]. 

Ubiquitous computing has evolved to a more generic perspective, a user-centered computing 

environment known as AmIE [21]. The first concept, ambient, refers to an environment with a 

specific requirement such as ubiquitousness [22] and aligning technology to users’ needs [23]. The 

term Intelligent Environment (IE) refers to modeling the environment via agents or interconnected 

UC nodes [23] in our daily life, consistent with simulating other entities [24]. AmIEs’ applications 

are found in many environments like smart houses, offices, ambient health care [25], and smart 
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cities and buildings [26]. UC and AmIEs contribute to pervasive and distributed devices attached 

to human bodies and embedded into environments modeled to meet users’ needs [14].  

On the other hand, many publications argued that the AmIEs research field considered the social 

and human factors. At the same time, UC environments are more technology-oriented, and their 

applications require advanced proto-typing [23]. From a historical point of view [27], different 

visions worldwide have interpreted and emphasized various aspects of UC technologies: UC in 

the US has gained attention in civil and military institutions' information technology since 

the1990s. While in Japan and South Korea, the state and industrial UC research started since 

2003/04. The EU prefers AmIE, where the research focus needs to be on the people's needs and 

less on the technical side, in the context of social aspects have to be taken into account. The vision 

of Mark Weiser [20] of smart environments allowing UC fields to support systems such as 

ADL/AAL.  

 

The following subsections overview IoT-based services economic impact in different domains and 

the challenges related to IoT data features. Also, we present HAR systems, activity abstractions, 

and sensor modalities used for data collection. In addition, an overview of AI and ML concepts 

and ML different techniques used to build HAR system.  

 

2.1 IoT Economic Impacts 
 

IoT applications are rising among different domains. In 2020 about 1.37 billion connected devices 

were installed globally, with about 0.36 billion installations worldwide within the healthcare 

sector, mainly to monitor patients [28]. Sensors alone will have $15 trillion of the IoT market in 

2020, and by 2030 will reach 100 trillion sensors connecting devices and people [29]. 

 

The massive growth of IoT-based services, especially in healthcare, energy management domains, 

and operation management, leads to expected annual economic growth accelerating these 

developments. As shown in figure 4, it could reach between $4 to $11 trillion per year by 2025. 

The settings in which IoT-based services create value are different for humans, homes, cities, and 

factories. Some examples of use cases are: in homes smart devices embedded in the environment 

or attached to human bodies to support health monitoring systems; optimizing energy usage and 

security systems; in factories where there are repetitive tasks needed for optimization equipment’s 

usage; and in cities where traffic control and smart meters are use cases [30]. 
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Figure 4.IoT applications’ economic impacts by 2025 [30]. 

2.2 IoT Growth impacts on Big Data Analysis  
 

As a result of this growth in IoT-based services, the data collected from IoT devices, data 

complexity, and volume increased. Defining IoT’s data properties is important to apply the right 

tools for analytics in [31] defined IoT data analysis problem as: 

• massive streaming data; 

• heterogeneity: different devices gather different information, a location, and timestamp 

attached for each of the data items and; 

• high noise in data due to errors during acquisition and transmission.   

 

Another definition of IoT big data by [32] is the "6Vs" features: 

 

• Volume: The size of data; 

• Velocity: speed of data generation; 

• Variety: (un)structured data; 

• Veracity: quality of the data;  

• Variability: the inconsistency of data flows and; 

• Value: The transformation of big data to information highly relies on data processing. 

Questions around data collection approaches, whether to capture all sensor data or random 

samples of data or store data for a specific period and discard them later. All are important 

factors to increase data value. 

Monitoring systems

0.2-1.6 trillion

Energy management, safety and security

0.2-0.3 trillion

Operation management, predictive maintenance, 
optimization

1.2-3.7 trillion

Resource management

0.9-1.7 trillion

HR redesign, equipment's maintenance, insurance, 
logistic 

1.5-3.9 trillion

Human

Homes

Factory

Cities

Offices, worksites, 

outside, vehicles, retail 

and environment

Economic Impact Value

4-11 trillions by 2025

1 trillion

2015
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However, labeled data accounted for only 3% of the universe's big data in 2012. Only 33% of most 

companies’ data might have valuable information in 2020  compared with  25% in 2012 [33], 

adding complexity to the data analysis. However, unlabeled data could be advantageous since it 

drives research away from the challenges of subjective biases in the research domain [34]. 

The growth and complexity in data lead to challenges in using the same traditional methods used 

by industries for the last four decades with the large scale of statistical methods to optimize 

decision-making [3]. The evolution of IoT's data changed the already known analytics 

requirements to minimize the computational cost of analyzing IoT big data that inherited ‘6Vs’ 

data properties [35]. IoT (big) data analytics examines data to discover trends, unseen patterns, 

and hidden correlations to make predictions supporting businesses and other organizations to 

understand data better and make effective decisions using advanced techniques [36].  By utilizing 

ML techniques, as shown in figure 5.2, there is an opportunity to solve IoT big data problems [36]. 

The opportunities brought by AI frameworks for the process of data science using ML techniques 

are cornerstones for Industry 4.0, the era of autonomous control systems [37], and Analytics 4.0 

[3]. In order to make them widely applicable and maintainable, it requires collaboration between 

academic institutions, industrial players, and government agencies [37]. According to McKinsey 

Global Institute (MGI) [38], the potential economic impact of AI systems used by businesses 

across different sectors is about $3.5 to $5.8 trillion per year. Moreover, AI engineering is among 

the 10 top strategic technology trends announced at Gartner Symposium/ITxpo 2021 [39]. 

 

2.3 Human Activity Recognition 
 

Many IoT-based services fall within the healthcare sector to facilitate monitoring systems [28, 30] 

for healthcare purposes. We use health monitoring systems within Activities of Daily Living 

(ADL) and in Ambient Assisted Living (AAL) applications to support 1) elderly and persons with 

special needs to live independently in their homes and 2) healthcare providers to reduce the 

pressure on them.  

 

Monitoring systems in smart homes [30, 40] aim at supporting and assisting the elderly to help 

them live independently and in confidence in their own homes[41]. Furthermore, it can indicate 

their ability to perform their basic daily routines such as cooking and bathing [42]. A need driven 

by the aging population, Sweden's elderly population is expected to increase by 45% and 87% for 

the two age groups, between 65–79 years and 80 years and over, respectively, by 2050 [43]. Smart 

home advancements equipped with IoT devices would allow the elderly to live independently in 

their homes, thus allowing the "elderly to age in place for twice as long" [44].  

 

Affordable and low maintenance monitoring IoT based systems would have significant potential 

during such challenging times as the world is experiencing during the COVID pandemic. As the 

recent world event around (COVID -19). The elderly were the most vulnerable group affected by 

the pandemic, according to the Swedish Public Health Agency [45]. In that sense, ADL 

applications play an even more significant role for the elderly as prevention, mitigation, and 

monitoring of elderly, and enable prompt guidelines, contain future outbreaks [46], and healthcare 

providers to reduce the pressure on them.  

 

The Human Activity Recognition problem is a challenging and well-researched topic, and 

advanced IoT devices and off-the-shelf sensors make it less expensive to collect activity data. HAR 
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proved its potential for developing applications related to monitoring systems when utilizing ML 

algorithms to help individuals carry out their ADLs [18]. However, HAR is a complex task 

composed of several steps starting with collecting sensors data and g inferring ADLs [47].  

 

The modeling of human activities is classified into two approaches [48]; one is a data-driven 

approach, which uses a large scale of raw sensor datasets, and utilizes ML and data mining 

techniques to build a model for training and learning. It is capable of handling uncertainty in data. 

The other is the knowledge-driven approach; it builds a model based on prior knowledge using 

knowledge engineering and management technologies. It uses observations in a specific time and 

location; however, they can be viewed as static models. 

 

Most HAR earlier works have a reasonable recognition accuracy rate working on a scripted activity 

or scenarios in a controlled environment [18, 49-51]. A survey paper reviewed HAR studies 

between 2003 and 2017 [51], identified that VanKasteren and UCI HAR datasets followed by the 

WSU CASAS repository are the most used annotated public datasets for HAR applications. 

Additionally, the most recognized activities are single activities composed of different actions. 

Activities with a start-to-date and end-to-date include making coffee and emailing, and most 

studies rely on environmental sensors' data. However, real-world deployments require techniques 

to work on streaming data; this is important in ADL applications for the elderly [18]. 
 

Another survey [50]  investigated earlier work within HAR between 2014 and 2019. It shows that 

the data mostly comes from mobile and wearable devices than environmental technology. Similar 

to [51], most studies were conducted in controlled environments following uncontrolled 

environments with scripted activities and uncontrolled conditions. The unsupervised learning 

earlier studies mainly carried out under controlled and uncontrolled environments with scripted 

activities [50], indicating a lack of real-world deployments data. Thus, building a model based on 

these conditions would not suit real-world deployments where we collect data from uncontrolled 

conditions and unscripted activities. 

 

However, the comparison of different ML approaches findings is often difficult to achieve since 

each research group evaluates the performance of their systems using setups only for a specific 

purpose. Thus, they lack generalizability and replicability across various research groups [49, 52].  

 

Real-time and offline systems are two different approaches to solving the HAR problem. 

Evaluation of long-term activities requires offline data analysis to detect the early diagnosis of 

diseases such as Alzheimer's or analyze disturbed sleep patterns, which have become indicators of 

other health issues [53]. Offline HAR is helpful to learn the same ADLs of different participants 

where such behavioral analysis needs no immediate feedback from the system. In contrast, real-

time HAR is recommended in monitoring systems for patients with critical health conditions or 

whenever feedback is required. However, classification is the simplest way in real-time analysis, 

where the model is trained offline and tested on real-time data to recognize and detect activities. 

[54]. Real-time analysis to detect activities and anomalies in healthcare systems requires 

visualization tools such as the web application developed by the authors in [55] to produce actions 

such as alarms for caregivers and end-users and use cases where prompting applications are needed 

[56].  
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In [57], the authors emphasized the importance of historical data to recognize higher activity 

abstractions such as behaviors or ADLs to build an anomaly detection system. Also, context data 

captured from the environmental sensors are important in ADL applications to inferring high-level 

activities that help analyze the behavior. They also identified that an open issue in HAR research 

is to obtain this much-needed historical data from real-world environments, especially of older 

adults. ADL recognition with a focus on health care could reduce the cost of human resources by 

detecting anomalies in elderly behavior to inform the caregivers. 

 

Implementations with real-time provide a short-term interaction with the participant or immediate 

intervention via alarms, such as prompting applications [53, 56], that remind the users to take their 

medicine if they forgot or to prevent unwanted risks for patients with dementia living 

independently. However, real-time analysis is challenging in data pre-processing and segmentation 

[51] and extracting relevant information in real-time from data provided by IoT systems [53]. 

These challenges are part of IoT data features, the"6Vs" features [32], such the volume and 

velocity. 

 

Most solutions for real-time activity recognition are found in approaches using sliding windows 

provided in smartphones and wearable devices. Hence, the algorithm uses the partially observed 

data to classify the activity at the same time as it is being performed [18].  Approaches to recognize 

anomalous behavior with real-time capabilities are required to monitor and process each data point 

as they stream simultaneously by classifying data as being collected into normal and abnormal, 

making classifications/predictions, and automatically performing training on the incoming 

streaming data. This could be challenging as data that describe the activity is generally unavailable.  

 

On the other hand, recognizing activities from data captured from a wearable sensor is less 

complicated than the modality of environmental sensors installed in physical settings. The constant 

sampling rate enables dividing data into equal, fixed-size time windows that contain sufficient 

information to classify data into activities by the classifier [18]. 

 

2.3.1 Levels of Human activities 

  

In [58], the authors classified HAR activities into low-level activities such as walking and high-

level activities like making coffee. Human behaviors include different levels of granularity, and 

the most commonly used terms to describe them within the HAR research community are action, 

activity, and behavior levels [48, 59] . An action is defined as a simple task executed by one person, 

and it often lasts for a short time duration, such as opening a door. Activity is a more complex type 

of behavior where a sequence of actions is carried out by either one or two persons and lasts for 

longer durations, such as making tea/meals [48]. Behaviors are a higher level of abstraction than 

activity as it is composed of a sequence of compulsory and/or optional activities and/or actions. 

e.g., coffee break [59].  Single activity is the most used within HAR applications, whereas behavior 

recognition is the least. A single activity performed by one person, an interleaved activity that is 

entirely performed before starting a new activity, and multi-occupancy are related to performing 

activities by more than one person simultaneously [51]. 

 

2.3.2 Sensor Types  
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There are two main types of sensor techniques in HAR systems: vision-based facilitates video 

cameras to monitor user’s behavior and utilizes computer vision techniques. The second type is 

sensor-based, based on sensor network technologies, where the obtained data are mainly time 

series of state changes and often use probabilistic or statistical techniques [48]. However, the idea 

of using sensor-based technologies for monitoring systems was back in the 1990s, used for home 

automation, the Neural Network house [60] . 

 

Sensors-based technologies were used later during UC's emerging area due to its uncomplicated 

deployments in different applications, which led to considerable research work in HAR and other 

applications. However, most of the work back then relied on wearable sensors attached to human 

bodies or mobile phones, and most of the monitored activities were related to physical activities. 

In the early 2000s, a sensor-based approach emerged using environmental technologies, i.e., 

sensors attached to objects to recognize high-level activities within ADL applications [48]. In [50], 

the authors indicated that between 2014 and 2019, most of the data collected were from wearable 

devices followed by mobile devices and environmental technology, i.e., embedded sensing in the 

environments like smart homes. Data are mainly captured from wearable sensors [61]. They are 

often used to infer low-level activities such as walking or falling [18]. In [51] shows that 

between 2003 and 2017, most of the studies within HAR captured activity data from environmental 

sensors and less from wearables sensors, both and mobile phones. Environmental sensors like the 

sensors installed in physical settings like smart homes and offices [25] can gather more generic 

information to recognize high-level activities of ADLs such as leave home or sleep patterns [18]. 

  

2.4 Artificial Intelligence, Machine learning, and Deep Learning 
 

AI systems and ML methods utilization increased when big data and various analysis tools 

emerged in the last decade, Analytics 3.0 [3]. ML is defined as "the science of making machines 

work without programming predefined rules and learn from data" [1] . ML applications are used 

in different industries: commercial/entertainment, economy/financial, health care, and energy.  

 

On the other hand, AI combines analytic tools used to imitate life by integrating these advanced 

tools with traditional technologies such as statistical analysis to build a system capable of solving 

problems with performances higher than natural systems (humans). AI is a computer science 

branch to build systems that exhibit intelligence in human behavior like reasoning, learning, and 

adaptability. Artificial neural networks (ANN), evolutionary programming, genetic algorithms, 

and fuzzy logic are among the paradigms classified as AI.  It has been a field of study and research 

since the 1950s. The start of AI applications in engineering was reported in the late 1980s, where 

it gradually progressed in different industries and healthcare sectors [62].  

 

However, in literature, ML is distinguishable from AI. ML is defined as an automated process that 

extracts patterns or linear /non-linear combinations of the data input features using different 

algorithms. This results in a model that predicts new events/instances best generalize [8] and is 

usually beyond human capability. AI is a framework for decision-action-making based systems 

utilizing the ML’s predictions to achieve a fully autonomous system, it requires: ML; forecasting 

how the information will change over time; establishing a decision policy for a machine to take 

unsupervised action based on ML, and forecasting operating technologies [63].  
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ML is a subset of AI, and DL is a subset of ML; the relationship of these three concepts is depicted 

in figure 5.1 [64]. Figures 5.2 [38] and [32], the AI paradigms use artificial neural networks and 

deep learning models. However, AI overlaps with other analytical methods since they are similar 

objectives and statistical roots [3]. 

 

It is estimated that AI systems can create annual value between $3.5 and $5.8 trillion across 19 

industries. It forms about 40% of the overall yearly impact of all analytical techniques [38] and 

increases AI adoption across large enterprises [3]. It features AI, and automated ML (AML) 

expands because of a lack of human capabilities such as data scientists [5]. Therefore, automation 

of many phases in the ML process is the only way for large-scale deployments to meet the demand 

for analytical capabilities. Different steps in the ML process could be automated; data preparation, 

feature engineering; selection among different algorithms; building of program code for model 

deployment in real-world scenarios.  

 

 
 

Figure 5.1 AI, ML, and DL relationships [64]. 
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Figure 5.2 AI, ML, and traditional analytics techniques [38]. 

 

2.4.1 Machine Learning  

 

There are four types of machine learning [8]: supervised learning, semi-supervised, unsupervised 

learning, and reinforcement learning (RL). Supervised learning model the relationship between 

input features and a target feature using historical instances. Unsupervised learns a model the 

underlying structure of the input features to learn about the data without a target feature. This 

captured structure in newly generated features can be appended to the original datasets to enhance 

it.  The main techniques in unsupervised learning are: clustering technique, based on feature space 

and a distance measure, that partitions the input features into groups, based on similarity, and 

assigning a single new generated feature to one of the clusters, with an attempt to discover 

meaningful groupings. Representation learning is also an unsupervised technique that creates a 

new way to represent the input features to use this new representation later in a new ML process. 

RL relies less on using a training dataset to drive learning based on repetitive tasks in an 

environment [8]. The optimization of these actions' outcomes is either rewards or losses, where 

the agent tries to optimize these rewards [65]. The most common application is autonomous control 

systems like training robots [8]. Semi-supervised ML is used where large datasets with fewer target 

features or labels, for example, in image processing applications where few images are labeled 

[64]. 

 

ADVANCED 

TRADITIONAL 

LESS 

MORE AI 
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2.4.2 Deep Learning  

 

The era of IoT applications and big data features require efficient analytics methods to analyze the 

variety of unlabeled and unstructured data in real-time applications [64], and DL models facilitate 

this purpose with a high accuracy rate  [66].  DL, together with big data, lies within the 

unsupervised representation ML models because of its ability to use unlabeled data, i.e., learning 

data distribution to extract representation without labeled information [67].  

 

Deep learning is a new term in research on modern ANN models, which started to be notable in 

the mid-2000s, even though its history traced back to the 1940s [62]. They are composed of large 

numbers of neurons, processing units, that are highly interconnected. They are powerful models 

with the ability to learn complex nonlinear mappings from input features to outputs, using a large 

number of training datasets. In terms of the number of layers of neurons, the modern networks are 

deeper to learn a hierarchy of features with later layers, using what has been learned previously 

and extracted from the raw input in previous layers, which becomes deeper with this new 

representation. The algorithms are initialized with random samples from the training datasets, 

adjust all parameters each time it runs, i.e., each epoch.  Most DL models are trained using 

stochastic gradient descent (SGD) to update the neural network weights to minimize the network's 

error or, called loss function, making predictions closer to the inputs produce accurate results [8].  

 

The DL model requires substantial training datasets to build and avoid overfitting, but that is not 

considered a constraint in IoT applications.  Also, the rise of the Graphical Processing Unit (GPU) 

in the 90’s powers many intelligent systems such as automounts cars, and therefore DL algorithms 

can benefit from that to handle calculations parallelly since CPU is only able to handle such 

computations in sequential order [64]. Therefore, GUP is suitable for faster training [11]. 

 

Before the emergence of DL for HAR problems, different types of handcrafted features were used 

to train the ML model for HAR problems. A wide range of traditional ML models was used to 

train a HAR classifier before the DL came as the state of the art, using unsupervised learning 

approaches such as K-means, Naive Bayes, and SVM [68]. 

 

HAR research community is actively working with shallow ML models [50]. Only shallow 

features referred to as statistical information such as mean, variance, and frequency are learned via 

human expertise [69]. The handcrafted features are built via heuristic methods using expert 

knowledge, which may be helpful in specific environments, but for generalizability, it will take a 

long time to build a usable AR system because it would need extensive coding skills [70]. Shallow 

features might not infer high-level activities and are only valuable for recognizing low-level 

activities such as walking [71].  In HAR applications, human activities are complex. The same 

activities can be performed differently by the same users, interleaved activities, performing more 

than one activity simultaneously; activities might not be distinguishable [11]. Features learned 

automatically via ANN by extracting high-level representation in layers are suitable for complex 

HAR tasks within ADL applications [70]. Also, automatically learning features of a given dataset 

address high false alarm rate issues recognizing anomalous behavior [11, 61] and 

models’ flexibility to adapt to new data types at different scalability [50].  Different DL models 

have already been implemented in HAR systems [70, 72, 73].  
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For example, Recurrent Neural Networks (RNN) and its extension Long short-term memory 

(LSTM) recognize short-term activities that are of lengthy sequential, which is helpful for sensor 

readings datasets [8]. RNNs solves time-series problems in sensors data as it assumes that 

dependency between input and output layers is a challenge in the feed-forward neural network. 

Therefore, it utilizes forget, read, and write gates to control the access to neurons or so-called 

memory cells. The forget gates in LSTM control what data to remember, and the stored 

computations will not be distorted over time [32]. 

  

Convolutional Neural Network (CNN) algorithm infers repetitive long-term activities. It learns 

deep features in repetitive patterns [70] and when the input is a grid-like structure [8]. CNN mainly 

extracts high-level features from signals and addresses translational invariance, missing in dense 

DNNs. This property allows translation of the inputs; it detects the class to which the input feature 

belongs [32]. It has shown good image classification and speech recognition [74]. 

 

The demands to build models with automatic feature engineering and high accuracy require more 

complex models as DL, which might have millions of parameters. Such complex models operate 

as "black boxes" making it impossible to understand how variables affect the model’s outcomes.  

Moreover, it is important to explain ML and DL models' predictions for transparency and to 

improve decision-making.  According to the new regulations of AI systems that utilize ML models, 

transparency of the outcomes of AI systems is a priority in the requirements list proposed recently 

in April 2021 by the European Commission. It should be followed by the providers of AI systems 

[75]. Hence accuracy alone could not be enough in high-risk use cases. Worth mentioning, some 

of the use cases of DL models used by different industries had a deteriorated performance, making 

them biased. Amazon's system for CV screening for recruiting and Apple Credit Card spending 

limits discriminated women [76, 77]. Google Flu model track people's behavior to predict flu 

outbreaks faster than traditional health authorities gave wrong predictions [78].  

 

On the other hand, if the model’s interpretability is achievable through reasoning and tracing back 

to why these predictions were made, there is no limitation on the type of model used or how it 

operates. Kim, B et al. describe interpretability as “the degree to which a human can consistently 

predict the model’s result” [79]. DL models are best applied in problems where we know what to 

expect, like image and speech processing [8]. 

 

We described AI/ML/DL methods within HAR/AD systems in the above subsections. Next, we 

will dive into a specific category of distributed ML, Federated Learning (FL). The approach is of 

importance in light of the raw data privacy of users. Also,  data complexity and 6Vs challenges 

linked to data generated from IoT devices can be addressed by leveraging the computing of these 

data in end devices while preserving privacy and supporting large-scale deployments [80]. 

 

 

2.4.3 Federated Learning 

 

The strict data privacy laws in Europe, General Data Protection Regulation (GDPR) [81] to protect 

personal private data made traditional centralized ML, and DL approaches unpractical since they 

require collecting data of all users to have sufficient amounts of training samples to train the model. 

The ML models are trained either by the server managing the data by pipelining the data to the 
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central server [82] or transferring the ML models to the clients [83]. Both approaches are not 

adaptable [84] since they compromise the data's privacy and impose communication overheads 

[85]. 

 

Patrick Hill first introduced the Federated learning (FL) concept in 1976 to develop the Federated 

Learning Community (FLC), helping students overcome isolation problems in research 

universities [86]. Afterward, many efforts to build FL frameworks were introduced, such as 

content repositories [87] by building federations of repositories to learn from different content 

repositories. These efforts contributed to developing FL algorithms. It is a collaborative approach, 

distributed ML over various clients or devices, first introduced by Google in 2016 to solve NLP 

tasks [88].  

 

The main principle focuses on data minimization, privacy risks, and cost mitigation in federated 

learning. A recent definition of FL introduced by McMahan et al. report [89] about the advances 

and challenges in FL topic “Federated learning is a machine learning setting where multiple 

entities (clients) collaborate in solving a machine learning problem, under the coordination of a 

central server or service provider. Each client’s raw data is stored locally and not exchanged or 

transferred; instead, focused updates intended for immediate aggregation are used to achieve the 

learning objective.” FL has first introduced for Android mobile devices assumes that each user 

has lots of data because users spend such significant time on their mobile devices. Thus, this 

assumption requires FL to have large amounts of data to ensure good performance, making IoT 

systems suitable applications to implement the FL approach [90]. FL is applicable across medical, 

IoT systems, and industrial applications with great potential for providers and clients, such as MRI 

analysis and drug discovery [91]. 

 

It works collaboratively as several clients train a global shared ML model on private data sets 

without transferring it to a third party (server authority or cloud) and compromising data privacy 

[90]. The central authority orchestrates the Fl process, which comprises several rounds. In each 

round, the server sends the global model to the clients. Each client trains its local model on private 

datasets and transfers the models’ parameters to the server to collect them from all clients, and 

makes one update to the global model [85]; this approach allows ML models to learn on 

decentralized data. 

 

The global model suffers from various issues; most notably is statistical heterogeneity of private 

data due to non-IID data distribution across different clients leads to local models trained on each 

client’s data outperforming the global model. Thus, discouraging the clients from participating in 

the FL process [85, 92, 93]. However, only clients with insufficient data would benefit from 

participating in FL. Those with sufficient data to train the local models are doubtful to participate 

since the global model is less accurate [85]. The global model only learns coarse features from all 

clients since the deep networks learn the common and low-level features in the lower layers of the 

network [94]. The global model needs better personalization techniques to perform better on each 

client [85] as it is too far to represent the preferences of each user/client.  

 

The one probability distribution represents IID data. The activity training datasets collected from 

all clients to model the global model would have trends since humans’ routines vary from one 

person to another. Therefore, different users’ activities are non-IID data. In other words, daily 
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routines in a population could have many features in common, especially if they have the same 

health conditions. However, each user belongs to a particular environment and routine. Even for 

some users, the data drawn from one individual may deviate from being identically distributed 

[89] because each user has different preferences and routines that could change over time. 

Altogether makes the one probability distribution that models the global model not representative 

for all the population. Therefore, we need to assume that the data from the clients are non-IID to 

reduce the degradation of the global model’s performance in the FL approach. This assumption 

does not constrain local training since data are IID or at least over a specific time interval, data are 

stationary, and the users follow the same routine [93]. Thus, local training for small-scale 

deployments in some use cases is a more practical approach. Also, labeled training datasets 

collected from the clients could be subject to possible Non-IID labels, reducing the global model's 

accuracy [95]. It is one challenge in the supervised FL method [89]. 

 

However, optimizing the global model’s accuracy leads to difficulty in personalizing the models 

[96]. Different techniques for the global model’s personalization include adding user context 

information, transfer learning, multi-task learning, meta-learning meta-learning, and knowledge 

distillation [85]. 

 

As we mentioned above, the main concepts of FL are privacy, collaboration, and experience [91]. 

It addresses the flexibility issue since FL  is carried out whether the devices are connected to WiFi 

and not, optimizing energy consumption [97].  

 

However, the costs of implementing FL need to be considered, such as devices' capacities in terms 

of power and memory for training the models; the bandwidth as we rely on WiFi in FL architecture, 

while in the centralized approach, data centers are used [91]. The bandwidth to devices is limited, 

unlike computation power [98], resulting in latency during the iterative learning process.  Device 

reliability because if one device drops out during the learning process, the process's quality is 

compromised [91]. 

 

Algorithms’ challenges in FL: 

 

• A statistical challenge inherent in FL is that any local datasets samples are not 

representative of the overall population [91, 99]. The main algorithm to solve FL is FedAvg 

works on Non-IID data [100]. Still, it does not address some of the highly skewed data 

distributions, which lead to performance degradation of the trained CNN due to weight 

divergence [92, 95]. In general, designing a model that achieves fast convergence under 

non-IID data distributions is an open problem [89]. 

 

• Communication problem [99] with distributed devices, decentralized data, and unreliable 

network connections occurs when the number of clients is larger than the average number 

of training samples stored in the participated clients. 

 

• In terms of security, assuming many clients by thousands, it becomes harder to identify 

malicious clients. Also, some clients infer information about the others’ given the used, 

shared model [101]. Unbalanced data-sets and large-scale distribution [84, 92]. 
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The FL challenges in IoT applications identified by [84] in general and  in terms of the global 

model’s personalization [92]: 

 

• Heterogeneity of devices – in terms of power, memory capacity, and bandwidth networking 

could contribute to high communication costs; and taking into consideration fault tolerance 

is required. 

 

• Statistical Heterogeneity – activity data depending on each user's preferences and behavior, 

in addition to data sample distributions across different clients.  

 

• Heterogeneity of Models – the participated clients need to agree on a specific model’s 

architecture to collect local model weights to update the global model effectively. This 

scenario might be complex in medical institutions [102] as different clients want to build 

their model for training and prediction depending on their environment setup. 

3 State-of-the-Art in Anomaly Detection 
 

This section presents several state of the art in anomaly detection studies that built applications-

based IoT systems for knowledge discovery. Applications for healthcare monitoring systems 

facilitate different approaches statistical, centralized ML, and FL to detect anomalies. We analyzed 

studies in the HAR/IoT-based based on the approach used, datasets, and sensors used to detect 

anomalies in human behavior within smart homes in general and within the elderly context. 

  

3.1 Identified Challenges of Parametric Statistical Anomaly Detection 
 

This section addresses the challenges of using parametric statistical methods for anomaly detection 

in earlier works. Detecting anomalies in data has been studied within the statistics research 

community as early as the 19th century [103] and classified as parametric and non-parametric 

methods. A common statistical definition of outliers, as Hawkins (1980) [104] has defined it “an 

observation that deviates so much from other observations to arouse suspicions that it was 

generated by a different mechanism.” Anomaly detection is often discussed within the hypothesis 

testing frame, where the normal mechanism is the null hypothesis. All population characteristics 

are generated from the same process (statistical process), and any objects that deviate from that 

process or mechanism are outliers. Different tests of different distributions to detect the outliers 

are dependent on specific parameters such as mean and standard deviation, and covariance [104]. 

A parametric model is a straightforward approach to tackle the AD problem, assuming that the 

data are normally distributed, fit certain distributions, and the values of its parameters are unknown 

and must be estimated from the given data. However, several issues are related to these approaches. 

 

Anomaly detection problem was often discussed from a real-world data complexity perspective 

[105]. High dimensional datasets and complex distributions are challenging when selecting the 

hypothesis test statistic since they are many and not straightforward [106, 107]. This holds true for 

complex distributions that fit high-dimensional datasets [105]. From a data perspective, statistical 

models are best suited to quantitative real-valued. They are generally suited to continuous values 

or, at the very least discrete and ordered data distributions. Discrete ordinal data can be 
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transformed into numerical values for statistical processing, limiting their applicability in real-

world applications where data are heterogeneous [12]. 

 

Estimates of mean and standard deviation values are sensitive to outliers [108]. Since extreme 

values would skew the mean and therefore becomes subject to false negatives by labeling the 

normal data as an anomaly ”Swamping” or label the anomalies as normal data ”Masking” which 

results in false positives [109]. 

 

In [110], the authors reviewed earlier AD problems in intelligent environments, healthcare 

systems, and smart objects between 2000 and 2018. Their review concluded that statistical 

methods have limitations in considering all the source information with an increased number of 

parameters due to the exponential increase of continuous data sourcing from sensors or monitoring 

systems.  

 

A survey paper on detecting different types of outliers resulting from faulty sensors or changes in 

events within the IoT applications [111] concluded that no previous sensor data distribution 

knowledge is often available. Hence, the parametric approach is not beneficial. Non-parametric 

models are also not suitable in IoT real-time environments as it becomes computationally 

expensive to manage high-dimensional datasets. However, many statistical methods are for one-

dimensional problems, to overcome the increase of dimensionality 'Curse of Dimensionality' issue 

in datasets, principal component analysis (PCA) [112] by projecting the data onto a lower-

dimensional subspace [12]. Detection of outliers is possible once the distribution model is 

determined. Any unseen change in the data distribution decreases the temporal correlations with 

new events, detecting outliers [111]. 

 

Thresholding is one method widely used assuming a normal distribution of dataset, a rule of thumb 

number uses the three standard deviations as "3 σ-rule". Any point deviating 3σ away from the 

mean is identified as an outlier [113].  The applied Grubbs' method known as the Z-SCORE 

method to detect anomalies in a single-dimensional dataset used in [114]. It calculates a Z value; 

x¯ – xi /σ. Mean of the distribution of feature x, the value of the feature x for the test sample, and 

the standard deviation, respectively. Z-SCORE is best suited to be used on valued data. However, 

this technique is affected by the number of observations in the data set; the more data points, the 

more statistically representative the sample [12]. 

 

Boxplot, in 1977 [115], Tukey's method makes no assumptions regarding data distributions to 

detect anomalies. It is widely used to remove outliers in medical laboratory datasets. However, 

since it is represented graphically, it needs human intervention to monitor the detection. Also, it 

is unsuitable for small data samples [112], and the normalization of distributions limits the 

algorithm to work as expected [116]. T-test statistic is another way to determine if the test 

sample(s) comes from the same distribution as training data. In [117], the authors used a student's 

t-test on a continuous beam, comparing two samples. One of them is an undamaged beam sample. 

If a significant difference occurred between them, there are outliers in the test sample. They 

performed at 0.05 and 0.01, 95% and 99,7% confidence levels and showed promising results. 
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3.2 Related Work of Parametric Statistical Anomaly Detection  
 

This section presents statistical anomaly detection tasks within different applications and uses 

cases in different fields. 

 

• In [118], the authors discussed outlier detection techniques using logs and geophysical 

datasets. Methods such as Z-score and boxplots neglect the correlation between features in 

a multivariate dataset. 

 

• Yahoo proposed Extensible Generic Anomaly Detection System (EGADS) framework for 

automatic time series forecasting and AD in 2015. Anomalies are detected, given the 

expected behavior of a metric time series, applying two AD algorithms, one based on 

standard deviations, the other is based on density distribution. The first method assumes 

data is normally distributed with a known mean and standard deviation. They applied the”3 

σ-rule” and, depending on the desired level of sensitivity, which can be changed to 1 or 2 

sigmas. The second is when metric assumptions do not hold true by finding low-density 

metric distribution regions [119]. 

 

• The authors in [120] proposed AD methods in high-dimensional data within wireless 

sensor network (WSN) applications, using distance measures in log files. They used 

MapReduce, a programming model for large-scale data sets to calculate means and 

standard deviations and check the outliers according to the equation below, where 0 

represents an outlier and one as normal. 

 

• Standard optical measurement techniques applied in fluid mechanics study [121] proposed 

three automated AD methods, the local mean method, the global mean method, and the 

local median method based on a neighboring vector (8 and 24). The local median shows 

the best results, but due to its limitation in choosing optimal threshold values, they 

proposed [122] that two is a universal threshold applicable for a wide range of flows. 

Thereby suggesting a universal method for detecting outliers. 

 

• In [123], the researchers proposed a cumulative sum control chart (CUSUM) for change 

point detection to monitor water consumption in water flow time series data of three 

households. It identified the two time periods of the sudden change, anomalies in the 

consumption signal. CUSUM is widely used in process control applications to detect 

changes in the mean value. 

 

• In [124], the authors proposed a Generalized Extreme Studentized Deviate (GESD) test, a 

generalization of Grubbs' test, used for multiple outliers’ detection and sample sizes larger 

than 25, to detect anomalies in energy metering data from an apartment building as an 

alternative to fault detection. The outliers indicate that a district heating 

instrumentation substation is faulty, i.e., measurement errors. It was successfully 

implemented to detect unknown outliers under different hourly energy-metering data 

conditions within the DH applications. Z score was also implemented and considered a 

helpful tool to identify faults in the substation instrumentation with substantial modeling 

errors. 
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• The authors implemented the Leverage approach [125], a well-known technique for outlier 

detections, applied to oil and gas operations data by analyzing data residuals (the difference 

between an observed and a predicted data value). They used the Williams plot to identify 

outliers, suspected data points, out of leverage data, and valid data areas. Warning leverage 

is defined as a threshold, 3(k+1)/N to cover 99% of the scattered data. The data points 

within −3≤standardized residuals≤3 are good high leverage points and otherwise are bad 

high leverage points, known as experimentally suspected data points. 

 

• In [126], visual information in the forms of medical images viewed by healthcare 

professionals differs significantly in quality due to visual signal distortions, such as noise 

and artifacts arising in medical image processing. In order to improve image quality, 

understanding human perception is essential for better image-based diagnoses. They 

implemented a statistical analysis of ANOVA (analysis of variance) to embed the findings 

in Magnetic resonance imaging (MRI) systems to optimize the image to users' perception. 

 

3.3 Related Work of Federated Learning and Centralized Learning for Human Activity 

Recognition 
 

The following literature review summarizes recent works of FL and ML centralized approaches 

for HAR to recognize high-level activities and detect anomalous behavior of participants, focusing 

on ADLs applications for elderly healthcare. 

 

The authors in [127] proposed an offline analysis of 57 extracted features, time durations, start and 

end time of activity, number of transitions. Sixteen activities from 30 days CASAS labeled datasets 

are used to evaluate sleep patterns and mobility routines. They quantify each individual's cognitive 

behavioral changes in two groups, seven individuals in healthy and seven cognitively impaired. 

They proposed Behavior Change Detection for Groups (BCD-G) model to compare a single 

resident’s behavior in both subgroups to identify similarities and differences and determine at-risk 

behavior to provide medical interventions. A decision tree proposed to classify activities between 

the two subgroups provided accurate classification and interpretable models. The model is trained 

on an hourly basis each day. However, this work cannot be generalized due to the small sample 

size of participants. Also, applying BCD-G to perform pairwise comparisons is not scalable due 

to its exponential time complexity.  

 

An online analysis in [128] collect data and classify activities in real-time. The model 

automatically detects activity timings to analyze human behavior. Bayesian online learning applied 

data segmentation for change point detection (CPD). The model extracted an inter-arrival time of 

two successive start times of the same activity within a sliding window over time-ordered sensor 

data. The inter-arrival time feature is used to construct Pareto distribution. The distribution is 

selected from different 82 PDFs based on the best summation of the squared errors (SEE) result. 

The modeled data are senior residents' data from the CASAS project, 16 healthy single residents, 

and 17 non-healthy (different diseases). The recognized patterns included relaxing, cooking, 

eating, personal hygiene, washing dishes, sleep, and work. They detected behavior variations 

between subgroups by exploring each home's activity patterns and its relationship with the resident 
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health conditions. The study shows differences found in behavior in 2 subgroups. However, the 

Pareto distribution model does not describe all routine details and only detects activity timings.  

 

This study [129] is based on the information theory approach. The authors applied Entropy analysis 

to detect anomalies in sleep activity with causal analysis by determining the probabilities of 

features belonging to different classes/activities. They used two months' datasets from SmartNTU 

home facilities within Nottingham Trent University of a single resident, using sensor readings from 

PIR and entry door sensors to confirm visitation activity. The detected anomalies by finding the 

maximum entropy value (a threshold) on normal days using extracted features: start time, duration, 

the transition between the rooms: and encoded daily activities sequence. They claimed that one 

hour period of entropy measures calculations is best to detect abnormalities in sleep patterns. 

Previous experiments showed that less than one hour would reduce the number of observations 

and increase variance. Consequently, the number of false positives will increase. According to 

detection rates, Permutation, Multiscale-Permutation, Fuzzy, and Multiscale-Fuzzy measures are 

considerably better than Shannon, Approximate, and Sample Entropy. 

 

The authors [130] proposed a framework for automated health assessment when clinical visits 

remain unfeasible due to COVID-19. Analysis of eight cognitively healthy and unhealthy 

participants from the CASAS dataset for 5-56 months. Motion sensor readings were used to 

quantify the change of the behavior over time within the same health diagnosis and pairwise 

comparison. The sensors' information includes the time spent in each room and the level of 

activities. Based on Markov's decision, they modeled the data using inverse RL as a method, 

Resident Relative Entropy-Inverse Reinforcement Learning (RRE-IRL). The outcomes are 

normalized preference vectors for the eight participants represented as rewards and interpreted as 

the importance of each user's features. An RF classifier classified the residents’ health status with 

an accuracy of 0.84. The results are consistent with the activity preferences from the RL model. 

The results show that routines changed months later than the beginning of data collection. The 

probability of such change is higher in the cognitive decline group. The difference of aggregated 

behavior preferences was even higher between a subgroup of residents from the two health 

diagnosis groups. The likelihood that behavior preferences remained unchanged was lower than 

0.55 for all eight residents. For the cognitive decline residents (0.40) and the healthy residents was 

(0.43), an indication of their changing health status. The behavior was more diverse between 

healthy and quantitatively more significant residents than the cognitive decline group. However, 

the authors will propose wearable sensors for a fine-grained analysis of the users' health status for 

future work. 

 

In [131], the authors identified fine-grained patterns from sequential motion data by implanting a 

semi-supervised Deep Q-Learning (DQN) for auto labeling and LSTM. They integrated data from 

wearable and ambient sensors of 30 persons. The age group was 31.9±12.4. In the analysis, they 

included different types of data such as climbing, jumping, sitting, lying, walking, and eight types 

of fall in the datasets in addition to personal profile data and 42 high-level features extracted from 

fused sensors; GPS, orientation, light, wearable sensors data, and residents' information. 

Acceleration datasets fetched from on-body wearable devices were performed by 15 persons with 

context information (e.g., GPS, light). The proposed method outperformed DNN, support vector 

machine (SVM), and random forest (RF) methods. 
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The authors in [132] proposed a predictive model to send notifications to the caregiver if a user is 

not performing an expected activity. They used the RL framework, DQN, to predict the next 

activity's timestamp in smart homes. They used 50 days of real-life annotated CASAS datasets, 

van Kasteren datasets ten activities. It is expected to learn by itself, and it has to make decisions 

based on previous human activity. Appropriate actions will be identified by the model, which 

makes it adaptable to changes in the environment. The proposed DQN has outperformed other 

mining techniques, the bag, set, and list approaches on the sensor level to predict the direct next 

event. It makes the most accurate estimates of the subsequent three activities. However, DQN is 

computationally expensive to calculate the Q-value if the number of state-action pairs is large. 

 

The authors proposed a framework to learn and predict the participants' cognitive health status and 

examine the elderly participants' abilities to perform simple to complex activities in smart homes, 

validating the results with pre-defined scores assigned by a neuropsychologist [133]. They used 

Kyoto annotated datasets from the CASAS project for 400 participants, including 24 simple and 

complex activities. They built an ensemble AdaBoost model to classify participants as healthy and 

with Mild Cognitive Impaired (MCI) by concatenating the outputs of several less accurate 

classifiers; decision tree, naïve bayes (NB), Sequential Minimal Optimization (SMO), and 

Multilayer Perceptron (MLP).  They analyzed the duration feature as temporal information to 

evaluate if it effectively helps detect cognitively impaired individuals. Through extracting 

duration, the number of times a sensor is used during activity, and a total number of unique events. 

Simple and complex activities are represented by several interruptions, the sequence of the 

performed activities, and multitasking; by counting the number of activities at a particular time 

using Run Length Encoding (RLE). They select the discriminative features through PCA to 

improve the representation of minority classes (MCI group). The F-score and Area under the curve 

(AUC) of dementia classes in the proposed method were higher than others. Duration feature in 

simple daily activities classification improved the model's performance but not in complex 

activities (Multitasking). The proposed classifier’s recognition rate is 96.02% and 99.6% 

for simple ADLs and complex interwoven activities. 

 

This study [134] focuses on using movement changes to predict the beginning and progression of 

MCI transitions.  The results were validated using the annual Mini Mental State Examination 

(MMSE) and (Clinical Dementia Rating (CDR) as the ground truth data. Data of forty-four single 

elderly used to analyze the onset and progression of healthy and MCI groups movement patterns. 

Training two SVM classifiers on two years labeled data from motion readings sensors. Forty 

extracted features from 22 healthy participants for 12 months datasets (40 x 264) and (40 x 178) 

feature space for predicting the onset and progression of MCI. Features extracted are cyclomatic 

complexity, detrended fluctuation analysis, fractal index, entropy, and room transitions. They are 

extracted in 2 phases during 12 months before the clinician's diagnosis of cognitively intact (CIN) 

and 18 months after the participant transitioned to MCI. The first SVM predicts the progression of 

MCI in the post-transition period after they transitioned to MCI, and the second SVM predicts the 

onset of MCI in the pre-transition phase. The model classified MCI from the first six months before 

clinical diagnosis and reached 81.2% accuracy at the eleventh-month post-transition. They 

concluded that the cyclomatic complexity feature was the best for classification. 

 

This study is motivated by the challenges of collecting detailed information about the participants’ 

daily routines. The participants' predefined tasks could be obstructive and cannot be generalized 
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for different smart homes [135]. They proposed an unsupervised learning approach on unlabeled 

355 days collecting data from the ecobee smart-home system, using thermostat motion datasets of 

30 households. Each has at least eight thermostats and up to 4 occupants. They analyzed sleep 

time, wake-up time, and average time spent at home to identify regular and abnormal patterns in 

daily behavior. They modeled data every 30 minutes and calculated durations by summing up the 

activation from; all the sensors, or at least one sensor that lasted for 20 minutes, or a minimum of 

4 sensors that captured a movement for a minute. A time series represents the results of 48-time 

intervals each day. The feature space vector is (365,48,1) compared to the LSTM-variational 

autoencoder (VAE). A high reconstruction loss score from VAE was used to identify anomalies. 

The model's AUC metric accuracy measures the compatibility of normal patterns against 2019 

validation records regarding movement recognition at the right time slots.  Low AUC values 

represent a change in the daily routine. AUC reached between 70% and 88% recognition rates. 

 

The authors proposed a FL framework to preserve privacy, reduce the number of communication 

rounds considering internet connectivity issues, and avoid biases due to Non-IID data coming from 

mobile devices [136]. A Non-IID benchmark mobile devices datasets are; MNIST, 

FashionMNIST, and CIFAR-10. Developing RL DQN model trained on 60,000 samples from 100 

devices. The model randomly selects devices to participate in each round during training to avoid 

long-tailed waiting times, achieved by maximizing the rewards that increase the global model's 

accuracy and compensate for the bias introduced in Non-IID data. It also penalizes the use of more 

communication rounds. There is an implicit connection between training data distribution on the 

device and the local model weights trained based on those samples when performing SGD CNN 

for local training. After each round, the agent selects the most devices that improve the global 

model. The results showed that the number of communication rounds required in the proposed 

framework could be reduced by up to 49% on the MNIST dataset, 23% on FashionMNIST, and 

42% on CIFAR-10, compared with FL trained with FedAvg. 

 

In this study [137], the authors proposed FL for the HAR application using local autoencoders. 

The models trained at the client-side extract features from unlabeled time-series and aggregate 

them into a global autoencoder at the cloud server. Four time-series sensory datasets from; The 

Opportunity project includes kitchen activities of 4 participants; the Daphnet Freezing of Gait 

(DG) dataset includes Parkinson's Disease of 10 patients; and the PAMAP2 dataset includes 

exercise activities of 9 participants. They deployed the local models at a low-cost edge device, a 

Raspberry Pi 4 model B. Later, the global autoencoder model is integrated in a supervised learning 

process at the cloud server. The labeled data could be open data that do not contain personal 

information, transformed into labeled representation by the global autoencoder's encoder 

component to train the global RNN-LSTM. The global autoencoder and the global LSTM are sent 

to the clients for local HAR every time the server selects a number of local clients. The results 

show that Non-IID data has not affected the proposed system's performance and even achieved 

higher accuracy in some cases. Using unlabeled data led to lower computational time on local 

autoencoders and the global classifier, improving HAR system efficiency. The results suggest 

compressing only feature-wise information in autoencoders to avoid losing information in the 

time-series data instead processing time-series information using RNN LSTM at the server during 

the supervised learning. 
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The authors proposed the FL framework, FedHome, to address data privacy concerns for health 

monitoring applications [94]. They used labeled MobiAct datasets of 57 participants, including 42 

men and 15 women between 20 and 47 years old. The activities are ADLs, fall, and fall alike 

activities. They deployed the FedAvg algorithm on a generative CNN autoencoder (GCAE) to 

handle the imbalanced and Non-IID distribution in user's datasets and reduce communication 

costs. They utilized a synthetic minority over-sampling (SMOTE) technique to generate new data 

samples of minority classes in a low-dimensional space to empower personalization procedures 

and handle data imbalanced minority classes/activities. GCAE model uses AE for unsupervised 

learning to learn feature representations of the datasets. The learned data representations are input 

to a supervised MLP classifier to predict the activity label's probability, aiming to minimize the 

difference between the actual label and predicted probability for all classes. It starts with the cloud 

service, initializes GCAE’s parameters, sends it to the client/edge to train it with its local data, and 

sends the updates to the cloud; this is done for each communication round until the model 

converges at the cloud server. Then deploys the model at each user's edge server/ end devices. To 

refine the model parameters, each user learns a personalized model using its data and a class-

balanced dataset. The new participants with no data use the global model with generic information. 

To cope with some users’ insufficient data, they select home-level personalization to benefit from 

users’ family members' data. The results show, the proposed framework outperformed existing 

widely adopted methods. The authors suggest that the framework could utilize RNN to model 

Alzheimer’s disease progression.  

 

The authors implemented a comparative study between local training and collaborative approaches 

to develop a predictive model of the next human activity [93]. The model trained on labeled 

CASAS datasets includes ten activities of 30 smart homes deployed at various periods. No data 

leaves the device or the edge server in the local training setting, less training data is used, and the 

number of models equals the number of smart homes to ensure a personalized model. The accuracy 

is evaluated on the local home's test data. FL and centralized both rely on the deployment schedule 

(installation time). They trained the LSTM activity model using an hour of the day (0-23), the 

name of the day (0-6), and the activity label as an input tuple (h, d, a). The model outputs the 

probability of occurrence of the next activity. The local learning trained 30 models for 45 days, 

and in collaborative learning, a single shared model using data available until the end of a shared 

time point is deployed. A K-NN classifier predicts the end-time point. The input to the classifier 

is activity proportions (time duration) for a set of homes encoded within the [0, 1] range and the 

deployment day within the [1,45] range. This classifier predicts when the user decides to stop 

sharing her data. Usually, this decision is made once the local learning yields a better result. The 

prediction accuracy was about 45% for the ten activities. Due to the Non-IID of the user's behavior, 

making one global model is less accurate to classify or predict human activities. Also, the 

centralized approach had slightly better accuracy than FL because it has better access to data, i.e., 

more information to train the model on their activities. Performance improves slower than the FL 

for each newly joined participant. 

 

The researchers proposed a comparative experimental study between personalized FL, traditional 

FL, and centralized approaches for HAR applications to reduce communication costs and preserve 

data privacy [138]. Using Heterogeneity Human Activity Recognition labeled dataset from 8 users’ 

smartphones and watches.  The used activities are low-level such as biking, sitting, standing, and 

walking. They developed a DNN and a regression model for each setting. The baseline is a 
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classifier trained on a central server using SGD. They trained the models on three different data 

distributions, unbalanced and Non-IID data, uniformly distributed data, and skewed data. FL 

performance is slightly less than 89 %, compared with centralized models 93 % using DNN. So is 

the case using softmax regression, FL is up to 80% compared with centralized learning 83%. The 

FL global model trained on skewed datasets is similar to centralized learning.  Accuracy of FL 

trained on Non-IID and unbalanced data distribution was up to 87% compared to 93% in 

centralized SGD. Training DNN on unbalanced and Non-IID data in a FL setting is 

computationally expensive than training softmax regression model. DNN needs up to 1000 

communication rounds compared to only seven rounds in the centralized SGD model to achieve 

the best performance.  

 

In [92], the researchers presented a comparative study between various FL approaches and 

centralized approaches for HAR applications to address challenges of devices and model 

heterogeneity and  statistical heterogeneity, i.e., Non-IID data. As in [80], they used labeled 

MobiAct datasets of 30 users. Each client randomly selected 480 samples for model training to 

exhibit Non-IID distributions and 160 test data samples under a balanced distribution. Training on 

the client sides, an MLP network and CNN models, cross-entropy loss, and SGD optimizer are 

used for training both models. For the centralized approach, they trained  SVM, k-NN and RF, 

MLP, and CNN on all the training data of the 30 users. In traditional FL, local models are trained 

with MLP or CNN. The FedAvg algorithm aggregates local model updates on each client and 

sends them to the cloud to perform model averaging to train the global mode and be distributed 

and utilized at the client-side for the HAR task. In personalized FL, they implemented federated 

transfer learning (FTL) and federated distillation (FD). Under a centralized approach, MLP and 

CNN achieve higher accuracy than SVM, k-NN, and RF. FL-CNN achieves an average accuracy 

of 85preservesreserving data privacy. However, traditional FL have slightly worse performance 

than the centralized approach. FTL and FD could users’ personal information leading to higher 

test accuracy. The FTL-3NN model reaches 95.37% accuracy, compared with 93% in FL- MLP. 

The accuracy of 30 clients trained with CNN, FL-CNN, FTL-CNN, and FD-CNN models was 

between 70% and 95%.  FTL-CNN model outperformed all other approaches as personalization 

performed with each client's data reduced degradation caused by the training sets’ Non-IID 

distribution. 

 

In [139], the authors evaluated the performance of the FedAvg algorithm in the FL approach for 

HAR tasks to recognize low-level activities from private real-world Android smartphones. 

Compared with state-of-the-artwork, which used a centralized supervised approach on the UCI 

public datasets. The performance of FL with homogeneous datasets (UCI) and with heterogeneous 

datasets was also evaluated. They used CNN and DNN models to compare FL results against 

traditional centralized. With a centralized training approach, the proposed CNN model with no 

preprocessing or hyperparameter tuning had an accuracy of 94.64%, marginally lower than the 

state-of-the-art results.  The DNN model had lower accuracy than CNN. The performance of the 

FedAvg is evaluated with the test datasets by the global model on the server and then by local 

models against each client's test data. They concluded that FedAvg is better suited to work in real-

world data, heterogeneous and imbalanced datasets since it has a high degree of personalization. 

However, FedAvg gives a lower performance. There was a significant difference in accuracy 

between the global and local models because the number of clients was 15 in the real-world 

datasets, while UCI was 5. 
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3.4 Identified Challenges of Anomaly Detection in IoT systems 
 

The following table summarizes the most important research gaps and opportunities for future 

research in four primary areas for data science in the context of HAR: IoT big data, centralized 

ML approach, FL, and HAR in general. 

 

Table 1. Research gaps IoT-based systems in the context of HAR. 

 
Research gaps Motivation for future research  Reference 

Need of a 

holistic/complete 

framework for AD that 

addresses  

To balance between AD system’s performance with high dimensionality in big data.  

 

Evaluation of AD strategies is needed.  

 
Predictive AD to proactively identify the root cause of anomalies. 

 

Availability of the real-world data of the running systems is a lengthy procedure. 

 

Designs need to consider usability and sufficient training for users, especially elderly care, to accept and adopt these 
technologies. 

[42, 110, 

140] 

HAR applications for 

Multi residents, 

complex activity 

In most real-world environments occupied with more than one resident, challenging to distinguish activities of 

different residents.  

 

Few studies used datasets with interleaved activities. 
 

Only a few benchmark datasets have multi-residents activities. No evidence of segmentation and balancing techniques 

have been used. 

[42, 51, 57, 

61] 

Sensor fusion Few studies have a fusion of smart homes ambient sensors. 
 

Data fusion assists personalized HAR and AD systems within ADL applications and addresses missing values in IoT 

data. 

[52, 61, 
110, 141] 

DL Traditional ML algorithms cannot address the evolving analytic needs in IoT applications. DL addresses knowledge 

abstraction of IoT data at different levels. 
 

DL models bring improvements in training and accuracy. 

 

In controlled environments, ML performs well most in HAR tasks. However, the learned behavior in an unsupervised 

setting has limited performance. 
 

A gap in research exists in applying DL in AD systems within smart home deployments. 

 

Data for building the disease model is challenging and could be addressed by using DL to predict disease progression. 

[32, 61, 70, 

110, 141] 

Privacy and security Acceptance of IoT applications, especially for the elderly, and its validity depends on protecting ML tools from 
attackers. A gap exists in developing applications focused on security and privacy concepts, as most proposed 

solutions focus on accuracy. 

 

Designing and deploying ADLs for the elderly increases security concerns with collecting personal data, which could 

be addressed by utilizing the FL approach.  
 

Data collection related to the methods used for labeling data also raises privacy concerns. 

 

Most studies use cloud infrastructure to store and communicate data, especially sensitive data such as the healthcare 

sector, raise concerns and not align GDPR. 
 

With the high number of simple IoT resources/devices, it is important to consider data privacy or security.  

[[32, 42, 46, 
57, 61, 66, 

70, 110, 

142] 

 

Online learning Three features of IoT data: velocity, volume, and variability, i.e., variation in the data flow, are challenging within 

IoT applications  

 
Most existing HAR and AD solutions focus on offline learning, while activity data in the real world comes in streams.  

 

Collecting complete training data is not practical; therefore, offline modeling cannot be generalized. 

 

No sufficient raw data for offline analysis is available within IoT applications. 

[32, 46, 49, 

51, 61, 66, 

67, 70, 72, 
143] 
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Dynamic models  A system for each user in any environment is needed for personalization to recognize high-level activities and collect 

information in a non-invasive way. 
 

[50, 57, 61, 

70, 111] 

Predictive models  Different IoT applications require forecasting capabilities, e.g., electricity load forecasting and predicting next 

activity within HAR applications, such as fall prevention. The system alerts the caregivers when a fall situation is 

predicted within the short term to take proactive measures. 

[32, 57] 

 

 

 

1. A novel AD based IoT system in a big data context [140] is necessary to formalize access 

to data for early anomaly detection or anomaly prediction with root cause analysis and to 

evaluate the system's usability and user experience by the caregivers and users [42, 110] 

are still open issues.  

 

2. Most real-world environments have multiple home residents or visitors; thus, relaxing the 

assumptions of single resident homes and labeled data availability is important to represent 

real-world applications [51, 61, 111]. Complex HAR problems require advanced 

techniques for automatic features extraction [51]. In [144], the researchers identified the 

issue of comparing multi-resident activity recognition systems, because of the use of 

different public datasets and different types of activities. As such, a benchmark dataset for 

future research on multi residents’ systems is required, especially for multiple resident 

homes covering different types of interleaved activities. 

 

3. Fusion techniques based on availability and utilization of new resources addresses missing 

values in IoT applications data resources [145]. This technique has the potential for a 

personalized HAR to support elderly ADL applications with low-cost devices. It detects 

anomalous human behavior in elderly care [61, 141] and supports abnormal behavior 

analysis.  

 

4. A high false alarm rate in HAR monitoring systems is an open issue, especially for systems 

that rely on environmental technologies or dense sensing-based, deep learning models with 

automatic feature extraction [61] and activity classification [70, 110] address this issue. 

Building models for disease prediction is an open issue in HAR systems that use RNN to 

model longitude disease prediction such as Alzheimer's because of its robust forecast of 

time series problems [141]. Additionally, DL mainly explored the extent of cloud platform 

deployments. DL for IoT-based deployments at the end-user device is a direction for future 

research [32]. 

 

5. It is recommended to use dense sensing-based technologies within healthcare monitoring 

systems for elderly care due to its practicality and robustness to the environment change 

[61]. Yet, storing and processing personal data collected from IoT systems which is 

traditionally done at the cloud infrastructure [32, 42, 66, 110] raise privacy concerns. It is 

important to address this data management process when access to the copyrighted datasets 

is more common in healthcare and education domains [32, 66] and align with the data 

minimization principle. In [146], they proposed SGD algorithms to preserve training data 

privacy and not affect the models' accuracy by deploying the algorithm in a FL architecture, 

i.e., each participant train a model and shares a part of model parameters with other 

participants. Most of HAR's earlier work [57] has ignored the users’ recognized activities' 
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privacy and security, and addressing these aspects needs to be investigated further. A 

collaborative FL approach could address data privacy issues [46] as users’ data are not 

shared during the training and using the models. 

 

6. Most of the previous HAR and AD systems for elderly care were limited to offline 

processing [51, 61].  The offline tested algorithms show higher recognition accuracy than 

real-time implementations [49], and online learning combined with DL [32, 70] could 

address this issue; e.g., DRL has shown promising results. However, it is stills an 

unmatured research area [32]. As many studies emphasized the high-velocity issue within 

IoT applications [46]  and the need for online analysis, the analysis combined with DL 

models is still limited [32, 67]. Also, the issue of insufficient raw data could be addressed 

by online learning [66] so is the privacy issue of the data and detecting anomalies instantly 

[54]. 

 

7. Most of the currently proposed ML solutions for HAR within elderly care in controlled 

environments like labs. The model needs to be independent of the environment [57]. These 

solutions for IoT systems need to be adaptable when used in various settings [111]. 

However, the authors in [50, 61] suggested that adaptable models to new circumstances are 

achievable via transfer learning and edge computing. Also, obtaining semantic and context 

information to recognize complex activities is a limitation; however, more hybrid and 

context information could be provided via, e.g., Wi-Fi, Bluetooth, and GPS [70]. 

 

8. HAR applications address current and past activities, but there is a limitation to 

forecast/infer future activities of persons from sensors data, to be used within prompting 

applications or short-term activity analysis [56] and forecasting applications such as 

electricity load forecasting [32]. DL techniques have the potential to address this issue [67]. 

4 Discussion and Conclusion 
 

Industries have spent the last few decades building their analytical competencies with a large scale 

of statistical methods to optimize decision-making [3]. The advent of computers and the 

information age led to the emergence of the data mining field for knowledge discovery and 

understanding the data, i.e., learning the data [6]. It is an interdisciplinary field that intersects 

statistics, computer science, and engineering to address analytics challenges mainly based on 

statistical methods. The learning problem in data mining utilizes ML techniques to extend the 

already established statistical analytical competence for knowledge discovery [67]; however, some 

AI methods are not statistical [3]. The main identified challenges in data science shown in table 1 

are related to IoT big data, HAR, centralized ML, and FL approaches. 

 

The evolution of IoT's data featured ‘6Vs’ challenges [32] and [35] changed the already known 

analytics requirements. Inputs from real-world applications are unstructured, noisy, and are often 

long-tailed and highly skewed [6], which require advanced techniques to address IoT data analytics 

problems [147].  
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Moreover, different open issues in state of the art are related to near real-time data analytics; 

privacy and security, storing and sharing private data; adaptable and flexible models in terms of 

generalisability and personalization; implementations in the context of controlled/uncontrolled 

environment setups, availability of training data (labeled); and lightweight models with low 

computational cost. 

 

Considering data from IoT devices in the smart environment, users' data privacy is one of the most 

important challenges. Most of the related work within HAR applications using IoT systems 

implements the traditional ML centralized learning approach. Most of the earlier work has ignored 

the users’ recognized activities' privacy and security [57]. The centralized training is collaborative 

learning; users upload each home's daily logs (training data) to the central (cloud) server in smart 

homes. The server runs the learning algorithm daily, sharing all households' training data to build 

a global model based on all combined training datasets. Later, the global model is transferred to 

homes not tailored to the individual users' preferences [93, 138]. 

 

Further, even when training a model for individual users, the same issue comes with computation 

offload from homes to computing back-end (e.g., clouds). An increased privacy concern comes 

with individuals' data sharing [93, 94, 137, 138, 142], making people reluctant to adopt services 

[94]. Several policies and protection laws have been set to protect data privacy. For instance, the 

European privacy law, GDPR, is the strictest privacy and security law in the world [81], requiring 

data minimization, users' awareness, and permission to use the data and for which purpose. 

Especially in the field of healthcare [142, 148].  

 

The literature study shows that FL provides solutions for maintaining privacy by avoiding sharing 

datasets; instead, they are kept locally considering the users. In addition, reducing the 

communication cost during training the model [138]. By utilizing SGD algorithms [146] 

preserving training data privacy in a FL architecture could also improve scalability [89].FL is a 

category of distributed ML. It addresses issues of data complexity linked to data generated from 

IoT devices; by leveraging the computing of these data in end devices while preserving privacy 

and supporting large-scale deployments through training large batches of training data [80][80]. 

Still, there are challenges regarding datasets heterogeneity when implementing the FL approach 

that need further investigation in future research [89]. 

 

Federated learning is collaborative learning, which Google first proposed in 2016 to solve data 

island and user privacy issues [142]; it follows a data-centric approach by bringing the code to the 

data [80]. It enables training a shared global model using only the parameters obtained from the 

locally trained models and aggregating them into the global model on the server-side. It allows the 

users to keep their data at the gateway/ client without compromising privacy and maintaining 

personalized locally trained models. McMahan et al. introduced the FederatedAveraging (FedAvg) 

algorithm to train the CNN model, which is the main in FL settings [100].  

 

Federated learning was proposed to address the most important challenge, maintaining the privacy 

of shared data, in addition to less expensive infrastructure [91] as no training data needs to be 

communicated, and provides better generalizability [137] when facing new users. 
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FL is ideal for healthcare services and data ownership, e.g., a multi-institutional collaboration 

study to train a FL model trained on MRI brain scans. FL outperformed data sharing or a 

centralized approach [148]. Sharing parameters with minimizing data leakage and improved ML 

models' performance [99]. In [138], the authors proposed a HAR system using FL, achieving an 

accuracy similar to a centralized ML approach, [149] applied FL using wearable devices to 

diagnose Parkinson's disease. However, attacks against FL had been demonstrated [150, 151]. 

 

However, FL faces challenges regarding IoT's data features identified in [152]: Heterogeneity of 

devices; Statistical Heterogeneity; Heterogeneity of Models. The most challenging aspect for HAR 

tasks using IoT systems is the statistical heterogeneity of activity training datasets collected from 

all clients to train a global model. Because humans’ routines vary from one person to another, 

these data could have trends; thus, different individuals’ activities inherited Non-IID data property. 

Even data of the same individual could be Non-IID because routines could change over time [89]. 

All of the related data challenges lead to the Statistical Heterogeneity issue, which needs to be 

addressed by assuming that the data from the clients are Non-IID to reduce the degradation of the 

global model’s performance in the FL approach. In addition to data, labels assigned to training 

datasets could be subject to possible Non-IID label issues, reducing the global model's accuracy 

[95]. It is one challenge identified in the supervised FL approach [89]. Imbalanced data in terms 

of rare events (anomalies) may lead to the poor performance of the learned model [94].  Also, 

unbalanced training data regarding device usage or deployment time leads to different amounts of 

available training data among other users [100]. 

 

In some studies [93, 138], FL has slightly less accuracy than the centralized approach in some 

cases. In [137], the authors proposed a semi-supervised FL for AR, unsupervised local models, 

and supervised learning of the global model. Accuracy results were comparable to FL supervised 

learning. In some cases, they achieved better accuracy and were not affected by the Non-IID label. 

Human activities are complex and difficult to distinguish within HAR tasks, such as performing 

more than one activity simultaneously might not be distinguishable depending on the context and 

the person [93]. Most of the centralized techniques used in HAR applications within uncontrolled 

environments have some limitations in terms of scalability and generalizability. Some research 

utilizes FL architecture to address scalability issues [89], and other techniques such as transfer 

learning, multi-task learning, and meta-learning [85], a FTL framework for personalized 

healthcare [92, 149].  

 

One global classifier usage might render a too unprecise model for the HAR context since it only 

learns all users' common features and would provide low accuracy for individual users. Some of 

the studies within HAR tasks using the FL approach addressed the challenge of personalized 

models. The work published in [94] proposes unsupervised local autoencoders and a supervised 

global model trained with a more fine-granular dataset providing personalized classifiers.  

 

Monitoring systems utilizing IoT devices could benefit from information about the users' r health 

status. Still, data collection and labeling to understand homes' conditions is a lengthy process, and 

the predefined desired/ specific tasks cannot be generalized to all smart homes [153]. Existing 

HAR systems implementing the FL approach assume that all local data are labeled with activities. 

It is unrealistic in healthcare monitoring systems, mainly where IoT data are unlabeled [137]. 

Almost only 3% of world data are labeled [33]. 
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Moreover, it is beneficial to assume that all data are unlabeled or only partially labeled to avoid 

possible Non-IID labels since these assumptions might degrade the global model's performance 

[89, 95, 137]. A recent survey emphasized the significant potential of the FL approach in industrial 

engineering and healthcare applications, FL for disease prediction in healthcare monitoring 

applications unexplored thoroughly. Also, most existing FL studies are of small scale and need to 

be more significant to understand better the FL implementation and its potentials [142]. The 

existing FL frameworks research is based on supervised learning methods and motivates future 

work in unsupervised learning within HAR [93, 94, 136, 137, 142].  Extending the FL paradigm 

to include RL, unsupervised learning, and online learning are open issues [89]. The unsupervised 

learning approach is mainly used within controlled conditions or uncontrolled environments with 

scripted activities [50]. Therefore, there is a lack of research conducting experiments under 

naturalistic environments. 

 

Another identified challenge in data science, see table 1, is the lack of predictive models for future 

prediction tasks. These models use information up to the current time step in the day, predict the 

probability of the next time or location the activity occurs [93]. They can detect short-term changes 

using prompt applications [56] and long-term changes in the user behavior underlying health issues 

to inform caregivers [133, 134]. Deep learning models have notable findings in this type of 

analysis, but it is challenging since they require quantity and data heterogeneity [148, 154]. The 

model has to predict within a short time of system deployment [93]; thus, collaborative learning 

such as FL operating in IoT big data context could address this challenge.  

 

Most related works focus on monitoring single elderly residents in smart homes [144] and 

evaluating the HAR supported by anomaly detection tasks on annotated public datasets to classify 

activities [42, 51, 57, 61]. Some efforts address this problem in [155] using voice recording and 

NLP to annotate the data and RNN for automatic recognition to support multiple residents' HAR 

system. The trained model with six days of activity and four days of testing achieved reasonable 

accuracy up to 72.21% on the CASAS dataset. 

 

The current state of the art identified online analysis as a research area that needs further 

investigation, as most of the proposed ML solutions for HAR were tested offline [51, 61]. The 

real-time analysis for activity recognition brings an opportunity for anomaly detection task in 

ADLs applications to support and assist people in need on a timely manner [54]. Also, research 

conducted in an offline setting cannot be generalized to online implementation [49] since collected 

data from a scripted activity in a lab environment becomes more homogeneous than in everyday 

life and real-world applications. In addition, IoT systems with high rate-velocity data streaming 

could be addressed with online learning [46]. However, real-time analysis in a centralized setting 

is accompanied with several challenges that could be addressed by distributed ML algorithms [54]. 

 

In a recent report, McMahan et al., 2021 identified the advances and open issues within the FL 

approach, such as: utilizing and implementing real-world non-IID datasets in FL, which is an 

important open question since most implementations used synthetic non-IID datasets; and user's 

perceptions of the practical value of FL are still open questions, e.g., “What, are the parameters 

and features of an FL infrastructure that may make it sufficient (or insufficient) for privacy and 

data minimization claims?” [89]. 
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Based on the state-of-the-art reviews, we identified several research questions and opportunities 

for future research in this report which focuses on main areas of data science in HAR: IoT big data, 

centralized ML approach, FL, and HAR in general. Specifically, knowledge discovery in 

healthcare applications based IoT systems: 

 

 

• Privacy of sensitive personal data is essential when selecting the collaborative machine 

learning technique [32, 66, 142, 148]; the FL approach addresses this issue  [89, 146] and 

other the challenges such as data complexity and 6Vs challenges linked to data generated 

from IoT devices [99] and supporting large-scale deployments [80]. 

 

• For uncontrolled environments like real smart homes, we need to use methods [42, 110, 

140] to discover the entropy in datasets to quantify the uncertainty [67, 156], and build 

adaptable solutions in various HAR applications where edge computing addresses this 

issue [50, 61].  

 

• There is a need to combine offline and online training to consider changing living 

conditions (behavior or physical settings) within HAR applications where it could be 

addressed by distributed ML algorithms [46, 49, 51, 54, 61]. 

 

• More research is needed to identify risks in living conditions and infer the future activities 

and events of people such as fall prevention by utilizing predictive models for caregivers 

to take proactive measures and to support elderly as well as special needs people to 

complete their ADLs in a secure environment  [32, 57, 67, 93, 141, 142, 148, 154]. 

 

• In ADL applications within smart homes, independent living or single resident HAR is not 

always the case; therefore, HAR should also support multi-resident environments [42, 51, 

57, 61, 155]. 

 

• Implementing FL for real-world non-IID data and extending FL studies to include 

unsupervised learning and online learning are still open challenges [89, 93, 94]. 

 

The centralized learning approach does not consider privacy issues relating to raw sensor data, 

essential in healthcare applications. Also, it allows computation only on a central server.  In 

contrast, FL focuses on privacy and security concepts and large-scale deployments using different 

computing resources to reduce memory costs while addressing the many IoT-based data issues. 
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