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Abstract—The OPC UA (Open Platform Communications
Unified Architecture) technology is found in many industrial
applications as it addresses many of Industry 4.0’s requirements.
One of its appeals is its service-oriented architecture. Nonetheless,
it requires engineering efforts during deployment and mainte-
nance to bind or associate the correct services to a client or
consumer system. We propose the integration of OPC UA with
the Eclipse Arrowhead Framework (EAF) to enable automatic
service discovery and binding at runtime, reducing delays, costs,
and errors. The integration also enables the client system to
get the service endpoints by querying the service attributes or
metadata. Moreover, this forms a bridge to other industrial
communication technologies such as Modbus TCP (Transmission
Control Protocol) as the framework is not limited to a specific
protocol. To demonstrate the idea, an indexed line with an
industrial PLC (programmable logic controller) with an OPC
UA server is used to show that the desired services endpoints are
revealed at runtime when querying their descriptive attributes
or metadata through the EAF’s Orchestrator system.

Index Terms—OPC UA, Eclipse Arrowhead Framework
(EAF), Automatic service discovery, Attribute-based service or-
chestration

I. INTRODUCTION

The German Industry 4.0 movement initiated the fourth
industrial revolution where assets such as; machines, control
software, databases, and financial operations can communicate
with each other over the Internet [1]. The Reference Architec-
ture Model for Industry 4.0 (RAMI 4.0) emerged to form a
better structure and provide coherence between all industrial
participants [2]. It considers all industrial aspects, such as
business perspectives, factory infrastructures, and production
and product life cycles. To provide some consistency, RAMI
4.0 introduced the idea of administrative shells to interface
industrial assets with the Internet.

Looking at Germany’s Federal Ministry for Economic Af-
fairs and Energy site on Industry 4.0 Platform, OPC UA (Open
Platform Communications Unified Architecture) is a success-
ful implementation of the communication layer in RAMI
4.0 [3]. It is a platform-independent interoperability standard
for the secure and reliable exchange of data in industrial
automation over TCP (Transmission Control Protocol) [4]. It
enables an industrial asset to expose its capabilities as services
on the Internet since it is based on service-oriented architecture
(SOA).
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The client-server communication model used by OPC UA
poses an industrial and economic challenge for the client
when pairing the server and its services. The key bottleneck
is the client’s ability to determine which service instance
it needs to access and from which asset on the Internet.
To illustrate the problem, one can consider two industrial
scenarios. An accelerometer is mounted on a lathe to monitor
tool wear for predictive maintenance and is connected to
a PLC (programmable logic controller) with an OPC UA
server. This requires a lot of work to connect it to a signal
database or predictive maintenance analytics system. Similarly,
an (Internet) connected torque wrench must be moved from
one work cell in an assembly line to another work cell. It can
take a lot of time and cost for the IT department to plan and
reconfigure their systems. Industrial IoT devices are not yet
“plug & produce” tools, and are found only in demonstration
concepts. Binding services at runtime is therefore a solution
to reduce cost, time, and staff stress while improving quality.

The lack of runtime secure service binding represents a
major drawback in the evolution of industrial scenarios, where
the engineering cost is a bottleneck for new technologies. This
paper proposes a novel approach to enable automated service
discovery and binding at runtime via integration of OPC UA
and the Eclipse Arrowhead Framework (EAF). The EAF is an
SOA-based open-source industrial framework with automation
capabilities, providing loose coupling and promoting binding
at runtime [5]. It also provides refined granularity at the service
level between provider and consumer.

This work presents a synergy between a widely accepted
industrial technology as OPC UA and one of the new genera-
tion industrial frameworks as the EAF, enhancing the already
broadly used OPC UA features and overcoming its limitations.
The proposed approach demonstrates the automatic discovery
of OPC UA services at runtime without additional efforts and
their orchestration using the service attributes or metadata.
The proposed solution is analyzed based on several industrial
aspects such as; service discovery, late binding, cybersecurity,
interoperability, and scalability, keeping different stages of the
engineering process in the loop.

The rest of the paper is organized as follows. Section II
describes the two technologies to provide some background.
Section III explores related work on these technologies.
Section IV describes our approach. Section V explains the
implementation of our approach. Section VI analyzes our
solution in different industrial aspects. Finally, Section VII



concludes the work.

II. TECHNOLOGY REVIEW

This Section surveys the two technologies with an outlook
from an industrial production life cycle perspective, including
deployment and maintenance.

A. OPC UA

OPC UA is a standard for data exchange or communication
between heterogeneous devices in manufacturing industries
and IoT applications [6]. It is the successor of the legacy OPC
standard, which is based on only Microsoft COM/DCOM,
whereas OPC UA is built on open internet-based communica-
tion protocols such as TCP/IP, HTTP, XML, and SOAP, mak-
ing it more flexible. With OPC UA, information is modeled
as nodes with attributes and specific semantics associated with
them [7]. It uses a client-server communication architecture
where an authorized OPC UA client can access different
services like connect, browse, read and write on the nodes.

OPC UA offers a discovery mechanism, which helps the
client to find OPC UA server endpoints when several servers
exist in the system [8]. It also allows a client to subscribe
to events, which is essentially a callback when the signal
changes. This is necessary when the signal changes faster than
the polling rate. An OPC UA client is also informed of changes
in the server’s address space through its “ModelChangeEvent”
function. In this way, the client can access any new node or
identify changes to the existing nodes and perform the desired
operation.

The main limitation with OPC UA is that the client needs
the server endpoints prior to execution in order to connect and
access the OPC UA nodes. By integrating OPC UA with the
EAF, the consumer can consume the same services without
being aware of the OPC UA server address or node details,
which is explained in Section V-B.

B. Eclipse Arrowhead Framework

The open-source vendor-neutral EAF started with the vision
of an interoperable IoT solution for industrial automation with
fine-grain security in a manageable context that maintains low
latency. The framework achieves its goals with the idea of local
clouds as independent systems of systems based on SOA [5].
That is, the systems offer asset capabilities as microservices to
other systems that desire and are authorized to consume the
services. With this design, the systems have loose coupling
and late binding.

To coordinate the interaction between application systems,
the framework imparts core systems available on GitHub 1.
For a local cloud to function, there are three mandatory core
systems: the ServiceRegistry, the Authorization system, and
the Orchestrator system. The ServiceRegistry keeps track of
currently available services. The Authorization system man-
ages the authorization between systems at the granular level
of service exchange and the Orchestrator allows the consumer
system to find the desired service endpoint at runtime. Apart

1Github Link: https:///github.com/eclipse-arrowhead/core-java-spring

from these mandatory systems, the framework provides other
supporting core systems; one of which is the DataManager
[5]. This system is designed to store, process, and analyze the
data produced by any system in the local cloud.

Each core system and the application provider systems offer
a set of microservices, that are registered with the ServiceReg-
istry and include a specific set of interfaces, metadata, and
service paths. Any Arrowhead system that desires to consume
a service at runtime asks the Orchestrator system for the
service address. The Orchestrator checks with the ServiceReg-
istry whether such a service is currently available and then
checks with the Authorization system whether the exchange
of the specific service is allowed between the two systems.
If so, the Orchestrator satisfies the request with the URL of
the matching service. Then the consumer system requests the
service directly from the service-providing system. The basic
workflow in an EAF local cloud is shown in Figure 1.

Fig. 1. The Arrowhead framework’s basic service consumption architecture

For the current work, there is one modification made to
the Orchestrator system, that enables it to additionally query
services with metadata only, where the metadata of a service
refer to descriptions or attributes of the service.

C. Difference Analysis

To better understand and analyze the two technologies, we
present a comparison between OPC UA and the EAF based
on different industrial aspects.

Both the EAF and OPC UA supports discovery mechanisms.
OPC UA offers the discovery of servers, where the client can
get a list of all available servers endpoints by connecting
to a Discovery Server. The EAF offers the discovery of
services, where the consumer gets the provider’s endpoint by
querying the Orchestrator system. In the case of OPC UA, the
client actually gets the endpoint details of all available servers
registered in the Discovery Server [8]. Whereas with the EAF,
the consumer system can get the endpoint of the only provider
that offers the requested service. With OPC UA, the client
cannot get the server endpoints from the Discovery Server
through service attributes, whereas in EAF the consumer can
do it through metadata orchestration.

The concept of security in OPC UA and EAF is quite similar
as they both use the same X-509 certificate technology to
authenticate the actors in the industrial context. This supports
encryption for all communications. In both OPC UA and
the EAF, the system certificates are either self-signed by the



application owner or issued by a Certificate Authority (CA)
system [9] [5].

OPC UA also supports the role and claim-based security,
where the client is granted role through authentication and gets
certain access rights to the UA session. Roles are predefined
and have access permission for nodes within the OPC UA
Information Model [10]. In the case of the EAF, systems
cannot interact with each other based only on certificates. It
is at the service level that the authorization has to be granted.
For example, a monitoring system can check the assembly line
states but is not authorized to make any actuation requests,
while a SCADA system can do both. We also discovered that
the OPC UA server can disengage security and make all nodes
in its address space available to anonymous clients. With the
EAF architecture, service authorization is present by default,
even when the systems are operating without certificates in a
local cloud.

When we explore the scalability aspect, both technologies
handle it differently. In OPC UA, the client may want to con-
sume information from different information models, hence
it needs to connect to more than one server (each providing
a different type of information model). The problem can be
solved by adding an aggregation layer between the clients and
the servers, which provides the opportunity for the clients to be
connected to a single platform [11]. The aggregation layer can
then internally handle the communication between the clients
and servers. The EAF’s solution to the scalability aspect is the
concept of a local cloud that forms a secure and independent
operational unit. With a limited set of systems, an architect
can develop a plant description, which the Orchestrator system
uses to guide service consumers to the service provider. With
the core systems GateKeeper and Gateway, multiple local
clouds can securely interact with each other, which preserves
the motivation for using the Internet as a transfer medium.

III. RELATED WORKS

Integrating OPC UA with different technologies is usually
done to simplify the industrial deployment and operation
engineering phases. Theorin et al. employed an approach
to orchestrate OPC UA services through the integration of
JGrafchart [12]. They used JGrafchart as a graphical control
language to leverage the service-oriented architecture of OPC
UA to program a PLC. This solution still needs a human to
manually perform the matching.

Zia et al. demonstrated the integration of OPC UA with the
EAF to increase flexibility and interoperability in Distributed
Process Control applications [13]. Their case study was able
to use the framework to provide OPC UA server endpoints
as services at runtime and also switch between a simulation
server and a real hardware server. Although it promotes
interoperability of communication and the interchangeability
of target endpoints, our work focuses on the runtime binding
of services associated at the node level.

To assimilate PLCs, Cabral et al. had a native OPC UA
interface in the EAF core system with an IEC 61499 PLC
integration [14]. They developed functional blocks for PLCs

to enlarge the number of supported device classes that can
directly connect to the EAF and also interact with the other
connected systems to achieve the level of interoperability
required by Industry 4.0. Their intention with a traffic light
example was to show the successful integration of PLCs into
the EAF. Although they do react to events such as adding new
traffic lights, their binding procedure remains unclear.

Lam and Haugen developed OPC UA systems that are
EAF compliant for intra- and inter-cloud communication [15].
Their approach obtained loose coupling and late binding by
developing Arrowhead compliant application systems through
manually designing the OPC UA address space and generating
the code at the producer end.

It is this manual engineering step that we seek to avoid.
In a recent publication, Profanter et al. presented a generic
plug & produce system composed of semantic OPC UA skills
[16]. Using a combination of the OPC UA decentralized
discovery mechanism and their skill detector, newly plugged-
in components and their skills are automatically detected
such that they can exchange components without the need
for reprogramming control applications. The idea of “plug &
produce” addresses the idea of reducing engineering work for
deployment and maintenance.

To differentiate our work from that of Profanter’s, we point
to the interoperability aspect of the EAF. In the next section,
we present a demonstrator using an indexed line with a
Siemens PLC that includes an OPC UA server. Wior et al.
used the same line with a Wago PLC with Modbus TCP as
part of an EAF local cloud [17]. With the EAF as a common
link, the two local clouds can naturally interact between local
clouds or within the same cloud 2. A larger size demonstrator,
Jotne, interconnected two local clouds, one being a ship with a
crane and the other a persistent database that is tied to a digital
twin based on ISO 10303 3. On the ship, they used an ABB
Pluto PLC with Modbus TCP and the EAF. Interoperability
not being the primary focus of this publication, rather service
discovery and coupling at runtime is, and we move on to our
solution.

IV. PROPOSED APPROACH

This paper proposes a solution to reduce the engineering
effort required for the runtime binding of OPC UA services
through two concepts; “Automatic service discovery” and
“Attribute-based service orchestration”.

A. Automatic service discovery

The “Automatic service Discovery” approach aims to syn-
chronize hardware and software changes in PLCs with the
SCADA system during runtime with very little effort. The
proposal integrates OPC UA with the EAF to achieve that.
Prior to the integration, the OPC UA server follows a particular
naming convention standard such as ISO 81346 [18] to name

2European Digital Manufacturing demo powered by Eclipse Arrowhead
(Available in Youtube): https://www.youtube.com/watch?v=pTK5le7qxaI

3Arrowhead Digital Twin Final (Available in Youtube): https://www.
youtube.com/watch?v=Z aXOXvJ9sw



its nodes. This naming standard helps to derive attributes or
metadata of the services associated with the nodes. With this
integration, each OPC UA node offers microservices at the
Arrowhead provider system. The service instances (or OPC
UA nodes) are unknown to the Arrowhead provider system
at deployment time and has only the information about the
OPC UA server address, the root node identifier, and the rules
from the plant architecture (i.e., the OPC UA signal naming
convention), which enables it to register all present nodes as
service instances with the correct metadata.

After the initial registration of all service instances, the
provider system monitors the root node every 15 seconds
to track any changes in its node structure. In case of any
changes, the provider system updates the ServiceRegistry with
the correct service information. This means that changes to any
existing node or the addition of new nodes are automatically
registered in the Arrowhead cloud. The workflow of the
automatic service update is represented in Figure 2.

Fig. 2. Automatic Service Update of the OPC UA nodes

With this process, without any further changes in the system
code, an authorized consumer system consumes new service
instances at runtime through dynamic orchestration.

B. Attribute-based service orchestration
The “Attribute-based service orchestration” approach en-

ables the consumer to find a service endpoint by describing
the service attributes. In the EAF, the microservices that
are registered into the ServiceRegistry have specific meta-
data associated with them, that describe those services. With
the customization to the Orchestrator system, any service-
consuming system can query the Orchestrator system to obtain
authorized endpoints by using these service metadata.

Now the challenge is for the consumer system to somehow
know what to ask for. This is done by the deployment
technician when configuring each system and with the Plant-
Description system, which is another supporting core system
of the EAF. In our approach, the OPC UA node structure
and attributes of each node are sent to the consumer through
a separate service offered by the provider system. By using
these node attributes (which is eventually the metadata of the
registered services), the consumer queries the Orchestrator
system to get endpoints of the desired service. It should be
noted that for more complex local clouds, we would also rely
on the system and device descriptions (i.e., their metadata).
For that, the EAF provides devices and systems registry core
systems.

A consumer system’s metadata can also be used by the
Orchestrator to match the desired services. An example that is
easy to relate to is a thermostat system in a smart home context
that has the metadata “location: living room” and is seeking
a temperature service. The Orchestrator only provides an
endpoint that provides a temperature service with the metadata
of the “living room” as a location. Matching with any other
location metadata is incorrect and senseless. The authenticated
deployment technician configures these descriptions when
installing the devices.

V. IMPLEMENTATION: USE CASE

To demonstrate the integration between OPC UA and the
EAF, a fischertechnik model factory was used with a Siemens
PLC. The following sub-sections explain the hardware setup
and the integration of OPC UA with the EAF.

A. The fischertechnik Setup

The indexed line by fischertechnik is an educational setup
for Industry 4.0 concepts. It has a total of nine sensors
(phototransistors and switches) and ten motor actuators. The
nineteen signals are all digital, and the line was powered by
the PLC.

In the demonstrator, the PLC monitored the indexed line’s
digital sensors (9 input signals: 5 light barriers and 4 switches)
and made decisions to control actuators (10 output signals: 4
conveyor belts, 4 sliders, 2 machining stations). The controller
was a SIMATIC S7-1500 PLC from Siemens, which was
complemented with a power management unit, a digital input
card, and a digital output card. The PLC had a built-in
OPC UA server and two Ethernet interfaces. A computer
with a Siemens totally integrated automation (TIA) portal
was connected to the PLC’s primary Ethernet connection. A
second Ethernet cable was connected from the PLC to another
computer, which hosted the EAF local cloud. That second
computer had an additional Ethernet interface to connect it
to the Internet. The PLC was isolated from the Internet.

The control logic for the PLC was developed by the Siemens
TIA Portal. The communication between the TIA portal and
the PLC was done via Ethernet cable (Profinet). Once the PLC
was connected, the TIA portal programmed the control logic
using the FBD (function block diagram) in the IEC 61131-
3 standard [19] and then downloaded the code to the PLC
to react to events from the sensors. Following the download,
the assembly line was operational. In the case of updates, any
changes made to the TIA portal were downloaded to the PLC
prior to execution.

B. The EAF and OPC UA Integration

In the demonstrator, the EAF local cloud consisted of 3
mandatory core systems and the DataManager as depicted in
Figure 1. It had two application systems, the PLC system, and
the CloudUploader.

To implement the PLC system, we used the spring boot
framework and integrated two software blocks: the EAF
provider skeleton and the Eclipse Milo client. To configure the



PLC system, it had an “application.properties” file that stored
information about the OPC UA server address, port, root node
name-space and root node identifier at the time of deployment.
The Milo client fetched the OPC UA server endpoints from
the “application.properties” file and established a connection
with the PLC’s OPC UA server using Milo libraries. This
enabled the PLC system to browse any particular node under
the root node inside the server. Once a node was found, the
client fetched the node value along with the current timestamp.
This integration transformed an OPC UA server into an EAF-
compliant application system.

The PLC system offered three microservices: “Signal-
Status” to read nineteen signals from the PLC; “Signal-
Update” to change the ten actuator states if authorized, and
“PlantStructure” to provide a map of the indexed line (or the
node structure of the OPC UA server) in JSON format. It
used the “Automatic service discovery” approach discussed in
Section IV-A to monitor and update these three microservices
in the ServiceRegistry whenever any change in the OPC UA
node structure was detected. The CloudUploader, without any
prior information about the OPC UA server address, queried
the Orchestrator to obtain the service endpoints of the PLC
system and then consumed the desired services from it. It also
stored the status of all nineteen signals into the arrowhead
database by first consuming the “Signal-Status” service from
the “PLC System”, followed by consuming the “historian”
service from the DataManager.

Each of the service instances from the PLC system
was registered with certain attributes, referred to here as
metadata. These metadata were added in the deployment
process. Within the TIA portal, the deployment technician
describes details of each input and output cable to the PLC
IO cards using a naming convention that is then reflected
as OPC UA nodes. In our use case, the naming convention
for OPC UA nodes was informal and self-derived. The
name of each node followed a specific pattern such that the
metadata for each service instance was derived from the
node name. The technician followed the naming structure
“<ComponentID> <ComponentType> <Location>”.
For example; a node with the name
“I1 PushButton LoadingStation” was registered as a service
instance in the ServiceRegistry, with the following metadata:

{"Component": "Sensor", "ComponentType":
"PushButton", "Location": "LoadingStation"
, "http-method": "GET"}

The PLC system registered all nineteen nodes as state service
instances, each with its own metadata and service paths and
with a common service definition of “Signal-Status”.

The main challenge that needs to be addressed is the discov-
ery of services. It is not enough to simply expose the services;
the consumer must also know what to ask for. The service
discovery was performed by the Orchestrator system either
by matching service descriptions of the offered and desired
services or enabling the service consumers to know what
services they want. The latter approach was made feasible

with the idea of “attribute-based service orchestration,” which
is discussed in Section IV-B. For this purpose, we entitled
the PLC system to generate and send all node attributes to
the consuming systems through the “PlantStructure” service.
As the PLC system scanned the OPC UA server to obtain all
the nodes, it instantiates them as service instances and mapped
their corresponding metadata. In doing so, it formulated a map
of the indexed line as a JSON structure as follows:

{
"Components":[
{"ComponentType":"pushbutton",
"Component":"Sensor",
"Location":"LoadingStation",
"http-method":"GET"
},
{"ComponentType":"pushbutton",
"Component":"Sensor",
"Location":"OffLoadingStation",
"http-method":"GET"
},...]
}

Here, the “PlantStructure” service sent the JSON structure as
a service response.

Once all the services were available in the ServiceRegistry,
the authorized CloudUploader requested for the “PlantStruc-
ture” service from the Orchestrator and stored the response
into a JSON file locally. Then it used the node attributes from
the JSON file (which were registered as metadata of the service
instances) to perform the orchestration and got the desired
endpoints. Consumption of these services occurred iteratively
so that the latest node structure was sent to the CloudUploader
and the correct service endpoints were received. The process
of these service exchanges is demonstrated in Figure 3.

Fig. 3. Service Exchange between Arrowhead systems

For example, if the CloudUploader wanted to know the
status of all photo-transistors on the loading conveyor belt,
it scanned the JSON file to fetch metadata with the fol-
lowing attributes: “ComponentType” = “phototransistor”, and
“Location” = “LoadingStation”. Then it obtained the service



endpoints from the ServiceRegistry using those metadata in
the orchestration process and sent HTTP requests to the PLC
system to obtain the service response as below.

VI. DISCUSSION

This Section presents a qualitative analysis of our solution
over relevant aspects of industrial automation. These industrial
aspects are evaluated by examining the level of automation
achieved in different phases of the engineering process. The
basic phases of the engineering process in any manufacturing
industry follow a normal life cycle process, from requirements
to functional design, procurement, engineering, deployment,
operation, maintenance, and evolution, all the way to re-
tirement. Urgese et al. clearly show that these phases are
neither sequential nor independent of each other with the
use of the Internet [20]. We mainly focus on two stages of
the engineering process: deployment and maintenance, and
explore the level of automation when connecting the newly
available services to the consuming systems.

A. Service Discovery

Any change in hardware or software modules of industrial
equipment affects their associated services and their attributes.
Hence, it requires extra effort within the engineering phases
where an engineer updates those alterations in databases
and makes the updated services available to the consuming
systems. With our approach, once the hardware and software
modules of PLC are updated by a technician, the capabilities of
the asset or the services are automatically registered with the
ServiceRegistry system with all their attributes at runtime and
are available to authorized systems through orchestration. As
a result, our solution aids in the automation of the deployment
and maintenance phases in the engineering process.

B. Late Binding

The compelling challenge is for the consumer to find
and consume the services it solicits at runtime. With our
approach, everything after an update to the PLC (hardware
or software via the TIA portal) is automated through the
“Automatic service discovery” discussed in Section IV-A. With
the OPC UA and the EAF integration, the consumer connects
to the updated services automatically at runtime by providing
descriptive attributes, resulting in complete automation in the
deployment and maintenance phases. The provider does not
even need to be taken offline; it de-registers all services when
the PLC is offline and repopulates the Service Registry when
the updated PLC is back online.

C. Cybersecurity

Cybersecurity is necessary at each communication interface
while integrating OPC UA with the EAF. There are three
aspects of security that need to be considered with this integra-
tion: security while integrating the PLC with the Arrowhead

application system, authentication of the application systems
in the EAF local cloud, and the service level authorization
for secure service exchange. The latter two aspects require
creating new certificates for individual systems and the au-
thorization rules for each service. The Arrowhead framework
provides core systems to automate these security processes.
The automated certificate generation process is exemplified
with the onboarding procedure where a secure integration of
the hardware device (PLC) with the software system (Arrow-
head application system) can be achieved through adding an
on-boarding procedure into the Arrowhead local cloud [21]. In
our demonstrator, the certificate generation and authorization
rules are done manually as we focus on runtime discovery and
binding of services.

D. Interoperability

Using the Internet as a medium to communicate does not
solve the issue of interoperability since it has such a large
suite of protocols at different layers. One can find software
that translates between two assets, e.g., OPC UA to Modbus
TCP. This type of solution is more of a peer-to-peer band-
aid in an attempt to fix a major issue in a multistakeholder
environment.

From its origin, the EAF considered interoperability a key
point of its architecture, where different communication pro-
tocols integrated with Arrowhead systems can communicate
with each other through the framework’s basic architecture.
Hence, we state that OPC UA is interoperable with other tech-
nologies through the EAF. Arrowhead mandatory core services
commonly use the software architectural style representational
state transfer (REST), which is a subset of HTTP. There
are variants that additionally support other protocols natively,
such as for OPC UA [14]. The service exchange between the
provider and consumer system can differ from those with the
core systems. For example, a service provider can register its
services using HTTP and use CoAP with a consumer. The
Orchestrator system attempts to select a compliant service as
a response to a request. If it fails, it can ask the Translator
system to instantiate a translation service between the provider
and consumer such that the endpoints are not even aware of
it [22].

The impact of interoperability on the engineering process is
visible in the deployment, maintenance, and evolution phases
where systems with different technologies are encountered.

E. Scalability

In manufacturing industries, scalability is the capacity to
add or remove resources in a cost-effective manner to adjust
the production capacity of a system of systems [23]. With our
solution, we can add a number of new sensors or actuators
to our systems and the demonstrator registers the associated
services in the database automatically at runtime, without
spending any additional effort in the engineering process. Our
solution is scalable as it can also be applied to other PLCs that
have an OPC UA server with very little engineering effort in
deployment.



When we consider a real industrial setup with thousands
of PLCs running, any kind of hardware update or main-
tenance in the factory needs huge effort in updating the
connected SCADA systems. This can be reduced on a large
scale through our approach, which automatically updates the
SCADA system at runtime, eliminating the re-engineering
during maintenance.

VII. CONCLUSION AND FUTURE WORK

This paper proposes two concepts; “Automatic service
discovery” and “Attribute-based service orchestration” as a
solution to discover and bind to OPC UA services at runtime
by integrating an OPC UA client into an EAF compliant
provider system. The microservice provider system in this
demonstrator registers new services (OPC UA nodes) in the
local cloud’s ServiceRegistry system with the correct service
attributes automatically without any additional efforts. An
authenticated and authorized service consumer system can
then locate the desired resources through the Orchestrator
system, which matches the sought and the available services.
The service consumer simply needs to describe the service it
is searching for and potentially also inform some of its own
metadata to further assist the conjoining. Enabling a client or
consumer system to find the correct microservice at runtime
removes the additional cost and efforts involved to actively
pair the service providers and consumers.

With the integration of OPC UA with the EAF, we also
explore the relevant aspects of industrial automation such
as discovery, late binding, interoperability, cybersecurity, and
scalability. This enables us to analyze the level of automation
in different phases of the engineering process with clear
benefits toward quality, security, and lower engineering costs.

As part of future work, we will integrate the EAF into
a PLC without an OPC UA server and analyze the runtime
service binding. Secondly, the addition of multiple assembly
lines registered in different EAF local clouds and the com-
munication between them will also be analyzed. It will also
focus on automating the process of cybersecurity in the EAF
and OPC UA integration.
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