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Abstract—Today’s manufacturing industries use a large suite of
protocols and technologies to operate heterogeneous devices and
software modules. Some of the most widely used technologies in
industrial production are OPC UA (Open Platform Communica-
tions Unified Architecture) and ROS (Robot Operating System).
Hence, enabling interoperability across these technologies is
critical to ensure a smooth production flow. We propose a local
cloud-based approach to achieve interoperability between ROS
and OPC UA by integrating them with the Eclipse Arrowhead
Framework. This integration allows these technologies to operate
as independent systems while communicating securely at runtime.
In addition to achieving interoperability, this integration supports
important industrial aspects such as loose coupling, late binding,
and cyber-security, making it a flexible solution.

Index Terms—ROS, OPC UA, Eclipse Arrowhead Framework

I. INTRODUCTION

The fourth industrial revolution, dubbed Industry 4.0, is a
current trend in industrial automation [1]. Its main objective
is to modernize the manufacturing industries by allowing het-
erogeneous devices and software components to communicate
through the Internet. Current manufacturing industries use
a variety of standard protocols to connect these industrial
components. One of the commonly used standards is Open
Platform Communications Unified Architecture (OPC UA) [2].
Another sustainable solution in manufacturing is the use of
industrial robotics technologies like Robot Operating System
(ROS) [3].

Due to the use of a large suite of protocols and technolo-
gies in manufacturing industries, interoperability between the
different industrial components has become a major challenge
[4]. For instance, in a factory, machines such as an assembly
line that uses the OPC UA protocol and an industrial robot that
uses ROS must connect with one another to provide seamless
production and data integration. Therefore, the successful
implementation of interoperability in smart manufacturing
plays a major role in effective communication and error-free
information exchange across machines, sensors, actuators, and
systems.

Several approaches to integrating ROS with OPC UA are
currently being explored. Atmojo et al. employed an approach
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to interacting ROS and OPC UA within a mobile produc-
tion platform (MPP), where the ROS functionalities were
abstracted as OPC UA services [5]. A similar approach was
implemented by Edlinger et al., where ROS used OPC UA to
communicate its sensor data to the user interface [6]. Lin et
al. proposed converting the Staubli TX40 robot communication
protocol SOAP to OPC UA and instructing the robot via the
OPC UA server/client [7]. For a flexible manufacturing line,
Puerto et al. presented a SkillPro architecture based on a ROS-
based Environment Server (ES) and an OPC UA connection to
the registered assets [8]. Profanter et al. developed a generic
OPC UA model with a standardized control interface for
industrial device and software components allowing diverse
industrial robots to be controlled using the same interface [9].

The present ROS and OPC UA interoperability solutions
do not take into account essential industrial features like loose
coupling, late binding, and cyber-security between these two
technologies. To accomplish these capabilities, ROS and OPC
UA must work independently and interact with each other
through a secure connection during runtime. Considering the
current interoperability challenges, the paper addresses two re-
search questions: a) “How to achieve interoperability between
ROS and OPC UA?” and b) “Can we include industrial aspects
like loose coupling, late binding and cyber-security into the
OPC UA and ROS interoperability solution?”

This paper proposes a novel approach to integrate both
ROS and OPC UA with the Eclipse Arrowhead Framework
to overcome the interoperability issues. This framework is
an open-source, local cloud-based industrial framework fea-
turing automation capabilities, loose coupling, late binding,
and cyber-security. This approach allows ROS and OPC UA
to operate as independent Arrowhead systems in separate
local clouds, delivering unique microservices, and interacting
securely utilizing the Arrowhead core features.

The rest of the paper is organized as follows. Section II
provides some background on the technologies. Section III
describes our proposed solution. Section IV explains the proof
of concept of our approach. Section V discusses the important
features of our solution. Finally, Section VI concludes the
work.

II. TECHNOLOGY OVERVIEW

This section presents an overview of the two technologies,
ROS and OPC UA, as well as a brief synopsis of the Eclipse



Arrowhead Framework.

A. ROS

ROS is a suite of software libraries and tools used to
build robotic applications [10]. It is not an operating system
but an open-source collection of middleware modules. It has
been developed as part of the STAIR (Stanford Artificial
Intelligence Robot) project. Robots are built with sensors,
actuators, and control systems. ROS helps easily assemble
these components and connect them with the aid of ROS
tools such as topics and messages. ROS utilizes an internal
Transmission Control Protocol (TCP), where the different
parts can communicate and be synchronized enabling real-
time performance. ROS specifies the interfaces, components,
and tools needed to construct advanced robots.

B. OPC UA

OPC UA is a communication and data exchange stan-
dard for heterogeneous devices in manufacturing and IoT
applications [11]. It offers a secure, reliable, and platform-
independent information interchange. It is the successor to
the conventional OPC standard, which is based only on
Microsoft COM/DCOM. OPC UA, on the other hand, is built
on open internet-based communication protocols including
TCP/IP, HTTP, XML, and SOAP, making it more versatile.
Information is modeled as independent nodes in OPC UA,
each with its own set of attributes and semantics [12]. Each
node belongs to a predefined node class that resolves the kind
of information the model represents. OPC UA uses a client-
server communication architecture with predefined generic
services such as connect, browse, read, and write.

C. Eclipse Arrowhead Framework

The Eclipse Arrowhead Framework is a local cloud-based
industrial framework, which addresses strong requirements
such as late binding, loose coupling, security, and multi-
stakeholder integration [13]. The framework is based on
SOA (Service Oriented Architecture), which enables different
systems within a local cloud or in a neighboring cloud to
communicate with each other at run time. It requires three
mandatory core systems:

1) the ServiceRegistry that keeps track of currently avail-
able services,

2) the Authorization system that manages the authorization
between systems at the granular level for secure service
exchange,

3) the Orchestrator that allows the consumer system to find
the desired service endpoint at runtime.

The framework also provides several supporting core systems
such as the Gateway and Gatekeeper systems to enable inter-
cloud communication. The framework uses the X-509 certifi-
cate technology to authenticate all the registered systems.

With the Arrowhead framework, the application provider
systems register their microservices with the ServiceRegistry
and include a specific set of interfaces, metadata, and service
paths. An application consumer system that desires to consume

a service at runtime requests the Orchestrator system for the
service address. The Orchestrator checks for the availability
of the service with the ServiceRegistry and then checks with
the Authorization system whether the exchange of the specific
service is allowed between the two systems. If so, the Or-
chestrator provides the URL of the matching service. Then
the consumer system requests the service directly from the
service-providing system.

III. PROPOSED SOLUTION

The paper proposes a solution to the interoperability chal-
lenges between ROS and OPC UA by integrating them with
the Eclipse Arrowhead Framework.

A. ROS and OPC UA Integration with the Eclipse Arrowhead
Framework

In an OPC UA server, the nodes are entities that represent
information about components such as; sensors and actuators.
However, in ROS, a node is basically a process that performs
computation such as; controlling a robotic arm. ROS nodes
are put into packages and can also communicate with each
other through ROS services. The OPC UA and ROS nodes
are integrated with separate Arrowhead application systems
to create Arrowhead compliant services and execute the node
operation. Since the framework provides a common platform,
both ROS and OPC UA services interact with each other
through the Arrowhead service exchange process as depicted
in Fig. 1.

Fig. 1. Interaction Between ROS, OPC UA, and the Eclipse Arrowhead
Framework

B. Interoperability of ROS and OPC UA

To achieve interoperability between ROS and OPC UA, this
approach proposes an inter-cloud communication between the
two technologies. The Arrowhead complaint ROS and OPC
UA application systems reside in two separate Arrowhead
local clouds. Both local clouds consist of the three mandatory
core systems along with the supporting core systems Gateway
and Gatekeeper to enable inter-cloud communication. The
advantage of employing a local cloud is that it is an indepen-
dent, self-sufficient, and secured functional unit that can also
communicate with other local clouds. Fig. 2 shows the inter-
cloud communication between ROS and OPC UA application



Fig. 2. Inter-Cloud Communication between ROS and OPC UA systems

systems. The local cloud 1 has an application provider system
for ROS that offers necessary microservices from its nodes.
The local cloud 2 consists of an application provider system
for OPC UA that generates microservices from its nodes and
an application consumer system to manage the communication
between ROS and OPC UA systems.

Once all the services are registered into the ServiceRegistry
and the necessary authorization rules are created in the Au-
thorization system for secure service exchange, the consumer
system in local cloud 2 instantiates an intra-cloud orchestration
request to consume OPC UA services. To consume services
from the ROS system, the consumer system instantiates an
inter-cloud orchestration request. In order to process this
request, the Orchestrator in local cloud 2 consumes the Global
Service Discovery (GSD) and Inter-Cloud Negotiation (ICN)
services from the local Gatekeeper system. During the ICN
process, the Gateway systems in both local clouds establish a
secure datapath between the consumer and provider systems. A
detailed explanation of the inter-cloud process is also available
on the Arrowhead Github repository 1.

With this approach, both OPC UA and ROS operate as inde-
pendent and secure Arrowhead compliant application provider
systems and interact with each other through a secure third-
party consumer system.

IV. PROOF OF CONCEPT

To demonstrate the integration between ROS, OPC UA, and
the Eclipse Arrowhead Framework, a fischertechnik model fac-
tory with a Siemens programmable logic controller (PLC) and
a ROS-implemented robot was used. The hardware setup and
the integration between all three technologies are explained in
the following sub-sections.

1Github Link: https:///github.com/eclipse-arrowhead/core-java-spring

A. Hardware Setup

The demonstrator consisted of a fischertechnik indexed line
factory with nine sensors and ten actuators. All these nineteen
signals were digital and powered by a Siemens SIMATIC
S7-1500 PLC with two Ethernet interfaces. The PLC had an
OPC UA server in it, that mapped all the nineteen signals as
nineteen separate nodes. The PLC’s primary Ethernet interface
was connected to a computer with a Siemens totally integrated
automation (TIA) portal, that developed the control logic for
the PLC. The second Ethernet cable of the PLC was connected
to another computer, which hosted an Arrowhead local cloud
named Factory Cloud.

A robot was utilized to transfer a workpiece from the
beginning to the end of the factory. The robot consisted of
seven Dynamixel®AX-12A Smart Servos for actuation; two
on the base for locomotion, four on the arm, and one for the
gripping tool giving the robot seven degrees of freedom. The
robot used ROS as the underlying framework. The internals in
the Dynamixel®AX-12A Smart Servo motors gave feedback
on the state of the motors and a 1000mAh LiPo battery
supplied power to the motors and surrounding electronics.
For the computations, the NVIDIA®Jetson Nano was used
that runs Ubuntu natively. The NVIDIA®Jetson Nano was
connected to a Ubuntu server 18.04 LTS that hosted the second
Arrowhead local cloud named Robot Cloud.

The goal for the robot is to either pick up the piece from the
factory or drop it off at the drop-off area. In order to navigate
the robot on the factory floor, there were red lines connecting
the drop-off and the pickup points of the factory. The robot’s
route was defined by these red lines. At each intersection
and corner of the colored path, a QR code was placed which
contained a coordinate of that point in space. The robot also
utilized a machine vision system with a RGB camera, that had
a line following algorithm and a QR code reader to determine
the correct route for the robot base. With this approach, the
robot could navigate autonomously to the correct coordinate



with its base and perform the pickup or drop-off action with
the arm. The demonstrator’s overall setup is shown in Fig. 3.

Fig. 3. Hardware Setup in Factory Floor

B. Arrowhead Integration

To enable the interaction between ROS and OPC UA,
these two technologies integrated with individual Arrowhead
application provider systems in two separate Arrowhead lo-
cal clouds. Both local clouds had the three mandatory core
systems and the supporting Gatekeeper and Gateway systems.
The Robot cloud had an application provider system called
ROS System. The Factory Cloud had two application systems,
the OPC UA System and the Consumer System.

We used two software components to create the Arrowhead
compliant OPC UA System: the Arrowhead provider skeleton
and the Eclipse Milo client 2. Using Milo libraries, the client
established a connection with the PLC’s OPC UA server,
allowing the system to browse any node inside the server
and to fetch the node value along with the timestamp. To
make the Arrowhead compliant ROS System, the Arrowhead
provider skeleton was connected to the NVIDIA®Jetson Nano
computer where the ROS nodes were implemented. The Ar-
rowhead provider skeleton used the Flask app and defined the
Flask route as the endpoint for receiving REST API calls and
controlling the robot operation.

The OPC UA System offered the “Signal-Status” service
to read all nineteen signals from the PLC. The ROS System
offered two services that are; “Pick-up” to pick up the work-
piece and “Place” to put down the work-piece at the requested
destination. At first, the authorized Consumer System in OPC
UA cloud initiated an inter-cloud orchestration to consume
the “Place” service to put down the workpiece at the loading
conveyor belt. The ROS System satisfied the request by placing
down the workpiece and sending an acknowledgment back to
the Consumer System about the successful placing. Then the
Consumer System waited for the workpiece to travel to the end
of the factory floor. To get this information it consumed the
“Signal-Status” service from the OPC UA System and checked
the status of the photo-transistor placed at the end conveyor
belt. When the workpiece passed through this photo-transistor,
the status changed to “false” indicating that the workpiece has

2Eclipse Milo: https://projects.eclipse.org/proposals/milo

reached the last conveyor belt and was ready to be picked
up. Once the response from the “Signal-Status” service came
“false” for the end photo-transistor, the Consumer System
instantiated another inter-cloud orchestration to consume the
“Pick-up” service. The ROS System satisfied this request and
the robot picked up the workpiece at the end conveyor belt.
The service exchange process is demonstrated in Fig. 4. A
video of the whole run is available on YouTube 3.

V. DISCUSSION

The presented solution aims to achieve interoperability
between heterogeneous industrial technologies like ROS and
OPC UA through the Arrowhead framework integration. This
solution is not tied to a specific protocol; it can be used
for other industrial protocols including Modbus TCP, MQTT
(Message Queue Telemetry Transport), and DDS (Data Distri-
bution Service) as long as they are Arrowhead compliant. In
addition to achieving interoperability, this local cloud-based
solution also exhibits important industrial aspects like loose
coupling, late binding, and cyber-security.

In this approach, both ROS and OPC UA operate as
independent systems without being aware of each other at
design time. the identification of available systems and their
microservices is established at runtime by using the discovery
mechanism of the ServiceRegistry. As a result, our solution
incorporates advantages of loose coupling such as flexibility,
adaptability, efficiency, and innovation [14].

Cyber-security is another important aspect of Arrowhead
framework integration. The X-509 certificate technology au-
thenticates all systems in an Arrowhead local cloud and en-
crypts all communication between them. The basic deployment
steps include creating a cloud certificate signed by the private
key of the Arrowhead master certificate, then creating the
client certificates that are signed by the private key of the
cloud certificate. However, the systems can not interact with
one another only on the basis of certificates. The Authorization
system grants authorization at the service level by producing
temporary and renewable tokens for given service exchange.

The service exchange between ROS and OPC UA is estab-
lished at runtime. This is possible by the orchestration mech-
anism of the Orchestrator system that provides the endpoint
of the desired service to the requesting consumer at runtime
with the support of authentication and authorization of the
Authorization system. As a result, our approach achieves late
binding, making it a more flexible solution.

VI. CONCLUSION AND FUTURE WORK

Given the importance of interoperability in manufacturing
industries, the integration of diverse industrial protocols and
technologies is critical. This paper presents a solution to
achieve interoperability between ROS and OPC UA, two
significant technologies utilized in today’s industries, by in-
tegrating them with the new generation local cloud-based
Arrowhead framework. This solution allows ROS and OPC

3YouTube Link: https://www.youtube.com/watch?v=YoAFspEC2no



Fig. 4. Service Exchange between ROS and OPC UA systems

UA to operate as independent Arrowhead compliant applica-
tion provider systems registered in separate Arrowhead local
clouds. Both systems provide their unique microservices to
execute the ROS or OPC UA node operations. The inter-cloud
communication capability of the framework is used to create
communication between the ROS and OPC UA systems via
a third-party consumer system. With this integration, we also
explore the important industrial features like loose coupling,
late binding, and cyber-security that are supported by our
solution.

Future work will examine the scalability and real-time
aspects of our approach by integrating several secured Arrow-
head local clouds with multiple ROS and OPC UA systems.
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