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Users’ Privacy and Security Concerns that Affect IoT Adoption in the
Home Domain

Frederik Schuster and Abdolrasoul Habibipour

Department of Computer Science, Electrical and Space Engineering (SRT), Luleå University of Technology, Luleå, Sweden

ABSTRACT
Internet of things (IoT) technology must provide users with benefits that outweigh the costs and
risks for it to be widely accepted and adopted. New functionality is continuously added, and costs
decrease with the increasing volumes and technological advances; however, the risks also increase
as technology becomes increasingly integrated into human lives. This survey study of 251
respondents investigated how users and different user groups perceive IoT security and privacy in
the home domain, their trust in the involved parties, and how different types of measures, as sug-
gested by the literature, can affect user adoption. The results indicate that people are particularly
concerned about security and privacy and are fearful of breaches and misuse. A large majority of
the people do not believe the products to be secure. Less than a third of the users trust manufac-
turers, service providers, and governments to uphold their privacy; this remarkably hinders
IoT adoption.

1. Introduction

The Internet of things (IoT) can facilitate communication
among various devices and users to afford knowledge and
control that can help improve human lives (Mohamed,
2019; Patel & Patel, 2016; Vermesan et al., 2009). IoT devi-
ces are known to be mostly autonomous, both under oper-
ation and configuration, last a long time on their energy
sources, have efficient communication that ensures the qual-
ity of service, and can interact with other devices or plat-
forms through different networks; however, they are also
notorious for their weak security and privacy (Mohamed,
2019). Securing IoT devices and services is a significant
challenge (Ismagilova et al., 2019; Tawalbeh et al., 2020;
Zhou et al. (2017) because their power and computational
resources are limited, and they often use wireless communi-
cation. Therefore, controls are absent or limited, making
devices vulnerable to attacks (Alladi et al., 2020).

Lu et al. (2018) synthesized IoT applications in 14 service
domains by categorizing them into four types according to
their target and scope of adoption: the infrastructural level
(e.g., smart home domain), organizational level (e.g., smart
agriculture), individual level (e.g., wearables), and all-
inclusive level (e.g., self-driving cars). While IoT security
and privacy have been important challenges in all these
application domains, the smart home domain needs particu-
lar attention, as it involves human daily life, and the users

are engaged with IoT technologies in their daily use context
and real-life settings (Ismagilova et al., 2020).

By 2025, 5G technology will enable more devices and
features that will continue to drive growth, reaching between
20 and 43 billion devices (Popescu et al., 2021). The rapid
development and spread of technology have resulted in an
increasing number of threats affecting personal security and
privacy, particularly in the smart home domain. In just two
years, the number of IoT malware collected by Kaspersky
Lab increased from just over 3000 to over 121,000, while
only one in ten companies were confident in securing their
IoT devices (Mehdipour, 2020). If these threats are not
appropriately addressed and serious incidents continue to
occur regularly, user trust and IoT adoption will be nega-
tively affected, making security, privacy, and trust, the key
limitations of IoT (Popescu et al., 2021).

These problems make the current research in IoT as
much focused on security issues as on new technology (Lu
et al., 2018); however, IoT security areas are often over-
looked by the developers because they prioritize bringing
products to the market as fast as possible. This will be a sig-
nificant problem because future development is dependent
on users accepting and adopting IoT technology (Kim &
Kim, 2016; Rekha et al., 2021).

Because a regular user is not an IoT or security expert
and would not have the ability to evaluate risks or security
and privacy measures, user trust will be critical for IoT
development. Macedo et al. (2019) found that most research
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related to IoT focuses on authentication techniques, whereas
trust is the least studied aspect, with only a few papers
addressing it. Their results highlight that it is unclear as to
how to gain the users’ trust, which is fundamental for the
future of IoT and needs to be studied further.

The impact of IoT innovations on daily human lives is
both inevitable and undeniable. With advanced IoT technol-
ogies in society, particularly in their everyday living space
(i.e., people’s homes), the social aspects of human everyday
lives become intertwined with technical aspects (Mumford,
2006; Pilemalm et al., 2007). Therefore, people strongly con-
sider the use and adoption of IoT technologies in their
home environment, particularly because of the privacy and
security threats that they might be facing (Lin & Bergmann,
2016). This may, in turn, affect the adoption rate of IoT sol-
utions in the home domain (Neupane et al., 2021).
Therefore, researchers have called for further research on
the effects of privacy and security on user adoption in the
smart home domain (e.g., Ismagilova et al., 2020) and
(Alnahari & Quasim, 2021). Despite this, even the few stud-
ies that have investigated the effects of privacy and security
on IoT adoption in smart cities have mainly considered the
whole city as the context of their study and from a broader
organizational perspective (Ismagilova et al., 2020; Tawalbeh
et al., 2020). Consequently, there is a dearth of research that
considers real or potential users’ perspectives to demonstrate
the effects of perceived security and privacy issues on IoT
adoption for smart home products; this area must be exten-
sively studied further.

Accordingly, this study focused on the security and priv-
acy issues that users are most concerned with in the home
domain, and what producers and service providers can do
to gain user trust in their products and promote adoption.
This study was guided by the following research questions:

� What effect do the perceived security and privacy issues
of smart products have on technology adoption among
current and potential users in the home domain?

� What commonly suggested measures should the industry
implement to gain user trust to facilitate the adoption of
IoT technology in the home domain?

To answer these research questions, a quantitative
research methodology was employed by distributing an
online survey that collected 251 responses from the survey
respondents. The remainder of this article is structured as
follows. The next section outlines the current state of the
research, followed by the research methodology section,
which explains the overall approach used to conduct this
study. The results of this study are then described, and the
collected data is analyzed. Finally, we discuss the findings,
the contribution of research in theory and practice, as well
as limitations and future research.

2. Literature review

The home domain is a living area where users can access
anything from a single device or system to a smart home. A

smart home can be defined as “a residence equipped with a
high-tech network, linking sensors and domestic devices,
appliances, and features that can be remotely monitored,
accessed or controlled, and provide services that respond to
the needs of its inhabitants” (Balta-Ozkan et al., 2013, p.
364). This study aimed to explore what producers and ser-
vice providers can do to gain trust in their products and the
effect that different measures would have on user adoption.

While innovation adoption and diffusion concepts have
been used interchangeably by some researchers, they differ
in nature. Innovation adoption investigates individuals’
choice to accept or reject a particular innovation, whereas
innovation diffusion describes how an innovation spreads
through a population (Straub, 2009). Therefore, innovation
adoption is more focused on the micro perspective (decision
of the user at the individual level), whereas diffusion of
innovation emphasizes the macro perspective at the organ-
izational level (Frambach & Schillewaert, 2002; Hameed
et al., 2012).

At the individual level, and from the users’ perspective,
diffusion of innovation theory (DOI), and more specifically
its innovation decision process (Rogers, 2003), explains the
successful spread of technology over time using the follow-
ing five steps: knowledge, where the user becomes aware of
the existence of the technology and what it can do; persua-
sion, where the user can be easily influenced and forms an
attitude toward the technology; decision, where the user
adopts or rejects the technology; implementation, which is
the first use; and confirmation, where the user tries to valid-
ate that it was the right decision. For technology to be
viable, it must be commonly adopted and reach a critical
mass (Padyab et al., 2019). Several studies have shown that
security and privacy factors have a significant impact on IoT
purchase intention, adoption, and usage (Chang et al., 2014;
Johnson et al., 2020; Lee, 2019; Lu et al., 2018; Padyab et al.,
2019); this implies that users’ perceptions of security and
privacy affect several DOI steps.

Prior studies show that both current and potential users
are highly concerned about home privacy and that their
concerns affect the acceptance of home IoT services. Some
of the concerns are how IoT data are transferred, managed,
and stored in cloud-centric systems, where they are fre-
quently attacked by cyber criminals, which can lead to data
breaches where the attackers use the data for identity theft
or extortion (Saura et al., 2021). Another concern is physical
intrusion, where a malicious actor can gain physical control
over devices such as a camera. A breach could also lead to
physical damage if the attacker, for example, takes control of
a smart door lock, or even fatalities in the case of an attack
against an electric smart plug or a smart insulin pump (Lee,
2020). For IoT devices to be used in the home domain, peo-
ple must feel that their privacy is not violated. Hence, apart
from collecting the data necessary for technology to work,
they need to feel safe that their personal information is well
protected against malicious users (Ismagilova et al., 2020).

Because user acceptance of the technology is critical to its
success, adoption should be the primary focus (Li et al.,
2021). Actions must be taken to make the products privacy-
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friendly and minimize the risks of data leakage or misuse.
Addressing users’ risk concerns and providing transparency
and familiarity are crucial to gaining the trust that facilitates
adoption (Li et al., 2021; Alraja et al., 2019). Trust is needed
because it is difficult for a regular consumer to know if a
device is secure enough; thus, privacy and trust are the main
factors for users when deciding whether to use a system or
not (Schomakers et al., 2021). The importance of trust
increases with the development of the IoT (Lee, 2019), and
lack of trust, privacy, and security issues are barriers that
need to be addressed continuously throughout the product
life cycle (Padyab et al., 2019).

If companies desire to sell more IoT products, they
should not only aim to get the products on the market as
soon as possible but also invest in safeguarding user privacy,
informing the users about the risks, and educating them on
how to manage their IoT products (Lu et al., 2018). Users
must feel that they have the ability to easily control the
behavior of their devices (Strous et al., 2021), control their
data (Lu et al., 2018; Rau et al., 2015), and ensure that sensi-
tive data are exchanged between trusted parties in an easy
and protected way. The amount of collected data should be
kept to a minimum and users can choose their level of priv-
acy (Ogonji et al., 2020). At present, privacy and security
concerns related to IoT solutions have become more appar-
ent, as many of these IoT devices are cloud-based, meaning
that the data are stored in the cloud, which is more vulner-
able to aspects such as attacks and data leakage (Zhou
et al., 2017).

Customers’ privacy concerns can also be considerably
lowered by showing compliance with regulations, such as
GDPR (General Data Protection Regulation), which
involves applying privacy by design, using trust badges for
third-party companies, informing users about the risks, and
having them influence the data collection and usage by pro-
viding them the option to opt in or out while making it
clear why the data are collected and the consequences of
their choices (Leroux & Pupion, 2022; Padyab et al., 2019).
Saura et al. (2022), who studied how government AI strat-
egies can risk citizens’ privacy and affect collective behavior,
pointed out that the choice of having the data transferred to
a third party is not really a choice at present. Users often
need to accept a privacy policy before using an application.
If they decline, they would not be able to use the applica-
tion. Saura et al. went so far as to call it blackmail and
called for the government to regulate data management for
user integrity. Both producers and service providers can be
bound by a legal framework to achieve a reasonable level of
privacy and choice (Li et al., 2021). However, the ethical
regulations of data collection and management do not pro-
gress at the same pace as technology, thus negatively affect-
ing user privacy (Saura et al., 2022). The use of a large
amount of data to predict behavior can systematically violate
the user’s privacy, without the government even realizing it,
owing to a lack of awareness or understanding of the tech-
nology (Saura et al., 2022).

The GDPR addresses users’ privacy concerns by requiring
privacy by design, privacy by default, transparency, and

informed consent. User-centric privacy-preserving guidelines
can be based on, and comply with, GDPR to ensure users’
privacy and control over their data (Kounoudes & Kapitsaki,
2020). Developers need to provide the end users with easy-
to-use tools for configuring, enforcing, and monitoring
security and privacy policies, and the industry needs to
come up with standards protocols and certification frame-
works where labels can be used to declare security and priv-
acy levels. Overall, an end-to-end holistic approach needs to
be used, and different responsibilities need to be clarified
(Ziegler et al., 2019).

Privacy by design can be based on seven ground
principles—privacy needs to be proactive; enabled by
default; embedded in the design; not affecting the function-
ality negatively; protected everywhere in the system during
the whole lifecycle; transparent to gain trust; and respectful
of the users, giving them control over their data (Weinberg
et al., 2015). To protect the data on all layers throughout
the life cycle, security by design should be implemented for
each component by having them work together to keep the
entire unit secure because a breach in one part can affect
the entire system (Macedo et al., 2019; Strous et al., 2021).

Security labeling has been shown to help consumers
make informed choices by showing them what products
they can trust. A study by Johnson et al. (2020) showed that
consumers were willing to pay 25%–38% more for four dif-
ferent types of smart products with security labels in com-
parison to the same products without labels. This suggests
that there exists a significant economic incentive for pro-
ducers to improve security in IoT products as long as the
customers are informed about it and that the cost of
improving security should not be a hindrance.

To protect the IoT system, security needs to be integrated
into its lifecycle. The system should be constantly monitored
so that threats can be detected in all security layers. If a
device is attacked, actions should be taken to eliminate the
threat and ensure that it does not spread while the system is
self-healing (Chang & Hung, 2021; Iqbal et al., 2020;
Mehdipour, 2020). Therefore, important general IoT security
measures for producers would be to secure the network with
regular patching, updates, antivirus, firewalls, and IDS/IPS
with real-time and predictive analytics to monitor the sys-
tem, implement two-factor authentication including biomet-
rics, and secure the apps by integrating security in the
design and encrypting the data. Producers should not launch
new products until any security issues are appropriately
managed, and they should be updated regarding the most
recent threats (Omolara et al., 2022).

While research on security technology is progressing rap-
idly, Macedo (2019) argues that the user perception of IoT
security and privacy that creates trust needs to be examined
in detail, specifically, how that trust can increase and how it
affects IoT adoption. One important missing aspect in the
reviewed literature, as briefly stated in the Introduction, is
the users’ perspective (particularly those who are not cur-
rently using IoT technologies). Although the importance of
security and privacy in the adoption of IoT solutions has
been acknowledged by researchers, the effects of privacy and
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security aspects on the adoption of IoT technologies have
not been at the center of attention in the above-mentioned
studies. This can be explained by the dominant organiza-
tional perspective regarding the adoption of innovations
(Rogers, 2003), as well as the prioritization of the adoption
rate among current users on the needs, motivations, and
expectations of future or potential users (Habibipour, 2020).

Another aspect that should be considered is that most of
those studies (e.g., Lee, 2020 and Li et al., 2021) focus on
technology acceptance, which involves less commitment
compared to actual adoption of technology by current or
future users in their real-life setting. While technology
acceptance mostly concerns the ability of a user or organiza-
tion to accept and use the technology, adoption is associated
with a more long-term commitment and the decision of
users to adopt and use the technology in the long run
(Hameed et al., 2012; Rogers, 2003).

3. Research methodology

We adopted a positivistic approach to quantitative descrip-
tive survey research (Leedy & Ormrod, 2015). A quantitative
approach is suitable for this explanatory research because it
examines the effects of privacy and security on IoT adoption
in a social context (i.e., as in this study) (Powell, 2020).
Additionally, a quantitative research approach is more suit-
able when the problem involves a limited set of variables
(Bloomfield & Fisher, 2019). The literature review was used
to find security and privacy concerns creating barriers to
IoT adoption, together with possible measures that would
lower users’ risk perception and facilitate adoption. A survey
was then conducted to examine the degree of importance of
such concerns, trust, and the significance of the suggested
measures on IoT adoption. The study follows Punch’s
(2003) systematic research model for survey studies.

The initial list of influential factors on the adoption of
IoT technologies in the home domain from the users’ per-
spective was deduced from the literature and then quantified
and validated with empirical data from the survey. The
results were also used to investigate the second research
question, where respondents were asked about their attitude
toward commonly suggested security- and privacy-related
measures and the impact of such measures on adoption.
The literature provides demographics of importance: age,
gender, and familiarity (Lee, 2019; 2020; Leroux & Pupion,
2022; Li et al., 2021), which were added as attributes and
considered in the results. This makes it possible to see dif-
ferences between groups of users and whether measures
should differ depending on the target group.

The aim was to obtain 250 responses from a random
selection of respondents to draw general conclusions.
Because it was important to obtain comparable data that
were not dependent on culture, prices, laws, technology
level, etc., the survey was limited to respondents from one
country. Sweden was selected because it is a small, cohesive
country and one of the most technologically advanced coun-
tries. Additionally, very few non-Swedish people know the
language, which makes it easier to exclude people of other

nationalities. Another limitation was the inclusion of people
over 18 years of age, which is the legal age to enter into
agreements with, for example, service providers. Because the
target group was potential users, the survey was published
online via a large number of different social media groups
with a request to spread it to other random groups. This
made it possible to exclude people without access to an
Internet connection while reaching something close to a
random selection of respondents. The survey was conducted
online for four days and ended after 251 responses. All
respondents were anonymous, and no personal data that
could reveal their identity were collected to make the
respondents more willing to answer and do it truthfully.
The respondents were not balanced by any factor because
the approach did not make it possible to control who could
answer the survey, and excluding respondents would have
created selection problems and provided less data.

The theoretical framework was based on the model of
Alraja et al. (2019), who studied the effects of security, priv-
acy, familiarity, and trust on users’ attitudes toward the use
of IoT-based healthcare. This framework is suitable because
it focuses on the three themes that this study aims to
explore. However, there was a need to adjust the model
because we wanted to investigate how different measures
affect user adoption. The results were explored with regard
to age, gender, and knowledge level (Figure 1).

No hypotheses were created because the study explored
the area from an unprejudiced standpoint. It is also not suit-
able for social research problems derived from professional
practice and organizational or institutional environments
(Punch, 2005). The analysis consisted of three parts: correl-
ation analysis; manual analysis; and strengths, weaknesses,
opportunities and threats (SWOT) analysis.

In the first part, correlations between attributes were
examined to determine relationships. The strength of the
relationship was measured using a correlation coefficient
(Kotz & Mari, 2001). The coefficient was also used with a
threshold value selected to create a reasonable number of
attribute groups, which would be used later to categorize the
measures. In the second part, the results were aggregated
into groups based on the attributes, to rank issues and
measures, and to calculate percentages, which gives a clear
image of how the users view the issues, the results of the
measures, and if there is a difference between the groups
that need to be considered. In the third part, the SWOT
analysis framework was used as an analytical lens to obtain
a clear view of the strengths, weaknesses, opportunities, and
threats of IoT adoption with regard to security, privacy, and
trust (Kuzminykh et al., 2020) (Figure 2).

4. Results and analysis

This section outlines the results of this study and provides
an analysis of the raw data. The next section discusses these
results in relation to the available literature, together with
the findings of the SWOT analysis.

In total, 251 respondents answered the survey, of which
72% were men and 27% were women.

4 F. SCHUSTER AND A. HABIBIPOUR



While the intention was to attract respondents from any
gender, without any restrictions, men showed a greater
interest in completing the survey. This might be partially
explained by the field of our study as it involves technical
aspects (i.e., IoT solutions). Previous studies have shown
that women are less interested in technology and are more
interested in socially oriented areas (Rosser, 2009). The fact
that women are less interested in technology than men may
lead to slower adoption rates when it comes to innovation
adoption (Liff et al., 2004).

The respondents were all between 18 and 82 years of age,
with an average and median age of 44. The respondents
were divided into two genders, five age groups, and five
knowledge-based groups (Table 1).

At least one smart product was in use in the homes of
85% of the respondents (not including smartphones or tab-
lets). When divided by gender, 91% of the respondents were
men and 71% were women. The percentage by age
decreased from 92% in the 30–39 group down to 79% in the
50–59 and 60þ groups. However, the youngest group broke
the trend with 82%.

Only 8% of the respondents agreed with the statement
that smart home products have a high level of security,
making it difficult for unauthorized persons to take control
of their devices. The same percentage of respondents
believed that smart products have a high level of privacy
protection, making it difficult for unauthorized persons to
access device data. While 33% trust large reputable manufac-
turers to secure their devices, 29% trust that large reputable
service providers will protect user integrity, and 33% trust
that government and authorities will do what they can to
uphold user integrity and not misuse data. While 71% of the
respondents wanted to own and use more smart home prod-
ucts, 35% considered security and privacy issues as general
barriers to purchase and use (Table 2).

Respondents were asked about the importance of the dif-
ferent measures suggested in the literature. For privacy by

Table 1. Knowledge level per gender and age.

Knowledge level
Of all
(%)

Men
(%)

Women
(%)

18–29
(%)

30–39
(%)

40–49
(%)

50–59
(%)

60þ
(%)

Not familiar 2 2 4 4 0 0 7 8
Limited knowledge 22 11 51 29 24 19 29 8
Relatively knowledgeable 35 35 34 50 32 32 29 42
Highly knowledgeable 33 42 7 18 37 36 33 25
IoT expert 8 10 3 0 7 13 2 17

Figure 1. Theoretical framework.

Figure 2. The SWOT matrix (Kuzminykh et al., 2020).
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default, which means that a manufacturer applies maximum
privacy protection as standard, 85% considered it important,
while only 3% did not. Security by design was described as a
manufacturer’s security strategy for protecting the compo-
nents of the product and the product as a whole during the
entire product life cycle. While 80% of the respondents
found the strategy important, only 4% did not. Only 2% of
the respondents did not believe that it was important for the
device not to send any data to a 3rd party without the user’s
active consent, compared to 91% who did. When asked if it
is important that all communication to and from devices
would be encrypted, 84% agreed, while only 5% did not.
While 67% of the respondents believed that it is important
for devices automatically download and install security
patches, 13% did not. The use of two different authentica-
tion methods to obtain access to the device was deemed
important by 61% of the respondents, while 17% disagreed.
While 73% believed that it is important that a device has
protection against malware and hackers (such as antivirus
and firewalls), 11% disagreed. When asked if it is important
that the system is constantly searching for suspicious behav-
ior that can be caused by a hacker or malware, 63% agreed
and 14% did not. While 65% of the respondents considered
“self-healing” important, meaning the device restores itself
and continues to function as it should after an attack or
malware, 13% did not agree. According to 84% of the
respondents, devices must always ask the user for permis-
sion before collecting or using data; that is, it should be
clear what data are being collected, why, and how, as well as
the consequences of the users’ choice; only 6% disagreed.

While 72% of the respondents considered a clear division of
responsibilities between the manufacturer, service provider,
and user to be important, 5% did not. For 69% of the
respondents, it was important to introduce a certification
where the devices would be equipped with labels for security
and privacy levels, while 9% did not agree. To protect user
privacy, 63% of the respondents believed it would be
important for manufacturers to comply with a law based on
the GDPR; however, 10% disagreed (Table 3).

Because 93% of the respondents stated that they under-
stood the questions, 92% indicated their answers reflected
their opinions and beliefs, and only 1% somewhat disagreed,
we find that the respondents validate the survey design.

5. Discussion

In this study, correlation analysis was applied to examine
the strength of the relationships between selected attributes,
and the results were printed as a correlation matrix
(Figure 3).

It is clear that knowledge correlates with a positive atti-
tude toward using more smart products, and it is expected
that usage correlates with a higher level of knowledge, which
is in line with Alraja et al. (2019). The significant difference
in knowledge levels between men and women can be a
result of different interests or work areas. A smaller differ-
ence in usage, however, indicates that men may exaggerate
their knowledge level or vice versa (Table 4).

The belief that products are secure and have a high level
of privacy correlates with a high level of trust in

Table 2. Perceived security privacy, trust and attitude.

Gender Age group Knowledge group

Men (%) Wom (%) 18þ (%) 30þ (%) 40þ (%) 50þ (%) 60þ (%) No (%) Lim (%) Rel (%) High (%) Exp (%)

Perception
High Security 8 9 11 10 6 2 17 0 0 12 10 10
High Privacy 8 8 14 7 5 7 17 0 0 13 7 14
Trust
Manufacturers 34 32 36 39 31 31 25 50 20 31 41 33
Service providers 28 29 32 32 27 26 25 33 17 28 37 29
Government 34 28 46 27 39 19 29 17 30 30 37 38
Attitude
More products 77 51 75 68 77 60 63 50 44 69 84 95
Barrier 37 31 43 42 31 36 25 17 39 34 39 24

Table 3. The importance of different measures per gender, age and knowledge group.

Gender Age group Knowledge group

Measures Men (%) Wom (%) 18þ (%) 30þ (%) 40þ (%) 50þ (%) 60þ (%) No (%) Lim (%) Rel (%) High (%) Exp (%)

Privacy by Default 83 91 82 92 83 88 71 83 89 90 79 76
Security by Design 80 79 75 85 80 74 79 100 81 80 76 81
Data consent 89 97 89 97 91 90 79 100 98 93 83 81
Encryption 83 88 82 86 83 83 83 100 91 84 79 81
Security updates 62 78 75 63 70 64 54 50 74 67 60 71
2-factor authentication 59 68 43 61 59 69 71 83 69 56 61 52
Malware protection 67 91 68 73 74 76 71 100 94 73 65 43
System monitoring 59 78 68 58 60 76 63 83 83 62 56 43
“Self-healing” 59 81 68 58 64 74 67 83 81 62 59 52
Opt-in / opt-out 84 82 71 92 82 83 83 100 87 81 82 86
Responsibilities 69 82 82 80 68 69 63 83 81 73 70 48
Labelling 64 82 79 73 65 67 71 83 76 67 67 62
Law (GDPR) 61 68 61 68 56 67 75 83 65 60 63 62
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manufacturers and service providers, which matches the
results of Alraja et al. (2019), who found that user trust
increases with the perception of privacy. The findings of Lee
(2019) also support that trust in a service provider lowers
the perceived privacy and security risk. The correlation coef-
ficient suggests that trust affects attitude toward using smart
products, which is consistent with the results of Alraja et al.
(2019) and Schomakers et al. (2021), who found a clear con-
nection between user trust and acceptance. The results indi-
cate that if a product is not secure, the data are not secure
(Table 5).

Privacy concerns also have a negative impact on the will-
ingness to use more products, which is supported by Alraja

et al. (2019), who added that privacy is prioritized by manu-
facturers to gain user trust (Table 6).

Our results reveal that respondents, regardless of the
demographic group, did not perceive that smart products
were secure or that privacy was upheld. As 0% of the
respondents with no or little knowledge believed that the
common image of security and privacy is evidently
even worse than reality, creating a considerable barrier for
new users. Li et al. (2021) agree that privacy and
security are barriers to IoT adoption, Balta-Ozkan et al.
(2013) state that consumers will not use systems in which
they lack confidence, and Lee (2020) statistically confirms
that privacy concerns lead to resistance against IoT in the
home domain.

According to the results, over 60% might refrain from
using or purchasing smart products for this reason. This

Figure 3. Correlation Matrix for selected questions.

Table 4. Correlation between demographics and attitude.

First attribute Second attribute R-value

High knowledge More smart products 0.623
No. of smart products Positive attitude 0.538
Gender is male More smart products 0.454
High knowledge Gender is male 0.446
High knowledge Positive attitude 0.442

Table 5. Correlation between perception, trust and attitude.

First attribute Second attribute R-value

Security belief Privacy belief 0.841
Trust manufacturer Trust service providers 0.863
Security belief Trust manufacturers 0.678
Security belief Trust service providers 0.645
Privacy belief Trust manufacturers 0.682
Privacy belief Trust service providers 0.693
Trust manufacturers More smart products 0.469
Trust service providers More smart products 0.447
Privacy belief More smart products 0.407
Security belief More smart products 0.351

Table 6. Attribute categories by correlation threshold 0.62.

First attribute Second attribute R-value Category

Privacy by Default Security by Design 0.668 Strategy
Security by Design Encryption 0.596
Privacy by Default Encryption 0.54
Privacy by Default Clear responsibilities 0.501
Privacy by Default Infoþ consent

collection/use
0.527

Data consent 3rd party infoþ opt in/
out collection/use

0.623 User control

Data consent 3rd party Encryption 0.596
Infoþ consent

collection/use
Encryption 0.538

Malware protection System monitoring 0.654 Protection
System monitoring Self-healing 0.614
Malware protection Self-healing 0.54
Certificationþ Labelling Law 0.669 Regulation
Clear responsibilities Infoþ consent collection/use 0.569
Clear responsibilities Certificationþ Labelling 0.559
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conclusion is supported by both Lu et al. (2018), who found
that users are highly concerned about privacy and security,
and Mehdipour (2020), who stated that more than 70% are
concerned about privacy and security in smart homes, which
leads to users avoiding the products.

Trust was also low among all groups. No more than one-
third of trusted manufacturers, service providers, or author-
ities uphold security and privacy. The results are not in line
with the work of Lee (2019) on home IoT devices in South
Korea, even though the concepts were similar in both the sur-
veys. While this study found the trust average to be 3.49 for
service providers and 3.58 for the government (on a 7-graded
scale), Lee’s average was 4.56 and 4.15, respectively. For users
with little experience, the difference was much larger: 2.86 for
this study and 4.23 for Lee’s. One plausible explanation for
this is that culture is a significant trust factor. The high belief
in professionals and authorities in Asia contrasts with the
Western questioning and skeptical attitude, which needs to be
considered when creating strategies for adoption. Lee (2019)
found that people with more experience had more trust in
service providers and authorities. Our results indicate that
this is the case. However, when dividing the users into five
groups instead of two, trust in service providers showed no
clear patterns. Fewer women (28%) than men (34%) trusted
the government and authorities on the matter. This result was
unexpected and contradicts the results of Lee (2020), who
found the opposite to be true.

Most respondents wanted to use smart products, and the
positive attitude increased by knowledge, which is supported
by Alraja et al. (2019), who found that people familiar with
the technology were more likely to use and adopt IoT devi-
ces. Even though women and older users had less enthusi-
asm for smart products than others, the majority of those
groups were still positive.

At the same time, the majority did not believe that the
products were secure, or that their privacy was upheld. They
did not trust any of the involved parties, and over a third
did not want to buy or use IoT products for this reason.
The findings are consistent with the work of Lee (2020),
who found that users and potential users were truly con-
cerned about privacy in their homes and that user vulner-
ability was the most important reason for not adopting the
technology. This is also supported by Chang et al. (2014),
who found that perceived security issues directly affect con-
sumers’ intentions to purchase IoT products.

Women form a large user group, and while relatively few
of them have IoT home products, many are interested,
implying a remarkable potential IoT demand. The youngest
group, which is the next generation of users, considers
security and privacy issues to be significant hindrances.
These issues could potentially be a hindrance for the major-
ity of the group. Because user adoption is critical for success
(Li et al., 2021), the industry needs to take action to reach
general adoption.

Overall, the security and privacy situation for smart prod-
ucts is critical and only second to the picture of reality that
is even worse; thus, a lot of trust needs to be established to
reach widespread adoption.

Respondents were asked about 13 possible measures. All
were considered important by at least 60%. The results indi-
cate that the perceived security and privacy levels are so low
that users believe that almost any measure would make a
significant difference. This conclusion is supported by the
results of Alraja et al. (2019), who found that trust could be
increased by providing potential users with information on
the use of modern technology for privacy protection. The
measures were divided into four categories using a correl-
ation threshold of 0.62, named by type, and analyzed.

Strategies: Privacy by default and security by design were con-
sidered the 2nd and 5th most important measures. The result
is consistent with the findings of Chang et al. (2014), where
advanced security features embedded in the design made
consumers feel more secure. Following an explicit compre-
hensive strategy must therefore be considered crucial.

User control: The results clearly show that users highly value
control over their data, which is consistent with the finding
of Balta-Ozkan et al. (2013), who found that users were
afraid that third parties would violate their privacy, or that
their data would fall into the wrong hands. A majority
agreed that the most important measure was the device
requiring consent to send any information to a third party.
Making sure that the users are informed about the collec-
tion and storage of data and have the option to approve it
or not came in fourth place. These results are supported
by Alraja et al. (2019), who found that trust increased
when users were ensured that their data would not be mis-
used. The results show that user control is considered to
be at least as important as strategies and, therefore, critical.

Protection measures: Security updates, 2-factor authentica-
tion, system monitoring, and self-healing capabilities are
all in the second half of the chart. Only encryption (3rd
place) and malware protection (6th place) were above. One
could argue that the reason might be that regular users do
not have sufficient knowledge to determine the importance
of protection measures. However, this is contradicted by
the highly knowledgeable IoT experts who did not rank
them higher than the user control measures.

Regulations: The respondents ranked clear responsibilities
higher than certification and product labeling for security
and privacy. A law based on GDPR states that manufac-
turers and service providers would have to comply with
ranks even lower. Low support for the law is in line with
the low trust in the authorities. The 81% in the study by
Johnson et al. (2020), which would use such a label in their
purchase decision, is right between the 69% that find the
measure important and the 89% that include the uncertain,
indicating that the result is reasonable. IoT experts ranked
regulations lower than other knowledge groups, and for
respondents in general, regulations cannot compete with
the high results of strategies and user control. However,
approximately two-thirds still believe that regulations
would be an important measure.

The difference between knowledge and experience is evi-
dent. People with no knowledge exaggerated the risks and
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rates of almost all measures as important. To attract new
users and increase adoption, increasing familiarity is crucial
(Alraja et al., 2019; Lee, 2020; Li et al., 2021). Alraja et al.
(2019) and Chang et al. (2014) suggested increasing security
and privacy in combination with general user awareness
efforts. Lee (2020) believes that both service providers and
the government should take precautions, including privacy
regulations, to make users feel safe. However, it is a balanc-
ing act, because too many regulations could destroy the
industry (Balta-Ozkan et al., 2013).

The results of this study support Alraja et al. (2019), who
claim that the perception or assurance of privacy has a posi-
tive effect on user trust, while familiarity and trust have a
positive effect on attitude, adoption, and use. The conclusion
of Li et al. (2021) that privacy and security concerns are bar-
riers to IoT adoption can also be confirmed. Balta-Ozkan
et al. (2013) stated that users highly value control over their
data, are concerned about data breaches and misuse, and
avoid systems that they do not trust.

The findings of this study are also in line with those of
Lee (2019), who stated that trust in service providers lowers
perceived privacy and security risks and that familiarity has
a positive impact on trust in the authorities. However, the
claim that the same would be true for trust in service pro-
viders is not supported when users are divided into several
groups by knowledge level. A high level of trust in author-
ities and service providers was also not supported, while the
statement that women have more trust in the government
and authorities than men was not in accordance with the
findings of the present study. However, these differences can
be explained by differences in culture.

The study also confirms the findings of Schoemakers
et al. (2021), who claimed that user trust and acceptance are
connected, Lu et al. (2018), who stated that users are highly
concerned about privacy and security, and Mehdipour
(2020), who stated that a large majority of users are con-
cerned about privacy and security in smart homes and that
many therefore are avoiding the products. Finally, the study
supports the findings of Chang et al. (2014) that advanced
security features embedded in the design make consumers
feel more secure, and the findings of Johnson et al. (2020)
that a vast majority of users believe that security labeling
would help them in their purchase decision is reasonable.

It is worth mentioning that all presented correlations
have a p-value of .000 according to the Pearson significance
test (Freedman et al., 2007), meaning that they are all statis-
tically significant.

5.1. SWOT analysis

The results of this study and the collected data were also
analyzed using the SWOT Matrix, as outlined in the meth-
odology section.

Strength: A rapidly increasing demand and number of prod-
ucts generate experience and knowledge, which leads to
fewer security concerns and a positive effect on attitude
and adoption. Technological development creates more

functions that will benefit and attract more users and grad-
ually introduces smart functions in regular products, creat-
ing an experience among people who have not made an
active decision on using smart products. Much research
and resources are focused on solving these issues and
securing products.

Weaknesses: The perceived security and privacy levels are
worse than the actual levels. Only a third of potential users
trust manufacturers, service providers, and authorities, and
more than a third consider security and privacy issues as
barriers to using more smart products. These devices are
very difficult to secure, and there is no international stand-
ard, certification, labeling, or regulation that could
build trust.

Opportunities: Few women or young people own or use
smart products. Making them feel secure could result in
adoption leaps. Most suggested measures have a high per-
ceived impact on attitude, and rapid technological develop-
ment can deliver more and better measures. Security and
privacy standards, certifications, and privacy laws can build
trust and adoption.

Threats: If a significant increase in malicious software and
attacks continues, it could negatively affect security trust
and adoption. Increasing severity, such as physical destruc-
tion or casualties, could discourage those that have already
adopted the technology. It is also difficult to reach a high
level of adoption if the industry cannot agree on standards
and certifications.

6. Conclusion

The results of this study indicate that people are particularly
concerned about security and privacy, and they are afraid of
breaches and misuse. A large majority do not believe that
products are secure or uphold privacy. Less than a third of
the potential users trust the manufacturer, service provider,
or government regarding these issues. Therefore, security
and privacy issues are significant barriers to its adoption.

6.1. Theoretical implications

This study contributes to innovation adoption and diffusion
research by discussing the effects of information security
and privacy on users’ trust in adopting IoT solutions in the
home domain and from their perspective. More specifically,
this study provides knowledge regarding trust in IoT tech-
nology and how different techniques can improve trust in
particular. It extends prior studies by investigating how
users and different user groups perceive IoT security and
privacy, their trust in involved parties, and how different
types of measures, as suggested by previous literature, can
affect user adoption in the home domain, which has not
been examined in previous studies. The contributions of this
study can be summarized as follows.

� It affords insight and an understanding of the perceived
security and privacy issues of smart products, as well as
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trust in manufacturers, service providers, and
the government.

� It helps quantify the view of commonly suggested meas-
ures, leading to knowledge regarding the perceived
importance of such measures and rankings.

6.2. Practical implications

It is clear that all suggested measures are considered import-
ant by the majority, and that the industry needs to apply a
broad approach to facilitate user adoption. The most
important measure is to improve the users’ control of their
data while providing transparency, which requires active
consent from the users and the possibility of opting in/out.
The second most important measure is the implementation
of comprehensive security strategies that include the princi-
ples of security by design and privacy by default. Third, a
wide spectrum of protection measures covering all layers
should be implemented, specifically, data encryption and
malware protection. Finally, responsibilities should be clear,
and common industry standards should be created, as well
as a global certification and labeling system. To reach gen-
eral and widespread adoption, the industry should also focus
on providing basic knowledge to potential users with little
or no familiarity because the lack of knowledge has a sub-
stantial negative impact.

Because a majority want to use more smart home prod-
ucts, and the willingness increases with familiarity and
younger age, the market should have significant growth
potential. To maximize adoption, the industry should focus
on people with little knowledge, as they have not adopted
the technology, have the most concerns, and are more
unlikely to buy and use products because of security and
privacy issues. They include women, as few of them are
using smart products but a majority would like to, and
security measures have a significant impact on their attitude.
They should also include the younger people, as few of
them are using the products; while they are interested, they
consider security and privacy issues a barrier to a larger
extent than do all other groups and are the future users.

6.3. Limitations and future research

As the survey was conducted in a single country, the conclu-
sions cannot be generalized to the world. Even if previous
research indicates that the examined principles of trust,
acceptance, and adoption apply to several different countries
around the world, some differences may still exist. Similar
studies should be conducted in more countries with other
cultures and conditions to determine whether the results are
universal. This research indicates that users and potential
users do not rate the possible impact of security or privacy
breaches that are equally severe for all types of smart home
products. Therefore, the results may differ depending on the
type of device used. Further research is required to investi-
gate how security, privacy, and trust are perceived for differ-
ent product categories and IoT application domains.
Further, more work can be done in future research when it

comes to the gender perspective, as our study was not bal-
anced in terms of female/male participation. This low inter-
est rate among females could be an interesting research
opportunity in the future.
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