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ABSTRACT 
This paper has covered some security aspects to consider when deploying 6LoWPAN in 
wireless sensor networks. The issues mentioned in this paper revolve around encryption 
and authentication methods as well as key distribution mechanism. Security features at the 
link and network layer have been evaluated and the conclusion is that both do provide with 
good security but it is not always sufficient. For example, hop-by-hop security at the link 
layer could be really strong if you are in control of all links between source and destination, 
however, when transmitting data over the Internet this is rarely the case. As an alternative 
the network layer provide with an end-to-end solution with a compressed version of IPsec, 
but due to insufficient models for key distribution the keys are required to be distributed 
manually. This means that there is no support for asymmetric keys in a wireless sensor 
network at the time, but further research might solve these issues. 
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1.  INTRODUCTION 
Wireless sensor networks (WSN) are a part of the emerging field of Internet of Things 
(IoT), and since WSNs have these characteristics of limited resources it will inherently 
become problematic when trying to implement different features. Some of these features 
are regarding the security and since that is a crucial part of the network it needs some 
serious thought. Further, when implementing 6LoWPAN in a WSN to communicate via IP 
over the Internet, the security becomes even more crucial.  

The aim with this paper is to give an introduction to WSNs and discuss some security 
aspects to be considered when implementing 6LoWPAN. Security will be covered at the 
link and network layer and things like end-to-end and hop-by-hop security, key 
distribution, symmetric and asymmetric encryption will be discussed. This paper is not, 
however, intended to provide with any practical solutions to any of the security issues that 
will be discussed. 
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2. BACKGROUND 
This section will outline some of the basics in wireless sensor networks, 6LoWPAN and 
symmetric versus asymmetric encryption. The section will also provide with a protocol 
stack comparison to illustrate where 6LoWPAN resides. Finally an explanation regarding 
the terminology used in this paper will be given to clear up any misconceptions. 

2.1 Wireless Sensor Networks 
When talking about wireless sensor networks (WSN), we often refer to tiny, interconnected 
devices running with limited resources in terms of power supply, CPU, RAM and storage. 
In these networks, it is crucial to optimize the way these devices use their resources to 
prevent the limitations being exceeded. However, optimization is quite a challenge, 
especially when talking about security. (This will be covered in section 3.) 

With “limited resources” we talk in terms of kilobytes in RAM and storage, and a few MHz  
regarding the CPU. The batteries are typically two AA batteries and are supposed to last for 
a couple of years. 

2.2 6LoWPAN 
6LoWPAN (IPv6 Over Low-powered Wireless Personal Area Network) is a protocol 
designed to operate in environments with limited resources, such as wireless sensor 
networks. It is natively running IPv6 over IEEE 802.15.4 and takes advantage of IETF 
standards which makes it a relatively scalable protocol and also more adaptable to future 
features. 

In addition to 6LoWPAN, there are other protocols used in wireless sensor networks as 
well. One of those are ZigBee which was dominating the field before 6LoWPAN was 
developed. However, one great disadvantage with ZigBee is the fact that it is not natively 
running over IP, but do instead partly implementing its own proprietary protocols. This 
makes it difficult to bridge between a ZigBee network and a IP network, and as [1] states: 
“Interoperability  is one of the leading factors when choosing a wireless protocol”, which 1

makes 6LoWPAN a more attractive option. 

Further, Raza et al. (2011) argues that a standardized way of securing wireless sensor 
network is missing which will force unique security solutions in each deployment. This is 
of course not a sustainable approach in the long run, but by using 6LoWPAN (which is a 
proposed standard), these issues are reduced. 

As mentioned earlier, 6LoWPAN is natively running IPv6 but it doesn’t do so right out of 
the box. The payload size of an 6LoWPAN packet is 102 octets but with additional 

 The ability to exchange data between devices from different manufacturers1

!2



overhead like security features, the payload size could be reduced down to only 81 octets 
[RFC4944]. This means that an IPv6 header alone with its 40 octets long header 
[RFC2460], would consume about half of the payload size. This doesn’t leaves too much 
space for the actual data to be transmitted.  

Header compression is one of the key factors that allow 6LoWPAN to run IPv6 in the first 
place. Shelby & Borman (2009) states that much of the repeatedly transmitted header data 
is redundant, and could therefore be compressed away to reduce size. 

Further Shelby & Borman, 2009 explains that an IEEE 802.15.4 link can only transport L2 
packets with a MTU of 127 octets. IPv6, however, requires a link that support a MTU of 
1280 octets or greater [RFC2460]. This means that a IPv6 L3 packet must be divided into 
smaller L2 packets to be able to be sent over an IEEE 802.15.4 link. This process of 
splitting up L3 packets to smaller L2 packets and put it all back together again, is called 
fragmentation and reassembly. 

2.3 Protocol Stack Comparison 
The table below will illustrate where 6LoWPAN resides in the protocol stack by comparing 
it to IEEE 802.11 (WiFi) and ZigBee. 

6LoWPAN is placed in between the link and network layer and take advantage of existing 
standards at higher layers. ZigBee, however, is only built upon IEEE 802.15.4 but is 
implementing its own protocols at higher layer, as mentioned earlier. 

Application HTTP

ZigBee

CoAP

Transport UDP/TCP UDP

Network layer IP
IPv6

6LoWPAN

Link layer 802.11
802.15.4

Table 1 -Protocol stack comparison
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The table below aims to compare some performance aspects between a network running 
WiFi versus 6LoWPAN/ZigBee. 

2.4 Symmetric vs. Asymmetric Encryption 
Symmetric and asymmetric encryption are two methods used when securing 
communication between two parties. Symmetric encryption is the simplest of the two. It 
means that one and the same key is used to both encrypt and decrypt a message. This 
method is quite fast in comparison to asymmetric encryption and does not requires too 
much possessing power.  

Asymmetric encryption uses two keys; One private and one public. The public one is used 
to encrypt a message, wheres the private one (and only the private one) can decrypt it. 
This method also provided with a trustworthy authentication mechanism, since only one 
party are supposed to posses the private key. This method does, however, require a lot 
more processing power than a symmetric method.  

Due to both advantages and disadvantages with the two methods, no one is superior to the 
other. The two methods are often used together to create a secure communication channel 
and make use of their advantages as well as reducing their disadvantages. 

2.5 Terminology 
From this point and forward, everything that is referred to as IEEE 802.15.4 will 
automatically be applied to 6LoWPAN as well. However, if 6LoWPAN is specifically 
mentioned, the matter in question will only apply to 6LoWPAN. 

“Wireless sensor networks” will be referred to as only “sensor networks” and it is also 
implied that is a rescue limited network which are running 6LoWPAN. The devices which 
are operating in the sensor network will be referred to as a “nodes”. 

802.11 (n) 802.15.4

Data rate 
(maximum) 433.3 Mbit/s 250 kbit/s

Maximum 
Transmit Power 100 mW 1 mW

Communication 
range 250 m 100 m

Frequency 2,4 GHz 2,4 GHz

Bandwidth 20 MHz 915 MHz

Table 2 - Comparison between wireless technologies
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3. SECURITY 
Raza et al. (2011) states that it is difficult to implement highly secure cryptographic 
mechanisms in a sensor network since the nodes have limited processing power and 
limited storage. Therefore, this section aims to introduce some of these security issues and 
difficulties, which will include key distribution, encryption and authentication. 

Further, Raza et al. (2011) also states that security could be implemented on three different 
layers; Link layer, Network layer and Transport layer. In section 3.2 and 3.3 the first two 
layers will be discussed. The third layer will, however, be excluded from this paper. 

Broadcasting is a natural way to communicate in sensor networks according to Chang et al. 
(2006), and this requires an efficient broadcast authentication scheme to secure that 
communication. This is because all the nodes in a sensor network usually share the same 
key due to limited methods for key exchange. (This will be discussed in section 3.1.) The 
result of sharing the same key is that any node can impersonate one another, which in turn 
mean untrustworthy communications. 

Furthermore, since all nodes in the sensor network are supposed to be connected to the 
internet via IP, there is an even more extensive need for security in terms of authentication 
and encryption. These features are in fact included in IPv6 know as IPsec, but since 
6LoWPAN is limited in size (as mentioned earlier), a full implementation of these features 
won’t be possible without some modifications, according to Raza et al. (2011). This will be 
covered in section 3.3. 

3.1 Key Exchange 
Key distribution (or key exchange), is the process of distributing cryptographic keys 
among one or several parties. This process is an essential security mechanism when talking 
about encryption and authentication. However, in a sensor network, it’s difficult to 
implement this due to limited resources, as stated several times before. 

Sastry & Wagner (2004) discuss a few existing key distribution models and their potential 
security flaws. The models are outlined below, and are based upon the use of a symmetric 
key. 

• Network Shared Keying 
All nodes in the network share the same key. This have some advantages in terms of easy 
maintenance and minimal storage requirements. However, the disadvantages are not to 
be overlooked. With this model, the network becomes extremely vulnerable if only as 
much as one single node is compromised. Since all nodes share the same key, we cannot 
trust that messages are really sent by a specific node - The messages might as well come 
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from an adversary. Furthermore, this model does not support replay protection, as will 
be discussed in section 3.2. 

• Pairwise keying  
Keys are shared between nodes in pair of two and each pair share a unique key. This will 
reduce the scope of where the key could be used if one of the nodes are compromised. 
However, since a node most likely will share keys with several other nodes, the storing 
and management process of these keys becomes an issue. This is because the node is 
required to select which key to use depending on which node it’s talking to at the time - 
and this is a resource consuming task for a node that only has so much processing power 
to use. 

• Group Keying 
This model is considered a combination of Network Shared Keying and Pairwise 
Keying, in the sense that one key are shared among several nodes but restricted to a 
specific group. However, group keying is not fully supported in an IEEE 802.15.4 
network due to limitations of the Access Control List (ACL). An ACL is basically used to 
map the keys to its destination nodes, but one single ACL entry lacks the ability to map a 
single key to several destination nodes. To overcome this, several ACL entries could be 
created to map that one key to all nodes in the same group. However, due to storage 
limitation, a node might be restricted to only a few numbers of ACL with a specific 
maximum number of entries. If that wasn't enough, one further potential issue is that 
when a node enters sleep mode, the keys may be removed, just to be reinstated again 
when it wakes up [2]. Sastry & Wagner (2004) confirms this by stating that an ACL is 
reset when a node is entering Low Power Mode. This will of course require the node to 
use additional resources.  

The issues regarding the ACLs is not specific to the group keying model but for all keying 
models. Sastry & Wagner (2004) argues that pairwise keying seems to be the preferred 
model for the time being, but ONLY if a node support enough ACLs. 

Due to all these issues we are in need of better keying models and Raza et al. (2011) states 
that a lot of research is in progress to simplify the key distribution process and hopefully 
make is more secure. However, that research will not be covered in this paper. 
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3.2 Link Layer Security 
As mentioned earlier, security could be implemented on different layers. One of these are 
the link layer, which the IEEE 802.15.4 protocol resides on. Sastry & Wagner (2004) 
mention four basic security services that are provided by a link layer protocol, and these 
should be taken in consideration when securing the network. The security services are as 
follows: 

• Access control: To reject unauthorized network access, which is accomplished by 
using some sort of authentication. 

• Message integrity: To detect and protect against message forgery, which could be 
accomplished by sending a MAC (Message Authentication Code) with each message. 
A MAC is basically a hash made of the message and a secret key shared between the 
two communicating parties. 

• Message confidentiality: To protect the data from unauthorized parties, which is 
accomplished by some sort of encryption. 

• Replay protection: To protect from replay attacks which means that a valid packet 
is captured by an adversary and sent again some time later on. To protect agains this, 
each packet could include an increasing sequence number to determine in which 
order the packets were sent. The receiver will then reject packets with a lower 
sequence number than it has already received. 

One possible attack if an adversary has gained network access, is to deliberately drain  the 
nodes batteries by sending meaningless request over and over again [2]. This would force 
the nodes to constantly stay awake which in turn would violate their preferred state of 
being asleep to conserve battery. This attack would also reduce throughput if the nodes 
constantly are busy dealing with (meaningless) request and secondly, if enough nodes are 
drained and not operational the whole network could fail altogether. This is because some 
nodes might be cut off completely by not being able to communicate with any other node 
due to range limitations. 

Regarding message integrity, Chang et al. (2006) states that: “MAC is an efficient 
symmetric cryptographic primitive for two-party authentication“ but since the MAC is 
partly made of the secret key (which might have been shared among several other nodes 
as discussed in section 3.1), the MAC cannot be always trusted. To account this issue, an 
asymmetric method should be used where only the sender can sign a message. However, 
asymmetric cryptographic algorithms requires more computational power, which is 
inappropriate in sensor networks. Instead Chang et al. (2006) propose an efficient 
broadcast authentication schema especially designed for sensor networks. This scheme 
will, however, not be discussed in this paper. 
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Sastry & Wagner (2004) also discuss some security suites that are available in IEEE 
802.15.4. 

• Null: No Security. 

• AES-CTR: Encryption only. Since this suite doesn’t provide authentication, we 
cannot trust the source of the message (even if it is encrypted). However it does 
protection agains replay attacks thanks to the encryption support. Sastry & Wagner 
(2004), however, argues that this suite is overall too insecure and should therefore 
not even be available as an option by IEEE 802.15.4 in the first place. 

• AES-CBC-MAC-{ 32 | 64 | 128 }: Authentication only. With this suite, messages 
are authenticated but not encrypted, and are therefore not desirable since the 
message could be read by anyone. 

• AES-CCM--{ 32 | 64 | 128 }: Encryption and authentication. This suite is the only 
reasonable option in most cases since it supports both encryption and authentication 
to provide with the best security possible, considering the circumstances. As with 
AES-CTR, this suite does also support protection agains replay attacks. 

Link layer security (also known as hop-by-hop security), is more or less based upon trust, 
since packets are only encrypted on the link between the current node and the next-hop-
node. This means that every node that encounter a packet, must decrypt that packet to be 
able to read the destination address, and then encrypt the packet again to send it forward 
to the next node (provided that the current link actually supports encryption). This 
means that every single node between source and destination must be trusted for this layer 
security to actually be secure.  

Raza et al. (2011) states that link layer security is a really good way to go if you are in 
control of all the links between source and destination. However, when sending traffic over 
the Internet, this is rarely the case and therefore is link layer security not sufficient in that 
matter. To overcome this issue a higher layer security model must take place and Raza et 
al. (2011) propose IPsec at the network layer. 

3.3 Network Layer Security 
To overcome the inconvenience with the link layer security when sending traffic over the 
Internet, Raza et al. (2011) propose an end-to-end solution with IPsec. In contrast to hop-
by-hop, end-to-end means that only the intended receiver of the message is able to decrypt 
it, which in turn eliminates the need for trust along the way. However, end-to-end 
communication requires asymmetric keys (which is inappropriate in a constrained 
network, as mentioned earlier). In addition, IPsec is not fit to run with 6LWPAN right out 
of the box, therefore Raza et al. (2011) propose a compressed version of IPsec intended for 
6LoWPAN networks. This paper will, however, not go into detail of their proposal but 
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rather to outline the basics of IPsec for 6LoWPAN and also to highlight some obstacles in 
their proposed version. 

Traditional IPsec make use of both symmetric and asymmetric keys. The latter is used in 
the initial step to establish a session between the two communicating parties, and the 
former is used when transmitting the actual data. As noted before, symmetric and 
asymmetric methods could be used together to provide a stronger security by eliminating 
each others weaknesses. When a session is established, a symmetric key could easily be 
sent without any interference from an unauthorized party. 

IPsec offers two different protocols; Authentication Header (AH) and Encapsulation 
Security Payload (ESP). Both the AH and the EPS provide integrity and authentication 
checks, but the EPS does not secure the IP header as with the AH. However, ESP does 
instead provide with encryption, which the AH does not. 

Further, IPsec also uses two different modes: Transport mode and tunnel mode. The 
former only encrypts the payload of the IP packet, while the latter encrypts the whole IP 
packet. However, Raza et al. (2011) argues that tunnel mode should be avoided in 
6LoWPAN because of the additional headers that are required, which in turn mean larger 
packet size. 

Compression is the key to make IPsec compatible with 6LoWPAN. Raza et al. (2011) shows 
that an uncompressed IPsec packet with ESP (encryption and authentication enabled) 
have a size of 30 bytes, and with compression this size is reduced down to 24 bytes. It 
might not seem that much but when compared to security at the link layer, Raza et al. 
(2011) shows that packet sizes are quite similar. With the AES-CCM-128 suite (encryption 
and authentication) at the link layer, the packet size is 21 bytes - And this is a minor 
difference  compared to the compressed version of IPsec since it can provide with an end-
to-end solution rather than hop-by-hop. 

One major disadvantage with their proposed solution, however, is the absence of an 
automatic key exchange mechanism which, for the time being, require the keys to be 
distributed manually (also known as pre-shared keys). This is of course not a sustainable 
method in the long run but as Raza et al. (2011) states, the current method to distribute 
keys that at the link layer is also made manually due to the inconvenient key distribution 
models, as discussed in section 3,1. 
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4. DISCUSSION 
Security in 6LoWPAN is a bit of a tradeoff in the sense that it can only be implemented in 
such degree that is manageable by the nodes. Since the resources are limited, the security 
options becomes limited as well. However, despite these constrains, effective compression 
techniques are allowing us to partly implement heavy security mechanism (such as IPsec) 
in 6LoWPAN, and with additional research I believe it could be optimized further. 

Since IPsec is a standard to secure IP communication, it is only logical trying to implement 
it in 6LoWPAN. The compressed version of IPsec (as discussed in this paper) use pre-
shared keys between two communication parties and while this may be sufficient to secure 
the communication, it is not very flexible in the sense of expanding the network. The 
authors are, however, aware of this and aims to explore the possibility to use the IKE 
(Internet Key Exchange) mechanism in 6LoWPAN as well. 

When choosing whether to use end-to-end (IPsec), or hop-by-hop security, the decision 
might not be too difficult, however, excluding security at either layer might not be such a 
good idea. Even though we might choose end-to-end rather than hop-by-hop, we cannot 
fully exclude security at the link layer, since it can provide with access control to the 
physical network. But then again, the more security features we use, the more resources 
are needed. However, we might be able to reduce how much recourses we use by disabling 
things we don’t need. For example, if IPsec is enabled at the network layer we don't also 
need encryption at the link layer since this would only result in a redundant security. 
Instead we could use that extra space for something more necessary. 

One misconception about 6LoWPAN is that it is supposed to be a replacement for IPv6. 
This is, however, not the case. 6LoWPAN is designed to work in wireless sensor networks 
with minimal resources. Even though 6LoWPAN can take advantage of many features that 
are provided by other protocol standards, there are still some limitations that would not 
make 6LoWPAN a worthy replacement for IPv6. However, I believe that we could learn 
from 6LoWPAN in the sense of how we think about consumption of resources, and use that 
when developing new protocols in the future. 
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