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Abstract

The rapid integration of physical systems with cyberspace infrastructure, the
so-called Internet of Things, is likely to have a significant effect on how people in-
teract with the physical environment and design information and communication
systems. Internet-connected systems are expected to vastly outnumber people
on the planet in the near future, leading to grand challenges in software engi-
neering and automation in application domains involving complex and evolving
systems. Several decades of artificial intelligence research suggests that con-
ventional approaches to making such systems interoperable using handcrafted
“semantic” descriptions of services and information are difficult to apply. In
this paper we outline a bioinspired learning approach to creating interoperable
systems, which does not require handcrafted semantic descriptions and rules.
Instead, the idea is that a functioning system (of systems) can emerge from
an initial pseudorandom state through learning from examples, provided that
each component conforms to a set of information coding rules. We combine a
binary vector symbolic architecture (VSA) with an associative memory known
as sparse distributed memory (SDM) to model context-dependent prediction
by learning from examples. We present simulation results demonstrating that
the proposed architecture can enable system interoperability by learning, for
example by human demonstration.

Keywords: communications, interoperability, learning, vector symbolic
architecture, sparse distributed memory, artificial intelligence, system of
systems

1. Introduction

The increasing number of physical objects and devices connected to the In-
ternet has created a demand for methodologies that enable vendor-independent
communication and collaboration between systems (Papazoglou, 2003; Huhns
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and Singh, 2005; Bohn et al., 2006; Souza et al., 2008; Karnouskos et al., 2010;
Baresi et al., 2013) and within System of Systems (SoS), which are composed
of parts that are complex functioning systems in their own right (Maier, 1998;
Fisher, 2006). The adoption of standardized interfaces and protocols is a key
aspect of research and development in this context, which enables communica-
tion of information in heterogeneous systems. For example, by using common
Internet protocols and service-oriented interfaces any developer with the ap-
propriate access credentials can use or reuse functionality developed by others.
This software design philosophy is not new (Vinoski, 1997; Henning and Vinoski,
1999) and some ideas date back to the 1970s (Ackoff, 1971; McIlroy, 1976), but
it tends to be transformed and applied to a broader range of systems today,
for example Cyber–Physical Systems based on Web services and the Internet
of Things (IoT) in general (Souza et al., 2008; Karnouskos et al., 2010; Baresi
et al., 2013).

Interoperability is a central aspect of SoS and integrated systems, which
can be defined as, “The ability of a collection of communicating entities to (a)
share specified information and (b) operate on that information according to a
shared operational semantics in order to achieve a specified purpose in a given
context.” (Carney et al., 2005). Presently, the development of interoperable sys-
tems is a matter of handcrafting such a shared operational semantics, e.g., in the
form of metadata, standardized protocols, service descriptions and orchestrated
system functionality. In particular, metadata play a key role in the design of
components of heterogeneous systems (Sheth, 1999; Obrst, 2003; Baresi et al.,
2013) and can for example take the form of a resource description framework
(RDF) graph including semantic identifiers like keywords and references, see
Figure 1 for an example. This is a significant improvement compared with non-
standardized and proprietary approaches to communication, but this approach
also has limitations.

In the conventional approach outlined above humans artificially create se-

Machine
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ID
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Figure 1: An example of an RDF graph representing a basic semantic model of a machine,
e.g., an electric motor. Each arrow (edge) is an RDF statement, e.g, the name at the top is
the statement’s subject (Machine). The names at the end of each arrow are the statement’s
objects (Operator ID, Working day/Non-working day and On/Off ) and the names that label
the arrows are the predicates (used, in and state). Semantic descriptions of this type enable
design and integration of heterogenous systems (Baresi et al., 2013), but are ambiguous and
can be misinterpreted (Fisher, 2006; Ekbia, 2010; Guns, 2013).
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mantic descriptions. Such definitions are complex and involve assumptions, for
example, concerning the interpretation of words and sentences written in hu-
man language. Therefore, semantic descriptions can be misinterpreted (Fisher,
2006, Section 3.7). Several decades of artificial intelligence research suggests
(Ekbia, 2010; Guns, 2013) that it is difficult to make machines that automati-
cally and correctly make use of such non-grounded information (Harnad, 1990;
Barsalou, 2008). In general, the conventional approach to designing large-scale
heterogeneous systems appears to have the following limitations:

• The use of semantic descriptors is error-prone and difficult to automate.

• Experts need to define the interfaces of components and integrate systems
in minute detail, which is costly.

• The software design effort increases with domain complexity, which limits
scalability.

• The software maintenance effort increases when systems evolve, which
limits applicability.

Therefore, alternative approaches to system design and communication, which
can enable components in heterogenous systems to automatically exchange in-
formation in a useful manner are needed.

There are several remarkable examples of interoperability in biological sys-
tems and interconnected biological and technological systems, resulting from
learning rather than pre-defined protocols. For example, brains can learn to in-
teract with robotic and virtual arms via implanted electrode arrays (O’Doherty
et al., 2011; Ifft et al., 2013) and to see after surgical rewiring of visual stim-
uli from the primary visual cortex to auditory cortex (von Melchner et al.,
2000); Cochlear implants enable deaf and severely hearing-impaired persons to
hear and have conversations (Wilson et al., 1991; Wilson, 2013; Mudry and
Mills, 2013); Electrotactile and vibrotactile image projection enable blind and
severely vision-impaired persons to see (Bach-y-Rita et al., 1969; Kaczmarek
et al., 1991; Bach-y-Rita et al., 2003) and a vibrotactile magnetic compass can
create a sense of direction (Tsukada and Yasumura, 2004). While it would be an
interesting initiative to explore how first principles of neural circuits can drive
self-organization and interoperability of systems, that approach is ambitious and
beyond the scope of this work.

In this paper, we outline a bioinspired mathematical approach to the design
of interoperable systems. The core idea is that interoperability should emerge
by learning, starting from an initial pseudorandom state, rather than by hand-
crafted semantic descriptions and rules (Sheth, 1999; Obrst, 2003; Baresi et al.,
2013). This way we can, at least in principle, avoid some of the difficulties
facing conventional approaches. We use a vector space model known as a vector
symbolic architecture (VSA) (Gayler, 2003) and an associative memory model
known as sparse distributed memory (SDM) (Kanerva, 1988) for learning and
predicting state transitions in interconneted systems. A VSA uses distributed
representations (Hinton et al., 1986; Hinton, 1990) to approximate information,
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which is motivated by information coding in sensory systems of animals, different
from the localist representations used in most conventional technologies. Using
a VSA it is possible to encode low-level features and categories of stimuli, as well
as higher-order compositional structures needed to represent concepts (Zentall
et al., 2008, 2014) and sensory–motor functions. A VSA makes it possible
to approximate functions involving both structure and content (or syntax and
semantics) in a systematic and fairly simple manner using operations in a high-
dimensional space, which is not easily replicated by other models that are based
on distributed representations.

There are several types of VSAs (Plate, 1995; Kanerva, 1996; Gayler, 1998;
Kanerva, 2009; Rachkovskij and Kussul, 2001; Gallant and Okaywe, 2013) which
differ in the mathematical details. Here we adopt an architecture known as Bi-
nary Spatter Codes (BSCs) (Kanerva, 1996). The motivation for that choice
is threefold: (1) Information coded in BSCs can naturally be stored in and
retrieved from an SDM, enabling transparent learning of multiple concepts,
relationships between concepts, and analogies (Emruli and Sandin, 2014; Em-
ruli et al., 2013); (2) Unlike digital representations of integers, floating point
numbers, strings and so forth, the interpretation of a binary value in a dis-
tributed representation involves a minimum of assumptions (a bit is simply 0
or 1); (3) Spikes in neural systems have a stereotyped form, which for example
are converted to binary vectors in brain–machine interfaces (O’Doherty et al.,
2011; Ifft et al., 2013). We propose that semantic descriptors of services and
information can be replaced with distributed representations of sensory–motor
functions grounded in sensory projections (Harnad, 1990; Barsalou, 2008), and
randomly initialized structures that become gradually associated in a system-
wide memory through learning (Kanerva, 1988; Emruli and Sandin, 2014). For
related discussions see Sutton and Whitehead (1993); Plate (1995); Eliasmith
and Thagard (2001); Neumann (2002). In the following sections of this paper,
we present the proposed communication architecture, the simulation results
demonstrating that the approach enables interoperability in the form of learn-
ing context-dependent prediction of state transitions, and related work.

2. Model

The proposed communication architecture is illustrated in Figure 2. This
architecture enables automatic prediction of learned context-dependent state
transitions, which can be exploited by individual systems for automation pur-
poses, anomaly detection and so forth. A state transition is defined as the
transition from one state of the working memory (the source) to the next state
(the target), and the context is defined by items in working memory that are
constant during the state transition. The long-term memory learns to predict
the target state from the source state by heteroassociation of distributed repre-
sentations, including analogical mapping (Gentner and Smith, 2013; Emruli and
Sandin, 2014) which enables generalization when source–target transitions are
invariant with respect to some particular substructure of the source and target
states. A predicted state, Φc, is broadcast to all systems, for example using a
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R2⊗ f 2,bΦc
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RN⊗ f N , b

Φc
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(Sparse Distributed Memory)
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R 1⊗ f 1,b+R 2⊗ f 2, b+...+RN⊗ f N , b

R1⊗ f 1,b

Figure 2: Communication architecture including a VSA working memory and an SDM-based
long-term memory, which enable learning and prediction of context-dependent state transi-
tions.

conventional digital communication system. The broadcast prediction can be
decoded by individual systems using the VSA methods that are described below.

Each system, a, is given a unique VSA role in the form of a high-dimensional
pseudorandom binary vector, Ra, a ∈ [1, N ], which identifies the system and is
used to encode and decode information communicated using VSA binding and
probing operators, respectively (see the following subsection for details). As the
name suggests, Ra defines the role of each particular system, but not in a shared
operational semantics fashion but an arbitrary and unique one. Roles can be
created with a pseudorandom number generator when a particular system is
manufactured, i.e., they could be hardcoded identifiers unique for each system.
It is the purpose of the long-term memory to learn how the roles of different
systems are implicitly related to each other so that meaningful predictions can
be made. In addition to roles, systems can have some kind of sensory–motor
function, which provides the examples that are learned. The internal state
of an individual system is represented in the form of VSA fillers, fa,b, which
can be compositional and grounded structures (Harnad, 1990; Barsalou, 2008)
that include sensor and/or motor information. Before transmitting information
using the architecture, a system a must bind the filler, fa,b, to its hardcoded role,
Ra. The vector resulting from the binding process in each system, Ra ⊗ fa,b,
are transmitted to the architecture, which superposes received vectors in the
working memory, R1 ⊗ f1,b + R2 ⊗ f2,b + ...+ RN ⊗ fN,b (this superposition is
shown in Figure 2). When the working memory is updated, the state transition
is written to the long-term memory, and the long-term memory predicts the
subsequent state of the working memory, Φc, which is broadcast to all systems.
Each system can then decode the broadcast predictions, Φc, received from the
long-term memory using the role, Ra, and the probing operation. The resulting
VSA vector will be nearly orthogonal to all vectors represented within system
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a if Φc does not involve the role Ra, i.e., if Φc is not based on learned state
transitions involving vectors communicated by system a. In that case system a
finds no use of Φc and waits for the next prediction, Φc+1.

The mechanism outlined above is simple compared to the complex learning
circuits that are at work in brain–machine interfaces, which are only partially
known and understood. In particular, we do not address dynamical aspects in
this work, only basic context-dependent prediction of state transitions. Never-
theless, the proposed architecture includes the basic concepts needed to enable
system interoperability by learning, forming a novel conceptual basis for further
research and development.

Here the term system is general and refers to any kind of system that con-
forms to the architecture, e.g., sensors, actuators, embedded systems, appli-
ances, or mobile apps. In principle the approach taken here is relevant also for
large-scale systems-of-systems (Maier, 1998) like energy systems or a national
emergency system, where each component is a complex and independently func-
tioning system by itself (e.g., a power plant or a police station). Here we con-
sider moderately sized systems, like a factory assembly line or a smart home.
The working memory is subject to a capacity limit (Kanerva, 1996; Gallant
and Okaywe, 2013) that requires implementation of an attention-like mecha-
nism when too many systems are involved (cf. Miller’s law (Miller, 1956)). For
simplicity, we assume that the number of systems that communicate simultane-
ously is low so that the working memory is not saturated. In the next section
we demonstrate that this architecture enables learning and context-dependent
prediction of state transitions without reference to semantic descriptions and
manual system integration, provided that each system conforms to the general
information coding rules of the VSA that are outlined below. Systems can oth-
erwise be designed independently of each other. The architecture also supports
autonomous relearning when a constituent system is replaced.

Next we present some details and characteristics of the working and long-
term memories. Refer to some of the numerous papers and books in the area for
further technical information, for instance Kanerva (1988); Plate (2003); Gayler
(2003); Kanerva (2009); Rachkovskij and Kussul (2001); Gallant and Okaywe
(2013); Emruli and Sandin (2014).

2.1. Working memory

The working memory is implemented in the form of a binary VSA, which
is a connectionist model that uses high-dimensional vectors of the same, fixed
dimensionality to represent and manipulate entities, whether atomic or com-
posite (Plate, 1995; Kanerva, 1996; Gayler, 2003). Compositional structures
representing objects, properties and relations are points in a high-dimensional
space of dimensionality ≥ 1000. There are standard operations in a VSA that
allow representations to be composed, decomposed, probed for similarity and
transformed in various ways. These operations do not have to be learned as they
are automatic consequences of the mathematical structure of the VSA. The ab-
sence of fields, the potential to combine structure and content, and the ability to
operate on representations without first decomposing them means that a VSA
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implements a form of holistic processing (Plate, 1995; Kanerva, 1997; Neumann,
2002).

Well-known examples of VSAs are the Binary Spatter Codes (BSCs) (Kan-
erva, 1996) and the Holographic Reduced Representations (HRRs) (Plate, 1995).
All VSAs provide a product-like binding operator and a sum-like superposi-
tion operator and, optionally, other operators such as permutation of vector
components for sequence coding. The type of vector elements and the mathe-
matical definitions of the operators vary between different VSAs. For example,
in HRRs the vector elements are real or complex numbers, binding is imple-
mented as circular convolution, and superposition is implemented as element-
wise addition. Whereas for BSCs, which are used here, the vector elements
are binary, binding is defined as the element-wise binary XOR operation, and
superposition of multiple vectors xk is defined as an element-wise binary average
〈 ∑n

k=1 xk,i 〉 = Θ (1/n
∑n

k=1 xk,i), where Θ(x) = {1 for x > 0.5, 0 for x < 0.5 ,
random otherwise}. For completeness, we mention that there is one more im-
portant VSA operation, called probing. For BSCs probing is defined in the same
way as the binding operation, and it is used to extract known parts of a compo-
sitional structure (which may themselves be compositional structures). Probing
can be compared to accessing a field in a record, or a slot in a frame, or a node
in a graph.

When compositional structures are combined and manipulated using VSAs
the results are approximate, in the sense that the output vectors are close to
but not exactly the same as the vectors representing the original structures.
The notion of distance is key for VSAs, since it reflects the similarity of both
structure and content. In BSCs, similar structures have low Hamming distance,
δ (normalized with respect to the dimensionality of the vectors), and high Pear-
son correlation coefficient, ρ, where ρ = 1 − 2δ. For example, when creating
a superposition of binary vectors, the expected similarity between a binary su-
perposition of K vectors and one of the superposed vectors is given by the
binomial function δ = 0.5− 2−KBin[K − 1, (K − 1)/2], which is approximately
δ ' 0.5 − 0.4/

√
K − 0.44 (Kanerva, 1997). The standard deviation of distance

is σ =
√
δ(1− δ)/D, where D is the dimensionality of the vectors. This means

that the standard deviation becomes insignificant when the dimensionality of
the representation is increased. We return to this issue below.

Defining similarity in this way is different compared to conventional ap-
proaches to data representation, where the structure and the content are sepa-
rated. The comparison of structured representations, i.e., in the form of graphs,
is an NP-complete problem (Gentner and Forbus, 2011). This is avoided in
VSAs by the introduction of fixed-size approximate representations, in combi-
nation with some type of long-term memory used to “clean up” the approximate
representations in short-term memory.

Figure 3 shows how a binary superposition correlates with its superposed
parts. In Figure 3a the mean of the distance increases with the number of
parts, but it is not affected by the dimensionality. The standard deviation of
distance, σ, decreases with increasing dimensionality of the vectors. Figure 3b
shows that the standard deviation of distance decreases with dimensionality,
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Figure 3: (a) Distance and correlation between a binary superposition of vectors and one of
the superposed vectors, versus the number of superposed vectors for different dimensionalities.
The solid line indicate the mean and the shaded areas denote two standard deviations, or 95%
confidence intervals. (b) Relative standard deviation, σ/µ, of the correlation between a binary
superposition of vectors and one of the superposed vectors versus the dimensionality of the
vectors.

while the average distance, µ, decreases with the number of parts. Therefore,
the maximum number of parts that can be superposed and processed as a whole
increases with dimensionality but decreases with the number of items in mem-
ory. In addition, the maximum number of parts that can be superposed and
distinguished from a fixed number of random vectors increases linearly (at first
order) with the dimensionality (Gallant and Okaywe, 2013). This creates a fun-
damental link between resources and the number of superposed parts that can
be simultaneously processed, which qualitatively mimics the capacity limit of
human working memory and an empirical result called Miller’s law1 (Kanerva,
1997; Miller, 1956). The integration of a long-term memory is motivated also
from this perspective, because it is needed to “clean up” noise in the working-
memory representations. When a comparable number of superposed parts are
processed with BSCs the standard deviation is negligible at a dimensionality
of about 104 (Kanerva, 1997; Emruli and Sandin, 2014; Emruli et al., 2013),
which coincidentally is comparable to the number of synapses on cortical and
hippocampal pyramidal cells. For a more detailed analysis of noise see Gallant
and Okaywe (2013).

The limitation to simultaneously process a certain number of superposed
vectors applies both to prediction with spatial information and to prediction
with temporal information (approximation of first- and higher-order Markov
processes). Predictions beyond this limit can be made only with sequential
queries of the long-term memory, or by the formation of more abstract compos-
ite structures and associated long-term memories for source–target mappings.
In applications where the number of simultaneously active superpositions gener-

1Miller’s “magic number seven” has been subject of much debate. It is not within the scope
of this study to argue for the particular number of items that can be held and simultaneously
processed in working memory.
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ated by the sensory system exceeds this limit, attention and binding mechanisms
are needed to select and bind objects of interest before they enter working mem-
ory. Attention is beyond the scope of this work but is actively studied in various
fields, mostly in the perspective of biological and machine vision systems (Treis-
man, 1998; Reynolds and Desimone, 1999; Itti and Koch, 2001; Wichert, 2011;
Allen et al., 2012).

2.2. Long-term memory

Sparse distributed memory (SDM) is a mathematical model of associative
and episodic memory, which is thoroughly described in the seminal book by
Kanerva (1988). Kanerva developed the SDM inspired by some characteris-
tics of human long-term memory. The SDM is based on the same idea as
VSAs that similar or related concepts are represented by nearby points in a
high-dimensional space (Kanerva, 1988, 1993). The SDM have been success-
fully used in numerous applications since the 1990s, e.g., pattern recognition
(Hely et al., 1997; Meng et al., 2009), predictive analytics (Rogers, 1989, 1990),
robot navigation (Rao and Fuentes, 1998; Jockel et al., 2009), approximation
of Bayesian inference in a fashion similar to Monte Carlo importance sampling
(Anderson, 1989; Abbott et al., 2013), and biologically inspired cognitive archi-
tectures (Rachkovskij et al., 2013; Franklin et al., 2014).

Here we briefly summarize the SDM, the interested reader is referred to
Emruli and Sandin (2014) for a more detailed description of how the SDM
model is implemented. The SDM consists of two parts: a binary address matrix,
A, and an integer content matrix, C. These two matrices are initialized as
follows; The matrix A is populated randomly with zeros and ones with equal
probability, and the matrix C is initialized with zeros. The rows of the matrix
A are referred to as address vectors, and the rows of the matrix C are counter
vectors. There is a one-to-one link between address vectors and counter vectors,
so that an activated address vector corresponds to one specific activate counter
vector. The address and counter vectors have dimensionality D. The number
of address vectors (or counter vectors) defines the size of the memory, S. The
parameters of the long-term memory that is integrated in the communication
architecture are listed in Table 1.

The combination of a VSA with the idea of mapping vectors (Plate, 1995;
Kanerva, 2000; Neumann, 2002) enables learning of multiple concepts, relation-
ships between concepts, and analogical mappings in a coherent way (Emruli
and Sandin, 2014). To briefly outline the idea of mapping vectors, consider a

Table 1: Summary of exogenous parameters of the long-term memory, which have to be defined
by the architect. These are the only parameters of the architecture.

Expression Description
D Dimensionality of the binary vector symbols.
S Size of the memory, number of address (or counter vectors).
χ Average probability for activating an SDM location.
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Figure 4: The analogical mapping unit (AMU) which learns state transitions of the type
xk → yk from examples and enables approximate context-dependent prediction of y′k for a
novel input xk (Emruli and Sandin, 2014).

mapping of a source state, x, to a target state, y. Kanerva (2000) suggests that
a mapping vector, M , can be defined as M = x⊗ y, and that superposition of
mapping vectors can be used to correctly map novel compositional structures.
This is the core generalization mechanism that is implemented in the Analog-
ical Mapping Unit (AMU), see Figure 4. The XOR-based binding operator
commutes and is its own inverse, so it follows that M ⊗ x = y and M ⊗ y = x,
and x ⊗ x = I, which implies that mappings are bidirectional. The problem
of bidirectionality of the mapping is important to enable learning and predic-
tion of sequences. The AMU solves this problem by breaking the commutative
property of the mapping vectors with an SDM.

Similar to the SDM, the AMU takes two binary input vectors and gener-
ates one binary output vector, but with a different result and interpretation
compared to the SDM. Given a source state, xk, and the target state, yk, the
AMU learns to predict yk from xk by adding the corresponding mapping vector,
xk ⊗ yk, to the activated SDM locations. This process resembles the concept
of Hebbian learning and is a one-shot (single-cycle) learning process. When the
source, xk of a learned example, xk → yk, is presented to the AMU an ap-
proximation of the learned target, yk, is calculated. If a novel source, x′k, that
is structurally and content-wise similar to learned examples is presented, the
AMU calculates an approximate analogical structure y′k. The long-term mem-
ory defined in terms of an AMU has three important properties: 1) Mapping
vectors of unrelated states, xk, are encoded in different storage locations of the
long-term memory, which makes it possible to automatically learn multiple un-
related mappings. 2) Similar mapping examples are automatically superposed
in nearby storage locations, which is necessary for generalization. 3) The SDM
activation mechanism breaks the commutative property of the mapping vec-
tors, xk ⊗ yk, so that the reversed mapping yk → xk is unlikely as long as a
limited subset of the SDM locations are activated (Emruli et al., 2013). These
are the key points allowing the communication architecture to enable system
interoperability by learning, as shown by the simulation experiments below.
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System 4

System 1 System 2 System 3

Figure 5: A hypothetical automation system composed of multiple constituent systems serving
different purposes: (1) a system for identification of human operators, (2) a system that
provides a timestamp, and (3) four systems that turn on or off depending on the instructions
of the human operators. The communication architecture is outlined in Figure 2.

3. Simulation experiments

In the simulations presented below we investigate the interoperability learn-
ing rate and prediction accuracy of the communication architecture described in
Section 2. We simulate the architecture in a hypothetical automation scenario,
for example, a factory assembly line or smart home, which is composed of the
six systems illustrated in Figure 5. Four systems have sensory–motor functions,
which can be used by human operator to set the internal states of these systems
to either “on” or “off”, while the other two systems provide context information
in the form of the current time and the ID of a human operator (e.g., through
an RFID tag for localization). The systems considered here are analogous to the
system illustrated in Figure 1. The specific functions of these systems emerge
from the instructions given by two human operators, Alice and Bob, who inter-
act with the sensory–motor functions of the four systems to achieve a particular
goal. The instructions of Alice and Bob are the same, but they are different
during working and non-working days, thereby making the behaviour of systems
context dependent.

The systems which turn on or off are given different unique roles (not to
be confused with the size of the long-term memory, S) S1, S2, S3 and, S4,
and the systems for identification of human operators and timing also have
unique roles, ID and T , respectively. See Table 2 for a definition of roles and
fillers used in the simulation experiments. The importance of assigning different
unique roles for each system is explained in Section 2. Note that the fillers define
unique representations of the internal states of a system (e.g., Onk, Offk), which
are not shared with other systems — there is no shared operational semantics
defining the interpretation of that information. Tw and Tnw represent the fillers
for working and non-working days, respectively.

We use state diagrams to illustrate the transitions between states of the
communication architecture, which result from the interaction between systems
and human operators. States are illustrated as circles, and a mapping between
states as a directed line that connects the circles. Figure 6 illustrates state tran-
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State 1

S1 ⊗Off1
State 2

S2 ⊗On2
State 3

S3 ⊗On3

Working day Working day

Non-working day

(a)

State 4

S1 ⊗Off1
State 5

S2 ⊗On2

State 6

S4 ⊗On4

Non-working day Working day

Non-working day

(b)

Figure 6: The communication architecture learns to predict the next state based on Alice’s and
Bob’s instructions, which are compatible but vary between (a) working and (b) non-working
days. See Table 3 and related text for more details concerning the encoding of states.

sitions when Alice is instructing the systems during working and non-working
days. For example, State 1, 2 and 3 correspond to Alice turning off S1, turning
on S2 and then turning on S3 (working days) or S4 (non-working days). See
Table 3 for the encoding (role-filler bindings) of the corresponding states. States
corresponding to instructions from Bob follow the same logic, but are excluded
from the table for clarity. As Figure 6 illustrates, we chose to simulate a basic
transitive relationship between states, in which State 1 is followed by State 2,
and State 2 is followed by State 3, without State 3 being followed by State
2 (the same logic applies for Figure 6b). In principle, an interoperation rela-
tionship does not have to be transitive because in the composition of states we
expect to see different kinds of interoperability (e.g., transitive, commutative,
or reflexive). In a real-world implementation of the architecture, simultaneously
active systems transmit their bound role–filler vectors to the architecture, which
superposes all received vectors in the working memory.

In order to learn a generic mapping that will correctly predict state tran-
sitions of the communication architecture, for each transition between states
the corresponding mapping vector is stored in the long-term memory. In the
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distribution functions for these variations have a non-trivial structure. It is dif-
ficult to translate average correlation coefficients and variances into tail proba-
bilities of error. Therefore, we estimate the probability of error numerically from
the error rate in the simulation experiments. An error occurs when the broad-
cast output of the communication architecture, Φc, is incorrectly interpreted by
at least one of the systems. The communication architecture learns from few
examples, however, we repeat the simulation experiments many times until the
95% confidence interval of the probability of error becomes less than one tenth
of the average probability of error. We estimate the confidence interval for the
probability of error with the Agresti–xCoull interval (Agresti and Coull, 1998),
which is similar to the pragmatic rule “add 2 successes and 2 failures”.

After learning the transition between different states of the architecture for
one simulated week of transitions, we test the ability of the proposed commu-
nication architecture to predict the next state by presenting a learned state,
xk = 〈ID⊗Alice + T ⊗ Tw + S1 ⊗Off1〉. The corresponding output vector,
y′k, is compared (in terms of the element-wise correlation coefficient) with four
possible alternative solutions, see Table 4. The first alternative is the correct so-
lution, whereas the other alternatives represent “meaningful” incorrect targets,
which are incorrect compositions of relevant roles and fillers. It is possible to
construct many more incorrect targets that do not involve the correct roles and
fillers, but these vectors can be safely excluded from the test. The result of this
simulation is presented in Figure 7. The parameters of the long-term memory
are set to D = 8192, S = 100 and χ = 0.1; which means that the long-term
memory has 100 locations out of which 10 are activated in each storage and
retrieval operation. With more training examples, resulting from further use of
the system, the accuracy of the communication architecture increases. This is
demonstrated in the next simulation experiment.

A second simulation experiment is carried out to test the ability of the pro-
posed communication architecture to relearn when one system, S2, is replaced
with a new system that has a unique role and set of fillers (e.g. S2 is replaced
because it is faulty). Initially the new system, Sx, is not correctly integrated,
see Figure 8. In this experiment we investigate the accuracy and learning rate
of the architecture when the source state stays the same and the target state
is modified, which is more challenging than vice versa. The source state is the

Table 3: States of the architecture when Alice is instructing the systems during working and
non-working days.

State Encoding
State 1 〈ID ⊗Alice + T ⊗ Tw + S1 ⊗Off1〉
State 2 〈ID ⊗Alice + T ⊗ Tw + S2 ⊗On2〉
State 3 〈ID ⊗Alice + T ⊗ Tw + S3 ⊗On3〉
State 4 〈ID ⊗Alice + T ⊗ Tnw + S1 ⊗Off1〉
State 5 〈ID ⊗Alice + T ⊗ Tnw + S2 ⊗On2〉
State 6 〈ID ⊗Alice + T ⊗ Tnw + S4 ⊗On4〉
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Figure 7: The correlation, ρ, between the state predicted by the communication architecture
and four alternative states listed in Table 4. Error bars denote standard deviations. The
parameters of the long-term memory are set to D = 8192, S = 100 and χ = 0.1. Alternative
number one has the highest correlation, ρ = 0.96 ± 0.052. The probability that the commu-
nication architecture predicts an incorrect alternative is 1 · 10−5 ± 1 · 10−5 at 95% confidence
level.

same as above, xk = 〈ID ⊗Alice + T ⊗ Tw + S1 ⊗Off1〉, while the target is
〈ID ⊗Alice + T ⊗ Tw + Sx ⊗Onx〉, instead of 〈ID⊗Alice + T⊗Tw + S2⊗
On2〉.

We simulate two cases, where the architecture is trained with the old system,
S2, for one and five weeks, respectively, and then we train the architecture for
fifteen weeks with the new system, Sx. The parameters of the long-term memory
are the same as in the previous experiment, D = 8192, S = 100 and χ = 0.1.
The result is presented in Figure 9a, which illustrates that in this case it takes
the communication architecture almost the same time as it has been operating
in the old setup to adapt and correctly integrate the new system, Sx. This
effect is natural, since it reflects a key property of a long-term memory, which
is storing information for long periods of time. However, the linear scaling
of learning and relearing time is valid only for short learning periods because
variables of the long-term memory saturate after some time. Therefore, the
maximum relearning time is set by the rate of training examples and long-
term memory saturation. Another interesting result is that the probability
of error converges and does not improve beyond a certain number of training
examples. Next, we set S = 200, which implies that the size of the long-term

Table 4: Alternative states used when testing the ability of the communi-
cation architecture to predict the correct alternative, when a learned example,
xk = 〈ID ⊗Alice + T ⊗ Tw + S1 ⊗Off1〉, is presented.

Alternative Encoding of corresponding states
Alternative 1 〈ID ⊗Alice + T ⊗ Tw + S2 ⊗On2〉
Alternative 2 〈ID ⊗Alice + T ⊗ Tnw + S2 ⊗On2〉
Alternative 3 〈ID ⊗Bob + T ⊗ Tw + S2 ⊗On2〉
Alternative 4 〈ID ⊗Bob + T ⊗ Tnw + S2 ⊗On2〉
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memory is doubled. In Figure 9b it is shown that the the probability of error
decreases with larger S and does not converge as quickly as in Figure 9a. We
also investigate the effect of different values of χ and present results for χ = 0.1
and χ = 0.3. That is, when 10% and 30% of the long-term memory is activated
in each prediction. Figure 9c shows that a higher χ leads to a higher learning
rate. These simulation experiments show that the architecture can be fairly
accurate using a small long-term memory, with a probability of error reaching
approximately 1.5%. Furthermore, the accuracy is expected to improve when
the communication architecture continues to operate and learn from additional
examples.

4. Related work

In the literature, among many other approaches employed, service-oriented
architectures (SOA), multi-agent systems and bioinspired computing seem to be
the most common approaches to address interoperability and integration prob-
lems in heterogeneous devices and systems. Several projects focus on the SOA
approach. SIRENA (Bohn et al., 2006), SOCRADES (Souza et al., 2008), and
AESOP (Karnouskos et al., 2010) are a few prominent examples. Some advanced
implementations in these projects feature event-driven messaging, and to some
extent support processing of contextual information. However, as mentioned
above a difficulty of this approach is that experts are needed for the design, de-
ployment and maintenance, which is costly and limits scalability. In addition,
this approach is error prone because standards and semantic descriptions can
be misinterpreted.

Multi-agent systems is another approach that has been used to build mid-
dleware infrastructure for evolvable and dynamic environments. The core is an
organizational meta-model based on multi-agent systems that aim to handle a
hierarchical structure. This approach usually provides a step-by-step modeling
guide and tools for all the software development phases ranging from require-
ments specification to implementation. Nevertheless, this process is different
from building traditional software systems and services. In general, multi-agent
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Figure 9: The probability that the communication architecture predicts an incorrect state at
95% confidence level versus the number of weeks that the new system has been connected
(given that Alice or Bob provide one instruction for each state transition per day). Error bars
denote standard deviations. The second dataset displayed in each panel is shifted forward in
time by one half week for clarity, so that the error bars do not overlap. (a) The parameters
of the long-term memory are D = 8192, S = 100 and χ = 0.1. (b) The effect of the memory
size, S; the other parameters are D = 8192 and χ = 0.1. (c) The effect of the probability
for activation, χ; the other parameters are D = 8192 and S = 200. After the 15th week the
probability of error is 1.5 · 10−2 ± 3 · 10−3.

systems exhibit learning and adaptation characteristics, but they do not solve
the general problem of interoperability between heterogeneous devices and sys-
tems (Wirsing et al., 2013). Furthermore, fault tolerant techniques are usu-
ally not employed at the low level but at the more abstract levels that involve
planning and cooperation of agents, which sometime leads to unreliable states
(Baresi et al., 2013). This being said, there are some interesting works, such as:
INGENIAS (Pavon et al., 2005), ASPECS (Cossentino et al., 2010) and SeSaMe
(Baresi et al., 2013) based on this approach.

Another approach is to build adaptive middleware infrastructure inspired
by biological (eco-)systems. It is argued that conventional approaches cannot
meet the requirements of the next generation pervasive computing infrastruc-
ture (Huhns and Singh, 2005; Barros and Dumas, 2006; Zambonelli and Vi-
roli, 2011). The motivation for a nature-inspired approach is that nature is
constantly changing, both in terms of scale and the level of dynamic inter-
action between different complex systems, yet nature is able to adapt with-
out a central controlling authority (Fisher, 2006; Agha, 2008; Zambonelli and
Viroli, 2011). Two interesting examples of this approach are the BIONETS
(Biologically-inspired Autonomic Networks and Services) (Miorandi et al., 2008)
and SAPERE (Self Aware Pervasive Service Ecosystems) (Zambonelli et al.,
2011) projects. Overall, both projects take inspiration from living organisms,
ecosystems, and ecological and evolutionary processes to enable interoperability
and integration of heterogeneous devices and systems.

Many different approaches have been explored to enable interoperability,
however, to our knowledge, none have focused on the importance of the rep-
resentations of information. The challenge of making systems interoperate is
leading some researchers to seek inspiration in the field of aritificial intelli-
gence, in particular the semantic web. However, in doing so, it is important
to consider the literature discussing when such approaches might be unfruit-
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ful (Uschold, 2001; Haikonen, 2009; Ekbia, 2010; Guns, 2013). In the fields
of artificial intelligence and cognitive science, the representations chosen are
commonly considered to determine which types of tasks the system can handle
(Churchland and Sejnowski, 1992; Valiant, 2000; Gardenfors, 2004; Stewart and
Eliasmith, 2012; Doumas and Hummel, 2012). Neural networks typically use
distributed representations, while symbolic models use localist representations.
Studies based on neural networks have shown that distributed representations
can facilitate learning, generalization and are robust to noise; while symbolic
models based on localist representations can be used to integrate structured
information, perform symbolic manipulation and enable logical reasoning. The
communication architecture proposed herein is based on a VSA, which mimics
both these approaches in one mathematical model.

5. Discussion

Conventional approaches to designing, simulating and developing interoper-
able systems using hand-crafted semantic descriptions of services and informa-
tion, have some challenging limitations. Taking inspiration from biology and
over two decades of vector space modeling of cognition, the aim of this study is
to investigate whether a vector symbolic architecture can enable interoperabil-
ity between heterogenous systems through learning from examples. We show
that this is possible in principle and demonstrate the proposed communication
architecture in a number of simulation experiments. Information is encoded in
high-dimensional binary vectors, which combine the representation of structure
and content (or syntax and semantics) in a distributed fashion. The architecture
has system-wide working and long-term memories (see Figure 2). The core idea
is that interoperability should emerge by learning from sensory–motor functions
with the help of the long-term memory, starting from an initial pseudorandom
state, rather than by hand-crafting artificial semantic descriptions and rules.
This way we can, at least in principle, avoid some of the difficulties facing con-
ventional approaches. We also demonstrate a basic scenario where the architec-
ture is able to relearn the correct behavior when a constituent system is replaced
with a new, initially incompatible system. In the simulation experiments Alice
and Bob give compatible instructions, thereby introducing an invariance in the
long-term memory with respect to the operator ID, which makes generalization
to unknown operators possible. This mechanism is discussed by Emruli and
Sandin (2014) and forms the basis for the analogical mapping capability of the
memory.

We take a different approach compared with the mainstream literature, in
which meaning is not seen as a label in an ontology (defined artificially by hu-
mans) but as interconnections between systems, that are the “owners” of the
meaning, and can interpret information differently depending on implementa-
tion, context, goals and human–machine interactions. In a sense, the meaning
is grounded (Harnad, 1990; Barsalou, 2008) in the interactions between the
physical environment and the sensory–motor functions of the systems. The
problem how to achieve this in a fully autonomous and optimal way is an open
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question. The proposed communication architecture enables basic prediction of
learned state transitions, which for example can be demonstrated by a human
operator for automation or anomaly detection purposes. In total, the archi-
tecture has only three exogenous parameters that need to be defined by the
architect, and the importance of each parameter is briefly discussed in the sim-
ulation experiments in Section 3. The nature of distributed representations in
the working and long-term memory, and the simplicity of BSC operations make
the architecture suitable for parallel and distributed implementation. Further-
more, a VSA approach was recently considered for collective communication in
a dense sensor-network environment (Jakimovski et al., 2012). These are some
of the features that make the architecture interesting for applications involving
resource-constrained and wirelessly communicating devices.

This being said, we do not suggest that the proposed model can replace con-
ventional approaches at this early stage of development, but it offers a new way
of thinking about the challenging and important problems involved in making
systems compatible and interoperable. In particular, the proposed architecture
includes the basic concepts needed to enable system interoperability by learning,
forming a novel conceptual basis for further research and development. Here
we limit the simulation experiments to source–target transitions between two
states, i.e., a first-order Markov chain, but the architecture as such can approx-
imate more complex sequences (Kanerva, 1988; Flynn et al., 1989; Kanerva,
2009; Mendes and Coimbra, 2012; Emruli et al., 2013). One direction for fur-
ther research is to investigate how an architecture of this type can be combined
with a conventional architecture, e.g., on SOA, so that the complementary prop-
erties of these two approaches can be exploited in applications. Moreover, the
vector symbolic representations and operations implemented in the working-
and long-term memories can in principle be mapped to neural networks, which
opens up the possibility for future developments of biologically more plausible
implementations with spiking neurons and learning in a dynamic environment.
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