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Part one 
 

Abstract 
The work in this thesis is based on an interest for strategic information security, and in 
particular business continuity planning, in combination with own experiences from strategic 
management of corporations. Information security policy- and education, practice and 
awareness issues have also been part of my focus. 
 
Strategic information security is the part of information security that senior managements 
(top managements) should own and care for, like for any other strategic area in an 
organization. One problem is that this is often not the case as the senior management 
attention and awareness is focused on other areas instead.  
 
The work has mainly addressed explanatory models and methodology to explain what 
strategic information security including business continuity planning is to senior 
management teams and a training concept. It has also high-lighted challenges from current 
and future technology, and terminology problems affecting business continuity planning in a 
direct or indirect way. 
 
The purpose of the thesis was broken down into six objectives matching identified 
knowledge gaps. These resulted in the research question “How to improve the senior 
management own and care process for strategic information security, and in particular 
business continuity planning?” 
 
The results from the empirical studies are two models and one methodology to be used 
when targeting strategic information security issues like modeling and implementations of 
business continuity planning, security policies and security education, practice and 
awareness during the own and care process. A further result is a training concept for 
organizational crisis management. In addition, the results also indicate challenges that need 
to be addressed during work with security policies and business continuity planning.  
 
The thesis further contributes with a framework for business continuity planning guiding 
how the models and methodology, together with the training concept and challenges should 
be used together in the own and care process, to resolve problems and achieve 
organizational change. The contribution is of a general nature and is suitable to use in both 
private and public sector organizations. 
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1 Thesis Introduction 
This chapter holds the introduction, problem area, terminology, organization and scarlet 
thread of this doctoral thesis.  

1.1 Introduction 
This doctoral thesis presents research on explanatory models, methodology and challenges 
for strategic information security and in particular business continuity planning. The results 
are aimed to support senior management teams (top management) by improving the own 
and care process for strategic information security. 

1.1.1 Strategic information security research and senior management responsibilities 
on strategic matters 
Like for any strategic matter in an organization, the senior management should own and 
care for strategic information security. However, this is often not the case (Kajava et al, 
2006). This own and care process for strategic information security is the main premise in 
this thesis. Challenges, or i.e. problems related to technology or terminology, that either 
need to be handled in the own and care process or affect the process are also addressed. 
Strategic information security is a topic which concerns both business and technical 
perspectives (Dhillon, 2007), and it should not be dealt with using only a technical 
perspective to work successfully (von Solms and von Solms, 2004). Dhillon (2007) and von 
Solms and von Solms (2004) mean that it is complex regarding its management due to that 
it involves different perspectives respectively is a multi-dimensional discipline. They mean 
that the following dimensions: corporate governance/organizational/policy/best practice/ 
ethical/legal… etc. are involved and overlap, but must work together to create a secure 
environment. This complexity causes the topic to look obscure and hard to penetrate. 
 
Perry (1982) early brought up the need for a computer security and control strategy as well 
as a need for competence and rules etc. Perry’s paper was followed by many, and among 
them von Solms and von Solms (2004) that have identified ten deadly sins for information 
system security management and suggested to group them in four classes: security strategy 
and policy, responsibility and authority structures, business processes, roles and skills. von 
Solms and von Solms state that security is a corporate governance responsibility, and not 
only a technical matter. They also mean that organizational structures are needed for the 
more technical security to work successfully. Where to put the responsibility for security, its 
management, and what it should comprise is suggested in various ways by many 
researchers. Does this cause confusion, add burden on its management, and likeliness that it 
gets delegated to lower levels in an organization? Unfortunately, I think that the answer is 
“yes” to those questions in many organizations, and Wylder (2004) shares the same view. 
Dhillon (2007) further elaborating on (Dhillon and Backhouse, 1996) paves the way by 
suggesting formal information system security dimensions bringing together responsibility 
and authority structures. He points out that the key to interpreting structures of 
responsibility is an ability to understand underlying patterns of behavior. Also important 
according to Dhillon and Backhouse (1996) is to understand the behavior of stakeholders 
and where communications can brake down as this renders security problems. Can the 
insight that these formal information systems security dimensions, responsibility and 
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authority structures, understanding behavior, and where communications break down, create 
an interest among senior management teams to take ownership and care? Senior 
management interest can be awakened by perceived business value, and this will be 
discussed later in the thesis. 
  
For reasons of clarity, the term “information security” covering security for information, 
IS1 and IT, will from here on be used unless there is a direct quote or specific need to 
address for instance an IT-security policy using a different term. One way to define 
information security is using the three words: confidentiality, integrity and availability, 
which are combined into a triad where all three work synergistically (Harris, 2003). There 
are other researchers and standardization bodies like ISO/IEC (1996) that suggests 
augmenting the triad with also for instance auditability/accountability, authenticity and 
reliability to make the definition more complete. Stamp (2005, p2) points out that 
“confidentiality, integrity, and availability (CIA) are only the beginning of the information 
security story” meaning that more elements are needed to define information security. 
Wylder (2004) adds that changes affecting the business and risk management have 
expanded the view of confidentiality to give way for new laws and rules on privacy. He 
adds that integrity has been expanded to include message authenticity and accuracy, and that 
availability has been broadened to care for threats from the Internet. Dhillon and Torkzadeh 
(2006) suggest that values of people from an organizational perspective need to be more 
considered to understand information systems security. Wylder (2004) further adds that 
security seen from a business executive’s perspective need additional components as cost-
effectiveness and ease of use, also approaching the security from a risk management 
standpoint. Dhillon (2007) sees the CIA as principles like responsibility and accountability, 
and mean that information security “needs to become a more fundamental function of the 
corporation for solid and widely accepted measures and practices for information systems 
security to take hold” (p207). Thus, there is no uniform existing definition of information 
security. However, the CIA-triad is currently widely used in industry and literature as a 
definition of information security and will augmented with the ISO/IEC (1996) suggestions: 
auditability/accountability, authenticity and reliability be used as the definition of 
information security in this thesis. 
 
Inside of an organization the term “strategic” means that it is something that the senior 
management should own, as strategic matters should not be delegated (Antilla et al, 2004; 
Leveque, 2006; Wylder, 2004). Strategic instruments are used to steer an organization 
towards a decided vision and objective (Antilla et al, 2004; Wylder, 2004), and common 
examples are a business (or organizational) plan, rules (informal and formal), education, 
practice and awareness programs.  
 
The combination of the terms to “strategic information security” thus becomes the part of 
the information security that senior management teams should own and care for, as well as 
use to steer an organization.  Earlier in this introduction, it is noted that strategic 
information security is a complex topic and that there are different views on what it 
comprises and how to structure it. A question that emerges is what should senior 

                                                           
1 IS - Information Systems, IT- Information Technology 
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managements own and care for? The following is an attempt to define the main strategic 
information security components (or assets) that the senior management should own and 
care for (Lindström and Hägerfors (2009, p20):  

“The term strategic means that these elements are used by senior management 
to steer an organization. Strategic IT- and information security is an integral 
part of the following three elements: Business Continuity Plan, rules, and 
education, practice and awareness. The Business Continuity Plan is a plan that 
replaces the business plan during a crisis situation to help an organization to get 
back to a normalized situation. The rules are comprised of IT- and information 
security policies and organizational values, and the education, practice and 
awareness comprises training on the business continuity plan, security polices, 
and general security training and an awareness program for all members of an 
organization as well as specific security training for senior management”. 

 
Then follows, why these components and why not others? The rationale is that these 
components are used to steer organizations, which is part of the work description for senior 
management teams. If the definition is not complete, it is an attempt to clarify on the issue. 
However, a crisis situation can occur if an organization’s information security efficiency in 
the critical work processes is impaired significantly during execution. 
Magnusson et al (2009) have investigated value creation and return on security investments, 
and mean that value creation can be in forms of efficiency (for instance reducing costs) or 
effectiveness (ability to capitalize by enabling new products or services also providing 
competitive advantage). They argue that calculating return on investment with net present 
value is hard as it requires ability to associate free cash flows with the security investments. 
Other problems mentioned are that measuring security is hard as it is complex, and that “the 
best that could happen is that ‘nothing’ happens” (p3) etc. Harnesk et al (2009) also mean 
that business value can be in form of lowered co-ordination cost during a crisis, and 
Andersson (2001) brings in a view from a microeconomics perspective. For senior 
managements, the strategic information security must reflect upon any legal and business 
requirements, the own organization’s efficiency regarding information security, and 
preparedness to handle a crisis situation in order to create trustworthiness and reliability. 
These together make up the intended output, i.e. the business value, from the own and 
care process. Thus, in comparison to for instance Magnusson et al’s (2009) wish to be able 
to put hard numbers on the value creation, my view is that further qualitative values like 
preparedness to handle a crisis situation and creation of trustworthiness and reliability (both 
within and outside of the organization) are needed as well. How to reach business value via 
a process is described by from different perspectives by for instance Soh and Markus 
(1995), Robey and Boudreau (1999), Melville et al (2004) and Ravichandran and 
Lertwongsatien (2005).  
 
Figure 1.1 is an attempt to illustrate where strategic information security and the business 
continuity plan fit into the strategic management of an organization. Strategic management 
comprises the management of all strategic matters in an organization, and the business plan 
is the main steering tool to express the vision to strive against, which objectives to 
prioritize, the strategy to reach the objectives and many more details depending on 
organizational type and business situation. The business plan is normally used to steer an 
organization. During a crisis situation, the business continuity plan momentarily replaces 
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the business plan to steer the organization back to a normal state again. Thus, the business 
continuity plan is an important element, however not often or ever used.  
It can be debated whether strategic IS/IT- and information management includes all of the 
strategic information security or not. However, in figure 1.1 this is the case, but if it had 
been strategic IS/IT management alone, it would not have included all. There is an overlap 
(the striped area) in figure 1.1 where strategic information security overlaps the business 
continuity plan. This shows that a business continuity plan covers more aspects than just 
strategic information security alike the business plan. This striped area will be the focus 
regarding business continuity planning in this thesis. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 1.1 Business continuity plan in a senior management perspective 

 
Regarding rules, there are often both informal- and formal rules. The informal rules, or 
values, start to develop from the inception of an organization and continue to develop 
during the life-cycle of the organization (Hofstede, 1990). The formal rules, or policies, are 
decided rules that are grouped together in policies for different areas. The purpose is to 
guide the members of an organization on how to behave internally as well as externally 
while acting on behalf of the organization. The formal- and informal rules shall then work 
together (Kolkowska, 2005), and interestingly the informal ones are often stronger than the 
formal ones. Dhillon (2007) addresses the need to develop a security culture where security 
is considered as integrated in all functions of an organization. The security culture according 
to Dhillon, once well formed, acts like a glue and if missing it results in loss of integrity for 
the whole organization. Role-models or examples set by the senior management or other 
influential organizational members are very important. If for instance a member of the 
senior management does not act according to the rules, there is a large risk a lot of other 
members of the organization will not do that either. This can result in that there are rules, 
both informal and formal ones, but they are not partly or fully accepted and followed which 
can negatively impact the organization’s security level. The information security policy is 
important as this is from where a lot of the security originates from when used in other parts 
of an organization’s security programme (Whitman and Mattord, 2005 and 2008) or in areas 
where security is needed, like Enterprise Architecture information security, procurement 
policy, or business contracts etc.  
 
Further, the education, practice and awareness are needed for the other elements to work, 
as well as to bring out knowledge in the organization how to work in a secure manner and to 

Strategic Management 

Business Plan Business 
Continuity 

Plan 
Strategic IS/IT- and Information Management 

Strategic Information Security 
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be aware of security matters and its importance. Awareness can be used differently in 
learning, and to enhance learning and/or change in behaviour (Thomson and von Solms, 
1998, 2006; Siponen, 2000). Thomson and von Solms (2006) affirms that first awareness is 
needed, and then training followed by experience to reach a state where security is 
understood and the policies, guidelines etc. followed. Thus, the awareness is used (and 
needed) in combination with education and practice – for both the senior management and 
the rest of an organization.  

1.1.2 Research indicating that strategic information security is not properly owned and 
cared for by senior managements 
Many investigations show that strategic information security is one of the topics that senior 
management teams do not care much about (Kajava et al, 2006). They are not aware of the 
importance of the topics to for instance protect the organization’s valuable research results, 
intellectual property rights, customer databases, employee records, operational IT-
environments that production depend on etc. (Kajava et al, 2006). Interesting is that in most 
western world countries, the senior management team and the board for an organization are 
ultimately responsible for the information security according to laws and regulations, i.e. the 
concepts of “due diligence” (to investigate and understand the possible implications of 
risks) and “due care” (to take appropriate actions to handle the risks). This is however often 
not reflected in the interest shown (Calder and Watkins, 2005). 
 
Kaen (2004) concludes regarding CEOs and other members of the senior management team 
that they are brought in to the organization to maximize the investors return and wealth. 
Dhillon (2007) follows this thread in that the majority of information security problems are 
related to behavioral and cultural problems, where the security is a facet of the operations, 
and must be handled by the mentioned members of senior management. Dhillon (2007, 
p206) further follows up with that “given all the catastrophic security failures in the 
corporate world, little attention has been given to this aspect of corporate governance. A 
focus on understanding and establishing structures of responsibility and accountability is a 
step in the right direction”. 
 
Moulton and Coles (2003) discuss that despite the consequences of failure, “security 
governance is still a mess” (p580), poorly understood, ill defined and thus meaning different 
things to people. One reason mentioned that further explains why this is the case, is that 
they recall that the term “security governance” was just invented the year before their paper 
was published.  
 
Members of senior management teams are often over-worked and overloaded with work and 
mainly consider how to push the organization forward towards new objectives according to 
the vision and the business planning. However, this does of course not always apply to all 
organizations and members of senior management teams as it depends on the organizations’ 
stakeholders and their requirements posed on the senior management (Hambrick et al, 
2005). A result of this is that many matters of strategic character that a senior management 
team should own and care for are delegated to subordinates in the organization and the 
matters are then managed at a too low level. Wylder (2004) states that security is often 
delegated outside of the senior management team (to technical officers or managers on a too 
low level) compared to for instance financial risks that is managed by a Chief Financial 
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Officer (CFO) that is a member of the senior management team. Wylder (2004) indicates 
that organizations’ view on the importance of information security partly is related to 
organization and hierarchy with reporting structures, as well as how far from the senior 
management team it ends up. 
 
While considering business continuity planning part of strategic information security, Smith 
(2004) means that senior management can have concerns about the usefulness of related 
training and that the probability of events occurring is very low to impossible. Further 
discussed is that the controls in place should prevent the escalation of an event and that the 
investment in time and training activities will only prove its value if the general awareness 
of how to deal with a crisis event is extended beyond the few normally working with these 
matters. Some indications on the need for more awareness of training and practice are given 
by Fink (1986). Fink (1986) confirms that 42% of investigated corporations that had a crisis 
did not afterwards take the trouble to work out a crisis plan for future crisis events. He 
further confirms that a common attitude of 97% senior managers, in both the public and 
private sector, is that they think they can cope with crisis without training. The 9/11 event 
seems according to Ernst & Young surveys (2001, 2002) have started a quick increase 
regarding development, training and testing of business continuity plans. However, Cerullo 
and Cerullo (2004) affirm that surveys show that a large number of firms still were 
minimizing the importance of testing and maintaining the business continuity plan. Cerullo 
and Cerullo somewhat contradict the Ernst & Young surveys, but this can be explained by 
the business climate which grew harsher after the 9/11 with cut backs and downsizings in a 
lot of organizations. A similar investigation at present time would be interesting to read, in 
order to learn if the present business climate has had the same impact or not, considering the 
last years’ events. 
 
Siponen (2007) ascertains that information security management standards focus on the 
existence of processes and not the content of what they are securing. Siponen means that 
information security management standards2 which are widely used and advocated by 
researchers and practitioners have a limitation. The limitation is that they focus on ensuring 
that security processes exist, while being unconcerned about how these security processes 
can be accomplished in practice. If a senior management team requires that their business 
continuity planning framework shall comply with for instance the ISO/IEC 27001/2, does 
that imply that the business continuity plan will be adequate and purposeful? Or should 
these standards rather be used as supportive checklists during the whole business continuity 
planning process and not as the fundament to build the whole framework upon? My view on 
these matters are that relying too much on the standards will hinder instead of support the 
work, missing important parts and not addressing the core of the problems enough as the 
check boxes are conveniently ticked off. The business continuity plan thus becomes 
purposeful and comply with ISO/IEC 27001/2, but not adequate. 

1.1.3 Own experiences  
I have during a period of fifteen years been a member of totally five corporations’ senior 
management teams and two boards of directors for small corporations. My experiences 

                                                           
2 Examples are ISO/IEC 27001/2, GASPP and SSE-CMM 
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point to that strategic matters should not be delegated to lower management levels. Then the 
strategic business focus tends to be superseded by a technical focus. Further experiences 
give that security needs to originate from preferably one point (i.e. the information security 
policy) in an organization, as otherwise it is hard to keep the security aligned in the 
organization and deviations under control. Fellow members of senior management teams 
were often over-worked and overloaded trying to reach the business objectives and short 
term results. Information security was not a top priority unless a customer etc. required that 
to do business, or if something happened to the organization or any of its close business 
partners. This also affected the own and care process for strategic information security in a 
negative way. According to my own experiences the increased awareness on security is not 
still enough to make security a continuous part of the senior management agenda, but 
regulatory activities give a push in the direction towards being a true strategic matter. The 
best means experienced to push security were a highly competitive business environment 
requiring security (especially confidentiality and availability), and customer requirements 
with contractual security levels that had to be met. Those were respected by senior 
managements in their strive to meet the business objectives and short term results. So, why 
is not strategic information security always on the senior management agenda? It should or 
can, however in competition with other topics, have a more prominent position on the senior 
management agendas if more interest and pressure came from the stakeholders and owners.  
 
My own experiences indicate that new technology can cause problems, if members of an 
organization start to use it (or parts of it) in the organization’s IT-infrastructure, before it has 
been tested and accepted/authorized by the organization. As new technology gets available 
continuously, this is often a never ending problem for many organizations although they 
have stated in the IT-policy or information security policy that it is not allowed to install or 
use non-authorized hardware or software. 
 
To get the attention needed for information security, there was a need in the organizations to 
have planned and organized training on security matters to achieve individual as well as 
organizational learning. My experiences render that if there was no such planned and 
organized training, there was no organized training at all. It was best to have quite simple 
processes or rules that could be learnt by heart, as otherwise these were seen as too 
complicated to use and were omitted in favour for ad hoc problem solving. This applied 
especially for more extreme events and crisis situations when people did not always behave 
in a normal manner due to the pressure and criticality imposed on them. Examples of cases 
experienced are when the own organization’s critical processes were stopped for many 
hours due to unplanned reasons like severe virus attacks or networks down due to single 
point of failures. In such potential or real crisis situations there was a need to not only have 
trained individual members of an organization, but also that the organization and its crisis 
management had trained to work together to solve problems. Another experience is that if 
individual- and organizational learning is not supported and does not pay off in some way, it 
is not likely to happen as members of an organization then mainly will focus on matters that 
pay off.  
 
Organizations (as well as individuals) need to learn from work situations as well as from the 
previously mentioned organized and planned trainings. My own experiences render that it is 
easier to learn if one is aware and pays attention to not just the specific matter that is dealt 
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with at the moment, but also to the surrounding environment, what preparations and 
governing variables that affect the outcome of actions. An example is when doing changes 
in security that requires behavioural changes, this is almost impossible unless the senior 
management officially and openly support the actions.  

1.2 Problem area 
Looking at information security, Antilla et al (2004) and Wylder (2004) mean that the 
strategic parts are part of the senior management agenda, but often not properly cared for 
(Kajava et al, 2006).  The increasing use and dependency of IT makes information security 
more and more important for most organizations, and the strategic parts need to be 
integrated in the senior management agenda on a continuous basis (Wylder, 2004; Leveque, 
2006). Senior management commitment is very important and one member of a senior 
management team should head up and coordinate an organization’s security strategy, and 
the senior management needs to show viable support and engagement for the security work 
(Kajava et al, 2006; Lempinen, 2002; Wylder, 2004; Leveque, 2006). However, to achieve 
senior management commitment, responsibility, support, and engagement in an own and 
care process, is hard even though laws and regulations stipulate so. All organizations do not 
either have customer requirements or a competitive industry environment that help to raise 
the level of actual importance for information security. Kajava et al (2006), Wylder (2004), 
and von Solms and von Solms (2005) further underline that there is a need for increased 
awareness and understanding from senior management. It is difficult to find a generic 
solution on how to raise awareness, motivation and understanding among senior 
management teams. There is a need to find somewhere to start from. Then the road towards 
the objective, where the strategic parts are part of the senior management agenda on a 
continuous basis, i.e. the own and care process, is individual for organizations.  
 
The requirements for strategic information security needs to be taken into account, and then 
reflected in the set up of structure, processes and following responsibility, authority and 
accountability (Dhillon, 2007) to deliver the business value wanted. The senior management 
has depending on business type, sector, and applicable legal framework, both legal and 
business requirements to honor. In addition, they have a responsibility to prepare the 
organization to be able to avoid or manage severe problems or crises. This is required to 
create trustworthiness and reliability both within as from the outside of the organization. 
However, business continuity planning is an activity that often is questioned by many senior 
managements as they consider that they are already able to handle severe problems or a 
crisis, and that the probability of events occurring is low to impossible (Smith, 2004). 
Business continuity planning is also according to Cerullo and Cerullo (2004) in a tough spot 
with minimization of testing and maintenance efforts. The actuality of the problem has also 
been noticed by the ISO Technical committee 233, that works within SC27 (information 
security) on a not yet published ISO/IEC 27031 standard on business continuity planning. 
Thus, what to do about the business continuity planning part of the own and care process? 
Dhillon (2007), Wylder (2004) and Leveque (2006) discuss the importance of building 
informal rules and culture that also address information security, as this together with the 
formal rules, e.g. policies, guide the organizational behavior regarding security (Kolkowska, 
2005). Weak informal rules regarding security matters creates a need for stronger formal 
ones, and if there is not a balance between these this can cause weaker security. One 
example is that new technology can be picked up and used by members of organizations 
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before the technology is authorized. The members feel they need the new technology to do 
their jobs, or that they just like to use it. This poses challenges on the authorization process 
(to facilitate the use of efficient and up-to-date technology) as well as on the IT-policy and 
information security policy. This alignment problem is accentuated further by for instance 
inventive grey-net tools3, increased pervasiveness and storage capacity in late smart phones 
and USB-sticks etc. Ciborra (1997) suggests using “cultivation”, i.e. destabilizing current 
strategy and create imbalance with current technology, to stimulate learning and giving 
feedback on technology and how it affects the work situation. The “cultivation” can seem a 
bit extreme, but the part on getting feedback on technology and how it affects the work 
situation is an important aspect. This is needed to be able to evaluate the perceived user 
actability with the current technology, and to assess the need for new technology. Other 
concepts suggested by Ciborra (1998) are “care” and “hospitality” addressing the need for a 
deeper understanding for new technology that it can be absorbed and accepted by 
organizations instead of causing ambiguity and conflicts. These (or parts thereof) could also 
be considered, however requiring quite a bit from organizations that adopt them, if 
“cultivation” is not seen as a viable concept to use. 
 
Is planned and organized training regarding security needed in organizations to on a regular 
basis maintain the level of security as well as to improve it? Thomson and von Solms (2006) 
meant that first awareness is needed, and then training followed by experience to reach a 
state where security is understood and policies etc. followed. Senior management needs to 
attend these trainings, and in addition show open senior management support for security 
(Leveque, 2006; Wylder, 2004; Kajava et al, 2006; Lempinen, 2002). However, to make 
room, allocate resources for security trainings and get senior management participation is 
not always possible or doable in the competition with trainings on other topics that 
seemingly more support the organizations objectives and short term results. This poses a 
hardship on the security topic and those responsible for it. In addition, this can affect the 
own and care process and resulting level of security in those organizations. Further, the 
members of an organization need to train together, with appropriate level of increasing 
difficulty, to later during problem solving or a crisis be prepared and able to work together 
in a uniform manner as a team. Senior managements need to ask themselves if they are both 
organizationally and mentally prepared to handle serious problems or a crisis, and then 
assess the resources needed to be prepared compared to the outcome if something happens. 
Another issue is how to on a regular basis be able to train and practice individuals, groups, 
and sometimes larger parts of organizations in a cost effective manner with organizational 
learning as a result.  
 
Organizational learning, and especially double-loop learning4, requires changes in both 
organizational values, norms, and in how humans deal with each other (Argyris, 1970). 
                                                           
3 Grey-net tools – the term is used in the security industry to describe often internet based 
communication tools like Skype, ICQ, Yahoo Messenger etc. More information on grey-nets can be 
found at for instance http://www.facetime.com/productservices/literature.aspx 

4 Double-loop learning has a feedback loop where also the need to change governing variables and 
surrounding environment is considered when evaluating the outcomes of actions. In single-loop 
learning only the action itself is evaluated and how to do it better next time.  
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These changes need to come from the top since otherwise they will not happen (Agyris, 
1999). Argyris (1999) further add that double-loop learning also need to address 
“undiscussability” and that individuals are unaware of their own contributions to these 
organizational features while aware of others’. Thus, there is a need to coordinate both 
senior management level and individual level activities to facilitate the changes needed for 
enabling learning.  
 
Awareness is used as input or part of the organizational learning process when learning 
from ones actions (Argyris, 1982; Dhillon, 2007). Kajava et al (2004) mean that it is 
necessary to enhance the awareness of information security among all employees. The key 
to success is stated to be raising the level of awareness and understanding of the senior 
management. However, this is not that easy to accomplish in practice, where the security 
competes for attention with other important topics that more visibly contribute to the 
objectives and short term results. Siponen (2001) confirms that the research on awareness 
within security is not very well developed. Awareness is deemed as a very important 
research topic (Mclean, 1992; Spurling, 1995; Thomson and von Solms, 1998; Straub and 
Welke  1998; Siponen, 2000). The research on the topic is however limited (Siponen, 2001). 
This creates a need for more research, especially on senior management level, since 
decisions on strategic information security matters should originate from there. The 
awareness and organizational learning from actions is also needed to avoid competence 
traps, where organizations project future strategies from what has worked in the past 
(Leavitt and March, 1988) in a fast changing security environment. Leavitt and March 
(1988) also note that learning proceeds from small and frequent changes and that learning 
from low probability and high impact consequence events often is obscured by conflicts on 
responsibility, accountability and liability. Leavitt and March do not indicate the influence 
of and need for awareness in the learning process as Argyris (1982) does. They differentiate 
between learning from small and frequent changes compared to low probability and high 
impact events. This is interesting as there probably is a lot (or even more) to learn from the 
latter ones. Kim (1993) means that sometimes the learning outcomes are too fragmented to 
be picked up by the mainstream in an organization and Simon (1976) states that 
dysfunctional or defensive patterns in organizational behavior hinder organizational 
learning. Simon (1976) continues further with that organizational control systems with rule 
setters and followers can lead to cheating in the organizational world, which is a problem 
for productive double-loop learning. Thus, there are many obstacles in the way for double-
loop learning that need to be considered if organizations want to change and develop to stay 
competitive.  

1.3 Summary - knowledge gaps 
The following knowledge gaps have been identified during the research: 

A. Main components of strategic information security. Regulations concerning the own 
and care process for strategic information security is a new phenomenon in many 
countries. There are many views on what it comprises and how to meet the 
requirements by introducing structures, processes, and pin-pointing responsibility, 
authority and accountability. Clarifications on what the main components of strategic 
information security are and how they are related to each other, are needed before 
such structures and processes can be developed and implemented. During the last 
years, the literature has started to address information security issues with a strategic 



 11 

perspective (for instance Antilla et al, 2004; Wylder, 2004; von Solms and von 
Solms, 2004; Leveque, 2006; Kajava et al, 2006; Dhillon, 2007) and other literature 
targeting the different main components (like Doughty, 2001; Whitman and Mattord, 
2005 and 2008). However, the literature is mainly addressing how to plan for, 
develop, implement, and maintain separate components of strategic information 
security, or information security in general. 

B. Business continuity planning. Senior managements in many organizations have legal 
and business requirements to honor and a responsibility to prepare the organization to 
be able to avoid or manage severe problems or crises. This is required to create 
trustworthiness and reliability for the organization. However, the necessity of 
business continuity planning is often questioned (Smith, 2004) and resources 
required to test and maintain the business continuity planning framework minimized 
(Cerullo and Cerullo, 2004). Thus, business continuity planning needs to be properly 
addressed in the own and care process by senior management.  

C. Challenges from technology. The fast pacing changes and development in the 
internal- and external environments require that organizations on a continuous basis 
keep the information security on an adequate level. As existing and future technology 
gets introduced in organizations, and either unofficially or officially starts to be used, 
this creates security problems or challenges for the IS/IT strategic alignment. How to 
best handle this with satisfied users of the technology while maintaining the security 
level, is a challenge that is not adequately addressed by literature. Ciborra (1997) 
suggests “cultivation”, i.e. destabilizing current strategy and create imbalance with 
current technology, to stimulate learning and giving feedback on technology and how 
it affects the work situation. This is a bit extreme, but holds useful ideas that can be 
picked up and used when addressing this issue. 

D. Business continuity training for organizational crisis management. Planned and 
organized trainings on security are needed to manage, keep and improve the security 
level in an organization. Members of an organization especially need to train together 
in order to achieve organizational learning to be able to together solve problems and 
crisis situations that can occur at any time. How to accomplish this is a challenge not 
fully addressed by literature, however a lot of literature stress that it is necessary to 
have planned and organized trainings for the crisis management organization. 

E. Awareness of security. Awareness of security among senior managements is needed 
but faces like in the previous knowledge gap competition from other topics that 
seemingly better support reaching the organizational objectives and short term 
results. How to raise the awareness level, which also is needed in an organization to 
learn from its actions, is an issue with limited research however deemed as very 
important by researchers (Mclean, 1992; Spurling, 1995; Thomson and von Solms, 
1998; Stratb and Welke, 1998; Siponen, 2000). 

1.4 Purpose, objectives, research question, delimitations and terminology 
The questions and problems investigated in this research are mainly based on real problems 
and opportunities found in both private and public organizations. The reason why the 
strategic perspective on information security was chosen is that it has been of interest to me 
since starting working. In addition, problems addressed in this thesis were deemed as 
problematic while being part of senior management teams in different organizations, even in 
corporations within the security industry. The need for adequate explanatory models and 



 12 

methodology to improve the work in the own and care process became evident. As there 
were no appropriate existing ones to use, the idea to develop such was born.  

1.4.1 Purpose and objective 
The own and care process for strategic information security, including business continuity 
planning, suffers in many organizations from senior management lack of responsibility and 
care. Why is this so, and what causes this?  The state-of-the-art research shows that senior 
managements have a low awareness, motivation and understanding for strategic information 
security matters.  
 
The purpose of this thesis is to develop two explanatory models, a methodology and a 
concept for senior managements to improve the own and care process for strategic 
information security, and in particular business continuity planning, as well as high-light 
challenges that need to be dealt with.  
 
The purpose is broken down into the following six objectives:  

1. Develop and evaluate one explanatory model that can be used to improve the own 
and care process for strategic information security (and in particular business 
continuity planning) 

2. Develop and evaluate one explanatory model  regarding a business contingency 
process, that can be used to improve the business continuity planning part of the own 
and care process 

3. Develop and evaluate a methodology that can be used to improve business continuity 
planning practice in the own and care process 

4. Develop a business continuity training concept for organizational crisis management 
that can be used to improve the own and care process 

5. Create a framework for business continuity planning that synthesis (shows how to 
use) the two explanatory models, methodology and training concept together   

6. High-light the importance of taking into consideration potential impact from current 
and future technology challenges while using the explanatory models and 
methodology 

 
As both purpose and objectives should be possible to measure, the explanatory models and 
methodology (objectives 1-3) were designed according to design criteria and evaluated and 
are available in papers 1-3. The training concept (objective 4) is available in paper 6. The 
framework for business continuity planning, which also involves the training concept and 
high-lights the importance of taking current and future technology challenges into 
consideration, is available in appendix A (objectives 5-6). 
 
This thesis addresses the identified knowledge gaps, except E, as follows in the purpose and 
objectives above: 

 Main components of strategic information security – objective 1 
 Business continuity planning – objectives 1, 2, 3, 4, 5 
 Challenges from technology – objective 6 
 Business continuity training for organizational crisis management – objectives 4, 5 
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1.4.2 Research question 
The research question addressed in this thesis is “How to improve the senior management 
own and care process for strategic information security, and in particular business 
continuity planning?” The research results derived from the research question will be 
discussed using a strategic perspective.  

1.4.3 Delimitations 
Both public and private organizations have been used for the empirical studies. The 
perspective focused has been the organizational, i.e. matters internal for an organization 
have been in the centre for attention. Other possible dimensions not focused on are for 
instance inter-organizational, societal and global. 
 
Further, regarding the perspective pertaining to the research question, a strategic perspective 
has been used. Other possible perspectives not addressed are for instance instrumental, 
communicative or discursive.  
 
The identified knowledge gap E (awareness of security) will not be directly addressed in the 
thesis as the main premise is on how to improve the own and care process. The thesis 
addresses that there needs to be an awareness program and that awareness is needed, but no 
research has been focusing on how to raise awareness by developing security awareness 
models, theories, or how to measure it. However, it can be argued that the objectives 1-6 
address gap E in an indirect way regarding the strategic parts of information security. 

1.4.4 Terminology 
The following terms are used to categorize the challenges in the text: 

 Current – means that the use of the current or available unauthorized technology is 
already a challenge to handle for today’s senior management teams. Regarding crisis 
terminology problems, it is also a current challenge for today’s senior management 
teams. These differences will be pointed out in the text to make it clear if either of 
these is addressed or both at the same time 

 Future –means that the future technology will in a number of years, perhaps in five 
to ten years, as is becomes commercially available start to become a challenge. 

 
What is a model or methodology, and is there any difference or are they the same? In this 
thesis, they are different things and the following meanings of the terms are used in the text: 
 A model - is a pattern, plan, representation, or description designed to show the main 

parts or workings of a phenomenon. 
 A method - is a structured set of prescribed actions with corresponding artefacts and 

roles, based on a particular perspective on the problem domain 
Thus, a method has more focus on prescribing actions and is more normative than a model. 

1.5 Thesis organization 
The thesis consists of two parts. This introduction chapter belongs to part one as well as the 
theoretical framework, research process, cases, analysis, conclusions, discussion, summary 
of papers, Appendix A and references chapters. Then follow part two, which holds the 
seven papers that have been previously published or are currently submitted for review.  
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Part two holds the following papers: 
 Paper 1 - A model for explaining strategic IT- and information security to senior 

management. 
 Paper 2 - Business continuity planning methodology.  
 Paper 3 - A model to explain a business contingency process. 
 Paper 4 - The need for improved alignment between actability, strategic planning of IS 

and information security. 
 Paper 5 - Terminology problems within crisis management. 
 Paper 6 - A business continuity training concept for organizational crisis management.  
 Paper 7 - Security challenges for wearable computing. 

 
The published papers are reproduced in original form and have not been modified since the 
time of publication, with the following exceptions: 
 The papers, fonts, font sizes, and figures can have been changed, resized and 

repositioned to better fit the layout 
 Editorial changes of grammar and spelling can have been made to correct a few minor 

and obvious errors. 
 Additions to existing references that for some reason were incomplete 

1.6 The scarlet thread in this thesis 
This thesis has as its main premise the senior management own and care process for 
strategic information security, and how to improve the work in it by providing explanatory 
models, methodology, training concept etc. The wanted outcome from the improvement is 
improved business value. Most research efforts have been put into business continuity 
planning issues and that has a central position in this thesis, supported by related research on 
rules and education, practice and awareness. 
 
The rules are related to business continuity planning in such a way that the formal rules for 
security originates from the information security policy and thus also affects both the 
business continuity planning and the education, practice and awareness parts. Thus, if there 
is a problem to keep the policy updated due to problems to adapt or take up new technology, 
it can also affect the critical processes and their reserve routines as well as the training of 
reserve personnel. Following, it can also indirectly be an issue for business continuity 
planning. Further, the policy affect the education, practice and awareness parts by usually 
stating “what” and “how much” of those program activities is needed to adhere to business 
requirements, laws and regulations. The rules and business continuity planning are also 
impacted by the education, practice and awareness parts since members of an organization 
need to be educated, practiced and get their awareness raised to be able to follow the rules 
and also to take part in the business continuity planning efforts (or participate in actual 
mitigations of problems or crises). Thus, the business continuity planning needs to work in 
synergy with the rules and education, practice and awareness parts, as otherwise the 
business continuity ability will degrade. Papers 1, 2, 3, and 5 make additions in a direct way 
to the business continuity planning, whereas papers 4, 6 and 7 do it indirectly. The papers 
are related to each other as described in figure 1.2 below. 
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Figure 1.2 The papers and their relation to each other 
 
In figure 1.2, the identified knowledge gaps and related objectives are positioned according 
to that:  

 Gap A – Objective 1 – is dealt with in paper 1 
 Gap B – Objectives 1, 2, 3, 4, 5 – are dealt with in papers 1, 2, 3, 5 
 Gap C – Objective 6 – is dealt with in papers 4, 7 
 Gap D – Objectives 4, 5 – are dealt with in papers 4-5 

Thus, they are all connected in a direct or indirect way. 
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information 
security? 

Paper 1 

A - 1 
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practice on business 
continuity planning 

Paper 6 

D – 4, 5 
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2 Theoretical framework 
This chapter holds the theoretical framework that is used to analyze the results from the 
papers. There are two different sections with theories and models. 
 
The main premise in this thesis is about the “own and care” process for strategic 
information security, and how to improve it to achieve improved business value. The results 
from the papers are all concerned with this own and care process, either in a direct or 
indirect way, and contribute to its improvement with explanatory models, methodology and 
high-lighting challenges and problems that need to be addressed during the work in this 
process. The technology challenges in papers 4 and 7 can affect the own and care process 
negatively unless these are managed in a timely and adequate manner. However, if managed 
adequately these challenges can instead also contribute to create increased/improved 
business value by providing just “better tools” to work with, or also enabling improvements 
in work processes. A very simple own and care process can look like in figure 2.1, where 
input to the own and care leads to output (i.e. business value).  
 
 
 
 
 

Figure 2.1  Own and Care process 
 
In figure 2.2, additions to figure 2.1 have been made. The contribution from this thesis is 
added to the own and care process, where the contribution can help to ensure that there are 
adequate business continuity planning and information security policy frameworks, as well 
as education, practise and awareness programs. These “components” further need to be 
maintained continuously to not loose their value and actuality. This addition can provide the 
necessary “tools” and following understanding and attention needed regarding: what to do 
and why, when and how to do it, and how to be able to work more efficiently and skilfully 
in the own and care process. If the governing variables or factors influencing the work are 
favourable: for instance adequate willingness to take responsibility or put in effort, and 
enough budgetary means provided, this can then lead to an increase or improvement in the 
output. If the governing variables or factors are unfavourable, although the other things have 
occurred, the increase/improvement in the output (business value) can be from nothing and 
up depending how serious the work was impaired due the unfavourable influences. 
 
 
 
 
 
 
 
 
 
 
 

Figure 2.2 Thesis contribution to the Own and Care process 

Own and Care 
Input Output (business value) 

Improvement 

Own and Care 
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(business value) 
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Strategic information security needs structures, a strategy, policies and processes, goals, 
values and culture, defined roles/responsibility/authority/accountability etc. (Dhillon, 2007; 
von Solms and von Solms, 2004, Wylder, 2004). This is similar to other areas or topics in 
an organization, with the addition that strategic information security has recently been 
elevated to the strategic level by regulatory or legal directives in many countries. 
Establishing adequate processes ensures the compliance with regulatory bodies and 
organizational rules (both informal and formal i.e. policies). Dhillon (2007) means that 
creating these structures and processes are usually considered to be beyond the realm of 
traditional information security. In addition, he adds that this now starts to become more 
central for planning and organizing due to the new legal requirements. The background to 
the above is a response to the recent failures of corporate governance in organizations like 
for instance Enron and WorldCom. This invoked OECD (1999) to define corporate 
governance as the system by which business corporations are directed and controlled, and 
that the senior management and the board of directors have a clear responsibility to 
investigate and understand the possible implications of risks (due diligence) and also to take 
appropriate actions to handle the risks (due care). This has further led to for instance the 
Sarbanes-Oxley Act of 2002 in the USA and the Combined Code of Corporate Governance 
of 1999 in the UK. Thus, corporate governance includes the governance of everything in an 
organization where the OECD principles for corporate governance or country specific 
legislation/regulation regarding this matter apply. 
 
Another issue is that strategic information security is a recent area for management attention 
(with little accumulated specific research). According to Backhouse and Dhillon (1996) and 
Dhillon (2007) the area also requires an understanding of the underlying patterns of 
behaviour. Dhillon (2007) and von Solms and von Solms (2004) mean that strategic 
information security is complex regarding its management due to that it involves different 
perspectives respectively is a multi-dimensional discipline (involving corporate 
governance/organizational/policy/best practice/ethical/legal… etc. dimensions that can 
overlap, but must work together to create a secure environment). This complexity causes the 
topic to look unstructured, hard to understand and following manage.  

2.1 Different theoretical perspectives on value creation in IS 
Many years ago, researchers tried to justify investments in IT by showing that it added 
organizational performance (business value) solving the “productivity paradox”. Using for 
instance process- and variance theory, the research rendered mixed results, i.e. that IT 
investments did not always improve organizational performance (Kauffman and Weil, 
1989). In studies related to the relation between IT and organizational change, Galliers and 
Baets (1997), Markus and Benjamin (1997) and Sauer et al (1997) reject the earlier 
optimistic determinism on the transformational potential of IT. Further research by Hitt and 
Brynjolffson (1994) discusses that investments increase the output, but not necessarily 
business value in terms of return on assets or equity refuting the paradox. In a value creating 
perspective within IS, there are many different theories concerned with how to achieve 
different forms of business value from using IS/IT. Three of the most common theories 
found in literature are based on a resource-based perspective, IS/IT strategic alignment, and 
process theories. These are investigated further for their suitability as a theoretic foundation 
for the analysis.  
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Resourced-based theories look how IS resources (hardware and software) create an 
inimitable (preferably) and flexible addition to fit a firm’s needs and priorities, and drive the 
firm performance (Wernerfelt, 1984; Barney, 1991; Grant, 1991). Teece et al (1997) mean 
that firm specific resources that are difficult to imitate enables the firm to improve 
efficiency. Barney (1991) follows up with that if the resource is also valuable, rare and non-
substitutable it gives competitive advantage. Together with skilled human resources, 
relationships between IS and user departments and IS managerial knowledge, these are 
posited to be rent-yielding (Duncan, 1995; Ross et al, 1996; Ravichandran and 
Lertwongsatien, 2005). Further research streams look at the functional capabilities (Feeny 
and Willcocks, 1998) of the IS department or IS competence as sources of competitive 
advantage. In resource-based literature resource complementary is looked at from two 
perspectives: resources are considered complementary when the presence of one strengthens 
the value/effect of another one, or how resources are channelled and used (Ravichandran 
and Lertwongsatien, 2005). Thus, of interest is the relation between IS resources and IS 
capabilities, where resource picking and capability building is used to create economic rents 
in a more effective manner than the competitors (Wernerfelt, 1984; Makadok, 2001).  
 
IS/IT strategic alignment is about organizing an organization (by structural separation of 
the IS/IT function) so that IS/IT mirrors the management of an organization in that IS/IT is 
strategically, structurally, and managerially aligned with organizational strategy, structures, 
and management processes (Sauer et al, 1997; Henderson and Venkatraman, 1992). The 
outcome of the relationship is improved IT effectiveness and higher profitability (Porter, 
1987; Luftman, 1996; Levy et al, 2001; Cragg et al, 2002; Avison et al, 2004). Palmer and 
Markus (2000) as well as Sabherwal and Chan (2001) report inconsistent results for 
alignment during certain circumstances. Byrd et al (2006) do not contradict the previous, 
but show in their empirical study that improved firm performance is the outcome if the 
alignment is managed correctly. Thus, IS/IT strategic alignment aim to improve the business 
value in terms of the above mentioned IT effectiveness, higher profitability and firm 
performance. Hsiao and Ormerod (1998) also add competitive advantage. 
 
Process theories view different phenomena as input-output processes where the outcome 
(business value) is a discrete occurrence. Mohr (1982) and Markus and Robey (1988) mean 
that a process theory’s logic is built on that if: not X (necessary condition), then not Y 
(outcome). This can not be extended to “more X” or “more “Y” (whereas in for instance the 
related variance theory this is like: “if more X, then more Y”). Further, they mean that the 
outcomes may not occur during conditions needed if not a “recipe” unfolds (which involves 
external directional forces and probabilistic processes). Markus and Robey (1998) further 
point out that the time order when necessary conditions combine is crucial. Thus, 
“causation consists of necessary conditions occurring in a particular sequence in which 
change and random events plays a role” (Soh and Markus, 1995). Weill (1992a) means that 
investments in IT requires conversion effectiveness to become IT assets, where Markus and 
Soh (1993) mean that conversion effectiveness can not have a necessary and sufficient 
relationship between spending and improved organizational performance, since some 
investments are wasted. Beath et al (1994) further argue that high quality IT assets are 
necessary, but not sufficient for improvements. Grabowski and Lee (1993) bring up that 
strategic or appropriate fit is necessary to get IT impacts from IT. Well-designed IT can lead 
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to (or causes results in) appropriate IT use, which in turn can lead to improved 
organizational performance improvements. Tallon et al (2000) mean that in order to be able 
to assess payoff from IT at a process level, it is important to learn how IT affects critical 
business activities within a firm’s value system. These activities can be seen as a value 
chain (Porter, 1985), value networks or value shops (Stabell and Fjellstad, 1998).  

2.2 Theory selection for the “own and care” problem 
The own and care process for strategic information security, which I consider as a process, 
aims to deliver increased/improved business value. Soh and Markus (1995) move away 
from this productive approach and instead ask how, when and why benefits occur or not.  
This question is a good start to consider when traversing the different theories looking for 
appropriate support to analyze the problem on how the own and care process can be 
improved to deliver improved output. 
 
Melville et al (2004) and Ravichandran and Lertwongsatien (2005) among others mean that 
resource-based theories can be used to show business value in terms of firm performance 
created from investments in IT. Jarvenpää and Leidner (1998) and Melville et al (2004) 
mean that production function and process-oriented models like found in (Soh and Markus, 
1995) often are simple input-output models with managerial activities/choices and 
organizational structures, that lack the external environment of trading partners, industry 
characteristics, and socio-political conditions in their review of theories and models creating 
business value from IT. For instance Melville et al (2004) and Ravichandran and 
Lertwongsatien (2005) have developed own resource-based theories based on different 
theories in literature, which takes into account also the macro environment and the 
competitive environment. These theories developed and used by Melville et al (2004) and 
Ravichandran and Lertwongsatien (2005) are interesting and more complete in terms of also 
bringing in the macro environment, but is out of scope for the own and care process in this 
thesis since they require input parameters outside of the scope for this research. 
 
Looking at IS/IT strategic alignment, these theories do not match the own and care problem 
since the alignment looks at improvement of relations or finding synergies. However, 
strategic alignment theory is sometimes used as support in other theories like in Tallon et 
al’s (2000) process theory. 
 
Jarvenpää and Leidner (1998) and Melville et al (2004) stated above that process theories 
are often seen as simple input-output models with managerial activities/choices and 
organizational structures, and as the process model theory on a conceptual level looks 
similar with the own and care process this needs further investigation. After scanning 
through the most referenced process models, I decided to look deeper into the properties of 
the following three process theories (e.g. Soh and Markus (1995); Money et al (1996); 
Tallon et al (2000)). These are, even though they are all process theories, quite different due 
to their different theoretical foundations:  

 Money et al’s (1996) theory is based on a typology of processes and comprise that 
the organizational environment, competitive environment, and IT impact operational 
and managerial processes to create improved business value. They see three 
dimensions of IT business value: automational, informational and transformational. 
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 Tallon et al’s (2000) theory starts from the strategic intent for IT moving forward to a 
value chain realizing IT value and delivering firm performance. On the way to 
realizing IT value, this theory is mainly concerned with if the strategic intent for IT is 
focused or unfocused as that is considered as the main driver. Further, the theory also 
includes to what extent IT management practises can improve the level of IT 
business value. 

 Soh and Markus (1995) have reviewed three process models based on the work of a 
number of researchers and synthesized them into a theory for how IT creates business 
value, and can conceptually also integrate more views if wanted. Their theory is 
based on input-output, however sequential, looking at how/when/why IT expenditure 
is via a conversion process transformed into IT assets, leading to IT impacts and 
finally improved organizational performance due to IT investments. 

 
Money et al’s (1996) and Tallon et al’s (2000) theories do not focus on how the improve the 
management activities, focusing instead on other issued like how IT impact operational and 
managerial processes as well as if the strategic intent for IT is focused or not. Soh and 
Markus’ (1995) theory thus fits the problem best, and hence it is selected for the analysis 
regarding how to improve the own and care process. 

2.3 Theory selection for the ”technology challenges” problems 
There are challenges or problems that can affect the own and care process in an indirect 
way, like impact from non-authorized technology or future technology not managed 
proactively. These challenges or problems can have a large effect when taken up in an 
organization’s processes and on the security level, affecting for instance the information 
security policy and the business continuity planning. Thus, decisions on what technology to 
take into consideration and use, as well as what to leave out, need to be made. This requires 
awareness of, and orientation on, what are the status regarding a various number of matters 
that are part of or needed as input to those processes. Otherwise these processes can change 
into new processes where new tools are used, and without proper risk analysis and 
coordination they can introduce unmitigated security risks. The implications from new and 
changing technology is well-known in the management of IS/IT, where Sauer et al (1997) 
state that the management of IS/IT (or just IT as it was referred to then) was during the 
1970-80’s focused on technical activities but during the last recent years corporations have 
become more and more aware of the potential business value of IS/IT, and with a following 
increased interest to manage IS/IT. Sauer et al continue that since the mid 1980’s two 
particular approaches to managing IS/IT have become popular: IS/IT strategic planning and 
organizing to achieve strategic alignment. Within IS/IT strategic planning, the planning 
concerns to ensure that IS/IT plans match the strategic plans of an organization and is 
consistent with the priorities of the core activities and initiatives (Ward et al, 1990; Ward 
and Griffiths, 1996). The theories and models on management of IS/IT are well established 
and used, and fit well in this thesis to handle the indirect impact from technology 
challenges. As the challenges and problems are related to the alignment of IS/IT, the theory 
on strategic alignment is chosen in favour of strategic planning.  
 
The problems described in papers 4 (when users start to try to increase their actability) and 7 
(if an unprepared organization is hit by future technology that affects the organizational 
processes substantially), are alignment problems induced by technology. Comparing 
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different alignment models like Burn’s (1996) Lead-Lag model (that is concerned with 
dynamic alteration between IT leading change and IT catching up on change), and 
Henderson and Venkatraman’s (1992) alignment model (which focuses on the balance 
between strategic and functional integration) they do not address the problems in this thesis 
as well as Ciborra’s (1996) concept with drifting technology. Ciborra has developed four 
intriguing, somewhat radical, mind raising and well discussed concepts for how to handle 
alignment problems in organizations related to drifting technology, which thus are selected 
to analyze the results from papers 4 and 7. 

2.4 Dynamics in the value creation 
Looking at IS/IT strategic alignment, it aims to improve business value in terms of 
IT effectiveness, higher profitability, competitive advantage and firm performance. Process 
theory on the other hand intends to achieve improved business value in terms of product-
ivity increases, realized business value, or organizational performance improvements. IS/IT 
strategic alignment focuses on improving the relation between that IS/IT is on one hand 
strategically, structurally and managerially aligned with organizational strategy, structures 
and management processes on the other hand (Sauer et al, 1997; Henderson and 
Venkatraman, 1992).  The objective with strategic alignment is how to achieve synergy 
between strategy, organization, processes, technology and people (Hsaio and Ormerod, 
1998). Process theory looks at how, when and why benefits occur in processes (Soh and 
Markus, 1995). The two theories have business value improvement in common and partly 
the same aspects of it, but do it from different perspectives and partly overlap each other 
while doing it. Thus, there is a dynamic in between them, and in this case the challenges 
from current or future technology will negatively affect the own and care process if the 
alignment is impaired and keep supporting it if sustained. 

2.5 Process theory 
In the description of Soh and Markus’ (1995) process theory below, the order of the model 
descriptions is backwards working the way back from the business value to how it was 
achieved. Soh and Markus’s (1995) ultimate outcome in terms of business value from using 
this synthesized process model is “improved organizational performance”. In earlier 
empirical studies this has been measured by for instance financial indicators (Weill and 
Olson, 1989; Weill, 1992a; Harris and Katz, 1991; Markus and Soh, 1993), but Soh and 
Markus (1995) mean that the literature on organizational effectiveness shows that the 
definition of organizational performance varies depending on how organizations are viewed. 
For instance successful goal accomplishment (rational goal seeking entities), degree of 
satisfaction of employees or customers etc. (coalitions of power constituents), or ability to 
“garner scarce resources and productively turn them into valued outputs” (p36) (involved 
in bargaining relationships importing scarce resources turning them into valued outputs) are 
possible ways to measure it depending on view. Conceptually, more views can be 
integrated. In the analysis, the own and care process’ view on creating business value will 
be integrated. 
 
However, in process theory, favourable outcomes do not always occur and it can be shown 
what happened when improved organizational performance was achieved due to IT 
investments, but not necessarily when failing to do so. Figure 2.3 contains three process 
models, which are each described from right to left in the following sections. 
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Figure 2.3 How IT Creates Business Value: A Process Theory                                       
(after Soh and Markus, 1995) 

 
The competitive process 
Sambamurthy and Zmud (1994) contribute to the first necessary condition “IT impacts”, 
where an organization must have achieved a state where one or more of the following is 
true: 

1. IT has been incorporated into new products, services which renders a number of 
organizational performance outcomes like increased customer satisfaction etc. 

2. Redesigning business processes using IT into more efficient or effective ones, result-
ing in organizational outcomes as increased productivity, employee satisfaction etc. 

3. IT has enabled organizational decision makers to improve their understanding of 
resource markets, customers etc. resulting in improved sourcing of inputs and better 
product/service design etc. 

4. IT has enabled adaptive and flexible organizational structures (among own 
organizational members, partners, suppliers, customers) which potentially can give 
reduced lead times resulting in increased market share 

 
Soh and Markus (1995) mean that however essential the above impacts are, they can not be 
sufficient due to that factors outside of an organization’s control can result in failure to 
realize them. Further, also the business conditions outside of the organization needs to be 
favourable for the internal impacts to result in improved organizational performance. Many 
such conditions have been discussed by for instance Porter (1980), Choudbury (1988) and 
Clemons (1987). A comment to this is that impacts which lead to reduced costs (for 
example if an organization downsizes organizational members due to higher degree of 
automation in processes), one or more of the above can still be true while also achieving 
improved financial indicators. 
 
In conclusion, the recipe connecting necessary IT impacts with the uncertain outcome of 
organizational effectiveness also includes organizational competition where preplanning and 
using unplanned events can improve the outcomes (Soh and Markus, 1995). 
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The IT use process 
IT impacts are an uncertain outcome of a conversion process with own intermediate 
necessary, but not sufficient, conditions. A necessary condition for IT impacts (new 
products/services, redesigned processes, improved decision making, better 
coordination/flexibility etc.) is quality IT assets like applications portfolio (i.e. all use of 
IT), IT infrastructure (i.e. everything from hardware to software, services as well as 
expertise of IT personnel etc.) and user skills needed to use the applications and 
infrastructure (Weill, 1992b; Markus and Soh, 1993). Necessary quality IT assets are not 
sufficient for IT impacts to occur, and it also requires “appropriate use” according to for 
instance Lucas (1993) and McKeen and Smith (1993). Appropriate signifies that the 
relationship between IT assets and impacts is not necessary and sufficient. Some threshold 
level of IT use must be achieved before an impact can be observed, but however more usage 
does not necessarily lead to more or better impacts if it is “inappropriate” or ineffective 
(Soh and Markus, 1995). Sambamarthy and Zmud (1994) mean that the appropriate use can 
differ depending on what type of impact is wanted or achieved, for instance when designing 
and developing a new product or service compared to actually producing it. 
Using a view from social definitions and meaning of technology, Markus (1994) and 
Orlikowski and Gash (1994) suggest the value of re-conceptualizing IT use as a 
probabilistic process, that affects if and how IT assets turn into IT impacts rather than as an 
input variable in a necessary and sufficient relationship. 
 
The IT conversion process 
IT assets are results of IT expenditures, and all organizations are not able to equally 
successfully convert the investments with same efficiency (Weill, 1992a). Soh and Markus 
(1995) point out that for a given amount invested, different organizations can end up with a 
different width/depth in the applications portfolio, infrastructure and skills. Thus, IT 
expenditure is a necessary, but not sufficient, condition for IT assets. The IT conversion 
activities are the process which converts expenditures into assets, and here Soh and Markus 
(1995) define four important areas for the conversion effectiveness:  

1. Formulating IT strategy  
2. Selecting appropriate organizational structures to execute the IT strategy 
3. Selecting the right IT projects 
4. Managing IT projects effectively 

Much IS research has addressed each of these four areas. Although much has been learned 
about IT management, it is likely to stay error-prone and uncertain (Soh and Markus, 1995). 
The mentioned reasons are that IT management strategies are complex reactions to many 
circumstances and that IT policies are unlikely to be the only rational exercise in 
optimization as politics plays an important role in shaping the IT (Davenport, Eccles and 
Prusak, 1992). IT conversion activities also interact with each other, and sometimes 
reinforce or interfere, making it useful to consider IT management and conversion activities 
as a process in which IT expenditures are necessary, but not sufficient, condition for 
producing IT assets (Soh and Markus, 1995). 
 
Mohr (1982) and Soh and Markus (1995) suggest to use the following operators when 
analyzing using process theory: process theory and focal unit (what part of the process, i.e. 
IT assets/IT impacts/enhanced organizational performance and what part in the 
organization the focus it put on), outcome (IT assets/IT impact and business value), 
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necessary conditions (what necessary but not sufficient conditions are needed to facilitate 
the outcome i.e. expenditure, assets, impacts), probabilistic processes (competitive 
position/dynamics, individual indiscretion in complying with organizational directives, 
conversion ineffectiveness), recipe for outcomes (what is required or needed, affected by 
necessary conditions and probabilistic processes, combined in a sequence to produce the 
outcome) . These will be used to form the analytic grid for the analysis. The own and care 
process view on value creation is integrated into Soh and Markus’s (1995) process theory in 
the analysis. 

2.6 IS/IT Strategic alignment 
Strategic alignment is about how to achieve synergy between strategy, organization, 
processes, technology and people in order to sustain the quality of interdependence and thus 
achieve competitive advantage (Hsaio and Ormerod, 1998). Aligning business strategy with 
IS/IT strategy is problematic for organizations and is a key concern of senior management 
looking for improved business value. However, alignment can be a moderating variable 
between the usage and organizational performance (Chan et al, 1997). Alignment assists an 
organization by positioning the IT- and business strategies in a closer relation (Sauer et al, 
1997; Henderson and Venkatraman, 1992). The outcome of this relationship is improved IT 
effectiveness and higher profitability (Porter, 1987; Luftman, 1996; Levy et al, 2001; Cragg 
et al, 2002; Avison et al, 2004). In the research on alignment, there are three trajectories 
defined: the return on IT-investment, the way that IT can provide direction and flexibility to 
react on new opportunities, and the social dimension of information alignment.  
 
Alignment problems, or rather the lack of alignment, can render large consequences for the 
security level in an organization. This pertains both to that the information security policy is 
not longer a steering tool that guides the organization to conduct the business processes in a 
secure manner and to that processes can become changed in an unauthorized manner. 
Sources for alignment problems are for instance users starting to use unauthorized hardware 
or software in the business processes, or that new technology overruns the organization and 
its authorization processes. This indirectly also impacts the business continuity planning 
where there is a need to have the critical processes mapped out and run in a controlled way 
using authorized resources. 
 
Regarding alignment, Ciborra’s (1996, 1997) concept “drift” is selected as the starting point 
for the analysis as it finds the core of the problems pertaining to technology. Ciborra (1997) 
discusses on drifting technology due to problems in managing it, and calls the learning 
process where users and managers understand how to use technology in the work processes 
“drift”. Ciborra’s (1996 p8) statement captures the problem or challenge well:   

“By drifting, I mean a slight or significant shift in the role and function in 
concrete situations of usage, that the technology is called to play, compared to 
the planned predefined, and assigned objectives and requirement (irrespective 
of who plans or define them). Drifting can be looked at as the outcome of two 
intertwined processes. One is given by the openness of the technology, its 
plasticity in response to the reinventions carried out by the users and 
specialists, who gradually learn to discover and exploit features and 
potentialities of groupware. On the other hand, there is the sheer unfolding of 
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the actor’s ‘being in the workflow’ and the continuous stream of interventions, 
bricolage and improvisations that ‘color’ the entire system life cycle.” 
 

The management problems leading to drifting technology can as Ciborra (1996) means have 
a number of reasons, and as stated the users “…who gradually learn to discover and exploit 
features and potentialities…” (p8) affects a user’s actability, which extent and possibility to 
stretch (preferably in line with the existing informal- and formal rules of an organization) 
can be debated. 
 
Ciborra suggests four concepts for how to deal with drifting technology, and these are 
described below. Ciborra (2002) considers that firms today are too narrow in their 
perspective on managerial issues criticizing the management agenda of today’s business. 
Ciborra states that too much focus is on what can be controlled (heterogeneous resources) 
trying to control with a narrow management information system mindset, and not that IS/IT 
crosses organizational borders. Ciborra (1997) further means that this misalignment can be 
addressed by using “cultivation”, which is about destabilizing the current strategy and 
creating imbalance with the current technology. This creates a tension that will stimulate 
learning at the same time forcing users to give feedback on the technology used and how it 
affects their work situation. 
 
Ciborra (1998) further states that the phenomenon “technology drifting” can be confronted 
with doing either as management science suggests and “build an ideal world of “how things 
should be”” (p13) or try to operate the messy reality towards the idealized model and reflect 
upon what is observed. Ciborra (1998) argues that if sticking to the latter, phenomenon as 
“care” and “hospitality” can be encountered and used besides the “cultivation”. “Care” is 
about familiarity, intimacy and continuous commitment from an initial requirement analysis 
all the way until training of users. A particular form of care is “understanding”, and 
understanding for instance a system “means becoming so intimately familiar with it that it 
disappears from the cone of our alert attention, and becomes taken for granted, encapsulated 
into the routines of our daily absorbed coping…and so “aligned” with the execution of our 
daily tasks that they disappear and become part of the world” (p13). This offers according to 
Ciborra (1998) a new approach to understanding for instance strategic alignment. 
“Hospitality” is about when technology is in motion in organizations and is ambiguous. 
Acceptance needs to cope with the ambiguity, and then become hospitality. Ciborra (1998) 
also high-lights that hospitality is unstable and quickly can turn into hostility instead, but if 
used correctly together with caring (i.e. “care with hospitality”), absorbed coping, intimacy 
etc. can make technologies be integrated in the work flows and be understood. 
Further, Ciborra’s (1997, 1998) concepts cultivation, care, hospitality, and care with 
hospitality are used to form the analytic grid for the analysis. 
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3 Research Process 
Research should in general according to Yin (2003) be well planned using a research 
strategy to reach the research objectives. The objectives, purpose, research question (and 
propositions if any) is a start for the planning. The research plan is outlined with 
consideration to the limitations and resources available. This chapter outlines the research 
process in this thesis, where the research has been carried out with the aid of three 
approaches. The data collection and data analysis methods used in the approaches are 
described at the end of this chapter. 

3.1 The research process in this thesis 
Benbasat (1984) shows that a researcher’s goals together with the nature of the research 
topic influence the selection of a research strategy, meaning that certain types of approaches 
are more appropriate for certain type of problems and settings. Benbasat et al (1987) further 
add that the priori knowledge also can impact to a certain degree what approach to select 
and use. The problems, settings, and priori knowledge have differed between the research 
on the explanatory models and methodology, and the research on the challenges. This has 
affected the research process to span more approaches than perhaps is common in a doctoral 
thesis. The research process ending up with data collections and data analysis has been quite 
complex, which high-lights that strategic information security is rather complex regarding 
its management (Dhillon, 2007; von Solms and von Solms, 2004). Any discovered or 
known gaps in my skill set during the research process have been addressed by literature 
studies, doctoral courses, and discussions with senior researchers and members of senior 
management teams from different organizations. The cases mentioned in this chapter are 
further described in the following chapter Cases. 
 
What is the best way to gain knowledge? Hartman (1998) states that a quantitative research 
approach can be characterized by formulating one or more hypothesis which are tested in a 
well planned research process using a sample selection of a representative population. The 
collected data are later on analyzed with statistical techniques. Important in quantitative 
studies is that the result is possible to generalize to a larger population (Bryman, 1997), that 
the hypothesis is testable (Hartman, 1998) and the basic assumption in the analytical 
positivistic paradigm is the objective belief (Burrel and Morgan, 1979) of the world and that 
normative suggestions can be drawn from conclusions. On the other hand, a qualitative 
research approach can be used when a researcher wants to identify unknown phenomenon or 
aspects of a phenomenon in social environments. Thus, qualitative research study things in 
their natural settings, attempting to make sense of, or interpret phenomenon in terms of the 
meanings people bring to them (Denzin and Lincoln, 1994). Yin (2003) and Miles and 
Huberman (1994) suggest several strategies for research design in qualitative research.  
Hartman (1998) describes analytical induction and grounded theory as two different ways to 
plan the data collection and analysis. 
 
Bjereld et al (1999) argue that almost all quantitative research has some kind of qualitative 
measures as well as almost all qualitative research has some quantitative traces, whether the 
researcher wishes that or not. Thus, there is no sharp delimitation between them. Bjereld et 
al (1999) further argue that qualitative methods are in fact a joint name for a number of 
approaches whose common property is that they are not quantitative and that the researcher 
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is interested in what qualities or properties a phenomenon has. The understanding of these 
qualities and properties helps to understand the phenomenon. 
 
The research question in chapter 1 starts with “how to…” and as the research made in close 
co-operation with members from different organization dealt with for instance 
organizational processes and properties, relations between strategic steering instruments and 
also affecting the members of the organizations in their line of work, Yin (2003) suggests 
that research related to processes and relations points to a qualitative approach. Regarding 
Bjereld et al’s view on properties, a qualitative approach fits. Thus, with regards to the 
above indications, a qualitative approach was deemed the most suitable, enabling use of rich 
data as input and also fitting the research objectives. However, what is important is not what 
the name of the approach is (whether quantitative or qualitative), but that it appropriately 
supports the research toward achieving the objective. 
 
The sources of the findings in this thesis were based on action research efforts conducted in 
five cases (with two additional pre-studies) concerning strategic information security in 
organizations, literature studies discussing current challenges, as well as a survey pertaining 
to future challenges. The action research to develop and improve the explanatory models 
and methodology has consumed a lot of time during a number of years. During these five 
cases a number of common challenges and problems emerged, and some of these were used 
as input to the research questions for the literature studies conducted. Also a minor research 
effort regarding future challenges was made in a study using a survey. Thus, the description 
of the action research regarding the explanatory models and methodology has a greater 
weight in this chapter (and the next where the cases’ details are described) compared to the 
rest of the research. 

3.2 Action research approach 
An action research approach has been used for papers 1-3. Below, firstly action research 
methodology is described and why it was used. The evaluation model used in the action 
research (evaluating action phase) is described in the next section. 

3.2.1 The approach 
Action research has its fundament among social science researchers as Dewey5, Lewin6 and 
Tax7 starting somewhere around the 1930’s in the USA. Their methodologies spread to 
Europe where they were quickly adopted by social scientists during the latter part of the 
20th century. Reason and Bradbury (2001, p1) have defined action research as:  

”a participatory, democratic process concerned with developing practical 
knowing in the pursuit of worthwhile human purposes, grounded in a 
participatory worldview which we believe is emerging at this historical 
moment. It seeks to bring together action and reflection, theory and practice, in 
participation with others, in the pursuit of practical solutions to issues of 

                                                           
5 http://dewey.pragmatism.org/ 

6 http://www.infed.org/thinkers/et-lewin.htm 

7 http://archaeology.about.com/od/archaeologistst/g/taxs.htm 
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pressing concern to people, and more generally the flourishing of individual 
persons and their communities”. 

 
Further, Gummesson (2000) has characterized action research accordingly: 

1. Action researchers act in the studied situations 
2. That action research involves two goals;  

a. solving the problem (the role of the consultant); and  
b. making a contribution to knowledge (the role of the researcher) 

3. That action research requires interaction and cooperation between researchers and the 
client personnel 

4. That action research can include all types of data gathering methods  
 
According to Coughlan et al (2004), the action research approach consists of four phases: 
diagnosing, planning action, taking action, and evaluating action in relation to a certain 
context and with a specific purpose. Lindgren et al. (2004) mean that “diagnosing” refers to 
the joint (researcher and practitioner) identification of situated problems and their 
underlying causes. “Action planning” is the process of specifying the actions that can 
improve the problem situation. “Action taking” refers to the implementation of the 
intervention specified in the action planning phase. “Evaluating” entails the joint assessment 
of the intervention by practitioners and researchers. The evaluating action phase has also 
during the research included reflection or learning, which is sometimes seen as a separate 
phase in action research by others (Davison et al, 2004), where reflection upon the activities 
and outcomes achieved so far is made to decide if there is a need to further iterate the 
research or if the results allow to exit the action research loop.  
 
During five cases, action research was conducted to develop and improve explanatory 
models and methodology that could be used both within the organization but also for public 
use later on. The research design in the cases was based on action research. The choice of 
action research was due to that I as a researcher participated in the cases and was part of 
cases where changes to both the organizations as well as on an individual level were 
introduced and implemented. Further, an action research approach was suitable for 
development of explanatory models and methodology intended to achieve change due to its 
reflective and iterative nature. The intended outcome from using the explanatory models 
and/or methodology in the case organizations was initially learning, but later the new 
knowledge was also intended for achieving permanent change. Braa and Vidgren (1999) 
have in their framework for in-context information system research related prediction, 
change, and understanding regarding choice of research approach. They state that when 
change in combination with understanding is sought for, an action research approach is 
suitable, see figure 3.1. Otherwise within IS research, common research approaches are for 
instance case study and interpretive study. A case study can be seen as taking a snap-shot of 
a changing reality focusing on contemporary events (Yin, 1994), whereas action research 
follows and participates in the change. Interpretative study can be seen as interpreting 
subjective views or notions of reality that can not be replicated by others (Walsham, 2009) 
whereas action research has a developing characteristic aiming to create change. 
 
Thus, to use another approach whether quantitative or qualitative to carry out the research 
would have been very hard. The explanatory models and/or methodology were used during 
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the cases for understanding purposes, and to help create permanent change. This relates well 
to Braa and Vidgren’s “action case” in figure 3.1. Further, I was part of the action (not just 
following or observing), interacted and cooperated with the client personnel to solve 
problems and make a contribution to knowledge. In particular the “being part of the action”, 
“interacting” and “cooperating” pointed to action research as the most suitable research. 
 
 

 

 

 

 

 

 

       
Figure 3.1  Framework for selecting research approach (Braa and Vidgren, 1999) 

 
In this action research approach, I acted as an expert or consultant mainly in the role of case 
leader being responsible for the cases that also have involved client personnel at the 
participating organizations. Johannisson et al (2008) warn that in the interaction with the 
organization studied, and in the conclusions the researcher makes, the influence of the 
researcher (deliberate or not) on the system studied must be considered. This issue is further 
discussed below in the criticism on qualitative methodology. 
 
Relevant literature was used during the all action research phases. Literature regarding 
strategic management, business planning, organization, information security policy, 
business continuity planning, and education/practice/awareness were used. Further, the 
cases also required studies of recommendations from the Swedish Finance Inspection and 
the Swedish Civil Contingencies Agency (new name after a merger during 2009), laws and 
regulations pertaining the industry in question, the standards ISO 27001/2 and its Swedish 
correspondence “BITS”. The literature had largest impact during the diagnosing and 
evaluation phases of the action research to first help to set the scene and secondly when 
reflecting to find improvement possibilities as well as learning. During the planning and 
taking action phases, literature more tightly related to the case topic was used in 
combination with recommendations, standards, and legal and regulatory texts. In between 
the cases, reading up on the latest development within security policy and business 
continuity planning also inspired and gave input for new ideas to try in the following case. 
 
The people involved in the action research was in each case from start appointed by the 
management of the respective organization, but during the cases additional organizational 
members entered the cases based on that their skills and competences were needed. If 
additional skills or competences were needed during a case, the case leader brought up that 
issue on a steering groups meeting and then needed resources were appointed. 
To address the participatory democratic process during the action research, meetings were 
scheduled on a regular basis both with the case team and the steering group of the 
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intervention 
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organization hosting the case. The purpose of the meetings was to keep up with progress, 
discuss problems, influence and make sure the case was under control. The team meetings 
(with case owner and team members) were scheduled on a weekly- or biweekly basis 
whereas the steering group meetings (with case owner, senior management members, and 
specialists present if needed) were on a monthly basis. Further, a lot of meetings with 
process owners, IT managers and system owners were conducted to understand, analyze and 
map out critical processes, resources needed in the critical processes, risks, business impact, 
risk mitigation recommendations, as well as to-do-lists for the future. During the meetings, 
the participants were part of the decision process and analyses, able to influence, give 
advice and bring up new matters to consider etc. Value was added on a regular basis during 
these meetings as the action research progressed.  
 
Knowledge and interest in the topics dealt with increased and spread within the 
organizations more and more during the cases. The explanatory models and methodology 
that were used for modelling and planning purposes regarding security policy- and business 
continuity planning frameworks, helped to increase the interest. The outcomes from the 
action research in the cases were depending on type of case: materials for 
education/practice/awareness (where the explanatory models and/or methodology were 
included), IT- or information security policies with additional maintenance framework (i.e. 
plan, organization, and process) that were accredited by senior managements and then 
implemented in the organizations, or business continuity planning frameworks with 
business continuity plan and corresponding maintenance process that were accredited and 
implemented. In one of the cases, a subset of business continuity planning, i.e. incident 
response and disaster recovery planning, was implemented for part of the organization and 
integrated into its business continuity planning framework. Thus, learning and permanent 
change were achieved as a result of the cases.  
 
As there was an opportunity to formally evaluate the explanatory models and methodology 
after the end of the last case, a suitable model was needed to plan and prepare for the 
evaluation. Purpose and objective were also needed to start the planning process.  
 
In between the cases, the models and methodology were used while discussing matters of 
strategic information security with private- and public organizations, to both interest them to 
do new cases as well as to try the models and methodology and learn more on how they met 
the set design criteria. 

3.2.3 Criticism, reliability and validity 
There are quite a few critics towards the use of qualitative methodology and especially from 
those who favours quantitative methodology. Usually, criticized is for instance verification, 
research bias and reliability. It is thus important to be able to verify the results and replicate 
them. Further very important is to describe the research process thoroughly, and this causes 
critique if not well accomplished with all relevant parameters described (Avison et al, 1999) 
achieving scientific rigor (Baskerville and Wood-Harper, 1996). It is also important to select 
the research method in the light of the objective with the research. Working with people in 
real situations and where there are many parameters and influencing factors that can be hard 
to control in certain environments, can cause problems to always be able to verify results as 
well as to replicate them. In some environments and settings it can be hard to find similar 
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cases (where to gain more empiric data) or possibilities to test/verify the results, for instance 
if the cases are industrial or the case allotment is decided by evaluation. 
 
To minimize research bias, I maintained a professional attitude and kept to the research 
approach and methods with the research objective in mind during the cases. This was 
considered constantly during the cases, deemed as even more important as I was lone 
researcher. 
 
Criticism towards that action research is an act of consulting is common, but Baskerville 
and Pries-Heje (1999) propose five ways to differentiate: motivation (researcher is 
motivated by scientific prospects), commitment (researcher makes commitment to both 
science and client), approach (collaboration is essential), foundation for recommendations 
(researcher uses theoretical framework), and essence of organizational understanding 
(researcher uses iterative experimental changes). 
 
Elliot (1991) states that good action research involves triangulation of data from case 
studies, which means a general method to bring together different clues into a relation with 
each other so that they can be compared and contrasted. Dick (1996) argues further on the 
same track that multiple sources of information can increase the confidence in data and 
interpretations, and if there are multiple ways to interpret using multiple cycles with 
different methods, participants and preferably also different studies with similar topics, the 
ideas can be challenged, literature used to confirm or disconfirm evidence, and regard 
changes as tests for assumptions and plans that led to the result. 
 
Reliability in quantitative research can be proven for instance using statistics, but it is harder 
in qualitative research. Reliability is supported by having results that are stable, possible to 
replicate, or be repeated by other researchers (Pervin, 1989; Creswell, 2003), and Jenkins 
(1985) adds research with potential to be repeated with the same findings. As mentioned 
earlier, the research approach is important and need to be acceptable and proven in other 
situations.  
 
Reliability was upheld by reaching stable research results using evaluation, and the results 
(explanatory models and methodology) were gained via iterative reflection/learning and 
improved via replication of cases. If needed, it is possible to redo the research in the same or 
in new case organizations (as well as redo the final formal evaluation in the same or a new 
organization) to corroborate the findings. The research process was described thoroughly, 
which gives a good insight into how the research has been conducted and what sources of 
data that have been used. In the action research cases the explanatory models and 
methodology were used to achieve permanent change, in trainings and/or as input to senior 
management discussions on strategic information security matters. After the last case, the 
explanatory models and methodology have been further used in more cases and situations 
(regarding development of whole security programs, security policy and business continuity 
matters), where they have been further orally evaluated with approximately the same 
outcome as in the formal evaluation after the last case.  
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According to Reason and Rowan (1981 p299) validity “…implies an authentic 
representation of reality” and answers the question “does it look right?” To address validity, 
Reason and Rowan (1981) have proposed the following five processes to increase validity: 

 maintain a high-qualitative awareness 
 be more than one researcher 
 use a systematic and cyclic process 
 use different methods and employ different perspectives and also use multiple 

sources to triangulate the evidence 
 replicate the research if possible 

Elliot (1991) and Dick (1996) meet in the methodology description above, as Reason and 
Rowan gather the different processes striving to increase the validity. 
 
Validity was maintained by having high-quality awareness, using a systematic and cyclic 
process, and partly using different perspectives. Further, multiple sources of information 
and results from one case as input to the next (replication of research and research results, 
which is called “multiple iterations of action research” by Kock et al., 1998) was used.  
I was alone as researcher, and to compensate for that sequential replication of research and 
research results was conducted. Further on different perspectives and multiple sources, case 
replication between different sites/organizations, industries, sectors and security topics 
(where new knowledge and improved explanatory models and/or methodology were used in 
the following case) was used. That also showed that the explanatory models and 
methodology were transferable. Further, a formal evaluation was conducted after the last 
case to find out if the explanatory models and methodology were stable and met the design 
criteria. 
 
After the cases ended, no repeated annual evaluation of the explanatory models and 
methodology in the case organizations has been conducted. It would have been interesting 
to do especially after “security incidents”, but this is usually kept confidential and evaluated 
internally according to the frameworks set up. Further regarding evaluation, no reference 
points were measured in the case organizations prior the action research. Although, the 
senior managements regarded the current state prior the case as “not good enough” in terms 
of being able to prevent, manage and mitigate incidents in a structured and controlled 
manner. More evident in the business continuity cases were a change from an 
“event/scenario” oriented model with checklists, to a process oriented model with a plan 
supporting general problem mitigation. Thus, rigorous measurement of whether the 
explanatory models or methodology have made a difference has not been made, but they 
have led to permanent change in the case organizations. 

3.3 Evaluation model used after the action research 
Evaluation is a process used in many areas that intends to find out the quality, significance 
and value of something based on a systematic and planned study where both strong and 
weak features/properties should emerge, as well as perhaps also possibilities for further 
improvements. In the past, most of the evaluations were made in quantitative terms and 
others than the evaluators were to put value to the findings (Guba and Lincoln, 1989). 
Karlsson (1999) suggests three different evaluation models; objective and result, process, 
and interactive. The first model was mainly used in the past (1950-60’s). The process model 
became more used during the 1970’s and the intention was to make a qualitative assessment 
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of the matter of concern and how the results had been achieved. The interactive model 
evolved during the 1980-90’s looking for participation among those influenced by the 
evaluation to increase the relevance of evaluation questions and results. Karlsson (1999) 
further states that evaluations can be used in many ways: instrumental, as guidance for 
choices etc., but the evaluation also needs to look for the full picture (i.e. wholeness and 
relations) and make sure that different interests are cared for in a balanced manner (Lundahl 
and Öquist, 2002). It is also necessary to decide why and when to carry out an evaluation, as 
formative or summative (Karlsson, 1999; Benyon et al, 2005). A formative evaluation can 
be used with the intention to change or improve something whereas a summative can be 
used to evaluate the impact of the evaluand8, whether the objectives were met or a broader 
array of outcomes occurred (Stufflebeam, 2001). Córdoba and Robson (2003) urge that the 
evaluators need to understand how the matters of concern evaluated are related to each 
other, and that this is influenced by the contextual setting. This implicates that the 
evaluators need to be knowledgeable within the area and also understand the environment 
and context where the evaluation is made. 
 
After the end of the last action research case, a formal evaluation targeting how the 
explanatory models and methodology met the design criteria was conducted. Thus, there 
was a need for model that could be used for such a summative evaluation. No suitable 
evaluation model within the information security field to evaluate explanatory models and 
methodology could be found. Backhouse and Dhillon (2001) have surveyed different 
evaluation models within information security, and found that these mainly are used to 
evaluate security levels in information systems, database access control mechanisms, 
operational security and security management. A search in the related fields IS and business 
management was made. Within the IS field, no suitable model was found. The models from 
the business management field can be found in the following sub section. 

3.3.1 Evaluation models from the business management field 
Within the business management field, there are numerous works on evaluation of for 
instance strategic programs and selection of strategic alternatives to help decision makers. 
Vedung (1998) has made taxonomy on evaluation models for the public sector, pointing out 
three main categories:  substantive, economical, and institutional models. The substantive 
models cover evaluation of objectives, results, whole systems, user expectations and needs, 
and wishes of stakeholders. The economical and institutional models cover topics that are 
out of scope for this thesis. As the purpose of the evaluation was to evaluate how the 
explanatory models and methodology met the design criteria, i.e. evaluating the fulfilment 
of objectives, a substantive model was needed (Vedung, 1998). 
 
Stufflebeam (2001) has identified and assessed twenty-one models to evaluate programs, 
and also assessed which specific methods to be appropriate to use for each of the models. 
The traditional cost-benefit is among the models, but here is also found for instance case 
study and mixed-methods study. He affirms that for both the case study and mixed-methods 
study models, the following methods are appropriate to use: key informants, interviews, 

                                                           
8 Evaluand - something that an evaluation investigates the significance, value, quality etc. of in a 
systematic manner 
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questionnaires, rating scales and logic models. The mixed-methods study model allows for 
mixing both quantitative and qualitative methods (which was a result from a long debate on 
whether evaluations should use quantitative or qualitative methods). However, the 
evaluation methods chosen should be appropriate for the intention, and the evaluator should 
preferably use a multiple of methods. Guba and Lincoln (1981), Lincoln and Guba (1985), 
Kidder and Fine (1987), Miron (1998), Patton (1990) and others have described the mixed-
methods study model in depth. Using both quantitative and qualitative methods in 
combination assures depth, scope and dependability of the findings, and the quantitative 
methods gives standardized, replicable findings whereas qualitative methods brings the 
findings to life, makes them clear, persuasive and interesting (Stufflebeam, 2001). This 
enhances validity, reliability and usefulness of the findings (Stufflebeam, 2001). 
Stufflebeam (2001) states that the approach has strengths like common sense appeal, widely 
known and applied, employs the technology of testing, stresses on validity and reliability, 
and triangulates findings from multiple sources etc. He further discusses that the model has 
weaknesses/limitations such as that a researcher can employ many methods because it is the 
thing to do, rather than because they are needed. Further mentioned is also that the 
researcher inappropriately/counter-productively mix positivistic and postmodern paradigms. 
As this model or not fully assess a program’s value, it is classified as a quasi-evaluation 
model. The mixed methods study model is suitable for both formative and summative 
evaluations as well as intra-case and cross-case evaluations.  

3.3.2 Selection of evaluation models 
Looking at the traditional cost-benefit model and other models for evaluation of strategic 
programs as well as other programs, it was decided to use the mixed-methods study model 
(Stufflebeam, 2001). This was due to that the model supported the evaluation of the 
explanatory models and methodology meeting the design criteria after the last case. The 
other evaluation models did not support the objective as well, and some of them also 
required a vast amount of resources and time to complete, which were not available.  
The formal evaluation after the last case intended to deem if the explanatory models and 
methodology: met the design criteria, were stable and ready to be used in a broader context. 
Thus, a way to evaluate them was needed. With the objective in focus, the mixed-methods 
study model with both quantitative (rating scales) and qualitative (standardized semi-
structured interviews) methods were decided to be used to get as much feedback on the 
models as possible, without overdoing it method wise (Stufflebeam, 2001). 

3.4 Approach used for literature studies 
The literature studies in papers 4-6 were initiated by interviews conducted in the action 
research previously described. During the action research, non-standardized unstructured 
interviews with 2-3 key informants in each case (utilizing a total of five cases in sequence 
over a time period of about five years) were conducted. This resulted in the identification of 
some common current challenges that were deemed too interesting to not study further. 

3.4.1 Approach 
Egger et al (2003) state that inclusion of an unbiased sample of relevant studies is central to 
the validity of systematic reviews and meta-studies. In addition, they point out that time-
consuming and costly literature searches in all relevant languages are normally 
recommended to prevent reporting biases. However, they also confirm in their study that 
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systematic searches using the English language will often produce results that are close to 
those reviews based on searches that are free of language restrictions. When planning for a 
review, recommended is to consider the type of literature search and degree of 
comprehensiveness appropriate for the review in questions, taking into account budget and 
time constraints. 
 
The common current challenges were used as starting points for preparations of literature 
searches including definition of search strings and concepts to look for. The reason for 
doing the literature studies was that the challenges found were deemed of high interest and 
by firstly investigating if they were relevant compared with existing literature, a second 
conceptual step could be added completing the studies. The decision of approach for the 
studies was made due to learning more about the particular topics, to problematize, and also 
to review what relevant literature that existed. 
 
To use another approach than literature studies to reach the objectives would have been 
hard. This is due to that the studies were separate from the cases where the input came from 
(i.e. the interviews) and that two of the objectives were to learn more on the topic and to 
review what relevant literature that existed. 
 
For paper 4, a brief literature study created the questions using input from two of the action 
research cases pertaining to the same topic. This initiated an approach of combining a 
conceptual literature study9 with additional semi-structured interviews. This increased the 
validity of the research, aligning the research methodology to the concept of theoretical 
validity10 and interpretative validity11 (Maxwell, 2002). This type of validity is concerned 
with the theories or concepts which are used to explain the meanings of action that are 
explicitly related to studied phenomenon. Very important is that the chosen theories are 
presumed to reveal a true picture of the contextual conditions that is subject for an inquiry. 
By combining these two concepts of validity it was possible to create meaning of the 
phenomenon under study.   
 
For papers 5 and 6, brief literature studies created questions for non standardized 
unstructured interviews from three of the action research cases (concerned with the same 
topic) which then initiated conceptual literature studies12. This increased the theoretical 
validity as well as the interpretative validity of the studies (Maxwell, 2002).  
 

                                                           
9 Searched for papers, journals and books via databases and the Internet using only the English and 
Swedish languages due to budget restrictions 

10 Theoretical validity refers to the explanation of the phenomenon studied and not only a 
description of the facts or an interpretation of the underlying meaning. 

11 Interpretative validity is a meaning-oriented concept that accounts for abstractions that are 
employed by informants rather than theoretical abstractions. 

12 Same as above. 
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The conclusions from the studies pertaining to security controls and crisis management are 
fairly general and could be used by almost any organization where this matter is of 
importance. Being literature studies, the results are conceptual and thus adaptable to specific 
needs and requirements that can be posed. 

3.5 Approach with survey 
Paper 7 was based on a survey during the European integrated project wearIT@work13, 
which had the objective to confirm software and hardware requirements on security and to 
prioritize them. The results from the survey was used to find out what aspects of security for 
wearable computing14 that were of special interest as future challenges.  

3.5.1 Approach 
A survey is according to Fink and Kosecoff (1985) an approach to collect information from 
people about their ideas, feelings, plans, beliefs, and social, educational, and financial 
background. Buckingham and Saunders (2004) further add that a survey tries to discover 
facts about a population. Important is that the survey is extensive enough to be 
representative for the studied phenomenon at a decided point of time and is fully empirical 
(Denscombe, 2000). In a survey it is possible to use different methods like questionnaires, 
interviews or written sources (Denscombe, 2000). Fink and Kosecoff (1985) state that 
surveys are most appropriate when information comes directly from people, while other 
approaches are more efficient when getting data from other sources. As there are different 
methods to use in surveys, the choice depends on cost, response time, and response rate 
looked for – and it is important to select the appropriate one (Cobanoglu et al, 2001; 
Dillman, 1978). According to Dillman (1999) the most significant advances in surveys was 
the introduction of random sampling in the 1940s and using the telephone in the 1970s. 
Cobanoglu et al (2001) posit that researchers today are witnessing similar advances in the 
field of survey through the introduction of surveys based on technologies like the Internet, 
voice recognition systems, electronic fax surveys, and start of using combinations of these 
methods. Not much research has been focusing on approaches for surveys based on 
technologies because they have only been introduced during the last decade. 
 
The strengths of surveys are for instance that it is an efficient way to collect information 
from large numbers of respondents and the flexibility on what information that is to be 
collected. If well designed, as being standardized, they can be relatively free from several 
types of errors, easy to distribute, and economical since money is only spent on what is in 
focus (Groves, 1989; Ornstein, 1998). Cowton (1998) brings up that common criticisms of 
existing questionnaire surveys include poor questionnaire design, use of convenience rather 
than random samples, low response rates and a failure to address the issue of non-response 
bias (Randall and Gibson, 1990; Dillman, 1978), and the use of poor scenarios (Weber, 

                                                           
13 The wearIT@work project was concerned with cutting edge research and development within the 
wearable computing field, and more information can be found at http://www.wearitatwork.com 

14 Wearable computing can be described as computers, sensors and other devices linked together in 
a body area network which is integrated into the clothing or equipment used by the wearer (i.e. the 
user).  



 37 

1992). If using multiple survey methods (mixed-mode surveys) for the same population to 
increase the response rates, measurement differences is the major problem doing that (de 
Leeuw, 1992; Dillman, 1999). This problem can “be minimized by applying an unimodal 
design which focuses on writing and presenting questions in a way that assures receipt by 
respondents of a common mental stimulus” (Cobanoglu et al, 2001 p405-406). Cash, 
coupons or non-cash incentives can be used to increase the response rate, and are mainly 
used in mailed surveys, but using Internet provides new opportunities in this area to 
distribute various types of incentives. 
 
The choice of survey as the approach in this study was due to that there was a need to 
collect information from respondents in the wearIT@work project about their ideas on how 
to prioritize the security requirements. As the respondents were located all over Europe, use 
of other approaches would have been inefficient. However using interviews as data 
collection method instead of a questionnaire could have been possible, and this is discussed 
in the next section on data collection methods (see questionnaire). The design of the 
questionnaire was straight forward as it was a matter of prioritization, and with no “yes” or 
“no” questions leading to different paths of further questions. No incentives were used to 
get the answers back, but a few reminders were however needed. 
 
Following the survey, as the data had been analyzed and summarized into a report, it was 
reviewed by all key respondents as well as about 15 more members from the wearIT@-
work project. Used with a different categorization of the requirements in two wearIT@work 
project deliverables15, the findings were also later reviewed by the EC reviewers. 
 
The survey covered only one project which makes it harder to generalize from the study’s 
conclusions, but as the survey covered four User Centred Design (UCD) teams working on 
pilots in four different contexts, the conclusions are transferable between different contexts 
(i.e. external validity16). Since the wearIT@work project was during the years 2004-2009 
the largest research and development project in its field17, it can be seen as a unique or 
revelatory project (Yin, 2003) both in terms of size/volume and that there were no and has 
not been any similar projects according to the “business intelligence” gathered by the 
project.  

3.6 Data collection methods 
Data can come from many sources of evidence. Yin (2003) proposes for instance texts or 
documentation, archives, interviews, observations (direct and participant), and physical 
artefacts as sources. To collect the data, data collection needs to be planned and data 

                                                           
15 wearIT@work project deliverables D29 and D48. 

16 External validity is defined by Miles and Huberman (1994) as concerning if a study’s conclusions 
are transferable to other contexts and how far they  be generalized. 

17 The wearIT@work had a project budget of approximately 23.7 million Euros and had about 40 
partners participating, whereof many of the IT industry’s largest corporations and research groups 
from a number of well known universities. 
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collection methods selected. The data collection methods interviews and questionnaires 
described below were used in the cases. 

3.6.1 Interviews 
Interviewing is a method to collect data that can be used in many situations and for instance 
in evaluations to get feedback from informants. There are different types of interviews 
depending on the objective with the interview and what kind of answers that is sought for.  
 
Examples of formalized interview types are listed below (Hartman, 1998; Bell, 1993; 
Fontana and Frey, 1994). The degree of standardization depends on how much the order and 
character of the interview questions can be influenced: 

 structured 
 semi-structured 
 unstructured 
 standardized 
 non standardized 

 
The objective of the interview should be reflected in the degree of standardization and also 
how much the informants can influence what way to answer. A standardized and structured 
interview gives the informant a number a questions with a number of alternative answers to 
choose among and the interviewer decides the order of the questions, whereas a non 
standardized unstructured interview have questions that are not completed as the interview 
starts and the informant have influence on what is discussed during the interview allowing 
for the informant to share what he or she thinks is important (Hartman, 1998; Bell, 1993). 
 
To use interviews as a data collection method during evaluations has some advantages in 
that one can interview all parts of the population available (Hörte, 1982), and the possibility 
to in a flexible way follow an interesting thread of questions and answers with more follow-
up questions (Bell, 1993). 
 
Bias in the data collected  can be a problem, but being aware when composing the 
questions, avoiding to pose leading questions, and having more than one interviewer can 
minimize the problems (Bell, 1993). Both Bell (1993) and Hörte (1982) bring up that the 
interviewer’s capabilities and skills to do interviews in combination with training before the 
interviews, behaviour during the interview, and interview settings  also affect the results and 
quality of the answers from the informants. 
 
Interviews can be conducted in different ways, for instance face-to-face or via telephone 
(Fontana and Frey, 1994; Brace, 2004). If the interviews are long or will hold lots of 
information, combining both written notes and a tape recorder will make it easier to verify 
answers if there are any questions that arise afterwards (Bell, 1993). 
 
In the literature studies (papers 4, 5, and 6) face to face interviews were used to learn more 
on the problem situations and to validate the findings from the literature searches. For paper 
4, semi-structured interviews were used to interview eight informants on actability matters. 
For papers 5 and 6, non standardized unstructured interviews with key informants were used 
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find problems/challenges that later initiated the conceptual literature studies. Questionnaires 
could have been used instead of interviews for parts of the questions, but would not have 
given the same possibility to follow up on interesting threads and pose new questions that 
emerged during the interviews. 
 
Non standardized unstructured interviews with open questions were used during the 
evaluation phases of the action research cases. The objective with these interviews was to 
get feedback with as rich answers as possible on the action and its results. Also intended 
was to get feedback on the explanatory models and/or methodology’s explanatory ability, if 
there was anything missing or something that was not needed, the organizational fit, and 
how the design criteria was met. Only key informants were used, selected due to their 
knowledge on the needs of the organization and the topic. Further, they had also participated 
in the action and thus been “exposed” to the action and its results, as well as to the 
explanatory models and/or methodology.  
 
After the last action research case, a formal evaluation of the explanatory models and 
methodology was conducted. It was possible to make interviews in the last case 
organization. Access was granted by the organization to eight key informants out of about 
the forty that had been “exposed” to the models at least two-three times including the 
versions used during the training/education/awareness building in the end. Thus, the size of 
the sample was quite small, eight out of forty in an organization with about a hundred and 
forty employees. The size of the sample made the evaluation more sensitive to extreme 
values or feedback, and this issue is further discussed in the next chapter. However, Miles 
and Huberman (1994) stated that qualitative researchers usually work with small samples of 
people, and that the samples are purposive, rather than random. Thus, the outcome of the 
evaluation using a larger sample could have been the same, but the impact from extreme 
values and feedback smaller. Standardized semi-structured interviews using quantitative 
rating scales with possibility to comment, combined with qualitative open questions to get 
as much feedback as possible on meeting the design criteria, were used. The reason for the 
decision was also to get an understanding (i.e. not an absolute, full and true picture) of 
whether the explanatory models and methodology were stable or needed further 
improvements. The use of rating scales (i.e. nominal scales) converting qualitative data into 
quantitative was not an optimal way to get an absolute, full and true picture. However, as an 
understanding was sought for, these in combination with qualitative open questions were 
used. Thus, the ratings together with feedback from the qualitative open questions, and the 
fact that permanent change occurred as a result of the cases made triangulation possible. 
Using other data collection methods like questionnaires would have been possible, but 
would not have given the same richness in the answers and not provided the opportunity for 
the interviewer to follow up on interesting topics. 
 
Bias from the interviewer was minimized by keeping a professional attitude with questions 
leading towards the objective, avoiding using leading questions. However, there is 
sometimes a fine line between what is leading and not when following up on interesting 
threads and detail. The answers from the interviews were written on paper and checked with 
the interviewees after the interviews to corroborate the answers. There were also 
possibilities for further follow ups after the interviews when needed. 
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3.6.2 Questionnaire 
Questionnaires can be used as a data collection method in cases where there is a need for 
input from many respondents. In a questionnaire both the questions and the answers are 
predefined and the respondents can select one of the answer options in a fixed schedule 
(Brace, 2004). Thus the flexibility is low, unless the questionnaire is designed in a way 
adding additional questions at the end depending on the prior answers. Questionnaires can 
be used to get answers to a wide array of questions as well as attitudes towards different 
matters. To do this, the questionnaire needs to not only collect the data, but also do it in the 
most accurate way possible (Brace, 2004; Dillman, 1978; Buckingham and Saunders, 2004).  
 
To create a good questionnaire, the following requirements are usually needed according to 
Brace (2004): the research objective, how the data is to be used, all relevant questions listed, 
that all questions serve a purpose, and that response codes are used. Trost (1994) states that 
the purpose of questionnaires can be to find quick facts and patterns within a particular area 
and that questionnaires also can be a tool to get input to interviews or complementing 
interviews. Hörte (1982) means that compared to interviews, questionnaires are cheaper per 
respondent and easier to send out to large geographic areas and large amounts of 
respondents, and a questionnaire has the possibility to maintain the respondents anonymous 
so that they express their true attitudes and opinions. Further, a questionnaire also allows the 
respondents to consider the answers (and take time if needed), compared to during an 
interview where this is not possible to the same extent. Interviewer affecting the 
respondent’s answers can be prevented by use of a questionnaire (Hörte, 1982). 
 
There are three obvious ways to collect data: interviewer-administered, self-completed, and 
interviewer-supervised self-completed questionnaires. Possible ways to conduct these are 
for instance via telephone, fax, face-to-face, paper-based, web-based, computer assisted 
personal interviewing (CAPI) etc., all with their respective strengths and weaknesses 
(Brace, 2004). As all questions are asked the same way, it could be argued that instead using 
a vocabulary tailored for the respondents as well as to their knowledge on the topic could 
lead to optimal answers. However, for instance in large surveys using questionnaires, this is 
not possible due to the handling and interpretation of data without a standardized question 
format (Brace, 2004). 
 
Problems related with questionnaires are for instance poor design of questionnaires, its 
questions and their order (Brace, 2004; Dillman, 1978), low response rates, use of 
convenience rather than random samples (Cowton, 1998), a failure to address the issue of 
non-response bias (Randall and Gibson, 1990), and the use of poor scenarios (Weber, 1992). 
Sampling errors are a common problem. Sampling errors are possible to avoid by increasing 
the sample (however also increasing the cost). To address non-sampling errors, extra care is 
needed regarding coding and data entry processes (Brace, 2004). 
 
A questionnaire in the form of an electronic Microsoft Word-document sent via e-mail for 
self-completion was used as data collection method in the survey made during the 
wearIT@work project (paper 7). Interviews over the phone could have been used, but was 
deemed to not have added much more value than using a questionnaire. Thus, a 
questionnaire was used in favour to interviews over the phone. The survey questionnaire 
included questions made from the security requirements, and was sent out to the UCD team 
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leaders as well as to the architects for the software and hardware frameworks. In total it was 
seven respondents, and all seven answered which addresses the response rate, non-response 
bias, and sample problems brought up earlier. The respondents corroborated the findings 
from filtering the requirement specifications and also helped to start the prioritization of the 
requirements. These seven respondents had from the start contributed to the initial 
requirement gathering at the start of the project, and were thus also accustomed to the 
vocabulary used in the questionnaire. Further, Miles and Huberman (1994, p275) suggest 
that getting feedback from informants to test or confirm findings is “one of the most logical 
sources of corroboration…” 

3.7 Data analysis methods 
Data analysis is needed to generate meaning, and Miles and Huberman (1994) list a large 
number of different tactics that can be used when drawing and verifying conclusions. They 
point out for instance tactics like noting patterns/themes, seeing plausibility, clustering, and 
counting. Further suggested by them are also making contrasts/comparisons, partitioning 
tables, subsuming particulars into the general, factoring, noting relations between variables, 
finding intervening variables, building a logical chain of evidence, and finally making 
conceptual/theoretical coherence. The data analysis method matrixes described below was 
used in the cases, to analyze and display the collected data so that conclusions could be 
drawn. In some of the cases the tactics “noting patterns” was used when there were a need 
to do further analysis to be able to draw conclusions. 

3.7.1 Matrix 
The use of matrixes to analyze data involves according to Miles and Huberman (1994) the 
crossing of two or more dimensions of variables, as well as their sub dimensions, to see how 
they interact. Further stated is that matrixes lend themselves to an analysis style oriented 
towards variables and can be expanded to a more holistic style oriented towards cases. 
Miles and Huberman (1994) suggest partitioning the data in matrixes to clear out what 
“roles” the rows and columns play. Proposed to use are for instance: 

 Descriptive versus explanatory intent 
 Partially ordered versus well-ordered 
 Time-ordered versus not 
 Categories of variables 
 Two-way, three-way, N-way 
 Cell entries 
 Single-case versus multiple-case data 

 
A matrix was used in processing and analyzing the collected data from the case with the 
survey approach. Microsoft Word was used to visualize the matrix and partition the data. 
Categorization of variables was used to partition the collected data, and the categories were 
named to be easier to overlook during the further analysis. The reason to use a matrix to do 
the processing, analysis, and display of the data was that the data gathered needed to be 
structured and possible to overlook, to be able to analyze and draw conclusions from. As the 
amount of data collected was quite small, a matrix was used and processed using standard 
software. It could have been possible to use other data analysis methods like noting pattern 
directly on the collected data or more specialized analysis software, but that would probably 
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have been more complicated and taken longer time considering the small amount of data 
analyzed. 

3.7.2 Noting patterns 
Noting patterns is a tactics involving discovering “patterns of variables involving 
similarities and differences among categories” (Miles and Huberman, 1994 p246). Miles 
and Huberman (1994) state that the human mind finds patterns quickly and easily, and that 
there is no need for how-to advice. The important thing according to them is however to be 
able to:  

 See added evidence of the same pattern (“recurring regularities”, Guba (1978)) 
 Remain open to disconfirm evidence when it appears  

 
Yin (2003) further argues that there are situations where simpler patterns are both relevant 
and compelling, and that the role of general analytic strategy is to determine the best ways 
to contrast differences as sharply as possible and develop significant theoretical 
explanations for the different outcomes. Further pointed out by Miles and Huberman (1994) 
is that scepticism is needed and preferably also conceptual and empirical testing. Regarding 
the precision of pattern matching, Yin (2003) means that the actual pattern-matching 
procedure involves no precise comparisons and that it is desired to have outcomes where a 
pre-established benchmark can be used to compare with the values in the outcome, or an 
“eyeballing” technique (Yin, 1994)  is sufficiently convincing to draw a conclusion. 
Noting patterns was used to analyze the answers from the interviews in the literature study 
pertaining to paper 4, as patterns or similarities were sought for in terms of users’ actability 
or need for actability. “Eyeballing” was used to do find the patterns or similarities as well as 
irregularities.  
 
The evaluations during the action research cases and the formal evaluation after the last case 
used interviews to collect feedback and ideas. Noting patterns was used, as patterns or 
similarities were sought for, to analyze the data sets. During the formal evaluation after the 
last of the action research cases, the processed/analyzed data were displayed in matrixes that 
were very simple to overlook and had a minimum of either dependent or independent 
variables. “Eyeballing” was used to find the matches, mismatches and irregularities that 
appeared, and the outcome was then further concluded for each explanatory model or 
methodology.  
 
To use other suitable data analysis tactics involving patterns or contrasting/comparisons 
would have been possible. The tactics making contrasts/comparisons which also is called 
the “method of differences” (Miles and Huberman, 1994) would have been tried if the 
displays from the analyses had been larger and noting patterns had been harder. 
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4 Cases 
This chapter comprises the cases’ details with data collection and analysis. 

 4.1 Cases pertaining to explanatory models and methodology 
Below are short descriptions introducing each action research case where the explanatory 
models and/or methodology were developed and evaluated. The cases followed a time-line, 
see figure 4.1, and “Pre1” stands for the first pre-study case, “BCP1” stands for the first 
business continuity planning case, and “Policy1” stands for the first policy related case and 
so on. Since non-disclosure agreements (NDAs) were signed, no specific information 
regarding persons, technology or organizational details can be disclosed pertaining to these 
cases. The explanatory model in paper 1 concerned all cases below, whereas the model and 
methodology in papers 2 and 3 concerned the cases pertaining to “BCP”. 

 Pre1 – the first “pre-study” case was located in an international IT-security product 
corporation. The aim of the pre-study was to explain from an organizational 
perspective how strategic business steering tools were related to each other during 
and after the development of a corporate business plan. This resulted in a graphical 
model to describe the business plan (with objectives and strategy) and rules, which 
are normally part of the senior management’s strategic steering tools.  

 Pre2 – the next “pre-study” case was located in an international medical technology 
corporation and was very similar to the previous case. The graphical model was 
further improved to also include the vision of the organization. 

 BCP1 – 6 months duration. This was a case at an international medical technology 
corporation. The case addressed crisis management both regarding general crisis 
management as well as business continuity planning. A business continuity plan was 
developed with an extension to also initiate and cover general crisis management. 
The case also included implementation of a business continuity planning framework 
with trainings and start of the maintenance process. After the case had ended, it was 
possible to closely follow the corporation for another 4 months, during which the 
business continuity plan was used a number of times to mitigate serious problems 
due to complete communications blackouts at the headquarters. 

 Policy1 – 3 months duration. The first policy case was located in a food 
manufacturing corporation. The case involved reviewing draft IT- and information 
security policies and then developing/improving them further based on findings from 
usage of new technology, new business requirements, and risk analysis.  

 BCP2 – 6 months duration. This was a case in an international semi-public telecom 
operator. The case concerned incident response and disaster recovery planning for 
critical systems in the mobile network IT-infrastructure that was integrated into the 
business continuity plan.  

 Policy2 – 4 months duration. The second policy case was located in an international 
mechanical manufacturing corporation. The case concerned developing IT- and 
information security policies as well as a light weight framework to maintain these. 
New business requirements, impact from starting to use new technology, and risk 
analysis were used as input to the policies. 

 BCP3 – 18 months duration. This was a case in a state agency. The case involved 
creating a new business continuity planning framework, including business 
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continuity plan and a maintenance process, from scratch until handing it over to the 
part of the organization that continued to maintain and develop the framework. The 
case included trainings of the whole crisis management organization, the rest of the 
organization as well as preparing for trainings with external business partners. 

 
The explanatory models and/or methodology were used for modelling and planning 
purposes regarding policy and business continuity planning frameworks, and helped to 
increase the interest during the cases. The outcomes from the action research in the cases 
were depending on type of case: materials for education/practice/awareness (where the 
explanatory models and/or methodology were included), IT- or security policies with 
additional maintenance framework (i.e. plan, organization, and process) that were accredited 
by senior managements and then implemented in the organizations, or business continuity 
planning frameworks with business continuity plan and corresponding maintenance 
framework that were accredited and implemented. In one of the cases, a subset of business 
continuity planning, i.e. incident response and disaster recovery planning, was implemented 
for part of the organization and integrated into its business continuity planning framework. 
Thus, learning and permanent change were achieved as a result of the cases. In between the 
cases, the models and methodology were used while discussing matters of strategic 
information security with private and public organizations, to both interest them to do new 
cases as well as to try the models and methodology and learn more on how they met the set 
design criteria. 
 
More than one explanatory model and/or methodology were often used and improved in 
each case depending on the topicality of the case, i.e. if it was concerning business 
continuity planning or policy. The path for the sequence of cases used in paper 1 starts in 
figure 4.1 below at A, and the case path for papers 2 and 3 start at B. Two “pre-study” cases 
were conducted prior to the action research cases (policy and business continuity planning) 
and are marked in black below, and policy cases are marked in blue and business continuity 
planning related cases in red. Paper 1’s sequence of cases is described with dashed arrows 
and the others’ sequence is described with regular arrows. 
 
    

         A  

 

         B 

  

 

Figure 4.1  Description of case sequences A and B on a time-line 

The explanatory models and methodology were during the research used to initiate 
discussions, diagnose problems, modelling, and further in training, education and awareness 
raising efforts.  

Time 

Pre1 Pre2 

BCP1 BCP2 BCP3 

Policy1 Policy2 
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The selection of the cases was made from an availability perspective, i.e. when a suitable 
case opportunity emerged it was evaluated if it fit the purpose or not. If a case fitted the 
purpose, the case was selected. As these types of cases are not very common, at least at the 
same point in time, it was not possible to have two or more cases to select the best one out 
of. However, some case opportunities were discarded due to that there were deemed too 
small opportunities for development of the explanatory models and/or methodology. 
 
The following case management methodology was used during the five action research 
cases related to business continuity planning and security policies conducted both in private 
and public sector organizations, see figure 4.2 below: 
 

 

 

 

 

 

 
Figure 4.2 Case management methodology 

 
Above in figure 4.2, the four action research phases are outlined inside of each case. There 
are overlaps when changing phase to the next one, as all matters were not usually closed 
before the next phase started. Further, there are also feedback loops within each phase as 
often there was a need to, based on the findings and results, to complete issues that were not 
accomplished properly close to the end of the phase before moving on.  
 
As the cases were conducted in a sequential order, the results in form of knowledge, 
experiences, explanatory models, awareness of problems and challenges from the previous 
one(s) were used when starting up the next one. This allowed for systematic replication and 
refinement both regarding methodology, and execution of research and action efforts. After 
the end of the last case (the fifth one), a formal evaluation was made of the explanatory 
models and methodology. The details from this formal evaluation are further described 
following after the last case detail description (BCP3). 
 
The action research methodology used in the cases was generic for all five cases, and the 
methodology in the different phases is described below. If there were any significant 
deviations, this is further described in the following case detail descriptions.  
Reliability was supported by results that were replicated/iterated to reach stability using an 
accepted research approach. The action research can if needed be repeated in the same or 
other case organizations until stability of results is reached.  
 
Validity was upheld during the sequence of cases where the research and results were 
replicated between different sites/organizations, industries, sectors and security issues (i.e. 

Input 

Results 

Input Input 

 ….. 

 

Case 1 Case 2 Case n 

Results Results 
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used different perspectives) using a systematic and cyclic process, multiple sources of 
information and using a high-quality awareness.  
 
Diagnosing phase 
Firstly, the case organizations’ current documentation of the problematic area was reviewed 
together with relevant literature. During non standardized unstructured interviews with key 
informants the problems in each case were collected and later analyzed using noting 
patterns. Then I provided input to the case organization what the problems were, probable 
causes to the problems and what was possible and feasible to do within the scope of the 
case. Further, also suggested was how the research could be used in the action parts of the 
cases. My input was used when the cases were initiated (decision to continue) by the 
management of the respective organization or at monitoring meetings later during the cases. 
At the initiation, the following input was usually given to the case team: 
objective/purpose/vision for the case, resources and time, as well as other constraints and 
requirements for e.g. well designed training materials. 
 
Action planning phase 
In collaboration with the case organization, the design criteria for the explanatory models 
(as well as methodology depending on type of case) was discussed in addition with how the 
research should be part of and used during the action. Then the action in each case (action 
taking) was planned according to the common waterfall-methodology18 and was included in 
the case- and resource plans. The common phases in each action taking phase were: pre-
study, planning, development, steering group (reflecting senior management) 
approval/refinements, training/practice/awareness building, case evaluation and roll-up or 
planning of remaining issues, implementation and handover to a maintenance team. I 
participated in all phases, however not fully in all implementations. 
 
The design criteria used for the explanatory models and methodology when planning the 
action was that they should “mainly target senior managements, but also be usable for rest 
of organizations”. Further design criteria used was “easy to understand” (or in other words 
“simple, but still enough to explain what is required”). The purpose with the design criteria 
was to enable individual and organizational learning, and then lead to achieve change. 
The action was planned to lead to permanent change in the case organizations and that the 
explanatory models and/or methodology should be used during this process.  
 
Action taking phase 
Based on the design criteria, the research and the action continued in the action taking 
phase. The cases were all monitored by a steering group to which the case leader reported. 
The steering groups usually had monthly or bi-monthly meetings depending on the progress 
and time of the year. The progress and decisions in the phases of action were noted in a case 
diary and in meeting notes. As the action was divided into phases, towards the end of each 
phase all deliverables were controlled and reflected upon. Needed improvements were 

                                                           
18 Waterfall-methodology – a project management methodology where the phases or sequences in 
the project is run in a sequence. If using a Gantt-chart, a project plan  look similar to a waterfall. 



 47 

implemented according to the feedback received from the steering group and other key 
organizational members. 
 
The cases comprised development, education/practice/awareness building and 
implementation. Part of the cases was to explain a number of times what strategic 
information security was, and depending on case topicality also business continuity 
planning in some of the cases to the senior management, CIOs and members of the 
organizations. 
 
After the action in each case was completed, the responsibility was handed over to a 
maintenance team responsible for the maintenance process of the results. The main results 
to continue with were partial or full business continuity planning, and IT- or information 
security policy frameworks. Thus, each case continued in a new form according to the 
maintenance process set up. The result usually also comprised improved explanatory models 
and/or methodology, knowledge, problems and challenges encountered, experiences etc. 
 
Evaluating action phase 
At the end of the cases, the action and its results as well as the explanatory models and 
methodology were evaluated using non standardized unstructured interviews with open 
questions which were analyzed using noting patterns. A more complex set of methods could 
have been used, but as the sample sizes were small with three to five informants it would 
have been unnecessary to complicate it further. Interviews were chosen as method due to 
the advantage to follow up on interesting threads and new ideas that emerged during the 
interviews. If and how the design criteria was met together with feedback, reflections and 
ideas for further development or improvements were collected and analyzed. The 
informants were key informants such as members of senior management, CIOs, IT-
managers or senior staff, selected due to their knowledge on the needs of the organization 
and the topic. Further, they had also participated in the action and thus been “exposed” to 
the model(s) at least 2-3 times.  
 
Reflection upon the results lead to learning on how to improve details in the action research 
including the use and further development of the explanatory models and/or methodology in 
the following case. Thus, all these cases were of a generating and validating character. The 
case sequences (A and B in figure 4.1) were very important for the generation and 
validation of the explanatory models and methodology. This in combination with that the 
cases were conducted in different organizations as well as different types of organizations 
leading to permanent change further strengthened the results from the action research. In all 
cases except the final one, the explanatory models and methodology were all modified using 
the feedback from the interviews. 
 
4.1.1 Literature used, meetings and cooperation in the cases 

Relevant literature was used in all cases during the action research phases. Literature 
regarding strategic management, business planning, organization, and education/practice/ 
awareness was used in all cases, whereas literature on security policy or business continuity 
planning was used depending on case topicality. This literature was mainly used in the 
diagnosing and evaluating phases to first help to set the scene and later when reflecting to 
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find improvement possibilities as well as learning. Further, the business continuity planning 
cases also required studies of recommendations from the Swedish Finance Inspection and 
the Swedish Civil Contingencies Agency, laws and regulations pertaining the industry in 
question, the standards ISO 27001/2 and the Swedish correspondence “BITS”.  
 
During the planning and taking action phases, literature more tightly related to either 
security policy or business continuity planning was used in combination with 
recommendations, standards, and legal and regulatory texts. These were also used when 
developing the security policy or business continuity planning frameworks. Further, in 
between the cases, reading up on the latest development within security policy and business 
continuity planning also inspired and gave input for new ideas to try in the following case. 
The “in between” reading had most impact between the Policy2 and BCP3 cases, as then a 
lot of pieces in the explanatory models and methodology were coming together and had 
started to form the final shapes. Then, reading up on missing details and relations between 
the pieces provided questions and ideas to use when the BCP3 case started. These ideas for 
instance initiated the addition of an incident and following situation to paper 3, as well as to 
further look into how the departmental perspective could be extended in paper 2.  
 
During the cases, meetings were scheduled on a regular basis both with the case team and 
the steering group of the organization hosting the case. One purpose of the meetings was to 
keep up with progress, discuss problems, influence and make sure the case was under 
control. The meetings’ profile followed the “bath-tub” curve, i.e. longer meetings at the 
beginning and towards the end of the cases due to that it was more to discuss then. The case 
team meetings (with case owner and team members) were scheduled on a weekly or 
biweekly basis whereas the steering group meetings (with case owner, senior management 
members, and specialists present if needed) were on a monthly or bi-monthly basis when 
possible. Further, meetings with process owners, IT/IS managers and system owners were 
conducted to understand, analyze and map out critical processes, resources needed in the 
critical processes, risks, business impact, risk mitigation recommendations, as well as to-do-
lists for the future. The meeting participants were part of the decision process and analysis. 
They were able to influence, give advice and bring up new matters to consider etc. To keep 
track of the cases’ progress, case diaries were used in all cases. 
 
A modified version of Henfridson and Lindgren’s (2005) structure describing action 
research details is used below to describe the details in each of the cases. As Henfridson and 
Lindgren’s structure is mainly targeting separate cases, and here there is a sequence of five 
cases, this is reflected in the structure used below and additional information on case level 
rather than phase level has also been added. 

4.1.1 BCP1 case details 
This case was located in an international medical technology corporation. The case 
addressed crisis management both regarding general crisis management as well as business 
continuity planning. 
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 BCP1 case 
Who participated 
during the different 
phases? 

Diagnosing phase: steering group, IT- and Business Development 
managers, key persons in the crisis management team 
Action planning phase: steering group, case team, production 
facility managers 
Action taking phase: steering group, case team, production facility 
managers, IT-managers and administrators (system owners), depart-
ment managers (process owners), crisis management organization 
Evaluation phase: steering group, case team, parts of the crisis 
management team 

Researcher’s role Case leader 
How were the choices 
for the above made? 

The project steering group made the decision, and the case team 
asked for more or specific resources when needed. Additional 
resources were acquired during the action taking phase. 

Analysis method in 
the diagnosing and 
evaluation phases? 

Diagnosing phase: Data collection –interviews and document 
review, Data analysis – noting patterns   
Evaluation phase: Data collection – interviews, Data analysis - 
noting patterns 

How many meetings 
in the respective 
phases? 

Diagnosing phase: 4  
Action planning phase: 8 
Action taking phase: 15 
Evaluation phase: 7 

How were the 
process and design 
work documented? 

Requirement specification, case- and resource plan, team meeting 
protocols – 12, steering group protocols – 5, change management 
protocol, process analysis protocol, resource analysis protocol – 3, 
risk analysis protocol, business impact analysis protocol, risk 
mitigation protocol, “to-do”-list, maintenance process and plan, 
training planning meeting protocol, training evaluation protocol, 
“problem/ challenge” interview protocols – 3, evaluation interview 
protocols – 5, evaluation summary -> business continuity planning 
framework 

How were design 
changes 
documented? 

The design changes regarding the explanatory models and 
methodology were documented as: input – interview protocols and 
evaluation summary, argumentation/analysis – literature study 
combined with analysis of the evaluation resulted in new 
explanatory model and methodology sketches, decision - what to 
change was made by me 

What was the result 
of the action in the 
case? 

An accredited and implemented business continuity planning 
framework including a general crisis management plan, training of 
the crisis management organization 

What was the result 
of the research in the 
case? 

The methodology in paper 2 and model in paper 3 were initiated to 
comprise a simple stair case or maturity model respectively a 
business contingency process. The business contingency process 
contained three phases; emergency, crisis management, and 
recovery, with crisis management- and incident response teams19. 
The model described in paper 1 was used and further improved to 
also include a business continuity plan and security policies. 

                                                           
19 Incident Response Team, IRT - a team that is the first line to deal with IT- and information 
security incidents reported by an organization. Their objective is to solve or contain the “problem”. 
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Concluded was that further improvement was needed 
What permanent 
change resulted due 
to the case? 

An implemented business continuity planning framework with a 
new set up of the crisis management organization. This included 
changes in communication plans, processes and routines as well as 
creation of missing reserve routines and improvements of the IT-
infrastructure 

What else learnt was 
brought forward to 
the next case? 

Further experiences passed on were the need for training the crisis 
management organization on a regular basis including reserve 
personnel as well, after experiencing a number of complete 
communication blackouts due to cut Internet backbones. The need 
for redundancy measures regarding both technology and 
processes/routines was also very clearly high-lighted. Further, 
selection of sites in areas with weak telecom infrastructures should 
be carefully considered if there is not an option to locate sites in 
areas with stronger telecom infrastructures instead. Governing 
variables that impacted business continuity planning and the need 
for a clear senior management statement about risk level accepted 
were also issues that emerged and needed further consideration to 
be used in following cases 

4.1.2 Policy1 case details 
This case was located in a food manufacturing corporation. The case involved reviewing 
draft IT- and information security policies and developing/improving them further based on 
findings from risk analysis, usage of new technology, and new business requirements. 
 
 Policy1 case 
Who participated 
during the different 
phases? 

Diagnosing phase: steering group, IT- and Administration 
managers, key persons from the IT department. The IT-manager 
was the systems owner, CIO 
Action planning phase: steering group, case team, CIO 
Action taking phase: steering group, case team, the whole IT-
department, production engineers. (I was not part of the 
implementation, where the whole organization was trained on the 
new security policies). 
Evaluation phase: steering group, case team, CIO, members of the 
IT-department 

Researcher’s role Case leader 
How were the choices 
for the above made? 

The project steering group made the decision, and the case team 
asked for more or specific resources when needed. Additional 
resources were acquired during the action taking phase. 

Analysis method in 
the diagnosing and 
evaluation phases? 

Diagnosing phase: Data collection –interviews and document 
review, Data analysis – noting patterns   
Evaluation phase: Data collection – interviews, Data analysis - 
noting patterns 

How many meetings 
in the respective 
phases? 

Diagnosing phase: 3  
Action planning phase: 3 
Action taking phase: 8 
Evaluation phase: 5 

How were the 
process and design 

Requirement specification, security policy review protocols - 2, 
case- and resource plan , team meeting protocols - 6, steering group 
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work documented? protocols – 3, “to-do”-list, “problem/challenge” interview protocols 
– 3, evaluation interview protocols – 3, evaluation summary -> IT- 
and information security policies 

How were design 
changes 
documented? 

The design changes regarding the explanatory models and 
methodology were documented as: input – interview protocols and 
evaluation summary, argumentation/analysis – literature study 
combined with analysis of the evaluation resulted in new 
explanatory model and methodology sketches, decision - what to 
change was made by me 

What was the result 
of the action in the 
case? 

IT- and information security policies better reflecting the business 
requirements, risks related to new technology as well as legal 
impacts of using corporate IT- and information resources 

What was the result 
of the research in the 
case? 

The model in paper 1 was improved to also hold external entities 
and matters affecting the policies. Concluded was that further 
improvement was needed. 

What permanent 
change resulted due 
to the case? 

Updated IT- and information security policies that was later 
accredited by the senior management and implemented in the 
organization. This led to changes for many employees in their work 
processes, as the policies tightened up the use of for instance 
software tools 

What else learnt was 
brought forward to 
the next case? 

Impact and problems related to usage of new technology and how 
that affected security policies was noted and ideas from this was 
also used in further research outside of this action research effort 

4.1.3 BCP2 case details 
This case was located in an international semi-public telecom operator. The case concerned 
incident response and disaster recovery planning for critical systems in the mobile network 
IT-infrastructure. This planning was integrated into the area business continuity plan. 
 
 BCP2 case 
Who participated 
during the different 
phases? 

Diagnosing phase: steering group, IT- and Operations managers, 
and key persons in the incident- and disaster recovery teams. The 
Operations managers were process owners 
Action planning phase: steering group, case team, Operation 
managers 
Action taking phase: steering group, case team, Operation 
managers, system owners, IT-managers and administrators, crisis 
management organization 
Evaluation phase: steering group, case team, IT- and Operation 
managers, system owners, members of incident response- and 
disaster recovery teams 

Researcher’s role Expert, part of the case team 
How were the choices 
for the above made? 

The project steering group made the decision, and the case team 
asked for more or specific resources when needed. Additional 
resources were acquired during all phases. 

Analysis method in 
the diagnosing and 
evaluation phases? 

Diagnosing phase: Data collection –interviews and document 
review, Data analysis – noting patterns   
Evaluation phase: Data collection – interviews, Data analysis - 
noting patterns 

How many meetings Diagnosing phase: 8  



 52 

in the respective 
phases? 

Action planning phase: 7 
Action taking phase: 21 
Evaluation phase: 6 

How were the 
process and design 
work documented? 

Requirement specification, case- and resource plan, team meeting 
protocols – 14, steering group protocols – 4, change management 
protocol, process analysis protocol, critical resources analysis 
protocol – 5, risk analysis protocol, business impact analysis 
protocol, risk mitigation protocol, “to-do”-list, “problem/challenge” 
interview protocols – 3, evaluation interview protocols – 4, 
evaluation summary -> area incident response- and disaster 
recovery plans 

How were design 
changes 
documented? 

The design changes regarding the explanatory models and 
methodology were documented as: input – interview protocols and 
evaluation summary, argumentation/analysis – literature study 
combined with analysis of the evaluation resulted in new 
explanatory model and methodology sketches, decision - what to 
change was made by me 

What was the result 
of the action in the 
case? 

Updated incident response and disaster recovery plans as well as 
updated process analysis charts including critical resources 

What was the result 
of the research in the 
case? 

The methodology in paper 2 was made further granular on the 
organizational part and a department perspective was added. The 
model in paper 3 was augmented with an intelligence gathering 
phase including incident response and disaster recovery. Regarding 
the model in paper 1, crisis got its own box to clarify it compared to 
normal operations. Concluded was that further improvement was 
needed 

What permanent 
change resulted due 
to the case? 

Updated and new parts of incident response- and disaster recovery 
plans for critical systems in a mobile network IT-infrastructure, 
including changes to processes and routines. The plans were later 
integrated with the area business continuity plan 

What else learnt was 
brought forward to 
the next case? 

The need for a well-defined and clear terminology become evident 
and was brought further to the next business continuity planning 
case, as well as the need for a clear way to escalate incidents in case 
they turn out to start seriously affect critical processes 

4.1.4 Policy2 case details 
The second policy case was located in an international mechanical manufacturing 
corporation. The case concerned developing IT- and information security policies as well as 
light weight framework to maintain these. 
 
 Policy2 case 
Who participated 
during the different 
phases? 

Diagnosing phase: steering group, IT- and Administration 
managers, key persons from the IT department. The IT-manager 
was the systems owner. 
Action planning phase: steering group, case team, IT-manager 
Action taking phase: steering group, case team, IT-manager, 
production engineers. (I was not part of the implementation, where 
the whole organization was trained on the new security policies). 
Evaluation phase: steering group, case team, IT-manager, 
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Administration manager 
Researcher’s role Case leader 
How were the choices 
for the above made? 

The project steering group made the decision, and the case team 
asked for more or specific resources when needed. Additional 
resources were acquired during the action taking phase 

Analysis method in 
the diagnosing and 
evaluation phases? 

Diagnosing phase: Data collection –interviews and document 
review, Data analysis – noting patterns   
Evaluation phase: Data collection – interviews, Data analysis - 
noting patterns 

How many meetings 
in the respective 
phases? 

Diagnosing phase: 5  
Action planning phase: 5 
Action taking phase: 10 
Evaluation phase: 7 

How were the 
process and design 
work documented? 

Requirement specification, IT-policy and strategy review protocol, 
security policy review protocols - 2, case- and resource plan , team 
meeting protocols - 8, steering group protocols – 3, “to-do”-list, 
“problem/challenge” interview protocols - 2,  training planning 
meeting protocol, evaluation interview protocols – 5, evaluation 
summary -> A lightweight IT- and information security framework 
including the policies 

How were design 
changes 
documented? 

The design changes regarding the explanatory models and 
methodology were documented as: input – interview protocols and 
evaluation summary, argumentation/analysis – literature study 
combined with analysis of the evaluation resulted in new 
explanatory model and methodology sketches, decision - what to 
change was made by me 

What was the result 
of the action in the 
case? 

A light-weight framework for IT- and information security policies 
better reflecting the business requirements, internal- as well as 
external risks, impact from new technology and legal issues related 
to the use of IT- and information resources.  

What was the result 
of the research in the 
case? 

The model in paper 1 had the policies changed to rules instead, now 
including IT- and information security policies and values, i.e. the 
formal and informal rules of the organization. Concluded was that 
further improvement/refinement was needed 

What permanent 
change resulted due 
to the case? 

A light-weight framework for IT- and information security policies 
that was later accredited by the senior management and 
implemented in the organization. This led to changes for many 
employees in their work processes due to new 
restrictions/instructions regarding how the organizations IT- and 
information resources should be used and maintained 

What else learnt was 
brought forward to 
the next case? 

Brought to the next case was the need to be able to explain security 
policy issues in a way for senior managements to achieve a more 
proactive view instead of a reactive one on the matter 

4.1.5 BCP3 case details 
This case was located in a state agency. The case involved creating a new business 
continuity planning framework from scratch until training the whole organization. 
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 BCP3 case 
Who participated 
during the different 
phases? 

Diagnosing phase: steering group, CIO, IT- and department 
managers, key persons in the crisis management organization. The 
department managers were process owners. 
Action planning phase: steering group, case team, CIO, department 
managers 
Action taking phase: steering group, case team,CIO, department 
managers, parts of human resources department,  system owners, 
IT-managers and administrators, crisis management organization. 
(The whole organization were part of the trainings given – 
mandatory for all) 
Evaluation phase: steering group, case team, CIO, department 
managers, parts of the crisis management organization 

Researcher’s role Expert, part of the case team. Case leader during the last 6 months 
How were the choices 
for the above made? 

The project steering group made the decision, and the case team 
asked for more or specific resources when needed. Additional 
resources were acquired during all phases. 

Analysis method in 
the diagnosing and 
evaluation phases? 

Diagnosing phase: Data collection –interviews and document 
review, Data analysis – noting patterns   
Evaluation phase: Data collection – interviews, Data analysis - 
noting patterns 

How many meetings 
in the respective 
phases? 

Diagnosing phase: 9  
Action planning phase: 10 
Action taking phase: 69 
Evaluation phase: 7 

How were the 
process and design 
work documented? 

Requirement specification, crisis management and business 
continuity review protocol, case- and resource plan , team meeting 
protocols - 36, steering group protocols – 11, change management 
protocol, process analysis protocol - 15, resource analysis protocol 
– 6, risk analysis protocol, business impact analysis protocol, risk 
mitigation protocol, ISO 27001/2 and BITS standard compliance 
review protocol, “to-do”-list, maintenance process and plan, 
training planning meeting protocols – 3, training evaluation 
protocol, “problem/challenge” interview protocols – 3, evaluation 
interview protocols – 5, evaluation summary -> business continuity 
planning framework 

How were design 
changes 
documented? 

The design changes regarding the explanatory models and 
methodology were documented as: input – interview protocols and 
evaluation summary, argumentation/analysis – literature study 
combined with analysis of the evaluation resulted in new 
explanatory model and methodology sketches, decision - what to 
change was made by me in close cooperation with the case owner 

What was the result 
of the action in the 
case? 

A business continuity planning framework and training of the 
whole organization (specific for the crisis management teams and 
general for the rest of the organization) 

What was the result 
of the research in the 
case? 

In this case, all pieces in the models and methodology fell in place. 
Incident, situation, and situation assessment team and phase were 
added to the model in paper 3. Situation and an extended 
departmental perspective were added to the methodology in paper 
2. The model in paper 1 had the graphical layout improved and two 
versions of the model were made after the evaluation for both 
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private and public sector organizations with slightly different 
terminology. Concluded was that the explanatory models and 
methodology seemed stable, and that a formal evaluation should be 
conducted after the case to investigate this further 

What permanent 
change resulted due 
to the case? 

An implemented business continuity planning framework with a 
new set up of the crisis management organization. This included 
changes in communication plans, processes and routines as well as 
creation of missing reserve routines and improvements of the IT-
infrastructure. The organization got control over all resources 
needed in the critical processes and become aware of a number of 
issues that had to be resolved in other areas like human resources 
due to this. 
The organization also started to consider business continuity 
matters during internal business development related to their critical 
processes, and not after which was common prior the case. 

What else learnt was 
brought forward to 
the next case? 

In this case, large processes had a lot of resources that were used to 
drive the process steps (with their routines) forward. What really 
gave an insight was the number of information systems that each 
process used, and how much time it takes to map these out, validate 
or create reserve routines, and investigate their compliance towards 
different standards and recommendations. Thus, large extent and 
complexity in processes should be avoided if possible (seen from a 
business continuity perspective). Further learnt in this final case 
(that will be used in the next future case) was how the explanatory 
models and methodology could be used together building a set of 
coherent models with methodology. This is further discussed later 
in this thesis and also graphically shown in appendix A 

4.1.6 Details from formal evaluation of the explanatory models and methodology 
After the last action research case, a formal evaluation of the explanatory models and 
methodology was conducted in the last case organization using the mixed-methods study 
model. It was possible to make interviews and access was granted to eight key informants 
out of about the forty that had been “exposed” to the models at least 2-3 times including the 
versions used during the education/practice/awareness building in the end. The organization 
had about one hundred and forty employees. Standardized semi-structured interviews using 
questions with quantitative rating scales with possibility to comment, combined with 
qualitative open questions to get as much feedback as possible were used to collect data.  
 
Noting patterns was used to analyze the data, to get an understanding of if the explanatory 
models were stable or needed further improvements, and how well they met the design 
criteria. The design criteria were to “mainly target senior managements, but also be usable 
for rest of organizations” and “easy to understand” (or in other words “simple, but still 
enough to explain what is required”). The purpose with the design criteria was to enable 
individual- and organizational learning, and then lead to achieve change. 
 
Data collection 
In the last case, all pieces came together in the explanatory models and methodology. To 
learn more on them and how they met the design criteria, interviews were made with eight 
key informants. Four of them had only public sector experience and four also had private 
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sector experience, and three were part of the senior management team. These eight had been 
part of the case where the explanatory models and methodology had been used and 
improved a number of times. The interviews were standardized and semi-structured with 
questions to rate on a scale with a possibility to also comment, together with further open 
questions with a possibility to answer with own words. At the end of the interview, there 
was a question where the previous questions could be commented upon as well as additional 
not already asked for information could be given. The models were rated on a scale from 
1.00 (bad) to 10.00 (excellent). 
 
It was also possible to get back to informants after the interviews to clarify or complement 
any answers. The notes and scores taken during the interviews were checked with the 
informants after the interview sessions ended, to make sure all answers were correct and 
complete. The interviews lasted about 50-60 minutes and the same interviewer interviewed 
all informants. The explanatory models and methodology were shown during the interviews 
using a projector and a whiteboard, serving as a support for memory but also giving a 
possibility for the informants to use a whiteboard pen to add, change, delete or discuss 
details. 
 
Reliability was addressed by interviewing eight key informants using rating scales and 
questions, having the interviewees to check their answers after the interview, using 
interview protocols, that I had good knowledge and ability/experience to make interviews 
and receive data in a smooth manner, and collecting all answers at once on paper. The 
interviews can if needed be repeated again with the same key informants or other key 
informants.  
 
Data analysis 
The data analysis circulated around the design criteria and to be able to deem if the 
explanatory models and methodology were stable or need further improvement. As the data 
from the interviews was gathered together, it was transferred to one Microsoft Excel 
spreadsheet to get a better overview and to be able to process the data.  The analysis of the 
data was divided into one part with rating scales and another part with answers to the 
questions. The data was tagged with information if the informant had a professional 
background from only the public sector or also from the private sector (the final case was 
run in a public sector organization), as well as if the informant was part of the senior 
management team. The data amount was not too extensive and required about two 
spreadsheet pages. Thus, there was no need to do further data reduction or other measures to 
get a good overview before the ratings and answers from the questions for each model were 
displayed to be analyzed further.  
 
Regarding the first design criteria, i.e. “mainly target senior managements but also be usable 
for the rest of organizations”, there was no difference noted in the answers and the 
explanatory models and methodology seemed to work as well for both members of the 
senior management as well as the other employees. However, two employees wanted a 
somewhat changed terminology in the paper 1 model, and one employee wanted additional 
exemplifications of the methodology in paper 2 from their organization to be used during 
the future trainings on business continuity planning. 
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Regarding the second design criteria, i.e. easy to understand, both ratings and 
complementary questions were used. The ratings for the explanatory models and 
methodology are displayed in table 4.1. 
 

Table 4.1 - Display of model ratings on “easy to understand”  

Model/Methodology Ratings 

Paper 1  Private+Public: 10.00 10.00 9.00 8.00  

Public only: 3.00 2.00 7.00 7.00 

Paper 2 Private+Public: 10.00 10.00 7.50  10.00 

Public only: 7.50 4.00 8.50 7.00 

Paper 3  Private+Public: 10.00 7.00 7.50 10.00  

Public only: 8.00 9.50 8.00 10.00 

 
For the model paper 1, as the noted pattern indicated that the model was better suited for 
those with private sector background, and using the additional feedback in the answers - a 
variation of the model with adapted terminology was made for use in the public sector. For 
the methodology in paper 2, the pattern indicated again that the model was better adapted 
for those with private sector background. Investigating why this was the case, the answers to 
the questions showed that the two informants with a public sector background felt that an 
additional example from their organization was needed in combination with the description 
to fully understand the methodology. Thus, space for this additional example was added to 
the training materials used in the last case together with a template example that could be 
modified to any of the specific departments in the organization. For the model in paper 3, 
the pattern indicated that the model worked almost equally well for those with experience 
from either the private or public sector and no further actions were required. 
 
As the ratings alone had not been an optimal way to evaluate (i.e. using nominal scales 
converting qualitative answers to quantitative values), the above should be considered as an 
indication and could not alone have provided a valid outcome. However, triangulating the 
indications from the ratings with the answers from the questions as well as that permanent 
change (described earlier in this chapter) facilitated by the explanatory models and 
methodology had occurred in the case organizations, increased the validity of the results. 
 
The total population was a hundred and forty, whereof forty had been involved in the action 
and from which eight were interviewed. Thus, the sample (eight informants) was small and 
extreme values could get a larger effect compared to if the sample had been larger. This was 
also the case in papers 1 and 2. For paper 1, two informants had given ratings of 3.00 and 
2.00 and for paper 2 one gave 4.00. These affected the ratings substantially, but were also 
the source for notifying need for improvements or additional examples needed during the 
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trainings. In a larger sample, these could have been missed or not gotten the positive impact 
they resulted in. 
 
As the findings made sense, different actions were taken to address them where needed. 
After the changes to the model in paper 1, the explanatory models and methodology were 
deemed stable and eligible for a wider use. Except the permanent change the explanatory 
models and/or methodology helped achieve in the case organizations, probably the best 
indication if they were stable, applied to both senior management and the rest of an 
organization as well as were “easy to understand”, was that in all the case organizations (as 
well as verified in at least three additional organizations) the explanatory models and/or 
methodology are still used in work related to strategic information security matters like 
security policies and business continuity planning.  

4.2 Case pertaining to challenges 
The following case description is related to future challenges. 

4.2.1 Case concerning future challenges with survey 
This case was looking to find future challenges for IT- and information security policies. It 
was run during the wearIT@work project, which conducted research and development on 
future hardware and software frameworks pertaining to wearable computing.  
 
Data collection 
The requirement engineering process in the wearIT@work project had been an iterative 
process driven by four UCD pilot teams (health care, aircraft maintenance, vehicle assembly 
and rescue services), supported by the Volere requirement specification process. Both the 
project’s hardware and software platform requirements on security were subject for the 
survey, which objective was to confirm and prioritize the security related requirements. The 
security related requirements were filtered out from the final wearIT@work project 
requirement specifications, and made up a base for the questions in the survey. The survey 
questionnaire was then sent out to seven key respondents, UCD team leaders and architects, 
and answers were received from all of them. The CIA-triad20 was used for prioritizing 
which requirements, on a higher requirement level, which were more important than others. 
This was due to that different types of organizations or operations have quite a different 
need for the three aspects of confidentiality, integrity or availability. The possible answers 
were C, I, A or O (other) as well as N (not relevant). 
 
Construct validity21 was addressed by using well designed questions derived from the 
original source (requirement specifications) sent out to seven key respondents which all 
responded. The data collection process was straight forward, stable over time and researcher 

                                                           
20 The ”Confidentiality Integrity Availability-triad” or “CIA-triad”, is a simple tool to assess what 
kind of security requirements are the most important for any kind of organization/operation. 

21 Construct validity is defined by Yin (2003) pertaining to data collection in surveys as establishing 
correct operational measures for the concepts being studied 
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(me). All documentation is still available and it is possible to redo the data collection with 
the key respondents if needed addressing reliability22. 
 
Data analysis 
As the data set was not too large, no data reduction was needed. The data was displayed in a 
matrix using Microsoft Word to visualize the different groups of requirements and also the 
prioritization order. The groups of security requirements were later categorized as follows: 
authentication, authorization, non-repudiation, privacy, logging, warning messages as well 
as availability, integrity, and confidentiality. 
 
The data collected were further analyzed in order to prioritize the requirements regarding 
what were general requirements or UCD pilot specific, and also later to find out what could 
be solved by using either commercial or open source products/concepts, and what could be 
needed to develop as being novel features.  
 
Addressing internal validity23, the results made sense and were also used in different 
variations in wearIT@work project deliverables. As such, the results were reviewed by all 
key respondents and an additional 15 members in the project, as well as external EU 
Commission project reviewers giving credibility to the findings.  
 

                                                           
22 Reliability is defined by Yin (2003) pertaining to data collection in surveys as can the study be 
repeated with the same results, and by Miles and Huberman (1994) that the process of the study is 
consistent, reasonable stable over time and across researchers and methods 

23 Internal validity is according to Yin (2003) needed to be addressed in the data analysis of surveys 
and defined by Miles and Huberman (1994) as concerning “truth value” and if the findings of the 
study make sense and if they are credible 
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5 Analysis 
The analysis of the results from the papers is made using the theories and models from 
chapter 2. Below is a table that maps out which result is analyzed with what theory. The 
order of the papers is somewhat different compared to in the list in the beginning of the 
thesis. In table 5.1 the papers are ordered according to which theory that will be applied.  
 
Table 5.1 Results from the papers with theories used to analyze  
 

Paper # Results for senior managements Theory used to 
analyze the 
results 

1 R1.1 
 
 
 
R1.2 

Senior management responsibility regarding the own 
and care process for strategic information security,  
main components, and strategy for the security 
programme 
Explanatory model on what strategic information 
security comprises including crisis terminology 

Process theory 
 
 
 
Process theory 
 

2 R2.1 
 
 

Methodology to improve business continuity planning 
practise in both an organizational and departmental 
perspective 

Process theory 
 

3 R3.1 Explanatory model on what a business contingency 
process comprises as well as crisis terminology 

Process theory 
 

5 R5.1 Challenge: Terminology problem. What is a crisis and 
crisis management?  

Process theory 
 

6 R6.1 Business continuity training concept for organizational 
crisis management to be able to on a regular basis train 
and practise mitigating problems using the business 
continuity plan 

Process theory 
 

4 R4.1 Challenge: Alignment problem between information 
security policy and users increasing their actability by 
using not yet authorized current or new technology 
causing security problems 

IS/IT strategic 
alignment 
theory 

7 R7.1 
 

Security challenges from future technology like 
wearable computing need to be addressed in 
information security policies at an early stage to better 
support work processes to keep the security level intact 

IS/IT strategic 
alignment 
theory 

5.1 Analysis of results R1.1-3.1, R5.1-6.1using process theory 
This collective analysis aims to look deeper into how the own and care process can be 
improved to produce an increased or improved outcome in terms of the wanted business 
value using the research results from papers 1-3, 5 and 6. In the analytic grid, the following 
mapping of parameters is made to adapt Soh and Markus’ (1995) process theory to the own 
and care process for strategic information security:  

 IT impacts – strategic information security impacts (“impacts”) 
 IT assets – strategic information security assets (“assets”) 
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 IT expenditure – strategic information security expenditure (“expenditure”) 
 Organizational performance – business value  

The analysis starts at the left upper corner of table 5.2 and works its way down level by 
level to the bottom right corner. To save space in the table, “bcp” (business continuity plan), 
“bc” (business continuity), “infosec” (information security), “sr mgmt” (senior manage-
ment), “e/p/a” (education, practise and awareness) and “org” (organizational) are used. 
 
Table 5.2 Analysis using process theory 
 

Process Theory 
and Focal Unit 

Recipe for 
Outcomes 

Probabilistic 
Processes 

Necessary 
Conditions 

Outcome 

Strategic 
infosec assets: 
Focal unit is the 
own and care 
process for 
strategic infosec 
 

Conversion 
activities: 
1. Set up of 
structures/ 
processes and 
following 
responsibilities, 
authority, 
accountability, roles 
etc. (R1.1/1.2) 
2. BC planning – 
model/develop/ 
maintain framework 
including plan, 
terminology (R1.1/ 
1.2/2.1 /3.1/5.1/6.1) 
3. Infosec policy – 
develop/maintain 
framework and 
policy (R1.1/1.2) 
4. Set up of e/p/a 
programs, participate 
in and support these 
activities, mainten-
ance (R1.1/1.2/6.1) 

Conversion 
ineffectiveness: 
1. The sr mgmt or its 
individuals prioritize 
other areas that more 
visibly contribute to 
short term business 
goals/objectives 
2. Lack of visible 
and open support 
from sr mgmt for the 
activities 
3. No willingness to 
take responsibility, 
participate or put any 
effort into the work 

Expenditure 
1. Funds 
2. Time 
spent on 
working 
with the 
own and 
care process 
as well as 
participa-
tion in 
trainings 
and practice 
activities 
etc. 
3. Effort 

Assets: 
1.Structures/processes 
and defined 
responsibilities, 
authority, 
accountability, roles 
etc. 
2. BC framework incl. 
bcp, terminology, crisis 
management org. 
3. Rules (infosec policy 
framework, and values) 
4. E/P/A programs on 
information security 
5. Skills pertaining to 
strategic infosec 

Strategic 
infosec 
impacts:  
Focal unit is the 
sr mgmt 

Appropriate use of 
assets (affected by 
org structures, 
processes and 
informal rules): 
Appropriate use is 
e.g: structures/proc. 
etc. – guide the 
work; bc framework 
– process analysis, 
crisis mitigation, 
learning, change and 
improvements; info-
sec policy – guide to 

Individual 
indiscretion to 
comply with org 
directions including 
those related to 
adoption and use of 
strategic infosec: 
1. Sr mgmt 
(members) do not 
comply with the 
infosec policy 
2. Sr mgmt 
(members) do not 
attend education, 

Assets: 
See above 
to the right. 

Impacts: 
1. Improved ability to 
contribute and make 
decisions in the own 
and care process 
2. Redesigned and 
documented critical 
work processes with 
less complexity and 
reserve routines due to 
bc planning activities 
3. New products/ 
services that depend on 
a higher security level 
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work in secure way; 
e/p/a programs – 
build knowledge/ 
skills, create 
attention and 
awareness; skills – 
use in work 

training or aware-
ness programs 
3. BC framework is 
neglected (by the 
responsible) which 
leads to a fall back to 
ad hoc problem 
solving 

or where customers or 
the public require high 
trustworthiness and/or 
reliability 
4. Improved confidence 
in ability to handle 
problems or crises  

Enhanced org 
effectiveness: 
Focal unit is the 
organization in 
its industry / 
environment 
 

Outcome occurs 
when impacts are 
combined with 
favourable econ-
omic and environ-
mental conditions: 
1. Favourable 
conditions can lead 
to more business 
activity where 
infosec requirements 
from customers or 
the public (instead of 
from only legal or 
regulatory ones) put 
pressure and create 
attention and aware-
ness of the area 
among sr mgmt.  
2. Competitors spur 
by winning business 
due to better infosec 
level. 

Competitive 
position/dynamics 
(competitor and 
customer reactions): 
1. Competitors will 
follow if loosing 
business and 
position to their 
competitor 
2. Customers who 
require a higher 
infosec level than 
previously offered 
can consider buy/use 
the new 
products/services 
facilitated by the 
increased security. 
If it is a public org.,  
in addition to the 
above, the public’s 
trust can increase 
and privacy concerns 
decrease 

Org 
impacts: 
See above 
to the right. 

Improved business 
value regarding: 
1. Business activities 
aligned with legal- and 
business requirements 
regarding infosec 
2.  Improved efficiency 
regarding infosec (leads 
to for instance stable 
and improved 
productivity)  
3. Preparedness to 
handle crisis situations 
4. Increased 
trustworthiness and 
reliability both 
internally in the 
organization and among 
customer and other 
stakeholders 
 

 
Looking at the above table 5.2 starting from the upper left corner, the first thing that affects 
the value creation is bad input. Also affecting is if the conversion activities do not have or 
are not able to use tools, models, methodology etc. provided. This is however possible to 
fix, and the results from the papers provide what needs to get started. Next, the obvious 
problem is the probabilistic processes where work-around or fixing the problems is 
considerably harder as it involves the senior management team. The senior management 
team needs to support, participate in and champion the activities producing the “assets”, and 
not only provide the adequate “expenditure”. If there is no willingness from the senior 
management to put in any effort, participate, lead and learn, a practical and relieving action 
is to bring in for instance consultants to do the job for them. This can then be instead of 
using the consultants as support or to add the last missing parts.  Consultants can or should 
be used to achieve “asset” robustness, i.e. add the last missing parts, when the organization 
and senior management have done their part. However, using consultants help the legal or 
regulatory part of the “security problem” to be ticked off anyway. Using consultants in the 
first way leads to no or little learning and an inclination to not assume any responsibility, 
since no one wants responsibility for something they do not understand. As the 



 63 

“expenditure” is converted into “assets”, these need to be “appropriately used” (as well as 
maintained and further developed on a continuous basis). 
 
Following is the problem of regular maintenance of the “assets”, and intervals are 
commonly decided in the information security policy. This applies to for instance the 
information security policy itself or the business continuity plan. If no one owns the issue, 
this will likely not happen either, and after a while the policy and plan degrades and finally 
are of little use. Further, “appropriate use of assets” by the senior management is needed. 
The different “assets” have different use, and the senior management team members for 
instance need to comply with the information security policy to perform their work in a 
secure manner. Then the “assets” assist to achieve the “impacts”, and now it is starting to 
get interesting. Here, new products or services facilitated by a higher security level are 
“impacts”. Further “impacts” are also improved ability for senior management to contribute 
and make better decisions on security, more robust critical processes and better confidence 
in the own ability to handle problems or a crises. These are all significant for the stability or 
robustness of an organization. On the mid and top levels in table 5.2, it is the probabilistic 
processes that are the problems that need to be overcome. As these problems are much 
about to change behaviour, they can be difficult to solve if motivation and willingness to 
change is missing among senior management members. Further, if for instance the business 
continuity planning framework is neglected, then there is no use for the management parts 
of it (relying on ad hoc problem solving instead). 
 
On the bottom level, the “recipe for outcome” and the probabilistic processes are 
facilitators, and the probabilistic processes not a problem anymore. Here, these can turn into 
a strength or competitive advantage, leading to for instance more business or increased trust 
from the public. Another possibility is if the organization lags behind its competitors, then 
this can spur the organization to move forward to not loose further business. If the necessary 
“impacts” have been achieved, then finally the improved business value looked for can be 
reached.  
 
If the own and care process for strategic information security can facilitate (or even initiate) 
new products/services and new business, the business value becomes more visible in 
quantitative terms. This can affect the “problems” that need to be overcome in a positive 
way. Thus, using the results from the papers help to improve the own and care process, but 
to be successful and reach improved business value the problematic areas mentioned need to 
be addressed too. 

5.2 Analysis of results R4.1 and R7.1 using IS/IT strategic alignment theory 
In the analysis, the results will be looked at through a lens of IS/IT strategic alignment. 
Ciborra’s (1997, 1998) concepts “cultivation”, “care”, “hospitality”, and “care with 
hospitality” are used as a structure to find different options for how to deal with the 
alignment problems. However, to be remembered is that paper 4 concerns current 
technology and paper 7 mainly future technology challenges. 
 
Moreover, the information security risk level the concept induces in an organization (if used 
to handle the challenges) is assessed to help evaluating if the concept is usable or not. The 
following levels of risk are used in the matrix below: low, medium, high. Low means that 
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no particular risks out of the ordinary are induced by using the concept whereas high means 
that dangerous risks can be induced by using the concept. The risk level will together with 
the assessed overall fit of the concept decide the usability of the concept for the particular 
purpose. 
 
Paper 4 – Analysis of R4.1 (current technology challenges) 
The challenge on the alignment problem between the information security policy and users 
increasing their actability by using unauthorized technology, is a problem that if forgotten 
can cause a mismatch in the alignment between the organization and what technology the 
users use (or need) in the work processes. Ciborra’s (1997) critique, on that the tension 
created in the “cultivation” will stimulate learning at the same time forcing users to give 
feedback on the technology used and how it affects their work situation, fits well in here. If 
not having adequate technology (tools) to perform the work in the processes, the 
organizational performance will suffer and the perceived and achieved IT-effectiveness 
likewise. An interesting question is if the perceived or achieved IT-effectiveness cause 
people to try to find ways to improve it by using for instance not authorized technologies or 
using an infrastructure separate from the organization’s where this is possible. For a lot of 
people in an organization, this is a non-issue, they just keep working and do what they are 
supposed to using the provided technology. But for those who are not content with the 
current alignment, be simply advanced users or those who have demanding tasks requiring 
advanced technology, this can be a real problem in their strive to achieve improved IT-
effectiveness. Thus, the alignment efforts need to take into account that implementations of 
security controls like policies etc. and security processes need to address users’ actability. 
The alignment problems that arises from users increasing their actability in unauthorized 
manners, if working in one of the organization’s critical processes, also affects the business 
continuity planning indirectly if this changes the processes, their routines and reserve 
routines that need to be analyzed and mapped out.  
 
Ciborra’s (1997, 1998) concepts are used below on the result from paper 4, to analyze how 
they are able to deal with the alignment problem.  
 
Table 5.3 Analysis 1 using IS/IT strategic alignment theory 
 
Concept Alignment problem between information security 

policy when users increase their actability 
Cultivation (is about desta-
bilizing the current strategy 
and creating imbalance with 
the current technology, 
causing a tension that will 
stimulate learning at the same 
time forcing users to give 
feedback on the technology 
used and how it affects their 
work situation) 

The (radical) concept “cultivation” requires a continuous 
and tight communication, including feedback, between the 
organizations authorization process for new technology 
and the users. If an organization’s IT-infrastructure has 
different zones regarding security level, it is advisable to 
do this in zones where the least damage to an 
organization’s assets can be caused. A high risk level is 
assessed using this concept. Questionable if the concept is 
possible to use. 

Care (is about familiarity, 
intimacy and continuous 

As the initial requirement analysis is bypassed by the 
users, the understanding needs to catch up from the 
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commitment from an initial 
requirement analysis all the 
way until training of users. A 
particular form of care is 
“understanding”) 

organizational side and make decision or adjustments 
needed when using the “care” concept. This is most likely 
a normal situation in many organizations. A medium/high 
risk level is assessed using the concept. Questionable if 
the concept is possible to use. 

Hospitality (is about when 
technology is in motion in 
organizations and is 
ambiguous. Acceptance 
needs to cope with the 
ambiguity, and then become 
hospitality) 

Using the “hospitality” concept, the organization needs to 
accept the technology in motion, and not the users, to 
avoid hostility and potential security problems. Similarly 
to “care”, the organization’s authorization process is 
already bypassed and needs to deal with the ambiguity to 
either reach acceptance or revert the use of the new 
technology. A medium risk level is assessed using the 
concept. The concept is usable if the organization’s 
“acceptance process” is able to follow what happens in the 
organization and is quick to respond.  

Care with hospitality 
(hospitality used correctly 
together with caring can lead 
to absorbed coping, intimacy 
etc. and can make 
technologies be integrated in 
the work flows and be 
understood) 

“Care with hospitality” can, if there is an ongoing two-
way communication between the organization and the 
users allowing the organization to early perform a 
requirement analysis, be used as then the authorization 
process for new technology can at a very early stage 
decide if to allow or deny the use of the technology 
evaluated. A low/medium risk level is assessed using the 
concept. The concept is very usable if the two-way 
communication works on a continuous basis. 

 
In the analysis above, it is questionable if the concepts “cultivation” and “care” are 
advisable to use. “Hospitality” is an option if an organization’s acceptance process is able to 
follow what technology the users introduce to the organization. However, “care with 
hospitality” is the best of the concepts used in this analysis, and is deemed to work well if 
there is continuous two-way communication between the users and the organization so that 
the organization is aware of what is going on. 
 
In this case, the organization is already more or less run over by the new technology as the 
users bypass the authorization process. If it is not possible to uphold a continuous dialogue 
with the users, the organization needs to consider how to prevent the use of unauthorized 
technology. One common way to do it is to have a formal information security- or IT-policy 
etc. that prohibits this, and have known disciplinary actions for non-compliance. 
 
Paper 7 – Analysis of R7.1 (future technology challenges) 
How can presently non-existing or emerging technology and its possible impacts be 
handled? If the technology is in line with the existing alignment and does not radically 
change the organization, the work processes and the users’ daily work, all is just fine. Then 
it is a matter of adjustments. However, if the technology renders large or radical changes, 
then the impact on the alignment can be significant or even problematic. This is due to that 
it takes time for the updates and adjustments needed, even in smaller organizations. The 
future challenge from technology like wearable computing needs to be addressed in security 
services and controls (policies etc.) at an early stage to better support work processes while 
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keeping the security level intact. This requires that the work with alignment needs to be 
proactive, to not get overrun by new technology with large impact. However, it is of course 
always possible to not start using or adapt very slow to the new technology and hence be 
able to keep the alignment intact. Regarding the looked for outcomes from alignment, 
improved IT-effectiveness and higher profitability, indicate that if possible it could be a 
good practice to act proactively regarding alignment. The use of new technology can also 
have impact on how work processes in an organization are performed, and particularly if 
there is decided and authorized technology that is supposed to be used. Use of unauthorized 
technology can change the work processes without the organization knowing about it, and 
then affects the business continuity planning that depend on that the critical processes and 
their routines are analyzed and documented (including the reserve routines). Thus, the 
business continuity planning can also be indirectly affected by these alignment problems. 
 
Ciborra’s (1997, 1998) concepts are used below on the result from paper 7, to analyze how 
they are able to deal with the alignment problem.  
 
Table 5.4 Analysis 2 using IS/IT strategic alignment theory 
 
Concept Security challenges from future technology 
Cultivation (is about destabilizing the 
current strategy and creating imbalance 
with the current technology, causing a 
tension that will stimulate learning at 
the same time forcing users to give 
feedback on the technology used and 
how it affects their work situation) 

To work, the “cultivation” concept requires 
quick feedback loops on security matters from 
the technology as well as the impact on users’ 
work situation. A high risk level is assessed 
using this concept. Questionable if the concept is 
possible to use. 

Care (is about familiarity, intimacy 
and continuous commitment from an 
initial requirement analysis all the way 
until training of users. A particular 
form of care is “understanding”) 

The “care” concept can work well as it starts 
from the initial requirement analysis, and there is 
time to reach understanding and make smaller 
adjustments to the alignment if the introductory 
process is not too quick. A low risk level is 
assessed using this concept. The concept is 
usable. 

Hospitality (is about when technology 
is in motion in organizations and is 
ambiguous. Acceptance needs to cope 
with the ambiguity, and then become 
hospitality) 

As the security challenges imply that technology 
is in motion and likely also ambiguous, using 
“hospitality” requires profound preparations to 
reach acceptance and not instead hostility. A 
medium risk level is assessed using this concept. 
The concept is usable if used together with 
careful planning. 

Care with hospitality (hospitality 
used correctly together with caring can 
lead to absorbed coping, intimacy etc. 
and can make technologies be 
integrated in the work flows and be 
understood) 

The “care with hospitality” concept can work 
well if the introductory process is not very short 
as missing the absorbed coping and intimacy 
phase will not lead to an official integration in 
the work processes. A low risk level is assessed 
using this concept. The concept is very usable. 
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Looking at the analysis above, using the “cultivation” concept is assessed as a bit extreme 
and also introduces high risk. Thus, the concept can be used but the organization needs to be 
aware of the risk level. Further they are advised to evaluate the other concepts before 
applying this one. “Care” is more usable than “hospitality”, and “care” is also deemed to 
introduce lower risk. Thus, if choosing between “care” and “hospitality”, then choose 
“care”! “Care with hospitality” is assessed to outrank the other concepts both regarding risk 
level and usability, and is therefore assessed as the best concept (of the ones used here) to 
regard when addressing alignment problems pertaining to future technology like wearable 
computing. 
Hence, used in the correct manner “care with hospitality” can further help to improve work 
processes as the organization either find new “tools” with better performance or are able to 
redesign or optimize the work processes using more efficient “tools”.  
 
If comparing with the prior analysis of the paper 4 result, in this case there is more time to 
prepare and act proactively before the organization is de facto already run over by the 
unauthorized technology. Thus, the situation regarding paper 4 has a higher risk level at 
start already compared to in this case. 
 
Organizations need to address wearables and wearable devices in their information security 
policy (or IT-policy etc.) to set up an adequate level of security, since wearables add new 
challenges to the ordinary ones. Wearables will also be used in new ways and in novel and 
sometimes more hostile environments compared to ordinary computers. Thus, acting in a 
proactive way early will decrease future alignment problems. 

5.3 Summary of analysis 
To get an improved output from the own and care process, besides having an adequate input 
providing necessary tools, models, methodology etc. to the conversion activities, the senior 
management further needs to facilitate the creation of correct high quality assets. A hard 
problem to overcome is the probabilistic processes (conversion ineffectiveness) and if not 
enough expenditure is budgeted.  
Appropriate use of assets requires that senior management complies with organizational 
directives to achieve the wanted impacts. Here again, the hard part is the probabilistic 
processes. Favourable business conditions and competition can spur the organization. Thus, 
the probabilistic processes pertaining to competitiveness can be regarded as supportive 
rather than a problem, to reach the looked for outcome (improved business value). If the 
strategic information security further can facilitate (or even initiate) new products/services 
and new business, the “impacts” and following business value becomes more visible in 
quantitative terms. This can positively affect the problems that need to be overcome, 
increasing the senior management interest.  
 
If an organization is able to improve the own and care process with the results R1.1-3.1 and 
R5.1-6.1 and manage the problems (and especially the probabilistic processes) on the two 
highest levels in table 5.2, then there is a good opportunity for the own and care process to 
deliver an improved outcome (business value). Thus, in this case, extra attention is needed 
on these mentioned problematic parts of Soh and Markus’ (1995) value creating process 
theory to be successful while improving the own and care process. 
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The results from paper 4’s analysis show the need for an organization to work tight with the 
users, have a continuous two-way communication so that user feedback can be collected and 
analyzed. An open climate, like in “care with hospitality”, from both sides (i.e. the 
organization as well as the users) will help both the users to quicker get new technology 
authorized and the organization to faster achieve the alignment between user actability and 
the information security policy.  This is needed to avoid problems with the business 
continuity planning as well. Thus, Ciborra’s (1998) concept “care with hospitality” can be 
used to manage the alignment problem in this case. 
 
The future challenges in paper 7’s analysis result are an alignment problem addressing 
technology that will get introduced partly or fully when available on the market. Some of 
the new technology will not have large impact on organizations and the work processes, and 
thus creates no major problems. However, the new technology that really has a large impact 
puts pressure on organizations to either hinder the take up and the use of it, or to do it 
slowly to manage and keep the alignment intact. Both these scenarios are hard to stay with, 
and it is more likely that the users will start to use new technology in either an authorized or 
non-authorized way. Non-authorized use can potentially affect the alignment with the 
information security policy in a negative way and cause problems for the business 
continuity plan. Thus, working with alignment in a proactive way can make new technology 
take up less problematic and with less conflicts. Also process improvement can be enhanced 
in this manner. Finally, Ciborra’s (1998) concept “care with hospitality” can be used to 
manage the alignment problem in this case also.  
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6 Conclusions 
A qualitative approach was used to study qualities and properties of phenomenon within 
strategic information security. The use of action research during a series of cases to 
iteratively develop two explanatory models and a methodology worked well. Further, 
literature studies and survey were used to address different challenges and problems and 
also to develop a training concept.  
 
The results from the analysis show that the conversion activities in the own and care process 
can be improved using the results from papers 1-3, 5 and 6, leading to increased/improved 
business value. To be successful, the analysis shows that problems in the probabilistic 
processes can be impairing factors during the first part of the own and care process. In the 
latter part, the probabilistic processes can instead be seen as facilitators or initiators. If 
handled correctly, the strategic information security can also lead to impact in form of new 
products or services, as customers now feel comfortable having a higher information 
security level protecting their assets. New products or services can in turn be part of creating 
business value. 
 
The challenges from current and future technology in papers 4 and 7, can be managed using 
Ciborra’s (1998) concept “care with hospitality” but require an organization to work tight 
with its users having a good two-way communication. This also enables an organization to 
get time to evaluate new technology in the authorization process before it taken up and used 
in work processes. Unauthorized uptake of technology can lead to a lower security level 
than intended, and if the technology also leads to changes in critical work processes the 
business continuity planning framework is no longer aligned with the business and thus 
needs to be updated. 
 
The main contribution from this thesis are the explanatory models, methodology and 
training concept which are combined into the framework for business continuity planning 
presented in appendix A. Appendix A shows how these can be further combined with 
additional challenges from current and future technology. The framework can be used as 
input in the own and care process for strategic information security. The explanatory models 
and methodology should preferably be used together, and in the order as proposed in 
appendix A since they partly build on each other. Following, the discussion on terminology 
problems in paper 5 which raises the challenge for organizations to decide what a crisis and 
crisis management mean to them is also connected to the explanatory models as the terms 
incident, situation and crisis have a central position. Paper 6 with the business continuity 
training concept for organizational crisis management connects to papers 1 and 2 high-
lighting the need for planned and organized trainings to be both organizationally and 
mentally prepared in case a crisis occurs. Papers 4 and 7 discuss alignment problems from 
new and future technology affecting an organization’s information security policy and 
security level. This alignment problem can also affect the business continuity plan if 
unauthorized uptake of technology leads to unplanned changes in work processes. 
 
The identified knowledge gaps have been matched to the objectives in the thesis as follows:  

A. Main components of strategic information security – objective 1 
B. Business continuity planning – objectives 1, 2, 3, 4, 5 
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C. Challenges from technology – objective 6 
D. Business continuity training for organizational crisis management– objectives 4, 5 

 
The explanatory models and methodology (objectives 1-3) were designed according to 
design criteria24 and evaluated, and can be found in papers 1-3. The training concept 
(objective 4) can be found in paper 6. The framework for business continuity planning, 
which also involves the training concept and high-lights the importance of taking current 
and future technology challenges as well as crisis terminology problems into consideration, 
can be found in Appendix A (objectives 5-6). 
 
The research question addressed in this thesis “How to improve the senior management own 
and care process for strategic information security, and in particular business continuity 
planning?” has been answered. The results from papers 1-3 and 5-6 can be used to improve 
the own and care process, and further also the results from paper 4 and 7 need to be taken 
into account as they can affect the own and care process negatively if not addressed 
properly. However, further problems that need to be overcome were also found, as 
otherwise these can hinder reaching improved business value as the output from the own 
and care process. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

                                                           
24 The design criteria were: “mainly target senior managements, but also be usable for rest of 
organizations” and “easy to understand” 
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7 Discussion 
The discussion in this chapter covers the research process and the research result. Finally, 
future research directions are also briefly discussed. 

7.1 Discussion on the research process 
A qualitative approach was deemed to best support the research objectives. This was due to 
that the research was mainly conducted in social environments and that I participated in 
close co-operation with members from the case organizations. Most of the research dealt 
with organizational processes and properties, relations between strategic steering 
instruments, and also affected members of the organizations in their work. Yin’s (2002) 
view on qualitative research when dealing with processes and relations, and Bjereld et al 
(1999) who point out that a qualitative approach is appropriate when the researcher is 
interested in what qualities or properties a phenomenon has, supported the choice of a 
qualitative approach. Most of the research in this thesis studied phenomenon in their natural 
settings using rich data trying to make sense of them and also to interpret the phenomenon 
in terms of the meaning people bring to them (Denzin and Lincoln, 1994). 
 
Bjereld et al (1999) state that almost all quantitative research has some kind of qualitative 
measures as well as almost all qualitative research has some quantitative traces. This is true 
for this thesis too. The name of the approach was not what was important. The important 
thing was that the chosen approach supported the research toward achieving the objectives. 
As a major part of the research in this thesis used an action research approach, this will get 
most weight in the discussion.   
 
Action research approach 
There are numerous critics of action research, and especially those who prefer quantitative 
approaches. Usually criticized are problems to verify, researcher bias and reliability. Thus, it 
is important to be able to verify results and also to be able to replicate them at the same time 
as the research and all relevant parameters is thoroughly described (Avison et al, 1999). 
However, working with people in real situation there are a lot of parameters and factors that 
can be hard to control in different environments, and thus it can be hard to always be able to 
verify results and replicate them. Also to find suitable research projects, where more 
empiric data can be gathered or prior results can be further improved and tested/evaluated, 
can be hard. As there was no suitable evaluation approach within information security or IS, 
one from business management was used. More attention needs to be paid to development 
of evaluation approaches for information security models or methodologies. 
 
The validity of results from action research has been discussed by for instance Elliot (1991), 
Dick (1996) and Reason and Rowan (1981), who have suggested “five processes” to 
improve this. One of these processes was due to practical reasons not followed, i.e. I was 
alone as researcher. This was however compensated with sequential replication of research 
and research results. It had been better if more researchers were involved, and in the future I 
will strive to have additional researchers in action research cases.  
 
Another scientific problem that has been accentuated by action research is regarding 
relevance and rigor, where for instance Benbasat and Zmud (1999) take a position for 
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relevance and how to achieve that in a good way in a discussion with Davenport and 
Markus (1999). One problem addressed is how to reach those working with IS outside of the 
academia with new results from research. Another is that a lot of the research is not relevant 
but with good rigour and thus possible to publish in highly ranked journals. The results in 
this thesis are summarized from papers, where at least in my opinion some of the papers 
meet both the requirements on rigor and relevance, at the same time being interesting to 
read. Further problems brought up by Benbasat and Zmud (1999) are the lack of a 
cumulative tradition within the IS research compared to for instance at business schools, and 
that the dynamics and speed in the development of IS make research results turn old quickly 
and not relevant to publish after a certain time. This problem is highly relevant for 
information security as well, and this was obvious for instance when looking for theoretical 
frameworks and a suitable evaluation approach. 
 
A difficulty with the research conducted was that it required a sequence of suitable cases to 
be able to iterate the data collection and analysis to further improve the explanatory models 
and methodology. This required a lot time to complete, as a case lasted from a matter of 
months up to years from start to end. Another difficulty during the research was to get 
access to members of the senior management teams or other key personnel, due to that these 
were normally very busy and often out of the office. This was handled by being patient, 
persistent and flexible to take the opportunities when these materialized. During the 
evaluations, it was important to gain the trust from the informants to get good feedback. 
Some informants were concerned with that their manager would see their feedback, and 
worried that the manager could take that as critique. Thus, all evaluation data was 
anonymized. 
 
In the papers 1-3, descriptive statistics were applied on the ratings from the evaluation. This 
was not an optimal way to evaluate, and in the thesis the values from the ratings are used 
instead. However, using nominal scales converting qualitative answers to quantitative is not 
optimal either, and could not alone have provided a valid outcome. Triangulating these 
values with the answers from the interviews together with that permanent change occurred 
in the organizations strengthened the validity of those results.  
 
One thing that affected the outcome of the whole action research was the selection of the 
design criteria for the explanatory models and methodology. Looking back, it was rather 
difficult to devise these knowing that they were going to have impact from start to end. I 
think that they were appropriate and served their purpose, but not perfect and not as 
stringent as they could have been. The more stringent, the easier to evaluate. If I had the 
opportunity to change or add something now, I would also have added “generic to fit public- 
and private sector organizations” or i.e. that they are applicable for most organizations. 
Further, I would have made the criteria “easy to understand” more stringent. This is good to 
bring into the planning of the next explanatory model or methodology research. 
 
The other approaches: literature study and survey 
Some of the challenges with literature studies are that they take a long time, a fair amount of 
resources to complete, and the question “when to stop searching for more material?” Egger 
et al (2003) have stated that an unbiased sample of relevant studies is central to the validity, 
and that it takes time and is costly. Thus, the planned searches were stopped as new findings 
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with impact were scarce (i.e. a level of saturation was reached), and an exhaustive search 
using existing tools and databases had been conducted.  
 
A survey is an efficient way to collect information from respondents, and it is economic and 
flexible to use. In this research interviews could have been used instead of questionnaire as 
the data collection method, but due to planning and economical reasons a questionnaire was 
used. If I had used interviews via telephone instead, I think that the returned answers would 
not have been as well considered as in the survey. This is due to that the respondents were 
all very busy during daytime, and would have been too stressed and thinking about many 
other issues while talking on the phone. The advantage with questionnaires is that the 
respondents can consider and answer the questions when convenient, and then send the 
survey back. Cowton (1998) states that care are needed on the design of the survey and 
questionnaire as well as the sample. Other problems with surveys are low response rates and 
non-response bias (Randall and Gibson, 1990; Dillman, 1978). These problems or issues 
were addressed, and as all seven key respondents answered the sample was complete. The 
results of the analysis were then thoroughly reviewed by a number of people to corroborate 
the findings before used further. 
 
The name of paper 7 was poorly chosen as it includes the sub title ”a case study”, which is 
not the case in “Yin terms” since it is based on a survey.  
 
Summary 
To sum up the discussion on the research process, it would probably have been easier to just 
use one or possibly two different approaches like action research and literature study. 
However, then some interesting opportunities to follow up on ideas that quickly needed to 
be picked up could have been lost. The research process was a bit wide in extent, but it lead 
to the results I find interesting. A further benefit is that the wide extent has given an insight 
into interesting research approaches and methods, which are usable in future research. 
Selection of design criteria is important as it has a major effect on the research from start to 
end, but is not that simple since there is a lot that will be learnt during the research that can 
shed a completely different light on the design criteria afterwards. 

7.2 Discussion on the results 
The problem regarding to create improved business value by improving the own and care 
process, which was brought up and further described in the introduction, has been analyzed 
using Soh and Markus’ (1995) process theory. The results show that it is not only good 
input, appropriate tools, models, methodologies etc. that is required except expenditure. The 
hardest problems to solve are found in the conversion activities, appropriate use, and 
probabilistic processes. If these are not handled properly the actual creation of in turn assets, 
impact and following improved business value from the own and care process for strategic 
information security is distant or unlikely. However, a good start is of course to have a good 
input and the contributions from this thesis to use for improvement of the conversion 
activities. 
 
One thing in the own and care process that not fully is shown in the analysis is that some of 
the conversion activities are not just something that is made once and then it is completed. 
Many of these activities are about maintaining the assets, and this can be seen as sub 
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processes that are not visible until the own and care process is analyzed and broken down 
into several layers. Then the whole complexity of the own and care process and the tough 
part to continuously maintain all the assets can be fully understood. Because this is really 
hard and even harder if an organization has a high personnel turnover.  
 
The alignment problems have been analyzed using Ciborra’s (1997, 1998) concepts. The 
results show that it is considerably harder for an organization to catch up after new 
technology has been taken up in an unauthorized manner than if acting in a pro-active 
manner, having a close two-way communication between the users and the organization 
during an open introductory or evaluation process. Then the organization together with the 
users can, based on the requirement list made together, evaluate the purposefulness and 
security implications from the new technology before it is started to be used in the work 
processes. I believe this can be accomplished in many organizations, but then there can be 
no “us” and “them” – only an “us” working together. As brought up in the analysis, the 
alignment problem does not only affect the information security policy but the overall 
security level inside the organization. To what extent of course depend on what technology 
is in focus. It can become serious if the technology affects any of the critical processes 
within an organization, leading to changes. If for instance the business continuity planning 
is not updated accordingly, there is a great risk that there are not adequate resources or 
correct reserve routines etc. to use during a crisis situation. A parallel can be drawn to if 
engineers change the steering system in an aircraft, but this is only reflected in the main 
control system and not in any of the backup control systems. Then if the main control 
system fails during a flight, it can be a “challenge” to control the aircraft using the backup 
control systems. What the outcome of such a situation would be is up for speculation, but I 
would not like to be inside of that aircraft. Thus, the alignment problems are an issue for 
senior management too. Ciborra’s (1998) concept “care with hospitality” is advisable to use. 
 
The own and care process intends to create business value. According to Magnusson et al 
(2007) and Andersson (2001) this is a hard question regarding information security in 
general. Magnusson et al (2007) look to measure the business value in quantitative terms, 
meaning that the “measures for controlling the value creation”, “quantification of the risk 
appetite” and “measures for controlling risk” are needed. Then return on investment 
calculations with net present value is possible to do. I think that this is needed, since return 
on investment is a language that senior management understands, and the investments in 
information security or its strategic parts should be possible to compare with other 
investments. This view is shared by Magnusson et al (2007), who point out that this 
research is still in its infancy. I made some early attempts when working as a strategic 
account manager in the security industry, to calculate the return on investment using net 
present value. We needed this at that time to be able to convince senior managements (i.e. at 
the customers) that there actually was a “business case”, but it was hard as a lot of the 
benefits were of a hidden character. This forced us to try to together with the customer put a 
value on for instance “increased trustworthiness” or “strengthened brand” too. It was 
somewhat similar to what now in Sweden is referred to as the “PENG” method, looking for 
both direct and indirect benefits. 
 
Another view on this is if strategic information security is considered part of facilitating 
new products or services that generate revenue and new business, will the security get any 
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credit or is it the products or services that get all? My take on it is that security gets no or 
very little credit, and just has to carry its costs with little quantitative business value 
addition. When organizations leave the traditional business models and move to Cloud-
based business models, this can make the value creation from security more visible since 
one of the important issues in this model is information security. 
 
Anyway, there is a need to improve the own and care process for strategic information 
security even though failing to create business value in clear quantitative terms, as also the 
qualitative aspects are needed.  This was a long discussion on business value, but from a 
strategic perspective a considerable and visible contribution of business value makes an area 
interesting for senior managements and part of their agenda. 
 
Since Dhillon (2007) means that a robust security program which includes strategic 
information security also increases an organization’s value, a close parallel can be drawn to 
having a robust own and care process for strategic information security. Then, another 
outcome from the own and care process can be an increased valuation of the organization. 
This is of great significance especially if the organization is a corporation with share 
holders. However, this relationship has not yet been investigated properly. Further, as 
Magnusson et al (2007) conclude that probably very few organizations have even thought of 
how to calculate the business value from information security investments in a quantitative 
way, does not make a valuation easier.  
 
The research results from the analysis using the Soh and Markus’ (1995) process theory 
made me stop! During 2009 I have helped an international corporation to polish up an 
information security and safety programme mainly focusing on the strategic as well as 
network security parts, acting as the CSO/CISO. This work was initiated by mainly one of 
the corporation’s customers, requiring that the security and safety needed to meet their high 
security/safety requirements if they were to sign a major contract. Reflecting upon that work 
after having made the analysis, it struck me that we dealt with more or less the same 
problems that came out of the analysis in this thesis.  
 
In this case, we already had the attention and willingness from the senior management to put 
in “expenditure” in terms of funding, some effort and time, due to the business requirements 
where the security was a deal breaker if not assured. A previous costly virus attack paved 
the way for the work on policy. During the risk analysis for the business continuity plan, 
there were giggles when we assessed the “pandemic” scenario as one of the major problems 
to address regarding the corporation’s operations. The giggling stopped the week after when 
the first cases of the A(H1N1)-virus hit the corporation, initiating the pre-cautionary plan to 
prevent the virus to spread within the organization. Thus, the business continuity planning 
work got its way paved too. The senior management interest level for security and safety 
rose instantly. We tried to achieve the “impacts” in the own and care process for strategic 
information security (following the polishing of the information security “assets”) 
facilitating new on-line services, that in the end created business value in terms among other 
things a major business contract. This further increased the revenue stream and following 
the corporate valuation, which was later used to bring in more risk capital allowing for a 
more rapid international expansion. 
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To sum up this anecdote, the probabilistic processes (competitive dynamics) and favourable 
economic conditions in the industry was the initiator and also helped to remove most 
problems before “impact” was reached. However, the organization still has some of the 
problems mainly in the conversion activities and probabilistic processes to improve. And by 
the way, the challenges pertaining to current and future technology addressed in the thesis, 
were also addressed in the corporate information security policy. 

7.3 Future research directions 
An idea that emerged during the analysis part of this thesis is to apply common decision 
making theory versus rational actor theory with bounded rationality to the research results, 
to learn if and how the results could influence decision making under uncertainty in senior 
management teams. 
 
Further ideas for research are within risk analysis on work processes, training using 
simulators in business continuity planning contexts, and other crisis/emergency 
management problems related to planning. Also interesting would be to study user 
behaviour in combination with information security policy and new types of security 
controls. 
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8 Summary of included publications 
In this section each paper included in this thesis are briefly presented. The relation between 
the papers and how they attach to the scarlet thread is described in figure 1.2. Paper 1 holds 
an explanatory model explaining what strategic information security is to senior 
managements, connecting business continuity planning, rules and education, practice and 
awareness. Papers 4 and 7 cover current and future challenges related to the rules (mainly 
the formal ones, or i.e. security policies). Paper 3 concerns a model to explain how a 
business contingency process can be devised and used in modelling of business continuity 
planning, whereas paper 2 comprises a business continuity planning methodology. Paper 6 
describes a training concept for continuous training and practice of organizational crisis 
management using a business continuity plan. Following, each paper is summarized with 
the research problem in focus using a strategic perspective. 
 
Paper 1: A model for explaining strategic IT- and information security to senior 
management. The core of the model to explain what strategic information security is to 
senior managements was developed and tested/evaluated in this paper and builds a 
foundation for the thesis. The paper discusses what and why senior management should own 
and care for regarding information security, and there is an attempt to define the main 
components of strategic information security. The main components are the business 
continuity plan, rules and education, training and awareness. These are in the model put in 
relation to each other, to together synergistically act as the senior management’s steering 
tools. Further, recommended in the paper is that senior management own the security 
programme and also need to integrate the strategic parts of it into the senior management 
agenda on a continuous basis and be maintained and cared for. 
 
Paper 2: Business Continuity Planning Methodology. During the planning for and 
development of business continuity plans as well as in training on business continuity 
planning at several corporations and government agencies, no good and simple way to 
explain the methodology of business continuity planning to the senior management could be 
found. However, this was of crucial importance for raising attention on the importance of 
senior management engagement in business continuity planning, as well as on how to go 
about creating such a plan. The paper introduces a stair case- or capability maturity model 
regarding business continuity planning methodology visualizing the problems mentioned. 
The understanding of the methodology to develop and maintain a business continuity 
framework including its plan is probably equally important of knowing how to use the plan. 
This is due to that the methodology makes an organization understand and aware of what 
maturity level they currently belong to, and what is required to proceed further. 
Understanding the methodology and that business continuity planning is a continuous 
process, is of vital importance for successful business continuity planning. 
 
Paper 3: A model to explain a business contingency process. To understand and learn by 
heart how to act during a business contingency is of great importance to be able to mitigate 
problems successfully. This also creates awareness that problems can arise at any time, 
which makes an organization mentally prepared to deal with and mitigate problems. The 
paper presents a simple and easy to understand graphical model describing how a business 
contingency process can look like. The process comprises five phases starting with the 
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intelligence gathering phase ending at the recovery phase. This model can be used to base a 
business continuity plan upon. Further use of the model is to use it in combination with 
other models during education and training of the senior management, as well as other staff 
in organizations, on business continuity planning.  
 
Paper 4: The need for improved alignment between actability, strategic planning of IS 
and information security. Observations made showed that there is often a gap in the 
alignment between users’ actability and: 

 strategic planning of IS 
 security controls 
 security standards 

 
In case the gap in the alignment were too big, the observations showed that users will try to 
increase their actability by for instance finding ways to bridge or circumvent the limiting 
factors. That leads to undesigned systems or ICT-infrastructures not compliant to the 
decided security controls, creating negative value for an organization from an information 
security perspective. To avoid some of the problems, there is a need to involve groups of 
users with advanced requirements on user actability during the planning of IS and 
implementations of security controls like policies and security standards. The users’ 
requirements on actability need to be addressed during the requirement process, during the 
implementation, and after a period of practical use as having found out limitations and 
missing functionalities needed. 
 
Paper 5: Terminology Problems within Crisis Management. The definitions of the terms 
crisis and crisis management are quite different in between organizations, and some prefer 
to use disaster and disaster management etc. instead. The terms are also used for both 
societal and organizational crisis and crisis management, which confuse the matter further 
as the meaning of the terms differ when applied to these two perspectives. The senior 
management of an organization needs to define what the terms mean so that everybody 
including the senior management is on the same page. Also needed to define is how and 
when the term crisis should be used, to not deflate the value of the term when a crisis really 
appears. To be able to manage a crisis situation in a good way, there is a need to be mentally 
prepared that a crisis can appear at anytime and crisis management teams need to be trained 
and prepared. Further, an organization also needs to understand what different types of 
severe problems or crises will require from them. 
 
Paper 6: A Business Continuity Training Concept for Organizational Crisis 
Management. A challenge for many organizations is how to on a regular basis be able to 
train and practice on organizational crisis management using the business continuity plan to 
mitigate problems. Regular training and practice increases the organizations awareness that 
problems can occur at any time, and also makes the organization better prepared to deal 
with problems being mentally prepared. The paper proposes how to link together training 
and practice, individual- and organizational learning with business continuity planning into 
a business game/simulation learning concept for organizational crisis management teams. 
To adapt or tailor-make the concept to an organization and its critical processes has an 
initial cost that be considered as too large for smaller organizations. However, after having 
made the initial adaptation there is a possibility for advanced training and practice using the 
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business game/simulator on a continuous basis. A possibility to train and practice with a 
smaller investment is if using generic processes for an industry in the business 
game/simulator. This will develop the abilities of the crisis management, but they will not 
learn to know the strengths and weaknesses of their own organization in the same way as 
when having adapted the business game/simulator to their own organization. 
 
Paper 7: Security Challenges for Wearable Computing – A Case Study. Wearable 
computing will when introduced in a larger scale in the future, pose a number of new 
challenges and requirements on information security. Further, organizations will also need 
to update their set of rules to be able to conduct their business/mission in a secure manner 
protecting the organization and its assets. Both the informal rules (values) and the formal 
rules (organizational security policies) will most likely need to be improved and updated. 
How much depends on the outcome of risk analyses conducted, as well as the development 
in the legislative- and policy arenas. Using the possibilities with wearable security can 
enable business process re-engineering and optimization, removing for instance a lot of 
administrative tasks conducted today giving more time for productive ones instead. The 
security policies should also take into account the need for flexibility and professional 
judgment calls, if there is a need to override a policy rule (in which case can be explained 
afterwards). 
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9 Appendix A – Framework for Business Continuity Planning 
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User Guide – Framework for Business Continuity Planning 
 

1. Use the explanatory model in paper 1 to set the big picture and explain which the 
main components of strategic information security are, how they are related to each 
other and to the other senior management steering instruments like the business plan 
and policies etc. Introduce the crisis terminology: incident, situation, crisis and crisis 
management 

2. Use the explanatory model in paper 3, which goes into the business contingency 
process that is needed to organize the crisis management organization and its work. 
This process can also be use to model the business continuity plan using the different 
phases in the processes to give a structure. Further, now the crisis management 
terminology needs to be defined to be able to proceed 

3. Use the methodology in paper 2 to discuss how the organization shall organize its 
business continuity planning framework. This includes development and 
maintenance of both the business continuity plan and the crisis management 
organization. Planned education/practise/awareness efforts are needed to take into 
account here as well. 

4. Show that challenges from current and future technology, which impacts the rules (or 
i.e. the information security policy), also if they induce changes in the organization’s 
critical processes impact the business continuity plan as well. Thus, this needs 
attention during the maintenance process of the business continuity plan. 

5. If needed, go back to the model in paper 1 and summarize the above briefly. 
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Abstract 
Awareness and understanding of strategic IT- and information security appears to be a low 
priority amongst senior managers although this falls within their responsibilities. In this 
paper a tested and confirmed model used to explain strategic IT- and information security is 
described. The model has been iteratively developed and applied in development, 
implementation or training in five different organizations. In these five cases, senior 
management awareness and understanding of strategic IT- and information security was 
verified as being very low. The model was originally developed to explain IT- and 
information security to corporate senior management. It has been adapted for use in the 
public sector by changing some of the terminology to match that used within the public 
sector. The model may also be used for training purposes, with regards to senior 
management or personnel in strategic IT- and information security. The importance of 
senior management ownership and care for strategic elements of the organization’s security 
programme is also discussed and the conclusion drawn is that the operative levels should be 
coordinated by one or a few members of the senior management team. 

 

Keywords: strategic IT- and information security, senior management, security 
programme 

1. Introduction 
The problem addressed in this paper is that senior management (top management) appears 
to lack awareness and understanding of strategic IT- and information security. By strategic 
we mean strategic instruments to steer an organization that fall under the responsibility of 
senior management. The term IT- and information security can be viewed as an entity of 
security for both IT and information (Harris 2004). Strategic IT- and information security 
form part of the strategic steering instruments for senior management [Anttila et al, 2004; 
Wylder, 2004], but are often not cared for properly [Kajava et al, 2006]. Decisions with 
regards to strategic IT- and information security should not, for convenience sake, be 
delegated to only one member of senior management or to the IT-department or a similar 
department. For the majority of organizations, IT- and information security for have an 
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increased importance and thus there is a necessity to integrate the strategic parts into the 
senior management agenda on a continuous basis in order for these aspects to be maintained 
and looked after [Anttila et al, 2004; Wylder, 2004; Leveque, 2006].  
 
The discussions in Kajava et al (2006) are that top managers often possess only a superficial 
understanding of information security which may lead them to make decisions that are not 
conducive to raising the organization’s security level. It was also mentioned that only 20% 
of managers realized that information security was of strategic value to their companies. 
They stated that enhancing the information security awareness among all employees had 
been found to be necessary, but that the key to success was to raise the awareness level of 
senior management – who have often shied away from any training with regards to these 
matters. This lack of awareness and understanding has been confirmed in the development, 
implementation, and training for strategic elements of IT- and information security at a 
number of corporations and government agencies. This poor understanding often has an 
adverse effect on the ownership, care and thus, in addition, on any upcoming results.  
 
Kajava et al (2006), Lempinen (2002), Wylder (2004) and Leveque (2006) state that 
commitment from senior management to information security is of utmost importance in 
order to pave the way towards the information society, and they recommend that a member 
of senior management should be responsible for coordinating the organization’s information 
security strategy. Senior management should own and spend time on all the strategic parts 
of the business, as strategic decisions do have an effect on the operational decisions in an 
organization at the lower levels if work proceeds in a top-down manner. Further, they state 
that the key component of information security work is the viable support and engagement 
of senior management, by for instance participating in information security related events.  
 
Kolkowska (2005) discusses that taking information systems security in modern 
organizations seriously requires more than that on offer from traditional technology-centred 
security approaches, and that relevant socio-technical aspects such as individual and 
organizational values are equally important. It is further stated that the behaviour of the 
employees of such organizations is difficult to formalize by rules, procedures and 
regulations and sometimes the relevant rules are missing. Wylder (2004) and Leveque 
(2006) discuss the importance of building values and a culture which also consists of 
information security aspects. Hofstede (1990) describes with the following model, see 
figure 1, that the most important aspect of an organization’s culture is its values, and that 
symbols, myths and rituals can be considered as practices. This paper will continue to build 
on the work in [Kolkowska, 2005; Hofstede, 1990] using the organizational values as part of 
the strategic elements of IT- and information security.  
 
IT- and information security must form an integral part of the Business Continuity Planning. 
A great deal has been written about Business Continuity Planning such as in NIST with 
Swanson et al (2002), ISO/IEC 17799 (2005), the Swedish Emergency Management 
Agency’s (2006) framework “Basic Level for Information Security” called BITS, report 
from the Swedish Finance Inspection (2005), and Lam (2002) regarding how to organize 
and develop Business Continuity Planning and what must be considered in order to maintain 
it. What is not mentioned in these texts is how the Business Continuity Planning fits into the 
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management of an organization and the overall business planning and why senior 
management should own and care for the Business Continuity Planning. 
  

 

 

 

Figure 1 - Manifestations of culture: From shallow to deep [Hofstede, 1990] 
 
Grimalia (2004) discusses how to train students with regards to information security, also 
mentioning that later on in life security practitioners need technical, social and political 
skills (to be able to “sell” information security to senior management). It also states that 
awareness and educations are the keys to the success of a security programme’s overall 
success.  
 
There are a number  of standards and frameworks that can be used to create a security 
programme (that is sometimes also called a security plan) or parts thereof, such as  the 
ISO/IEC 17799 (2005), ISO/IEC 13335:1-5 (1996; 1997; 1998; 2000; 2001) standards, and 
frameworks as in BITS with Swedish Emergency Management Agency (2006), NIST with 
Bowen et al (2007), SSE CCM (2003), the emerging COSO (2007), Zuccato (2005), and de 
Oliveira Alves et al (2005). Kajava et al (2006) together with Lempinen (2002) state that 
there is a need to not only consider the standards, but to also advance from a discussion on 
standards such as the ISO/IEC 17799 (2005) to a change in the culture or organizational 
values. This paper will discuss what senior management should own and spend time with 
regards to IT- and information security, i.e. the strategic elements of IT- and information 
security and what can be managed and coordinated by one or few members of senior 
management. It is highly unlikely that senior management will spend time in understanding 
and coordinating an entire security programme [Kajava et al, 2006]. 
 
Dhillon (2007) has made a model to describe security strategy levels, linking security 
strategy questions to business strategy questions. Dhillon (2007) and Wylder (2004), in 
addition to many other books on management of information security, also outline classes of 
security decisions (strategic, administrative/tactical and operative). Wylder (2004) and 
Leveque (2006) discuss what strategic information security is and the necessity for it to be 
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integrated into the corporate strategy, business planning and IT strategy for all ongoing 
operations. Wylder (2004) further identifies the importance of training, values, culture and 
senior management ownership, involvement and knowledge in policy, crisis management, 
business continuity planning, monitoring and measurement regarding information security. 
Leveque (2006) also thoroughly describes an information security strategy planning 
methodology for building a security programme.  Dhillon’s model and, indeed, Wylder or 
Leveque fail to explain how the different elements of strategic IT- and information security 
are either related or fit together from an organizational perspective. 
 
The model presented in sections 2 and 3 builds upon the work in [Kajava et al, 2006;  
Lempinen, 2002; Wylder, 2004] by setting the scope for the attention of the entire senior 
management with regards to the IT- and information security to being targeted towards only 
the strategic elements. In order to do this, strategic elements of IT- and information security 
must be defined. The term strategic means that these elements are used by senior 
management to steer an organization. Strategic IT- and information security is an integral 
part of the following three elements: Business Continuity Plan, rules, and education, 
practice and awareness. The Business Continuity Plan is a plan that replaces the business 
plan during a crisis situation to assist an organization in returning to a normalized situation. 
The rules are comprised of IT- and information security policies and organizational values, 
and the education, practice and awareness consists of training on the business continuity 
plan, security polices, and general security training in addition to an awareness programme 
for all members of an organization as well as specific security training for senior 
management. 
 
Regarding integrating IT- and information security in the management of organizations, 
Anttila et al (2004) discuss the fact that information security is an integral part of modern 
business management systems in order to create a competitive advantage, requiring close 
co-operation between security experts and business executives. They also describe a variety 
of management related issues taken from international standards that, taken together, help to 
build up a security programme. They state that it is extremely important to understand 
information security issues in the context of business processes and that information 
security management is fully analogous to the management of other important areas such as 
finance, quality, and business risks. They point out that it is very important for senior 
management to be  interested and spend a great deal of time on IT- and information security 
and that the area requires the same attention as all other important areas of a business.  
 
However, it is highly probable that will not happen [Kajava et al, 2006] if senior 
management has to be responsible for the whole information security programme. In the 
model, this issue is addressed by limiting the ownership to only the strategic elements of IT- 
and information security for all of senior management and having one or a few members of 
senior management to manage and coordinate the rest of the security programme. However, 
it should be remembered that senior management is always ultimately responsible for the 
entire security programme. The model builds upon the work of [Anttila et al, 2004] and 
shows how the strategic elements of IT- and information security are related and may be 
integrated in the steering of an organization. 
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To assist senior management in understanding both the complexity and their need to own 
and take care of the strategic IT- and information security, it must be explained in a less 
abstract manner [Kajava et al, 2006] and, where possible, to relate it to something more 
familiar. It is also necessary to explain how the different elements of strategic IT- and 
information security are related and fit together from an organizational perspective.  
 
In section 3 we describe the model that may be used to explain this to senior management 
(as well as to all other members of an organization and for training purposes) in a straight 
forward manner providing both perspective and describing how the strategic elements are 
related. The model draws on the limitation of the senior management’s responsibility to the 
strategic elements of the IT- and information security, the integration of IT- and information 
security and business planning, existing standards, and organizational values and cultural 
change.  
 

2. Methodology 
The research which has resulted in the model to explain strategic IT- and information 
security has been carried out in seven different companies and authorities during a period of 
seven years. In each an action research approach has been utilized. Action research has been 
defined as “a participatory, democratic process concerned with developing practical 
knowing in the pursuit of worthwhile human purposes, grounded in a participatory 
worldview which we believe is emerging at this historical moment. It seeks to bring together 
action and reflection, theory and practice, in participation with others, in the pursuit of 
practical solutions to issues of pressing concern to people, and more generally the 
flourishing of individual persons and their communities" [Reason and Bradbury, 2001].  
 
Characteristics of action research are that action researchers act in the studied situations, 
that action research involves two goals; a) solving the problem (the role of the consultant); 
and b) making a contribution to knowledge (the role of the researcher), that action research 
requires interaction and cooperation between researchers and the client personnel, and that 
action research can include all types of data gathering methods [Gummesson, 2000]. In this 
research the researcher has acted as an expert or consultant in the role of case leader being 
responsible for the cases that also have involved client personnel at the participating 
organizations.  
 
The original development of the model started seven years ago during the development of 
the business plans for two different corporations. In this work, a model to describe how the 
strategic steering tools were related to each other was required. The result of this was a 
graphic model to describe the business plan and rules, which are normally part of the senior 
management’s strategic steering tools.  
 
The model to explain strategic IT- and information security has been developed during 
cases in an additional five organizations (both corporations and state agencies) throughout 
the last five years. The cases have concerned development, implementations or training 
regarding the strategic elements of IT- and information security. In the cases one part has 
been to explain to senior managers, IT managers and employees what strategic IT- and 
information security is and how the elements are related.  
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During the process to explain the IT- and information security policies, new aspects have 
been added to the original model used for the explanations regarding the business plan and 
rules. The new aspects concern the impact from organizational values, business continuity 
planning and the necessity for training. Finally, all the pieces have been collated and the 
model described below has been tested and validated in the latest of the five cases.  
 
This case involved creating from scratch a new business continuity plan including a 
maintenance process for a state agency up to the point of handing it over to the part of the 
organization that will continue to maintain and develop the plan. All the steps of 
development, implementation and training were included in the work. The work was 
conducted in close cooperation with about 40 employees from all levels of the organization 
in excess of a one year timescale and run under the supervision of a senior management 
steering group. The work was divided into phases and at the end of each phase all 
deliverables were controlled and reflected upon, and adequate changes made according to 
the feedback from the reviewers (steering group and selected key employees). A final 
feedback addition was made to the business continuity plan and maintenance process after 
the training sessions of the crisis management teams using the business continuity plan to 
solve different scenarios where the organization’s critical processes were affected. The 
whole organization also had a basic training session (where the model was used) regarding 
not only what business continuity planning is but also how the organization has been 
organized in order to handle any problems that arise. 
 
2.1 Test results 
To learn about the effects arising from the use of the model when explaining how the 
elements of strategic IT- and information security are related, interviews were conducted 
with eight interviewees who had participated in the case where the model was tested. The 
model was rated on a scale from 1.00 (bad) to 10.00 (excellent) and, in addition comments 
were also sought. The outcome of the rating was an average of 7.00, with a median value of 
7.50 but with a standard deviation of 3.02. As there was a significant standard deviation, 
information regarding the interviewees’ professional backgrounds was noted and a check 
made to determine whether there was any difference between those interviewees whose 
background involved coming from the private sector before entering the public one as 
compared to those who only had experience of the public sector. Four interviewees had 
extensive experience from the private sector and four had only worked in the public sector. 
The comparison showed that those with a private sector background rated the model with an 
average of 9.25, median value of 9.50 and a standard deviation of 0.96, and those possessing 
only a public sector background rated the model with an average of 4.75, median value of 
5.00 and a standard deviation of 2.63. It was quite obvious that the model appeared to be 
better for those with a private sector background. Further investigation into the reason for 
this apparent anomaly showed that the interviewees who only had a public sector 
background were not used to the terminology used in the model. Thus, a variation of the 
model was developed, which was better adapted with a slightly different terminology for the 
public sector. The model and its variant for the public sector are described in the next 
section. 
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3. A model for understanding strategic IT- and information security 
Most organizations use a business plan as a tool for senior management in order to steer the 
organization in a desired direction towards success. In figure 2, the business plan consists 
of: 

 a vision, or a very long term goal, which is used to set the organization’s orientation 
to strive in a certain direction 

 objectives or part objectives, which are used to set planning targets to be achieved 
 present situation, where the organization is at the moment 
 a strategy, a plan regarding how to go from the present situation or position in order 

to achieve the objectives  
 
The business continuity plan is an integrated part of the business plan which temporarily 
replaces the ordinary business plan when the organization is close to or has entered into a 
crisis situation. The purpose of the business continuity plan is to assist the organization in 
returning to a normalized situation. The business continuity plan is, in addition to the 
business plan, to be updated continuously, and not to become a discrete item to be left on a 
shelf and revisited every third year. 
 
In figure 2, there is an oval where the strategy arrow moves from a normal situation 
(business plan) and enters into a crisis situation (business continuity plan). The crisis 
situation is the gray area in figure 2. Then the scenario changes and the senior management 
or the crisis management swaps from the business plan to the business continuity plan as 
quickly as possible in order to steer the organization back to a normalized situation 
(business plan). 
 
The rules comprise IT- and information security policies and also the organizational values 
that set the boundaries for the members of the organization regarding what to do or not to do 
while using the organization’s IT- and information resources. The rules are used to guide 
the members of the organization regarding how to behave inside the organization as well as 
towards others outside of the organization. The rules are affected by laws and regulations, 
what happens in society and ethics. Customers, prospective customers, business partners or 
user requirements regarding an organization’s security are included via the “Externals”, 
which affects the IT- and information security policies. The “values”, complementing the 
policies, fall within the “in-house code of conduct” and can be written or unwritten – 
however they can be equally strong as they have been developed from the initial outset of 
the organization. 
 
The education,  practice and awareness includes IT- and information security training on 
the business continuity plan, security polices, and general security training and an awareness 
programme for all members of an organization as well as specific security training for 
senior management. Without the security training, there will be either no one or only a few 
members within an organization who will know how to act during normal situations as well 
as during a crisis situation.  
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Figure 2 – model to explain strategic IT- and information security 

To summarize, the strategic elements of IT- and information security are the business 
continuity plan, which is an integrated part of the business plan, the rules and education, 
practice and awareness. These three elements are related to each other as they 
synergistically support each other. 
 
To adapt the model for use in the public sector, the following minor changes were made 
regarding the terminology: 

 Business Plan  Organizational Plan 
 Vision  Assignment 
 Strategy  Strategy/activities 
 Present situation  Start 

 
3.1 Comparisons between the model, standards and literature 
A comparison of the model with the standards and frameworks used for the work with 
security programmes shows that the NIST and ISO/IEC 17799 have significant  widths, but 
could be considered more as guides or checklists and do not directly screen out what is of 
strategic importance and how to explain these matters to senior management.  
 
If looking more specifically at the strategic elements of IT- and information security, the 
business continuity planning standards and frameworks are mainly in the form of checklists 
and do not show where and how these might fit into the management of an organization and 
its business planning. Additionally, they do not state the reason why this might be 
considered important or be a concern for senior management. Wylder (2004) states that 
business continuity planning requires senior management involvement and understanding, 
and that it should be integrated with the business planning. With reference to the rules, 
Kolkowska (2005) and Hofstede (1990) discuss the values involved whereas the model in 
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this paper builds on the requirement for organizational values within strategic IT- and 
information security. It is also noted that regarding the security policies the standards and 
frameworks are mainly checklists. Wylder (2004) and Leveque (2006) state that bringing in 
information security into the organizational values and culture is the key to strategic 
information security. Regarding education, practice and awareness Anttila et al (2004) and 
Wylder (2004) state that the strategic parts of IT- and information security are as important 
as the other topics within the management remit, and Kajava et al (2006) and Wylder (2004) 
state that there is a necessity for increased awareness and understanding from senior 
management. Kajava et al (2006), Lempinen (2002) and Wylder (2004) state that one 
member of senior management must participate and own the strategic parts of IT- and 
information security, and that commitment and participation from senior management in 
security trainings are required. To conclude the comparison, the model provides, in a simple 
manner, a perspective with regards to what is involved within strategic IT- and information 
security as well as how the elements are related to each other. 
 

4. Further use of the model 
The model is used to explain strategic IT- and information security to senior management – 
but it may also be used to explain this matter to all members of organizations during, for 
instance, training on IT- and information security policies or Business Continuity Planning. 
It is important that the entire organization from top to bottom has the same understanding 
regarding the strategic IT- and information security. This is important not only for 
maintaining the security level, but also because many members of an organization may be 
involved in solving problems during a crisis situation. During such a crisis situation, 
problem solving is required to be performed in as calm and systematic manner as possible - 
which requires a well trained organization with a uniform understanding of strategic IT- and 
information security. 
 

5. Discussion on senior management responsibilities regarding strategic IT- 
and information in security programs 

The strategic elements of IT- and information security, which were defined in the 
introduction, may be graphically described as is shown below in figure 3. As mentioned in 
the introduction, these are matters that the senior management should own and spend time 
on as they pertain to the strategic steering of the business. 

 

Figure 3 – strategic elements of IT- and information security 
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 As the importance of IT- and information security is increasing for most organizations, the 
strategic parts must be integrated into the senior management agenda on a continuous basis 
in order to provide for their care and maintenance [Anttila et al, 2004; Wylder, 2004; 
Leveque, 2006]. As senior management is always ultimately responsible for the IT- and 
information security (by law in most countries) they must ensure that the entire 
organizational security programme is maintained at an adequate level and properly cared for 
(i.e. due diligence and due care). However, the entire senior management usually has neither 
the time nor interest in coordinating the whole security programme [Kajava et al, 2006] – 
thus that which does not form part of the strategic elements may preferably be managed and 
coordinated by one or a few members of the senior management. It is highly unlikely that 
the entire senior management will spend sufficient time and effort to understand and 
coordinate a whole security programme [Kajava et al, 2006]. Figure 4 shows that the senior 
management should own and care for the top slice which consists of the strategic elements 
of the IT- and information security programme, and leave the remainder including the 
formation of a strategic plan for the security programme for coordination by one or a few 
members of the senior management and staff. 

 

Figure 4 – security programme including the strategic elements of                                     
IT- and information security 

 
To clarify further, senior management should own and care for projects or activities 
involving the elements relating to strategic IT- and information security. However, this does 
not necessarily mean that senior management should perform all the work regarding these 
projects or activities as, for instance, the development or maintenance of a business 
continuity plan involves rather extensive tasks. Senior management should lead, participate 
and support the projects or activities. 
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6. Summary and future work 
The model and the ideas presented in this paper are based on work conducted in five cases 
during the last five years. The strategic elements of IT- and information security have been 
defined and a model used to explain what strategic IT- and information security is to senior 
managements (top management) has been presented. The model was tested and confirmed 
during the last case and a variation of the model was made by changing some of the 
terminology to improve the result when using it in public sector organizations. The model 
may also be used to explain what strategic IT- and information security is to all personnel 
during training sessions. 
 
We have also argued that senior management should own and care for the strategic elements 
of the organization’s IT- and information security programme, and leave the operational 
levels to be coordinated by one or a few members of the senior management. 
 
Interesting topics for future research are testing the described model further in different 
types of organizations, methodology for business continuity planning, and security training 
as well as IT- and information security policy problems. 
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Abstract 
 
Purpose – The purpose of this paper is to present a multi-usable business continuity 
planning methodology. It comprises business continuity planning on the organizational and 
departmental levels. 
Design/methodology/approach - The methodology has been developed, tested and 
confirmed in three comprehensive cases. Senior management, IT managers and employees 
in the three case organizations have participated in this action research effort during the 
development, implementations or training on business continuity plans and planning.   
Findings – The methodology has been tested and confirmed, and is suitable for explaining 
business continuity planning to senior managements and employees in both public and 
private sector organizations. 
Practical implications - The methodology description can be used for explaining the issues 
to senior managements and form the fundament for a business continuity plan, which is part 
of an organization’s IT- and information security program. It may also be used to explain 
business continuity planning to other staff in an organization. The methodology can also be 
used to model business continuity planning, as a basis for training planning, and as support 
in different training contexts to achieve individual and organizational learning on business 
continuity plans and activities. 
Originality – The methodology is using a stair case or capability maturity model that it is a 
commonly used methodology concept and can be adapted to any organization. 
Keywords - Business continuity planning, Methodology, Senior management, Training 
Classification - Research paper 
 
 
1. Introduction  
The background and motivation for this paper is that during the planning for and 
development of business continuity plans as well as in training on business continuity 
planning at several corporations and government agencies, no good and simple way to 
explain the methodology of business continuity planning to the senior management (as well 
as to the rest of an organization) could be found. This was however of crucial importance 
for raising consciousness on the importance of senior management engagement in business 
continuity planning as well as on how to go about creating such a plan. 
 
The business continuity plan is part of the strategic steering instruments for senior 
management (Lindström and Hägerfors, 2009), but often not cared for properly (Kajava et 
al, 2006; Smith, 2004). Decisions on strategic IT- and information security, as defined in 
(Lindström and Hägerfors, 2009), where business continuity planning is included should not 
be conveniently delegated to only one member of senior management or to the IT-
department or like. Due to the growing importance of IT- and information security for most 
organizations, the strategic parts need to be integrated in the senior management agenda on 
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a continuous basis in order to be maintained and cared for (Anttila et al, 2004). Senior 
management (top management) should own and spend time on the strategic parts of the 
business, as the strategic decisions affect the operational decisions in an organization at 
lower level if working in a top-down manner.  
 
However, to get senior management to understand business continuity planning 
methodology, business continuity planning, and why they need to own and care for this 
continuous planning process - there is a need to explain it in a less abstract way (Kajava et 
al, 2006; Smith, 2004) where it is possible to relate to something more familiar. It is also 
necessary to explain how the different elements of strategic IT- and information security are 
related and fit together in an organizational perspective (Lindström and Hägerfors, 2009). 
 
There is a lot written about Business Continuity Planning like NIST with Swanson et al 
(2002), ISO/IEC 17799 (2005), the Swedish Emergency Management Agency’s framework 
“Basic Level for Information Security” called BITS (2006), report from the Swedish 
Finance Inspection (2005), Lam (2002), Fallera (2004) partly, Roberts (2006), and Helms et 
al (2006) on how to organize and develop Business Continuity Planning and what to think 
about maintaining it. To work with or according to standards during business continuity 
planning is a good way to structure the work process, but there is also some criticism from 
Ma and Pearson (2005) and Sipponen (2007) concerning that organizations sometimes rely 
too much on the checklists provided.  
 
Leveson has written numerous papers, for instance (Dulac and Leveson, 2004 and 2005) 
together with Dulac on hazard analysis (mainly safety oriented) used in the design process 
of complex systems to mitigate the hazards already during the design instead of adding them 
later on after a completed design. Johnson (2006) brings up the term “emerging properties” 
which represent according to him one of the most significant challenges for the engineering 
of complex systems. The “emerging properties” definition is disagreed upon, but could be 
described as when users adopt products to support tasks that designers never intended 
(Johnson, 2006). This paper discusses these ideas in a business continuity planning context. 
 
One of the important issues in business continuity planning is IT- and information security. 
Regarding integrating IT- and information security in the management of organizations, 
Antilla et al discuss (2004) that information security is an integral part of modern business 
management systems to create a competitive advantage, requiring close co-operation 
between security experts and business executives. They also describe a variety of 
management related issues taken from international standards that builds up a security 
program. They state that it is extremely important to understand information security issues 
in the context of business processes and that information security management is fully 
analogous to the management of other important areas like finance, quality, and business 
risks. They bring up that it is very important that senior management is interested and spend 
a lot of time on IT- and information security and that the area needs the same attention as all 
other important areas of a business. However, it is probably not likely that will happen 
(Kajava et al, 2006) if senior management is to care for the whole security program. This 
paper continues to build on the work in (Anttila et al, 2004) by introducing a model to 
explain business continuity planning methodology to senior managements.  
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Kajava et al discuss (2006) that top managers often only have a superficial understanding of 
information security which may lead them to make decisions that are not conducive to 
raising the organization’s security level. Also mentioned is that only 20% of managers 
realized that information security is of strategic value to their companies. They state that 
enhancing the information security awareness among all employees has been found 
necessary, but the key to success is to raise the awareness level of senior management – 
who often shies away from the trainings. They also together with Lempinen (2002) state the 
need to advance from a discussion on standards like ISO/IEC 17799 (2005) to a change in 
the culture. They also state that commitment from senior management to information 
security is of utmost importance to pave the way towards the information society, and 
recommend that a member of senior management should be responsible for coordination of 
the organization’s information security policy. Further, they state that the key component of 
information security work is the viable support and engagement of senior management, by 
for instance participating in information security related events.  
 
Sipponen (2007) means that information security management standards focus on the 
existence of processes and not the content of what they are securing. Information security 
management standards like ISO/IEC 17799, GASPP and SSE-CMM which are widely used 
and advocated by researchers and practitioners have a limitation in that they focus on 
ensuring that security processes exist while being unconcerned about how these security 
processes can be accomplished in practice. 
 
This paper continues to build on the work in (Kajava et al, 2006) as the methodology 
introduced in this paper is used for explaining business continuity planning to senior 
managements. The intention is to raise awareness and understanding of these issues in order 
to improve the support and engagement from senior managements concerning business 
continuity and IT- and information security planning. 
 
Grimalia (2002) discusses how to train students on strategic, tactical, and operational 
management of information security, also mentioning that later on in life security 
practitioners need technical, social and political skills (to be able to “sell” information 
security to senior management). Business Continuity planning and disaster recovery 
planning are brought up as core issues. Stated is also that awareness and education are key 
to the success of a security program’s overall success. Bazerman (2002) states that 
managers can make better decisions by accepting that uncertainty exists and learning to 
think systematically in risky environments. “After all, risk is not bad; it is simply 
unpredictable”. Bazerman’s observation is important and learning to deal with uncertainty 
and risks seems as important as learning how to minimize uncertainty. 
 
Training in general is about helping people to learn by experience and to work more 
effectively. A good definition of what training is has been provided by Goldstein (1992): 
“Training is defined as the systematic acquisition of skills, rules, concepts, or attitudes that 
result in improved performance in another environment”. A further discussion of training 
can be found in (Goldstein, 1992; Warren, 1979; Molander, 1990; Arkin, 1994; Lierman, 
1994; Villegas, 1996). Concerning content of training, Anderson (1994) emphasises that 
while training must continue to teach people things they do not know, it must also be about 
building on what is already known. 
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There are numerous ways of learning and dissemination of knowledge. To get a perspective 
as well as discussion about experiential learning, modelling, and tools (simulation/games) to 
support experiential learning, see (Samuelsson, 2002 and 2006; Samuelsson and Hägerfors, 
2004). The important issue in this case is the connection between individual and 
organizational learning (Villegas, 1996; Samuelsson, 2002; Baldwin and Ford, 1988; Senge, 
1994) since the awareness raising and training aims at achieving organizational change. 
There is a need to adapt advanced training for each organization as well as clarifying that 
there is a responsibility among participants to enhance their learning. However, 
Summerville (1999) argues that it is unrealistic to expect teachers in all educational settings 
to alter educational environments in order to meet each student’s educational needs, such as 
differences in cognitive style.  
 
In a business continuity context – it is preferred not to learn from real experiences but rather 
from experiences when training. The reason for using training experiences is that a crisis 
management team should preferably be prepared to handle a crisis before it happens. Of 
course real experiences should be taken care of and used to improve the business continuity 
plan as well as the related training. However, Smith (2004) states that it might be better to 
use real experiences from other organizations or to try to separate the involved individuals 
from the situation context in which the individuals operate to avoid post-crisis blaming of 
individuals.  
 
The understanding of the methodology to develop and maintain a business continuity plan is 
probably equally important of knowing how to use one, due to that the methodology makes 
an organization understand what maturity level they currently belong to and what is 
required to proceed further. Understanding the methodology and that business continuity 
planning is a continuous process - is of vital importance for successful business continuity 
planning.  
 
2. Methodology 
The business continuity planning methodology has been developed in three cases conducted 
during the last four years. Senior management, IT managers and employees in the three case 
organizations (both corporations and state agencies) have participated in this action research 
effort during the development, implementations or training on business continuity plans and 
planning.   
 
In each of the three cases an action research approach has been utilized. Action research has 
been defined as “a participatory, democratic process concerned with developing practical 
knowing in the pursuit of worthwhile human purposes, grounded in a participatory 
worldview which we believe is emerging at this historical moment. It seeks to bring together 
action and reflection, theory and practice, in participation with others, in the pursuit of 
practical solutions to issues of pressing concern to people, and more generally the 
flourishing of individual persons and their communities" (Reason and Bradbury, 2001).  
 
Characteristics of action research are that action researchers act in the studied situations, 
that action research involve two goals; a) solving the problem (the role of the consultant); 
and b) making a contribution to knowledge (the role of the researcher), that action research 
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requires interaction and cooperation between researchers and the client personnel, and that 
action research can include all types of data gathering methods (Gummesson, 2000). In this 
research the researcher has acted as an expert or consultant in the role of case leader being 
responsible for the cases that also have involved client personnel at the participating 
organizations.  
 
The original development of the methodology started four years ago during development of 
business continuity plans for the first two cases. During the course of explaining business 
continuity planning new aspects was added to the original methodology. Finally the 
methodology described below was tested and validated in the latest of the three cases.  
 
Firstly a simple stair case was used to illustrate the need to improve by moving upwards on 
an organizational level. The department perspective was added in the second organization as 
it was realized that the maturity perspective was missing if not maintaining the current state. 
The possibility to fall down the ladder was also added. Further, in the last case, the arrows 
describing the situation severity to illustrate that an organization should able to handle more 
severe situations as better prepared were added. 
 
That resulted in a graphic description of business continuity planning methodology used in 
the latest case. In this case a business continuity plan for a state agency was created from 
scratch to handing it over to the part of the organization that will continue to maintain and 
develop the plan including all steps of development, implementation and trainings. 
 
Training and awareness raising were during the first two cases conducted for the employees 
directly involved in either the crisis management teams or the different recovery teams. 
During the last case, training and awareness raising was given to all employees in the 
organization with additional training for the crisis management teams, supporting specialists 
and recovery teams. 
 
To learn about the effects from using the methodology when explaining business continuity 
planning, interviews were made with eight interviewees from the last case, where the 
methodology descriptions shown in section 3 were used.  
 
3. Business Continuity Planning Methodology  
The methodology described uses an example of an organization comprising senior 
management and departments reporting directly to senior management. An organization 
organized in functions or divisions can easily adapt the way the departments are described 
to prepare. 
 
The methodology description is intended to be used in organizations for explaining business 
continuity planning methodology to senior managements (and middle management). The 
description does not contain all steps and measures needed for business continuity planning, 
as it would then get too detailed. The description is intended to explain the business 
continuity planning methodology, and if more details are needed regarding all the steps - 
these are well described in for instance (ISO/IEC 17799, 2005; Swedish Emergency 
Management Agency, 2006; Lam, 2002; Fallera, 2004; Roberts, 2006). 
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The Swedish Customs Service StairwayTM model (2000) and other capability maturity 
models (CMM) like SSE-CMM (2003), and CMMI (2007) are alike the model described in 
this paper maturity models that describe the path an organization should proceed to improve 
and continuously increase the maturity of the area of processes in focus. Lam (2002) has 
described an 8-step business continuity planning cycle which is a development and 
maintenance methodology. 
 
In connection with business continuity planning and its methodology, Verstraeti (2004) 
brings up that most corporations today has become so lean that the question is if they are 
agile to handle disruptions in the corporate critical processes. Verstraeti introduces a 
lean/agility maturity model where the corporate management needs to adapt the 
management of the business processes and underlying information systems to be able to 
react to change quickly and easily by hedging the risks. The advantage with using a stair 
case or capability maturity model is that it is a commonly used methodology concept and 
that it can be adapted to any organization. 
 
 

 

 

 

 

 

 

 

 

Figure 1 – High level “stair case” or capability maturity model 
 
An organization starts at the bottom of the stair case and intends to climb upwards 
according to the dashed arrow in figure 1. The dotted arrows in figure 1 are “situations”, 
which are events that may develop into a  
crisis. A crisis is when an organization’s critical processes are seriously affected or possibly 
if a very serious event affecting the organization has occurred. The model is mainly 
intended to handle situations related to critical processes. The length of the situations 
symbolizes increased severity – i.e. the higher up in the stair case, the more serious 
situations can be handled without going into a crisis. When having made certain business 
continuity measures, an organization climbs a step upwards at a time, and the organization 
gradually improves its ability to handle situations. When an organization has climbed one 
step, it will be able to cope with a situation that prior the measures taken probably would 
have developed into a crisis.  
 

Situation 
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The more measures taken – the more steps are climbed – and the organization is able to 
handle increasingly serious situations within the organization in a controlled manner 
without the need to invoke crisis management and start up the business continuity plan. 
 
On the other hand, if the business continuity measures taken are not maintained and 
updated, the organization will start to fall down the stair case and thus not be as agile as 
before to handle situations anymore. This is illustrated by the down pointing arrow to the 
left. 
 

Figure 2 – “Stair case” methodology applied on organizational and department level 
 
Figure 2 is a more detailed version of the model in figure 1, laying out the methodology. 
The organizational perspective is on the left hand side and the departmental perspective is 
on the right hand side. The arrows on the sides are in the figure 2 double directed, i.e. it is 
possible to go both upwards and downwards. 
 
Below, the steps on the left hand side in figure 2 are described: 

1. Senior management sets objectives and limitations for a business continuity plan 
using the business plan, organizational vision, strategy and objectives, and gets 
involved in the continuous process to develop and later on to maintain a business 
continuity plan 

2. Process analysis – analyze the organization’s processes, improve them, and pin point 
the “critical ones”. Find the hard deadlines in the processes and describe the routines 
in the processes starting with the critical ones 

3. Analysis of critical resources in the critical processes, i.e. management personnel, 
personnel, IT-systems/tools used and supplier list, business partners, check that 

1. Sets objectives and limitations  

2. Process analysis, pin point the “critical 
ones” and deadlines and describe routines 

3. Analysis of critical resources 
    in the critical processes  

4. Risk analysis/assessment  … 
to risk mitigation planning   

5. Development of a BCP 
and maintenance plan    

6. Implementation, 
tests, trainings  

7. BCP maintenance    
process start-up 

Applied on departmental level  Applied on organizational level  

3. Have the critical proces-   
ses all resources needed?  

4. Develop a department   
“crash kit”  

5. Implementation, tests    
and trainings   

6. BC measures mainte-    
nance process start-up 

. 

. . 

. 
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reserve routines exist and are described, mapping of ISO/IEC 17799 requirements on 
the critical IT-systems/tools etc 

4. Risk analysis/assessment … to risk mitigation planning 
5. Development of a business continuity plan and maintenance process/plan 
6. Implementation, tests, trainings and practices 
7. Business continuity planning maintenance process start-up. Now there is a business 

continuity plan to use and maintain  
 
The implementation spans that the organization starts to use the business continuity plan 
(including a crisis management organization) and handles the risks that are deemed 
necessary to mitigate, for instance an alternative work site might be needed to set up. 
 
The departmental level, see on the right hand side in figure 2, differs somewhat from the 
organizational level due to that it is here the majority of the business continuity measures 
should be implemented. The reason for this is that it is at the departments where the actual 
handling of situations occurs. Often multiple departments work together in processes, and 
the IT-department is in a majority of organizations involved in most situation mitigations. 
 

1. Senior management and department management set objectives and limitations for 
business continuity measures using the business plan broken down on a department 
level. Department management gets involved in the continuous process to develop 
and later on to maintain the business continuity measures 

2. Process analysis – use the process maps made and pin point the “critical ones”. Add 
more process levels if more details are needed. Any hard deadlines? Describe the 
normal routines in the processes starting with the critical ones 

3. Make sure the critical processes have all critical resources needed (i.e. management 
personnel, personnel, IT-systems/tools used and supplier list, business partners, all 
contact information needed, reserve routines exist and are described – any critical 
process should have one or more reserve routines for all steps, etc.) 

4. Develop a department “crash kit” containing all critical resources (including planning 
for usage of critical personnel if need to use an alternative site or go all-around-the-
clock and department escalation/communications plan etc.) 

5. Implementation, tests, trainings and practices 
6. Business continuity measures maintenance process start-up. Now the department has 

set up the business continuity measures needed and need to maintain them  
 
The departmental level business continuity measures are important to keep up to date as it is 
on this level most changes occur. To keep in mind is that the processes’ routine instructions 
(normal and reserve routines) need to reach a level where in worst case a reserve with some 
support from someone with experience can perform the job needed. This is due to that in a 
crisis it is not likely that all ordinary personnel are available to perform their normal duties. 
The interaction with other departments in processes may also have an impact - if other 
departments introduce changes in their own processes. 
 
A comparison between this model and methodology and Lam’s cyclic model (2002) shows 
that both see business continuity planning as iterative processes. However, this model is less 
detailed and targets senior management primarily whereas Lam’s cyclic model seems 
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intended for a more general use among business continuity planners when actually creating 
a business continuity plan. Fallera (2004) describes partly what is needed regarding business 
continuity planning (however using the terms risk management and disaster recovery 
planning) on a management level but does not introduce a model containing methodology 
which could be used during training. Roberts (2006) seems to focus on continuity planners 
creating a business continuity plan. As mentioned earlier, an advantage with using a stair 
case or capability maturity model is that it is a commonly used methodology concept and 
that it can be adapted to any organization. 
 
The whole business continuity planning on the organizational and departmental levels can 
be seen as an iterative process, using the business plan as input with a business continuity 
plan or measures as the outcome. 
 
4. Findings 
During the last case the methodology was rated on a scale from 1.00 (bad) to 10.00 
(excellent) and also commented upon. The outcome of the rating was an average of 8.06, 
median value of 8.00 and a standard deviation of 2.06. As the standard deviation was quite 
large, and there also was information of the interviewees’ professional background, it was 
checked if there was any difference if the interviewees had a background from the private 
sector before entering the public one compared to those with only experience from the 
public sector.  
 
Four interviewees had extensive experience from the private sector and four had only 
experience from the public sector. The comparison showed that the ones with private sector 
background rated the model with an average of 9.38, median value 10.00 and with a 
standard deviation of 1.25, and the ones with public sector background rated the model with 
an average of 6.75, median value of 7.25 and with a standard deviation of 1.94.  
 
It seemed that the model was better for those with private sector background. Investigating 
why this was the case, it emerged that the interviewees with a public sector background felt 
that another additional example from their organization was needed in combination with the 
description to fully understand the methodology. As it seems like employees from the 
private sector are more aware/used to the need of business continuity planning, its 
terminology, and methodology compared to employees in the public sector, this may be a 
topic where further research in a larger scale could show if there really is a difference 
between private and public sector regarding this matter. 
 
5. Discussion 
Explanatory models are needed to educate, create an understanding and create a change in 
culture required (Kajava et al, 2006; Lempinen, 2002) to be successful when implementing 
a business continuity planning process. The explanatory model that is used to explain 
business continuity planning methodology is quite general for those organizations that rely 
on information systems and an IT-infrastructure (i.e. critical resources) in the critical 
processes. However, a business continuity plan should be adapted specifically for the target 
organization.  
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A business continuity plan needs to work in practice and not only in theory. The objective 
for an organization ought to be to be able to solve all situations in a calm and structured way 
without the need to open up the business continuity plan, as it is known by heart. 
 
Organizations sometimes rely too much on the checklists provided in existing standards. A 
business continuity plan is probably more useful if it is used as a general support tool to 
solve any kind of situation and not only as a guide for a set of predefined situations 
(although some specific situations could/should have checklists prepared – the number of 
specific situations may depend on the type of industry, laws and regulations, if toxic or 
radioactive substances etc. are handled). Those checklists for predefined situations need to 
be created during the business continuity planning process and kept updated in the 
following maintenance process. As Bazerman (2002) states that managers need to learn to 
think systematically in risky environments, it is probably as important as to learn how to 
minimize risks or uncertainty (which is much more common in management training). 
 
To be able to reach this level, an organization needs to be mentally prepared that situations 
may occur at anytime, keep the business continuity plan maintenance process running, and 
educate, train and practice both internally and with external partners such as business 
partners, public organizations, suppliers and contractors with SLAs (Service Level 
Agreements) etc.  
 
Leveson and Dulac (2004 and 2005) discuss hazard analysis (mainly safety oriented) used 
in the design process of complex system (where IT and information systems are comprised) 
to mitigate the hazards already during the design instead of adding them later on after a 
completed design. Business continuity planning strives to keep an organization to deliver 
the output from the critical processes during the mitigation of problems to get back to a 
normal situation again. If applying the ideas from Leveson and Dulac to try to design out 
the hazards from the critical work processes and the information systems used in these, it 
would probably be to expensive for most organizations to do it compared to using reserve 
routines or other information systems with overlapping functionality. The reason for this is 
that often information systems are bought as standard packages and the time and cost to 
adapt them is high.  
 
However, the information systems are sometimes integrated or linked together very tightly 
to support the work processes. Johnsons (2006) describes “emerging properties” as the 
phenomena appearing when users adopt products to support tasks that the designers of the 
system never intended. This is quite a problem from a business continuity perspective. If a 
complex of integrated information systems introduces possibilities that where not planned 
by the designers – it may be hard for those working with business continuity planning to 
find reserve routines or other information systems with overlapping functionality that could 
be used instead. 
 
The work of Leveson, Dulac and Johnson does not perhaps directly impact the model for 
explaining business continuity planning methodology to senior management, but indirectly 
it could be a good idea to also mention to senior management during training that to try to 
“keep the work processes and supporting information systems as simple as possible” is a 
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good idea as the work with business continuity planning get easier then (thus being part of 
the methodology). 
 
6. Further research and use of the methodology  
As it seems as employees from the private sector are more aware/used to the need of 
business continuity planning, its terminology, and methodology compared to employees in 
the public sector, this may be a topic where further research could show if there really is a 
difference between private and public sector regarding this matter.  
 
It is important that the whole organization from top to bottom has the same understanding of 
both the methodology and the business continuity plan, not only to keep up the maturity 
level, but also as many members of an organization are involved during the planning 
process. Training and the use of simulators for crisis management using the business 
continuity plan is a good way to involve more members of an organization and also increase 
the awareness of that a crisis might occur. Experiential learning using simulations and 
games are good learning enhancers for experience based learning. Training using business 
simulators for business continuity planning scenarios as well as directly for IT- and 
information security policy problems is an interesting topic for future research.  
 
Further, the ideas of Leveson and Dulac on safety oriented hazard analysis used in the 
design of complex systems and Johnsons discussion on “emerging properties” as one 
important challenge for engineering of complex systems are interesting topics to explore in 
connection with continued development of the business continuity planning methodology.  
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Abstract 
 
Purpose – The purpose of this paper is to present a model to explain a business contingency 
process to senior management and other employees in organizations during educations or 
trainings on business continuity planning. 
Design/methodology/approach - The model has been developed, evaluated/tested in three 
comprehensive cases. Senior management, IT managers and employees in the three case 
organizations have participated in this action research effort during the development, 
implementations, educations or training on business continuity plans and planning.   
Findings – The model has been evaluated/tested, and is suitable for explaining what may 
characterize a business contingency process to senior managements and employees in both 
public and private sector organizations. 
Practical implications - The model can be used for explaining the issues to senior 
managements and form the fundament to build a business continuity plan upon, which is 
part of an organization’s IT- and information security program. It may also be used to 
explain what a business contingency process is to other staff in an organization. The model 
can also be used to model parts of business continuity planning, as a basis for training 
planning, and as support in different training contexts to achieve individual and 
organizational learning on business continuity plans and activities. 
Originality – The model is graphically visualized and the concept and can be adapted to 
any organization. 
Keywords – Business contingency process, Business continuity planning, Crisis 
management, Senior management, Training 
Classification - Research paper 
 
 
1. Introduction  
Senior management (top management) and most members of an organization often lack 
awareness and understanding of their business contingency process and the terminology 
used. This is severely problematic in situations where normal business is interrupted by 
incidents or crisis. One solution to this problem is learning and training. Training for senior 
management and most members of an organization on their business contingency processes 
is, however, a complex issue. Most of the existing descriptions of business contingency 
processes are often briefly illustrated and mainly in text, which makes it hard to visualize 
and learn both on an individual and an organizational level. There is a need to use good 
pedagogy and a model that is simple and easy to understand. One such model focusing on 
IT- and information security issues in business contingency processes is presented in this 
paper.  
 
Kajava et al (2006), Lempinen (2002), Wylder (2004) and Leveque (2006) state that 
commitment from senior management to information security is of utmost importance to 
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pave the way towards the information society, and recommends that a member of senior 
management should be responsible to coordinate the organization’s information security 
strategy. Kajava et al (2006) discuss that top managers often only have a superficial 
understanding of information security which may lead them to make decisions that are not 
conducive to raising the organization’s security level. Also mentioned is that only 20% of 
managers realized that information security is of strategic value to their companies. Further, 
Kajava et al (2006) state that the key component of information security work is the viable 
support and engagement of senior management, by for instance participating in information 
security trainings and related events.  
They state that enhancing the information security awareness among all employees has been 
found necessary, but the key to success is to raise the awareness level of senior management 
– who often shies away from the trainings. This lack of awareness and understanding has 
been confirmed in the development, implementation, and trainings on strategic elements of 
IT- and information security at a number of corporations and government agencies.  
 
Strategic IT- and information security is part of the business continuity planning in 
organizations, and the business continuity plan is one of the strategic steering instruments 
for senior management (Anttila et al, 2004; Wylder, 2004; Lindström et al, 2008), but often 
not cared for properly (Kajava et al, 2006). 
Business continuity planning comprises that an organization plans to have an ability to 
continue its operations at any incident. That implies that the organization’s critical processes 
should be able to be restarted within a decided acceptable time frame (Swedish Emergency 
Management Agency, 2008; Lindström et al, 2008; Swedish Finance Inspection, 2005b). 
The Business Continuity Plan is a plan that replaces the business plan during a crisis 
situation to help an organization to get back to a normalized situation (Lindström and 
Hägerfors, 2009). 
 
There is a lot written about Business Continuity Planning like NIST with Swanson et al 
(2002), ISO/IEC 27001/2 (2005), the Swedish Emergency Management Agency’s (2006) 
framework “Basic Level for Information Security” called BITS, reports from the Swedish 
Finance Inspection (2005a, 2005b), and Lam (2002) on how to organize and develop 
Business Continuity Planning and what to think about maintaining it. What is not mentioned 
in these are how the Business Continuity Planning fits into the management of an 
organization and the overall business planning and why senior management should own and 
care for the Business Continuity Planning.  
 
When planning and developing a business continuity plan with a crisis management 
organization, it is most helpful to have a common terminology and use a simple and 
straightforward business contingency process to build the business continuity plan upon 
(Swedish Finance Inspection, 2005b). 
There are quite a few different descriptions or definitions of the phases for the mitigation of 
a crisis. Fink (1986) states in his description of the anatomy of a crisis, that it can consist of 
four stages in a cycle: prodromal/acute/chronic/crisis resolution. Doughty (2001) describes 
two: precondition phase/incident and response phase/business continuity phase/business 
recovery phase and pre-crisis stage/acute-crisis stage/post-crisis stage. Doughty also brings 
up the use of a disaster decision making team (i.e. a team that decides if it is a crisis or not) 
in his comprehensive work. Wooten and James (2008) state that crisis management 
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researchers have identified five phases representing a business crisis: signal 
detection/preparation and prevention/damage containment/recovery/learning. González-
Herrero and Pratt (1996) discuss a symmetrical crisis management with the four steps: 
issues management/planning-prevention/crisis/postcrisis from a crisis communications 
perspective. Whitman and Mattord (2005, 2008) state that the components of contingency 
planning are incident response, disaster recovery and business continuity with 
corresponding teams. Whitman and Mattord also describe a contingency planning time-line 
including decision points. Jennex (2007) has in a model for emergency response systems 
described the phases as: situational analysis/initial response/emergency response/recovery 
response with decision/hand-off points in between the phases. Smith (2005) discusses a 
pathway of vulnerability across the phases of a crisis, and how these vulnerabilities can hit 
existing holes or fractures within controls in organizational defences. The evaluated/tested 
model presented in this paper builds upon the work mentioned above, and is graphically 
shown as a simple business contingency process including its phases, terminology, and main 
actors. 
 
Elliot et al (2005) state that a number of scholars like Eberwein, Morin, Pauchant, Robinson 
and Douville have found defining the term crisis as problematic and that the term is 
overused and stripped to its meaning, and that the use of crisis often is used to label any 
organizational problem which may create negative effects. This terminology problem is also 
discussed in Lindström et al (2009). This issue is addressed in this paper by introducing 
terminology to use prior to it has been decided that it is a crisis, as the term crisis should 
preferably not be used unless there really is a crisis. 
 
Grimalia (2004) discusses how to train students on information security, mentioning that 
later on in the professional life security practitioners need technical, social and political 
skills (to be able to “sell” information security to senior management). Stated is also that 
awareness and educations are key factors to the success of a security program’s overall 
success.  
Training in general is about helping people to learn by experience and to work more 
effectively. A good definition of what training is has been made by Goldstein (1992 p3): 
“Training is defined as the systematic acquisition of skills, rules, concepts, or attitudes that 
result in improved performance in another environment”. A further discussion of training 
can be found in (Goldstein, 1992; Warren, 1979; Molander, 1990; Arkin, 1994; Lierman, 
1994; Villegas, 1996). Concerning content of training, Anderson (1994) emphasises that 
while training must continue to teach people things they do not know, it must also be about 
building on what is already known. 
There are numerous ways of learning and dissemination of knowledge. To get a perspective 
as well as discussion about experiential learning, modelling, and tools (simulation/games) to 
support experiential learning, see (Samuelsson, 2002 and 2006; Samuelsson and Hägerfors, 
2004). The important issue in this case is the connection between individual and 
organizational learning (Villegas, 1996; Samuelsson, 2002; Baldwin and Ford, 1988; Senge, 
1994) since the awareness raising and training aims at achieving organizational change and 
improved performance during a crisis. There is a need to adapt advanced training for each 
organization as well as clarifying that there is a responsibility among participants to enhance 
their learning. However, Summerville (1999) argues that it is unrealistic to expect teachers 
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in all educational settings to alter educational environments in order to meet each student’s 
educational needs, such as differences in cognitive style.  
 
To help senior management to understand the business contingency process and the 
terminology used, there is a need to explain it in a less abstract way (Kajava et al, 2006) 
where it is possible to relate to something more familiar. Also necessary is to explain how 
the different elements of strategic IT- and information security are related in between and fit 
together in an organizational perspective (Lindström and Hägerfors, 2009). 
 
In this paper, the business contingency process is delimited as the continuously ongoing 
process where intelligence information on possible incidents is gathered until the recovery 
from a crisis is completed including the post-crisis evaluation and reflection being part of 
the recovery. In this paper there is an evaluated/tested explanatory graphical model of the 
business contingency process with related terminology and the main actors. The business 
contingency process, its terminology and the main actors should be described on a high 
level in the introduction of a business continuity plan, to give a common understanding for 
the crisis management and the whole organization of how to work together during a crisis. 
Preferably, all involved should know the high level description by heart after trainings 
provided as it might happen that there is no access to a business continuity plan when 
needed. 
 
The business contingency process model presented in sections 2 and 4 builds upon the work 
in (Kajava et al, 2006;  Lempinen, 2002; Wylder, 2004; Leveque, 2006; Lindström and 
Hägerfors, 2009; Lindström et al, 2008 and 2009; Swedish Emergency Management 
Agency, 2008; Swedish Finance Inspection, 2005b). The introduction in section 3 shows 
how the business continuity plan may be integrated in the steering of an organization, and 
the business contingency process model in section 4 then elaborates how a business 
contingency process and its phases, the main actors and terminology can be described and 
visualized when explaining this to senior management (as well as all other members of an 
organization) in a straight forward way also giving organizational perspective.  
 
2. Methodology   
The business contingency process model has been developed in three cases conducted 
during the last five years. Senior management, IT managers and employees in the three case 
organizations (both corporations and state agencies) have participated in this action research 
effort during the development, implementations or training on business continuity plans and 
planning.   
 
In each of the three cases an action research approach has been utilized. Action research has 
been defined as “a participatory, democratic process concerned with developing practical 
knowing in the pursuit of worthwhile human purposes, grounded in a participatory 
worldview which we believe is emerging at this historical moment. It seeks to bring together 
action and reflection, theory and practice, in participation with others, in the pursuit of 
practical solutions to issues of pressing concern to people, and more generally the 
flourishing of individual persons and their communities" (Reason and Bradbury, 2001 p1). 
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Characteristics of action research are that action researchers act in the studied situations, 
that action research involve two goals; a) solving the problem (the role of the consultant); 
and b) making a contribution to knowledge (the role of the researcher), that action research 
requires interaction and cooperation between researchers and the client personnel, and that 
action research can include all types of data gathering methods (Gummesson, 2000). In this 
research the researcher has acted as an expert or consultant in the role of case leader being 
responsible for the cases that also have involved client personnel at the participating 
organizations.  
 
Section 3 contains an introduction from Lindström and Hägerfors (2009) which is used to 
introduce the terminology needed in section 4 and give an organizational perspective. The 
introduction in section 3, which is used to explain to senior managements what strategic IT- 
and information security is, was also developed and used during these three cases (as well as 
during two additional cases pertaining to IT- or information security policies). During 
educations on business continuity planning, the introduction in section 3 is normally used to 
lay a foundation prior to using the business contingency process model in section 4 
specifically addressing the business contingency process. 
 
The original development of the business contingency process model started five years ago 
in the two first cases concerning business continuity- and disaster recovery planning. During 
the course of explaining business continuity planning in the third case, new aspects were 
added to the model. Finally, the model described below was evaluated/tested in the third and 
last of the cases. Below are brief case descriptions: 

 The first case was at an international medical technology corporation addressing 
crisis management both regarding general crisis management as well as business 
continuity planning. A business continuity plan was developed with an extension to 
also initiate and manage general crisis management. The model was initiated and 
comprised a business contingency process containing three phases (emergency, crisis 
management, and recovery - based on current materials from the Swedish Emergency 
Management Agency and later the Swedish Finance Inspection (2005b)) with a crisis 
management and incident response team.  

 The second case was at an international semi-public telecom operator concerning 
incident response and disaster recovery planning for critical systems in the mobile 
network IT-infrastructure that was integrated into the area business continuity plan. 
The model was augmented with an intelligence gathering phase including incident 
response and disaster recovery.  

 The third and last case was at a state agency which involved creating a new business 
continuity plan including a maintenance process from scratch until handing it over to 
the part of the organization that will continue to maintain and develop the plan. 
Incident response- and disaster recovery planning for all critical systems and the IT-
infrastructure were also addressed. In this case all pieces of the model fell in place. 
Incident, situation, and situation assessment team and phase were added to the model. 

 
Training and awareness raising including the business contingency process model were 
during the first two cases conducted for the employees directly involved in either the crisis 
management teams or the different recovery teams. During the last case, training and 
awareness raising including the model was given to all employees in the organization with 
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additional training for the crisis management teams, supporting specialists and recovery 
teams. A plan for systematic and regular education, training and awareness raising was 
made as part of the maintenance process in the last case together with clarifying that all 
involved had a responsibility to keep updated and take actions needed (as the critical 
processes change or are affected) to keep the business continuity planning up to date. The 
plan was made to teach new matters but also to build upon already known ones. This 
supported individual and organizational learning giving a common mental model to use both 
during a potential crisis situation as well as in discussions and work related to the area. 
 
To learn about the effects from using the business contingency process model when 
explaining business continuity planning, the model was evaluated/tested at the end of the 
third case. A mixed-methods study approach was decided to use as it allows for using both 
quantitative and qualitative methods (Stufflebeam, 2001) to get as much feedback on the 
model as possible. Other evaluation approaches that were reviewed did not seem to support 
the objective, as well as stay inside the available resource constraints regarding cost and 
time. As there was an opportunity to interview key informants, interviews were made with 
eight key informants. The objective with the interviews was to learn about the model’s 
explanatory ability, if anything was missing or something that was not needed as well as the 
organizational fit. The interviews were standardized semi-structured using questions with 
quantitative rating scales with possibility to comment combined with qualitative open 
questions to get as much feedback as possible (giving the interviewer a possibility to follow 
up on interesting threads), and also to get an understanding if the model was stable or 
needed further improvements. At the end of the interviews it was possible to comment on 
the questions or add any additional information needed. The notes and scores on the 
interview protocols were checked by the informants directly after the interviews to make 
sure all answers were correct and complete. It was also possible to get back to the 
informants after the interviews to clarify or complement any answers.  
 
The data from the interviews was then reduced and analyzed, and the data tagged with if the 
informant had a professional background from only the public sector or also from the 
private sector. The findings from the analysis are found in section 5. 
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3. Setting an organizational perspective and introducing terminology 

This section gives an organizational perspective for a business continuity plan and the 
business contingency process that the plan is built upon. There is also an introduction of 
terminology needed in the business contingency process model in section 4. 
 
3.1 Organizational perspective 
One way to describe how a business continuity plan is related to the vision, strategy, 
business objectives and business plan in an organizational perspective is like in figure 1 
(where the figure is used to explain what strategic IT- and information security is to senior 
managements). 
 

 

Figure 1 – Explaining strategic IT- and information security                                           
(from Lindström and Hägerfors (2009)) 

 
In figure 1, the business continuity plan replaces the business plan in case a crisis related to 
the organizations critical processes occurs.  
 
3.2 Introduction of terminology 
To further describe how the business contingency process, or i.e. the high level phases, 
which the business continuity plan is built upon, figure 2 (which is an excerpt from figure 1) 
introduces the terms incident and situation. 
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Figure 2 – Excerpt from figure 1 with incident and situation added 
 
In the context of business continuity planning, an incident is an event that may affect any of 
the organization’s processes in a negative way. An incident that affects the critical processes 
in an organization may be called a situation. If a situation assessment team decides that a 
situation seriously affects any of an organization’s critical processes, it may be declared a 
crisis, and the crisis management is started up using the business continuity plan to mitigate 
the problems and try to return to an as normal state of operation again as possible. An 
organization should avoid using the word crisis until it has been declared by the situation 
assessment team. 
There are other kinds of crisis where an organization’s critical processes are not affected, 
like if the organizational brand, credibility or reputation are at risk, or if there has been a 
major accident with members of the organization involved etc. These kinds of crisis should 
also be managed by the crisis management team, but might not require a business continuity 
plan unless it is devised for general problem solving as well. Crisis management using a 
business continuity plan can be defined like by Pearson and Clair (1989 p61) as a 
“systematic attempt by organizational members with external stakeholders to avert crises or 
to effectively manage those that do occur” or by King (2002 p246) as “controlling a crisis 
and returning to a state of normal operation”. 
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4. A model for understanding a business contingency process 
The internal and external intelligence gathering network or departments etc. discover an 
incident and passes it on to the Incident Response Team (IRT), which starts to contain and 
solve the problem and escalates it to the situation assessment team if they think the incident 
is a situation. In case the incident is out of scope for the IRT, a Disaster Recovery Team 
(DRT) with specialists from the area where the problem resides will take over and continue 
the problem solving. Incident response and disaster recovery is usually considered as part of 
the IT- and information security in organizations. In case the situation assessment team 
decides it is a crisis, then they invoke the crisis management team to start up using the 
business continuity plan (BCP) to solve the problems and mitigate the crisis, and recover to 
an as normalized situation as possible again and return to the ordinary business plan. 
 
In figure 3 below, there is a business contingency process model that gives an overview of 
the phases of a business contingency process, its terminology, and main actors in a crisis 
management organization using a BCP to mitigate a crisis. The figure builds on work in 
(Kajava et al, 2006; Lempinen, 2002; Wylder, 2004; Leveque, 2006; Lindström and 
Hägerfors, 2008; Lindström et al, 2008 and 2009; Swedish Emergency Management 
Agency, 2008; Swedish Finance Inspection, 2005b). 
 

 

 

 

 
Figure 3 - A business contingency process model 

 
An organization has some kind of intelligence gathering phase concerning incidents and 
possible threats, by collecting reports from external bodies, users, support teams, monitoring 
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reported to the IRT that quickly investigates what goes on and then using their Incident 
Response Plan (IRP) takes immediate action to either start to contain and solve a problem or 
decide if the incident is of such an extent that a DRT is needed to get an overview and then 
start to solve the problem according to their Disaster Recovery Plan (DRP). IRT/IRP and 
DRT/DRP are well described by Mattord and Whitman (2005, 2008) and Doughty (2001). 
If the IRT and/or DRT are able to contain the incident and solve the problem(s) in a timely 
manner (according to hard deadlines and restart the organization’s critical processes within 
the time limits decided upon) there is no need to escalate the matter. However, if the 
incident is of such an extent that it impacts or stops the organization’s critical processes and 
it is hard to foresee when the processes can be restarted and operational again – the incident 
could be called a situation. The term crisis is too early to use and should preferably be 
avoided until decided by a situation assessment team.  
 
If the organization enters into crisis mode, then it shifts from the ordinary management team 
and the business plan to a crisis management using a BCP to mitigate the crisis and get back 
to a normalized situation again as fast as possible.  
 
A situation may be reported from the IRT or the DRT to a situation assessment team that 
will consider if the situation is a crisis or not. If the decision is that it is not a crisis, the 
decision is sent to all parties concerned and the DRT (and possibly also the IRT) continues 
to solve the problem until done. If the decision is that it is a crisis, then the situation 
assessment team calls upon the crisis management to start up the crisis management 
organization according to the BCP. When there is a possible need to start up crisis 
management, a common approach is to have different phases focusing on different tasks as 
different decisions and actions may be needed during the mitigation of a crisis (Swedish 
Emergency Management Agency, 2008, Swedish Finance Inspection, 2005b). Firstly, there 
is a need to assess the situation (situation assessment phase) and decide if there is a crisis 
or not – since an organization usually do not want to start up the crisis management and 
leave the normal mode of operations unless really necessary. The phase following the 
decision to start up crisis management may be called the emergency phase where there is a 
need to quickly collect all information available to get as a good understanding of the 
problems/crisis as possible, start up the organization needed to mitigate the crisis, plan and 
take immediate actions needed. This phase should in one or a few hours transit to the next 
one – the crisis management phase where the actual problem solving should occur. As the 
problems are solved and the crisis mitigated as well as possible, the crisis management 
transits to the next phase – the recovery phase which is a period to normalize the 
organization and the operations with the objective to get back to a situation as normal as it 
can become after the crisis. Part of the recovery phase is also debriefing, evaluation and 
reflection of the actions taken to learn what could have been done in better ways on both an 
individual and organizational level, as well as use as input to crisis management trainings 
and improvements of the BCP. As the recovery phase ends the crisis management should 
notify the whole organization and close the crisis management, and the organization returns 
to as a normal mode of operation as possible again. 
 
5. Findings 
During the evaluation/test in the last case the business contingency process model was rated 
on a scale from 1.00 (bad) to 10.00 (excellent) and also commented upon. The outcome of 
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the rating was an average of 8.75, median value of 8.75 and a standard deviation of 1.25. 
The average indicates that the model was well perceived, which is also further strengthened 
by the median value being the same showing an even distribution around the average. The 
standard deviation was quite small, indicating that the ratings were quite closely distributed 
around the average.  
As there was also information on the informants’ professional backgrounds, it was checked 
if there was any difference if the informants had a background from the private sector before 
entering the public one compared to those with only experience from the public sector. Four 
informants had extensive experience from the private sector and four had only experience 
from the public sector. The comparison showed that the ones with private sector background 
rated the model with an average of 8.63, median value 8.75 and with a standard deviation of 
1.60, and the ones with public sector background rated the model with an average of 8.88, 
median value of 8.75 and with a standard deviation of 1.03. It seemed that the model 
worked almost equally well for those with experience from either the private or public 
sector. Comparing the average and median value ratings they are quite close. However, 
there was a little larger standard deviation for those with a private background indicating a 
little larger spread in the ratings than for those with a public background.  
 
The open questions in the interviews did not indicate any need to further improve the 
business contingency process model, and the business contingency process with its five 
phases was considered as easy to understand and learn by heart. 
To increase the probability for a successful crisis mitigation using the business continuity 
plan, the crisis management and the whole organization involved need to have the same 
understanding for the business contingency process and how the business continuity plan 
works. The business contingency process and its terminology should be known by heart on 
a high level by all actors that may be involved in a crisis mitigation, and thus a business 
contingency process model like in section 4 is needed to explain this in a simple and straight 
forward way to achieve both individual as well as organizational learning (giving a common 
mental model to discuss and use (Villegas, 1996)). 
 
After the last case, the business contingency process model has been further used in 
education on business continuity planning at two organizations and development of a 
business continuity planning framework at one organization. The oral evaluations 
afterwards were just about the same as above. 
 
6. Discussion 
The term crisis is often used to label events that really are not a crisis (Elliot et al, 2005) but 
rather a problem or incident, and an organization needs to decide what terms to use to 
describe everyday problems and what the business contingency process model suggests as 
incidents or situations. Like in (Doughty, 2001) suggested in the model is to have an 
assessment team that decides if it is a crisis or not, and that the term crisis should not be 
used prior that decision. 
 
It can be argued upon where and when the business contingency process starts and ends, and 
if the intelligence gathering phase or the situation assessment phase should be part of it and 
how much the recovery phase should comprise. However, the most important part is that all 
members of an organization that may be part of mitigating a crisis are aware of how the 
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organization deals with it and when and how they are part of it. A good way of helping the 
crisis management and the members of an organization to understand this is to have a 
simple common business contingency process model that is used during the development, 
trainings/practices and maintenance process of the business continuity plan. In the model 
shown in section 4 the intelligence and situation assessment phases are included, considered 
part of the business contingency process as they are part of mitigating a crisis although they 
are pre-decision that it is a crisis. In the introduction to the model in section 3, also given is 
an organizational perspective on the business continuity plan and how it fits into the 
management of an organization. The evaluation/test of the model in section 4 during the last 
case indicates that it is simple and easy to understand as well as stable, and seems suitable to 
use during education and trainings in both public and private sector organizations. 
 
Compared to Fink’s (1986) and others’ crisis models that are cyclic or circular, the model in 
section 4 has a start and an end. To be somewhat more formal, a process should have an 
input that starts the process and also an output that puts closure – and in the model in section 
4, the input to start are events that turn into incidents and the output is either a message from 
the crisis assessment team that it is not a crisis or a message from the crisis management to 
the organization that the recovery phase is closed. However, looking at processes from a 
higher level, i.e. senior management level, processes often may look cyclic, circular or as a 
cloud (tri-dimensional structure). When developing a business continuity plan, it may 
although be easier and more suitable to use a business contingency process with a start and 
an end.  
 
The model in section 4 has a somewhat similar composition of phases like in Fink (1986), 
Doughty (2001), Wooten and James (2008), Gonzáles and Pratt (1996), and Jennex (2007), 
and the crisis management and those responsible for the business continuity plan in any 
organization should decide which business contingency process that best supports their 
organization in case of a crisis. Mattord and Whitman’s (2005, 2008) time-line gives a good 
indication on how to mitigate a crisis but argues that the business continuity plan re-
establish critical business functions at an alternative site, which the model in section 4 not 
requires unless the primary site is deemed out-of-function or unsuitable to continue 
operations at due to some reason. The business continuity plan, which should be concerned 
with an organization’s critical processes, can be used anywhere (primary site, alternative 
site or elsewhere) to mitigate a crisis. A crisis can for instance be initiated by a business 
partner not acting according to a contract or service level agreement, which not necessarily 
would need to involve a disaster recovery team if the reserve routines of the critical process 
affected are not able to restart the critical process within a pre-decided time limit. The 
model in section 4 also comprises the main actors and terminology used. 
 
7. Further research and use of the model 
It is important that the whole organization from top to bottom has the same understanding of 
how the business continuity plan is built up as many members of an organization are 
involved during the planning process as well as during the mitigation of a crisis. If an 
organization has different needs or wants to have a different business contingency process 
regarding number of phases or what to do during the phases, it is possible to just reframe 
that business contingency process replacing the original one in the business contingency 
process model.  
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Training and the use of simulators for crisis management using the business continuity plan 
is a good way to involve more members of an organization and also increase the awareness 
of that a crisis might occur. Experiential learning using simulations and games are good 
learning enhancers for experience based learning. Training using business simulators for 
business continuity planning scenarios as well as directly for IT- and information security 
policy problems is an interesting topic for future research.  
 
Interesting topics for future research are also evaluating/testing the business contingency 
process model further in different types of organizations, problems and challenges related to 
business continuity planning and crisis management, security training as well as IT- and 
information security policy problems. 
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Abstract: The purpose of this paper is to high-light problems regarding user actability and 
security implementations – what are the important mechanisms that affect actability in 
usage situations? Alignment between actability and strategic IS-planning and security issues 
is of the essence. However, serious gaps in alignment have been identified concerning 
strategic IS-planning as well as in development or implementation of security controls, and 
selection and use of security standards. The analysis of the alignment gaps show that there is 
a need to bring in the users view on business requirements in IS, or rather what they need to 
be allowed to do - to be able to work efficiently.  
 
1. Introduction 
New and innovative software tools that improve the operations of an organization regarding 
speed, quality and ability for collaboration internally as well as with external partners are 
needed by any organization and generally sought for. The goal is to find appropriate and 
organizationally approved software tools (IS) that increase actability to get better usability 
and efficiency. Many organizations today do not allow the IS users to work the way they 
would like to, which hinder the individuals’ efficiency as well as impairs the organizations’ 
efficiency and collaboration ability to externals like partners and customers.  
 
Limiting the users’ actability leads to impaired usability and efficiency. A few well-known 
problems regarding this matter are further described in the discussion section of this paper. 
Alignment is about achieving synergy between strategy, organization, processes, technology 
and people in order to sustain the quality of interdependence and thus achieve competitive  
advantage [1]. Aligning business strategy with IS strategy is problematic for organizations 
and is a key concern of senior management. However, alignment may be a moderating 
variable between IS use and organizational performance [2]. 
 
We have in practice observed that there is often a gap in the alignment between actability 
and:  

 strategic planning of information systems (IS) 
 security controls 
 security standards 

 
If the gap in the alignment is too big, we have observed that users will try to increase their 
actability by finding ways to bridge or circumvent the limiting factors. This may lead to 
undesigned systems; ”that are informal, have no specification, may not be authorized and 
operate through informal and undefined interactions between individuals and groups” [3], 
or ICT-infrastructures not compliant to the decided security controls - creating negative 



 135 

value for an organization from an information security perspective. This problem is also 
discussed in [4, 5].  
 
Lindstrom and Lundkvist discusses in [4] that there are more IT- and information security 
controls in large organizations than in small and medium sized enterprises (SME:s). This 
hinders the usage of Collaboration Working Environment (CWE) tools when SMEs work 
together with large organizations. This leads to decreased actability. Also brought up in that 
paper is that employees that are used to be able to use CWE-tools like Skype or ICQ at 
home, expect to be able to use something similar at work and will start to find ways to use 
CWE-tools at work even though not allowed. This paper will continue to build on the work 
in [4] but from the perspective of alignment between actability to strategic planning of IS, 
security controls and security standards. 
 
2. Actability, strategic planning of IS and information security 
Ågerfalk in [6] states “that in order to design for usage quality we must have a proper 
understanding of security aspects and the business, its action structure as well as both 
internal and external actors and their professional language use. There is a ‘requirements 
gap’ or at least mismatch between business modeling and system modeling”. Argued further 
is that “the main concept of this dissertation, information system actability, can be used as 
an ‘intellectual tool’ in bridging the requirements gap”.  
 
Dhillon in [5] discusses challenges and principles in managing information security. The 
challenges are classified in four categories: 

1. Establishing good management practices in a geographically dispersed environment 
and yet being able to control organizational operations 

2. Establishing security policies and procedures that adequately reflect the 
organizational context and new business processes 

3. Establishing correct structures of responsibility 
4. Establishing appropriate information technology disaster recovery plans 

 
The principles are of three classes: 

1. Managing the pragmatic aspects of an organization 
2. Managing the formal rule based aspects of an organization 
3. Managing the technical systems 

 
Dhillon discusses managing information security and states principles that should cover 
most areas discussed in the challenges, whereas we in this paper discuss an actability 
alignment problem when managing information security. Dhillon mentions that security 
should guarantee “useful activities” in principle class 3. 
 
Kankanhalli et al in [7] discusses that organizations become increasingly dependent on IS 
for strategic advantage and operations, the issue of IS security also becomes increasingly 
important. In the interconnected electronic business environment of today, security concerns 
are paramount. Further, small and medium-sized enterprises were found to engage in fewer 
deterrent efforts compared to larger organizations and organizations with stronger top 
management support were found to engage in more preventive efforts than organizations 
with weaker support from higher management. Stated is also that financial organizations 
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were found to undertake more deterrent efforts and have stiffer deterrent severity than 
organizations in other sectors. Moreover, greater deterrent efforts and preventive measures 
were found to lead to enhanced IS security effectiveness. 
 
The work in [7] indicates that users in larger organizations have smaller actability compared 
to smaller organizations. The empirical study in [7] shows that SME:s were found to engage 
in fewer deterrent efforts than larger organizations, that organizations with strong support 
from top management engage in more preventive efforts than those with weaker support, 
and that financial organizations have a higher level of security. Greater IS security 
effectiveness was achieved when undertaking more deterrent efforts and stiffer deterrent 
severity.  This paper discusses where gaps in the alignment between actability to strategic 
planning of IS and security controls may arise - and one contributing factor may be the size 
of the organization as indicated in [7] 
 
Kolkowska et al in [8] have in their literature review looked at the conflicts between 
usability and information security. The paper discusses among many things that 
administrators are struggling to maintain adequate security and at the same time they have 
to consider users’ (and business) requirements of accessibility, privacy and usability. 
Further, the paper discusses also that solutions to problems with configuration and 
administration of security products are for instance to consider usability in the design and 
choice of security mechanisms. Suggested is to consider users perception in planning and 
implementations of access control. Security mechanisms incompatible with these 
perceptions may be circumvented by users and thereby undermine system security overall. 
The work in [8] had the perspective of usability and information security, whereas this 
paper discusses the alignment between actability, strategic planning of IS and information 
security on a higher level. 
 
Tettero et al. in [9] means that the security requirements are based on the overall security 
view of the organization, as set out of policies. Also argued is that the requirements must be 
defined by the users or the management in such a way that they fit the organization. Both 
approaches are based on the expectation that the actors and clients know all the 
requirements related to security. This requires education of the actors to express the security 
requirements. 
 
This paper considers that there are more factors to consider than in [9] affecting actability in 
IS. This paper also means that it is important to understand how security related factors may 
affect the actability when using IS.  
 
As a reaction from business process modelling used today where shortcomings concern 
security requirements, Zuccato in [10] argues for a holistic security requirements 
engineering process using three different sources:  

1. Risk analysis and the security management standard 
2. Functional/non functional requirements 
3. A holistic set of security requirements.  

Zuccato means that combining different sources as risks, business processes, stakeholders 
and environmental demands get a holistic set of security requirements. We agree with 
Zuccato that today there are shortcomings regarding security requirements. 
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3. Methodology 
The research presented in this paper is mainly conceptual and based on existing security and 
IT-alignment literature. However, a few focused discussions with practitioners have verified 
the identification of a knowledge gap concerning actability in both security and alignment 
research of today.  
The literature review revealed that areas such as strategic planning of information systems, 
security controls, and security standards are chiefly concerned with characteristics of the 
areas as such, and less concerned with the relationship between the areas, which would be 
the alignment between the areas from an actability point of view.  
In order to verify the literature review we also did interviews with four (4) project managers 
and four (4) end-users that have great experience in security implementations in large 
organizations. The interviews were semi-structured in so that the informants could give 
input regarding IT-security architectures implementations. Specifically, the informants was 
able to provide data for what kind of tools different implementations have used, what kind 
of needs end-user required, how they were using tools for working together and 
performance of work tasks as well.  
The approach of combining conceptual review with semi-structured interviews increased the 
validity of our research concerning alignment of different security areas. In so doing we 
aligned our research methodology to the concept of theoretical validity and interpretative 
validity [11]. Theoretical validity refers to the explanation of the phenomenon studied, and 
not only a description of the facts or an interpretation of the underlying meaning. This type 
of validity is concerned with the theories or concepts used to explain the meanings of action 
are explicitly related to studied phenomenon. Most important is that the chosen theories can 
be presumed to reveal a true picture of the contextual conditions that is subject of inquiry. 
Interpretative validity is meaning oriented concept and accounts for the abstractions that is 
employed by informants rather than theoretical abstractions. By combining these two 
concepts of validity we were able to create meaning of the phenomenon under study, i.e. 
actability.   
 
4. Alignment 
Alignment is seen to assist a company by positioning the IT strategy in a closer relation to 
the business strategy. The outcome of this relationship is improved IT effectiveness and 
higher profitability [12, 13, 14, 15, 16, 17]. Three trajectories have been defined in 
alignment research: the return on IT-investment, the way that IT can provide direction and 
flexibility to react on new opportunities, and the social dimension of information alignment.  
 
The research on investments in IT explores alignment via the economic perspective. Both 
positive and negative effects are identified of the value-relationship between IT and the 
business. For example, Hitt and Brynjolfson in [18] did not find a positive link between the 
amount of money spent on IT and profitability of the firms. Also, technology is typically 
treated as a cost centre or viewed as an expense rather than an enabler of business value 
[19]. The issue of whether IT brings any value to the business is seen as a matter of return-
on-investments. Markus and Soh in [20] argues that IT-assets is something that not 
necessarily improve organizational performance but if structural factors such as firms size 
and information intensity is taken into account, then the spending in IT may improve 
performance. Other research on the value that IT brings to the business has specified that IT 
increases productivity and customer value [21, 22]. Clearly, when organizations stress the 
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importance of managing customer relationships and how they internally correspond to its 
environment, the IT value may be enhanced by finding the right fit between external 
positioning and internal arrangements [23]. Papp in [24] suggests that this can be achieved 
by setting managerial focus on the relationship between IT and core competences and IT 
scope.  
 
The second trajectory is concerned with developing competitive advantages and flexibility 
to react on new opportunities. Research in this group employs a strategic management 
perspective in which alignment is explored from the perception that the business and IT 
should contain statements that visualizes how IT is linked to the business. The outcome of 
strategic alignment is excellence in firm performance [15, 16, 25]. Blili and Raymond in 
[26] outline a formalized approach for IT alignment in SME:s, in which threats and 
opportunities and critical success factors are supposed to guide managers in their attempts 
of making strategic business use of information technology. Often these perspectives are 
explored via a resource based view of the firm. This is an approach to evaluate the firm’s 
resources as a base for its strategy, and subsequently alignment is viewed as a means to 
allocate valuable IT resources. In detail, resources include technical, human, and intangible 
factors [27, 28, 29, 30]. Technical recourses are i.e. databases and IT-infrastructure. Human 
resources are i.e. skills of IS professionals. Intangible resources are i.e. the partnership 
between IT and business units. 
 
In addition, there are work in IT alignment that differs from the above mentioned 
discourses. Some work build on the underlying social assumption that there are shared 
norms and harmony of interest between parties that influence the relationship, which leads 
to, for example, trust issues that is not conveyed by the strategic management and the 
economic perspective. Research in this group show an alternative view of alignment by 
extending the focus beyond strategic planning and transaction costs to include issues, such 
as, knowledge sharing among groups of humans [31]. Reich and Benbasat in [32] also 
emphasize the social dimension of information alignment as they study factors for 
alignment between business and information technology objectives. Examples of these 
factors are: work experience among IT managers, and education level. Konsynski and 
Tiwana in [33] emphasize the need for new perspectives on IT alignment and argue for a 
move from alignment to aligning, meaning that an inter-firm relationship is an ongoing 
process and not a discrete event where managers’ mechanistically use classical notions of 
strategy formulation. While such new ideas, or rather focus of interest, are emerging in 
research of IT alignment it is still biased by the strategic management focus and the intra-
organizational focus. 
 
We have developed a model used to discuss the gap in alignment between actability to 
strategic planning of IS, security controls and security standards, bearing in mind the 
alignment theories and looking at the alignment from an IT- and information security 
perspective.  
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Figure 1: Alignment gaps between user actability, strategic IS-planning, security       

controls and security standards from an information security perspective 
 
4.1 Actability, usability and efficiency 
Actability has been defined by Goldkuhl and Röstlinger [34] as “an information system’s 
ability to perform actions, and to permit, promote and facilitate the performance of actions 
by users, both through the system and based on information from the system, in some 
business context. The ‘degree’ of actability possessed by a certain IS is always related to the 
particular business context.” Goldkuhl and Ågerfalk in [35] adds that “The business context 
includes actors’ pre-knowledge and skills relating both to the IS and the business task to be 
performed. Therefore, IS actability is not a static property of an IS, but depends on the 
social structures surrounding it. Please note that the issue is not whether usability should be 
considered part of actability, and actability an extension of usability, or vice versa. The 
issue is to make information systems more actable and thus more usable.”  
 
The theory of information systems actability includes a distinction between three type of IS 
usage situations; Interactive usage situation (where users performs actions interactively 
together with and through the system, like in a sales man’s dialogue with a customer using 
an IS sales tool), Automatic usage situations (where the system performs actions by itself 
based on predefined rules), and Consequential usage situations (where users performs 
actions based on the information from the system). 
 
According to Goldkuhl and Röstlinger [34] a computerised system “is an action system. It is 
both an instrument for performance of action and a support tool for humans to perform 
their actions. Information systems should be actable”. Also Ågerfalk in [36] sees actability 
as an important information system quality “metric” – a concept that goes beyond usability. 
Cronholm et al. in [37] present actability as a concept that builds on usability to take the 
social context of human-computer interaction into account.  
 
One definition of usability that is closer to the user actability perspective is that of ISO 
9241-11 [38]: “the extent to which a product can be used by specified users to achieve 
specified goals with effectiveness, efficiency and satisfaction in a specified context of use”. 
This definition includes context of use. A deeper comparison between the concepts of 
actability and usability is made by Levén in [39], Cronholm, Ågerfalk and Goldkuhl in [37], 
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Security standards 
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Goldkuhl and Ågerfalk in [35], Ågerfalk in [40], and Ågerfalk, Karlsson and Hjalmarsson in 
[41].  
 
Thus, usability promotes an important perspective but needs to be extended and 
reinterpreted in order to put more emphasis on the business context in which the interaction 
is taking place. Information systems should be usable not only in the context of interaction 
but also in the context of business action (for all actors involved). In order to design for 
usage quality and actability we must have a proper understanding of both security aspects 
and the business; its action structure as well as both internal and external actors and their 
professional language use. 
 
Adler and Winograd in [42] means that the importance regarding efficiency is how well a 
system supports higher level cognitive processes including the social interaction within an 
organization. Efficiency from an actability terminology is primarily comprised of the actors’ 
and organizations’ ability to create values by conducting actions both within and outside the 
organization. 
 
4.2 Strategic planning of IS 
Strategic planning of IS  can be defined as by Ward and Griffiths in [43] like "the planning 
for long-term management and optimal impact of information,- in all its forms, information 
systems (IS) and information technology (IT), incorporating manual and computer systems, 
computer technology and telecommunications. It also includes organizational aspects of the 
management of IS/IT throughout the business."  
 
Information technology has long been advocated to be a critical resource and as such 
understood as an enabling technology for organizations to accomplish business objectives at 
the micro level [44]. 
  
When considering the processes and information needs in an organization it is essential to 
have an understanding of the organization's current structure, relationship and the people it 
is composed of. These organizational dynamics form an important input to the planning 
process. It is necessary to understand the environment and its skills, resources, values, 
culture and social interactions, as well as the management style and its relationship with the 
external environment. These aspects become increasingly important when the magnitude 
and pace of change have implications for all aspects of the business [45]. If considered, 
these aspects may improve the actability. 
 
Constantine in [46] means that “the richest information and most advanced functionality is 
of limited value if it is not useful and easily used within the context in which it is needed”. 
The users’ situation needs to be factored in during the strategic planning of IS as otherwise 
an organization may get advanced IS that is not supporting the users in an optimal way (i.e. 
increasing their actability) or just have very limited usefulness. 
 
Other research shows that there is alignment problems between more entities in the model 
described in figure 1. Doherty and Fulford discuss in [47] that the alignment between 
strategic planning of IS and security policies (i.e security controls) is often missing, whereas 
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if addressing the alignment it could give six benefits raising the security level. Further 
nothing is mentioned about actability in the model they introduce.  
 
Siponen discusses in [48] that there are problems in the alignment between strategic 
planning of IS and security standards in the aspect of action research where information on 
how the objectives of security standards are attempted to be met in organizations where they 
are applied. The four security standards analyzed do not state what is needed regarding 
strategy and alignment and are only baselines. 
 
4.3 Security controls 
One definition of IT- and information security controls is that of [49] where the controls are 
divided into three different parts: administrative, technical (logical) and physical, which 
combined should work in a synergistic manner to protect an organization’s assets against 
risks. Reducing or mitigating risk is part of the risk management process of any 
organization, where the intention is to mitigate the risks an organization faces using 
different perspectives as business impact, cost/benefit, customer or partner confidence etc. 
 
Höne and Eloff discuss in [50] that the alignment between security policies (i.e. security 
controls) and security standards is good since security standards provide a starting point for 
determining what the information security policy should consist of. However, the security 
standards are not comprehensive in their coverage and tend to rather address the processes 
needed for successfully implementing the information security policy. Also stated is that the 
information security policy must fit with the organization’s culture and must therefore be 
developed with this in mind. 
 
The combination of security controls used in an organization should be based on risk 
management, and senior management needs to decide a level of security where the risk 
mitigation is acceptable since it is not possible for most organizations to reduce or handle all 
risks. Handling all risks is too costly and time consuming to do, especially in a dynamic 
environment affected by both internal and external changes. Straub and Welke in [51] 
describe a planning model for management decisions to cope with system risks, which could 
be used by organizations to help select an efficient combination of security controls to 
manage and reduce system risks. 
 
4.4 Security standards 
IT- and information security standards can be defined as by Wool in [52] that “security 
experts have long been saying that secure systems, and especially security standards, need 
to be designed through an open process, allowing review by anyone. … Unfortunately, even 
openly designed standards sometimes result in flawed … systems. A standards body involves 
many parties with conflicting agendas, many of them powerful corporations. Furthermore, a 
standard is not measured by excellence or novelty. It should be a working design that is an 
acceptable compromise between the interests of all the parties involved. In short, a 
standards body is not an environment that encourages scientific discourse. Finally, even 
supposedly open standards bodies sometimes have onerous requirements that may 
discourage scientists from participating”. 
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Siponen in [53] means that information security management standards, focus on the 
existence of processes and not the content of what it is securing. Information security 
management standards like ISO 17799, GASPP and SSE-CMM which are widely used and 
advocated by researchers and practitioners have a limitation in that they focus on ensuring 
that security processes exist while being unconcerned about how these security processes 
can be accomplished in practice. 
 
We have looked at what is stated in some of the most common standards on the alignment 
between actability to strategic planning of IS, security controls and security standards. The 
reason for doing this is to find out if there is any guidance to also include the aspect of 
actability in the security work.  
 
Many standards and frameworks like NIST, ISO 17799, and CISSP states that usability 
should be considered together with business requirements. However, nothing regarding 
actability has been found. This could be explained by the fact that usability is attributive in 
nature while actability is relational oriented. Security standards are often also used as input 
to for instance security policies (security control). Below are some more specific statements 
found in the NIST, ISO 17799 and CISSP. 
 
NIST 
Souppaya et al. in [54] stresses that “the testing configuration of the IT product should 
match the deployment configuration. In some cases, a security control modification can 
have a negative impact on a product’s functionality and usability, or on other products or 
security controls. Consequently, it is important to perform testing to determine the impact 
on system security, functionality, and usability, and to take appropriate steps to address any 
significant issues”. 
 
Wack et al. in [55] states about psychological acceptability “…the security mechanisms in 
place should present users with sensible options that will give them the usability they 
require on a daily basis. If users find the security mechanisms too cumbersome, they find 
ways to work around or compromise them.”  
 
ISO 17799 
The ISO 17799:2005 [56] standard states that information security is the protection of 
information from a wide range of threats in order to ensure business continuity, minimize 
business risk, and maximize return on investment and business opportunities.  
 
ISO 17799 is a code of practice for information security management and the structure of 
ISO 17799 is that it provides a list of security requirements an organization should satisfy if 
they want to undergo certification. The requirements are grouped in ten key controls. The 
idea behind the key controls is that an organization should have a balanced approach 
towards security covering the most critical areas.  
 
Information security is achieved by implementing a suitable set of controls. These controls 
need to be reviewed and improved to ensure that the specific security and business 
objectives of the organization are met. This should be done in conjunction with other 
business management processes.  
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CISSP 
One ”practioner’s industry framework” is the CISSP (Certified Information Systems 
Security Professionals) guidelines of the (ISC)2 -organization25. In one of the most popular 
books used to prepare for the certification exam [49] the following were found: 
An example of security management states that needed when securing an environment is 
still to allow the necessary level of functionality so productivity is not affected.  
The Availability in the CIA-triad (Confidentiality, Integrity and Availability) should 
“ensure reliability and timely access to data and resources to authorized individuals”.  
 
It could be argued whether the impact from security standards on user actability is direct or 
indirect. A security standard may have direct impact via a system security policy, for 
instance password policy, or indirect via an organizational security policy. 
 
5. Discussion 
Our focus is horizontal rather than vertical, i.e. the relations are important for actability 
rather than fit between formulas such as strategic planning of IS and security standards. 
Thus the concept of alignment is better suited for our purposes than the concept of usability. 
There is a body of literature concerning actability and one concerning usability in 
connection with our other key concepts; strategic planning of IS, security controls and 
security standards. The combination of these key concepts with actability makes it possible 
for us to further explore alignment gaps.  
 
According to our literature review, IT-Alignment is seen to assist a company by positioning 
the IT strategy in closer relation to the business strategy of a company. The outcome of this 
relationship is better IT effectiveness and higher profitability [12, 13, 14, 15, 16, 17] and 
identifies two trajectories in alignment research: The return on IT-investment, and the way 
that IT can provide direction and flexibility to react on new opportunities.  
 
Our problem discussion on alignment between actability and the different levels of security 
follows the IS management trajectory which aims to explain how organizations can act and 
react on changes in the environment. In that respect, this paper outlines the importance of, 
not only, considering the strategic levels when discussing alignment, but also to incorporate 
technical and matters of standardization in such discussion. 
 
There is a need to include groups of users with advanced requirements on user actability 
during planning of IS and implementations of security controls and security standards. The 
users’ requirements on actability, i.e. the business requirements, need to be factored into the 
process during the initial requirement gathering, during the implementation and testing, as 
well as after a period of practical use when having found out limitations and missing 
functionalities needed. 
 

                                                           
25 For more information on CISSP and the (ISC)2-organization, please visit: 
https://www.isc2.org/cgi-bin/index.cgi 
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Users in larger organizations often have smaller actability than users in SME:s. As it seems 
like organizations more and more use IS to get a strategic advantage, the security concerns 
grow accordingly. SME:s engage in fewer deterrent efforts, especially when top 
management is not explicitly supportive of such efforts [7]. Organizations with strong 
support from top management seem to engage in more preventive efforts than those with 
weaker support [7]. One question that arises is if it is possible to keep the users’ actability in 
an organization as the organizational size grows and the dependency to IS increases, or if it 
is too hard or costly to do?  
 
Theoretical support for alignment of usability, strategic planning of IS and information 
security is vast. A proper understanding of the business, its actors and conditions is 
necessary in strategic IS-planning and development of security controls and standards. 
Understanding of the organizational dynamics, skills, resources, values, culture, social 
interactions, management style and external environment is important for the planning 
processes. Any added functionality in IS must be useful and easily used within the context 
in which it is needed.  
The information security policy must fit in with the organization and its culture and both 
users and business requirements should be considered when deciding on security controls 
and standards. When implementing security controls and standards, testing of their impact is 
needed to get a good or at least acceptable result. If possible, users should be presented with 
options that give them the actability they require. Security controls must be implemented 
and security levels must be set so that the necessary levels of functionality are acquired and 
productivity is not negatively affected.  
 
We have however in practice identified, both in own research and reports from other 
research efforts, a number of alignment gaps. Alignment between strategic planning of IS 
and security policies is often missing. Alignment between strategic planning of IS and 
security standards is poor due to the standards not providing guidelines for alignment. Many 
organizations today do not allow the IS users to work the way they would like to, which 
hinder the individuals efficiency as well as impairs the organizations’ efficiency and 
collaboration ability to externals like partner and customers. Security standards do not 
provide support alleviate solutions to this problem since they mostly focus on security 
processes rather than how the processes can be realized. 
 
Users might need or would like to use software tools that for security reasons are deemed as 
not approved. For instance, the Sarbanes-Oxley Act requires a paper trail of all instant 
messaging (IM) traffic for corporations under the supervision of the United States Securities 
and Exchange Commission (US SEC), browser and http protocol problems, web mail 
security, IM-tool flaws, unsecure voice over IP (VoIP), H.323 and session initiation 
protocol (SIP) vulnerabilities [4]. These user needs should not be ruled out before a check 
has been conducted if there are appropriate security solutions that handle the issues or if 
there are other similar software tools without the security issues that could be used instead. 
Organizations need to get better to exploit possibilities to improve actability and not by 
default rule out new opportunities by stating that “our security policy will not allow that”. 
 
Another question is how should small groups with a larger need of actability be handled 
within an organization? One example is groups with very outgoing tasks and that work on 
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an international basis. Another example may be sales executives, industrial or academic 
researchers that likely have a much larger need than internal administrators. As mentioned 
earlier, if actability is impaired it is likely that some users will try to increase their actability 
by bridging or circumventing the limiting factors if they need it to do their work. This may 
lead to undesigned systems or IT infrastructures non compliant to the decided security 
controls – leading to negative value for the organization looking at it from an information 
security perspective. From other perspectives like efficiency, the increased actability from 
undesigned systems may however be considered as beneficial. 
 
Looking at the alignment gaps discussed in figure 1 from a rather practical point of view, 
we can find examples of gaps in our own working environments like: 

 Actability - strategic planning of IS: The user’s needs or requirements (business 
requirements) on IS are not part of the process of strategic planning of IS. Strategic 
planning of IS need to look beyond the properties of IT and acknowledge human 
action as a vehicle to sustain compliance with user needs. 

 Actability - Security controls: Security policies do not allow the usage of IM-tools 
like Skype, ICQ and poorly selected and configured antivirus, boot protection 
software etc. that hangs the personal computer or almost makes work outside of the 
ordinary LAN impossible limiting the users’ work (that depend on an IS-environment 
with good actability to be able to conduct the daily business). Thus security controls 
need to take into account user needs as well as be well developed and implemented in 
the organization. 

 Actability - Security standards: The organizational information security policy states 
that the security management should comply with the ISO 17799 standard (or the 
Swedish adaptation called BITS), rendering the users to work in an environment 
where actability is not part of the (important) input to the security processes affecting 
the users. It could be explained by the fact that security standards are universal 
concepts without connection to contextual settings. Security standards are attributive 
and therefore easy to use when guiding policy writings, often used for check-outs to 
ensure comprehensiveness of policies, for example in certification matters. 

 
6. Conclusions 
The alignment problem high lighted in this paper needs to be considered by any 
organization to both keep their users happy and working efficient, as well as maintain an IS 
environment that complies to the organizational security controls and selected security 
standards. Actability need to be considered in the strategic planning of IS, development or 
implementation of security controls, and selection and use of security standards. Otherwise, 
the problem with poor alignment is likely to arise leading to impaired actability.  
 
If the users need or would like to use software tools that for security reasons are not 
approved, they should not be ruled out before it has been investigated if there are 
appropriate security solutions that handle the issues or if there are other similar software 
tools without the security issues that could be used instead. Organizations need to get better 
to exploit possibilities to improve actability and not by default rule out new opportunities by 
stating that “our security policy will not allow that”. 
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It seems that there is a need to bring in the users’ view on business requirements in IS, or 
i.e. what they need to be able to do to work efficiently, and in the security related work in 
organizations when users’ actability is affected. As this is a problem, we need to get better 
at implementing security and security processes in practice [53] as otherwise security will 
be something that frustrates users and makes them find ways around the security controls 
[4]. 
 
7. Future work 
How to avoid frustrated users, impaired productivity and deficiencies in efficiency by 
investigating the gap in alignment between actability, strategic planning of IS, security 
controls and security standards is an interesting area for further research. Of interest is also 
if and how different situations, contexts and user groups could be used to decrease the 
alignment gaps at design and development of new IS, change of existing IS, and 
implementations of security controls in an existing IS/IT environment. 
 
Avision et al in [57] have created a model to measure alignment, and it would be interesting 
to use if adapted to measure alignment regarding actability. 
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ABSTRACT 
The terms crisis and crisis management are used in a variety of ways by organizations either 
helping others during a crisis or while mitigating serious internal problems. This paper 
highlights the terminology problem from the societal and organizational perspectives and 
tries to create an awareness that all organizations need to consider what a crisis and crisis 
management mean to them and what measures a crisis would require. One conclusion is that 
there is a need for more stringent definitions of crisis and crisis management. Another 
conclusion is a graphical structure that can be used to discuss this issue. 
 
Keywords 
Crisis, crisis management, disaster, disaster management, societal crisis, organizational 
crisis 
 

1. Introduction 
Crisis, disaster, emergency and crisis-, disaster- or emergency management are terms that 
can be used by bodies helping others in problematic or very serious situations, as well as by 
organizations trying to solve serious internal problems of different kinds. Examples of such 
bodies are public authorities or agencies managing or acting at larger accidents or natural 
disasters. These terms can also be used by private and public organizations, when managing 
internal problems of different kinds. In this internal context also the term business 
continuity planning is frequently used. Problems that seriously affect an organization’s 
critical processes can be handled by a crisis management team using a business continuity 
plan. Other kinds of problems like if an organization’s brand or reliability is threatened 
pertain to “general” crisis mitigation normally using a general crisis management plan. 
  
In the text, the terms crisis and crisis management are used to denote these phenomenon and 
further introduce the background and the problem. In order to be able to plan for crisis 
management and later to actually manage a crisis, these terms need to be well understood by 
all involved.  
 
Organizations helping others also can get problems of internal character. Such organizations 
need to have a dual perspective regarding crisis and crisis management in comparison with 
organizations that have mainly internal problems to worry about. Organizations with this 
dual perspective are commonly public or volunteer organizations. Often public 
organizations that are part of the administration of a country, region or municipality etc. 
have legal requirements to act in society during a crisis or decided increase in the level of 
readiness. These organizations can often find the definitions of crisis and crisis management 
in the legal texts stipulating their responsibility, whereas other organizations state that they 
rely on researchers to define the terminology – which is most convenient but risky in terms 
of unclarity. Unclarity or ambiguity is not wanted in this context. 
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Pertaining to organizations with internal problems, i.e. general problems or problems related 
to the critical processes, the Swedish Emergency Management Agency states (2007) that 
there is a certain commonality between the terms used to denote such situations on a 
superficial level, but when studying the terms deeper there are quite important differences.   
 
As a result of this terminology problem, there is a joint international effort in ISO TC223 
trying to define crisis management on a national/society level. Shaluf et al (2003) and 
Mitroff et al (1996) argue that it is not possible to make a universal definition of crisis or 
disaster as the terms are dependent on which discipline they are used within. Shaluf et al 
(2003) have made an extensive typing of disasters and crisis, and also made an extensive 
taxonomy of crisis that on a high level divides crisis into either “community crisis” or “non-
community crisis”. Mitroff (2004) has made a crisis typology identifying seven groups of 
crisis events.  
Boin and Lagadec (2000) compare the characteristics of a traditional organizational crisis 
with a future or modern crisis, and argue that the modern crisis is a result from many 
converging factors like entangled networks and increased complexity that make the risk 
difficult to evaluate and possible impact larger. Boin and Lagadec mean that the modern 
crisis extent and stakes will be larger, the problems more complex requiring better 
management and communication abilities. This view that the crisis characteristics are 
changing is shared with for instance Rosenthal (1998), Kouzmin and Hayes (1999) and 
Perrow (1999). In a response to this, Gundel (2005) has created a crisis typology that he 
means will stop shooting at a moving target, i.e. the modern crisis. Gundel uses the 
classification criteria predictability and influence possibilities building a crisis matrix with 
unexpected, fundamental, conventional and intractable types of crises. Hwang and 
Lichtenthal (2000) use a different perspective by using the theory of punctuated equilibria in 
biology, and have two types of organizational crises in their crises anatomy i.e. abrupt 
versus cumulative. We think that Gundel’s (2005) and Hwang and Lichtenthal’s (2000) 
work bring interesting perspectives, but that they need further development before they can 
be used in practice. Other typologies or taxonomies have been developed by for instance 
Myers and Holousha (1986), Rosenthal and Kouzmin (1993), Lerbinger (1997), Pheng et al 
(1999), and Rike (2003). McMullan (1997) concludes that no universally accepted 
definition of crisis has yet been seen and is unlikely to emerge soon, and Quarantelli (2001) 
considers the absence of a sufficient typology as exceptionally painful. Thus, even though 
much effort has been put into this problem, it remains highly relevant in the light of the 
changing characteristics in modern or future crises. 
 
As information travels and spreads very fast today by the use of modern ICT, in comparison 
to some decades ago, organizations and those responsible have less time to get organized 
before pressure is applied from for instance media, society, or business partners. Further, it 
can also quickly get politicized and used to score political points. When moving from a 
theoretical discussion to when there is a need to quickly initiate a crisis management process 
and get started, differences in the meaning of the concepts used can cause serious 
consequences. An example is the tsunami close to Thailand/Indonesia in 2004, where in 
Europe the readiness level, actions and speed to initiate varied significantly, e.g. Italy (high, 
decisive and fast) and Sweden (low, unstructured and slow). Another recent example in 
Sweden is when food producers got their products contaminated with glass fragments. This 
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quickly hit the sales and also completely stopped the distribution of the products for a 
period.  
The first example led to long term human suffering and political consequences. The second 
one resulted in that the organization’s brand as well as sales got hammered causing 
significant brand- and revenue losses. To survive and keep the trust from the public or 
customers, an organization needs to be prepared and also have a clear picture of what a 
crisis means to them as it is part of the decision to initiate the crisis management.  
 
The problem addressed in this paper, since there are many definitions or explanations of the 
terms, is that there is a need for organizations (and especially if having a dual own 
perspective) to align the meaning of the concepts so that the organization or organizations 
working together have the same shared mental picture of the situational severity before and 
during a crisis. This problem is also partially brought up by King (2002) and Shaw (2005). 
Furher, an organization also needs to consider what the types of crises that can occur require 
to manage them. 
 
We highlight the terminology problem from two perspectives, i.e. the perspective of 
organizations helping others (societal) and organizations working on internal problems 
(organizational). The purpose is to increase awareness that all organizations need to 
consider what a crisis and crisis management mean to them and require. We will start by 
looking at definitions of crisis and crisis management to support our further argumentation. 
 
Seen from a management view, the terminology problem is of great importance for any 
organization that have a crisis management organization responsible to mitigate a crisis. 
 

2. Methodology 
Prior research indicated, as shown in the introduction, that there was a terminology problem. 
We deemed this was a potential current problem (or challenge) for any organization, and 
decided to investigate this further. During three cases over a period of five years, mainly 
addressing crisis management and business continuity planning, interviews were carried out 
to collect more data on the problem. The respondents were active within their organization 
and gave their answers from an intra-organizational perspective. 
 
During each of the three cases, non standardized unstructured face-to-face interviews with 
2-3 key informants were conducted to get as rich feedback as possible and to be able to 
follow up on interesting threads arising during the interviews. The answers from the 
interviews were noted on paper, and the answers were later checked with the informants. 
The analysis of the interviews revealed a number of common problems and one of these was 
the terminology problem.  
 
Prior research and the empirical findings concerning this problem resulted in preparation of 
an extensive literature search including definition of search strings and concepts to look for. 
Egger et al (2003) state that inclusion of an unbiased sample of relevant studies is central to 
the validity of systematic reviews and meta-studies. Time-consuming and costly literature 
searches in all relevant languages are normally recommended to prevent reporting biases. 
However, they also state that systematic searches using the English language will often 
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produce results that are close to reviews based on searches that are free of language 
restrictions.   
 
We carried out meta searches and key word searches periodically during one year’s time, 
from late 2007 to late 2008. Meta searches were made in journal databases (Ebsco, ebrary, 
JSTOR General Sceince, SAGE Journals, ScienceDirect (Elsevier), SCOPUS (Elsevier), 
and Web of Science (ISI)). Key word searches were carried out in Google Scholar and 
Google. Further, we also searched in references from interesting journal articles and 
conference papers found. During the literature study, more than 120 academic papers, books 
and public sources on the World Wide Web have been reviewed. Mainly public 
organizations engaging in various forms of crisis management or the theory thereof that 
publish guidelines and advice via the Internet on crisis management and business continuity 
planning have been reviewed. Both the English and Swedish languages were used. 
 
We made an inventory of the usage and definitions of crisis and crisis management as well 
as similar terms like disaster/emergency, disaster/emergency management etc. when found 
during the search. We selected a number of well composed definitions that are discussed in 
the following chapters. 
 
The approach of combining conceptual review with non standardized unstructured 
interviews increased the validity of our research concerning the terminology problem. In so 
doing we aligned our research methodology to the concept of theoretical validity and 
interpretative validity (Maxwell, 2002). Theoretical validity refers to the explanation of the 
phenomenon studied, and not only a description of the facts or an interpretation of the 
underlying meaning. This type of validity is concerned with the theories or concepts used to 
explain the meanings of actions that are explicitly related to studied phenomenon. Most 
important is that the chosen theories can be presumed to reveal a true picture of the 
contextual conditions that is subject of inquiry. Interpretative validity is a meaning oriented 
concept and accounts for the abstractions that is employed by informants rather than 
theoretical abstractions. By combining these two concepts of validity we were able to create 
meaning of the phenomenon under study, i.e. terminology problems within crisis 
management.   
 
Finally, we analyzed similarities and differences in the terminology. A result from the 
analysis is the conceptual structure shown in figure 1. 
 

3. Study of definitions of crisis and crisis management  
The purpose of the study is to highlight the meaning of the same terms used in both societal 
and organizational contexts as well as provide some good examples of definitions.  
We have tried to use definitions that are of a general character and not colored or influenced 
to a greater extent by any specific context, since one problem that arises when a definition is 
taken out from its original context is that its internal characteristics may make it irrelevant 
in another context. The definitions may be useful for those in need of defining the terms in 
either a societal or organizational context, as a base for a discussion on the matter, or as a 
collection of concepts to select from (and modify according to the specific needs). 
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It was more difficult to find clear definitions of societal crisis and crisis management than 
organizational ones, which is why there are a few more organizational definitions. 
 
3.1 Definitions of societal crisis and crisis management 
Crisis management using a general crisis management plan or protocol with the intention to 
help others that are in a serious state of distress caused by pandemic, man or nature is a 
possible way to describe the societal perspective of crisis and crisis management. How 
many people that must be affected before a crisis should be declared is also something to 
consider as well as what bodies should be allowed to declare a crisis. 
  
Sundelius (2005) defines a societal crisis as the individual experience of a subject from 
threats towards individuals, groups, organizations or nations and their basic values, and that 
a basic value may vary over time and context. Further stated is that a crisis is characterized 
by organizational complexity, medial dependencies and increased politicization. Numerous 
forces interact in an uncontrolled and unpredictable manner. Societal crisis management is 
viewed as not only an operative question but also a symbolic sociopolitical one. Rapid 
action cannot be limited to only a set of well trained problem solving and management 
activities; there are also a high degree of political power, legitimacy and political 
communication issues. Crisis brings trust to focus. The citizens’ trust for public authorities 
and elected officials/politicians may be put on the line and the democratic system and its 
officials might be tested during crisis. The functional side of management, co-ordination 
and information handling, is necessary but not sufficient for successful crisis management. 
The symbolical side of leadership and liaison activities in crisis management needs to be 
made clear by showing responsibility and acting trustworthy. All societal crisis management 
must be seen from this double perspective. 
 
In the perspective of man-made societal crisis, Ramsay (1999, p 131) makes the following 
definition of a crisis: “Crisis is by nature an ambiguous and complex environment, 
demanding endless initiative, inventiveness, communication, co-ordination and learning”. 
 
Perry and Quarantelli (2004) define a societal disaster as an extreme event with a natural, 
technological or social cause that has consequences in terms of casualties, destruction, 
damage and disruption. 
 
Alexander (2005, p 159) states that an ”emergency is a broader term that includes disasters, 
catastrophes (major disasters) and smaller disruptive events. It can be defined as an 
imminent or actual event that threatens people, property or the environment and which 
requires a coordinated and rapid response. Emergencies are usually unanticipated, at least 
in terms of exactly what happens and when and where they take place. However, they can, 
and should, be planned for”. Further, Alexander (2005, p 168) states that emergency 
management is “short-term measures taken to respond to particular hazards, risks, 
incidents or disasters”. 
 
Gredler (1992) defines the focus of societal crisis management to be that participants 
allocate resources in an effort to avert or minimize an impending threat or danger to a 
business, social service, industry, or a social, economic or political system. 
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According to the Swedish Emergency Management Agency (2008a), a societal crisis is an 
incident that affects many people and large parts of our society. A crisis threatens profound 
functions and values like the supply of electric power or health and freedom. Further, an 
extraordinary event is an event that diverts from the normal and comprises a serious 
malfunctioning or imposes an overwhelming risk for malfunctioning of important functions. 
 
The instructions via the Swedish constitution to the Swedish Emergency Management 
Agency (Swedish Department of Defense, 2002, p 1) define crisis management as: “The 
Swedish Crisis Management Agency is a central agency for management concerning the 
safety of society and civilian defense activities. Regarding crisis management in this context 
means the actions at such situations described in 9 § of 2006:942 of the Swedish law during 
the alert levels ‘crisis management readiness’ and ‘high readiness’. The authority shall 
together with other responsible organizations in society act with intent to decrease the 
vulnerability of society and strengthen the crisis management ability within this area”. 
 
FEMA (2008), part of the US Department of Homeland Security, states the following 
definition of disaster “It strikes anytime, anywhere. It takes many forms -- a hurricane, an 
earthquake, a tornado, a flood, a fire or a hazardous spill, an act of nature or an act of 
terrorism. It builds over days or weeks, or hits suddenly, without warning. Every year, 
millions of Americans face disaster and its terrifying consequences”. Further FEMA (2008) 
also states this definition of emergency management in their mission statement “…reduce 
the loss of life and property and protect the Nation from all hazards, including natural 
disasters, acts of terrorism, and other man-made disasters, by leading and supporting the 
Nation in a risk-based, comprehensive emergency management system of preparedness, 
protection, response, recovery, and mitigation”. 
 
The United Nations (1994), the Red Cross (2007) and the European Union (2007) has 
formed strategies for disaster reduction that describes disasters and disaster management. 
However, we have not been able to find any precise definitions of the terms sought for on 
their web sites and related documents. 
 
Public authorities from multiple countries are involved in the work group of ISO TC223 that 
reviews the five different standards for contingency planning created by Australia, Israel, 
Japan, United Kingdom and USA. The work group plan to produce guidance for safety in 
society based on these standards.  
 
3.2 Definitions of organizational crisis and crisis management 
Organizational crisis management using a business continuity plan can be defined as solving 
problems related to the critical processes of an organization. However, a business continuity 
plan is often extended to also handle other kinds of crisis and used as a support tool to solve 
problems. An organization handling for instance dangerous fluids or substances probably 
needs to have a general crisis management plan (coordinated with the proper authorities’ 
crisis management planning) as well as a business continuity plan. 
An incident is an event that can affect any of the organization’s processes in a negative way. 
An incident that can affect the critical processes in an organization can be called a 
“situation” (Lindström et al, 2009). If a “situation assessment team” decides that a situation 
seriously affects any of an organization’s critical processes, it can be declared a “crisis” and 
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the crisis management team starts up and uses the business continuity plan to handle the 
crisis and return back to an as normalized state as possible. An organization should avoid 
using the word “crisis” until it has been declared by an assessment team. Similarly, in an 
organization facing something which threatens the organization’s brand or reliability etc., 
the crisis management (or assessment) team can decide to declare a crisis where the general 
crisis management plan or extended business continuity plan supports the mitigation of the 
problem and recovery. 
 
King (2002, p 246) defines organizational crisis management as “controlling a crisis and 
returning to a state of normal operation”. King further defines crisis management as “in 
order to cope successfully with a crisis, team members must work hard and skillfully use 
relevant information and procedures at their disposal” (ibid, p 239). Further King (2002) 
has reviewed what some scholars like Hamblin, Pauchant and Mitroff, Fink, Barton, 
Lerbinger, and Pearson and Clair and more have stated in their definitions of an 
organizational crisis. King states that when surveying their definitions, certain 
commonalities appeared in that “First, a crisis is an unplanned event that has the potential 
of dismantling the internal and external structure of an organization. A crisis may affect not 
only the employees and other members internal to the organization, but also key publics and 
stakeholders external to the organization. Second, a crisis may occur in any 
organization…Finally, a crisis may affect the legitimacy of an organization” (King, 2002, p 
243). 
 
Pearson and Clair (1998, p 60) define a crises as “An organizational crisis is a low-
probability, high-impact event that threatens the viability of the organization and is 
characterized by ambiguity of cause, effect, and means of resolution, as well as by a belief 
that decisions must be made quickly”. Pearson and Clair (1998, p 61) also define crisis 
management as a “systematic attempt by organizational members with external stakeholders 
to avert crises or to effectively manage those that do occur”. 
 
Lindström et al (2009, p 5) define a crisis as “when an organization’s critical processes are 
seriously affected or possibly if a very serious event affecting the organization has 
occurred” and organizational crisis management is defined by Lindström and Hägerfors 
(2009, p 23) as when the scenario changes from normal operation to a crisis, and “senior 
management or the crisis management swaps from the business plan to the business 
continuity plan as quickly as possible to steer the organization back to a normalized 
situation again (business plan)”. 
 
The Swedish Finance Inspection (2005, p 7) defines an organizational crisis as when an 
organization’s critical processes are affected. Further, crisis management (ibid, p 3) is 
defined as the conditions set for crisis management through a structured business continuity 
planning where it is possible to uphold the most important parts of the operation, no matter 
what happens. 
 
The Swedish Emergency Management Agency (2007) defines an organizational crisis as 
different kinds of serious events having negative impact on an organization’s brand, 
trust/reliability etc. or their critical work processes. The Swedish Emergency Management 
Agency (2008b) defines crisis management as the kind of business continuity planning that 
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an organization should develop in order to have the ability to continue its operations at any 
kind of event, and that the critical processes can be restarted within a predefined time limit. 
 
Shaw and Harrald  (2004, p 3) define the umbrella term Business Crisis and Continuity 
Management as “The business management practices that provide the focus and guidance 
for the decisions and actions necessary for a business to prevent, prepare for, respond to, 
resume, recover, restore and transition from a disruptive (crisis) event in a manner 
consistent with its strategic objective”. Shaw in (2005) state that noted experts such as 
Mitroff and Fink emphasize crisis management as the unifying structure and term for 
strategic business protection, response and recovery which include business continuity as 
one of many supporting functions. Further, Shaw and Harrald (2004, p 7) define an 
organizational crisis as “a major event that has potentially negative results. The event and 
its aftermath may significantly damage a business and its employees, products, services, 
financial condition, and reputation. Handled properly, a crisis may provide opportunities 
for organizational learning and strategic improvement”. Also defined by Shaw and Harrald 
(2004, p 7) is organizational crisis management as “the coordination of efforts to control a 
crisis event consistent with strategic goals of an organization. Although generally 
associated with response, recovery and resumption operations during and following a crisis 
event, crisis management responsibilities extend to pre-event mitigation, prevention and 
preparedness and post event restoration and transition”. 
 
On a lower level, there are organizational crisis definitions concerning information and 
IS/IT. NIST (1996) defines a computer security contingency to be an event with the 
potential to disrupt computer operations, thereby disrupting critical mission and business 
functions. Such an event could be a power outage, hardware failure, fire, or storm. If the 
event is very destructive, it is often called a disaster. NIST with Swanson et al (2002, 
appendix E2) also use the term disruption (in a business continuity planning context) 
instead of a crisis, and describes it as “an unplanned event that causes the general system or 
major application to be inoperable for an unacceptable length of time (e.g., minor or 
extended power outage, extended unavailable network, or equipment or facility damage or 
destruction)”. However, they use the term “crisis communications plan”, which indicates 
that crisis is a term used as well to relate to disruptions or disasters. Swanson et al (2002, p 
iv) define organizational crisis management in a business continuity planning context as 
“contingency planning refers to interim measures to recover IT services following an 
emergency or system disruption”. 
 
ISO/IEC 27001/2 (2005, p 95) defines crisis management in a business continuity planning 
context as “to counteract interruptions to business activities and to protect critical business 
processes from the effects of major failures of information systems or disasters and to 
ensure their timely resumption”. Further ISO/IEC 27001/2 (2005, p 2) states that an 
information security incident is “indicated by a single or series of unwanted or unexpected 
information security events that have a significant probability of compromising business 
operations and threatening information security”. However, no real clear definition of a 
crisis was found in this source. BITS, which is a Swedish correspondence to the ISO/IEC 
27701/2, states a reversed definition of a crisis in that every organization needs to define 
what “circumstances characterized as disaster for the business should be clarified”, but 
refers to the critical business processes (Swedish Emergency Management Agency, 2006 p 
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64). Further, crisis management is defined by the Swedish Emergency Management Agency 
(2006, p 64) as “to counteract interruptions to business activities and to protect critical 
business processes from the effects of major failures of information systems or disasters and 
to ensure their timely resumption”, which is about the very same as in ISO/IEC 27001/2. 
 

4. Analysis of similarities and differences 
Societal and organizational crisis and crisis management have similarities as well as 
differences. Below is an attempt to highlight some of these based on the definitions found in 
the literature study.  
 
4.1 Similarities  
Similarities between definitions of societal and organizational crisis and crisis management 
can be summarized as: 
 A crisis involves people, one or more organizations or large parts of our society in some 

state of distress that needs crisis management attention and resources to mitigate and be 
able to return to a normal state again. 

 Regarding crisis management there is a need to have a structured organization with a 
plan and processes that are prepared and trained to mitigate and lead the recovery back 
from a crisis. 

Leadership and the endurance of the leaders will be tested. Depending on the nature and size 
of the crisis and organization a large media interest might be at hand, creating a large 
pressure on the organization and the crisis management. Communication skills for both 
internal as well as external information will be needed. 
 
Definitions of societal crisis and crisis management comprise the following similarities: 
 A crisis threatens profound functions or values for many people or the society.  
 Crisis management is about allocation of resources to be used by a well trained 

organization or body prepared to deal with a crisis in a responsible way, as well as to 
uphold the trust from the public and citizens.  

There is a need to strengthen the capabilities and abilities in crisis management both for 
society and other responsible organizations, to be able to act rapidly when a crisis arises. 
Preparations to decrease vulnerabilities are also needed. 
 
Within definitions of organizational crisis and crisis management the following similarities 
are found: 
 A crisis is a threat to the organizations’ future with potential to dismantle the internal 

and external structures, either by one or more of its critical processes not working or if 
the organizations’ credibility, trust or reliability is at stake. A crisis may also affect 
stakeholders, key publics, partners etc. outside of the organization.  

 Crisis management is about to handle or control a crisis and to minimize the impact or 
potential damages, to be able to recover the operations and try to get back to as a normal 
state as possible again.  

To regain control during a crisis, hard work and skillfully using relevant information and 
prepared procedures is needed to be able to continue the operations. As stakeholders, key 
publics and partners outside of the organization depend on a successful crisis management, 
preparations and practice is needed to work in crisis environments. 
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4.2 Differences 
Differences between definitions of societal and organizational crisis and crisis management 
can be summarized as: 
 A societal crisis threatens profound functions or values in society whereas an 

organizational one threatens critical processes or the credibility/reliability of an 
organization (and perhaps also partners in close co-operation).  

 Societal crisis management involves politician power plays, questions of legitimacy and 
a lot of political communication. The citizens’ trust for elected politicians or officials is 
put on line. Organizational crisis management affects the public and stakeholders 
external to the organization, and if the legitimacy of the organization is threatened (for 
instance brand or reliability) the customers’ as well as the public’s trust for the senior 
management is challenged. 

The extent of a societal crisis will most likely involve more people and have potential to 
create larger damage in total whereas an organizational one can create damage for the 
organization, its employees, partners and external stakeholders. This requires that societal 
crisis management is prepared and ready to make decisions affecting potentially a lot of 
people and large values. Due to the different scopes and responsibilities in the contexts, the 
societal and organizational crisis management pose different requirements on skills and 
capabilities like leadership, planning, mitigation, recovery, co-ordination of resources, 
media management etc.  
 
Definitions of societal crisis and crisis management comprise the following differences: 
 One definition claims that basic values threatened by a crisis may vary over time and 

context. Most other definitions are oriented towards people, events and objects. If values 
are mentioned at all, it is as a static phenomenon.  In addition to claiming that basic 
values vary over time and context, a crisis is stated to be characterized by organizational 
complexity, medial dependencies and increased politicization. Politics and media are 
only mentioned in one definition; however involvement of public authorities is 
addressed by others. Terrorist acts are explicitly pointed out in one definition as man-
made acts, whereas others include that within e.g. extreme or disruptive event or 
disaster. 

 Crisis management has a double perspective with symbolic sociopolitical- and 
operational views in one definition, whereas most others are focused only on managing 
the operational part of a crisis. The symbolic sociopolitical view above comprises 
political power, legitimacy, and political communication. 

Regarding man-made disasters, acts of terrorism has been added to the list of possible 
threats in definitions from organizations having faced these acts during the last decades. The 
symbolical side of leadership and liaison activities in crisis management needs to be made 
clear by showing responsibility and acting trustworthy. 
 
Within definitions of organizational crisis and crisis management the following differences 
are found: 
 In one definition it is pointed out that a crisis may, if handled properly, provide 

opportunities for organizational learning and strategic improvement. Most other 
definitions are only focused on managing the operational part of mitigating a crisis and 
returning to an as normal state as possible again.   
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 The scope of crisis management regarding critical processes covers that these processes 
should be able to be restarted within a predefined time. Alternative scopes are “timely 
resumption”, “quickly” or “as quickly as possible”. 

An umbrella term “BCCM” comprising both general crisis management and crisis 
management using a business continuity plan, is suggested to be used to better coordinate 
all the organizational crisis management efforts instead of separating the mitigation of 
general problems from problems related to critical processes. Looking at the 
standards/frameworks, NIST is at a lower level (IT or computer operations) compared to 
ISO/IEC 27001/2 and BITS (more on business level) regarding crisis management and 
crisis. 
 

5. Conclusions 
The literature study has shown that there are a wide variety of definitions of crisis and crisis 
management. Numerous concepts are used, sometimes meaning the same and sometimes 
not. The scope and width of the definitions of a crisis and crisis management varies from 
quite narrow and brief to a very wide and descriptive like Sundelius (2005). Within the 
societal crisis and crisis management, the selected definitions are rather aligned at the core, 
but the widths of the definitions’ perimeters vary quite much. The definitions on the 
organizational side also seems rather aligned, however the NIST is more concerned with IT 
than the business level. It is interesting to find that standards and frameworks like ISO/IEC 
27001/2 and BITS do not have better aligned definitions in the organizational focus 
compared to NIST. We conclude that there is a need for more stringent definitions of crisis 
and crisis management (or similar terms). This is especially important in case there is a 
crisis of both societal and organizational character, where both the society and corporations 
or other organizations are involved in the mitigation.  However, it seems like this is difficult 
to accomplish in practice (Shaluf et al, 2003; Mitroff et al, 1996; McMullan, 1997).  
 
Analyzing the requirements on crisis management organizations in the societal and 
organizational perspectives, it is obvious that there are different requirements posed on 
organization, resources, leadership, planning, mitigation, recovery, co-ordination of 
resources, media management etc. Societal and organizational crisis management thus also 
requires different skills and capabilities. 
 
Crisis and crisis management have in the analysis been seen from societal and 
organizational perspectives. Figure 1 is an attempt to visualize the terminology problem 
based on the findings in the analysis and ideas from some of the literature reviewed. The 
work of Shaw (2005), Shaw and Harrald (2004), Swedish Emergency Management Agency 
(2007), Swedish Finance Inspection (2005), Lindström et al (2008), Lindström and 
Hägerfors (2009), Swedish Emergency Management Agency (BITS) (2006), ISO/IEC 
(ISO/IEC27001/2) (2005), and Swanson et al (NIST) (2002) all contribute on the 
organizational side in figure 1. Shaw (2005) and Shaw and Harrald (2004) have with the 
concept of BCCM influenced the organizational side to have the link between the business 
continuity plan and the general crisis management plan. Lerbinger (1997), Pheng et al 
(1999), and Shaluf et al (2003) contribute on the societal side with ideas from their 
taxonomies or typologies. 
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Figure 1 shows the duality in the term “crisis management” from the societal and 
organizational perspectives rather than type of crisis perspective. The figure also shows that 
the different types of events leading to a crisis, require different types of frameworks to 
manage the problems. The frameworks, or systems, hold for instance: vision, strategy and 
objectives, definitions and terminology, roles/responsibilities, budget, and authorization to 
structure the development/maintenance processes, education/training programs etc. needed 
to maintain the resources, skills and competences needed to mitigate a crisis. Further, one of 
the resources in the frameworks is a plan to use during crisis mitigation. Examples of such 
plans are a general crisis management plan or a business continuity plan. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1   Societal and organizational crisis management 
 
In figure 1, under the “Business continuity planning framework”, there is a link to the 
“general crisis management framework” since “business continuity planning frameworks” 
often are devised for management of problems in general too. A business continuity plan 
can be extended with some prepared check-lists etc. to also be able to cope with high 
probability risk scenarios outside of the critical processes of an organization. An 
organization dealing with for instance dangerous fluids or substances that could cause great 
danger to the surroundings and inhabitants around, most likely also needs a general crisis 
management plan that is coordinated with the proper authorities’ crisis management 
planning. If an event involving dangerous fluids or substances would occur, it would most 
likely be classified as a societal man-made event if affecting society and nature. The general 
crisis management plans at both the authorities and the causing organization would be 
invoked.   
 
Seen from a management perspective, figure 1 can help to guide an organization in its 
discussions on what the crisis management need to be able to deal with in terms of crisis, its 
objectives and common definitions/terminology, and also to initiate an analysis to find out 
what kind of requirements to pose on the framework(s) needed. 
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6. Discussion 
A public organization that besides taking care of crises of organizational character also 
helps others during crises situations, can if looking at figure 1 need to have three 
frameworks to deal with crises. One for societal crisis, one for organizational general crisis, 
and one for organizational problems related to critical processes. It can be minimized to two 
if merging the ones of organizational ones into one. The need for different ones is due to 
that the different types of problems that can be expected require different resources, skills 
and competences etc. Also if there is a need to interact with other organizations or to co-
ordinate external resources provided, adds to the lists of skills, competences and practicing 
needed. Thus, an organization needs to understand what type of crises it can need to deal 
with and how these crises can be defined and understood. This is important especially 
during the initiation of crisis management, so that all involved understand what is expected 
from them in that situation, how to do it, and what it means to the organization. 
An organization with only organizational matters to care for, need to consider if they need 
two crisis management frameworks or merge them into one. Shaw and Harrald (2004) 
discuss the skills and competences needed in this context, and mean that this requires 
consideration and is not just invented and set up quickly due to particularly the skills and 
competences required. Our question to raise awareness is: How many organizations have 
considered all the above? 
 
To assist in this process considering what a crisis and crisis management means, and if there 
is a need for more than one crisis organization and system, there are definitions, 
taxonomies, typologies etc. that can be used.. Boin and Lagadec (2000) and Perrow (1999) 
mean that further work on typologies and taxonomies is needed due to the changing 
characteristics in modern crises. Taxonomies or typologies of crisis like in (Shaluf et al, 
2003; Mitroff, 2004; Lerbinger, 1997; Pheng et al, 1999) organize the crisis according to the 
type of crisis, whereas we in this article have looked at it from a dual perspective. In this 
dual perspective an organization or crisis management body either helps others or mitigates 
problems of internal character. Further, some organizations need to do both. A comparison 
between Figure 1 and Shaluf et al’s (2003) typing shows that Shaluf et al cover many types 
of crisis but does not seem to bring up organizational ones where a business continuity 
planning framework is used for the mitigation. We suggest that the organizational ones also 
need to be considered, independent of whether a general crisis management framework or a 
business continuity planning framework is used to mitigate the crisis. Thus, seen from either 
a societal or an organizational perspective, it is clear when looking at figure 1 that the terms 
crisis and crisis management depend on the context as there is a large difference in what the 
terms mean and symbolize. 
 
McMullan (1997) has a good point in her conclusion that there are no uniform definitions, 
but we think that there is a need to increase the awareness of the terminology problem in all 
organizations involved in societal or organizational crisis management. Shaw and Harrald 
(2004) and Shaw (2005) use the term Business Crisis and Continuity Management (BCCM) 
to merge the two different aspects of organizational crisis management. We find it a good 
approach to differentiate organizational crisis management from societal and simultaneously 
maintain a uniform term for the organizational dual crisis management. In Figure 1, we have 
used a dual perspective for separation of societal and organizational crisis management, 
where Shaw and Harrald’s BCCM fits in on the organizational side. 
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We think that Sundelius’ (2005) definitions of societal crisis and crisis management 
describes the phenomena in a very complete way and that Pearson and Clair’s (1998) 
definitions of organizational crisis and crisis management (which seems to be the most 
commonly used in many sources) as well as Shaw and Harrald’s (2004) definitions could be 
recommended to use in the societal respective organizational contexts. 
 
Further, a societal and organizational crisis seems to have a potential relation. A societal 
crisis like the ongoing global financial crisis can affect organizations causing an 
organizational crisis for instance by making it harder to find financing or to get bank loans, 
or making critical suppliers of goods or services go out of business. The other way around, a 
larger chemical spill involving dangerous fluids or substances at a chemical plant that firstly 
is considered as an organizational crisis, can develop into a societal crisis requiring the 
proper authorities to take charge to handle the upcoming societal crisis. Thus, there is a need 
to also consider the possible escalation paths in between these, which is shown in figure 2 
below.  
 

 
Figure 2   Potential escalation paths between a societal or organizational crisis 

 
Finally, is there any difference in size regarding crisis, disaster and catastrophe? Shaluf et al 
(2003) have listed characteristics comparing a disaster and a crisis, and concludes that the 
terms, even though describing different situations, are sometimes used interchangeably. We 
can only agree that disaster and crisis are used interchangeably often meaning the same. The 
use of “disaster” is more commonly used in the societal crisis or disaster management 
describing pandemic, natural or man-made events. A possible way to differentiate the 
perspectives is to use disaster for the societal and crisis for the organizational, as the 
outcome of the causing event. However, a “catastrophe” seems to be the next level on the 
scale of resulting impact – and a disaster or crisis could develop into a catastrophe.  
 

7. Future work 
Explanatory models to educate and create awareness for senior management as well as for 
other members of organizations regarding crisis management processes are interesting areas 
to further explore. Another interesting area is how to build organizational crisis 
management capabilities and competences with a societal or organizational perspective, 
utilizing the ideas depicted in figure 1.  
 
How to maintain disaster/emergency management planning in public organizations is 
another problem of interest that will be investigated. 
 
 
 
 
 
 

Societal crisis Organizational crisis 
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Abstract 
This paper addresses how organizations can train their crisis management organization to 
mitigate problems using a business continuity plan. An organization that use planned and 
organized training with a business game/simulator, where tailor made scenarios operate on 
the own organization’s critical processes offers a realistic environment for individual-, 
team- and organizational learning as well as opportunity to find weaknesses and need for 
change in the organization’s structure, processes, and business continuity plan. The concept 
is based on a data-driven approach, which enables dynamical changes of properties and 
parameters during a business game/simulation session. This adds flexibility to maximize the 
outcomes of the training and learning efforts. 
 
1. Introduction  
The Chinese word for crisis is a join of two ideograms. When these two ideograms are used 
separately they stand for two different ideas or concepts: danger and opportunity (Russe, 
1980). The dimension of opportunity during a crisis is to handle a similar crisis better next 
time or be adequately prepared to handle it as good as possible. The dimension of 
opportunity however seems to be rarely utilized. Why is that so? There are several 
problems. Business continuity planning, i.e. plans to have an ability to continue its 
operations at any incident, is not enough recognized as a vital tool for improvement of crisis 
management. Most importantly, the necessary dynamic character of a business continuity 
plan is often not understood. Regularly repeated testing before an actual disaster occurs is 
critical for the effectiveness of a business continuity plan. Corporate responsibility for crisis 
management in advance of a crisis is not attended to. Responsibility refers to the degree 
stakeholders feel about the level of accountability an organization takes for an accident and 
the return to a normal state of operations (Coombs and Holladay, 1996). King (2002) states 
that corporate responsibility is usually emphasized on during a crisis, but it should also be 
attended to prior to and after a crisis.  
 
Fink (1986) affirms that 42% of companies that had a crisis did not afterwards take the 
trouble to work out a crisis plan for the future and that a common attitude of 97% senior 
managers in both the public and private sector is that they believe that they are able to cope 
with crisis without training. The 9/11 seems according to the Ernst & Young (2001, 2002) 
surveys have started a rapid increase of development, training and testing of business 
continuity plans. But this was a temporary phenomenon. Cerullo and Cerullo (2004) state a 
few years later that surveys showed that a large number of firms still were minimizing the 
importance of testing and maintaining the business continuity plan.  
In many organizations there is thus a need for regular training and learning of organizational 
crisis management that is not fulfilled. This supports increase in the awareness that a crisis 
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may occur and the start of a process to consider what the possible outcomes from different 
crisis scenarios could be. What can be the outcome of training in crisis management with 
the business continuity plan are suggestions for improvements of the plan, a better 
understanding of educational and training needs, and needed improvements in processes and 
critical resources like information systems and IT-environment etc.  
Continuous training and learning on crisis management enables an organization and its 
actors to handle a crisis situation in as calm and systematic manner as possible. If training 
and practicing often, one gets aware of that a crisis can arise at any point of time; one is 
mentally prepared and trained to deal with it, as well as learn from it. Of course there is no 
guarantee that the training will give an effective performance during a crisis, but it is likely 
to give a positive difference for an organization to its capabilities to deal with a situation 
(Smith, 2004). Rolfe (1998, p 9) states that “the most realistic starting position is that 
emergency response capability must be based upon day-to-day competencies” meaning that 
these special skills need to be continuously updated. Flin (1997) adds that the training 
makes crisis management team members discover how they respond and make decisions 
under pressure, and that this is an opportunity to test the team structure in order to identify 
strengths and weaknesses. 
 
In spite of the reported advantages of continuous training, senior management may have 
concerns about the usefulness of crisis management training – that the probability of events 
occurring are very low to impossible, and that the controls in place should prevent the 
escalation of an event. The investment in time and training activities will only prove its 
value if the general awareness of how to deal with a crisis event is extended beyond the few 
normally working with crisis management and business continuity matters (Smith, 2004) 
and if the costs of a disaster makes the effort essential. Smith (2000a) also discusses about 
more core issues and institutional blocks that need to be overcome if such training is to be 
successful.  
 
In this paper, one training solution that is substantially less costly and easier to use 
continuously is put forth and discussed; utilization of computer supported business 
games/simulation for awareness raising, planning and training. Payne  (1999,  p 115) 
insightfully adds:  

“within the last years computer technology has made it possible to produce 
advanced simulated crisis management exercises, which offer a varying choice 
of options depending on how the players react. Depending on the level of staff 
under training, such exercises can be simple or very complex. The advantages 
are that software can be tailor-made for particular organizations and staff can 
be trained at any time either individually or in groups. The initial costs may be 
high but in the long run such exercises are less expensive in terms of staff time 
… with a live scenario it is possible to achieve a high degree of realism and to 
test front-line leadership as well as the effectiveness of the response plans. All 
elements have the chance to take part – senior management at strategic level 
and overall command and control, middle management at the “sharp end”, 
with other staff working in general or specialised response teams. Logistic 
problems can also be brought into focus, equipment put to the test and the 
media and publicity arrangements exercised.” 
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Business games/simulation can visualize incidents and actualize how they can be solved, 
and how different actions during the business games/simulations may affect an organization. 
Boin et al (2004) state that once a simulation tool is shown to make a significant difference 
in terms of tangible results – crisis awareness is likely to increase. On a smaller scale, 
business games/simulations can provide an opportunity to increase the capacity to predict, 
handle, and learn from crises (Crookall, 2004). In addition, Booth (1990 p332) contributes 
that training creates awareness of “processual problems and if adequate contingencies are 
made”. 
 
We link training and individual-, team- and organizational learning with business continuity 
planning into a business game/simulation learning concept for organizational crisis 
management teams. The proposed training concept will be discussed using a structure where 
different types of learning enable different types of change within an organization. Change 
is important as business continuity planning is to a large extent about continuous 
improvement. 
 
2. Methodology   
Prior work and research by for instance Crookall (2004), Booth (1990), Smith (2000a, 
2004), Rolfe (1998), Flin (1997) and Boin et al (2004) indicated that there was a problem 
related to possibilities for continuous practice and training for organizational crisis 
management. We deemed this was a potential current problem (or challenge) for any 
organization, and decided to investigate further. During three cases mainly addressing crisis 
management and business continuity planning, interviews were carried out to collect more 
data on the problem. During each of the 3 cases, non standardized unstructured face-to-face 
interviews with 2-3 key informants were conducted to get as rich feedback as possible and 
also to be able to follow up on interesting threads during the interviews. The answers from 
the interviews were noted on paper, and the answers were checked with the informants after 
the interviews. The interviews resulted in a number of common problems found. One of 
these was the lack of proper training for effective use of business continuity plans during 
crisis management.  
 
The training and learning problem was used as a starting point for the preparation of an 
extensive literature search including definition of search strings and concepts to look for. 
Egger et al (2003) state that inclusion of an unbiased sample of relevant studies is central to 
the validity of systematic reviews and meta-studies, and that time-consuming and costly 
literature searches in all relevant languages are normally recommended to prevent reporting 
biases. Further, they also state in their study that systematic searches using the English 
language will often produce results that are close to those reviews based on searches that are 
free of language restrictions.   
We searched periodically during almost two years, from early 2007 to early 2009, by doing 
meta searches in journal databases (Ebsco, ebrary, JSTOR General Sceince, SAGE Journals, 
ScienceDirect (Elsevier), SCOPUS (Elsevier), and Web of Science (ISI)), and key word 
searches in Google Scholar and Google. Further we also searched in references from 
interesting journal articles and conference papers found. During the literature study, more 
than 150 academic papers, books and public sources on the world wide web (mainly public 
organizations engaging in various forms of organizational crisis management or the theory 
thereof, that publish guidelines and advice via the Internet on crisis management and 
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business continuity planning) have been reviewed. Both the English and Swedish languages 
were used. 
The approach of combining conceptual review with non standardized unstructured 
interviews increased the validity of our research concerning the training and learning 
problem. In so doing we aligned our research methodology to the concept of theoretical 
validity and interpretative validity (Maxwell, 2002), thus enabling us to create meaning of 
the phenomenon under study, i.e. the possibility for continuous training and learning within 
organizational crisis management. The outcome of the review was one possible solution to 
the problem; a business continuity training concept for organizational crisis management. 
 
The training concept is evaluated in terms of learning using the change and learning 
concept by Hörte et al (1995) in figure 1, which is a development of theories and models by 
Mohrman and Cummings (1989), Bateson (1972), and Argyris (1990). Hörte et al connect 
type of change with type of learning when connecting firstly individual with organizational 
learning and then looks at the interplay between changing activities, processes etc. and 
different forms of learning. 
 

Type of learning

Type of change
First order change

”adjustments”

Second order change
”radical”

Third order change
”continuous”

Single loop learning Double loop learning Deutero learning

Learning based on how the 
existing system works; known 
measures lead to wished 
outcomes. Adjustments of 
existing routines, processes 
etc. Planned change from state 
1 to state 2.

Learning on individual- and 
collective/organizational level that gives 
insight on need of the system as such; changed 
values, perspectives, norms. Changes of 
existing routines, processes etc. Change causes 
risks, insecurity about future states.

“Learning on learning”, ability to self analysis of factors in the 
own situation that hinder and support single- and double loop 
learning. Continuous retrial of existing conditions. Change is 
considered as a continuous learning process.

 

Figure 1   Change and learning concept (Hörte et al, 1995) 
 
In Hörte et al’s concept, the learning and change processes harmonize, and three 
combinations spans from starting from a stable and rational environment with planned 
changes to where change is continuous with re-evaluation, reflection and adaptation. To 
move from “adjustments” to “radical” as well as “continuous” change connects to 
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“confirming” and “discovering” learning. Learning during the second and third order occurs 
when individuals get access to knowledge and information in combination with increased 
responsibility and authorization – which results in changes based on the individuals 
increased understanding on their own tasks as well as the organizational processes. In the 
third order, individuals can actively contribute to changing everything in the organization 
(Swieringa and Wierdsma, 1992). 
 
3. Theoretical framework   
The theoretical framework used in the paper is quite extensive, as the proposed training 
concept links these different theoretical aspects together. 
 
3.1 Business Continuity Planning  
Business continuity planning is mainly about strengthening an organization’s ability to 
continue its critical processes at events that directly impact the organizational processes, but 
also indirect- as well as general events that are very serious also affecting the organization 
negatively. Depending on type of organization, there can also be legal requirements to keep 
up a certain level of service or operations to support other organizations. To strengthen an 
organization’s business continuity ability, both learning and change are important aspects. 
 
There is a lot written about business continuity planning like NIST with Swanson et al 
(2002), ISO/IEC 27002 (2005), the Swedish Emergency Management Agency’s framework 
“Basic Level for Information Security” called BITS (2006), report from the Swedish 
Finance Inspection (2005), Lindström et al (2009), Doughty (2001), and Lam (2002) on 
how to organize and develop business continuity planning and what to think about 
maintaining it. Most of the mentioned references also bring up the need for training and 
learning on crisis management using the business continuity plan. Regarding competences 
and skills needed, for instance Shaw and Harrald (2004) and Wooten and Hayes James 
(2008) have made recent contributions. Strategic aspects of business continuity planning are 
discussed by for instance Wylder (2004), Leveque (2006), and Lindström and Hägerfors 
(2009). Training and learning are by these seen as issues on a strategic level.  
 
The nature of managing crisis situations has been described in theoretical frameworks by for 
instance Mitroff et al (1989), Reason (1990, 1997), Smith (1990, 1992, 1995, 2000b, 2004). 
These frameworks seem to generally have assumed that there are several interconnected 
stages within the crisis management process to the ordinary management processes and 
management practice. Smith (2004) states concerning this that there are three points to 
address to be successful in case a crisis emerges: 

 a need to change ordinary management processes and management practice 
 development of contingency plans 
 post-crisis learning where management strategies, processes and practices are looked 

at 
 
3.2 Training 
Training in general is about helping people to learn by experience and to work more 
effectively. Goldstein (1980 p421) provides a definition of what training is by: “Training is 
defined as the systematic acquisition of skills, rules, concepts, or attitudes that result in 
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improved performance in a work environment”. Further discussion of this has been made in 
(Goldstein, 1980; Warren, 1979; Molader, 1990; Arkin, 1994). 
According to Villegas (1996) there are three main components in tailor-made training 
projects: Company, Trainees and Training project (see figure 2). The links between these 
components are:  

 Training definition – the process of analysing of the company’s training needs and 
the creation of a suitable training project which might help to address those needs 

 Training activity – this is the direct execution of the training project  
 Transferring activity – the process of connection and transferring knowledge and 

skills acquired during training into the real problems of the company 
 

Training project Company

Trainees

Training definition

Training
activity

Transferring
activity

 

Figure 2    The process of training based on tailor-made training projects (Villegas, 1996) 
 
Villegas’ process provides a platform for planned training ensuring also transfer of 
knowledge and skills out to the organization. The transferring activity is the key in the 
model, and that process needs to be accepted, planned and implemented in organizations. 
 
One of the issues related to the training on crisis management using a business continuity 
plan is the cost associated with the preparations, executions and follow-ups. For example, a 
two days physical training event described in (Smith, 2004) required 30-60 man days of 
preparations for each scenario and approximately 70,000 Euros for the training event itself. 
Tabletop exercises or use of a simulator, which could also generate training benefits without 
running full real-time exercises, are much more inexpensive (Smith, 2004). Kirov and 
Stoyanov (2008) mean that usage of simulation technology allows for training at a fraction 
of the cost compared to using live exercises. 
 
3.3 Learning 
The learning theories and models that we draw from in this work are individual-, team- and 
organizational learning (Ellström, 1992, Samuelsson, 2002, 2006; Samuelsson and 
Hägerfors, 2004,Villegas, 1996), experiential learning model (Kolb, 1984) and co-learning 
(Hägerfors, 1995). The reasons for these choices are that they form a comprehensive 
wholeness from a constructivist point of view, that they are supported by empirical results 
(Samuelsson, 2006) and that they are easily combined with the playing steps in computer 
supported business games.  
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Ellström (1992) means that learning based on experience poses requirements on the learners 
to be observed in order to provide feedback on their actions. This demands that the training 
environment used should be: authentic and realistic (i.e. crisis management training should 
if possible be carried out in the designated ’crisis management team facility’), transparent, 
and offer the business game/simulation leaders possibility to observe. Thus, learning based 
on experiences in an organization needs planning and structure and should not be carried out 
in an ad-hoc manner. 
 
Kolb in (1984, p 38) describes that experiential learning is a process “whereby knowledge is 
created through the transformation of experience”. Kolb uses four consecutive stages in the 
model of experiential learning: concrete experience, reflective observation, abstract 
conceptualization and active experimentation – that are connected in a closed loop to allow 
iterations for further improvement. Herz and Merz (1998) mean that the experiential 
learning model is more comprehensive than traditional teaching methods by making 
provisions for various learning styles and a variation of learning techniques. 
 
In a learning organization, the individuals continuously develop their ability to reach their 
goals. New ways of thinking emerge where there is a strive towards common goals and 
ways to find knowledge together. A learning organization facilitates and supports individual 
learning and the dissemination of that knowledge to others.  
 

INDIVIDUAL LEARNING

ORGANISATIONAL LEARNING

Group discussion

SHARED MENTAL
MODELS

Individual mental models
Single loop learning
Double loop learning

(Process of Consensus)

Individual mental models
Single loop learning
Double loop learning

 
 

Figure 3 – Individual-, team- and organizational learning towards                                
shared mental models (Villegas, 1996) 

 
Villegas (1996) shows how individual learning can be used as input to team- and 
organizational learning with resulting shared mental models (see figure 3). The mental 
models can later on be used during a real crisis situation by the crisis management teams 
during mitigation of problems. 
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Co-learning supports learning together and from each other (Hägerfors 1994, 1995). Co-
operation and co-learning between the individuals and the teams acting in a business 
game/simulation puts demands on at least three ingredients in the game environment 
(Samuelsson, 2002):  

 That the team member must be able to act individually  
 That the team must be able to act as a team 
 That co-learning between individuals and team is supported by opportunities for 

dialogue   
 
Felder (1995) and Smith (1995) state that people learn and most educators teach according 
to their own personal preferences. This implies that he most efficient educational setting to 
raise crisis management awareness ought to be individualized teaching, where teaching 
strategy and learning style are matched with each other. Tailor-made business 
games/simulations provide a likeness of such teaching. To adapt a business game/simulator 
to an organization is a quite large task, adding the organizational structure, rules, and critical 
processes (and perhaps more supporting processes as well) etc. Adding scenarios to be used 
during training is a smaller task, so once the initial adaptation is completed there is a quite 
small additional investment to add more scenarios (Samuelsson, 2002 and 2006; 
Samuelsson and Hägerfors, 2004) for training of the crisis management teams on a 
continuous basis. 
 
3.5 Business game/simulation  
A business game/simulation is a business game played in a simulator, a kind of virtual or 
micro world, with possible iterations if certain decisions are needed to be retried. Business 
games are sometimes seen as a different thing or as a subset of simulations, and for instance 
Crookall et al (1987) mean that they have certain characteristics in common but that games 
are a part of life and that simulators test a model, but however “in many cases the term 
‘game’ is used to refer to simulation” (p 162).  
 
Smith (2004) describes some issues that any simulation needs to address:  

 to develop the skills of managers in coping with a crisis (more formal training to deal 
with unpredictable events and complex outcomes) 

 to generate possibilities to learn from failure within the organization 
 the process of developing the scenarios and business game/simulation software 

should help an organization to audit its key vulnerabilities 
 the process should help an organization to learn lessons from the scenarios employed 

and improve the contingency plans 
 challenge the core assumptions within the organization about the capabilities to 

handle such events   
 
One cognitive tool in computer based learning environments is micro worlds (Broberg 
2002). Micro worlds can be seen as dynamical models of both concrete and abstract 
concepts from the real world, offering an environment for learners that are inaccessible in 
the normal case. Micro worlds typically involve simulations, manipulation, testing of 
hypotheses, but also that the creation of the micro world is important.  
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Isaacs and Senge (1992) discuss the learning cycle in management situations using a model 
where a virtual world connected with the real world is used to help creating mental models 
which are used for strategy and decision making. We and others like Morecroft and Sterman 
(1992), and Gestrelius (1993), see business games/simulations as a part of the virtual world. 
 
In a business game/simulation the team will learn how to manage the strategic process. 
Thus, business games/simulations are viewed as educational tools since they are a very 
effective form of experiential learning, which “entails the conscious and rational creation 
of a situation or environment within which the participant(s) can learn by engaging in a 
reflection on the activity or process being conducted” (Thompson and Dass, 2000, p 16).  
 
Scenario planning is an important part of the principles for design of computer supported 
games. A scenario holds an introduction to a business game/simulation giving background 
information, practical limitations etc. Further, the scenario comprises one or more chains of 
possible events, information input, news broadcasts etc. that help to drive the business 
game/simulation forward. Moats et al (2008) discuss on a wide range of issues concerning 
the theory, research and practice of scenario planning. They consider scenario planning as a 
process for organizational learning. Hansen (2006) suggests that training design in the 
future should comprise a process for scenario building for exploring alternative futures, with 
intent to create a desirable and sustainable future. Hansen suggests three levels of scenarios 
(slight/moderate/ extreme) in trying to anticipate change. Keough and Shanahan (2008) 
suggest some best practices for scenario planning and state that a complete and clearly 
defined standard planning process leads to successful scenarios. Walton (2008) discusses 
scenario planning with respect to ontology and epistemology from a pragmatic perspective, 
emphasizing decision making instead of testable knowledge. 
 
In the business game/simulation not only the individual learning cycle is of interest, as 
business games/simulations are ideally played in teams. An important part of managing a 
company is the co-operation and co-learning between different parts and functions in the 
company.  
 
Figure 4 shows that an important part of managing business processes is co-operation 
between different parts of an organization, and to get experience within a crisis management 
team as well as between teams. A business game/simulation session, comprising all six 
steps in figure 4, requires multiple decisions and different kinds of analysis and planning. 
The model in figure 4 has its background in Isaacs and Senge’s (1992) learning cycle for 
management situations in a virtual- or micro world. Further, Ramussen’s (1986) work 
(which builds on Docherty and Dilschmann (1993)) has influenced the cognitive part of the 
model. Docherty and Dilschmann’s (1993) work on management of competences, and to 
use decision support to develop competence has also had impact on the model. Simon’s 
(1977) concept for decision making, the IDS-concept, has had impact on the decision 
making in the different phases. The six steps in the model spanning four learning phases is a 
further development of Kolb’s (1984) experiential learning. 
 
This business game/simulation learning environment model has been implemented in a 
“processed business simulation game” and evaluated in (Samuelsson and Hägerfors, 2004, 
Samuelsson, 2006). The business game/simulation was used to train university students on 
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strategic thinking, business management, managing multiple business processes running 
simultaneously and dealing with problems/crisis. The business game/simulation is a data-
driven application, and the administrative part used a database to record all the detailed 
business transactions and decisions during sessions. That enables users and supervisors to 
steer and adapt the conditions for a session. When managing the game environment, the 
participants’ ability to perceive processes and casual dependencies was essential. The 
learning environment is based on the experiential learning model, allowing movement 
through the complete learning cycle. 
 

New session?Debriefing

Finish the game

Goals & strategy

New strategy?

Step 1

Step 3

Step 4

Step 6

Step 2

Step 5

Team
- Analysis  of  

situation
Identify problem

- Analysis alternative 
solutions  

Create approach

-Analysis consequences

Making decision 

Feedback

Calculation
of results

Stores the
decisions 

Management-or operation process

- Report of 
situation

Introduction
Brief the game

 

Figure 4 - A business game/simulation and learning environment model (Samuelsson, 
2002 and 2006; Samuelsson and Hägerfors, 2004) 

 
One purpose of the learning environment is to fulfill the overriding purpose of a simulation 
system according to Milrad (2002). The intention is to provide a learning environment 
supporting the learner to develop mental models about the interrelationships of variables, to 
test the efficacy of these models in explaining or predicting events in a system and to 
discover relationships among variables and/or confronting misconceptions. 
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In addition to the learning aspects that are incorporated in the game design (Samuelsson, 
2002 and 2006; Houser and Deloach, 1998; Hawley and Duffy, 1998), there are also some 
basic requirements which are incorporated to reach Milrad’s “overriding purpose”. Thus, 
the game design (in accordance with Houser and Deloach, 1998; Hawley and Duffy, 1998; 
Norman, 1993) offers a high level of interaction and feedback, contains specific objectives 
and well-known procedures, motivates and engages the participants, and do not contain 
distractions and interruptions that intervene and disrupts the subjective experience. In 
addition, it contains both a gaming and a simulation mode, i.e. provides possibilities for 
testing out different solutions before making an actual decision in the gaming mode.  
 
In the business game/simulation and learning environment model (Samuelsson 2002, 2006; 
Samuelsson and Hägerfors, 2004) time- and room metaphors are used. A room metaphor 
(for the training facilities) tie together all the systems and tools used and to simplify the user 
interaction. The feedback, provided by business game/simulation software after decisions 
have been made, is supported by the game plan to visualize impact on for instance financial 
status, process flows, investments in marketing and production etc. The room metaphor can 
be seen as a combination of the physical room, the ordinary work place where the 
functionality used in the work processes resides (which is the starting point for actions) and 
the game plan (supported by a time metaphor). Thus, the game plan provides a simplified 
overview of the business’ state after each decision made (see figure 4). 
 
A time metaphor is used to visualize how the input/output from different parts of critical 
processes are needed at certain time intervals or deadlines. The time in the business 
game/simulation can be accelerated compared to the real world, to be able to simulate 
longer cycles of the critical processes during a session. Thus, the time is made visible in the 
business game/simulation software. The use of accelerated time can be used to create stress 
and put pressure on the decision makers (i.e. the crisis management team), to get used to the 
stress and pressure likely to arise during a crisis mitigation in the real world. 
 
In the business game/simulation the role of the game supervisor is that of a manager and 
facilitator for learning, and require due preparation. The game supervisor system provides 
the supervisor with possibilities to design both contextual and cognitive authenticity for 
participants with different knowledge and experience levels (Samuelsson, 2002, 2006; 
Samuelsson and Hägerfors, 2004). Previous research by Samuelsson (2002, 2006) and 
Samuelsson and Hägerfors (2004) show that the open data- and user driven approach 
supported by different information systems and databases gives: a high level of flexibility 
during the sessions, adaptability to different goals as the supervisor or the users can before 
and during the sessions influence the business game/simulation parameters via the tool used. 
Consequently, in a data-driven approach it is possible to dynamically during a session 
change properties or parameters in the business game/simulation itself, scenarios and the 
processes that are stored in the database. 
 
3.6 Business games/simulations for organizational crisis management training and 
learning 
Scenarios and simulations are appropriate for tasks with a high degree of uncertainty and of 
a dynamic nature, situations with multiple goals and time constraints and multiple and 
complex feedback loops for decision making, and events with a high level of dependence on 
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technical experts (Janis et al, 1996; Qiuyu, 2007; Yeo et al, 2005; Lee, 2006). The task 
demands associated with the management of crisis are complex and can well be described 
by these characteristics. Thus, computer supported business games/simulation seems to be 
appropriate training and learning devices.  
 
There is a lot of literature on simulation of disaster or emergency response/management, as 
well as simulation of regular business processes, e.g. Paul et al (1999).The use of computer 
games has for instance been used for training on security awareness (Cone et al, 2004) 
security principles and policies (Irvine and Thompson, 2004a, 2004b), and emergency 
response in hazardous environments (Jenvald and Morin, 2004). Architectures for 
simulation of societal emergency or disaster management, emergency response and civil 
protection have been described by for instance Kirov and Stoyanov (2008), and Jain and 
McLean (2004, 2005, 2006a). For instance Jain and McLean (2006b) describe a framework 
for integration of modeling, simulation, and visualization tools regarding emergency 
response. This has been implemented in a concept prototype by Jain and McLean (2006c) to 
support a hypothetical scenario within incident response in emergency management.  
 
We have however not been able to find any literature on training or learning concepts using 
simulation in the context of organizational crisis management. Using business 
game/simulation software is a means to train the crisis management’s ability to solve 
problems, to raise the mental awareness, facilitate business continuity planning, and to test 
the business continuity plan by finding weak or missing areas. The testing of the business 
continuity plan will provide organizations with assurance that all necessary steps are 
included in the plan (Swanson et al, 2002). Many organizations do test their plans, but not 
many seem to have a possibility to use business game/simulation software for systematic 
and repeatable individual- and group training (which also tests the business continuity plan). 
  
4. Training and business game/simulation for organizational crisis management 
The means to link training and learning, individual-, team- and organizational learning with 
business continuity planning into a training concept for organizational crisis management, is 
to use a role or team based micro world in business games/simulations that visualizes 
incidents and actualize how they can be solved. The business game/simulation should hold 
the same properties as demonstrated for the implemented processed business simulation 
game presented in the previous section.  
 
The proposed training concept includes 1) a plan for organized and planned training (which 
should be a part of the business continuity maintenance process) and how the outcomes 
from the training, i.e. the new knowledge, should be transferred out in the organization, 2) a 
business game/simulator software (including a micro-world, scenarios and processes) and 
business continuity plan, and 3) the participants and the supervisor. 
 
The supervisor should follow the progress via the supervisor monitoring system or listen in 
on the playing teams to keep up with the team performance during the business 
game/simulation. The supervisor can also add information or make changes to scenarios, 
processes or business game/simulation if needed, to either further explain or complicate it 
more. This is facilitated by using a data-driven approach.  
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The business game/simulation process includes the four following stages using the business 
game and learning environment model with six steps (see figure 4). The stages are further 
elaborated in the following sections of this chapter:  

 Stage 1 (steps 1 and 2) – concerns arrangements and introduction before a new 
business game/simulation starts 

 Stage 2 (steps 3, 4 and 5) –  starts a dialogue within the crisis management team, as 
well as analysis and planning before decision making 

 Stage 3 – allows the business game/simulation software to simulate the outcome of 
the decision and provide feedback to the game plan. The crisis management team 
analyzes the consequences of the decision and the game iterates back to stage 2 until 
the business game/simulation is completed or the supervisor ends it. 

 Stage 4 (step 6) – enables debriefing of a session. Analysis and discussion of the own 
crisis management team’s performance as well as a dialogue with other teams to 
share experiences. This is to reach a consensus on what is best practice or good 
mental models to use for different scenarios. Individual-, team- and organizational 
learning generates new knowledge or confirm existing knowledge. Possible return to 
stage 1 if a new session is wanted, otherwise important information and what was 
learnt during the session is recorded before termination. 

 
4.1 Stage 1  
If possible, the business game/simulation should be played in the organization’s dedicated 
crisis management facilities with the existing equipment. However, if more than one crisis 
management team play simultaneously (the same or possibly another scenario) it may not be 
possible to keep them all in the same room. More rooms can then be used or if the teams are 
geographically distributed virtual rooms. To keep a team in one room provides the 
opportunity for close co-operation and dialogue within the team (and with the supervisor), 
to be able to reach consensus and team- as well as organizational learning. The room 
metaphor is important and also a symbol for that “now it is a crisis” and the crisis 
management teams need to focus on mitigating the crisis. 
 
To set up tailor-made scenarios (stand-alone or possible to run in a sequence) for the 
training, one or more training projects need to be prepared. The level of difficulty should be 
adapted to the team’s experience and skills. The scenario should be introduced to the teams 
and limitations presented. The teams should prepare and get started using their business 
continuity plans. The supervisor should keep alert to respond to outgoing communications 
or let pre-allocated resources from the organization respond and play their parts. 
 
4.2 Stage 2  
While playing the business game/simulation the participants should be able to: 

 analyze the situation and problem reports regarding which critical processes are 
affected or if it is a serious incident of some other kind 

 get a clear picture what resources are available for crisis mitigation 
 plan to find possible solutions and ways to proceed including backup solutions (in 

case a selected solution to proceed backfires) 
 estimate outcomes of decisions (possibly using a decision support system and the 

simulation mode) 



 183 

 form a strategy to solve the problem by using the crisis management team’s skills, 
the available tools and business continuity plan  

 
Another level of difficulty, using the time metaphor, could be introduced by using time 
constraints to force decisions within time limits or that the input/output regarding the critical 
processes needs to be handled upon time intervals or deadlines. Further levels of difficulty 
could be if the supervisor gives limited or false information to the teams, or for instance cut 
the inbound logistics from a critical supplier to resemble a real crisis situation with a poor 
information status and other hardships as input to the analysis part of stage 2. 
At some point, the playing team should need to decide if to move the organization from a 
normal mode of operation (using a business plan) into a crisis mode (using the business 
continuity plan) to mitigate the problem before being able to recover back to an as 
normalized mode as possible again. The team then needs to decide what to do while using 
the available resources to mitigate the problem. The scenarios should have built in time 
limits, to put pressure on the teams’ decision making during the business game/simulation, 
as most critical processes or other serious events have hard deadlines or time limits.  
At any time during the business game/simulation there should be possibilities for a member 
of a team to try out new decisions and evaluate possible alternative solutions. During the 
dialogue within the team there should be a strive to find consensus before a decision. To 
reach a consensus makes the individual and team learning stronger and the reflection helps 
create new knowledge for an organization. 
 
4.3 Stage 3  
The business game/simulation should include possibilities to test different alternatives 
(using either simulation or game mode) and use the feedback from the business 
game/simulation software. Further, the feedback from the own crisis management team 
should be used to build experience as a team and to form a team where everybody 
understand their roles and responsibilities. The session should be stored in a database, but 
additional notes should be made by the game supervisor as everything is not stored (e.g. if 
there is long and unstructured discussion before a decision or if the team leader runs a one-
man or woman show). Possibilities to try out different strategies to solve problems given the 
resources available, train decision making, internal and external communications etc. under 
pressure. If possible, the team should reach a consensus before a decision unless there is a 
very strong time pressure and the adequate specialist or the team leader needs to take a 
quick decision. This trains active decision making and working under pressure. 
 
The richness of the interaction within the team and the feed-back from the business 
game/simulation software should increase as the session progresses. After the business 
game/simulation is completed, an iteration to stage 2 of the same scenario should be 
possible unless a debriefing is decided by the supervisor. The supervisor should allow for 
iterations until the team has understood how to use the available resources, the 
organization’s strengths and weaknesses and the outcomes of different decisions. 
 
4.4 Stage 4 
Before the debriefing starts, the game supervisor should analyze the crisis management 
team performance during the session and note what was well done and what could have 
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been made in other or better ways. The team should get a bit of rest and time to reflect 
before the debriefing starts, to enhance the personal learning effect. 
 
During the debriefing, which preferably should be arranged as a discussion within the team 
together with the game supervisor, it should be possible to go back in to the business 
game/simulation database and look at the sequences played to analyze desired parts. The 
objective should be to reach a consensus among the team members how to best handle 
different situations and create mental models to use in a real situation. This should increase 
personal and organizational learning as well as increase the mental preparedness. Thus, 
interaction on the feedback, reflection, creative and critical thinking should be used in the 
personal and organizational learning process. 
 
If more than one team have participated in the training, it could be valuable to have them 
discuss the problems and lessons learned to further increase organizational learning and also 
to build up relations between the teams. The relations are needed as the teams will probably 
work together in a real crisis situation and possibly also team members might be replaced 
with members from other teams due to e.g. holidays, vacations, family emergencies or days 
caring for sick children etc. 
 
As many organizations need to co-operate with other organizations, either as partners, 
contractors with service level agreements or public organizations responsible for crisis 
management, the co-operation and potential opportunities to improve this should always be 
considered. The same goes for the internal and external communications, which should 
always be thoroughly evaluated as that is sometimes a very difficult and challenging task to 
do, especially during a crisis with high media attention. The reason for this is that unclear, 
ambiguous or late/delayed communications can create rumours and speculations, 
unnecessary and discrediting media coverage, damage the organization’s reliability and 
trustworthiness.  
If available, different scenarios and decisions could be exported and made available in a 
knowledge management system, to provide support for decision making during a real crisis 
(as best or good practice). Being able to simulate outcomes of different decisions could in 
many situations be very valuable, depending on the severity and extent of the problem that 
has occurred. Finally, if wanted, the team should be able to go back and start a new session 
again. Otherwise this ends the session. 
 
5. Training concept analysis  
To be able to compare the proposed training concept in chapter 4 with other concepts or 
deem its usefulness, we have performed an analysis high-lighting strengths, weaknesses and 
potential change and learning in the concept.   
 
5.1 Strengths  
We consider that the concept has the following strengths: 

 After adaptation of the business game/simulation software and creation of scenarios 
for an organization, a crisis management team or individual team members can 
almost “at any time” practice together with experts or other key staff from the 
organization (facilitating individual-, team- and organizational learning) 
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 It is possible to adapt the level of difficulty during the business game/simulation as it 
is data-driven, or i.e. dynamic 

 It is possible to practice on all scenarios that have been added, both as a team and 
individual 

 If the teams miss abilities, competences or skills, it is possible to detect that during 
the sessions 

 It is cost effective to uphold crisis management abilities, competences, skills and 
awareness in a longer perspective 

 It is possible to work with business continuity planning and maintenance of the plan 
 It is possible to test if the business continuity plan, the teams and the critical 

processes are able to cope with new scenarios (risks), or if the plan or processes need 
to be updated or that the team needs to be evaluated 

 
If the business game/simulation software and scenarios are not adapted to a specific 
organization, a generic crisis management training is possible. However, it is necessary to 
know how an organization should respond to problems in the own critical processes as this 
is usually a quite extensive task to learn. 
 
For what parts of the training could the concept work well? 

 The teams and specialist roles (such as legal, information/communications, planners 
etc.) can practice under time pressure in an authentic environment (i.e. with both the 
time- and room metaphors). Time requirements and deadlines in the critical 
processes will get exposed and need to be managed 

 Decision making and fast retrial of decisions after feedback is given on the outcome 
(using the game or simulation mode) 

 Individual-, team- respectively organizational learning regarding both existing and 
new knowledge as well as skills. In addition,  creation of common mental models to 
use later on (see figure 3)  

 Group and team discussions. To reach consensus within the teams and build shared 
mental models between the teams. Group and team discussions before and after a 
business game/simulation is an important part of the learning process  

 The communication within the own team and organization as well as towards 
external parties like business partners, experts, press, society etc. 

 Practicing handovers to the next team in turn, i.e. team number two or three if 
running around the clock 

 
Training is thus well supported by the concept, both on an individual-, team and 
organizational level using group and team discussions during the learning process. The 
concept also facilitates training towards external parties, which then needs to be involved 
unless the supervisor or some other resource available can respond to outgoing 
communications etc. Handovers from one team to another is possible to practice, which will 
require that the teams handle what status information, deadlines etc. that is to be passed on 
in a manner decided by the organization. It is also possible to extend the business 
game/simulation software with wanted functionality further supporting the concept, as time 
and development costs allow for.  
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5.2 Weaknesses 
We consider that the concept has the following weaknesses: 

 The main weakness is that it is expensive to adapt the business game/simulation 
software and scenarios to an organization and its critical processes to be able to 
visualize the outcomes of decisions 

 It requires a game supervisor with quite advanced knowledge and experience on both 
the organization, its crisis management, the business continuity plan and also how to 
manage the business games/simulations 

 There is a need for an initial training of all participating in the training in order to be 
able to interact with the business game/simulation software 

 
Does the above implicate that only organizations with a real need or larger organizations 
with a stronger financial status have the possibility to use a tailor-made business 
game/simulator? We do not have the answer, but it is however likely. For smaller 
organizations or those that are not willing to spend the resources required on a tailor-made 
business game/simulator, an option is to use a standard set-up for a generic organization 
with general critical processes. Another solution might be creation of a general set-up for a 
number of different industries like financial/trading, telecom equipment manufacturing, 
telecom operator, oil, paper etc. However, the scenarios used could be authentic if they 
match the processes added (i.e. there is little advantage to run scenarios if there is no 
possibility to use the business game/simulation software and decision support system to get 
some valid output while playing). If using a generic set-up, this puts a higher requirement 
on the supervisor, additional staff and experts to help out etc., as the participants might not 
have the experience or knowledge required to fully play a business game/simulation outside 
of their own organization’s context. The supervisor needs to be able to gather all 
experiences to discuss and learn from during the debriefings, and the learning will in this 
case be of a more generic nature than organizational specific. 
 
What parts of the training is the concept unsuitable for and how can these be fulfilled 
otherwise? 

 Not yet added critical processes and scenarios could be practiced via desktop 
exercises 

 The concept is presently aimed for crisis management teams and not for technical 
specialists that would like a game/simulation focussing on technical aspects of 
information security. In that case, there is a need to merge in a computer based 
information security game able to visualize attacks on the IT/IS infrastructure or like. 
Until then, technical specialists can instead use computer based games or table top 
exercises etc. to train their specifics 

 
Thus, it is possible for crisis management teams to practice problem solving in all critical 
processes by using complementary table-top exercises, instead of adding all processes to the 
business game/simulation. If technical specialists are to use the business game/simulator to 
train on their respective tasks, it needs to be extended to cover that as well. 
 
5.3 Change and Learning 
Hörte et al’s (1995) change and learning concept (figure 1) is used to analyze what level of 
change and learning our training concept can contribute to in organizations.  
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Table 1 – Analysis of the proposed training concept  

Change/learning model Proposed training concept 

Learning based on how the 
existing system works; known 
measures lead to wished 
outcomes. Adjustments of 
existing routines, processes etc. 
Planned change from state 1 to 
state 2. 

The training concept can be used for training and 
learning on the organizational business continuity 
plan, on training the crisis management and problem 
solving, as well as training team work. As problems 
and gaps may be revealed during the evaluation and 
iterations in a specific business game/simulation or a 
whole session, adjustments of existing routines and 
processes can be planned and carried out when 
appropriate afterwards. 

Learning on individual- and 
collective/organizational level 
that gives insight on need of the 
system as such; changed values, 
perspectives, norms. Changes of 
existing routines, processes etc. 
Change causes risks, insecurity 
about future states. 

Looking at more advanced levels of learning and 
change, the training concept fulfills the criteria for 
double loop learning where governing variables, 
theories-in-use, espoused theories etc. (Argyris, 1990) 
are used in the learning process to improve the 
outcomes from actions. The learning model in the 
training concept supports increased insight on the need 
for a business continuity plan and continuous training. 
The evaluations and debriefing illuminate the need for 
changed values and norms. Also, it will be discovered 
if there is a need to change any routines or processes 
that either do not work or are too complicated or 
complex to be run during a crisis situation. As 
implemented changes also causes risk until the 
changes have been tested or validated, changed 
processes and scenarios to test them could be added 
and tested in the training concept before actual 
implementation in the organization. This minimizes 
risk and insecurity about future states. This also goes 
for new processes. 

“Learning on learning”, ability 
to self analysis of factors in the 
own situation that hinder and 
support single- and double loop 
learning. Continuous retrial of 
existing conditions. Change is 
considered as a continuous 
learning process. 

Business continuity planning is (or should be) a 
continuous process with iterative change, improvement 
and learning. Organizations that fully embrace this 
using the training concept can find where new 
improvement or changes are needed as well as use the 
training concept as a tool in the continuous learning 
process. The training concept will help to find 
blocking factors, make people aware of the need for 
re-trial, re-thinking and evaluation of the existing state. 
This can then be used to further strengthen the 



 188 

business continuity ability both in terms of the 
business continuity plan, the crisis management 
competences and ability to mitigate crisis situations. 
Also existing processes and routines that are 
unnecessary complex and difficult to run on reserve 
routines during a crisis can be evaluated and reflected 
upon during and after business games/simulations 
where the processes have been in focus. The 
possibility to re-try, evaluate and discuss actions, 
decisions and outcomes when using the training 
concept adds value to this continuous learning process 
(or i.e. change). 

 
Thus, the training concept can contribute to the whole range of types of learning as well as 
types of change. We find that the training concept probably adds more value to 
organizations where more advanced types of learning and changes is looked for, and that the 
training concept is a bit overkill if only single loop learning and first order change is wanted 
or facilitated in an organization. The concept also allows for testing new planned processes 
or changes in processes from a business continuity perspective before actual 
implementation, to minimize risk and insecurity. To reach a state of deutero learning, where 
the organization understands that it must and needs “learning on learning” and also 
facilitates this, is a challenge. To also combine this with second- or third order change, is a 
further challenge. However, if successful in the business continuity planning regarding 
change and learning, that momentum could probably be used for other topics as well as it is 
more of an “organizational mental state” that should be transferable and not only associated 
with business continuity planning. 
If using other theories, models or concepts like systems theory, knowledge management, 
network theory etc. to analyze our training concept, further relevant properties except those 
found here can be revealed. 
 
6. Discussion 
The idea for the training concept in this paper has its origin in business games/simulations 
and in business continuity planning. The concept can contribute to increased awareness that 
a crisis may happen, increasing the ability to handle problems, high-light a need for 
increased training, missing skills and capabilities, and reveal needs for improvements of the 
business continuity plan as well as in the organization and its critical processes. The 
intention is to support training with the business game/simulation learning environment 
model, by using the business game/simulation software in combination with a game 
supervisor to provide tailor-made or generic trainings to crisis management teams. This will 
enable individual-, team- and organizational learning and provide useful shared mental 
models how to handle problems and situations during a real crisis. 
The crisis management team and the involved departments in focus will in this way get 
practice to solve problems and learn the methodology to mitigate a crisis. Using a data-
driven approach allows a number of different variations to be invoked during a business 
game/simulation session, depending on what measures or solutions that are chosen by the 
team. This makes it possible to simulate varying levels of business continuity decision 
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making for either a crisis management team, a subset of a crisis management team or for 
individual crisis management team members only. The business game/simulation software 
makes it possible to practice regularly at a low cost and on a wide variety of different 
scenarios. To practice often will increase the probability to handle a crisis situation better 
(Smith, 2004; Flin, 1997), and to work in a calm and systematic manner during a real crisis. 
The old quote “luck favours the prepared” is true in crisis management. An organization 
usually does not prefer to learn problem solving from a real crisis, and in a business 
continuity planning context it is preferred to train and be as well prepared as possible. 
However, experiences from real crisis management should be recorded and used to improve 
the business continuity plan, the organization, the critical processes as well as the training 
scenarios. 
 
The advantage of using a tailor-made concept (where critical processes and scenarios are 
adapted to a specific organization) compared to using a generic concept for an industry, is 
that the crisis management team and the supporting organization can practice in a quite 
authentic environment. They can learn to use the strengths and avoid the weaknesses of the 
organization during the problem solving and mitigation of the crisis. The crisis management 
team will be exposed to time requirements and deadlines in the critical processes, increasing 
the knowledge on the critical processes. The use of a tailor-made concept will also in a 
clearer way high-light any weak or missing areas compared to using a generic one. Felder 
(1995) and Smith (1995) states that individualized teaching settings ought to give the most 
efficient educational setting. Thus, it is questionable if the organization’s business 
continuity plan is possible to use satisfactory in a generic concept, as it should be 
implemented covering an organization’s critical processes.  
 
As there is an investment needed (Smith, 2004; Payne, 1999) to provide a tailor-made 
concept, a generic concept is an option for organizations that are not able to cope with the 
investment, want to learn if this could be of interest or just wants to get a general training or 
increase awareness for the crisis management teams. Other options that can be used to train 
the crisis management teams and the supporting organization is to use table top exercises, 
drills for specific areas, specialist trainings, participation in the maintenance process of the 
business continuity plan, and re-use experiences from real crisis mitigations etc. These 
options are a good complement to using a business game/simulation. The same level of 
flexibility or timely organizational response and feedback on decisions made can however 
not be reached. Another advantage with the business game/simulation is the ability to retry 
decisions until a satisfactory outcome is reached, without wearing out human resources 
supporting the practicing. The potential areas of improvement found during a business 
game/simulation should be collected and addressed when deemed possible, and when 
addressed re-tested again to assure completeness. 
 
The analysis of the training concept using Hörte et al’s (1995) three change and learning 
models, shows that it is a bit overkill to use it if only basic change and learning is wanted. 
This is due to that the costs will most likely not correspond to the outcomes. The analysis 
indicates that the training concept supports both double- and deutero learning as well as 
second- and third order change. Which combination of these that can be achieved depends 
on the organization and its insight into the preconditions, governing variables, structures etc. 
that impact organizational learning and possibilities to achieve change. The relation between 
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learning and change is thus important for business continuity planning. The training concept 
seems more valuable for organizations where more advanced learning and change are 
facilitated. 
 
One difficulty is to get the senior management team to support spending time and resources 
on crisis management training and awareness (Fink, 1986; Cerullo and Cerullo, 2004). 
Thus, one of the keys is to get the senior management team on board such a project, 
championing it to get a successful result. In case the crisis awareness is deemed too low, an 
awareness program should be considered. To get the full benefit out of the resources spent, 
using a knowledge management component that quickly can retrieve knowledge and 
scenarios tried could be valuable for any organization. 
 
An interesting question is if an organization has a bad business continuity plan – does the 
training render a better prepared crisis management team and supporting organization with 
ability to lead the organization during a crisis as well as solve problems? Smith (2000a and 
2004) states that the training increases the awareness that a crisis may happen, but that for 
instance institutional blocks need to be overcome to be successful. Boin et al (2004) states 
that once the use of simulation tools is shown to make a difference, crisis awareness will 
likely increase. Thus, the training activities seem necessary to build up awareness and also 
to get to a point where institutional blocks etc. can and need to be discussed and solved. 
Then hopefully the training should also reveal weaknesses in the business continuity plan, 
giving opportunity to improve it before a crisis appears. 
 
Coombs and Holladay (1996) and King (2002) bring up the issue of responsibility and the 
need to train and exercise crisis managements prior to a crisis. This is to achieve a higher 
probability of returning to a normal state of operations again. Business games/simulations 
provide an opportunity to increase the capacity to predict, handle, and learn from crises 
(Crookall, 2004). Booth (1990 p332) also states that crisis management training creates an 
awareness of “processual problems and if adequate contingencies are made”. Thus, if 
organizations prepare and practice adequately, they will have an ability to continue their 
operations and critical processes almost regardless of what problems arises.  
 
7. Future work 
The proposed concept in this paper would be interesting to fully develop, try and evaluate in 
its full capacity in real settings. Related interesting questions for further research are: how 
should an organization detect if it has a low level of organizational crisis awareness, and 
how could this be measured?  
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Abstract 
This paper discusses IT- and information security challenges for wearable computing 
encountered during the WearIT@work project. The following novel ideas are introduced in 
this paper: authorization by proximity using dynamic context information to enable transfer 
of authorization from one party to another, a wearable pairing mechanism to use devices on 
other wearables, and a more intelligent management of dynamic IT-security policies to 
reduce computational overhead on wearable devices having limited capabilities. The last 
idea includes the importance of having a dynamic security baseline adapted to wearables to 
maintain the integrity and confidentiality of the body network as well as the privacy of the 
wearers´ personal and biometric information. 
 
 

1. Introduction  
Looking at the future, we need to find ways to improve work productivity, quality and 
safety. To enable the creation of more efficient work processes in areas where process 
innovation has been hard without the proper (wearable) supportive tools, we need new and 
better supportive technology. Many lines of work will not easily allow the workers to bring 
a computer in the form of a laptop or PDA due to the nature of their work where free or 
clean hands are required. For those there is a large potential in using wearable computers 
and systems. As wearable computers and systems get more mature and productified for 
different business needs, they can be used in a lot of work areas, where today there is none 
or very little IT-support.  
Wearable computers will most likely be used more and more – not only at work but also by 
people during spare time as the wearables, being very small and integrated in the clothing, 
will be brought almost everywhere. This will require a higher level of IT- and information 
security to protect personal integrity and privacy, confidential information and 
communications.  
 
This is a case study on “IT- and information security challenges for wearable computing” 
encountered during the WearIT@work project26, which currently is the largest EU-funded 
integrated project within wearable computing, trying to develop future wearable computing 
platforms and also to grow knowledge on organizational and societal aspects from the 
introduction of wearable computing to professionals at work. The WearIT@work project 
has four demonstrators comprising the following areas: healthcare/hospital, airplane 
maintenance, car manufacturing and rescue services/fire brigade. 
                                                           
26 For more information on the WearIT@work project, please see http://www.wearitatwork.com 
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Related work and motivation 
Context-based security is a quite new concept and among the interesting work already done 
are Mostéfaoui et al. who in [1] discuss context-based security using MAUT (Multi-
Attribute Utility Theory) and Simple Heuristics in order to secure transactions in the 
heterogenous network to make the security level more adaptive, and Brézillon and 
Mostéfaoui in [2, 3] who defines “security context” and discuss context-based security 
policies and how to model such with contextual graphs to achieve adaptive and 
reconfigurable security solutions for pervasive applications. This paper brings up, from a 
wearable computing perspective of today, that it is needed to take into account the system 
resource consumption by security software if using a dynamic adaptive security policy so 
that the wearable may perform adequately.  
 
N. Saxema et al. [4] discuss secure device pairing based on a visual channel, where pairing 
between devices is enabled by using the devices’ cameras to read barcodes on the devices 
for mutual authentication. This paper introduces an idea to increase the flexibility and 
usability for users by having a pairing mechanism that allows a wearable computer to use 
devices on other wearables in a similar way as in Bluetooth [5]. 
 
When addressing authorization by proximity enabling transfer of authorization from one 
party to another party, no published research has been found except for research27 and 
commercial products28 mainly addressing physical or logical access in combination with 
authorization for one party. Allowing the transfer of authorization may improve work 
processes and better enable team work.  
 
In this paper, the outcome of the WearIT@work requirement engineering efforts is 
synthesized to high-light security issues concerning wearables, as well as to indicate a need 
for new security mechanisms due to new requirements discovered when using wearables.  
 
Research question 
The intersection between the areas of wearable computing and IT- and information security 
is an interesting field to study and the research question raised by this paper can be stated 
as: What aspects of security for wearable computing are of special interest considering the 
experience gained from the WearIT@work project. 
 

2. What is wearable computing?  
The wearable computing paradigm has evolved around three factors: minimization of 
computer size and at the same increasing the computational power, increased mobility of 
people, and increasing personalization of devices.  

                                                           
27 “The key knob” paper available at http://ubicomp.lancs.ac.uk/workshops/iwsawc06/papers/9-
KeyKnob.pdf 

28 For instance proximity badges/cardkeys/readers from “Ensure XyLoc”, “QualityKit Ltd” or 
“RSA Security”. “Ensure XyLoc” proximity badges may be combined with “Passlogix” single sign-
on software v-GO and “RSA Security” has a similar solution in its Sign-On Manager. 
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Closely related to each other are ubiquitous computing, which is introduced by M. Weiser in 
[6], and pervasive computing which refers to the vision where computers are integrated in 
the environment and the usage completely transparent to the user. Wearable computing may 
thus fall under the category of pervasive computing. 
 
Wearable computing is also introduced by the WearIT@work project [7] as follows: 
“Wearable mobile computing can empower professionals to higher levels of productivity by 
providing more seamless and effective forms of access to knowledge at the point of work, 
collaboration and communication. The new technology of wearable mobile computing will 
meet the need of many individual professionals for acting more flexibly, effectively and 
efficiently in the increasingly complicated and challenging European work environment. It 
can be used to enhance jobs in industry and services to make them both more rewarding and 
effective and re-elevate the role of the professional at work...” 
 
Wearable computing – an example 
An example where wearable computing could enable process innovation is at hospitals 
where still a lot of work is paper-based, which require a lot of work to be repeated, with the 
outcome of higher costs, less time with patients for doctors and nurses, risk for errors when 
later on typing new notes into patient files or typing out orders for medication from 
handwritten papers. There is also a need to store all the paperwork and it is also quite 
inefficient sending paperwork around inside a hospital or between hospitals.  
 
At the ward round in hospitals, doctors and nurses may want to do things that might require 
personal login to a variety of applications due to reasons of traceability/logging, 
accountability (digital signing) etc. which makes it hard to use only a group laptop29 or a 
few PDAs (used by ward round members not directly in contact with patients).  
If all the doctors and nurses that do the ward rounds could be online using wearable 
computers, it would add another dimension of usability and possible context awareness.  
This would require other ways than ordinary, to operate the computer and input information. 
Sensors on for instance arms, legs and feet as well as voice may be used to operate the 
computer without a keyboard as well as delegating the authority to input information to a 
doctor or nurse close by. 
 
Wearable challenges compared to ordinary computing 
General wearable challenges compared to those in ordinary computing have already 
thoroughly been described in [7].  
 

                                                           
29 Today, most hospitals use table tops to do the majority of the work, but introducing a laptop 
(which is a step on way towards wearables) during ward rounds is reality [8] at for instance the 
Sunderbyn Regional Hospital, Luleå, Sweden, trying to reduce paper work and speed up processes. 
Another wearable enabler is Siemens’ recently introduced RFID-infrastructure for healthcare where 
PDAs and tablet PCs are supported. The WearIT@work project has one demonstrator [9] 
developing a wearable infrastructure for ward rounds at hospitals 



 199 

Regarding security, wearables usually have limited processing power, memory, local 
storage facilities and possibilities to add devices - which make it harder to set up a security 
baseline30 for needed security services (which might be required by the users’ organizational 
IT/information security policy). 
 
The next logical step... 
The introduction of wearable computing for professionals looks like the next logical step, 
and will not only introduce new technology but also have impact on work processes, 
interaction between people as well as other societal aspects.  
 

3. Methodology – requirement process and how to structure the 
requirements  

The requirement engineering process in the WearIT@work project has been an iterative 
process driven by four User Centered Design (UCD) teams, supported by the Volere 
requirement specification process. Both hardware [10] and software [11] platform 
requirements have been thoroughly engineered [12].    
 
The security related requirements where then filtered out from the final requirement 
specifications, and analyzed [13] in order to prioritize them, find out what can be solved by 
using either commercial or open source products/concepts, and what might be needed to 
develop as being novel features.  
 
The AIC-triad31 has been used to analyze which requirements, on a “higher requirement 
level”, that are more important than others – in fact different types of organizations or 
operations have quite a different need for the three aspects of availability, integrity or 
confidentiality. For instance the military domain may emphasize the importance of 
confidentiality, the healthcare domain may require all three aspects, and the process industry 
may prioritize availability and integrity. 
 
The following areas of security were later used for categorization of the security 
requirements: authentication, authorization, non-repudiation, privacy, logging, warning 
messages as well as availability, integrity, and confidentiality. 
 

4. Security challenges for wearable computing  
 
Challenge – protecting sensitive information 
A wearable, if integrated in the clothing, is harder to loose or forget somewhere compared 
to a lap top, PDA or advanced cell phone. Nevertheless if sensitive information, like files or 
login credentials, is stored inside a wearable32 – it should be protected by hard disk or file 
                                                           
30 The “baseline” is described more detailed in chapter 6. 

31 The ”Availability Integrity Confidentiality-triad” or “AIC-triad”, is a simple tool to assess what 
kind of security requirements are the most important for any kind of organization/operation. 

32 Regarding USBs – there are USBs with file encryption available on the market. Thus, these 
should be considered instead of using regular ones without encryption. 
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encryption. This is due to the fact that the wearables might get lost anyway: the owner may 
accidentally forget the garment embedding the wearable device, or loose it somehow.  
 
Challenge - authentication  
As the user of wearables might not be able to type in a password etc. on a keyboard, the 
need for stable and mature biometric authentication solutions (that are easily integrated into 
clothing) will most likely grow, to make the wearable easier to use and operate. 
 
Challenge - unsecure networks and hostile environments 
Using wearables and laptops outside of controlled wireless networks, requires higher 
communications security regarding encryption, information integrity and maybe also non-
repudiation. If using ad-hoc networks or unreliable access points, there are a number of 
well-known security problems [14] and attacks [15] regarding both the information sent as 
well as availability of the network access. Unfortunately, for instance encryption and 
integrity checks require some processing power, which might put limitations on the strength 
of encryption algorithms and encryption key lengths used for wearables. 
 
Challenge - body area network security... 
A new challenge for wearables is the body area network which comprises of the wearable 
computer, all attached devices, and sensors etc., opens up for a number of security threats 
[16]: sensitive information stored on the wearable device is at risk, privacy and safety issues 
might arise if the wearer is identified and the electronic identity stolen. 
 

5. Novel ideas 
 
New way to authorize by using context information - authorization by proximity  
New ways of using computers will appear as wearables are introduced to substitute paper-
based work or laptops and PDAs (please see chapter 2 for more possible advantages using 
wearables compared to table tops, lap tops or PDAs). That introduces a need for novel and 
more advanced authorization mechanisms where also the surrounding context [17] needs to 
be taken into account. An example is the ward round scenario in a hospital where a doctor 
visiting a patient wants to order an x-ray for the patient, and the doctor asks a nurse or 
doctor participating in the ward round to order it on his behalf using her or his personal 
wearable computer. Another example scenario is related to airplane maintenance: a 
specialized worker making some maintenance inside a wing may replace some mechanical 
parts, and may delegate one of his or hers co-workers to digitally track the part number of 
the mechanical parts being replaced using the wearable. This is often referred to as 
authorization by proximity, which is a mechanism that allows the controlled transfer of 
authorization privileges from an authorizing party to the party (normally unauthorized) 
performing some task that requires authorization.  For authorization by proximity to be 
useful, it needs to be combined with the traditional user authorization within applications; 
each application should also declare a list of tasks where authorization by proximity can be 
used, and a list of parties allowed to transfer and receive authorization by proximity.  
Context awareness will provide the application with the information needed to detect at run-
time if and how authorization by proximity is possible: such information should comprise 
information on task and surrounding parties. It should be possible to maintain the 
traceability (and accountability) of tasks or actions where authorization by proximity is 
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used, by logging information on both the user who transferred authorization and the user 
who received it (as example the application could log the task conducted by ‘username 
“a”+username “b”’ where “a” is the authorized person and “b” is the person authorized by 
proximity). If any actions or tasks need a digital signature to be completed, it must be done 
with the authorized person’s personal encryption key (preferably33 at the wearable, or 
perhaps in a smart card if used, where the personal key resides). 
 

Below is an example to better illustrate authorization by proximity where dynamic context 
information is used to connect the authorizing party with the conducting party: 

The initial lead doctor needs to set up a ward round context at the start of the ward 
round either using all participants RFID tags (or using a screen on the wall to select 
from lists of employees), perhaps also pre-selecting an initial person who is 
authorized to order x-rays or medicaments etc. It is also assumed that the patients are 
identified with an RFID tag and that the medical staff when logging in to their 
personal wearable, using for instance biometric authentication, also opens up their 
personal credential store (smart card or similar) where among other things their 
personal digital encryption keys are stored. As the ward team may need to access 
encrypted information, group keys for wards could be used to protect the patient file 
information. The group keys need to be distributed to the users. One option is to use 
static groups of users, typically those often involved in specific ward rounds, and 
securely store the needed group keys in their credential stores. Another option is to 
distribute the group keys when needed in a context (group keys are securely kept 
during the duration of the context). The first option using static groups of users is not 
as dynamic as the second option, where dynamic groups of users are set up by the 
context at run-time. 

 The following are possible context types to be used for linking the ward round 
context to the doctors/nurses and the patients, as well as the patient to the doctor: 

Ward round context [ward name; date, start, stop; patient RFID, lead doctor 
RFID, list of doctors, list of nurses, ‘person authorized by lead doctor’ 
RFID,...] 

Personal context [name, RFID, type of profession (doctor, nurse etc), level of 
authentication,...]  

Patient context [name, patient RFID, sign in date, name of doctor, doctor 
RFID,...] 

 

                                                           
33 There are also server based digital signing solutions, which may be considered for digital signing. 
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After having created the initial ward round context, the context may change 
depending on which patient is in focus and the lead doctor may change to be the one 
identified by the patient context. The person authorized by the lead doctor may of 
course also change during the course of the ward round depending on skill set or if 
someone has to leave the ward round. Thus, the contexts are dynamic and may 
change during the course of the ward round.  

The level of authentication in the personal context could give single sign-on to the 
hospital’s applications where all orders for treatment, medicaments etc can be 
processed. The patient’s electronic file could directly be updated during the ward 
round eliminating today’s paper based systems where the electronic patient file needs 
to be processed by a nurse after the ward round ends. For traceability reasons, 
changes in the ward round context could be logged automatically, as well as that all 
tasks conducted are logged in the applications as described earlier (for accountability 
reasons if authorization by proximity is used). If anything needs to be signed, like the 
electronic patient file, the lead doctor may do it in his or her personal wearable – and 
thus a hash etc. of the patient file needs to be sent to the doctor’s wearable (or smart 
card if used) to be signed with the personal key and then the resulting signature needs 
to be returned and stored in the application database. If any user interaction is needed 
from the lead doctor when signing, it could be displayed on the bedside screen and 
handled by either using gestures or by using the voice to keep the hands clean and 
free. 

An idea on a pairing mechanism for wearables...to use devices on other wearables 
Another novel idea34 to increase interoperability between wearables that appeared during the 
WearIT@work requirement engineering work is the ability for a wearable A to use devices 
attached to wearable B, by having an authentication mechanism similar to the pairing 
mechanism in BlueTooth [5] where both parties need to be authenticated (mutually). This 
would probably require a security policy that decides to allow or deny access attempts to 
what devices from other wearables (or a set of wearables), as well as also decides to allow 
or deny access to which types of devices on other wearables (or a set of wearables). This 
could also have impact on how to manage a local IT-security policy together with the 
organizational IT-security policy as the user may need to be able to decide which wearables 
(and perhaps also types of devices) to allow or deny access from and to. Thus, the 
organizational IT-security policy may state if pairing with devices on other wearables is 
allowed at all and how (and if there are pre-defined sets of wearables and types of devices to 
allow/deny), and then distribute the rest of the allow/deny decisions to the user and local IT-
security policy. Allowing distributed decisions by the users seems necessary for 
professionals to be able to solve their tasks in a quick manner using their professional 
judgement regarding the possible security risks invoked by pairing. 
 

                                                           
34 Idea by Dr Wolfgang Thronicke 



 203 

Typically, a user is tied into work-processes with other users, like a doctor with his nurse or 
a group of workers doing maintenance. In a wearable scenario this entails the coupling of 
wearable devices as well, which raises the need for a security policy that treats working 
groups and their devices as a kind of a pool of services where all must trust each other in 
order to be shared. 
 
Intelligent policy management – to handle external security challenges 
The world surrounding the user today unfortunately requires the users of wearables and 
common computers to protect themselves from hackers, viruses, malicious code, and spy 
ware etc. This is usually managed by having a baseline (the minimum requirement level) of 
security software. However, the baseline might differ depending on what context and where 
a computer is used. 
 
Having an advanced dynamic IT-security policy that is context dependent [1, 2, 3] and 
dynamically changes the level of the baseline depending on the surrounding environment, 
would be suitable for almost all computers but in particular wearables due to the limited 
system resources. To realize such dynamics, a more intelligent policy management is 
needed to only put the needed (optimized) security related load on wearables’ system 
resources. However, a similar result may be achieved by using a number of predefined 
security zones (or static contexts) which are set either when initiating the computer, when 
recognizing which network is used, or manually set. 
 
The following might be a good idea to always use as a baseline, unless decided not to due to 
operational reasons: 

 Personal firewall 
 Antivirus software 
 Antispy/malware software (should also be considered due to the growing activity in 

that field. Using wearables, which most likely will have close access to the wearers’ 
personal and biometric information, may become an integrity/privacy problem as the 
spyware starts to try to collect information from wearables). 

 
Hard disk or file encryption, strong authentication, secure communications, ensured 
integrity, digital signatures etc. might also need to be considered as part of the baseline as 
well as other security services required by the context. 
 
As the above security software consumes system resources – it needs to be tested and 
properly configured for wearables, as otherwise the wearable might be unable to perform 
adequately. 
 
However, the wearables’ current performance problems are expected to vanish in a couple 
of years as the development of hardware- and software technology progresses. 
 

6. Summary  
This paper has discussed IT- and information security challenges for wearable computing 
encountered during the WearIT@work project. The research question raised in the 
introduction of this paper: “What aspects of security for wearable computing are of special 
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interest considering the experience gained from the WearIT@work project”, was addressed 
by high-lighting security challenges and presenting novel ideas. 
 
    This paper has high-lighted security challenges concerning wearables which show that 
wearables will raise new requirements on many security services in general (to adapt to 
increased mobility yielded by wearables and at the same time upholding an adequate level 
of security), most likely including also dynamic context information to better support new 
work processes and better integrate into the existing IT-infrastructures.  
 
    This paper has also presented some novel ideas such as authorization by proximity using 
dynamic context information to increase usability by enabling transfer of authorization from 
one party to another party, a wearable pairing mechanism to use devices on other 
wearables, and a more intelligent management of dynamic IT-security policies to only put 
the optimized security related load on wearables’ system resources. The last idea includes to 
have a dynamic security baseline for wearables to maintain the integrity and confidentiality 
of the body network as well as the privacy of the wearers´ personal and biometric 
information. 
 
Organizations need to address wearables and wearable devices in their IT- and information 
security policies to set up an adequate level of security, since wearables add new challenges 
to the ordinary ones. Wearables will also be used in new ways and in novel and sometimes 
more hostile environments compared to ordinary computers.  
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8. Future work 
To prepare organizations to introduce and adapt to the new wearable technology, they need 
among other things to address their business requirements on wearable security as well as 
the legal framework on privacy protection and data security. There are plans to investigate 
the impact from wearables’ security challenges on future IT- and information security 
policies within certain industry domains. 
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