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ABSTRACT 

 
 
Big Data analytics has attracted intense interest from both academia and industry recently for its attempt to extract 
information, knowledge and wisdom from Big Data. In industry, with the development of sensor technology and 
Information & Communication Technologies (ICT), reams of high-dimensional data streams are being collected 
and curated by enterprises to support their decision-making. Fault detection from these data is one of the 
important applications in eMaintenance solutions with the aim of supporting maintenance decision-making. Early 
discovery of system faults may ensure the reliability and safety of industrial systems and reduce the risk of 
unplanned breakdowns. 

Both high dimensionality and the properties of data streams impose stringent challenges on fault detection 
applications. From the data modeling point of view, high dimensionality may cause the notorious “curse of 
dimensionality” and lead to the accuracy deterioration of fault detection algorithms. On the other hand, fast-
flowing data streams require fault detection algorithms to have low computing complexity and give real-time or 
near real-time responses upon the arrival of new samples.  

Most existing fault detection models work on relatively low-dimensional spaces. Theoretical studies on high-
dimensional fault detection mainly focus on detecting anomalies on subspace projections of the original space. 
However, these models are either arbitrary in selecting subspaces or computationally intensive. In considering the 
requirements of fast-flowing data streams, several strategies have been proposed to adapt existing fault detection 
models to online mode for them to be applicable in stream data mining. Nevertheless, few studies have 
simultaneously tackled the challenges associated with high dimensionality and data streams. 

In this research, an Angle-based Subspace Anomaly Detection (ABSAD) approach to fault detection from high-
dimensional data is developed. Both analytical study and numerical illustration demonstrated the efficacy of the 
proposed ABSAD approach. Based on the sliding window strategy, the approach is further extended to an online 
mode with the aim of detecting faults from high-dimensional data streams.  Experiments on synthetic datasets 
proved that the online ABSAD algorithm can be adaptive to the time-varying behavior of the monitored system, 
and hence applicable to dynamic fault detection. 

 

Keywords: Big Data analytics, eMaintenance, fault detection, high-dimensional data, stream data mining 
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CHAPTER 1. INTRODUCTION 
 
 
This chapter gives a short description of the research area, problem statement, purpose and objectives, research 
questions, scope and limitations, and the structure of the thesis. 

1.1 Background 

Increasing attention is being devoted to Big Data analytics and its attempt to extract information, knowledge and 
wisdom from Big Data. In industry, with the development of sensor technology and Information & 
Communication Technologies (ICT), a staggering amount of data has been gathered in enterprises to support their 
e-manufacturing and e-business (see Figure 1.1).  

 

Figure 1.1: The relationship between eMaintenance, e-Manufacturing and e-Business (Han & Yang 2006; 
Mira Kajko-Mattsson, Ramin Karim 2011) 

A recent report from the McKinsey Institute has identified manufacturing industry as one of the five major 
domains where Big Data can have transformative potentials (James Manyika, Michael Chui, Brad Brown, Jacques 
Bughin, Richard Dobbs, Charles Roxburgh 2011). As a sub-concept of e-Manufacturing (Han & Yang 2006), 
eMaintenance is also reaping benefits from Big Data analytics. One of the major purposes of eMaintenance is to 
support maintenance decision-making. Through the “e” of eMaintenance, the pertinent data, information, 
knowledge and intelligence (D/I/K/I) become available and usable at the right place and at the right time for 
taking the optimal maintenance decision all along the asset life cycle (Levrat et al. 2008). However, the collected 
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data pertaining to eMaintenance tend to be high-dimensional, fast-flowing, decentralized, heterogeneous and 
complex (as explained in the appended Paper I). New forms of computing techniques are required to process these 
data which motivates the development and adoption of Big Data analytics.  

1.1.1 Evolvement of maintenance strategy 

The oldest and most common maintenance practices take a “fail and fix” strategy, which is also known as 
corrective maintenance (CM). This reactive maintenance strategy may result in unscheduled shutdown and lead to 
significant economic loss or severe risk in safety and environment aspects. These problems motivated companies 
to perform maintenance and repair before asset failure arises. As a result, preventive maintenance (PM) was 
developed and widely adopted in industry. The essence of PM strategy is simply to perform maintenance and 
repair at predefined schedules, either based on calendar time or the usage time of equipment. There are two main 
problems associated with PM strategy: Firstly, even though high reliability can be provided, PM tends to maintain 
equipment excessively which brings about high maintenance costs. Secondly, time-based maintenance strategies 
assume that the occurrence of failures appears at fixed intervals. In other words, it presumes that the equipment 
deteriorate deterministically according to a well-defined states sequence. Nevertheless, the assumption is not 
really reflected in reality where failure behavior is normally a function of equipment aging, environmental effects, 
process drifting, complex interactions between components and systems, and also many other factors (Kothamasu 
et al. 2009).  

In general, CM strategy is prone to have “insufficient maintenance”, while PM tends to have “excessive 
maintenance”. In virtue of these shortages, the predictive maintenance (PdM) concept was proposed. The PdM 
strategy predicts future failures based on historical maintenance data of the concerned equipment, and then 
schedules maintenance tasks accordingly. The primary difference between PM and PdM lies in the fact that the 
maintenance schedule of PdM is determined adaptively. There are mainly two ways to implement predictive 
maintenance, namely reliability-based maintenance (RBM) and condition-based maintenance (CBM) (Kothamasu 
et al. 2009). The former leverages reliability estimates of a system to formulate a cost-effective maintenance 
schedule, while the latter continuously monitors the health conditions of the equipment and initiates maintenance 
tasks when needed. 

The above analysis presents a considerable transition from reactivity to proactivity in maintenance practices. The 
transition was enabled by new theoretical advances in maintenance management as well as development in e-
technologies. The concept eMaintenance is more exactly the philosophy to use e-technologies to support the shift 
from ‘fail and fix’ maintenance practices to ‘prevent and predict’ strategies (Iung & Marquez 2006). In other 
words, it is a transformation from current mean time between failure (MTBF) practices to mean time between 
degradation (MTBD) practices (Iung & Marquez 2006). 

1.1.2 Online system health monitoring 

The global objective of maintenance is to maintain the asset conditions and expected services all along its life 
cycle (Levrat et al. 2008). From the perspective of asset life cycle cost, predictive maintenance can significantly 
reduce unplanned shutdowns and the number of failures, at a low operational and maintenance costs (Kothamasu 
et al. 2009).  
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The two types of predictive maintenance practices, RBM and CBM, have been widely applied in industry. 
However RBM, although well developed, may fail in estimating the failure distribution of complex systems. This 
is mainly caused by the sophisticated interactions between multiple failure mechanisms (Kothamasu et al. 2009).  
On the other hand, CBM may bring about some extra costs but it can capture these interactions and other 
variations through continuously monitoring the condition variables of a system. It was claimed that the only way 
to minimize both maintenance and repair costs and the probability of failure occurrence is to perform online 
system health monitoring and ongoing prediction of future failures (Kothamasu et al. 2009).  

In accordance with the functional specifications of ISO-13374 regarding condition monitoring and diagnostics of 
machine, an Open System Architecture for Condition-Based Maintenance (OSA-CBM) was developed. OSA-
CBM provides a prototype framework for CBM implementation, and the goal was to develop architecture and 
data exchange conventions that enables interoperability of CBM components (Swearingen et al. 2007). It has been 
considered as one important standard to support eMaintenance systems (Holmberg et al. 2010). As shown in 
Figure 1.2, the OSA-CBM architecture consists of seven layers: data acquisition, data manipulation, state 
detection, health assessment, prognostics, decision support and presentation. Each of these layers is explained 
below. 

 

Figure 1.2: OSA-CBM architecture (Holmberg et al. 2010) 

 Layer 1 – data acquisition: this step provides the CBM system with raw data. The raw data are calibrated 
digitized data, such as sensor measurements, transducer measurements or manual entries. These data may 
originate from different systems and the sampling rate of different systems may also differ from each other 
depending on the criticality of the monitored system. How to integrate these different data sources and 
conduct data fusion is a challenge in eMaintenance domain. 

 Layer 2 – data manipulation: this step corresponds to the data preparation stage in a normal data mining 
process. It covers all activities needed to construct the final dataset from the initial raw data. Techniques such 
as data cleaning, signal processing, and feature extraction can be applied to process the raw data so as to yield 
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appropriate data for further analysis. This step is highly dependent on the data quality of the raw data and 
needs to be addressed differently in different applications. 

 Layer 3 – state detection: this step is also known as fault detection. It receives data from the previous step, 
compares data with expected values or control limits and triggers alerts if these limits are exceeded. The goal 
of this step can be simplified to a binary classification problem, i.e. to classify whether the system is working 
well or “something has gone wrong”. Since the condition variables of the monitored system are dependent on 
the operational context, normal behavior of the system in one context may be abnormal in other contexts, and 
vice versa. Therefore, fault detection procedures should be aware of the change in operational context and be 
adaptive to new operational environments. 

 Layer 4 – health assessment: this step mainly focuses on determining if the health of a monitored system, 
subsystem, or piece of equipment is degraded. If the health is degraded, a diagnosis on the faulty conditions 
with an associated confidence level is needed. Concretely, the diagnosing procedures should be able to 
identify “what went wrong”, i.e. a further investigation on the fact “something went wrong” derived at the 
previous step. Health assessment should also consider the trends in health history, operational context and 
maintenance history. 

 Layer 5 – prognostics: this step projects the states of the monitored system in the future using a combination 
of prognostic models and future operational usage models. In other words, it estimates the remaining useful 
life (RUL) of the system taking into account the future operational utilization plan. A confidence level of the 
assessment may also be provided. 

 Layer 6 – decision support: this step generates recommended actions based on the prediction as to future 
states of the system, current and future mission profiles, high-level unit objectives and resource constraints.  
The actions may contain both operational and maintenance advisories. Operational advisories are typically 
straight forward, such as a notification of alerts and the subsequent operating procedures. On the other hand, 
maintenance advisories need to be detailed enough to schedule maintenance work in advance, such as the 
amount of required maintenance personnel, spare parts, tools and external services. 

 Layer 7 – presentation: this step provides an interactive human machine interface that facilitates analysis by 
qualified personnel. All the pertinent data, information and the results obtained in previous steps should be 
connected through the network and visually presented in this layer. In some cases, analysts may need the 
ability to drill down from these results to get deeper insights. 

The OSA-CBM architecture provides a holistic view of CBM implementation. Normally, the tasks defined in 
these layers should be carried out sequentially and completely in order to automatically schedule condition-based 
maintenance work. Each of these layers requires unique treatment and different techniques have been developed 
specifically for each layer. But in some cases, due to the lack of knowledge in some specific layers, the continuity 
of this sequentially linked chain may be broken. For example, in case of no available prognostic models, the 
prognosis task cannot be automatically performed in the system. Under such circumstances, expert knowledge and 
experience are always employed to complete the succeeding procedures. Notably, the preceding procedures can 
still be informative and provide a strong factual basis for the succeeding human judgments (Vaidya & Rausand 
2011). In this example, the procedures in the preceding layers (from layer 1 to layer 4) form the so-called fault 
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detection and diagnosis (FDD) application. Similarly, tasks in layer 1 to layer 3 form the fault detection (FD) 
application, which is the main research area in this thesis. 

1.2 Problem statement 

Fault detection aims to identify defective states and conditions within complex industrial systems, subsystems and 
components. As introduced in the last section, the input of fault detection applications is the measurements that 
may reflect the health states of the monitored system. Due to the fact that industrial systems are increasingly 
equipped with a large number of sensors (such as thermometers, vibroscopes, displacement meters, flow meters, 
etc.), the process measurements tend to be high-dimensional. Moreover, these high-dimensional measurements are 
flowing into enterprises at a high speed, which is also known as a data stream.  

One example of these high-dimensional data streams is illustrated as follows. In a Swedish hydropower plant, 128 
analog transducers and 64 digital transducers have been deployed on one of their hydro-generator units. Different 
signals are captured from scattered parts of the unit, such as rotor rotational velocity, shaft guide bearing 
temperature, hydraulic oil level and so on. Currently, the sampling frequency of these measurements is set to be 
one sample per second, which means more than 30 million tuples are accumulated in one year for this single 
generator unit. The existence of these high-dimensional data streams is not limited to any specific industry; it has 
been observed in several other industries as well, such as the railway sector, forestry, and so on. 

High dimensionality has always been considered as one of the complex properties of Big Data (Philip Chen & 
Zhang 2014). On the other hand, the data stream reflects two other characteristics of Big Data, namely “high 
velocity” and “high volume”. Both high dimensionality and the properties associated with data streams impose 
stringent challenges on fault detection applications and other Big Data analytics. High dimensionality may bring 
about the so-called “curse of dimensionality” and lead to an accuracy deterioration of traditional fault detection 
algorithms (Domingos 2012). Data streams require real-time or near real-time processing, which means the 
ongoing data processing should have a very low latency of response (Gehrke 2009). In other words, fault 
detection algorithms should have low complexity in computing so as to avoid accumulating too much data for 
processing in the time dimension. New advances in modeling of high-dimensional data streams are extremely 
necessary. 

To facilitate maintenance decision-making, modeling for e-monitoring, e-diagnosis and e-prognosis have also 
been pointed out as an important research direction in the eMaintenance domain (Iung & Marquez 2006). This 
research will mainly focus on the problems associated with high-dimensional data streams in fault detection 
applications. 

1.3 Purpose and objectives 

This section describes the purpose and objectives of the research. 

1.3.1 Purpose 

The main purpose of this research is to investigate, explore and develop approaches to facilitate maintenance 
decision-making through eMaintenance solutions based on Big Data analytics. 
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1.3.2 Research objectives 

More specifically, the research objectives include: 

 a model for Big Data analytics in high-dimensional maintenance datasets, e.g. which can be used in fault 
detection. 

 a model for Big Data analytics in high-dimensional maintenance data streams, e.g. which can be used in 
online dynamic fault detection. 

1.4 Research questions 

To achieve the stated purpose and objectives, the following research questions have been formulated: 

RQ 1:  What are the characteristics of maintenance Big Data? 

RQ 2:  How can patterns be extracted from maintenance Big Data with high dimensionality characteristics? 

RQ 3:  How should high-dimensional data streams be dealt with in maintenance Big Data analysis? 

1.5 Linkage of research questions and appended papers 

The linkage of the research questions (RQ) and the appended papers is presented in Table 1.1. RQ 1 is answered 
in Paper I. RQ 2 is explored in Paper II and further extended in Paper III. RQ 3 is addressed in Paper III. 

Table 1.1: Linkage of the research questions (RQs) and appended papers 

 Paper I Paper II Paper III 

RQ1    

RQ2    

RQ3    

1.6 Scope and limitations 

The scope of this research is to study data-driven fault detection techniques and develop models for fault detection 
from high-dimensional data streams. Specifically, one model is developed for fault detection from high-
dimensional data with the aim of maintaining the detection accuracy. The second model is an extension of the first 
model in dealing with high-dimensional data streams. The validation of these two models is based on synthetic 
datasets, and the data generating mechanisms of these synthetic datasets have been used in similar studies. 
Comparison to the performance of the proposed models with other alternatives is also presented. Further, the first 
model is verified by a case study using real-world datasets. 

The limitations of this thesis can be described as follows: Firstly, the ensuing tasks of fault detection, such as fault 
diagnosis, prognosis and action recommendations are not studied, as separate research is required. Secondly, the 
research is limited to fault detection from linear systems. Nonlinear systems typically have a more complex 
relationship in their monitoring variables, and hence are to be considered as future research. Thirdly, the synthetic 
datasets for validating the proposed models are derived and modified from other related studies; they may not 
fully discover the merits and shortcomings of the models. Fourthly and finally, the case study is limited to sensor 
measurements of one specific hydro-generator unit, with the aim of verifying the proposed model. 
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1.7 Outline of thesis 

The thesis consists of five chapters and three appended papers: 

Chapter 1 – Introduction: this chapter presents the area of research, the problem definition, the purpose and 
objectives of the thesis, the research questions, the linkage between the research questions and the appended 
papers, and the scope and limitations of the research. 

Chapter 2 – Theoretical framework: this chapter provides the theoretical framework for the research. Most of the 
contents focus on existing fault detection techniques and challenges raised by high-dimensional data streams. 

Chapter 3 – Research methodology: this chapter describes how the research was conducted in a systematic way. 

Chapter 4 – Results and discussion: this chapter shows the results and discussion of the research corresponding to 
each of the research questions. 

Chapter 5 – Conclusions, contributions and future research: this chapter concludes the work, synthesizes the 
contribution of the thesis and suggests future research. 

Paper I discusses the properties of maintenance data from the perspective of eMaintenance and aligns them to 
characteristics of Big Data. The paper also explores potential opportunities and challenges by using Big Data 
analytics in eMaintenance domain.  

Paper II proposes an Angle-based Subspace Anomaly Detection (ABSAD) model for fault detection from high-
dimensional data. The aim is to maintain detection accuracy in high-dimensional circumstances. To 
comprehensively compare the proposed model with several other alternatives, artificial datasets with various high-
dimensional settings were constructed and the superior accuracy of the model was observed. A further experiment 
on a real-world dataset demonstrated the applicability of the proposed model in fault detection tasks. 

Paper III extends the model proposed in paper II to online mode with the aim of detecting faults from high-
dimensional data streams. A two-stage fault detection scheme based on the sliding window strategy is also 
developed. The efficacy of the online ABSAD model was demonstrated by synthetic datasets and comparison 
with other alternatives. The results of the experiments also proved that the proposed model can be adaptive to the 
time-varying behavior of the monitored system. 
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CHAPTER 2. THEORETICAL FRAMEWORK 
 
 
This chapter presents the theoretical framework of this research. The goal is to give a review on the theoretical 
basis of the thesis and provide a context for the appended papers. The literature sources cited in this chapter 
mainly include conference proceedings, journals, international standards, and other indexed publications.  

2.1 Big Data and Big Data analytics  

Nowadays, with the rise of numerous types of sensors, mobile devices, tether-free, web-based applications and 
other information and communication technologies (ICT), modern companies have procured and stored reams of 
data for the purpose of exploiting their underlying knowledge.  These massive data can be decentralized, fast-
flowing, heterogeneous and complex, thereby challenging existing data processing techniques, tools and platforms 
(Wu et al. 2014). A popular buzzword – Big Data – was proposed to reflect the characteristics of these data.  

In the literature, the concept of Big Data is mainly characterized by the three “Vs” (Volume, Velocity and Variety) 
(Montgomery 2014) together with “c” to denote “complexity” (Sribar, VT and Feinberg, D and Gall, N and 
Lapkin, A and Beyer 2011). The “volume” encompasses both the instance size and the number of dimensions of a 
dataset (Zhai et al. 2014), “velocity” reflects the speed of data in and out, and “variety” indicates the range of data 
types and sources, while “complexity” may describe the high dimensionality, complex relationship, and many 
other complication within the dataset. By incorporating these characteristics, Gartner Group gave a detailed 
definition to Big Data as: “Big Data are high volume, high velocity, and/or high variety information assets that 
require new forms of processing to enable enhanced decision-making, insight discovery and process optimization.”  
(Beyer & Laney 2012). More generally, a dataset can be called as Big Data if it is formidable to perform 
acquisition, curation, analysis and visualization on it by using current technologies. 

Big Data analytics refers to the process of analyzing Big Data to uncover hidden patterns, to get insights that can 
be useful in decision-making (Chen et al. 2012). Normally, Big Data are buried with highly valuable information, 
knowledge, and wisdom that can be leveraged to improve operational efficiency, to reduce cost and to gain a lot 
of other interest for organizations. In virtue of this, Big Data analytics have attracted a great deal of attention 
recently. Big Data analytics is grounded mostly in data mining and statistical analysis, but also benefits from other 
disciplines, including artificial intelligence, signal processing, optimization methods and visualization approaches 
(Philip Chen & Zhang 2014). Since each of the Big Data characteristics can bring about unique challenges to Big 
Data analytics, we will briefly discuss the technologies that have advanced Big Data analytics in correspondence 
with these characteristics below. 
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 In considering the huge volume of Big Data, Distributed File Systems (DFS) have been developed to cater for 
the storage requirement, Massively Parallel Processing (MPP) systems have been devised to meet the demand 
of fast computing, and so forth (Philip Chen & Zhang 2014). Notably, all of the above technologies were 
mainly targeted at overcoming the difficulties pertaining to tremendous instance size. However, the other 
aspect of the Big Data volume, high dimensionality, has received much less attention. A recent study 
highlighted this under-explored topic “big dimensionality” and appealed for more research efforts (Zhai et al. 
2014). 

 The characteristic “velocity” mainly refers to the high rate of data generation, which is also known as data 
stream. It requires the data to be processed in a real-time or near real-time manner. In other words, the 
ongoing data processing must have very low latency of response. To this end, a variety of stream processing 
tools have been developed, including Storm, Yahoo S4, SQLstream, Apache Kafka and SAP Hana (Philip 
Chen & Zhang 2014). Among these stream-processing tools, several adopt the in-memory processing 
technology where the arriving data are loaded in Random Access Memory (RAM) instead of on disk drives. 
The utilization of in-memory processing technology is not limited to stream data mining. It has also been 
applied to other applications where fast responses are desired, such as the Apache Spark project (Apache n.d.). 
In addition to the development of stream processing tools, a large number of data mining techniques have 
been extended to online mode for the purpose of mining from stream data. 

 The characteristic “variety” mainly signifies the multitudinous formats of Big Data, i.e. structured, semi-
structured and unstructured data. Structured data are consistently preserved in a well-defined schema and they 
conform to some common standards, such as data stored in Relational Database Management Systems 
(RDBMS). Unstructured data refer to data without a predefined schema, such as noisy text, images, videos, 
audios. Semi-structured data are a cross between the above two types of data and they have a relatively loose 
structure. The primary challenge caused by this characteristic lies in semi-structured and unstructured data. 
Extensible Markup Language (XML) has been designed to represent and process semi-structured data. 
NoSQL databases have been developed to augment the flexibility of schema design and horizontal scalability 
(Philip Chen & Zhang 2014). Data with less structure can be efficiently stored and accessed from NoSQL 
databases. Natural Language Processing (NLP) has been extensively studied during the past decade, several 
techniques like normalization, stemming and lemmatization, feature extraction, etc. are available for 
processing textual data. Image, audio and video processing have also been developed accordingly. Notably, a 
general method of learning from these multimedia data – deep learning – has attracted considerable attention 
recently (Zou et al. 2012). 

 Last but not least, complexity can be the high dimensionality, poor data quality, complex relationships and 
many other properties of Big Data (Sribar, VT and Feinberg, D and Gall, N and Lapkin, A and Beyer 2011). It 
can also represent significant security problems, such as data security protection, intellectual property 
protection, personal privacy concerns and so on. The complexity of Big Data is highly dependent on concrete 
applications and each of these complexities present distinct challenges to Big Data analytics and need to be 
addressed differently.  

The hype surrounding Big Data and Big Data analytics has arguably stemmed primarily from the web and e-
commerce communities (Chen et al. 2012). But it is positively impacting other disciplines and benefits are being 
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reaped from the experiences of adopting Big Data technologies in those fields. In industry, mining from high-
speed data streams and sensor data, has recently been identified as one of the emerging research areas in Big Data 
analytics (Chen et al. 2012). The studies in this thesis can also be ascribed to this branch of research area. 

2.2 “Curse of dimensionality” 

The expression “curse of dimensionality” was coined by Bellman in 1960s. It refers to the fact that the 
performance and behavior of many algorithms which is perfectly adequate in low dimensions deteriorates as the 
dimensionality of input space increases (Domingos 2012). The complications in Big Data analytics brought about 
by high dimensionality lies in the following aspects: 

 The number of training samples for learning a model should grow exponentially with the dimension if every 
other constraint remains unchanged (Verleysen & François 2005). This is mainly because the models learned 
from a fixed-size training set are only valid within the volume of the space covered by training samples. To 
maintain the generalization capability, the number of training samples feeding to an algorithm should increase 
exponentially with dimensionality. However, this is generally hard in many real-world applications even 
though the instance size of captured data (one measure of the volume of Big Data) has boosted significantly. 
In order to show this, we take the same example given in (Domingos 2012) which states that even a huge 
training set of a trillion examples only covers a fraction of 10-18 of a moderate 100-dimensional input space. 

 In high-dimensional spaces, notions like proximity, distance, and neighborhood become less meaningful as 
dimensionality increases. As reported in (Beyer et al. 1999), in a broad range of data distributions, distances 
between pairwise data points concentrate to a certain level as dimensionality increases, i.e. the distance-based 
nearest neighbor approaches the farthest neighbor. The loss of contrast in distance measurement leads to the 
concept of proximity and neighborhood in high-dimensional spaces becoming less meaningful (Beyer et al. 
1999), which undermines the theoretical basis that most similarity-based reasoning approaches rely on 
(Domingos 2012). 

 From the perspective of probability theory, data distribution in high-dimensional spaces is quite counter-
intuitive where common sense does not apply any more (Verleysen & François 2005). For example, in a high-
dimensional Gaussian distribution, most of the mass lies in a thin shell instead of concentrating to the mean. 
Another example is that a finite number of samples which are uniformly distributed in a high-dimensional 
hypercube tend to be closer to the face of the hypercube rather than to their nearest neighbors. This 
phenomenon jeopardizes Big Data analytics where algorithms are normally designed based on intuitions and 
examples in low-dimensional spaces (Verleysen & François 2005). 

High dimensionality has been recognized as the distinguishing feature of modern field reliability data, i.e. 
periodically generated large vectors of dynamic covariate values (Meeker & Hong 2014). Due to the “curse of 
dimensionality”, it has also been regarded as the primary complexity of multivariate analysis and covariate-
response analysis in reliability applications (Göb 2013). Although extensive studies have been done to overcome 
the “curse of dimensionality” in different applications, high dimensionality is still acknowledged as one of the 
biggest challenges in Big Data analytics (Philip Chen & Zhang 2014).  
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2.3 Stream data mining 

Data stream refers to the data that are continuously generated at a high rate. Normally, they are also temporally 
ordered, fast changing, and potentially infinite (Krawczyk et al. 2015; Olken & Gruenwald 2008). The properties 
of data stream reflect the characteristics of Big Data in the aspects of both high volume and high velocity. Those 
fast, infinite and non-stationary data streams impose another challenge in Big Data analytics, which can be 
summarized by the following: 

 Stream data mining normally demands the implemented algorithm to give real-time or near real-time 
responses. For example, when assessing the health status of a system, the monitoring program must have low-
latency in responding to the fast-flowing data streams. Therefore, “on-the-fly” analysis which has low 
computational complexity is desired in this context (Krawczyk et al. 2015).  

 Due to the potentially infinite property of data streams, it is impractical or even impossible to scan a data 
stream multiple times considering the finite memory resources. Under these circumstances, one-pass 
algorithms that conduct one scan of the data stream are imperative (Olken & Gruenwald 2008).  However, it 
is generally hard to achieve a high accuracy while training the model with a constant amount of memory. 

 A data stream can also evolve as time progresses. It is also known as concept drift which refers to the change 
of data generating mechanisms over time (Gao et al. 2008). For example, putting it in the context of system 
health monitoring, the behavior of systems can vary slowly over time – time-varying – due to many reasons, 
such as seasonal fluctuation, equipment aging, process drifting, and so forth. It requires the monitoring 
program to be adaptive to this time-varying behavior of the monitored system (Gao et al. 2008). 

Current research efforts on data stream processing mainly focus on two aspects: systems’ side and algorithm’s 
side (Gehrke 2009). On the systems’ side, several data stream management systems (DSMS) were developed to 
cater to the specific needs of data stream processing (see Subsection 2.1). On the algorithm’s side, a large 
proportion of algorithms were extended from existing ones for stream data mining. These techniques will be 
discussed in Subsection 2.5.3. 

2.4 High-dimensional data streams 

Data streams are becoming increasingly ubiquitous in the real world. These data streams tend to be high-
dimensional in their nature in many cases, such as sensor network, cyber surveillance, and so on (Aggarwal et al. 
2005). The growth of high-dimensional data streams has been attracting great interest from both academia and 
industry recently. However, both high dimensionality and properties of data streams present rigorous 
requirements on Big Data analytics. 

Many researchers have addressed separately the challenges posed by either high dimensionality or data streams in 
different applications. For example, several dimensionality reduction techniques have been employed in high-
dimensional classification problems (Agovic et al. 2009). On the other hand, in considering the classifying of 
samples from data streams, different granularity-based techniques (such as sampling) were also devised to cope 
with the requirements from high-speed data streams (Gao et al. 2008). However, in general, there is a lack of 
studies simultaneously tackling the challenges associated with high dimensionality and data streams. 
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2.5 Fault detection and fault detection modeling 

Fault detection aims to identify defective states and conditions within complex industrial systems, subsystems and 
components. Early discovery of system faults may ensure the reliability and safety of industrial systems and 
reduce the risk of unplanned breakdowns (Dai & Gao 2013; Zhong et al. 2014). Fault detection is a vital 
component of an Integrated Systems Health Management system; it has been considered as one of the most 
promising applications wherein reliability meets Big Data (Meeker & Hong 2014).  

In general, fault detection can be considered as anomaly detection or outlier detection. Anomaly detection aims to 
detect observations which deviate so much from others that they are suspected of being generated by different 
mechanisms (Hawkins 1980). Besides fault detection, anomaly detection techniques have also been applied in 
other fields, including network intrusion detection, financial fraud detection and so forth (Albaghdadi et al. 2006; 
Li et al. 2008). Hereinafter, we consider fault detection, anomaly detection, outlier detection are interchangeable 
terms in this thesis, unless otherwise stated. 

2.5.1 Taxonomy of fault detection techniques 

From the data processing point of view, methods of fault detection can be classified into three categories: i) 
model-based, online, data-driven methods; ii) signal-based methods; and iii) knowledge-based, history data-driven 
methods (Dai & Gao 2013). Given the complexity of modern systems, it is too complicated to explicitly represent 
the real process with models or to define the signal patterns of the system process. Thus, knowledge-based fault 
detection methods, which intend to acquire underlying knowledge from large amounts of empirical data, are more 
desirable than other methods (Dai & Gao 2013).  

A few surveys regarding knowledge-based anomaly detection have been conducted: some of them have reviewed 
different types of anomaly detection techniques (Chandola et al. 2009; Patcha & Park 2007); some have focused 
on applications in different domains (Zhang et al. 2010; Li et al. 2008); while others were targeted at solving 
special problems (e.g. high-dimensional data, sequential data) (Zimek et al. 2012; Chandola et al. 2012). 
According to these surveys, anomaly detection techniques can be further classified into different categories, as 
shown in Figure 2.1, including: supervised versus unsupervised, depending on whether the raw data are labeled or 
not; global versus local, depending on the size of the reference set; and full-space versus subspace, depending on 
the number of considered attributes when defining anomalies. On the other hand, corresponding to the theoretical 
origin, anomaly detection techniques can be divided into statistical, classification-based, nearest-neighbor-based, 
clustering-based, information theoretical, spectral models, and so on.  

 

Figure 2.1: Taxonomy of anomaly detection techniques 
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In this research, we consider unsupervised subspace anomaly detection for high-dimensional continuous data in a 
local sense. The reason of selecting this combination of models is explained in the following.  

 Supervised versus unsupervised 

Generally, supervised learning methods like Support Vector Machine (SVM), Fuzzy C-Means (FCM), Artificial 
Neural Network (ANN), and several others can provide reasonably accurate results in detecting or even isolating 
the hidden faults (Baraldi et al. 2011; Rocco S. & Zio 2007). However, in an ordinary binary classification 
problem, supervised algorithms need plentiful positive (abnormal) and negative (normal) data to learn the 
underlying generating mechanisms of different classes of data. For most anomaly detection applications, 
abnormal data are generally insufficient (Zhao et al. 2013). This problem becomes worse as dimensionality 
increases, as explained in Subsection 2.2. In addition, though supervised algorithms typically have high accuracy 
in detecting anomalies that have occurred before, they are not good at detecting anomalies that have never 
happened before.  

When there is a lack of sufficient labeled data, often the case in reality, anomaly detection often resorts to 
unsupervised methods. In unsupervised fault detection methods, normal operating conditions are modeled 
beforehand, and faults are detected as deviations from the normal behavior. A variety of unsupervised learning 
algorithms have been adopted for this purpose, such as Deep Belief Network, k Nearest Neighbors, and other 
clustering-based methods (Tamilselvan & Wang 2013; Traore et al. 2015), but few have tackled the challenges of 
high-dimensional datasets. 

 Global versus local 

Global and local anomaly detection models differ in the scope of reference objects which one particular point may 
deviate from. In the former case, the reference objects are a subset (e.g.  nearest neighbors) of all the data 
instances, while in the latter case (e.g. the angle-based outlier detection technique) the whole dataset is taken into 
account (Knorr et al. 2000; Kriegel & Zimek 2008). A formal definition of a local outlier was given in (Breunig et 
al. 2000) and the problems of evaluating the outlier-ness of a point from a global view were also discussed in that 
paper. For many real-world datasets, which have a complex structure, data are generated by various mechanisms. 
This is especially true for high-dimensional datasets in which a certain generating mechanism can normally affect 
only a subset of all the attributes. Under such circumstances, local outlier detection techniques are usually 
preferred over global ones in terms of accuracy (Kriegel & Zimek 2008). 

 Full-space versus subspace 

In high-dimensional spaces, the degree of deviation in some attributes may be obscured or covered by other 
irrelevant attributes (Domingos 2012; Zimek et al. 2012; Houle et al. 2010). To explain this, we look at a toy 
example as follows. In Figure 2.2 (a), randomly generated samples are plotted in a three-dimensional coordinate 
system. An outlier is placed in the dataset and marked as a red cross. The outlier behaves normally in axis  and  
as indicated in Figure 2.2 (b) but deviates significantly from other points in the  axis as shown in Figure 2.2 (c). 
From the perspective of distance, the fact that the outlier lies close to the cluster center in the  and  dimensions 
compensates for the deviation of the outlier from the center of the  dimension. On the other hand, from the 
perspective of probability, the high likelihood of the value occurrence of the outlier in the  and  dimensions 
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counteracts the low probability of abnormal value occurrence in the  axis to some extent. Consequently, neither 
distance-based approaches nor statistical models can effectively detect the severity of abnormality in the relevant 
subspace, namely the  dimension in this example. This effect of sunken abnormality becomes more severe as the 
number of irrelevant dimensions increases. As identified in (Zimek et al. 2012; Houle et al. 2010), when the ratio 
of relevant and irrelevant attributes is high, traditional outlier detection techniques can still work even in a very 
high-dimensional setting. However, a low ratio of relevant and irrelevant attributes may greatly impede the 
separability of different data-generating mechanisms, and hence lead to the accuracy deterioration of traditional 
anomaly detection techniques implemented on full-dimensional spaces. In light of this consideration, researchers 
have started to probe into subspace anomaly detection techniques recently (see Subsection 2.5.2).  

 

Figure 2.2: Irrelevant attributes x and y conceal the deviation in relevant dimension z 

2.5.2 Fault detection from high-dimensional data 

Existing Multivariate Statistical Process Control (MSPC) methods, including Principal Component Analysis 
(PCA) and Independent Component Analysis (ICA), have been widely used in fault detection applications (Ajami 
& Daneshvar 2012; Ge & Song 2007). Although PCA and ICA can reduce dimensions and extract information 
from high-dimensional datasets, their original purpose was not to detect anomalies. Moreover, PCA-based models 
assume multivariate normality of the monitoring statistics, namely Hotelling’s 2 and Squared Prediction Error 
(SPE), while ICA-based models assume that latent variables are non-Gaussian distributed (Ge & Song 2007; Lee 
et al. 2006). Both these methods make strong assumptions about the specific data distributions, thereby limiting 
their performance in real-world applications (Lee et al. 2011). To improve this, several studies have integrated 
MSPC methods with the density-based Local Outlier Factor (LOF) technique, which is free of distribution 
assumptions (Lee et al. 2011; Ma et al. 2013). The Local Outlier Factor (LOF) approach is one of the best-known 
density-based approaches, which computes the average ratio of the local reachability density of a point and those 
of the point’s nearest neighbors (Breunig et al. 2000). Though better accuracy has been reported, LOF still suffers 
from the “curse of dimensionality” (Domingos 2012), i.e. the accuracy of LOF implemented on full-dimensional 
spaces degrades as dimensionality increases, as will be shown in Subsection 4.2.  

A large portion of unsupervised anomaly detection techniques are distance-based or density-based (Hwang & Lee 
2015). An example of the distance-based models is the algorithm DB(p, d). In that algorithm an object is claimed 
to be an outlier if there are at least p percentage of other points in the dataset which have distance greater than 
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d from the object (Knorr et al. 2000). However, distanced-based approaches cannot effectively detect outliers 
from datasets with various densities (Breunig et al. 2000). Thus, another type of approach measuring local density 
of points was proposed. One of the best-known and most popular density-based approaches is Local Outlier 
Factor (LOF). The LOF approach computes the average ratio of the local reachability density of a point and those 
of the point’s nearest neighbors (Breunig et al. 2000). However, in a broad range of data distributions, distances 
between pairwise data points concentrate to a certain level as dimensionality increases, i.e. the distance-based 
nearest neighbor approaches to the farthest neighbor (Beyer et al. 1999). The loss of contrast in distance 
measurement leads to the concept of proximity and neighborhood in high-dimensional spaces becoming less 
meaningful (Beyer et al. 1999), which undermines the theoretical basis that most of the distance-based and 
density-based anomaly detection approaches rely on. In addition, for the type of local outlier detection models, it 
is difficult to define an appropriate reference set that can precisely reflect the locality of an object in high-
dimensional spaces.  

To alleviate the drawbacks of distance-based models in high-dimensional spaces, a relatively stable metric in 
high-dimensional spaces – angle – was used in anomaly detection (Kriegel & Zimek 2008; Piao et al. 2014). The 
Angle-Based Outlier Detection (ABOD) approach measures the variance in the angles between the difference 
vectors of a data point to the other points. Normal objects lying inside a cluster always have a large value of such 
variance, whereas outliers typically have very small variance in the angles. Even though the authors claimed that 
ABOD can alleviate the effect of the “curse of dimensionality” and perform well on high-dimensional datasets, 
the performance of ABOD implemented on full-dimensional spaces still deteriorates significantly as 
dimensionality increases, as will be shown in Subsection 4.2.  

The first acknowledged subspace anomaly detection approach to high-dimensional data (Aggarwal & Yu 2001) 
adopted a grid-based (equi-depth) subspace clustering method, where outliers were searched for in sparse hyper-
cuboids rather than dense ones. An evolutionary search (i.e. genetic algorithm) strategy was employed to find 
sparse grid cells in subspaces. Another feature-bagging technique was used to randomly select subsets from the 
full-dimensional attributes (Lazarevic & Kumar 2005). Together with some state-of-the-art anomaly detection 
algorithms, outlier scores in this approach were consolidated in the final step. The major shortcoming of the above 
two techniques is that the process of selecting subspaces was somewhat arbitrary and a meaningful interpretation 
as to why a data point is claimed to be an outlier was missing.  

To address the above issue, Kriegel et al. proposed the Subspace Outlier Detection (SOD) algorithm, in which for 
a specific point, variance over different dimensions of the reference set was evaluated (Kriegel et al. 2009). Those 
dimensions with relatively lower variance were retained to constitute the subspace. Even though it was claimed 
that the accuracy of SOD in detecting outliers is high, the true positive rate (TPR) is very prone to be reduced if 
feature scaling is performed beforehand. Another grid-based (equi-width) approach explored subspaces through 
constructing two bounding constraints, which were defined by information entropy and the density of hypercubes 
respectively (Ye et al. 2009). The algorithm can handle categorical and continuous data simultaneously but suffers 
from high computational complexity. Moreover, the grid-based segmentation may result in outliers being 
partitioned into the same hypercube as normal data objects and hence hamper the detection of outliers. A recently 
reported unsupervised algorithm OUTRES (Müller et al. 2010; Müller et al. 2011) introduced a statistical 



THEORETICAL FRAMEWORK 

17 

 

significance test on each attribute of the considered point’s neighborhood. The subspace was constructed through 
excluding attributes with uniformly distributed values. Finally, the outlier score was computed by aggregating the 
so-called adaptive density measure in different dimensions. According to that paper, OUTRES exhibited a very 
superior accuracy over other competitors. However, the time complexity of the algorithm is expensive as well. 

In a -dimensional space, there are 2  possible subsets of attributes, i.e. subspaces. The number of possible 
subspaces grows exponentially with increasing dimensionality. Owing to this combinatorial explosion, exhaustive 
search over subspaces cannot scale well to high dimensionalities. How to effectively select a meaningful subspace 
for anomaly detection is still an open research question, which leads to one of the main motivations of this 
research. 

2.5.3 Fault detection from data streams 

In spite of the extensive studies of fault detection techniques, fault detection applications which specifically 
address the challenges imposed by fast-flowing data streams are limited (Alzghoul & Löfstrand 2011). A large 
proportion of online fault detection algorithms were extended from existing ones for the purpose of monitoring 
data streams. For example, in the following, we depict how PCA-based algorithms have being extended in 
different online fault detection applications from the perspective of stream data mining.  

In the beginning, conventional PCA was directly adapted to an online mode and applied in online fault detection 
(Eriksson et al. 2001). Since the initial model of conventional PCA built upon the training set is not updated as 
time goes by, it cannot be adaptive to the normal changes of the monitored system, hence leading to a high false 
alarm rate. To solve this problem, recursive PCA (RPCA) was proposed and it updates the PCA model recursively 
when new samples become available (Li et al. 2000). The RPCA approach treats all the data in the stream with 
equal weights when updating the model, whereas in reality old data normally have less significance in 
representing the current status of the concerned system. Instead of improving the model accuracy, the existence of 
the information of old data may, however, hamper the adaptation process of the model to the time-varying 
behavior of the system. In view of this, fading functions were introduced to put more weights on recent data, such 
as the exponential weighted PCA (EWPCA) (Lane et al. 2003). In the EWPCA approach, an adjustable weighting 
factor is used in the recursive updating mechanism to distribute different weights between old data and new data. 
Alternatively, sliding window PCA (SWPCA) was proposed to enable the model to be adaptive to the time-
varying behavior of the monitored system (Jeng 2010). In the SWPCA approach, a window with a fixed size is 
maintained by augmenting the newest normal sample into the window and discarding the oldest sample from the 
window.  

A broad outline of the evolutionary process of PCA-based online fault detection approaches is presented above. 
The key to these approaches is that the learning model should be refined, enhanced, and personalized while the 
stream evolves so as to accommodate the natural drift in the data stream. The requirements of fault detection tasks 
from the data stream may vary among different applications, for example, fault detection algorithms implemented 
in sensor networks are also concerned about energy consumption and communication bandwidth constraints. But 
in general, the properties of data streams indeed impose a rigorous demand on fault detection applications, which 
leads to another motivation of this research. 
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2.6 Fault detection in eMaintenance 

According to the European standard (EN 13306: 2001), maintenance refers to a combination of all technical, 
administrative and managerial actions during the life cycle of an item, intended to retain it or restore it to, a state 
in which it can perform the required functions. The term eMaintenance was defined as: “a multidisciplinary 
domain based on maintenance and information and communication technologies ensuring that the eMaintenance 
services are aligned with the needs and business objectives of both customers and suppliers during the whole 
product lifecycle” (Mira Kajko-Mattsson, Ramin Karim 2011). It has also been considered as a maintenance 
management concept whereby assets are monitored and managed over the Internet (Iung & Marquez 2006). 
Moreover, it is a philosophy to support the transition from corrective maintenance practices to preventive 
maintenance and predictive maintenance strategies, i.e. from reactivity to proactivity. The key in realizing this 
transition is to implement the so-called e-monitoring service to enable system health monitoring and CBM.  

According to the ISO-13374 standard and the OSA-CBM architecture (see Subsection 1.1.2), fault detection is an 
indispensable element of a CBM system. It can provide informative intelligence to the ensuing procedures, 
including fault diagnosis, prognosis and action recommendations. It can also be segregated from the architecture 
and serve as a stand-alone application to support maintenance decision-making and eMaintenance. On the other 
hand, eMaintenance as a framework may provide other related data, information and knowledge to a fault 
detection system. For example, as mentioned earlier, a fault detection system should be aware of the operational 
context of the monitored system and be adaptive to the change of the context. In this case, an integrated 
eMaintenance platform can facilitate the information exchange between different systems. In short, fault detection 
is one of the means to approach eMaintenance, while eMaintenance can support fault detection using its integrated 
architecture and platform. 

2.7 Summary of framework 

Big Data with immense value are buried but can be excavated to support decision-making. Big Data are mainly 
characterized by the three “Vs” (Volume, Velocity and Variety) together with “c” to denote complexity. In the 
domain of eMaintenance, the concerned data also have these characteristics, hence motivating the development 
and adoption of Big Data analytics. 

Fault detection is one of the means to approach eMaintenance with the aim of transforming maintenance practices 
from reactivity to proactivity.  From the data modeling point of view, high dimensionality and the fast-flowing 
data stream are the two major challenges in fault detection applications. High dimensionality may cause the 
notorious “curse of dimensionality” and lead to the accuracy deterioration of fault detection algorithms. On the 
other hand, fast-flowing data streams require fault detection algorithms which have low computing complexity 
and give real-time or near real-time responses upon the arrival of new samples. Both these challenges need to be 
addressed cautiously in Big Data analytics. 

Most of the existing fault detection techniques work on relatively low-dimensional spaces. Even though some of 
these techniques can perform dimension reduction, such as PCA and ICA, they were not designed for the purpose 
of fault detection. Furthermore, both PCA and ICA have strong assumptions on the distribution of the 
measurements, thereby limiting their performance in real-world applications. Theoretical studies on high-
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dimensional fault detection mainly focus on detecting abnormalities on subspace projections of the original space. 
However, these methods are either arbitrary in selecting subspaces or computationally intensive. An efficient way 
of selecting meaningful subspaces needs to be developed. In considering the requirements of fast-flowing data 
streams, advancements have been made on both developing data stream processing tools and data modeling. From 
the perspective of data modeling, several strategies have been proposed to adapt existing models to online mode 
for them to be applicable in stream data mining. The key to these methods is that the learning model should be 
refined, enhanced, and personalized while the stream evolves so as to accommodate the natural drift in the data 
stream.  

High-dimensional data streams are becoming increasingly ubiquitous in industrial systems, but few fault 
detection-related studies have simultaneously tackled the challenges associated with high dimensionality and data 
streams. New advances in Big Data analytics need to be developed to cope with these challenges. 
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CHAPTER 3. RESEARCH METHODOLOGY 
 
 
This chapter presents some theories of research methodology and the choices made within this research. 

3.1 Research design 

Research is an original contribution to the existing stock of knowledge making for its advancement (Kothari 
2011). Technically, it has been defined as “the systematic method consisting of enunciating the problem, 
formulating a hypothesis, collecting the facts or data, analyzing the facts and reaching certain conclusions either 
in the form of solutions towards the concerned problem or in certain generalizations for some theoretical 
formulation” (Kothari 2011). Research approaches can be broadly divided into qualitative, quantitative and mixed 
methods. Qualitative research is based on the measurement of quantity or amount; qualitative research is based on 
non-numerical data; while mixed methods fall in between the above two types of research. A detailed explanation 
to these approaches can be referred to (Creswell 2013). Further, according to the research purposes, research can 
be subdivided into different categories, including exploratory research, descriptive research and explanatory 
research.  

 Exploratory research is the initial study to explore a phenomenon or to achieve new insights into it. It attempts 
to gain familiarity with the phenomenon and lay the groundwork for future studies. Exploratory research often 
adopts qualitative approaches and it might involve a literature study, focus group interviews and other 
methods. The exploration of new phenomena through these methods may deepen the researchers’ 
understanding, may indicate new research directions, or facilitate the selection of methods to be used in a 
subsequent study. 

 Descriptive research seeks to accurately portray the characteristics of a phenomenon. It can be qualitative, 
quantitative or a mixture approach and it often involves gathering data that describe events and then organizes, 
tabulates, depicts and describes the data collected. Observational methods, surveys and case studies are 
frequently used in descriptive research. Descriptive research can produce useful insights and lead to the 
formation of a hypothesis. 

 Explanatory research, also known as causal research, aims to test a hypothesis of a cause and effect 
relationship between variables so as to explain the nature of certain phenomena. Normally, quantitative 
approaches are applied in explanatory research. Statistical techniques, especially hypothesis testing, provide a 
way to disclose the causal relationship within a phenomenon. Explanatory research may draw conclusions 
about a phenomenon; it may also create new insight to initiate another exploratory research. 
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One loose way to distinguish the above three types of research can be the measuring of the degree of uncertainty 
about the research problem. Generally, exploratory research doesn’t have predefined key variables in the problem, 
whereas descriptive research has well-defined key variables and explanatory research has both key variables and 
key relationships defined prior to the study. Although exploratory, descriptive and explanatory researches are 
typically conducted in a sequential order, they are not mutually exclusive. As research studies change and evolve 
over time, the research purposes may be multiple and these researches can be concurrently carried out. 

The design process of this research is shown in Figure 3.1.  Due to the exploratory nature of Research Question 
(RQ) 1, literature study was selected as the primary method to explore the characteristics of maintenance data. 
Relevant literature from conference proceedings, journals, thesis, reports and other sources were searched, 
categorized, reviewed, analyzed and summarized in order to draw the conclusions. During the process of 
investigating RQ 1, RQ 2 and RQ 3 and their corresponding objectives were formulated. Since the only difference 
between RQ 2 and RQ 3 rests in the characteristics of input data, they basically follow the same research process. 
In the following, we explain the lower part of Figure 3.1 by mapping it to the process of answering RQ 2. 

 

Figure 3.1: Design process of research 

After framing RQ 2 and its objectives, experimental design was conducted to define independent variables, 
dependent variables and to determine how to manipulate independent variables. In our case, the independent 
variables are fault-relevant variables (like the first five dimensions in Figure 3.2) and the dependent variable is 
essentially the severity of potential faults (like the local outlier-ness of faulty samples). Through manipulating 
those fault-relevant variables, the local outlier-ness of faulty samples will change accordingly, and hence provide 
us with the possibility to detect them. This manipulation was mainly done in synthetic data generation (see 
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Subsection 3.2.1). The data modeling and analysis step constitutes the major contribution of this research. It 
combines several techniques from different disciplines, including machine learning, statistical analysis and 
mathematical modeling, to compute the local outlier-ness of a sample and consider it as the basis for deciding 
whether the sample is faulty or not. Afterwards, analytical study and numerical illustration were applied to 
validate and verify the proposed approach. Finally, write-ups in the form of conference papers, journal papers and 
thesis were created. 

In answering RQ 2 and RQ 3, both descriptive research and explanatory research were conducted. In keeping with 
the definition of descriptive research, we consider defining and calculating the local outlier-ness of a sample as 
describing the health states of the monitored system. On the other hand, preliminary explanation of potential faults 
through feature ordering in the retained subspaces constitutes the explanatory nature. Here explanatory research 
can be further expanded to explain the cause of faults (fault diagnosis) and to predict the effect of faults in the 
future (prognosis). 

3.2 Data generation and collection 

3.2.1 Synthetic data generation 

In both Paper II and Paper III, synthetic data were generated and utilized for validating the proposed approaches. 
Generating synthetic data is a common practice in many research fields. Synthetic data are a feasible alternative to 
real data in a variety of situations when real data are difficult to obtain due to time, cost, privacy or other concerns. 
It is normally employed as a substitute for real data and can be used to provide a controllable testing environment 
that meets specific conditions.  It is especially useful for the purposes of validation, simulation or preliminary 
proof of a concept. 

Occasionally, although real data are available, specific needs or certain conditions for conducting a particular 
study may not be satisfied by real data. Under such circumstances, synthetic data can also be applied due to the 
controllability of the data generating mechanisms. For example, in Paper II, synthetic datasets were used mainly 
because real-world data cannot fulfill the requirements to conduct a comprehensive study. Concretely, the reasons 
for using synthetic datasets in Paper II are the following: i) to compare the suggested algorithm with other 
alternatives and examine their performance under various dimensionality settings, the dimensionality of the 
dataset should be adjustable; ii) to verify whether the proposed algorithm can select meaningful subspace on 
which anomalies deviate significantly from their neighboring points, the exact position of anomaly-relevant 
attributes need to be known in advance. Neither requirement can be easily met by real-world datasets. Therefore, a 
series of synthetic datasets with changing dimensionalities were constructed to validate the efficacy of the 
suggested algorithm and thus compare it with other techniques. 

Most synthetic data are generated for specific applications and the data generating mechanisms involved may vary 
greatly. Typically, synthetic data are generated according to certain statistical distributions. Structure, trends, 
clusters and other complexities can be added to synthetic data to make them more closer to reality. Here in the 
following, as an example, we detail how the synthetic data in Paper II were generated. 

Paper II aims to develop a model for detecting anomalies from high-dimensional data in meaningful subspaces, i.e. 
subsets of attributes related to different data-generating mechanisms. To clarify this point, we designed two 
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different data-generating mechanisms which can influence two non-overlapping subsets of all the attributes 
separately. Then we placed several outliers that deviate from ordinary data generated by these mechanisms in the 
final dataset, similar to the case used in (Kriegel et al. 2009). 

Specifically, for simplicity, a two-dimensional Gaussian distribution with =  0.5 and =  0.12 at each 
dimension serves as the first generating mechanism, and a three-dimensional Gaussian distribution with = 0.5 
and = 0.04 at each dimension is employed as the second generating mechanism. The remaining irrelevant 
attributes are uniformly distributed in the range [0, 1]. To make this example more generic, we deliberately set the 
variance of the two Gaussian distributions differently than the variance of the irrelevant attributes, which follow 
the standard uniform distribution ( =1/12  0.0833). Through varying the number of irrelevant attributes, a 
series of datasets with dimensionalities of different sizes can be constructed. For example, 95 irrelevant attributes 
together with the data generated by the two Gaussian distributions give rise to a 100-dimensional dataset. In our 
experiment, different dimensional settings including 40, 70, 100, 400, 700, 1000 dimensions were tested. 

 

Figure 3.2: Layout of the synthetic dataset 

Further, for each of the two Gaussian distributions, 480 rows of normal data and 20 rows of abnormal data are 
generated. The maximum distances from the normal data to the cluster centers of the two Gaussian distributions 
are 1.23 and 0.87 respectively. The distance from the anomalies to the centers of the two Gaussian distributions 
lies in the range [1.5, 1.7] and [1.1, 1.3] accordingly. Through rearranging the location of the normal and 
abnormal data and concatenating all the above data with the uniformly distributed data values, the final dataset 
with 470 rows of normal data and 30 rows of abnormal data is obtained. The layout of the constructed dataset is 
shown in Figure 3.2, in which the last 30 rows of the dataset can be considered as anomalies in different 
subspaces. Notice that the last 10 rows of the dataset deviate from normal data in the features where both the two-
dimensional Gaussian-distributed data and the three-dimensional Gaussian-distributed data were generated.  

3.2.2 Sensor data collection 

In Paper II, real-world sensor data were collected and sampled for verification purposes. The process of data 
collection, transfer, analysis and visualization is presented in Figure 3.3, where the direction of different arrows 
implies the flow of data or information. Firstly, 128 analog transducers (which were used in this example) and 64 
digital transducers have been deployed on one of the hydro-generator units in a Swedish hydropower plant. 
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Different signals are captured periodically from scattered parts of the unit, such as rotor rotational velocity, shaft 
guide bearing temperature, hydraulic oil level and so on. Secondly, these data are consolidated into CSV files 
through OPC protocol (One CSV file per day) then transferred to our eMaintenance file server through SFTP. A 
windows form-based data import tool was developed to automatically import these data into the database MSSQL 
Server. Data cleaning and noisy accommodation functions have been integrated into the tool. Then the data stored 
in the database can be fetched by other software for high-level analysis. Thirdly, data processing and analysis can 
be performed either on the database directly or on Matlab Software using its powerful built-in functions and 
models, such as clustering, regression, and so on. Finally, an ASP.NET web application was developed for 
presenting the analysis results to end users. Since the current architecture is insufficient to support online data 
acquisition and analysis, the online fault detection scheme proposed in Paper III hasn’t been verified by real-
world data yet. This can also be considered for future research. 

 

Figure 3.3: Process of data collection, transfer, analysis, visualization  

3.3 Data analysis 

After data collection, the next step is to analyze these data so as to produce information, knowledge and insights. 
During this step, data are categorized, cleaned, transformed, inspected and modeled. The process of data analysis 
varies significantly among different applications depending on if the research is qualitative or quantitative. In our 
research, literature study (a qualitative way) is selected as the tool to explore the first research question due to its 
exploratory nature. On the other hand, quantitative analysis is adopted as the primary tool for answering the 
second and third research questions. 

Typically, quantitative data analysis is constituted by a finite number of steps. These steps can be arranged in a 
certain order, either sequentially or concurrently, to form a data analysis pipeline. For example, in Paper III, a 
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two-stage fault detection scheme is developed for online fault detection purposes. The data analysis pipeline of 
these two stages is presented in Figure 3.4. The solid arrows in the figure indicate the sequence of analysis. 
Notably, those steps in stage 2 form a closed loop which means the same procedure of data analysis will 
continuously apply to new samples in the data stream. 

In the data analysis pipeline, each of those steps can be realized by different methods. For example, feature 
normalization can be achieved by a variety of methods, such as the Z-score normalization method and the Min-
Max scaling method. The selection of a specific method depends on concrete applications. In our case, we 
recommend the use of the Z-score normalization instead of Min-Max scaling for the reason that the latter may 
suppress the effect of outliers which is inconsistent with our intention. The selection of data analysis method in 
other main steps of the ABSAD approach is shown in Figure 3.5 and the reasons for selecting these methods have 
been illustrated in Paper III. 

 

Figure 3.4: Data analysis pipeline of the sliding window ABSAD algorithm 

Data analysis methods need to be thoroughly selected or designed to be consistent with the purpose of the study. 
Other choices made within data analysis stage also matter, such as the number of samples, values of input 
parameters, alternative approaches for comparison, etc. In Paper II, three approaches (LOF, ABOD and SOD) 
were selected as the competitors to compare their accuracy with the proposed ABSAD approach. The reasons of 
selecting these alternatives are: i) the LOF approach is one of the most well-known local outlier detection 
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techniques that measures the density of a point in a local sense; ii) the ABOD approach is an angle-based, global 
outlier detection approach which was claimed to be still effective in high-dimensional spaces; iii) the SOD 
approach is the most similar algorithm to our suggested one but it selects subspaces based on the variance of the 
reference points on different dimensions.  

 

Figure 3.5: The selection of data analysis method in the main steps of the ABSAD approach 
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CHAPTER 4. RESULTS AND DISCUSSION 
 
 
This chapter presents the results and discussion corresponding to each of the research questions. 

4.1 Results and discussion related to RQ 1 

The first research question was stated as: What are the characteristics of maintenance Big Data? 

In virtue of the explorative nature of this question, exploratory research has been conducted. Specifically, to 
explore maintenance data characteristics, many of the currently available academic and industrial efforts have 
been reviewed and analyzed. Based upon this literature, we found that maintenance data have a wide coverage and 
a great variety of forms. They can be as specific as maintenance work orders, or as generic as maintenance 
strategies and objectives. They can originate from a Management Information System (MIS), printed user 
manuals or even webpages on the internet. They can be stored in well-structured spreadsheets, or unstructured 
multimedia audios and videos. Corresponding to the Big Data characteristics introduced in Subsection 2.1, the 
characteristics of maintenance data are described and analyzed below: 

 High volume 

While justifying eMaintenance as a new way of thinking about maintenance, Levrat et al. proposed that 
maintenance should not only be considered in the production and operation phase, but also in the product design, 
production disassembly, and product recycling phases (Levrat et al. 2008). In other words, maintenance should be 
involved throughout the life cycle of assets. Likewise, maintenance data should not be restricted to those data 
generated during the course of carrying out maintenance tasks. All the relevant data produced before or after 
maintenance tasks should also be included into the range of maintenance data, as long as they can contribute to 
maintenance work.  

In accordance with the different phases of the asset life cycle (PAS n.d.), maintenance data can be decomposed as 
follows: Firstly, in the phase “creation, acquisition or enhancement of assets”, data like technical specifications 
provided by asset suppliers can exert a great impact on the formulation of maintenance strategies. For example, 
the recommended preventive maintenance interval should be considered as a significant input to determine the 
frequency of implementing periodical maintenance tasks. Other maintenance data produced in this phase include 
asset drawings, technical specification documentation, the number of attached spare parts, purchase contracts and 
warranty terms, etc. Secondly, in the phase “utilization of assets”, the asset utilization schedule may affect the 
implementation of maintenance work, and vice versa. For example, some maintenance tasks are implemented by 
opportunities presented when a partial or full stoppage of a process area occurs. Maintenance data produced in 
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this phase consist of production scheduling, hazard and precaution identifications, environmental conditions, 
operating load and parameters, etc. Thirdly, in the phase “maintenance of assets”, a great majority of maintenance 
data is generated and they can be leveraged in return to continuously support maintenance work. In this phase, 
maintenance data encompass condition-monitoring data, feedback of routing inspection, failure data, maintenance 
resources, work orders, overhaul and refurbishment plans, and so forth. Lastly, in the phase “decommissioning 
and/or disposal of assets”, maintenance is mainly associated with financial accounting in terms of asset 
depreciation or scrapping. Maintenance data in this phase primarily consist of depreciation expenses and recycling 
information. Depreciation expenses should be taken into account in calculating the Life Cycle Cost (LCC) of an 
asset, while the information about recycling a retiring asset needs to be thoroughly recorded in case of further 
investigation. 

To facilitate maintenance decision-making by utilizing eMaintenance, the range of maintenance data should be 
expanded to a broader scope, as shown in the volume dimension of Figure 4.1. Besides, the size of maintenance 
data has inherently increased substantially in the last decade. With the aim of supporting different functionalities 
of operation and maintenance, various information systems have been deployed in manufacturing companies. 
Among these systems, the prevailing ones are Enterprise Asset Management (EAM) system, Enterprise Resource 
Planning (ERP) system, Condition monitoring System (CMS), Supervisory Control and Data Acquisition System 
(SCADA-System) and Safety Instrumented System (SIS). These systems generate large troves of maintenance 
data which need to be processed using Big Data technologies. In the context of eMaintenance, high volume is one 
of the characteristics of maintenance data.  

 High velocity 

In current maintenance practices, Online Transactional Processing (OLTP) systems and Online Analytical 
Processing (OLAP) systems are the two major types of systems dealing with maintenance data (see the velocity 
dimension of Figure 4.1) (Göb 2013). The former ensures basic functionalities and performance of maintenance 
related systems (such as EAM) under concurrency, while the later allows complicated analytical and ad hoc 
queries by introducing data redundancy in data cubes.  

For the purpose of achieving condition-based maintenance, various sensors and instruments have been deployed 
on the concerned equipment and high-speed maintenance data streams are generated. Equipment anomalies 
indicated by those data streams should be addressed promptly and decisive actions are required to avoid 
unplanned breakdowns and economical loss. Both the OLTP and OLAP systems are designed for their specific 
purpose and hence cannot process these fast-moving data streams efficiently.  

Prompt analysis of data streams can facilitate maintenance decision-making in a quick response manner that may 
allow organizations to seize opportunities on a dynamic and changing market, sometimes avoiding too much loss. 
Big Data analytics are needed in this context. 

 High variety 

Maintenance data can be derived from wireless sensor networks, running log documents, surveillance image files, 
audio and video clips, complicated simulation and GPS-enabled spatiotemporal data, and much more. These types 
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of maintenance data are becoming increasingly diverse, i.e. structured, semi-structured or unstructured (see the 
variety dimension of Figure 4.1).  

Structured maintenance data are mostly stored in relational databases (such as Oracle, DB2, SQL Server, etc.). 
Most of the maintenance data curated in the aforementioned information systems are structured. From the 
perspective of data size, the scale of unstructured data is becoming dominant in the whole information available 
within an organization (Warren & Davies 2007). Examples of unstructured maintenance data include: technical 
documentation of equipment, images taken by infrared thermal imagers, frequency spectrums collected by 
vibration detection equipment, movement videos captured by high-speed digital cameras, etc. Semi-structured 
data fall in between the above two data types. It is primarily text-based and conforms to some specified rules. 
Within semi-structured data, tags or other forms of markers are used to identify certain elements. Maintenance 
data belonging to this type comprise emails, XML files, and log files with some specified formats. 

In general, structured data can be easily accessed and manipulated by Structured Query Language (SQL). 
Conversely, unstructured and semi-structured data are relatively difficult to be curated, categorized and analyzed 
using traditional computing solutions (Philip Chen & Zhang 2014). More Big Data technologies are expected to 
facilitate excavating patterns from these data and hence support maintenance decision-making. 

 

Figure 4.1: Characteristics of maintenance data 
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 Complexity 

The complexity of maintenance data can take many different forms and may vary among different industries. Here 
are some examples: Firstly, maintenance data quality can be poor, it can be inaccurate (e.g. sensor data with 
environmental noise), uncertain (e.g. predictions of the remaining useful life of a critical component) and biased 
(e.g. intervals of time-based maintenance). This issue is normally addressed as the data quality problem and is 
tackled by data quality assurance/control procedures and data cleaning techniques. Secondly, maintenance data 
can be high-dimensional. Advanced feature selection techniques, dimension reduction techniques and algorithms 
need to be developed to address the “curse of dimensionality” issue. Thirdly, a nonlinear relationship may exist in 
maintenance data. Nonlinear approaches are needed to process this type of data. 

The above analysis demonstrates that maintenance data are big in the sense that novel computing techniques are 
needed to process them. It also suggests the feasibility and necessity of applying Big Data analytics in the 
eMaintenance domain. The huge potential for exploiting values from maintenance data may be realized by the 
development of Big Data technologies.  

4.2  Results and discussion related to RQ 2 

The second research question was stated as: How can patterns be extracted from maintenance Big Data with high 
dimensionality characteristics? 

To answer this question, an Angle-based Subspace Anomaly Detection approach was developed. The aim was to 
detect anomalies from high-dimensional datasets while maintaining the detection accuracy. The approach selects 
relevant subspaces from full-dimensional space based on the angle between all pairs of two lines for one specific 
anomaly candidate: the first line is connected by the concerned point and the center of its surrounding points; the 
second one is one of the axis-parallel lines. The angle is calculated by the metric “pairwise cosine” ( ). The 
so-called  is the average absolute value of cosine between the projections of the two lines on all possible 
two-dimensional spaces. Each of these two-dimensional spaces is spanned by the concerned axis dimension and 
one of the remaining dimensions of the feature space. The dimensions that have a relatively large  value are 
selected to constitute the targeted subspace. For computing the local outlier-ness of the anomaly candidate in its 
subspace projection, a normalized Mahalanobis distance measure is used. The proposed approach was evaluated 
on both synthetic data and a real-world dataset and the results are reported separately below. 

4.2.1 Validation on synthetic datasets 

To validate the ABSAD algorithm, synthetic datasets with various dimensionality settings were constructed. We 
compared the proposed algorithm with several other prominent anomaly detection techniques, including LOF, 
ABOD, and SOD. The reasons why we selected these three have been described in Subsection 3.3. The well-
established ROC curve was used as the accuracy indicator to compare these algorithms in different datasets. 

The experiments indicate that the suggested ABSAD algorithm outperforms the other three in various high-
dimensional settings. The comparison of the accuracy of the four algorithms in three different dimensionality 
settings is presented in Figure 4.2. Even though LOF and ABOD are very effective in low-dimensional spaces, 
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their accuracy deteriorates considerably as dimensionality increases. The SOD approach does not behave as it was 
reported because the variance of the two-dimensional Gaussian distribution exceeds the variance of the remaining 
uniformly distributed attributes significantly which leads to the algorithm avoiding the selection of the first two 
dimensions as the aiming subspaces. As expected, the accuracy of the proposed algorithm is rather stable as the 
number of dimensions increases. Notably, even in 1000-dimensional spaces, our algorithm can still provide a 
satisfactory accuracy with the value of Area under Curve (AUC) up to 0.9974 (the closer to 1, the better of the 
accuracy).  

 

Figure 4.2: ROC curve comparison on different dimensionality settings 

Apart from the superior accuracy, the algorithm can also accurately recognize the dimensions on which anomalies 
deviate substantially from their adjacent points. The last 30 rows of matrix  (an output of the algorithm and 
where each entry represents the degree of deviation of a sample on a specific dimension) corresponding to the 30 
anomalies are listed in Figure 4.3, in which the dimensions related to different generating mechanisms are 
separated by vertical lines, and different sets of rows (471 to 480, 481 to 490, and 491 to 500) are separated by 
horizontal lines. A zero entry in the matrix implies that the corresponding dimension has a relatively small value 
of  and was not retained in the subspace for the specific data point. A non-zero entry not only signifies the 
dimension is a part of the subspace but also reflects the degree of deviation on this single dimension for the 
particular observation. As indicated by Figure 4.3, the retained subspaces match precisely with the dimensions 
where the abnormal data were placed (see Subsection 3.2.1). Moreover, the rank of the non-zero elements in a 
row can give us a primary understanding on the magnitude of contribution to abnormality made by different 
retained dimensions.  

The above experiments demonstrated that the suggested way of selecting relevant subspaces can largely retain the 
discrepancy between points and their neighboring points. Generally, the metric  has large values in relevant 
dimensions, and small values in irrelevant dimensions. It is precisely the difference between  values in 
relevant and irrelevant dimensions which gives us the possibility to find a meaningful subspace. To our surprise, 
the increase in irrelevant attributes in this experiment does not impede the selection of relevant subspaces; instead, 
it serves as a foil and helps to accurately locate relevant attributes. Specifically, when the ratio of relevant versus 
irrelevant attributes is small, we can expect distinguishing values between different  of relevant and 
irrelevant attributes even though the total dimensions are enormous. This phenomenon seems to reflect the 
“blessing of dimensionality” accompanied by the “curse of dimensionality” (Domingos 2012). Notably, if a 
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striking contrast between different  values exists, it is easy to select the relevant subspace. However, if there 
are insufficient differences between  values, the approach might not end up with ideal subspaces. In these 
circumstances, many traditional anomaly detection approaches may work even better than this type of subspace 
anomaly detection technique, as identified by previous studies (Houle et al. 2010).  
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Figure 4.3: Local outlier score on each individual retained dimension 

4.2.2 Verification on a real-world dataset 

To verify the ABSAD algorithm, we applied it to a real-world fault detection application. Specifically, the data 
came from the measurements on the health states of a hydro-generator unit in a Swedish hydropower plant. 
Without losing generality, we considered the problem of detecting faults in the case when the generator unit is 
running in a steady operational context, which is also known as conditional or contextual anomaly detection 
(Chandola et al. 2009). Finally, a dataset with 1000 ordinary samples and 10 abnormal data, placed in the rows 
from 1001 to 1010, was constructed. Through feature selection, 102 out of the original 128 measurements were 
included in the dataset. 

As expected, the algorithm yielded a satisfactory result which can be seen from Table 4.1. The topmost 
observations with the highest overall local outlier score are listed in Table 4.1, in which retained dimensions for 
each data point are also ranked by the single-dimensional local outlier scores in a descending order. The output of 
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the algorithm shows that 90% of the faults were detected as the observations among the highest local outlier score 
list, and the missed fault (observation 1002) has the overall local outlier score 9.18 and was ranked at number 46. 
The 512th data point may be considered as a false alarm even though it does indeed deviate from other points in 
the retained dimension through manual inspection.  

Table 4.1: Topmost observations with the highest overall local outlier score 

Rank Observation 
 ID 

Overall 
 local outlier score 

Feature ordering by local outlier score on each individual  
Dimension a Faulty  

or not Measurement 1 Measurement 2 Measurement 3 Measurement 4 
1 1009 710.27 M b 79 (592.31) c M72 (379.57) M54 (97.86)  
2 1004 642.1 M54 (642.1)  
3 1008 641.75 M30 (401.96) M6 (355) M43 (291.95) M31 (197.5)  
4 1010 182.32 M74 (182.32)  
5 1001 102.42 M23 (59.24) M82 (59.24) M83 (58.92)  
6 1007 91.4 M88 (59.04) M90 (55.67) M89 (30.7) M92 (28.76)  
7 1005 46.34 M43 (30.68) M91 (25.23) M58 (23.87)  
8 1006 31.97 M43 (25.16) M44 (19.73)  
9 512 23.52 M20 (23.52) × 

10 1003 22.67 M78 (16.15) M24 (15.91)    
a the retained dimensions are ranked in descending order by the local outlier score on each individual dimension; b measurement point; c 
local outlier score on each dimension is enclosed in the parenthesis. 

Fault detection is commonly followed by a fault diagnosis process. A preliminary explanation for the abnormal 
behavior of the identified anomalous data objects in this phase can vastly assist in diagnosing the underlying fault 
types and sources. Although the retained subspace and ordered feature list are insufficient to directly suggest the 
fault type and source, it can narrow down the scope of root cause analysis greatly. For example, the fault of the 
observation 1007 shown in Table 4.1 most probably stems from the shaft of the system. The algorithm not only 
gives an outlier score for each observation but also sorts the retained features according to the single-dimensional 
local outlier score for any potential faults. In summary, feature ordering in the relevant subspace can be very 
informative for an ensuing fault diagnosis. 

4.3 Results and discussion related to RQ 3 

The third research question was stated as: How should high-dimensional data streams be dealt with in 
maintenance Big Data analysis? 

To answer this question, the ABSAD approach was extended to an online mode based on the sliding window 
strategy. A two-stage fault detection scheme was also proposed. The sliding window strategy is frequently used in 
stream data mining and it assumes that recent data bear greater significance than historical data. It discards old 
samples from the window, inserts new samples into the window, and updates the parameters of the model 
iteratively. To demonstrate the efficacy of the proposed algorithm, three alternative algorithms are selected for 
comparison. They are “primitive ABSAD”, “primitive LOF” and “sliding window LOF”. The “primitive ABSAD” 
algorithm firstly conducts offline training on a finite size of normal data points (fixed window) and obtains the 
control limit. For any new observation from the data stream, its local outlier score over the original training set 
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can be calculated following the same procedure of the ABSAD approach. If the local outlier score exceeds the 
control limit, a fault is then detected. Similar to the “primitive ABSAD”, the “primitive LOF” algorithm applies 
the original LOF algorithm to calculate the local outlier-ness of a new sample over a fixed set of samples. By 
adopting the sliding window strategy, the “sliding window LOF” approach with a dynamically updated window 
has been proposed and applied in process fault detection applications (Ma et al. 2013). 

To simulate the health behavior of a system, an input-output form of model was used to generate the synthetic 
datasets (see Paper III). Firstly, four datasets with the size of 2000 samples and five dimensions in each were 
constructed based on the data generating mechanism. Secondly, four different types of faults were induced all 
starting from the 1501st sample in these four datasets, accordingly. Thirdly, to mimic the time-varying 
characteristics of a system, a slow drift was gradually added to these datasets all starting from the 1001st sample. 
Fourthly, 95 fault-irrelevant dimensions were appended to each of these four datasets to create a high-dimensional 
setting. All the fault-irrelevant dimensions were distributed uniformly on [0, 1]. Finally, four datasets with 2000 
samples and 100 dimensions in each were constructed. For all of these datasets, the first 1500 samples are normal 
and the last 500 samples are faulty. Among these normal samples, a slight change was gradually placed on the 
ones with sample index from 1001 to 1500. A decent online fault detection algorithm should not only be able to 
detect the faulty samples but also be adaptive to the time-varying behavior of the system. In other words, the 
algorithm should reduce both Type I error and Type II error as much as possible. 

4.3.1 Parameter tuning and analysis 

In sliding window-based algorithms, it is crucial to choose an appropriate window size . A large window size 
may endow high model accuracy but result in intensive computational load. By contrast, a small window size 
indicates low complexity in computation but may lead to low model accuracy. An exploratory test was performed 
to probe the effect of different window sizes on the two types of errors of the sliding window ABSAD algorithm, 
and the results are shown in Figure 4.4 a). In this test, the dataset associated with the second fault was used. 
Additionally, parameter  and  for deriving the reference set were set to be equal to one fourth of the window 
size, i.e.  = = /4 , for simplicity. Parameter  for selecting relevant subspace was set at 0.4 and the 
confidence level 1  for deciding the control limit was set at 99%.  From the results shown in Figure 4.4 a), the 
window size primarily affects the Type I error in this example. Further, a small window size may lead to a higher 
Type I error, which is mainly because of the lack of representative neighboring points in the window to support 
the normality of a normal sample. On the other hand, the Type I error tends to increase slightly as the window size 
goes above 900, and that may be caused by the inadequacy of the model to adapt to the time-varying 
characteristics of the system. Thus, an ideal range of the window size for this case may be chosen from 600 to 900. 

Similarly, parameters  and  also matter to the model accuracy and the computational burden. Firstly, parameter 
 specifies the number of nearest neighbors for computing SNN similarity. As with some other algorithms related 

to the SNN method,  should be set large enough so as to capture sufficient points from the same generating 
mechanism. As reported in (Houle et al. 2010), if  is chosen roughly in the range of cluster size then a rather 
satisfactory performance in terms of defining the notion of locality can be achieved. Secondly, parameter  
defines the size of the reference sets. For the same reason, it should be chosen large enough but not greater than . 
In (Houle et al. 2010), it was shown that the performance of the SNN method does not degrade until the size of 
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the reference points approaches the full dataset size. To investigate the effect of these two parameters on the two 
types of errors, a similar test on the dataset containing the second fault is conducted and the results are shown in 
Figure 4.4 b). Again in this test, for simplicity, parameter  and  were set to be equal. Other parameters were set 
as follows: = 750, = 0.4 and 1 = 99%. As shown in Figure 4.4 b), parameters  and  primarily affect 
the Type II error in this case. A small value of  and  may lead to a high Type II error which is mainly because 
of insufficient neighboring points in the window to discriminate a faulty sample from normal ones. In accordance 
with the above analysis to parameter  and , Figure 4.4 b) indicates that satisfactory model accuracy can be 
obtained as long as  and  were set large enough. From the perspective of model accuracy,  and  should be 
larger than 40 based on the results shown in Figure 4.4 b). However,  and  should not be set too large to lose the 
meaning of defining the notion of locality. In addition, they should not be set too large to avoid reducing 
computational efficiency.  

 

Figure 4.4: The effect of different parameters on the two types of error 

The last parameter  decides which dimensions should be kept as a part of the relevant subspace. It may have a 
great influence on selecting relevant subspace and hence affect the subsequent calculation of the local outlier 
score. Generally, the lower the value , the more dimensions will be included in the subspace, and vice versa. As 
with the above two tests, the dataset containing the second fault was selected to explore the effect of   on the two 
types of errors and the results are shown in Figure 4.4 c). Other parameters take the value as follows: = 750, 

= = 100 and 1 = 99%. As demonstrated by Figure 4.4 c), parameter  primarily affects the Type II 
error in this example. If  is set too small, a large share of dimensions which have less significance in defining the 
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local outlier-ness of a point will be retained, hence reduce the local outlier score of a faulty sample. Conversely, if 
 is set too large, the algorithm can capture very few fault-relevant dimensions or even no dimensions to construct 

the subspace, and hence malfunction in detecting faulty samples. According to the results shown in Figure 4.4 c), 
the acceptable range of parameter  is from 0.36 to 0.42. 

Based on the above three tests regarding tuning parameters and the trade-off between complexity of computation 
and model accuracy, the window size is set at 750,  and  are set at100, and  is chosen to be 0.4 for the sliding 
window ABSAD algorithm in the simulation. Moreover, the parameters of the algorithm “Primitive LOF” and 
“Sliding window LOF” for comparison are set exactly the same as the settings in (Ma et al. 2013), i.e. = 750 
and = 30. For all of these methods, the confidence level 1  is set at 99%. 

4.3.2 Accuracy comparison and analysis 

The results of the four fault detection algorithms on the four datasets (associated with the four different faults) are 
summarized in Table 4.2. Although the Type I errors of LOF-related algorithms are rather low in all of the four 
scenarios, this is mainly caused by the insensitivity of LOF to faults that exist only in small subsets of high-
dimensional spaces. As a result of this, the Type II errors of LOF-related algorithms are significantly high when 
detecting the first two faults. A further explanation is that LOF-related algorithms are implemented in full-
dimensional spaces and those signals relevant to the faults can be easily concealed by the massive fault-irrelevant 
dimensions (the 95 uniformly distributed dimensions in this example). Figure 4.5 a) and b) give a graphical 
description of the above result. To alleviate the impact exerted by irrelevant dimensions, the proposed ABSAD 
approach finds the fault-relevant dimensions first and then measures the local outlier-ness of a concrete point in 
the retained subspace. By doing so, the power of discriminating low-dimensional subspace faults from normal 
samples in high-dimensional spaces can be greatly enhanced. Consequently, the Type II errors produced by 
ABSAD-related algorithms are relatively low as shown in Table 4.2. 

Table 4.2: Fault detection results of the numerical example 

Dataset and error type Primitive LOF Sliding window LOF Primitive ABSAD Sliding window ABSAD 
Fault 1 Type I error 1.73a 1.73 8.4 0.67 
  Type II error 32.2 91.8 0.2 4.4 
Fault 2 Type I error 2.4 3.73 8.4 0.8 
  Type II error 38.8 51 0 0 
Fault 3 Type I error 2.8 2.27 8.13 1.2 
  Type II error 0 36.4 0 0 
Fault 4 Type I error 2.13 1.87 8.8 0.67 
  Type II error 4.8 6.8 3.8 4.2 
a Units of the decimal numbers in this table are in percent (%) 

The results in Table 4.2 also indicate that the primitive ABSAD has a higher level of Type I errors in contrast to 
the sliding window ABSAD. By looking into the partially enlarged detail of Figure 4.5 c), we can precisely locate 
the position of false alarms, where the blue line (local outlier score) exceeds the black dashed line (control limit). 
The reason for these false alarms is that the primitive ABSAD always holds the same window after the offline 
model training stage. The parameters of the model are invariant and thus cannot be adaptive to the time-varying 
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behavior of the system. Instead of keeping a constantly unchanged window, the sliding window ABSAD absorbs 
new samples and discards old samples regularly and changes the window profile dynamically. As demonstrated 
by the partially enlarged detail in Figure 4.5 d), the sliding window ABSAD algorithm adapts to the time-varying 
behavior of the system very well and very few false alarms are generated in the samples where the slow drift is 
added. 

 

Figure 4.5: Fault detection result of primitive LOF, sliding window LOF, primitive ABSAD and sliding 
window ABSAD on scenario 2 of the numerical example 

 

Figure 4.6: Fault detection result of primitive LOF, sliding window LOF, primitive ABSAD and sliding 
window ABSAD on scenario 4 of the numerical example 

In the dataset containing fault 4, the degree of deviation of the fault from normal behavior of the system is 
remarkably higher than the other three faults. Therefore, LOF-related algorithms can still produce a desirable 
accuracy in terms of low Type I and Type II errors, as shown by Table 4.2 and Figure 4.6. It is worthy to note that, 
according to Figure 4.6, there is a huge difference between the scale of the values of local outlier score (LOS) and 
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local outlier factor (LOF). Specifically, the LOS values are orders of magnitude higher than the LOF values. This 
difference can also be found in other scenarios. The leading cause of this phenomenon lies in the fact that the 
deviation on fault-relevant dimensions is considerably compensated by the normal behavior on massive fault-
irrelevant dimensions. As a consequence, the obtained LOF values are vastly reduced even in the case of the faults 
being very evident, such as in scenario 4 as shown in Figure 4.6.  

The accuracy of those algorithms implemented on full-dimensional spaces, such as LOF, degrades significantly as 
dimensionality increases. To mitigate the influence exerted by irrelevant dimensions, the ABSAD approach 
computes the degree of deviation of a data point directly on the derived subspace. As we claimed in the paper, the 
retained subspace should be meaningful in the sense that it should be able to capture most of the information with 
regard to the discordance of an object to its adjacent data instances. By examining the retained subspace of the 
faults in all of the four scenarios, we found that the dimensions in the subspace are exactly the same position 
where the faults were induced on. 
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CHAPTER 5. CONCLUSIONS, CONTRIBUTIONS AND FUTURE 
RESEARCH 

 
 
This chapter concludes the research, summarizes the contributions and suggests future research. 

5.1 Conclusions 

Based on the results of this research, the following conclusions have been reached, in answer to the research 
questions (RQ) defined in Chapter 1. 

RQ 1: What are the characteristics of maintenance Big Data? 

 From an eMaintenance point of view, the range of maintenance data should be expanded to cover all the 
relevant data generated during the whole asset life cycle. In addition, the size of maintenance data is 
inherently increasing. High volume is one of the characteristics of maintenance data in this context. 

 Real-time asset condition data are generated at a high speed. These data streams are becoming increasingly 
ubiquitous with the development of sensor technology and ICT. High velocity is one other characteristic of 
maintenance data. 

 The sources of maintenance data are diverse; the types of maintenance data are also multitudinous. High 
variety is the third characteristic of maintenance data. 

 High complexity can also be a significant characteristic. This may be reflected by high dimensionality, poor 
data quality, complex relationships and other properties of maintenance data. 

 The characteristics of maintenance data conform to those of Big Data. These characteristics bring about both 
opportunities and challenges in supporting maintenance decision-making by using Big Data analytics. 

RQ 2: How can patterns be extracted from maintenance Big Data with high dimensionality characteristics? 

 The proposed ABSAD approach can select meaningful subspaces from the original high-dimensional space. 
In other words, it can retain dimensions which present a large discrepancy between points and their 
neighboring points.  

 The analytical study proves that the metric “pairwise cosine” for measuring vectorial angles in high-
dimensional spaces is a bounded metric and it becomes asymptotically stable as dimensionality increases. 

 The experiment on synthetic datasets with various dimensionality settings indicates that the suggested 
algorithm can detect anomalies effectively and has a superior accuracy over the specified alternatives in high-
dimensional spaces. 



Research contributions 

42 

 

 The experiment on the industrial dataset shows the applicability of the algorithm in real-world fault detection 
applications, and feature ordering in relevant subspaces is informative to the ensuing analysis and diagnosis to 
abnormality. 

RQ3: How should high-dimensional data streams be dealt with in maintenance Big Data analysis? 

 The experiments on synthetic datasets indicate that the ABSAD approach has the ability to discriminate low-
dimensional subspace faults from normal samples in high-dimensional spaces. Moreover, it outperforms the 
Local Outlier Factor (LOF) approach in the context of high-dimensional fault detection. 

 The experiments on synthetic datasets further demonstrate that the sliding window ABSAD algorithm can be 
adaptive to the time-varying behavior of the monitored system and produce better accuracy than the primitive 
ABSAD algorithm even when the monitored system has time-varying characteristics. 

 By applying the concept of trading space for time, the sliding window ABSAD algorithm can perform 
isochronously online fault detection. 

5.2 Research contributions 

The main contributions of this research are summarized as follows: 

 The properties of maintenance data were analyzed from an eMaintenance point of view. Potential 
opportunities and challenges by using Big Data analytics to support maintenance decision-making were 
explored. 

 An Angle-based Subspace Anomaly Detection (ABSAD) approach to high-dimensional data was developed. 
The approach can also be applied in industrial fault detection in high-dimensional circumstances. 

 The ABSAD approach was extended to an online mode based on the sliding window strategy. The extension 
can be applied to online fault detection in dynamic environment.  

5.3 Future research 

The following areas are considered as interesting for future research. 

 By introducing the Kernel method, the proposed ABSAD approach can be further extended to fault detection 
applications in nonlinear systems. 

 Manifold learning algorithms such as Self-Organizing Map and Locally Linear Embedding can be employed 
in high-dimensional fault detection. 

 Given the output of the ABSAD approach in fault detection applications, methods like case-based reasoning 
can be adopted to conduct fault diagnosis. 
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ABSTRACT 
Maintenance related data are tending to be increasingly huge in 
volume, rapid in velocity and vast in variety. Data with these 
characteristics bring new challenges with respect to data analysis 
and data mining, which requires new approaches and 
technologies. In industry, related research and applications, some 
contributions have been provided to utilize Big Data technologies 
for extraction of information through pattern recognition 
mechanisms via eMaintenance solutions. Today, the existing 
contributions are not enabling a holistic approach for maintenance 
data analysis and therefore are insufficient. However, the immense 
value hidden inside the Big Data in eMaintenance is arousing 
more and more attention from both academia and industry. Hence, 
this paper aims to explore eMaintenance solutions for 
maintenance decision-making through utilization of Big Data 
technologies and approaches. The paper discusses Big Data 
mining in eMaintenance through a general manner by employing 
one of the widely accepted frameworks with the name of Cross 
Industry Standard Process for Data Mining (CRISP-DM). In 
addition, the paper outlines features of maintenance data and 
investigates six sub-processes (i.e. business understanding, data 
understanding, data preparation, modeling, evaluation and 
deployment) of data mining applications defined by CRISP-DM 
within the domain of eMaintenance. 
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1. INTRODUCTION 
Nowadays, with the rise of numerous types of sensors, mobile 
devices, tether-free, web-based applications and other information 
and communication technologies (ICT), the ability of asset-
intensive enterprises to procure and store maintenance data has 
been enhanced. The large troves of maintenance data can be 
decentralized, fast-flowing, heterogeneous and complicated to 
handle which reflects features of the emerging term Big Data [1],  
which is defined by Gartner Group [2] as: “high volume, high 
velocity, and/or high variety information assets that require new 
forms of processing to enable enhanced decision making, insight 
discovery and process optimization.”  

Maintenance data with Big Data characteristics pose new 
challenges to conventional data mining process which is one of 
the main research topics in eMaintenance domain. Kajko-
Mattsson et al. [3] referred eMaintenance as: “a multidisciplinary 
domain based on maintenance and information and 
communication technologies ensuring that the eMaintenance 
services are aligned with the needs and business objectives of 

both customers and suppliers during the whole product lifecycle”. 
Mining this securable data is troublesome in virtue of that most of 
these data are semi-structured or unstructured. Traditional 
computing techniques like relational databases, designed to cope 
with structured data, do not fit well to the new circumstances [4]. 
Furthermore, real-time stream data reflecting the status of 
equipment need to be continuously monitored [5]. Timely analysis 
and response should be assured when disturbance occurs, 
especially to the equipment of the utmost concern. 

Data mining is capable of supporting decision-making, and this is 
being researched upon in the context of eMaintenance for creating 
competitive advantage for enterprises and organizations [6], [7], 
[8]. The use of data mining techniques in maintenance started 
around the 1990s [9], [10], subsequently lots of efforts have been 
made by researchers on this topic. Typical applications include 
maintenance strategy optimization, fault diagnosis and failure 
prognosis. Unfortunately, owing to the limitation of capacity in 
data storage and processing in the past, many works were focusing 
on mining sampling data which may result in losing details [11]. 
With the development of non-relational database, distributed file 
storage system, cluster computing and other Big Data 
technologies, it is possible and imperative to conduct data mining 
to the huge maintenance datasets from the perspective of Big 
Data. In the context of eMaintenance, a few cases applying Big 
Data technologies to support maintenance decision-making can be 
found. Such as Bahga et al. [12] applied Hadoop Distributed File 
System (HDFS) and MapReduce parallel programming model to 
form a large-scale distributed batch processing infrastructure to 
assist fault prediction. Stream data processing technique 
combined with Telematics were harnessed to analyse real-time 
data collected from sensor arrays then enable condition-based 
maintenance [13]. By reviewing existing literatures, this paper 
intends to explore eMaintenance solutions for maintenance 
decision-making through utilization of Big Data technologies and 
other auxiliary approaches. 

Quite a few standard processes have been developed to guide the 
implementation of data mining projects. CRISP-DM is one of the 
popular methodologies with befittingly systematized, structured 
and defined procedures, allowing that a project could be easily 
understood and revised [14]. A project guided by CRISP-DM 
model commonly consists of six phases [15], including business 
understanding, data understanding, data preparation, modeling, 
evaluation and deployment. In this paper, we will discuss Big 
Data mining in eMaintenance within the frame of CRISP-DM. 

The remainder of this paper is structured as follows. In section 2, 
we present the constitution and features of Maintenance data then 
align it to Big Data characteristics. Section 3 reviews existing 
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literatures within the frame of CRISP-DM process and explores 
potential eMaintenance solutions through utilizing Big Data 
technologies. As depicted in section 4, current challenges of big 
data mining in eMaintenance are formidable and more studies are 
expected. Finally, we review and conclude the paper in Section 5. 

2. Characteristics of “big maintenance data” 
In accordance with the European standard (EN 13306:2001) [16], 
maintenance is a combination of all technical, administrative and 
managerial actions during the life cycle of an item, intended to 
retain it or restore it to, a state in which it can perform the 
required functions. E-maintenance, on a higher abstraction level, 
was also defined as the maintenance managed and performed via 
computing [3]. When developing eMaintenance solutions, the 
prevailingly concerned analysis object of the aforementioned 
computing is maintenance data, and this entails a sufficient 
dissection to maintenance data. 

Traditionally, maintenance data are regarded as a by-product of 
this process and can be leveraged in return to augment efficiency 
of maintenance activities. In order to discuss data mining from 
maintenance datasets in the context of Big Data, we elaborate 
maintenance data and its’ constitution in the first place then align 
features of maintenance data to Big Data characteristics in this 
section. 

2.1 Maintenance data anatomy 
Maintenance data have a wide coverage and a great variety of 
forms. It can be as specific as a maintenance work order, or as 
generic as the maintenance strategy and objectives. Examples of 
maintenance data include asset ledgers, drawings, contracts, 
licences, legal agreements, regulatory and statutory requirements, 
standards, safety and hazard documents, technical instructions, 
procedures, operating criteria, asset performance and condition 
data, or all asset management records. In the following, the 
composition and features of maintenance data will be discussed 
from different angles. 

2.1.1 Maintenance data composition 
Maintenance data don’t merely consist of the data generated 
during the course of carrying out maintenance tasks but also 
constitute all the relevant data produced before and after 
maintenance. From the perspective of asset life cycle 
management, maintenance data can be broadly divided into four 
categories corresponding to the phases of asset life cycle [17] 
during which it has been generated. 

 Stage 1: creation, acquisition or enhancement of assets; 

Usually, people would think that maintenance data have no direct 
linkage with this phase, because events occurred in this period are 
less relevant with maintenance tasks to some sense.  However, the 
data like technical specifications provided by the asset supplier 
can exert a great impact on the maintenance strategy. For example, 
the recommended preventive maintenance interval should be 
considered as a significant input to determine the frequency of 
implementing the periodical maintenance tasks. More 
maintenance data produced in this phase include asset drawings, 
technical specification documentations, number of attached spare 
parts, purchase contracts and warranty terms, etc. 

 Stage 2: utilization of assets; 

Asset utilization schedule may affect the implementation of 
maintenance work, and vice versa. For example, some 
maintenance tasks are executed by the opportunity when partial or 
full stoppage of a process area occurs provoked by asset failure or 
scheduled shutdown. Data produced in this phase that could be 
regarded as maintenance data constitute production scheduling, 
hazard and precaution identifications, environmental conditions, 
operating load and parameters, etc. 

 Stage 3: maintenance of assets; 

The great mass of maintenance data are generated in this phase 
and it can be leveraged in return to continuously support 
maintenance work. In this phase, maintenance data encompass 
condition monitoring data, feedback of routing inspection, failure 
data, maintenance resources, work order, overhaul and refurbish 
plan, and so forth. 

 Stage 4: decommissioning and/or disposal of assets 

Decommissioning or disposal of assets is mainly associated with 
financial accounting in terms of assets depreciation or scrapping. 
Maintenance data in this phase principally contain depreciation 
expense that should be taken into account when calculating the 
Life Cycle Cost (LCC) of an asset. The information of recycling a 
retiring asset also needs to be thoroughly recorded in case of 
further investigation. 

2.1.2 Multiple sources of maintenance data 
Sources of maintenance data are numerous. It could be the 
historical maintenance records in a Management Information 
System (MIS), or troubleshooting guidelines on a printed user 
manual, or even public maintenance standards derived from 
webpages on the Internet. 
Although quite a few maintenance data are still non-digital, which 
depends on the informatization degree of the concerned company, 
we shall anticipate a tendency of digitising these non-digital data. 
In this section, we will discuss some of the prevailing systems 
where these digital maintenance data originates. 

 Enterprise Asset Management (EAM) 

EAM, originally known as Computerized Maintenance 
Management System (CMMS), aims to fulfil life cycle 
management of the physical assets of an organization. It is 
designed to drive indirect value chain by tracing all events 
occurred during assets’ whole life span, which covers design, 
construction, commissioning, operation, maintenance and 
decommissioning/disposal. 

 Enterprise Resource Planning (ERP) 

ERP is a suite of management software that can be used for a 
company to store and manage data from every stage of 
business. ERP software drives direct value chain by tracking 
business resources (cash, raw materials, labours, etc.) and the 
status of business commitments.  

With the growing demand on asset management, many ERP 
software vendors have integrated asset management module 
(SAP PM Module, Oracle EAM module and so forth) into 
existing packages. 
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 Condition monitoring System (CMS) 

CMS intends to keep continuous or intermittent surveillance 
on critical components or units then enable predictive 
maintenance. The collected parameters of condition in 
machinery (velocity, vibration, temperature, etc.) are then 
analysed to identify potential faults that could result in major 
failures. 

 Supervisory Control and Data Acquisition Systems(SCADA-
Systems) 

SCADA is a system for collecting real-time data, controlling 
processes and monitoring equipment from remote locations 
[18]. 

 Safety Instrumented System (SIS) 

SIS is a distinct and reliable system to implement one or 
more safety instrumented functions, which must has achieved 
a specific Safety Integrity Level (SIL), for protecting 
personnel, general public or environment [19].  

As stated above, maintenance data can be distributed in multiple 
information repositories. Owing to the lack of long-term planning 
in organizations, only temporal demands were taken into account 
at different stages of information platform construction. 
Afterwards, these standalone systems form the so-called 
information islands where large amount of redundant data and 
junk information exist. The inconsistency of data dispersed on 
these systems leads to the difficulty in exchanging data. In such 
circumstance, several integrated eMaintenance platforms were 
developed to either fuse data into a centralized data warehouse or 
facilitate data exchange across these individual systems. The 
PROTEUS project developed a platform, which enables data 
exchange and interoperability of the diverse systems. The 
platform was designed to support remote diagnosis and 
maintenance [20]. Another example is the Computer Aided Safety 
and Industrial Productivity (CASIP) platform which dedicated to 
condition monitoring and remote diagnosis [21]. 

2.1.3 Various formats of maintenance data 
As with most other application fields, maintenance data could be 
represented by multitudinous formats. In general, it can be 
categorized into non-digital data and digitized data. Non-digital 
data may be manuscript written on a paper, or video recorded on a 
tape, or even maintenance experience and knowledge that exist 
only in the mind of a skilled maintenance engineer. With respect 
to digitized data, it can be classified into structured, semi-
structured and unstructured data. 

 Structured data 

Structured data are consistently preserved in a well-defined 
schema and it conforms to some common standards. These 

standards restrict what fields of data can be stored and how it will 
be stored, such as data type, data size and constraints.   

Structured data are more likely to be stored in relational databases 
(Oracle, DB2, SQL Server, etc.) and could be easily accessed and 
manipulated by Structured Query Language (SQL). Most of 
maintenance data curated in above-mentioned information 
systems are structured. 

 Unstructured data 

Unstructured data refer to data without a predefined schema. It 
cannot be smoothly classified and fitted into conventional 
relational databases thus hard to be processed [22].  It is estimated 
that almost 95% of all digital data are unstructured or semi-
structured [11].  

Here are some examples of unstructured data in eMaintenance 
domain: technical documentations of equipment, images taken by 
infrared thermal imager, frequency spectrum collected by 
vibration detection equipment, movement videos captured by 
high-speed digital cameras, etc. 

 Semi-structured data 

Semi-structured data are a cross between above two types of data. 
It is primarily text based and conforms to some specified rules. 
Within semi-structured data, tags or other forms of markers are 
used to identify certain elements. In comparison with structured 
data, semi-structured data have a relatively loosened structure. 

Extensible Markup Language (XML) document is a typical format 
of semi-structured data file. XML has played a great role in 
encoding and sharing data between different applications and it 
has also been widely used in manufacturing industry [23]. With a 
more flexible data model, XML file cannot be processed in the 
manner of how data are manipulated in relational databases. 
Accordingly, NoSQL databases were put forward to manage these 
semi-structured data and proven to be more scalable and agile 
[24]. More details about NoSQL databases will be discussed in 
later section. 

2.2 Aligning maintenance data features to Big 
Data characteristics 
There is not a consensus in the definition of Big Data so far, one 
of the most cited definitions of Big Data was given by the Gartner 
Group [2] (see section 1). It also described the characteristics and 
challenges of Big Data by using the three “Vs”, which are high 
volume, high velocity and high variety. Based upon the 
elaboration to maintenance data in section 2.1, let us embark on 
aligning the features of maintenance data to Big Data 
characteristics. 
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Figure 1. Characteristics of maintenance data 

 Volume 

The scale of data is tremendously increased in the past decade 
[25]. It is not only the most notable feature of Big Data but also 
the nutriment that facilitates the development of information 
technology which enable us to extract value from data. Without 
exception, maintenance data are now undergoing rapid growth as 
well. Moreover, the range of maintenance data should be 
expanded to a wider space containing all data that have been 
generated in the interrelated business process of maintenance (See 
the volume dimension in Figure 1). 

The growing volume of maintenance data is demonstrated with an 
example below: In a Swedish hydropower plant, the real-time 
condition data (vibration, temperature, pressure, etc.) of one 
generator are measured by transducer arrays deployed on it. At 
each second, condition data are captured and transmitted through 
128 analog channels and 64 digital channels then saved in a data 
logger database. More than 30 million tuples are preserved in one 
year for this single generator. It is not hard to imagine how big the 
data are if we consider all the equipment in the plant and the data 
from other sources. This example also illustrates the next 
characteristic of Big Data: rapid velocity. 

 Velocity 

The rate at which maintenance data are flowing into the line of 
business has placed higher requirements to the company. Prompt 
analysis to real-time data will facilitate decision-making in a quick 
response manner that may allow organizations seize opportunities 
in the dynamic and changing market, sometimes avoid too much 
loss.  

As shown in the velocity dimension of figure 1, originally the 
requirements to the speed of maintenance data flow contain two 
aspects. Firstly, transactional data ensure basic functionality and 
performance of Online Transactional Processing (OLTP) systems 
under concurrency without compromising the principle of 

relational databases: ACID (Atomic, Consistency, Isolation and 
Durability). In the second place, multi-dimensional data are 
created to allow complicated analytical and ad hoc queries within 
a tolerable execution time. The velocity of an OLAP system is 
speed up by introducing data redundancy in data cube, which 
means size of data will be augmented immensely. 

Large troves of real-time maintenance data stream are originating 
from different types of sensors. Equipment anomalies indicated by 
those stream data should be addressed promptly and agile actions 
are required to avoid unplanned breakdown and economical loss. 
Here velocity indicates not only the data are fast moving, but also 
the intelligent diagnosis and subsequent human intervention 
should be swift. 

 Variety 

It points to the types of maintenance data owned by organizations 
are becoming increasingly diverse. Maintenance data could be 
derived from wireless sensor network, running log documents, 
surveillance image files, audio and video clips, complicated 
simulation and GPS enabled spatiotemporal data, and much more. 
Most of these maintenance datasets are thoroughly unstructured or 
semi-structured and hence difficult to curate, categorize and 
analyse using traditional computing solutions. 

In addition, another characteristic of Big Data commonly 
embraced by researchers is the fourth dimension “Veracity” [26], 
referring to the messiness, trustfulness of data. In the context of 
maintenance data, it can be inaccurate (e.g. sensor data with 
environmental noise), uncertain (e.g. prediction of the remaining 
useful life of a critical component) and biased (e.g. interval of 
time-based maintenance). This issue is normally addressed as the 
data quality problem and tackled by data quality assurance/control 
procedures and data cleaning techniques. 

After revealing the features of the computing target (i.e. 
maintenance data) in eMaintenance solutions, we are ready to 
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probe into how to extract patterns from these complex data 
repositories and explore eMaintenance solutions by applying Big 
Data technologies and other auxiliary approaches. 

3. Mining from the “big maintenance data”  
Many contributions have been made to formulate a standard 
process that is able to guide the implementation of data mining 
applications. Knowledge Discovery in Databases (KDD) process 
[27], in which data mining is considered as one of the phases, was 
put forward in 1996. SEMMA process [14] developed by the SAS 
Institute was integrated into one of SAS core modules Enterprise 
Miner. CRISP-DM is another popular methodology proposed by a 
consortium composed with several European companies including 
DaimlerChrysler, SPSS, NCR, OHRA, etc. CRISP-DM provides 
detailed neutral guidelines for data mining implementation that 
can be easily duplicated and revised [28]. It has been validated to 
be a very helpful process through many real-world applications 
[29], [30].  

In this study, CRISP-DM is employed as the methodology to 
guide the process of Big Data mining in eMaintenance domain. 
The lifecycle of the CRISP-DM comprising six phases: business 
understanding, data understanding, data preparation, modeling, 
evaluation and deployment. Figure 2 shows above six phases and 
lists some of the tools and techniques that can be utilized in each 
phase of the CRISP-DM lifecycle. The following sections are 
organized correspondingly to the six phases. 

Figure 2. Lifecycle of the CRISP-DM methodology 

3.1 Phase1: Business understanding 
This initial phase focuses on understanding the project objectives 
and requirements from a business perspective, then converting 
this know-how into a data mining problem definition and a 
preliminary plan designed to achieve the objectives [15]. 

In this phase, data mining goals are stated based on the business 
objectives. Ignoring this step is to expend a great deal of efforts 
on producing the right answers to the wrong questions. For 
example, after some complex modelling and computing one might 
produce the reorder point and economic order quantity for a 
particular type of spare part but neglecting that the spare part is 
sold on consignment and no extra cost is caused except for 
management fee.  

Domain experts’ experiences and knowledge is introduced at this 
stage and it usually has a significant impact on the applicability of 
the final results. Such application domains’ knowledge can also 
provide additional information to guide Big Data algorithm 
designs as well as add technical barriers to the whole process [1]. 
As suggested by the CRISP-DM guidance, more detailed fact-
finding about resources, constraints, assumptions and other 
aspects that could possibly affect subsequent data mining tasks 
should be assessed as early as possible. In the context of the 
eMaintenance field, fault diagnosis and failure prognosis is a 
typical application in data mining projects. By taking this as an 
example, we will elaborate what normally should be considered to 
the application in this phase. 

Fault diagnosis and failure prognosis is a process to detect 
product degradation based on on-line sensing data then predict 
potential failures of monitored components. It enables condition-
based maintenance (CBM) and constitutes the hard-core of an 
eMaintenance system [31], which is referred to a predictive 
maintenance system that provides only monitoring and predictive 
prognostic functions. Before analyzing the data, it is imperative to 
preview the business concerns including but not limited to the 
items listed below.  

 Common issues such as maintenance objectives, system 
decomposition, asset criticality, fault tree, environmental 
conditions, equipment installation process, existing 
maintenance strategy, etc. 

 On-site system health monitoring including sensor types and 
models, sampling rate, data infrastructure, network 
configuration, etc. 

 Logistics supports including priority of maintenance work, 
alarm lead-time, maintenance labour availability, spare part 
availability, maintenance tool, outsourcing service provider, 
etc. 

Normally, a project plan describing how to achieve the data 
mining goals is formed at the end of this phase. Since it is beyond 
the scope of this paper, it will not be covered consequently. 

3.2 Phase 2: Data understanding 
The data understanding phase begins with an initial data 
collection and proceeds with describing data, exploring data and  
verifying data quality problems [15]. In the long run, 
comprehensive investigation to the data characterization is critical 
to the whole data mining process, for example, how much the 
maintenance data are going to be and how fast the maintenance 
data are likely to grow and change will fundamentally determine 
the choice on data infrastructure and algorithm design. 

Considering the recommended tasks in this phase, the following 
contents cover three frequently used eMaintenance tools: data 
acquisition, data integration and data quality assessment. 

3.2.1 Data acquisition 
In correspondence to the task “initial data collection”, data 
acquisition is a key step that enables maintenance decision 
support in eMaintenance solutions. Data infrastructure is one of 
the significant factors that could affect the efficiency of a data 
acquisition system. Whereas data infrastructure of the days before 
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Big Data is poorly fitted to the requirements of staggering amount 
of maintenance data, which has an increasing rate of change. For 
example, the newly deployed sensors might require an alteration 
to the table structure of the Relational Database Management 
System (RDBMS) where the previous data are stored. However, 
any modifications and reconfigurations to the predefined schema 
in a RDBMS will lead to downtime and possibly extra labour cost. 
Non-relational NoSQL model is a Big Data technology that can 
deal with the huge, fast-moving and frequently changed 
maintenance data. 

NoSQL databases were developed in response to a rise in the huge 
volume of data, the frequency in which the data are accessed, and 
high-performance processing needs. In contrast with traditional 
RDBMS, NoSQL database provides high throughput, horizontal 
scalability, replication and partition capability, dynamic schema 
adaptability, while retaining eventual consistency [32].  

NoSQL databases can be generally classified into four categories: 
key-value stores, document stores, column family stores and graph 
stores [33]. Each of these NoSQL or relational databases has its’ 
strength and shortages thus a “one size fits all” database is 
unavailable to all applications. Organizations must select the most 
suited database to underpin its’ own applications based upon the 
requirements like consistency, availability, partition tolerance, etc. 

Several cases using NoSQL databases have been reported in 
eMaintenance domain. Such as Thantriwatte et al. [34] used Redis 
database (a key-value store) to construct a query processing 
system for wireless sensor networks. Traditional data storage 
solution was substituted with Cassandra database (a column 
family store) in the ATLAS PanSA monitoring system [35]. 

3.2.2 Data integration 
Maintenance data are acquired from multiple data sources (See 
section 2.1.2) and the value of data explodes when data are linked 
with each other. Therefore data integration is a crucial step in 
creating value from maintenance data. 

In figure 3, we contrasted the difference of data integration 
solutions between Big Data mining and traditional data mining. 
Traditional solution of data integration would firstly build a 
centralized data warehouse. Then data from the heterogeneous 
sources are extracted, transformed and loaded (ETL) into the 
specified data warehouse with a compatible schema [36]. For 
instance, P. Bastos et al. [37] developed a predictive maintenance 
system to forecast potential failure based on the data dispersed in 
different facilities. In the era of Big Data, with the development of 
Distributed Storage System (DSS) and Cluster Computing, it is no 
longer advisable to move such large quantity of maintenance data 
considering the required I/O time and cost, in other word, moving 
computation to data is cheaper than the way around. Distributed 
storage systems provide scalable data storage with inexpensive 
commodity servers. Cluster Computing provides functionality like 
parallel computing, work load balancing and fault tolerance [38]. 

 
Figure 3. Comparison to data integration solutions  

A commonly used Big Data technology, Hadoop framework, 
suggests that large datasets can be organized and processed while 
retaining the data on the initial data storage repositories. Hadoop 
framework consists of two core components: HDFS and 
MapReduce. HDFS is a storage system aims to store very large 
datasets in a distributed manner, and then provide high-
performance access to the data in Hadoop clusters [39]. Hadoop 
MapReduce is a programming paradigm for processing massive 
data across multiple servers in a Hadoop cluster [40]. Hereby, 
data integration of Big Data mining is essentially incorporated 
into the infrastructure of data storing and processing paradigm. 

3.2.3 Data quality assessment 
The quality of data will tremendously influence the outcome of 
data mining applications because of the principle “Garbage in, 
Garbage out (GIGO)” [41]. Numerous data mining algorithms 
require quality data, such as outliers may dramatically distort the 
output of Pearson Product-moment Correlation method which is 
sensitive to extreme values [42]. Many researchers have dedicated 
to the study of data quality assessment and several methodology 
and techniques have been proposed and applied into practice. For 
example, Batini et al. [43] described and compared thirteen 
different methodologies of data quality assessment and further 
identified open problems in data quality.  

Maintenance data quality, for the reason of its’ intrinsic 
complexity, has not been discussed adequately in the prior 
research [44]. Maintenance data in various information systems 
can be incomplete, noisy and inconsistent, due to many reasons. 
For example, the concepts of personnel who built up the system 
would determine the definition of the hierarchical asset structure, 
which can differ greatly between an asset management point of 
view and a financial management perspective. Besides, other 
factors (e.g. measurement error, typing mistake, inappropriate 
work flow design, etc.) may also lead to bad data quality.  

The scope of maintenance data has been broadened from the 
perspective of Big Data. Emails, webpages, log files, images, 
videos and other semi-structured or unstructured data may be even 
more chaotic due to the loosened structure. If an organization has 
substituted RDBMS with any NoSQL databases, the schema-free 
design might lead to more impure data unless inputting data are 
strictly verified and regulated in the application programs. For 
example, the dynamic schema in MongoDB (a document NoSQL 
database) allows documents (rows) in the same collection (table) 
have different set of fields (columns) or structure, and common 
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fields (columns) in a collection’s (table) documents (rows) may 
hold different types of data [45]. With the rising attention to 
unstructured and semi-structured data in the context of Big Data 
mining, assessment techniques to data quality are becoming 
increasingly complex [43]. It is worthwhile to conduct a 
comprehensive assessment to the data quality problem then 
suggest how to improve the data governance policy.  

3.3 Phase 3: Data preparation 
The data preparation phase covers all activities to construct the 
final dataset from the initial raw data [15]. In general, it is a very 
time-consuming step, usually claiming about 75% of the total data 
mining process [46]. Based upon the problem definition and 
determined data sources in the preceding steps, specific subsets of 
data are selected in this phase. Afterwards, several techniques 
(such as data transformation, data cleaning and data reduction, 
etc.) are applied to analyse raw data so as to yield quality data. 
The refined high quality data assure the accuracy of the final 
results. In corresponding to the tasks of this phase, frequently 
used techniques including data transformation, data cleaning and 
data reduction are discussed as below. 

3.3.1 Data cleaning 
In section 3.2, we have justified that maintenance data may be 
incomplete, noisy and inconsistent. Therefore data should be 
purified before feeding to the succeeding algorithms. Because of 
the necessity of expert involvement in rectifying inconsistent data, 
we will only present an overview to recent studies on handling 
missing values and outliers.  

Missing values can be frequently seen in maintenance data, either 
from the system or man-made. Multiple methods and software 
have been developed to cope with missing values [47]. Data 
imputation is one of the common approaches dealing with missing 
values without discarding possibly useful information. Usually, 
statistical techniques and machine learning algorithms lay the 
foundation for imputing absent data. In [48], different methods of 
data imputation were compared and the result showed that the 
selected machine learning algorithms have significantly 
outperformed the specified statistical techniques, yielding more 
accurate prediction. 

Outlier detection and processing is another typical approach to 
clean data. Hellerstein [49] summarized various techniques in 
cope with different types of outliers which includes univariate 
outliers, multivariate outliers, time series outliers and frequency 
outliers. Big Data tend to be sparse in high dimensional data so 
the notion of proximity loses its meaningfulness [50]. More 
robust distance functions need to be developed to detect high 
dimensional outliers. Subspace outlier detection approach was 
proposed to tackle outliers of high dimensional data and proven to 
be superior than traditional full-dimensional approach [51]. 
Another example is that an angle-based model dealing with high 
dimensional data was developed to measure variance in the angles 
between different vectors of points [52]. 

Maintenance data are multitudinous in formats. It is necessary to 
preprocess semi-structured and unstructured maintenance data 
before feeding them to models as well. In contrast with structured 
data cleaning, semi-structured data are troublesome to be dealt 
with by computers due to the complexity of human language. 

Fortunately, Natural Language Processing (NLP) has attracted 
lots of attention and been extensively studied during the past 
decade, several techniques like normalization, stemming and 
lemmatization, feature extraction, etc. are available to preprocess 
textual data [53]. Although insufficient, we can now find that 
some research  such as deep learning, aims to detect features 
from unstructured data   was reported recently [54], [55]. 

3.3.2 Data transformation 
Data transformation is the process of converting or consolidating 
raw data into required form that is appropriate for mining.  
Commonly used methods in data transformation comprise: 
smoothing, aggregation, generalization, normalization and 
attribute construction [56]. To facilitate data transformation in the 
context of Big Data, Kandel et al. [57] developed an interactively 
visual tool Wrangler, which blends a mixed-initiative user 
interface with a declarative language. Prekopcsak et al. [58] 
conducted data transformation on a data warehouse architecture  
(Apache Hive) built on top of Hadoop by using a SQL-like query 
language HiveQL. Maintenance data are messy, and thereby need 
to be transformed to a neat and orderly form. 

3.3.3 Data reduction 
Data reduction refers to techniques that can be applied to simplify 
dataset into a smaller representation without losing significant 
information [56]. Generally, mining on a reduced dataset should 
be more efficient yet result in the same or approximate analytical 
results. Five strategies for data reduction have been identified by 
Han et al. [56] including data cube aggregation, attribute subset 
selection, dimensionality reduction, numerosity reduction, 
discretization and concept hierarchy generation.  

In the eMaintenance domain, real-time sensor data are procured to 
exhibit asset health status and enable condition monitoring. High 
dimensional sensor data exert increasing pressure not only on data 
transmission and storage, but also on data analyzing because of 
the “curse of dimensionality”. Several studies have been carried 
out concerning data reduction on sensor data. The Least Mean 
Square algorithm was adopted to reduce the amount of sensor data 
to be transmitted while assuring the data could be reconstructed at 
certain accuracy [59]. A wavelet-based feature selection method 
was proposed for efficient data reduction to wireless sensor 
network in a structural health monitoring system [60]. An interval 
censoring mechanism together with a quantization method was 
applied to reduce amount of sensor data and deal with uncensored 
measurements [61] . 

3.4 Phase 4: Modeling 
In this phase, various modelling techniques are selected and 
applied and their parameters are calibrated to optimal values [15].  

Normally, several techniques can be applied to the same data 
mining problem types. For example, both Neural Networks (NN) 
and Support Vector Machines (SVM) are able to identify which 
of a set of classifications a new observation belongs to. 
Accordingly, applicable modelling techniques need to be assessed 
based on some predefined criteria, like interpretability, predictive 
accuracy and computational efficiency, which have been used as 
the criteria to evaluate different models [62]. Since plentiful 
efforts have been made on comparing various algorithms [63], 
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[64], [65], pros and cons of each individual algorithm will not be 
covered in this paper. In this section, we will mainly discuss the 
fact that Big Data technologies can be harnessed to boost the 
execution efficiency of data mining algorithms. 

Owing to the limitation of a single computer system’s physical 
memory space, execution of an algorithm to an extremely large 
dataset may be quite time-consuming, sometimes even impossible.
For instance, the learning time of the rule-based classification 
algorithm C4.5 will grow rapidly with the expansion of the 
training dataset size [66]. Hereby researchers have attempted to 
divide large dataset into subsets with a relatively small size for a 
single processor to handle then feed the subsets to algorithms for 
computing in parallel [67]. However, the architectures that enable 
the parallel execution in the past are expensive and old-fashioned 
parallel algorithms are usually lack of scalability and capacity of 
balancing load.  

With the advent of cloud computing environment and Big Data 
technologies, the high cost of parallel execution infrastructures 
which was once one of the barriers to broaden application of 
parallel execution has now been reduced [68]. As mentioned in 
section 3.2, MapReduce is a distributed programming paradigm 
proposed by Google for parallel data processing on large shared-
nothing clusters. It consists of two steps: Map and Reduce. Map 
step retrieves data from the distributed file system (e.g. HDFS), 
and then distribute the data as a set of key-value pairs to several 
computing nodes for processing. Once Map tasks are finished, the 
Reduce step begins to aggregate results with the same key that are 
generated during the Map step [40].  

There are some researchers dedicated to parallelizing and 
speeding up the execution of data mining algorithms. In 2006, 
Chu et al. [69] employed MapReduce to parallelize a series of 
learning algorithms including locally weighted linear regression, 
k-means, logistic regression, naive Bayes, SVM, ICA, PCA, 
Gaussian discriminant analysis, EM, and back propagation.  In 
2009, Wu et al. [70] proposed a new method MReC4.5 in which 
MapReduce and C4.5 algorithm were synthesized to enhance 
effectiveness of the constructed decision tree. In 2012, Geronimo 
et al. [71] developed a parallel genetic algorithm using 
MapReduce to handle massive requirements to computational 
resources in intensive search-based technique. In 2014, He et al. 
[72] introduced MapReduce to the spatial clustering algorithm 
DBSCAN which was modified to become more scalable and 
efficient. 

Computational efficiency is a significant factor to evaluate several 
applicable algorithms in a specific data mining application. By 
reviewing the existing research, we conclude that Big Data 
technologies can be applied to enhance computing efficiency of 
algorithms. Nevertheless, it is worthwhile to note that once Big 
Data technologies are utilized to parallelize tasks of algorithms, 
other potential criteria (such as scalability, load balance across 
computing nodes) must also be taken into consideration when 
evaluating a modelling technique. Additionally, to enhance 
accuracy of the data mining results, ensemble learning that utilizes 
multiple models to reduce the variance has received extensive 
concerns and studies. It has been proved to be more effective and 
accurate compared with single model learning [73].  

Although lots of researchers are devoted to improving the 
performance of data mining techniques, applications in the 

eMaintenance domain that utilize the big data technologies to 
improve algorithms’ execution efficiency and accuracy are scarce. 
To date, only one report can be found in eMaintenance field 
harnessing Big Data technology to parallelize tasks of data mining 
algorithms, i.e., Arshdeep et al. [12] adopted MapReduce to 
analyse machine sensor data to create and update case-base for 
fault detection.  

3.5 Phase 5: Evaluation 
At this stage the model (or models) obtained are more thoroughly 
evaluated and the steps executed to construct the model are 
reviewed to be certain it properly achieves the business objectives 
[15]. The tasks in this phase ensure that the data miner is heading 
for the right direction and getting closer to the business objectives, 
and thus vital to the whole data mining process.  

In the context of the eMaintenance domain, prediction is a very 
common issue (such as failure prognosis) by resorting to data 
mining. Traditionally, a prediction model randomly samples from 
populations and measures performance in terms of mean error, 
either error rates or distance [74]. To evaluate a prediction model 
under the massive data circumstance, datasets are usually split 
into three subsets: training set, cross-validation set and testing set. 
How well the trained model fits to the testing set become the 
criterion to appraise the performance of a model. Since numerous 
studies have been done on evaluating performance of models [74], 
the details of which will not be discussed in this paper. 

Generally, the obtained outcomes need to be reviewed and 
examined to check whether predetermined data mining objectives 
have been achieved. Moreover, as the range of maintenance data 
has been expanded to a broader scope, some unexpected yet 
interesting results might arise during the preceding phases. 
Therefore prior steps might need to be executed back-and-forth if 
necessary. Owing to the concrete tasks in this phase are highly 
dependent on the concerned data mining problem and could also 
vary from project to project, we will not go deep into other tasks 
in this phase. 

3.6 Phase 6: Deployment 
Creation of the model is generally not the end of a data-mining 
project. Even if the purpose of the model is to discover valuable 
knowledge from the chaos of data, the gained knowledge need to 
be organized and presented in a way that the end-user can easily 
perceive and make use of it [15].  

To facilitate the deployment of data mining outcomes, data 
visualization tools are usually employed in this phase. Data 
visualization, also known as visual data exploration, is to present 
data in some visual form so that human can directly interact with 
data, draw conclusions and acquire insights into the data [75]. 
Data visualization plays an important role in the data mining 
process [76]. It enables direct involvement of domain experts and 
end-users and helps them understand the results intuitively and 
vividly.  Besides, data visualization tools can also be used in the 
“data understanding” phase to conduct a preliminary exploration 
to data. 

In the eMaintenance area, data visualization is also an 
indispensable element in supporting maintenance decision and 
even routine work. Such as, Augmented Reality (AR) applications 
were implemented in plants to assist maintenance engineers when 
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performing maintenance tasks [77]. “Big maintenance data” have 
posed a challenge to traditional reporting tools or Business 
Intelligence (BI) systems that are no longer able to accommodate 
the scale, to capture the breathtaking changes and to fit to the 
variety types of Big Data. More superior data visualization 
solutions are needed to address the characteristics of Big Data and 
fulfil its’ requirements.  

A report [78] issued by The Data Warehouse Institute (TDWI) in 
2011 indicates that Advanced Data Visualization (ADV) is a 
natural fit to Big Data analytics and has the greatest potential 
growth in the future. ADV is defined by Mohanty et al. [79] as a 
process whereby reliable data from multiple sources are 
amalgamated and visually communicated clearly and effectively 
through advanced graphical techniques.  It enables analysts to 
present the data in a holistic, dynamic, multi-dimensional, 
diversified (such as hierarchies and neural nets) way, and hereby 
end-users could embrace a better cognitive understanding to the 
extracted knowledge. In another report [80], Forrester analysts 
Boris Evelson and Noel Yuhanna identified six key capabilities of 
ADV that could differentiate it with conventional data 
visualization solutions. The six capabilities to make data 
visualization tools comparatively advanced are dynamic data 
content, visual querying, multiple-dimension and linked 
visualization, animated visualization, personalization and 
business-actionable alerts. 

As with the selection on data infrastructures and algorithms 
described in the previous sections, choosing an appropriate ADV 
tool relies on the demand of the practical application. The 
Forrester report [80] also proposed numerous criteria in terms of 
functional and technical capabilities of ADV to evaluate ADV 
platforms. The leading vendors and strong performers providing 
ADV solutions have been compared and listed in that report as 
well.  Some of the industrial applications have already applied 
ADV to their eMaintenance solutions to support maintenance 
decision-making. For example, Blanes et al. [81] brought ADV 
into a fault detection and diagnosis system in the transportation 
industry. 

Just as what Forrest [82] claimed: “It would be a mistake to 
slavishly follow the data miners to the point where you have lost 
the connection to reality, just like a driver should never blindly 
follow the GPS and ignore the reality outside the window”, the 
greatest opportunity and risk lie in the last step in the path: 
applying the achieved patterns to business practice. Similarly, 
maintenance strategy can be optimized by modifying preventive 
maintenance intervals. Nevertheless, before applying these 
patterns to change operations, it is vital to examine the patterns 
which might do not make any sense and could lead to malfunction 
[37]. 

4. Challenges of Big Data mining in 
eMaintenance 
Big data lead to not only a technology revolution, but also a 
business revolution, it provides an unprecedented opportunity for 
modern society and corporations [11]. The vast majority of value 
is hidden inside the maintenance data and it is like an iceberg 
floating in the sea waiting for further exploitation and utilization. 
Nevertheless, we are still facing huge challenges in mining the 
large-scale maintenance data.  

Challenges of data mining in eMaintenance domain have been 
identified in previous research, such as, the complexity in 
selecting valuable datasets from multiple data sources [83]. From 
the Big Data point of view, the challenges consist of: 

 integrating data from diverse sources 

Industrial maintenance data with various formats are distributed 
over a multitude of sources. We can foresee that traditional 
relational database management systems will play a role for quite 
a while in the commercial database market. How to effectively 
integrate data from RDBMS, non-relational databases, documents 
and other provenances is a big challenge. 

 dealing with unstructured or semi-structured data  

With limited or even no structure, a large proportion of the 
maintenance data are troublesome to process and analyse further, 
for example, it is difficult to conduct feature selection from the 
operational sound of a critical component when mingled with 
environmental noise. 

 designing appropriate business models and algorithms 

Over the last few decades, researchers have reaped the harvest of 
high-performance models and algorithms. However, multi-
dimensional spare data, uncertain data and incomplete data can 
significantly distort the results of current algorithms. In addition, 
more advanced algorithms are required to tackle with unstructured 
or semi-structured data. Big Data have raised arduous 
requirements to algorithm design in terms of high scalability, 
error-tolerance, efficiency, and so forth.  

Aside from above challenges, how to make data mining results 
easier to understand and act upon is yet another valuable and 
challenging topic. The research [84] indicates that the leading 
obstacle for organizations to extensively adopt analytics is lack of 
understanding to how to use analytics to improve the business 
rather than concerns with data and technology.  

5. Conclusions 
In this paper, we analysed the features of maintenance data, then 
proposed that maintenance data possess the three basic 
characteristics of Big Data: huge volume, rapid velocity and vast 
variety. Therefore traditional cognition to what maintenance data 
really are should be escalated to a higher and wider level. By 
reviewing existing literatures, we found that the attempts taken to 
utilize Big Data technologies so as to facilitate data mining in the 
eMaintenance field are limited both in number and scope. 
Subsequently, potential eMaintenance solutions, as summarized 
below, of applying Big Data technologies to maintenance data 
mining were explored in each phase of the CRISP-DM framework. 
Finally, challenges of Big Data mining in eMaintenance are 
discussed. 

 Maintenance data storage 

NoSQL data stores can play a significant role in storing 
humongous unstructured maintenance data with its highly 
scalable capacity and coping with the dynamically changed 
user requirements through its’ schema-free pattern. 

 Maintenance data analysis 
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Advancement in Artificial Intelligence (AI) and statistical 
approaches are paving the way for distilling useful 
information from maintenance data and supporting 
maintenance decision-making. Notably, some particular 
techniques like text mining, NLP, deep learning are now 
being intensively studied and may be employed to process 
unstructured or semi-structured data in the eMaintenance 
domain.  

 Maintenance data computing 

Distributed computing approaches like MapReduce model 
can be utilized to enhance the execution efficiency of 
complex algorithms when dealing with huge amount of 
maintenance data. 

 Maintenance data visualization 

Advanced data visualization tools are able to provide a vivid 
and timely interaction between data and analysts, and hence 
could efficiently transmit extracted patterns to end-users. 

In summary, data mining in eMaintenance could be one of the 
most potential applications harnessing Big Data technologies. We 
are just at the initial stage of looking into these big maintenance 
data then extracting interesting and valuable patterns that lead to 
effective maintenance decision support. It is possible and 
imperative to leverage Big Data technologies to assist data mining 
for better eMaintenance support. 
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ABSTRACT 

The accuracy of traditional anomaly detection techniques implemented on full-dimensional spaces degrades significantly as dimensionality 
increases, thereby hampering many real-world applications. This work proposes an approach to selecting meaningful feature subspace and 
conducting anomaly detection in the corresponding subspace projection. The aim is to maintain the detection accuracy in high-dimensional 
circumstances. The suggested approach assesses the angle between all pairs of two lines for one specific anomaly candidate: the first line is 
connected by the relevant data point and the center of its adjacent points; the other line is one of the axis-parallel lines. Those dimensions 
which have a relatively small angle with the first line are then chosen to constitute the axis-parallel subspace for the candidate. Next, a 
normalized Mahalanobis distance is introduced to measure the local outlier-ness of an object in the subspace projection. To 
comprehensively compare the proposed algorithm with several existing anomaly detection techniques, we constructed artificial datasets 
with various high-dimensional settings and found the algorithm displayed superior accuracy. A further experiment on an industrial dataset 
demonstrated the applicability of the proposed algorithm in fault detection tasks and highlighted another of its merits, namely, to provide 
preliminary interpretation of abnormality through feature ordering in relevant subspaces. 

Keywords: Big data analytics, anomaly detection, high-dimensional data, fault detection 

Acronyms 
ABOD Angle-Based Outlier Detection MSPC Multivariate Statistical Process Control 

ABSAD Angle-Based Subspace Anomaly Detection PCA Principal Component Analysis 
ANN Artificial Neuron Network ROC Receiver Operating Characteristic 
AUC Area Under Curve SNN Shared Nearest Neighbors 

CMMS Computerized Maintenance Management System SOD Subspace Outlier Detection 
FCM Fuzzy C-Means SOE System Operating/Environmental (data) 
FPR False Positive Rate SPE Squared Prediction Error 
ICA Independent Component Analysis SVM Support Vector Machine 
LOF Local Outlier Factor TPR True Positive Rate 

1. INTRODUCTION 

Increasing attention is being devoted to Big Data Analytics and its attempt to extract information, knowledge and wisdom 
from Big Data. In the literature, the concept of Big Data is mainly characterized by the three “Vs” (Volume, Velocity and 
Variety) [1] together with “c” to denote “complexity” [2]. High dimensionality, one measure of the volume of data (the other 
measure being instance size) [3], presents a challenge to Big Data Analytics in industry. For example, high dimensionality 
has been recognized as the distinguishing feature of modern field reliability data (incl. System Operating/Environmental data, 
or SOE data), i.e. periodically generated large vectors of dynamic covariate values [4]. Due to the “curse of dimensionality”, 
it has also been regarded as the primary complexity of multivariate analysis and covariate-response analysis in reliability 
applications [5], [6].  

Anomaly detection, also called outlier detection, aims to detect observations which deviate so much from others that they are 
suspected of being generated by different mechanisms [7]. Efficient detection of such outliers can help, in a timely way, to 
rectify faulty behavior of a system and, consequently, to avoid losses. In view of this, anomaly detection techniques have 
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been applied to various fields, including industrial fault detection, network intrusion detection and so forth [8]–[10]. High 
dimensionality complicates anomaly detection tasks because the degree of data abnormality in relevant dimensions can be 
obscured or even masked by irrelevant dimensions [5], [11], [12]. For instance, in an industrial case (see Subsection 4.2), 
when detecting the fault “cavitation” in a hydro-turbine, many irrelevant dimensions (e.g. “hydraulic oil level” and “output 
power”) can easily conceal signals relevant to this anomaly (e.g. “substructure vibration”) and impede the discovery of the 
fault. Moreover, outliers are very similar to normal objects in high-dimensional spaces from the perspective of both 
probability and distance [5]. The use of traditional techniques to conduct anomaly detection in full-dimensional spaces is 
problematic, as anomalies normally appear in a small subset of all the dimensions.  

Industrial fault detection aims to identify defective states of a process in complex industrial systems, subsystems and 
components. Early discovery of system faults may ensure the reliability and safety of industrial systems and reduce the risk 
of unplanned breakdown [13], [14]. Fault detection is a vital component of an Integrated Systems Health Management 
system; it has been considered as one of the most promising applications wherein reliability meets Big Data [4]. From the 
data processing point of view, methods of fault detection can be classified into three categories: i) model-based, online, data-
driven methods; ii) signal-based methods; and iii) knowledge-based, history data-driven methods [13]. Given the complexity 
of modern systems, it is too complicated to explicitly represent the real process with models or to define the signal patterns of 
the system process. Thus, knowledge-based fault detection methods, which intend to acquire underlying knowledge from 
large amounts of empirical data, are more desirable than other methods [13]. Existing knowledge-based fault detection 
methods can be further divided into supervised and unsupervised ones, depending on whether the raw data have been labeled 
or not, i.e. indicating whether the states of the system process in historical data are normal or faulty. Generally, supervised 
learning methods like Support Vector Machine (SVM), Fuzzy C-Means (FCM), Artificial Neural Network (ANN), and 
several others can provide reasonably accurate results in detecting or even isolating the hidden faults [9], [15]. However, 
when there is a lack of sufficient labeled data, often the case in reality, fault detection often resorts to unsupervised methods. 
In unsupervised fault detection methods, normal operating conditions are modeled beforehand, and faults are detected as 
deviations from the normal behavior. A variety of unsupervised learning algorithms have been adopted for this purpose, such 
as Deep Belief Network,  Nearest Neighbors, and other clustering-based methods [16], [17], but few have tackled the 
challenges of high-dimensional datasets. 

Other types of Multivariate Statistical Process Control (MSPC) methods, including Principal Component Analysis (PCA) and 
Independent Component Analysis (ICA), have also been widely used in fault detection [18], [19]. But PCA-based models 
assume multivariate normality of the in-control data, while ICA-based models assume that latent variables are non-Gaussian 
distributed [20], [21]. Both MSPC methods make strong assumptions about the specific data distributions, thereby limiting 
their performance in real-world applications [22]. Moreover, although PCA and ICA can reduce dimensions and extract 
information from high-dimensional datasets, their original purpose was not to detect anomalies. Further research has 
confirmed PCA-based models are not sensitive to faults occurring on the component level [23]. To improve this, several 
studies have integrated MSPC methods with assumption-free techniques, such as the density-based Local Outlier Factor 
(LOF) approach [22], [24]. Though better accuracy has been reported, LOF still suffers from the “curse of dimensionality”, 
i.e. the accuracy of LOF implemented on full-dimensional spaces degrades as dimensionality increases, as will be shown in 
Subsection 4.1. 



3 

 

Although in many industrial applications for fault detection, detecting anomalies from high-dimensional data remains 
relatively under-explored, several theoretical studies (see Section 2 for a review) have started to probe this issue, including, 
for example, subspace anomaly detection by random projection or heuristic searches over subspaces. These methods, 
however, are either arbitrary in selecting subspaces or computationally intensive. 

To deal with the aforementioned challenges, this paper proposes an approach to selecting meaningful feature subspace and 
conducting anomaly detection in the corresponding subspace projection. The aim is to maintain the detection accuracy in 
high-dimensional circumstances. The suggested approach assesses the angle between all pairs of two lines for one anomaly 
candidate: the first line is connected by the concerned data point and the center of its adjacent points; the other is one of the 
axis-parallel lines. The dimensions, which have a relatively small angle with the first line, are then chosen to constitute the 
axis-parallel subspace of the anomaly candidate. Next, a normalized Mahalanobis distance is introduced to measure the local 
outlier-ness of the data point in the subspace projection and a consolidated algorithm integrating the above steps is proposed. 
The algorithm yields an outlier score for a specific data instance and also outputs a feature ordering list indicating the degree 
of deviation at each individual dimension. This feature ordering in relevant subspaces can be leveraged to give a preliminary 
explanation for data abnormality. A comprehensive evaluation of the algorithm is investigated through synthetic datasets and 
an industrial fault detection dataset. The reasons for using synthetic datasets are the following: i) to compare the suggested 
algorithm with other alternatives and examine their performance under various dimensionality settings, the dimensionality of 
the dataset should be adjustable; ii) to verify whether the proposed algorithm can select meaningful subspace on which 
anomalies deviate significantly from their neighboring points, the exact position of anomaly-relevant attributes need to be 
known in advance. Neither requirement can be easily met by real-world datasets. 

The rest of this paper proceeds as follows. In Section 2, we briefly review existing anomaly detection techniques, especially 
subspace anomaly detection approaches, and discuss the challenge posed by high dimensionality. In Section 3, we illustrate 
the Angle-Based Subspace Anomaly Detection (ABSAD) algorithm, especially the process of selecting relevant subspace, in 
detail. The proposed algorithm is evaluated on both synthetic datasets and an industrial fault detection dataset in Section 4; 
we also compare our algorithm with other alternatives. Finally, Sections 5 and 6 comprise discussions and conclusions 
respectively. 

2. Overview of anomaly detection techniques 

In this section, we firstly introduce the taxonomy of anomaly detection techniques and confine the scope of this study. 
Afterwards, we review related literature and find the gap, and then elucidate the main motivation of this paper. 

2.1 Taxonomy of anomaly detection techniques 

A few surveys regarding anomaly detection have been conducted: some of them have reviewed different types of anomaly 
detection techniques [25]; some have focused on applications in different domains [26]; while others were targeted at solving 
special problems (e.g. high-dimensional data) [12]. According to these surveys, anomaly detection techniques can be roughly 
classified into different categories, as shown in Figure 1, including: supervised versus unsupervised, depending on whether 
the raw data are labeled or not; global versus local, depending on the size of the reference set; and full-space versus subspace, 
depending on the number of considered attributes when defining anomalies. On the other hand, corresponding to the 
theoretical origin, anomaly detection techniques can be divided into statistical, classification-based, nearest-neighbor-based, 
clustering-based, information theoretical, spectral models, and so on.  
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In this paper, we consider unsupervised subspace anomaly detection for high-dimensional continuous data in a local sense. 
The reason of selecting this combination of models is explained as follows.  

 

Figure 1: Taxonomy of anomaly detection techniques 

1) Supervised versus unsupervised 
In an ordinary binary classification problem, supervised algorithms need plentiful positive (abnormal) and negative (normal) 
data to learn the underlying generating mechanisms of different classes of data. However, for most anomaly detection 
applications, abnormal data are generally insufficient [23]. This problem becomes worse as dimensionality increases. In order 
to show this, we take the same example given in [5] which states that even a huge training set of a trillion examples only 
covers a fraction of 10-18 of a moderate 100-dimensional input space. In addition, though supervised algorithms typically 
have high accuracy in detecting anomalies that have occurred before, they are not good at detecting anomalies that have 
never happened before.  

2) Global versus local 
Global and local anomaly detection models differ in the scope of reference objects which one particular point may deviate 
from. In the former case, the reference objects are a subset (e.g.  nearest neighbors) of all the data instances, while in the 
latter case (e.g. the angle-based outlier detection technique) the whole dataset is taken into account [27], [28]. A formal 
definition of a local outlier was given in [29] and the problems of evaluating the outlier-ness of a point from a global view 
were also discussed in that paper. For many real-world datasets, which have a complex structure, data are generated by 
various mechanisms. This is especially true for high-dimensional datasets in which a certain generating mechanism can 
normally affect only a subset of all the attributes. Under such circumstances, local outlier detection techniques are usually 
preferred over global ones in terms of accuracy [28]. 

3) Full-space versus subspace 
In high-dimensional spaces, the degree of deviation in some attributes may be obscured or covered by other irrelevant 
attributes [5], [11], [12]. To explain this, we look at a toy example as follows. In Figure 2 (a), randomly generated samples 
are plotted in a three-dimensional coordinate system. An outlier is placed in the dataset and marked as a red cross. The outlier 
behaves normally in axis  and  as indicated in Figure 2 (b) but deviates significantly from other points in the  axis as 
shown in Figure 2 (c). From the perspective of distance, the fact that the outlier lies close to the cluster center in the  and  
dimensions compensates for the deviation of the outlier from the center of the  dimension. On the other hand, from the 
perspective of probability, the high likelihood of the value occurrence of the outlier in the  and  dimensions counteracts the 
low probability of abnormal value occurrence in the  axis to some extent. Consequently, neither distance-based approaches 
nor statistical models can effectively detect the severity of abnormality in the relevant subspace, namely the  dimension in 
this example. This effect of sunken abnormality becomes more severe as the number of irrelevant dimensions increases. As 

Criteria basis:

Categories:

Anomaly detection techniques

The number of features an 
anomaly defined on 

Supervised Unsupervised

The size of the reference set

Global Local Full-space Subspace

Labeled/Unlabeled raw data
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identified in [11], [12], when the ratio of relevant and irrelevant attributes is high, traditional outlier detection techniques can 
still work even in a very high-dimensional setting. However, a low ratio of relevant and irrelevant attributes may greatly 
impede the separability of different data-generating mechanisms, and hence lead to the deterioration of traditional anomaly 
detection techniques implemented on full-dimensional spaces. In light of this consideration, researchers have started to probe 
into subspace anomaly detection techniques recently.  

 

Figure 2: Irrelevant attributes x and y conceal the deviation in relevant dimension z 

2.2 Model analysis of anomaly detection 

A large portion of unsupervised anomaly detection techniques are distance-based or density-based [20]. An example of the 
distance-based models is the algorithm ( , ). In that algorithm an object is claimed to be an outlier if there are at least  
percentage of other points in the dataset which have distance greater than  from the object [27]. However, distanced-based 
approaches cannot effectively detect outliers from datasets with various densities [29]. Thus, another type of approach 
measuring local density of points was proposed. One of the best-known and most popular density-based approaches is Local 
Outlier Factor (LOF). The LOF approach computes the average ratio of the local reachability density of a point and those of 
the point’s nearest neighbors [29]. However, in a broad range of data distributions, distances between pairwise data points 
concentrate to a certain level as dimensionality increases, i.e. the distance-based nearest neighbor approaches the farthest 
neighbor [30]. The loss of contrast in distance measurement leads to the concept of proximity and neighborhood in high-
dimensional spaces becoming less meaningful [30], which undermines the theoretical basis that most of the distance-based 
and density-based anomaly detection approaches rely on. In addition, for the type of local outlier detection models, it is 
difficult to define an appropriate reference set that can precisely reflect the locality of an object in high-dimensional spaces.  

To alleviate the drawbacks of distance-based models in high-dimensional spaces, a relatively stable metric in high-
dimensional spaces – angle – was used in anomaly detection [28], [31]. The Angle-Based Outlier Detection (ABOD) 
approach measures the variance in the angles between the difference vectors of a data point to the other points. Normal 
objects lying inside a cluster always have a large value of such variance, whereas outliers typically have very small variance 
in the angles. Even though the authors claimed that ABOD can alleviate the effect of the “curse of dimensionality” and 
perform well on high-dimensional datasets, the performance of ABOD implemented on full-dimensional spaces still 
deteriorates significantly as dimensionality increases, as will be shown in Subsection 4.1.  

The first acknowledged subspace anomaly detection approach for high-dimensional data [32] adopted a grid-based (equi-
depth) subspace clustering method, where outliers were searched for in sparse hyper-cuboids rather than dense ones. An 
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evolutionary search (i.e. genetic algorithm) strategy was employed to find sparse grid cells in subspaces. Another feature-
bagging technique was used to randomly select subsets from the full-dimensional attributes [33]. Together with some state-
of-the-art anomaly detection algorithms, outlier scores in this approach were consolidated in the final step. The major 
shortcoming of the above two techniques is that the process of selecting subspaces was somewhat arbitrary and a meaningful 
interpretation as to why a data point is claimed to be an outlier was missing.  

To address the above issue, Kriegel et al. proposed the Subspace Outlier Detection (SOD) algorithm, in which for a specific 
point, variance over different dimensions of the reference set was evaluated [34]. Those dimensions with relatively lower 
variance were retained to constitute the subspace. Even though it was claimed that the accuracy of SOD in detecting outliers 
is high, the true positive rate (TPR) is very prone to be reduced if feature scaling is performed beforehand. Another grid-
based (equi-width) approach explored subspaces through constructing two bounding constraints, which were defined by 
information entropy and the density of hypercubes respectively [35]. The algorithm can handle categorical and continuous 
data simultaneously but suffers from high computational complexity. Moreover, the grid-based segmentation may result in 
outliers being partitioned into the same hypercube as normal data objects and hence hamper the detection of outliers.  

In a -dimensional space, there are 2  possible subsets of attributes, i.e. subspaces. The number of possible subspaces grows 
exponentially with increasing dimensionality. Owing to this combinatorial explosion, exhaustive search over subspaces 
cannot scale well to high dimensionalities. How to effectively select a meaningful subspace for anomaly detection is still an 
open research question, which leads to the main motivation of this paper.  

3. Angle-based subspace anomaly detection 

This section firstly elucidates the model assumption, and then introduces the general idea and the process of the ABSAD 
approach. Afterwards, we elaborate the three main steps of the approach: derivation of reference sets, selection of relevant 
subspaces and computation to the local outlier score in subspaces. Finally, we consolidate all the steps into a unified 
algorithm and discuss the choice of input parameters and time complexity of the algorithm. 

3.1 Model assumption 

The separability of different mechanisms may not necessarily depend on the amount of data dimensionality, but instead on 
the ratio of relevant versus irrelevant attributes [11]. In those cases where the relevant attributes account for a large 
proportion of the whole dimensions, the separability among different mechanisms tends to increase, which means traditional 
techniques are still valid and may work even better in high-dimensional spaces. Conversely, when relevant attributes are in a 
minority of the whole dimensions, the curse of dimensionality would hinder anomaly detection tasks. This paper attempts to 
address the problem of the latter case. Hereinafter, we assume in this paper the number of anomaly-relevant attributes is in a 
minority of all the attributes. 

3.2 General idea 

The main purpose of this paper is to compute the degree of deviation of a data point from its neighboring points (i.e. local 
outlier-ness) in a meaningful subspace rather than in the full-dimensional space. The subspace is said to be meaningful in the 
sense that it should be able to capture most of the information with regard to the discordance of an object to its adjacent data 
instances. By evaluating vectorial angles, we project high-dimensional data onto a lower dimensional axis-parallel subspace 
that can retain a large portion of a point’s local outlier-ness. Subsequently, for each data instance, the degree of deviation 
from its neighborhood is evaluated on the obtained subspace. And an outlier score is assigned to each of these data points 
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indicating whether the point is an outlier or not. Furthermore, the degree of deviation on each retained dimension for any 
potential outliers will also serve as a part of the output.  

In the following, we define a ×  matrix  (  ) as the design matrix. Each row of the matrix represents a data point 
(also called as data instance, object or observation) in a -dimensional feature space , where = {1, … , } and 2. The 
objective of this approach is essentially to define a function that can map  to a real valued vector  and a matrix , i.e. 

: ( , ), where ( ) is the th point’s local outlier score and ( ) contains a set of relevant dimensions of the th 
point. To calculate the local outlier-ness of a particular data point , a set of reference points ( ) of  need to be specified 
in advance. The set ( ) reflects the notion of locality. Additionally, a distance metric ( , ) (e.g. one of the  norms) 
measuring the distance between any two points  and  is required when deriving the set ( ). 

Nomenclature 
X design matrix Greek symbols 

 number of data points (rows) in    acute angle between line  and  axis 

 number of dimensions (columns) in   acute angle between line  and  axis 

 the set of feature space {1, … , }  angle between a projected line and one of the 
axes in the retained subspace 

 vector of local outlier scores  a row vector, containing the column-wise 
standard deviation of the design matrix 

 matrix consists of the retained subspaces and local 
outlier score on each retained dimension  a significantly small positive quantity 

 the th data point (row) in   an axis-parallel unit vector  

 the th element of a vector, or the th dimension 
(column) of a matrix, or the retained subspace  Input parameter for selecting relevant subspace 

 vector representation of a point   covariance matrix of a set of points 
 a data point (outlier candidate) Accents a 
 a set of reference points of a point   mean vector of a matrix 

 data point represents the geometric center of all the 
points in ( )  vector representation of a line 

 line connected by two points (e.g.  and ) Superscripts 
  nearest neighbor list of a point   a normalized matrix (e.g. ) 

 
similarity value of two points derived by the SNN 
method  transpose of a vector or a matrix 

  nearest neighbor list of a point derived by the SNN 
method  inverse of a matrix 

 , ( )  
average absolute value of cosine between line  and 
the th axis in all possible combinations of the two-
dimensional spaces ( , ), where \{ } 

# 
a non-zero scalar quantity obtained by zero-
value replacement (e.g. # = 10-5, if  = 0) 

 number of retained dimensions of a point   
one of the remainder dimensions of the 
original feature space excluding a specific 
dimension (e.g. j- N\{j}) 

 threshold for singling out large  values  projection of point, set of points or line on the 
retained subspace (e.g. ( ) ) 

a The symbol  denotes a placeholder 

Now we will discuss the general idea as to which dimensions should be retained to constitute the subspace to project the 
original data on. The example shown in Figure 3 gives us an intuition in selecting relevant subspaces. In a two-dimensional 
Cartesian coordinate system as shown in Figure 3 (a), the set ( ) (enclosed by an ellipse) contains the nearest neighbors of 
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an outlier candidate  (black cross). In Figure 3 (b), the geometrical center of ( )  is calculated and represented by the 
point  (red circle). Points  and  are connected to form the line  (red solid line). In considering which of the two 
dimensions (  and y)  deviates significantly from its reference points, we can evaluate the angle  between line  and  axis, 
and  between line  and  axis accordingly (both  and  are acute angle). Intuitively, the dimension which has a fairly 
small angle with line  should be retained as the relevant subspace. In this case, angle  is small indicating that line  is nearly 
parallel to the  axis, whereas  is markedly larger in the sense that line  is almost perpendicular to he  axis. Consequently, 
the dimension on  axis is retained and the dimension on  axis is excluded in the subspace. Now, as shown in Figure 3 (c), 
we can project the original data points onto the  axis and compute the local outlier-ness of  in this subspace. The 
generalization of selecting relevant subspaces in high-dimensional spaces and the concrete method of calculating local outlier 
score will be described in the subsequent sections. 

 

Figure 3: Intuition of finding relevant subspace and subspace projection 

The process of the proposed approach is as illustrated in Figure 4. The first step, data preparation, usually encompasses data 
acquisition, data cleaning, feature selection and other preprocessing procedures. The complexity of this step mainly depends 
on the quality of the collected raw data. The last step, reporting anomalies, also rests with the requirements of the specific 
application because there is always a trade-off between false alarm rate and detection rate for unsupervised classification 
problems. Since these two steps are highly dependent on the concrete applications and plentiful studies have been done 
specifically on these topics, we will instead mainly focus on the core part of the approach (enclosed by the outer box in 
Figure 4) in the remainder of this section.  

The feature normalization (or feature scaling) step is to standardize the range of values stored in different features. It is 
necessary to alleviate the impact exerted by different scales of features. For example, in a real-life problem, different 
measurements may have different units that could result in diverse scales (such as revolving speed having “rpm” as its unit, 
whereas displacement is measured in “mm”). Those features with mean or variance that are orders of magnitude larger than 
others are likely to dominate succeeding computations. Here in the anomaly detection applications, we recommend the use of 
the Z-score normalization instead of Min-Max scaling for the reason that the latter may suppress the effect of outliers which 
is inconsistent with our intention. The Z-score method normalizes the design matrix  to a dimensionless matrix  with zero 
mean and unit variance. The th row of  can be calculated as follows: 

 
( ) =

( )
,  for all {1,2, … , } (1) 
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where  is the column-wise mean (a row vector) of the design matrix and  is the column-wise standard deviation (also a row 
vector) of the design matrix.  

The remaining main steps of the approach are basically in line with the example shown in Figure 3, and we will elaborate 
these three steps in detail in the next three subsections (see Subsections 3.3, 3.4 and 3.5). 

 

Figure 4: Process of the angle-based subspace anomaly detection approach 

3.3 Derivation of reference sets 

Although local outlier detection techniques are more favorable than global ones in terms of accuracy in complex datasets, an 
additional step needs to be performed to define the implication of locality, i.e. to determine the set of reference points [28]. In 
low-dimensional spaces, distance-based measures are frequently used to explore the vicinity of a particular point. However, 
as stated before, in high-dimensional spaces, notions like proximity, distance, or neighborhood become less meaningful as 
dimensionality increases. To cope with this problem, an alternative series of methods, which introduce a secondary measure 
based on the rankings of data instances produced by a primary similarity measure, were proposed. Among these methods, the 
Shared Nearest Neighbors (SNN) approach is the most common one. The applicability of SNN in high-dimensional spaces 
has been empirically justified in [11] and it was adopted in several other related studies [28], [36].  

The main idea of the SNN method is that two points generated by the same mechanism should have more overlap in their 
nearest neighbor list, and vice versa. Specifically, SNN measures the similarity of two points as the number of common 
nearest neighbors. Prior to calculating the SNN similarity, a primary measure is needed to specify the nearest neighbors for 
all the points. The primary measure can be any traditional similarity measure (such as  norm, or the cosine measure). 
Suppose the  nearest neighbor list of point  is denoted as ( ). Notably, the ranking of data instances derived by the 
primary measure is typically still meaningful in high-dimensional spaces even though the contrast of distance measure has 
deteriorated with increasing dimensionality. Then, the SNN similarity of point  and point  can be represented as: 

 ( , ) = ( ( ) ( )) (2) 
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Here the Card function returns the cardinality of the intersection between set ( ) and ( ). Through sorting all the 
SNN similarity values of point  and other remaining points in , a secondary nearest neighbor list ( ) can be derived. 
The first  elements with largest SNN similarity values in the set ( ), i.e. ( ) , constitute the reference set ( ).  

3.4 Selection of relevant subspaces 

3.4.1 Definition of the metric “pairwise cosine” 

In the context of detecting anomalies, the selection of a meaningful subspace should retain as much discrepancy between an 
object and its neighboring points as possible. In Subsection 3.2, it is stated that when deciding if the th attribute should be 
retained as a relevant dimension of the subspace, we can evaluate the acute angle between two lines. The former is the line  
connected by an outlier candidate  and the geometrical center  of its reference set ( ), and the latter is the th axis. The 
dimensions that have a comparatively smaller angle with line  constitute the targeted axis-parallel subspace. 

To describe the process of selecting relevant subspace formally, let ( ),  denote the th axis-parallel unit vector in a -
dimensional space. Furthermore, ( ) is a × 1 column vector with the th element being one and all the remaining entries 
being zero. For example, in a five-dimensional space, the axis-parallel unit vector of the 3rd dimension (3)= [0 0 1 0 0] . 
Moreover, let  and be the vector representation of point  and  respectively, and  is the mean vector of all the points 
in ( ). Correspondingly, the vector representation of line  can be written as , and = . Here we define the th 
element of vector  as , i.e. = [ , , … , ] . 

Since a vector quantity has both magnitude and direction, the angle between two vectors can take values in the range – , . 
Instead of calculating the acute angle between two lines, it would be convenient to use a more straightforward metric, the 
absolute value of the cosine between the two corresponding vectors, to assess the relationship between two lines. We define 
cos  , ( )   as the absolute value of cosine between vector  and the th axis-parallel unit vector ( ): 

 
cos  , ( ) =

<  , ( ) >

( )
 (3) 

In the above formula, | | is the absolute value sign, < , > is the scalar product of the interior two vectors and  calculates 
the norm of the embedded vector. The absolute value of a cosine function lies in the range [0, 1]. If the metric is close to one, 
the th axis tends to be parallel to line  and should be retained in the subspace. On the contrary, if the metric is approaching 
zero, the th axis is prone to be perpendicular to line  and hence should be excluded.  

Unfortunately, pairs of random vectors in high-dimensional spaces are typically perpendicular to each other [37]. Specifically, 
the aforementioned axis-parallel unit vectors and line vector  tend to be orthogonal to each other as dimensionality increases. 
In other words, all cosines of   and  ( ),  will approach zero as n goes to infinity. To verify this, we substitute 

= [ , , … , ]  into formula (3), then we can get, 

 
cos  , ( ) =

+ + +
 (4) 

If cos  , ( ) ,  is treated as a random variable, the expectation and variance of it can be calculated as, 

 
E cos  , ( ) =

1 | | + | | + + | |

+ + +
, where  (5) 
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Var cos  , ( ) =

1 (| | + | | + + | |)

( + + + )
, where  (6) 

Then the following two propositions can be proved (see appendix). The difference of the rate of convergence indicates that 
the variance converges to zero faster than the expectation. To avoid this statistical fluctuation, an alternative way of assessing 
the angle between two lines is described subsequently. 

Proposition 1: The expectation defined in formula (5) converges to zero as  goes to infinity,  

i.e. lim E cos  , ( ) = 0, and the rate of convergence is 1/ . 

Proposition 2: The variance defined in formula (6) converges to zero as  goes to infinity,  

i.e. lim Var cos  , ( ) = 0, and the rate of convergence is 1/ . 

Instead of measuring the cosine value of two vectors directly in a -dimensional space, we calculate the average absolute 
value of cosine between vector  and ( )  in all possible combinations of two-dimensional spaces. Here the two-
dimensional spaces comprise the th dimension and the  th dimension ( \{ } ), which is selected from all the 
remaining dimensions in . Obviously, when examining the th axis with line  , there are in total 1 pairs of two-
dimensional spaces ( , ). Further, we define a new metric  (let’s call it “pairwise cosine” in the sense that it is derived 
from two-dimensional spaces) to measure the relationship between a line and an axis in all of the two-dimensional spaces. To 
maintain a uniform notation, let  , ( )  denote the “pairwise cosine” between vector   and the th dimension: 

 
 , ( ) =

1

( 1)

< # # , [1 0] >

# # [1 0]\{ }

 (7) 

The above formula is the vector representation of the average absolute value of cosine between line  and the th axis in all 
possible combinations of the two-dimensional spaces  ( , ) , where  \{ } . In order to avoid a zero denominator, 
elements in vector  that are equal to zero are substituted by a significantly small positive quantity  (e.g. 10 ), i.e. 

# =
, if 0

, otherwise
            for all   

Through simplification, formula (7) can be written as: 

 
 , ( ) =

1

( 1)

#

# + #\{ }

 (8) 

As with the absolute value of cosine in formula (3), the larger the metric  is, the more we should include the 
corresponding dimension in the subspace, and vice versa. Although this very rarely happens in high-dimensional spaces, an 
exceptional case arises when vector  is a zero vector, i.e. vector  and  are equivalent or point  and  are overlapping. 
Intuitively, if point  is exactly the same with the geometric center of its adjacent points, it should not be considered as an 
outlier. Thus, no subspace should be derived for this point and its outlier score should be zero indicating that it is not 
abnormal in a local sense.  
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3.4.2 Asymptotic property of the metric “pairwise cosine” 

Now we will discuss the expectation and variance of metric “pairwise cosine”. Again, if  , ( ) ,  is regarded 
as a random variable, its expectation will be as follows: 

E  , ( ) =
1

( 1)

# + #

# + #,

  (9) 

Notice that  is basically the average absolute value of cosine, and it naturally lies in the range [0, 1]. Therefore, we have 
the following proposition (proof is provided in the appendix). 

Proposition 3: The expectation in formula (9) lies in the interval (1 2 , 2 2] and does not depend on the magnitude of 
dimensionality. 

Besides, the expectation and variance of  tend to be asymptotically stable along with the increase of dimensionality. As 
shown by a) and b) in Figure 5, the mean of  that is derived from a uniformly distributed dataset and a normally 
distributed dataset, both with 10  samples, are plotted against increasing dimensionalities and gradually converge to a value 
around 0.65 (not exactly). Even though the variance of this metric is analytically intractable from our knowledge, as 
demonstrated by c) and d) in Figure 5, it again tends to level off and be rather stable as dimensionality increases. Notably, the 
asymptotic property of the expectation and variance of the metric  holds even for samples with a large order of 
magnitude based on our experiments.  

 

Figure 5: Asymptotic property of expectation and variance of PCos 

3.4.3 Ability of the metric to capture correlated relevant attributes  

It is common to see the presence of correlations between attributes in real-world applications. Traditional anomaly detection 
techniques usually use decorrelation methods such as PCA to obtain a new set of orthogonal basis prior to detecting 
anomalies. Under the assumption of this paper, the metric  can capture relevant attributes even if these relevant 
attributes are correlated to each other.  
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To explain the above statement, we simply extend the two-dimensional example described in Subsection 3.2 to a multi-
dimensional case as shown in Figure 6, in which  and  are the two dimensions relevant to the abnormality of point  and 
other dimensions = {  , , … , } are irrelevant. Unlike the previous example, correlation between relevant attributes 
is introduced in this case, which can be seen from the projection of original objects on the plane spanned by the  and  
dimension. The projection of line  on the two-dimensional space ( , ) is  (the red line), and the nominal projections of 
line  on other two-dimensional spaces ( , ), ( , ), ( , ), … , ( , ) are represented by (the blue line). Since 
dimensions = {  , , … , } are irrelevant to the abnormality of point  from its surrounding points, we can postulate 
that most of the lines  tend to be approximately orthogonal to axis , thereby being parallel to axis . To calculate the 

 value between line  and the  axis, we need to average all the absolute values of cosines between line 
, , , … ,  and axis  in the corresponding two-dimensional spaces. The existence of correlation between 

relevant attributes may lead to a small cosine value between line  and the x axis in the two-dimensional space ( , ). But 
the cosine values between , , … ,  and axis  in other two-dimensional spaces should be large, and hence raise the 
value of  value between line  and the  axis. Based upon the assumption that relevant attributes are in a minority of all 
the dimensions, we can expect to accurately locate anomaly-relevant attributes by using the proposed metric even though 
there are correlations between these attributes. 

 

Figure 6: An illustration to the capability of the metric “pairwise cosine” to capture correlated relevant attributes 

3.4.4 Filtering step for selecting relevant dimensions 

As elaborated before, the dimensions with large  values should be incorporated into the subspace, whereas the 
dimensions with small  values should be excluded. For each data point in the dataset , there is one particular line  and 
we can obtain  different values of  between vector  and diverse dimensions by applying formula (8) iteratively. It has 
been justified that  is a relatively robust metric in high-dimensional spaces, so for a specific data point we can single out 
those large  values by setting a threshold  as below. 

 
= (1 + )

1
 , ( )  (10) 
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Here,  is an input parameter lying in [0, 1), and the right part of the multiplier in formula (10) is the average  over all 
the dimensions. Those dimensions with a  value greater than  are retained to constitute the relevant subspace for a 
specific data point. Further, we can save the obtained subspace index into , which is a ×  matrix. Concretely, the th row 
of the matrix ( ) stores the relevant subspace of the corresponding th data point, and the th column defines whether the th 
attribute should be retained. We suppose ( )( ) locates to the cell of the th row and the th column. If we are considering the 
th data point, and the th attribute is singled out to be retained, then ( )( ) = 1, otherwise ( )( ) = 0.  

3.5 Computation to local outlier-ness in subspaces 

After going through the process of selecting relevant subspace for each data point, we might find that some of the points do 
not have any relevant attributes retained as a part of the subspace. In other words, when the th point conforms to this 
situation, ( )( ) equals to zero for all . This circumstance shows that the th point does not significantly deviate from 
its neighbors in any subsets of all the dimensions. To explain this, we can imagine that if a point does deviate from its 
neighbors in a subset of all the attributes, there should be some extreme values in the “pairwise cosine” that would be 
captured by the filtering step. Thus, for those points with no subspace to project on, we simply set the outlier score to zero. 

In the following, we describe how to measure the local outlier-less of a data point in its subspace. Normally, some state-of-
the-art techniques (e.g. distance-based, density-based, statistical models) which can effectively and efficiently detect 
anomalies in low-dimensional spaces are employed to calculate the overall outlier-ness at this stage. For example, in the SOD 
algorithm [34], Euclidean distance is utilized to calculate the local outlier-ness of a point in the subspace projection. 
Generally, these methods are also applicable in our algorithm and can perform well if the outlier score is normalized in a 
good manner. However, a single outlier score can neither reveal the degree of deviation in each individual dimension for an 
outlier nor provide a rank to the degree of deviation in these dimensions. Hereinafter, we compute the local outlier-ness of an 
outlier candidate in two steps: measure the overall local outlier score; calculate its degree of deviation on each individual 
dimension of the obtained subspace. By doing so, not only a comprehensive outlier score can be derived but also a 
preliminary interpretation as to why a point is classified as an outlier can be provided. 

1) Overall local outlier score 
Due to the possible existence of correlation between the retained dimensions, we introduce a normalized Mahalanobis 
distance to measure the overall local outlier score in the subspace for a specific data point. Firstly, let ( )  be the vector 
representation (a row vector) of the th normalized point’s projection on the retained subspace, and ( )  denotes the set of 
the projected reference points of the original reference points ( ) on the retained subspace. Secondly, the mean vector of 
the reference point’s projection is denoted as ( )  (also a row vector), and the inverse of the covariance matrix of the 
projected reference points ( )  is ( ) . Further, let ( ) denote the number of retained dimensions for the th data point. 
Then the local outlier score for the th point ( ) is defined as follows: 

 
( ) =

1

( )
( ( ) ( ) ) ( ) ( ( ) ( ) )  (11) 

In formula (11), the right side of the multiplier is essentially the Mahalanobis distance from the normalized point  to its 
reference points in the subspace projection. Essentially, the local outlier score for the th point ( ) is the Mahalanobis 
distance in the retained subspace normalized by the number of retained dimensions.  

Notably, for the covariance matrix of the projected reference points ( )  to be invertible, the covariance matrix should be 
non-singular. The non-singularity of the covariance matrix relies on the following three prerequisites: i) in the data 
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preparation step, feature selection has eliminated redundant attributes resulting in the retained dimensions in the subspace not 
being highly correlated; ii) we assumed that the anomaly-relevant attributes are in a minority of all the dimensions in 
Subsection 3.1 and the process of selecting relevant subspaces described in Subsection 3.4.4 should filter out large amount of 
anomaly-irrelevant attributes, and hence the number of retained dimensions is small; iii) the choice of the number of 
reference points  (as will be discussed in Subsection 3.6.2) should be set large enough. The above three conditions can 
basically suffice for the non-singularity of the covariance matrix.   

2) Degree of deviation on each individual dimension 
Now we will discuss the calculation to the degree of deviation on each individual dimension of the obtained subspace. 
Intuitively, the overall local outlier score ( ) can be viewed as the length of the line connected by the th normalized 
point and its reference points in the subspace projection, i.e. the length of the line ( ) ( ) . For the th point, the degree 
of deviation on the retained th dimension ( , ) can be measured by the length of projection from the above line onto the 
th dimension in the subspace. To adhere to a consistent notation, let ( )( ) denote the th axis-parallel unit vector in the th 

point’s retained subspace and  be the angle between the line  ( ) ( )  and the th axis of the subspace. Then 
( , ) can be calculated as below, 

 
( , ) = cos ( ) ( ) =

( ) ( ) ,   ( )( )

( ) ( ) ( )( )  
( ) (12) 

The expanded form of cos ( )  in formula (12) is similar to formula (3) and the metric ( , ) is essentially to measure 
the length of the projection from one vector to another vector in the subspace. Due to the triangle inequality, the obtained 
local outlier score on each individual dimension is not comparable with the overall local outlier score. Furthermore, the 
single-dimensional local outlier score cannot be compared across different points. But for a particular data point, the 
difference of these single-dimensional local outlier scores of one point can reflect the magnitude of influence to the overall 
local outlier-ness contributed by different dimensions.  

At this stage, we are able to discern anomaly-relevant attributes from matrix  for a particular point. In the case of several 
dimensions being retained, a rank to these dimensions according to the single-dimensional local outlier score might facilitate 
further investigation as to the cause of abnormality. Therefore, an update policy applied to matrix  can be implemented after 
calculating all the local outlier scores. The update policy is described as follows:  

 
( )( ) =

( , ), if ( )( ) = 1

0, otherwise
 (13) 

Now from matrix , through ranking those non-zero elements in a row, one can provide a preliminary explanation as to why a 
data point is declared to be an anomaly. 

3.6 Model integration and discussion 

In the preceding sections, we described the main steps of the ABSAD algorithm, especially the procedure for finding relevant 
subspace by analyzing vectorial angles in high-dimensional spaces. In the following, we streamline the above steps and 
consolidate them into a unified algorithm, and then discuss the choice of input parameters and time complexity of the 
algorithm. 
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3.6.1 Model integration 

A panoramic view of the algorithm is presented in Figure 7. All of the other procedures in Figure 7 have been covered in 
previous sections except for the way of determining whether a given data point is an anomaly or not based upon its overall 
local outlier score. In general, anomaly detection can be considered as a skewed binary classification problem. Unfortunately, 
there is no deterministically accurate criterion to convert the continuous local outlier score to a binary label, namely normal 
or abnormal. The simplest way is to treat the top-most data points with the largest local outlier scores as anomalies and the 
number of anomalous points is given by the end-user. Another way is to set a threshold, and the data point which has a local 
outlier score exceeding the threshold should be regarded as an anomaly. If we have labeled data, especially some anomalous 
examples, the threshold can also be set through model selection as is frequently done in supervised learning problems. Of 
course, a classifier with reject option can also be employed here to refuse to classify any given objects as abnormal or normal. 
After all, the objective of introducing one additional threshold is to achieve higher precision and recall, i.e. to reduce the 
probability of committing both type I (false positive) and type II (false negative) error. 
 

Algorithm 1 ( , , , ) 

BEGIN 
Initialize ,   //  is a vector recording the local outlier score of all the data points,  is a matrix storing the relevant 

subspaces and degree of deviation at each individual retained dimension. 
Conduct feature normalization to , and save it to matrix ; 
Derive  nearest neighbors using a distance metric ( , ) on , and save it to matrix ; 
Derive  nearest neighbors based on  and the SNN similarity measure, and then save it to matrix ; 
FOREACH   //  is a row vector, representing the th data point 

    Calculate the mean vector of ( ), save it to vector ;  // ( ) is specified by  

    Connect point  with , form a line vector ; 
    FOREACH   //  is the set of dimension spaces {1,2, … , } 

 Compute  , ( )  and save it to the th element of vector  

    END 
    Determine the threshold  based on  and  
    Select relevant subspace, and update the th row of matrix  
    Compute ( ), and then compute ( , ) for all  in the set { | ( )( ) = 1} 
    Update ( )( ) with ( , ) when ( )( ) = 1 

END 
RETURN ( , ) 

END 

Figure 7: The angle-based subspace anomaly detection algorithm 

3.6.2 Input parameters 

As shown in Figure 7, in addition to the design matrix, the algorithm takes in three manually specified parameters. Firstly, 
parameter k specifies the number of nearest neighbors for computing SNN similarity. As with some other algorithms related 
to the SNN method,  should be set large enough so as to capture sufficient points from the same generating mechanism. As 
reported in [11], if  is chosen roughly in the range of cluster size then a considerably satisfactory performance in terms of 
defining the notion of locality can be achieved. Secondly, parameter  defines the size of the reference sets. For the same 
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reason, it should be chosen large enough but not greater than . In [11], it was shown that the performance of the SNN 
method does not degrade until the size of reference points approaches the full dataset size. Last but not least,  decides which 
dimensions should be kept as a part of the relevant subspace. It may have a great influence on selecting relevant subspace and 
hence affect the subsequent calculation of local outlier score. Generally, the lower value  is, the more dimensions will be 
included in the subspace, and vice versa. Since the aforementioned “pairwise cosine” is a relatively steady metric with regard 
to the number of dimensionalities,  can be tuned in some relatively low-dimensional space and then put into use for concrete 
applications with higher dimensionalities. In our experiment,  was set to 0.45 and 0.6 for the synthetic datasets and real-
world dataset respectively, and consistently good results were produced. So we would recommend setting the parameter  
accordingly. 

In addition, as mentioned in Subsection 3.5, the choice of  and  will directly affect subspace projection of the th points’ 
reference points ( ) , thereby deciding whether the covariance matrix ( )  is invertible or not. Concretely, the number 
of rows in the reference points ( )  is equal to  and the number of columns is negatively correlated to the parameter . 
Under the assumption that anomaly-relevant attributes take only a small portion of all the dimensions, the number of retained 
dimensions in the subspace will not be too large if an appropriate  is chosen. Together with a large enough , we can expect 
the number of rows of the reference points ( )  to be greater than the number of columns, and hence one of the necessary 
conditions for the covariance matrix ( )  to be invertible is satisfied. 

3.6.3 Time complexity 

Now we will discuss the time complexity of the proposed algorithm. Firstly, feature normalization using the Z-score method 
takes ( ) assuming  is considerably larger than . Then, deriving  nearest neighbors and  nearest neighbors have the 
time complexity of ( max ( , ))  and  ( )  respectively. Finally, the step of finding relevant subspace and 
calculating local outlier score takes ( ). In summary, the time complexity of the algorithm is in ( max ( , )) 
considering  is typically much larger than  and . If some indexing structures like k-d tree or R* tree are employed here, 
the complexity can be reduced to ( log max ( , )), which is rather attractive compared with most of the existing high-
dimensional anomaly detection techniques. 

4. Numerical illustration 

In this section, we evaluate the proposed algorithm on both synthetic data and real-world dataset, and further contrast the 
proposed algorithm with several prominent outlier detection techniques. There is a wide range of outlier detection techniques 
including all the variants that can be chosen for comparison. We select LOF, ABOD and SOD as the competitors for the 
reason that: i) the LOF approach is one of the most well-known local outlier detection techniques that measures the density of 
a point in a local sense; ii) the ABOD approach is an angle-based, global outlier detection approach which was claimed to be 
still effective in high-dimensional spaces; iii) the SOD approach is the most similar algorithm to our suggested one but it 
selects subspaces based on the variance of the reference points on different dimensions. Through utilizing the well-
established Receiver Operating Characteristic (ROC) curve, accuracy indicators comprising of True Positive Rate (TPR) and 
False Positive Rate (FPR) for each of the approaches are compared in different dimensionality settings. 

To study the performance of the suggested algorithm in a varying dimensionality environment, the dimensions of the 
experimental dataset need to be adjustable. Besides, attributes that are irrelevant to any data-generating mechanisms should 
be known in advance in order to verify the veracity of the retained subspace, whereas this is typically not explicit for most of 
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the real-world datasets. Therefore, we construct a series of synthetic datasets with changing dimensionalities to validate the 
effectiveness of the suggested algorithm and thus compare it with other techniques. Afterwards, we verify the applicability of 
the algorithm on a real-world dataset. 

4.1 Validation using synthetic datasets 

4.1.1 Data generation 

In previous sections, we mentioned that the suggested algorithm can detect anomalies in meaningful subspaces, i.e. subsets of 
attributes related to different data-generating mechanisms. To clarify this point, we designed two different data-generating 
mechanisms which can influence two non-overlapping subsets of all the attributes separately. Then we placed several outliers 
that deviate from ordinary data generated by these mechanisms in the final dataset, similar to the case used in [34]. 

Specifically, for simplicity, a two-dimensional Gaussian distribution with = 0.5 and = 0.12 at each dimension serves as 
the first generating mechanism, and a three-dimensional Gaussian distribution with =  0.5 and =  0.04 at each 
dimension is employed as the second generating mechanism. The remaining irrelevant attributes contain values that are 
uniformly distributed in the range [0, 1]. To make this example more generic, we deliberately set the variance of the two 
Gaussian distributions differently than the variance of the irrelevant attributes, which follow the standard uniform distribution 
( =1/12  0.0833). Through varying the number of irrelevant attributes, a series of datasets with dimensionalities of 
different sizes can be constructed. For example, 95 irrelevant attributes together with the data generated by the two Gaussian 
distributions give rise to a 100-dimensional dataset. In our experiment, different dimensional settings including 40, 70, 100, 
400, 700, 1000 dimensions were tested. 

 

Figure 8: Layout of the synthetic dataset 

Further, for each of the two Gaussian distributions, 480 rows of normal data and 20 rows of abnormal data are generated. The 
maximum distances from the normal data to the cluster centers of the two Gaussian distributions are 1.23 and 0.87 
respectively. The distance from the anomalies to the centers of the two Gaussian distributions lies in the range [1.5, 1.7] and 
[1.1, 1.3] accordingly. Through rearranging the location of the normal and abnormal data and concatenating all the above 
data with the uniformly distributed data values, the final dataset with 470 rows of normal data and 30 rows of abnormal data 
is obtained. The layout of the constructed dataset is shown in Figure 8, in which the last 30 rows of the dataset can be 
considered as anomalies in different subspaces. Notice that the last 10 rows of the dataset deviate from normal data in the 
features where both the two-dimensional Gaussian-distributed data and the three-dimensional Gaussian-distributed data were 
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generated. An ideal subspace anomaly detection technique should be able to detect these anomalies and also report the 
corresponding subspaces correctly. Additionally, the parameter ,  and  were set to be 110, 100 and 0.45 respectively. 

4.1.2 Simulation results and discussion 

 

Figure 9: ROC curve comparison on different dimensionality settings 

The experimental results indicate that the suggested algorithm outperforms the other three in various high-dimensional 
settings. The comparison of the accuracy of the four algorithms in three different dimensionality settings is presented in 
Figure 9. Even though LOF and ABOD are very effective in low-dimensional spaces, their accuracy deteriorates considerably 
as dimensionality increases. The SOD approach does not behave as it was reported because the variance of the two-
dimensional Gaussian distribution exceeds the variance of the remaining uniformly distributed attributes significantly which 
leads to the algorithm avoiding the selection of the first two dimensions as the aiming subspaces. As expected, the accuracy 
of the proposed algorithm is rather stable as the number of dimensions increases. Notably, even in 1000-dimensional spaces, 
our algorithm can still provide satisfactory accuracy with the value of Area under Curve (AUC) up to 0.9974 (the closer to 1, 
the better of the accuracy).  

Apart from the superior accuracy, the algorithm can also accurately recognize the dimensions on which anomalies deviate 
substantially from their adjacent points. The last 30 rows of matrix  corresponding to the 30 anomalies are listed in Figure 
10, in which the dimensions related to different generating mechanisms are separated by vertical lines, and different sets of 
rows (471 to 480, 481 to 490, and 491 to 500) are separated by horizontal lines. A zero entry in the matrix implies that the 
corresponding dimension has a relatively small value of  and was not retained in the subspace for the specific data point. 
A non-zero entry not only signifies the dimension is a part of the subspace but also reflects the degree of deviation on this 
single dimension for the particular observation. As indicated by Figure 10, the retained subspaces match precisely with the 
dimensions where the abnormal data were placed. Moreover, the rank of the non-zero elements in a row can give us a 
primary understanding on the magnitude of contribution to abnormality made by different retained dimensions.  

The above experiment demonstrated the suggested way of selecting relevant subspaces can largely retain the discrepancy 
between points and their neighboring points. Generally, the metric  has large values in relevant dimensions, and small 
values in irrelevant dimensions. It is precisely the difference between  values in relevant and irrelevant dimensions 
which gives us the possibility to find a meaningful subspace. To our surprise, the increase in irrelevant attributes in this 
experiment does not impede the selection of relevant subspaces; instead, it serves as a foil and helps to accurately locate 
relevant attributes. Specifically, when the ratio of relevant versus irrelevant attributes is small, we can expect distinguishing 
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values between different  of relevant and irrelevant attributes even though the total dimensions are enormous. This 
phenomenon seems to reflect the “blessing of dimensionality” accompanied by the “curse of dimensionality” [5]. Notably, if 
a striking contrast between different  values exists, it is easy to select the relevant subspace. However, if there are 
insufficient differences between  values, the approach might not end up with ideal subspaces. In these circumstances, 
many traditional anomaly detection approaches may work even better than this type of subspace anomaly detection technique, 
as identified by previous studies [11].  

S((471:500, :) =    
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Figure 10: Local outlier score on each individual retained dimension 

4.2 Verification by a real-world dataset 

In a Swedish hydropower plant, 128 analog (which will be used in this example) and 64 digital transducers have been 
deployed on one of their hydro-generator units. Different signals are captured periodically from scattered parts of the unit, 
such as rotor rotational velocity, shaft guide bearing temperature, hydraulic oil level and so on. The existing way of 
monitoring the health status of the unit on the system level is to manually set thresholds on several critical features. Once the 
gathered values exceed these thresholds, an alarm is triggered and a work order is then created in the Computerized 
Maintenance Management System (CMMS). This rigid method of fault detection is highly dependent on threshold settings 
and can only detect some obvious abnormalities. 

In this application, different faults of the unit, caused by diverse factors, are normally embodied in small subsets of all the 
features. In Table 1, some of the known faults of the unit are listed, and relevant measurements corresponding to each fault 
are also presented. Considering the total number of measurement points, each of these sets of relevant measurements 
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accounts for only a small proportion of the whole features, which is consistent with our assumption described in Subsection 
3.1. In addition, for different faults, their relevant subsets of features can overlap with each other or be utterly non-intersected. 
In other words, each measurement can be indicative of one or more than one fault.  

Table 1: Relevant attributes corresponding to some of the faults of the generator unit 

Functional location Fault description 
Relevant measurements  

Point Measurement description Unit 
Shaft- coupling Loosened shaft coupling Ma43 vibration of the turbine guide bearing (X side) mm/s 
    M44 vibration of the turbine guide bearing (Y side) mm/s 
Shaft- guide bearing Too large bearing clearance M88 vibration of the lower guide bearing (X side) m 
    M89 vibration of the lower guide bearing (Y side) m 
Shaft- guide bearing Faulty guide bearing components M26 temperature of the upper guide bearing (position 1) °C 
    M27 temperature of the upper guide bearing (position 2) °C 
Generator- rotor Out-of-round rotor M35 vibration of the lower guide bearing (X side) mm/s 
    M36 vibration of the lower guide bearing (Y side) mm/s 
    M40 vibration of the upper guide bearing (X side) mm/s 
    M41 vibration of the upper guide bearing (Y side) mm/s 
Generator- magnetizer Thyristor discharger malfunction M9 alternator voltage kV 
Generator- cooling 
system- control 

Fault in the generator for cooling water 
control M83 opening percentage of the fine water control valve % 

    M84 opening percentage of the stator control valve % 
Turbine- hydraulic 
pressure system 

Safety valve opens at a wrong pressure M50 level of the control oil cm 

    M51 level of the pressure accumulator 1 cm 
    M58 pressure of the regulating oil bar 
Turbine- hydraulic 
pressure system 

Improper oil level in the piston 
accumulator M51 level of the pressure accumulator 1 cm 

    M52 level of the pressure accumulator 2 cm 
    M53 level of the pressure accumulator 3 cm 
Turbine- hydraulic 
pressure system 

Regular pump does not deliver the 
required capacity M58 pressure of the regulating oil bar 

a M represents measurement points.  

Under different ambient environment and operational loads, multi-dimensional measurements that possess different statistical 
characteristics may vary greatly. Without losing generality (the algorithm can be adapted to an online mode to capture time-
varying characteristics of the system), we considered the problem of detecting faults in the case when the generator unit is 
running in a steady-state, which is also known as conditional or contextual anomaly detection [25]. To conduct conditional 
anomaly detection, environmental attributes and indicator attributes first need to be differentiated. As defined in [38], 
environmental attributes do not directly indicate anomalies but define the context of different data-generating mechanisms. In 
contrast, indicator attributes can be indicative of anomalous observations. In this example, we treat the attribute “opening 
percentage of the inlet vanes” as the environmental attribute for the reason that it modulates the flow of water to meet system 
capacity requirements and hence impacts other attributes primarily. Through feature selection, 102 out of the original 128 
measurements were chosen to be the indicator attributes. For simplicity, we discretize the environmental attributes and define 
the context to be a specific range of opening percentage of the vanes’ position. For example, one context is defined as “the 
vanes’ opening percentage is in the range from 72% to 73%”. Finally, a dataset with 1000 ordinary samples and 10 abnormal 
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data, placed in the rows from 1001 to 1010, was constructed. These data were generated in the same context and abnormal 
data were selected based on historical failure data which were not successfully detected by the current method.  

As expected, the algorithm yielded a satisfactory result which can be seen from Table 2. The topmost observations with the 
highest overall local outlier score are listed in Table 2, in which retained dimensions for each data point are also ranked by 
the single-dimensional local outlier scores in a descending order. The output of the algorithm shows that 90% of the faults 
were detected as the observations among the highest local outlier score list, and the missed fault (observation 1002) has the 
overall local outlier score 9.18 and was ranked at number 46. The 512th data point may be considered as a false alarm even 
though it does indeed deviate from other points in the retained dimensions through manual inspection.  

Table 2: Topmost observations with the highest overall local outlier score 

Rank Observation 
 ID 

Overall 
 local outlier score 

Feature ordering by local outlier score on each individual dimension a Faulty  
or not Measurement 1 Measurement 2 Measurement 3 Measurement 4 

1 1009 710.27 M b 79 (592.31) c M72 (379.57) M54 (97.86)  
2 1004 642.1 M54 (642.1)  
3 1008 641.75 M30 (401.96) M6 (355) M43 (291.95) M31 (197.5)  
4 1010 182.32 M74 (182.32)  
5 1001 102.42 M23 (59.24) M82 (59.24) M83 (58.92)  
6 1007 91.4 M88 (59.04) M90 (55.67) M89 (30.7) M92 (28.76)  
7 1005 46.34 M43 (30.68) M91 (25.23) M58 (23.87)  
8 1006 31.97 M43 (25.16) M44 (19.73)  
9 512 23.52 M20 (23.52) × 
10 1003 22.67 M78 (16.15) M24 (15.91)    

a the retained dimensions are ranked in descending order by the local outlier score on each individual dimension; b measurement point; c 
local outlier score on each dimension is enclosed in the parenthesis. 
 

Fault detection is commonly followed by a fault diagnosis process. A preliminary explanation for the abnormal behavior of 
the identified anomalous data objects in this phase can vastly assist in diagnosing the underlying fault types and sources. 
Although the retained subspace and ordered feature list are insufficient to directly suggest the fault type and source, it can 
narrow down the scope of root cause analysis greatly. For example, the fault of the observation 1007 shown in Table 2 most 
probably stems from the shaft of the system. The algorithm not only gives an outlier score for each observation but also sorts 
the retained features according to the single-dimensional local outlier score for any potential faults. In summary, feature 
ordering in the relevant subspace can be very informative for an ensuing fault diagnosis. 

5. Conclusions 

This paper proposes an Angle-based Subspace Anomaly Detection approach to detecting anomalies from high-dimensional 
datasets. The approach selects relevant subspaces from full-dimensional spaces based on the angle between all pairs of two 
lines for one specific anomaly candidate: the first line is connected by the concerned point and the center of its surrounding 
points; the second one is one of the axis-parallel lines. The angle is calculated by the metric “pairwise cosine” ( ). The 
so-called  is the average absolute value of cosine between the projections of the two lines on all possible two-
dimensional spaces. Each of these two-dimensional spaces is spanned by the concerned axis dimension and one of the 
remaining dimensions of the feature space. The dimensions that have a relatively large  value constitute the targeted 
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subspace. For computing the local outlier-ness of the anomaly candidate in its subspace projection, a normalized 
Mahalanobis distance measure is used. 

Based on the analytical study and numerical illustration, we can conclude that: i) the proposed approach can retain 
dimensions which present a large discrepancy between points and their neighboring points, i.e. a meaningful subspace. ii) the 
proposed metric “pairwise cosine” for measuring vectorial angles in high-dimensional spaces is a bounded metric and it 
becomes asymptotically stable as dimensionality increases. iii) the experiment on synthetic datasets with various 
dimensionality settings indicates that the suggested algorithm can detect anomalies effectively and has a superior accuracy 
over the specified alternatives in high-dimensional spaces. iv) the experiment on the industrial dataset shows the applicability 
of the algorithm in real-world applications, and feature ordering in relevant subspaces is informative to the ensuing analysis 
and diagnosis to abnormality.  

The proposed algorithm can be adapted to an online mode to detect anomalies from data stream in real time, as has been done 
in [24]. It can also be extended to deal with nonlinear systems by introducing the kernel method [39]. The kernel method 
maps the raw data from input space to a Hilbert space (often with higher dimensions or even infinite), on which anomalies 
and normal samples may be more easily separable. We consider these extensions as future research work. 
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APPENDIX 

This section proves the three propositions presented in Subsection 3.4.1. 

1. Proof to the proposition lim E cos  , ( ) = 0, in which 

E cos  , ( ) =
1 | | + | | + + | |

+ + +
,  where  

Proof: 
The exceptional case when = = = = 0  has been discussed separately, so we suppose , , … , cannot be 0 
simultaneously. This is equivalent to prove that, 

lim
+ + +

+ + +
= 0, where , , … , 0 and  + + + > 0 

Assume that = max{ , , … , }, and = min{ , , … , }, then 

+ + +  

and 

+ + +  

Following inequality always holds true,  

lim lim
+ + +

+ + +
lim  

Since, 
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lim = lim = 0 

lim = lim = 0 

According to the Squeeze theorem,  

lim
+ + +

+ + +
= 0 

And the rate of convergence is 1/ . 

2. Proof to the proposition lim Var cos  , ( ) = 0, in which 

Var cos  , ( ) =
1 (| | + | | + + | |)

( + + + )
,  where  

Proof: 
Similarly, we suppose , , … ,  cannot be 0 simultaneously. This is equivalent to proving that, 

lim
1 ( + + + )

( + + + )
= 0, where , , … , 0 and  + + + > 0 

Assume that = max{ , , … , }, and = min{ , , … , }, then 

( + + + )  

and, 
( + + + )  

The above two inequalities suffice the following, 

lim
1

lim
1 ( + + + )

( + + + )
lim

1
 

Since, 

lim
1

= lim
1

1 = 0 

and, 

lim
1

= lim
1

1 = 0 

According to the Squeeze theorem, 

lim
1 ( + + + )

( + + + )
= 0 

And the rate of convergence is 1/ . 

3. Proof to the proposition E  , ( ) , in which 

E  , ( ) =
1

( 1)

# + #

# + #,

, where = {1,2, … , }, and # > 0 for all  

Proof: 
This is equivalent to proving the following inequality, 
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1

2
<

1

( 1)

+

+, { , ,… }

2

2
, where , , … , > 0 

Firstly, we prove  

1 <
+

+

2, where > 0, > 0  

 For the left side of the formula, 
 

( + ) > +  
 

 ( + 2 + ) > +   
 2 > 0  

Apparently, 2 > 0 holds true when > 0 and > 0 

 For the right side of the formula, 
 

2 + ( + ) 
 

 2 ( + ) ( + )   
 ( 2 + ) 0  
 ( ) 0  

Apparently, ( ) 0 always holds true. 

Now, we prove the original proposition. Since there are  ( 1) 2  elements in the summation notation of the original 

formula and all of the elements have the form of ( + ) +  and > 0, > 0. 

 if all the elements take the maximum value 2, i.e. = = =  , then  

1

( 1)

+

+, { , ,… }

=
1

( 1)

( 1)

2
2 =

2

2
 

So the right part is proved, i.e. 

 
1

( 1)

+

+, { , ,… }

2

2
 

 Again since all the elements are greater than 1, then 

1

( 1)

+

+, { , ,… }

>
1

( 1)

( 1)

2
1 =

1

2
 

So the left part is proved, i.e. 

 
1

( 1)

+

+

>
1

2
, { , ,… }

 

Thus, the original proposition is right. 
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ABSTRACT 

High-dimensional data streams are becoming increasingly ubiquitous in industrial systems. Efficient detection of system faults from these 
data may ensure the reliability and safety of the system and hence has attracted considerable interest recently. To simultaneously address 
the challenges raised by high dimensionality and properties of data streams, this paper presents an approach to fault detection from high-
dimensional data streams which have time-varying characteristics. An Angle-based Subspace Anomaly Detection (ABSAD) approach is 
proposed to detect low-dimensional subspace faults from high-dimensional datasets. Specifically, it selects fault-relevant subspaces by 
evaluating vectorial angles and computes the local outlier-ness of an object in its subspace projection by a normalized Mahalanobis 
distance measure. Based on the sliding window strategy, the approach is further extended to an online mode that can continuously monitor 
system states. To validate the proposed algorithm, we compared it with the Local Outlier Factor (LOF)-based approaches on artificial 
datasets and found the algorithm displayed superior accuracy. The results of the experiment demonstrated the efficacy of the proposed 
algorithm. They also indicated that the algorithm has the ability to discriminate low-dimensional subspace faults from normal samples in 
high-dimensional spaces and can be adaptive to the time-varying behavior of the monitored system. 

Keywords: Big Data analytics, fault detection, high-dimensional data, stream data mining 

Acronyms 
ABSAD Angle-Based Subspace Anomaly Detection LOS Local Outlier Score 
EWPCA Exponential Weighted Principal Component Analysis MSPC Multivariate Statistical Process Control 
FNR False Negative Rate PCA Principal Component Analysis 
FPR False Positive Rate RPCA Recursive Principal Component Analysis 
ICA Independent Component Analysis SNN Shared Nearest Neighbors 
KDE Kernel Density Estimation SPE Squared Prediction Error 
LOF Local Outlier Factor SWPCA Sliding Window Principal Component Analysis 

1. INTRODUCTION 

Nowadays, industrial systems are increasingly equipped with a large number of sensors, such as thermometers, vibroscopes, 
displacement meters, flow meters, etc. Those sensors can continuously generate high-dimensional data at high speed, namely 
high-dimensional data streams. Fault detection, also called anomaly detection or outlier detection, is one of the important 
tasks that can extract patterns from these data to ensure system health monitoring [1]. It aims to identify defective states and 
conditions within complex industrial systems, subsystems and components. Early discovery of system faults may ensure the 
reliability and safety of the system and reduce the risk of unplanned breakdowns [2], [3]. Recently, fault detection has also 
been regarded as one of the most promising applications wherein reliability meets Big Data [4]. However, it is challenging to 
conduct fault detection on the above high-dimensional data streams which partly share the characteristics of Big Data [5], [6].  

High dimensionality has been recognized as the distinguishing feature of modern field reliability data (periodically generated 
large vectors of dynamic covariate values) [4]. It is one measure of the high volume of Big Data (the other measure being 
instance size) [7]. It complicates fault detection tasks because the degree of data abnormality in the relevant dimensions can 
be obscured or even masked by irrelevant attributes [8]–[10]. Moreover, in high-dimensional spaces, notions like proximity, 
distance, or neighborhood become less meaningful as dimensionality increases [11]. The use of traditional techniques to 
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conduct fault detection in full-dimensional spaces is problematic, as anomalies normally appear in a small subset of all the 
dimensions. Existing Multivariate Statistical Process Control (MSPC) methods, including Principal Component Analysis 
(PCA) and Independent Component Analysis (ICA), have been widely used in fault detection applications [12], [13]. 
Although PCA and ICA can reduce dimensions and extract information from high-dimensional datasets, their original 
purpose was not to detect anomalies. Moreover, PCA-based models assume multivariate normality of the monitoring 
statistics, namely Hotelling’s 2 and Squared Prediction Error (SPE), while ICA-based models assume that latent variables 
are non-Gaussian distributed [13], [14]. Both these methods make strong assumptions about the specific data distributions, 
thereby limiting their performance in real-world applications [15]. To improve this, several studies have integrated MSPC 
methods with the density-based Local Outlier Factor (LOF) technique, which is free of distribution assumptions [15], [16]. 
The Local Outlier Factor (LOF) approach is one of the best-known density-based approaches, which computes the average 
ratio of the local reachability density of a point and those of the point’s nearest neighbors [17]. Though better accuracy has 
been reported, LOF still suffers from the “curse of dimensionality” [8], i.e. the accuracy of LOF implemented on full-
dimensional spaces degrades as dimensionality increases, as will be shown in Subsection 4.3. Theoretical studies on high-
dimensional anomaly detection mainly focus on subspace anomaly detection, including, for example, by random projection 
or heuristic searches over subspaces [18]–[20]. However, these methods are either arbitrary in selecting subspaces or 
computationally intensive. Although several studies have started to probe the above high dimensionality issue, research 
concerning high-dimensional fault detection remains under-explored, which leads to the main motivation of this paper. 

Data stream refers to the data that are continuously generated at a high rate. Normally, they are also temporally ordered, fast-
changing, and potentially infinite [21], [22]. Moreover, data streams tend to be high-dimensional in their nature in many 
cases, such as sensor networks, cyber surveillance, and so on [23]. The properties of data streams reflect the characteristics of 
Big Data in the aspects of both high volume and high velocity. Generally, fault detection from a data stream is a problem of 
learning a classifier from the past stream data with the goal of classifying future stream data to be normal or faulty. These fast, 
infinite and non-stationary data streams further aggravate the difficulties in fault detection tasks which can be summarized by 
the following: i) To have a timely assessment on the health status of systems, fault detection applications must have low-
latency in responding to the fast-flowing data stream. Therefore, “on-the-fly” analysis which has low computational 
complexity is desired in this context [21]. ii) Due to the potentially infinite property of data streams, it is impractical or even 
impossible to scan a data stream multiple times considering the finite memory resources [22]. Under these circumstances, 
one-pass algorithms that conduct one scan of the data stream are imperative. iii) Data streams can also evolve as time 
progresses. This is also known as concept drifting [24]. Putting it in the context of fault detection, the behavior of systems 
can vary slowly over time – time-varying – due to many reasons, such as seasonal fluctuation, equipment aging, process 
drifting, and so forth. Fault detection algorithms need to be adaptive to this time-varying behavior of the monitored system 
[25]. In spite of the extensive studies of fault detection techniques, fault detection applications which specifically address the 
challenges imposed by data stream properties are limited [26]. A large proportion of online fault detection algorithms were 
extended from existing ones for the purpose of monitoring data streams, such as the recursive PCA (RPCA), exponential 
weighted PCA (EWPCA) and sliding window PCA (SWPCA) [27]–[29]. The key to these algorithms is that the learning 
model should be refined, enhanced, and personalized while the stream evolves so as to accommodate the natural drift in the 
data stream. The requirements of fault detection tasks from the data stream may vary among different applications, for 
example, fault detection algorithms implemented in sensor networks are also concerned about energy consumption and 
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communication bandwidth constraints. But in general, the properties of data streams indeed impose a stringent demand on 
online fault detection applications, which leads to another motivation of this paper. 

High-dimensional data streams are becoming increasingly ubiquitous in industrial systems, but few fault detection-related 
studies have tackled the challenges associated with high dimensionality and data streams at the same time. To simultaneously 
address the above two challenges, this paper proposes an unsupervised approach to fault detection from high-dimensional 
data streams with time-varying characteristics. i) Firstly, in considering the high-dimensional challenges in fault detection 
tasks, an Angle-based Subspace Anomaly Detection (ABSAD) approach is proposed. The ABSAD approach selects fault-
relevant subspaces by evaluating vectorial angles and computes the local outlier-ness of an object in its subspace projection 
by a normalized Mahalanobis distance measure. ii) Secondly, aiming to detect faults from data stream with time-varying 
characteristics, the ABSAD approach is extended to an online mode based on the sliding window strategy and a dynamic 
fault detection scheme is developed. According to the requirements of the ABSAD approach, several necessities (mean 
vector, KNN list, etc.) are identified and incorporated into the window profile of the sliding window ABSAD algorithm. The 
updating mechanisms to these necessities are investigated and thoroughly described. To validate the proposed algorithm, we 
compared it with the Local Outlier Factor (LOF)-based approaches on artificial datasets and found the algorithm displayed 
superior accuracy. The results of the experiment demonstrated the efficacy of the proposed algorithm. They also indicated 
that the algorithm has the ability to discriminate low-dimensional subspace faults from normal samples in high-dimensional 
spaces and can be adaptive to the time-varying behavior of the monitored system. 

The rest of this paper proceeds as follows. In Section 2, we propose an Angle-Based Subspace Anomaly Detection (ABSAD) 
approach with the aim of dealing with high dimensionality challenges in anomaly detection tasks. To address the challenges 
associated with data stream mining, Section 3 extends the ABSAD approach to an online mode based on the sliding window 
strategy. Section 4 evaluates the proposed algorithm on synthetic datasets and compares it with other alternatives. Finally, the 
study is concluded in Section 5. 

2. Angle-based subspace anomaly detection approach 

To alleviate the impact exerted by anomaly-irrelevant attributes, the degree of deviation of a data point from its neighboring 
points (i.e. local outlier-ness) should be computed in a meaningful subspace rather than in the full-dimensional space. The 
subspace is said to be meaningful in the sense that it should be able to capture most of the information with regard to the 
discordance of an object to its adjacent data instances. To this end, we propose an Angle-based Subspace Anomaly Detection 
(ABSAD) approach to explore lower dimensional, axis-parallel subspaces that can retain a large portion of a point’s local 
outlier-ness by evaluating vectorial angles. Subsequently, for each data instance, the degree of deviation from its 
neighborhood is evaluated on the obtained subspace. A local outlier score is then assigned to each of these data points 
indicating whether the point is an outlier or not. 

The following subsections describe the ABSAD approach. We firstly elucidate the model assumption, and then introduce the 
structure of the ABSAD approach. Subsequently, we elaborate the five main steps of the approach respectively. 

2.1 Model assumption 

The separability of different data generation mechanisms may not necessarily depend on the amount of data dimensionality, 
but instead on the ratio of relevant versus irrelevant attributes [9]. In those cases where the relevant attributes account for a 
large proportion of the whole dimensions, the separability among different mechanisms tends to increase, which means 
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traditional techniques are still valid and may work even better in high-dimensional spaces. Conversely, when relevant 
attributes are in a minority of the whole dimensions, the curse of dimensionality would hinder anomaly detection tasks. This 
paper attempts to address the problem of the latter case. Hereinafter in this paper, we assume the number of anomaly-relevant 
attributes is in a minority of all the attributes in the feature space. 

2.2 Computational procedure and notations

The computational procedure of the ABSAD approach is presented in Figure 1. The first step, data preparation, usually 
comprises data acquisition, data cleaning, feature selection and other preprocessing processes. The complexity of this step 
mainly depends on the quality of the collected raw data. Since this step is highly dependent on concrete applications and 
plentiful studies have been done specifically on these topics, the remainder of this subsection will instead focus on the core 
part of the approach (enclosed by the outer box in Figure 1): feature normalization, derivation of reference sets, selection of 
relevant subspaces, computation to the local outlier scores in subspaces, and determination of the control limit. 
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Kernel density estimation
 (see Subsection 2.7)

 

Figure 1: Computational procedure of the angle-based subspace anomaly detection approach  

In the following, we define a ×  matrix  (  ) as the design matrix. Each row of the matrix represents a data point 
(also called as data instance, object or observation) in a -dimensional feature space , where = {1, … , } and 2. The 
objective of this approach is essentially to define a function that can map  to a real-valued vector , i.e. : , 
where ( ) is the th point’s local outlier score. To calculate the local outlier-ness of a particular data point , a set of 
reference points ( ) of  need to be specified in advance. The set ( ) reflects the notion of locality. Additionally, a 
distance metric ( , ) (e.g. one of the  norms) measuring the distance between any two points  and  is required 
when deriving the set ( ). 
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Nomenclature 

X design matrix -Dist( ) a vector, recording the k-distance of each 
sample in the th window 

 number of data points (rows) in   CL( ) a scalar, the control limit of the th window 

 number of dimensions (columns) in  Greek symbols 

 the set of feature space {1, … , }  acute angle between line  and axis  

 vector of local outlier scores  acute angle between line  and axis  

 the th data point (row) in  or the th window  significance level 

 the th element of a vector, or the th dimension 
(column) of a matrix  a row vector, containing the column-wise 

standard deviation of a matrix 

 vector representation of a point   a significantly small positive quantity 

 a data point (outlier candidate)  an axis-parallel unit vector  

 a set of reference points of a point   input parameter of the ABSAD-based 
algorithm for selecting relevant subspace 

 data point represents the geometric center of all the 
points in ( )  covariance matrix of a set of points 

 line connected by two points (e.g.  and ) Accents a 

( )  nearest neighbor list of the th point   mean vector of a matrix 

Sim  similarity value of two points derived by the SNN 
method  vector representation of a line 

  nearest neighbor list of a point derived by the 
SNN method  estimation of an underlying function 

 , ( )  
average absolute value of cosine between line  and 
the th axis in all possible combinations of the two-
dimensional spaces ( , ), where \{ } 

Superscripts 

 number of retained dimensions of a point   a normalized matrix (e.g. ) 

 threshold for singling out large  values  transpose of a vector or a matrix 

K( ) kernel function  inverse of a matrix 

 smoothing parameter of the kernel density 
estimation method  

# 
a non-zero scalar quantity obtained by zero-
value replacement (e.g. # = 10-5, if  = 0) 

W( ) all the samples preserved in the th window profile  
one of the remainder dimensions of the 
original feature space excluding a specific 
dimension (e.g. \{ }) 

NN-list( ) a set of sets, containing the  nearest neighbors of 
every sample in the th window  projection of point, set of points or line on 

the retained subspace (e.g. ( ) ) 
a The symbol  denotes a placeholder 

2.3 Feature normalization 

The feature normalization (or feature scaling) step is to standardize the range of values stored in different features. It is 
imperative to alleviate the impact exerted by different scales of features. For example, in a real-life problem, different 
measurements may have different units that could result in diverse scales (such as revolving speed having “rpm” as its unit, 
whereas displacement is measured in “mm”). Those features with mean or variance that are orders of magnitude larger than 
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others are likely to dominate succeeding computations. Here in the anomaly detection applications, we recommend the use of 
the Z-score normalization instead of Min-Max scaling for the reason that the latter may suppress the effect of outliers which 
is inconsistent with our intention. The Z-score method normalizes the design matrix  to a dimensionless matrix  with zero 
mean and unit variance. The th row of  can be calculated as follows: 

 
= ,  for all {1,2, … , } (1) 

where  is the column-wise mean (a row vector) of the design matrix and  is the column-wise standard deviation (also a row 
vector) of the design matrix. 

2.4 Derivation of reference sets 

The implication of locality needs to be defined in local outlier detection approaches, i.e. to determine the set of reference 
points. In low-dimensional spaces, distance-based measures are frequently used to explore the vicinity of a particular point, 
such as the KNN distance. However, as stated before, in high-dimensional spaces, notions like proximity, distance, or 
neighborhood become less meaningful as dimensionality increases. To cope with this problem, an alternative series of 
methods, which introduce a secondary measure based on the rankings of data instances produced by a primary similarity 
measure, were proposed. Among these methods, the Shared Nearest Neighbors (SNN) approach is the most common one. 
The applicability of SNN in high-dimensional spaces has been empirically justified in [9] and it was adopted in several other 
related research projects [19], [30]. 

The main idea of the SNN method is that two points generated by the same mechanism should have more overlap in their 
nearest neighbor list, and vice versa. Specifically, SNN measures the similarity of two points as the number of common 
nearest neighbors. Prior to calculating the SNN similarity, a primary measure is needed to specify the nearest neighbors for 
all the points. The primary measure can be any traditional similarity measure (such as  norm, or the cosine measure). 
Suppose the  nearest neighbor list of point  is denoted as ( ). Notably, the ranking of data instances derived by the 
primary measure is typically still meaningful in high-dimensional spaces even though the contrast of distance measure has 
deteriorated with increasing dimensionality. Then, the SNN similarity of point  and point  can be represented as: 

 Sim ( , ) = Card( ( ) ( )) (2) 

Here the Card function returns the cardinality of the intersection between set ( ) and ( ). Through sorting all the 
SNN similarity values of point  and other remaining points in , a secondary nearest neighbor list ( ) can be derived. 
The first s elements with largest SNN similarity values in the set SNN(p), i.e. SNN (p) , constitute the reference set ( ). 

2.5 Selection of relevant subspaces 

The general idea as to which dimensions should be retained to constitute the subspace to project the original data on is 
elaborated as below. The example shown in Figure 2 gives us an intuition in selecting relevant subspaces. In a two-
dimensional Cartesian coordinate system as shown in Figure 2 (a), the set ( ) (enclosed by an ellipse) contains the nearest 
neighbors of an outlier candidate  (black cross). In Figure 2 (b), the geometrical center of ( )  is calculated and 
represented by the point  (red circle). Points  and  are connected to form the line  (red solid line). In considering which of 
the two dimensions (  and y)  deviates significantly from its reference points, we can evaluate the angle  between line  
and  axis, and  between line  and  axis accordingly (both  and  are acute angle). Intuitively, the dimension which has a 
fairly small angle with line  should be retained as the relevant subspace. In this case, angle  is small indicating that line  is 
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nearly parallel to the  axis, whereas  is markedly larger in the sense that line  is almost perpendicular to the  axis. 
Consequently, the dimension on  axis is retained and the dimension on  axis is excluded in the subspace. Now, as shown in 
Figure 2 (c), we can project the original data points onto the  axis and compute the local outlier-ness of  in this subspace.  

Before tackling the generalization of selecting relevant subspaces in high-dimensional spaces, let us define some more 
notations. Formally, let ( ),  denote the th axis-parallel unit vector in a -dimensional space. Concretely, ( ) is a 

× 1 column vector with the th element being one and all the remaining entries being zero. For example, in a five-
dimensional space, the axis-parallel unit vector of the 3rd dimension (3)= [0 0 1 0 0] . Further, let  and be the vector 
representation of point  and  respectively, and  is the mean vector of all the points in ( ). Correspondingly, the vector 
representation of line  can be written as  , and  = . Here we define the th element of vector  as  , i.e. =

[ , , … , ] .  

 

Figure 2: Intuition of finding relevant subspace and subspace projection 

Instead of calculating the acute angle between two lines as demonstrated in the above intuitive example, the absolute value of 
the cosine between the two corresponding vectors is frequently employed to assess the angle between two lines. We define 
Cos  , ( )   as the absolute value of cosine between vector  and the th axis-parallel unit vector ( ): 

 
Cos  , ( ) =

<  , ( ) >

( )
 (3) 

In the above formula, | | is the absolute value sign, < , > is the scalar product of the interior two vectors and  calculates 
the norm of the embedded vector. The absolute value of a cosine function lies in the range [0, 1]. Similar to the intuitive 
example, if the metric is close to one, the th axis tends to be parallel to line  and should be retained in the subspace. On the 
contrary, if the metric is approaching zero, the th axis is prone to be perpendicular to line  and hence should be excluded.  

Unfortunately, pairs of random vectors in high-dimensional spaces are typically perpendicular to each other [31], [32]. 
Specifically, the aforementioned axis-parallel unit vectors and line vector  tend to be orthogonal to each other as 
dimensionality increases. In other words, all cosines of   and  ( ),  will approach zero as n goes to infinity. Hence, 
instead of measuring the cosine value of two vectors directly in a -dimensional space, we calculate the average absolute 
value of cosine between vector  and ( )  in all possible combinations of two-dimensional spaces. Here the two-
dimensional spaces comprise the th dimension and the  th dimension ( \{ } ), which is selected from all the 
remaining dimensions in . Obviously, when examining the th axis with line  , there are in total 1 pairs of two-
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dimensional spaces ( , ). Further, we define a new metric  (let’s call it “pairwise cosine” in the sense that it is derived 
from two-dimensional spaces) to measure the relationship between a line and an axis in all of the two-dimensional spaces. To 
maintain a uniform notation, let  , ( )  denote the “pairwise cosine” between vector   and the th dimension: 

 
 , ( ) =

1

( 1)

< # # , [1 0] >

# # [1 0]\{ }

 (4) 

The above formula is the vector representation of the average absolute value of cosine between line  and the th axis in all 
possible combinations of the two-dimensional spaces  ( , ) , where  \{ } . In order to avoid a zero denominator, 
elements in vector  that are equal to zero are substituted by a significantly small positive quantity  (e.g. 10 ), i.e. 

# =
, if 0

, otherwise
            for all   

Through simplification, formula (4) can be written as: 

 
 , ( ) =

1

( 1)

#

# + #\{ }

 (5) 

As with the absolute value of cosine in formula (3), the larger the metric  is, the more we should include the 
corresponding dimension in the subspace, and vice versa. Although this very rarely happens in high-dimensional spaces, an 
exceptional case arises when vector  is a zero vector, i.e. vector  and  are equivalent or point  and  are overlapping. 
Intuitively, if point  is exactly the same with the geometric center of its adjacent points, it should not be considered as an 
outlier. Thus, no subspace should be derived for this point and its outlier score should be zero indicating that it is not 
abnormal in a local sense. 

Now we will discuss the expectation and variance of the metric “pairwise cosine”. If  , ( ) ,  is regarded as a 
random variable, its expectation will be as follows: 

E  , ( ) =
1

( 1)

# + #

# + #,

  (6) 

Notice that  is basically the average absolute value of cosine and naturally lies in the range [0, 1]. Therefore, we have 
the following proposition (proof is provided in the appendix). 

Proposition: The expectation in formula (6) lies in the interval (1 2 , 2 2] and does not depend on the magnitude of 
dimensionality. 

Besides, the expectation and variance of  tend to be asymptotically stable along with the increase of dimensionality. As 
shown by a) and b) in Figure 3, the mean of  that is derived from a uniformly distributed dataset and a normally 
distributed dataset, both with 10  samples, are plotted against increasing dimensionalities and gradually converge to a value 
around 0.65 (not exactly). Even though the variance of this metric is analytically intractable from our knowledge, as 
demonstrated by c) and d) in Figure 3, it again tends to level off and be rather stable as dimensionality increases. Notably, the 
asymptotic property of the expectation and variance of the metric  holds even for the samples with a large order of 
magnitude based on our experiments.  
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Figure 3: Asymptotic property of expectation and variance of PCos 

As elaborated before, the dimensions with large  values should be incorporated into the subspace, whereas the 
dimensions with small  values should be excluded. For each data point in the dataset , there is one particular line  and 
we can obtain  different values of  between vector  and diverse dimensions by applying formula (5) iteratively. It has 
been justified that  is a relatively robust metric in high-dimensional spaces, so for a specific data point, we can set a 
threshold  to single out those large  values as below: 

 
= (1 + )

1
 , ( )  (7) 

Here,  is an input parameter lying in [0, 1), and the right part of the multiplier in formula (7) is the average  over all 
the dimensions. Those dimensions with a  value greater than  are retained to constitute the relevant subspace for a 
specific data point.  

2.6 Computation to local outlier scores 

After going through the process of selecting relevant subspaces, we might find that some of the points do not have any 
relevant attributes being retained as a part of the subspace. This circumstance simply indicates that those points do not 
significantly deviate from their neighbors in any subsets of all the dimensions. To explain this, we can imagine that if a point 
does deviate from its neighbors in a subset of all the attributes, there should be some extreme values in the “pairwise cosine” 
that would be captured by the above step. Thus, for those points with no subspace to project on, we simply set the outlier 
score to zero. 

In the following, we describe how to measure the local outlier-less of a data point in its subspace. Due to the possible 
existence of correlation between the retained dimensions, we introduce a normalized Mahalanobis distance to measure the 
local outlier score in the subspace for a specific data point. Firstly, let  be the vector representation (a row vector) of the 
th normalized point’s projection on the retained subspace, and ( )  denotes the set of the projected reference points of the 

original reference points ( ) on the retained subspace. Secondly, the mean vector of the reference point’s projection is 
denoted as ( )  (also a row vector), and the inverse of the covariance matrix of the projected reference points ( )  
is 

( ) . Further, let ( ) denote the number of retained dimensions for the th data point. Then the local outlier score for 
the th point ( ) is defined as follows:  
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( ) =

1

( )
( ( ) ) ( ) ( ( ) )  (8) 

In formula (8), the right side of the multiplier is basically the Mahalanobis distance from the normalized point  to its 
reference points in the subspace projection. Essentially, the overall local outlier score for the th point  ( ) is the 
Mahalanobis distance in the retained subspace normalized by the number of retained dimensions.  

Notably, for the covariance matrix of the projected reference points ( )  to be invertible, the covariance matrix should be 
non-singular. The non-singularity of the covariance matrix relies on the following three prerequisites: i) in the data 
preparation step, feature selection has eliminated redundant attributes resulting in the retained dimensions in the subspace not 
being highly correlated; ii) we assumed that the anomaly-relevant attributes are in a minority of all the dimensions in 
Subsection 2.1 and the process of selecting relevant subspaces described in Subsection 2.5 should filter out large amount of 
irrelevant attributes, and hence the number of retained dimensions is small; iii) the choice of the number of reference points s 
(as will be discussed in Subsection 4.2) should be set large enough. The above three conditions can basically suffice for the 
non-singularity of the covariance matrix.   

2.7 Determination of the control limit for reporting faults 

In general, anomaly detection can be considered as a skewed binary classification problem. Unfortunately, there is no 
deterministically accurate criterion to convert the continuous local outlier score to a binary label, namely normal or faulty. 
The simplest way is to treat the top-most data points with the largest local outlier scores as anomalies and the number of 
anomalous points is given by the end-user. Another way is to set a control limit, and the data point with a local outlier score 
exceeding the control limit should be regarded as an anomaly. The objective of introducing one additional control limit is to 
achieve higher precision and recall, i.e. to reduce the probability of committing both Type I (false positive rate, FPR) and 
Type II (false negative rate, FNR) error. 

For the purpose of fault detection, the control limit of local outlier scores may vary among different applications. If we have 
labeled data, especially some anomalous examples, the control limit can be determined through cross validation as is 
frequently done in supervised learning problems. On the other hand, in the case of no sufficient labeled data, some 
probabilistic methods can be used to set the control limit. To automate the process of setting control limits, we regard the 
local outlier scores  ( ), {1,2, … , }  as the observations of a random variable  and apply the Kernel Density 
Estimation (KDE) method to estimate its probability density function ( ), as has been done in previous works [13], [15]. 
Then the control limit can be set according to the obtained probability density function ( ) and the confidence level (1 ) 
given by the user.  

KDE is a non-parametric way of estimating the probability density function of a random variable. In our univariate case, it 
places a kernel at the location of each observation from the sample set and sums up these kernels to get the estimation of the 
probability density function over the entire sample set. The kernel density estimator of the function ( ) is defined by the 
formula (9), where  is the concerned random variable,  is the value of the -th sample,  is the sample size,  is the 
smoothing parameter named the bandwidth and K( ) is the kernel function, of which the Gaussian kernel function is the most 
widely used one. 

 
( ) =

1
K

=1

 (9) 
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As described in the previous subsection, the local outlier score of those points with no subspace to project on will be set to 
zero. A mass of these local outlier scores at the location zero may dominate the probability density of . To reduce the bias in 
the estimation of the underlying probability density function, we simply substitute these zero values with the half of the 
minimum non-zero value prior to the calculation of the formula (9), as shown in the formula (10). 

 
=

( ), if ( ) 0

min
{ , ,…, }

{ ( )| ( ) 0} /2, otherwise             for all  {1,2, … , } (10) 

Now, given a finite set of local outlier scores and a predefined confidence level, we should be able to determine a control 
limit for deciding whether an observation is normal or anomalous.  

3. Sliding window ABSAD-based fault detection scheme 

By far, the Angle-based Subspace Anomaly Detection (ABSAD) approach described above can only be run in batch mode, in 
which a finite number of data points is the input and a vector of local outlier scores is the output. It can be easily adapted to 
an online mode to monitor the system state. Let us call this online mode of the ABSAD approach “primitive ABSAD”. The 
“primitive ABSAD” approach firstly conducts offline training on a finite size of normal data points (fixed window) and 
obtains the control limit. For any new observation from the data stream, we calculate its local outlier score over the original 
training set following the same procedure listed in Figure 1. If the local outlier score exceeds the control limit, a fault is 
detected. The crucial problem with the “primitive ABSAD” is that the control limit and the data points in the window are 
fixed. They are not changing along with the system’s normal time-varying behavior. Consequently, the Type I error of the 
fault detection task may be high (as will be shown in Subsection 4.3). Of course, the batch mode of ABSAD approach can 
also be run regularly to absorb the normal change of the system. But it requires intensive computation, which is unsuitable for 
online fault detection that demands timely response. 

To deal with the above problem, we adapt the ABSAD approach to another online mode based on the sliding window 
strategy in this section. The sliding window strategy is frequently used in data stream mining and it assumes that recent data 
bear greater significance than historical data. It discards old samples from the window, inserts new samples into the window, 
and updates the parameters of the model iteratively. Since the “sliding window ABSAD” algorithm is adaptive to the 
dynamic change of the system, it can reduce the Type I error significantly compare to the “primitive ABSAD” algorithm (as 
will be shown in Subsection 4.3). At the end of this section, we analyze the computational complexity of the sliding window 
ABSAD algorithm.  

3.1 Structure of the sliding window ABSAD algorithm 

The structure of the sliding window ABSAD algorithm is show in Figure 4. It comprises two stages: offline model training 
and online fault detection. The first stage, offline model training, is a one-off task followed by the online fault detection 
routine. The second stage continuously processes each new observation from the data stream upon its arrival. To enhance the 
computational efficiency of the algorithm, the current window profile needs to be stored and maintained continuously. The 
different stages of the algorithm are explained below. 

The first stage basically follows the same procedure listed in Figure 1. Notably, it is worth meticulously selecting fault-free 
samples to construct the training set since the existence of faulty samples in the training set may potentially reduce the local 
outlier score of a new observation and augment the control limit, and hence increase the risk of committing the Type II error. 
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After the completion of the first stage, the output is used to initialize the profile of the first window. Then, the algorithm is 
prepared for the online fault detection routine. 

The second stage continuously processes the data stream and monitors the states of the system. In accordance with the flow 
chart of the online fault detection stage shown in Figure 4, the concrete steps are as follows: 

Stage 1:
Offline Model Training

Stage 2:
Online Fault Detection

Data preparation

Feature 
normalization

Derivation of 
reference sets

Selection of relevant 
subspaces

Computation to 
local outlier scores

Determination of the 
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start
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No

Update the window 
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Sampling/
Resampling

KNN list (a 
set of sets)

Initialize
 the first window

 

Figure 4: Structure of the sliding window ABSAD algorithm 

1) Firstly, the first two steps collect the raw data and transform it into a required form that is appropriate for mining. 
Specifically, the sampling step acquires real-time measurements in a raw format. Then the data preprocessing step 
transforms the raw data into a suitable format which is in line with the output format of the data preparation step in the 
first stage.  

2) Secondly, the subsequent four steps calculate the local outlier-ness of a new sample. They again align with the steps 
listed in Figure 1. The difference is that there is only one observation going through these steps at a time in order to be 
processed. In addition, the information stored in the current window profile should be utilized in these two steps: feature 
normalization and derivation of the reference set, as indicated by the dashed arrow in Figure 4. Concretely, according to 
formula (1), the feature normalization step standardizes the new sample based on the mean vector and the standard 
deviation vector stored in the current window profile. In addition, the reference set of the new sample originates from the 
samples recorded in the current window profile. According to formula (2), the KNN list in the window profile can also 
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speed up the derivation of the reference set of the new sample. After going through the same process described in 
Subsection 2.5 and 2.6, the local outlier score of the new sample can be calculated.  

3) Lastly, we may regard the remaining parts of the second stage as the post-processing steps. On the one hand, if the 
obtained local outlier score exceeds the control limit in the current window profile, a fault is then detected and the 
process starts over from the resampling step. Meanwhile, if several consecutive faults are detected, an alarm should be 
triggered. On the other hand, if the local outlier score is less or equal than the control limit, the current window profile 
should be updated to incorporate the normal change of the system and then the process goes back to the resampling step. 

In the above algorithm, the first stage learns the normal behavior of the monitored system and saves the key information into 
the first window. The second stage continuously detects whether a new sample is normal or faulty based on the information 
preserved in the current window profile. If a new sample is judged to be normal, the information contained in this sample will 
be absorbed into the new window. Correspondingly, the information of the oldest sample will be discarded. By doing so, the 
latest normal behavior of the system can always be incorporated into the current window and serves as the basis for dynamic 
fault detection. Among all the steps in the sliding window ABSAD algorithm, updating the window profile is the most 
critical and complex one. The updating mechanism will be elaborated in the next subsection. 

3.2 Update to the current window profile 

Through updating the current window profile regularly, the sliding window strategy enables the online fault detection to 
adapt to the time-varying behavior of the system. Based on the requirements of the ABSAD approach, six items are identified 
to be preserved and maintained in the window profile, i.e. samples, mean vector, standard deviation vector, KNN list, k-
Distance vector and the control limit, as shown in Figure 4. The following contents will mainly discuss how to update these 
items. 

 

Figure 5: Transition of the window profile 

Before looking at the details, let us make some more notations. We define W( ) as all the samples in the -th window with a 
window size . As shown in Figure 5, W( ) is a  by  matrix, in which each row represents one sample (e.g.  is the first 
sample in the -th window) and  is the number of dimensions in the feature space. Notably, the window profile is updated 
only under the condition that a new sample is judged to be normal. Therefore, the samples preserved in a window may not be 
consecutive in the time scale even though the samples in a window are sequentially indexed. Further, let 

( ), ( ), NN-list( ), -Dist( ), CL( ) be the column-wise mean vector, column-wise standard deviation vector, KNN list (a 
set of sets, containing the  nearest neighbors of every sample in the -th window), k-Distance vector and the control limit of 
the -th window correspondingly. The initialization to the first window after the offline model training stage is rather 
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straightforward. Now we present the updating mechanism to the six items of the window profile from the -th window to the 
( + 1)-th window as below. 

1) Update to the samples 

Obviously, in the case of updating samples from the -th window to the ( + 1)-th window,  is the oldest sample, and  
is the latest normal sample that should be absorbed into the new window. Hence, W( + 1) is simply obtained by deleting  
from W( ) and adding  to the end of W( ).  

2) Update to the mean vector and the standard deviation vector 

The mean vector ( + 1) and the standard deviation vector ( + 1) can be updated from the previous window profile by 
applying formula (11) and (12). Notably, all of the operations in these two formulae should be conducted in an element-wise 
manner. 

 
( + 1) = ( ) +

1
( ) (11) 

 
( + 1) = ( )

+ 1

( 1)
+

1
+

2

1
( ) ( ) +

1
 (12) 

3) Update to the KNN list and the k-Distance vector 

The set NN-list( ) records the  nearest neighbors of every sample in the -th window. As mentioned in Subsection 3.1, it is 
used when deriving the shared nearest neighbors of the new sample, i.e. the reference set. In the -th window, the vector 

-Dist( ) stores the k-distance of each sample, i.e. the distance of the -th nearest neighbor from each sample. Even though 
-Dist( ) does not directly contribute to the calculation of the new sample’s local outlier factor, it facilitates the updating to 

the KNN list.  

For a sample in the -th window with the index , where { + 1, + 2, … + 1}, we define NN-list( )  to be the  
nearest neighbor list of this sample . Correspondingly, let -Dist( )  be the distance of the -th nearest neighbor from  in 
the -th window. Note that, NN-list( )  is a set containing the index of  samples that originates from the -th window and 

-Dist( )  is a scalar. 

Moving from the -th window to the ( + 1)-th window, the whole neighborhood relationship is updated by removing the 
information about  away and adding the information about . In the following, we consider these two steps sequentially. 

 Remove the information of the oldest sample 

In this step, if the first sample  is among the  nearest neighbor list of , we should remove it and then add the ( + 1)-th 
nearest neighbor to its  nearest neighbor list. Correspondingly, the k-Distance should be updated to the distance of the 
( + 1)-th nearest neighbor from sample . Formally, the KNN list and the k-Distance vector of the -th window should be 
updated according to the following formulae: 

NN-list( ) = ( NN-list( ) \{ }) { ( )}, if NN-list( )  and { + 1, + 2, … , + 1} (13) 

-Dist( ) = ( + 1)-Dist( ) ,  if NN-list( )  and { + 1, + 2, … , + 1} (14) 

where ( ) represents the ( + 1)-th nearest neighbor of the sample  in the -th window, and ( + 1)-Dist( )  denotes 
the distance of the ( + 1)-th nearest neighbor from sample  in the -th window. 
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 Add the information of the new sample 

In this step, the distance from the new sample  to the samples in the -th window (except for the first sample) should be 
evaluated firstly. We define ( , ), where { + 1, + 2, … , + 1}, as the distance from the new sample  
to the sample . By sorting these distances in ascending order, we can get the  nearest neighbor list and the k-distance of 
the new sample in the next window, i.e. NN-list( + 1)  and -Dist( + 1) .  

Intuitively, if the k-distance of the sample  is greater than the distance from  to , the  nearest neighbor list and the k-
distance of   should be updated. Formally, we update the KNN list and the k-Distance vector according to the following 
formulae: 

NN-list( ) = ( NN-list( ) \{ }) { }, If ( , ) < -Dist( )  and { + 1, + 2, … , + 1} (15) 

-Dist( ) = max {( 1)-Dist( ) , ( , )}, If ( , ) < -Dist( )  and { + 1, + 2, … , + 1} (16) 

where  represents the -th nearest neighbor of  in the -th window and ( 1)-Dist( )  denotes the distance of the (

1)-th nearest neighbor from sample  in the -th window. 

Finally, the KNN list and the k-Distance vector of the ( + 1)-th window can be obtained by removing the first element and 
adding the corresponding element of the new sample  to the end of NN-list( ) and -Dist( ). For example, the KNN list 
of the ( + 1)-th window can be set as follows: 

NN-list( + 1) = ( NN-list( )\{ NN-list( ) }) { NN-list( + 1) } 

4) Update to the control limit 

The control limit is used for judging whether a new sample is faulty or normal. When a normal sample with a high local 
outlier score is absorbed into the new window, the tolerance of the new window to a high local outlier score on the same level 
should be augmented slightly, and vice versa. Hence, the control limit should also be renewed each time after a normal 
sample is added to the current window. The control limit can be reset based on formulae (9) and (10) together with the 
confidence level as described in Subsection 2.7. To ensure computational efficiency, we only update the control limit when 
the local outlier score is greater than zero. 

3.3 Computational complexity analysis 

Computational complexity is one of the key factors in assessing the merit of an algorithm for data stream mining. In addition, 
it is crucial in fault detection applications which require timely response from the monitoring algorithm to ensure system 
safety. In the following we discuss the time complexity and space complexity of the sliding window ABSAD algorithm. 

For the first stage of the sliding window ABSAD algorithm (the batch mode of the ABSAD approach), the time complexity 
and space complexity are O( max( , )) and O( max ( , )) respectively, considering  is typically much larger than  
and . If some indexing structures like k-d tree or R* tree are employed here, the algorithm’s time complexity can be reduced 
to O( log max( , )). Given such demanding computations, it is unadvisable to repeatedly run the batch mode of the 
ABSAD approach to absorb information from the latest normal sample in online fault detection applications. This is precisely 
the reason why we extend the original ABSAD approach to the sliding window-based ABSAD. 

The second stage of the sliding window ABSAD algorithm continuously processes the new collected sample upon its arrival. 
The computational complexity of this stage is more important in the sense that it decides whether the algorithm can 
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isochronously monitor the state of the system. By analyzing each step of the second stage, the time complexity of this stage 
for processing a single sample is O( max( , )) and the space complexity is O( max( , )). Although the above time 
complexity is not linear, it is still rather attractive in the context of dealing with high-dimensional data streams. Notably, to 
accelerate the processing speed of online fault detection, the sliding window ABSAD algorithm designates a space for storing 
the window profile and continuously maintains it. The window profile does not only contain the critical parameters for 
calculating the local outlier score of a new sample and detecting whether it is faulty or not (such as the mean vector), but also 
includes those parameters for maintaining the window profile itself (such as the k-Distance vector). This is where the concept 
of trading space for time applies. 

4. Numerical illustration 

This section validates the efficacy of the above-described sliding window Angle-based Subspace Anomaly Detection 
(ABSAD) algorithm on synthetic datasets. To demonstrate the efficacy of the proposed algorithm, we contrast it with the 
“primitive ABSAD”, “primitive LOF” and “Sliding window LOF” algorithms. Similar to the “primitive ABSAD”, the 
“primitive LOF” approach applies the original LOF algorithm to calculate the local outlier-ness of a new sample over a fixed 
set of samples. By adopting the sliding window strategy, the “sliding window LOF” approach with a dynamically updated 
window has been proposed and applied in process fault detection applications [16]. The “sliding window LOF” approach was 
reported to exhibit a superior accuracy compared to PCA-based models and can be adaptive to the time-varying 
characteristics of the monitored system. It does, however, suffer from the “curse of dimensionality” which leads to the 
degradation of its accuracy as dimensionality increases, as will be shown in Subsection 4.3. 

4.1 Data generation 

Consider the following system which is modeled on the input-output form, similar to the example used in [16]. 

 

( ) = ( ) + ( ) =

0.86 0.79

0.55 0.65

0.67 0.81

0.46 0.51
0.17 0.32

0.33 0.12

0.89 0.97

0.28 0.13

0.27 0.16

0.74 0.82

( )

( )

( )

( )

+

( )

( )

( )

( )

( )

 (17) 

where  is the temporally ordered sampling index and {1,2, … 2000}, ( ) ×  is the input matrix which consists of 
four input variables ( ), ( ), ( ), ( ), ( ) ×  is the output matrix that comprises five monitored variables 

( ), ( ), ( ), ( ), ( ),  is the parameter matrix with appropriate dimensions, and ( ) ×  encompasses 
five random noise variables, each of which is normally distributed with a zero mean and a variance equal to 0.02. 

Further, the data of the four input variables are generated as follows, 

 ( ) = 2 cos(0.08 ) sin (0.006 ) (18) 

 ( ) = sign[sin(0.03 ) + 9 cos (0.01 )] (19) 

 ( )~ ( 1,1) (20) 

 ( )~ (2,0.1) (21) 

Based on the above data generating mechanism, we construct four datasets (2000 samples and five dimensions in each) with 
different types of faults all induced starting from the 1501st sample. The faults are as follows, 
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1) Scenario 1 (Fault 1): An abrupt drift on the fifth output variable ( ) with the magnitude 5. 
2) Scenario 2 (Fault 2): An abrupt drift on the fourth input variable I (t) with the magnitude -5. 
3) Scenario 3 (Fault 3): An abrupt drift on the second input variable I (t) with the magnitude -3. 
4) Scenario 4 (Fault 4): A ramp change by adding 0.1 × ( 1500) to the first input variable ( ). 

To simulate the time-varying behavior of the system, we add a gradually slow drift 0.003( 1000) on two entries of the 
parameter matrix (1,2) and (2,2) starting from the 1001st sample. In the end, we append another 95 fault-irrelevant 
dimensions to each of these four datasets to create a high-dimensional setting. All the fault-irrelevant dimensions are 
distributed uniformly on [0, 1].  

Finally, four datasets with 2000 samples and 100 dimensions in each are constructed. For all of these datasets, the first 1500 
samples are normal and the last 500 samples are faulty. Among these normal samples, a slight change has been gradually 
placed on the ones with sample index from 1001 to 1500. A decent online fault detection algorithm should not only be able to 
detect the faulty samples but also be adaptive to the time-varying behavior of the system. In other words, the algorithm 
should reduce both Type I error and Type II error as much as possible. 

4.2 Parameter analysis and tuning 

In sliding window-based algorithms, it is crucial to choose an appropriate window size . A large window size may endow 
high model accuracy but result in intensive computational load. By contrast, a small window size indicates low complexity in 
computation but may lead to low model accuracy. An exploratory test has been performed to probe the effect of different 
window sizes on the two types of errors of the sliding window ABSAD algorithm, and the results are shown in Figure 6 a). In 
this test, the dataset associated with the second fault was used. Additionally, parameter  and  for deriving the reference set 
were set to be equal to one fourth of the window size, i.e. = = /4, for simplicity. Parameter  for selecting relevant 
subspace was set at 0.4 and the confidence level 1  for deciding the control limit was set at 99%.  From the results shown 
in Figure 6 a), the window size primarily affects the Type I error in this example. Further, a small window size may lead to a 
higher Type I error, which is mainly because of the lack of representative neighboring points in the window to support the 
normality of a normal sample. On the other hand, the Type I error tends to increase slightly as the window size goes above 
900, and that may be caused by the inadequacy of the model to adapt to the time-varying characteristics of the system. Thus, 
an ideal range of the window size for this case may be chosen from 600 to 900. 

Similarly, parameters  and  also matter to the model accuracy and the computational burden. Firstly, parameter  specifies 
the number of nearest neighbors for computing SNN similarity. As with some other algorithms related to the SNN method,  
should be set large enough so as to capture sufficient points from the same generating mechanism. As reported in [9], if  is 
chosen roughly in the range of cluster size then a considerably satisfactory performance in terms of defining the notion of 
locality can be achieved. Secondly, parameter  defines the size of the reference sets. For the same reason, it should be 
chosen large enough but not greater than . In [9], it was  shown that the performance of the SNN method does not degrade 
until the size of reference points approaches the full dataset size. To investigate the effect of these two parameters on the two 
types of errors, a similar test on the dataset containing the second fault is conducted and the results are shown in Figure 6 b). 
Again in this test, for simplicity, parameters  and  were set to be equal. Other parameters were set as follows: = 750, 

= 0.4 and 1 = 99%. As shown in Figure 6 b), parameters  and  primarily affect the Type II error in this case. A 
small value of  and  may lead to a high Type II error which is mainly because of insufficient neighboring points in the 
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window to discriminate a faulty sample from normal ones. In accordance with the above analysis to parameter  and , 
Figure 6 b) indicates that satisfactory model accuracy can be obtained as long as  and  were set large enough. From the 
perspective of model accuracy,  and  should be larger than 40 based on the results shown in Figure 6 b). However,  and  
should not be set too large to lose the meaning of defining the notion of locality. In addition, they should not be set too large 
to avoid reducing computational efficiency.  

The last parameter  decides which dimensions should be kept as a part of the relevant subspace. It may have a great 
influence on selecting relevant subspace and hence affect the subsequent calculation of the local outlier score. Generally, the 
lower the value , the more dimensions will be included in the subspace, and vice versa. As with the above two tests, the 
dataset containing the second fault was selected to explore the effect of   on the two types of errors and the results are 
shown in Figure 6 c). Other parameters take the value as follows: = 750 , = = 100  and 1 = 99% . As 
demonstrated by Figure 6 c), parameter  primarily affects the Type II error in this example. If  is set too small, a large 
share of dimensions which have less significance in defining the local outlier-ness of a point will be retained, hence reduce 
the local outlier score of a faulty sample. Conversely, if  is set too large, the algorithm can capture very few fault-relevant 
dimensions or even no dimensions to construct the subspace, and hence malfunction in detecting faulty samples. According 
to the results shown in Figure 6 c), the acceptable range of parameter  is from 0.36 to 0.42. 

 

Figure 6: The effect of different parameters on the two types of error 

Based on the above three tests regarding tuning parameters and the trade-off between complexity of computation and model 
accuracy, the window size is set at 750,  and  are set at 100, and  is chosen to be 0.4 for the sliding window ABSAD 
algorithm in the following simulation. Moreover, the parameters of the algorithm “Primitive LOF” and “Sliding window LOF” 
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for comparison are set exactly the same as the settings in [16], i.e. = 750 and = 30. For all of these methods, the 
confidence level 1  will be 99%. 

4.3 Results and discussions 

The results of the four fault detection algorithms on the four datasets (associated with the four different faults) are 
summarized in Table 1. Although the Type I errors of LOF-related algorithms are rather low in all of the four scenarios, this 
is mainly caused by the insensitivity of LOF to faults that exist only in small subsets of high-dimensional spaces. As a result 
of this, the Type II errors of LOF-related algorithms are significantly high when detecting the first two faults. A further 
explanation is that LOF-related algorithms are implemented in full-dimensional spaces and those signals relevant to the faults 
can be easily concealed by the massive fault-irrelevant dimensions (the 95 uniformly distributed dimensions in this example). 
Figure 7 a) and b) give a graphical description of the above result. To alleviate the impact exerted by irrelevant dimensions, 
the proposed ABSAD approach finds the fault-relevant dimensions first and then measures the local outlier-ness of a concrete 
point in the retained subspace. By doing so, the power of discriminating low-dimensional subspace faults from normal 
samples in high-dimensional spaces can be greatly enhanced. Consequently, the Type II errors produced by ABSAD-related 
algorithms are relatively low as shown in Table 1. 

Table 1: Fault detection results of the numerical example 

Dataset and error type Primitive LOF Sliding window LOF Primitive ABSAD Sliding window ABSAD 
Fault 1 Type I error 1.73 1.73 8.4 0.67 
  Type II error 32.2 91.8 0.2 4.4 
Fault 2 Type I error 2.4 3.73 8.4 0.8 
  Type II error 38.8 51 0 0 
Fault 3 Type I error 2.8 2.27 8.13 1.2 
  Type II error 0 36.4 0 0 
Fault 4 Type I error 2.13 1.87 8.8 0.67 
  Type II error 4.8 6.8 3.8 4.2 

The results in Table 1 also indicate that the primitive ABSAD has a higher level of Type I errors in contrast to the sliding 
window ABSAD. By looking into the partially enlarged detail of Figure 7 c), we can precisely locate the position of false 
alarms, where the blue line (local outlier score) exceeds the black dashed line (control limit). The reason for these false 
alarms is that the primitive ABSAD always holds the same window after the offline model training stage. The parameters of 
the model are invariant and thus cannot be adaptive to the time-varying behavior of the system. Instead of keeping a 
constantly unchanged window, the sliding window ABSAD absorbs new samples and discards old samples regularly and 
changes the window profile dynamically. As demonstrated by the partially enlarged detail in Figure 7 d), the sliding window 
ABSAD algorithm adapts to the time-varying behavior of the system very well and very few false alarms are generated in the 
samples where the slow drift is added. 

In the dataset containing fault 4, the degree of deviation of the fault from normal behavior of the system is remarkably higher 
than the other three faults. Therefore, LOF-related algorithms can still produce a desirable accuracy in terms of low Type I 
and Type II errors, as shown by Table 1 and Figure 8. It is worthy to note that, according to Figure 8, there is a huge 
difference between the scale of the values of local outlier score (LOS) and local outlier factor (LOF). Specifically, the LOS 
values are orders of magnitude higher than the LOF values. This difference can also be found in other scenarios. The leading 
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cause of this phenomenon lies in the fact that the deviation on fault-relevant dimensions is considerably compensated by the 
normal behavior on massive fault-irrelevant dimensions. As a consequence, the obtained LOF values are vastly reduced even 
in the case of the faults being very evident, such as in scenario 4 as shown in Figure 8.  

The accuracy of those algorithms implemented on full-dimensional spaces, such as LOF, degrades significantly as 
dimensionality increases. To mitigate the influence exerted by irrelevant dimensions, the ABSAD approach computes the 
degree of deviation of a data point directly on the derived subspace. As we claimed in Section 2, the retained subspace should 
be meaningful in the sense that it should be able to capture most of the information with regard to the discordance of an 
object to its adjacent data instances. By examining the retained subspace of the faults in all of the four scenarios, we found 
that the dimensions in the subspace are exactly the same position where the faults were induced on. 

 

Figure 7: Fault detection result of primitive LOF, sliding window LOF, primitive ABSAD and sliding window ABSAD 
on scenario 2 of the numerical example 

 

Figure 8: Fault detection result of primitive LOF, sliding window LOF, primitive ABSAD and sliding window ABSAD 
on scenario 4 of the numerical example 



21 

 

5. Conclusion 

This paper proposes an unsupervised approach to fault detection from high-dimensional data stream with time-varying 
characteristics. In considering the high-dimensional challenges in fault detection tasks, an Angle-based Subspace Anomaly 
Detection (ABSAD) approach is proposed. Afterwards, aiming to detect faults from data streams with time-varying 
characteristics, the ABSAD approach is extended to an online mode based on the sliding window strategy.  

Based on the analytical study and numerical illustration, we can conclude that the proposed sliding window ABSAD 
algorithm can simultaneously tackle challenges associated with high dimensionality and data streams in fault detection tasks. 
Specifically, i) in the ABSAD approach, the proposed criterion “pairwise cosine” for measuring vectorial angles in high-
dimensional spaces is a bounded metric and it becomes asymptotically stable as dimensionality increases; ii) the experiments 
on synthetic datasets indicate that the ABSAD approach has the ability to discriminate low-dimensional subspace faults from 
normal samples in high-dimensional spaces. Moreover, it outperforms the LOF approach in the context of high-dimensional 
fault detection; iii) the experiments on synthetic datasets further demonstrates that the sliding window ABSAD algorithm can 
be adaptive to the time-varying behavior of the monitored system and produce better accuracy than the primitive ABSAD 
algorithm even when the monitored system has time-varying characteristics; iv) by applying the concept of trading space for 
time, the sliding window ABSAD algorithm can perform an isochronously online fault detection.  

High-dimensional data streams with time-varying characteristics are now emerging in various fields, such as cyber intrusion 
detection, financial fraud detection, etc. Since the fundamental assumption of this paper applies in many cases within these 
fields, we can expand the application of the proposed sliding window ABSAD algorithm to other anomaly detection 
problems. 

 

APPENDIX 

This section proves the proposition presented in Subsection 2.5. 

1. Proof to the proposition E  , ( ) , in which 

E  , ( ) =
1

( 1)

# + #

# + #,

, where = {1,2, … , }, and # > 0 for all  

Proof: 

This is equivalent to proving the following inequality, 

1

2
<

1

( 1)

+

+, { , ,… }

2

2
, where , , … , > 0 

Firstly, we prove  

1 <
+

+

2, where > 0, > 0  

 For the left side of the formula, 
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( + ) > +  

 

 ( + 2 + ) > +   

 2 > 0  

Apparently, 2 > 0 holds true when > 0 and > 0 

 For the right side of the formula, 

 
2 + ( + ) 

 

 2 ( + ) ( + )   

 ( 2 + ) 0  

 ( ) 0  

Apparently, ( ) 0 always holds true. 

Now, we prove the original proposition. Since there are  ( 1) 2  elements in the summation notation of the original 

formula and all of the elements have the form of ( + ) +  and > 0, > 0. 

 If all the elements take the maximum value 2, i.e. = = =  , then  

1
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+
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So the right side is proved, i.e. 
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 Again since all the elements are greater than 1, then 
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So the left side is proved, i.e. 
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Thus, the original proposition is right. 
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