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ABSTRACT

Today, using computers is a daily thing for many people over the world. We use 
computers to for example communicate, read news, search for sport-events, corre-
spond with e-mail, participate in meetings, and download the latest polyphonic ring 
tones for our mobile phones. This digital world is often distinguished from the out-
side world, or the physical world. Feeding the digital world with information, as 
measurements of physical phenomenon, is done by the use of sensors. Extending 
the control from the digital world to the physical world can be achieved by control-
ling actuators. 

Combining those sensor and actuators with wireless networking capabilities en-
ables a new paradigm to for example scientists, medical personnel, and engineers to 
observe physical phenomena and react to it. The world of networking sensors is 
vast and covers aspects such as communication protocols, ubiquitous computing 
environments, embedded operating systems, embedded system designs, security, 
low-power operations, location-awareness, and middleware issues etc. 

At Luleå University of Technology, EISLAB, the development of various applica-
tions requires a platform, in terms of both hardware and software, to form a net-
work of wireless nodes. A platform that is intelligent and accessible over the Inter-
net opens new possibilities for system fault detection, control, maintenance, and 
remote monitoring. In this thesis commercial off-the-shelf hardware components 
are used in combination with software based on standard protocols as a basis for the 
platform architecture. The focus has been on a collection of small, battery-operated, 
and autonomous wireless networking nodes. The thesis makes contribution to the 
area by exploring and elaborating the possibilities of making those resource limited 
nodes accessible over the public Internet. First, a small wireless networking sensor 
unit accessible from devices in close proximity is presented. The generic architec-
ture enables the rapid development of various applications, adaptable to different 
usage scenarios. Second, an architecture (and the implementation of the architec-
ture) is presented where devices like simple sensors become accessible as nodes on 
the public Internet. The architecture enables direct access to collected measure-
ments and events from the physical world. Third, it is shown that a small spontane-
ous network of mobile nodes can be established, even though the resources on the 
nodes are very limited. The nodes do not have to be user operated and can self-
establish a connection with an appropriate access point. 
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THESIS INTRODUCTION

1. Background
EISLAB (Embedded Internet System Laboratory) covers research and education in 
the field of electronics, computer engineering, and robotics. Major fields of re-
search are measurement and sensor technology, ultrasound technology, mixed 
mode electronics design, low-power ASIC design, embedded EMC, EIS architec-
ture, and autonomous robotics. The work in this thesis is performed within the area 
of EIS architectures, or more specifically; how to make sensor and actuators, which 
are widely used devices in various system implementations, to be wireless and 
accessible over the Internet. 

Engineers have been developing increasingly versatile and sensitive sensors for 
many years. Combining those sensor and actuators with wireless networking capa-
bilities enables a new paradigm for e.g. scientists and engineers to observe physical 
phenomena and react to it. A device that is intelligent and accessible over the Inter-
net opens new possibilities for system fault detection, control, maintenance, remote 
monitoring, and support. The potential for networking sensors and actuators is 
large. Some civilian and military applications are listed below as some of the ex-
amples where wireless sensors could be beneficial. 

Healthcare: Monitoring important vital parameters for health and lifestyle 
for 24/7 enables proactive disease prevention. With wireless sensors, the pa-
tients can enjoy enhanced freedom and quality of life through avoidance or 
reduction of hospital stay [3]. 

Environmental monitoring: Water level, temperature, and wind sensors 
deployed along a river bank, issuing automatic warnings in the case of pos-
sible flooding. Other areas of environmental monitoring are observing the 
temperature in a forest to detect fires, and monitoring rivers for pollution etc. 
[1], [4]. 

Military defense networks: Deploying a number of sensors in a tripwire 
system (without the wires of course) in a surveillance area, the network of 
sensor could collaborate for the detection of passing vehicle belonging to 
enemy troops [1], [2], [4]. 
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Habitant monitoring: In harsh environments, a network of sensors can en-
able researchers to monitor and study the wildlife and their habitants [2]. 

Ground transportation:  A network of sensors can capture traffic conges-
tion, speed, and accidents making the information available on a web site 
[1], [3], [4]. 

Construction: In the construction of e.g. bridges, piers, dams, sensors can 
be embedded in those civil structures in order to detect and monitor vibra-
tions, stress, and salt concentration. The in situ systems can conduct long 
term monitoring of corrosion condition, to aid the evaluation of necessary 
maintenance [2]. 

Process control and machinery: Ease of installation is one important factor 
in the cost picture of a measurement system. With a large number of wire-
less sensors, operators can monitor and control manufacturing process con-
ditions throughout the plant. Machine “health” monitoring can provide the 
health status of the device and hence, establish predictive maintenance solu-
tions [2], [3], [4]. 

Safety: The personal safety for workers in the AEC industry, e.g. workers in 
hazardous environments and people working alone could benefit from re-
mote monitoring [3], [4]. 

2. Networking sensors 
In many production facilities of today, the connection schemes of sensors and ac-
tuators has emerged into bus-based systems from previously has been individually 
point-to-point wired from the device to a central controller. Interface standards such 
as current loops provided the means for sensing and control information to leave 
and reach the sensor or actuator providing a single dimension of the measurements. 
With the development of digital control and microprocessor systems in the 1980’s, 
a number of industrial networking, or fieldbus, technologies emerged. The net-
working sensor technologies simplify the wiring required for data and control sig-
naling due to the digital communication shared by multiple devices on one single 
wire. A fieldbus is a digital, serial, two-way, and multi drop communication link 
among e.g. controllers, remote I/O’s, sensors, actuators and internetworking com-
ponents. Today, a great number of sensor network protocols in various levels of hi-
erarchies are developed for a broad spectrum of industries, providing varying de-
grees of functionality and after great effort [6], a number of international fieldbus 
technologies have been standardized [7], [8].  
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Figure 1. Hierarchical interconnections of fieldbus technologies. 

A hierarchically system of devices is shown in Figure 1 above, where different 
technologies are integrated together. The sensors and actuators may be distributed 
geographically and connected with a various technologies, e.g. at the lowest level, 
up to 62 “simple” slaves may be attached using the ASi standard [9]. Connection to 
higher level fieldbus standard systems, e.g. ProfiBus [10] and Foundation Fieldbus 
[11], is made by using fieldbus gateways, or linking devices. The gateways are pro-
tocol converters needed to translate data passing different networks. Furthermore, 
as Ethernet has migrated from the office to the manufacturing floor, a number of 
protocols are available connecting the enterprise office network with the factory 
network, e.g. using ModBus TCP/IP,  Ethernet/IP (industrial protocol), and Profi-
Net. However, to achieve device availability and interoperability among multiple 
vendors, the integration also requires specialized gateway converters to connect the 
specific sub-networks into the larger Ethernet networks. 

With the emerging evolution of various wireless communication standards, e.g. 
WiFi, Bluetooth, and ZigBee, the sensors and actuators are no longer restricted to 
be attached in a wired network. In addition, the benefits from using non-proprietary 
wireless technology in sensor networks are many. With wireless nodes, cost sav-
ings opportunities are due to decreased amount of cables required, and the place-
ment of sensor in machinery that can not be monitored with a wired system e.g. ro-
tating machinery, temporary applications, and mobile applications [12], [13]. In the 
following sub-section, a number of wireless sensor nodes are presented which 
could serve as a basis for future wireless networking sensors. 
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2.1 Wireless sensors 

The networks above could combine simple wireless communication, minimal com-
putation facilities, and some sort of sensing of the physical environment. In Figure 
2 below, the major components of a general sensor node is illustrated. 

AD
converterSensor Micro

controller
Wireless

communication

MemoryPower

Figure 2. A general wireless senor node architecture. 

The sensor node has many sources of constraints, e.g. the energy consumption, 
processing power, size, and cost and some of the characteristics that senor nodes 
share are: 

Power: Energy supply of a sensor node is scarce and hence, power con-
sumption is of primary concern. The typical task for a senor node can be di-
vided into three areas; sensing, processing, and communication. For pro-
longed lifetime, a senor node may be supported by power scavenging tech-
nologies such as solar cells. 

Sensing: The interface between the physical environment to be measured 
and the senor node is the sensors. The actual senor readings may be con-
verted by an ADC in the case of an analog input signal. 

Processing: A simple embedded microcontroller with limited capabilities to 
process received readings and performing communication with the outside 
world. 

Communication: A sensor node must have the means to perform wireless 
communication, both to neighbor nodes scattered in the surroundings and to 
base station transceivers. The range can be from meters up to kilometers. 

Often, the nodes in a wireless senor network collaborate towards a common goal. 
One important concept is the idea of thinking the network of sensors as “the net-
work is the sensor”. For example, deploying a number of sensors collecting mag-
netic information, each individual sensor reading is of less value. Together how-
ever, the collaborative effort by all sensors can predict e.g. the speed and direction 
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of vehicles passing by the sensor nodes. In addition, the use of wireless sensor net-
work provides a foundation for performing research “on-site” in the environment 
instead of using a synthetic laboratory setup. 

In the past, a number of prototypes of the general wireless sensor node have been 
developed. In the following subsections, some of the hardware platforms are pre-
sented that has been used, and are being used, by the research community to per-
form research on in the area of wireless sensor networking.  

2.1.1 WINS

In the early 1990s’, UCLA (together with Rockwell Science Center) launched the 
LWIM (Low Power Wireless Microsensors) project [14] with the goal of making 
completely autonomous nodes. The LWIM intelligent node was targeted to inte-
grate MEMS (Micro-Electro-Mechanical Systems) sensors, power, processing, and 
communication into a cubic centimeter volume. During the following years, a 
number of prototype systems (LWIM-nodes) was developed and demonstrated, 
primarily in a military context [5]. The LWIM project evolved later on into the 
WINS (Wireless Integrated Networked Sensors) project targeting a broader area of 
applications (not only military) [15]. The goal of WINS was to provide a distrib-
uted network of sensors, accessible over the Internet, that were deeply embedded in 
equipment, facilities, and in the environment. One of the key concepts was the 
identification of local processing of signals, or “local intelligence” to reduce the RF 
communication sending rate. Linking the sensor networks with the Internet is per-
formed by developing Internet gateways (WINS gateways). The WINS gateways 
provide support for the WINS network and access between conventional network 
physical layers and their protocols and between the WINS physical layer and its 
low-power protocols.  

From the WINS project, both the Sensorian WINS NG 2.0 [16] was developed as 
well as the Rockwell WINS 1 [17]. The WINS NG 2.0 is a relatively large node, 
but with the intention to provide an open development platform with API interfaces 
to develop software applications in areas including collaborative signal processing, 
intelligent processing, data storage, and sensor technology application demonstra-
tion. The development platform has a Hitachi SH-4 processor running at 167 MHz, 
up to 64 MB RAM and 32 MB flash, a 4 channel 16-bit ADC, GPS receiver, two 
radios, and running Linux 2.4. The Rockwell WINS 1 was also developed as a pro-
totype development environment for wireless integrated networked sensors. The 
baseline prototype wireless sensing unit is based on an open, modular design using 
widely available commercial-off-the-shelf (COTS) technology. The node consist of 
a number of boards (approximately 5.7 x 5.7 cm) stacked together. The basic 
boards are the processor module (an Intel StrongArm 1000 running at 133 MHZ), 
power supply module, and the wireless radio module (a commercial digital cordless 
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telephone radio). Various sensors boards can be stacked and connected with the ba-
sic modules, e.g. seismic, acoustic, and accelerometers.

2.1.2 Smart Dust 

Some years after the initializing of the LWIM project, the UC Berkeley Smart Dust 
[18] project was initiated. The goal was to make cubic millimeter autonomous sen-
sor devices. The motivation for the project was to explore the limits of system 
miniaturization making it possible to deploy a massive network of sensors.  Impor-
tant factors considered were e.g. the cost of the devices, power consumption, and 
size. The small sensor devices, or motes, were projected as small computing de-
vices having the ability to senses, signal-process, ability to communicate, and being 
self-powered, all integrated in the same package. 

For wireless communication, the mote relies on a base transceiver station (BTS). A 
network of motes can consists of hundred to thousands of motes and a few interro-
gating transceivers (the BTS). The mote communicates either directly to the BTS or 
by the way of another mote. The communication technique is preferred by optical 
transmission (due to the small size and power advantage in comparison with e.g. 
the WINS RF communication) and two schemes are explored for transmission. 
When an un-interrupted line-of-sight path exists between the mote and the BTS, the 
mote may use passive transmission using a corner cube reflector (CCR) [19]. In 
short, the CCR consist of three gold-coated polysilicon plates, reflecting the light to 
its source direction. When no line-of sight path exists between the mote and the 
BTS, the mote is predicted to use a multi-hop route through motes and transmit us-
ing a laser diode and steerable mirrors [20].

To demonstrate the concepts of Smart Dust, some prototypes has been developed 
and demonstrated [21], [22]. In Figure 3 below, a mock-up of the 16 mm3 sensor 
node is shown, consisting of some of the building blocks mentioned above. 
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Figure 3. A 16 mm3 sensor node.

As self-powering energy harvesting technique, this node is powered by a solar cell 
array with cells of various sizes with different cell potentials, giving power to each 
of the components. For optical transmission, a micromachined four-quadrant CCR 
is used. Integrated into one mixed-mode ASIC, (the CMOS IC in the figure), a 
number of components are incorporated. For downlink communication, a 
photodetector is used as receiver. A state machine represents the “intelligence”, and 
selects between two input sensors and initiates the A/D conversion of the input sig-
nal. The sensor source is either an on-board photo sensor or an external acceler-
ometer (XL in the figure above, although not working when integrated in this par-
ticular mote). The functionality has been verified by digitalization data from the 
photo sensor and transmitting the data over the optical link, as well as echoing data 
received by the receiver module located on the ASIC. 
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2.1.3 COTS MOTES 

Clearly, targeting the limits of system integrating as presented in the previous sec-
tion does take time. Let alone, the turn around time from tape out of an ASIC until 
the chip is fabricated is in the order of months. To test basic Smart Dust functional-
ity, a number of prototypes of larger platforms has been designed and developed at 
UC Berkeley [23]. The prototypes, Commercial off-the-shelf (COTS) Motes, was 
originally designed for Smart Dust, but made of standard components, such as 
commercial microcontrollers, batteries, sensors, and communication components. 
One motivation is to demonstrate the idea of having a single microcontroller for all 
tasks, such as sensor data acquisition and radio protocol processing. A quick over-
view of some of the platforms that was developed is presented below. 

RF Mote: One in the first series of COTS motes developed. Consisted of an 
8-bit Atmel AVR microcontroller @ 150 kHz, RF transceiver, 7 different 
sensors on the PCB and was powered by a 3.0 volt lithium coin cell. 

weC: The first series of prototypes lead to the weC platform, a smaller ver-
sion of the RF mote. The platform had an additional microcontroller 
mounted on the same PCB for re-programming of the main microcontroller 
(over a wireless link) and also an integrated PCB antenna. Following the in-
troduction of the weC Mote, the developments of an operating system for 
the motes, TinyOS [24] started. 

Rene & Dot Motes: For the Rene mote there are no sensors onboard, in-
stead, the mote PCB included an expansion header for interfacing external 
sensor boards. The Dot Mote is a circular platform that is 2.5 cm in diame-
ter, and has 2 sensors onboard. 

Mica Motes: A series of Mica motes (Mica, Mica2, Mica2Dot, Mica-Z) was 
developed, mainly with an AA form factor size expect for the Mica2Dot 
which has the same size as the Dot mote above. The latest Mica-Z (2004) 
mote supports the IEEE 802.15.4 which makes it possible to run the ZigBee 
protocol. The Mica mote has been delivered to many universities to be used 
as their primary research platform in the areas of wireless sensor networks. 
Today, Crossbow Technology Inc. develops and produces the wireless sen-
sor motes based on the "Smart Dust" concept. During the developments of 
the Mica-series of motes, the TinyOS is released. 

Following the motes build from off-the-shelf components, is the Spec node. The 
Spec node is not made up form COTS components, instead it is a mixed-mode 
ASIC (fabricated in a .25 micron process) and has processing, memory, 8-bit AD 
converter, and RF communication integrated into the single chip. The Spec meas-
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ures roughly 2.5 mm on each side. On chip, there is a RISC microcontroller as well 
as hardware communication accelerators for off-loading the main CPU. The hard-
ware accelerators include blocks for e.g. synchronization of the incoming bit stream 
from the radio module, encryption of the communication, and DMA-like transfer of 
data to/from the on-chip memory system. 

2.1.4 MANTIS

The MANTIS Nymph has been developed at the University of Colorado at Boul-
der, and was inspired by the COTS Motes as described in section 2.1.3. The same 
MCU (Atmel) and radio transceiver (ChipCon CC1000) has been used as by the 
latest MICA motes. The motivation for developing the sensor node was to create an 
integrated general-purpose system for performing research on wireless sensor net-
works. Especially work has been conducted in a multithreaded embedded operating 
system, the MANTIS OS [25], providing a familiar programming environment (a C 
API) for developers. The Nymph can either act as wireless mobile node, or as a 
base station for other nodes. The PCB that houses the components is 3.7 x 3.3 cm, 
and has various generic interfaces for sensor connectivity and a dedicated interface 
for a GPS receiver module. When the node is used as a base station, communica-
tion is done by RS232 to a nearby PC. 

2.1.5 iBADGE

At UCLA, the Smart Kindergarten [26] project was initialized with the motivation 
of exploring new applications for wireless embedded sensor technology. As an ap-
plication area, they focus on the developmental problem-solving environments for 
early childhood education. By adding wireless sensors in the environments, the in-
tention was to capture the interaction between the kids, teachers, as well as other 
“classroom objects”. The team developed the iBADGE [27] platform to be worn by 
the kids during the day. The platform is a wireless unit with a wide variety of sen-
sors on-board, e.g. light sensor, magnetic field sensor, pressure, accelerometers, 
humidity, microphone, and loudspeaker. One microcontroller is used for interfacing 
some of the sensors as well as the Bluetooth module, and a DSP is used for proc-
essing of received speech data. The board measures 47 x 68 x 7 mm and application 
access to nodes, for configuration or collecting data, is done through a middleware 
infrastructure [28]. The middleware implements Jini network technology concepts 
e.g. the advertising of a new sensor node as they are detected on the network. The 
wireless communication between the iBADGE nodes and the middleware is over 
Bluetooth radio through the use of base stations. A power management and track-
ing unit is incorporated for the future research and development in different power 
saving schemes to prolong battery lifetime. 
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2.1.6 BT Node 

In order to focus on applications to be used in wireless sensor networks, the 
BTnode [29] was developed at ETH Zurich (Swiss Federal Institute of Technology 
Zurich). The BTnode team emphasizes the drawback of having a stationary gate-
way, instead the BTnode may use a Bluetooth enabled mobile phones or Personal 
Digital Assistants (PDAs) for high mobility to gain access to a backend server. As 
the name implies, the BTnode is equipped with a Bluetooth module, but also with 
an additional ChipCon low-power radio. The form factor of the node is of 2xAA-
battery size, where the PCB measures approximately 60 x 30 mm. The BTnode 
houses no sensors; connectors are used to attach the application-specific sensor to 
be used. 

2.1.7 Smart Sensor – the IEEE 1451 

Networking sensors is of great interest to the industry. The word “smart” is used to 
refer to sensors and actuators with a certain level of performance beyond simple 
data input and output. One problem for sensors and actuators manufacturers is the 
large number of networks on the market. Currently, it is too costly for the manufac-
turers to make unique sensors and actuators for each network on the market. A dec-
ade ago (1993), the IEEE and the National Institute for Standards and Technology 
(NIST) launched the development of the Smart Transducer Interface Standard, 
IEEE 1451 [38]. The objective of the standard is to simplify the complexity in es-
tablishing communications between networks and transducers. The goals of the 
specifications are to separate the design of the sensors and actuators from the net-
working controller, and to make the network protocol transparent to the transduc-
ers. The envisioned benefits are many, enabling full plug-and-play of sensors and 
networks in the industrial environments. Some benefits are e.g. lower the total sys-
tem cost by simplified wiring, self-identification/configuration/calibration (the 
same units and calibration requirements for all sensors). Moreover, the communica-
tion of messages is in standardized digital format and the possibility to use sensors 
from different manufacturers interchangeably. The functional blocks and interfaces 
from the series of standards are illustrated in Figure 4. 
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Figure 4. System block diagram.  

In the figure, the Smart Transducer Interface Module (STIM) is the remote, net-
worked, (and smart) transducer node. The node has support for up to 255 channels, 
and is defined as smart by the use of a machine-readable transducer electronic data 
sheet (TEDS). The TEDS is a structure stored in the STIM containing information 
about internal parameters that describes the STIM itself as well as any transducer 
channel that is used. The STIM is controlled by an NCAP (i.e. a microcontroller), 
which mediates between the STIM and the control network and may provide local 
intelligence. The communication between the STIM and NCAP is over 10-wire se-
rial I/O bus (TII interface in the figure). Currently (2004), two standards have been 
approved from the IEEE P1451 family while others are still work in progress [39], 
[40]. For example the proposed wireless sensor communication standard IEEE 
1451.5, or “dot5”, addressing the integration of sensors with various wireless com-
munication protocols such as 802.11, 802.15.4, and Bluetooth. 

2.2 Conclusions concerning networking sensors 

A straight forward comparison between the different sensor nodes is not fair, or 
even appropriate. They simply have different target areas and research focus e.g. a 
Smart Dust node is envisioned to last for a very long time, using self-powering 
techniques whereas an iBADGE node is sufficient to last for a child’s day at the 
kindergarten. The iBADGE has a plethora of sensor attached in a network of ho-
mogenous devices, where others nodes often have generic interface to sensors. The 
generic interface makes it possible for each node not to sense the same thing, hence 
constructing a network of heterogeneous devices. The wireless communication 
technology used also diverges, from doing MAC and baseband processing in the 
host microcontroller to the use of Bluetooth modules. The presented sensor nodes 
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merely demonstrates the different nodes used to conduct experiments, gain knowl-
edge in, explore proprieties of,  and to test and developed theories for ideas related 
to various aspects in the realm of wireless sensor networks. However, an evaluation 
of the sensor nodes can be performed from the viewpoint of the hierarchical wired 
interconnections of different networking technologies, as shown in Figure 1 that is 
common today, with the addition of the wireless aspects and global access. Numer-
ous presentations and related work in progress has been performed demonstrating 
the integration of e.g. industrial sensor networks with the Internet, both wired and 
wireless. For example, different client-server architectures were sensors are con-
nected by RS232 and IEEE 488 to an instrument and measurement server are pre-
sented in [41], [42]. Several implementations of the IEEE 1451 standard e.g. show-
ing a temperature sensor accessible from public Internet through a corporate web-
server is shown in [43]. The node is either interfacing Ethernet or RS232 to a 
nearby PC. Another is the NIST developed framework of Internet based condition-
monitoring where sensors and actuators are connected over an Ethernet control 
network and a TCP/IP gateway [44], where ASCII-messages are converted into in-
ternal communication messages. In [45], a CO2 monitor is connected by 
RS232/RS485 to a server, bridging the sensor and Internet. A hierarchical (wired 
and wireless) body area network consisting of a master-slave architecture of sen-
sors connected to nodes is presented in [46]. The BAN structure represents the 
anatomy of the human body and data is transferred from the interconnected sensors 
in sub-systems up to a central master, and finally in [13], a wireless node is pre-
sented interfacing sensors and actuators, and uses Bluetooth radio communication 
for transmission of data to a host system.  

The above examples have a number of topics in common. They stress the need for 
smart and intelligent sensors and present similar distributed measurement and con-
trol systems based on Internet connectivity architectures as shown in Figure 5.  

- Server -
Protocol & data

converter

Internal network
routines

TCP/IP

Sensor
RS485

Sensor
Bluetooth

Sensor
Ethernet

... Sensor
RS232

Data

Internet
Internet

Figure 5. A common approach for global access to networking sensor systems. 
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As shown in the figure, the interconnections of sensors and embedded systems with 
Internet by arbitrary systems result in a multitude of proprietary solutions, and thus 
require the server gateway to be able to support a variety of hardware and software 
protocols. What is missing is the possibility of having a single networking technol-
ogy to the sensor level that will greatly simplify systems architecture, design, in-
stallation, and maintenance for sensor-based applications. In that respect, the pre-
sented sensor nodes can be evaluated according to a desired architecture as shown 
in Figure 6 below. 

Sensor
TCP/IP

Sensor
TCP/IP

Sensor
TCP/IP

... Sensor
TCP/IP

Internet
Internet

Figure 6. Global access to networking sensors. 

The concept is not unique, e.g. presented in [46] is a framework of using TCP/IP 
and IP-multicast for networking sensors, where control and reading of measure-
ments are performed by using Java applets. However, the network is wired Ethernet 
and is out of the scope of this thesis due to the focus of mobility. An architecture 
for our wireless Embedded Internet Systems (EIS) node is briefly discussed in Sec-
tion 4 and further presented in the papers included in this thesis. The EIS node is a 
generic wireless sensor node meeting the requirements for global access and ad-hoc 
operation.

To establish and create a network of the model as outlined in the figure, a number 
of requirements must be fulfilled by the wireless sensor nodes. In terms of creating 
a network of different sensor and actuators, all but one presented nodes are able to 
connect a wide variety of sensor through e.g. expansion headers. Furthermore, the 
ability of a node to communicate with other nodes from different manufactures de-
fines the level of interoperability, both in terms of hardware and software. As Blue-
tooth is a widely accepted and rapidly growing wireless standard, the presented 
nodes (iBadge, BTnode, as well as the EIS node) using Bluetooth communication 
should be able to operate with other devices, as long as the appropriate profiles are 
implemented. As an exception, the Mica-Z with the ability of using the emerging 
and promising IEEE 802.15.4/ZigBee-standard, a simple packet data protocol for 
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lightweight wireless networks, can also be considered to have sufficient interopera-
bility in a not to distant future. In general, the communication is the major power 
consumer in mobile devices and the choice of radio affects the overall lifetime of a 
sensor node. Nodes using a low-power RF transceiver are expected to last longer. 
To circumvent the higher power consumption from using Bluetooth, the BTnode 
envision and uses a dual-radio strategy where the node is equipped with an addi-
tional low-power radio, apart from Bluetooth. When operating, the Bluetooth mod-
ule could be shut down and re-initialized when needed by negation over the lower-
power radio channel. Albeit interesting, the current status of the strategy only al-
lows it to function when communicating with other BTnodes or other nodes sup-
porting the proprietary protocol. Finally is the issue of scale needed to be addressed 
and scaling for networking sensor systems has a number of dimensions. One impor-
tant metric is the addressing scheme of the nodes at the lower layer. In a Bluetooth 
piconet, up to 256 addresses can be maintained at most, including active and parked 
(non-active) nodes (with the further possibility of creating scatternets). The number 
of nodes might be sufficient, however utilizing ZigBee as the Mica-Z node pro-
vides the possibility of creating large networks. The ZigBee protocol is capable of 
supporting over 64000 nodes for each network coordinator, and multiple network 
coordinators can be linked together to support very large networks.  

Various system requirements influence the capability of wireless networking sensor 
systems, and the discussion above is summarized in Table 1. Conforming to the re-
quirements, the BTnode, and the Mica-Z platforms are interesting nodes for creat-
ing an ad-hoc network of wireless sensors. However, since the ZigBee protocol is 
yet to be proven, the BTnode architecture is the only practical choice of the pre-
sented nodes. Currently, many mobile phones are equipped with Bluetooth radios 
and GPRS capabilities, and a mobile access infrastructure as shown in Figure 7 is 
possible for wide area mobility and global access. The system in the figure is simi-
lar to the BTnode ad-hoc infrastructure access [29]. The main difference comparing 
the BTnode and the EIS architecture is that the BTnode uses SMS/GSM with a 
back-end infrastructure server when sending data and measurements. The EIS ar-
chitecture does not preclude the use of such back-end system or service, if wanted. 
On the contrary, if global access and “plug-and-play” of wireless sensors are 
needed, the EIS architecture is the only feasible choice when creating a network of 
sensor with the features of remote measurement and control. 
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Node Heterogeneity Interoperability Lifetime Scalability 
WINS 1 Good Fair Short Good 
WINS NG Good Fair Short Good 
Mica-Z Good Excellent Good High 
Mantis
Nymph

Good Fair Good Good 

iBadge Fixed Excellent Short Low 
BTnode Good Excellent Good Low 
EIS Node Good Excellent Good Low 

Table 1. Comparison of wireless sensor nodes. 

Bluetooth

Sensor
Cell phone

Sensor

Sensor Sensor

GPRS Internet
Internet

Figure 7. Wide-area coverage & global access. 

3. The Wireless PAN
The IEEE 802.15 Working Group develops Personal Area Network (PAN) consen-
sus standards to link pervasive computing devices for short distance wireless net-
works. The Task Group 1a (TG1a) within the working group is developing a stan-
dard derived from the Bluetooth specification. The characteristics of a wireless 
PAN include short range, low power, low cost, small number of devices, and the 
ability to communicate between devices within a personal operating space [37].  

The presented nodes in the previous section can all be deployed in the category of 
“infrastructureless” wireless networks. As of today, this category has commonly 
been divided into wireless sensor networks (WSN) and mobile ad-hoc networks 
(MANET). The nodes presented in this introduction are made up of mostly small 
nodes with limited resources and capabilities. In general, nodes in a MANET in-
clude the growing number of commercial wireless handhelds (PDAs) and laptop 
platforms which co-operatively and spontaneously form an IP-based network and 
are operated by humans. As the industrial sensor networks are embracing Ethernet 
and TCP/IP technologies, the intentions of WSN and MANETs can be shared since 
the networks share many common concepts with each others. For example, nodes 
may not have a pre-existing infrastructure, all nodes are capable of forward-
ing/routing, and resources are un-predictability entering and leaving the network. 
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Moreover, nodes might be (though not necessarily) mobile, network self-
configuration and adapting is a key requirement, and routes between nodes may po-
tentially include multiple hops. There are some differences though, including [30], 
[31]: 

Scale: The potential number of nodes in a wireless sensor network is of the 
order of magnitudes larger than anticipated in a MANET, and may consist of 
hundreds to thousands of nodes and designed for unattended operation. 

Energy: Nodes in a WSN have severe power constraints and might be 
placed in hostile environments and hence physically unreachable. Possibly, 
nodes might utilize energy harvesting techniques for self-power. Energy 
consumption in a mobile ad-hoc network is of secondary importance as the 
battery packs often can be replaced/re-charged as needed. 

Mobility: The nodes in a WSN are generally stationary after deployment. Of 
course, even if the nodes are initially considered being static, they must cope 
with some degree of mobility in the case of accidentally being moved. For 
example nodes placed in the forest may be moved by animals, rain, or wind. 
Nodes, both sender and receiver in a MANET can be considered to be highly 
mobile moving around arbitrarily. 

Location: The users might be very far away from the nodes in a wireless 
sensor network, whereas a user with a PDA can be considered to be very 
close to (or actually participating) in the mobile ad-hoc network. 

Failure: In both cases, the topology might be very dynamic. In a WSN, the 
individual nodes are not important. Sensor nodes are prone to failure due to 
lack of energy, obstructions in the environment, and e.g. simply mechani-
cally broken. The failure of a single node should not affect the overall task 
of the sensor network. 

Sensing: Nodes in a WSN are focused on a particular application monitor-
ing events in the physical world and performing the task over and over 
again.

The use of a base station or gateway in a MANET is not required by definition, 
since the MANET can be an autonomous system of mobile nodes, with no hierar-
chy, and operating in isolation [34]. The IETF Mobile Ad-Hoc Networks [36] 
working group investigates candidate standard Internet routing support for mobile 
and wireless IP autonomous segments. However, Internet connectivity is a primary 
application driver and hence, some kind of infrastructure support for mobile nodes 
in a MANET is considered necessary and interoperability may be achieved using 
mechanisms such as the Mobile IP [35]. 
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4. EISLAB platform & activities 
At EISLAB, the development of various applications requires a platform, both 
hardware and software, to establish networking sensors. The vision with embedded 
internet systems (EIS) is to achieve affordable Internet connections on tiny devices 
such as sensors and actuators used in e.g. the industry, healthcare, everyday equip-
ment, and sports. The evolution towards embedded internet systems has been un-
derway for a number of years, and several platforms for EIS systems have been de-
veloped, including 8- and 16-bit processors with TCP/IP communication over e.g. 
point-to-point serial connections, Ethernet, and Bluetooth.  

As mentioned before, wireless sensor networks are typically connected to a back-
end infrastructure system for storage of data as well as providing an interface for 
remote users. This kind of solution involves developing proprietary solutions on the 
gateway or base station to bridge between the wireless sensor network and the pub-
lic Internet. The papers included in this thesis presents the concept of running the 
TCP/IP suite, like nodes in a MANET with IP connectivity, but on nodes with lim-
ited resources as wireless nodes in a WSN. The main objectives for the approach 
were to explore the possibilities of connecting the internal network (a number of 
nodes connected in an ad-hoc fashion) with the external network (i.e. the public 
Internet) without the need for proprietary solutions running on gateways or base 
stations. It has been argued that a wireless sensor node, having the limited compu-
tation, memory, and communication resources is precluded from the use of the 
“heavyweight” networking protocols [32], [17]. It is true that the components as-
sembled on the EIS hardware platform incorporate the use of more powerful com-
ponents. The microcontroller has more embedded memory (a factor of 2 in code-
memory and up to a factor of 5 for RAM), high-bandwidth radio (Bluetooth vs. for 
example the ChipCon 1000). However, it has been shown that the TCP/IP protocol 
can be run on COTS devices, similar as those presented in this introduction [33]. 

The target network in this thesis is small wireless network of nodes that could be 
worn or carried by individuals, thus creating the wireless PAN. The nodes commu-
nicate by the means of IP over Bluetooth wireless technology by reason of: 

It makes it possible for new nodes in the PAN to operate seamlessly with 
different types of devices (other nodes, access points, mobile phones, PDAs 
etc).

Bluetooth is a widely accepted and rapidly growing wireless standard. 

Bluetooth is a wireless ad-hoc network concept originally developed to 
eliminate the cables between devices. Due to Bluetooth’s design specifica-
tions of low power, low cost of deployment, and global operation in an unli-
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censed frequency band, it is possible for creating WPANs globally in vari-
ous environments. 

It is possible to attach a wide variety of different sensors to a node, creating 
a system of heterogeneous devices with an interoperable networking tech-
nology. 

Lowest layer (RF; baseband, link manager) implemented in the Bluetooth 
module, decreasing the workload on the host microcontroller. 

TCP/IP is a suit of well-known protocols and is the de-facto standard for 
large networks and as the Internet becomes ubiquitous; networking nodes 
that communicate with standardized protocols may achieve Internet connec-
tivity essentially “everywhere”. 

It must be emphasized that running the TCP/IP protocols over Bluetooth on re-
source-limited devices has a number of drawbacks. The power consumption for 
Bluetooth is higher in comparison with using e.g. a ChipCon RF transceiver [29] 
hence less longevity for a sensor node. Long connection setup time and the time 
going from low power-mode to active-mode is high. Complexity; a number of pro-
tocol layers must be implemented to archive interoperability with other devices. 
The use of TCP over wireless links gives performance degradation due to the as-
sumption of congestion in the case of packet loss, although the Bluetooth ARQ-
scheme indicates fairly better performance in comparison with other wireless links 
[50]. However, the interoperability with a large variety of devices makes Bluetooth 
valuable when creating networking sensor nodes, in particular for prototyping of 
sensor-based applications while other technologies are still under development.  

The application area in this thesis is for the most part focused on remote healthcare, 
and the benefits from wireless monitoring in out-of-hospital environments has been 
studied for a long time and some prototype systems has been developed in the past 
([51], [48], [49], [32], [58]). This is one application area where measurements and 
events in the physical world produce information that has to be transformed into the 
digital world. The result of this thesis was made possible due to the involvement of 
two healthcare related projects, and the projects are briefly summarized in the 
following subsections. 

4.1 MobiHealth

The MobiHealth project ‘s overall objective was to provide added value to eHealth 
of 2.5 and 3G networks by developing a Body Area Network (BAN) with sensors 
and gateways for monitoring and transmission of health related signals to a back-
end system [52]. In Figure 8, the MobiHealth architecture is shown. Activities in-
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volve the continuous measurement and transmission of vital data, audio, and video 
to health services providers. 
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Figure 8. The MobiHealth architecture.

Sensors and actuators establish an ad-hoc network and use a mobile base unit 
(MBU) to communicate with a back-end service platform over GPRS [53]. In the 
prototype system, a HP iPAQ H3870 running Familiar Linux and a J2ME compli-
ant Java virtual machine, was used as a MBU. The service platform depends on Jini 
technology and is responsible for the BAN management and configuration services. 
The end-user application is a Win32 application that displays the sensor data from 
sensors used in the BANs, either online or offline from a data repository by con-
necting to the back-end system. The application displays data according to configu-
ration presets. Access to the BAN initiated from the public Internet is not possible 
due to the policy of the telecom operators. Typically, a MBU is assigned a private 
IP address when establishing the GPRS connection; hence the MBU initiates the 
communication with the back-end system. If needed, user-initiated messages may 
be transmitted by “piggybacking” in keep-alive messages sent by the MBU. 

Two sets of front-ends (i.e. nodes for connecting sensors) were prototyped. The 
TMSi front-end with a number of connectors supporting sensors such as ECG 
leads, SaO2 sensor, activity sensor, and respiration sensor. The second front-end is 
the EISLABs EIS node, connected with a SpO2/Pulse sensor. The communication 
between the MBU and the TMSi node is by using the Bluetooth serial port profile, 
whereas the MBU and EISLAB node communication is done by using IP over 
Bluetooth (the LAN profile). The EIS node was fully integrated in the MobiHealth 
architecture [55], and below in Figure 9 is a snapshot from the end-user application 
presenting data from a pulse-oximeter sensor attached to the EISLAB sensor node. 
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Figure 9. Snapshot of stored data from the MobiHealth BE-system. 

4.2 Tryggve

The second project was part of the Tryggve project [56]. Main goal was to develop 
a platform for mobile technical solutions with focuses on remote measurement of 
pulse and movement. The concept will constitute a platform for the continued de-
velopment of mobile solutions and contribute to further improving, and reorganiza-
tion of procedures, for providing remote medical and nursing services. In the pro-
ject, both caregiver as well as the patient to be remotely monitored should be able 
to be fully mobile or stated; “healthcare anywhere and anytime”. The Tryggve pro-
ject was ongoing in parallel with the MobiHealth project, and since the mobile node 
was able to communicate and connect in an ad-hoc fashion using standard proto-
cols, the course of action was the process of using standard protocols in the care-
giver domain as well. The solution aimed for the use of a standard web browser, 
enabling remote monitoring “end-to-end” from virtually everywhere. To provide 
the most mobility for patients, the primary objective was to use GPRS/Bluetooth 
mobile phones as access points for the networking sensors; another objective was 
also the possibility to use standard access points connected to a wired network pro-
viding Internet connectivity. In this concept, there were two major issues needed to 
be resolved: 

Non-routable addresses: To address the limitations of the IPv4 address 
space the Internet community has adopted variant technologies until possi-
bly the IPv6 can be deployed giving the Internet a new large address space. 
As mentioned before, often a private IP address is allocated to a mobile node 
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by using well established protocols (during PPP-IPCP phase or using 
DHCP). This preclude any communication initiated from the public Internet 
to mobile nodes operating in private address networks, separated from the 
public Internet by NAT devices. 

Mobility: A mobile node will most likely receive a new IP address when 
switching between its points of attachments, thus all ongoing communica-
tions must be terminated. Moreover, if given a public IP address, there is 
also the need for a mechanism that dynamically updates DNS in order for 
clients to find the mobile nodes. Finally, if given a non routable IP address 
as describe above, a dynamic update of DNS name servers will not do any 
good.

The experimental solution was to develop a server, with public known address as 
the rendez-vous point where mobile nodes and users (e.g. the nurse) connects to. 
The aim of the architecture is similar to what a user experience when accessing re-
sources on the Internet through a proxy server i.e. all returned responses appears to 
be directly from the addressed mobile node. A user requesting a service from the 
mobile node accesses the public known application server, acting as a host for all 
connected mobile nodes instead of addressing them directly (which in most cases is 
impossible). The application server dispatches the requests to appropriate mobile 
node invisibly from the users’ perspective. In Figure 10, the conceptual view is 
shown of the interaction between the mobile node, public server, and users request-
ing a service. 

Time

UsersPublic ServerMobile Node
Keep-alive

Request
Forward request

Response Forward response

Keep-alive

Keep-alive

Figure 10. Data sequence diagram.

The limitation in the setup is the lack of ability to handle handover, e.g. changing 
from using a mobile phone with Bluetooth and GPRS to start using a Bluetooth ac-
cess point instead. In such a case, all ongoing communication sessions are termi-
nated. In addition, it requires application specific software to be installed and run-
ning on a host with a public IP address. On the contrary, the setup can take care of 
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the case when mobile nodes are assigned a private IP address, the de facto standard 
when using the GRPS network. In the figure above, the node initiate the communi-
cation (e.g. when powered up) and thus a channel is created between the server and 
the node. This might not be the optimal solution, but will provide an access mecha-
nism and by using the sensor nodes, methods and experiments can be evaluated and 
assessed based on various aspects of medical and nursing care. Mobile nodes were 
tested and evaluated by caregivers’ personnel and patients at an elderly care center 
during the fall 2003. Results were promising and continuing projects has been initi-
ated.

The development of the public server is only necessary due to the scarce IP address 
space. The main issue is the presented concept of running standardized protocols in 
the small set of networking sensor, hence making the sensor nodes interoperable 
with existing systems. The approach with networking sensors connecting to a pub-
lic server is close to what the Mobile IP architecture offers [35], however working 
on the application level instead of the network layer. The main reason for not using 
Mobile IP was the inability to be deployed in the “real world” due to two factors. 
First is the case of the policy of ingress filtering, packets sent by the mobile nodes 
directly to a correspondent node could simply be dropped since the source address 
of the mobile node does not conform to the ISP view of network topology. A work-
around could be by utilizing reversed tunneling, where packets sent to the corre-
sponding peer node are routed through the mobile node’s home agent. The second 
case is when NAT devices are located between mobile nodes and home agents 
making it in general impossible for standard IP-tunneling from home agents to the 
mobile nodes to pass the NAT device.  

However, after the deployment of the experimental setup, mechanisms for utilizing 
Mobile IP in the case of NAT devices has been published as a proposed standard 
[57]. Adopting the standard protocols at mobile nodes and home agents could po-
tentially make Mobile IP feasible to be used as access mechanism for our network-
ing sensor nodes. 

5. Summary of contributions 
This section gives a brief summary of the papers include in this thesis. As a starting 
point for my contributing to the evolution of the EIS platform, an older platform 
with the Ericsson ROK Bluetooth module was used [54]. The microcontroller was 
mounted as a bare die and covered with a glob-top. IP communication was per-
formed over a raw ACL link between two fixed Bluetooth devices. The platform 
interfaced a receiver unit for the Polar chest belt. 
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5.1 Paper A – Mobile Medical Applications Made Feasible 
Through Use of EIS Platforms 

This paper presents the first steps towards a generic platform accessible by any 
(Bluetooth) device with a browser. The main achievement was the development of 
the required functionality of a minimized Bluetooth stack. My contribution in-
volved tasks needed to the demonstrate the applicability, or more specific, interfac-
ing a Pulse-Oximeter sensor allowing heart rate and blood oxygen saturation values 
to be transmitted and presented to devices in close proximity. To monitor the meas-
urements collected from the sensor, a PDA or laptop was used to search for, and 
establish a Bluetooth connection with the wireless platform. When connected, an 
applet is downloaded from the onboard web-server, providing the graphical user 
interface for users. 

5.2 Paper B – A Wireless Network of EIS Devices 

The EIS platform presented in Paper A only implemented the LAN Access Point 
role for Bluetooth communication The LAP role is commonly implemented by de-
vices that provides access to a LAN e.g. Ethernet. No such service was yet pro-
vided by the EIS platform, but the implementation was necessary in order to estab-
lish connections with the EIS platform and e.g. laptops and PDAs. That kind of de-
vices often implements the Data Terminal (DT) role of the profile and thus, the 
LAP was the only viable role in the profile. 

In this paper, the service required by data terminals as mentioned above is solved, 
and it is shown that a sensor node may use a standard mobile phone as an access 
point for Internet connectivity. A new hardware platform was developed for the 
MobiHealth and Tryggve projects and new achievements of the functionality are 
presented. All sensor nodes are capable of running in dual mode, acting as DTs 
searching for access points as well as operate as an access point for other nodes.

Public IPv4 addresses are running low, and telecom operators normally assign mo-
bile phones with a private address at connection establishment. My primarily con-
tribution in this paper is the architecture presented, and developed, where mobile 
nodes can be accesses from the public Internet. When a node has established an 
Internet connection, an “Online” message is sent to a public server acting as a host 
to all mobile nodes. Clients interested in a specific node access the public host by 
the use of a standard web-browser. In addition, it is also shown that despite the lim-
ited resources on the nodes, it is possible to establish a group of networking sen-
sors, thus forming a wireless body area network. 
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5.3 Paper C – Mobile Internet Enabled Sensors Using Mobile 
Phones as Access Network 

Invited paper to the “Mobile Computing in Construction” - theme for the special 
issue of the Electronic Journal of Information Technology in Construction. In this 
paper concepts and applications of mobile computing technology related to the 
AEC industry is elaborated and our findings from the preceding work (Paper A and 
Paper B) are presented showing the applicability of EIS technology. Moreover, ob-
stacles for the widespread deployment of mobile sensor nodes are discussed in per-
spective of the business model used by the telecom operator; it is simply not possi-
ble to roam globally. This means that the users are confined to using GPRS only in 
regions served by the primary service provider. 

5.4 Paper D – Enriched Media-Experience of Sport Events 

Collaboration between EISLAB and the Media Technology group, presented as a 
proof of concept where sensor nodes were carried by skiers (3 professors at LTU) 
during the Vasaloppet cross country ski-event. Samples of the location, altitude, 
speed, and pulse were sent from the sensor nodes via GPRS to the database of a 
context-aware platform, and presented to viewers using a web-application. 

The overall system can roughly be separated into two sub-systems, the networking 
sensors, and the system for storing and presenting data collected by the nodes. My 
contribution in the project was focused on the network of sensors to be carried by 
the athletes, and much effort was spent to ensure the operational time, service qual-
ity, and the robustness of the system in perspective to where the event took place; a 
90 km ski race with uncertain GPRS coverage throughout the track with the possi-
bility of a temperature down to -30o C. Indeed, the radio resources available were 
proven to be scarce, especially in a congested area such as during the Vasaloppet 
event with thousands of skiers, media, and spectators with mobile phones. Never-
theless, the sensor nodes were never user operated and was able to reconnect when 
resources were available again. 

5.5 Paper E – MULLE: A Minimal Sensor Networking Device 
- Implementation and Manufacturing Challenges 

The paper presents MULLE (a minimal light-weighted EIS sensor platform); the 
latest generation of the EIS platform. In this paper it is shown that, using advanced 
PCB manufacturing and bare die mounting techniques, the reduction of the physical 
size of the device is substantial. My contribution was to participate and provide the 
development team with valuable input to the requirements list for the new platform, 
based on experiences working with previously developed platforms. In addition, I 
have participated in the verification process when testing new functionality when 
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the platforms were assembled. With the new platform, it is possible to e.g. perform 
further research concerning power saving techniques, or study and analyze the use-
fulness of different functionalities required for different sensor applications. In ad-
dition, the functionality is improved to provide a better foundation for various ap-
plications e.g. the possibility to timestamp sensor readings, buffer data in a non-
volatile memory during time of network congestion or link shortage. 

6. Conclusions & Future work 
As presented, linking networking sensors for a wide range of applications to the 
Internet proposes a number of advantages. The common suggested approach ena-
bling global access has been to develop gateway devices. In many cases, such cus-
tom built solutions can be justified. In other cases, the approach limit’s the potential 
of many sensor-based applications. In this thesis, an embedded Internet system ar-
chitecture is presented enabling connectivity for networking sensors without the 
need for developing a proprietary protocol converter. The architecture makes it 
possible to utilize the full potential of wireless networking sensors.

In summary, the results from the research presented in this thesis confirm the pos-
sibilities for creating a small network of sensor nodes by utilizing widespread 
common protocols and standards down to sensor level. The results are promising; 
very resource limited autonomous nodes can enter and leave at will a network using 
universal Bluetooth technology and global access to each individual node is 
achieved by standard IP-protocol procedures. The system has been tested under real 
operating conditions; in a mobile and dynamic outdoor environment during a high-
endurance sport event, as well as in a less mobile and static indoor environment 
during medical observations of elderly patients. It is shown that, the nodes do not 
have to be user operated and can self-configure and self-establish a connection with 
an appropriate access point. If needed, a node can create a private network 
providing access for other devices. 

The future for IP-based networking sensors involves many interesting topics for 
further research. The considerable interest for connecting sensors and actuators 
with IP-based systems for global access and high mobility is encouraging, and the 
future for networking sensors is promising. One motivating issue is concerning the 
scalability of the system. In this thesis a small number of networking sensors has 
been used, and further research can be performed addressing the scalability when 
the number of nodes increases in a Bluetooth and IP-based sensor network. 

Finally, the last paper presents the design of our next generation of a mobile sensor 
node, a complete unit with wireless communication, processing power, and battery 
supply with a form factor of 25 x 23 x 10 mm which will be used as a stepping-
stone for future research. 
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Mobile Medical Applications Made Feasible 
Through Use of EIS Platforms 

Abstract - Monitoring of medical parameters often limits the mobility of the pa-
tient, e.g., to the hospital. We present the first steps towards a solution where the 
patient is offered safety, while allowed the mobility to carry on with daily activi-
ties. A pulse oximeter is interfaced to a wireless sensor platform. The sensor system 
acts as a Bluetooth device providing a TCP/IP interface for configuration and main-
tenance. This allows user interaction through standardized WWW-browser tech-
nology. The sensor provides platform independent client software for data presenta-
tion. Sensor data can be transferred over IP/UDP and displayed in real time on the 
client device. 

1. Introduction
Monitoring of medical parameters often limits the mobility of the patient, e.g., to 
the hospital. This, while the medical condition of the patient would allow or even 
benefit from mobility. From the patient’s point of view, monitoring of medical pa-
rameters offers a degree of security, while at the same time restricted mobility de-
grades quality of life. We seek solutions where the patient is offered safety, while 
allowed the mobility to carry on with daily activities.

As a first step towards this goal, we present a concept where a pulse oximeter is in-
terfaced to a wireless sensor platform. Thus, allowing heart rate and blood oxygen 
saturation to be monitored in real time, and at the same time allowing the patient to 
be mobile. The concept is made feasible by using a mobile wireless EIS (Embedded 
Internet System) sensor platform.

The Internet Protocol (IP) provides standardized means of communication. Utiliz-
ing IP for communication has numerous advantages over developing proprietary 
protocols, e.g., compatibility, flexibility and ease of maintenance. However, tradi-
tional TCP/IP implementation requires extensive CPU and memory resources. For 
mobile applications we strive for small, light devices with low power consumption, 
thus long battery life. To meet this requirement lwIP [1] has been developed at 
SICS. It is a TCP/IP stack implementation optimized to reduce memory and CPU 
resources. We refer the reader to [1] for additional information.

Several technologies for wireless communication is commercially available, e.g. 
Wave-LAN (Local Area Network), Bluetooth and irDA. With respect to power 
consumption, range of operation, communication bandwidth and price, Bluetooth 
was selected. The Bluetooth standard defines a set of profiles for communication. 
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To support commercially available Bluetooth devices such as the Compaq iPAQ, 
the LAN Access Profile was selected for TCP/IP traffic. We have implemented the 
required functionality in a minimized Bluetooth stack. The sensor system acts as a 
Bluetooth device providing a TCP/IP interface for configuration and maintenance. 
This concept allows user interaction through standardized WWW-browser technol-
ogy from any device supporting the Bluetooth LAN Access Profile.  

The sensor provides platform independent client software for data presentation. The 
client software is distributed from the sensor via HTTP. The applet is run under the 
client’s browser, enforcing security. Sensor data can be transferred over IP/UDP 
and displayed in real time on the client device. By using IP/UDP for real time 
monitoring, packet losses over the wireless link do not cause packet retransmission, 
which would impede real time performance and increase power consumption. 

The paper is structured as follows; section II presents the pulse oximeter applica-
tion. In section III we describe the wireless EIS platform used. Our conclusions are 
presented in section IV and in section V future developments are discussed. 

2. Pulse Oximeter Application 
The application area consisted of monitoring heart rate and blood oxygen saturation 
(SpO2). The key concept is; monitoring of the medical parameters should not im-
pede a patient from having a normal active life. A finger clip sensor with an inte-
grated pulse oximetry module [2] were interfaced, providing a constant data rate 
(three bytes per second) of oxygen saturation and heart rate values to a sensor ap-
plication, residing on a mobile sensor platform. The pulse rate and oxygen satura-
tion range are from 18 to 300 pulses per minute and from 0 to 100 %, respectively. 

For medical personnel remotely monitoring a patient, a web interface is provided 
giving the user the possibilities of web-based configuration and management as 
well as monitoring of the patient. The developed sensor application retrieves data 
made available by the connected sensor and sends the data over the wireless link to 
connected users.  From a user perspective the data acquisition and presentation is 
performed by using platform independent client software, i.e. a Java applet stored 
at, and distributed by, the sensor platform. 

Since the mobile EIS platform is accessible from a variety of different devices with 
HTTP, Java and Bluetooth capabilities, e.g. workstations, laptops and handheld de-
vices; the client software user interface must be scalable. To support devices with 
diverse capabilities to present graphical output, the client software adopts to the 
current browser screen resolution as in Fig. 1 below, using a 240 by 320 pixels dis-
play.
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Fig. 1. Client browser, the Pocket IE, running on an iPAQ. 

3. Wireless EIS Sensor Platform 
Real time monitoring of the data from the pulse oximeter is made possible by using 
a generic wireless EIS sensor platform developed at EISLAB. The EIS platform 
consists of a generic hardware and software part. 

3.1 Generic Hardware Platform 

The hardware platform (Fig. 2) is a battery powered embedded system consisting 
of:

Microcontroller (Mitsubishi M16C/62M) 

Bluetooth module (Mitsumi WML-C10A) 

Generic sensor interface (RS232) 

The two major hardware components are a 16-bit Mitsubishi low-power single-chip 
microcontroller [3] and a Mitsumi Bluetooth single-chip module with integrated 
antenna [4]. The microcontroller used is a 3 volt version equipped with 256 kB 
FLASH and 20 kB RAM as on-chip memories. It is operating with a clock fre-
quency of 4.6 MHz. The Mitsumi Bluetooth module is a power class 2 device that 
is compliant with Bluetooth version 1.1. Its major physical components include a 
baseband controller, a FLASH memory and a radio with antenna. It has a nominal 
range of up to 10 m (at 0 dBm) and is powered by 1.8/3.3 volt. 
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Fig. 2. Wireless EIS platform with pulse oximeter sensor. 

The components are mounted on an in-house PCB board that also houses an RS232 
serial interface. The serial interface together with the microcontroller ensures that 
the hardware platform is generic. The standardized RS232 interface makes it possi-
ble to attach a wide range of different sensors, while the software controlled micro-
controller makes it possible to adapt the functionality to the specific requirements. 

3.2 Generic Software Platform 

The figure below (Fig. 3) shows the different parts of the software architecture, ex-
cluding the real-time operating system (RTOS). The Mitsumi Bluetooth module is 
provided with an HCI interface that complies with version 1.1 of the Bluetooth 
standard. In short that means that communication from the Bluetooth module to the 
software running on the microcontroller is handled by events, while communication 
in the other direction is done through commands. 

Fig. 3. The generic software platform. 

The software used in the platform is to a great extent optimized to reduce the re-
quirements of the hardware. Support for most dispensable functions in the HCI in-
terface has been omitted, meaning that only a subset of the HCI events are enabled, 
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and only a subset of the HCI commands are implemented. Also, non-essential parts 
of the L2CAP, SDP, RFCOMM and PPP protocols have been removed.  
To provide the generic software platform with network connectivity, lwIP ported to 
the Mitsubishi microcontroller architecture is used. lwIP is a small independent im-
plementation of the TCP/IP protocol suite with focus on resource usage while pro-
viding full TCP/IP functionality. 
The result is a software stack that has sufficient support for TCP and UDP commu-
nication over a Bluetooth link using the hardware described above. The software, 
including the RTOS, uses approximately  of the microcontroller’s FLASH mem-
ory and 70% of its RAM. 

3.3 Power consumption 

In our experiments, we used a worst-case scenario and kept the Bluetooth connec-
tion active all the time, thus not taking advantage of the power saving features 
available. Likewise, the microcontroller used offers good power saving possibili-
ties, something that was not explored. With this unoptimized approach, the power 
consumption of the EIS platform, including the sensor, was measured to 250 mW. 
According to the sensor specifications [2], its typical power consumption is 60 
mW, leaving 190 mW for the EIS platform. The consumption remained stable 
throughout our experiment, regardless if meaningful data was transmitted between 
the EIS platform and the PDA or not. 

During the experiments, the EIS platform was supplied by two rechargeable AAA 
1.2 V Ni-MH batteries in series. The total capacity of the batteries was 600 mAh, 
and with a power consumption of 250 mW, the expected lifetime was approxi-
mately 5½ hours. This was also confirmed in a series of tests. Depending on the 
specific requirements (battery lifetime and weight), other types of batteries can be 
used. Replacing the batteries with e.g. AA batteries could triple the operational pe-
riod of the EIS platform. 

4. Conclusions
Several conclusions emerge from the presented mobile medical application: 
The application area with wireless communication allows a patient to be remotely 
monitored, while allowing the patient increased mobility. 

Currently, the software developed aims for real time monitoring of the heart rate 
and blood oxygen saturation. For enhanced functionality, additional features could 
easily be deployed e.g. data storage or data processing locally on the EIS sensor 
platform. The use of TCP/IP connectivity allows interaction with the mobile EIS 
platform through a standard WWW-browser, thus eliminating the need for deploy-
ing proprietary protocols and applications. By using a standardized serial commu-
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nication interface, a wide range of different sensors can be attached to the mobile 
sensor platform. 

5. Future Work 
To make it possible for e.g. a hospital to perform real time monitoring of a patient, 
while still giving the patient true freedom of movement, the current concept needs 
to be extended. Making it possible to access the sensor platform through a Blue-
tooth LAN access point, connected to the Internet, will make it possible for medical 
personnel to monitor medical parameters in real time from virtually anywhere. 
However, the range for Bluetooth is rather limited and thus the area of mobility for 
the patient is limited. To increase the mobility, a GPRS (General Packet Radio Ser-
vice) or UMTS (Universal Mobile Telecommunications System) telephone can be 
used to convey IP traffic between the EIS platform and the Internet. This will make 
it possible for the patient to move freely as long as there is a suitable telephone op-
erator within range. 

Currently, neither encryption of the data nor authentication of the user is per-
formed; nevertheless, security issues are always a main factor while sending sensi-
tive data over a network. This is especially true if the information to be sent con-
sists of health related data and the network is wireless. Bluetooth provides a strong 
device authentication method, and together with the optional link encryption 
mechanism, the security offered by Bluetooth should be adequate for the communi-
cation between the PDA and the EIS platform. Utilizing the power of the microcon-
troller it is possible to provide security at a higher layer (e.g. SSL), something that 
likely will be necessary when the concept is extended to other wireless medias such 
as GRPS. 

The in-house Bluetooth stack used in the current version of the software platform is 
optimized for PocketPC 2002 communication. A generic lightweight version, 
lwBT, is desirable. Further, the new BNEP profile might offer a better choice com-
pared to the old but established LAN Access Profile. 

As was mentioned in section III, there is ample of opportunities to reduce the 
power consumption. During normal monitoring of pulse oximetry data, three bytes 
of data is transmitted once each second, leaving the Bluetooth module idle most of 
the time. While being idle, the module could be put in sniff mode [5] and conse-
quently decrease the power consumption drastically. Utilizing the power saving 
features of the microcontroller could also make a very valuable contribution to any 
power saving efforts. 
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A Wireless Network of EIS Devices 

Abstract – By using a sensor connected to a generic wireless Embedded Internet 
System (EIS) platform, data can be presented on-line over the Internet using a stan-
dard WWW-browser. When started, the EIS device automatically searches and 
connects to other devices providing Internet connectivity. The EIS can also provide 
Internet access for other devices, for example other EIS platforms, thus creating a 
local network. In this paper we focus on mobile phones with GPRS as the means 
for wireless Internet connectivity as it provides enhanced area coverage in today’s 
networks. To overcome the problem of non-public IP addresses, a basic server 
based solution is developed. Our experiments confirm that within GPRS coverage, 
the EIS device successfully provides Internet access and presents data for on-line 
monitoring over the Internet. 

1. Introduction
Today’s technology makes wide usage of sensors to get systems working. In this 
paper, we present a generic wireless Embedded Internet System (EIS) platform, al-
lowing sensors and actuators connected to the EIS to be accessible on-line to the 
public Internet. 

The interoperability of the device is achieved by conforming to common standards, 
(e.g. Bluetooth, TCP/IP, and HTTP). When started, the EIS device searches and 
connects to other devices providing Internet connectivity, e.g. cell based or wired 
access points. 

When connected, the EIS device may also provide Internet access for others de-
vices (such as other EIS) in the close proximity of the platform. To support these 
multiple devices accessing the Internet, we have developed a Network Address 
Translation (NAT) [1] implementation running on the EIS device(s). 

One application area is monitoring patients outside the institutional environment. 
Sensor data can be monitored in near real-time (and/or logged) while the patient is 
allowed mobility within the coverage area of the access point. In particular, Internet 
connection via a Bluetooth/GPRS-enabled mobile phone as access point offers ex-
cellent coverage by today’s well established cell-based networks. 

However, assigning IP addresses to hosts is operator dependent and may prohibit 
access initiated from the public Internet. To overcome this problem of non-public 
IP addresses, a basic proxy server based solution is developed. 
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Our work in progress is demonstrated through interfacing a motion sensor (acceler-
ometer) and a pulse oximetry sensor to EIS platforms. The motion sensor can be 
used to monitor e.g. activity or body position of a patient while the pulse oximetry 
sensor provides pulse rate and oxygen saturation (SpO2) data.  

The paper is structured as follows; section II gives an overview of the EIS platform 
architecture. Section III covers the implementation to support multiple devices 
connected to the Internet. In section IV, a test scenario is presented and in section 
V, the paper is concluded. 

2. EIS Platform Architecture 
We extend the EIS-platform concept presented in [2]. The hardware platform in 
Fig. 1 below is a battery powered embedded systems consisting of: 

a microcontroller, Renesas M16C/62M with 20kB RAM and 256kB ROM 
running at 4.608 MHz [3] 

a Bluetooth module, Mitsumi WML-C10 [4] 

and an interface to connect sensors/actuators 

Fig. 1. EIS platform. 

The software architecture consists of: 
lwIP [5][6], a TCP/IP stack implementation optimized to reduce memory 
and CPU resources 

an in-house developed Bluetooth stack, lwBT [7], which extends lwIP with 
Bluetooth LAN access capabilities such as the LAN Access Point (LAP) and 
Dial-Up Networking (DUN) profiles [8] 

a web server and sensor application 

and a real-time operating system, RTXC [9] 
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2.1 Enabling Internet Access 

In [2], we showed that it is possible to access the EIS device from any device sup-
porting TCP/IP and the Bluetooth LAN Access profile. The concept allows user in-
teraction through standardized WWW-browser technology from e.g. a PDA in 
close proximity of the EIS device. To make it possible to access the platform from 
practically anywhere, the capability of the platform is improved to use a variety of 
network access points to obtain Internet connectivity. As access point, the EIS may 
use e.g. a Bluetooth access point connected to a wired network or a Blue-
tooth/GPRS-enabled mobile phone. 

In this paper we focus on mobile phones with GPRS as the means for wireless 
Internet connectivity as it provides enhanced area coverage amongst presently 
available technologies. 

 One major problem is that the EIS device might not be able to receive inbound 
connections, initiated from the public Internet. Depending on the network operator, 
we might be assigned a non-static mapped private IP address and hence, the service 
offered will never be available from the public Internet. 

We use a solution where the EIS device, from the user’s point of view, is accessible 
from virtually anywhere as long as the device is within range of a suitable Blue-
tooth network access point. 

The aim of the architecture is similar to what a user experience when accessing re-
sources on the Internet through a proxy server i.e. all returned responses appears to 
be directly from the EIS device. When started, the EIS platform accesses a public 
known server acting as a host for all connected EIS devices. A user requesting a 
service from a specific EIS platform accesses the public known server. In turn, the 
server relays the requests to appropriate EIS platform invisibly from the user’s per-
spective. The user requests can be regular HTTP requests to the on-board web 
server, configuration of the device or accesses to data sampled from a sensor. As a 
front end to end-users, the server presents a web interface indicating the status of 
the EIS platform. The web pages are created and modified dynamically when EIS 
devices connect or disconnects with the proxy server. 

In our experimental setup, one proxy server was used during tests. Using only one 
server has the disadvantage of being the single point of failure, i.e. if it fails, all 
connected EIS devices will be unreachable. To overcome the single-point of failure, 
a number of proxies could be set up to achieve redundancy. 

One advantage of using a proxy server is to store large amount of data from EIS 
devices for post-processing and analysis. Moreover, since the proxy server is the 
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single point of entrance, it is very easy to implement security features e.g. access 
control to the EIS devices. 

3. Network Address Translation 
A Bluetooth enabled mobile phone commonly implements the capabilities of the 
DUN profile by acting as a wireless modem. One of the restrictions in the DUN 
profile states that the mobile phone will only allow one Bluetooth connection to 
gain Internet access using its dial-up or GPRS services. 

Fig. 2. Network overview. 

When we, as shown in Fig. 2, connect device A to the GPRS service provider, we 
get only one valid IP address. Thus device A needs to create a private network and 
assign its members, device B and the PDA, IP addresses from a private address 
space. To allow the devices in the private network to communicate with the exter-
nal network, such as the Internet, we need to multiplex the traffic from the private 
network and present it to the external network as if it was coming from a single de-
vice having only one IP address. 

We have implemented a small and generic traditional NAT implementation to be 
used with lwIP. Our implementation has flexible configuration options which make 
it suitable for a wide variety of applications while limiting the overhead of unused 
mechanisms.
The purpose of our implementation is to optimize NAT for lwIP by taking advan-
tage of lwIP’s routing capabilities, memory management, and network interfacing. 
In the following we will refer to traditional NAT as “NAT”. 
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3.1 NAT overview 

NAT processing of packets from local connections use the multiplexing of the 
TCP/IP stack to ensure that each connection from a node in the private network can 
be uniquely identified when routed to the external network. NAT has a mechanism 
that translates the source IP address of the TCP/IP packet coming from the private 
network destined for the external network, with the IP address which is unique to 
the external network. To identify incoming packets on the connection it must also 
translate the Transport identifier (such as TCP/UDP source port or ICMP query ID) 
to an identifier unique to the connection. 

Packets from the external network are parsed by NAT and a session lookup is per-
formed. If the packet contains an assigned unique Transport identifier, the IP ad-
dress and the identifier is translated before the packet is routed to the private net-
work. All inbound TCP/IP sessions are directed to the NAT router as the end node 
unless the target Transport identifier is statically bound to a node in the private 
network. 

3.2 Implementation

The NAT implementation is driven by incoming packets from the network inter-
faces. If the packet originates from the private network and is destined to the exter-
nal network a session with a binding is created if needed. 

When a packet arrives from the external network, NAT checks the Transport identi-
fier destination to see if the TCP/IP packet should be routed to the local TCP/IP 
stack or on to one of the private network interfaces. 

Because applications will have different views on the best way to end a session [10] 
we have implemented three (to each other) independent mechanisms. To save code 
space, any configuration of the following mechanisms can be used. 

The simplest method is to end the longest idle session when the maximum 
number of allowed sessions has been reached and a new session needs to be 
created.

Since TCP sessions are connection based, they can be removed when the 
connection is closed. 

It may be useful to keep session timeouts for each of the different session 
types, but this view of session termination should only be used when it coin-
cides with that of the application. 
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The NAT router node is a member of both the private and external network with a 
configurable private IP address. The checksums are adjusted using standard tech-
niques. We have limited our work to not examine or modify transport payload with 
application level gateways. For this reason we do not cover applications with IP 
address content. 

4. Test Scenario
To test an environment using a network of two EIS devices, two sensors for medi-
cal applications was connected to each of the devices.  Both devices can, as device 
A in Fig. 2, connect to the Internet through a mobile phone over GPRS. Because 
the mobile phone only allows one of the devices to be connected, the device that 
first establishes a connection will act as a NAT router. 

When the EIS devices are started, a Bluetooth inquiry is initiated to find devices 
that provide Internet connectivity. As described in Figure 2, a mobile phone with 
GPRS and the Bluetooth DUN was used to enable EIS device A to create a 
RFCOMM connection. The EIS device A then connects the TeliaMobile’s, Swe-
den, GPRS network using standard AT commands and PPP. When the connection 
is established, the device becomes discoverable and acts as a Bluetooth LAP, thus it 
allows device B and others, such as a PDA, to gain access to the Internet. 

To monitor physical activity and body position, a piezoresistive silicon accelerome-
ter was interfaced to the first EIS device. The sensor is of a piezoresistive silicon 
type and has a range of ± 50 g. The sensors are delivered with calibration data and 
the sensor, used in this platform, has 0,871 mV/g in sensitivity at 100 Hz, 5 VDC 
and 25o C. A measuring range of ± 2,5 g was sufficient for our purposes and to use 
the full dynamic range of the 10-bit A/D-converter an amplification of 1000 was 
chosen. This resulted in 0,575 V/g in output with 3,3 VDC supply and the signal-
to-noise ratio was measured to be 48 dB. 

The sensor measure acceleration in one direction and the low-frequency part of the 
output signal can be used to determine the body position e.g. vertical or horizontal. 
The high-frequency part of the output signal can be used to determine the level of 
activity. Further signal processing can be applied to identify certain movement pat-
terns such as steps. However, during the tests, this was not carried out. 

A finger clip sensor with an integrated pulse oximetry module was interfaced by 
the second EIS device. The sensor provides a constant data rate (three bytes per 
second) of oxygen saturation and pulse rate values. The pulse rate and oxygen satu-
ration range are from 18 to 300 pulses per minute and from 0 to 100 %, respec-
tively.
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Fig. 3. On-line monitoring the pulse. 

Fig. 4. Sensor data when post-analyzing the activity. 

During operation, any user interested in sensor data needs to access the on-board 
web server to download a Java applet. The applet is used for on-line presentation of 
data to end-users while monitoring a patient, see Fig. 3 above. Sensor data is also 
forwarded to the proxy server to be stored for post-process analysis, as in Fig. 4 
above. Post analysis is also possible while the EIS devices are offline since the pre-
senting software is downloaded from the proxy server. On-line monitoring makes it 
possible to provide interaction e.g. between a physiotherapist and the patient during 
therapy. By analyzing the on-line data, the physiotherapist can give instant feed-
back and advice to the patient. Analyzing data collected from a long period of 
monitoring makes it possible to detect e.g. irregular patterns of healthy signs. 

The current implementation uses TCP as transport layer protocol both for sending 
sensor data as well as administrative tasks. For on-line monitoring, sending e.g. 3 
bytes of oxygen saturation and pulse values, more than 90% of the transmitted data 
is due to the TCP/IP packet header overhead if every sample is sent in an IP packet 
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on its own. This has a negative impact on the power consumption since radio 
transmission is a major power consumer [11]. If possible, UDP can be selected as 
transport protocol in order to reduce radio transmission, but then there is no guaran-
tee that collected samples ever reach their destination. 

5. Conclusions & Future Work 
Our experiments confirm that within GPRS coverage, the EIS platform successfully 
provides Internet access and presents data for on-line monitoring over the Internet. 
The use of TCP/IP connectivity over GPRS allows interaction with the mobile EIS 
through a standard WWW-browser, thus eliminating the need for deploying pro-
prietary protocols and applications. An EIS device can create a private network if 
needed, providing access for other devices. 

The current lwBT implementation only allows for one device to act as a Bluetooth 
LAP in a private network. To enable DT (Data Terminal) devices, which are con-
nected to a LAP, to act as LAP’s, themselves, the DT need to negotiate low power 
modes with the LAP. This will enable the DT to act as a LAP in a private network 
of its own, allowing us to create multiple layers of private networks. 

Increasing the operational lifetime of the EIS devices can be achieved by using 
various header compression schemes to reduce the TCP/IP header overhead and 
hence, power consumption. Other factors presented in [11] [12] should also in-
crease the lifetime of the EIS device, such as various operating modes of the MCU 
and Bluetooth module. 
One key issue in the presented paper is, even though the proxy architecture decoup-
les the clients from the EIS network, both sides are running the standard TCP/IP 
protocol suite.  
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 Mobile Internet Enabled Sensors Using Mo-
bile Phones as Access Network 

SUMMARY - We envision ambient intelligent environments with an infrastructure 
based on heterogeneous sensor and actuator devices accessible over the Internet. 
Initial steps to realize this concept have been taken by developing an Embedded 
Internet System (EIS) architecture for Internet protocol enabled devices. In many 
cases these devices will be in close proximity to a person. Such applications are 
found in for example sport and wellness. The mobile connection of such devices to 
the global Internet in a simple and cheap way is of particular interest. It is here pro-
posed that such connection will make use of the existing and wide spread mobile 
phone networks. Since a few years most new mobile phones are equipped with 
Bluetooth technology making a mobile phone capable of connecting to 7 other 
Bluetooth devices. Thus by giving EIS devices a Bluetooth communication channel 
it will become possible to tunnel the EIS sensor communication through a mobile 
phone nearby the sensor. The proposed architecture will be described with discus-
sion on limitations due to existing infrastructures and business models in the tele-
com networks. 

1. Introduction
Today’s technology makes wide usage of sensors to get systems working. These 
sensors have the capability to communicate data by either a display or some elec-
tronic data communication means. Currently most sensor communication schemes 
deployed in are point to point like RS-232 or similar or buses like IEEE-488.2 
standard (Goeble) or the Fieldbus standard efforts (Glanzer IEC). Other approaches 
are the ASI standard (ASi), and the IEEE 1451 standard (Chen and Kee, 1999). 
These approaches will make data available only to a few predetermined users. Ex-
tensions to these standards will give each technology a window to the Internet.

In the future we project that many if not all sensors will be given the capability to 
become a node of the Internet. Examples of such developments can be found in 
(Delsing et al. 2000, Östmark et al. 2003). Thus providing data to many users that 
probably will give rise to better overall performance and also, to entirely new ways 
of doing business. 
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FIG. 1: Large server architecture for connecting small devices to the Internet 

We envision ambient intelligent environments with an infrastructure based on het-
erogeneous IP-enabled devices. These devices may range from simple sensors and 
actuators to consumer electronics, all accessible over the Internet. Traditionally this 
have been done by connecting sensors, actuators or other devices to a central server 
or gateway on which an application have been running that enables such devices to 
be visible on the Internet. This architecture is illustrated in Fig. 1. Several ap-
proaches in this direction have been published, e.g. (Dunkler 2001, Lee and 
Schneman 1999).

However, this architecture suffers from the need to develop an application that is 
capable of communicating with the devices connected to the server. Dependent on 
the devices connected, the server has to be able to receive for example sensor data, 
communicate configuration data, alarms etc. Furthermore such a server is required 
to have the hardware communication capability that enables the device communica-
tion. To make sensors mobile in this architecture it is possible to use suitable radio 
or optical communication. However the access, radio or optical, infrastructure has 
to be built for the particular case. 
A much more attractive solution would be to find an architecture where devices can 
connect to an existing access network in an ad-hoc manner. Such devices will have 
the full capability of talking the “TCP/IP” suite of protocols and, when “con-
nected”, the “TCP/IP” communication is tunneled through the existing access net-
work. 
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TCP/IP

TCP/IP
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FIG. 2: Minimal Internet server architecture for ad-hoc connection of small devices 
like sensors connected to the Internet 

 To accomplish this goal we have developed the EIS architecture for Internet en-
abled devices and sensors. This paper will describe an architecture where small de-
vices like simple sensors will become mobile nodes on the Internet. The general 
architecture is shown in Fig. 2, where each EIS device has the general architecture 
shown in Fig 3. 

Sensor
Flow
Temp
.
.

uP
RTOS

Communication
Ethernet
Bluetooth
ZigBee
GPRS
3G
.

TCP/IP
Webserver
Security

FIG. 3: General architecture of an EIS sensor. A sensor is connected to a micro-
processor running a real time operating system (RTOS) with appropriate parts of 
the “TCP/IP” suite of protocols and drivers for the chosen hardware communica-

tion link 

2. Network Access Model 
The general question is which of the existing access networks are most suitable for 
small device communication. The selection criteria are a mix of the following: 

Coverage

Wireless link distance 

Low power at wireless node

Data bandwidth 
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We will find a huge number of medical, wellness, and sports applications with 
bandwidth needs of less than 1 kByte/s. Further the power availability is limited 
since these types of devices are restricted in size and volume from application point 
of view. Assuming a device volume of less than 8 cm3 we find that about 2 Ah at an 
operation voltage of about 3.6 volt will be available based on today’s battery tech-
nology. To obtain device life times in the range of year this calls for an average de-
vice power dissipation of less than 850 uW or a current of 236 uA. 

In general the communication is the major power consumer in mobile devices. For 
radio based mobile devices we often find the communication to account for 50-90% 
of the power budget. The general way to reduce this is by reducing amount of data 
communicated and using a short range radio technology. 

To make the usage of small EIS devices feasible in many applications we have to 
select an access network technology with large coverage. Thus we are left with 
three major existing radio access networks, mobile phone i.e. GSM/GPRS, 
GSM/GPRS + Bluetooth and WLAN.  

 GSM/GPRS GSM/GPRS+Bluetooth WLAN 
Coverage Good Good Fair 
Link dist. Excellent Excellent Fair 
Low power Good Good Fair 
Bandwidth 50 kb/s 50 kb/s 11 Mb/s 

Table 2 Comparison of radio access networks 

Considering a small device like a sensor it is clear that the bandwidth requirement 
most often is low or very low. Furthermore, it is clear that for mobile wireless de-
vices the power availability is scarce. This imposes that radio link distances will be 
fairly short to preserve power. Based on these considerations it is from Table 1 
clear that WLAN is not a viable access network. Thus remains cell phone or cell 
phone + Bluetooth access as the possible solutions. For applications where the 
small devices like body sensors are close to a person who are likely to have and 
regularly use a cell phone the Bluetooth access to the cell phone will be the most 
suitable solution. This gives us the following small devices access architecture, cf. 
Fig. 4. 
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FIG. 4: An EIS device with Bluetooth communication connecting to the Internet 
via a standard mobile phone or possibly a Bluetooth LAN access point 

This architecture will enable up to 7 small EIS devices to be directly connected via 
Bluetooth to a mobile phone. The “TCP/IP” protocol communication of the EIS 
devices will be tunneled through the mobile phone to the Internet. In the following 
an implementation of this architecture will be presented. 

As field of application for initial tests, a medical monitoring was chosen. Monitor-
ing of medical parameters often limits the mobility of the patient, e.g., to the hospi-
tal. This, while the medical condition of the patient would allow or even benefit 
from mobility. From the patient's point of view, monitoring of medical parameters 
offers a degree of security, while at the same time restricted mobility degrades 
quality of life. A solution is sought where the patient is offered safety, while al-
lowed the mobility to carry on with daily activities. As a first step towards this 
goal, we interface a Pulse oximeter to the aforementioned EIS platform. Our system 
allows pulse rate and blood oxygen saturation to be monitored on-line, while the 
patient is allowed mobility within the area of GSM/GPRS coverage.

2.1 EIS Architecture 

The Internet Protocol (IP) provides standardized means of communication. Utiliz-
ing IP for communication has numerous advantages over developing proprietary 
protocols, e.g., compatibility, flexibility, and ease of maintenance. However, tradi-
tional TCP/IP implementation requires extensive CPU and memory resources. For 
mobile applications we strive for small, light devices with low power consumption, 
thus long battery life. To meet this requirement a special TCP/IP stack lwIP 
(Dunkels 2002) has been used. It is a TCP/IP stack implementation optimized to 
reduce memory and CPU resources. 

For the connection to the mobile phone, Bluetooth was used. The Bluetooth stan-
dard defines a set of profiles for communication. To support commercially avail-
able Bluetooth devices such as the Compaq iPAQ or cell phones like Ericsson 
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P800, a minimized Bluetooth stack, lwBT (Öhult, 2003) has been implemented on 
our EIS device. The stack extends lwIP with Bluetooth LAN access capabilities 
such as the LAN Access Point (LAP) and Dial-Up Networking (DUN) profiles. 
The EIS device acts as a Bluetooth device providing a TCP/IP interface for data 
transport, configuration, and maintenance. This concept allows user interaction 
through standardized WWW-browser technology from any device supporting the 
Bluetooth LAN Access Profile. The EIS provides platform independent client soft-
ware for data presentation. The client software (e.g. applets) is distributed from the 
EIS device by HTTP. The applet is run under the client browser, enforcing security. 
Sensor data can then be transferred over IP and displayed on the client device for 
on-line monitoring. 

3. Enabling Internet Access 
One major problem is that we cannot assume that the application(s) on the EIS plat-
form can receive unsolicited inbound connections. One fundamental reason for this 
is due to the scarcity of IPv4 addresses and the common way to conserve the IP ad-
dresses by deploying varieties of NAT (Srisuresh and Holdrege, 1999). Depending 
on the telecom operator, we might be assigned a non-static mapped private IP ad-
dress and hence, the service offered behind the NAT gateway will never be avail-
able to the public Internet. We present an experimental solution where sensor data, 
from the users’ point of view, is accessible from virtually anywhere as long as the 
EIS platform is within range of a GSM/GPRS network. The aim of the architecture 
is similar to what a user experience when accessing resources on the Internet 
through a proxy server i.e. all returned responses appears to be directly from the 
addressed EIS platform. A user requesting a service from the EIS platform accesses 
a public known application server, acting as a host for all connected EIS platforms, 
instead of addressing the EIS directly. In turn, the application server relays the re-
quests to appropriate EIS platform invisibly from the user s perspective. 

It is obvious that this solution is inflexible. A preferable solution would be based on 
dynamic DNS together with a DHCP server to give EIS devices their own public IP 
number. Another solution will be based on IPv6. However, the draw back of in-
creased header sizes is likely, thus increasing power usage for communication 
overhead. As a front end to the users, a web interface is presented by the applica-
tion server. The web pages are created and modified dynamically when EIS devices 
connect or disconnects to the application server. 

To provide Internet connectivity for the EIS platform, we need to tunnel the EIS 
device data communication through the mobile phone onto the GPRS network. In 
our implementation, we use a standard Sony Ericsson T610 mobile phone. A Blue-
tooth communication using the DUN profile is between the mobile phone and the 
EIS device, thus using the mobile phone as a modem. By connecting over the 
GPRS services the service provider will provide the EIS device with an IP number 
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thus enabling Internet access. When connected to the GPRS network, a user may 
experience to be on-line at all time. However, the users’ perception may not coin-
cide with NAT gateways view of active sessions. Since entries in NAT tables are 
finite, sessions considered terminated are removed. To prevent termination from the 
application server, the EIS devices send keep-alive messages periodically. To retain 
session activity, we assume a NAT entry to be valid for at least 4 minutes derived 
from 2 *MSL (Maximum Segment Lifetime). The MSL is arbitrarily defined to be 
2 minutes, the time a TCP segment can exist in the internetwork system (Postel , 
1981) and hence, the current implementation uses a timeout interval under this 
threshold. When started, the EIS device retrieves the own Bluetooth device address 
(BD_ADDR). The BD_ADDR will be used in announce messages sent to the ap-
plication server. The BD_ADDR is mapped to a human readable name of choice 
before updating the web pages. 

Upon access from users, the application server resolves the BD_ADDR and for-
wards the request to correct EIS device. The requests can be regular HTTP request 
to the on-board web server, or accesses to data sampled by the pulse oximetry sen-
sor.

FIG. 5: Connection scheme for announcement and request response of an EIS de-
vice. Announcement of presence is made according to the number of Maximum 

Segment Lifetimes, MSL used by the telecom provider 

4. Platform Implementation 
The general architecture of an EIS device is given in Fig. 3. The current implemen-
tation of this architecture is shown in Fig. 6. This implementation is based on the 
usage of a sensor with a serial interface to a microprocessor in this case the 
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M16C/62M from Mitsubishi. The communication to the Internet access network is 
Bluetooth where a Bluetooth module from Mitsumi WML-C10A is used. 

FIG. 6: The EIS test platform architecture. A sensor, in this case a pulse oximeter, 
is serially connected to a microprocessor, Mitsubishi M16, running a real time op-
erating system (RTOS) with appropriate parts of the “TCP/IP” suite of protocols 
and a host controller interface, HCI driver communicating with a Mitsumi Blue-

tooth 1.1 device 

The 16-bit Mitsubishi low-power one-chip microprocessor used is a 3 volt version 
equipped with 256 kB FLASH and 20 kB RAM as on-chip memories. It is operat-
ing with a clock frequency of 4.6 MHz. The Mitsumi Bluetooth module, WML-
C10 AHR, is a power class 2 device with integrated antenna, which gives a nominal 
range of up to 10 m (at 0 dBm). The device is compliant with Bluetooth version 1.1 
and is powered by 1.8/3.3 volt. The components are mounted on an in-house PCB 
board that also houses the RS232 serial interface. 

The microprocessor is running a commercial real time operating system where two 
major processes are running. One is the sensor data retrieval process and the other 
is the TCP/IP communication process including web server etc. With this approach 
it is possible to connect any sensor with serial data output. The data acquisition 
from the sensor is simple to adapt to the sensor in question. Finally the user web 
interface have to be designed and implemented using e.g. HTML, Java applets and 
cgi scripts. 

4.1 Pulse Oximetry Application 

A finger clip sensor with an additional pulse oximetry module was interfaced. It 
provides a constant data rate (three bytes per second) of oxygen saturation and 
pulse rate values to a sensor application residing on the mobile EIS platform. A 
web-based interface is provided to give the user the possibilities of web-based con-
figuration and management as well as reading data samples. 



5. EXAMPLES 67

5. Examples
A few different trials and demonstrators have been developed with the described 
system:

EIS heart rate sensor 

EIS breathing rate sensor 

EIS pulse oximeter

In a simple trial pulse data for a cross country ski-runner was collected. The ski-
runner was wearing the EIS sensor and an iPAQ in a small bag on his back. Data 
was displayed in real time over the Internet. The collected pulse data is given in 
Fig. 7. 
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FIG. 7: Pulse data from a ski-runner using the EIS heart rate sensor 

The EIS devices have been tested in Sweden, Germany, Portugal, USA and Swit-
zerland. The test in Switzerland was made possible by the courtesy of Sunrise, a 
Swiss telecom company. Sunrise did open their GPRS net for roaming from Telia 
Mobile customers for the test. This indicates one of the hurdles for widespread us-
age of EIS sensors. Another obstacle is that in many GSM/GPRS networks the op-
erators have made voice the prioritized communication in the network. Thus GPRS 
communication can be discontinued when voice communication load is eating the 
available capacity of the GSM/GPRS network. For some tests made at Vasaloppet, 
the world longest and largest cross country ski-race, our operator Telia Mobile 
made a guaranteed GPRS capacity available. Thus the EIS sensor only has to com-
pete with other GPRS customers. Data was obtained for the first 9 km of the ski-
race before communication was lost due to insufficient GPRS coverage. 
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5.1 Power consumption 

In our experiments, we used a worst-case scenario keeping the Bluetooth connec-
tion active all the time, thus not taking any advantage of power saving possibilities. 
Likewise, the microprocessor used offers numerous power saving modes of opera-
tion, something that was not explored. With this un-optimized approach, the power 
consumption of the EIS platform, including the pulse oximetry sensor, was meas-
ured to 270 mW. According to the pulse oximetry specifications (Nonin Medical 
Inc), its typical power consumption is 60 mW, leaving 210 mW for the EIS plat-
form. The consumption remained stable throughout our experiment, regardless if 
meaningful data was transmitted. During the experiments, the device was supplied 
by two re-chargeable AAA 1.2 V Ni-MH batteries in series, providing a total ca-
pacity 600 mAh. With a power consumption of 270 mW, the expected lifetime was 
approximately 5 hours and 20 minutes. This was also confirmed in a series of tests. 
Depending on the specific requirements (battery lifetime and weight), other types 
of batteries can be used. Replacing the batteries with e.g. AA batteries could triple 
the operational period of the platform. 

There are a number of ways to reduce the power usage of the EIS device. These in-
clude for example: 

Reduced frequency of sensor data transmission 

Header compression (very effective for payload of a few bytes and less) 

Power management on microprocessor and Bluetooth module 

As an example of power management we find that during normal monitoring of 
pulse oximetry data, only three bytes of (pay-load) data is transmitted once each 
second, leaving the Bluetooth module idle most of the time. While being idle, the 
module could be put in sniff mode (Bluetooth SIG 2001) and consequently de-
crease the power consumption drastically. Utilizing the power saving features of 
the microprocessor could also make a very valuable contribution to any power sav-
ing efforts. Estimates based on reducing sensor transmission data frequency with a 
factor of 4 and applying some power management indicates improvements in the 
order of about 20 times. This gives a life time of the order of about two weeks. This 
can be further improved by applying header compression and more sophisticated 
power management strategies. Work in progress will give more solid data on the 
power reduction obtained by applying the different techniques. 
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6. Applicability to AEC Industry
In the AEC industry we find several situations where mobile internet enabled wire-
less sensors are of interest. One is around the worker and worker security and 
health. Examples are, alone workers, workers in hazardous environments like res-
cue forces, health conditions of operators of “heavy machinery” such as cranes, 
tunnelling machines etc. It is clear that human health and security conditions can be 
improved using such technology and that this can lead to more efficient use of 
workers capabilities. The example above demonstrates that the technology already 
is applicable to worker health and security monitoring, even in rural and remote lo-
cations.

Another field is maintenances monitoring of machinery and equipment. Here vital 
parts can be equipped with internet enabled wireless sensors capable of accessing 
mobile access points such as mobile phones or fixed access points such as GPRS 
network access points.  Such sensing communication technology enable mainte-
nance schemes using an on demand approach instead of time based or disaster 
based schemes. Since this type of sensing communication technology is in its vicin-
ity it is obvious that today non-though of applications will emerge in the future. 

7. Conclusions
We have here presented an architecture for Internet enabled small EIS devices. Our 
experiments confirm that within GPRS coverage, the EIS platform successfully 
provides data for on-line monitoring over the Internet. The use of TCP/IP connec-
tivity over GPRS allows interaction with the mobile EIS platform through a stan-
dard WWW-browser, thus eliminating the need for deploying proprietary protocols 
and applications. To cope with limited GPRS bandwidth, the EIS platform provides 
computational resources able to refine data thus meet the enforced limitation. The 
architecture allows up to 7 small EIS devices to be visible on the Internet using a 
Bluetooth equipped mobile phone as network access point. 

Currently, neither encryption of the data nor authentication of the user is per-
formed; nevertheless, security issues are always a main factor while sending sensi-
tive data over a network. This is especially true if the information to be sent con-
sists of health related data and the network is wireless. Bluetooth provides a strong 
device authentication method, and together with the optional link encryption 
mechanism, the security offered by Bluetooth should be adequate for the communi-
cation between the mobile phone and the EIS platform. When it comes to the GPRS 
network security for both voice and data may be provided using ciphers. This is 
however an option that might not be available in all networks. Also, the technology 
is not allowed in all countries. This implies that security most likely has to be pro-
vided at a higher layer (e.g. SSL). 



70 PAPER C

It is also clear that the current business models used by operators have to be rede-
fined to solve the roaming problem and the priority problem between voice and 
data communication in GSM networks. 

Finally, the battery life time of the experimental prototype is insufficient for many 
applications, such as long time monitoring. However, by applying power manage-
ment techniques, we expect the time of operation for the prototype to be increased 
from a few hours to several weeks. Since low power design is a large field of re-
search with rapid progress we expect the battery life time of EIS devices to reach 
the level of years within a not to distance future. 
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Enriched Media-Experience of Sport Events 

ABSTRACT - This paper describes a system where Internet-enabled sensor tech-
nology was integrated into a context-aware platform to give viewers of sport events 
an enriched media experience. The system was developed as a proof of concept and 
was evaluated during real-life use at the Vasaloppet cross-country ski event. Using 
Bluetooth wireless ad-hoc networking and GPRS technology, sensor data was 
transmitted from contestants to the context-aware platform Alipes, which in turn 
presented the sport event viewer with a personalized, context-aware view. In this 
paper we discuss the system architecture and integration of components. The sys-
tem was evaluated both from technical and user perspectives, where the evaluation 
results confirm our approach to be technically feasible and that the system provide 
an enriched media-experience for the majority of viewers. 

1. Introduction
During the last decade, the usefulness of context-awareness has been shown in a 
number of scenarios, e.g. tourist guides [1, 7], reminder systems [15, 25], and office 
applications [31, 33]. One area which has received less attention is sport events, in 
which information about contestants often is very sparse. The information is typi-
cally limited to name, age, country, and, if applicable, place and elapsed time. By 
equipping the competitors with sensors, additional information, such as pulse and 
location, can be retrieved. This information could then be provided to the viewer to 
achieve an enriched experience. The information could be provided both as it is and 
in some way refined, for example as comparisons between contestants' pulse during 
the race. With the help of location information from participants, an application 
could also enable the viewers to follow the participant of their choice. Hence, they 
could follow their favorite athlete, a friend, or a relative, rather than only following 
the contestants who are in the lead, which often is the case in traditional broadcast-
ing media. 

One way of accomplishing this would be to incorporate the new information and 
possibilities of choice into a regular or interactive television broadcast. A more eas-
ily deployable way may be to implement it as a web application, in which viewers 
can access the content of their choice. Would any viewers be interested in these 
new possibilities? Could a working solution be built with the Internet enabled sen-
sors and the context-aware platform developed in our research? To get an indica-
tion of public interest, we built a web application as a proof of concept, where the 
location, pulse, and speed of cross-country skiers could be followed. This would 
also allow us to study how well the sensors perform under extreme working condi-
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tions as well as study scalability issues of the context-aware platform in real life 
operation.

We deployed and tested a prototype system during the world's largest skiing event, 
the Vasaloppet week, which is held annually in Sweden during one week in the be-
ginning of March [30]. The main event of the Vasaloppet week is the 90 kilometers 
contest, Vasaloppet, which is complemented with a whole range of other cross-
country skiing events. One of these events is the open track non-competitive event, 
where the participants may start at any time within a given time frame to conclude 
the 90 kilometers at their leisure. Our application was tested both during Vasalop-
pet and during the open track event. Three professors from Lulea University of 
Technology, one of them shown in Figure 1 practicing cross-country skiing, par-
ticipated in the testing by taking part in the Vasaloppet contest and the open track 
event equipped with sensors. 

Related work is described in the following section. Section 3 gives a detailed view 
of how the system is implemented and of how it operates. Section 4 presents the 
results from the tests during the Vasaloppet week and section 5 discusses conclu-
sions while section 6 describes visions and future work. 

Figure 1: Cross-country skiing (foto: Per Pettersson) 
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2. Related Work 
Previous research has been conducted on trying to enrich users' interest, engage-
ment, and experience of media in different ways [6, 8, 21, 22]. However, few have 
focused on sport events and the approach to give the viewer an alternative view or 
option of whom to follow in these events has not been utilized. 

Some work close to our application is the Arena project [3], where hockey players 
were equipped with sensors to enrich viewers' experience. Some of the big differ-
ences compared to our work are that the Arena project is focused on team sports 
and that the viewers could see the whole game even without the equipment. In 
cross-country skiing you do not have the possibility to completely follow a whole 
race neither by being there in person nor by watching television broadcast. One ap-
proach to enable viewers to more closely follow athletes during these types of sport 
events has been the use of RFID tags. This makes it possible to know when athletes 
pass certain points and average status between two points but it doesn't allow a 
viewer to know the status of an athlete at any given point during the race. 

The system is built on a context-aware platform, Alipes [20] and wireless Internet 
enabled sensor nodes [36] developed at Lulea University of Technology. Other re-
search conducted on context-aware platforms includes the work by Dey et al. on the 
Context Toolkit [9] and the work by Rom-an et al. on Gaia [26]. While both of 
these platforms could have been used in this project, they are not originally de-
signed for sharing personal context with others, which is the case with the Alipes 
platform.

Quite a few research prototypes of wireless senor nodes have been designed and 
manufactured e.g. the Mica mote [12, 13], µAMPS [19], the MANTIS Nymph [2], 
and the GNOMES node [34]. Many of those devices use commercial off-the-shelf 
(COTS) components. Especially the GNOMES node looks promising to be used in 
a project like this due to the communication capabilities, but the system software 
needed to achieve interoperability with existing systems seems only to be partially 
implemented.

3. System
Overall, the system is intended to give the viewer an enriched experience by pro-
viding additional context to the sport event. An overview of the system is illustrated 
in Figure 2. The viewer, A, is presented with a Java applet showing contestant in-
formation, see subsection 3.1. The applet gains its information from the context-
aware platform, B, described in subsection 3.2. Data is received via a wireless net-
work, C, from the sensor nodes in the ad-hoc network, D, as described in subsec-
tion 3.3. 
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Figure 2: Overview of the system 

3.1 Viewer Applet 

The purpose of the applet is to show the advancement and status information of 
contestants during Vasaloppet. The monitored skiers were equipped with sensors 
measuring altitude, position, pulse, and speed. During the race the collected values 
are sent from the sensors via General Packet Radio Services (GPRS) to the data-
base of a context-aware platform. 

The applet extracts the most recent data from the platform's database at regular time 
intervals and displays them. The skiers' locations are drawn on a map which the 
user is able to zoom and pan. The map can also be centered on one or all of the ski-
ers' locations by pressing one of the top buttons shown in Figure 3 below. Pulse and 
altitude are drawn in diagrams related to the distance each skier has covered. Each 
skier has his own pair of diagrams, which scroll horizontally according to the cur-
rent distance covered. The name of the skier is displayed at the top right corner of 
his diagram pair. Digital counters are placed at the right side of the diagrams. The 
digital counter displays the skier's speed in kilometers per hour in the altitude dia-
gram and the current value of the skier's pulse in the pulse diagram. The applet is 
depicted in Figure 3 below. 
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Figure 3: The Vasaloppet applet 

3.2 Context-Aware Platform 

The function of a context-aware platform is to encapsulate management of sensors 
and other data providers [9], handle information fusion [11, 24, 35], and deal with 
privacy issues [14]. Alipes [20], the platform used in this project, is one such plat-
form. It was originally developed for location aware applications but has been ex-
tended with support for other types of contexts; altitude, pulse, speed, and distance, 
for the purpose of conducting this test. 

The Alipes architecture includes a SQL database and can function as a proxy. Sen-
sor-data is sent via the mobile device and is stored in the database. A client which 
is monitoring the progress of the race contacts the database and is given the latest 
altitude, distance from start, position, pulse, and speed. This means that the differ-
ent contexts might not be from the exact same time. In the event of one sensor not 
reporting any new data, the latest data will remain unchanged except for the posi-
tion, which will be estimated based on latest speed and knowledge about the Va-
saloppet track. In this way it is possible to reduce the negative effects of temporary 
network or sensor failures. Assuming that extrapolated data has value for the 
viewer; no limit was applied to how old data could be until it was considered ir-
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relevant to the current situation. Although privacy is an important aspect in context-
aware systems it was not utilized in this project, mainly because the whole point of 
the project was to distribute the information to the public. There is however a rule-
based system for privacy in Alipes [28] that could be used if there was a need. 

3.3 Sensors

A number of sensors exist to monitor heart rate. Of course, a cross-country skier 
would be impeded by wearing sensors like finger clip sensors. During the ski com-
petition event, a belt worn around the chest [23] was used. Signals from the chest 
belt are transmitted wirelessly to a receiving unit, in the same way as in equipments 
such as treadmills and exercise bikes. For collecting the position, time and velocity 
of the ski-runners, a low power GPS module [16] was used. 

3.3.1 Generic Sensor Hardware Platform  

Both the receiving unit for the heart rate monitoring and the GPS module was inter-
faced by a small mobile sensor node developed at Luleå University of Technology. 
The sensor node is a hardware device having a 16-bit microcontroller [18] used for 
processing of received signals and wireless communication. In general, wireless 
communication is the major power consumer in mobile devices [32]. For low 
power wireless communication, the node has a Mitsumi Bluetooth module [4]. The 
components, microcontroller, Bluetooth module, and batteries are mounted in a box 
(11 x 6.5 x 2 cm) as illustrated in Figure 4 below. The weight of the GPS sensor 
box and heart rate sensor-box is 145g and 130g respectively. 

Figure 4: Hardware components 
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3.3.2 Sensor Node Software 

Each of the competitors had a Bluetooth/GPRS-enabled mobile phone, which was 
used as an access point. GPRS facilitates almost instant connections where data can 
be sent (or received) immediately as the need arises, of course under subject to ra-
dio coverage and GPRS channel availability. Utilizing GPRS and the Internet Pro-
tocol (IP) for communication has numerous advantages over developing proprietary 
protocols, e.g., compatibility, flexibility, and ease of maintenance. To be able to run 
the TCP/IP stack on a sensor node with limited resources, a stack with focus on low 
resource utilization [10] has been used. 

For communication between the mobile phone and the sensors (i.e. sensor nodes), a 
Bluetooth stack was developed [17] extending the TCP/IP stack with Bluetooth ac-
cess capabilities. The Bluetooth standard defines a set of profiles for communica-
tion. Today, a mobile phone generally implements the capabilities of the Dial-Up 
Networking [5] profile by acting as a wireless modem. However, during operation, 
only one Bluetooth device may use the dial-up or GPRS services at a time. Since 
the minimum configuration during the Vasaloppet competition was to have two 
sensor-nodes worn by the participants, the LAN Access Point (LAP) [5] profile was 
implemented to give Internet connectivity for the second device. This architecture 
is not limited to having only two nodes, but can be extended to several nodes due to 
the LAP service implementation. The purpose of having one sensor-node attached 
to each sensor is to minimize the need for cables and increase flexibility. Without 
wires, a selection of sensor-nodes interfacing different types of sensors can be used 
to be worn or carried by skiers. 

3.3.3 Sensor Node Communication and Data Acquisition 

When started, the sensor node initiates an inquiry to find other Bluetooth devices in 
the close proximity that provides Internet access. When a device is found and the 
connection is established, the device acts as a LAP providing other sensor nodes 
with the possibility to get connected. At any time, the nodes may lose their connec-
tion due to a number of reasons. The mobile phone might be out of range of a base 
station, data sent over GPRS might be dropped due to the policy of prioritizing 
voice. For some reason, it is also possible that the competitors may leave the mo-
bile phone too far away (approximately 10 meters) from the sensor nodes. This im-
plies that the sensor node must be able to form a spontaneous, or ad-hoc network, 
able to re-establish connection. When the device has established connectivity, ei-
ther by using the mobile phone or the other sensor node, readings from the attached 
sensor is performed and data is transmitted over the public network. To reduce the 
sending rate, collected data from the sensor can be processed before sending. 
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4. Results
The three professors, henceforth called Professor A, B, and C, participated in either 
one or both of the open track event and the Vasaloppet race. During the events, four 
sensor nodes were used. Professor A participating only in the open track event, and 
professor C, participating only in Vasaloppet, used the same pair of sensor nodes. 
Professor B used the other pair and participated in both events. The results acquired 
from the races have been divided into four categories: Viewer evaluations, Skier 
evaluations, Context aware platform, and Sensors and communication. The results 
for these categories are presented in the following subsections. 

4.1 Viewer Evaluations 

A questionnaire was sent out on Testbed Botnia [29] and 89 answers were received. 
The participants of the survey ranged from age 12 to age 57 with an average age of 
31. The participants were asked about how long they had visited the webpage and 
about their interest in sports and new technology as well as if they felt that the 
added information enhanced their experience of the sport event. 52 of the partici-
pants visited the webpage for no more than 15 minutes, while the remaining visited 
for a longer period of time, some for more than an hour. Most of the participants 
(all but 3) were either interested or very interested in sports (2%), in new technol-
ogy (28%), or in both (66%). Over all, 84% thought that the added information en-
riched their experience. All of these participants belonged to the group that were 
interested in sports and/or new technology. 

According to the survey, being able to see the locations of the skiers on a map was 
especially helpful. Although people liked the idea and the information in general, 
they saw a problem with some of the information, especially pulse data, not updat-
ing at all times and the maps being slow to load. The full survey with answers can 
be viewed in [27]. 

4.2 Skier evaluations 

From the skiers’ point of view, the sensors were simple to wear and handle, heart 
rate sensor attachment was a simple strap belt around the chest. The two sensor 
electronics boxes had only an on/off operation switch each and were positioned in 
suitable pockets of the skiing dress. The whole system was started by turning on the 
mobile phone and switching on the sensors, after which the skier could simply for-
get about them. 

The batteries in the sensors had a lifespan of a few days. Thus, the limiting factor 
was the mobile phone, where batteries had roughly one day of operation time. The 
data obtained was of great interest to the athletes because data analyses after the 
race gave clear information about the athlete's performance. This can be used to 
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improve training for the next race. The live Internet sensor data from the athletes 
actually triggered people to call up one of the athletes during the race and comment 
on position, speed, and heart rate. One of the professors believed that even profes-
sional skiers might agree to wear this equipment, especially if other contestants also 
wore it. 

4.3 Context-Aware Platform Performance 

During the day of the Vasaloppet race there were 2100 unique visitors to the public 
website with the applet. The average load to the database was about 120 simultane-
ous connections. The amount of visitors caused some problems for the map-server 
that had to serve at least 120 people with a map-image. In the beginning of the test 
there was also a problem with the user limit to the database which was set to 100 
simultaneous users. However, this limit was removed after less than two hours into 
the race. 

4.4 Sensors and Communication 

Professor A. This professor only participated in the open track event. Below in 
Figure 5, a graph of the heart rate values from the professor, represented as beats 
per minute (bpm) is shown for his race. During the open track event, more than 
8000 heart rate samples were collected and transmitted from the sensor node. The 
final time of this skier was approximately 12 hours and during that time, the sensor 
nodes were operational for more than 97% of the time. 

Figure 5: Heart rate of professor A throughout the open track event 
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Figure 6: Altitude measured for Professor A throughout the open track event 

Using the GPS module makes it possible to track e.g. the position and velocity of 
the ski-runners. In Figure 6 above, the altitude is shown for the 12 hours race. In 
the above graphs there are flat lines at approximately 5-6 P.M. During that time, the 
skier was indoor resting for the final 10 km of the race. The equipment was placed 
on the floor and hence, neither position nor heart rate could be determined, but still, 
the sensors were operational. Moreover, during the final 10 km the batteries of the 
mobile phone were used up completely. Fortunately, an extra phone was available 
for the sensors to connect to and as a result, the cross-country skier could be moni-
tored until the end of the race. 

Professor B. The second professor participated in both of the races, having a final 
time of approximately 6 hours in both of the races. For the open track event, his po-
sition and speed could be observed for 90% of the event, but the sensor node at-
tached to the heart rate receiver malfunctioned; only transmitting data for the last 
10% of his race. One week later during the main Vasaloppet event, the equipment 
continued to be unstable but nevertheless, his position and heart rate could be moni-
tored for 2 and 3 hours respectively of the competition. 

Professor C. In Figure 7 below, the position of the third professor participating in 
Vasaloppet is plotted on a map during the first 13 km of the competition. 



5. CONCLUSIONS 85

Figure 7: Transmitted position during the first 13 km of Vasaloppet for Professor C 

The sensor node attached to GPS module and senor node attached to the heart rate 
receiving unit transmitted data for 69% and 76%, respectively of the time during 
the 90 km race. The on-line operational time is shown in Figure 8 below.

Figure 8: Operational time for mobile units duringVasaloppet for Professor C 

In Figure 8, gaps along the time axis represents missing data from the senor nodes. 
The professor had a final race time of almost 10 hours, and in particular for the 
GPS node, we find 3 large gaps of approximately 30 minutes each where no data 
could be sent. The bandwidth requirement for sending data over the wireless link 
was low (for GPS, only 80 bytes of payload every fifth second) but nevertheless, 
the radio channel is scarce resource. 

5. Conclusions
The results from the survey indicate that the added information did indeed enrich 
viewers' experience of the event, at least for those viewers who have interest in 
sports or technology. A problem that many from the survey noticed was that the 
pulse sensors didn't work very well. This problem is most likely due to the active 
movement of the skier causing the sensor to slide out of position and thus making it 
unable to read the pulse. However, this is just one possible cause; other causes 
could be communication problems between the sensor and the mobile-phone or bat-
tery shortage. One possible way to minimize this problem could be to give sonic 
feedback whenever any problem occurs (communication or sensor problems) 

One bottleneck in the system was the map server as it had to provide a new map 
image for every user whenever they changed view or the application itself re-
quested a new and updated map image. The map is generated from centre and edge 
coordinates, then it is converted into the requested image format. A system where a 
limited number of different views are offered, thus limiting the generation and con-
version process, would greatly improve the system in terms of scalability. The dif-
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ferent views could be cached on a server to further improve the system perform-
ance.

The largest amount of data was received during the open track event. Achieving 
100% uptime of the sensor nodes is very hard with the limited resources on the 
nodes. The lower operational time of the mobile units when used in Vasaloppet is 
most likely due to insufficient GPRS-resources available due to the increased 
amount of spectators, participants, and media coverage. This means that the limited 
number of available GPRS time-slots will make it hard to deploy the system for 
many athletes. Unfortunately, professor B participating in both of the races had the 
set of sensors providing the lowest operational time. The cause is still unresolved, 
however the sensor nodes proved their robustness by reconnecting when possible. 
That is, even though not having enough resources available for some time; the sen-
sor nodes were never user-operated and were able to reconnect when resources 
(GPRS) were available. Ongoing research is targeted to improve robustness and re-
ducing power consumption of the sensor nodes. We also expect future cellular 
phones to provide increased operational time. 

All in all, according to the survey, sensor results, and the interest shown for the 
concept by the large amount of visitors, we consider this to be a successful first trial 
in the area of enriched sport events. For future trials we have identified the bottle-
necks needed to be addressed. 

6. Visions and Future Work 
One of the future visions includes the possibility to view any contest participant 
with complete information at any time during the contest. With several cameras po-
sitioned along the track and by utilizing location-awareness a viewer could select to 
automatically switch to a camera currently filming a certain contestant. This kind of 
system could be developed for both Internet and television by using new technol-
ogy in digital television. 

A project, under the name of LIVEStat, has been created in order to further develop 
the concept presented in this paper. The project strives to achieve a solution to pre-
sent the concept not only on the Internet but also together with live television 
broadcasting. Using this media channel has proven to offer a way to further in-
crease the versatility of the graphics presented and also to cover more conceptual 
areas.

The different contexts described in this paper has proven to be interesting, however 
there is yet another context that could be of interest: the time displacement. In a 
sport event where contestants have different starting times, a comparison of physi-
cal location of contestants at a certain progressed time can be displayed on a map. 
The benefit of time displacement is well displayed in orienteering as seen in Figure 
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9 where the different approaches to the control point are shown with regards taken 
to each contestant's start time. 

Figure 9: The time displacement map in an orienteering scenario 
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MULLE: A Minimal Sensor Networking 
Device - Implementation and Manufacturing 

Challenges

Abstract — Network connected sensors are today increasingly used in the industry. 
In cases where these sensors also are equipped with computational and ad-hoc net-
working capacity they can form a system for ambient intelligence. To make such a 
system cost-effective and easy to install it is important to avoid cabling, thus setting 
requirements for battery operation and wireless communication capacity. In this 
paper we discuss the perspectives of wireless networked sensors using standardized 
Internet communication. We also present the design of a minimal CPU / communi-
cation unit designed for this purpose. The size of a complete unit is (25x23x10) mm 
including battery supply. The use of advanced PCB manufacturing and bare die 
mounting techniques allows hosting of a Bluetooth chipset and a microcontroller, 
as well as a number of other SMD components. Onchip software includes a full 
web server, TCP/IP and Bluetooth communication stacks. The choices and design 
trade-offs for the system are discussed, and the future use together with compact 
ultrasound industrial sensors and health monitoring systems is briefly presented. 

Keywords — Embedded, Internet, EIS, Bluetooth, TCP/IP, sensor. 

1. Introduction
Sensors and actuators are widely used devices in various system implementations. 
Devices that are intelligent and accessible to the Internet open new possibilities for 
system fault detection, control, maintenance and support. We approach this chal-
lenge by the development of an Embedded Internet System (EIS) architecture for 
small mobile devices. This architecture comprises three major components. First, 
very light-weighted sensor/actuator devices with embedded communication capa-
bility. Second, the mobile connection of such devices to the global Internet in a 
simple and cheap way. Third, ad-hoc Internet networking of such devices. 

The above criteria spans a huge design space. By basing design choices on today’s 
state of the art technologies, feasibility studies and proof of concepts can be con-
ducted in order to provide working solutions as well as gather deeper understanding 
of the underlying problems. The evolution of embedded microcontrollers with on-
board memory and interfaces has rendered a wide selection of suitable building 
blocks for networked sensors [1], [2], [3]. Providing mobile access to the global 
Internet states a number of challenges with respect to sensor network communica-
tion, global Internet access, and deployment of suitable communication protocols. 
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Over the last years, Bluetooth has emerged as a standard for short-range radio 
communication [4]. By the use of protocols and profiles, devices can identify ser-
vices and create networks in an ad hoc manner. In this way Bluetooth can provide 
communication means for networked sensors applicable today. Furthermore, the 
increasing deployment of Bluetooth technology in Internet connected consumer 
electronics, for example GPRS/UMTS mobile phones, handheld computers and 
Bluetooth gateways, opens up an ambient communication infrastructure viable to-
day. Both simplicity and cost are key issues for global Internet access of networked 
sensors. Deployment of proprietary protocols for the communication is precluded 
as it would imply custom configuration of the access point(s), e.g. mobile phone or 
Bluetooth gateway. Instead we seek a more general solution to the problem relying 
on standardized protocols. Communication cost is largely determined by the access 
technology, GPRS/UMTS traffic is likely to have a higher per-byte cost than traffic 
intermediated to a wired gateway. Hence, we seek a communication solution that 
can seamlessly roam between access technologies to provide cost effective access 
to the global Internet. 

In this paper, we demonstrate the feasibility of EIS architectures by applying state 
of the art design and manufacturing techniques in the development of MULLE; a 
minimal light-weighted EIS sensor platform with processing and communication 
capability. The implementation is described in detail, and some possible applica-
tions are briefly discussed. The embedded application and standardized TCP/IP 
communication software is designed for minimal CPU and memory usage. The 
mobile connection to the global Internet is made via a Bluetooth enabled 
GPRS/UMTS mobile phone. Thus, by giving EIS devices a Bluetooth communica-
tion channel it is possible to tunnel the EIS sensor communication through a mobile 
phone nearby the sensor. The ad-hoc networking is achieved through Bluetooth pi-
conet technology together with the NAT protocol providing IP-addresses to the EIS 
devices [5]. Thus, the solution makes it possible to in an ad-hoc manner connect an 
infinite number, in theory, of EIS devices to the Internet using a single mobile 
phone.

2. Evolution of Networked Sensors 
Today devices such as sensors and measurement instruments are widely used to get 
systems working. These devices have the capability to communicate data by either 
a display or some electronic data communication means. For a long time most sen-
sor communication schemes deployed were point-to-point communication like RS-
232 or current loop. In the 1980’s instrumentation busses like the IEEE- 488 stan-
dard [6] was developed. Later came the Fieldbus standard targeting sensors, actua-
tors and instrumentation in industrial environments with tight real time require-
ments [7], [8]. Other approaches are the ASi standard [9] targeting sensor commu-
nication and the IEEE 1451 standard [10], [11] targeting the conversion of low 
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level communications like RS-232 and current loops to a bus structure. However, 
all these approaches make data available only to a few predetermined users. 

Based on these types of standards we now see the evolution of virtual measurement 
environments. By the adoption of Internet technology to these virtual environments, 
sensors and actuators become available to users worldwide. Internet access is often 
implemented by the connection of sensors, actuators or other devices to a base unit 
(large server) on which a gateway application is running that enables the device(s) 
to be visible on the Internet [12], [13], [14], [15]. Applications where such architec-
tures are applied are found around the measurement of medical quantities, see for 
example [16], [17], [18]. 

The large server architecture suffers from the need to develop a specific application 
that is capable of communicating with the connected devices, e.g. the Mobihealth 
BANware [18]. Such a base unit is required to have the hardware communication 
capabilities that enables the device communication. To make sensors mobile in this 
architecture it is possible to use suitable radio or optical communication. However, 
the access (radio or optical) infrastructure has to be built for the particular case. 

Massively distributed systems is a well established research area in the realm of 
computer engineering. Results naturally apply to sensor networking. Examples of 
interesting papers that give an overview of requirements and problems are [19], 
[20], [21]. Here we also find examples of sensor networking that requires less com-
putational resources, e.g. the Time Triggered Architecture investigated in the car 
industry [22], [23]. The, so far, most challenging and ground breaking ideas on 
small device networking is the electronic dust project from Berkeley [24], [25], 
[26]. 

However, in all these cases the sensor networks utilize nonstandard or proprietary 
protocols. Substantial work has been made on the networking problem related to 
massively distributed sensors, e.g. [27], [28]. Power consumption issues are critical 
in the design of small networked sensor devices. There are a large number of papers 
targeting this field, e.g. [29], [30]. 

For the future we project that many, if not all, sensors and measurement devices 
will be given the capability to act on its own as a node in the public Internet. This is 
achieved by embedding the Internet communication capabilities into the device it-
self. This will be possible even in very light weighted devices. Recent achieve-
ments in the direction of light-weighted Embedded Internet Systems (EIS) can be 
found in [31], [32], [33], [34]. White papers from market research institutes predict 
similar developments, particularly in the machine to machine (M2M) business [35]. 
The EIS architecture provides new means to distribute data to users worldwide. In 
turn this may lead to new applications and ways of doing business. Of course this 
will also give rise to new problems; technical, legal as well society oriented. 
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We envision ambient intelligent environments with an infrastructure based on het-
erogeneous IP-enabled devices. These devices may range from simple sensors and 
actuators with minimal hardware resources for consumer electronics to large heavy 
duty devices with major hardware resources available, all accessible over the Inter-
net. The ultimate solution would be to have an architecture where sensor and actua-
tor devices can connect to an application using an existing access network in an ad-
hoc manner. Furthermore, the devices should declare their functionalities and capa-
bilities to any user or application that is allowed access to the device. 

3. MULLE - A Platform for Networked Sensors 
At EISLAB at Luleå University of Technology the development of various applica-
tions requires a platform to form networked sensors and ambient intelligence as 
discussed in the sections above. The evolution towards such an Embedded Internet 
System (EIS) has been underway for a number of years. The most recent result has 
been named MULLE. This section describes the requirements on the system, and 
the solutions chosen to reach a working prototype. 

3.1 System requirements 

Based on the discussion above, a list of requirements for MULLE was created. In 
the procedure to create the requirements list, effort was put to use solutions that 
where actually realizable or already in use. 

Web server. The system should have memory capacity to host an on-board 
web server. 

Communication. The system should be able to perform wireless communi-
cation.

Time stamp. The system should be capable to time stamp events in real 
time.

Size. The system size should be maximum 25x25x5 mm without battery 
supply.

Battery supply. The system should be possible to supply from various bat-
tery types, ranging from one single LI-Poly cell to 4 series connected Ni-MH 
or Ni-Cd accumulators. This sets the nominal supply voltage range to (3.6 - 
4.8) V. 

Low Power. Focus should be on low power consumption, with efficient 
power down mode to conserve power. 
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Analog I/O. The system should have capacity to handle analog inputs sig-
nals, as well as to source analog output signals. 

Digital I/O. The system should communicate via digital serial I/O, for pro-
gramming and connection of digital sensors. General purpose I/O should be 
available for i.e. timer and interrupts. 

Power supply output. The system should provide power supply for exter-
nally connected sensors. 

Fig. 1. Block diagram of MULLE. 

3.2 Hardware solutions 

This subsection describes the hardware solutions used for MULLE. A block sche-
matic of the design is shown in figure 1. 

3.2.1 Digital core 

The design is centered around computational and communication capability. The 
chosen microcontroller is a Renesas M16/62A (M30624FGA). It is a 16-bit archi-
tecture with 20 kB RAM and 256 kB flash ROM on chip memory as well as on 
chip 8-10 bit analog I/O. The component was made available to EISLAB as bare 
die, enabling the use of Chip-On-Board (COB) mounting to reduce the size of the 
circuit board. The footprint of the M16 layout including bondpads and bond head 
working area measures (13x13) mm, to be compared with a foot print of 
(19.5x25.5) mm for a standard M16 in fine pitch package. A 10 MHz ceramic reso-
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nator provides clock signal to the M16. Real time clock as well as reset logic and 
extended non-volatile memory is provided in one single chip, the Xicor X1288. Al-
though the chip was unavailable in bare die format, the integration of all functional-
ity in one single chip allows a space and power efficient solution. The X1288 pro-
vides 256 kbit of non-volatile memory and connects to the M16 via I2C serial inter-
face. The real time clock in the X1288 requires a 32.768 kHz crystal. The X1288 
provides a selectable sub clock to the M16, which can be set to 32 kHz, 100 Hz, or 
1 Hz. Programming of the M16 is made through a serial interface which is routed 
through the main 26 pin I/O connector. 

Bluetooth is chosen for wireless communication. The used module is a Mitsumi 
WML-C10AHR, which is a Class 2 Bluetooth unit with integrated antenna [36]. 
The footprint area of the module is (19x14) mm. Communication to the M16 is one 
via serial interface. No external components apart from one decoupling capacitor 
are needed to get a functional module. Configuration of the module is made via a 
serial peripheral interface (SPI) routed to the main I/O connector. 

Power supply is realized with a fixed 3.0 V linear regulator XC6204. All compo-
nents on the board will work down to 2.9 V if necessary. The choice of the rela-
tively low supply voltage gives a fairly large headroom for load dependent supply 
voltage variations from i.e. a LI-Poly battery. The drop-out voltage of the regulator 
is maximum 0.2 V at 100 mA load current, which gives an absolute minimum bat-
tery supply voltage of 3.1 V. Initially a switched regulator was considered to in-
crease efficiency at high battery voltages. This option was however discarded due 
to concern over injection of switching noise. Also, for the target battery supply of 
3.7 V and board voltage of 3.0 V, even a high efficiency switched regulator would 
not give significantly higher overall efficiency than a linear regulator. 

The digital interface for external connections contains serial connections as well as 
peripheral functions like timer and interrupt pins. These are all connected to a main 
26 pin I/O connector, which is shared between digital and analog functionality. The 
digital supply voltage is also routed to the I/O connector. To increase the possibility 
to save power, the power supply pin is routed through a switch transistor to give the 
possibility to switch connected sensors off through the M16. 

3.2.2 Analog interface 

The board provides up to 3 single ended inputs for voltages between 0 and 2.5 V, 
and one differential input routed via an instrumentation amplifier. The used differ-
ential amplifier is housed in a standard 8-pin package, with one external resistor to 
set the desired gain. This offers the possibility to decide on type of amplifier and 
gain during assembly of the board. The default amplifier is an INA122 set to 10 
times gain. The single ended inputs as well as the output from the differential am-
plifier are all routed to the M16 integrated A/D converter, which provides a select-
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able resolution of 8 or 10 bits. For a supply voltage of 3.0 V the manufacturer rec-
ommends the use of 8 bits, which gives a maximum sample rate of 357 kHz at a 10 
MHz clock. Two on board voltage references are used, one 1.2 V reference for the 
differential amplifier midpoint, and one 2.5 V reference for the A/D converter. The 
M16 also houses two on chip 8 bit D/A converters. These are routed to the main 
I/O connector together with the analog inputs and both reference voltages. 

3.2.3 Board design 

Traditional glass fiber FR4 substrate was chosen as carrier for the electronics. An-
other choice would have been to use a ceramic substrate as carrier. The use of e.g. a 
Low Temperature Co-fired Ceramic (LTCC) would yield similar line widths and 
isolation distances as FR4. Additionally, passive components could be integrated in 
the substrate, which also withstands a higher temperature range than FR4. For 
MULLE, the number of passive components is fairly small, so this was not a deci-
sive issue. 

Fig. 2. Both sides of a complete MULLE board  
with main components indicated. 

Further, the foreseen temperature range for MULLE is limited up to 85o C, which is 
well within what can be handled by the FR4. The board is a six layer design where 
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two layers (no:s 3 and 4) are dedicated for power supply. To minimize the area 
through-hole vias are avoided. Blind micro vias connecting within layer 1 through 
3 and layers 4 through 6 respectively are used extensively. The minimum conductor 
width used is 150 µm, with minimum isolation of 150 µm. Copper thickness is 35 
µm on outer layers and 18 µm on inner layers.
In order for the serial programming of the M16 to work, a boot code must be paral-
lel programmed into the integrated flash memory. The manufacturer normally loads 
this basic program only after packaging. As the M16 on MULLE is mounted as 
bare die, the board has to provide a one-time parallel programming interface. The 
additional programming connections are made using two removable break-off 
board parts. Each of these parts contains a 20 pin edge connector which is removed 
after programming. The needed on-board reconfiguration of several interconnec-
tions is made by wire bonds after first-time-programming. Apart from the removal 
of several bonds from the M16, also additional bonds are made on the board to pro-
vide zero ohm connections after the completed parallel programming sequence. The 
M16 chip is glued to the board with heat curing epoxy. After curing, the chip is 
connected to the board with 25 µm gold wire bonds. To facilitate good bonding ad-
hesion the board is covered with chemical Ni/Au. After completed bonding the 
M16 and all zero ohm bond connections are covered with a glob-top. Photographs 
of the mounted board are shown in figure 2. 

3.3 Software solutions 

The software system running on the MULLE platform can be divided into three 
categories. At highest level, a generic sensor application resides responsible for the 
user interaction as well as a web server providing the users with 
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Fig. 3. Overview of TCP/IP and Bluetooth stacks. 

the interface (i.e. java applets) to the sensor application. Depending on the attached 
sensor, appropriate software driver adapted for the interfaced sensor is linked dur-
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ing compilation. The application reads data either from the on-board AD-converter 
or appropriate digital I/O. The second category is the network protocol stacks, used 
by the user application for network communication. Using the Internet Protocol 
(IP) for communication has numerous advantages over developing proprietary pro-
tocols, e.g., interoperability with existing systems, flexibility, and ease of mainte-
nance. Running the TCP/IP suite on the MULLE platform together with Bluetooth 
wireless technology, any Bluetooth enabled device may interact through standard 
WWW-browser technology. Figure 3 gives an overview of the protocol layers im-
plemented, making it possible to create an ad-hoc network of MULLE platforms. 
The last category is the real-time operating system, managing the system resources 
(excluding dynamic buffer memory which is managed by the TCP/IP and Bluetooth 
stacks).

3.3.1 Device driver 

At lowest level, the software driver encapsulates the functionality required to com-
municate with the Bluetooth module or attached sensor. The upper layer stack (or 
user application) uses these functions to send Bluetooth (or sensor) commands and 
data packets, and receive data packets and events. Internally, the driver for the 
Bluetooth module uses one of the M16 UART channels. During normal operation 
mode of the microcontroller, the device driver utilizes the direct memory access 
controller (DMAC) to allow data to be sent directly to memory, hence relieving the 
CPU from the low level work. However, this option to use the DMAC is not possi-
ble if the intention is to enter any of the low-power control modes of the microcon-
troller and hence, the driver can also interface the microcontroller UART peripheral 
directly.

3.3.2 Protocol stacks 

To be able to run the TCP/IP stack on the MULLE platform having limited re-
sources, a stack with focus on low resource utilization [37] has been used. For wire-
less communication, a Bluetooth stack [38] was developed, extending the TCP/IP 
stack with Bluetooth access capabilities. Both protocol stacks share the same char-
acteristics, e.g. utilizing zero-copy of buffer data as data is passed through the vari-
ous layers of the stacks. They are also highly configurable e.g. memory usage for 
packet buffers, number of Bluetooth clients allowed, which Bluetooth profiles (see 
below) to support etc. 

3.3.3 Profiles

The Bluetooth standard defines a set of profiles for communication. For Internet 
connectivity, the LAP (LAN Access Point) and Dial-up-Networking (DUN) pro-
files are implemented. For highest mobility, the MULLE platform may use a mo-
bile phone as a wireless modem for connecting to a dial-up Internet access server. 



102 PAPER E

Selection of the profile to be used is configurable, either one can be used depending 
of the targeted application. It is also possible to configure the platform to operate in 
dual-mode, i.e. both acting as a Data Terminal (DT) connected to a mobile phone 
while at the same time, act as a LAP for other platforms. 

3.3.4 Ad-hoc network 

By deploying a number of MULLE platforms, they can associate in an ad-hoc 
manner to form a network. To create an ad-hoc network, a control application on 
board utilizes the built-in service discovery protocol of the Bluetooth stack together 
with profiles mentioned above. The control application initiates an inquiry to search 
for other Bluetooth devices in the close proximity providing access to a public net-
work. The other device may be a mobile phone with GPRS or a Bluetooth LAP, 
connected to a wired network. When connected, the MULLE platform also makes 
the LAP service available, if configured to operate so, for other devices to connect 
to and thus creating a spontaneous private network. Naturally, the communication 
protocol for the network is TCP/IP based, and every MULLE platform acting as a 
LAN access point must be able to provide an IP address to its peer. On-board, the 
IP address allocation is implemented by the NAT layer [39], by utilizing one of the 
reserved address spaces for private networks [40]. The NAT-implementation allows 
the MULLE platform to create a private network that shares a single connection to 
an external network. Finally, the NAT implementation utilizes the IP forwarding 
capabilities provided by the TCP/IP stack when needed. 

3.4 Measurements

3.4.1 Current consumption 

System tests have been performed with MULLE set to various configurations to get 
measurements of the power consumption of the system. For these measurements a 
3.6 V supply voltage source was used, and the mean current consumption of the 
system was measured. The results for various configurations are summarized be-
low. The measurement data presented use different setups and software, and repre-
sent different usage scenarios. This means that the measurements are not to be 
compared relative to each other, but to be taken as indications on power consump-
tion for various system tasks. 

Stop mode; 2.3 mA. All internal clock nets and external interfaces in the 
M16 are stopped, and the CPU core is disabled. The Bluetooth chipset is set 
to deep sleep mode. The M16 can be woken up by external interrupt only, 
e.g. from a timer on the RTC or external reset. Stop mode is useful for 
longer periods of inactivity, as the response time can be up to a few seconds. 
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Wait mode; 14 mA. Clock nets and external interfaces are functional, but 
the CPU core is disabled. The Bluetooth chipset is set to deep sleep mode. 
The M16 can be woken up by internal as well as external interrupts. 

High frequency mode; 24 mA. The M16 is fully functional, with activity 
every clock cycle. The Bluetooth chipset is set to deep sleep mode. 

Bluetooth mode; 35 mA. Bluetooth and M16 are active. Various tasks are 
performed by the M16, with periods of wait state in between. The amount of 
data handled by the M16 and transferred over Bluetooth is in the order of 1 
kB per second. 

Full system mode; 51 mA. Same setup as for Bluetooth mode above, but 
includes also current consumption for a Nonin Xpod 3012 format 2 sensor. 

The conclusion is that large power savings can be implemented when a sensor ap-
plication does not require a continuous high bandwidth data stream. We have ini-
tially found a few strategies to minimize the communication power needed. One is 
to send data in batch mode storing data in the memory in the Real Time Clock This 
memory is enough to store three hours of data from a Nonin format 1 sensor [41]. 
When the memory is almost full, the MULLE can connect via its Bluetooth inter-
face to the Internet and send all data to a central server. It can after flushing all data 
close the Bluetooth connection and hence continue to execute at a low power mode. 
Another power saving strategy is to not store and communicate all measured data 
unless data meeting for the application certain or critical values are obtained from 
the sensor. 

If the application does not demand continuous sampling the MULLE can deactivate 
the sensor as well, and only have it active during data collection. When a network 
of MULLE:s are connected to one GPRS-phone with Bluetooth/NAT, the NAT-
clients can reduce their operating frequency, and hence save power, while the 
NAT-proving MULLE operates a full speed to be able to handle a large number of 
clients. Another possible solution to reduce the power consumption is to let a cen-
tral server control each MULLE. By the use of a control protocol the server can de-
cide which MULLE:s to activate, and what sensor data that are requested if the 
MULLE:s have multiple sensors. The server can then remotely switch an attached 
sensor on and off. Yet one way to save power is to use the sub clock for the M16. 
Unfortunately these measurements were not concluded at the writing of this paper. 

3.4.2 Temperature test 

As the system shall be used in outdoor as well as indoor applications, it is of inter-
est to test the behavior over temperature. To do this, two types of preliminary tests 
have been performed. The first involves a temperature cycle from room tempera-
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ture down to -20o C, up to +70o C, and back to room temperature in steps of 20o C. 
Stabilization time on each temperature was one hour. The second test was an over-
night 16 hours test at -20o C. The relative humidity (RH) was not controlled in the 
tests, but monitored. During the overnight test the RH was stable at 67±2%. The 
results of the temperature tests were highly positive, with the system operating 
properly throughout the testing. 

To simulate a real usage situation the MULLE was powered by a single 3.7 V Li-
Ion cell during the temperature tests. The chosen cell was a Varta LIC18650-22C 
WC, which has a specified operating temperature down to -20o C and a capacity of 
2200 mAh. If the system is not to be subject to low temperatures, Li-Polymer bat-
tery technology can be used to provide very small dimensions. One example is the 
Varta LPP402025, with dimensions of (25x20x4) mm and a capacity of 130 mAh. 
With this cell the complete system is confined in a volume of (25x23x10) mm. 

4. Applications
Applications for a system like MULLE can be found in a variety of situations in the 
industry and in our everyday life. Two applications targeted within the research at 
EISLAB are industrial ultrasound sensors and mobile health care. 

4.1 An ultrasound sensor 

Piezoelectric ceramic materials are widely used in ultrasound measurement sys-
tems. In the industry, measurements include properties of suspensions and fluids, 
density, flow etc. Traditionally these systems have a low degree of sensor and elec-
tronics integration. They are built to be powered using a mains outlet, and data are 
transmitted to and from the system with wires. 

Ease of installation is one important factor in the cost picture of a measurement sys-
tem. Here, data and power supply cabling are cost drivers. If these could be omit-
ted, the system cost would be lowered. The removal of all cabling sets two re-
quirements: battery operation and wireless transmission of data. As one step to-
wards these goals a compact ultrasonic transducer has been developed at EISLAB 
[42], [43]. In the system, the driver electronics is mounted as bare die directly at a 
piezoelectric disc. This gives a system with small dimensions, low power consump-
tion, and very good pulse control possibilities. The target is to combine this trans-
ducer with MULLE to create a complete stand alone ultrasound measurement unit. 
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Fig. 4. Overview of the system used at Vasaloppet cross country ski event. 

The MULLE can be cast into the backing of a sensor or in other ways mounted ad-
jacent to the transducer element. 

4.2 Mobile health care 

Monitoring of medical parameters often limits the mobility of the patient, e.g. to the 
hospital. Health monitoring in out-of-hospital conditions has been of interests to 
researches and practitioners for a long time, but has been concentrated on health 
monitoring at home. With wireless sensors, a patient could be monitored where the 
patient keep on living their daily life. In previous work [44], experiments confirmed 
that within GPRS coverage, a predecessor to the MULLE platform successfully 
provided Internet access and was able to present data for on-line monitoring over 
the Internet. Furthermore, the generic hardware platform enables us to attach a va-
riety of sensors, not limited to sensors measuring medical parameters. In a larger 
scale trial, a GPS receiver module and a heart rate sensor (situated in a chest belt) 
was interfaced by EIS devices. The devices were merged with a context-aware plat-
form to give sport event viewers an enriched media experience [45]. The system as 
illustrated in figure 4 was developed as a proof of concept, and demonstrated in real 
life use at the Vasaloppet cross country ski event. By the use of wireless ad-hoc 
networking and GPRS technology, sensor data such as heart rate, position, altitude, 
and speed was transmitted to the context-aware platform Alipes [46], which in turn 
presented the sport event viewer with a personalized view. Experiences from such a 
large test provide valuable input for further directions in our research to be con-
ducted with the MULLE platform. 

5. Conclusions
A very light-weighted implementation of an Embedded Internet Sensor platform, 
MULLE, has been described. It implements a complete ad-hoc sensor networking 
device with TCP/IP and Bluetooth protocol stacks. The Internet communication is 
based on Bluetooth as the first uplink to the Internet. The final hardware size is 
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23x25x10 mm including a small Lithium battery cell. The base is a 6 layer FR4 
PCB, featuring 150 µm conductors with 150 µm isolation distance, buried micro 
vias and COB mounting of the µP.

For the future, intermittent usage and minimization of data communication will be 
investigated to reduce power consumption. For an even smaller implementation 
smaller feature sizes will be used based on a sequential build up circuit board tech-
nology. 
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