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Abstract

An embedded system is an electronic device with processing capability designed to per-
form small tasks such as sensing properties e.g. temperature, light, or humidity, in its
environment with sensors and controlling light, pumps, etc. with actuators. During
the last decades, the performance of these devices has evolved to include connectivity,
both wired and wireless. Research on this field has led to the development of Internet
of Things, where embedded sensor and actuator nodes are being connected to the In-
ternet using standardized protocols. Like in the computing world, the communication
methods have evolved and today embedded systems can use standardize protocols and ar-
chitectures such as TCP/IP. One architecture that has received much attention in recent
years is Service Oriented Architecture (SOA). The SOA concept introduces a higher level
of complexity into the system but offers more features than traditional communication
used in sensor networks. When the transmitted data is confidential, the use of security
mechanisms is mandatory to encrypt the data and make it unreadable by malicious users.

However even if protocols such as IPsec and DTLS can encrypt and secure the connec-
tion between a server and client, they cannot protect an individual service in an efficient
way.

In this thesis a new method of efficient access control for resource-constrained devices
is proposed as an extension of the CoAP protocol which is widely used in the Internet
of Things domain. The proposed approach builds on CoAP’s original design concepts of
low-bandwidth and small processing overhead.

The proposed method is a small step towards access control for wireless sensor and ac-
tuator networks. The research results obtained have been focused on the access method,
and a holistic integration of the proposed method into a complete access control frame-
work is considered future work.
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Chapter 1

Introduction

“Never send a human to do a machine’s job.”

Agent Smith

An embedded system is an electronic device with processing capability designed to
perform small tasks, such as sensing properties e.g. temperature, light, humidity... of
its environment with sensors and controlling light, pumps, etc. with actuators. During
the last decades, the performance of these devices has evolved as shown by Jouppi et al.
[1], which directly affects the versatility of the embedded systems to create new types of
applications. At the same time, embedded systems have started to integrate connectiv-
ity, both wired and wireless, to other embedded systems or electronic devices, thereby
creating networks. The method to communicate and distribute data on the network also
has evolved; at the beginning, embedded systems often sent raw data to a server or to an-
other embedded device. Like in the computing world, the communication methods have
evolved and today embedded systems can use standardize protocols and architectures
such as TCP/IP. One architecture that has received a lot of attention in recent years is
Service Oriented Architecture (SOA) presented by Erl [2]. A service is a virtual artifact
to control how the information, that a device distributes, can be accessed. A service
usually permits multiple access methods to it for different purposes, the most common
are GET (to request something), POST (to modify something) or DELETE (to erase
something). The service concept introduces a higher level of complexity into the system
but offers more features than a simple data communication. For example, in this thesis
the protocol used to create services, CoAP [3], enables the system the use of event-based
communications with the use of subscriptions. The possibility to use subscriptions re-
duces the number of packets, because only relevant data is transmitted.

When the transmitted data is confidential the use of security mechanisms is manda-
tory, to encrypt the data and make it unreadable by malicious users. Standardized
protocols such as IPsec [4] and DTLS [5] on embedded systems are feasible today by
Raza et al. [6] and [7]. The combination of these security mechanisms and protocols like
CoAP, allows the creation of services on resource-constrained embedded systems. All the

3



4 Introduction

services created on a device are accessible to anyone, IPsec and DTLS can protect the
device against intruders, when a valid user gains access to the device all services on the
device are accessible. With the use of IPsec and DTLS it is not possible to get fine-grain
access control. Access control methodologies are discussed by Qing-hai et al. [8]. IPsec
and DTLS can manage and control the connection between the server and the client, but
cannot protect an individual service in a good way. For example, if there is a service to
synchronize all the devices in a network, the method to read that value must be accessible
for all the devices, but the method to modify the current time should need some extra
permission for administration use or similar. For this reason there are several groups
researching possible solutions, one solution was presented by Hernández et al. [9] and
[10], where the problem is addressed with the use of tickets in Json format [11], and with
the use of Elliptic Curve Cryptography (ECC)[12] and Elliptic Curve Digital Signature
Algorithm (ECDSA)[13] to create a custom encryption method instead of IPsec.

These solutions are able to implement a fine-grain access control, but there are some
challenges regarding the applicability on a real network with resource-constrained de-
vices, because the overhead of the Elliptic algorithms, Json format and communication
is very high; also these solutions are not compatible with the CoAP standard and some
extra layer is needed, increasing both complexity and power consumption. The main
research question in this thesis is how to enable a fine-grain access control mechanism,
maintaining the low-power and the resource-constrained devices criteria while still allow-
ing maximum interoperability.

The aim of this thesis is to address the following research questions:

Q1 How to control access to services on resource-constrained devices?

Q2 How to design an efficient ad-hoc framework for security, authentication and access
control for mobile IoT embedded systems networks?

Q3 Can access control on resource-constrained devices be compatible with other stan-
dard access control solutions?

The work has been carried out according to the research methodologies described by
Liskov [14]. The methodology consists of analysis of the the real-world problem and its
importance; design of a solution; test the solution under real-world conditions; and study
the obtained results and evaluate if the solution is sufficient, if not repeat the process
from step two.



Chapter 2

Internet of Things

Internet of Things (IoT) is a computing concept that involves physical and virtual ob-
jects connected to Internet to communicate, the use of Internet Protocol (IP) is manda-
tory. The application of these technologies to wireless sensor and actuators networks
increases the application areas, like industry [15], vehicle testing [16], traffic control [17],
medicine and health care [18], sport activities [19], etc. The application of IoT devices
is transforming the world, as shown by López [20].

2.1 Wireless sensor and actuator nodes

An embedded system able to run IP protocol and with some type of physical connection
to Internet is considered to be an IoT sensor and actuator node. These nodes are usually
resource-constrained devices, with limitations in terms of processing, memory and power
consumption; if the connection used on these devices is wireless there are also bandwidth
limitations compare with wired devices.

On wireless sensor and actuator networks, the use of IoT embedded systems must
enable the Internet connection to all of them; the design of the network depends of
cost, bandwidth, power source and physical location. Basically there are three kinds of
configuration to enable Internet on the nodes:

• A point to point connection, which connects each node individually to Internet, us-
ing technologies like WiFi, GPRS, 3G, 4G, etc. This configuration is expensive but
enable the higher connectivity and reliability, because if one node is disconnected
it does not affect the others.

• A Personal Area Network (PAN), which connects only one node or a router to
Internet and the rest of nodes must connect to this one. The cost of this option is
lower, but also the bandwidth performance. The reliability is similar compare to
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6 Internet of Things

the previous one, because if one node (except the router) is disconnected it does
not affect the others.

• A mesh connection, in this alternative only a gateway or an one node acting as
a gateway is connected to Internet, which has to enable the connectivity to other
via a mesh network. This option has the lowest cost, also the bandwidth and the
reliability decrease. The advantage to use a mesh network is the possibility to
create complex networks where a point to point connection is not possible.

The power consumption can determine the applicability of this technology, especially
on mobile nodes or in nodes powered by batteries. The design must guarantee a very
low power consumption to prevent battery recharges or replacements. Other aspects like
size and weight, can determine the hardware configuration of the IoT device. Higher
requirements on hardware results in higher power consumptions and prize.

Processing 
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Figure 2.1: Diagram of a sensor and actuator node for IoT.

2.2 Core technologies

A brief description about the core technologies that uses our devices 1 is important to
understand better or to complete the understanding of the following sections. In this
section the core technologies are defined and the most important are described in more
detail.

1The base system is the Mulle, there are different versions of it depending on the application. More
information is available at: http://www.eistec.se
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The devices used in this thesis are called Mulle, and there are different versions
depending on the final application requirements. The Mulle is a small device with wireless
technology like Bluetooth [21], 6LowPAN [22],... able to connect directly to Internet, in
Figure 2.2 it is possible to see its size.

Figure 2.2: Picture of a Mulle mk4, with IEEE 802.15.4 connectivity.

IP / IPsec (v4 & v6)

UDP TCP

6LoWPAN BNEP

IEEE 802.15.4 Bluetooth

NTPDHCPCoAP

XML/EXI

App

#1 - Physical

#2 - Data Link

#3 - Network

#4 - Transport

#7 - Application

Figure 2.3: Internet of Things stack vs corresponding OSI layers.

Figure 2.3 shows a generic communication stack for an IoT embedded system. There
are different Data link and Physical layers (blue color) for different versions depending
on the wireless technology used, but above these layers all are the same. The following
subsections describe in more detail all the different layers.
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2.2.1 Constrained Application Protocol (CoAP)

The IETF Constrained Application Protocol [3] is an application-layer protocol designed
to provide web services working with constrained nodes - devices using microcontrollers
with small amounts of ROM and RAM, which is able to run over 6LoWPAN [23] network
stacks with high packet error rates etc. The protocol is designed for low-power networking
allowing the nodes to switch to sleep mode to extend their battery life.

IP header DataIPsec header

encrypted data
UDP header CoAP header

Figure 2.4: CoAP format into an IPsec packet.

CoAP provides a request/response interaction model between application end-points,
supports built-in discovery of services and resources, and includes key concepts of the
Web such as URIs [24], RESTful interaction [25], extensible header options, ect. CoAP
easily interfaces with HTTP for integration with the Web while meeting specialized
requirements such as multicast support, very low overhead and simplicity for constrained
environments. CoAP runs over UDP (see Figure 2.4) unlike HTTP, which uses TCP.

Some interesting features of CoAP are:

• Two types of request messages: Confirmable Message (CON) - the message is
retransmitted (maximum four times) with an exponential timeout waiting for an
Acknowledged Message (ACK) or the correct response from the server. The second
type is the Non-Confirmable Message (NON) - the message is sent without any
kind of response.

• The URI format allows the use of standard and specialized service endpoints. One
such example is the resource discovery defined in RFC 5785[26] that uses the /.well-
known/core path and the CoRE Link Format.

• CoAP also allows to send very big messages with a stop-and-wait mechanism called
”blockwise transfers”.

The packet format of CoAP (see Table 2.5) includes some parameters that are im-
portant to explain to understand Chapter 4, these parameters are:

• Version: Indicates the CoAP version number.

• Type: Indicates if the message is Confirmable, Non-confirmable, Acknowledgment
or Reset.

• Token length (TKL): Indicates the length of the variable-length Token field.
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Option Number Policy [27]
0...255 IETF Review or IESG approval

256...2047 Specification Required
2048...64999 Designated Expert
65000...65535 Reserved for experiments

Table 2.1: CoAP option policy.

• Code: Indicates the Request Method or the Response Code.

• Message ID: Unique ID to prevent duplication.

• Option: Indicates the options declare on the message.

The option field is completely flexible following the CoAP Policy (see Table 2.1).

0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
V T TKL Code Message ID
Token (if any, TKL bytes) ...
Options (if any) ...
1 1 1 1 1 1 1 1 Payload (if any) ...

Figure 2.5: CoAP packet format.

2.3 Application areas

In this section there are some application examples that were completed during these
years as a PhD student.

2.3.1 Vehicle testing

For safety reasons, a real-time data analysis of the road condition (specially if the data
is shared with other drivers) and a good and reliable information of the vehicle status
can decrease the number of accidents and incidents.

To demonstrate the advantages of IoT-WSN technologies for vehicle testing, a small
Bluetooth wireless network was created to interconnect all nodes and enable Internet
connection. There were different type of sensors; a GPS to localize the vehicle, some
accelerometers to detect bumps on the road or other malfunctions and a friction sensor
(this sensor uses the infrared reflection over the road to know the friction index) to know
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the quality of the road. One of the best advantages of the use of wireless technology for
vehicle testing is that these sensors are not invasive (no modifications are required on the
car) and are easy to setup and configure.

Figure 2.6: Map of downtown Lule̊a with the quality of some roads during spring 2013.

With this information it is possible to develop a real-time map with the quality of
the road, and it is possible to alert about ice or oil stains on the road to future drivers.
The Figure 2.6 shows a map of Lule̊a with the different quality of some roads during a
spring morning of 2013. In this picture is possible to see how fast the surface of the road
changes between dry asphalt, wet asphalt, snowy asphalt and icy asphalt. Sharing this
information to other drivers is an important key to prevent incidents.

More information about this project is possible to find on the paper A ”Enabling
Cloud-connectivity for Mobile Internet of Things Applications”, as also shown by Cas-
selgren et al. [28].

2.3.2 Rock bolt monitoring

Historically there were many accidents related with the mining. For example only on the
last years, 301 people died in a coal mine in Turkey in May of 2014, 29 died in a coal
mine in New Zealand in 2010, 33 men were trapped for over 2 months in a coal mine in
Chile in 2013 2, etc.

2All data collected from Huffington Post [www.huffingtonpost.com].
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Figure 2.7: Rock Bolt device.

A reliable checking of the status of the entire mine can alert about possible collapses
and also with the appropriate sensors system can be easy to determine the position of
miners into the mine. It could even be possible to check miners’ status and the quality
of the environment.

2.3.3 Application requiring mobility-support

Mobile sensors architectures are useful in many areas because there is the possibility to
have a non fixed placement. Internet connectivity allows creation of real-time sensing
application like:

Heath care
A real-time monitoring of patients with cardiac/digestive/neuronal issues helps to
diagnose the problem and to create specific treatment. Some times these issues
are not periodic and is not possible to determine when issues are manifest, and
have these patients hospitalized consume a lot of efforts and resources, and also it
is not comfortable for the patients. The use of low-power wireless sensors can be
used to monitor the patients in their own home while allowing medical data to be
transmitted to the hospital in real-time. As shown by Chen et al. [29], Wu et al.
[30] or Pu et al. [31].

Elderly care
Most of elderly people have reduced reflexes and balance, so falls at this age are
quite common. Also some people develop some type of dementia and they can lose
their orientation walking out of the home/residence. With the appropriate sensing
system, they can be tracked to localize them or to send a notification to some family
member or caregiver, to alert about a possible risk situation. Also with the use of
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accelerometers is possible to detect falls and even detect future falls because there
are patterns to determine that. As shown by Hori et al. [32].

Sport training
Check the status of the body during training can improve the scores, and also
prevent injuries. The use of wearable accelerometers, gyroscopes, magnetometers,
GPS or pulse oximeter sensor allows measurement of the body status, shown by
Coyle et al. [33] and Holleczek et al. [34]. All this data is confidential and must
be protected. Today several companies like Nike, Adidas, Samsung, Apple,... are
researching and developing products to improve these measurements.

2.3.4 Home automation

The use of sensors and actuators for home automation or alarm systems is growing
rapidly. The use of wired systems increase the price of these solutions because it needs
complex wiring around the house. This problem is solved by wireless systems with the
advantage of easy installation in the building.



Chapter 3

Security for resource-constrained
IoT devices

Service Oriented Architecture has been designed to work on networks such as the
Internet, which allows systems to share their services with other clients on the network.
SOA systems can be public or private, therefore them must have an access control mech-
anism to protect them. In this chapter some common methods of access control are
described; the specific aspects of the access control over mobile devices; the basic access
control that can be made in this case of study; and also some description about the gap
between this basic access control and the ideal solution.

3.1 Access control solutions

The most popular protocol providing access control functionality is the RADIUS [35]
protocol, after some years this protocol evolved into DIAMETER [36] protocol that is
more complex and supports additional features that are not available on RADIUS.

For security reasons the SOA network needs to recognize the client as the correct one,
to solve this a Authentication process must be done before gaining access. One of the
most common solution is the Kerberos [37] protocol, that is a customizable and easy to
develop protocol.

The complete process starts with Authentication and later with the Access Control,
this section is explained following this criteria.

3.1.1 Kerberos

Kerberos is an authentication protocol over UDP that works with the concept of ’tick-
ets’ to validate or not a user to use a service. The process is simple, the client and

13



14 Security for resource-constrained IoT devices

the authentication server talks to validate the user with the correct password or some
similar system, and then both negotiate the use of a valid ticket. With this ’ticket’ all
the services associated to the same validation service are able to recognize the ’ticket’
and check the permissions of that user. The complexity of the ticket generation process
depends on the design and is always configurable, is possible to use randomized numbers
or complex hashing algorithms. The ticket can be ether static, that means that the sys-
tem is going to use the same ticket until the timeout, or it can be dynamic, changing it
in every packet using a predefined algorithm; this technique increases the security level.
For security reasons the ticket must be associated to a timeout, to force the system to
authenticate again or to generate a new ticket.

3.1.2 Remote Authentication Dial In User Service (RADIUS)

Remote Authentication Dial In User Service is a centralized Authentication, Authoriza-
tion and Accounting (AAA) protocol that allows the management of users that connect
and use a specific service. RADIUS is useful for Remote Access Servers (RAS), Virtual
Private Network server (VPNs), a Network switch with port-based authentication and
Network Access Server (NAS). RADIUS is one of the most extended protocols for AAA,
which runs over UDP, usually it is used together with 802.1X authentication.

RADIUS packet format

The RADIUS packet format shown on Figure 3.1 is particularity interesting to better
understand the next chapter.

0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

Code Identifier Length

Authenticator

Attributes (if any) ...

Figure 3.1: RADIUS packet format.

3.2 IoT security solutions

Different attacks that can be used against services. In this section some solutions to
protect the system are described.
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3.2.1 Black Lists & White Lists

The Black List and White List are the simplest security solution to control the access
to a server. The Black List is an artifact to deny the connection for a specific group of
possible attackers, which works like a filter on IP address and optional by MAC address.
The White List concept is exactly the opposite, the system refuse all connection except
that ones that are on the White List. This solution is simple and easy to integrate on an
embedded system, but the security level is not enough, because only works if all clients
use static IPs and sometimes the attacker is able to change his IP to a valid one, making
the system fail.

3.2.2 Internet Protocol security (IPsec)

Internet Protocol security (IPsec) is the secure evolution of the Internet Protocol (IP),
which consist in the collaboration between several different protocols and it supports
different types of encryption. Regarding security, IPsec is able to encrypt the information
in a normal IP packet and place it into another IP packet, protecting the information.
The performance of IPsec was tested successfully on IoT embedded devices [6].

3.2.3 Datagram Transport Layer Security (DTLS)

Datagram Transport Layer Security (DTLS) [38] is a protocol that provides privacy to
datagram protocols, mainly to UDP communication. DTLS is mainly an evolution of the
Transport Layer Security (TLS) [39], that works over TCP, to the UDP. DTLS protects
against replay attacks, Denial of Service (DoS) attacks, and integrity and data privacy.
This protocol consists of two steps, the first step is a handshake between both machines,
in this process both must authenticate themselves and validate the other with the use of
certificates. The second step is the transmission of encrypted information.

3.2.4 Message Queue Telemetry Transport (MQTT)

Message Queue Telemetry Transport (MQTT) [40] is a light weight protocol that runs
over TCP/IP protocol. Regarding to security this protocol uses an identity, a client iden-
tifier, a user ID and a client digital certificate, to guarantee the identity, authentication
and authorization. This protocol was discarded to use in this thesis because TCP-based
communication consume more power than UDP and increases the overhead.

3.3 Access control review

The resources created with the CoAP protocol are not able to do any type of access
control by default, all services are accessible and free to use for all clients. Therefore the
system must use other protocols to implement an access control. Regarding to access
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control, DTLS can control the access only for authenticated clients. IPsec can control
the access by IP address or if it works with IKEv2 [41] can also control by client ID.
Therefore, all these mechanisms (see Table 3.1) are not able to offer fine-grain access
control, i.e. to manage the access per service and per access-type to each service.

Access Control by
Technology

Address ID Service Method
IP � � � �

Black Lists � � � �

IPsec � � � �

IPsec+IKEv2 � � � �

DTLS � � � �

CoAP � � � �

Table 3.1: Access Control comparison per technology.



Chapter 4

Fine-grain service Access Control

A fine-grain Acess Control consists in the possibility to manage who uses a service,
which service and which access method is going to be used. CoAP protocol supports
four different methods to access GET, POST, PUT and DELETE (see Section 2.2.1),
the idea of a fine-grain Access Control is to associate different permission level to each
method.

The goal of this is to limit additional overhead on the original CoAP packets, caus-
ing a reduction of the low-power performance. At this point the RADIUS concept of
’Tickets’ over CoAP protocol is the key. The CoAP protocol supports many options on
the packets, the idea is to use one of the options to send the ticket information. The
ticket size is related with the security level and the power consumption performance.
For this reason the ticket size can be defined between 32 and 128 bits according to the
application’s requirements. The ticket facilitates each service to recognize the user and
verify the permissions of that user.

The use of tickets over CoAP allows the framework to centralize the authentication
and the ticket verification for distributed services. This permits the system to have a
centralized database with all the users and tickets without inconsistencies. The authen-
tication process is implemented by a specific authentication CoAP service.

4.1 Description

Like in the Kerberos protocol (see Section 3.1.1) the proposed method of authentication
consists of two different steps:

Client authentication

1. The client sends an authentication request to the ’authentication service’ with
the user ID and the password.

17
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Client CoAP server

service request & ticket

response

client authentication

confirmation & ticket
Authentication Service

Other Service

Figure 4.1: CoAP authentication process.

2. If the authentication is correct, the server will respond with a valid ticket that
the client must include in future messages.

Client service authorization

1. The client sends a normal CoAP request to a service on a server, including
the previous received ticket as a CoAP option.

2. The CoAP server checks if the ticket is valid before it sends the information
to the service. If the ticket is correct the server will respond normally, in
other case the server will not respond, or respond with an authentication
error message.

4.2 Ticket generation

In the ticket generation process, the authentication service receives the request from the
client, which contains the IP address of the client, the user name and the password. The
server must generate a randomized ticket that will be sent to the client with an associated
timeout.

4.2.1 Dynamic ticket generation

Optionally, if the system needs to increase the security performance the ticket can be
generated dynamically. The first generated ticket by the server can be used by the
client as a seed for future tickets. The client and the server are able to know on each
communication the IP of the client, the IP of the server, the CoAP message ID (different
for each packet), the CoAP method and the CoAP service name. With this information
the client can generate a new ticket using a hashing technique for future request, and the
server will be able to detect this ticket as a valid one.
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4.3 Distributed access control

The centralized authentication allows creation of distributed services in multiple servers
at the same time, but to control the flow of authentication the authentication server must
have an extra service to validate tickets for other servers. The process is similar compare
with a non-distributed system. The authentication process has three different steps, client
authentication, ticket validation and client service authorization, the implementation of
these three processes is simple (see Figure 4.2):

1. The client sends an authentication request to the authentication service with the
user ID and the password.

2. If the authentication is correct, the server will respond with a valid ticket that the
client must save for future communications.

3. The client sends a normal CoAP request to a service (but with the ticket as an
CoAP option).

4. The service-server checks if the ticket is already in its data base, if not the server
sends a request to validate the ticket to the authentication-server.

5. The authentication-server checks if the ticket is valid before sending the information
to the service. In this process the authentication-server sends to the service-server
the information about the client (like permissions, timeout of authentication, but
never the password) for future possible requests.

6. If the validation is correct the server will respond normally, in other case the server
will not respond or will respond with an authentication error message (depending
on the security level).

Client
CoAP server

centralized authentication#3 service request & ticket
#6 response

#1 client authentication
#2 confirmation & ticket Authentication Service

Service

CoAP server

Validation Service

#4 ticket validation
#5 confirmation & info

Figure 4.2: CoAP authentication on a distributed architecture.
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4.4 Compatibility with existing access control solu-

tions

The possibility to integrate the RADIUS protocol with the CoAP protocol (see Section
2.2.1 and Section 2.4) gives to the framework a flexible authentication method usable
with a standard RADIUS server. This approach requires no RADIUS protocol on the
client, then the overhead and the required resources will be smaller compared with the use
of both protocols at the same time. This is especially important for resource-constrained
sensor nodes. Therefore, the conversion between RADIUS packet and CoAP-RADIUS
packet is possible. In this framework, there are proposed two alternatives, the first one is
the most compatible with RADIUS standard, due to all parts of a RADIUS packet will
be in the CoAP payload packet (Figure 4.3). The alternative option is to omit redundant
information, thus deleting the Code, Identifier and Length in the RADIUS packet. These
fields are directly translated from the CoAP ID and Code (shown in Figure 4.4).

0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
V T TKL Code Message ID
Token (if any, TKL bytes) ...
Options (if any) ... 1 1 1 1 1 1 1 1

Code Identifier Length

Authenticator

Attributes (if any) ...

Figure 4.3: RADIUS over CoAP packet

0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
V T TKL Code Message ID
Token (if any, TKL bytes) ...
Options (if any) ... 1 1 1 1 1 1 1 1

Authenticator

Attributes (if any) ...

Figure 4.4: Compressed RADIUS over CoAP packet
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The result is a CoAP server able to translate packets between CoAP and RADIUS,
as shown in Figure 4.5.

Client CoAP server

CoAP protocol

RADIUS server

RADIUS protocol

Figure 4.5: CoAP-RADIUS integration.

4.5 Results

To demonstrate how the access control works, a client and a server were needed, the
specifications of them were:

• Copper (Cu) Firefox add-on [42]. It enables a graphical user interface in a web
browser and permits the use of CoAP URIs.

• Libcoap 4.1.1 [43]. Libcoap is a library that allows the use of CoAP protocol with
C programming language applications.

The client and the server have been running CoAP draft-18 [44], which has no dif-
ferences with CoAP RFC 7252 [3] for this demo. The code of both client and server has
been modified to complete the integration of the proposed access control method. To
test it, several services were created with different permissions according to methods, user
names and user groups. Like other common access control systems, three user groups
were defined: not authenticated user, normal user and administrator. The modified client
offers a good graphical user interface with the possibility to do the authentication process
easily and intuitively for the user.

Screen shots taken during the experiments (see Figure 4.6) show that the proposed ac-
cess control method works. This method also permits the creation of services specifically
for non-authorized users, that could be used to create registration services or similar.
The services for authorized users can be accessible by a specific user (private service) or
by others from the same user group.

During the experiment, the overhead of the extended CoAP packets was compare with
standard CoAP packet sizes; the result is presented in Table 4.1. This table compares the
normal packet size (N) against the overhead produced by the access control mechanism.
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Figure 4.6: Screenshots of the available services for a non authorized user / authorized user /
administrator taken during the experiment

There is only one overhead size produced by the use of Tickets (T), this size is between
6 and 10 bytes. The ticket size is configurable, a larger ticket size means higher security
level. The overhead produced by login and logout services (I and O, respectively) are
not comparable with standard CoAP because standard CoAP does not contain login or
logout services by default.

CoAP CoAP+AAA
request response request response

GET N N N+T N

POST N N N+T N

PUT N N N+T N

DELETE N N N+T N

OBSERVE N N N+T N

ACK N N N N

RST N N N N

.well-known/core N N N+T N

.well-known/auth?login � � I N+T

.well-known/auth?logout � � O N

N: Normal size

T: Ticket size (6-10 bytes)

I: Login request size (depends on the service design)

O: Logout request size (depends on the service design)

Table 4.1: Normal CoAP message size vs CoAP with Access control enable.



Chapter 5

Summary of appended papers

This Chapter presents a summary of the appended papers and an outline of my main
contribution to each respective paper.

5.1 Paper A: Enabling Cloud-connectivity for Mo-

bile Internet of Things Applications

Authors: Pablo Puñal Pereira, Jens Eliasson, Rumen Kyusakov, Jerker Delsing, Asma

Raayatinezhad and Mia Johansson

Published in: Proceedings of Mobile Cloud conference 2013, San Francisco, USA

This paper presents the implementation and testing of CoAP nodes working as clients of
a server that collected the data. The network architecture is based on Bluetooth PAN
created by a smartphone, by sharing the internet connection to all the nodes. The main
research contribution of this paper is the implementation of the CoAP client nodes and
the evolution of the architecture. This paper has been presented at IEEE Mobile Cloud
2013 conference in San Francisco, USA, April 2013.

5.2 Paper B: EXIP: A Framework for Embedded

Web Development

Authors: Rumen Kyusakov, Pablo Puñal Pereira, Jens Eliasson and Jerker Delsing

Published in: Proceedings of ACM Transactions on the Web journal 2014

This paper presents the design and implementation techniques for the EXIP framework
for embedded Web development. The framework consists of a highly efficient EXI pro-
cessor, a tool for EXI data binding based on templates, and a CoAP/EXI/XHTML Web
page engine. A prototype implementation of the EXI processor is herein presented and
evaluated. It can be applied to Web browsers or thin server platforms using XHTML
and Web services for supporting human-machine interactions in the Internet of Things.
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This paper contains four major results: (1) theoretical and practical evaluation of the
use of binary protocols for embedded Web programming; (2) a novel method for genera-
tion of EXI grammars based on XML Schema definitions; (3) an algorithm for grammar
concatenation that produces normalized EXI grammars directly, and hence reduces the
number of iterations during grammar generation; (4) an algorithm for efficient represen-
tation of possible deviations from the XML schema.
The main research contribution of this paper is the integration of the EXIP library with
CoAP on a embedded system and demonstrate that it is possible to use these technolo-
gies on a mobile IoT device.
This paper has been accepted and will be published at ACM Transactions on the Web,
second half of 2014.

5.3 Paper C: A Feasibility Study of SOA-enabled

Networked Rock Bolts

Authors: Jens Eliasson, Pablo Puñal Pereira, Henrik Mäkitaavola, Jerker Delsing and

Joakim Nilsson

Published in: Proceedings of EFTA conference 2014, Barcelona, Spain

In this paper a research around the use of IoT rock bolts on mines is presented. Each
rock bolt is able to measure strain and seismic activity, each node offers the data as a
service over a wireless mesh network. With the collected data it demonstrated the ability
to detect falling rocks and the presence of mobile machinery.
The main research contribution on this paper was a study of the possible systems that
could be used to protect the network against possible attacks.
This paper has been accepted for publication and will be presented at EFTA 2014 con-
ference in Barcelona, Spain, October 2014.

5.4 Paper D: An Authentication and Access Control

Framework for CoAP-based Internet of Things

Authors: Pablo Puñal Pereira, Jens Eliasson and Jerker Delsing

Published in: Proceedings of IECON conference 2014, Dallas, USA

The necessity of a fine-grain access control method for CoAP networks is described and
justified in this paper. There is an analysis of other security mechanisms that can be
useful to work together with CoAP on constrained embedded systems, analyzing the
lacks and reasons to create a new access control mechanism for CoAP systems.
The main research on this paper is the design of a fine-grain access control according to
small devices power efficient concept of CoAP reducing the overhead and the implemen-
tation of a small network to demonstrate the performance. This paper has been accepted
for publication at IECON 2014 conference in Dallas, USA, November 2014.



Chapter 6

Conclusions and Future Work

The work presented in this thesis is a step forward to improve the security and inte-
grate fine-grain access control in wireless sensor and actuator networks, especially for IoT
resource-constrained nodes. The approach which is presented in this thesis can be used
to create new security features, and provide efficient access control to the IoT and CPS
domain. This thesis answers the main research questions presented on the introduction
chapter:

Q1 The use of the ticket concept, like in the Kerberos protocol, enables the node the
ability to recognize and identify each user on each request. This enables fine-grain
access control to each node. To reduce the overhead, the ticket is included as an
extended CoAP option, which length is between 6 and 10 bytes.

Q2 The use of the presented access control method and security mechanisms like IPsec
and DTLS, are able to provide security and access control for mobile IoT embedded
networks.

Q3 RADIUS protocol and CoAP protocol use UDP and the communication process is
compatible, that means that the communication needed in RADIUS can be repli-
cated by CoAP. The packet information in both cases is different but in this thesis
an adaptation of RADIUS over CoAP is presented. This enables the possibility to
integrate the presented method with RADIUS.

Future research directions of the presented work are to continue the design and devel-
opment of the proposed method in a holistic framework for centralized and decentralized
access control. The framework should support compability with other standard access
control protocols, which would allow integration with existing solutions. A number of
new research questions have been identified such as how to perform efficient integration of
permissions in a (de-)centralized manner, how to perform a secure authentication process
on resource-constrained sensor nodes and robust ticket generation algorithms.
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Enabling Cloud-connectivity for Mobile Internet of

Things Applications

Pablo Puñal Pereira, Jens Eliasson, Rumen Kyusakov, Jerker Delsing, Asma
Raayatinezhad and Mia Johansson

Abstract

The number of small embedded devices connected to the Internet is increasing. This
growth is mostly due to the large number of Internet of Things (IoT) deployments, with
applications such as: industrial monitoring, home automation, and others. One common
aspect with the majority of application areas is the lack of mobility. Most IoT devices
are stationary and often use IEEE 802.15.4/6LoWPAN solutions. When a high level of
mobility is required, the use of IEEE 802.15.4 is not possible without adding additional
hardware for the user to carry.

In this article, a holistic network architecture consisting of heterogeneous devices is
presented. The architecture is composed of Embedded Internet Systems (EIS) and uses
standard communication protocols. One important feature is the use of the Service-
oriented architecture (SOA) paradigm. The use of SOA, by utilization of the CoAP
protocol and standard services, enables the proposed architecture to exchange sensor-
and actuator data with an Internet-based cloud as well as a user’s local cloud consisting
of sensor IoT devices, smart phones and laptops. Another component of the architecture
is a web-based human-machine interface for configuration, monitoring and visualization of
sensor and actuator data using emerging web technologies for structured data processing.

Results from experiments and real-world tests show that the proposed architecture can
support sample rates of up to several kHz while enabling sensor data to be transmitted to
SOA services in real time. This proves that the use of SOA, and RESTful web services in
particular, is feasible on resource-constrained platforms while supporting true mobility.

1 Introduction

In the last few years, mobile devices have become more and more pervasive, and by the
growth of the technology, their processing speed has increased resulting in the ability
to develop more advanced mobile applications. Billions of smart devices will soon be
connected to the Internet to form the Internet of Things (IoT) [1]. In the last years,
the number of devices using technologies with support for IP (Internet Protocol) has
increased.

With the increase of the number of connected embedded devices it becomes partic-
ularly important to enable intuitive and simplistic human-machine interface that allows
the users to interact with these devices. This interface must allow the deployment of
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various IoT services for enhancing the quality of life, safety and productivity of mobile
users in a number of application areas. Moreover, the users should not be required to
learn new interaction models for every device or vendor, hence the interface should be
based on standards that are not proprietary and are widely adopted.

One application area requiring mobile and robust sensor solution is the security field,
specifically the personal security field. Combining and analyzing data from sensors in
wearable electronics, cameras or sound collectors with secure communication is essential
to technical solutions where the individual’s security is in focus. An example of such a
solution is a prototype developed by the Säktek cluster [2] of security and technology,
where a combination of mobile sensor data is analyzed to create alarms that are trans-
ferred to operators using a secure mobile platform for further actions. A sophisticated
network of devices ensures a highly mobile and robust solution which is essential for
maintaining the individual’s freedom while being monitored for specific purposes.

For mobile sensor applications, the following properties and requirements are impor-
tant: devices must be of small size to not interfere with the user’s daily life, communicate
with standard protocols to allow maximum interpperability so that standard consumer
devices can be used, and be low power so that the battery lifetime is extended. Example
applications include: health care and elderly care [3], security (policemen, firemen etc.),
industrial application, as shown by Karnouskos et al. [4], vehicle testing [5] and winter
road conditioning [6]. Typical requirements for these types of applications ranges from a
few data transmissions per hour (posture, position, temperature etc) to continuues data
transmission with sample rates of several kHz (vibration, audio, CAN-bus, etc). Some of
these applications could transmit sensitive information, therefore, the security is a really
important requirement. In this paper, we discuss the security, but it is only part of the
future work.

However, an often seen aspect is that proprietary communication protocols are used
in many mobile applications. The use of non-standard communication protocols severely
limits interoperability and makes it difficult to create new systems and services using
existing hardware and software. A better solution would be to enhance the Internet of
Things paradigm by having Internet-connected devices communicating using the Service-
oriented architecture (SOA) approach. This would enable creation of Systems of systems
and formation of a personal mobile sensor cloud where sensor- and actuator nodes can co-
operate directly with human users and standard consumer devices, such as smart phones
and tablets, as well as the global Internet.

The paper is outlined as follows: Section 2 presents related work followed by enabling
technologies - Section 3, used for the proposed architecture. Sections 4 and 5 present
the architecture for mobile sensor clouds and the experimental setup, respectively. The
results are presented in Section 6. Section 7 outlines future work and the paper is
concluded in Section 8.
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2 Related Work

This section focuses on analyzing the state of the art of different technologies and research
areas used in this paper.

Internet of Things

The Internet of Things (IoT) is a concept of communication between people and smart
objects, e.g. mobile phones and sensors, and communication among Internet connected
devices. A number of applications rely on enabling the objects in everyday living envi-
ronment to communicate with each other in order to exchange the information they have
collected from their surroundings. One of the valuable applications is in transportation
to use the traffic information for traffic control purposes. Healthcare is another example
where IoT technology can be applied as well as disaster alerting or recovery in work
environments such as mines [7].

Mobile Cloud

Mobile phones have become a crucial part of people lives because of their computation
and communication capabilities. While they suffer from deficiencies in performance (e.g.
battery life, storage, and bandwidth) and in security (e.g. reliability and privacy) [8], they
are programmable and come with a variety of embedded sensors, such as microphone,
camera, GPS, digital compass, gyroscope, and accelerometer. This collection of sensors
enables applications in wide range of domains, such as healthcare, social networking,
transportation, environmental monitoring, business, safety [9]. The data obtained from
the sensors can be sent over the Internet to clouds where the data storage and data
processing are performed. This concept can also be used to provide more computational
capabilities for resource constrained IoT devices. An example of that is the thin server
architecture proposed by Kovatsch et al. [10] where even low-level firmware functionality
is executing in the cloud. The mobile cloud computing helps overcome the obstacles and
deficiencies of the mobile phones, and brings a broad range of new services and facilities
[8].

Bluetooth PANs

Bluetooth is a specification for the use of low-power radio communications to connect
wirelessly wide range of mobile electronic devices such as mobile phones, PCs, laptops,
media players, tablets, ect. The distance range is not high, around 10 meters, but
nevertheless this is sufficient to create Personal Area Networks (PANs). The relatively
short range helps to increase the security as it is very difficult to eavesdrop the network.

Bluetooth is a mature and reliable technology with large number of development tools
and extensive studies and information in the literature about Bluetooth and the PAN
Profile [11].



38 Paper A

Wearable Electronics

Novel techniques on miniaturization in the semiconductor’s world and the recent inves-
tigations on new materials with electromagnetic properties have opened up new ways to
understand the electronic design.

The wearable electronics with a low power design could be a powerful tool to measure
data on a human body with a low level of body-intrusion. Already now, the current
technology allows to create a pseudo-complex wired(less) sensor network.

One of the most important things in wearable electronics is to avoid extensive use
of wires. This is the main motivation of studies in wearable antennas [12] that aim to
increase the performance with some extra features like more flexibility, waterproofness
etc.

When it comes to sending data to the users there are different approaches that can be
used - if the application requires visualization of some data it is possible to use a display
directly on the clothes [13] or use special glasses (like Google Glass). The screens on
the clothes can get more technical failures, but are more comfortable and less intrusive
than the glasses. Another recent studies are focused on haptic displays using dielectric
elastomers to recreate surfaces directly on fingers [14].

The wearable sensors are an important tool to get data form the human body with the
least level of intrusion. As an example, it is possible to take measurements of the level of
oxygen in the blood, electrocardiograms, breath rate, temperature, blood pressure, skin
humidity, level of stress etc.

3 Enabling Technologies

In this section, a number of enabling technologies are presented together with their
characteristics.

3.1 Wireless communication

A mobile (sensor) network, or Personal Area Network (PAN), is usually based on general-
purpose technologies and protocols, and has higher processing capabilities than an av-
erage IoT or WSN device. PAN devices are more often used on, or in the vicinity of,
human users.

Today, two of the most widely used radio technologies for personal networks found in
mobile devices are WiFi and Bluetooth. WiFi is becoming more and more low power, but
still cannot compare with Bluetooth. Especially the relatively new standard of Bluetooth
4.0 with the extension of Bluetooth Low Energy (BLE). Bluetooth Low Energy uses
only a fraction of the power compared to Bluetooth 2.0. Even though IEEE 802.15.4
with 6LoWPAN is widely used for IoT applications, the technology is better suited for
stationary monitoring as todays mobile phones are not supporting it. Therefore, the only
way of using IEEE 802.15.4 with IPv6 in PAN is by using an additional gateway. This
approach is feasible in some applications, but should be avoided when minimum size
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and low cost is important. In some simple cases, each sensor node can feature its own
GPRS modem for easy Internet-connectivity, but this is a very costly solution. By using
Bluetooth, no separate gateway is needed, and the user is not forced to have several SIM
cards.

Bluetooth-equipped networked sensor nodes can achieve good interoperability with
consumer devices, have lower power consumption than WiFi, and have a lower cost.
Bluetooth is also by far the most widespread technology supported by existing consumer
devices, which further makes it an interesting technology to use for Personal Area (Sensor)
Networks. A sensor network composed of Bluetooth-equipped EIS devices used in the
context of sensor networks is called a Bluetooth Sensor Network (BSN). Regarding the
communication security, Lindell et al. [15] showed that Bluetooth 2.1 can provide a
good level of security. By using Bluetooth and the standard PAN profile, virtually any
Bluetooth-enabled mobile phone can act as a gateway to the Internet.

3.2 CoAP (Constrained Application Protocol)

The IETF Constrained Application Protocol is an application-layer protocol designed
to provide web services working with constrained nodes - devices using microcontrollers
with small amounts of ROM and RAM, running 6LoWPAN network stacks with high
packet error rates etc. The protocol is designed for low-power networking allowing the
nodes to switch to sleep mode to extend their battery life.

CoAP provides a request/response interaction model between application end-points,
supports built-in discovery of services and resources, and includes key concepts of the Web
such as URIs, RESTful interaction, extensible header options, ect. CoAP easily interfaces
with HTTP for integration with the Web while meeting specialized requirements such as
multicast support, very low overhead and simplicity for constrained environments. CoAP
runs over UDP unlike HTTP.

Some features of CoAP are:

• Two types of request messages: Confirmable Message (CON) - the message is
retransmitted (maximum four times) with an exponential timeout waiting for an
Acknowledged Message (ACK) or the correct response from the server. The second
type is the Non-Confirmable Message (NON) - the message is sent without any
kind of response.

• The URI format allows the use of standard and specialized service endpoints. One
such example is the resource discovery defined in RFC 5785 that uses the /.well-
known/core path and the CoRE Link Format.

• CoAP also allows to send very big messages with a stop-and-wait mechanism called
”blockwise transfers” (splitting messages).
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3.3 Embedded Web Technologies

The user interactions in our platform are based on the web architecture. Key technologies
to enable embedded RESTful web services, web linking and data representation are
CoAP and Efficient XML Interchange (EXI) protocol for binary representation of XML
structured information. The EXI format has W3C recommendation status [16] and is
designed to increase the compactness and processing efficiency of XML data while keeping
the compatibility with the XML Infoset.

By using EXI, XHTML visualization of the sensor data can be efficiently transmitted
and processed and hence allowing the use of standard web technologies to interact with
the sensor nodes through the user’s mobile phone. The envisioned support in the mobile
browsers of the IETF CoRE technologies such as CoAP, Observe, Blockwise transfers,
CoRE Link Format; will enable the use of asynchronous RESTful client-server applica-
tions hosted on the sensor nodes.

4 Mobile Cloud IoT Platform

The architecture of the proposed IoT platform consists of the following components:

4.1 Network Connectivity for Mobile Devices

Figure 1: Bluetooth sensor network

The devices part of the network architecture are Bluetooth-based sensor nodes and
a standard mobile phone acting as an access point to the Internet. In our experiments
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we used the Mulle sensor platform shown in Figure 2 developed by Eistec AB [17].
One Mulle is used as an IP-router that is started by initiating a Bluetooth connection
towards the mobile phone’s access point service. When the router Mulle has established
a Bluetooth PAN connection and acquired an IP-address using a DHCP client, it starts
its own access point service. Other devices (Mulles, PDAs etc) can now connect to
the router Mulle’s PAN-NAP profile, using the PAN-U on the clients. When a client
Mulle has an established connection, DHCP is used on both router and sensor Mulles
in order to distribute IP addresses. The router Mulle also features a NAT (Network
Address Translation) service, allowing up to seven sensors (clients) to share one Internet-
connection at the same time. As a result, a sensor network consisting of one mobile
phone, one router Mulle and up to seven client Mulles can be formed. Mulles either
use the NTP protocol or CoAP-based time synchronization for security reasons and to
correctly timestamp sensor data.

Figure 2: Mulle v3.2

The Mulle platform has low power consumption and its large number of I/Os make it a
suitable component in mobile personal sensor networks. The Bluetooth version is capable
of communicating with virtually any Bluetooth-enabled devices, e.g. computers, PDAs
and mobile phones, using only standard Bluetooth protocols and profiles. The inherent
support for TCP/IP, by the lwIP stack [18], enables the Mulle to transmit sensor data
directly to the Internet without proprietary gateways or middleware services.

Figure 3: Mulle communication stack
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4.2 Application Services

The REST engine of our platform is based on a modified version of libcoap implementation
first presented in [19]. The CoAP implementation covers Draft IEFT Core CoAP 11 [20]
therefore the REST Engine provides functions to initialize and configure a RESTful Web
service resources according to the layered model presented in Figure 3. The REST engine
offers three different types of RESTful resources:

• Resource: A basic REST resource should have an URI-path, allowed methods, and
a string for the Web Linking information. For every resource, the application must
provide a resource handler function, which receives the request and generates the
corresponding response. Both messages are accessed through the REST Engine
API. This resources could be masked/hidden depending on the client or even have
different options.

• Event Resource: This type requires a second handler function to be implemented
by the application developer. A client-defined event triggers this handler, and it
generates a PUT message with the content that would like to change.

• Timed Resource: Additional to the signature of the basic resource, it is possible to
define a time interval or an specific time/date when the REST Engine periodically
calls a second handler function similar to the one for event.

4.3 Cloud Integration

Integration of server applications, mobile phones and sensors is based on the SOA ap-
proach. A server has the ability to communicate with mobile devices or furthermore
connect to each sensor directly. Each sensor node, a Mulle v3.1, is connected to a mobile
device and communicates with the server via the Internet provided by the mobile device
(as shown in Figure 4. The server is composed of several services which can be integrated
in mobile phones or can be distributed on cloud infrastructure. Additional services, such
as data filtering, alarm management and others, can be implemented on the sensor nodes
as well. Some services that are important for the proposed mobile platform are listed
below:

1. Configuration service - it is used by all the devices to get a configuration parameters
such as the IP and port addresses of all other services.

2. Time service - it is used to synchronize the devices.

3. Proxy service - facilitates the communication with the sensors and other mobile
devices.

4. Filter service - the data is analyzed and filtered.

5. Alarm service - based on certain rules it warns the user for possible critical condi-
tions through a SMS, email or other mechanisms.
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6. Historian service - collects the data and stores it.

The server has the ability to communicate with the devices in different types of
formats such as text, binary, XML, and EXI. The advantage of the text format is its
convenience when reading, but it is hard to parse. Binary is efficient to communicate,
but requires external tools to make it readable by users. XML is understandable and
very well structured, but the size of its messages is big and it is much worse to parse
compared to binary formats. EXI has smaller size and it is very efficient to process and
easy to transfer.

The proposed SOA architecture can be deployed on three different network levels,
or a combination of the three levels. Each level provides its own set of requirements,
restrictions and performance.

Figure 4: Mobile SOA-enabled IoT architecture

The levels are:

Node

The first level is the local mobile network of sensor- and actuator platforms. Deployed
services on this level allows for maximum performance since no data need to be trans-
mitted to the Internet and back just for two nodes to communicate. Instead services can
be invoked with a minimum of overhead. Deploying services on node/network level will
also allow the mobile cloud to function where no Internet connectivity exists, such as in
very rural areas or in mines for example.
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Network

The second level is to rely on a SOA-enabled gateway. This approach has the advantages
that a mobile phone or a typical sensor network gateway [21] has drastically more pro-
cessing power, memory and bandwidth. Disadvantages are that not any mobile phone
can be used since the phone must support TCP/IP and SOA.

Internet

The third level is the global Internet. By deploying services on web servers or even data
centers, all limitations of processing power are mitigated. However, more data must be
sent and received by the sensor- and actuator nodes since much of the control logic has
been moved out of the local mobile cloud. Integration of Internet services and sensor
node is currently an important research field, see for example [22].

Since a user might want to be able to configure his or her network in an optimal way,
a combination of the three levels might be desirable. By dynamically utilize services at
different levels, an optimum on performance and power consumption can be achieved.
For example, several sensors can cooperate using level 1 in order to detect an anomaly.
When a deviation from the normal is detected, one or several services can be utilized
on the gateway level, thereby allow services with relatively high memory and processing
power to be utilized. Finally, when alarms are to be generated, or other systems and
services could be invoked, the third level could be used to offload node and gateway
devices.

4.4 Human Machine Interaction

Another component of the proposed IoT platform is a standard-based human machine
interface that supports visual input and output to small embedded nodes.

The advancements of micro electronics in the last decades have led to lowering the cost
and size of computing hardware to levels that allow the integration of embedded devices
into everyday objects and activities a.k.a. ubiquitous computing. The first developments
in this area can be traced back to the work of Mark Weiser in the late 80s and early
90s [23] who stressed the importance of intuitive interface between the humans and the
computing devices. The web technologies have since enabled the fusion of digital and
real worlds by providing a simple yet intuitive platform to interact with cloud services
and virtual reality platforms. While the development of more advanced techniques to
interact with IoT devices are available and will play important role in the future [24], our
focus is on enabling the web technologies on IoT devices. By using the touch displays
available in the current mobile phones, the mobile users can interact with the sensor and
actuator devices in a intuitive and standard-based manner.
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4.5 Communication Security

Our focus in this work is on analyzing the different security levels that could be imple-
mented in our system while taking into account the energy consumption and performance
of different solutions. Currently, we identified a set of possible technologies on different
layers of the proposed design (see Table 1). As usual, a higher level of security requires
more CPU cycles, and hence increased cost and latency, and a bigger packet size, which
directly involves a greater expenditure of energy, and could be critical on mobile devices
as this shortens the battery life of the devices.

Layer Possible Security
Application CoAP encryption
UDP None
IP IPsec
Bluetooth 2.0 SAFER+

Table 1: Security Layer Model

The level of security depends on two distinct types of solutions because there are two
kinds of connections. In a Point-to-Point (P2P) connection the communication is among
nodes of the same PAN and here it is possible to use the CoAP encryption and SAFER+
for Bluetooth. This connection is used also to connect all the nodes of a PAN to the
router. In a Point-to-Internet (P2I) connection the communication is between the router
of the PAN and the server and in this case it is possible to use the same security modes
but there is another possibility i.e. IPsec. The security on the CoAP layer has 3 modes
(Security section of IEFT CoAP 11 [20]):

• PreSharedKey: DTLS is enabled and there is a list of pre-shared keys and each key
includes a list of which nodes it can be used to communicate. At the extreme there
may be one key for each node that a particular CoAP node needs to communicate
with (1:1 node/key ratio).

• DTLS is enabled and the device has a raw public key certificate that is validated
using an out-of-band mechanism. The device also has an identity calculated from
the public key and a list of identities of the nodes it can communicate with.

• Certificate: DTLS is enabled and the device has an asymmetric key pair with an
X.509 certificate that binds it to its Authority Name and is signed by some common
trust root. The device also has a list of root trust anchors that can be used for
validating a certificate.
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5 Experimental Setup

The constrained REST engine implementation used in this work is based on the IETF
CoAP [20] draft. The UDP layer on Mulle sensor nodes is callback-based (RAW API
[25]). This does not allow the use of sockets and the specific socket functions. During
the programming design step, we focused on maximum performance of the code to get
the maximum rate of packets per second as well as low-power features.

The Mulle software has a full set of control functions to manage the parameters of
the UDP connections (with optimized power-consumption). In order to manage all the
incoming and outgoing messages, the libcoap queuing mechanism for CoAP packets was
extended to store the data of the connection including IP addresses, ports, number of
retransmissions, etc.

The incentive for this design of the Mulle nodes software is to enable the sensor to
communicate its data to a server. In this scenario the software has to be able to manage
all the connections (low number if possible) and create new packets (take data from the
sensors, analyze the data and compress several samples in a new packet). To do that, the
sensor nodes have to use events (interrupts), timers and callbacks. Specifically for our
use cases, any sensor is able to dispatch 6 CoAP packets (Non Confirmable Messages)
every 250 ms and check the incoming queue for new messages.

As with all constrained embedded devices, the memory consumed is one of the biggest
problem especially on devices with network connectivity where the connection state needs
to be stored. In CoAP the maximum packet size is defined as 1.4 kB and all the incoming
messages need to be saved in memory together with the conformable messages. This can
be a huge problem in some applications requiring the traffic to be routed through a busy
proxy node. However, this is not a problem on the final sensor nodes because they must
send data primarily with Non Confirmable Messages (NON). To prevent overflows during
the packet saving step, the system should have a limit on the number of packets that can
be saved at the same time on the Mulle’s packet queues, defining two types of limits: an
outgoing limit for Confirmable Messages (COM) and an incoming limit for the received
messages. One of the powerful features of CoAP is the packet-retransmission of Con-
firmable Packets (see section 3.2), but this could create problems on the receiver because
it might store the same packet more than one time. To prevent multiple allocations in
memory of the same data the system has to check (only) the previous packet ID and
save it only if this ID is not already in memory (it is very important do this step exactly
when an incoming message is received, not when the content of the packet is analyzed).

In this system, one node can receive requests from a server or from another node.
As the response generation could take a long time, it is required that separate responses
are used to prevent unnecessary request retransmissions or even a request timeout. This
method is based on sending an empty ACK when a packet is received and then, when
the answer is ready, sending a CON message.

The communication between the server and client applications is facilitated by the use
of services, as time services, log, security, etc. According to the idea of dynamic services,
the clients are able to send a request to the server about a list of available services and
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use any of them at run-time.
The advantages of this design are the possibility to do updates (the system allows

to add new services to the server without modifications on the clients) and the intuitive
mapping of the service endpoints to the server resources by URLs.

6 Results

To evaluate our design, we created a test to measure the memory footprint and the
quality of our design between a server and a Mulle sensor node. For this test we used a
PC with Ubuntu 12.04 as a server running our version of CoAP server and another tools
like echo programs and network analyzers. We used an Android 2.3.7 mobile phone to
create the Bluetooth PAN which was connected to the Internet by a wireless LAN. It
is important to note that in this process we did not use any additional software on the
phone. The software of the Mulle nodes has been compiled with the m32c-elf-gcc (GCC)
version 4.4.3. For the performance tests on the transmission and reception we measured
the latency for 10.000 messages (samples) for different payloads between 0 and 256 bytes.

6.1 Memory Footprint

Total Memory Usage(kB)
System Base 17.3
Reserved Memory for Packets 6.1
CoAP core 4.9
CoAP dispatcher 0.9
CoAP packet emission 0.1
CoAP packet reception 0.2

Table 2: Memory Usage by Functionalities

The memory footprint is mostly of interest on the Mulle devices in our mobile cloud
design, because the other devices has much more resources that are needed. Table 2 shows
a detailed memory footprint of our implementation of CoAP for Mulle sensor nodes.

The system requires 29.5 kB of RAM memory, the reserved memory for new incom-
ing/outgoing packets is 6.1 kB, but it could be bigger if the applications requires it.

6.2 Transmission Performance

The nodes (Mulles) have been designed mainly to send data to the server or other systems,
thereby the sending rate is a very important feature. Figure 5 shows the result of sending
multiple messages with different size of the payload (10.000 packets per payload size), as
expected the latency is increasing with the payload size.
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Figure 5: Test of Transmission

6.3 Reception Performance

Another interesting thing is the incoming packet rate. In this case the type of the
incoming CoAP packet has to be ignored to disregard the time of package management.
Figure 6 represents the time for CoAP packet reception (including the time for critical
package testing) versus the payload of these packets. If the latency of the incoming and
outgoing packets is compared, one can observe that the reception is much faster than
transmission. This is a good feature that prevents packet loss during the communication
between two identical systems. This asserts that the communication should be stable
and should not create blockages.

6.4 Configuration and Data Visualization

In order to validate our approach of visualizing and interacting with sensor and actuator
devices by using standard web technologies we performed some preliminary tests. As
discussed earlier our main enabling technology in this area is EXI that allows us to
compress and process more efficiently XHTML input and output on embedded nodes
with limited memory and computing capabilities. By using standard web technologies
the human interactions follow a familiar and intuitive pattern already used in the world
wide web and thus the learning curve for the users is not steep. Moreover, the use of
embedded XHTML/EXI servers on the nodes eliminates the need of special software
installed on the users’ mobile phones - it is sufficient to have an Internet browser.
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Figure 6: Test of Reception

A typical use of our approach is to visualize sensor data and control the embedded
nodes behavior. A sample XHTML that supports this functionality is given in Figure 7
rendered by smart phone browser.

Figure 7: Example XHTML that can be used to visualize and control sensor nodes
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The size of this XHTML when represented in text form is 1137 bytes. By using EXI
representation the same document takes only 390 bytes - that is 34.3 % of the original
size. Moreover, the processing efficiency is also improved and hence the requirements
on RAM and CPU are less severe. While the suggested XHTML/EXI embedded server
component has not been implemented in the present work, the achieved compactness
suggests that in many scenarios the use of EXI-based web technologies will be beneficial.
Future implementations can also use an optimized XML schema, instead of the generic
XHTML schema used in this example. An optimized schema can better describe the
concrete XHTML document to achieve even higher efficiency in terms of compactness
and processing as compared to generic one.

7 Future Work

For some applications, such as process monitoring, health care, and vehicle testing, a
reliable stream of sensor data is important. This is especially true for high-frequency
data such as vibration data, audio signals, CAN-bus data, etc. In order to fully support
these types of applications, the system should be enhanced with support for Quality of
Service (QoS).

Another important feature is dynamic configuration and re-configuration of sensors.
Using event-based communication with the support of an advanced rule-based scripting-
language would enable users to create filters and rules for events that the sensors should
detect.

Another important issue is security. It is a very important feature for data streams
sent over public networks such as the Internet. In the proposed architecture security has
two different levels; the first level is the local wireless network (using Bluetooth) and the
second one is the Internet. Currently, the Mulle platform does not support security on
Bluetooth, IP, or UDP layers except for simple PIN-code pairing, but as shown in Table
1, the possible security features of these layers are enough to get a good level of security
on the complete system. Implementing security mechanism is however outside of the
scope of this paper.

8 Conclusion

In this paper, a new architecture for mobile cloud sensor applications based on the
Internet of Things approach is presented. The architecture consists of Bluetooth-based
low-power sensor nodes communicating using standardized protocols and profiles. The
use of a user’s mobile phone and the mobile telephone access network allows true mobility.
Furthermore, the use of CoAP and the Service-oriented architecture (SOA) paradigm
allows a multitude of services and features to be accessible from the user’s local sensor
cloud as well as on the global Internet. In this architecture, services executing on sensor
nodes, the user’s mobile phone or pad, or even on the Internet, can collaborate in order
to exchange data and perform distributed processing.
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Performed experiments and tests show that the proposed solution is a viable solu-
tion for standards-based high performance sensor and actuator platforms. The proposed
architecture can be used in applications that require a high level of mobility with require-
ments on small size, low power consumption yet the need to be able to communicate with
standard consumer products and services. Two application areas; personal safety and
security and vehicle testing, which both require a very high level of mobility is presented
as use-cases, and the results are mapped toward these cases.
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EXIP: A Framework for Embedded Web

Development

Rumen Kyusakov, Pablo Puñal Pereira, Jens Eliasson and Jerker Delsing

Abstract

Developing and deploying Web applications on networked embedded devices is often
seen as a way to reduce the development cost and time to market for new target plat-
forms. However, the size of the messages and the processing requirements of today’s Web
protocols, such as HTTP and XML, are challenging for the most resource-constrained
class of devices that could also benefit from Web connectivity.

New Web protocols using binary representations have been proposed for addressing
this issue. Constrained Application Protocol (CoAP) reduces the bandwidth and pro-
cessing requirements compared to HTTP while preserving the core concepts of the Web
architecture. Similarly, Efficient XML Interchange (EXI) format has been standardized
for reducing the size and processing time for XML structured information. Nevertheless,
the adoption of these technologies is lagging behind due to lack of support from web
browsers and current Web development toolkits.

Motivated by these problems, this article presents the design and implementation
techniques for the EXIP framework for embedded Web development. The framework
consists of a highly efficient EXI processor, a tool for EXI data binding based on tem-
plates, and a CoAP/EXI/XHTML Web page engine. A prototype implementation of the
EXI processor is herein presented and evaluated. It can be applied to Web browsers or
thin server platforms using XHTML and Web services for supporting human-machine
interactions in the Internet of Things.

This article contains four major results: (1) theoretical and practical evaluation of
the use of binary protocols for embedded Web programming; (2) a novel method for
generation of EXI grammars based on XML Schema definitions; (3) an algorithm for
grammar concatenation that produces normalized EXI grammars directly, and hence
reduces the number of iterations during grammar generation; (4) an algorithm for efficient
representation of possible deviations from the XML schema.

Categories and Subject Descriptors: E.4 [Coding and information theory]: Data
compaction and compression; H.3.5[Online Information Services]: Web-based ser-
vices
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General Terms: Performance, Design, Algorithms, Standardization

Additional Key Words and Phrases: Information Exchange, EXI, XML, Data For-
mats, CoAP, Data Processing, XHTML, Embedded Systems, Internet of Things, Web of
Things

1 Introduction

Web technologies are rapidly expanding to networked embedded devices with studies
showing that in 2013 there were more Web-connected gadgets than people in the U.S.1

This process is expected to accelerate due to the increased IPv6 adoption rate and the
availability of small-sized, cheap, off-the-shelf hardware that is powerful enough to exe-
cute full-featured network stacks. Already now, the number of TCP/IP connected sensor
and actuator devices using low-power wireless technologies or even power-line communi-
cation is huge. The application areas cover home automation [1], energy management,
and industrial process monitoring and control [2].

With the increase in the number of devices, the requirements on their interfaces are
also higher. Consumers are demanding “smart” gadgets that are easy and intuitive
to deploy, configure, interact with, and integrate with other devices and systems. An
example from the home automation domain is a smart thermostat that can communicate
with the user’s smart phone to display the current temperature in the house along with
energy costs as well as control settings. It is becoming more common to equip the
traditionally simple sensor and actuator devices with additional diagnostics, logging,
and security capabilities. This phenomenon leads to developing more complex embedded
applications, which are often required to support Web connectivity for human-machine
interfacing. As the code base increases, so are the product cost and time-to-market for
new devices. The development and support for different hardware platforms becomes
especially challenging, and thus the need for a common development platform based on
established and globally adopted standards. The Web development has proved successful
in leveraging a set of global standards for unification of the development for front-end
tools and applications over a large number of desktop and mobile platforms. In addition,
ICT research as argued by [3] suggests that embedded computing will also benefit from
Web development platforms.

The trade-off between Web and native applications has been a turning point for
development strategies in the mobile market. As discussed by [4], Web applications are
cheaper to build, deploy, and maintain, but are often lagging behind in performance and
user experience when compared to the native apps. This gap is narrowing, thanks to
HTML5 and new Web toolkits such as Argos [5] which provides direct access to devices’
capabilities from JavaScript code. While the app stores made the management of native
applications much easier and user-friendly, their main drawback remains - supporting

1According to data from research firm NPD Group
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different platforms often requires substantial rebuild of the code base that needs to be
kept up-to-date with new versions of the different operating systems. As Charland et
al. conclude, one size does not fit all, and there are use cases when it is better to use
one or the other approach. While there are a number of differences between the smart
phone and the embedded systems segments, it is possible to draw some similarities and
list a number of applications where building Web applications is more beneficial even
for resource-constrained hosts when compared to developing proprietary solutions. The
simplified use case presented in Section 5, which demonstrates a human-machine interface
with a sensor platform, provides an example of such application. In this scenario, the
user interface is implemented as dynamic Web application based on CoAP/EXI/XHTML
and using the EXIP framework.

The approach of using standard binary protocols for enabling Web connectivity for
constrained hosts differs from the most common methods described in the literature. The
state-of-the-art solutions to the problems of embedded Web development (e.g., memory,
network, and processing constraints) can be classified into two groups. The methods
in the first group rely on powerful gateway devices that translate the standard Web
protocols to some lightweight messaging framework, and vice versa. An example of this
approach is the work by [6], which describes a gateway architecture for providing Web
connectivity to highly resource-constrained nodes. The methods in the second group
focus on implementing efficient and stripped-down version of the standard text-based
Web protocols. High-impact research results based on this method are the techniques for
implementing an efficient HTTP server for embedded devices presented by [7] and [8], as
well as the small-footprint XML Web service implementation by [9].

Using text-based protocols that rely on simple character encoding such as ASCII, was
important requirement in the early days of distributed computing systems. During that
time, the ability to debug the interactions between the systems with one’s bare hands
was crucial to the acceleration of the adoption of the protocols. Nowadays, practically
all text editors and development tools support UTF-8 character encoding. The tools
also parse the XML documents before printing them to the screen to support syntax
highlighting. Proper tool support opens up new possibilities for efficient representation
of the information on the wire. The new binary encoding schemes are transparent for
the user - if, in any case, the XML documents are parsed before printing them, then
it is better to use faster, binary encoding which is easier to process than text-based
representation. However, implementing highly optimized binary coding schemes is much
more challenging than processing text-based streams. Even more challenging, is the use
of such binary processors on resource-constrained embedded devices where the memory
footprint and CPU usage are crucial. As an example, a common way to compress the
size of an XML document is by indexing frequently used tags and value items. Instead of
encoding each occurrence in the stream, the repeated information items are represented
by their index. Using more extensive indexing increases the compression, but also makes
the memory footprint required to store the indexed information larger. Providing efficient
methods to build and store the indexes is just one example of optimization that is needed
for running binary encoding schemes on embedded hosts.
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In this work, we present design and implementation strategies for running an Efficient
XML Interchange processor on embedded devices for enabling Web connectivity through
RESTful interface that is based on Constrained Application Protocol. The RESTful
interface can be used for human-machine interactions with Internet of Things hosts as
well as for implementing embedded distributed systems based on the Service Oriented
Architecture, as discussed by [10].

Unlike XML, the EXI specification mandates the use of schema-specific parsing [11]
when the EXI document is encoded with schema knowledge i.e. using schema mode. In
order to address all possible use cases, the presented EXI processor supports both the
schema and schema-less modes of operation. This is achieved by using dynamic state
machine abstraction that can evolve through addition of new states and state transitions.
The main benefit of using static state machines, as in the EIGEN [12] and libEXI [13]
libraries, is the small footprint and hence the ability to implement highly optimized,
dedicated EXI processors. In order to efficiently support a static mode of operation -
in other words, strict schema processing with no deviations, the EXIP library needs to
be configured to strip the code responsible for evolving the state machines. This can be
done easily during compile time due to EXIP modular architecture.

One important component of EXI implementations supporting schema-enabled pro-
cessing is the automatic generation of the state machines based on XML schema language
definitions. These definitions are used to construct a set of formal grammars that describe
a particular XML language which is then recognized by the generated state machines.
EXIP includes an optimized and lightweight grammar generation utility that can be exe-
cuted efficiently at run time. This allows it to support dynamic XML schema negotiations
even on embedded hosts. The main contributions of this article are the grammar gener-
ation algorithms that are the core of the high performance of this utility. To the best of
our knowledge, all other EXI implementations use an external library for processing the
XML Schema definitions that are used for the grammar extraction. A commonly used
external XML Schema library is Apache Xerces. However, its usage for embedded Web
development is limited to static compile-time generation of the EXI state machines.

A prominent research work that is based on the approach of compile-time generation
of the state machines is presented by [14]. The authors show that the use of EXI for
embedded Web service development brings substantial benefits in hardware utilization
(network, CPU, RAM and programming memory). Moreover, their work includes the
design of a Web service code generator based on Simple Object Access Protocol (SOAP)
and the HTTP/EXI/SOAP protocol stack. Promising future research work, as stated by
the authors of that study, is to add support for CoAP RESTful Web service interface to
the proposed generator. As such, the EXIP framework described herein is extending and
further specifying the suggested CoAP RESTful Web service generator.

EXI is not the only possible data format that can meet the requirements of the
embedded Web programming, but it has been shown to provide the highest efficiency
compared to rival binary XML solutions [15]. Lightweight text formats such as JSON
and Comma-separated values (CSV) or binary encoding schemes (ASN.1, BSON, Pro-
tocol Buffers, Thrift etc.) are also capable of representing very efficiently structured
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information. However, the lack of formally defined mapping between these technolo-
gies and the XML Information Set [16] makes them unable to guarantee interoperability
with existing Web technologies and protocols such as XHTML, Scalable Vector Graphics
(SVG), Extensible Messaging and Presence Protocol (XMPP), and RSS feeds to name a
few.

The initial goal of the EXIP library was only to provide efficient implementation of
an EXI processor for embedded systems. Since the initial version of the prototype EXI
processor, the EXIP library was used in a number of research projects and prototypes
as in [17] and [18]. Based on the recurring need of higher processing efficiency and
Web integration, the scope of the EXIP project has now extended, and new processing
algorithms are employed. In addition to the grammar generation algorithms that are part
of the EXI processor prototype implementation, this work defines the overall architecture
of the EXIP Web development toolkit. The architecture consists of three main modules:
the EXI processor library, EXI data binding, and the CoAP/EXI/XHTML Web page
engine. Their functionality, required properties, and overall design in the context of
embedded Web development are discussed in Section 2. Detailed descriptions of each of
these modules and the associated research questions that are investigated are presented
in Sections 3, 4, and 5, respectively.

2 Background

Optimizing the hardware utilization by the Web protocols is a key requirement for their
application on embedded platforms. Very often the connected devices have limited mem-
ory (both RAM and programming memory), and use low-cost CPUs. If the device is
battery powered, the communication overhead is a main contributor to the power con-
sumption that needs to be carefully modeled in order to guarantee the intended up-time
periods. Simulation tools such as PowerTOSSIM [19] can be employed to highlight areas
of the protocol implementations that are mostly responsible for draining the battery.
Among the use of radio duty cycling and CPU sleep modes, reducing the number of
packets sent and received is another way of cutting the power consumption, especially in
wireless applications.

W3C performed an extensive evaluation of the EXI format [20],[15] that shows sub-
stantial improvements in compactness compared to text encoding as well as other XML
binary formats. Additionally, EXI has superior processing performance compared to plain
XML. Both the compactness and processing efficiency depend heavily on the structure of
the encoded documents and the options used for processing. For example, the use of XML
schema information during encoding and decoding can cut the size of small documents
more than 50 %, as the element and attribute qualified names are encoded as indexes
instead of strings. This allows for substantial reduction of the number of packets required
for communication of structured information over the network, and thereby minimizes
the power consumption. Existing Web technologies that are formally described using
XML schema language such as XHTML, for example, can then be efficiently represented
for use in embedded applications.
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Figure 1: Overview of the tools and technologies for embedded Web development that are based
on standard binary protocols. The tools that are the main focus of this work are marked with
red ellipses.
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Compaction and processing improvements of CoAP compared to HTTP are also sig-
nificant, as reported by [21]. Moreover, the asynchronous design of the CoAP protocol
makes it much more suitable for event-driven interactions. Publish/subscribe protocols
are often preferred in embedded systems, as they provide better hardware and network
utilization compared to polling schemes that are used by HTTP, for example.

Figure 1 provides an overview of the state of the art of embedded Web development
along with a high level architectural view of the use of binary protocols for network com-
munication and information exchange. The suggested components of the architecture are
grouped depending on their role - client-side, networking layer, and server-side execution;
and their application domain - user tools and applications, technologies/protocols/spec-
ifications, and development tools. The goal of this categorization is to show how the
work presented in this article relates to the current technologies and applications, and to
further motivate the need for this research.

As shown in Figure 1, client-side user applications of the embedded Web include
browsers, graphical Web clients (HMI devices), embedded Web services, and proxy de-
vices translating the binary Web protocols to their text-based counterparts. The tech-
nologies to implement these client-side user applications are CoAP client, EXI parser,
lightweight client-side scripting engine, and EXI/XHTML/CSS rendering engine. The
concrete development tools that can be used for implementing these technologies are the
EXIP parser library, which is the primary objective of this work, EXI/XHTML to DOM
translator, and CoAP libraries such as libcoap [21], Erbium [22] and Californium [23].

Similarly, the networking layer shows different wired and wireless network stacks
and protocols grouped according to the OSI model along with developing tools used for
debugging.

The server-side is represented by resource-constrained embedded devices that are
conforming to the thin server architecture suggested by [23]. The server technologies
include CoAP server, EXI serializer, and EXI/XHTML page engine. The proposed de-
velopment server-side tools are the EXI data binder and CoAP/EXI/XHTML Web page
engine that are described in detail in Sections 4 and 5 of this work. Other server-side
tools for embedded Web development are again, the CoAP libraries libcoap, Erbium, and
Californium.

2.1 EXI

EXI data format significantly reduces the size of XML when stored on disk or trans-
ferred over the network and also speeds up the parsing and serialization. According to
[15] the compression level varies between 1 % of the original size for large and sparse doc-
uments with compression and schema options enabled to 95 % for schema-less encoding
of very small and dense documents. Nevertheless, EXI format has few drawbacks that
are inherited from XML and must be taken into account in the discussions that follow
in this article. XML notation and semantics are perceived as complex both for humans
to understand but also for machines to process which stems from the design goal of the
format to be flexible and easily extendable for application in variety of use cases. This
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flexibility creates a lot of special cases and exceptions that must be specifically handled
with if-then-else statements during serialization and parsing. While EXI is very efficient
in removing the redundancy in the XML syntax, it does not simplify the processing -
it merely speeds it up. Besides, EXI adds another level of flexibility by introducing en-
coding options that can be used to influence the level of compression, processing speed
and RAM usage during parsing and serialization. Providing support for all possible EXI
options requires large and complex code base that can hardly fit into the programming
memory of a highly resource constrained embedded device. Therefore, the application of
EXI on such platforms often requires defining a profile of the EXI specification which re-
stricts the supported EXI options to particular values and predefines the XML Schema.
Different EXI profiles and how they are supported by EXIP are further discussed in
Section 3.

Selecting the values for the EXI options is often a trade-off between memory usage,
processing speed and level of compression (for example when setting the values of val-
uePartitionCapacity, valueMaxLength and compression options). Furthermore, as these
parameters heavily depend on the structure of the documents and even on the schema
design (as shown by [20],[15]) it is difficult to predict the level of efficiency when applying
EXI on a particular set of XML documents without performing an extensive empirical
study.

EXI theoretical foundations

The goal of this section is to provide the necessary background information for supporting
the discussions on the EXI processor architecture and algorithms for embedded processing
that follow without going into details of the inner workings of the EXI specifications.
For in-depth overview of the EXI format, the reader is advised to refer to the W3C
specification [24] and white paper [25].

An EXI stream is a sequence of events that describe the content of the XML docu-
ment. These events are analogous to the streaming XML events and denote the start of
an element or attribute, value items, closing tags and so on. For achieving higher com-
pactness, the events are represented by a simplified Huffman coding [26] scheme. The
occurrence of each event in the EXI stream is controlled/described by a set of formal
grammars. The EXI specification very broadly identifies the formal grammars used as
being in restricted Greibach normal form [27]. Support for the theoretical fitness of the
discussed grammar generation algorithms is given in the next paragraph. It provides
more concrete classification of the EXI grammars.

Unlike Greibach grammars, the EXI grammars have at most one non-terminal symbol
on the right-hand side of the grammar productions. Therefore, all EXI grammar rules
are in one of the following two forms: 1) Z → aY or 2) Z → a ,where Z and Y are
intermediate (non-terminal) symbols and a is a terminal symbol. As all grammar rules
are in one of these two forms, the EXI grammars are also regular and in particular right
linear grammars as they require exactly one terminal on the right-hand side and at most
one non-terminal which is at the end of the grammar rule. The regular grammars are
strict subset of the context-free grammars according to the Chomsky hierarchy, and as
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every context-free grammar can be represented in Greibach normal form [27], they are
also a subset of the Greibach grammars.

Identifying the EXI grammars as regular grammars provides much more insight into
their properties. For example, context-free grammars define very broad class of languages
and are equivalent to pushdown automaton (PDA), while regular grammars are equivalent
to nondeterministic finite automaton (NFA). Moreover, the EXI grammars are simple
a.k.a. s-grammars [28] as each pair Z → a... appears only once in each EXI grammar.
Based on this constraint, the EXI grammars are also unambiguous and support linear
parsing time by deterministic finite automaton (DFA).

The process of converting a set of XML Schema definitions to EXI grammars includes
four steps:

1. Create a set of proto-grammars that describe the content model according to the
schema. The EXI proto-grammars are strictly context-free grammars that are
neither regular nor in Greibach normal form as they allow unit productions: Z →
Y where both Z and Y are intermediate (non-terminal) symbols.

2. Normalize the proto-grammars to EXI grammars. The normalization includes
simplification of the proto-grammars by removal of the unit productions. This
creates regular grammar that can be ambiguous, in other words, lacking unique
leftmost derivation tree for every input. In this case a second simplification is per-
formed in which the ambiguous regular grammars are transformed to unambiguous
s-grammars.

3. Assign event codes to grammar productions

4. Extend the EXI grammar with additional productions that describe the possible
deviations from the XML Schema

Section 3.3 describes an extension to the algorithm for creating proto-grammars from
schema definitions [step (1)] that guarantees that the resulting grammars are regular
s-grammars. This allows for avoiding the normalization of the proto-grammars as a
separate second-step process.

Section 3.4 describes a modified version of the algorithm for augmenting the EXI
grammars for handling schema deviations [step (4)]. The new version of the algorithm
allows the removal of redundant grammar productions that are otherwise required by the
approach described in the EXI specification.

Related work for XML grammars

The formal grammars used in the EXI specification express the constraints defined in
the XML Information Set [16] and are not specific to EXI format itself. As such, the
formal models and theoretical results developed for XML are also valid for EXI. There
are two main theoretical models for studying the properties of XML languages and XML
schema languages. The first model treats XML instances as strings and schema languages
as formal languages that define particular sets of strings representing the possible XML
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instances that are valid according to a certain schema. This model is based on context-
free (word) grammars and their more restricted forms such as parenthesis and balanced
grammars as presented by [29].

In the second model, the XML instances are treated as trees and the schema languages
as formal languages defining sets of trees representing the valid instances according to a
certain schema [30], [31]. The nested structure of the XML forms ordered unranked trees
i.e. trees with nodes allowed to have any number of ordered child nodes. The theoretical
foundation of this model are regular tree grammars which can be seen as a generalization
of regular word grammars. The tree model is appropriate when studying the expressive
power of different XML schema languages as shown by [32]. In this work, Murata et al.
present a formal classification and comparison between DTD, W3C XML Schema, and
RELAX NG based on the regular tree grammar theory.

Context-free word languages and regular tree languages are closely related. For exam-
ple, it is proven that the set of derivation trees for a language defined by a context-free
word grammar forms a regular tree language [33]. In addition, Brüggemann-Klein et
al. show that tree grammars, and even more generally hedge grammars, are effecively
identical to balanced grammars and that balanced languages are identical to regular
tree languages, modulo encoding [34]. These results demonstrate that the two models
are equally expressive and can be used interchangeably when studying or characterizing
languages based on XML Information Set.

The discussions in this paper are following the first model, because the EXI specifica-
tion defines the XML content with a set of regular word grammars as already presented in
Section 2.1. For that reason, all grammars in this work are assumed to be word grammars
even if not explicitly stated.

Instead of defining the terminal alphabet in terms of ASCII or UTF-8 characters,
which is commonly used in word grammars, the EXI grammars use XML events (start
element, attribute definition, end element etc.) as terminal symbols. This provides
high level description of the XML content model without affecting the theoretical results
developed for regular grammars. As XML Information Set defines context-free language
parsed by pushdown automaton, a single regular grammar (a single DFA) is, in general,
unable to represent (parse) the content of a whole XML document. Using a single
regular grammar (or a single DFA) for describing (parsing) the whole content of an
XML is possible when certain restrictions on the document structure are met by the
XML/EXI instances. For example, this approach is used for efficient processing of SOAP
Web services that are ordered XML documents with predefined schema [35]. A less
restrictive form of schema-specific XML parsing that uses an extended version of PDA is
presented by [11]. Unlike these approaches, the EXI specification defines the parsing and
serialization of XML Information Set documents based on a stack of regular grammars.
Each regular grammar in the stack describes the content of particular XML element.
The stack of grammars is used to model the nesting of elements (e.g. parsing a nested
element equals adding its regular grammar on the stack) similarly to the role of the stack
in the PDA.

For illustrating how the grammar stack is used during processing in EXI it is conve-
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nient to represent the XML Information Set in terms of extended context-free grammars
(ECFG) which describe exactly the context-free languages and are the basis for DTD
schema language [36]. In an extended context-free grammar each right-hand side of a
production consists of a regular expression which is in turn equivalent to regular grammar
or finite automaton. Consider the example XML instance and its corresponding ECFG
shown in Table 1:

Table 1: Extended context-free grammar for a sample XML instance where element <note-
book> can have zero or more <note> elements with optional <subject> and mandatory
<body>. The following operators are used in the regular expressions in ECFG: . - denotes
concatenation, * - Kleene star operator (zero or more occurrences), ? - zero or 1 occurrence
and [ ] - matches a single character from the specified set within the brackets. The non-terminal
symbols are in uppercase letters.

Sample XML Corresponding ECFG
<notebook>

<note>
<subject>Sample</subject>
<body>XML Instance</body>

</note>
</notebook>

NOTEBOOK → <notebook>.(NOTE)*.</notebook>
NOTE → <note>.(SUBJECT)?.BODY.</note>
SUBJECT → <subject>.[UTF-8 characters]*.</subject>
BODY → <body>.[UTF-8 characters]*.</body>

The set of regular grammars, used during processing of EXI documents, corresponds
to the set of regular expressions in ECFG which describe the content of all possible
elements. At every step the EXI processor uses the regular grammars on top of the
grammar stack to process the content of the current element. Starting of a nested element
involves pushing its grammar to the stack and closing an element pops its grammar from
the stack. In this way, parsing the XML document shown in Table 1 involves: (1)
parse the content of <notebook> element according to the regular grammar for that
element which is initially the only grammar in the stack; (2) the start of the nested
<note> element requires pushing its regular grammar on the stack and parsing its content
according to that grammar; (3) on start of the nested <subject> element its grammar is
pushed to the stack and used for parsing; (4) When all the content of <subject> element
is parsed and there are no more nested elements at this level pop its grammar from the
stack and continue processing according to the <note> grammar that is currently on
the top of the stack; (...) the same procedure is repeated for the rest of the elements in
this example.

Unlike DTD which defines a local language, the language defined by the set of regular
grammars in EXI is a single-type language that corresponds to the expressive power of
W3C XML Schema [32]. This essentially means that two or more elements sharing the
same name but having different types are evaluated using different regular grammars that
match their type. This differs from DTD where the name of an element uniquely identifies
its content model (or, equivalently, the regular expression or the regular grammar of its
content).
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2.2 CoAP

The Constrained Application Protocol [37] is specially designed for use with resource-
constrained hosts over low-bandwidth network links. CoAP functionality resembles the
HTTP request/response interaction model, and is based on the Representational State
Transfer (REST) architecture of the Web [38]. CoAP also supports well established
concepts of the Web such as URIs and Internet media types. This allows for transpar-
ent translation between CoAP and HTTP traffic while enabling Web interactions with
embedded systems.

CoAP fulfills the requirements of the embedded domain such as providing support for
asynchronous message exchange, multicast capabilities, lightweight discovery mechanism,
very low overhead, and implementation simplicity. This is possible by using UDP as a
transport protocol with optional reliable unicast support and Datagram Transport Layer
Security (DTLS) instead of TCP and TLS. The use of UDP enables the implementation
of CoAP lightweight publish-subscribe mechanism [39] supporting dynamic content ex-
change between embedded servers and Web clients. The built-in asynchronous exchange
of events encoded with EXI provides features similar to the AJAX framework, but with
much lower cost in terms of network bandwidth and hardware requirements for the hosts.

Application areas that would greatly benefit from an open and standard way to con-
nect embedded hosts to the Web include various Internet of Things and machine-to-
machine (M2M) applications such as home automation and energy management.

3 EXI Processor Design and Implementation

Deploying EXI-based RESTful Web services on resource-constrained hosts requires a
modular implementation of the EXI processor library that can support different compile-
time configurations depending on the application scenario. For example, some target
platforms can make use of hash tables for fast lookups in the string tables, while others
have too little RAM for that. In other cases, certain EXI options (e.g., compression,
random access, etc.) are not allowed, and hence the code for processing them can be
pruned from the library.

In this section, we present the modular design of the EXIP library [40] that enables
compile-time profiling of the code base. As shown in Figure 2, by using fine-grained
components that have low interdependencies, it is possible to define different profiles of
the library that support a variety of use cases. Such profiles can be application-specific
(e.g., full-featured, most-restricted, etc.), or defined as part of different communication
standards - EXI Profile for limiting usage of dynamic memory [41], Vehicle to grid com-
munication interface (ISO 15118), or other energy management standards [42] such as
Smart Energy Profile 2.0 [43], and OpenADR, for example.

The encapsulation of the components’ source code is done with the standard mecha-
nisms available in the C programming language - splitting the code into different header
and source files, and hiding the implementation in static functions, strictly avoiding the
use of global variables and, where needed, using conditional C preprocessor macros. This
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Figure 2: EXIP modular architecture and application profiles

enables the implementation of a simple and easy-to-maintainMakefile build system which
can track the dependencies between the components. With this build system in place
the developers can cherry-pick only the components that are needed during compile time
which allows using the EXI Processor library for different application profiles or contexts.

3.1 Problem Formulation

The first step in supporting the requirements of the EXI-based embedded Web program-
ming is to provide efficient Application Programming Interface (API) to encode and
decode EXI streams. Already established XML APIs such SAX, DOM, and StAX are
widely used in Java processors, but are shown to provide less than optimal efficiency for
resource-constrained devices [44]. Other requirements of the EXI processor implementa-
tion include a small footprint and an easy-to-use code base that executes quickly, and
consumes as little RAM as possible while being portable across a wide range of embedded
platforms. Although the main goal of the EXIP library directly follows from these require-
ments, detailed description and evaluation of the degree to which these requirements are
met is out of the scope of this paper. The reason for excluding these discussions is the low
research value of the implementation technicalities that are involved in writing efficient
and portable C code, a subject which is better presented by the EXIP library developers’
documentation2. Instead, this section is focused solely on the grammar generation func-
tionality that is an essential part of a number of use cases connected to dynamic/runtime
exchange of schema information. The need for such runtime negotiation of the document
structure is evident in supporting versioning of the schema documents and implementing
generic Web services such as information logging and archiving, data visualization of
uncategorized information, dynamic Web service composition, and peer-to-peer services.
A concrete example where the XML Schema documents are processed during runtime to

2Available at http://exip.sourceforge.net/
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generate EXI grammars is the specification draft for using EXI over Extensible Messaging
and Presence Protocol (XMPP) [45].

The dynamic processing of XML schema information can also be employed in cases
where no schema information is available to describe a particular set of XML documents.
In such cases the XML schema can be inferred from the set of available XML examples,
and used to enable more compact EXI encoding. Both the schema inference and the
generation of EXI grammars can be done at runtime. Example approaches for schema
inference include learning of deterministic regular expressions [46], as well as learning
chain regular expressions, in the case of the Trang open source software library [47].

3.2 Efficient EXI Grammar Generation

The standard way of generating EXI grammars from XML Schema is to rely on a generic
XML Schema parser/validator such as the Apache Xerces library. The role of the XML
Schema parser is to load the schema definitions into appropriate structures in the memory.
These structures are then converted to EXI grammars based on the algorithms specified
in the EXI specification. The EXIP library takes a different approach by including a
dedicated EXI grammar generator without external dependencies on schema parsers,
which uses a modified version of the algorithms described in the EXI specification.

Many embedded targets use EXI because XML processing is too heavy to support. In
such cases, the dynamic generation of the EXI grammars cannot be achieved in a standard
way, as it requires processing text-based XML schema definitions. One possible solution
is to use proprietary encoding for the EXI grammars, which is against the principles of
the Web, and will still require some loading code that expands the programming memory
footprint.

The dedicated EXI grammar generator solves this problem by using two simple ideas.
First, the XML Schema document is itself an XML document that can be represented in
binary using EXI, thus reducing its size and improving the loading time. Second, once
represented in EXI, the XML Schema document can be parsed by the EXI parser itself
without the need of an external library for that; in other words, the EXI decoder code is
reused to extract the XML schema definitions.

3.3 EXI Grammar Concatenation and Normalization

The EXI specification defines an algorithm for building a set of context-free grammars
that directly correspond to the definitions in the W3C XML Schema specification. These
grammars are called proto-grammars as they are intermediate representation which is
only used during EXI grammar generation. The process of building proto-grammars is
roughly as follow:

1. a set of simple proto-grammars are defined that describe the content model for each
atomic XML schema definition (attributes, simple types, element terms, wildcard
terms)
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2. the proto-grammars for composite schema definitions are built by using the proto-
grammars of their sub-components. For example, the <sequence> compositor
equals to concatenation of the proto-grammars of its child elements and<choice> com-
positor equals to the union of the proto-grammars of its children.

The next step in the process of building EXI grammars is to normalize the proto-
grammars such that all unit productions (Z → Y where both Z and Y are intermediate
symbols) are removed and there are no ambiguities in the grammars. This essentially
converts the proto-grammars to EXI grammars that are then used for processing EXI
documents conforming to a schema.

The review of the algorithm for creating EXI proto-grammars from XML Schema
definitions in section 8.5.4.1 EXI Proto-Grammars of the EXI specification leads to the
conclusion that the only way for creating proto-grammars that contain unit productions,
and hence are not regular, is as an output of the grammar concatenation operator (see
8.5.4.1.1 Grammar Concatenation Operator of the specification). However, all atomic
grammars used as an input to the concatenation operator are regular and from the closure
property of the regular languages under concatenation [48] we know that the resulting
output grammar can also be presented in a regular form.

This section defines an extended grammar concatenation operator that produces reg-
ular EXI grammars, thereby removing the need for additional normalization of the gram-
mars by removal of unit productions. The extended operator depends on the following
recursive definition:

DEFINITION: Weak equality of grammar productions The grammar produc-
tion A : Z1 → a1Y1 and the grammar production B : Z2 → a2Y2 are weakly equivalent
if:

1. a1 ≡ a2 and Y1 ≡ Y2

OR

2. a1 ≡ a2. Let the sets of productions in the EXI grammar that have Y1 and Y2

as a left-hand side be denoted as {Y1} and {Y2} respectively. The two sets have
the same cardinality, and each production P ∈ {Y1} is weakly equivalent to a
production in {Y2}.

The grammar concatenation operator defined below is very similar to the one in the
EXI specification in the sense that it creates a new grammar given two input grammars.
The new grammar accepts any set of symbols accepted by the left operand followed by
any set of symbols accepted by the right operand of the concatenation operator. The
main difference is that the operator defined here produces regular EXI grammars, given
its operators are also regular grammars.

DEFINITION: Extended grammar concatenation operator Given two EXI
Grammars L(Nl, T, Sl, Pl) and R(Nr, T, Sr, Pr) where Nl and Nr are finite sets of non-
terminals, T is the set of terminal symbols representing the EXI events, Sl ∈ Nl and
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Sr ∈ Nr are both designated initial symbols, and Pl and Pr are the sets of grammar
productions in L and R respectively. All grammar productions in Pl and Pr are in one of
the following two forms: Z → aY where a ∈ T and a �= EE or Z → EE where EE ∈ T
is the terminating end element EXI event.

The result of applying the grammar concatenation operator to L and R, L
⊕

R, is
a new grammar C(Nl ∪ Nr, T, Sl, Pc) where the set of productions Pc is defined as fol-
lows: each production l ∈ Pl, where l �= Z → EE for every Z ∈ Nl, is part of Pc; each
production r ∈ Pr, where r �= Sr → aY for every a ∈ T , and Y ∈ Nr is part of Pc.
For each production el ∈ Pl, where el ≡ Z → EE for every Z ∈ Nl, the following set
of productions is also part of Pc: the set {Z → aY } where a production sr of the form
Sr → aY exists in Pr, and sr is not weakly equivalent to any production in Pl that
has Z as a left-hand side non-terminal symbol. There are no other productions in Pc

besides those defined with these rules.

When the extended concatenation operator is used for XML Schema 〈sequence〉 defi-
nitions, the resulting regular grammar might contain productions with duplicate terminal
symbols i.e. the result can be an ambiguous regular grammar. In this case the algorithm
in section 8.5.4.2.2 Eliminating Duplicate Terminal Symbols of the EXI specification
should be further applied to the resulting concatenated EXI grammar. It is worth noting
that these cases are extremely rare and can only occur when optional element particles
are allowed to repeat more than once. Example content model that contains duplicate
terminal symbols and leads to the creation of ambiguous regular grammar is the following:

<sequence maxOccurs=”2”>
<element name=”a” maxOccurs=”3”/>
<element name=”b” minOccurs=”0”/>

</sequence>

3.4 Efficient Representation of Schema Deviations

The EXI specification defines an algorithm that augments the EXI Grammars with addi-
tional grammar productions which are used to handle possible deviations from the XML
schema. Such deviations are often used to add extensions to a particular protocol or
handle cases that require additional information in the XML documents. Furthermore,
certain XML events that are not explicitly declared in the schema may also occur in the in-
stance documents without making them invalid (e.g. comments, processing-instructions,
type casts using type attribute from http://www.w3.org/2001/XMLSchema-instance

namespace).
One constraint that must be followed when adding productions to the normalized EXI

grammars is that addition of productions allowing attribute deviations must only occur
before the element content - otherwise the grammars describe a document which is not
well formed. The algorithm as described in the EXI specification (see 8.5.4.4.1 Adding
Productions when Strict is False [24]) depends on a set of redundant productions in the
normalized EXI grammars in order to fulfill this requirement. The redundant productions
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are a copy of the productions describing the possible states for starting the content of
an XML element that has wildcard attributes or a mixed-content model. An example of
such redundant productions is the EXI grammar describing element fragments (see 8.5.3
Schema-informed Element Fragment Grammar [24]).

The algorithm described in this section augments the EXI grammars for accepting
schema deviations without having a dependency on redundant productions in the input
EXI grammar. The algorithm is presented by highlighting only the modifications and
differences with comparison to the algorithm in the EXI specification. An example of
applying the modified algorithm is given in Appendix A.

The algorithm depends on the definition of a content non-terminal symbol, and an
index called content index for each input EXI grammar. The assignment of content
index and content to a non-terminal symbol is identical to the process defined in the
EXI specification, and a prose description of it is given below:

DEFINITION: content non-terminal symbol The content non-terminal sym-
bol is the symbol that indicates that all attributes (AT terminal symbols) are already
encoded. The content non-terminal symbol represents all the states for starting the
encoding of the content of a particular XML element.

DEFINITION: content index Assign index numbers to all non-terminal symbols
such that the designated initial symbol of the EXI grammar has index 0 and all other
indexes are larger than 0. The index of the content non-terminal symbol, in other
words, the content index, is then the smallest index that is larger than the indexes of
all non-terminal symbols that are used as a left-hand side in grammar productions with
AT terminals.

DEFINITION: Grammar augmentation for schema deviations Create a copy
of all grammar productions that have the content non-terminal on the left-hand side
if and only if there are AT productions that have the content non-terminal symbol on
their right-hand side or the content index is 0. The copy of the content non-terminal
symbol - content2 if available, is inserted just before the content i.e. it has index of
(content index - 1). In the case when the content index is 0, that would mean that
the content2 is now the entry non-terminal symbol of the grammar. After the copying,
there should be no productions with content2 non-terminal on the left-hand side that
have content2 on their right-hand side - instead they should have only content. All
AT productions that have a content non-terminal symbol on their right-hand side are
changed to point towards content2 instead.

Apply the procedure in 8.5.4.4.1 Adding Productions when Strict is False
[24] while applying the following modifications to the algorithm:

• The designated initial symbol of the EXI grammar is changed to content2 when
content index is 0.
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• Change each occurrence of content with content2 and vice versa, that is, each
occurrence of content2 with content.

• If there is no content2 non-terminal, then do not perform the procedure for it and
assume the content2 index is smaller than the content index, but larger than
the indexes of all non-terminals that are used in AT productions.

3.5 Performance Evaluation

The goal of this section is to evaluate the performance of the dedicated EXI grammar
generator implemented as part of the EXIP library. The grammar generator accepts EXI
encoded XML Schema definitions as an input, and uses the extended grammar concate-
nation operator and the algorithm for efficient representation of schema deviations. The
measurements in this section are indicative and aim to compare the execution time and
memory usage of grammar generation on real-world data. As the core contribution of
this work is in the grammar generation utility, this section does not evaluated the overall
EXI processing performance. Measurements of the EXI parsing speed are included only
to the extent needed to put the grammar generation evaluation in context.

Description of the test setup A set of 5 XML schema documents were used for
decoding 15 instances (XML examples that conform to the schema; 3 instances per each
schema document) by 3 different EXI processors. Decoding in this experiment refers to
converting a binary EXI file to its text-based XML representation. The EXI processors
are EXIficient v0.9.1 Java [49], OpenEXI v1.0238.0 Java [50], and EXIP v0.5.3 C [51].
At the time of writing this article - June 2014, there is one more open source EXI parser
- WS4D-uEXI3. WS4D-uEXI is written in C and is designed for constrained embedded
devices. It is not included in this comparison as it uses EXIficient library for building
the EXI grammars at compile time and therefore does not support runtime grammar
generation [52]. Moreover, WS4D-uEXI implements a subset of the EXI specification
and its current version (SVN r2) is unable to decode some of the EXI instances in this
evaluation due to missing features.

The evaluation uses the following XML schema documents: netconf.xsd4, SenML.xsd5,
sep.xsd6, OPC-UA-Types.xsd7, and XMLSchema.xsd8. All of them were accessed from
the local hard-drive, including the imported XML schema files, so there were no depen-
dencies on the network performance.

The tests were executed on a desktop PC (Intel(R) Core(TM)2 Duo CPU E8400 @
3.00GHz, 4GB RAM @ 1067 MHz) running 32-bit Linux Ubuntu 13.10. The version

3http://code.google.com/p/ws4d-uexi/
4Network Configuration Protocol: https://www.iana.org/assignments/xml-

registry/schema/netconf.xsd
5Sensor Markup Language: http://tools.ietf.org/html/draft-jennings-senml-10
6SEP2: http://www.zigbee.org/Standards/ZigBeeSmartEnergy/SmartEnergyProfile2.aspx
7OPC-UA: http://opcfoundation.org/UA/2008/02/Types.xsd
8Schema for XML Schema: http://www.w3.org/2001/XMLSchema
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Figure 3: Grammar generation execution times for each XML Schema test case. The averaged
times per XML schema are given on the logarithmic Y axis for each of the tested EXI processors
- EXIficient (leftmost column, forward slash hatching), OpenEXI (middle column, backslash
hatching) and EXIP (rightmost column, grid hatching). Each bar in the chart represents the
execution times when explicit optimizations are applied (lighter colored part of the bar) and
when no optimizations are applied.

of the Java Virtual Machine (JVM) used for running EXIficient and OpenEXI is Java
HotSpot(TM) Server VM 1.7, and the C compiler used for EXIP is GCC 4.8.1.

Two distinct measurements of the execution time were performed for each EXI pro-
cessor: (1) the time it takes for loading an XML Schema and converting it to EXI
grammars, and (2) the time it takes to generate the EXI grammars as well as decode
a sample XML instance. The time was measured using System.nanoT ime() in Java
and clock gettime() in C, in other words, we measured wall-clock time which can vary
depending on the external load of the system. In order to get comparable results, the
tests were executed ensuring similar conditions on the system load, and taking the mean
value of 300 measurements. Moreover, the mean value is calculated for two distinct runs
of the test framework - one with optimizations and one without applying optimizations.
In the unoptimized case the Java processors run on a ”cold” JVM i.e. the code is exe-
cuted for the first time on the VM and hence the classes for grammar generation and
instance decoding are loaded at runtime. Also the ”cold” JVM has smaller chance for
applying run-time optimizations such as Just-In-Time (JIT) compilation. Conversely,
the optimized case uses ”warmed-up” JVM where the tests are run 5 times on the JVM
before the measurement are taken. The EXIP processor is compiled with −O0 flag for
unoptimized case and with −O3 for the optimized run.9

9The automated test framework for configuring and executing the evaluation is available open source
at http://github.com/kjussakov/exip-eval
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Figure 4: Grammar generation and instance decoding execution times for each XML Schema
test case. The averaged times per XML schema are given on the logarithmic Y axis for each
of the tested EXI processors - EXIficient (leftmost column, forward slash hatching), OpenEXI
(middle column, backslash hatching) and EXIP (rightmost column, grid hatching). Each bar in
the chart represents the execution times when explicit optimizations are applied (lighter colored
part of the bar) and when no optimizations are applied.

Figure 3 and Figure 4 show the averaged execution times per each XML schema test
case with enabled and disabled optimizations. In Figure 3 the times are for grammar
generation only while Figure 4 shows the execution times for both grammar generation
and instance decoding. In both charts, the execution times on the Y axis are represented
in logarithmic scale for enhancing the visual representation.

Table 2: Averaged execution times (ms) for all XML Schema test cases

EXI Processor
Optimized Unoptimized

Grammar Grammar+Instance Grammar Grammar+Instance
EXIficient 150.3 168.7 586.5 651.4
OpenEXI 98.8 106.9 639.3 676.2
EXIP 10.5 11.3 14.7 15.8

On average, among all test cases, the execution times for grammar generation and
instance decoding are given in Table 2. As shown in the table, EXIP generates the
grammars about 9 times faster than OpenEXI and 14 times faster than EXIficient when
compile time optimizations for the C code and run-time JVM optimizations for the Java
code are enabled. This cannot be attributed solely to the performance difference in native
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code versus Java byte code execution where on average Java programs are somewhere
between 50 % faster to 4 times slower than their C counterparts10.

The superior performance of EXIP grammar generation is mainly due to the use of
EXI-specific XML Schema parser that accepts EXI encoded XML Schema definitions
as opposed to the use of general purpose XML Schema parser. By using the extended
grammar concatenation operator (see Section 3.3), EXIP has to perform one less itera-
tion over the set of all grammar rules which has noticeable benefits mainly in large XML
Schemas such as SEP2 (sep.xsd). The grammar augmentation algorithm presented in
Section 3.4 has no effect on processing efficiency, but slightly improves memory usage.
Code optimizations, in terms of avoiding unnecessary loops and selecting appropriate
searching and sorting algorithms (for example the use of a hash table for mapping ele-
ment definitions to their globally defined types instead of iteration), have impact on the
performance as well but are harder to quantify.

Memory usage

This section provides some insight into the memory consumption of EXIP, and EXI in
general, as memory is often a bottleneck in embedded system applications. Section 2.1
already discussed that the dynamic memory usage for EXI processing can be controlled
by some of the parameters defined in the EXI header. This is done by adjusting the
extent of the content indexing used to detect and reduce redundancy in the data which
also affects the compactness and processing speed. However, the mechanisms provided in
the EXI specification cannot guarantee bounded run-time memory usage when deviations
from the XML schema are present. For that purpose, an extension to these mechanisms
are developed in a complementary specification called EXI Profile for limiting usage of
dynamic memory [41]. A subset of this profile is supported by EXIP but its impact on
the memory consumption is not evaluated in this section as the tests presented here are
restricted to a schema valid instance of the SenML standard. Table 3 shows the size and
memory usage during encoding and decoding for a sample instance document borrowed
from the SenML specification11.

The size and memory consumption are given for different encoding options. The
platform used for testing is Raspberry Pi embedded computer with ARM-based system
on chip including 700 MHz processor with 512 MB of RAM. The memory usage presented
in Table 3 shows only the amount of dynamic memory (heap) usage for statically compiled
EXI grammars and is measured using DHAT (dynamic heap analysis tool) that is part
of the code profiling library Valgrind.

An interesting observation is that although the document is relatively small, turning
off the indexing of repeating values (i.e. setting valuePartitionCapacity parameter to 0)
substantially inflates the size of the resulting EXI representation. This is due to the
high redundancy in the attribute values which has profound affect even in schema mode
encoding. This simple example shows the high variation of compression and dynamic

10Source: http://benchmarksgame.alioth.debian.org/u32/java.php
11Available at: http://tools.ietf.org/html/draft-jennings-senml-10#section-7
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Table 3: Size of a SenML instance for different encoding modes and memory usage for EXIP
and the light-weight XML parser library MiniXML on a Raspberry Pi system. The rows are
ordered by document size.

Encoding mode
Size

(bytes)
RAM/heap usage (kB)

EXIP MiniXML
Encoding Decoding Encoding Decoding

Plain XML 387 - - 1.36 1.55
EXI Schema-less byte aligned 248 7.95 8.26 - -

EXI Schema-less no value indexing 237 6.93 6.79 - -
EXI Schema-less default options 200 7.90 8.26 - -

EXI Schema mode no value indexing 137 1.93 2.27 - -
EXI Schema mode default options 100 2.87 2.21 - -

EXI Schema mode strict 98 2.89 2.23 - -

memory usage depending on the content of the documents and the encoding options in
use.

The compile-time allocated RAM used by the EXIP library (calculated as the sum of
.rodata, .data and .bss sections in the Executable and Linking Format (ELF)) is 23 kB
(of which 8 kB EXI grammar definitions used for schema mode cases) while the light-
weight XML parser MiniXML v2.8 requires only 3 kB. EXIP SenML parser uses 79 kB
programming memory while MiniXML uses only 16 kB. Additionally, as shown in Table
3, MiniXML is more efficient in the use of dynamic memory compared to EXIP. These
results indicate that EXI processing, and EXIP library in particular, require more RAM
compared to highly optimized XML processing. The main reason for this is the use of
content indexing and grammar information during EXI processing. Further optimizations
of the RAM usage in EXIP are possible both for the size of the content index as well
as the in-memory grammar representation. It should also be noted that schema-based
EXI processing implicitly performs partial schema validation while MiniXML is a non-
validating parser.

Enabling run-time EXI grammar generation from the SenML schema additionally
requires 57 kB of dynamic memory and 37 kB of programming memory. These memory
requirements show that the run-time grammar generation module fits easily in embedded
devices such as Raspberry Pi but is too heavy for the most constrained platforms. As an
example, the popular Stellaris LM4F120H5QR 32-bit ARM Cortex-M4F microcontroller
(80 MHz CPU frequency, 256 KB flash and 32 KB SRAM) does not have enough RAM for
supporting run-time EXI grammar generation. Nevertheless, by using static grammars
the EXIP library is capable of running on such platforms with averaged total RAM usage
of about 20 kB12 and 60kB of programming memory for the SenML sample instance.

12The RAM usage in schema mode is 20 kB (1 kB stack size + 2.5 kB heap + 16.5 kB .data and .bss)
while
the RAM usage in schema-less mode is 19 kB (1 kB stack size + 7.5 kB heap + 10.5 kB .data and .bss)
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4 EXI data binding

The information contained in an XML/EXI document is often loaded into the memory
for further processing and mapped to a hierarchy of data structures or objects that are
maintained by the applications. For example, a status report by a device can include
various hierarchal information such as network status (which in turn contains parameters
like RTT, signal strength, connected peers etc.) or resource utilization (storage space,
battery level etc.) that is mapped to a corresponding hierarchy of programming objects.
The process of generating an XML/EXI document from a hierarchy of objects and vice
versa is known as XML/EXI data binding. The process of building objects from an
XML/EXI input document is called unmarshalling and the reverse - the generation of
XML/EXI output document from objects, is called marshalling. The unmarshalling
is implemented as a software module that connects to the parser API, and generates
memory structures that correspond to the structure and content of the XML document.
The marshalling is implemented as a module that transforms a set of objects in the
memory to a sequence of calls to the serialization API.

The XML/EXI data binding code can be complex to write and maintain manually.
For that reason, it is often automatically generated. There are two main approaches
when generating the code and keeping it in sync with the XML/EXI documents - direct,
and indirect mapping. In direct mapping, the source code is generated based on XML
schema definitions or vice versa - the XML schema can be built based on the existing
source code definitions. When no schema information is available or needed, the XML
tree can be directly mapped to a memory representation, as in the case of the Document
Object Model (DOM). The data binding frameworks that are based on direct mapping of
the XML Information Set and the memory representation, are widely adopted in desktop
and enterprise applications - examples include DOM, JAXB, XMLBeans, and others [53].
Their main advantage is that it is very easy to build and maintain the XML-to-source
code mapping. An example of a pure XML direct mapping framework for embedded
systems development is the gSOAP toolkit [54]. A similar approach, but applied to
EXI and targeted at highly resource-constrained embedded devices is the automatic EXI
Processor generation reported by [55].

The indirect mapping is a more flexible approach that allows discarding the unnec-
essary XML structures or reusing existing objects in the memory by defining a layer of
indirection between the XML Information Set and the memory representation. Example
libraries in this category include Castor and JiBX [56] - both only available in Java, and
targeted at server/desktop applications. A comparison between the two approaches i.e.
direct and indirect mapping, along with performance measurements, are presented by
Sosnoski in IBM developerWorks article on data binding tools for Java/XML [57].

The EXI binding presented in this section falls into the category of indirect mapping,
and it is targeted at embedded systems development. Its design is based on the following
requirements:

• The mapping rules should have intuitive syntax and semantics.

• The binding definitions should be independent from the programming language in
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use - the same binding definition should work for programs written in C, Java,
Python, and so on.

• The EXI binding should be efficient to use on embedded platforms.

• The mapping layer should allow for loading the binding definitions and building
the objects in memory dynamically at run-time.

To optimally fulfill these requirements, we propose template-based binding definitions
that are written in XML and converted to EXI before being used for code generation
or loading at runtime. The binding templates are very similar to other frameworks for
dynamic content delivery based on templates such as JavaServer Pages (JSP) technology.
An in-depth overview of template-based code generation is presented by [58] where the
authors describe the theoretical foundations of template systems and include comparison
with other code generation techniques. The proposed EXI template framework is a
heterogeneous code generator that follows the model-view-controller design pattern as
suggested by [58].

Figure 5 shows a comparison of this approach to what is a commonly used method
for defining such binding definitions. As depicted, the mapping between dynamic EXI
content and programming constructs is done using a special character @ and semicolon
notation. As such, the definitions are intuitive to define as well as simple to process by the
loading code. As with other such approaches based on templates, these special characters
must be escaped when used in a static content. As an example, the value for a static
attribute email within an EXI binding definition should be defined as example@@com
to escape the special character that indicates the beginning of dynamic content mapping.

5 CoAP/EXI/XHTML Web page engine

This section presents a prototype implementation of a dynamic Web interface for an
embedded sensor platform based on CoAP/EXI/XHTML technologies. The implemen-
tation is developed using the EXIP framework, and consists of an experimental Java
browser running on a laptop PC that connects to a wireless sensor device (Mulle version
3.2 [59]) over Bluetooth. The laptop user can navigate to the device Web interface using
mDNS/DNS-SD or CoAP built-in discovery capabilities - multicast service discovery [37],
or CoRE Resource Directory [60]. In our simplified test setup, the network address of
the sensor device is predefined so the discovery process was not implemented.

The EXI encoded XHTML page is dynamically generated on the sensor platform on
a CoAP GET request, and it contains an iframe tag with a link to an external observable
CoAP resource:

. . .
<p>Current temperature i s :</p>

<iframe src=”coap://192.168.150.10:5683/temp”/>

. . .
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Figure 5: Comparison between typical binding definitions and the EXIP templates

The observable CoAP resource is linked to a temperature sensor on the wireless device,
and is updated whenever there is a change in the measured air temperature.

As shown in Figure 6, upon user request, the Java browser13 sends a CoAP GET re-
quest to the sensor device using the Californium library. The wireless device receives the
request and generates a CoAP response using the libcoap library. The CoAP version 13
payload is a dynamically generated EXI/XHTML Web page using the EXIP framework.
Once the packet is transmitted back to the Java browser, the EXI document is decoded
by the OpenEXI library, and the iframe link is resolved by initiating an additional CoAP
request to fetch the temperature. By using CoAP Observe [39], the Java client subscribes
to changes in the temperature without requiring additional periodic polling requests. The
temperature is represented in plain text, and visualized on the browser window each time
a CoAP notification is received.

This prototype demonstrates how the newly emerging binary Web protocols can be
employed to enable a dynamic Web interface for highly resource-constrained embedded

13Based on Flying Saucer XHTML/CSS 2.1 renderer: https://code.google.com/p/flying-saucer/
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Figure 6: CoAP/EXI/XHTML dynamic Web interface demonstration.

devices. The Web interface can be used in a wide range of mobile applications, as sug-
gested by [61]. The approach of using the iframe tag with CoAP Observe enables very
lightweight event-based content delivery that is suitable for low-power radio communi-
cations such as IEEE 802.15.4 (6LoWPAN, ZigBee), Z-Wave, or Bluetooth low energy.
Example application domains for the EXIP framework include, but are not limited to:
industrial process monitoring and control, eHealth and elderly care, wearable electronics,
home automation, and energy management.

Data visualization technologies based on XML encoding such as SVG14 and X3D15 can
be readily included in the CoAP/EXI/XHTML engine to efficiently represent graphical
indicators (e.g., battery level, signal strength) and visualize measurements and configu-
ration parameters. An evaluation of EXI encoding for SVG in rich media applications for
embedded systems presented by [62] shows that EXI significantly increases the efficiency
of the SVG format. Also shown in this work is an approach using the EXI header option
datatypeRepresentationMap to further optimize the compression of graphics formats for
embedded web applications.

The presented CoAP/EXI/XHTML Java browser always tries to subscribe to the

14Scalable Vector Graphics (SVG): http://www.w3.org/TR/SVG11/
15X3D Specification for 3D Graphics: www.web3d.org/x3d
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iframe CoAP links - if the resource is not observable, the subscription is not established.
When the resource is observable but should be treated statically for display in the browser
(for example representing a snapshot of dynamic data), the embedded server should reject
the subscription request by the browser. This approach can be too limited in certain
scenarios, in which case different ways to indicate whether the browser should subscribe
to changes on the iframe resource can be employed - adding an extra boolean argument
observe to the iframe tag as an XHTML schema deviation, or requesting the resource
description in CoRE Link Format before sending the subscription request. Similarly, in
more complex scenarios the use of plain text encoding for the iframe resource might be
too limiting. In such cases a structured format such as EXI can be used instead of plain
text. The definition of the data format (including parameters and schema if available)
for particular iframe can be defined as XHTML schema deviation or read from the CoRE
Link Format as suggested for the observe use case.

Implementation details The information provided hereafter gives more insight into
the actual implementation, and is useful for reproducing the test setup. The Mulle
sensor platform has a 16-bit Renesas M16C/62P microcontroller and Mitsumi Bluetooth
2.0 wireless module. The application runs on bare metal, in other words, without an OS,
on top of a port of lwIP TCP/IP stack and a libcoap v4.0.1 library. The EXI/XHTML
generation is done in schema-less mode using EXIP v0.5.1.

The laptop PC is running Debian Linux, and is equipped with a USB Bluetooth
2.0 adapter. Debian packages bluez-compat v4.99-2, bridge-utils v1.5-6, and isc-dhcp-
server were installed and configured on the system to enable TCP/IP communication
over Bluetooth.

The size of the EXI/XHTML Web page is 239 bytes, and is generated directly in
binary (EXI) form without transition to plain XML. If converted to text XHTML, the
size is 427 bytes. The temperature notifications are in plain text, and account for 14
bytes of CoAP packet size (UDP payload) in total, assuming 2 bytes for the plain text
temperature value.

6 Conclusions

The newly emerging transport and data representation protocols based on binary encod-
ing - CoAP and EXI - provide an efficient way to connect embedded systems to the Web
across scenarios as diverse as mobile computing, home automation, and smart grid. As
the translations between CoAP ⇔ HTTP and EXI ⇔ XML are well defined, the inte-
gration of these binary protocols to the existing Web infrastructure is standardized and
conforms to the well-established programming interfaces. For example, EXI processors
often provide the same API as XML processors, and CoAP/HTTP proxies are simple to
deploy and are transparent for the Web users.

The work presented in this paper shows that the use of CoAP/EXI stack and the
EXIP Web development toolkit enables reuse of the existing pool of Web technologies
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and developers’ skills, even on very resource-constrained embedded platforms. The de-
velopment process and especially the integration with existing systems is much faster
and easier to maintain as compared to the use of handcrafted communication protocols.

Moreover, the presented EXI processor design, and the EXI grammar generation algo-
rithms in particular, provide superior processing performance compared to the methods
described in the EXI specification with order-of-magnitude speed-up in some of the test
cases. This could enable exchange patterns supporting dynamic XML schema negotia-
tions even for embedded hosts. The use cases for such an approach include support for
schema versioning, generic Web services, and runtime service composition.

Finally, the presented prototype of dynamic Web interface for sensor platforms demon-
strates the possibility to use event-based Web content delivery with a very low overhead
in terms of network bandwidth and processing power. The development of the Web
interface or Web service exchange can be automated by using the template-based EXI
data binding. As the data binding creates indirect mapping between the EXI document
and the programming constructs, the memory structures and programming objects can
be reused when generating or decoding the EXI streams.

Possible extensions of this work include in-depth memory consumption evaluation and
trade-off analysis as well as developing a formal specification of the EXIP data binding,
and implementing prototypes in C and Java to evaluate the proposed approach against
existing XML data binding frameworks. Providing support for light-weight client-side
scripting as part of the CoAP/EXI/XHTML embedded Web programming is also an
interesting and important topic for future investigation. It is also worth analyzing the
application of CoAP/EXI, and the EXIP framework in particular, for mobile platforms
and even for desktop applications that are not resource-constrained. Lowering the net-
work traffic and CPU cycles for Web content delivery on mobile phones and tablet PCs
could potentially increase the battery life for these devices, lower the networking cost for
both operators and users, and even lead to energy savings if applied on a global scale.
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APPENDIX A: Grammar Augmentation Algorithm

Example

This appendix gives an example of how the augmentation procedure is applied to the
wildcard XML schema type anyType which is the base type definition for all other XML
schema types. A minimal (without redundant productions) EXI grammar that describes
the content model according to the process of creating proto-grammars is:

anyType−0:
AT(∗ ) anyType−0
SE(∗ ) anyType−1
EE
CH anyType−1

anyType−1:
SE(∗ ) anyType−1
EE
CH anyType−1

There is no need to copy the content grammar productions (the ones with anyType-1 on
the left-hand side) because there are no AT productions that points to it and the content
index is 1.

Then apply the procedure in 8.5.4.4.1 Adding Productions when Strict is False [24]:
As there is EE production already do not add additional one. Adding the AT(xsi:type)
and AT(xsi:nil) productions produces:

anyType−0:
AT(∗ ) anyType−0
SE(∗ ) anyType−1
EE
CH anyType−1
AT( x s i : type ) anyType−0
AT( x s i : n i l ) anyType−0

anyType−1:
SE(∗ ) anyType−1
EE
CH anyType−1

”For each non-terminal Elementi,j, such that 0 ≤ j ≤ content ...”
becomes:
”For each non-terminal Elementi,j, such that 0 ≤ j ≤ content2 ...”
Because there is no content2 we apply that rule only to anyType-0:

anyType−0:
AT(∗ ) anyType−0
SE(∗ ) anyType−1
EE
CH anyType−1
AT( x s i : type ) anyType−0
AT( x s i : n i l ) anyType−0
AT(∗ ) anyType−0
AT( ∗ ) [ untyped value ] anyType−0

anyType−1:
SE(∗ ) anyType−1
EE
CH anyType−1

After adding the NS and SC productions:
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anyType−0:
AT(∗ ) anyType−0
SE(∗ ) anyType−1
EE
CH anyType−1
AT( x s i : type ) anyType−0
AT( x s i : n i l ) anyType−0
AT(∗ ) anyType−0
AT( ∗ ) [ untyped value ] anyType−0
NS anyType−0
SC Fragment

anyType−1:
SE(∗ ) anyType−1
EE
CH anyType−1

”Add the following productions to each non-terminal Elementi,j, such that 0 ≤ j ≤
content.”
becomes:
”Add the following productions to each non-terminal Elementi,j, such that 0 ≤ j ≤
content2.”
The result of applying this rule is:

anyType−0:
AT(∗ ) anyType−0
SE(∗ ) anyType−1
EE
CH anyType−1
AT( x s i : type ) anyType−0
AT( x s i : n i l ) anyType−0
AT(∗ ) anyType−0
AT( ∗ ) [ untyped value ] anyType−0
NS anyType−0
SC Fragment
SE(∗ ) anyType−1
CH[ untyped value ] anyType−1

anyType−1:
SE(∗ ) anyType−1
EE
CH anyType−1

”Add the following productions to Elementi,content2 and to each non-terminal Elementi,j,
such that content < j < n, where n is the number of non-terminals in Elementi.”
becomes:
”Add the following productions to Elementi,content and to each non-terminal Elementi,j,
such that content2 < j < n, where n is the number of non-terminals in Elementi.”
The final grammar is:

anyType−0:
AT(∗ ) anyType−0
SE(∗ ) anyType−1
EE
CH anyType−1
AT( x s i : type ) anyType−0
AT( x s i : n i l ) anyType−0
AT(∗ ) anyType−0
AT( ∗ ) [ untyped value ] anyType−0
NS anyType−0
SC Fragment
SE(∗ ) anyType−1
CH[ untyped value ] anyType−1

anyType−1:
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SE(∗ ) anyType−1
EE
CH anyType−1
SE(∗ ) anyType−1
CH[ untyped value ] anyType−1
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Bolts

Jens Eliasson, Pablo Puñal Pereira, Henrik Mäkitaavola, Jerker Delsing and Joakim
Nilsson

Abstract

The use of rock bolts in the mining industry is a widely used approach for increasing
mine stability. However, when compared to the automation industry, where the use of
sensors and real-time monitoring of processes have evolved rapidly, the use rocIPseck
bolts have not changed a lot during the last 100 years. What is missing are technologies
for keeping installed rock bolts under real-time and online monitoring. One problem is
that rock bolts can become damaged by seismic activities or movements within the rock,
and thus lose their load bearing capacity. If that happens, the outer shell of a tunnel’s
walls or ceiling can collapse, with disaster as a result. Therefore, there is a clear need for
online and real-time monitoring solutions for strain and thereby stress, as well as seismic
activity.

In this paper, the current state of art in research around intelligent rock bolts is
presented. An intelligent rock bolt is the combination of a traditional rock bolt with an
Internet of Things device, i.e. a rock bolt with embedded sensors, actuators, processing
capabilities and wireless communication. In the proposed architecture, every rock bolt
has its own IPv6 address and can establish a wireless mesh network in an ad-hoc manner.
By measuring strain and seismic activity and exposing the sensors in the form of services,
large gains in terms of safety and efficiently can be achieved. A number of mining
related activities such as stress on the rock bolt can be detected, falling rocks and the
presence of mobile machinery can be observed. Since the network is based on standard
communication protocols such as IPv6, it is vital to add security mechanisms to prevent
eavesdropping and tampering of data traffic.

By utilizing the real-time monitoring capabilities of a network of Internet-connected
intelligent rock bolt, it is possible to drastically improve monitoring of mining activities
and thereby providing workers with a safer working environment.

1 Background and Related work

Mine activity monitoring is today mostly made with geo-phones, still the most sensitive
devices to detect earth movement [1]. In mines geo-phones are now interconnected and
used to gather micro seismic data which is further analyzed to provide safety predictions
[2, 3].
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The mining industry have over time initiated a number of smaller projects to test the
function of rock bolts. This has lead to some functional rock-bolt monitoring specifica-
tions [4, 5]. Some of the most important are:

• measure static and dynamic rock bolt load of <300kN.

• Dynamics to be captured are <100 Hz, thus a sampling rate of 1kHz will be suffi-
cient.

• true load measured with an accuracy 2 %.

• not sensitive to uneven loading on the bolt plate.

• a cable free system.

• continuous load sampling over time (with the possibility to set sampling intervals).

• life time without changing power supply >12 month (using a battery).

There are several approaches to make one shot testing of rock bolts. Ultrasound is
one common approach to measured bolt load through speed of sound measurements. We
do find several scientific papers and several patents in this field. One example is [6].
Some suppliers of ultrasound measurement technology for bolt load measurements are:

• USM-3 by Norbar [7]

• Hevii - US bolt load technology [8].

• Boltscope-II by Hydratight [9]

This ultrasound technology has the potential to provide the most information on the
changes in the rock bolt. The technology is still rather young and much development can
be expected in the future. The major drawback is the price tag. An attractive approach
for strain gauges sensing applied to rock bolt load measurements is the MMT prototype
found with Hitec corporation [10]. They exhibit and custom device drilled into to the
head of the bolt. The major draw back is the sensitivity to non-axial loads. To our
understanding the development has been halted.

The process automation industry, where the use of sensors, actuators, distributed
control systems and other technologies are widely used, have responded well to the new
possibilities that networked embedded devices, e.g. Internet of Things (IoT) and Cyber-
physical systems, (CPS) can offer [11]. The use of IP-based networked sensor and actua-
tor devices with vertical integration into traditional industry systems is currently being
investigated in some of Europe’s largest automation projects such as the R&D projects
FP7 IMC-AESOP [12] and Artemis Arrowhead [13].

The COBS project [14] at Lule̊a University of Technology aims at developing smart
conveyor belt rollers for the mining industry and logistics. By equipping a conveyor belt
roller with a wireless sensor node and additional sensors, the roller is able to monitor
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itself and thereby sending alarms when for example a ball bearing is getting too warm
which is an indication of a ball bearing damage. The higher level system is used to alert
operators of any anomalies or alarms and assist in scheduling maintenance and reduces
cost from less unexpected downtime.

2 Architecture

This section outlines the core architecture of the intelligent rock bolt with its sensing and
networking capabilities, the support for communication and as well as security.

2.1 Intelligent rock bolt

The current proposed design of the intelligent rock bolt is composed of several individual
components. The base is a standard rock bolt, which is equipped with measurement
electronics. The core of the electronic system is the Mulle platform from Eistec AB [15].
The Mulle is a low-power sensor node designed for Internet of Things applications. The
current Mulle features a 16-bit microcontroller, analog and digital inputs and outputs, an
868 MHz IEEE 802.15.4 transceiver, several memories and power management circuits.
To the Mulle is an interface board for the strain and vibration sensors connected, which
is described in more detail in the next section. The Mulle runs the Contiki operating
system from Dunkels et al. [16].

2.2 Electronics and sensors

The measurement system consists of a strain sensor and an accelerometer. The accelerom-
eter is mounted on a printed circuit board (PCB) while the strain sensor is external to
the PCB, i.e. mounted inside the rock bolt’s head. Both these sensors produce a voltage
which is sampled by two 24-bit analog-to-digital converters (ADCs). These ADCs are
mounted on the PCB which also hosts a connector that allows the ADCs to communicate
with the Mulle using a high-speed SPI port.

The measurement board hosts a high-density connector for interfacing the Mulle. It
also features some LEDs for development use, power supply, etc. Figure 1 shows the
circuit of the vibration sensor system with Mulle platform.

Figure 1: Sensor node electronics
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The two sensors, accelerometer and strain, have been chosen in order for the rock
bolt to be able the two most important factors for mine stability. Seismic activity will
cause vibrations in the rock, and forces lead to tensions in the rock which when released
can result in small earthquakes. These quakes can in worst case result in the collapse of
tunnels, or even portions of the mine.

2.3 Internet of Things networking stack

The current communication stack is based on previous work from several research projects.
Other research projects that have been developing the Mulle architecture are EU FP7
IMC-AESOP and I2Mine and Artemis Arrowhead. The current version of the Mulle’s
communication stack is based on the IEEE 802.15.4 standard, and uses IPv6 and RPL
over 6LoWPAN. Data is normally transmitted using SenML encoded using XML (with
optional EXI-compression by the EXIP parser [17]) over CoAP. Figure 2 shows the Mulle’s
communication stack.

The software side of the strain and acceleration measurements were implemented as
CoAP [18] services. A CoAP service is easily accessible through a web browser that
supports it. This provides simplicity in monitoring and configuring the rock bolts as it
can be done through a standard web interface over the Internet. CoAP is a protocol
designed to be used on resource-constrained, low power electronic devices.

Figure 2: Rock bolt communication stack

Since Contiki, which is used on the Mulle platform and hence rock bolts, runs RPL
[19] it is possible to create mesh networks, i.e. with multi-hop support. The mesh net-
working support has been experimentally verified on the rock bolts and the performance
of RPL has been investigated by Potsch et al. in [20]. Time synchronization is per-
formed using the NTP protocol. Wireless re-programming of Mulle devices is handled
by a custom written CoAP service. The Mulles are connected to existing networks (i.e.
Ethernet) using a BeagleBone based gateway, also equipped with an IEEE 802.15.4 radio
transceiver. The gateway host several services, such as RPL, NTP, and a number of
CoAP services. The gateway is connected to its back-end system using an encrypted
VPN solution. This ensures that sensor data is transmitted from a Mulle to database
servers over encrypted channels only.

The use of a Ultra-wide Band (UWB) chip from Decawave has also been investigated.



2. Architecture 99

Preliminary results indicates that UWB is a viable solution for environments with severe
multi-path problems. This will be studied further as well. The use of UWB in com-
bination with distributed event detection and pattern recognition, as proposed in [21],
could provide one solution for performing detection and classification of mining related
activities.

2.4 Measurement software

For the strain measurements, a CoAP service was created that can retrieve a strain
sample at any time. Also, a threshold value can be set that allows the user of the service
to be notified when a measurement is collected that has changed a specified amount
from when the threshold was set. This is realized through CoAP’s Observe-mechanism.
Moreover, the sampling interval of the notifying service can be set through another CoAP
service.

For the acceleration measurements, a CoAP service was created that controls the
sensor to store a given amount of acceleration samples to the internal flash memory of
the Mulle. When the logging is complete, the samples can be fetched through another
service. Acceleration measurements are done in this way as acceleration data must be
sampled at a much higher data rate than the available bandwidth of the wireless network.

2.5 Communication security

A high level of security usually means complex methods and algorithms, therefore more
CPU time and more energy consumption. For this reason on low power systems (net-
works) the security design is a critical task. Nowadays one of the most extended systems
over 6LoWPAN is IPsec that is an extension of the IP protocol that adds security to IP
and higher layers. It was developed for the ”new” IPv6 standard and was later adopted
to include IPv4 as well.

IPsec has two different protocols, AH and ESP, to secure the authentication, integrity
and confidentiality on communication [22]. IPsec can protect completely the IP datagram
(Tunneling Mode [23]) or only the protocols on higher layers (Transport Mode). In
Tunneling mode the IP datagram is encapsulated completely inside a new IP datagram
that uses IPsec (the final IP of the datagram could even be different). In Transport mode,
IPsec only manages the content of the IP datagram, adding the IPsec header between
the original IP header and the header of higher layers, shown in Figure 3.

To protect the integrity of IP datagrams, the IPsec protocol uses authentication mes-
sage codes based on hash, HMAC (Hash Message Authentication Codes). To protect the
confidentiality of IP datagrams, IPsec uses standard algorithms of symmetric cipher (in
our case using AES-128, but could work with any other cipher such as AES-256). In or-
der to protect against DoS (Denial of Service) attacks, IPsec uses sliding windows. Each
packet receives a sequence number and only is accepted by the receiver if the number of
packet is inside this window or next. Any previous packets are immediately discarded.
This is an efficient protection mechanism against attacks with message repetition, espe-
cially when the attacker is using sniffed original packets to resend.
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Figure 3: IPsec encryption and authentication

The current IPsec version, which is based based on the compressed IPsec design
developed by Raza [24], is under development and does not support directional keys, this
means that IPsec must use a different secret key for each direction of the communication
with the same client/server, but this implementation uses the same (reducing the security
level). One big step forward is the implementation of IKE - Internet Key Exchange - that
is now work in progress. With IKE IPsec could change and choose the correct secret key
for each communication. The use of DTLS encryption for CoAP would further increase
the communication security [25].

3 Performed experiments

This section presents the tests and experiments that have been performed, and gives an
overview of all tests’ setup in terms of hardware and software.

3.1 Test overview

In order to investigate the performance and feasibility of the rock bolt design, several tests
were performed. The first set of tests was performed indoors in a controlled laboratory
environment. When it was confirmed that the sensing electronics were functioning as
planned as well the integration between the electronics and the rock bolt the next step
was taken by performing tests using four rock bolts in an active mine. The mine test
system was comprised of a total of four intelligent rock bolts, two Linux-based BeagleBone
devices, interface cables, and power supplies.

3.2 Laboratory test setup

In the initial laboratory test, the strain sensor was mounted on a device constructed to
simulate strain. This device was fastened to a desk and different torques were applied
at the nut of the device to simulate the strain of a rock bolt. The accelerometer was
also tested in a lab. setup where vibrations were measured as well. All measurement



3. Performed experiments 101

Figure 4: Intelligent rock bolt installed in mine

data were transmitted wirelessly using a CoAP service over a 6LoWPAN network and
stored to file for later processing and visualization. A Java implementation of CoAP,
Californium [26], was used to retrieve all measurements.

3.3 Mine installation

Figure 4 shows how an intelligent rock bolt is installed in a mine tunnel. The rock bolt
itself is around three meters long, and the head with the Mulle and sensor interface board
inside the grey plastic box. The strain sensor is located inside the stainless steel head.
The two cables, one for power and one for data, are connected to the data logger and
power supply, respectively. This installation is a prototype device, and not of production
quality. In practice, the electronics must be protected in a better manner in order to
withstand the harsh environment inside an active mine but for prototyping and testing
this approach was sufficient.

3.4 Performed tests

When all four rock bolts were installed and equipped with the electronics for measuring
strain and vibration, the two BeagleBone-based data loggers were time synchronized
using NTP over an 100 Mbit/s Ethernet cable. Each logger stored data from one pair
of rock bolts installed on the same tunnel wall. This procedure was performed during a
total of three days in order to collect as much data as possible.

Several different experiments were conducted in the mine in order to collect as much
relevant data as possible. The performed experiments were:

Strain

The strain was recorded on all four rock bolts.
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Tunnel wall vibration

A metal object was used as a hammer to hit the tunnel wall and the vibrations were
recorded.

Top hammer drill rig

The vibrations generated by a production top hammer drill rig some 30 meters away for
the rock bolts were recorded.

Falling rocks

A rock was dropped in order to simulate the event of rocks falling from a tunnel’s ceiling.

Vehicle detection

A car was driven by the rock bolts and the generated vibrations were recorded.

4 Results

This section presents results from the collected data from the laboratory experiments
performed in August 2013 as well as from the Kittilä mine experiments performed in
October 2013. All data processing and plots were performed using Matlab. For the
accelerometer, the Z-axis has been used which corresponds to vibrations along the length
of the rock bolt.

Note that a 24-bit ADC has been used, together with an accelerometer that can
measure static acceleration (i.e. the gravity components is visible in the signal). A DC-
blocking filter could be used to remove all offset. The accelerometer will see a different
offset depending on the angle the rock bolt is installed with.

4.1 Laboratory strain measurements

To test the linearity of the strain sensor, different torques were applied to the strain
simulation device. Four different boards and sensors were tested, labeled 2, 3, 4 and 5
and the strain output as a function of applied torque were recorded. The measurements
were taken at torques of 0, 40, 50, 70 and 80 Nm. 10 measurements were taken for each
value of torque and the mean and standard deviation, respectively, of the measurements
were then plotted. The resulting plots are shown in Figure 5. It can also be seen that
the strain measurement sensors have good linearity properties.

4.2 Steel rod

In this first mine-based test, a rock bolt rod was used as a hammer to hit the wall near
one of the installed rock bolts. This was repeated eight times in order to get a better
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Figure 5: Strain measurements for varying torque

understanding of which type of signal amplitudes that could be expected from a very
strong source of vibration in close proximity of a rock bolt. The vibration data collected
is shown in Fig. 6.

It is clearly shown in the wave form when the rod hits the tunnel wall and generates
a vibration pattern. This type of amplitudes, or even higher, would probably also be
generated if a mobile machine would drive too close to a wall and brush against it. The
rock bolts can therefore be used for anomaly detection around vehicles.

4.3 Drill test

The second mine-based test was performed in order to investigate if a rock bolt’s vibration
sensor can be used to detect mining-related activities such as drilling. A mobile top
hammer production drill rig, located approximately 25-30 meters from the installed rock
bolts, was used as a vibration source.

It is clearly seen in the signal at 140 and 360 seconds in Figure 7 when the drilling
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Figure 6: Steel rod hit on wall

Figure 7: Drilling detection

machine drills, takes a short pause to insert a new rock tool, and starts drilling again.
This indicates that a rock bolt can be used to detect drilling activity in close proximity,
and even count how many drill holes that have been drilled.

4.4 Vehicle detection

One important feature that can be used to localizing vehicles is the ability for a rock bolt
to monitor the presence of close by vehicles. This can be used for fine grain localization
of mobile machinery such as cars, trucks, etc. Figure 8 shows the raw and unfiltered
vibration signal from one rock bolt when a car was used in the vicinity. At 265 seconds
into the signal, the car’s engine was turned off which is clearly visible as a sharp drop
of signal amplitude. The plotted signal is the raw output from the sensor, without any
applied signal processing, such as filtering. By applying filtering techniques, the presence
of a nearby vehicle could be detected [27].

How larger vehicles, such as loaders and trucks, will be observed is currently unknown.
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Figure 8: Vehicle detection

However, previous work performed within the iRoad project indicates that heavier vehi-
cles generate higher amplitude levels, as shown by Hostettler et al. [28].

4.5 Falling rock detection

Rocks falling from a tunnel’s ceiling are a clear indication of pending danger. When this
occurs, a collapse of the tunnel could happen, or lead to larger and heavier rocks falling
which could result in damage to vehicles and machinery as well as injuries on workers.

In order to see if the rock bolts could detect falling rocks, a simple experiment was
performed by dropping a loose rock weighing approximately 3-4 kg from around two
meters height down on the tunnel’s floor around 1.5 meters from the rock bolt. At 314,
323 and 332 seconds in the signal shown in Fig. 9, three spikes are clearly visible. This
indicates that an intelligent rock bolt can be used to detect falling rocks. When this
feature is combined with the wireless communication capabilities, this could be used for
a near real-time alarm system.

4.6 Strain test

A strain gauge sensor can be used to monitor stress in pillars, tunnels walls and ceilings.
Strain can be a good indication of how strong forces that are affecting a volume of rock.
The strain sensor is currently mounted at the rockbolt’s head, however this will severely
limit the amount of strain that can be detected by the sensor due to the fact that the
shotcrete will limit the forces to propagate along the rockbolt.
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Figure 9: Falling rocks detection

Figure 10: Strain gauge sensor output

The output from the strain sensor, shown in Figure 10, also concludes this. For
better strain gauge sensor performance, the strain sensor must be re-designed. This is
considered as future work.

5 Future work

Some of the more prominent features that need more work are: efficient signal processing
of captured data, sufficient low-power operation on sensing, processing and communica-
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tion, and integration with back-end mine monitoring systems. Performance of the used
sensors also needs more testing, especially the strain gauge which is challenging to ob-
serve in a mine due to the very high time constants and slow change rates. The mounting
of the strain gauge also needs more investigation. Another key issue that needs more
research is how the use of traditional Internet of Things protocols and technologies, which
were originally designed for very low data-rate transmission, with no or low real-time re-
quirement will behave when larger amounts of data must be streamed, i.e. from vibration
sensors, with high requirements on low-latency transmission. The impact of scalability
and security issues must also be investigated further. An interesting approach for self-
learning methods for signal processing proposed in [29] would be interesting to evaluate
for rock bolt usage. The fourth issue to explore is how strain and/or stress information
and vibration data can be successfully integrated in today’s monitoring systems.

In order to secure the communication and SOA model, the IPsec protocol must be
enhanced with a key exchange mechanism like IKEv2 [30]. A system for fine-grain access
control like Radius is also needed to be able to allow or deny specific clients to access
services.

6 Conclusion

The use of rock bolts in the mining industry is a well known approach for increasing
stability in for example tunnels, and thereby increasing safety for workers. However, what
has been missing is a method of keeping installed rock bolts under constant monitoring.
When compared to the process automation industry, where the use of sensors and SCADA
system is a commonly used, rock bolt monitoring has not been especially improved.

This paper has presented a novel method for rock bolt monitoring, and the design of an
intelligent rock bolt architecture with on-board sensing, processing and communication
capabilities. The intelligent rock bolt, which comprise of a standard rock bolt, sensors
and actuators, signal processing, data storage and wireless communication, can monitor
itself and send alarms when seismic activities are detected, or when different mining
activities are observed. Since security is highly important, the rock bolts have also
been equipped with a security framework designed to provide tamper-free and secure
communication. The rock bolt can detect, at least but not limited to, the following
mining related activities:

• Deviation of strain on rock bolts

• Drilling

• Usage of mining machinery

• Falling rocks

This paper has also presented concrete test results from a mine-based field test using a
low-cost intelligent rock bolt as the measurement device. Results from the tests indicates
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that a traditional rock bolt can be equipped with sensors, and that the sensors are capable
of detecting mining-related activities.

Test results also show that successful integration between low-power electronics and a
standard rock bolt is feasible. When all results presented in this paper are summarized,
it is clear that intelligent rock bolts can be used within the mining industry to produce
a better and safer working environment.
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An Authentication and Access Control Framework

for CoAP-based Internet of Things

Pablo Puñal Pereira, Jens Eliasson and Jerker Delsing

Abstract

Internet of Things (IoT) and Cyber-physical Systems (CPS) are two very hot research
topics today, and more and more products are starting to appear on the market. Research
has shown that the use of Service Oriented Architecture (SOA) can enable distributed
application and devices to device communication, even on very resource constrained
devices, and thus play an important role for IoT and CPS.

In order to realize the vision of Internet of Things, communication between devices
must be secured. Security mechanisms for resource constrained devices has attracted
much interest from the academic community, where research groups have shown solutions
like IPsec, VPN-tunnels, (D)TLS, etc. are feasible to use on this type of networks.
However, even though the use of well-known security mechanisms are vital for SOA-based
IoT/CPS networks and systems to be protected, they do not provide any fine-grain access
control.

In this paper, a CoAP-based framework for service-level access control on low-power
devices is presented. The framework allows fine grain access control on a per service
and method basis. For example, by using this approach a device can allow read/write
access to its services to one group of users while only allowing read access to another
group. Users without the right credentials are not even allowed to discover available
services. To demonstrate the validity of the proposed approach, several implementations
are presented together with test results.

The aim is to provide a holistic framework for secure SOA-based low power networks
comprise by resource constrain devices.

1 Introduction

The use of Service-Oriented Architecture (SOA) on resource-constrained devices has gain
a lot of interest from both the academy as well from the industry in recent years as shown
by [1, 2]. Service-oriented Architecture is based around the notion of services, formal in-
terfaces and standardized protocols. A service is the core building block of SOA, and is
piece of software performing some task, encapsulated with a formal interface described
using some standard description format such as WSDL, and WADL in the case of Web
services. A service must hold certain properties, such being discoverable, composable and
loosely coupled from any operating system, programming language and other services.
Since services are distributed in their nature, and relies on communication channels to
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exist to function, they are inherently vulnerable for issues such as hackers, malware and
other network based intrusion threats, for example denial of service (DOS) attacks. Ser-
vices must therefore be protected using communication protocols using strong encryption
and authentication, such as IPsec [3], SSL and other mechanisms. If Internet of Things
and Cyber-physical Systems are to become mainstream technologies, used by millions
of users, there must exist strong communication security and reliable authentication
mechanisms. For example [4], Kasinathan et al. investigated mechanisms for detecting
denial-of-service (DOS) attacks, which can be used to disrupt a network. 6LoWPAN is
especially sensitive of DOS attacks due to the low bandwidth.

Regarding security, the utilization of IPsec (IP Security) over low-power networks
was increased during the last years. IPsec has two modes of operation: the Transport
Mode, which adds a Authentication header between the IP header and the UDP/TCP
header, which allows the system to validate incoming packets but the original data is
visible and accessible for all other devices on the network. The second mode is called
Tunnel Mode, which is similar to the first one except that the IP header, the UDP/TCP
header and the payload are encapsulated and encrypted (typically using AES) as payload
of a new IP packet. This mode protects packets against eavesdropping attack, discards
data modification and adds the possibility to detect Denial of Service attacks.

IPsec needs a shared password to encrypt and decrypt properly all incoming and out-
going messages. If these passwords are static could be compromised after some thousand
messages. To solve this problem the IKE (Internet Key Exchange) and IKEv2 protocols
were created. These protocols guarantee a safety communication between two devices
and are able to create new shared passwords using circling derivative methods.

To protect UDP packets (even over IPsec), there is another protocol that can be used
to add an extra layer of protection called Datagram Transport Layer Security (DTLS) [5].
This protocol uses a initial handshake to set the passwords. After that the content of the
UDP packet is encrypted (usually with TLS PSK over AES) and a header of 13 bytes is
added, together with the initialization Vectors (IV) (over 8 bytes for AES128), integrity
values (8 bytes) and the padding required by the cipher suite. DTLS increases the size of
the packet, but this is a consequence of the packet encapsulation. This protocol is fully
integrated in the CoAP protocol [6].

However, even though the use of well-known security mechanisms such as IPsec, VPN-
tunnels, SSL, (D)TLS etc are vital for SOA-based networks and systems to be protected,
they do not provide any fine-grain access control mechanisms. For example, if computers
are exchanging data using a SOA-enabled protocol such as CoAP, only the packets are
protected from external tampering and access. Any request from a client already inside
a protected tunnel will be accepted by the server. The use of DTLS-encrypted CoAP
could be one way of achieving a per service access control, but this would require a
large number of different key-pairs to be in use in order to enable a true access control
where a client can have different security access to different services, and even access to
different operations on one service. For example, a client can have GET permissions to
an actuator in order to view the status, but might not be allowed to actually perform
a change of state using PUT or POST on that service. If only a few DTLS keys would
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be used, then fine-grain access in not possible. If a very large number of keys are used,
then fine-grain access control is possible but the management and administrating of key
exchange mechanisms would be difficult.

A better approach is to separate the access control from the communication security.
This would increase the security since another layer of protection is added. A client would
also only need a few keys for the IPsec ad DTLS encryption, and then use a authentication
service to gain access to other services. This makes administration easier since all access
rights are centralized in the authentication service. Two access control protocols that
use this approach are Kerberos [7] and RADIUS [8]. Kerberos is an authentication
protocol which works on the basis of ’tickets’ to allow nodes communicating over a non-
secure network to prove their identity to one another in a secure manner. RADIUS is
often used for network authentication in wireless domains, and supports Access control,
Authentication and Accounting (AAA).

This paper proposes a CoAP-based framework that solves the problem of a fine grain
access control, which is not possible with other connection control system like IPsec and
DTLS. The framework is focused on low overhead on resource-constrained devices that
are commonly used in network for Internet of Things and Cyber-physical systems. The
proposed solution uses ideas for other access control systems like Kerberos and RADIUS
, and merge the two with the CoAP protocol to get a reliable access control framework
for IoT.

This paper is structured as follows: Section 2 presents the background and related
work, followed by a presentation of the proposed architecture in Section 3. After comes
Section 4 which provides a detailed presentation of the authentication process, followed
by a security analysis in Sec. 5. Section 6 outlines the performed experiments and
results. Finally, future work and the paper’s conclusions are presented in Sections 7 and
8, respectively.

2 Background and Related work

In this section, the background and the reason of this work are described, with a CoAP
protocol description and some authentication protocols, and methods that were a base
for the proposed framework.

2.1 Industrial networked devices and security

Industrial usage of networked for automation has been around for a long time. The
industry is healthy with expected growth of 7% or more [9]. The projected big numbers
of connected devices [10] indicate an even more rapid growth in networked devices for
industrial usage automation. The discovery of the Stuxnet virus [11] and the information
from the whistle blower Edward Snowden opened the eyes of the industry and general
public about that any connected device might be vulnerable to Internet and electronics
security issues. Currently much effort is devoted to prevent and protect against cyber
attacks on networked devices. This certainly is true for Internet of Things.
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In the field of networked resource constrained devices certain protocols are gaining
popularity. Some of the most interesting ones, from the security point of view, are briefly
reviewed below.

2.2 CoAP (Constrained Application Protocol)

The IETF Contrained Application Protocol is an application-layer protocol designed
to provide web services working with constrained nodes. The protocol is designed for
low-power networking. CoAP provides a request/response interaction model between
application end-points, supports built-in discovery of services and resources, and includes
key concepts of the Web such as URIs, RESTful interaction, extensible header options,
etc. CoAP easily interfaces with HTTP for integration with the Web while meeting
specialized requirements such as multicast support, very low overhead and simplicity for
contrained environments. CoAP uses UDP unlike HTTP. Some features of CoAP are:

- Two types of request messages: Confirmable Message (CON) - the message is
retransmitted (four times maximum) with an exponential time out waiting for an
Acknowledged Message (ACK) or the correct response form the server. The second
type is the Non-Confirmable Message (NON) - the message is sent without any
kind of response.

- The URI format allows the use of standard and specialized service endpoints. One
for example is the resource discovery defined in RFC 5785 [12] that uses the .well-
known/core path and the CoRE link format.

- CoAP also allows to send very big messages with a stop-and-wait mechanism called
”blockwise transfers” (splitting messages and sending them with a reference order).

0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
V T TKL Code Message ID
Token (if any, TKL bytes) ...
Options (if any) ...
1 1 1 1 1 1 1 1 Payload (if any) ...

Figure 1: Original CoAP packet format.

The CoAP packet format (see Figure 1) has a maximum length of 1400 bytes, but
the header has a length of 32 bits (2 for the version control, 2 for message type, 4 for
token length, 9 for the message code and 16 for the message ID).
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0
0 1 2 3 4 5 6 7
Delta length
Delta (extend)
0 - 2 bytes

length (extend)
0 - 2 bytes

Value
0 - ...

Figure 2: CoAP option format.

2.3 Kerberos

Kerberos [7] is a protocol that uses a primary communication between the client and the
Authentication Server (AS) to generate a valid ticket. This ticket will be used for future
accesses to Service Servers (SS). There are Kerberos implementations that run over UDP
or TCP. Also the Ticket generation process could include different encryption methods,
everything is flexible and configurable by the network administrator.

2.4 RADIUS (Remote Authentication Dial In User Service)

RADIUS [8] is a networking protocol to provide Authentication, Authorization and Ac-
counting management centralized in a single server. This protocol offer the possibility to
configure a single Network Access Server (NAS) into a user specific NAS. The use of it is
widely used. It was designed in 1991 and allows many different types of configurations,
but always work over UDP. This protocol supports Challenge responses (as PAP and
CHAP) increasing the security against Eavesdropping attacks and also supports the use
of certificates like X.509 [13]. The RADIUS packet format is shown in Figure 3.

0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

Code Identifier Length

Authenticator

Attributes (if any) ...

Figure 3: Original RADIUS packet format.

There are only five possible fields: Code field (to identify request/response type),
Identifier (to identify each packet), Length (to know the packet size), Authenticator
and Attributes. The first four are always required, but the last one is optional. The
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Authenticator is a field of 16 bytes that is used to send encrypted data only to trust
the communication between server and client. The encryption type is not predefined,
originally this protocol was designed to use MD5 [14] but nowadays is not sufficient,
therefore any other HASH generator could be used instead of MD5, like SHA-512 [15] or
PBKDF2 [16]. After a request, there are three types of responses:

• Access Reject: the user has not access to any network resources. The reason could
be a failure or a wrong identification.

• Access Challenge: to increase the security, the server could request extra informa-
tion before trust on that user.

• Access Accept: The user has granted access.

The RADIUS protocol and format could run over CoAP protocol (see section 4.1),
because all connection features can be possible also over CoAP. Also it is useful to
authenticate devices over 6LoWPAN and enable the access to the network (see future
work at section 7). The overhead of this protocol affects only to the authentication
process (see section 4 and Fig. 6). Therefore it is reasonable to use in low-power and low
band width networks.

2.5 Diameter

Diameter [17] is the evolution of RADIUS, the biggest modification is the use of TCP/SCTP
instead of UDP. This change increase the security performance as much as TCP allows er-
ror handling, capability to negotiation and alive connections. But it also makes Diameter
non-backwards compatible with RADIUS, and also with CoAP.

3 Framework

In this section all components of the proposed architecture are explained, with their
ability to provide robust low power authentication and access control mechanisms.

3.1 Requirements

In order to get sufficiently fine grain access control, the framework must be designed
optimal in terms of computation and overhead for access control and security over low
power devices and networks with low width band. The communication to the access
control service must be enable for all network devices, at least for valid devices. Is
possible to filter the connection to access control service by IPsec and DTLS. The access
control must be independent of other devices (there are no relation between two different
accesses) and must be easy to automatize, due to most of these will be done by machines.
The access rules and methods could be different depending on authentication polices,
witch could change in base of local conditions, like time, power source, position, sensor
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information, etc. The final objective is reach a fine-grain access control per service (that
includes access methods and specific tags).

3.2 Scope

The aim of the proposed framework is to provide fine-grain and low-power authentication
and access control mechanisms for resource-constrain devices, however the framework
does not focus on communication security but relies on existing secure protocols such as
IPsec and DTLS (see Fig. 4).

Figure 4: Communication layers

The lowest communication security level is based on IPsec (see Figure 4). The imple-
mentation of this IPsec layer is based on the open source implementation by Raza[18].

3.3 Access Control and Authentication Aspects

The proposed framework uses the best benefits of CoAP, Kerberos and RADIUS solutions
to create a low-power platform for AAA. The propose architecture is shown Figure 5.

The Client must be a CoAP client ready to get the ticket after a login and use it
in each future CoAP request. The AAA server checks the authentication requests and
communicates the result to the CoAP server. CoAP server has the following requirements:

• Must check all the incoming packets looking for a CoAP Option [#100] called Ticket
(Kerberos approach). This Ticket must validate the user and must give permissions
to use the specific service by the user. All incoming request without Ticket will
be discarded except Reset (RST) and Acknowledge (ACK) messages. Optional the
[.well-known/core] could be also discarded to protect the network against automatic
attacks.
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AAA Server

device_KEY

CoAP NAS Mulle

CoAP protocol
user_KEY

Figure 5: Simplified architecture

• The authentication service [.well-known/auth] must exist on the CoAP server.

– Must have two different options [.well-known/auth?login] to do the login and
[.well-known/auth?logout] to do the logout.

– If the login process fails, the server must send an error message. If the login
process succeeded, the server must generate and send a new ticket together
with the timeout.

– The logout process must delete the ticket on the server side and send a message
to the user that the logout was successfull.

4 Authentication Process

The Authentication and Access Control consists of two different steps. The first step is
a Authentication. In this step the system must recognize user as a valid user (with a
password, a shared key or some other validator). This process will inform the CoAP-NAS
about who the user is, permissions, group, time out of the ticket, etc. At the end of this
process the CoAP-NAS must send the user a valid ticket but only if the authentication
process is successful. In other case the server must inform the user that the authentication
is not valid for the authentication process (incorrect user, incorrect password, black list,
etc.). The second step is the Access control. On each client request, a valid ticket must
be included to identify this request to the valid user, then the server will recognize the
user and will respond with the correct message. If the client does not send the ticket or a
valid one, the server will respond with an error message. The complete process is shown
in a scheme in Figure 6.
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AAA ServerCoAP NASPCuser_KEY

Login service new request
validatedValidated & Ticket

Service & Method & Ticket
response

Service & Method & Ticket
response

eLogin service tnew request
validatedValidated & Ticket

Service & Method & Ticket
response

Service & Method & Ticket
response

Ticket timeout

Authentication

Access Control

Authentication

Access Control

Figure 6: Authentication process

4.1 Authentication Method

On the authentication process the server must recognize the user as a valid user and
communicate that to the CoAP-NAS. This process needs to be flexible and compatible
with other standards and with this goal the propose framework creates a public login
CoAP service on the CoAP-NAS. This login service must receive a PUT request with
one of the following contents as a payload:

• User name and password as plain text. This option is only recommended during
testing, debugging and development phases.

• User name and password hash. This is easy to implement and could be authenti-
cated directly on the CoAP server (without RADIUS).

• A RADIUS packet (future work).

The possibility to run RADIUS protocol over CoAP (see section 2.4) gives to the
framework a flexible authentication method usable with a standard RADIUS server.
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This appaorach requires no RADIUS protocol on the client, then the overhead and the
required resources will be smaller compared with the use of both protocols at the same
time. This is especially important for resource-constrained sensor nodes. Therefore,
the conversion between RADIUS packet and CoAP-RADIUS packet is simple. In this
framework there are proposed two alternatives, the first one is the most compatible
with RADIUS standard, due to all of a RADIUS packet will be in the CoAP payload
packet (Figure 7). The alternative option is omit any redundant information as much

0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
V T TKL Code Message ID
Token (if any, TKL bytes) ...
Options (if any) ... 1 1 1 1 1 1 1 1

Code Identifier Length

Authenticator

Attributes (if any) ...

Figure 7: RADIUS over CoAP packet

as possible, thus deleting the Code, Identifier and Length in the RADIUS packet. This
could be directly translated from the CoAP ID and Code (shown in Figure 8).

0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
V T TKL Code Message ID
Token (if any, TKL bytes) ...
Options (if any) ... 1 1 1 1 1 1 1 1

Authenticator

Attributes (if any) ...

Figure 8: Compressed RADIUS over CoAP packet

4.2 Control Method

The servers could manage a lots of connections per second and CoAP protocol is focused
on communication with low overhead packets. Then, the access control process must not
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increase too much the normal size of the packets. For this reason the propose framework
would add a new option into the CoAP standard option set. This option called Ticket
has the following properties:

• Unique per user and session. When a session expires the user must authenticate
again and will receive a new one. The use of a time out will further increase the
security.

• The ticket length could be configurable from 32 to 128 bits according to the re-
quirements.

• Alternative to increase the security level, the first Ticket could be used as a seed to
create a new one on each communication. This dynamic generations must be done
with the use of hashing techniques.

On each incoming packet, the server must know from the CoAP packet the Message ID,
the Ticket, the Service Name or URI to access and the Method. From the IP packet
the server knows the IP address and the port number. For each authentication process
the server must keep on memory the user name, the user password (or a hash), the IP
address, the port number, the generated Ticket and the time stamp for time out. With
all this information the server is able to recognize the user and check the permissions in
a database. This process must done with the highest priority to detect a valid or non-
valid ticket. At this point, if the ticket is valid, the server must send a normal response
(according to the CoAP specifications). If the ticket is wrong or there is no ticket on the
packet, the server must send an error message with the error code 406 (Not Valid) to
inform the user that has not permissions to use that service. The propose framework is
able to detect if a client is sending wrong tickets to ignore it.

5 Security Analysis

This section shows the security features of the proposed platform against different attacks.

1. Eavesdropping attack: IPsec and DTLS protect the system against this type of
attacks. But to increase the security, the proposed platform could generate a new
ticket for each message (plus hashing it with other parameters like Message ID),
thus increasing the difficulty for a malicious user to predict a valid ticket.

2. Data modification attack: IPsec layer protects against this type of attacks. If the
data is modified the Authentication Header of IPsec will detect that.

3. Man in the middle attack: IPsec will encrypt the data and will use time outs for
each IP connection (with IKE), increasing the difficulty to guess the valid password
to decrypt all packets.

4. Identity Spoofing attack: the use of false IP addresses is not going to work over the
IPsec layer.
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5. Denial of Service attack: there is no protection against this type of attacks. It is
possible to decrease the overload discarding all dirty packets directly on the IP layer
(using IPsec), but finally if the attack is is severe the system will finally collapse
(see [4]).

6. Application-Layer attack: this is considered the most difficult type of attack. In
this case, the IPsec layer and (D)TLs are not going to protect the system. Here,
only services with are under access control will be protected.

7. Replay attack: IPsec layer protect those attacks with the use of sliding windows.

The security features depend directly on the complexity of the encryption method
and also on the length of the keys. The proposed framework do not need a specific
cipher suite or a hash generator, but the security performance will depend directly of
this selection.

6 Experiments and results

To perform the experiment, the server is based on libcoap 4.1.1 [19]. The source code of
the server was modified to integrate the management of the users and the groups on each
service with the permissions. The Copper (Cu) Firefox add-on [20] was used as a client.
This enables the latest version of CoAP (draft 18) to be used, and has a user-friendly
Graphical User Interface. The Copper plugin needed to be modified in order to integrate
the ticket management and to add a visual user login menu (shown in Fig. 9).

Figure 9: Copper login menu

To test the proposed fine-grain access control, several services were created with
different permissions according to methods, user names and group names. Like other
common access control systems, three users groups were define: unknown user, normal
user and administrator user.

Screenshots taken during the experiments (see Fig. 10) show that the proposed access
control mechanism work as expected. Services for non authorized users could be public
(accessible for everybody) or could be some specific service for non authorized, like guest
services that are not going to be accessible by authorized users. Services for authorized
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users could be exclusive for the user (User name services), exclusive for the user group
(Group name services) or accessible services for authenticated users.

Figure 10: Screenshots of the available services for a non authorized user / authorized user /
administrator taken during the experiment

Table 1 shows which packet types where an overhead is caused by the access control
mechanism proposed in this paper. Depending on ticket size, the overhead (Ticket size)
is in normal cases only 6-10 bytes.

7 Future work

The use of a more Kerberos style access control mechanism would be beneficial, therefor
the proposed framework will be improved with distributed mechanisms like Kerberos for
service access control. The use of RADIUS for 6LoWPAN will also be investigated, i.e.
to adopt the same type of mechanisms used by for example WiFi to 6LoWPAN to further
increase a networks’s security.

The use of a two-way ChallengeResponse mechanism such as CHAP for authenticating
a client would improve the security even more since no password, or even a hash of
the password, would need to be transmitted. This would never compromise a client’s
credentials, even in the case when a service has been compromised. By also enabling
real-time monitoring of access attempts to services, it is possible to detect when a certain
IP address or user name is trying to gain access with incorrect credentials. This intrusion
detection system could then be used to notify network administrators about suspicious
activity and even blacklist an IP address in for example a firewall. The use of a firewall
on each sensor node would of course also be beneficial since rules can be dynamically
adjusted to provide an extra security layer by e.g. only allowing certain IP address or
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CoAP CoAP+AA
request response request response

GET N N N+T N

POST N N N+T N

PUT N N N+T N

DELETE N N N+T N

OBSERVE N N N+T N

ACK N N N N

RST N N N N

.well-known/core N N N+T N

.well-known/auth?login - - I N+T

.well-known/auth?logout - - O N

N: Normal size

T: Ticket size

I: Login request size (I>S)

O: Logout request size (O>=S+T)

Table 1: Normal CoAP message size vs CoAP+AAA

address ranges certain access to services.

8 Conclusion

The use of the CoAP protocol has increased in popularity during the last years, espe-
cially over low-bandwidth links such as 6LoWPAN over IEEE 802.15.4. To secure the
type of communication, there is the possibility to use IPsec and/or (D)TLS. These two
protocols are able to protect the communication channel against some sorts of attacks,
but regarding access control both IPsec and DTLS are not sufficient. That is, controlling
the access to services by IP and/or session level only does not enable sufficient fine-grain
access control. A user on one IP address might have full read and write access to one
service, but only read access on another. By using existing methods there is no good
way on achieving this. For that reason the proposed framework suggests a new CoAP
Option to be used. This framework proposes uses a type of Ticket as well as defines
packet formats to add the possibility to use standard protocol for authentication such as
Kerberos and RADIUS. With these definitions this framework’s CoAP extension enables
a fine grain access control to CoAP-based servers and services.

In the performed experiments, a modified version of the CoAP C-library libcoap [19]
was running as a server and a customized version of the Firefox plugin Copper [20] as a
client, demonstrating that the proposed CoAP extension works and that fine-grain access
control is able to know which IP address, user, services and method that are involved in
a request, and send the correct response depending on the client’s permissions.

The framework’s access control mechanisms have been defined and successfully tested.
In the next step, this concept will be converted into a more distributed mechanism
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like Kerberos, and to test the performance impact in terms of memory usage, power-
consumption and packet overhead. Plans are also to add full support using decentralized
AAA servers.
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