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Abstract
Emergency response is highly time-critical and information dependent: every moment counts and 
organizations need to access various information that supports their decision making and informs 
them about the scale and location of the emergency, the damages, and the availability of human 
and physical resources. This kind information can originate from many different places and the 
situation can be stressful as there is a need to communicate quickly, reliably and accurately within 
their own organization, but also inter-organizationally. ICTs make it possible to access and spread 
information with speed and efficiency, but other factors, such as different professional cultures, can 
still hinder information sharing. 

There is a growing need in emergency organizations to develop understanding for how
communications between emergency responders can be secured. It seems important to consider 
how emergency responders respond to security objectives, since the assumptions for secure 
communications may not only be developed on the premise of ICT, but also how the emergency 
actors appreciate the emergency environments in terms of secure communications.

The aim of this research is to develop understanding of information security and secure 
communications in a context where it has not been well researched. The research looks at secure 
emergency communications from a socio-technical viewpoint and concentrates on the 
communication inside and between the emergency organizations of police, the paramedics, and the 
rescue department in the municipality of Kemi, and more specifically on the communications of 
operative emergency actors while they are working in the preparedness and response phases of 
emergency management. Two persons from each organization were interviewed using semi-
structured interviews, and the empirical data was used for writing the appended papers that are the 
basis of this thesis work.

The research started by doing an extensive literature review and analysis on the field of secure 
emergency communications. The results show that while technical developments on the field aim at 
effective and secure technologies, organizational aspects of emergency communications seem to 
involve not only emergency actors, but also how these actors more and more utilize information 
technology. The landscape for emergency management is becoming very diverse, which challenges 
the way that secure emergency communications can be understood. The developers of future 
emergency communications structures not only need to ensure the technical aspects of 
confidentiality, availability and integrity of information, but they also need to take into account the 
social rules, norms and structures that guide the emergency communication. 

Next, this research sought out to re-conceptualize the role of information security in emergency 
response. A conceptual basis encompassing technical, cognitive and organizational information 
security layers as a relationship between association and connectivity was developed by 
synthesizing Actor Network Theory and Theory of Organizational Routines. The approach of 
combining two theoretical accounts details the enactment of information security in emergency 
response so as to understand how cognition ties technical security features with organizational 
security issues. Without the cognitive layer, the technical and organizational aspects of information 
security remain static or disconnected to the actions performed during emergency response. 
Theoretically the approach contributes constructively to describe an alternative approach to 
information security research to address the gap between formal and informal criteria of 
information security.

Lastly, the research sought out to explore the current situation of the case organizations in detail
concerning their level of information security, communication challenges faced, and training 
offered. It was learned that different aspects of information security are valued depending on 
whether emergency responders work in preparation periods or if they are responding to an 
emergency: 1) When working in their own respective organizations the most important aspect was 



information confidentiality 2) When responding to emergency the most important aspects were 
information availability and integrity. Most communication challenges present in emergency 
communications can be seen to arise when responding to emergencies. 

This is not something currently being taken into account in the case organizations. The basic 
training of emergency actors and the training and guidelines of each organization largely 
concentrate on confidentiality issues, and tools and communications training that would be needed 
to ensure information availability and integrity when responding to an emergency is not prioritized. 
To overcome the communication challenges present in emergency communications and to ensure 
confidentiality, availability and integrity of emergency information, those responsible for 
information security in emergency organizations must therefore provide up to date information 
security training and awareness building, but also tools and communications training that supports 
inter-organizational communication. 

Supervisors: professors Helena Karasti and Tero Päivärinta
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1. Introduction 

This chapter describes the background of the research area as well as the research problem and 
research questions. It also includes the structure of the thesis.

1.1 Background
An emergency is an event that threatens people, property or the environment and requires 
coordinated and fast response from different organizations to minimize its negative impacts
(Landgren & Nulden 2007; Perry & Lindell 2003; Uhr et al. 2008). Emergencies can be categorized 
as disasters, catastrophes and smaller disruptive events (Alexander, 2005). Disasters can be natural, 
technological or social; for example earthquakes, tornados and floods are natural disasters; nuclear 
disasters, water and air pollutions are technological disasters; and revolutions, riots and sabotage are 
social disasters (Quarantelli, 1996, 1992). Catastrophes can be defined as major accidents 
(Alexander, 2005). Smaller disruptive events or incidents include for example car or plane accidents 
and house fires (Kyng et al. 2006). In this thesis, the term “Emergency” is from now on used as an 
umbrella term that includes disasters, catastrophes and smaller disruptive events.

Emergency management is usually thought of consisting of four different phases; mitigation, 
preparedness, response and recovery (Haddow et al. 2011).

Mitigation phase includes activities that prevent an emergency, reduce the chance of an 
emergency happening, or reduce the damaging effects of unavoidable emergencies. 
Mitigation activities take place before and after emergencies (ibid).
Preparedness phase includes plans, training and preparations made to save lives and to help 
response and rescue operations. Preparedness activities take place before an emergency 
occurs (ibid).
Response phase includes actions taken to save lives and prevent further property damage in 
an emergency situation while putting your preparedness plans into action. Response 
activities take place during an emergency (ibid).
Recovery phase includes actions taken to return to a normal or an even safer situation 
following an emergency. Recovery activities take place after an emergency (ibid).

The organizations that respond to everyday emergencies are usually the same ones that initiate 
the response to bigger scale disasters (Perry, 2003). Involved are usually emergency organizations
like the police, the paramedic services and the rescue departments, but depending on the scale of the 
emergency, also local authorities, government departments, military personnel, businesses 
(Scholtens, 2008), religious organizations (Palttala & Vos, 2012) or even ordinary citizens can get 
involved (Helsloot & Ruitenberg, 2004). The behavior and the interaction of the different public, 
private, non-profit, and international organizations determine the success and effectiveness of the 
entire emergency management system (Celik, 2010).

1.2 Problem discussion
Emergency management is highly time-critical: Every second counts from the moment an 
emergency call is placed. Emergency management is also information-dependent: organizations 
need the access to information supporting decision making like for example information about the 
scale and location of the emergency, the related damages, and the availability of human and 
physical resources (Horan & Schooley, 2007). This kind of information can originate from multiple 
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organizations (Dantas & Seville, 2006; Kyng et al., 2006; Kristensen et al., 2006), and to ensure 
successful emergency response, emergency organizations typically engage in defining coordinated 
actions and communication patterns that are sought to be maintained during emergency events. This 
is however difficult to achieve as emergency responders operate in two different types of situations: 
Firstly, as networks in which they are responding to an emergency, and must communicate quickly, 
reliably, and accurately with other responders (Mayer-Schoenberger, 2002), often under pressure 
(Crichton et al., 2000), and secondly in preparation periods where planning activities for the next 
event are critical for future response success (Manoj & Hubenko Baker, 2007)

Effective and timely emergency response depends partly upon all participating organizations 
working cooperatively and utilizing information technology effectively to mediate intra and inter 
organizational collaboration and communication (Mayer-Schoenberger, 2002; Landgren and 
Nulden, 2007). Although different ICTs permit the access to and the dissemination of large amounts 
of information related to the emergency, and they help do it with great speed and efficiency 
(Marincioni, 2007), effective emergency response depends partly also on the non-technical skills of 
the actors involved (Crichton et al., 2000). As Quarantelli (1997, pp. 101) said: “The existence of 
better communication facilities does not necessarily lead in itself to a better exchange of knowledge 
and intelligence, and/or a greater understanding of what is occurring”.

The reality is that emergency situations often put the emergency actors under pressure (Crichton 
et al., 2000), and they might have to perform based on incomplete or even erroneous information 
(Yoon et al., 2008). A large portion of communications problems that arise in emergency situations 
are related to the exchange of information between emergency organizations (Auf der Heide, 1989). 
Most of the times these problems are not technical (Quarantelli, 1997), but caused for example by 
differences in organizational cultures, or by incompatibility of operating procedures (Dantas et al. 
2006). If one organizations of fails to reach and transfer the required information, the whole system 
will likely fail to adapt to the requirements of the emergency (Celik, 2010).

In organizations responsible for emergency management there is a growing need to develop deep 
understanding for how communications between emergency actors can be secured. The growing 
scholarly interest in information security has its roots in increased understanding of the tight 
relationship between IT, humans, and organizations, and the consequences thereof. One aspect that 
is increasingly gaining attention in emergency organizations is that of emergency actors maintaining 
information security while operating various types of ICTs and complying with organizational 
security frameworks, such as the information security guidelines. To this end, it seems important to 
consider how human actors respond to the security objectives, since the assumptions for secure 
communication may not only be developed on the premise of information technology, but also how 
emergency actors appreciate the emergency environment in terms if secure communication.

The aim of this research is to develop understanding of information security and secure 
emergency communications in a context where it has not been well researched. It looks at secure 
emergency communications from a socio-technical viewpoint and concentrates on the 
communication inside and between municipal emergency organizations of police, the paramedics, 
and the rescue department, and more specifically on the communications of operative emergency 
actors while they are working in the preparedness and response phases of emergency management.

1.3 Research questions
This licentiate thesis answers the following research questions:

1. What is the role of information security in emergency response context?
2. How is information security enacted in emergency communications?
3. What kinds of challenges are present in the communications of emergency organizations?
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a. Is the current level of information security and communications training enough to 
overcome those challenges or are improvements are needed?

1.4 Structure of the thesis
The rest of the thesis is structured as follows: Chapter 2 gives an introduction to the research 
methodology used, as well as the tools used in data collection and analysis. Chapter 3 offers a 
summary of the papers appended, and chapter 4 discussion about the results. Chapter 5 concludes 
the thesis and offers some suggestions for further research.
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2. Methodology
This chapter gives an introduction to the overall research methodology used in this study, as well as 
the tools used in data collection and analysis.

2.1 Qualitative and interpretive research process
In this research, the qualitative method was used. Qualitative research is concerned with collecting 
and analysing information in as many forms as possible. It tends to focus on exploring in as much 
detail as possible (Blaxter et al. 1996). Qualitative data was chosen to be collected as they focus on
“naturally occurring, ordinary events in natural settings” (Miles & Huberman, 1994, pp. 10). 
Qualitative data is also rich and it provides vivid descriptions and is well suited for locating the 
meaning that people place on different things in their lives (Miles and Huberman, 1994). Qualitative 
research approaches are suitable in contexts where emerging aspects of a phenomenon are likely to 
influence interpretation due to in situ conditions. Although emergency response largely draws on 
prescribed action patterns, response always has to adapt to emerging conditions during events.

Myers (1997) explains that all research (whether quantitative or qualitative) is based on 
underlying assumptions about what is considered to be valid research and what kind research
methods are appropriate. In order to carry out qualitative research, it is therefore important to know
what these assumptions are. Orlikowski and Baroudi (1991) suggest three categories of qualitative 
research based on the underlying research epistemology: positivist, interpretive and critical. Myers 
(1997) offers the following interpretations of these three philosophical assumptions: 

Positivist: Reality is objectively given and can be described by measurable properties that
are independent of the researcher and the instruments used. Positivist studies usually
attempt to test theory, in an attempt to increase the predictive understanding of 
phenomena (Myers, 1997). 
Interpretive: Access to reality is only through social constructions such as language, 
consciousness or shared meanings. Interpretive studies generally attempt to understand 
phenomena through meanings that people assign to them (ibid). 
Critical: Social reality is historically founded and produced and reproduced by people. 
Although people can knowingly act to change their social and economic circumstances,
their ability to do so is constrained by various forms of social, cultural and political 
domination. The main task of critical research is seen as being one of social critique, 
whereby the restrictive and alienating conditions of the current situation are brought to 
light. Critical research focuses on the conflicts and contradictions in modern society, and 
pursues to help eliminate the causes of alienation and domination (ibid).

I would describe my philosophical perspective as interpretive. I agree with Leedy and Ormrod 
(2005, pp.150) who note; “Qualitative inquiry is fundamentally interpretive – Experiences do not 
speak for themselves… As a qualitative fieldworker you cannot view your task as simply a matter 
of gathering and generating “facts” about “what happened”. Rather you engage in an active process 
of interpretation: noting some things as significant, noting but ignoring some as not significant, and 
missing other potential things altogether”.

Orlikowski and Baroudi (1991, pp.5) explain that “Interpretive studies assume that people create 
and associate their own subjective and intersubjective meanings as they interact with the world 
around them. Interpretive researchers thus attempt to understand phenomena through accessing the 
meanings participants assign to them”. Walsham (1993 pp.5) explains further: “Thus there is no 
objective reality which can be discovered by researchers and replicated by others, in contrast to the 
assumptions of positivist science”. As Geertz (1973) put it, what we call data is actually our own 
construction of other people’s constructions of what they and their acquaintances are up to.
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2.2 Interpretive case study research design
2. Research design is the plan how the researcher sets out to answer the questions in the 
beginning of research. The research process limits the possibilities of what kind of design to use. 
According to Leedy and Ormrod (2005) qualitative research designs include for example:

Case studies: Studies a particular person, program or event for a predefined time period. Can 
be especially suitable for studying a poorly known and understood situation better. (Leedy 
and Ormrod 2005)
Ethnography: Studies an entire group that shares a common culture for a lengthy period of 
time, often several months or years (ibid).
Phenomenological study: Attempts to understand people’s perceptions and understandings 
of a particular situation. The researcher tries to answer the question: What is it like to 
experience this and that? (ibid)
Grounded theory study: Begins with data and uses that to build theory, it is a set of
procedures for analysing data and constructing theory based on that analysis (ibid).
Content analysis: a detailed systematic examination of the contents of a particular body of 
material for the purpose of identifying patterns, themes or biases. Normally performed on 
books, newspapers, films, music and so on (ibid).

An interpretive case study was selected to be carried out in the municipality of Kemi, Finland 
across three emergency organizations: the police, the paramedics, and the rescue department. Case 
study was a natural choice to research a situation where very little is known about the status quo. 
Interpretive methods of research in IS are according to Walsham (1993, pp. 4-5): "aimed at 
producing an understanding of the context of the information system, and the process whereby the 
information system influences and is influenced by the context". Myers (1997) explains that case 
study research method is particularly well-suited to IS research, since the object of our discipline is 
the study of information systems in organizations, and further quotes Benbasat et al. (1987) says:
"Interest has shifted to organizational rather than technical issues”. 

Data for case studies can be collected from documents, archival records, interviews, direct 
observation, participant observation, and physical artefacts. No source has a complete advantage 
over the others, but the sources are complementary, and the more different sources are used, the 
better it is (Yin, 1994). Myers (1997) explains that a typical case study researcher uses interviews 
and documentary materials first and foremost in their research, without using participant 
observation. I too decided that previous literature and interviews will be my primary sources for 
data for this study. Participant observations during the municipality’s own emergency response 
trainings were also considered at first, but discarded after the first meetings with the representatives 
of the rescue services because there were no planned exercises in the timeline for this thesis.

2.3 Case organizations in Kemi
I selected Kemi for my empirical research as the municipality is within a convenient reach and 
shares my native tongue so there will be no language barriers. The case was defined to be the 
emergency organizations of the municipality; the rescue department, the police and the paramedic 
services.

The rescue department
The safety of the people of Finnish Lapland as well as its visitors is partly taken care of by the 
Lapland rescue department. The tasks of the rescue department are to prevent accidents from 
happening, to guide the citizens on the correct actions in an emergency situation, and to provide 
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quick and efficient for help all those people who need it (Lapin liitto, 2013 [1]). The administration 
of the rescue services in the area has been arranged in alliance with the county union called 
Regional council of Lapland (ibid).

The leader of the Lapland rescue department is called the rescue leader. The Lapland area is 
divided into six different sub regions. The regional fire chief is in charge of the rescue services in 
his own region (Lapin liitto, 2013 [2]).

1. Kemi-Tornio region: Kemi, Keminmaa, Simo, Tervola, Tornio
2. Rovaniemi region: Ranua, Rovaniemi
3. Tornio valley: Pello, Ylitornio
4. Eastern Lapland: Kemijärvi, Pelkosenniemi, Posio, Salla, Savukoski
5. Northern Lapland: Inari, Sodankylä, Utsjoki
6. Fell [tunturi] Lapland: Enontekiö, Kittilä, Kolari, Muonio

Each region serves their residents by providing those services in their following areas of 
responsibility: Risk management and accident prevention, operative rescue services, preparations 
and civil defence, first aid and paramedic services, personnel and training and voluntary operations.

In Kemi there is always one fire officer and about six fire fighters on duty. The region has five on 
duty fire officers so that someone is on call also outside office hours and can be called to middle-
sized and big situations or in case of overlapping smaller situations.

The police organization
The Finnish Police maintain public order and security prevent and investigate crime and forward 
investigated cases to a prosecutor for decision (consideration of charges). The police also provide 
the public with various license services. The objective of police operations is to ensure that people 
can exercise their rights guaranteed by the judicial system and social order (Finnish police, 2013 
[1]). If a crime has not been committed their main obligation during emergencies is to screen off 
unauthorized people so that they do not interfere with the work of emergency actors.

Kemi belongs to the police department of Peräpohjola that also includes 10 other municipalities 
in western Lapland: Enontekiö, Muonio, Kittilä, Kolari, Pello, Ylitornio, Tornio, Tervola, 
Keminmaa and Simo. The main police department is located in Tornio and the other police stations 
are in Kemi, Ylitornio, Muonio and Kittilä. The police also have service points in Pello, Kolari and 
Enontekiö (Finnish Police 2013, [2]). 

Kemi police department has five field groups and its members work in pairs, there are always 
two persons in one patrol car. The senior officer is in charge so each patrol has a leader. If there is a 
situation that requires many patrols the situation is assigned a leader who in in charge, decides what 
to do, and who others go to go to if they have questions.

The paramedic services
The paramedics at the Kemi rescue department belong to the organization of the health services of 
the municipality of Kemi and their work is led by doctors. They are the paramedic unit of 
Avosairaala (freely translates to “Open hospital”). Previously the paramedics were administered by 
the rescue services of the municipality, but there was a change in the regional rescue departments 
and they were moved into the administration of the municipality, and into the healthcare 
organization1.

Avosairaala is a service, that produces home nursing and paramedic services as well as a new 
service called ”hospital at home” for the residents of Kemi. They aim to improve the health of their 

1 Information obtained from the email of paramedic Janne Nikkilä 12.03.2010.
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customers as well as to maintain their functionality in case of a sickness or an accident with the 
means of paramedic and nursing work. The main tasks of Avosairaala are: Emergency medical 
service, transportation and transferring of patients, hospital quality care at home and preventive 
geriatric healthcare.2..

There are two advanced life support ambulances on call around the clock where paramedics have 
the preparedness to start the treatment of patients at an escalated care level, and where they can 
carry out the transferring of the patients in a way that secures their vital functions. The paramedics 
work in pairs; the other one as the driver and the other one as a paramedic. Tasks have been divided 
and made clear between partners. In practice, the driver takes care of different examinations and 
measurements using different equipment, and the paramedic talks to the patient and his next of kin 
and makes notes concerning care.

Collaboration and ICTs
Depending on the nature of the incident, different organizations will be involved in emergency 
response. In addition to the police, the paramedics, and the rescue department, organizations 
involved could include for example volunteer rescue departments, hospital staff, boarder control, 
and military. 

The paramedic services and the rescue department offices of the municipality of Kemi are both 
located in the same building and the two organizations have frequent communications and work 
together almost daily on assignments like fires and car accidents. The rescue department also has 
some paramedic activities so they can help with the care of the patient.

The police department is at a different location, and they communicate more frequently with the 
rescue department than the paramedic services. They work together with the rescue department in 
sealing off accident sites, fires and so on so that outsiders cannot enter the emergency site and so 
that rescue department vehicles can move around unobstructed. There might also be an ambulance 
on those kinds of accident sites, but the police rarely communicate with them. The situations where 
the police and paramedics communicate are mainly if the latter fear for their job security, or if they 
have information about the patient that is important for everyone involved to know, like for 
example possible mental issues. An example of collaboration between the organizations is when the 
paramedics have an order to bring a person to the doctor’s office, and as they might resist they have 
to call the police as they do not have the right to use the same kind of force. 

The most important communications tools for the case organizations are the digital TETRA 
mobile radio and GSM. The paramedics also use a patient record system to record information 
about the nature of the emergency, patient status and treatment information and their cars are 
equipped with GPS. The police and rescue departments have their own field leadership programs 
that offer a view to the resources available, to the situation control, to different instructions and 
directions and to the location of the patrols. Other communication tools used include for example 
computers, email and faxes but it was noted that large scale emergencies where they have to be used 
are very rare. 

2.4 Literature review and analysis
As this thesis is comprised of three different research papers, each with their own purpose, the 
literature review process was continued through the whole thesis process. This helped me to 
continue to increase my knowledge of the research area as each paper required additional readings 
and changes to the literature that was already obtained. 

2 . from the email of paramedic Janne Nikkilä 12.03.2010
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During the literature review matrix method was used as a structure and a process as suggested by 
Garrard (2010). The process was the same when collecting material for the purposes of each 
appended paper. 

1. Firstly, a paper trail was established to keep track of was done. The paper trail included 
the key words and journals and databases searched to avoid repeating the same tasks 
many times during the process. 

2. Secondly, the materials collected were organized into a folder including a downloaded 
copy, pdf file, or link of the journal articles, book chapters, and other materials gathered.

3. Thirdly, review matrixes were prepared to abstract the information that was relevant 
about each journal article, book chapter, and other materials included in the review. The 
matrixes were prepared according to the keywords used in the literature collection 
process in the form of tables with columns and rows. The materials were listed 
alphabetically according to the authors’ last name; they also included the name of the 
article, the publication date, the purpose of the research, and information about the 
research design.

4. Finally, based on the matrixes, a written synthesis of the review of the literature was done 
for the purposes of each paper.

Appended paper A examines the current body of knowledge in the field of secure emergency 
communications in order understand the role of information security in the emergency context. The 
main tools used in literature collection were Luleå University of Technology’s search system, and 
Google Scholar. The library search system can be used to search for different kinds of printed and 
electronic materials including books, articles and theses works. In addition to searching the 
materials readily available at the library, the Primo system can be used to search 153 different 
databases including for example Academic Search Elite, ACM digital Library, Emerald and Science 
Direct. Key words and phrases used in the search included for example emergency response, 
emergency management, crisis management, incident management, emergency communication,
emergency training, information security, and secure communications as well as different 
combinations of these terms. The literature search was performed on material written in the English 
language, the publication dates were not limited.

As can be expected, the literature search with these terms resulted in a massive amount of 
articles and because of this their relevancy to the research area was scrutinized before adding them 
to the matrixes summarizing the literature collected. After the initial review of the material collected 
we made the assumption in Paper A that secure communications in emergency context is not only a 
technical but also an organizational concern. Because of this, we proceeded to summarize the 
findings dividing the area of secure emergency communications into two themes: technically 
supported emergency communications and organizational emergency communications. The 
reasoning to draw conclusions in this paper can be labelled deductive: Structuration theory was used 
as a vehicle to understand these two dimensions and enables us to understand the complexity of 
emergency processes that consists of a social system of both human and technology based actions.

Appended papers B and C of this thesis are more empirical in nature. For the purposes of paper 
B literature was collected and reviewed to illuminate the duality of emergency response as being 
both action oriented and routine oriented, as well as on the information security challenge of 
emergency response in contrast to more traditional organizational context. For the purposes of paper 
C literature was collected and reviewed concerning the need for information security in the 
emergency setting, ICTs used, communication challenges present and training offered. As the initial 
literature search for this thesis was so wide, a major part of the literature collected was also relevant 
to these papers, however additional literature search was carried out for both articles using the LTU 
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library search as well as Google Scholar. The data collection and analysis for papers B and C is 
further discussed in the next chapter.

In addition to performing more systematic literature reviews for the purposes of each paper, 
different journals available through the LTU library in the IS and emergency management fields 
were also periodically reviewed for new relevant research. The literature review was also much 
affected by others, I gained valuable literature for example through the case organizations, as well 
fellow researchers and supervisors. Altogether, the literature review for this thesis resulted in the 
collection of over 350 articles, all of which naturally were not relevant for the purposes of the 
papers or this thesis work.

2.5 Empirical data collection and analysis
Miles and Huberman (1994) explain that qualitative researchers usually work with small samples of 
people, and that those samples are purposive rather than random. Two persons from the 
organizations of the police, rescue department and paramedics were asked to participate in this 
research making this a total of 6 interviewees. The interviewees from each emergency organization
were chosen due to their familiarity of the subject matter, i.e., planning and performing emergency 
response. Each interviewee was asked if their real name could be used in the thesis, and they all 
agreed.

Interviewees of the Rescue department in Kemi: 
Ari Soppela, Fire chief.
Ilari Ikonen, Fire officer.

Interviewees of the paramedic services in Kemi:
Jaakko Hanni, paramedic (advanced life support).
Janne Nikkilä, paramedic (advanced life support).

Interviewees of the police organization in Kemi: 
Reijo Rinne, field leader of a police security unit.
Arto Vähänikkilä, field leader of a police security unit.

Semi-structured interviews were carried out while I visited each organization. Because I am a 
new researcher, as suggested by Leedy and Ormrod (2005) I prepared an interview guide based on 
the initial literature review of the research area with central themes and questions so I would not 
forget anything. However I let the conversations flow freely and as advised by Leedy and Ormrod 
(2005) tried to stay neutral in my own language and reactions and not to pose any leading questions. 

Before the actual interviews I went through my interview guide many times reflecting on 
whether my values, beliefs or assumptions had come to play while constructing it, hoping to 
proceed more knowingly and analytically. The interview guide was also pilot tested before 
conducting the actual interviews with an emergency actor working in a neighbouring municipality 
to the case organizations. The Interview guide is appendix 1 of this thesis.

Each interview lasted they lasted between 30-70 minutes and their focus was to understand what 
the emergency actors think about the level of information security in their organizations, ICTs used, 
training they receive and their communications within their own organization and between 
organizations. Because of the nature of emergency response work the interviewees had to be on call 
the whole time and there were some difficulties scheduling the interviews. There were also some 
disturbances caused by the fact that they had to be on call at the same time. 

All interviews were carried out in the Finnish language. They were recorded with the permission 
of the interviewees and transcribed to allow for analysis as suggested by Miles and Huberman 
(1994). Recording the interviews has the advantage that I only needed to concentrate on the process 
of the interview, not taking notes (Blaxter et al, 1996). Recording the interviews may however make 
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some interviewees anxious and less likely to reveal confidential information. Tapes also take a long 
time to transcribe and analyse (ibid).

The manuscripts were arranged into a computer database according to organization together with 
the recording of the interview. The manuscripts were also sent to the interviewees via email so that 
they could check them; if there are any wrong translations (from Finnish to English), 
misunderstandings, or if they just wanted to add something. A list of the terms that are specific to 
their work was attached to each transcript. Those interviewees who asked for it were also sent a
copy of the recording, they were so large they had to be burned to a disc and sent via regular mail.

Transcribing the data from semi-structured interviews proved to be a more difficult task than I 
would have imagined:

The translations from Finnish to English were time-consuming. Because of this, most 
sentences were not written exactly as they were said, word for word. Finnish language 
would not translate very comfortably into English like that.
People talk very differently than they write. New sentences were begun before the old was 
finished. There were a lot of extra words such as “you know” and “yeah”. I removed most of 
these crutch words and false starts from this transcript. I also left out some of the “uhs” and 
“ums” and “ahs”.
I sometimes also left out my own “yes”, “yes” comments in the middle of the interview 
when they are just interrupting the talk of the interviewee. 
Sometimes sentences aren’t complete. When a sentence was not complete, I put a dash at the 
end (-). 
To add my comments or to explain something that the interviewee didn’t fully say, I have 
put brackets [ ] around words. For example, “I learned it [how to ride a bike] when I was 
four years old”. I also added the original Finnish word in the brackets if I found something 
difficult to translate.

The empirical data collected during the interviews was used when writing appended papers B 
and C of this thesis. In the analysis for both papers I used the data analysis spiral as described by 
Creswell (2007), who states that the analysis for the qualitative data starts already in data collection 
and managing but the following are the main analysis phases: 

1. Reading, memoing: Data was gone through several times trying to get a sense of what it 
contains as a whole. Notes were done in the process.

2. Describing, classifying, and interpreting: Different general categories and subcategories 
were identified and data was classified accordingly to get a sense of patterns and meaning of 
the data, and the relationships between people, the organizations and the information and 
communication technologies. Notes were done during the process.

3. Representing, visualizing: Data was integrated and summarized for the purposes of each 
paper, offering propositions or hypothesis that describes relationships between categories.

The purpose of Paper B was to reconceptualize information security in the emergency context,
and based on the literature review, we wished to expand enactment of information security to 
include a cognitive dimension, in addition to techno-organizational aspects. The data was and 
integrated and summarized by interview and by organization according to three categories:
technology in use, action relations, and organizational issues. We also wanted to illuminate the 
duality of emergency response as being both action oriented and routine oriented. An example for 
data analysis for paper B can be seen in table 1.
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L Technical Action relation Organizational

Emergency
Action

“We need to have the 
loud speakers of 
ComApp on, 
Sometimes when we 
are in a public place it 
can be forgotten, so 
that outsiders can hear 
something they are not 
supposed to.”

“I think that in everyday 
operations the 
communication and 
information exchange is 
fluent.” 
“We use ComApp all the 
time when we talk with 
the emergency response 
center and other partners. 
We also use it for 
communications inside 
our own unit. We can call 
our partners or another 
car.”

“We are careful not to make 
any personal data public, or 
even exchange that 
information in our own radio 
network.”

Emergency
Routine

“In the ComApp 
network, there is so 
much traffic, and 
people cannot get their 
own messages 
through. I believe that 
if something bigger 
happened here, the 
same thing would 
happen because we 
have not been able to 
practice how to handle 
the radio 
communications 
during a bigger 
emergency.”

“We are bound by the 
confidentiality rules 
concerning our patients. 
So we are obliged to 
maintain confidentiality 
about all things 
concerning patients 
information”
“We also make sure that 
information about the 
accident has reached the 
hospital, not just the 
nearest hospital but to 
some others as well like 
City A and City B. 
Securing that the 
emergency response 
centers has notified them.”

“There are some guidelines 
for radio traffic. But in our 
work, our tasks involve 
patients and we must ensure 
data confidentiality while 
communicating.”

Table 1. Example data analysis from paper B.

The reasoning to develop conclusions for appended paper B can be labelled deductive; to 
develop the argument for multi-layers of information security in emergency response, the paper 
draws on Actor Network Theory to conceptualize how actors associate with one another and other 
on-site emergency actors. That is, how they utilize cognitive capability to maintain secure 
information sharing channels during emergency response operations. Theory of organizational 
routines is used to characterize the organization of emergency response routines, which inform the 
entire community of emergency actors about rules and obligations in emergency response. This 
paper makes the assumption that the emergency response context is built on the relationship 
between association and connectivity which continuously shapes the emergency action network and 
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its routines and empirical data collected on information security, emergency organization routines, 
and emergency actions is used to theorize specifically on the association/connectivity relationship.

The purpose of paper C was to examine how the information security and communications 
challenges differ in emergency organizations depending whether they reside in their own respective 
organizations doing routine tasks or whether they are responding to an emergency and have to 
collaborate and communicate with actors from other organizations. The purpose was also offer 
improvement suggestions to their training to overcome these differences. Based on a literature 
review, a conceptual model (figure 1) was prepared that was used in the organising of the empirical 
findings and to structure the discussion.

Figure 1 Conceptual model from paper C.

Empirical data collected was integrated and summarized by interview and by organization 
according to the categories in the conceptual frame and relationships between categories were 
described and recommendations were made.

The reasoning to develop conclusions in this paper can be labelled abductive in nature as the 
paper relies heavily on empirical data with the purpose to build new conclusions about a situation 
that has not been well documented through the accounts of the people who are experiencing it.
These accounts contain the concepts that people use to structure their world - the meanings and 
interpretations, the motives and intentions which people use in their everyday lives and which direct 
their behavior.
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3. Summary of appended papers
This chapter presents the mains results of the appended papers that together contribute to realize 
the purpose of this research. A brief summary of the research objectives, main results, and the 
contribution of the licentiate candidate is provided as well as the publication details for each 
article. 

3.1. Paper A
Hartikainen, H. & Harnesk, D. 2009. “A review of secure emergency communications: technical 
and organisational aspects”. In Proceedings of the 32nd Information Systems Research Seminar in 
Scandinavia, IRIS 32, Inclusive Design. Molka-Danielsen, J. (red.). 12 pages.

The purpose of the paper is to examine the current body of knowledge in the field of secure 
emergency communications in order understand the role that information security plays in the 
emergency context. The subject is divided into two categories, technical supported communications 
and organizational communications. The categories are discussed with the help of Giddens’ 
structuration theory that enables us to understand the complexity of emergency processes that 
consists of a social system of both human and technology based actions. Especially, we can develop 
new knowledge of the role for information security in the emergency context.

Our study shows that while technical developments aim at effective and secure technologies, 
organizational aspects of emergency communications seem to involve not only emergency 
management actors, but also how these actors more and more utilize information technology for 
emergency management. Hence, the scene or landscape for emergency management is becoming 
heterogeneous, which indeed challenge the way that secure emergency communications can be 
understood.

The contribution of structuration theory is many-fold to any investigation of social environment. 
However, as used in IS research the theory merely guides us, or rather indicates that technology 
plays a central role in the social system. It is, thus crucial to conduct more empirical studies on the 
actual technology related aspects in many areas of application. However, our interest concern 
information security in emergency management and we see a lack of research that conceptualises 
information security in this area, and our attempt is aimed at that direction. 

The most obvious role that can be seen for the information security is to guide the design of 
structures that harmonize human action and technology based actions to work together efficiently. 
The developers of future emergency communications structures not only need to ensure the 
technical aspects of confidentiality, availability and integrity of information, but they also need to 
take into account the social rules, norms and structures that guide the emergency communication. 
The main conclusion is that there is a need for better theoretical integration between technology use 
and organizational systems in emergency management.

Licentiate candidate’s contribution: I was responsible for the literature collection and review, 
while my co-author introduced structuration theory. Analysis and conclusions were co-authored. 

3.2. Paper B
Harnesk, D. & Hartikainen H. 2011. “Multi layers of information security in emergency response“.
In International Journal of Information Systems for Crisis Response and Management. Volume 3,
Issue 2. Pp. 1-17. 17 pages.

One dimension of information security that is increasingly enjoying attention in emergency 
organizations is that of emergency responders maintaining information security while operating 
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various types of technical devices and complying with organizational security frameworks, such as 
the information security guidelines. As enacting information security increasingly manifests itself as 
a fundamental part of communication patterns in emergency response, it is appropriate to ask how 
information is shared and acted upon, rather than how it is protected. To this end, we define 
information security in the context of emergency response as a process of three interoperable layers; 
technical, cognitive, and organizational to render a secure emergency response environment. 

This paper draws on the socio-technical research tradition in information systems to re-
conceptualize the information security in emergency response. A conceptual basis encompassing the 
three layers was developed by synthesizing Actor Network Theory and Theory of Organizational 
Routines. This paper makes the assumption that the emergency response context is built on the 
relationship between association and connectivity which continuously shapes the emergency action 
network and its routines. We use the empirical data collected on information security, emergency 
department routines, and emergency actions to theorize specifically on the association/connectivity 
relationship.

The contribution of the paper is twofold. First we show that information security is not only a 
technical but an organizational concern. Second, we present advice on a theoretical synthesis that 
frames the socio-technical reality of information security by relating Actor Network Theory and 
Organizational Routines showing the response duality of emergencies. The approach of combining 
two theoretical accounts in this paper details the enactment of information security in emergency 
response so as to understand how cognition ties technical security features with organizational 
security issues. Theoretically our approach contributes constructively to describe an alternative 
approach to information security research to address the gap between formal and informal criteria of 
information security. In particular, we describe a way to support development of robust and 
heterogeneous collection of security agendas in a context that largely rest on non-technical factors 
and the reaction to unpredictable emergency events. Our theoretical framework together with a 
qualitative method has much to offer research on socio-technical components of information 
security.  

Given the result of our study we are inclined to challenge the current view of emergency 
response as a collaborative adhocracy as we found emergency response rather to be a collaborative 
bureaucracy; an assemblage of technocratic performances with semi-effective outcomes. This 
means that emergency organizations have clear descriptions and understanding of what technical 
information security means and also what the organizational security aspects are. However, in the 
relationship between association and connectivity where action determines outcome information 
security becomes much more cognitive than perceived in mainstream accounts of information 
security. As such, we consider this positioning a worthwhile subject for further studies related to 
information security conceptualizations in the context of emergency response. 

Licentiate candidate’s contribution: I was responsible for the initial literature review as well as 
data collection and partly the analysis while my co-author introduced actor-network theory and 
theory of organizational structures and took the initiative in writing.

3.3. Paper C
Hartikainen, H. 2012. “Information security in hierarchical and ad-hoc emergency organizations: 
Differences in communication challenges and training needs”. In Proceedings of the Norsk 
konferanse for organisasjoners bruk av informasjonsteknologi. NOKOBIT 2012. Universitetet i 
Nordland 9. – 21. November 2012 Pp. 105-118. 14 pages.
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In their work emergency actors need to be able to adapt to two kinds of different organizations: a) 
hierarchical organizations, where they reside in their own groups doing routine tasks, and b) ad-hoc 
organizations formed in emergencies where they have to work together with people from other 
organizations. The purpose of this paper is to examine how the information security and 
communications challenges differ in hierarchical and ad-hoc emergency organizations, and to offer 
improvement suggestions to their training to overcome these differences.

The main finding of this paper is that emergency actors value different aspects of information 
security depending on the on whether they work in hierarchical or ad-hoc organizations. 1) When 
working in hierarchy inside your own organization it has to do with confidentiality; keeping 
sensitive information safeguarded by thinking about things like user rights, firewalls, email policies, 
hackers etc. 2) When responding to emergency the most important things are information 
availability and integrity; the right information must reach the right person at the right time; all 
organizations need to cooperate effectively and use different communications technologies in a fast, 
efficient and safe manner.

This dual nature of emergency response is not currently being taken into account when designing
training in these organizations. The basic training of emergency actors and the training and 
guidelines of each hierarchical organization largely concentrate on information security and
confidentiality issues, and the tools and communications training that would be needed to ensure 
information availability and integrity in an ad-hoc emergency organization is not prioritized. This is 
a problem concerning that most communication challenges present in emergency communications 
can be seen to arise in situations when emergency actors are working in ad-hoc organizations. 

The findings show that emergency actors feel that the confidentiality issues in each respective 
organization are in good hands and that the communication tools they use are secure. However it 
was a concern that there was no unified information security information and organizational 
guidelines available. It was recognized that the trainings in information security matters needs 
improvement. Lack of proper tools and communications training was also recognized as a problem,
and it was a common fear that if a larger scale accident would happen, radio communications would 
get blocked with too many people trying to get their message through or simply because they do not 
know how to use the ICTs.

To ensure information security in both kinds of emergency organizations those responsible for 
information security must provide up to date information security training and awareness building, 
and also tools and communications training that supports inter-organizational communication. The 
information security training and awareness program should be based on existing national and 
organizational guidelines. It does not need to be expensive or complicated, but it needs a dedicated 
individual who is willing to invest time and effort. Dedicated tools and communications training 
needs to be implemented for both hierarchical organizations as well as ad-hoc organizations to 
make sure that the execution of common communication guidelines and policies works also in 
emergency response situations.

Licentiate candidates contribution: The paper was single authored.
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4. Results and discussion
This chapter offers discussion of the research that is reported in detail in the appended papers. The 
chapter is organized according to the research questions formulated in section 1.3.

1. What is the role of information security in emergency context?
2. How is information security enacted in emergency communications?
3. What kinds of challenges are present in the communications of emergency organizations? 

a. Is the current level of information security and communications training enough to 
overcome those challenges or are improvements are needed?

4.1 What is the role of information security in emergency context?
To comment on the issue of secure emergency communication it is important to review the origins 
of different approaches taken in previous research in the area. The scope of this chapter is to review 
and assess the current body of knowledge in the subject of secure emergency communications to 
explore the role of information security in the emergency context. The subject is divided into two 
categories, technical supported communications and organisational communications, these 
categories are discussed with the help of Giddens’ structuration theory. 

Technical supported communications
In recent years different ICTs for emergency communications have gained interest. Building 
systems that are used to support communications, data gathering, analysis, and decision-making in 
an emergency situation requires designers to anticipate what will be needed, what resources will be 
available, and how conditions will differ from normal (Jennex, 2007). Reddick (2011) explains 
further that IT has proven to be effective for all phases of emergency management, but especially 
for the response phase.

In addition to radio and GSM communications, ICTs used can include for example, national call 
alarm systems, dispatch systems, health records (Kyng et al., 2006), ambulances and fire engines 
with GPS, Vehicular Ad-Hoc Networks (Sun, 2007), and sensor networks (Gao et al., 2008; 
Kambourakis et al., 2007; Lorincz et al, 2004; Malan et al, 2004) and the internet (Reddick 2011).

Radio systems have been used by organizations involved in emergency response to communicate 
for decades (Mayer-Schoenberger 2002). One reason for deploying separate public safety radio 
systems is that they are designed to be more resilient that commercial infrastructure (Rao, 2007).
The problem frequently cited is the lack of interoperability (Manoj and Hubenko Baker, 2007; 
Mayer-Schoenberger, 2002). Interoperability means “the ability of public safety personnel to 
communicate by radio with staff from other agencies, on demand and in real time” (Safecom 
website, 2009). Faulkner (2007) explains a problem with radio communications has also been the 
ability for outsiders to eavesdrop on the communications. To avoid this, the analogous radio 
communication was first changed to digital, but a digital radio scanner was produced some 
organizations have started to encrypt their broadcasts (Faulkner, 2007).

GSM communications have been used as a backup for radio communications, and they aim to 
provide confidentiality, anonymity and authentication. GSM phones are now used by a large 
majority of people on a daily basis, so it is natural to continue to use them in emergency situations.
Besides traditional voice calls, cell phones often also support push-to-talk capabilities, text 
messaging, and Web access, all of which could be usefully employed (Rao et al. 2007). In theory, 
an unknown device would not be noticed, since so many other devices are in use (Siponen and 
Oinas Kukkonen, 2007). But as the networks become overloaded, communications cannot be made 
or are broken (Helsloot, 2005; Kristensen et al., 2006; Kyng et al., 2006; Mayer-Schoenberger, 
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2002). Still, mobile phones are important communication devices: mobile phone numbers are used 
in organizing and making sense of the emergency (Landgren and Nulden, 2007).

Internet can be used to provide useful information about emergencies to the public and 
emergency responders for example through the web sites of emergency management organizations
(Liu, 2008) and through social networking tools (Chen-Min et al, 2010). Van Eeten and Bauer 
(2009) researched threats to internet security and explain that around 10% of all machines 
connected to the Internet are thought to be infected with malicious software and which this has 
allowed the emergence of so-called ‘botnets’ –networks of sometimes millions of infected machines 
that are remotely controlled by malicious actors. Marks (2011) discuss cyber security incidents in 
2011 that highlight the vulnerability of infrastructure to hacking attacks. 

Vehicular AD-Hoc networks (VANETs) aim at improving driving safety and traffic 
management. Vehicles equipped with communication devices can communicate with each other as 
well as with the road side equipment located in critical points of the road, such as intersections or 
construction sites (Sun, 2007). Raya and Hubaux (2005) discuss the security of VANETs and 
Dötzer (2006) discusses the threats to privacy and introduces an exemplary approach to overcome 
these issues. Papadimitratos et al. (2006, 2008) have developed security architecture for vehicular 
communication systems where they identify threats and models of adversarial behaviour, as well as 
relevant security and privacy requirements. Sun (2007), and Lin et al. (2007), propose a secure and 
privacy preserving protocol based on group signature and identity-based signature techniques, 
called GSIS. 

Sensor networks can revolutionize the capture, processing, and communication of critical data 
for use by first responders (Lorincz et al., 2004). Sensor devices integrating embedded processors, 
low-power, low bandwidth radios, and a modest amount of storage have the potential to enhance 
emergency medical care; Wearable vital sign sensors can track patient status and location, while 
simultaneously operating as active tags (Malan et al., 2004). Their power and size make it feasible 
to embed them into wearable vital sign monitors, location-tracking tags in buildings, and first 
responder uniform gear (Lorincz et al., 2004). One sensor network scheme is the CodeBlue 
hardware and software combined platform (Kambourakis et al., 2007). Schnayder et al., 2005 point 
out critical areas for future work including for example the lack of reliable communication, 
bandwidth limitations and effective techniques for sharing bandwidth across patient sensors as well 
as the overall lack of security. Kambourakis et al. (2007) identify and describe several security 
issues and attack incidents that can be directly applied on CodeBlue compromising its 
trustworthiness. They also discuss possible solutions for both internal and external attacks and the 
key-management mechanisms that these solutions presume. Issues of mobility, such as, mobile 
command units, mobile command and control systems and wireless connectivity to the command 
centre network have also been successfully investigated (Landgren and Nulden, 2007). 

Despite these communication oriented information security techniques, actual communication 
between emergency actors has a tendency to become 'black-boxed' by denial of services if, e.g., 
authentication fails. Hence, security controls act through its irreversible predefined manner, and 
reduces the actors' cognitive comprehension of communication. At the same time, because 
environments change very quickly it can often be difficult to modify the assumptions on which 
security for communication has been specified (Dhillon and Torkzadeh, 2006)

One of the most common approach to design a secure technical environment is to define 
objectives in terms of confidentiality, integrity and availability, often referred to as the ‘CIA triad’ 
(Harris, 2000). However, definitions of the CIA triad may differ depending on what kind of assets 
that are focused, e.g. a specific computer/IT system, information system or information (Kolkowska 
et al., 2003). 
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Organizational supported communications
Although IT technologies permit the access to and the dissemination of large amounts of 
information related to the emergency, and they help do it with great speed and efficiency, the 
barriers of different professional cultures are still an obstacle in information sharing: To be effective 
the available IT must be attuned to the unique settings and professional cultures of the local 
emergency management communities (Marincioni, 2007). For example diverse information, various 
social interests and different organizational cultures often weaken the co-ordination in and between 
organizations (Marincioni, 2007; Palttala et al 2012). Where there are multiple parties with different 
viewpoints, means have to be found to reconcile their differences if their interaction is to continue 
may this be a common authority or a collective decision or policy (Gerson, 2008).  

The organizations involved in emergency response prefer repeated and well-known behaviour 
within their own area of responsibility. Inter organizational collaboration and coordination is found 
difficult and practiced to a relatively small degree (Berlin and Carlström, 2008; Kristensen et al., 
2006; Helsloot, 2005), and primarily takes place due to understaffing. For example, if the police or 
rescue department reaches injured persons before paramedics arrived they are forced to provide first 
aid. However, they do this with a certain hesitation, and return to their ordinary tasks as soon as the 
paramedics arrive. Collaboration implies learning something new, improvising, negotiating, 
receiving instructions, or risking failure in front of colleagues (Berlin and Carlström, 2008)
To ensure success of emergency response, as well as allow for situation analysis and resource 
management inter organizational communication is needed and the requirement is not only on 
communications hardware but also for communications procedures (Auf der Heide, 1989). The 
ICTs and operating procedures used by most emergency organization are established primarily to 
deal with information flow within the organization. Large scale emergencies on the other hand pose 
heavy demands for inter-agency communication (ibid) According to Palttala et al (2012) in the 
event of a large emergency organizations prefer to follow the general procedures of communication 
set-up for normal situations and problems occur when actors from different organizational cultures 
and structures, need to cooperate. Manoj and Hubenko-Baker (2007) explain that problems arise 
when groups that are accustomed to hierarchy and centralized decision making must suddenly work 
in a flatter, more dynamic, ad-hoc organization that appear in emergencies: Hierarchical 
organization leads to wider information gaps across organizations, but flat organizations are not 
scalable. Therefore, a hybrid organizational model needs to be developed to best utilize the two 
organizational approaches.

It can also be problematic to know who to trust in an unfamiliar emergency setting, and even 
after a level of trust is established, security issues must still be considered (Manoj and Hubenko 
Baker, 2007). Uhr et al (2008) state that trust can be seen as a latent system condition that affects 
the manifestation of organizational structures and tasks, and research by Uhr (2007) indicates that 
trust is important for how the emergency response systems are structured. Chisholm (1989) explains 
that formal channels might be ineffective when information exchanged is sensitive or politically 
charged as formal counterparts might not trust each other, there might not be sanctions against 
transmitting of such information, or there are no formal channels of communication between the 
person who wants the information and the person who has it. Informal channels that are based on 
personal relationships might seem like a better communication choice in this kind of situation. 
Informal channels can also work more quickly as the time consuming formal constraints as the 
problems of “who is in charge” are eliminated (Chisholm, 1989). Auf der Heide (1989) explains
that the natural hesitancy to depend on and communicate with other organizations can be 
diminished in several ways. The critical information requirements of the various organizations 
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involved in the disaster response need to be mutually understood, and the responsibility for 
gathering and disseminating it needs to be made clear. In other words, persons who have 
information need to know who needs it and how to get it there, and persons exchanging the 
information need to use mutually understood terminology (Auf der Heide, 1989). Dantas and 
Seville (2006) suggest that there is a need to take an end-user centric approach rather than a 
platform centric approach in the design information sharing frameworks. Manoj and Hubenko 
Baker (2007) explain that an understanding of human activity and communication behaviour 
models should be incorporated into communication system design.

Chisholm (1989) Explains that effective coordination on ad hoc basis depends at least partly on 
the development of informal norms and conventions through group interaction, experimentation and 
socialization that provide a foundation and context for coordination. Research by Perry (2004) 
supports this, pointing out that disaster exercise participation has a positive effect in teamwork. It 
was seen that after a collaboration exercise for police officers, fire-fighters and civilian volunteer 
their levels of confidence rose in the skills of their own team, as well as for the skills of the other 
teams and their ability to work effectively together. Training emergency response workers can be 
done through different exercises, simulations and games. Look for example: Kim (2013) McLennan 
et al. (2006), Helsloot (2005) and Perry (2004). High levels of crisis preparedness are however 
difficult to achieve as pre-planning tends to be low on agendas and crises are not easy to predict. 
Pre-planning requires the advance cooperation of fragmented and often conflicting interests, and 
paper preparedness exercises are often simpler and cheaper than active readiness through trial and 
simulations (McConnell and Drennan, 2006). Jain and McLean (2006) argue that training through 
live exercises is a great expense, and simulation and gaming systems could provide a wider range of 
training at a lower expense. They have provided an architecture integrating gaming and simulation 
systems for training of decision makers and responders on the same scenarios preparing them to 
work together as a team (ibid).

Discussion
Structuration theory by Giddens is a general theory of social organisation rather than a theory 
specific to the IS, but it has been used widely in the IS literature to discuss the about the 
relationship between technology and organization (e.g., Orlikowski (1991; 1992; 2000). Shortly put, 
structuration means that all action by humans is performed in a pre-existing social structure, and 
controlled by norms and/or laws which are different from those of other social structures. (Rose et 
al, 2005). Systems and structures are closely related concepts in the theory, but Giddens 
distinguishes between the concepts: 

Systems are formed by the patterns of enacted conduct and the repeated forms of social action 
and interaction by situated actors. Systems are reproduced relations in groupings of all kinds 
(Giddens, 1984). Examples can include small groups of friends or families as well as social 
networks and big organisations or cities (Rose et al, 2005; Jones, 1999). 
Structures on the other hand refer to rules and resources organised as properties of the systems 
(Giddens, 1984). They can include for example rules about how the practice is performed as 
well as what is considered appropriate (morals), material resources, and authority resources; 
how time and space are organized, production and reproduction, social mobility, legitimacy 
and authority. 

There is a duality of structure: social action (agency as Giddens calls it) would not be possible
without social structures, and on the other hand, it is that social action that produces and reproduces 
those structures (Rose et al., 2005). The duality exists as time-space presence, in social practices 
and as memory traces of humans. Material resources (like IT) become resources only when 
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incorporated within processes of structuration (Giddens, 1984).
Structuration theory sees that agency is a human property and that technology lacks any capacity 

to act independently in a way which has consequences. In other words technology does not cause 
effects in organizations; it is just a tool and humans determine how it is used through their actions 
(Rose et al., 2005). Several IS researchers have argued that technology in fact can have agency of 
its own (See for example Orlikowski, 2000; Rose et al, 2005). We concur with Rose et al. (2005) 
who believe that as machines today can act more and more autonomously, and their actions do have 
consequences (both intended and unintended), they do possess agency. They go on to explain that 
the agency of machines is not however equivalent to human agency, as machines at the moment 
lack the components central to human agency: for example self-awareness, social awareness, 
interpretation, intentionality and so on (ibid).

Structuration theory is used here to help while discussing different organisational and technical 
issues in emergency communications. The organisations included in the rescue operations are seen 
as the social systems according to Giddens’ theory, but agency is given to both human actors, and 
the technology they use: emergency management system. 

Communication systems in the emergency environment are formed by the patterns of enacted 
conduct and the repeated forms of social action and interaction by situated actors, in order recover 
from on-going emergency events. These systems often embed information security aspects in 
various dimensions. For example, some technologies are excellent at assuring confidentiality, while 
others provide a structure for information integrity. 

We see from our literature review that many efforts have been directed towards fine-tuned
communication technologies, such as TETRA radio networks and ad-hoc networks. However secure 
these technologies are in terms of its designed architecture, unintended effects may occur in the use 
situation. Shortcuts may be taken by actors if technology fails in any way, and public devices must 
be used for rapid coordination with other actuators. In that sense, confidentiality is not assured. 

Structuration theory may influence studies and further understanding of secure communications 
by

Investigating how communication systems become secure structures through routines by 
studying the actions and events that consist of information security related aspects.
Investigating how the structure underwent a structuration process by studying how deliberate 
choices of technology based action set aside unwanted information security consequences. 

Communication technologies can provide effective and timely service during emergency 
management. It is however required that all participating organizations works cooperatively and 
utilizes information technology and communications procedures effectively to mediate intra and 
inter organizational collaboration and communication (Auf der Heide, 1989, Mayer-Schoenberger, 
2002; Landgren and Nulden, 2007). The main contribution of Structuration theory is to assure a 
structure for secure communication between emergency actors that does not become 'black-boxed' 
by denial of services if, e.g., authentication fails. Hence, we want to avoid the consequence of 
security controls acting through its irreversible predefined manner, which may reduce the actors’ 
cognitive comprehension of communication.

According to the framework provided by structuration theory, the social systems in emergency 
response (police, rescue department and so on) are formed by the patterns of enacted conduct, and 
the repeated forms of social action and interaction by emergency response workers. Each system 
works according to their own structures; they know how their duties are performed and what is 
accepted conduct when performing those duties, they know what material resources they have, and 
who has the authority, and so on. Every time they carry out their duties according to the structures, 
they strengthen them, but they also have the power to change them through their actions. 
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Structuration theory may influence studies and further understanding of secure communications 
on the organizational level by:

• Furthering the appreciation and understanding of social routines as a part of secure 
communications. 

• Investigating the complexity of deliberate actions among rescue and incident managers and 
how their intentionality controls action. 

Dantas and Seville (2006) suggest that there is a need to take an end-user centric approach rather 
than a platform centric approach in the design of data/information sharing frameworks. Manoj and 
Hubenko Baker (2007) explain that an understanding of human activity and communication 
behaviour models should be incorporated into communication system design. To this end, 
information security plays a central role, as any design need to account for the structure of 
confidentiality, integrity, and availability of information. Without a clear design and understanding 
of the security structure entail a risk for disclosure of information. This may in turn jeopardize the 
emergency operations, by misinterpretation of emergency decisions among actors. The main 
contribution of structuration theory on the organizational level is the possibility to identify and 
organise a structure of diverse information, various social interests and different organizational 
cultures. If information security aspects are not considered in such communicative environment it 
may weaken the co-ordination in and between organizations (Marincioni, 2007).

4.2 How is information security enacted in emergency context?
The context of emergency response is a domain which involves fast and complicated inter 
organizational socio-technical communications to manage undefined situations (Turoff, 2002), often 
under pressure while engaged in the act of rescuing people and saving lives. In contrast to 
mainstream information security (see e.g., Dhillon & Backhouse, 2001; Siponen & Oinas-
Kukkonen, 2007) emergency response challenges responders to exploit their cognitive ability to 
avoid disclosure of sensitive information to unauthorized individuals. In the emergency response 
literature, cognition is seen as: "…execution of a set of behaviors that an individual is expected to be 
able to perform" (Mendonça et al., 2007, p.47), and believed as a critical construct for the capacity 
to manage the nonlinear structure of emergency response (Comfort, 2007).

As enacting information security increasingly manifests itself as a fundamental part of 
communication patterns in emergency response, it is appropriate to ask how information is shared 
and acted upon, rather than how it is protected. To this end, information security in the context of 
emergency response is defined as a process of three interoperable layers; technical, cognitive, and 
organizational to render a secure emergency response environment. This definition is consistent 
with previous research on secure communications that incorporates technical, conceptual, and 
organizational views on access to IT, secure communication, security management, and security 
design (Siponen & Oinas-Kukkonen, 2007).

To develop the argument for multi-layers of information security, Actor Network Theory 
(Bardini, 1997; Latour, 2005) is used to conceptualize how actors associate with one another and 
other on-site emergency actors. That is, how they utilize cognitive capability to maintain secure 
information sharing channels during emergency response operations. Second, theory of 
organizational routines (Pentland & Feldman, 2007; Feldman & Rafaeli, 2002) is used to 
characterize the organization of emergency response routines, which inform the entire community 
of emergency responders about rules and obligations in emergency response. An assumption is 
made that the emergency response context is built on the relationship between association and 
connectivity which continuously shapes the emergency action network and its routines. The 
empirical data collected on information security, emergency department routines, and emergency 
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actions is used to theorize specifically on the association/connectivity relationship.
The chapter proceeds as follows. First, selected research contributions in the field of emergency 

response are reviewed to characterize its context. This review discusses how emergency actor 
networks shape response capability to enact the associations defined by constitutive actors. The 
review is ended with diagnosing the formal organization and its generally accepted premises for 
emergency response. Next information security is introduced and its relevance in the context of 
emergencies is discussed. Finally the result of the analysis is presented and an alternative 
understanding of information security that is meaningful in the emergency response context is 
offered.

The dual context of emergency response
The context of emergency response has been characterized as a collaborative adhocracy consisting 
of inter-related individuals, groups, and organizations with different backgrounds and levels of 
expertise (Mendonça et al., 2007). Responding effectively and rapidly to emergencies requires 
complex decision making about issues that are based in different language, cognition, and routines. 
Given the adhocracy view, improvisation, adaptability, and creativity in problem solving emerge as 
critical non-technical factors that leave imprints on the success of response operations (Comfort, 
1999; Harrald, 2006). To ensure success, emergency departments engage in defining coordinated 
actions and communication patterns that are sought to be maintained during emergency events. This 
is however difficult to achieve as emergency responders operate in two different types of situations: 
1) as networks in which they are responding to an emergency, and must communicate quickly, 
reliably, and accurately with other responders (Mayer-Schoenberger, 2002), often under pressure 
(Crichton et al., 2000), and 2) in preparation periods where planning activities for the next event are 
critical for future response success (Manoj & Hubenko Baker, 2007).

Such contextual aspects have been identified in the literature (Turoff et al., 2004; Waugh & 
Streib, 2006) and include assumptions of dealing with capability issues such as compliance with 
formal procedures while also reacting to unpredictable emergency events, and simultaneously 
building up reliable and trusted relations with actors from other organizations. This is easy to 
achieve since emergency actors have limited resources during response to build concerted 
knowledge as each emergency is different and poses different problems. For example, the personnel 
involved might shift from emergency to emergency and during emergencies. As noted by Turoff et 
al. (2004), role transferability is a key problem in emergency response as it is virtually impossible to 
pre-define what particular roles actors will undertake during an emergency. Therefore, one 
problematic task in defining and setting up emergency action networks revolves around drawing a 
common cognitive map of network constituents to exploit the full potential of existing knowledge 
(Carlsson, 2001).

Emergency response, as collaborative adhocracy, has been attributed many features that can
endanger information security. As emergency actors need to access information regarding scale, 
location, damage, and available human and physical resources from multiple organizations, it
makes emergency response very interactive (Dantas & Seville, 2006; Horan & Schooley, 2007).
The process of prioritizing information at different nodes within the emergency actor network aims 
to minimize the risk of responders acting on incomplete and erroneous information. While 
information prioritizing is critical for decision making and shaping of representations in a common 
operating picture (Carver & Turoff, 2007) the assumption that it could sustain organizational 
boundary, as each node in the network acts on the premise of its own focus and responsibility, has 
been critiqued. For instance, Comfort (2005) claims the main problem in maintaining security in 
complex environments such as emergencies and disasters, is the understanding of uncertainty 
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during response.  However, as Comfort notes, the real problem, is that emergencies as contrasted to 
organizational activities, not only concern the emergency organization, but also other public, 
private, and non-profitable organizations. Therefore, the scope of information flows related to an 
actual incident or emergency contain both objectively bounded interpretations as well as subjective 
non-operational opinions of the situation. As a result, emergency response may produce large 
amounts of information, a fact which may be counterproductive when used in response actions due 
to information overload in certain nodes of the network. The concept of interoperability has been 
used to explain the effects of uncertainty on emergency response. In contrast to ordinary 
organizational interoperability issues where incompatibility between technical systems consumes 
most resources, emergency response has to be in operation even when the technical systems fail. In 
this context, it is information that is the primary resource to adaptive performance. If systems fail, 
communication procedures cannot assure adequate information security levels (Comfort, 2005)
because information may be changed or distributed unintentionally to responders or even persons 
outside the system.

Comfort & Haase (2006) demonstrate that fragility of communications infrastructure determines 
the level of inter-organizational performance in actual disaster operations by referring to the hesitant 
intergovernmental response to the Hurricane Katrina. Coordination of actions has been the 
outstanding recipe for success over the years for inter-organizational emergency communications 
and performance. The emphasis has been to explain how the enactment of pre-defined action plans 
serves as a means to achieve controlled and concrete actions during response. In contrast to 
traditional command and control models (Dynes, 1994), Mendonça & Wallace (2004) propagates 
that response organizations must possess agility and discipline to respond to extreme events. In 
particular, the many ways to share information available through modern technology, within 
dedicated response teams and public agencies chiefly challenge the coordination of response 
actions. (Harrald, 2006) observes that "...coordinated outcome can be achieved only if the evolving 
emergency management structure is an open organization, aware of and adjusting to the rapidly 
changing external environment showing the importance of improvisation, adaptability, and 
creativity to the management of this transition from chaos to stability." (p.261)

Other researchers have noted that coordination is only successful if emergency responders and 
managers are able to lessen the gap between planning and practise. Comfort (2007) states that 
"cognition is essential to activating the response process...//...//...this means achieving a sufficient 
level of shared information among the different organizations and jurisdictions participating in 
disaster operations at different locations, so that all actors readily understand the constraints on 
each and the possible combinations of collaboration and support among them under a given set of 
conditions." (p.191)

Chen et al. (2008) developed a framework to analyse trends occurring in the emergency response 
life cycle that explain the coordination patterns: On-site response coordination and Remote 
response coordination (by commanding officers). Without developing an understanding of the 
relationship between these two, there will always remain a lack of clarity of the rapid coordination 
decisions that responders must make when exploring the solution domain. 

Effective emergency response routines constitute the heart of any emergency department. 
Written response plans based on planning processes contain specific objectives aimed at achieving 
emergency preparedness (Perry & Lindell, 2003). The typical aim with plans and guidelines is 
engineered to initiate responders into action, but in real situations different contingencies often 
force responders to follow or deviate from these guidelines. This happens because the cognitive 
roadmap may change over time during informed actions (Waugh & Streib, 2006). Extreme events
have led many researchers to study how planned emergency routines are enacted during actual 
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response. For example, Comfort & Haase (2006) concluded on basis of results from a social 
network analysis of the hurricane Katrina that the human cognitive capacity and the technical and 
organizational means displayed obvious discrepancies between formal plans and actual practise. 
One line of criticism which postulates against  too  much reliance on formal plans is the inherent 
difficulty for emergency responders to make sense of the plans. Murhen et al. (2008) refer to this as 
- discontinuity is the rule in emergencies, and continuity is an exception. As further noted by 
(Murhen et al., 2008), it is very difficult to define the beginning and the end of an emergency, and 
therefore it is difficult to consciously enact emergency routines. 

Institutionalization of routines is in many ways a function of selecting between different 
available methods to establish well defined procedures. To this end Comfort (2005) suggests that 
emergency departments should conduct long-term policy analysis and also generate alternative 
scenarios alongside as a method to internalize target goals. This method, Comfort  (2005) argues, 
warrants careful consideration, as it is grounded in systematic, rigorous, and detailed analysis of the 
characteristics and interactions of the actors/agents involved in the selected system. It differs from 
traditional methods of forecasting in that it considers large ensembles of scenarios; seeks robust, 
rather than optimal strategies; employs adaptive strategies; and designs analysis for interactive 
exploration among relevant stakeholders. Its weakness Comfort (2005) notes, is that it cannot 
predict which of the potential scenarios is most likely to actually happen. 

Given the characterization of emergency response as a collaborative adhocracy, emergency 
actors may experience being associated to a certain emergency response progress along an array of 
trans-situational actions, rather than reacting mindfully to institutionalized knowledge in their 
respective organizations. For example, viewing exchange of information as critical for allowing 
continuous process of updating the changing status of an emergency community under stress, 
Comfort & Haase (2006) describe emergency management as a complex socio-technical 
communication process aimed at performing informed collective actions. As Mendonça et al. 
(2007) note, "…when attempting to consolidate information to obtain a shared situational 
awareness, there is a very real possibility that information that is relevant to one or more parties 
could be inadvertently left out." (p.46)

Situational awareness of events during response is the result of having access to specific 
information to prioritize certain measures before other measures. The picture can then be shared 
with other responders so that coordinated actions can be performed with a desirable outcome. 
However, the basis of this premise is that responders are connected to their own organizationally 
defined emergency routine. This involves translating the rules for response into an operative state 
where responders understand the effects of action regardless of whether they applied controlled 
actions or creative actions during emergency response operations (Mendonça et al., 2007).

Enacting emergency response
Enactment of emergency response is explained as the assurance that action procedures are 
interpreted and followed by emergency actors through response plans and IT (Murhen et al., 2008).
This is described in ANT as a course of co-evolvement to achieve actability (Latour, 1987).
Definitely, actability is vital in emergency response and when responders arrive at the emergency 
scene, they commence with the critical assignment to form working alliances (Mendonça et al., 
2007). The reinforcement of actability to operate collectively originates from the various actors’ 
ability to recognize patterns from prior responses and apply them onto on-going emergencies 
(Comfort, 2007). However, the complexity of dependencies between actors in emergency response 
entails a clear risk of hiding organizational routines from view, and thereby concealing the way that 
actability is represented (Holmström & Robey, 2005). As noted by Comfort (2007, p.189) “…the 
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challenge is to build the capacity for cognition at multiple levels of organization and initiate 
coordinated action in the assessment of risk to vulnerable communities.”

In order to build such capacity, ANT proposes that stable identities should be developed through 
non-negotiable elements that translate individual perceptions into collective intentions, thus setting 
the network into operation (Callon, 1991). In emergency response, this happens through the shift 
from a residing (preparation) state into operative (emergency response) state whereby actors assume 
well defined roles and start emergency activities. In ANT terms, this proceeds along a translation 
process where emergency actors first enter the obligatory passage point of constructing common 
definitions and meanings, e.g., rules for response (Turoff et al., 2004), second, they define 
representatives, for e.g., defining certain roles with assigned task responsibility (Harrald, 2006),
third, they co-opt each other in the pursuit of individual and collective objectives, e.g., re-produce 
cognitive abilities (Comfort & Haase, 2006).

The assembling of parts to form such a unity comes about through a series of events, which, in 
the ANT perspective, are not about the separation between the social and technological, but as an 
assemblage of negotiated and reinforced ties that do not look like regular social ties (Latour, 2005 , 
p.6). While Latour (2005) discusses association as a central tenet in ANT to describe how actors 
connect in a network, Bardini (1997) clearly differentiates between association and connection. In 
Bardini’s view, humans use association capability to instantly grasp items that enforce change in a 
given trail of actions. Connection, on the other hand, is concerned with intelligibility of action 
content as communicated between actors. Thus, in an emergency response environment, we can 
think of the emergency actor using his ability to associate and individually making decisions while
at the same time following emergency response routines.

Given the changing nature of emergencies and the need for emergency actors to shift between 
formal routines and creative actions, the situation calls for an understanding of the commonalities 
that the routines prescribe and the communicative content that is shared by responders. In respect, a 
synthesis between ANT and theory of organizational routines is appropriate because of the common 
performativity principle both theories contain. In fact, Feldman and Pentland (2005) draw their 
advance of the theory of organizational routines on work on power of association (Latour, 1986),
arguing that performances are situated actions carried out by specific actors at specific times and 
places. More importantly, actions are not just situated, they can also be characterized as purposive 
action and mediated actions, as Goldkuhl (2005 p.159) argues, “…to act is to do several things at 
the same time”.

Organizing enactment of emergency response
Connectivity is a concept used to explain how actors interact in networks. It indicates that every 
actor, human or technical, can be reached (Feldman & Rafaeli, 2002). Similarly, emergency 
organizations define how response actors are expected to interact on the premise of defined standard 
operation procedures, and how they collectively enact those procedures during a variety of 
situations (Perry & Lindell, 2003). In order to meet the goals of response, this becomes an issue of 
organizing for performativity and ensuring that features of the emergency hierarchy clearly inform 
actors of the enactment of emergency response routines. Orlikowski (2007) demonstrates that 
performativity is constituted by available technology and that performance results in the assemblage 
of deliveries that temporarily bind together a diverse assembly of distributed agencies, which for the 
duration of the particular activity are temporarily stabilized. Consider the temporal dimension in 
emergency response and the critical variable which time plays during response. This is a 
fundamental premise that explains why emergency organizations are typically organized in a 
hierarchy with formal structures and formally assigned responsibility for actions (Perry & Lindell, 
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2003). Mendonça et al. (2007) note that when emergency calls activate emergency actors, the 
response context is highly diverse and it must be recognized that not all actors involved in the 
response will require access to all relevant information. To this end, Jul (2007) point out that 
technological solutions that assemble information offered by users, tasks and context of emergency 
response is one way to reproduce the understanding of performativity. However, a controversy in 
emergency response is the tendency responders have of falling back on formal plans and rules when 
stressed with reduced control over a given emergency (Turoff et al., 2004). This means there is a 
gap between what is formally established through policies and what is enacted during emergencies 
– a discrepancy between ‘routines as-expressions’ and ‘rules-to-be-executed’(D'addeiro, 2008). As 
Pentland & Feldman (2007) observe ‘when people in organizations use tools to do tasks, they most 
often do so as part of an organizational routine’ (p.786). Considering the two pathways of enacting 
emergency response; preparing for response and activating the response, the cognitive ability is 
critical to avoid having both the components of emergency response coordination and 
communication operating in a static and disconnected mode (Comfort, 2007).

The information security challenge of emergency response
With increased knowledge about information security in general, and the need to secure information
sharing across organizational boundaries, technical information security solutions are essential for 
the effective flow of information between systems (Bishop, 2003). Mainstream technical 
information security views authentication as a central principle for access to IS in that it ensures the 
subject to be the one the subject claims to be and thereby the prevention of unwanted actions is 
assured (Kong et al. 2001). However, in the context of emergency response, information security is 
achieved on technology level, rather than on software control levels. This incline a number of 
security challenges. For example, dedicated networks are used as temporary communication 
channels while acting within emergency response. These technologies have tended to be 
organization specific. For example, a group of policemen can talk among themselves, but not with 
rescue department or paramedics (Kristensen et al., 2006). This makes data gathering, analysis, and 
decision-making in an emergency situation extremely complex as conditions will differ from the 
last response (Jennex, 2007). However, the fundamental difference between normal organizational 
information management and emergency management context is that the emergency actors are 
those who share information, and simultaneously make rapid decisions while time critical actions 
are performed. In such a complicated situation, where people involved have to compile diverse
information sources to act effectively, there is always the risk of exposing confidential data. For 
example, communication over the GSM net transmits encrypted messages between the mobile 
station and the base transceiver station but in the fixed network, these are not protected as the 
message is transmitted in plain text most of the times (Milanovic et al., 2004).

3. Emergency response is highly governed by action response plans as means for translating 
organizational objectives into collective intentions, and thus setting the emergency network into 
operation. The actions carried out are not only means for relief operations during emergency 
response, but also help to get feedback for improving future response actions (Nathan, 2004).
Although there might be differences in specific details of the action concept, Goldkuhl (2005)
showed that actors perform actions based on situational grounds where they assess specific 
situational conditions, and reflect on the conditions using knowledge in order to produce a 
communicative outcome. This is particularly relevant for this research as emergency response 
contains many, if not all, variants of actions due to its dynamic nature. For example, 
institutionalized action, controlled action, trans-situational action, interactive action, purposeful 
action, and creative action (Goldkuhl, 2005) are important instances of action in the emergency 
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response situation. These action types reflect the levels of formality in defined response routines, 
and also highlight the need to delegate action responsibility between on-site emergency actor 
networks to facilitate role transferability (Turoff et al., 2004). For example, institutionalized action 
and controlled action are interrelated as per the rules of regulation as stated by national emergency 
authorities. Institutional actions are actions that have become a part of custom and collective habit 
(Goldkuhl, 2005). A typical instrument available to emergency responders in order to establish 
practise is the decision process as it is followed on any emergency call. Such process include rules 
of response with pre-defined tasks, and serves as a means to perform actions for which the 
emergency responders have responsibility (Comfort et al., 2001).

4. Furthermore, the application of information security as an organizational routine is 
concerned with aligning formal approaches of information security to information technology 
infrastructures. Therefore, the underlying premise of information security in the organizational 
domain is; to ascertain the means by which information can be protected against hackers and other 
types of mala fide behaviours (Baskerville, 1991; Dhillon & Backhouse, 2001; Siponen & Oinas-
Kukkonen, 2007). In Siponen & Oinas-Kukkonen's (2007) view, organizational security policies are 
the most common organizational-level solutions to ensure security throughout organizational 
processes. Choobineh et al. (2007) however found that “Once a system has been implemented, it 
was a norm to follow a checklist to address whether any of the security ‘holes’ remained 
unplugged” (p. 961). Frequently adopted approaches to ensure information security on the 
organizational level are risk management and standardization (Dhillon & Backhouse, 2001; Doherty 
& Fulford, 2006). These approaches are described in policy documents as tools for information 
security managers. One major issue with such procedures is that security preferences are not well 
translated into the observed behaviour of users’ (Stahl et al., 2008). Information security 
considerations can therefore conflict in terms of underlying requirements, values and objectives to 
the extent that their integration with organizational processes can also fail (Dhillon & Torkzadeh, 
2006). The problem in practising information security management in the context of emergency 
response is dependent upon the management of the life-cycle of emergency. Policy development is 
of the essence, but time lapse between planning, training and actual emergency response limits the 
translation of policy preferences into actual security behaviour (Kotulic & Clark, 2004).

Results
Access to important information for all case organizations is allowed via the encrypted TETRA 
network, As only a limited number of TETRA devices are available in the case organizations, they 
are dedicated for the use of response officers and team leaders. With the use of TETRA there is 
possibility to share information between emergency actors along the pre-defined practises.

Secure communications are critical and certain measures have been taken to ensure them, for 
example, emergency actors cannot listen in on the everyday communications of the other 
emergency organizations, but there are dedicated talking groups to enable collaboration between 
different emergency organizations in emergency situations. 

Leakage among unauthorized actors regarding peoples’ privacy can be a risk. It was a common 
opinion among respondents that if people know how to use the TETRA network, it is a good 
communications tool and enables effective leadership no matter the scale of the emergency. The 
problem that came up frequently however was the lack of skills of the users; they might not know 
how to change folders, or how to change home groups. Or if they knew how to do it, their user 
rights might be so limited that they are unable to which was seen as a big constraint in collaborative 
assignments.

5. The process by which the rules for response are decided upon is governed by situational 
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conditions in any emergency. All of the actions are planned ahead as far as possible; the command 
leader will be giving “pre-orders” that emotionally prepare the crew for a difficult rescue mission, 
so that everyone has a common idea of where they are about to go and what they have been 
preparing for. 

The three emergency organizations operate individually, but mutually align with situational 
conditions to assure successful rescue. Emergency actors have to cope with complex information 
sharing situations. Their main objective is ensuring a successful rescue operation, which is 
dependent upon controlled actions that lead to desirable outcome. Controlled actions are a direct 
result of institutionalization of action patterns formalized in rules for response. For example in the 
paramedic organization L4 is the general leader of medicinal work, triage leader assessed the health 
of the patient and their need for care, the care leader coordinated the care taking activities, and 
transport leader coordinates the transport of the patients.

However, situational conditions require rapid adaptation of actions to new and unforeseen 
conditions at the scene of the emergency. An arena of trans-situational dependencies emerges that 
challenge the chain of secure actions as foreseen in rules for response. A paramedic for example 
wonders when using different tools, do emergency actors know who they can share information 
with, and what kind of information they can share.

Interactive actions and trans-situational actions are common to all three emergency 
organizations. For example, the rescue department communicates with the paramedics almost daily 
in situations where there has been a car accident. The unit supervisor, who is the on duty officer at 
the department, contacts the paramedic units. In some situations, the leader of the rescue work, the 
so called P3, is the commanding officer in contact with the paramedics and also the police. 
However, the commonality in collaboration is sometimes a problem, for example a fire officer 
interviewed explains that even during events where he is not assigned as command leader, he might 
still get direct calls because people have gotten used to calling the manager in Kemi for information 
so in a way there is no common communications guideline that can be applied to every situation. 
He goes on to explain that it might not even make any sense to prepare one, because the 
organizations might not necessarily know what resources the organizations have sent in as all 
assignment data is not shared between organizations.

The main premise of emergency response is that actions taken during any response should be 
coordinated. Given the scenario described (Appendix A, concrete example), when the first team 
goes in they take a look at the situation and give a general picture to other teams arriving, and it is 
likely that a command centre would be established. It is important that the police, the rescue
department and paramedics have full situational awareness. Depending on the situation as many 
people as are deemed necessary are called out to assist in the emergency: Involved are usually the 
three case organizations but also for example volunteer fire departments, health care authorities, 
boarder guard or rescue helicopter services could be involved.

One type of intriguing situations where responders have to respond instantly is when situational 
awareness is fragmented, and the available communication means fail to support responders. Fire 
chief explains that TETRA network still has some dead zones in the Finnish Lapland, which might 
cause the emergency actors to have to work without any kind of communications infrastructure. 
Fire officer explains on the same theme that for example the police and the paramedics might not 
know what resources the rescue department has sent in as all of their assignment data is not passed 
on to them.

Discussion
We learned that effective emergency response does not only depend upon the knowledge and 
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application of technical expertise and emergency operating procedures, but also on the non-
technical skills of the actors involved. Thus, the social systems in emergency response are formed 
by patterns of the enacted conduct i.e., the repeated forms of social action and interaction by 
emergency responders. The technical and social system functions according to their respective 
internal structure and this in turn advices the operating actors of their duties, and the accepted 
conduct while performing those duties. 

Our study shows that while one group may ensure confidentiality through the use of technology, 
other groups share information face to face during emergency actions, which creates ambiguity 
regarding security during on-going communications. This sets information security in emergency 
response in a deeply intertwined position between technical and social activities (viz. Latour, 2005) 
as the actions performed are formed along an array of pre-defined action patterns. As noted by 
Turoff (2002) and Comfort & Haase (2006), emergency responders have to perform accountable 
actions while staying prepared for the unforeseeable. To this end, our study shows that responders 
act securely even though the technology they use does not involve any authentication procedures, 
which make responders cautious in sharing information outside commonly agreed channels. Indeed, 
information security is deeply embedded in the actions performed by responders while they are 
responding to emergencies. That is to say, emergency responders use their cognitive capacity to 
assess and act on situated information (Comfort, 2007). The literature demonstrates that the concept 
of action is fundamental to cognition and is of utmost importance in the context of emergency 
response since the ability to meet response goals largely depend on behavioural activity that is 
creative but purposeful (Comfort, 2007; Mendonça & Wallace, 2007). Indeed, the complexity of 
actions among emergency responders and how their intentionality controls action leaves an imprint 
on information security alignment between organizational routines and emergency action networks. 
Our perspective on information security differs from those that presents information security as an 
application of risk management and uncertainty in the avoidance of risks (Baskerville, 1991; 
Comfort, 2005) by articulating that the cognitive dimension of information security, i.e., responders’ 
capacity to maintain information sharing channels is fostered by characteristics of technology in use 
and preferences of security policies. This is carved out in the entanglement of rapid association and 
formal aspects to a decision situation, which was explicitly identified in our case where responders 
operate on fragmented situational awareness, and the available communication means fail to 
support response actions. Theoretically, this establishes a link between actor network theory and 
organizational theory by framing association and connectivity within the emergency response 
instance of what ANT defines as a translation process. Towards this end, information security may 
be thought of as an associative (Bardini, 1997) and connective (Feldman & Rafaeli, 2002)
relationship between actors. These two constructs convey how humans perceive content of actions. 
Association operates through the grasp of items, instantly implying what is likely to happen next or 
is what is suggested, by the association of thoughts. Connectivity means that a system has rules and
formal structures formed by decision makers and designers which actors must comply with. 

Information security can be maintained during emergency response using technology for secure 
communications together with robust security strategies. However, it is displayed in our case that 
such view has limitations. Emergency response rely heavily on trans-situational actions, which 
stress responders’ capacity to maintain information sharing channels without revealing any 
confidential data, which might risk its integrity or imperil privacy. Without the cognitive layer, the 
technical and organizational aspects of information security remain static or disconnected to the 
actions performed during emergency response. This perspective differs from that of the existing 
information security research that considers information security as the premier safeguard to 
informational assets (e.g., Siponen & Oinas-Kukkonen, 2007). The cognitive layer makes 
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technological and organizational security considerations entangled, in the sense that information 
security is not just a socio-technical construct; rather it is socio-technical relationships that shape 
emergency response security. 

Our case illustrates the linkage between technical, cognitive, and organizational security layers 
as a relationship between association and connectivity, to use Latour's (2005), Bardini's (1997), and 
Feldman & Rafaeli’s (2002) terms. The information security layers rest on the socio-technical 
foundation of emergency responders being able to deliberately associate the emerging needs during 
response, and at the same time being able to connect those associations with what has been formally 
decided upon, internally as well as with concerned rescue organizations.
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4.3 What kinds of challenges are present in the communications of emergency
organizations? 

Is the current level of information security and communications training enough to 
overcome those challenges or are improvements are needed?

This chapter summarizes the main results of the case study concerning the current level of 
information security and information security training in emergency organizations, as well as ICTs 
used and communication training provided. Next it proceeds to offer discussion on the challenges 
identified in the communications and offers ways of improving current training.

Results

Information security and information security training
All emergency organizations handle information that can be considered confidential; identification 
information, health records, criminal history, company’s trade secrets, a municipality’s preparedness 
plans and so on. Naturally they also have an obligation to observe secrecy that comes with the job, 
this obligation is taken very seriously and interviewees stressed its importance. Emergency actors 
are bound in their work by Finnish legislation; the rescue department is bound by rescue law 
(Finlex [1]), the police are bound by police law (Finlex [2]) and the paramedic services are bound 
by healthcare law (Finlex [3]). Other laws that have to be observed when responding to an 
emergency are for example the law on the electronic handling of patient records in social services 
and healthcare (Finlex [4]) and civil servant law (Finlex [5]). When starting their work in an 
emergency organization the actors also get familiar with the national and organizational information 
security guidelines and confidentially matters and the emergency organizations see to it that they 
are obeyed.

The interviewees felt secure that confidentiality issues in their respective organizations are in 
good hands and that everyone knows the common rules and guidelines and don’t share any 
information that they shouldn’t. A police officer noted that the understanding for these things 
largely needs to come within and one needs use common sense and realize that the kind of data they 
handle is not to be shared. The problems that were identified were that sometimes the radio 
loudspeakers might be on in the presence of outsiders and for example the name of the accident 
victim might be shared inside a shift. There was also some confusion in matters concerning data 
availability and integrity; employees were for example not familiar with the organizational 
guidelines concerning the preservation of documents and access rights.

The basic training for the emergency actors includes different courses where the core principles 
of information security are gone through and they do also come up on other training sections. The 
police organization held a national information security test in 2008 that all employees had to pass -
the participants however did not know if this kind of testing was to be more regular. This was a 
reoccurring trend through the organizations - There are not any regular efforts to increase 
information security training or awareness even if they felt it necessary. The fire chief for example 
notes that there should be more training on information security and it could be useful to create their 
own specific instructions on information security that could be implemented for example during 
yearly training.
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ICTs used and communications training
The Finnish digital TETRA network is encrypted and called VIRVE. The network is in use in all of 
the case organizations, and it enables them to communicate both inside their own organizations, as 
well as between different emergency organizations using different talking groups and folders. In the 
case organizations GSM is used for example to contact those organizations that are not a part of the 
TETRA network like for example the accident investigation board or environmental authorities, or 
if information needs to be passed on to a specific person instead of the group. The interviewees 
believe the main communication tools they use are technically secure, and that it is not likely that 
they could be eavesdropped. The security of the TETRA network was perceived to be higher than 
the one of the GSM. Some technological challenges were also present when using the TETRA 
network, for example dead zones because of buildings and underground sites, or the strain that 
using the network to make regular telephone calls causes to the link.

When the TETRA network was first introduced, there was technical and communications 
training offered to emergency actors. There is however no training package to offer to the new 
employees on the technology, and some organizations resorted to training inside their own groups. 
Some problems arise in its use both with new employees and old ones - There might even be some 
situations where the personnel have to resort to using alternate means of communication because of 
their lack of knowledge. 

An interviewee from the rescue department believes that the technology used is not a problem in 
emergency response but there is a lack of experience as there have been no exercises where 
communications are organized exactly according to instructions and tested in real time. He explains 
that this could be simulated with different organizations but as long as it is not done there will be 
problems. An experience from the preparedness exercises was offered by a paramedic who says that 
if there is any form of exercise, the common opinion among the participants is that the exercise 
went well, but communications became cluttered. He explains that it is a recurring problem when 
you have many different people who want to talk at the same time. 

The other interviewees agree, explaining that during emergency operations concerns arise from 
the lack of training concerning operating procedures and communications tools. Different exercises 
to prepare for bigger emergencies are done, and there are organizational guidelines available but 
there are problems to quickly build up a communications system that is not in daily use, taking new 
talking groups into use and dividing bandwidth effectively when the situation begins or changes 
suddenly. A fire offices explains that in a way no common communications guideline can be 
applied to every situation because of the uncertain nature of the work: Different emergency 
organizations might not know what resources others have sent in as all assignment data is not 
communicated between organizations during response

It was noted that the communications between emergency actors improve the more they work 
together on emergencies, and the easier it becomes to interact with them and take on common tasks. 
Currently the bigger simulations only take place once or twice a year (Pohjolan Sanomat 2010), and 
in the preliminary contacts with the rescue department it was mentioned that there is a tendency to 
prepare some things – like the communication networks – beforehand so that all of the participants 
in the simulations can concentrate on practising for their own duties on an accident site. A police 
officer explains further that as there is time to prepare for these situations they might know what 
they have to do beforehand, or at least they will have a general picture of the situation that they will 
be put into.
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Discussion

Current training
All interviewees acknowledged that information security matters are important, and that there have 
been some efforts to increase knowledge about them in their respective organizations, it just seems 
that these efforts have not been very consistent. This can perhaps be because the confidence in the 
technical security of the communication tools used was high among respondents as well as for each 
employee’s knowledge on what can and cannot be shared with each other and outsiders. It is true 
that many errors and failures can be prevented with physical and technical controls, but an 
important safeguard are also on-going training and awareness activities (Whitman et al. 2009; 
Thomson et al. 1998). If the national and organizational information security guidelines are not 
gone through somehow on a regular basis, it is not likely that after a long career the same 
information security education applies as when you first started working - even if one does know 
what kind of information needs to be kept confidential. It was recognized in the case organizations 
that training in information security matters needs improvement. 

In an emergency while working in ad-hoc organization the actors need to handle and exchange a 
lot of confidential and otherwise important data efficiently with other organizations (Carver, 2007; 
Kyng et al, 2006; Kristensen et al. 2006). The interviewees have received training in the use of their 
TETRA network but it was many years ago and there are no organizational instructions or training 
packages available that the interviewees knew of. There are procedures and guidelines available in 
the case organizations for handling and organising communications, but the actualization of those 
instructions during emergency response was seen as a problem. Eriksson (2009) points out the fact 
that knowledge in written plans is seldom appropriately transferred to emergency response. Palttala 
et al (2012) explain that emergency organizations usually follow preparedness plans that define 
responsibilities and division of labour, but a problem is that standard operating procedures defining 
communication in large emergencies on the network level are often lacking. Auf der Heide (1989) 
notes that written plans are important, they are not enough by to assure preparedness, in fact they 
can be an illusion of preparedness if they are not: a) tied to training programs, b) not acceptable to 
the intended users c) not tied to the necessary resources, or d) not based on valid assumptions. He 
calls this illusion the "paper plan syndrome”.

The lack of dedicated communications training in the case organizations caused respondents to 
worry that in the case of a real large incident, the network traffic can get blocked because there is 
too much communications going on, which would then jeopardize information availability. The 
training for inter-organizational communications might take a back seat in the emergency scenario 
trainings as the organizations want to make sure that the participants can learn about how to carry 
out their primary tasks in the given situation as well as possible. Because of this, communication 
structures are often prepared beforehand for the bigger emergency trainings that take place once, 
maybe twice a year. 

Communication challenges
The interviewees believe the communication tools that they use are technically secure, and that it is 
not likely that they could be intercepted or eavesdropped. They also believe that confidentiality 
issues are deeply rooted in the minds of emergency actors. In this sense, information confidentiality 
is achieved. Most communication problems that rise are because of the lack of knowledge on 
communications procedures and the lack of skills while using the TETRA network Especially in 
large situations this certainly poses a great threat both to information availability and integrity. This 
is consistent with previous research that suggests that most communication challenges in emergency 



35

response are not technical (Quarantelli 1997). For example differences in terminologies and
organizational cultures, as well as the possible incompatibility operating procedures can all cause 
difficulties (Dantas et al. 2006).

Research by Manoj and Hubenko Baker (2007), based on practical observation of emergency 
actor exercises and drills and workshop discussions, identified three categories of communication 
challenges: 1) Technological challenges, for example deploying a communications system or radio 
interoperability issues. 2) Social challenges, for example difficulties in communications within and 
between organizations: who to call, who is on duty etc. 3) Organizational challenges that might 
arise for example when groups that are used to hierarchical decision making must suddenly work in 
a flatter, more dynamic ad-hoc organization. 

These categories of challenges could also be identified in the empirical data. While working in 
preparation periods in their own organizations the communication challenges include for example 
the following:

Technological: Dead zones in the radio network, reception problems
Social: Sharing confidential information (e.g. accident victim name) inside 
shift/organization even though it is not necessary for everyone to know. 
Organizational: No common training package to offer employees.

While responding to an emergency and communicating with other organizations the 
communication challenges include for example the following:

Technological: difficulty to build up a system that is not on daily use 
Social: Not knowing who to reach in different organizations, who is on duty.
Organizational: Too much network traffic coming in from all organizations might cause 
blocking of the network. Guidelines on communication are not always followed without 
glitches.

Most communication challenges in the case organizations were seen to occur when responding to an 
emergency. According to research by Palttala et al. (2012) time pressure is the main reason for 
information gaps in an emergency situation. In an uncertain and rapidly changing situation it can be 
a big challenge for the emergency responders to maintain an updated, accurate and complete picture 
of the situation (ibid). 

Improvement suggestions
It was interesting to note that emergency organizations hold most value to different aspects of 
information security depending on whether they reside in their own organizations or if they are 
responding to an emergency where they have to collaborate and communicate with other 
organizations as well. 

When discussing information security in their own organizations, while doing routine 
maintenance and preparation tasks, the concept of information confidentiality (compare patient 
privacy, Åhlfeltd 2008) was the issue that came up the most– the discussion included issues like 
confidentiality agreements, protecting confidential data from outsiders and possible situations 
where confidentiality could be breached. 

When talking about situations where the emergency organizations need to work together the 
issues on the other hand centred around information integrity and availability (compare patient 
security Åhlfeldt, 2008), topics were for example how to know who to reach in case of emergency, 
fears of information blockages and difficulties in mastering the communication technology used. 
This is only natural as to be able to respond to an emergency in the best and most effective way 
possible, all of the different organizations need to have access to correct information as soon as they 
need it.
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This is not something currently being taken into account in the case organizations. The basic 
training of emergency actors and the training and guidelines of each organization largely 
concentrate on confidentiality issues, and tools and communications training that would be needed 
to ensure information availability and integrity when responding to an emergency is not prioritized. 
It was a common fear that if a larger scale accident would happen, radio communications would get 
blocked with too many people trying to get their message through or simply because they do not 
know how to use the ICT, or they have not had the chance to practice communications according to 
available instructions. 

To overcome the communication challenges present in emergency communications and to ensure 
confidentiality, availability and integrity of emergency information, those responsible for 
information security in emergency organizations must therefore provide up to date information 
security training and awareness building, but also tools and communications training that supports 
inter-organizational communication. The information security training and awareness program 
should be based on existing national and organizational guidelines. It does not need to be expensive 
or complicated, but it needs a dedicated individual who is willing to invest time and effort 
(Whitman et al. 2009). Dedicated tools and communications training needs to be implemented 
organizations both inside and between different organizations to make sure that the execution of 
common communication guidelines and policies works also in emergency response situations. As
suggested by Perry (2004) and Chisholm (1989) empirical findings also show that it training and 
informal interactions between emergency organizations increase their confidence in the other
organizations involved.

A starting point in designing a comprehensive training program for emergency preparedness is 
shown by Wilson’s (2000[1]) .the basic training plan identifies seven steps:

1. Identification of the training needs
2. Identification of those who need training
3. Identification of the training method
4. Preparation of the training materials
5. Delivery of the training program
6. Evaluating the effectiveness
7. Audit the process for future modification.

Wilson (2000[1]) explains that while steps 1-5 identify who needs to be trained and the 
knowledge, skills, and attitudes that should be instilled in people and groups steps 6-7 are to ensure
cost effectiveness of the programs and identifying future needs. Wilson (2000 [2]) goes on to offer 
examples of different training tools, and discusses different learning styles. 
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5. Conclusions
This research was first started by doing an extensive literature review and analysis on the field of 
secure emergency communications in paper A. The results show that while technical developments 
on the field aim at effective and secure technologies, organizational aspects of emergency 
communications seem to involve not only emergency actors, but also how these actors more and 
more utilize information technology. The landscape for emergency management is becoming very 
diverse, which challenges the way that secure emergency communications can be understood. The 
developers of future emergency communications structures not only need to ensure the technical 
aspects of confidentiality, availability and integrity of information, but they also need to take into 
account the social rules, norms and structures that guide the emergency communication.

Paper B sought out to re-conceptualize the role of information security in emergency response.
First it was shown that information security is not only a technical but an organizational concern. 
Second, a conceptual basis encompassing technical, cognitive and organizational information 
security layers as a relationship between association and connectivity was developed by 
synthesizing Actor Network Theory and Theory of Organizational Routines. 

The approach of combining two theoretical accounts in this paper details the enactment of 
information security in emergency response so as to understand how cognition ties technical 
security features with organizational security issues. The cognitive dimension of information 
security is fostered by characteristics of technology in use and preferences of security policies. 
Without the cognitive layer, the technical and organizational aspects of information security remain 
static or disconnected to the actions performed during emergency response. Theoretically our 
approach contributes constructively to describe an alternative approach to information security 
research to address the gap between formal and informal criteria of information security.

Given the result of paper B, we are inclined to challenge the current view of emergency response 
as a collaborative adhocracy as we found emergency response rather to be a collaborative 
bureaucracy; an assemblage of technocratic performances with semi-effective outcomes. This 
means that emergency organizations have clear descriptions and understanding of what technical 
information security means and also what the organizational security aspects are. However, in the 
relationship between association and connectivity where action determines outcome information 
security becomes much more cognitive than perceived in mainstream accounts of information 
security. As such, we consider this positioning a worthwhile subject for further studies related to 
information security conceptualizations in the context of emergency response. 

Paper C discussed the information security of the case organizations including for example the 
communication challenges they face and their training level and needs. The main finding of this 
paper is that different aspects of information security are valued depending on whether emergency 
actors work in preparation periods or if they are responding to an emergency: 1) When working in
their own respective organizations the most important aspect was information confidentiality 2) 
When responding to emergency the most important aspects were information availability and 
integrity. 

Most communication challenges present in emergency communications can be seen to arise 
when responding to emergencies. This is not something currently being taken into account in the 
case organizations. The basic training of emergency actors and the training and guidelines of each 
organization largely concentrate on confidentiality issues, and tools and communications training 
that would be needed to ensure information availability and integrity when responding to an 
emergency is not prioritized.
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To overcome the communication challenges present in emergency communications and to ensure 
confidentiality, availability and integrity of emergency information, those responsible for 
information security in emergency organizations must therefore provide up to date information 
security training and awareness building, but also tools and communications training that supports 
inter-organizational communication. The information security training and awareness program 
should be based on existing national and organizational guidelines. It does not need to be expensive 
or complicated, but it needs a dedicated individual who is willing to invest time and effort. 
Dedicated tools and communications training needs to be implemented organizations both inside 
and between different organizations to make sure that the execution of common communication 
guidelines and policies works also in emergency response situations. 

As with all research there are limitations due to researchers’ assumptions of the context. In 
positivist research there might be issues of self-bias influencing data analysis. In qualitative and 
interpretive research the number of cases is often subject to critique as generalization of findings is 
impossible if few cases are selected. To this end, this study is limited in that it presents a single case 
study across three emergency organizations only. It is limited to the extent that, the result represents 
a partial view on information security, and secure communications in the context of emergency 
response.

There is a lack of socio-technical studies concerning secure communications in emergency 
response, and some ideas for future research were discussed during this process. While residing 
near the Finnish/Swedish boarder, it would be interesting to conduct a similar study than the one 
carried out during this licentiate for example in the emergency organizations of bordering 
municipalities of Tornio and Haparanda. The two municipalities have cross boarder collaboration at 
least to some extent and it would be interesting to discuss the needs that this kind of situation poses 
with regards to communication channels, and relationships between organizations and emergency 
actors. It would also be interesting to map out differences and similarities between countries. The 
theoretical framework provided in Paper B together with a qualitative method would have much to 
offer when researching a situation like this. 
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Abstract: In organizations responsible for emergency management there is a growing need to 
develop deep understanding for how communications between emergency actors can be secured and 
improved. In this paper we examine the current body of knowledge in the field of secure emergency 
communications in order understand the role of information security in the emergency context. Our 
study shows that while technical developments aim at effective and secure technologies, 
organizational aspects of emergency communications seem to involve not only emergency 
management actors, but also how these actors more and more utilize information technology for 
emergency management. Hence, the scene or landscape for emergency management is becoming 
heterogeneous, which indeed challenge the way that secure emergency communications can be 
understood. We apply Giddens’ structuration theory as a vehicle to understand the technological and 
organizational dimensions of emergency management. Our main conclusion is that there is a need 
for better theoretical integration between technology use and organizational systems in emergency 
management. 

1. Introduction
In organizations responsible for emergency management there is a growing need to develop deep 
understanding for how communications between emergency actors can be secured. Emergency 
organizations have a focus on operation on emergency sites, but aspects of communication between 
first responders and second command line decision makers often tend to an afterthought to 
emergency operations (Harnesk et al. 2009). In this paper we argue that secure emergency 
communications need to be assessed in order to enhance socio-technical capabilities in emergency 
communications. Informed by an extensive literature review providing theoretical perspectives and 
empirical results on organisational and technical communications, our research aim is to explore the 
role of information security in the emergency context.

The growing scholarly interest in information security has its roots in increased understanding of 
the tight relationship between IT, humans, and organizations, and the consequences thereof. For 
many, secure emergency communications is accepted as technical features enabling first responders 
to communicate by dedicated technical infrastructures (Landgren and Nulden, 2007). For others,
secure emergency communications is a complex design issue that needs planning attention in order 
to provide sound and solid communication procedures (Marincioni, 2007).

To comment on the issue of secure emergency communication it is important to review the 
origins of different approaches taken in previous research in the area. The scope of this paper is to 
review and assess the current body of knowledge in the subject of secure emergency 
communications. The subject is divided into two categories, technical supported communications 
and organisational communications, these categories are discussed with the help of Giddens’ 
structuration theory. 

The paper proceeds as follows, first the methodology for the literature review is presented 
followed by an introduction to structuration theory. The following chapter introduces the emergency 
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communications in general and introduces the previous research done from the technical and 
organisational perspectives. The last chapters then feature discussion based on structuration theory, 
and conclusions. 

2. Methodology
Egger et al. (2003) state that including an unbiased sample of relevant studies is central to the 
validity of systematic reviews, and that time-consuming and costly literature searches in all relevant 
languages are normally recommended to prevent reporting bias. They also state that systematic 
searches using the English language will often produce results that are close to those reviews based 
on searches that are free of language restrictions. It is recommended to consider the type of 
literature search and degree of comprehensiveness appropriate, taking into account budget and time 
constraints.

Three strategies were employed to collect the information necessary for this study in the course 
of three months. First, Google’s scholar services were used to search with key words and phrases 
such as crisis management, disaster, emergency communication, emergency response, incident 
management and secure communication. Second, databases like ACM digital library, Elsivier 
Science Direct and Emerald were also searched with the terms mentioned above. Finally, additional 
works included in this literature review were collected by going through the reference lists of 
relevant articles acquired in the previous phases. 

The search was performed on articles written in the English language but it was not limited to 
specific databases, journals or conferences as the aim was to try and get as rich picture of the 
emergency literature as possible. A total of 250 articles or book chapters were collected and 
reviewed, 51 of them were considered relevant for the purpose of this paper and are cited in this 
review. The publication years for the articles were not limited but the information is relatively new 
as only 6 articles included are written before the year 2000. 

3. Structuration theory
Structuration theory by Giddens is a general theory of social organisation rather than a theory 
specific to the IS, but it has been used widely in the IS literature to discuss the about the relationship 
between technology and organization (e.g., Orlikowski (1991; 1992; 2000). Shortly put, 
structuration means that all action by humans is performed in a pre-existing social structure, and 
controlled by norms and/or laws which are different from those of other social structures. (Rose et 
al., 2005).

Systems and structures are closely related concepts in the theory, but Giddens distinguishes 
between the concepts: 

• Systems are formed by the patterns of enacted conduct and the repeated forms of social action 
and interaction by situated actors. Systems are reproduced relations in groupings of all kinds 
(Giddens, 1984). Examples can include small groups of friends or families as well as social 
networks and big organisations or cities (Rose et al, 2005; Jones, 1999). 

• Structures on the other hand refer to rules and resources organised as properties of the 
systems (Giddens, 1984). They can include for example rules about how the practice is 
performed as well as what is considered appropriate (morals), material resources, and 
authority resources; how time and space are organized, production and reproduction, social 
mobility, legitimacy and authority. 

There is a duality of structure: social action (agency as Giddens calls it) would not be possible 
without social structures, and on the other hand, it is that social action that produces and reproduces 
those structures (Rose et al., 2005). The duality exists as time-space presence, in social practices 
and as memory traces of humans. Material resources (like IT) become resources only when 
incorporated within processes of structuration (Giddens 1984).

Structuration theory sees that agency is a human property and that technology lacks any capacity 
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to act independently in a way which has consequences. In other words technology does not cause 
effects in organizations; it is just a tool and humans determine how it is used through their actions 
(Rose et al., 2005). Despite the fact, Giddens’ theory is widely used in the IS literature, and some 
researchers have tried to address the problem of agency, for example, Orlikowski (2000) who 
argued that technology has virtual structure emerging from people’s repeated and situated 
interaction with particular technology. 

This paper uses the structuration theory as help while discussing different organisational and 
technical issues in emergency communications. The organisations included in the rescue operations 
are seen as the social systems according to Giddens’ theory, but agency is given to both human 
actors, and the technology they use: emergency management system. 

4. Emergency situation and communication
An emergency is an event that threatens people, property or the environment and requires a 
coordinated and rapid emergency response from different organisations in order to lessen its 
negative consequences (Perry and Lindell, 2003; Landgren and Nulden, 2007; Uhr et al., 2008). 
Alexander (2005) describes emergency as a broad umbrella term that can be used to include 
disasters, catastrophes and smaller disruptive events. Disasters can be natural, technological or 
social; for example earthquakes, tornadoes and floods are natural disasters; nuclear disasters, water 
and air pollutions technological; and revolutions, riots and sabotage are social disasters (Quarantelli, 
1996, 1992). Catastrophes can be defined as major accidents (Alexander, 2005). Smaller disruptive 
events or incidents can include for example car or plane accidents and house fires (Kyng et al., 
2006).

The organisations that respond to everyday emergencies like car accident and fires are usually 
the same ones that initiate the response to bigger scale disasters that require coordinated efforts of 
many different organisations or jurisdictions (Perry, 2003). Traditionally involved are the 
emergency services like fire department, police and ambulance service but depending on the scale 
of the emergency, also local authorities, government departments, military personnel, businesses 
(Scholtens, 2008), and even ordinary citizens can get involved (Helsloot and Ruitenberg, 2004).

The primary challenge when responding to an emergency is communication. Emergency 
management is highly time-critical: From the moment an emergency call is placed, time is of the 
essence. Emergency management is also information-dependent: organisations need the access to 
information supporting decision making and informing them about the scale and location of the 
emergency, the related damages, and the availability of human and physical resources (Horan and 
Schooley, 2007). This kind of information can originate from multiple organisations (Dantas and 
Seville, 2006; Kyng et al., 2006; Kristensen et al., 2006). Effective and timely service depends upon 
all participating organizations working cooperatively and utilizing information technology 
effectively to mediate intra and inter organisational collaboration and communication (Mayer-
Schoenberger, 2002; Landgren and Nulden, 2007), often under pressure (Crichton et al., 2000), and 
maybe based on incomplete and erroneous information (Yoon et al., 2008). The challenge for 
information and computer science is to design approaches and systems that facilitate the rapid use 
of accurate information (Horan and Schooley, 2007).

4.1 Technical supported communications
In recent years different ICT solutions for emergency communications have gained interest. 
Building systems that are used to support communications, data gathering, analysis, and decision-
making in an emergency situation requires designers to anticipate what will be needed, what 
resources will be available, and how conditions will differ from normal (Jennex, 2007). In addition 
to the more traditional radio and GSM communications, these systems can include for example bio-
sensor equipment, vehicles with GPS, a national call alarm system, dispatch systems and health 
records (Kyng et al., 2006). 
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Radio systems have been used by organisations involved in emergency response to communicate
for decades (Mayer-Schoenberger 2002), and the problem frequently cited is the lack of 
interoperability (Manoj and Hubenko Baker, 2007; Mayer-Schoenberger, 2002). Interoperability 
means “the ability of public safety personnel to communicate by radio with staff from other 
agencies, on demand and in real time” (Safecom website, 2009). So far, most radio communication 
systems have only enabled communication within an organisation, but not across organisations: A 
group of policemen, for example, can talk among themselves, but not with fire fighters or 
paramedics (Kristensen et al., 2006; Kyng et al., 2006; Mayer-Schoenberger, 2002). There is 
however an on-going effort both in US and Europe to ensure interoperability (Mayer-Schoenberger, 
2002).

An example of the search for interoperability from Sweden is a new digital radio-communication 
network with possibilities for improved voice communication. The subscription based network is 
called RAKEL (Landgren and Nulden, 2007; Rakel website, 2009 [1]). Example user organisations 
include armed forces, police, coast guard, emergency healthcare and ambulance, customs, rescue 
services, social services etc. (Rakel website, 2009 [2]).

Faulkner (2007) explains that besides interoperability issues, a problem with radio 
communications has been the ability for outsiders to eavesdrop on the communications. For 
example criminals can use radio scanners to listen to the radio communications of emergency 
services to gain an advance warning, and reporters can use it to get the latest information about an 
emergency. To avoid this, the analogous radio communication was first changed to digital, but a 
digital radio scanner was produced some organisations have started to encrypt their broadcasts 
(Faulkner, 2007).

GSM communications have been used as a backup for radio communications, and they aim to 
provide confidentiality, anonymity and authentication. In theory, an unknown device would not be 
noticed, since so many other devices are in use (Siponen and Oinas Kukkonen, 2007). But as the 
networks become overloaded, communications cannot be made or are broken (Helsloot, 2005; 
Kristensen et al., 2006; Kyng et al., 2006; Mayer-Schoenberger, 2002). Still, mobile phones are 
important communication devices as discovered by a recent Swedish research: mobile phone 
numbers are used in organizing and making sense of the emergency (Landgren and Nulden, 2007).

Vehicular AD-Hoc networks (VANETs) aim at improving driving safety and traffic management. 
Vehicles equipped with communication devices can communicate with each other as well as with 
the road side equipment located in critical points of the road, such as intersections or construction 
sites (Sun, 2007). Raya and Hubaux (2005) discuss the security of VANETs and Dötzer (2006) 
discusses the threats to privacy in VANETs from a car manufacturer’s perspective and introduces an 
exemplary approach to overcome these issues. Papadimitratos et al. (2006, 2008) have developed 
security architecture for vehicular communication systems, aiming at a solution that is both 
comprehensive and practical. They identify threats and models of adversarial behaviour, as well as 
relevant security and privacy requirements. Sun (2007), and Lin et al. (200X), propose a novel 
secure and privacy preserving protocol based on group signature and identity-based signature 
techniques, called GSIS. They demonstrate that the proposed protocol can not only guarantee the 
requirements of security and privacy, but also provides traceability of each vehicle in the case where 
the identity of the message sender has to be revealed by the authority for any dispute event. 

Sensor networks can revolutionize the capture, processing, and communication of critical data 
for use by first responders (Lorincz et al., 2004). Sensor devices integrating embedded processors, 
low-power, low bandwidth radios, and a modest amount of storage have the potential to enhance 
emergency medical care; Wearable vital sign sensors can track patient status and location, while 
simultaneously operating as active tags (Malan et al., 2004). Their power and size make it feasible 
to embed them into wearable vital sign monitors, location-tracking tags in buildings, and first 
responder uniform gear (Lorincz et al., 2004). 

Perhaps the most promising sensor network scheme is the CodeBlue hardware and software 
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combined platform (Kambourakis et al., 2007). Schnayder et al., 2005 describe experiences with 
developing a combined hardware and software platform and point out critical areas for future work 
including for example the lack of reliable communication, bandwidth limitations and effective 
techniques for sharing bandwidth across patient sensors as well as the overall lack of security. The 
lack of security in CodeBlue is also the topic of Kambourakis et al. 2007 who identify and describe 
several security issues and attack incidents that can be directly applied on CodeBlue compromising 
its trustworthiness. They also discuss possible solutions for both internal and external attacks and 
the key-management mechanisms that these solutions presume. Issues of mobility, such as, mobile 
command units, mobile command and control systems and wireless connectivity to the command 
centre network have also been successfully investigated (Landgren and Nulden, 2007). 

Despite these communication oriented information security techniques, actual communication 
between emergency actors has a tendency to become 'black-boxed' by denial of services if, e.g., 
authentication fails. Hence, security controls act through its irreversible predefined manner, and 
reduces the actors' cognitive comprehension of communication. At the same time, because 
environments change very quickly it can often be difficult to modify the assumptions on which 
security for communication has been specified (Dhillon and Torkzadeh, 2006). 

One of the most common approach to design a secure technical environment is to define 
objectives in terms of confidentiality, integrity and availability, often referred to as the ‘CIA triad’ 
(Harris, 2002):

• Confidentiality: Prevention of unauthorized disclosure or use of information assets. 
• Integrity: Prevention of unauthorized modification of information assets. 
• Availability: Ensuring of authorized access of information assets when required. 
However, definitions of the CIA triad may differ depending on what kind of assets that are 

focused, e.g. a specific computer/IT system, information system or information (Kolkowska et al., 
2003). To this end, it seems important to consider how human actors respond to the security 
objectives, since the assumptions for secure communication may not only be developed on the 
premise of information technology, but also how the emergency actors at all levels appreciate the 
emergency environment in terms if secure communication. 

4.2 Organisational communications 
Effective emergency management does not only depend on the knowledge and application of 
technical expertise and emergency operating procedures, but also on the non-technical skills of the 
actors involved. (Crichton et al., 2000). Although IT technologies permit the access to and the 
dissemination of large amounts of information related to the emergency, and they help do it with 
great speed and efficiency, the barriers of different professional cultures are still an obstacle in 
information sharing: To be effective the available IT must be attuned to the unique settings and 
professional cultures of the local emergency management communities (Marincioni, 2007). 

Diverse information, various social interests and different organisational cultures often weaken 
the co-ordination in and between organisations (Marincioni, 2007). Where there are multiple parties 
with different viewpoints, means have to be found to reconcile their differences if their interaction 
is to continue may this be a common authority or a collective decision or policy. Gerson (2008). 

It is also problematic to know whom to trust in unfamiliar settings. Even after a level of trust is 
established, security issues must still be considered (Manoj and Hubenko Baker, 2007). Uhr et al 
(2008) state that trust can be seen as a latent system condition that affects the manifestation of 
organisational structures and tasks, and research by Uhr (2007) indicates that trust is important for 
how the emergency response systems are structured. 

Chisholm (1989) explains that formal channels might be ineffective when information 
exchanged is sensitive or politically charged as formal counterparts might not trust each other, there 
might not be sanctions against transmitting of such information, or there are no formal channels of 
communication between the person who wants the information and the person who has it. Informal 
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channels that are based on personal relationships might seem like a better communication choice in 
this kind of situation. Informal channels can also work more quickly as the time consuming formal 
constraints as the problems of “who is in charge” are eliminated. (Chisholm, 1989)   

Dantas and Seville (2006) suggest that there is a need to take an end-user centric approach rather 
than a platform centric approach in the design of data/information sharing frameworks. Manoj and 
Hubenko Baker (2007) explain that an understanding of human activity and communication 
behaviour models should be incorporated into communication system design.

Manoj and Hubenko-Baker (2007) explain that problems arise when groups that are accustomed 
to hierarchy and centralized decision making must suddenly work in a flatter, more dynamic, ad-hoc 
organization that appear in emergencies: Hierarchical organization leads to wider information gaps 
across organizations, but flat organizations are not scalable. Therefore, a hybrid organisational 
model needs to be developed to best utilize the two organisational approaches.

Recent studies explain that organisations involved in emergency response prefer repeated and 
well-known behaviour within their own area of responsibility. Inter organisational collaboration and 
coordination is found difficult and practiced to a relatively small degree (Berlin and Carlström, 
2008; Kristensen et al., 2006; Helsloot, 2005), and primarily takes place due to understaffing. For 
example, if the police or fire department reaches injured persons before ambulance workers arrived 
they are forced to provide first aid. However, they do this with a certain hesitation, and return to 
their ordinary tasks as soon as the ambulance service personnel arrive. Collaboration implies 
learning something new, improvising, negotiating, receiving instructions, or risking failure in front 
of colleagues. (Berlin and Carlström, 2008)

Chisholm (1989) Explains that effective coordination on ad hoc basis depends at least partly on 
the development of informal norms and conventions through group interaction, experimentation and 
socialization that provide a foundation and context for coordination. Research by Perry (2004) 
supports this, pointing out that disaster exercise participation has a positive effect in teamwork. It 
was seen that after a collaboration exercise for police officers, fire-fighters and civilian volunteer 
their levels of confidence rose in the skills of their own team, as well as for the skills of the other 
teams and their ability to work effectively together.

Training emergency response workers can be done through different exercises, simulations and 
games. Look for example: McLennan et al. (2006), Borodzicz and van Haperen (2002), Crichton et 
al. (2000), Helsloot (2005) and Perry (2004). High levels of crisis preparedness are however 
difficult to achieve as pre-planning tends to be low on agendas and crises are not easy to predict. 
Pre-planning requires the advance cooperation of fragmented and often conflicting interests, and 
paper preparedness exercises are often simpler and cheaper than active readiness through trial and 
simulations (McConnell and Drennan, 2006). Jain and McLean (2006) argue that training through 
live exercises is a great expense, and simulation and gaming systems could provide a wider range of 
training at a lower expense. They have provided an architecture integrating gaming and simulation 
systems for training of decision makers and responders on the same scenarios preparing them to 
work together as a team. Such serious gaming applications are expected to be quite effective for the 
coming generations of workforce that have grown up playing video games.

5. Discussion 
In structuration theory the system is seen to be emergent, subjectively created by intentional human 
actors in their context. A response to emergencies require a system of components that actuate on 
events that threatens people, property or the environment, by coordinated and rapid actions (cmp. 
Perry and Lindell, 2003; Landgren and Nulden, 2007). Modern ways to emergency response 
incorporate more and more the use of information technology. For example, an image of the actual 
emergency can be distributed to a wide range of actuators to provide a common understanding of 
the emergency progress. Emergency management is extremely information dependent. Rescue 
departments need the access to information supporting decision making and informing them about 
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the scale and location of the emergency, the related damages, and the availability of human and 
physical resources (Horan and Schooley, 2007). Structuration theory enables us to understand the 
complexity of emergency processes that consists of a social system of both human and technology 
based actions. Especially, we can develop new knowledge of the role for information security in the 
emergency context.

5.1 Technological dimension
According to Giddens’ original structuration theory, technology is a mere tool used by human 
agents, and it lacks any capacity to act independently in a way which has consequences (Rose et al., 
2005). Several IS researchers have argued that technology in fact can have agency of its own (See 
for example Orlikowski, 2000; Rose et al, 2005). We concur with Rose et al. (2005) who believe 
that as machines today can act more and more autonomously, and their actions do have 
consequences (both intended and unintended), they do possess agency. They go on to explain that 
the agency of machines is not however equivalent to human agency, as machines at the moment 
lack the components central to human agency: for example self-awareness, social awareness, 
interpretation, intentionality and so on.

Communication systems in the emergency environment are formed by the patterns of enacted 
conduct and the repeated forms of social action and interaction by situated actors, in order recover 
from on-going emergency events. These systems often embed information security aspects in 
various dimensions. For example, some technologies are excellent at assuring confidentiality, while 
others provide a structure for information integrity. 

There is a strong effort to develop different kinds of technical IT solutions for secure emergency 
communications but as Quarantelli (1997) stated: “The existence of better communication facilities 
does not necessarily lead in itself to a better exchange of knowledge and intelligence, and/or a 
greater understanding of what is occurring”. We see from our literature review that many efforts 
have been directed towards fine-tuned communication technologies, such as, RAKEL and ad-hoc 
networks. However secure these technologies are in terms of its designed architecture, unintended 
effects may occur in the use situation. Shortcuts may be taken by actors if technology fails in any 
way, and public devices must be used for rapid coordination with other actuators. In that sense, 
confidentiality is not assured. 

Structuration theory may influence studies and further understanding of secure communications 
by:

• Investigating how communication systems become secure structures through routines by 
studying the actions and events that consist of information security related aspects.

• Investigating how the structure underwent a structuration process by studying how deliberate 
choices of technology based action set aside unwanted information security consequences. 

Communication technologies can provide effective and timely service during emergency 
management. It is however required that all participating organizations works cooperatively and 
utilizes information technology effectively to mediate intra and inter organisational collaboration 
and communication (Mayer-Schoenberger, 2002; Landgren and Nulden, 2007). The main 
contribution of Structuration theory is to assure a structure for secure communication between 
emergency actors that does not become 'black-boxed' by denial of services if, e.g., authentication 
fails. Hence, we want to avoid the consequence of security controls acting through its irreversible 
predefined manner, which may reduce the actors’ cognitive comprehension of communication.

5.2 Organisational dimension
According to the framework provided by Giddens’ structuration theory, the social systems in 
emergency response (police, fire department and so on) are formed by the patterns of enacted 
conduct, and the repeated forms of social action and interaction by emergency response workers. 
Each system works according to their own structures; they know how their duties are performed and 
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what is accepted conduct when performing those duties, they know what material resources they 
have, and who has the authority, and so on. Every time they carry out their duties according to the 
structures, they strengthen them, but they also have the power to change them through their actions. 

Structuration theory may influence studies and further understanding of secure communications 
on the organisational level by:

• Furthering the appreciation and understanding of social routines as a part of secure 
communications. 

• Investigating the complexity of deliberate actions among rescue and incident managers and 
how their intentionality controls action. 

Dantas and Seville (2006) suggest that there is a need to take an end-user centric approach rather 
than a platform centric approach in the design of data/information sharing frameworks. Manoj and 
Hubenko Baker (2007) explain that an understanding of human activity and communication 
behaviour models should be incorporated into communication system design. To this end, 
information security plays a central role, as any design need to account for the structure of 
confidentiality, integrity, and availability of information. Without a clear design and understanding 
of the security structure entail a risk for disclosure of information. This may in turn jeopardize the 
emergency operations, by misinterpretation of emergency decisions among actors. The main 
contribution of structuration theory on the organizational level is the possibility to identify and 
organise a structure of diverse information, various social interests and different organisational 
cultures. If information security aspects are not considered in such communicative environment it 
may weaken the co-ordination in and between organisations (Marincioni, 2007). 

6. Conclusions
The contribution of structuration theory is many-fold to any investigation of social environment. 
However, as used in IS research the theory merely guides us, or rather indicates that technology 
plays a central role in the social system. It is, thus crucial to conduct more empirical studies on the 
actual technology related aspects in many areas of application. However, our interest concern 
information security in emergency management and we see a lack of research that conceptualises 
information security in this area, and our attempt is aimed at that direction. 

Our research aimed at exploring the role of information security in the emergency context. The 
most obvious role that we see for the information security is to guide the design of structures that 
harmonize human action and technology based actions to work together efficiently. The developers 
of future emergency communications structures not only need to ensure the technical aspects of 
confidentiality, availability and integrity of information, but they also need to take into account the 
social rules, norms and structures that guide the emergency communication. 

We understand that we have only just started on that journey and with sceptical eyes towards 
promises of technology we intend to enter the research trajectory that opens up information security 
structures to enable and improve communication between emergency actors. In particular we see 
that social theories that manifest technology as a tool for human action need better integration 
between the two. We are aware of other socio-technical accounts, such as for example the Actor 
Network Theory (ANT), which is promising for the possibility to understand the emergency 
environment as a collective whole, by no separation between humans and technology. However, the 
debate of ANTs outlook on the collective whole still shows wide disagreement among IS 
researchers, which was the motive for not using it in this paper.
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Abstract
This paper draws on the socio-technical research tradition in information systems to re-
conceptualize the information security in emergency response. A conceptual basis encompassing the 
three layers - technical, cognitive, and organizational is developed by synthesizing Actor Network 
Theory and Theory of Organizational Routines. This paper makes the assumption that the 
emergency response context is built on the relationship between association and connectivity which 
continuously shapes the emergency action network and its routines. Empirically, we base our 
analysis on a single case study conducted across three emergency departments. We use the data thus 
collected on information security, emergency department routines, and emergency actions to 
theorize specifically on the association/connectivity relationship. The resultant findings point to the 
fact that information security layers have a meaning in emergency response that is different from 
mainstream definitions of information security.

Keywords: information security, emergency response, actor network theory, organizational routines
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Introduction
One dimension of information security that is increasingly enjoying attention in emergency 
organizations is that of emergency responders maintaining information security while operating 
various types of technical devices and complying with organizational security frameworks, such as 
the information security guidelines. The context of emergency response  (ER) is a domain which 
involves rapid and intricate cross-boundary socio-technical communications to manage undefined 
situations (Turoff, 2002), often under pressure while engaged in the act of rescuing people and 
saving lives (Harrald, 2006). In contrast to mainstream information security (see e.g., Dhillon & 
Backhouse, 2001; Siponen & Oinas-Kukkonen, 2007) emergency response challenges responders to 
exploit their cognitive ability so as to avoid disclosure of sensitive information to unauthorized 
individuals. In the emergency response literature, cognition is seen as: "..execution of a set of 
behaviors that an individual is expected to be able to perform" (Mendonça et al., 2007, p.47), and 
deemed as a critical construct for the capacity to manage the nonlinear structure of emergency 
response (Comfort, 2007).

As enacting information security increasingly manifests itself as a fundamental part of 
communication patterns in emergency response, it is appropriate to ask how information is shared 
and acted upon, rather than how it is protected. To this end, we define information security in the 
context of emergency response as a process of three interoperable layers; technical, cognitive, and 
organizational to render a secure emergency response environment. This definition is consistent 
with previous research on secure communications that incorporates technical, conceptual, and 
organizational views on access to IT, secure communication, security management, and security 
design (Siponen & Oinas-Kukkonen, 2007).

To develop the argument for multi-layers of information security, we draw on Actor Network 
Theory (Bardini, 1997; Latour, 2005) to conceptualize how actors associate with one another and 
other on-site emergency actors. That is, how they utilize cognitive capability to maintain secure 
information sharing channels during emergency response operations. Second, we use theory of 
organizational routines (Pentland & Feldman, 2007; Feldman & Rafaeli, 2002) to characterize the 
organization of emergency response routines, which inform the entire community of emergency 
responders about rules and obligations in emergency response. These two theoretical bodies were 
used as an initial guide to design a single case study with data collection undertaken from the three 
emergency response departments; Fire Dept, Police Dept, and Para Dept. We closely observed how 
information security was appreciated, considered, and managed during emergency response. 

The paper proceeds as follows. First, we review selected research contributions in the field of 
emergency response to characterize its context. In this review we discuss how emergency actor 
networks shape response capability to enact the associations defined by constitutive actors. We end 
the review with diagnosing the formal organization and its generally accepted premises for 
emergency response. Third, information security is introduced and its relevance in the context of 
emergencies is discussed. Fourth, we present the result of the analysis and finally we offer an 
alternative understanding of information security that is meaningful in the emergency response 
context.

The dual context of emergency response
The context of emergency response has been characterized as a collaborative adhocracy consisting 
of inter-related individuals, groups, and organizations who have different backgrounds and levels of 
expertise (Mendonça et al., 2007). Responding effectively and rapidly to emergency events is likely 
to require complex decision making about issues that are grounded in different language, cognition, 
and routines. This results in the re-production of multiple logics of response. Given the adhocracy 
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view, improvisation, adaptability, and creativity as vital means for  effective problem solving during 
emergencies emerge as critical non-technical factors that leave imprints on the relative success of 
response operations (Comfort, 1999; Harrald, 2006). To ensure success, emergency departments 
typically engage in defining coordinated actions and communication patterns that are sought to be 
maintained during emergency events. In practise, this is particularly difficult to achieve as 
emergency responders operate in two different types of situations: Firstly- as networks in which 
they are responding to an emergency, and must communicate quickly, reliably, and accurately with 
other responders (Mayer-Schoenberger, 2002), often under pressure (Crichton et al., 2000),
Secondly- in preparation periods where planning activities for the next event are critical for future 
response success (Manoj & Hubenko Baker, 2007).

Such contextual aspects have been identified in the literature (Turoff et al., 2004; Waugh & Streib, 
2006) and include assumptions of dealing with capability issues such as compliance with formal 
procedures while also reacting to unpredictable emergency events, and simultaneously building up 
reliable and trusted relations with specialists from other organizations. However, this is not easily 
achieved since emergency actors acting during response events have limited resources to build 
concerted knowledge because each emergency is different and poses different problems. For 
example, the staff involved in any situation might shift from emergency to emergency as well as 
during emergencies. As noted by Turoff et al. (2004), role transferability is a key problem in 
emergency response as it is virtually impossible to pre-define what particular roles actors will 
undertake during an emergency. Thus, one problematic task in defining and setting up emergency 
action networks revolves around drawing a common cognitive map of network constituents to 
exploit the full potential of existing knowledge (Carlsson, 2001).

Emergency responses, as collaborative adhocracy, have been ascribed numerous features that 
challenge and endanger the information security. As emergency actors during the events need to 
access information regarding scale, location, damage, and available human and physical resources 
from multiple organizations, this makes the response arena highly interactive (Dantas & Seville, 
2006; Horan & Schooley, 2007). The process of prioritizing information at different nodes within 
the emergency actor network aims to minimize the risk of responders acting on incomplete and 
erroneous information. While information prioritizing is critical for decision making and shaping of 
representations in a common operating picture (Carver & Turoff, 2007) the assumption that  it could 
sustain organizational boundary, as each node in the network acts on the premise of its own focus 
and responsibility, has been critiqued. For instance, Comfort (2005) claims the main problem in 
maintaining security in complex environments such as emergencies and disasters, is the 
understanding of uncertainty during response. However, as Comfort notes, the real problem, is that 
emergencies as contrasted to organizational activities, not only concern the emergency organization, 
but also other public, private, and non-profitable organizations. Thus, the scope of information 
flows related to an actual incident or emergency contain both objectively bounded interpretations as 
well as subjective non-operational opinions of the situation. As a result, emergency response may 
produce large amounts of information, a fact which may be counterproductive when used in 
response actions due to information overload in certain nodes of the network. As Turoff et al. (2004)
note, "..people responding to an emergency are working 18-24 hours a day and have no tolerance 
or time for things unrelated to dealing with the emergency" (p.7). The concept of interoperability 
has been used to explain the effects of uncertainty on emergency response. In contrast to ordinary 
organizational interoperability issues where incompatibility between technical systems consumes 
most resources, the emergency response arena has to be in operation even when the technical 
systems fail. In the context of emergency response, it is information that is the primary resource to 
adaptive performance. If systems fail, communication procedures cannot assure adequate 
information security levels (Comfort, 2005) because information may be changed or distributed 
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unintentionally to responders or even persons outside the system.

Comfort & Haase (2006) demonstrate that fragility of communications infrastructure determines the 
level of inter-organizational performance in actual disaster operations by referring to the hesitant 
intergovernmental response to the Hurricane Katrina. Coordination of actions has been the 
outstanding recipe for success over the years for inter-organizational emergency communications 
and performance. The emphasis has been to explain how the enactment of pre-defined action plans 
serves as a means to achieve controlled and concrete actions during response.   In contrast to 
traditional command and control models (Dynes, 1994), Mendonça & Wallace (2004) propagates 
that response organizations must possess agility and discipline to respond to extreme events. In 
particular, the many ways to share information available through modern technology, within 
dedicated response teams and public agencies chiefly challenge the coordination of response 
actions. (Harrald, 2006) observes that "..coordinated outcome can be achieved only if the evolving 
emergency management structure is an open organization, aware of and adjusting to the rapidly 
changing external environment showing the importance of improvisation, adaptability, and 
creativity to the management of this transition from chaos to stability." (p.261)

Other researchers have noted that coordination is only successful if emergency responders and 
managers are able to lessen the gap between planning and practise. Comfort (2007) states that 
"cognition is essential to activating the response process..//...//..this means achieving a sufficient 
level of shared information among the different organizations and jurisdictions participating in 
disaster operations at different locations, so that all actors readily understand the constraints on 
each and the possible combinations of collaboration and support among them under a given set of 
conditions." (p.191)

Chen et al. (2008) developed a framework to analyze trends occurring in the emergency response 
life cycle that explain the coordination patterns: On-site response coordination and Remote response 
coordination (by commanding officers). Without developing an understanding of the relationship 
between on site coordination and remote coordination, there will be always remain a lack of clarity 
of the rapid coordination decisions that responders must make when exploring the solution domain. 

Effective emergency response routines constitute the heart of any emergency department. Written 
response plans based on planning processes contain specific objectives aimed at  achieving 
emergency preparedness (Perry & Lindell, 2003). The typical aim with plans and guidelines is 
engineered to initiate responders into action, but in real situations different contingencies often 
force responders to follow or deviate from these guidelines. This happens because the cognitive
roadmap may change over time during informed actions (Waugh & Streib, 2006). Extreme events 
such as the Hurricane Katrina have led many researchers to study how planned emergency routines 
are enacted during actual response. For example, Comfort & Haase (2006) concluded on basis of 
results from a social network analysis of the hurricane Katrina that the human cognitive capacity 
and the technical and organizational means displayed obvious discrepancies between formal plans 
and actual practise. One line of criticism which postulates against  too  much reliance on formal 
plans is the inherent difficulty for emergency responders to make sense of the plans. Murhen et al. 
(2008) refer to this as - discontinuity is the rule in emergencies, and continuity is an exception. As 
further noted by (Murhen et al., 2008), it is very difficult to define the beginning and the end of an 
emergency, and therefore it is difficult to consciously enact emergency routines. 

Institutionalization of routines is in many ways a function of selecting between different available 
methods to establish well defined procedures. To this end Comfort (2005) suggests that emergency 
departments should conduct long-term policy analysis and also generate alternative scenarios



66

alongside as a method to internalize target goals. This method, Comfort  (2005) argues, warrants 
careful consideration, as it is grounded in systematic, rigorous, and detailed analysis of the 
characteristics and interactions of the actors/agents involved in the selected system. It differs from 
traditional methods of forecasting in that it considers large ensembles of scenarios; seeks robust, 
rather than optimal strategies; employs adaptive strategies; and designs analysis for interactive 
exploration among relevant stakeholders. Its weakness Comfort (2005) notes, is that it cannot 
predict which of the potential scenarios is most likely to actually happen. 

Given the characterization of emergency response as a collaborative adhocracy, emergency actors 
may experience being associated to a certain emergency response progress along an array of trans-
situational actions, rather than reacting mindfully to institutionalized knowledge in their respective 
organizations. For example, viewing exchange of information as critical for allowing continuous 
process of updating the changing status of an emergency community under stress, Comfort & Haase 
(2006) describe emergency management as a complex socio-technical communication process 
aimed at performing informed collective actions. As Mendonça et al. (2007) note, "..when 
attempting to consolidate information to obtain a shared situational awareness, there is a very real 
possibility that information that is relevant to one or more parties could be inadvertently left out." 
(p.46)

Situational awareness of the events during response is the result of having access to specific 
information to prioritize certain measures before other measures. The picture can then be shared 
with other responders so that coordinated actions can be performed with a desirable outcome. 
However, the basis of this premise is that responders are connected to their backbone, i.e., their own 
organizationally defined emergency routine. This involves translating the rules for response into an 
operative state where responders understand the effects of action regardless of whether they applied 
controlled actions or creative actions during emergency response operations (Mendonça et al., 
2007).

Enacting Emergency Response 
Enactment of emergency response is explained in the literature as the assurance that inscribed 
action procedures are interpreted and followed by responders through the means of response plans 
and information technology (Murhen et al., 2008). This is described in ANT as a course of co-
evolvement to achieve actability (Latour, 1987). Indeed, actability is essential in emergency 
response and when responders arrive at the emergency scene, they commence with the critical 
assignment to form working alliances (Mendonça et al., 2007). The reinforcement of actability to 
operate collectively originates from the various actors’ ability to recognize patterns from prior 
responses and superimpose those onto ongoing emergencies (Comfort, 2007). However, the 
complexity of dependencies between actors in emergency response entail a clear hazard of hiding 
organizational routines from view, and thereby concealing the way that actability is represented  
(Holmström & Robey, 2005). As noted by Comfort (2007) “..the challenge is to build the capacity 
for cognition at multiple levels of organization and initiate coordinated action in the assessment of 
risk to vulnerable communities.” (p.189)

In order to build such capacity, Actor Network Theory proposes that stable identities should be 
developed through non-negotiable elements that translate individual perceptions into collective 
intentions, thus setting the network into operation (Callon, 1991).  In emergency response, this 
happens through the shift from a residing state into operative state whereby actors assume well 
defined roles and commence response activities. In ANT terms, this proceeds along a translation 
process where emergency responders first enter the obligatory passage point of constructing 
common definitions and meanings, e.g., rules for response (Turoff et al., 2004), second, they define 
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representatives, for e.g., defining certain roles with assigned task responsibility (Harrald, 2006),
third, they co-opt each other in the pursuit of individual and collective objectives, e.g., re-produce 
cognitive abilities (Comfort & Haase, 2006).

The assembling of parts to form such a unity comes about through a series of events, which, in the 
ANT perspective, are not about the separation between the social and technological, but as an 
assemblage of negotiated and reinforced ties that do not look like regular social ties (Latour, 2005 ,
p.6). While Latour (2005 ) discusses association as a central tenet in ANT to describe how actors 
connect in a network, Bardini (1997) clearly differentiates between association and connection. In 
Bardini’s view, humans use association capability to instantly grasp items that enforce change in a 
given trail of actions. Connection, on the other hand, is concerned with intelligibility of action 
content as communicated between actors. Thus, in an emergency response environment, we can 
think of the actor using his ability to associate and individually making decisions while at the same 
time following emergency response routines.

Given the evolving nature of emergencies and the necessity of responders to shift between formal 
routines and creative actions, the situation calls for an understanding of the commonalities that the 
routines prescribe and the communicative content that is shared by responders. In respect, a 
synthesis between actor network theory and theory of organizational routines is appropriate because 
of the common performative tenet both theories contain. In fact, (Feldman & Pentland, 2005) draw 
their advance of the theory of organizational routines on  work on power of association (Latour, 
1986), arguing that performances are situated actions carried out by specific actors at specific times 
and places. More importantly,  actions are not just situated, they can also be characterized as 
purposive action and mediated actions, as Goldkuhl (2005) argues, “..to act is to do several things 
at the same time”. (p.159)

Organizing enactment of emergency response
Connectivity is a concept used to explain how actors interact in networks. It indicates that every 
actor (human or technical) can be reached (Feldman & Rafaeli, 2002). Similarly, emergency 
departments define how response actors are expected to interact on the premise of defined standard 
operation procedures, and how they collectively enact those procedures during a variety of response 
situations (Perry & Lindell, 2003). In order to meet response goals, this becomes an issue of 
organizing for performativity and ensuring that features of the emergency hierarchy unmistakably 
inform actors of the enactment of emergency response routines. Orlikowski (2007) demonstrates 
that performativity is constituted by available technology and that performance results in the 
assemblage of deliveries that temporarily bind together a heterogeneous assembly of distributed 
agencies, which for the duration of the particular activity are provisionally stabilized. Consider the 
temporal dimension in emergency response and the critical variable which time plays during 
response. This is a fundamental premise that explains why emergency departments are typically 
organized in a hierarchy with formal structures and formally assigned responsibility for actions 
(Perry & Lindell, 2003). Mendonça et al. (2007) note that when emergency calls activate 
responders, the response context is highly heterogeneous and it must be recognized that not all 
actors involved in the response to an extreme event will require access to all relevant information.  
To this end, Jul (2007) point out that technological solutions that assemble information offered by 
users, tasks and context of emergency response is one way to reproduce the understanding of 
performativity. However, a controversy in emergency response is the tendency responders have of 
falling back on formal plans and rules when stressed with reduced control over a given emergency 
(Turoff et al., 2004). This means there is a gap between what is formally constituted through 
policies and what is enacted during emergencies – a discrepancy between ‘routines as-expressions’ 
and ‘rules-to-be-executed’(D'addeiro, 2008). As Pentland & Feldman (2007) observe ‘when people 
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in organizations use tools to do tasks, they most often do so as part of an organizational routine’
(p.786). Considering the two pathways of enacting emergency response; preparing for response and 
activating the response, the cognitive ability is critical to avoid having both the components of 
emergency response coordination and communication operating in a static and disconnected mode 
(Comfort, 2007).

The Information security challenge in ER
Information security research have drawn from several reference disciplines, such as organization 
theory, strategy, psychology, design, mathematics, communication to define and explain different 
aspects of information security (Dhillon & Backhouse, 2001; Siponen & Oinas-Kukkonen, 2007).
Theoretical developments in those fields have been adopted into information systems security 
approaches to understand and articulate concepts of information security. For example,  Siponen 
(2005) addressed socio-technical contingencies and analyzed the organizational roles attributed to 
information systems security and noted that orientations like technical, socio-technical, or social are 
pertinent to security design.

With the increased knowledge about information security in general, and the need to secure 
information sharing across team borders and organizational boundaries, technical information 
security solutions are a must for the effective flow of information between systems (Bishop, 2003).
Mainstream technical information security views authentication as a central principle for access to 
IS in that it ensures the subject to be the one the subject claims to be and thereby the prevention of 
unwanted actions is assured (Kong et al. 2001). However, in the context of emergency response, 
information security is achieved on technology level, rather than on software control levels. This 
incline a number of security challenges. For example, dedicated networks are used as temporary 
communication channels while acting within emergency response. The practical application of such 
technologies has tended to be organization specific. For example, a group of policemen can talk 
among themselves, but not with fire fighters or paramedics (Kristensen et al., 2006). This makes 
data gathering, analysis, and decision-making in an emergency situation extremely complex as 
conditions will differ from the last response (Jennex, 2007). However, the fundamental difference 
between normal organizational information management and emergency management context is 
that the responders are those who share information, and simultaneously make rapid decisions while 
time critical actions are performed. In such an intricate situation, where people involved have to 
compile heterogeneous information sources to act effectively, there is always the risk of exposing 
confidential data. For example, communication over the GSM net transmits encrypted messages 
between the mobile station and the base transceiver station but in the fixed network, these are not 
protected as the message is transmitted in plain text most of the times (Milanovic et al., 2004).

Emergency response is highly governed by action response plans as means for translating 
organizational objectives into collective intentions, and thus setting the emergency network into 
operation. The actions carried out are not only means for relief operations during emergency 
response, but also help to get feedback for improving future response actions (Nathan, 2004).
Although there might be differences in specific details of the action concept, Goldkuhl (2005)
showed that actors perform actions based on situational grounds where they assess specific 
situational conditions, and reflect on the conditions using knowledge in order to produce a 
communicative outcome. This is particularly relevant for this research as emergency response 
contains many, if not all, variants of actions due to its extremely dynamic nature. For example, 
institutionalized action, controlled action, trans-situational action, interactive action, purposeful 
action, and creative action (Goldkuhl, 2005) are particularly important instances of action in the 
typical emergency response situation. These action types reflect the levels of formality in defined 
response routines, and also highlight the need to delegate action responsibility between on-site 
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emergency actor networks to facilitate role transferability (Turoff et al., 2004). For example, 
institutionalized action and controlled action are interrelated as per the rules of regulation as stated 
by national emergency authorities. Institutional actions are actions that have become a part of 
custom and collective habit (Goldkuhl, 2005). A typical instrument available to emergency 
responders in order to establish practise is the decision process as it is followed on any emergency 
call. Such process include rules of response with pre defined tasks, and serves as a means to 
perform actions for which the emergency responders have responsibility (Comfort et al., 2001).

Furthermore, the application of information security as an organizational routine is concerned with 
aligning formal approaches of information security to information technology infrastructures. 
Therefore, the underlying premise of information security in the organizational domain is; to 
ascertain the means by which information can be protected against hackers and other types of mala 
fide behaviours (Baskerville, 1991; Dhillon & Backhouse, 2001; Siponen & Oinas-Kukkonen, 
2007). In Siponen & Oinas-Kukkonen's (2007) view, organizational security policies are the most 
common organizational-level solutions to ensure security throughout organizational processes. 
Choobineh et al. (2007) however found that “Once a system has been implemented, it was a norm to 
follow a checklist to address whether any of the security ‘holes’ remained unplugged” (p. 961). 
Frequently adopted approaches to ensure  information security on the organizational level are risk 
management and standardization (Dhillon & Backhouse, 2001; Doherty & Fulford, 2006). These 
approaches are described in policy documents as tools for information security managers. One 
major issue with such procedures is that security preferences are not well translated into the 
observed behaviour of users’ (Stahl et al., 2008). Information security considerations can therefore 
conflict in terms of underlying requirements, values and objectives to the extent that their  
integration with organizational processes can also fail (Dhillon & Torkzadeh, 2006). The problem in 
practising information security management in the context of emergency response is dependant 
upon the management of the life-cycle of emergency. Policy development is of the essence, but time 
lapse between planning, training and actual emergency response limits the translation of policy 
preferences into actual security behaviour (Kotulic & Clark, 2004).

In Table 1 we have summarized the premises of information security in terms of means and 
objectives as discussed in this section to illustrate the difference to the traditional organizational 
context.

Table 1. Summary of security means/objectives
Domain Means Examples Objectives

Technology

Business context:
Software authentication

Emergency context:
- Technology authentication

User identifications

Virtual private 
networks

Secure information 
systems

Secure 
communications

User/Actions

Business context:
Maximize security awareness 

Emergency context:

Training programmes

Rules for response 

ncreased security 
knowledge

Secure actions

Organizational
Business context:

- Security policy planning - Security standards and
checklists.

- Security compliance



70

Emergency context:
Security policy planning - Emergency scenarios

- Robust strategies

Research method
A qualitative case study (Yin, 1994) with interpretative purpose which aimed at gaining an in-depth 
understanding of the impacts of information security on cross-boundary communication was carried 
out in three emergency organizations. Subsequently, we selected the emergency response context as 
a study object for two reasons. First- Information security is not well researched in that context. 
Second- The emergency response arena represents an extreme position of actions and 
interpretations of events that substantially differs from normal business oriented processes. Our 
proposition was that the emergency context with rapid flow of information, accuracy in emergency 
response, and the constant re-production of action logic would support our layered approach to 
information security more reliably than a traditional business context with isolated security artefacts 
under the control of different users. Ontologically, we have infused our research with the 
philosophical assumptions of ANT to avoid the use of ANT as merely a method for data collection 
(Cordella & Shaikh, 2003), which has been recognized as problem in information systems research. 
ANT allows us to interpret the emergency response context as an intermingling arena of 
collective/individual actions and technology in use. In particular, ANT is apt for the identification of 
constitutive actors and the interplay that emerges, develops, and diminishes over time (Callon, 
1986). The course of events in emergency response clearly display such process while at the same 
time indicating that emergency departments have difficulties identifying the interface between on-
going response and accomplished response (Murhen et al., 2008).

Data collection and analysis
Miles & Huberman (1994) explain that qualitative researchers usually work with small samples of 
people, and that the samples are purposive, rather than random. Altogether 8 interviews were 
carried out with representatives at the different emergency departments. The representatives were 
chosen due to their familiarity of the subject matter, i.e., planning and performing emergency 
response. The interviews were carried out during a period of 1.5 months in 2009-2010. All 
interviews were recorded and transcribed to allow for content analysis. To ensure authenticity of the 
research, the transcripts and preliminary version of the results were sent to interviewees for 
credibility check. The emergency actors at the three different departments were aware of 
information security in general. However, specific attributes thereof were not particularly recalled 
by the actors who had only received basic education, as some cases had taken place 10-20 years 
ago. The focus of the interviews was to understand how the emergency actors perceived 
information security as a socio-technical facet. Based on the available literature, we wished to 
expand enactment of information security to include a cognitive dimension, in addition to techno-
organizational aspects. 
The first step in our analysis was to organize the data according to the main categories: technology 
in use, action relations, and organizational issues that were the guiding themes during interviews. 
We also wanted to illuminate the duality of emergency response as being both action oriented and 
routine oriented (Table, 2). 



71

Table 2. Examples of data coded in the analysis
Layer

Technology in use Action relations Organizational issues

Emergency
Action

“We need to have the loud 
speakers of ComApp on, 
Sometimes when we are in a 
public place we forget that-
meaning that outsiders can 
hear something that they are 
not supposed to hear.”

“We develop different kinds of 
collaboration patterns with other 
rescue teams”

“We are careful not to make 
any personal data public, or 
even exchange that 
information over our own 
radio network.”

Emergency
Routine

“In the ComApp network, the 
traffic is so intense that people 
have trouble getting their 
messages through. 

“We are bound by the 
confidentiality rules concerning 
our patients, and watchful 
sharing across emergency actors 
is important”

“There are some guidelines 
for radio traffic. But in our 
work, since our tasks 
involve patients, we must 
ensure data confidentiality”

Results
Access to information after the alarm call is enabled is via the ComApp radio technology, which is 
used for communications between in house responders as well with other rescue departments. As 
only a limited number of ComApp devices are available, these are dedicated for the use of response 
officers and team leaders:

“There is one ComApp device for every employee who is on duty. Then every vehicle has their own 
ComApp radio and there are a few extra. So those that are called in for medium or large situations 
can bring those even if it is not their shift. But when you go in for a really big situation, it might be 
that there are not enough ComApp devices for everyone. Then the group leaders or working pairs 
share one device. It depends on the situation.” (Fire Chief)

Given the type of technology used by rescue departments, secure communications are critical and 
certain measures have been taken to ensure security: 

“In practice we use many channels or talking groups, which can be separated into different folders. 
For example, we can not listen in on the every- day communications of the ambulance or the police. 
But they do have common talking groups with different organizations that enable collaboration 
between authorities. There are also dedicated talking groups for people in lead positions..” (Fire 
Officer)

With the use of ComApp there is possibility to share information between actuators along the pre-
defined use practise. During fire and rescue operations, actuators could have access to injured 
people’s personal information, and leakage among unauthorized actuators regarding peoples’ 
privacy is clearly a risk. 

“I would say that if used right – and if people know what to do, ComApp is a very good tool and it 
enables very good and efficient leadership – in principle no matter the scale of the emergency. The 
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problem usually is the lack of skills. People do not know how to use it. They do not know how to 
change folders, how to set home groups. On the other hand, even if they knew how to do that, our 
user rights are sometimes very limited. For example in the fire fighter level, they can not set the 
home group from another folder. This can be a potentially very significant constraint in resource 
consuming collaborative assignments”(Fire Officer)

The process by which the rules for response are decided upon is governed by situational conditions 
in any emergency. In an incident like this, all of the actions are planned ahead as far as possible; the 
command leader will be giving “pre-orders” that emotionally prepare the crew for a difficult rescue 
mission, so that everyone has a common idea of where they are about to go and what they have 
been preparing for. The three main response bodies operate individually, but mutually align with 
situational conditions to assure successful rescue. First responders have to cope with complex 
information sharing situations. Responders’ main objective is ensuring a successful rescue 
operation, which is dependant upon controlled actions that lead to desirable outcome. Controlled 
actions are a direct result of institutionalization of action patterns formalized in rules for response. 

“We have a chain of command when we have a larger incident but – there is this L4, who is the 
general leader in medicinal rescue work. Then we have this triage leader who assesses the 
condition [health] of the patient and their need for care. Then we have the care leader who 
coordinates the care taking activities of patients and lastly the transport leader who coordinates the 
transportation of the patients.” (ParaMed)

However, situational conditions require rapid adaptation of actions to new and unforeseen 
conditions at the scene of the emergency. An arena of trans-situational dependencies emerges that 
challenge the chain of secure actions as foreseen in rules for response.
“for example when using different tools, do people know who they can share information with and 
what kind of data they can share, so that they do not let anything slip by mistake?”. (ParaMed)

Interactive actions and trans-situational actions are common to all three rescue departments. For 
example, the fire department communicates with the ambulance almost daily in situations where 
there has been a car accident. The unit supervisor, who is the on duty officer at the department, 
contacts the ambulance units. In some situations, the leader of the rescue work, the so called P3, is 
the commanding officer in contact with the ambulance and also the police. However, the 
commonality in collaboration is sometimes a problem:

“..even during events when I’m not assigned as command leader, I might still get direct calls, just 
because people have gotten used to calling the manager in city B for information. So in a way there 
is no common communications guideline that can be applied to every situation. And in a way that 
would not make any sense, because the police do not necessarily know what resources the other 
rescue department has sent in, and sometimes rescue departments don’t reveal  whether data is  
passed on to them or not.” (FireOfficer)

There are confidential matters concerning administration during response. Some things concern the 
site of the incident, some relate to assurance of specific rescue department security and any other 
involved third party.
“..there are confidential things concerning each municipality’s preparedness plans that must not be 
leaked. We obtain a lot of confidential data during preparation of operations.”(Fire Chief)
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The paramedics felt a need that common guidelines concerning information security should be gone 
through more often. The superior usually scrutinizes these when they work out contracts and sign 
the confidentiality agreements. They also talk about these kinds of things between the group 
members but repeated and regular training would be appreciated. The need for continuous training 
programs is requested also by the fire fighters and the police, especially since technology can be 
misused in critical situations:

“Nowadays people have cell phones with a camera and the tabloids pay for spectacular  pictures, 
which is a risky situation for both our staff as well as people we try rescue in different emergency 
operations” (Police officer)

Robust strategies are normally developed through exercises that help to gain knowledge from real 
situations. In that, rescue departments work out consistent actions:
“Normally when we have exercises, we have time to prepare for them. We might know what we have 
to do beforehand or at least we know that we will be put into some sort of situation” (Police 
Officer).

The main premise of emergency response is that actions taken during any response should be 
coordinated. Given the scenario described, when the first team goes in they take a look at the 
situation and give a general picture to other teams arriving, and it is likely that a command centre 
would be established. It is important that the police, fire department and paramedics have full 
situational awareness. Depending on the situation as many people as are deemed necessary are 
called out to assist in the emergency:
“..the organizations that would be involved in the response would be the rescue authorities, the fire 
departments, the volunteer fire departments, ambulances, possibly some other groups from the 
health authorities, the police, border guard and rescue helicopters services.” (Police Officer)

One type of intriguing situations where responders have to respond instantly is when situational 
awareness is fragmented, and the available communication means fail to support responders:
“So in a way there is no common communications guideline that can be applied to every situation. 
And in a way that would be kind of impossible, because the police do not necessarily know what 
resources the fire department has sent in. Or the ambulance might not know as all of our 
assignment data is not passed on to them.” (Police officer).

“..ComApp still has some dead zones in the periphery of our region. In that case we use GSM
technology. However, sometimes we have to operate without any kind of available communication 
infrastructure.” (Fire chief)

Discussion
This paper has focused on information security and how it plays a role in the actual enactment of 
emergency response. To this end, we learned that effective emergency response does not only 
depend upon the knowledge and application of technical expertise and emergency operating 
procedures, but also on the non-technical skills of the actors involved.  Thus, the social systems in 
emergency response are formed by patterns of the enacted conduct i.e., the repeated forms of social 
action and interaction by emergency responders. The technical and social system functions 
according to their respective internal structure and this in turn advices the operating actors of their 
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duties, and the accepted conduct while performing those duties. 

Our study shows that while one group may ensure confidentiality through the use of technology, 
other groups share information face to face during emergency actions, which creates ambiguity 
regarding security during on-going communications. This sets information security in emergency 
response in a deeply intertwined position between technical and social activities (viz. Latour, 2005) 
as the actions performed are formed along an array of pre-defined action patterns. As noted by 
Turoff (2002) and Comfort & Haase (2006), emergency responders have to perform accountable 
actions while staying prepared for the unforeseeable. To this end, our study shows that responders 
act securely even though the technology they use does not involve any authentication procedures, 
which make responders cautious in sharing information outside commonly agreed channels. Indeed, 
information security is deeply embedded in the actions performed by responders while they are 
responding to emergencies. That is to say, emergency responders use their cognitive capacity to 
assess and act on situated information (Comfort, 2007). The literature demonstrates that the concept 
of action is fundamental to cognition  and is of utmost importance in the context of emergency 
response  since the ability to meet response goals largely depend on behavioural activity that is 
creative but purposeful (Comfort, 2007; Mendonça & Wallace, 2007). Indeed, the complexity of 
actions among emergency responders and how their intentionality controls action leaves an imprint 
on information security alignment between organizational routines and emergency action networks. 
Our perspective on information security differs from those that presents information security as an 
application of risk management and uncertainty in the avoidance of risks (Baskerville, 1991; 
Comfort, 2005) by articulating that the  cognitive dimension of information security, i.e., 
responders’ capacity to maintain information sharing channels is fostered by characteristics of 
technology in use and preferences of security policies. This is carved out in the entanglement of 
rapid association and formal aspects to a decision situation, which was explicitly identified in our 
case where responders operate on fragmented situational awareness, and the available 
communication means fail to support response actions. Theoretically, this establishes a link between 
actor network theory and organizational theory by framing association and connectivity within the 
emergency response instance of what ANT defines as a translation process. Towards this end, 
information security may be thought of as an associative (Bardini, 1997) and connective (Feldman 
& Rafaeli, 2002) relationship between actors.  These two constructs convey how humans perceive 
content of actions. Association operates through the grasp of items, instantly implying what is likely 
to happen next or is what is suggested, by the association of thoughts. Connectivity means that a 
system has rules and formal structures formed by decision makers and designers which actors must 
comply with. 

Information security can be maintained during emergency response using technology for secure 
communications together with robust security strategies. However, it is displayed in our case that 
such view has limitations. Emergency response rely heavily on trans-situational actions, which 
stress responders’ capacity to maintain information sharing channels without revealing any 
confidential data, which might risk its integrity or imperil privacy. Without the cognitive layer, the 
technical and organizational aspects of information security remain static or disconnected to the 
actions performed during emergency response. This perspective differs from that of the existing 
information security research that considers information security as the premier safeguard to 
informational assets (e.g., Siponen & Oinas-Kukkonen, 2007). The cognitive layer makes 
technological and organizational security considerations entangled, in the sense that information 
security is not just a socio-technical construct; rather it is socio-technical relationships that shape 
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emergency response security. 

Our case illustrates the linkage between technical, cognitive, and organizational security layers as a 
relationship between association and connectivity, to use Latour's (2005), Bardini's (1997), and 
Feldman & Rafaeli’s (2002) terms. The information security layers rest on the socio-technical 
foundation of emergency responders being able to deliberately associate the emerging needs during 
response, and at the same time being able to connect those associations with what  has been 
formally decided upon, internally as well as with concerned rescue organizations.

Conclusion 
We have suggested a layered structure of information security elements with the purpose of 
developing better understanding of information security in a context wherein information security 
has not been well researched. Our contribution is twofold. First we show that information security is 
not only a technical but an organizational concern. Second, we present advice on a theoretical 
synthesis that frames the socio-technical reality of information security by relating Actor Network 
Theory and Organizational Routines showing the response duality of emergencies. The approach of 
combining two theoretical accounts in this paper details the enactment of information security in 
emergency response so as to understand how cognition ties technical security features with 
organizational security issues. Theoretically our approach contributes constructively to describe an 
alternative approach to information security research to address the gap between formal and 
informal criteria of information security (Dhillon, 2007). In particular, we describe a way to support 
development of robust and heterogeneous collection (Latour, 2005; Feldman & Rafaeli, 2002) of 
security agendas in a context that largely rest on non-technical factors and the reaction to 
unpredictable emergency events (Comfort, 2007; Harrald, 2006; Turoff et al., 2004; Waugh & 
Streib, 2006).

As with all research there are limitations due to researchers’ assumptions of the context. In positivist
research there might be issues of self-bias influencing data analysis. In qualitative and interpretive 
research the number of cases is often subject to critique as generalization of findings is impossible if 
few cases are selected. To this end, our study is limited in that it presents a single case study across 
three emergency organizations only. It is limited to the extent that, the result represents a partial 
view on information security, and clearly points to the fact that further studies are needed. However, 
there are two methodological aspects that are important to mention in regards to limiting factors. 
First, the choice of case site was based on Miles & Huberman's (1994) suggestion to develop 
familiarity with the phenomenon and the setting under study before embarking on inquiry to 
increase credibility in qualitative research. We have developed familiarity with the contexts of 
emergency response and information security in previous research projects. Second, qualitative 
research approaches are suitable in contexts where emerging aspects of a phenomenon are likely to 
influence interpretation due to in situ conditions. Although emergency response largely draw on 
prescribed action patterns response always has to adapt to emerging conditions during events.      
We contend in this concluding discussion that our theoretical framework together with a qualitative 
method has much to offer research on socio-technical components of information security. 

Given the result of our study we are inclined to challenge the current view of emergency response 
as a collaborative adhocracy as we found emergency response rather to be a collaborative 
bureaucracy; an assemblage of technocratic performances with semi-effective outcomes. This 
means that emergency organizations have clear descriptions and understanding of what technical 
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information security means and also what the organizational security aspects are. However, in the 
relationship between association and connectivity where action determines outcome information 
security becomes much more cognitive than perceived in mainstream accounts of information 
security. As such, we consider this positioning a worthwhile subject for further studies related to 
information security conceptualizations in the context of emergency response. 
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Abstract 
In their work emergency actors need to be able to adapt to two kinds of different organizations: a) 
hierarchical organizations, where they reside in their own groups doing routine tasks, and b) ad-
hoc organizations formed in emergencies where they have to work together with people from other 
organizations. This paper presents a case study done in the emergency organizations of one 
municipality in Finland, discussing the information security of both hierarchical and ad-hoc 
organizations including for example the communication challenges they face and their training 
level and needs.

The main finding of this paper is something that is little, if at all, discussed in emergency response 
literature, that emergency actors value different aspects of information security depending on the on 
whether they work in hierarchical or ad-hoc organizations. When working in hierarchy the most 
important thing is confidentiality; keeping sensitive information safeguarded. But when responding 
to emergency the most important things are information availability and integrity; the right 
information must reach the right person at the right time.

The findings also show that the current basic training of emergency actors and the training and 
guidelines of each organization largely concentrate on confidentiality issues. The tools and 
communications training that would be needed to ensure information availability and integrity in an 
ad-hoc organization is not prioritized. This is a problem concerning that most communication 
challenges present in emergency communications can be seen to arise in situations when emergency 
actors are working in ad-hoc organizations. 

To take into account the dual nature of emergency response work and the needs that it poses for 
training those responsible for information security training in emergency organizations must 
therefore improve their training to provide both up to date information security training and 
awareness building, but also tools and communications training that supports inter-organizational 
communication. 

Keywords: Information security, emergency response, ICTs, communication challenges, training

1. Introduction
Emergency actors like the police, the paramedics and rescue workers have to adapt to two different 
kinds of organizations in their work: 1) Their own hierarchical organizations (Manoj and Hubenko 
Baker 2007) and 2) ad-hoc organizations that they form when responding to an emergency where 
they must collaborate and communicate quickly, reliably, and accurately with emergency actors 
from other organizations (Mayer-Shoenberger 2002).



83

The purpose of this paper is to examine how the information security and communications 
challenges differ in hierarchical and ad-hoc emergency organizations, and to offer improvement 
suggestions to their training to overcome these differences. The empirical data was collected from a 
case study done of the emergency organizations of a municipality in Finland and it is discussed with 
the help of a conceptual model based on previous research. 

The paper is structured as follows: Section two discusses the background of the study including the 
need for information security in emergency organizations and the challenges they face in 
emergency communications, as well as the conceptual model that was used in organizing and 
discussing empirical data. Section three presents the research methodology used. Section four 
presents the empirical findings from the case study. Section five offers discussion about the current 
situation, and finally sections six gives conclusions and recommendations for the future of 
information security training in emergency organizations.

2. Background
This section first introduces previous research concerning the need for information security in an 
emergency setting, as well as the need for information security education, training and awareness 
programs in all organizations. This is followed by an introduction of the most common ICTs used in 
emergency organizations and the communication challenges present in their work. 

2.1 Information security in the emergency setting
There are different sets of qualities that Information security seeks to ensure like for example 
authenticity, accountability and non-repudiation of information, but the core qualities of are 
considered to be confidentiality, integrity and availability of information (ISO/IEEC 27001:2005; 
NIST 800:30). 

In her thesis work focused on information security in healthcare Åhlfeltdt (2008) discusses the need 
to manage and communicate patient information between various healthcare actors and 
organizations, an issue that is also important in emergency response. She explains that one main 
aim of healthcare is to achieve both a) patient safety, providing patients with opportunities for the 
best care, with decisions based on the right information at the right time (i.e. information 
availability and integrity), and b) patient security means that one must also protect sensitive patient 
information from being distributed to unauthorized persons (i.e. information confidentiality).

When responding to an emergency, one major challenge is communication between actors as the 
work is highly time-critical (Harrald, 2006). Successful emergency response calls for fast and 
effective coordination, communication and collaboration between numerous people and groups 
(Carver 2007; Kyng et al 2006; Kristensen et al. 2006). All participating organizations need to 
utilize different technologies to mediate intra- and inter-organizational coordination as effectively 
as possible (Mayer-Schoenberger, 2002; Landgren and Nulden, 2007). 

Emergency management is also information-dependent; organizations need the access to 
information to support decision making and to inform actors about scale and location of the 
emergency, related damages, and availability of human and physical resources (Horan and 
Schooley, 2007). This kind of information can originate from multiple organizations (Dantas and 
Seville, 2006; Kyng et al., 2006; Kristensen et al., 2006), and may be based on incomplete and 
erroneous information (Yoon et al., 2008). 
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Threats to the information can include software attacks, hardware or software failures, vandalism, 
unauthorized access, theft, forces of nature and so on (Whitman 2003). Also employee mistakes can 
easily lead to revelation of classified data, entry of erroneous data, accidental deletion or 
modification of data, storage of data in unprotected areas and failure to protect information 
(Whitman and Mattord 2009).

2.2 ICT solutions and communication challenges
Different ICT solutions used by the emergency organizations to communicate and record 
information can include for example the traditional radio and GSM communications, but also bio-
sensor equipment, vehicles with GPS, a national call alarm system, dispatch systems and health 
records (Kyng et al. 2006).

The common view is that most communication problems in emergency response are not technical 
(Quarantelli 1997). For example differences in terminologies and organizational cultures, as well as 
the possible incompatibility operating procedures can all cause difficulties (Dantas et al. 2006).
Research by Manoj et al. (2007), based on practical observation of first responder exercises and 
drills and workshop discussions, identified three categories of communication challenges: 1) 
Technological challenges, for example deploying a communications system or radio interoperability 
issues. 2) Social challenges, for example difficulties in communications within and between ad hoc 
groups: who to call, who is on duty etc. 3) Organizational challenges that might arise for example 
when groups that are used to hierarchical decision making must suddenly work in a flatter, more 
dynamic ad-hoc organization.

Chisholm (1989) explains that effective coordination on ad hoc basis depends at least partly on the 
development of informal norms and conventions through group interaction, experimentation and 
socialization that provide a foundation and context for coordination. Perry (2004) points out that 
disaster exercise participation has a positive effect in teamwork. It was seen that after a 
collaboration exercise for police officers, fire-fighters and civilian volunteer their levels of 
confidence rose in the skills of their own team, as well as for the skills of the other teams and their 
ability to work effectively together (Perry, 2004).

2.3 Security education, training, and awareness 
To help all organizations to ensure information security, Whitman (2003) advices them to define 
their Security Education, Training, and Awareness program (SETA):

Security education implies formal degree or certificate in information security. It aims to build 
understanding, and is theoretical in nature (Whitman 2003).
Security training provides detailed information and instructions to prepare employees to perform 
their duties securely. It aims to build skills and is practical in nature (ibid).
Security awareness programs mean to keep information security at the employees’ minds. It aims 
for maximum exposure of information security matters to employees through for example 
newsletters, bulletin boards and flyers (ibid). 

Not all employees of an organization need to take on all of the three elements in a SETA program. 
Of course everyone needs to be trained and made aware of information security issues in their own 
organizations, but not all need to have a formal degree or certificate in information security 
education that can be used for example to design or implement security systems (Whitman 2003). 
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2.4 Conceptual model
Based on a literature review focused on the issues discussed above, a conceptual model (figure 1) 
was prepared that will be used in the organising of the empirical findings and to structure the 
discussion. 

As a starting point there is a differentiation between hierarchical emergency organizations and ad 
hoc emergency organizations as the purpose is to look into the demands that these organizations 
pose for information security training. 

Figure 1 Conceptual model for content organisation and discussion

This conceptual frame will be used first to organize and display the discussion about the 
information and communication tools emergency actors use in communicating both in hierarchical 
and ad-hoc organizations. Manoj et al. (2007) categorization of technological, social and 
organizational communication challenges will be used to see what kind of problematic issues were 
faced. The concepts of patient security and patient safety by Åhlfeldt (2008) will be used when 
looking into whether emergency actors value different aspects of information security while 
working in hierarchy, and while working in ad-hoc teams. The current level of information security 
training, education and awareness programs as introduced by Whitman (2003) of the organizations 
will be explored and some suggestions will be offered on how they could be improved. 

3. Research method
A qualitative case study (Yin, 1994) was carried out in three emergency organizations. This kind of 
research concentrates on exploring in as much detail as possible (Blaxter et al. 1996) and it was 
selected as in the literature review done for this paper no previous research could be found where 
someone had investigated whether or not the same kind of information security training can be used 
to cover the needs of both hierarchical and ad-hoc emergency organizations. 

Case study is meant for studying a particular person, program or event for a predefined time period 
(Leedy and Ormrod, 2005). The case was initially defined to be one municipality’s rescue 
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organizations; the police department, the paramedic services and the rescue department. Defining 
the “case” however proved to be more difficult when taking into account the dual nature of the 
work of these organizations; 1) when working on their routine everyday tasks there are three 
different cases: the hierarchical organizations working as their own units. 2) When responding to an 
emergency there is just one ad-hoc organization working, consisting of actors from different 
hierarchical organizations. 

As the study was done on a relatively small municipality in Finland, it is likely that there are some 
cultural and institutional differences when compared to other countries. This study provides a 
snapshot of one case, but the emergency response context there has the same qualities as it would 
anywhere: the information and communications technologies they use are similar and there is the 
same duality in the nature of their work; acting in both ad-hoc and hierarchical organizations with 
differing rules and guidelines.
Miles and Huberman (1994) explain that qualitative researchers usually work with small samples of 
people, and that those samples are purposive rather than random. The interviewees from each 
organisation were chosen as they were all planning and performing emergency response. The
research was carried out during a three month time period when semi-structured interviews were 
carried out with two representatives of each emergency organization; From the rescue department 
the fire chief and one fire officer were interviewed, from the police department both interviewees 
worked as field leaders of a police security unit, and from the paramedic services two paramedics 
working on the advanced life support level were selected. 

As Leedy et al. (2005, pp.150) explain, qualitative inquiry is essentially interpretive: “Experiences 
do not speak for themselves… As a qualitative fieldworker you cannot view your task as simply a 
matter of gathering and generating “facts” about “what happened”. Rather you engage in an active 
process of interpretation: noting some things as significant, noting but ignoring some as not 
significant, and missing other potential things altogether”. Each interview lasted for about an hour 
and their focus was to understand what the emergency actors think about the level of information 
security in their organizations, ICTs used, training they receive and their communications within 
their own organization and between organizations when responding to emergencies. The interview 
guide can be seen as appendix 1. 

All of the interviews were recorded and transcribed to allow for analysis. The transcripts were sent 
to interviewees for credibility check. The transcripts were gone through several times at the same 
time making notes to get a sense of what they contain as a whole, looking for errors, searching for 
central themes etc. Interview data was integrated and summarized in different ways; first by 
interview, by theme, then by organization. Lastly, for the purpose of this paper the data summarized 
and organized according to the conceptual frame presented in figure 1. Relationships between 
categories were described and recommendations were made.

4. Empirical findings
This section summarizes the main findings from the case study. It offers an introduction of the 
emergency organizations, as well as the main information and communication tools that they use. It 
also presents the information security needs of the organizations, the challenges faced in their 
communications and the education and training offered. Changes have been to the interview quotes 
offered in this section to improve readability, for example pauses and spelling errors have been 
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removed, as well as filler words that detract from the message of the interview (for example "um," 
"uh" and "like).

4.1 Hierarchical emergency organizations
Even though responding to an emergency is normal work to emergency organizations, it is not what 
they spend all of their time doing: most of the time emergency actors reside on their own teams and 
organizations where they work on their own daily routines.

The police department maintains public order and security on emergency sites. If a crime has not 
been committed their main obligation during emergencies is to screen off unauthorized people so 
that they do not interfere with the work of first responders. The department is a part of a larger 
regional police organization that includes 10 other municipalities. It has five field groups and its 
members work in pairs, there are always two persons in one patrol car.

“The senior officer is in charge of the actions. So each patrol has a leader. If there is a situation 
that requires many patrols and it might become delayed or last a bit longer the situation is assigned 
a Situation 1 and he is in charge. […] You always have to have someone on the scene who is in 
charge, decides what to do, and who you go to if you have questions”. (Police officer 2)

The rescue department is a part of the regional rescue services that has six sub-regions, each with 
its own fire chief. The tasks of the rescue department are to prevent accidents from happening, to 
guide citizens on the correct actions in an emergency situation, and to provide quick and efficient 
for help all those who need it. 

“In one shift, we have the fire officer, and about six fire fighters. […]The region has five on duty fire 
officers, and I am one of them. So outside of the office hours some of the fire officers are on call. 
[…] They go out to these middle-sized and big situations. And if there are overlapping smaller 
situations they go out to lead these too”. (Fire chief)

The paramedic services belong to the organization of the municipality’s health services and their 
work is led by doctors. There are two advanced life support ambulances on call around the clock 
where paramedics have the preparedness to start the treatment of patients at an escalated care level, 
and where they can carry out the transferring of the patients in a way that secures their vital 
functions. The paramedics work in pairs.

“The other person works as the driver and the other as a paramedic. […]Tasks have been divided 
and made clear between partners. In practice, the driver takes care of different examinations and 
measurements using different equipment, and the paramedic talks to the patient and his next of kin 
and makes notes concerning the care”. (Paramedic 2)

4.2 Ad-hoc emergency organizations
Depending on the nature of the incident, different organizations will be involved in emergency 
response. In addition to the police, the paramedics, and the rescue workers, organizations involved 
could include for example volunteer rescue departments, hospital staff, boarder control, and 
military. 
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The paramedic service and the rescue department offices are both located in the same building and 
the two organizations have frequent communications and work together often on the assignments 
like fires and accidents.

“We have a lot of collaboration with the fire department in various different situations. And they 
also have paramedic activities, so when needed, they can take part in the care of the patient”. 
(Paramedic 1)

“We communicate with the ambulance staff almost daily, for example in situations where there has 
been a car accident”. (Fire chief)

The police department is at a different location, and they communicate more frequently with the 
rescue department than the paramedic services staff. They work together with the rescue department 
in sealing off accident sites, fires and so on. 

“The firemen extinguish the fire and the police secure the area. Police officers direct outsiders away
and make sure the fire trucks can get there. Often fires interest the public and they need to be 
shooed away“. (Police officer1)

There might also be an ambulance on those kinds of accident sites, but the police rarely have to 
communicate with them. The situations where the police and paramedics communicate are mainly if 
the latter fear for their job security, or if they have information about the patient that is important 
for everyone involved to know.

“We have a lot of operations where we have to deal with mental issues. A typical situation is when 
there is an order to bring someone to the doctor’s office but the ambulance staff does not have the 
same right to use force as the police”. (Police officer 1)

The communications between emergency actors improve when they work together on emergencies.

“We have lots of different kind of situations where we work together and come to know each other 
at the same time which is a good thing. The better you know someone the easier it becomes to 
interact with them during the workday and take on common tasks.” (Police officer 1)

4.3 Information and communication tools 
In their work the paramedics use a patient record system to record information about the nature of 
the emergency, patient status and treatment information. The police and rescue departments have 
their own field leadership programs that offer a view to the resources available, to the situation 
control, to different instructions and directions and to the location of the patrols. The most 
important communications tools for all emergency organizations however are the digital TETRA 
mobile radio and GSM. 

The Finnish TETRA network is called VIRVE. Its most common use is a group call – a push of a 
button will connect the user to others in a call group or a dispatcher. The radio can also be used as a 
walkie-talkie or as a mobile phone.  With the help of emergency buttons the users are able to 
transmit emergency signals that override other communications that are taking place. 
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“We use TETRA radio all the time when we talk with the emergency response centre and other 
partners. We also use it for communications inside our own unit”. (Paramedic 2)

“With TETRA radio we can be in contact to our emergency response centre. We can also reach 
other police patrols and authorities like fire and rescue services and ambulance. […] If someone 
calls to the emergency response centre about a police matter that we need to respond to, we get the 
same information in a text message through TETRA”. (Police officer 1)

GSM is used for example to contact those organizations that are not a part of the TETRA network, 
or if information needs to be passed on to a specific person instead of the group.

“We do have to sometimes reach partners that do not use TETRA, for example the accident 
investigation board, environmental authorities or different experts in different institutions“. (Fire 
officer)

“We use mobile phones if we want to communicate some information that you do not need everyone 
to know”. (Police officer 2)

Other communication tools used include for example computers, email and faxes but as the fire 
chief notes: “These kinds of large situations during which you have to rely on other communication 
tools are extremely rare.”

4.4 Information security
All emergency organizations handle information that can be considered confidential; identification 
information, health records, criminal history, company’s trade secrets and so on. Naturally they also 
have an obligation to observe secrecy that comes with the job. 

“Our work tasks involve patients and in communications we must take care of patients’ data 
confidentiality”. (Paramedic 2)

“We cannot communicate further any confidential data that we acquire in emergency situations. It 
is very strict for example in matters involving data concerning individuals, like their health. You 
cannot put this data in all kinds of reports, and you cannot inform about it. You must be very careful 
about what information you use in the emergency“. (Fire chief)

Emergency actors are bound in their work by Finnish legislation and when starting their work the 
employees also sign a confidentiality agreement and get familiar with the organizational guidelines. 
The interviewees felt secure that these matters in their respective organizations are in good hands. 

“We do have an oath of office that we must take. The other kinds of confidentiality rules depend on 
what your job duties include and the assignments you do“. (Police officer 2)

“I do believe that everyone knows the guidelines and they do not share in the network any 
information that they shouldn’t”. (Paramedic 2)
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“These things need to come from within. You need to use common sense and think that maybe we 
are handling data that cannot be made public and needs to be secured; not necessarily for all 
ears”. (Police officer 1)

There was some confusion in matters concerning data availability and integrity - employees were 
for example not familiar with the guidelines concerning the preservation of documents and access 
rights.

“In my opinion, we have inadequate information security instruction when it comes to document 
safety and electronic information safety and data administration. […] If you talk about for example 
the maintenance of our information network […]as far as I know, there are no detailed instructions
about that either, and there is no wider discussion about who should have rights, and how wide 
those rights should be“. (Fire officer)

The interviewees believe the main communication tools they use are technically secure, and that it 
is not likely that they could be eavesdropped. The security of the TETRA network was perceived to 
be higher than the one of the GSM.

“The TETRA radio communications are encrypted digitally; I think there are no scanners available 
that can crack that. Of course one can never be sure, but to my knowledge, it is a secure way to 
communicate. […] I do not believe that GSM is as secure”. (Police officer 2)

4.5 Communication challenges
The interviewees generally felt that communications in their respective organizations are fluent.
The problems that were identified were that sometimes the radio loudspeakers might be on in the 
presence of outsiders and for example the name of the accident victim might be shared inside a 
shift. 

“In real situations we need to have the loud speakers on, or they should be on. Sometimes it can be 
forgotten. When we are in a public place, outsiders can hear something they are not supposed to”. 
(Paramedic 2)

“Inside a shift or the department people might tell co-workers something that is not their business. 
[…] I believe that it is not passed on to outsiders but it is not always necessary for all to know who 
we have been helping. It would lessen the risk of information traveling to outsiders“.  (Fire chief)

Some technological challenges were present when using the TETRA network.

“There might be dead zones in TETRA because of buildings or underground sites. And it still has 
some dead zones in the edges of Lapland where the base station doesn’t fully cover everything“. 
(Fire chief)

“There is also an option TETRA can be used as a telephone, but it eats up so much power from the 
link that other communications can be disturbed. At least we have ruled it out as an alternative”. 
(Police officer 2)
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An interviewee from the rescue department believes that the rescue technology at the emergency 
site is not a problem and that everyone can carry out their tasks there as long as they have the 
correct area of responsibilities. He however explains that there is a lack of experience: 

“I have never been involved in an exercise where the communications are organized exactly 
according to instructions and we would have tested them in real time…  when an organization is 
called, they go to company level and they act according the company level communications 
diagram. We could simulate that with different fire departments. But that has not been done. And as 
long as it is not done, there will be problems“. (Fire Officer)

The other interviewees agree, explaining that in ad-hoc situations concerns arise from the lack of 
training concerning operating procedures.

“We have practiced in case of bigger emergencies, but there are always problems to quickly build 
up a system that is not in daily use.  Taking new talking groups into use and dividing bandwidth 
effectively when the situation begins or changes suddenly. […]The department does have their own 
instructions for communications but the actualization of those instructions on the field does not 
always happen without glitches”. (Fire chief)

“There have been experiences from bigger emergencies and exercises. Every time it has been found 
that communications crash and the TETRA network gets blocked. […] There has been too much 
traffic and people cannot get their messages through. I believe that if something bigger happened 
here, the same thing would happen as we have not been able to practice how to handle the radio 
communications in a bigger emergency“. (Paramedic 2)

“I do not think we have our own guidelines other than those that concern the patient record system. 
[…] I don’t think we have those [guidelines] concerning our operative actions”. (Paramedic2)
“In a way there is no common communications guideline that can be applied to every situation. And 
that would be kind of impossible; the police do not necessarily know what resources the rescue 
department has sent in or the ambulance might not know as all of our assignment data is not passed 
on to them”. (Fire officer)

4.6 Education and training
None of the rescue workers interviewed for the purpose of this study had a formal information 
security degree. Their basic training includes different courses where the core principles are gone 
through. 

“Those basic things are surely in training, and even if there is no actual information security 
training, these things come up in other training sections”. (Police officer 1)

“Our basic training includes confidentiality rules and of course your employer already sees to it 
that they are obeyed”. (Paramedic 1)

“In the paramedic and nurse training, patient confidentiality is gone through. Not much other 
training there except some guidelines for radio traffic”. (Paramedic 2)
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The matters are also somehow revisited when first starting to work for an organization involved in 
emergency response.

“I believe that the instructions concerning confidentiality are understood well”. (Fire chief)

“I believe that everyone should have this [confidentiality] information. And as much as I know my 
colleagues, I think that everyone knows these things”. (Paramedic 1)

The police organization held a national information security test in 2008 that all employees had to 
pass - the participants however did not know if this kind of testing was to be more regular. 

“Everyone under the police administration had to do the examination. For the first time it had this 
test to control what people actually know about information security.[…] I don’t know  if it will be a 
repeated in the future or if the contents will change”. (Police officer 2)

This was a reoccurring trend through the organizations - There are not any regular efforts to 
increase information security training or awareness even if they felt it necessary.

“I believe that there should be more training. To go through the things again and maybe to create 
own, specific instructions on information security matters. […] It would do no harm to go through 
these matters during yearly training”. (Fire chief)

When the TETRA network was first introduced, there was technical and communications training. 
The network was seen as an effective tool, but difficult to start using. Still some problems arise both 
among new and old emergency actors.  

“When a new employee comes in, there is no training package to offer to them. […] You could get a 
lot more out of TETRA if there was proper training“. (Paramedic 2)

“The problem usually is the lack of skills. People do not know how to use TETRA. They do not know 
how to change folders, how to set home groups. And even if they knew how to do it, our user rights 
might be so limited for example in the fire fighter level, that they cannot set the home group from 
another folder. This would be an issue in bigger collaborative assignments”. (Fire Officer)

The interviewees felt that there should be more training and exercises in communications. Currently 
the bigger simulations only take place once or twice a year (Pohjolan Sanomat 2010), and in the 
preliminary contacts with the fire department it was mentioned that there is a tendency to prepare 
some things – like the communication networks – beforehand so that all of the participants in the 
simulations can concentrate on practising for their own duties on an accident site.  

“Normally when we have exercises there is time to prepare for them. We might know what we have 
to do beforehand or at least know that we will be put into some sort of situation” (Police officer 2)

“If there is any form of exercise people say that it went really well but communications became 
cluttered. It is a problem that comes up all over and over again. When you have many different 
actors everyone wants to talk at the same time”. (Paramedic 1)
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“There are larger scale emergencies that we have not been in yet. That is when the problems would 
arise.  […] At that point the communications require a lot of guidance. Without large scale training 
and exercises it will be hard. […]We do often have something smaller scale with the fire and rescue 
department. But it takes a lot more work to pull off something larger“. (Paramedic 2)

5. Discussion
In this section will discuss the main findings from the case study in the light of previous literature. 
The conceptual model (figure 1) is used to structure the discussion. The section will discuss the 
information security in both hierarchical and ad hoc-organizations and the communication 
challenges that they face inside their own organizations and between organizations. It will also 
discuss the current status of training in the organizations and the need for improvement. 

5.1 Information security in hierarchical and ad-hoc organizations 
The concepts of patient safety and patient security presented by Åhlfeltdt (2008) are applicable in 
the emergency management scenario. The empirical findings suggests that the emergency 
organizations hold most value to different aspects of information security depending on whether 
they reside in hierarchy or in ad hoc organizations.

When discussing information security in their own hierarchical organizations, while doing routine 
tasks, the concept of information confidentiality (compare patient privacy, Åhlfeltd 2008) was the 
issue that came up the most with the interviewees – the discussion included issues like 
confidentiality agreements, protecting confidential data from outsiders and possible situations 
where confidentiality could be breached. 

When talking about bigger ad-hoc situations where the organizations need to work together the 
conversations on the other hand centred around information integrity and availability (compare 
patient security Åhlfeldt, 2008), topics were for example how to know who to reach in case of 
emergency, fears of information blockages and difficulties in mastering the communication 
technology used. This is only natural as to be able to respond to an emergency in the best and most 
effective way possible, all of the different organizations need to have access to correct information 
as soon as they need it.

5.2 Communications challenges
The emergency organizations studied use similar ICTs as are mentioned in previous research (see 
Kyng et al. 2006); radio and GSM communications, email, faxes, patient record systems, field 
leadership programs and so on. The interviewees believe the communication tools that they use are 
technically secure, and that it is not likely that they could be intercepted or eavesdropped so 
information confidentiality is achieved. The most problems that rise are because of the lack of skills 
of the users and especially in large situations certainly pose a great threat both to information 
availability and integrity. 

The categories of technological, social and organizational challenges identified by Manoj et al
(2007) could also be identified in the empirical data.

The communication challenges in hierarchical organizations include for example the following:
Technological: Dead zones in the radio network, reception problems
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Social: Sharing confidential information (e.g. accident victim name) inside shift/organization 
even though it is not necessary for everyone to know. 
Organizational: No common training package to offer employees.

The communication challenges of ad hoc organizations include for example the following:
Technological: difficulty to build up a system that is not on daily use 
Social: Not knowing who to reach in different organizations, who is on duty.
Organizational: Too much network traffic coming in from all organizations might cause blocking 
of the network. Guidelines on communication are not always followed without glitches. 

Most communication challenges identified arise in ad-hoc emergency organizations, but can see 
there are some problems that also affect the communications of hierarchical emergency 
organizations.

5.3 Training needs
All interviewees acknowledged that information security matters are important, and that there have 
been some efforts to increase knowledge about them in their respective organizations, it just seems 
that these efforts have not been very consistent. This can perhaps be because the confidence in the 
technical security of the communication tools used was high among respondents as well as for each 
employee’s knowledge on what can and cannot be shared with each other and outsiders. 

It is true that many errors and failures can be prevented with physical and technical controls, but an 
important safeguard are also on-going training and awareness activities (Whitman et al. 2009; 
Thomson et al. 1998). If the national and organizational rules are not gone through somehow on a 
regular basis, it is not likely that after a long career the same education applies as when you first 
started working even if one does know what kind of information needs to be kept confidential. Also
the confusion for example on user rights and document administration posing a risk to information 
integrity and availability could be reduced with up to date training. 

In an emergency while working in ad-hoc organization the actors need to handle and exchange a lot 
of confidential and otherwise important data efficiently with other organizations (Carver, 2007; 
Kyng et al, 2006; Kristensen et al. 2006). The interviewees have received training in the use of their 
TETRA network, but as the training took place when the technologies were first introduced, 
problems still arise in its use. As there are no proper guidelines or training packages available to 
those who need them, some organizations have to resort to training for example newcomers inside 
their own groups. There might even be some situations where the personnel have to resort to using 
alternate means of communication because of their lack of knowledge. 

There are organizational guidelines available for handling and organising communications in 
emergency setting, but the interviewee answers indicated that they worry that in the case of a real 
large incident, the network traffic that they have would get blocked because there were too much 
communications going on, this would then jeopardize information availability. The training for 
inter-organizational communications might take a back seat in the emergency scenario trainings as 
the organizations want to make sure that the participants can learn about how to carry out their 
primary tasks in the given situation as well as possible. Because of this, communication structures 
are often prepared beforehand for the bigger emergency trainings that take place once, maybe twice 
a year. 
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This kind of training could help overcome the technological, organisational and social challenges 
present in emergency communications and prepare the ad-hoc groups to be better equipped to face 
those challenges and as suggested by Perry (2004) and  Chisholm (1989) empirical findings also 
shows that it training and informal interactions increase their confidence in the other organisations 
involved in emergency response. 

6. Conclusions and recommendations
The main finding of this paper is something that is little, if at all, discussed in emergency response 
literature, that information security in hierarchical and ad-hoc emergency organizations means 
different things. 1) When working in hierarchy inside your own organization it has to do with 
confidentiality; keeping sensitive information safeguarded by thinking about things like user rights, 
firewalls, email policies, hackers etc. 2) When responding to emergency the most important things 
are information availability and integrity; the right information must reach the right person at the 
right time; all organizations need to cooperate effectively and use different communications 
technologies in a fast, efficient and safe manner.

The findings show that this dual nature of emergency response is not currently being taken into 
account when designing information security training in these organizations. The basic training of 
emergency actors and the training and guidelines of each hierarchical organization largely 
concentrate on confidentiality issues, and the tools and communications training that would be 
needed to ensure information availability and integrity in an ad-hoc emergency organization is not 
prioritized.

Even though the findings show that emergency actors feel that the confidentiality issues in each 
respective organization are in good hands and that the communication tools they use are secure, it 
was a concern that there was no unified information security information and organizational 
guidelines available. It was recognized that the trainings in those matters needs improvement. 

This lack of proper tools and communications training was also recognized as a problem, as most 
communication challenges present in emergency communications can be seen to arise when 
emergency actors are working in ad-hoc organizations. It was a common fear that if a larger scale 
accident would happen, radio communications would get blocked with too many people trying to 
get their message through or simply because they do not know how to use the ICT. 

To ensure information security in both kinds of emergency organizations those responsible for 
information security must provide up to date information security training and awareness building, 
and also tools and communications training that supports inter-organizational communication. The 
information security training and awareness program should be based on existing national and 
organizational guidelines. It does not need to be expensive or complicated, but it needs a dedicated 
individual who is willing to invest time and effort (Whitman et al. 2009). Dedicated tools and 
communications training needs to be implemented for both hierarchical organizations as well as ad-
hoc organizations to make sure that the execution of common communication guidelines and 
policies works also in emergency response situations.
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APPENDIX 1: Interview guide

Possible interview questions 

Background
1. Could you at first tell me a little bit about yourself, and your job? 

Do any of these things come up -?
a. What you do – job description?
b. How were you trained to do your job?
c. How long you have been working here?
d. What kind of tasks does your job includes?
e. What do you think about your job? 
f. Is the movement of personnel small or large? Do the same persons stay in the job for 

long?

Information security
2. Could you tell me a little bit about information security in your job? 

Do any of these issues come up-?
a. What kind of security training did you receive while at school or when you started to 

work here?
b. What do you think about the security training you have received?
c. What kind of security guidelines do you have in your organisation? (+the law, 

VAHTI etc)
d. What do you think about those guidelines?
e. How often are those common guidelines gone through? Do you have special training 

for people for this?

Secure communications
3. Could you tell me about the communication of you first response teams? 

Do any of these issues come up-?
a. What kind of tools do you use for communication? 
b. How were you trained to use them? (Information Security)
c. With what organisations do you communicate? Could you tell me about information 

exchange between fireman/police/ambulance staff?
d. With what persons do you communicate? (Always the same?) 
e. What kind of information do you communicate? Is it sensitive? Is everyone aware 

through which channels and to whom they can communicate it to?
f. Who is in charge of the communication? (Or is it anyone who happens to be there?)
g. What channels do you prefer? 
h. How do you perceive the information exchange inside your own organisation staff at 

the moment when responding to an emergency?
i. Are the tools you use compatible with the tools of other organisations? For example 

POKE and PEKE (GPS for police and fire dept)
j. What do you think of the information security of those tools? 
k. Do you believe that one person can affect the information security of those tools
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Concrete example
4. If we take a specific scenario, say a train accident happens in Kemi with an express train 

coming from Helsinki and travelling to Rovaniemi. There are a lot of people on the train, 
and it is in an area that is hard to reach, and there are many different organisations involved. 
Could you describe a little bit about how your organisations actions would be, starting from 
the moment that you have just received the information that you must respond to the scene? 
(How are you organised, who is in charge, how do you communicate, to whom, and so on)
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