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ABSTRACT

The Internet has become an essential tool in the personal and professional lives of 
millions of people. Despite this pervasiveness, there is a downside to using the 
web. When individuals go online, they leave behind digital footprints. These data 
trails provide detailed information that can be captured, manipulated, and 
potentially misused by public and private agencies, often without one’s 
knowledge or consent. Thus, individual privacy is threatened at an unprecedented 
level. As recognition of this phenomenon grows, the issue of privacy has 
increased in salience. Although online privacy research has appeared regularly in 
the literature, there are still many issues left to explore. This dissertation 
determines a link between individual concern for online privacy, information 
transparency, and personality type. We adopt a quantitative approach and derive 
the hypotheses from previous studies. Empirical data are collected from a web-
based survey given to students at Luleå University of Technology. Results show 
that privacy concerns are linked to information transparency. We present a new 
reliable unidimensional scale that indicates how much an individual values the 
importance of information transparency. Using a brief personality inventory, we 
also uncover differences among personality types in terms of perception of 
privacy and information transparency. 
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 “The issue of online data privacy protection cannot be taken lightly,
                  once the genie is out of the bottle and personal privacy is compromised 

the cork may no longer be able to fit inside the bottle again  
                                                                               to rescue the lost privacy”

      (McKenna, 2001 p.350) 
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1 INTRODUCTION AND RESEARCH PROBLEM 

This chapter introduces the purpose of this thesis, which is to enhance our 
understanding of information privacy online by examining how it is related to 
information transparency and personality traits. In the end of this chapter, a 
specification of the research problem will be presented together with limitations 
and a short disposition of the thesis.

1.1 Background 

Over the past decade, the Internet has rapidly become a source of consumer 
entertainment, education, and marketplace exchange (Miyazaki & Fernandez, 
2000). Consumers can now shop from their homes for a wide variety of products 
from manufacturers all over the world (Wang, Lee & Wang, 1998), giving the 
consumer more choices, better prices, and more convenience (McKenna, 2001). 
However, the Internet has also created an intense competitive environment that is 
forcing companies to extend traditional marketing practices and to focus on 
developing long-term relationships with consumers to ensure customer loyalty 
(Papadopoulou, Andreou, Kanellis & Martakos, 2001). Today, marketers are 
following the relationship marketing (RM) approach, which involves defining and 
listening to customers (Solomon, 1999). The prerequisite of RM is customer 
information (Long, Hogg, Hartley & Angold, 1999).

The value of information is increasing with new ways of using it for strategic and 
competitive advantage. Collected information about customers can be used to 
target prospects, improve customer satisfaction, increase the retention rate, and 
identify new product/service opportunities (Henderson & Snyder, 1999). Many 
marketers have therefore turned to the database as the source for creating a 
dialogue and developing relationships with customers (Schoenbachler & Gordon, 
2002). Data mining and data warehousing opportunities are being exploited as 
never before due to high-speed networks and storage capacity (Hoffman, Novak 
& Peralta, 1999b). Through the Internet, information can be exchanged among 
business partners with ease and convenience. Moreover, market information and 
customer behaviour can be recorded automatically in digital form; data collection 
and information handling tasks are more easily handled (Wang, Head & Archer, 
2000). Electronic devices can track scanning data on sales and clickstream 
information on search behaviour, providing details with or without the knowledge 
of the individual being observed, i.e. potential customer (Franzak, Pitta & Fritsche, 
2001). This prohibits the development of profiles that reveal an enormous amount 
of information, from searches, brand and retailer preferences, personal interest, 
and activities (e.g. Caudill & Murphy, 2000).
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Such technologies as collaborative filtering, data mining, and clickstream analysis 
also enable firms to customise and personalize their offerings at the individual 
level (Tam & Ho, 2005). As online users become more sophisticated and sites are 
able to deliver more targeted content, the demand for personalization continues to 
grow (Gurau, Ranchhod & Gauzente, 2003). Personalization increases the level of 
loyalty that a consumer holds toward a retailer (Awad & Krishnan, 2006; 
Srinivasan, Anderson & Ponnavolu, 2002). E-commerce websites using 
personalization technology have seen annual revenue increases of up to 52 percent 
(Parkes, 2001). Thus, RM and personalization creates competitive advantage 
through increased customer loyalty, more satisfied customers, better customer 
service, less inefficiency, and overall profitability (Kelly, 2000).

E-commerce development can customise and personalize the online shopping 
experience for customers based on their personal profile and shopping behaviour 
(Gurau et al., 2003). There is a hindrance to the acceptance of personalization, 
namely online privacy concerns (Huang & Lin, 2005). Managers are now facing 
the dilemma of how to responsibly protect consumers’ privacy while using 
customer information to maximise sales (Phelps, D’Souza & Nowak, 2001). This 
balance of beneficial use with the privacy rights is one of the most challenging 
public policy issues of the information age (Wang et al, 1998). 

1.2 Definition of Privacy  

The definition of privacy and its precise relationship to other values has been 
debated quite frequently (Foxman & Kilcoyne, 1993).  People often think of 
privacy as some kind of legal or moral right (Clarke, 1997). An individual’s right 
to privacy or “right to be let alone” was established in 1890 in a Harvard Law 
Review article by Warren and Brandeis (Milne & Rohm, 2000). According to 
Westin (1967 p. 7), information privacy is “the claim of individuals, groups, or 
institutions to determine for themselves, when, how, and to what extent 
information about them is communicated to others.” Goodwin (1991, p. 152) 
defines consumer privacy as “the consumer’s ability to control (a) presence of 
other people in the environment during a market transaction or consumption 
behaviour and b) dissemination of information related to or provided during such 
transactions or behaviour to those who were not present.” Foxman and Kilcoyne 
(1993) propose an alternative framework that operationally defines privacy based 
on who controls consumer data and whether or not consumers are informed of 
personal information collection.

Privacy is difficult to define as it differs according to context (Ayoade & Kosuge, 
2002). Foxman and Kilcoyne (1993) explain that culture broadly affects what 
people perceive to be private; consumers’ perceptions of privacy (and its 
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violation) also depend on their unique social and personal experience. In the 
context of the online environment, Strauss and Rogerson (2002) discuss that 
privacy as “the process by which information is gathered and used.” Wang et al., 
(1998 p.64) interpret the invasion of privacy as “the unauthorised collection, 
disclosure, or other use of personal information as a direct result of electronic 
commerce transactions.” Sheehan and Hoy (2000) argue that online privacy 
concerns relate to “the unauthorized collection, cross-matching, use, disclosure or 
sale of personal information that results from online consumer transactions.” The 
operational definition used in this study is based on the definition mentioned by 
Wang et al., (1998).

1.3 The Dimensions of Privacy 

According to Clarke (1997), the construct of privacy includes the privacy of the 
person, privacy of personal behaviour, privacy of personal communications, 
privacy of personal data, privacy of living away from others, and privacy of being 
alone. Privacy of the person is also referred to as “bodily privacy,” meaning that it 
refers to preserving the integrity of the individual's body. Privacy of personal 
behaviour, or “media privacy,” relates to all aspects of behaviour, especially to 
sensitive matters (e.g. sexual preferences and habits, political activities, and 
religious practices). Privacy of personal communications, also known as 
“interception privacy,” involves communicating through various media without 
routine monitoring by other persons or organisations. Privacy of personal data
(sometimes called “data privacy” or “information privacy”) refers to the fact that 
personal data should not be automatically available to other individuals and 
organisations; even when data is possessed by a third party, the individual must be 
able to exercise a substantial degree of control over that data and its use (ibid.). 
This study will take a close look at information privacy. The term “privacy” as 
used throughout this text will refer to information privacy. 

1.4 Privacy vs. Security 

Privacy and security are often discussed in the same context, but they are different 
concepts that sometimes contradict each other (Klur, 1997). Privacy is linked to a 
set of legal requirements and good practices such informing individuals of what 
data will be collected and how it will be used. Security refers to the technical 
aspects that ensure the integrity, confidentiality, authentication, and co-recognition 
of transactions (Flavian & Guinaliu, 2006).  Camp (1999, p. 249) states that 
“privacy requires security because without the ability to control access and 
distribution of information, privacy cannot be protected.”
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1.5 Factors Influencing Individuals’ Online Privacy Concerns  

What causes online privacy concerns? There are several factors that are said to 
influence these concerns, The starting point of various information privacy 
concerns (Pitta, Franzak & Laric, 2003) is the very act of data collection, whether 
it is legal or illegal. This relationship between collection and privacy concerns is 
recognized by several researchers (e.g. Phelps, Nowak & Ferrell, 2000; Sheehan 
and Hoy, 2000; Franzak et al., 2001). Studies also suggest that the ability to 
control personal information is related to privacy concerns (e.g. Phelps et al., 
2000; Sheehan and Hoy, 2000; Caudill and Murphy, 2000; Hoffman, Novak & 
Peralta, 1999a; Malhotra, Kim & Agarwal, 2004). Prabhaker (2000) explains that 
the fundamental problem in Internet privacy is not the disclosure of sensitive 
information but the fact that the consumer does not have control over how 
information is used. As long as customers give information voluntarily and are 
fully aware of how it will be used, their privacy is not being violated (ibid.). 
Individuals are therefore looking for more information and transparency i.e. 
awareness about how organisations use this data (e.g. Phelps et al., 2000). 
Collection, control, and awareness are all part of what Awad and Krishan (2006) 
discuss under the term “information transparency”, meaning features that give 
consumers access to the information a firm has collected about them, and how that 
information is going to be used. Another relevant factor is the cost/benefit trade-
off, some consumers are willing to disclose personal information, thereby giving 
up a degree of privacy, if they receive some type of benefit from the disclosure 
(Awad & Krishnan, 2006; Dinev & Hart, 2006; Gurau et al., 2003; Franzak, et al., 
2001; Phelps et al., 2000; Culnan & Armstrong, 1999; Campbell, 1997; Milne & 
Gordon, 1993; Goodwin, 1991). 

Other factors related to privacy concerns include demographic variables and user-
experience, (Graeff & Harmon, 2002; Milne & Rohm, 2000; Phelps et al., 2000; 
Sheehan & Hoy, 2000) such as for example: negative personal experiences (e.g. 
Awad & Krishan, 2006), and knowledge of corporate privacy policies (e.g. Awad 
& Krishnan.). Moreover, trust and risk and behavioural intention can also 
influence an individual’s privacy concerns (e.g. Malhotra et al., 2004). Trust and 
risk are added to several models explaining these concerns (e.g. Malhotra et al., 
2004) and a general consensus in the trust-risk literature shows that personality
traits affect trust and risk beliefs. Chapter two will explain all of these factors in 
more detail.
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1.6 Research Problem 

Over the past decade, the issue of information privacy has drawn considerable 
attention among researchers in disciplines such as law, public policy, marketing, 
organisational behaviour, and information systems (e.g. Caudill & Murphy 2000; 
Culnan, 2000). The Internet has fostered a new set of privacy concerns (e.g. 
Caudill & Murphy, 2000; Sheehan & Hoy, 2000). Although the debate over 
online privacy concerns has been going on for several years, it remains an 
unresolved issue. Research and public opinion surveys show that individuals are 
still concerned about threats to their privacy on the Internet. In fact, 62 percent of 
consumers do not shop online, because they are reluctant to give their personal or 
financial information over the Internet (Forrester Research, 2006). It is urgent to 
find possible solutions that could solve or at least reduce privacy concerns in 
order to increase online sales. One way is to understand the factors that influence 
consumer privacy concerns. 

Previous research has studied online privacy from different perspectives, 
examining how consumers respond to privacy concerns (Sheehan and Hoy, 2000), 
consumer willingness to provide personal information (Phelps et al., 2000), the 
effect of trust (Schoenbachler and Gordon 2002), consumer awareness of privacy 
mechanisms (Milne and Rohm 2000), the content of privacy disclosures 
(Miyazaki and Fernandez 2000; Culnan, 2000), legal and ethical issues associated 
with online privacy (Caudill and Murphy 2000), and information transparency 
(Awad & Krishnan, 2006). However, Phelps et al., (2000) suggest more studies 
because research involving privacy and information issues related to e-commerce 
remains primarily in a nascent stage. Moreover, the ever-changing nature of the 
Internet marketing environment suggests that there is a constant need for updating 
the research. The growth of electronic information collection systems, the 
continued debate over information collection issues, and the continued regulatory 
and industry-wide efforts to address consumer privacy concerns make it necessary 
to examine consumer preferences and beliefs regularly (ibid.).

In today's electronic world, competitive strategies of successful firms increasingly 
depend on vast amounts of customer data. Ironically, the same information 
practices that provide value to organisations also raise privacy concerns for 
individuals (Culnan & Armstrong, 1999). Personal information in a digital format 
can be easily copied, transmitted, and integrated, enabling online marketers to 
construct thorough descriptions of individuals. This information can pose a 
serious threat to privacy if handled improperly; however, it also can be used to 
provide customisation, personalized services, and other customer benefits 
(Malhotra et al., 2006) required by the customers (Zeithaml, Parasuraman & 
Malhotra, 2000). In this sense, consumers, managers, and researchers should 
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consider personal information a double-edged sword. Used carefully under proper 
safeguards, it can increase public utility and provide excellent service; but when 
used carelessly, its abuse can lead to invasion of information privacy. However, 
this information or “balancing act” is difficult to achieve in practice (Stewart & 
Segars, 2002). It is therefore quite obvious that some sort of trade-off of between 
the benefits of providing information vs. privacy concern is a necessity in order to 
satisfy the consumer. Moreover, in order to provide consumer-driven personalized 
service, firms must target consumers who are willing to provide information. This 
study will investigate individual willingness to provide the necessary information 
to receive personalized service and advertising. In order to do this we will use an 
instrument from a previous study by Awad and Krishnan (2006). Furthermore, as 
previously mentioned there are a number of factors that influence individual’s 
online privacy concerns and many of these factors are included in the concept 
information transparency proposed by Awad and Krishnan (2006). However, the 
knowledge of how consumer behaviour could affect privacy concerns is still very 
limited. To date, no other study has specifically investigated how the personality 
traits of the consumer can influence his/her perception of information privacy on 
the Internet. Thus, the overall research problem of this thesis is stated as follows: 

1.7 Expected Contributions of this Study 

As previously mentioned, privacy concerns must be addressed for e-commerce to 
continue its growth. We have seen only a fraction of the possibilities that 
technology has to offer; this development will require detailed personal 
information. This study will enhance understanding of online information privacy 
by examining how it relates to information transparency and personality traits. 
The research is expected to contribute to previous theoretical work by revealing 
how personality traits are related to online privacy concerns. The current work is 
expected to show that some personality types have more concern for privacy and 
value information transparency more highly. We anticipate that a short personality 
inventory can be used in the marketing context.  Furthermore, we believe that 
information transparency should be included in future studies. The expected 
implications for management are that online retailers will gain a better 
understanding of the importance of information transparency. This study is also 
expected to indicate that managers should combine traditional demographic 
indicators with personality scales. If target groups are less sensitive to privacy 
issues, then firms can emphasise personalization.

To examine if an individual’s concern with online privacy 
is linked to information transparency and personality type 
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1.8 Main Definitions 

The following sections will present the main theoretical and operational 
definitions used in this thesis as a basis for understanding the concepts related to 
the research problem.  

1.8.1 Theoretical Definitions 

Information Privacy: According to Westin (1967 p. 7), information privacy is 
defined as “the claim of individuals, groups, or institutions to determine for 
themselves, when, how, and to what extent information about them is 
communicated to others.”

Online Privacy: Wang et al., (1998 p.64) define the invasion of online privacy as 
“the unauthorised collection, disclosure, or other use of personal information as a 
direct result of electronic commerce transactions.”  

Personality Traits: Mischel (1977 p.251) defines personality as “the distinctive 
patterns of behaviour, including thoughts and emotions, that characterize each 
individual’s adaptation to the situations of his or her life.” A trait is defined as 
“any characteristic in which one person differs from another in a relatively 
permanent and consistent way” (Hilgard, Atkinson & Atkinson, 1975 p.7). 

Information Transparency: Awad and Krishnan (2006 p.14) define information 
transparency as “features that give consumers access to the information a firm has 
collected about them, and how that information is going to be used.” 

Personalization: Huang and Lin (2005 p.28) define personalization as “serving 
individual customer’s unique needs” based on what the provider already knows 
about the customer.”
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1.8.2 Operational Definitions 

Information Privacy Online: This study defines privacy as “the ability of an 
individual to control the process by which personal information is gathered and 
used as a direct result of their activities online.” This definition follows from 
previous definitions in the marketing literature (e.g. Goodwin, 1991) and the 
definition by Wang et al. (1998).

Personality Traits: In this research, personality traits will refer to the distinctive 
patterns of behaviour that characterize an individual based on the following traits: 
emotional stability, extraversion, conscientiousness, agreeableness, and openness 
to experience (e.g. McCrae & Costa, 1999). 

Information Transparency: We intend to investigate whether a company offers 
a privacy policy, gives consumers access to information in their databases, 
informs customer of how long the collected information will be retained, provides 
the purpose for information collection, uses the information in a way that will 
identifies the consumer. 

Personalization: We will define personalization as the ability to predict customer 
needs based on what the provider already knows about the customer through 
previous purchases and customer profiles. 

1.9 Delimitations of the Study 

This study focuses on information privacy from the consumer’s perspective in the 
business-to-consumer (B2C) environment. Previous research on consumer 
information privacy concerns can be divided into context-sensitive issues, which 
are related to the type of information being managed or to the organisation 
collecting the data, and issues stemming from individual consumer differences 
and their levels of concern (Culnan, 1993). Since this research examines how 
personality traits affect privacy concerns, we will focus on the later. This study 
only considers the factors mentioned by Awad and Krishnan (2006) in their study 
of information transparency. A brief measure of personality will be used 
according to a scale proposed by Gosling, Renfrow, and Swann (2003). We will 
only focus on relevant literature following the two studies (Awad & Krishnan, 
2006; Gosling et al., 2003) that will serve as a base for this research.
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1.10 Outline of the Study 

Chapter Two provides an overview of the literature on privacy, personalization, 
and personality traits. Chapter Three presents the hypotheses for this research and 
research model, while Chapter Four provides the methodology used for collecting 
and interpreting the collected data. In Chapter Five, the empirical data is discussed 
and analysed.  Finally, the implications for management, theory, and future 
research are addressed in Chapter Six.

Figure 1.1: A Schematic Presentation of the Study 
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2 LITERATURE REVIEW 

This chapter provides an overview of research in the area of online information 
privacy and the different factors that affect an individual’s privacy concerns. We 
discuss the main concepts for this study, information transparency and 
personality traits, and explain the main forces that are driving the focus on 
personal information privacy on the Internet.

2.1 Introduction 

Customer relationships are at the core of e-business. Two-way information 
exchanges take place in any e-commerce transaction. Customers learn about 
companies from the information offered on a website and any interaction in which 
they engage through the website. This embeds the company’s brand, 
communicates marketing and cultural messages, and identifies products as well as 
other aspects of the organisations’ position in the marketplace. Various factors 
influence customer perceptions, including the catalogue of products, the extent of 
product details, delivery arrangement, special offers, added value features, and the 
quality of interaction with personnel. Relationships are built through 
communication, customer service, communities, and customisation (Rowley, 
2004).

In theory, all participants benefit from an effective marketing relationship. The 
company acquires the information needed to tailor products and services and to 
provide superior customer satisfaction, thereby retaining customers. The 
consumers enjoy the benefit of products and services designed to meet their needs. 
However, both parties also sustain additional costs: for the company, the costs are 
within RM; for the customer, the cost is loss of privacy (Franzak et al., 2001). 

2.2 Personal Information Privacy  

Already in 1990, McFarlan had a discussion about three main forces that are 
shifting the focus to personal information privacy: (1) new technological 
capabilities (2) the increasing value of information; and (3) ethical issues. These 
forces are still relevant today even if the business environment has switched from 
the real world to the cyber world or a combination of both, and the technological 
capabilities have changed tremendously. The value of information is greater than 
ever before and the issue of privacy has definitely raised new questions in the 
ethical field. This chapter will therefore begin by discussing privacy related issues 
according to these three forces.  
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2.3 New Technological Capabilities 

Databases have become tools to identify customers and to serve their needs. As 
database marketing continues to grow, there are more opportunities to conduct 
transactions without the physical presence of buyers and sellers (Schoenbachler & 
Gordon, 2002). Today’s technology provides multiple opportunities for extensive 
data gathering and invasion of privacy. The increased use of such methods has 
been driven by increased online competition and customers’ request for 
individualised attention, one-to-one communication, and personalized offers 
(Gurau et al., 2003).

Since there are typically a large number of consumers, it has traditionally been 
difficult to give special treatment to individual consumers or consumer groups 
(Wang et al., 2000). There has been a trade-off between satisfying more 
customers and meeting the needs for each individual customer.  However, with 
the evolution of technology, such trade-off is gradually diminishing. It is now 
economically feasible to obtain both the breadth i.e. serving more customers, and 
the depth, i.e. better satisfying the needs of individual customer (Huang & Lin, 
2005). The Internet makes the collection, storage, and retrieval of data easier and 
more cost-effective. Information can now be used in ways that were previously 
impossible or economically impractical (Culnan & Armstrong, 1999). Marketers 
can now take RM to new levels through personalization, a special form of product 
differentiation that transforms a standard product or service into a specialised 
solution for an individual (Kelly, 2000).

2.3.1 Data Mining and Web Mining 

To achieve personalization, there is a need for data mining. Data mining is the 
discovery of knowledge with software that automatically identifies and utilizes 
information that is hidden in the data (France, Yen, Wang & Chang, 2002). 
Fayyad (1996 p.21) defines this knowledge discovery in databases or data mining 
as “a non-trivial process of identifying valid, novel, potentially useful and 
ultimately understandable patterns in data.” Data mining can be thought of as the 
process of discovering patterns, associations, changes, anomalies, and significant 
structures from large amounts of data. This information can be used to help 
companies stay competitive in the marketplace (Hui & Jha, 2000). However, data 
mining is also a threat to privacy and data security, since it is relatively easy to 
compose an individual profile with data from various sources (Lee & Siau, 2001). 

The Internet has developed data mining possibilities (Dunham, 2003). According 
to Hui and Jha (2000), this technology is motivated by the need for new 
techniques to analyse large amounts of stored data (ibid.). The web can be viewed 
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as the largest database available and presents a challenging task for effective 
design and access (Dunham, 2003). Etzioni (1996) refers to web mining, which 
uses data mining techniques to automatically discover and extract information 
(and behaviour patterns) from Internet documents and services (Dunham, 2003; 
Cho, Kim & Kim, 2002; Etzioni, 1996). E-commerce data is rich and detailed 
compared to offline commerce data. Clickstream, which collects visitor’s paths 
through a website, in the Internet shopping mall provides information that is 
essential to understanding customer shopping patterns or pre-purchase behaviours. 
By analysing information such as what products they see, what products they add 
to the shopping cart, and what products they buy it is possible to obtain a more 
accurate analysis of customers’ interests or preferences (Cho et al., 2002). Using 
web mining techniques, organisations gain a better understanding of web users’ 
preferences and this understanding can help them to conduct business more 
efficiently (Song & Shepperd, 2006).

With the advance of e-commerce, web mining is more important than ever before 
(Cho et al., 2002). Srivastava, Cooley, Deshpande, and Tan (2000) explain that 
web mining can be used for personalization, system improvement, site 
modification, business intelligence discovery, and usage characterization. Using 
web browsing patterns, organisations can perform mass customisation and 
personalization, adapt their web sites, and further improve their marketing 
strategies, product offerings, and promotional activities (Song & Shepperd, 2006). 
In theory, the potential of web mining to help people navigate, search, and 
visualize the contents of the web is enormous (Etzioni, 1996). 

The overall process of web mining is divided into three main tasks: data 
preparation, pattern discovery (Cho et al., 2002), and pattern analysis (Srivastava 
et al., 2000). Data preparation tasks include building a server session file (ibid.), 
while pattern discovery tasks involve the discovery of association rules, sequential 
patterns, usage clusters, page clusters, and user classifications (Mobasher, Cooley 
& Srivastava, 2000). Web mining is also categorized by content, structure, and 
use (Dunham, 2003). Web content mining is the process of extracting knowledge 
from the content within websites (e.g. Liu & Keselj, 2007; Song & Shepperd, 
2006). Web structure mining uses links and references within web pages to obtain 
the underlying topology of the interconnections between web objects. Web usage 
mining, also known as web-log mining, studies user access information from 
logged server data in order to extract interesting usage patterns (ibid.). Web usage 
mining can be further divided into general access pattern tracking and customized 
usage tracking. All of these web mining activities are intrinsically related 
(Dunham, 2003). The natural step is to generalise by uncovering patterns (Etzioni, 
1996).
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Personalization is an example of web content mining. With personalization, web 
access or the contents of a web page are modified to better fit the desires of the 
user. This may involve creating web pages that are unique for each user or using 
the desires of a user to determine what web documents to retrieve. The goal is to 
entice customers to purchase items that he or she may not have thought about 
purchasing. Mining activities related to personalization require examining web log 
data to uncover patterns of access behaviour. Therefore, websites that requires 
visitors to log on and provide information may actually fall into the category of 
web usage mining (Dunham, 2003). We will discuss personalization in more 
detail in the following section. 

2.3.2 Personalization and Customisation  

One of the oft-cited advantages of e-commerce is the opportunity for 
personalization or customisation (Rowley, 2004). Modern consumers have a 
strong sense of individualism, and the development in technology and marketing 
has fanned the fires of individualism. Advances in database marketing allow 
marketers to target specific groups of people with well-defined interests 
(Solomon, 1999). Customised products and communications attract customer 
attention and foster customer loyalty and lock-in. Targeted communications aid 
customer decisions and reduce information overload, and highly relevant products 
yield satisfied customers. The customer loyalty that results from such 
personalization and targeting can translate into enhanced profitability (Ansari & 
Mela, 2003).

Personalization and customisation share the same goal (Goldsmith & Freiden, 
2004) and many websites use both personalization and customisation to serve 
users’ needs. However, personalization should not be confused with customisation. 
On the Internet, customisation usually deals with the appearance of a website, e.g. 
colours and fonts (Schilke, Bleimann, Furnell & Phippen, 2004). Users specify 
their preferences or requirements (Mobasher, Brusilovsky & Kobsa, 2006). Sites 
that offer customisation features allow users to filter the content they see. Huang 
and Lin (2005 p.28) define customisation as “tailoring to customers/users’ needs 
based on customers/users’ requests”  and personalization as “predicting 
customers/users’ needs based on what the personalization provider already knows 
about the customers/users.” Customisation involves mainly explicit (i.e. 
voluntarily) data gathering, whereas personalization uses the results from both 
explicit and implicit (i.e. involuntarily) data gathering. (ibid.) We focus on 
personalization, since implicit data gathering is what evokes privacy concerns. 

The personalization software used by e-merchants can analyse an individual’s 
online activity and instantaneously customise the web page layout for a particular 
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customer (e.g. Kelly, 2000). The consumer profile usually contains demographic 
information but may also store preferences and behavioural data that accumulate 
from past interactions (Elovici, Glezer & Shapira, 2005). Customer information 
may also be purchased from external information sources, such as census 
organisations (Lee and Siau, 2001). Personalization serves individual needs 
(Huang & Lin, 2005) by making suggestions to customers based on their previous 
purchases and profiles (Kelly, 2000). 

Let us give an example of how this information is collected for personalization. A 
new user logs onto a website and makes several selections to customise the site. 
The choices are saved as the first batch of information in his individual customer 
profile. Information in this profile accumulates gradually each time that the user 
logs on to the site. As the analytical engine behind the website learns information 
about the user, personalization can be applied by predicting his needs and offering 
products and services. These recommendations are successful if they result in a 
purchase. The observation function records and analyses the customer’s reaction 
and adds that knowledge to his profile. For instance, when a customer receives a 
recommendation, he might show an interest at first but then choose not to make a 
purchase; this information is noted by the observation function, which also 
monitors other behaviours such as clickstream and web use. When a 
recommendation fails, customers should be able to reject related 
recommendations. Or when the recommendation only partially meets the 
customer’s needs, he/she should also be given a channel to voice his/her situation.  
Customisation relies on customer input to improve the precision of future 
recommendations (Huang & Lin, 2005). Personalization can be viewed as a type 
of clustering, classification, or prediction. Through classification, the desires of a 
user are determined based on those for the class. With clustering, the desires are 
determined based on the needs of similar users. Finally, prediction makes 
assumptions about what the user really wants to see (Dunham, 2003).  

2.3.3 Personalization and Privacy Concerns 

The dominant hindrance to the acceptance of personalization is privacy concerns 
(Kambil & Nunes, 2001). Companies must target consumers who are willing to 
provide information in order to provide personalized service (Awad & Krishnan, 
2006). Consumers are concerned about the privacy risks associated with the 
unauthorized collection and secondary use of personal information. As a result, 
disclosing information to an e-retailer requires consumers to have a certain level 
of trust in the company (Pan & Zinkhan, 2006). Trusting beliefs and risk beliefs 
are therefore added to several models explaining an individual’s privacy concerns 
(e.g. Malhotra et al., 2004; Miyazaki & Fernandez, 2000). Customers must feel 
comfortable enough with the marketer to reveal information that helps the 
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marketer to better serve the customer (Shoenbachler & Gordon, 2002). Awad and 
Krishnan (2006) suggest that managers must realize that perceived value can 
affect to the degree of privacy concerns. Firms must provide a benefit to offset the 
potential risk of sharing information (ibid.). Berg, Janowski & Sarner (2001) 
discuss that a good personalization strategy will make customers think that what 
they receive is coincidentally a very good match for their needs, rather than the 
result of intrusive targeting. Kambil and Nunes (2001) indicate that users are more 
reluctant to reveal private information on a personalized website than on a 
customized website, because customised sites provide customers with control 
(Huang & Lin, 2005); the issue of control will be addressed later in this chapter. 
Furthermore, consumers assign different values to personalized advertising and 
personalized services. One reason might be that personalized advertising benefits 
are less apparent and the risk of an intrusion is greater (Awad & Krishnan, 2006). 

2.4 Increasing Value of Information 

The importance of customer preferences is well-documented in the marketing 
literature. Detailed knowledge of individual preferences is increasingly valuable 
to decision makers and successful firms that need vast quantities of consumer 
information to build strong bonds with current customers and to attract new 
customers (e.g. Culnan, 1993). This information is also critical for predicting 
demand, managing inventories, and assessing relationships (e.g. Chellapa & Sin, 
2005). It can also help companies overcome barriers by guiding judicious 
allocation of resources and producing the type of knowledge that provides a 
competitive advantage (Franzak et al., 2001). The interactivity provided on the 
Internet is vital to the implementation of RM strategies e.g. personalization due to 
its ability to constantly provide information (Bauer, Grether, & Leach, 2002; 
Franzak et al., 2001).

2.4.1 Type of Information Collected Online 

Consumer information has been used for decades to guide marketing and 
promotions efforts. However, past databases typically provided only market-level 
information that reflects the generalised characteristics of a consumer group, 
market segment, or geographic region (Nowak & Phelps, 1995). Today, providers 
can collect more detailed consumer information through the Internet, including 
identity, credit history, employment status, legal status, electronic address, specific 
history of goods (Hoffman et al., 1999b). This individual-specific information can 
be used to customise or personalize (Hoffman et al., 1999a). 

This personal information refers to data that specifically relate to a single 
identifiable person (Nowak & Phelps, 1995). According to a study by Phelps et al., 
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(2001) most individual-specific consumer information used for marketing purposes 
falls into five broad categories; demographic information (e.g. family status, 
relatives/neighbour information, marital status, occupation, age, hight, weight); 
lifestyle characteristics (e.g. hobbies, leisure activities, favourite television 
programs); shopping habits (e.g. purchase histories, online purchases, catalogue 
purchases, physical stores); financial information (e,g, financial assets/property 
ownership, income, credit and financial histories); and personal identification (e.g. 
name, address, employment record, license applications, health statistics, vehicle 
registration lists, listed/unlisted telephone number, types of credit cards, and social 
security number or other identification number) (Strauss & Rogerson, 2002; Phelps 
et al., 2001; Prabhaker, 2000; Nowak & Phelps, 1995). 

Although attempts have been made to differentiate information that is sensitive 
from that which is not, a consensus has yet to be reached. Sensitivity appears to 
be contextual; that is, what is considered sensitive differs by person and by 
situation, However, consumers appear to be less concerned about the collection 
and usage of information regarding their product purchases and media habits and 
more concerned about the collection and usage of medical record, social security 
numbers, and financial information (e.g. Nowak & Phelps, 1995). 

2.4.2 Voluntary/Involuntary Information   

Voluntary information is collected when the customer reveals personal information 
through purchases (Strauss & Rogerson, 2002). Information may also be collected 
from web users involuntarily through using cookies or other browser features that 
allow information to be read or written to a computer’s hard drive (Huang & Lin, 
2005; Strauss & Rogerson, 2002; Milne 2000). There are various techniques to 
analyse web logs, revealing information such as type of web browser used, 
operating system, country of origin, last website visited, Internet Protocol (IP) 
address, etc. Personalization uses results from both explicit and implicit data 
gatherings (Huang & Lin, 2005). 

2.4.3 Ways to Collect Information Online

Beyond real-time analysis and applications, data collected over the Internet can be 
subjected to more in-depth analysis by combining several sources of data. At one 
level is the identification and navigation information obtained through clickstream 
data and registration forms. The firm might have information on past buying 
patterns. Information may also be obtained through specific e-mails, for example, 
to customer service and personalization attempts, such as collaborative filtering 
and promotions. Firms can also tap into third-party sources (Iyer, Miyazaki, 
Grewal & Giordano, 2002) such as credit card companies, financial institutions, 
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educational institutions (Kelly, 2000), and information brokers (Albert, Goes & 
Gupta, 2004; Prabhaker, 2000). Information collected online is often 
complemented with offline data sources (Kelly, 2000) for example coupons that 
can come from the physical store in case of clicks-and-bricks retailer1 (Iyer et al., 
2002).

There are a number of commercially accepted ways by which businesses on the 
Internet can gather customer information, including registration (Liu, Marchewka, 
Lu & Yu, 2005; Prabhaker, 2000; Roth, 1998) order or survey forms (Liu et al., 
2005; Prabhaker, 2000), capture the electronic addresses (Prabhaker, 2000) and 
using cookies and tracking software (Liu et al., 2005; Prabhaker, 2000) to follow a 
customers’ online activities in order to gather information about their personal 
interests and preferences (Liu et al., 2005). Most companies are leaning toward 
the cookie approach (Roth, 1998).

Registration refers to data filled out by users as forms or questionnaires that can 
readily be used to obtain real-time demographic segmentation (Iyer et al., 2002). 
Customers who have registered on a website will have their individual customer 
information recorded in a database (Albert et al., 2004). Individuals are asked for 
demographic and contact information that allow firms to customise their offers, 
messages, and communications (Roth, 1998). Rule-based algorithms use a unique 
ID number from the cookies to extract this information and match it to other 
profiles or to specific segmentation rules (Iyer et al., 2002). Another way to 
collect information is through order and/or survey forms. This transaction 
information can be obtained from both offline and online transactions (Albert et 
al., 2004). Another common approach is to capture electronic (IP) addresses of 
web users. These addresses are stored in a database that tracks the specific pages 
viewed and the sequence in which these pages are viewed. This provides yet 
another perspective on the uniqueness of the customer. The primary limitation of 
this method is that IP addresses are not in any way linked to the descriptive 
characteristics of the customer (Prabhaker, 2000). 

The most frequent and controversial method of gathering information is through 
the use of cookies and tracking software (e.g. Prabhaker, 2000; Roth, 1998).  
There is some user resistance to cookies based on the lack of disclosure and the 
sense that an unknown party is placing material on their machine (Rowley, 2004). 
Cookies are small files or parcels of information that are sent by a web server and 
deposited onto the visitor’s hard drive (Kelly, 2000; Gilmore, 2000; Mayer-
Schönberger, 1998). Cookies are embedded in the Hypertext Mark-up Language 
(HTML), with information flowing back and forth between the user’s computer 

1 Retailers with both online and traditional stores 
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and the servers. They are mostly stored on the user’s computer without their 
knowledge or consent (Mayer-Schönberger, 1998).

Cookies can track consumers across a various websites. Customers usually remain 
anonymous, but a cookie can personally identify a visitor if he/she has previously 
registered on a particular website. Cookies contain information such as which 
links visitors click and where they spend their time within the site, which search 
terms they use, and when they browse (France et al., 2002). All this information is 
stored in a database, which may include names, addresses, credit card details, and 
past purchasing history (Rowley, 2004). The user’s preferences are tracked in a 
web log and stored for future access by the cookie owner (Prabhaker, 2000).  By 
analyzing the IP address and the date/time fields, information about the entire visit 
to the site by each customer emerges. Web log files will indicate if the site uses 
cookies, and then more can be known about the visitor. Third party cookie-
generated information can be purchased from specialized companies to gain 
knowledge of access to other sites (Albert et al., 2004).  

There are two different types of cookies: session and persistent. Session, or 
temporary, cookies are automatically deleted from the computer when the browser 
is closed. The next time that the customer uses the service, new cookies are set for 
that session (e.g. Gilmore, 2000). Persistent, or permanent, cookies remain on the 
computer's hard drive indefinitely and will be available to the web servers the next 
time that the user visits the site. Permanent cookies retain the visitor’s preferences 
for a particular website, allowing those preferences to remain for future browsing 
sessions. Invasion of privacy issues generally revolve around persistent cookies. In 
general, when a web server sets a persistent cookie, a unique number is generated 
and stored in that cookie; this becomes the visitor’s user identification number 
(UIN). All web servers belonging to the domain that set the cookie can read the ID 
number. This ID is stored in a database and used to retrieve any information that is 
mapped to this UIN (e.g. Gilmore, 2000) In this study, we will investigate if the 
respondents are willing to be assigned an ID number, i.e. persistent cookie.  

Cookies are commonly used as a means to enhance user experience and site 
efficiency. The ability to store this information is a key feature of sites offering 
online shopping, site personalization, and targeted advertising (Gilmore, 2000). 
Organisations are able to gather new types of powerful information, such as click-
and viewing patterns that can be used to profile and target individual consumers 
(Milne, 2000).  Moreover, cookies are used with shopping carts on e-commerce 
sites to store the items that the user wants to order. When the transaction is 
completed, the server reads the cookie file and initiates a transaction based on the 
details (Rowley, 2004).
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2.5 Ethical Issues and Corporate Policies

In business, conflicts often arise between the goal to succeed in the marketplace 
and the desire to maximize the well-being of consumers by providing safe and 
effective products or services. Business ethics are essential rules of conduct that 
guide actions in the market. These universal values include honesty, 
trustworthiness, fairness, respect, justice, integrity, concern for others, 
accountability, and loyalty. However, some marketers violate their bond of trust 
with consumers (Solomon, 1999). Privacy concerns are exacerbated by the 
unethical behaviour of firms that, for example, sell their marketing databases to 
third parties without the consent of clients (Graeff & Harmon, 2002). However, to 
entice consumers to participate in e-commerce, it is important for marketers to 
follow ethical behaviour and protect consumer privacy (Milne, 2000).

Businesses and consumers disagree about who should control consumer
information (e.g. Milne & Rohm, 2000; Foxman & Kilcoyne, 1993) and the 
friction between consumer privacy and other consumer or business entity rights. 
These conflicts are exacerbated by consumers’ lack of information about how 
their information may be used and their lack of recourses when information is 
misused (Foxman & Kilcoyne, 1993) i.e. control and awareness (Milne & Rohm, 
2000). To have control of information, consumers must have a say in the type of 
information that organisations can collect (Milne, 2000). An ethical and fair 
transaction is therefore based on the informed consent of the parties.   

In addition to the moral, ethical, and philosophical dimensions that govern 
marketing exchanges, there are country-specific variables that should be 
addressed along with privacy issues (Singh & Hill, 2003). These variables include 
legal, historical, and cultural environments that might influence how privacy is 
viewed (Singh & Hill, 2003). For example, there is a considerable legal difference 
between the US and the EU member nations regarding protection of personal 
privacy (Singh & Hill, 2003).

2.5.1 Fair Information Practices

One measure of ethical direct marketing is whether a marketer observes fair 
information practices (FIPs) (Strauss & Rogerson, 2002; Culnan & Armstrong, 
1999; Culnan, 1993). There is a consensus that these practices should be the basis 
for evaluating privacy protection (Strauss & Rogerson, 2002). FIPs minimise the 
risk of disclosure, build trust, and promote the disclosure of  personal information 
needed for RM (Culnan & Armstrong, 1999). To implement these practices, 
organisations inform consumers of information practices through disclosure 
statements in communications and opt-out choices (Milne & Boza, 1999).   
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FIPs are divided into five categories: notice/awareness, choice/consent, 
access/participation, security/integrity, and contact/enforcement/redress (e.g. 
Strauss & Rogerson, 2002; Franzak et al., 2001).

The first element, notice/awareness, mandates that a data-collecting entity clearly 
informs the subject of exactly what information is being collected, how it is 
collected, how it will be used, and with whom it will be shared (Strauss & 
Rogerson, 2002; McKenna, 2001). It covers the disclosure of information 
practice, including a comprehensive statement of information use (Sheehan and 
Hoy, 2000). A website should explain if it utilises cookies and for what purpose. 
The second element, choice/consent, allows consumers to exercise control over 
the use of their personal data. Consumers may choose to receive e-mail from a 
website or may ask a particular site not to share information with third parties 
(Strauss & Rogerson, 2002). Consumers have the choice to trade information for 
benefits, depending on the value that the consumer places on these benefits 
(Sheehan & Hoy, 2000). Thirdly, access/participation involves giving access to 
the collected and stored information about consumers (Sheehan & Hoy, 2000). 
Consumers should be able to review and revise the collected information (Strauss 
& Rogerson, 2002). The fourth element, security/integrity, requires data collectors 
to take appropriate steps to ensure the security and integrity of information 
collected (Sheehan & Hoy, 2000). Finally, a contact/enforcement mechanism 
should be available to ensure compliance by participating companies (Sheehan & 
Hoy, 2000). This is an important credibility clue for online companies (Caudill & 
Murphy, 2000). For example, FIPs require that data collectors provide the subject 
with reliable contact information, such as an e-mail address (Strauss & Rogerson, 
2002).

2.5.2 Seal Programs

In response to consumer and government concern over privacy and ethics, the e-
commerce industry has championed self-regulation as the preferred means to 
protect consumer privacy (Kelly, 2000). Privacy seals offer a readily visible way 
to assure customers that an online business respects an individual’s privacy on the 
Internet (Liu et al., 2005). A variety of online privacy organisations and seal 
programs have been created, including the Online Privacy Alliance, Better 
Business Bureau Online Seal, and TRUSTe (Liu et al., 2005; Kelly, 2000).
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2.5.3 Privacy Policy Statements 

To further ease customers’ concerns, organisations worldwide have begun to issue 
privacy policies or statements on their websites. An electronic privacy policy is a 
written description posted on a website that explains how the company applies 
specific fair information practices to the online collection, use, storage, and 
dissemination of personal information provided by visitors (Liu et al., 2005). 

In theory, the privacy policy concept relies on the idea that a company will adhere 
to certain FIPs and that website visitors will thoroughly read the policy, 
understand its terms and implications, and then choose whether to continue to use 
the website and/or submit personal information. Studies show, however, that this 
is not the case (Ciocchetti, 2007). For example, a study by Gurau et al., (2003) 
reveals that these policy statements vary in terms of format and content, ranging 
from very general and vague to clearly defined rules. This means that privacy 
policies are not enough to ensure the consumer that his or her privacy is protected 
(ibid.).

2.5.4 Privacy Protecting Technologies 

The Internet is known for security risks. The rapid development of new 
information infrastructures increases our dependability on the Internet and may 
lead to a vulnerable information society based on insecure technologies. In this 
way, individual privacy is seriously endangered and becoming an international 
problem. Indeed, more personally identifiable information is electronically 
transmitted and disseminated over insecure networks and processed by websites 
and databases that lack proper privacy protection mechanisms. Therefore, the 
need for a methodology that considers and safely guards privacy requirements is 
immense (Kavalki et al., 2006). 

Freeware, shareware, and commercial privacy products have been developed to 
protect the privacy of users (McKenna, 2000). Individuals have many options to 
protect themselves while using the Internet (Kruck et al., 2002); these options can 
be categorized as: architectures/protocols (Kavalki et al., 2006); software; or 
methodologies (Kruck et al., 2002).  Moreover, a setting made within the 
Windows operating system allows consumers to select whether or not to ban 
certain cookies (Pitta et al., 2003). However, many consumers are either unaware 
of this option or do not know how to exercise it (Kelly, 2000). 
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2.6 Factors Related to Privacy Concerns 

Now that we have gained a better understanding of the issues related to online 
privacy, we will address the specific factors and issues that are relevant for this 
research. This section will discuss the factors that previous studies have found to 
influence privacy concerns.  

Phelps et al., (2000) suggest that consumers’ privacy concerns are determined by 
four general factors: the type of personal information requested; the amount of 
information control offered; the potential consequences and benefits offered in the 
exchange (i.e. trade-off); and consumer characteristics. Sheehan and Hoy (2000) 
argue that control is the predominant influence on the degree to which consumers 
experience privacy concern (i.e. awareness of information collection and usage 
beyond original transaction) additional factors include the sensitivity of the 
information, familiarity with the entity collecting the information, and the 
compensation offered in exchange for information.  Caudill and Murphy (2000) 
maintain that the violation of privacy depends on consumers’ control of their 
information in a marketing interaction and their knowledge of the collection and 
use of their personal information. 

Strauss and Rogerson (2002) propose that the process associated with privacy 
issues fall into four broad categories: methods of gathering, storing, analysing, 
and distributing information. They also state that each process can invade privacy 
depending on the transparency of the methods used. Malhotra et al. (2004) 
propose a scale to measure Internet users’ information privacy concerns (IUIPC) 
in terms of collection, control, and awareness of privacy practices. Moreover, 
Malhotra et al., (2004) state that that these factors affect trust beliefs, risk beliefs, 
and behavioural intentions. We will focus on the main factors discussed in 
previous studies and the issues that relate to our research problem.

2.6.1 Collection 

The relationship between data collection and privacy concerns has been verified 
by several researchers (e.g. Franzak et al., 2001; Phelps et al., 2000; Sheehan and 
Hoy, 2000). Consumers’ willingness to disclose information may be influenced by 
the purpose for which information will be used as well as the potential gain to the 
consumer from voluntary disclosure (Goodwin, 1991). Therefore, marketers must 
demonstrate that they value the consumer’s information and must provide value in 
return (Pitta et al., 2003). Malhotra et al., (2004 p.338) defines collection in this 
context as “the degree to which a person is concerned about the amount of 
individual-specific data possessed by other relative to the value of benefits 
received.” Privacy must be balanced against the information needs of marketers. 
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Consumers who demand higher levels of government and business services may 
have to offer information in order to receive the desired service levels (Goodwin, 
1991). The following section explains this trade-off in more detail. 

2.6.2 Cost/Benefit Trade-Off

Underlying any definition of information privacy is an implicit understanding that 
individuals must surrender a measure of privacy in exchange for some economic 
or social benefit (Campbell, 1997). Some consumers are willing to disclose 
personal information, thereby giving up a degree of privacy, if they receive some 
type of benefit from the disclosure (e.g. Phelps et al., 2000; Goodwin, 1991). In 
order to create a willingness in individuals to disclose personal information, the 
company must view the collection as a social contract. In addition to exchanging 
money for products or services, the customer also makes non-monetary exchanges 
of personal information for intangible benefits. Only if the consumer perceives 
that the social or economic gain outweighs the attendant reduction in privacy will 
they participate (Culnan & Armstrong, 1999; Milne and Gordon, 1993). 

According to Franzak et al. (2001), it is unclear how consumer acceptance of this 
trade-off affects their perceptions about ability to control the use of their personal 
information. The provision of information may be seen as the only way to acquire 
desired information worth the risk of disclosure, but only in the absence of 
alternatives. This trade-off has been studied as the privacy calculus, which 
measures the use of personal information against the potential negative 
consequences of disseminating personal information (Dinev & Hart, 2006). These 
benefits could be financial or information based (e.g. personalization) (Miyazaki 
& Fernandez, 2000). Some researchers suggest that compensations obtained by 
customers will ultimately offset privacy concerns. However, many studies show 
that this is not yet the case (Gurau et al., 2003).

2.6.3 Control 

The fundamental problem in Internet privacy is that the consumer has no control 
over how that information is being used (Prabhaker, 2000). Several studies 
suggest that the ability to control personal information is related to privacy 
concerns (e.g. Malhotra et al., 2004; Phelps et al., 2000; Sheehan & Hoy, 2000; 
Caudill & Murphy, 2000; Milne, 2000; Hoffman et al., 1999a). Control is 
especially important in the information privacy context due to high risks 
(Malhotra et al., 2004).

To have control, consumers must have a say in the type of information that is 
collected through approval, modification, and opt-out choices (Malhotra et al., 
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2004). Strauss and Rogerson (2002) explain that opt-out clauses require users to 
tell the collector not to use their information. Opt-out privacy policies place the 
information protection burden on consumers; the seller is free to use the 
consumer’s data in any legal way, unless the consumer informs them not to use it. 
This policy requires cooperation and trust between the consumer and the web 
provider (Hoffman et al, 1999a). However, for consumers to control their 
information and decide to remove their names from different lists, they must first 
be aware that the information is being collected (Milne & Rohm, 2000). 

2.6.4 Awareness 

Users are not as concerned about privacy when marketers obtain permission to 
collect and use information (Prabhaker, 2000). Privacy concerns are likely to 
increase as consumers become aware that marketers have somehow obtained 
information without their knowledge (Nowak & Phelps, 1995). Research shows 
that individuals are looking for more information and transparency about how 
organisations use individual-specific data (e.g. Phelps et al., 2000). In many cases, 
however, consumers are explicitly aware that information is being collected 
(Nowak & Phelps, 1995). Cespedes and Smith (1993, p.15) state that “all data 
collection should operate according to a ‘sunshine principle’; the practices should 
be able to withstand the scrutiny of interested consumers in the light of full 
disclosure.”

To reduce privacy concerns, many companies post their privacy policies on the 
web. This privacy policy discloses how the company uses the information it 
collects about the customers and if it sells it to others. Ideally, this policy should 
provide options about the use of personal information. A study by Awad and 
Krishnan (2006) shows that such policies do not have significant value to 
consumers, because they are largely unread. Therefore, is it important that 
companies consider going beyond the regulated requirements (ibid.). 

2.6.5 Type of Information 

The type of information collected is also an important influence on privacy 
concerns (e.g. Milne 2000; Phelps et al., 2000; Sheehan & Hoy, 2000). Although 
attempts have been made to differentiate what information is considered sensitive, 
a consensus has yet to be reached (Sheehan & Hoy, 2000). Sensitivity appears to be 
contextual; that is, what is considered sensitive differs by person and by situation. 
In general, consumers appear to be less concerned about the collection and use of 
information regarding lifestyle characteristics, shopping/purchasing habits, and 
media habits; they are more concerned about the collection and use of medical 
records, social security numbers, and financial information (Phelps et al., 2000). 
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Several studies (e.g. Wang & Petrison, 1993) show that consumers are more 
concerned about situations in which their personal and financial data are sold to a 
third party without their consent than RM situations. Although reluctant to provide 
personal income data, many consumers are willing to provide such demographic 
data as marital status, education, occupation, and age (Phelps et al., 2000). 

2.6.6 Demographics and User Experience   

Research on the relationship between demographics, user-experience, and privacy 
concerns is quite limited and contradictory. For example, a survey by Graeff and 
Harmon (2002) show that privacy concerns vary by age, income, and gender; 
however, Sheehan and Hoy (2000) report few significant differences based on 
demographics. Moreover, Phelps et al. (2000) find only one significant 
relationship between demographic characteristics and privacy concern. For this 
study, most demographic variables are irrelevant, as the sample includes students 
with more or less the same demographic profile. Furthermore, we only investigate 
the issues proposed by Awad and Krishnan (2006) in relation to information 
transparency: prior privacy invasion and the importance of privacy policies.

An individual’s previous experience shapes their concern for information sharing. 
Individuals appear quite unconcerned about privacy until it is threatened or 
invaded. Online privacy invasion can range from unsolicited e-mail spam to 
identity theft (Awad & Krishnan, 2006). Awad and Krishnan show that users with 
previous privacy invasion experience are less willing to be profiled online for 
personalized advertising (ibid.). Knowledge and importance of privacy policies 
may also affect privacy concerns. The more knowledge that an individual has about 
the collection and use of personal information, the more concerned he or she may 
be about privacy practices. On the other hand, if it is understood that the 
information is for relationship building and product development, then privacy 
concerns might diminish (Caudill & Murphy, 2000).

2.6.7 Trust, Risk, and Behavioural Intentions 

According to the literature, trust and risk beliefs exert a significant effect on 
behavioural intentions (McKnight & Chervany, 2000).  Trust can be defined as 
“the willingness of a party to be vulnerable to the actions of another party based 
on the expectation that the other will perform a particular action important to the 
trustor, irrespective of the ability to monitor or control that other party” (Mayer, 
Davis & Schoorman, 1995 p.712). Trust and risk are closely interrelated (Mayer 
at al., 1995). Trust in a merchant mitigates the consumer's perception of the risks 
involved in a purchase situation: the higher the initial perception of risk, the 
higher the trust needed to facilitate a transaction (Jarvanpaa, Tractinsky & 
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Saarinen, 1999). The concept of perceived risk most often used by consumer 
researchers defines risk in terms of the “the consumer's perceptions of the 
uncertainty and adverse consequences of buying a product or service” (Dowling 
& Staelin, 1994 p.119). When risk is present, trust is needed to make transactions 
possible. That is, a consumer’s trust in a merchant reduces the perceived risk of 
making a purchase (Jarvanpaa et al., 1999).

Database marketing is basically impersonal and uncertain; therefore perceived 
risk is likely to be higher than in traditional exchanges (Shoenbachler & Gordon, 
2002). Trust is also shown to be a crucial predictor of Internet use, since the 
World Wide Web is an uncertain environment characterized by social uncertainty 
and risk (Gefen, Karahanna & Straub, 2003; McKnight, Choudhury & Kacmar, 
2002; Lee & Turban, 2001; Jarvenpaa, Tractinsky & Vitale, 2000). Due to the 
absence of proven guarantees that the online company will not engage in harmful 
opportunistic behaviours (e.g. violations of privacy, unauthorised use of credit 
card information, and unauthorised tracking of transactions) trust is a critical 
aspect of e-commerce (Reichheld and Schefter 2000).

Trust is perhaps the most important influence on information disclosure (e.g. 
Hoffman et al., 1999b; Jarvanpaa et al., 1999). Consumers often hesitate to 
transact with online vendors because of uncertainty about vendor behaviour or the 
perceived risk of misuse of the personal information (McKnight et al., 2002). If 
customers do not trust the online business, then they will most likely avoid 
purchasing (e.g. Chopra & Wallace, 2003). When customers do trust an online 
vendor, they are much more likely to share personal information. Trust makes 
consumers feel comfortable making purchases and acting on online vendor 
advice, which is essential to the widespread adoption of e-commerce (McKnight 
et al., 2002) Therefore, Reichheld and Schefter (2000) argue that "price does not 
rule the web; trust does" (p. 107).

In e-commerce, trust can be viewed as a perceptual belief or level of confidence 
that one party respects the intentions, actions, and integrity of another party during 
an online transaction. This perceptual belief or level of confidence represents trust 
as a set of specific beliefs, which include integrity, benevolence, ability, and 
predictability of the online business (Gefen et al., 2003). The degree to which 
Internet users feel that a website protects their privacy may have an impact on 
their trust in the site. Although perceptions of privacy protection differ, web 
design and content can communicate information about privacy protection, for 
example, through privacy statements and seals (Metzger, 2004). Chopra and 
Wallace (2003) maintain that trust is influenced by the personality of the trustor 
and by the attributes of the recipient, which, in turn, influence the behaviour of the 
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trustor. This means that if we know the personality of the consumer, then we 
could predict their risk behaviour.

2.6.8 Personality Traits

A general consensus in the literature shows that personal traits influence, to some 
extent, trust and risk beliefs (McKnight et al., 1998). This implies that one’s 
tendency to worry about information privacy will influence how the person 
perceives a specific situation in which an online marketer requests personal 
information. More specifically, Internet users with a high degree of information 
privacy concerns are likely to have a low level of trust and a high level of risk 
(Malhotra et al., 2004). In contrast to economic and decision theoretic models, a 
wide range of psychological studies have shown that people differ in how they 
perceive risk and make choices (Zaleskiewicz, 2001). Individual differences in 
personality traits also influence financial choices (e.g. Carducci & Wong, 1998).

It is important to recognize that individuals perceive privacy differently, because 
privacy is highly contextual. This contextual nature suggests problems for 
researchers trying to understand online privacy concerns as well as for corporate 
decision makers attempting to build a privacy policy that will address the needs of 
both individuals and online content providers (Sheehan, 2002). In recent years, a 
limited but growing literature on personality traits in relation to the Internet has 
emerged (Landers & Lounsbury, 2006). There are several reasons why this area of 
research merits attention. Personality traits represent enduring characteristics that 
are consistent across a wide range of situations. Moreover, personality traits are 
related to a broad spectrum of activities and behaviour for example trust-risk 
(McKnight et al., 1998), coping (e.g. Watson & Hubbard, 1996), and privacy 
(Malhotra et al., 2004). Personality traits will be further explained in Section 2.8.

2.7 Information Transparency 

As previously mentioned, there are a number of factors that influence online 
privacy concerns, many of which are included in the concept information 
transparency. The subject of information in the context of online markets is 
defined as “the degree of visibility and accessibility of information” (Zhu, 2004 p. 
670). Awad and Krishnan (2006) discuss information transparency as features that 
give consumers access to the information that a firm has collected about them and 
explain how that information is going to be used (e.g. data transparency, data 
removal, and time expiration of data).

Awad and Krishnan (2006) measure information transparency in four dimensions: 
whether a company gives consumers access to information they keep about the 
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consumer in their databases; whether a site informs consumers of how long 
collected information will be retained; whether a site explains the purpose of 
collecting information; whether a site uses the information in a way that identifies 
the consumer. In their instrument they also included privacy policies to provide a 
contrast to the information transparency independent variable. 

This study will determine if these five dimensions can be combined into a reliable 
and unidimensional scale that gives a general indication of information 
transparency importance. We also include privacy policies, since they are highly 
related to information transparency. Furthermore, we are interested in finding out 
if these items are dependent on an individual’s personality; this will be discussed 
later in this chapter. 

2.8 The Big Five (or Five-Factor) Model of Personality Traits  

In past decades, there has been remarkable progress in one of the oldest branches 
of personality psychology: the study of traits or individual differences (e.g. Costa 
& McCrae, 1980). The Western habit of describing people in terms of abstract 
characteristics has led to the development of characterization systems of 
personality traits (de Mooij, 2004).  One of the problems of trait theories is the 
huge number of traits that can be used to describe people (Mowen, 1995). 
However, there is a growing consensus that most individual differences in 
personality can be understood in terms of five basic dimensions; this model is 
called the Big Five or Five-Factor Model (FFM) (e.g. de Mooij, 2004; McCrae & 
John, 1992). These five factors of personality appear to be “the natural language 
of the personality” (Goldberg, 1999). These five super traits comprise the highest 
level of a more elaborate hierarchical structure; each factor can be divided into 
several distinct lower order traits (Watson & Hubbard, 1996). Today, the FFM of 
the most used models to organise personality traits (de Mooij, 2004).

The FFM originated from Allport and Odbert’s attempt to compile an exhaustive 
set of trait-related terms that clearly described personality (Goldberg, 1993; 
McCrae & John, 1992). Subsequent researchers have consistently reported that 
five factors—neuroticism, extraversion, conscientiousness, agreeableness, and 
openness—are sufficient to represent the underlying structure of these traits 
(Bakker, Van Der Zee, Lewig & Dollard, 2006; de Mooij, 2004; Funder, 2001; 
McCrae & Costa, 1999; Goldberg, 1990;1992,1993; McCrae & John, 1992;). The 
theoretical background of the FFM reflects the belief that all individuals have 
basic dispositions that influence him or her throughout the lifespan (Ansell & 
Pincus, 2004). Growing evidence shows that this model is cross-culturally 
universal and that these dispositions are stable across time and situations (McCrae 
& Costa, 1997). 
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Although there has been considerable debate about whether personality represents 
a stable characteristic that can usefully predict behaviour or whether behaviour is 
primarily determined by the situation, many researchers agree that both individual 
and situational factors are important to understanding behaviour. According to 
Matthews, Deary and Whiteman (2003), there is little doubt that traits predict 
social behaviour. The present study addresses the relationship between personality 
traits, information transparency, and online privacy concerns. As previously 
mentioned, no other study has investigated the influence of individual differences 
on privacy concerns on the Internet. However, it has been recognized that 
individual variables such as personality might influence these concerns (Malhotra 
et al., 2004). Thus, these five dimensions of personality will be used to investigate 
online privacy concerns.  

2.9 Personality Traits 

It is important to understand the difference between personality and traits. 
Personality refers to internal factors, such as dispositions and interpersonal 
strategies that explain individual behaviour (Hogan, Hogan, & Roberts, 1996). 
Mischel (1977 p.251) defines personality as “the distinctive patterns of behaviour, 
including thoughts and emotions that characterize each individual’s adaptation to 
the situations of his or her life.” From a social-psychological personality theory 
perspective, personality describes the consistent patterns of behaviour that people 
show with regard to social situations (Mowen, 1995).

The trait theory approach to personality attempts to classify people according to 
their dominant characteristics or traits. A trait is defined as “any characteristic in 
which one person differs from another in a relatively permanent and consistent 
way” (Hilgard, Atkinson & Atkinson, 1975 p.7). Trait theories attempt to describe 
people in terms of their predispositions using a series of adjectives (Mowen, 
1995).

In the following sections, each of the five traits and their their higher/lower level 
will be discussed in more detail. The aim of this discussion is to clarify the 
differences between the traits. 

2.9.1 Emotional Stability vs. Neuroticism

Goldberg (1999) proposes the following facets for emotional stability: stability, 
happiness, calmness, moderation, toughness, impulse control, imperturbability, 
cool-headedness, and tranquillity. Other authors argue that emotional stability or 
low neuroticism suggests an even-tempered, less labile emotional style (Ansell & 
Pincus, 2004), fearlessness (Chauvin, Hermand & Mullet, 2007) and calmness 



______________________________________________________________LITERATURE REVIEW______ 

    30

(Williams, 1998). On the other hand, neuroticism is characterized by a tendency 
to experience negative, distressing emotions (McCrae & Costa, 1987). Neurotic 
individuals are more likely to display their emotions frequently and are described 
as nervous, tense, high-strung, moody, and temperamental (Williams, 1998). 
Furthermore, people high in neuroticism are characterised by anxiety, hostility, 
impulsiveness (Williams, 1998) and often have ineffective coping strategies 
(Ansell & Pincus, 2004; Watson & Hubbard, 1996). 

2.9.2 Extraversion vs. Introversion 

Extraversion indicates where most of an individual’s energy is directed: in the 
inner world of thoughts and ideas or in the outer world of events and actions 
(Chauvin et al., 2007). Goldberg (1999) proposes the following characteristics:
gregariousness, friendliness, assertiveness, poise, leadership, provocativeness, 
self-disclosure, talkativeness, and sociability. Extraverts report substantially 
higher levels of joy, interest (Watson & Hubbard, 1996), energy, and enthusiasm 
(Watson & Hubbard, 1996). High extraversion also suggests a propensity for 
positive emotions and high activity levels. Extraverts seek excitement (Ansell & 
Pincus, 2004; McCrae & Costa, 1987) and show positive emotions (McCrae & 
Costa, 1987). Investigators report that extraversion is positively correlated with 
problem-focused coping, positive reappraisal, and support-seeking but negatively 
related to emotion-focused coping (Amirkhan, Risinger, & Swickert, 1995; 
McCrae & Costa, 1986). Furthermore do they have higher need for stimulation 
(McCrae & Costa, 1987).  In contrast, introversion describes a more introverted, 
reserved, and quiet interpersonal style; however, it does not imply unhappiness or 
an unfriendly manner (Ansell & Pincus, 2004). 

2.9.3 Conscientiousness vs. Low Conscientiousness  

Conscientiousness is related to the organised, controlled, determined, and 
effective manner with which an individual thinks and acts in his/her environment 
(Chauvin et al., 2007). Goldberg (1999) proposes the following facets: efficiency, 
dutifulness, purposefulness, cautiousness, rationality, perfectionism, and 
orderliness. Moreover, researchers (e.g. Watson & Hubbard, 1996) have 
consistently associated conscientiousness with problem-solving. Conscientious 
individuals devise a careful strategy to eliminate the problems they face and 
forego other activities to concentrate more fully on the task of problem-solving 
(Watson & Hubbard, 1996). Conscientiousness is also characterized by 
achievement motivation and organisation (e.g. Barrick & Mount, 1991). Low 
conscientiousness, on the other hand, reflects a tendency to be disorganised, 
unreliable, incompetent, aimless, careless, and hedonistic (Ansell & Pincus, 
2004).
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2.9.4 Openness vs. Closedness to Experience 

Openness is largely related to how an individual perceives the world (Chauvin et 
al., 2007). Goldberg (1999) proposes the following facets: intellect, ingenuity, 
reflection, competence, quickness, introspection, creativity, imagination, and 
depth. McCrae (1996) argues that personality traits affect social interactions and 
that traits in the domain of openness have powerful influences. These effects can 
be seen in cultural change, political affiliations, friendship and family patterns, 
and dyadic interactions. McCrae and Costa (1986) suggest that, compared to 
emotional stability and extraversion, openness has a relatively weak influence on 
coping responses. However, high openness suggests an active pursuit and 
appreciation of experiences for one’s own sake; a willingness to change one’s 
attitudes and behaviours after being exposed to new ideas or conflicting 
information (McCrae, 1987); and a tendency to be less risk averse (e.g., George & 
Zhou, 2001; Lauriola & Levin, 2001; McCrae, 1987). Individuals high in 
openness are also likely to be insightful, clever, and inventive (Williams, 1998). It 
also implies a tendency towards creativity (McCrae, 1987), imagination, tolerance 
of new or diverse values and beliefs, and an appreciation for, and attraction to, 
aesthetic experiences, curiosity, (Ansell & Pincus, 2004; Williams, 1998; 
Goldberg, 1993; Watson & Hubbard, 1996; Barrick & Mount, 1991) or having a 
desire to explore the world, and trying new things as opposed to the commonplace 
(Williams, 1998; Costa & McCrae, 1992).  People who are more open adapt more 
quickly and effectively to unexpected change (LePine, Colquitt, & Erez, 2000). 
On the other hand, low on openness implies a propensity towards a more 
conservative and dogmatic approach to the world. It also suggests little interest in 
unfamiliar or markedly different experiences (Ansell & Pincus, 2004). 

2.9.5 Agreeableness vs. Hostility 

Agreeableness is best characterized as a kind, loving (McCrae & Costa, 1990), 
friendly, cooperative, and trustworthy interpersonal style (Ansell & Pincus, 2004). 
Agreeable persons have a trusting nature and tend to see the best in others 
(McCrae & Costa, 1990). Traits that usually load highly on this dimension include 
affectionate, cooperative, sensitive, good-natured, gentle, and warm (Williams, 
1998). However, agreeableness has also a relatively weak influence on coping 
responses (e.g. Watson & Hubbard, 1996). On the other hand, disagreeableness or 
hostility suggests a cynical, rude, abrasive, and uncooperative interpersonal style 
that is associated with irritability and suspiciousness (Ansell & Pincus, 2004). 



______________________________________________________________LITERATURE REVIEW______ 

    32

2.10 The Ten-Item Personality Inventory (TIPI) 

Gosling et al., (2003) propose a brief measure of the FFM called the Ten-Item 
Personality Inventory (TIPI). In an Internet-based study, it is unlikely that 
participants will complete a multi-item questionnaire. Their study implies that a 
brief instrument can stand as reasonable proxies for longer Big-Five instruments, 
especially when research conditions dictate that a very short measure should be 
used. Gosling et al. (2003) recommend TIPI, which takes only about a minute to 
complete, for latent variable modelling, as it allows researchers to check for 
acquiescence bias and errors. They also suggest using this instrument when time 
and space are short in supply.  

Early structural studies devoted extensive resources to assessing the FFM; newer 
studies can afford to use shorter measures (Gosling et al., 2003). Saucier (1994 p. 
515) states that “the availability of this extremely short set of Big-Five markers 
widens the potential application of the Big-Five to assessment situations where 
brevity is an unusually high priority.”  Therefore, the TIPI offers a potential 
research tool in cases where researchers are willing to tolerate the somewhat 
diminished psychometric properties associated with brief measures. According to 
Gosling et al., (2003), another benefit of the TIPI is that it provides a standard 
instrument for use by the research community. Without a standard instrument, 
researchers would be forced to create their own measures and could thereby not 
benefit from previous research (ibid.). Brief measures can also eliminate item 
redundancy and reduce participant boredom (Burisch, 1984).

Despite evidence for the value of the TIPI, short measures are also subject to 
some serious limitations. The first limitation is the psychometric cost. Compared 
to standard multi-item measures, the TIPI is less reliable and correlated less 
strongly with other variables. The second limitation of brief measures is the 
inability to measure individual facets of multi-faceted constructs. The Big-Five 
dimensions are explicitly broad constructs encompassing several related but 
separable facets. Brief measures such as the TIPI do not provide scores for the 
narrower facet-level constructs, and a much greater investment is needed to obtain 
facet scores (Gosling et al., 2003). 

When developing the TIPI, Gosling et al. (2003) first selected descriptors to 
represent each of the five domains. Where possible, they culled descriptors from 
existing Big Five instruments, drawing most heavily on Goldberg’s (1992) list of 
unipolar and bipolar Big Five markers, adjectives from the BFI, and John and 
Srivastavas’s (1999) adjective checklist. Based on breadth of coverage, 
representative of both poles of each dimension; and minimal redundancy, the 
following items were selected: extraverted, enthusiastic (that is, sociable, 
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assertive, talkative, active, not reserved, or shy); agreeable, kind (that is, trusting, 
generous, sympathetic, cooperative, not aggressive, or cold); dependable, 
organized (that is, hard working, responsible, self-disciplined, thorough, not 
careless, or impulsive); emotionally stable, calm (that is, relaxed, self-confident, 
not anxious, moody, easily upset, or easily stressed); open to experience, 
imaginative (that is, curious, reflective, creative, deep, open-minded, not 
conventional). Table 2.3 presents the TIPI instrument. 

TABLE 2.3 Ten-Item Personality Inventory (TIPI) 

Disagree  
Strongly 

Disagree 
moderately 

Disagree  
a

little 

Neither  
agree nor  
disagree 

Agree  
a

little 

Agree 
moderately 

Agree  
strongly 

1 2 3 4 5 6 7
I see myself as: 

1. ____________ Extraverted, enthusiastic. 
2. ____________ Critical, quarrelsome.* 
3. ____________ Dependable, self-disciplined. 
4. ____________ Anxious, easily upset.* 
5. ____________ Open to new experiences, complex. 
6. ____________ Reserved, quiet.* 
7. ____________ Sympathetic, warm. 
8. ____________ Disorganised, careless.* 
9. ____________ Calm, emotionally stable. 

10. ____________ Conventional, uncreative. 

*In the analysis, these items are reverse scored (R). 
Source: Gosling et al., (2003 p.525) 

These statements represent the different personality types, namely, extraversion 
(1, 6R), agreeableness (2R, 7), conscientiousness (3, 8R), emotional stability (4R, 
9), and openness to experience (5, 10R). In the study of Gosling et al., (2003) the 
five items was rated on a seven-point scale ranging from 1 (disagree strongly) to 7 
(agree strongly). 

2.11 Personality Traits and Consumer Behaviour 

The field of consumer behaviour examines the processes involved when 
individuals or groups select, purchase, use, or dispose of products, services, ideas, 
or experiences to satisfy needs and desires (Solomon, 1999). Firms exist to satisfy 
consumers’ needs, but these needs can only be satisfied to the extent that 
marketers understand the people who use the products and/or services they are 
trying to sell. Today, marketers follow the RM philosophy, which involves 
defining customer segments carefully and listening to customers. Modern 
consumers have a strong sense of individualism; technology has fanned the fires 
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of individualism. Advances in database marketing allow firms to target specific 
groups of people with well-defined interests (ibid.).

The process of market segmentation identifies similar groups of consumers and 
devises marketing strategies that appeal to one or more groups. Demographics are 
statistics that measure observable aspects of a population, such as birth rate, age 
distribution, and income. However, consumers can share the same demographic 
characteristics and still be very different people. Therefore, it is important to 
breathe life into demographic data with psychographics to better understand target 
consumer segments (ibid.).

2.11.1 Psychographics 

Psychographics involves the analysis of behaviour patterns (Mowen, 1995).  
Personality can be defined as “the distinctive patterns of behaviour, including 
thoughts and emotions that characterize each individual’s adaptation to the 
situations of his or her life” (Mischel, 1977 p. 251). Psychographics can be 
defined as “the quantitative investigation of consumers’ life-styles, cognitive 
styles, and demographics that can be used to assist in marketing decision making” 
(Mowen, 1995 p. 274). The goal of studying psychographics is to describe 
individual consumers in a way that helps marketing managers segment the 
marketplace, position products, develop marketing mix strategies, and conduct 
environmental analysis. Although marketers cannot expect to make predictions 
from personality profiles, it is possible to gain an increased understanding of the 
factors that motivate and guide consumers purchases (Mowen, 1995).

According to Mowen (1995), there are four different approaches to studying 
personality: the psychoanalytical, social psychological, self-concepts, and trait 
theory. Psychoanalytical theory views the personality as resulting from conflict 
among the id, the ego, and the superego. Social psychological approaches to 
personality investigate the consistent patterns that individuals reveal when 
interacting with others. The self-concept is defined as the totality of a person’s 
thoughts and feelings with reference to himself or herself as the objects. The trait 
approach attempts to classify people according to their dominant characteristics; 
this approach has been used extensively in psychographic studies. In general, 
psychographic inventories assess three aspects of consumers: lifestyles, 
personalities, and demographic characteristics. According to Solomon (1999), 
psychographic studies can take several different forms such as: lifestyle profiles, 
product-specific profiles, personality traits, general life-style segmentation, and 
product-specific segmentation. By understanding the lifestyles of specific 
markets, managers can tailor the themes of advertisements and sales messages to 
appeal to targeted groups (ibid.). Promotional campaigns are built around the 
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knowledge gained about the personality and psychographic variables (Mowen, 
1995).

A key issue for marketing managers and researchers concerns how to make 
practical use of personality scales. Most marketers do not have the time or 
resources to analyse individual consumers; in addition, they tend to work at a 
group level rather than an individual level. To employ personality measures, 
managers must first identify the demographic characteristics of their target 
market. Once this description is obtained, researchers can choose a sample of 
these individuals to complete a series of personality inventories. Based upon how 
they respond to these questions, the marketing manager can develop promotional 
messages that are more likely to appeal to the target group (Mowen, 1995). 

Empirical personality studies encompass three elements: the person, the situation, 
and the behaviour. Ideally, knowledge about any two of elements these should 
lead to an understanding of the third. It is still difficult to predict consumer 
behaviour even if with knowledge of personality, but this can increase 
understanding of what motivates an individual’s actions. Thus, by understanding 
how an individual perceives information privacy online, we can discover ways to 
reduce this concern. Moreover, a short personality inventory should simplify the 
process for marketing managers.  

2.12 Summary of the Literature Review 

Three main forces are driving the focus on personal information privacy: new 
technological capabilities, the increasing value of information, and ethical issues. 
Other factors influencing privacy concerns include the type of information 
requested, demographics and user-experience, and the relationship between trust 
beliefs, risk beliefs, and behavioural intentions. Many of these factors are included 
in the concept of information transparency. Another factor is personality traits, 
specifically emotional stability, extraversion, conscientiousness, agreeableness, 
and openness to experience. These factors can influence individuals’ motivation 
and perception of privacy. As mentioned earlier this study will focus on 
information transparency and personality traits. When investigating information 
transparency we have chosen to use an instrument proposed by Awad and 
Krishnan (2006) because we think it covers the main and relevant issues related to 
information transparency and privacy online. In most marketing studies a brief 
personality inventory is required otherwise it would be difficult to obtain the 
marketing information from customers. When investigating personality traits we 
will therfore use the short personality inventory proposed by Gosling et al., 
(2003). The TIPI instrument is easy to use, quick and reduces participant boredom 
and thereby gives better response rates. 
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3 STATEMENT OF THE HYPOTHESES AND RESEARCH 
MODEL

In this chapter, the hypotheses will be developed to address the research problem 
for this study, which is to examine whether an individual’s concern about online 
privacy is linked to information transparency and their personality type. We will 
also present the research model of this study. 

3.1 Introduction

From the literature review in the previous chapter we discussed interesting 
theories/models relating to privacy, information transparency (Awad & Krishnan, 
2006) and personality traits (Gosling et al., 2003). In this chapter we will present 
the research model and the hypotheses derived from the literature review.

3.2 Statement of the Hypotheses

The relationship between two concepts is a hypothesis (Ghauri & Grønhaug, 
2005). The purpose of this section is to formulate the different hypotheses within 
this research area. 

3.2.1 Information Transparency 

Research shows that individuals are looking for more information and 
transparency about how organizations use individual-specific data (e.g. Phelps et 
al., 2000). Prabhaker (2000) explains that the fundamental problem in concerning 
Internet privacy is not the disclosure of sensitive information itself. People will do 
not object to companies gathering and analysing data about their customers with 
the intention of serving their customers better. As long as the customers give that 
information voluntarily and they are fully aware of how it is going to be used, 
their privacy is not being violated (ibid.). The concern is actually when the 
consumer has no control of how that information is being used (e.g. Prabhaker, 
2000; Hoffman et al, 1999a). Several studies have suggested that the ability to 
control personal information is highly related to privacy concerns (e.g. Phelps et 
al., 2000; Sheehan and Hoy, 2000; Caudill and Murphy, 2000). However, for 
consumers to have control of information they need to have a say in the type of 
information that is proper appropriate for organisations to collect and use as a 
result of information exchanges (Milne, 2000) i.e. information transparency. This 
is often exercised through approval, modification, and the opportunity to opt-in or 
opt-out (Malhotra et al., 2004). To reduce privacy concerns many companies also 
post their privacy policies on their websites today. This privacy policy discloses 
how the company uses the information it collects about the relating to customers 
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and visitors and if whether or not it sells it this information to others (Attaran & 
VanLaar, 1999). 

Awad and Krishnan (2006) measured information transparency with four (4) 
different criteria or items; (1) whether a company gives consumers access to 
information they keep about them the consumer in their databases, (2) whether a 
site tells the length of time that collected information will be retained, (3) whether 
a site tells the purpose for of the collected information, and (4) whether a site will 
use the information in a way that will identify the consumer. In their instrument 
Awad and Krishnan (2006) also included the issue of a privacy policy (in order to 
provide a contrast to the information transparency independent variable) with (1) 
one item; whether or not the site posts a privacy policy. 

In this study we are interested in finding out if the five items discussed by Awad 
and Krishnan (2006) can be combined into a reliable and unidimensional scale, 
and thereby give a general indication of the importance of information 
transparency. We have included the fifth item within the term information 
transparency, since a privacy policy is highly related to information transparency, 
and in the study of Awad and Krishnan (2006) this item was measured as an 
independent variable on a three-point-scale like the other four items. Thus, we 
hypothesize that the proposed items of Awad and Krishnan (2006) can serve as a 
general indication of an individual’s evaluation of the importance of information 
transparency.

H1 The four items that Awad and Krishnan propose to measure information 
transparency, plus their item on privacy policy (BInfo…BPrivPol in the data), can 
be combined into a scale that is reliable (i.e. Cronbach's Alpha > .7) and 
unidimensional (i.e. the five items will load onto one factor in a factor analysis), 
and can, therefore, be summed to form a general indication of an individual’s 
evaluation of the importance of information transparency.  

3.2.2 Privacy and Personalized Service/Advertising 

It is suggested that individuals surrender a measure of privacy in exchange for 
some economic or social benefit (Campbell, 1997). It means that some consumers 
may be willing to disclose personal information and thereby give up a degree of 
privacy if they receive some type of benefit from the disclosure; that is, consumers 
trade privacy for benefits (e.g. Phelps et al., 2000; Goodwin, 1991). This benefit or 
compensation could be, for example, specific financial value (e.g. cash payment, 
product, or service) or information-based value (access to information that is of 
interest) (Miyazaki & Fernandez, 2000).
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Personalization offers an information-based value. We therefore assume that 
people with a positive attitude towards personalization, and who see the benefits  
that accompany the service, are will be more willing to trade-off their privacy. 
Hence, will they grade rate the importance of information transparency lower. 
However, the result from they study by Awad and Krishnan (2006) shows that 
consumers do, indeed, assign a different value to personalized advertising and 
personalized service. Awad and Krishnan (2006) assume that the value of 
personalized service is seen to be greater than personalized advertising. Their 
results also suggest that consumers who value the information transparency feature 
are also less likely to participate in personalized offerings. We are, therefore, 
interested in testing the linkage between information transparency features and 
willingness to participate in personalization. Thus, we hypothesize that willingness 
for personalization for service/advertising will depend on the importance of 
information transparency.

H2: Willingness to be assigned an identification number to be provided with 
personalized service will depend on an individual’s evaluation of the importance 
of information transparency. 

H3: Willingness to be assigned an identification number to be provided with 
personalized advertising will depend on an individual’s evaluation of the 
importance of information transparency. 

3.2.3 Privacy Concerns in General/Online 

The result in the study by Awad and Krishnan (2006) also shows that consumer 
privacy concern in general is positively associated with the consumer-rated 
importance of information transparency. We are interested to test if we get the 
same result as Awad and Krishnan (2006) but also to test whether an individual’s 
online privacy concerns influence the importance of the individual’s evaluation of 
information transparency.

H4: Concern with personal privacy in general will influence an individual’s 
evaluation of the importance of information transparency. 

H5 Concerns with privacy on the Internet will influence an individual’s 
evaluation of the importance of information transparency 
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3.2.4 Information Transparency and Invasion of Privacy Invasion Online 

An individual’s previous experience can shape his or her concern about 
information sharing (Awad & Krishnan, 2006), and thereby influence his or her 
perception of information transparency and its importance. We are, therefore, 
interested in testing if the importance of information transparency is dependent on 
whether the consumer has previous experience of privacy invasion or not. 

H6 An individual’s evaluation of the importance of information transparency will 
be determined by whether they had their privacy actually invaded online. 

3.2.5 Privacy Concerns (in General/Online) and Privacy Invasion Online 

Again, an individual’s previous experience can shape his or her concern in about 
information sharing (Awad & Krishnan, 2006). Thus, we hypothesize that concern 
with privacy in general or online is depending on previous instances of invasion 
of privacy invasions. 

H7 Concern with personal privacy in general will be determined by whether they 
have had their privacy actually invaded online. 

H8 Concerns with about privacy on the Internet will be determined by whether 
they have had their privacy actually invaded online 

Personality Traits 

Empirical studies have verified the overall factor structure and integrity of the Big 
Five constructs of Openness, Conscientiousness, Extraversion, Agreeableness, 
and Emotional Stability in many different settings and areas of inquiry (e.g. Costa 
& McCrae, 1994; Gosling et al., 2003). The purpose of the present study is to 
examine the relationship between online privacy concerns, information 
transparency, and human personality traits.

As mentioned in the literature review, Gosling, et al., (2003) has have proposed a 
brief measure of the Big Five personality, which they call the Ten-Item 
Personality Inventory (TIPI). The TIPI includes only ten different statements, two 
for each trait, for evaluating the personality traits of an individual. For more 
information, See Table 2.3 (p.33) in Chapter Two.

Gosling et al., (2003) explain that a very brief instrument can serve as a 
reasonable proxy for longer Big Five instruments, especially when research 



_______________________________STATEMENT OF THE HYPOTHESES & RESEARCH MODEL______ 

    40

conditions dictate that a very short measure should be used. For example, do a 
short inventory reduce participant boredom and most probably increases the 
number of respondents. Gosling et al., (2003) explains further that now when the 
Big Five is well established, newer studies can afford to use shorter measures 
(ibid.). This instrument has never been applied to e-commerce and privacy 
concerns. First of all, will we therefore test if this scale is appropriate for this type 
of research. Secondly, are we are interested in establishing whether there is a 
relationship between the different privacy related issues and personality traits.

Before stating the hypotheses related to personality, it might be helpful to explore 
the underlying conceptual issue of why we consider possible linksages between 
personality and privacy and information transparency. We will organise the 
discussion according to the five traits mentioned in the literature review. 

Goldberg (1999) has proposed the following nine facets attributes for Emotional
Stability: stability, happiness, calmness, moderation, toughness, impulse control, 
imperturbability, cool-headedness, and tranquillity. The essence of this factor 
seems to be naturally related to the idea of fearlessness in many circumstances 
(Chauvin et al., 2007). Thus, do we suggest a negative relationship between 
privacy concerns and emotional stability and a negative relationship between this 
trait and a willingness to be assigned with an ID number for personalization. We 
assume that people high in emotional stability are most likely to be less sensitive 
to privacy concerns and are more likely to provide information for 
personalization. On the other hand, according to Ansell and Pincus (2004), 
neuroticism describes a tendency to experience emotional distress in the form of 
anxiety, hostility, and ineffective coping strategies. It is possible that for these 
people (as compared with with those of greater emotional stability), being 
monitored by cookies, for example, would trigger concerns about privacy. We 
therefore assume that people who are high in neuroticism or low in emotionally 
stability do not cope very well with potential threats of privacy and will, therefore, 
have a high degree of privacy concerns. Consequently, information transparency 
will be important to neurotic people, and the willingness for personalization 
would be less frequent.
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Extraversion indicates where most of an individual’s energy is directed: toward 
the inner world of thoughts and ideas, or towards the outer world of events and 
actions (Chauvin et al., 2007). Goldberg (1999) proposes that the following 
attributes are common to extraverts: gregariousness, friendliness, assertiveness, 
poise, leadership, provocativeness, self-disclosure, talkativeness, and sociability. 
Moreover, extraverts report substantially higher levels of joy, energy, interest, and 
enthusiasm than introverts do. In the face of such euthymia, Watson & Hubbard 
(1996) find that extraverts generally should tend to employ more active and 
effective coping mechanisms than introverts. Thus, it is reasonable to expect that 
the links with privacy invasion will be stronger for those who score lower in 
extraversion. It can therefore be assumed, therefore, that respondents high in 
extraversion would cope better with privacy issues and therefore have less privacy 
concerns. Moreover, will the importance of information transparency be less 
among these individual’s. Moreover, McCrae and Costa (1987) report that people 
high in this factor or trait is seeking for excitement and have a higher need for 
stimulation (McCrae & Costa, 1987). Personalization of websites is providing 
more stimuli for the user, and therefore would providing information needed in 
order for personalization be seen be as a positive thing for the user. One could 
assume that if the benefits of providing the information outweigh the loss of 
privacy, the concern for privacy would be reduced. 

Conscientiousness relates to the organized, controlled, determined, and effective 
manner with which the individual thinks and acts in his/her environment (Chauvin 
et al., 2007). Goldberg (1999) proposed the following attributes for conscientious 
people; efficiency, dutifulness, purposefulness, organization, cautiousness, 
rationality, perfectionism, and orderliness. Moreover, the characteristics that 
describe high levels of conscientiousness include being achievement oriented 
(Barrick & Mount, 1991).  We therefore suggest that those scoring high on this 
personality variable would welcome a tool that claims to enhance communication 
and performance. Thus, high levels of conscientiousness should be related to more 
positive attitudes toward cookies and personalization, which definitely enhance 
the performance of a website. However, the desire for achievement that is 
characteristic of high levels of conscientiousness might result in concern over 
being constantly monitored by others, while those scoring lower on 
conscientiousness might not be concerned about having their actions monitored. 
Therefore, one can assume that people with high levels of conscientiousness also 
have more privacy concerns. Low conscientiousness, on the other hand, reflects a 
tendency to be disorganized, unreliable, incompetent, aimless, careless, and 
hedonistic (Ansell & Pincus, 2004) and more likely not to be too concerned about 
privacy.
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Openness is largely related to the way that the individual perceives the world 
(Chauvin et al., 2007). Goldberg (1999) identified the following facets for this 
factor; intellect, ingenuity, reflection, competence, quickness, introspection, 
creativity, imagination, and depth. The essence of this factor seems to be naturally 
related to the concepts of curiosity and intellectuality (Chauvin et al., 2007). High 
openness suggests an active pursuit and appreciation of experiences for their own 
sake. It implies a tendency towards curiosity, imagination, tolerance of new or 
diverse values and beliefs, and an appreciation for, and attraction to, aesthetic 
experiences. On the other hand, low openness suggests a more conventional 
attitude towards values and beliefs. It implies a propensity towards a more 
conservative and dogmatic approach to the world. It also suggests little interest in 
unfamiliar or markedly different experiences (Ansell & Pincus, 2004). Therefore, 
do we assume that those who score higher on measures of openness to experience 
(e.g. imaginative, intellectual, tolerant, and curious) might be more willing to try 
out and use new technologies such as personalization; consequently, the links 
between high openness and personalization might differ as compared with those 
who are lower in openness to experience. The aspect of tolerance also suggests 
that the concerns for privacy would be less prominent and that the requirement for 
information transparency will be less prominent.

The final trait, Agreeableness, is clearly related to the way that each individual 
behaves with others. Goldberg (1999) has proposesd nine facets/attributes for this 
trait; understanding, warmth, morality, pleasantness, empathy, cooperation, 
sympathy, tenderness, and nurturance. They are also nice to be around because of 
their trusting nature, and their ability to see the best in others (McCrae & Costa, 
1990) and to trust them. Traits, which usually load highly among agreeable people 
are, affectionate, cooperationive, sensitivitye, good-naturedness, gentleness, and 
warmth (Williams, 1998). People who score higher on measures of agreeableness 
(e.g. non-competitive, cooperative and hopeful) might be more favourably 
disposed toward cookies that enhance their experience, communication and 
cooperation with a website through personalization, thus, the links between 
privacy concerns might differ as compared with their counterparts who score 
lower on agreeableness. Moreover, does a trusting nature immediately suggests 
that individuals high in this trait will also trust companies and will have less 
privacy concerns and fewer requirements for information transparency.  However, 
agreeableness has also has a relatively weak influence on coping responses (e.g. 
Watson & Hubbard, 1996) and low agreeableness, or disagreeableness suggest an 
uncooperative interpersonal style and is associated with suspiciousness (Ansell & 
Pincus, 2004), which could affect attitudes toward privacy concerns and the 
willingness to provide information for personalization negatively. 
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3.2.6 Personalized Service/Advertising and Personality 

As mentioned in the theories some personality types are assumed to cope better 
with personalization than others. In order to test this we have, therefore, 
formulated the following two hypotheses: 

H9 Willingness to be assigned an identification number to be provided with 
personalized service will depend on the dimensions of an individual’s personality 

H10 Willingness to be assigned an identification number to be provided with 
personalized advertising will depend on the dimensions of an individual’s 
personality

3.2.7 Privacy Concerns (in General/Online) and Personality 

It is also suggested that different personality types are more likely to cope with 
privacy related issues. In order to test this we have, therefore, formulated the 
following two hypotheses:

H11 Concern with personal privacy in general will depend on the dimensions of 
an individual’s personality 

H12 Concern with privacy on the Internet will depend on the dimensions of an 
individual’s personality 

3.2.8 Information Transparency and Personality

As discussed above, there are indications that the importance of information 
transparency might depend on the dimensions of an individual’s personality. We 
therefore hypothesize: 

H13 An individual’s evaluation of the importance of information transparency 
will depend on the dimensions of an the individual’s personality 
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3.3 Research Model 

From these existing theories and hypotheses we have developed a research model. 
This model illustrates how the different hypotheses are related to the relevant 
concepts in this study. 

Figure 3.1: Research Model of the Present Study

3.4 Summary

For this research a total number of thirteen hypotheses were developed and they 
are all presented below.  

H1 The four items that Awad and Krishnan propose to measure information 
transparency plus their item on privacy policy (BInfo…BPrivPol in the data) can 
be combined into a scale that is reliable (i.e. Cronbach’s Alpha > .7) and 
unidimensional (i.e. the five items will load onto one factor in a factor analysis) 
and can, therefore, be summed to form a general indication of an individual’s 
evaluation of the importance of information transparency.  

H2: Willingness to be assigned an identification number to be provided with 
personalized service will depend on an individual’s evaluation of the importance 
of information transparency. 
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H3: Willingness to be assigned an identification number to be provided with 
personalized advertising will depend on an individual’s evaluation of the 
importance of information transparency. 

H4: Concern with personal privacy in general will determine an individual’s 
evaluation of the importance of information transparency. 

H5 Concerns with privacy on the Internet will determine an individual’s 
evaluation of the importance of information transparency. 

H6 An individual’s evaluation of the importance of information transparency will 
be determined by whether they have had their privacy actually invaded online. 

H7 Concern with personal privacy in general will be determined by whether they 
have had their privacy actually invaded online. 

H8 Concerns with privacy on the Internet will be determined by whether they 
have had their privacy actually invaded online. 

H9 Willingness to be assigned an identification number to be provided with 
personalized service will depend on the dimensions of an individual’s personality. 

H10 Willingness to be assigned an identification number to be provided with 
personalized advertising will depend on the dimensions of an individual’s 
personality.

H11 Concern with personal privacy in general will depend on the dimensions of 
an individual’s personality. 

H12 Concern with privacy on the Internet will depend on the dimensions of an 
individual’s personality.

H13 An individual’s evaluation of the importance of information transparency 
will depend on the dimensions of an individual’s personality. 
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4 RESEARCH METHODOLOGY 

This chapter describes the methodological procedures used for this research. This 
is a quantitative research, and in this chapter the justification for selecting this 
approach will be provided, together with an explanation of the method used for 
the data collection. The different methods used for the analysis of the empirical 
data are also explained.

4.1 Research Purpose 

Research traditionally has been differentiated in terms of its purpose as 
exploratory, descriptive, or explanatory. Exploratory research is used to study a 
little-understood phenomenon, to identify or discover new relationships, patterns, 
themes, ideas, and so on. Thus, it is not intended to test specific hypotheses. 
Descriptive research is designed to obtain data that describes the characteristics of 
the research’s topic of interest in the research. With descriptive studies, data 
collection usually involves some type of structured process; for example, the 
research may rely on a questionnaire (Hair, Money, Samouel & & Page, 2007). 
Finally, explanatory research is used to explain patterns related to the phenomenon 
of interest, and/or to identify possible relationships shaping the phenomenon 
(Marshall & Rossman, 1999).

In this research existing theories are being used in order to describe individual’s 
online privacy concerns online in relation to information transparency and 
personality traits. The personality traits and information transparency will be 
examined by using an already existing model/instrument and a questionnaire. 
Therefore, the research purpose can be seen as descriptive. However, the outcome 
of this study will also explain patterns and relationships between personality traits 
and privacy concerns. Consequently, therefore can this research also be seen as 
explanatory.

4.2 Research Approach 

The search for knowledge or “truth” is the purpose of research and research is most 
effective when built on the a scientific method. There are two choices of research 
approach available, namely the qualitative and quantitative approach (e.g. Denzin 
& Lincoln, 2000). When faced with the question, “which approach is better?”
there is really no answer: The better paradigm, qualitative or quantitative, is the one 
that serves to answer the specific research question or problem (Newman & Benz, 
1998).
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Denzin and Lincoln (2000) explain that the word qualitative research implies an 
emphasis on the qualities of entities and on processes and meanings that are not 
measured in terms of quantity, amount, intensity, or frequency, and there is an 
intimate relationship between the researcher and the phenomenon under 
investigation. On the other hand, quantitative research emphasize on the 
measurement and analysis of causal relationships between variables and not 
processes (ibid.). Another difference is that qualitative research is more concerned 
with theory generation or building, while quantitative research is traditionally is 
much more directed at theory verification and/or hypothesis-testing (Newman & 
Benz, 1998).

One of the advantages of quantitative research is actually that it allows for 
statistical analysis and generalization to of a larger context beyond the studied 
objects (Bryman, 2001). The quantitative approach, has therefore, been the 
dominant methods of research in social science (Newman & Benz, 1998). Almost 
all quantitative researchers rely on a positivist approach to social science. They are 
likely to apply “reconstructed logic,” i.e. the logic of how to do research is highly 
organized and restated in an idealized, formal, and systematic form (Neuman, 
2000). Characteristically, studies begin with statements of theory from which 
research hypotheses are derived. Then an experimental design is established in 
which the relevant variables in question (the dependent variables) are measured 
while controlling for the effects of selected independent variables. To support 
repeatability of the findings, statistical techniques are used to determine the 
probability of the same differences occurring over and over again. These tests of 
statistical significance result in findings that confirm or counter the original 
hypothesis. These procedures are deductive in nature, contributing to the scientific 
knowledge base by theory testing (Newman & Benz, 1998). 

For this research the literature review, including relevant studies, served as a basis 
for the generation of the hypotheses. Our emphasis in this study is also to test 
hypotheses derived from previous models/instruments. To be able to address to 
the stated problem we have, therefore, adopted a quantitative approach.

4.3 Research Strategy

There are five major research strategies i.e. experiment, survey, archival analysis, 
history and case study (Yin, 2003). All of them have different advantages, and are 
chosen depending on the type of research question(s), if control over behavioural 
events is needed, and/or if the focus is on contemporary events or not (Ghauri & 
Grønhaug, 2005; Yin, 2003), what information is needed, and how this can be 
obtained (Ghauri & Grønhaug, 2005). The survey is an effective tool to get 
opinions, attitudes, and descriptions, as well as for getting cause-and-effect 
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relationships (ibid.). This research is descriptive and explanatory. This study’s 
aim is to establish an individual’s attitude and behaviour in relation to online 
privacy concerns. Our emphasis is also to test a number of hypotheses. The survey 
strategy, therefore, is the most suitable for this research.  

4.3.1 Survey 

Surveys and questionnaires are among the most popular data collection methods in 
business studies (Ghauri & Grønhaug, 2005) and are often used in descriptive or 
explanatory research (Neuman, 2000). A survey researcher follows a deductive 
approach, which begins with a theoretical or applied research problem and ends 
with empirical measurement and data analysis (Neuman, 2000). Surveys utilize 
questionnaires or interview techniques for recording (Ghauri & Grønhaug, 2005) 
self-reported beliefs or behaviours (Ghauri & Grønhaug, 2005; Neuman, 2000). 
Surveys are strongest when the answers people give to questions measure 
variables. In a single survey researchers usually ask about many things at one time 
and measure many variables and test several hypotheses. Typically, a researcher 
asks many people numerous questions in a short time period, which gives the 
researcher a picture of what many people think or report doing (Neuman, 2000). 
One of the strengths of a survey is its ability to identify attributes like such as 
characteristics; attitudes or behaviours in a population by means of using a 
representative sample. The subsequent explanatory analysis in a research survey 
research aims at development of generalized propositions about human behaviour 
(Babbie, 1998).

4.4 Sample 

The sample selected for this study was all students registered at Luleå University 
of Technology in Autumn 2006. The choice was motivated by the fact that 
students are frequent Internet users and should, therefore, have some relevant 
knowledge and opinions when it comes to privacy and information transparency. 
Furthermore, the different personality traits should all be represented among 
students. As mentioned earlier, is this study based on instruments used in previous 
studies, which used empirical data from students as well. We therefore decided to 
follow their choice in terms of choosing the sample but also testing the 
instrument. Finally, did we have access to an extensive number of respondents 
and their e-mail addresses with a minimum of time, cost and effort. We were 
simply provided with a list, containing the e-mail addresses of more than 15, 000 
students e-mail addresses, by the administration of the university.
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4.5 Data Collection  

Data collection in surveys is generally based on questionnaires. There are mainly 
three types of questionnaires to choose from: between namely, self-administered 
questionnaires (e.g. web-based questionnaires), via telephone interviews or via 
personal interviews (Ghauri & Grønhaug, 2005). Web surveys operate by inviting 
prospective respondents to visit a website at which the questionnaire can be found 
and completed online (Bryman, 2001). In order to test our hypotheses a web-based 
survey i.e. using self-administered questionnaires was found to be the most 
appropriate data collection method. We were interested in establishing the 
respondents’ attitudes to different questions by the use of the Likert-scale, the 
respondents were asked to indicate to what extent they agreed or disagreed with the 
different questions. We selected this method due to the sample size, time, costs but 
also relatively easy access. We had the ability to quite easily get access to a large 
number of e-mail addresses through the university.

4.5.1 Research Instrument 

The whole trick art of science is to test ideas against reality, and in order to do that 
something has to be measured. In many respects, trait theories that relate to 
personality traits are among the easiest to operationalize (McCrae & Costa, 2003).  
Personality traits can be found in the natural language we use to describe 
ourselves. Such natural language adjectives are used in questionnaire scales for 
developing trait dimensions (de Mooij, 2004). Much subsequent research has 
relied primarily on questionnaire measures of the Five Factors (e.g. Briggs) 
(McCrae & John, 1992), a model that has also been observed in various types of 
self-report data (e.g. McCrae & John, 1992). In an ideal world, personality 
researchers would have sufficient time and resources to exploit the superior 
content validity and reliability of well-established multi-item instruments. 
Unfortunately, circumstances are often not ideal and researchers may be faced 
with a choice of using an extremely brief instrument or using no instrument at all 
(Gosling et al., 2003). Therefore, do Gosling et al., (2003) propose a very brief 
measure of the Big-Five called TIPI, which includes only ten items in order to 
identify the respondent’s personality of the respondent. This instrument was 
developed and evaluated on undergraduate students from the University of Texas 
(ibid.).

In investigating the personality personalities of the respondents in this study we 
will use this TIPI instrument. The different personality traits in the original study 
was were measured via a seven-point scale ranging from “disagree strongly” to 
“agree strongly”, which will be used in this study as well. For a better description 
of TIPI see Table 2.3 in Chapter Two. The ten statements represent five different 
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personality traits namely, extraversion (1, 6R), agreeableness (2R, 7), 
conscientiousness (3, 8R), emotional stability (4R, 9), and openness to experience 
(5, 10R). When scoring the TIPI we first recoded the reverse-scored items (i.e., 
recode a 7 with a 1 etc.). Each scale was then calculated by taking the average of 
the two items (the standard item and the recoded reverse-scored item) divided by 
two.

For the questions related to privacy concerns we used the same survey instrument 
as Awad and Krishnan (2006) used in their study. The variables willingness to be 
profiled for personalized service/advertising was measured via a five-point Likert 
scale, ranging from “definitely not” to “definitely would”; the information 
transparency variable was measured using four three-point Likert-scaled items, 
together with the importance of the privacy policy. The three-point Likert-scaled 
items was rangeding from “very important” to “not important”. Previous privacy 
invasion was assessed with a single yes/no item. The final question about privacy 
concern was measured by two four-point Likert-scaled items, ranging from “very 
concerned” to “not concerned at all.” 2  Awad and Krishnan’s (2006) survey 
instrument was developed and pre-tested on employees and students of a service 
provider, as well as two classes at Harvard and Massachusetts Institute of 
Technology.

In this study we combined these two instruments from different studies into one 
single questionnaire, which contained questions related to information 
transparency, privacy and personality traits. This combined questionnaire was 
translated into Swedish. The English version and Swedish version of this 
questionnaire were pre-tested on fifty 50 university students at Linköping 
University. 

4.5.2 Survey Procedure 

In November 2006 all the participants, i.e. the students, got an e-mail in which 
they were informed about the study’s objectives. They were also informed that 
participation was entirely voluntarily. This e-mail included a link to the online 
questionnaire. All the respondents got the same questionnaire but the foreign 
exchange students were also provided with a link to an English version. In order 
to receive as many respondents as possible, an incentive was offered (lottery of 
cinema tickets). Reminder notices were sent out about 10 days later to all non-
respondents. This was done automatically by the computer system administering 
this web-based survey. The system could recognize who had or had not used the 

2 Note that we used the same four-point scale as in the original research, when investigating 
concerns about privacy in general and on the Internet, even though a scale generally should have a 
mid-point.  
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link in the previous e-mail. When we closed the survey about two weeks later, we 
had 2, 781 completed surveys, resulting in a 18,5% response rate. All of the 
questionnaires were completed due to the fact that an answer was mandatory for 
each question in the survey. Otherwise the respondent could not continue and go 
to the next question in the questionnaire. This was an option provided when 
constructing the questionnaire.

4.6 Methods of Analysis 

There are a number of different methods of analysis available when testing 
hypotheses. In this study we have used factor analysis, analysis of variance 
(ANOVA), regression analysis, and multiple regression analysis. All of them are 
most appropriate for this research.

4.6.1 Factor Analysis 

Factor analysis (FA), which includes both principal component analysis and 
common factor analysis, is a statistical approach that can be used to analyse 
interrelationships among a large number of variables. It provides the tools for 
analysing the structure of interrelationships (correlations) among a these large 
number of variables (e.g. questionnaire responses) by defining a set of common 
underlying dimensions, that are highly interrelated, termed factors. (Hair, Black, 
Babin, Anderson & and Tatham, 2006). With FA one can identify the separate 
dimensions of the structure, and then determine the extent to which each variable 
is explained by the various dimensions. Ghauri and Grønhaug (2005) add that in 
FA we do not distinguish between independent and dependent variables; instead, 
variables are analysed for the presence of underlying patterns of factors (ibid.). If 
dependent and independent variables are present, they can be analysed separately. 
One can say that the objective of FA is to find a way of condensing the 
information with a minimal loss of information. It provides the researcher with 
two distinct, but interrelated, outcomes; data summarization and data reduction. 
FA summarizes the information from a large number of variables into a much 
smaller number of variables or factors, and data reduction extends this process by 
deriving an empirical value (factor score) for each factor and then substituting this 
value for the original values (Hair et al., 2006). 

In the present study, we used employed a principal components factor analysis
using the Eigenvalues >1 cut-off rule, and Varimax rotation when analysing and 
testing H1 concerning the term “information transparency.” Eigenvalue (or latent 
root) is the column sum of squared loadings for a factor. It represents the amount 
of variance accounted for by a factor. The cut-off rule means that only factors 
having eigenvalues greater than 1 are considered significant. Varimax is the most 
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popular orthogonal factor rotation methods focusing on simplifying the columns 
in a factor matrix (ibid.). 

4.6.2 Analysis of Variance

The logic of an ANOVA statistical test is fairly straightforward. As the name 
analysis of variance implies (ANOVA) implies, two independent estimates of the 
variance for the dependent variable are compared (Hair et al., 2006). ANOVA is 
probably the most frequently applied of all statistical analyses in many areas of 
research, together with regression (Rutherford, 2001). This statistical technique is 
used to determine whether samples from two or more groups come from a 
population with equal means (i.e. do the group means differ significantly). 
ANOVA examines one dependent measure, whereas multivariate analysis of 
variance compares group differences on two or more dependent variables (Hair et 
al., 2006).

One reason for the frequency of ANOVA applications is their suitability for many 
different types of study design (experimental, quasi-experimental and non-
experimental data) (Rutherford, 2001). Moreover, ANOVA allows examination of 
the relationships between an unlimited number of predictor variables and a 
response or dependent variable. It also enables values on one variable to be 
predicted from the values recorded on one or more variables and places no 
restriction on the number of groups or conditions that may be compared, while 
factorial ANOVA allows examination of the influence of two or more 
independent variables of factors on a dependent variable (Rutherford, 2001). 
Fundamentally, the cases under study are combined into groups representing an 
independent variable, and the extent to which the groups differ from one another 
is analysed in compared comparison with the standard of random distribution 
(Babbie, 1998). In the present study, a series of ANOVA tests was used in order 
to explore the different hypotheses.

4.6.3 Regression Analysis 

Regression analysis (RA) is one of the most widely applied data analysis 
techniques measuring (linear) relationships between two or more variables. RA is 
the foundation for business forecasting models but is also used to study how 
consumers make decisions or form impressions and attitude (Hair et al., 2006). 
One reason for the frequency of RA is its suitability for many different types of 
study design (experimental, quasi-experimental and non-experimental data) 
(Rutherford, 2001). It is a powerful analytical tool designed to explore all types of 
dependence relationships (Hair et al., 2006). It allows examination of the 
relationships between an unlimited number of predictor variables and a response 
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or dependent variable, and enables values on one variable to be predicted from the 
values recorded on one or more other variables (Babbie, 1998). It also allows for 
the statistical testing of the intercept and regression coefficient(s) to determine 
whether they are significantly different from zero. The conclusion of whether the 
relationship between the variables in the model exists is usually based on a study 
of the correlation between the variables (Hair et al., 2006).

However, there are two types of regression analysis that can be used, depending 
on the type of the model and nature of the variables (Hair et al., 2006). 

Simple regression, which - has a single independent variable (predictors) 
Multiple regression - which has two or more independent variables 
(predictors) (Hair et al., 2006; Hardy & Bryman, 2004). 

In the present study, a series of regression tests was used in order to explore and 
analyse the different hypotheses. Multiple regression analysis is further explained 
below.

4.6.4 Multiple Regression Analysis 

Multiple regression analysis (MRA) is a general statistical technique used to 
analyze the relationship between a single dependent (criterion) variable and 
several independent (predictor) variables (Hair et al., 2006). MRA is broadly 
applicable to hypotheses generated by researchers in the behavioural sciences, 
education, and business (Cohen, 2003). Survey researchers very often find that a 
given dependent variable is affected simultaneously by several independent 
variables. MRA provides a means of analysing such situations (Babbie, 1998). 
Although most surveys aim, at least in part, at description, many have the 
additional objective of making explanatory assertions about the population. An 
explanatory objective almost always requires multivariate analysis – the 
simultaneous examination of two or more variables (Babbie, 1998). In the present 
study, multiple regression analysis is being used for some of the hypotheses.

4.7 Validity & Reliability 

Research outcomes are of no value if the methods from by which they are derived 
have no legitimacy (Newman & Benz, 1998). Reliability and validity are central 
issues in all measurement. However, perfect reliability and validity are virtually 
impossible to achieve. Rather, they are ideals researchers strive for (Neuman, 
2000). Moreoever, although reliability and validity are analytically 
distinguishable, they are related because validity presumes reliability. This means 
that, if your measure is not reliable, it cannot be valid (Bryman, 2001).
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4.7.1 Validity  

Validity suggests truthfulness and refers to the match between a construct, or the 
way a researcher conceptualises the idea in a conceptual definition, and a 
measure. It refers to how well an idea about reality “fits” with actual reality 
(Neuman, 2000). The traditional issues for validity in quantitative research 
include both external and internal validity, on the one hand, and measurement 
validity, on the other hand. Both these categories of concern are generated by the 
need to have confidence that our test, data, or design does, indeed, measure, or 
reflect or produce what we intend it to measure, reflect, or produce. (e.g. Newman 
&  Benz, 1998).

External validity is the extent to which the results of the research study can be 
generalized to other settings or groups i.e. the extent to which the design and the 
data match the world (e.g. Newman & Benz, 1998). The pre-tested questionnaire 
was sent to more than 15,000 respondents and the response rate was 18,5%, which 
is quite good for a web-based survey. The external validity is verified by the fact 
that personality types are represented in all types of environments, and therefore 
represent the students as a good sample of the whole society. However, one 
weakness is that the strata (demographics such as age and, occupation) tend to be 
the same.

Internal validity is the extent to which any causal difference in the dependent 
variable can be attributed to the independent variable. In other words, one has the 
ability to assume causation of the extent to which the researcher has control (e.g. 
Newman & Benz, 1998). In order to achieve internal validity the respondents have 
received the same set of questions, which have been delivered in the same way, 
through e-mail. The sample (list of e-mail addresses) contained active students, 
registered for the most recent semester. We could, thereby, control the number of 
questionnaires sent. Moreover, have the questions used in the questionnaire been 
used in previous studies. This verifies that the questionnaire has been already 
tested. We also pre-tested the combined questionnaire used in this study. To 
control that the participants had correctly filled in the questionnaires, the 
participants were required to give an answer to each question otherwise they were 
would not be able to go continue to with the next question. This means that there 
were no errors in the data. All questionnaires were completed. The questionnaires 
were sent to a number of e-mail addresses and the reminder was sent to those who 
had not used the link in the previous e-mail. This was done automatically by the 
system used for the web-based survey, which had a control mechanism of 
recording who had or had not answered the questionnaire. One could say that the 
questionnaire was anonymous to the researcher but not to the system. The 
respondents who wished to participate in the lottery did provide an e-mail address 
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or telephone number. However, this information has not been used in the research, 
only for the purpose it was meant for. 

Measurement validity estimates how well the instrument measures what it is 
supposed to measure (e.g. Newman & Benz, 1998). The instruments and concepts 
used in this study have been tested and evaluated in previous research.

4.7.2 Reliability 

Survey research is based on rigorous procedures that endeavour to eliminate as 
many sources of bias as possible, so that the results could be replicated if the same 
method were used again (May, 2001). Reliability means dependability or 
consistency. It suggests that the same thing is repeated or recurs under the identical 
or very similar conditions (Neuman, 2000). While validity estimates how well a 
study or a set of instruments measures that what it purports to measure, reliability 
estimates tell whether the outcomes will remain stable over time (i.e. whether they 
are “repeatable”) (e.g. Newman & Benz, 1998). The purpose of the reliability 
analysis is thereby to determine whether the data are trustworthy, and one measure 
of reliability is internal consistency, which applies to the consistency among the 
variables in a summated scale. The rationale for internal consistency is that the 
individual items or indicators of the scale should all be measuring the same 
construct, and should thus be highly intercorrelated (Hair et al., 1998).

Hair (1998) suggests that a series of diagnostic measures be used to assess internal 
consistency:

Measures relating to each separate item, including include item-to-total 
correlation (correlation of the item to the summated scale score) or the 
inter-item correlation (correlation among items). The rule of thumb is that 
the correlation exceeds 0.50 versus 0.30.  
A reliability coefficient assessing assesses the consistency of the entire 
scale in which Cronbach’s Alpha is being the most widely used measure 
(ibid.).  The alpha-coefficient is between 1 (perfect internal reliability) and 
0 (no reliability at all) (Bryman, 2001). The rule of thumb here is 0.70 but 
may in exploratory research it may decrease to 0.60, which is acceptable 
(Hair et al., 2006).
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In order to test H1 concerning the information transparency scale (Awad & 
Krishnan, 2006) we used Cronbach’s Alpha. See Table 5.6. The result shows that 
the Cronbach’s Alphas is above the generally accepted level of .7, which indicates 
good internal consistency. Cronbach’s Alphas was also calculated and compared 
with the original research by Gosling et al., (2003). The result showed that the 
scale seems to be reasonably appropriate for this type of research. See more about 
this in Chapter Five. By using already tested instruments from previous studies, 
we are replicating the measures other researchers have used, and this will also 
increase the reliability.  

4.8 Summary 

The purpose of this study is to enhance our understanding of information privacy 
online by examining how it is related to information transparency and personality 
traits. The personality traits and information transparency will be examined by 
using an already existing instrument and therefore can the research purpose can be 
seen as descriptive. However, it is also explanatory in that the sense that the 
outcome will explain patterns and relationships between personality traits, privacy 
concerns, and information transparency. For this study we have chosen a 
quantitative research approach and the empirical data will be based on a web-
based survey. The sample used in this study is all registered students at Luleå 
University of Technology. The questionnaire used in this survey has been 
developed by combining two previous studies and their instruments in the area of 
privacy and information transparency and within personality traits. There are a 
number of different methods of analysis available when testing the hypotheses. In 
this study we have used factor analysis, analysis of variance (ANOVA), 
regression analysis, and multiple regression analysis. All of them are most 
appropriate for this research.
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5 EMPIRICAL RESULTS AND ANALYSIS

This chapter presents the empirical data collected in this study, followed by an 
analysis of this quantitative data. We first present the descriptive statistics from 
the collected data followed by the analysis of the data. A summary of the results is 
provided at the end of this chapter. 

5.1 Introduction 

Statistics involves the description and analysis of data for the purpose of making 
inferences about the phenomena represented by the data. Methods in the first 
category are referred to as descriptive statistics; methods in the second category 
are called inferential statistics. Descriptive statistics enables the researcher to 
summarise and organise the data in an effective and meaningful way. Inferential 
statistics are used to make inferences by interpreting patterns and to determine if 
data support the hypothesis (Ghauri & Grønhaug, 2005). 

5.2 Descriptive Statistics  

This section presents the descriptive statistics from the collected empirical data as 
they appear in the questionnaire. Tables 5.1 through 5.4 present questions 
addressing personalization, information transparency, privacy concerns, and 
privacy invasion, respectively. The descriptive statistics of the questions related to 
personality traits are provided in Table 5.5. 

TABLE 5.1 Descriptive Statistics – Personalization 
N Minimum Maximum Mean Std. Deviation 

A1. If a site that you frequently 
visit asked you whether it could 
assign you an identification 
number so that it could provide 
you with personalized 
service,would  you agree? 
(IDNumber) 

2781 1 7 3.95 1.830

A2. If a site that you frequented 
frequently visit asked you 
whether it could assign you an 
identification number so that it 
could provide you with 
personalized advertising, would 
you agree? (Advertising) 

2781 1 7 3.25 1.816
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TABLE 5.2 Descriptive Statistics – Information Transparency 
N Minimum Maximum Mean Std. Deviation 

B1. Whether a company will 
allow me to find out what 
information about me they 
keep in their databases (BInfo) 

2781 1 3 2.51 .604

B2. Whether a site tells me 
how long they will retain 
information they collect from 
me (BTime) 

2781 1 3 2.34 .671

B3.  Whether a site tells me the 
purpose for which it wants to 
collect info from me 
(BPurpose) 

2781 1 3 2.61 .564

B4. Whether a site is going to 
use the information they 
collect from me in a way that 
will identify me (BIdentify) 

2781 1 3 2.52 .654

B5. Whether or not the site 
posts a privacy policy 
(BPrivPol) 

2781 1 3 2.80 .439

TABLE 5.3 Descriptive Statistics – Privacy Concerns 
N Minimum Maximum Mean Std. Deviation 

C1.How concerned are you 
about threats to your personal 
privacy today? (PrivCon) 

2781 1 4 2.05 .805

C2. How concerned are you 
about threats to your personal 
privacy when using the 
Internet? (WebPrivcon) 

2781 1 4 2.20 .813

TABLE 5.4 Descriptive Statistics – Privacy Invasion 
C3. : Have you ever personally been the victim of what you felt was an invasion of your privacy 
when using the Internet? (Victim) 

Frequency Percent Valid Percent Cumulative Percent 
Valid No 2337 84.0 84.0 84.0

Yes 444 16.0 16.0 100.0
Total 2781 100.0 100.0



____________________________________________________EMPIRICAL RESULTS & ANALYSIS______ 

    59

TABLE 5.5 Descriptive Statistics - TIPI  
(Appropriate items have been reverse-scored) 

N Minimum Maximum Mean Std. Deviation 
Extrav1 2781 1 7 5.55 1.107
Extrav2 2781 1 7 4.89 1.692
Conscien1 2781 1 7 5.56 1.056
Conscien2 2781 1 7 4.95 1.602
Opexp1 2781 1 7 5.25 1.042
Opexp2 2781 1 7 5.25 1.321
Agree2 2781 1 7 5.50 1.039
Agree1 2781 1 7 5.07 1.440
Emot2 2781 1 7 5.39 1.242
Emot1 2781 1 7 4.85 1.612

5.3 Hypotheses Testing 

After the data were collected, we performed statistical testing of hypotheses. A 
hypothesis is a proposition to be tested or a tentative statement (Neuman, 2000) of 
a relationship between one or more factors of interest (independent variables) and 
an outcome (dependent) variable (Cohen, 2003). This section will discuss the 
results of the analysis in order to test the different hypotheses presented in 
Chapter Three.

5.3.1 Testing Hypothesis One 

H1 suggests that the four items that Awad and Krishnan propose to measure 
information transparency plus their item on privacy policy (BInfo…BPrivPol in 
the data), can be combined into a scale that is reliable (i.e. Cronbach Alpha > .7) 
and unidimensional (i.e. the five items will load onto one factor in a factor 
analysis) and can therefore be summed to form a general indication of an 
individual’s evaluation of the importance of information transparency.  

To test the internal consistency among the variables, we used Cronbach’s Alpha 
(see Table 5.6). Cronbach’s Alpha is often used to measure the internal reliability. 
The alpha-coefficient is between 1 (perfect internal reliability) and 0 (no 
reliability at all); a value of 0.80 gives an acceptable level of internal reliability, 
although some researchers also accept a value of 0.70 (Bryman, 2001).  
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TABLE 5.6 Reliability Statistics for the Five Items Comprising Information Transparency 
(B1-B5) 

Cronbach's Alpha Cronbach's Alpha Based  
on Standardized Items N of Items 

.763 .764 5

The Cronbach’s Alpha is above the generally accepted level of 0.7, which 
indicates good internal consistency. The items were then subjected to a principal 
components factor analysis, using the Eigenvalues >1 cut-off rule and Varimax 
rotation (Table 5.7). The results were as follows: 

TABLE 5.7 Factor Analysis - Five Items Comprising Information Transparency 

Communalities 
Initial Extraction

Binfo 1.000 .682
Btime 1.000 .661
BPurpose 1.000 .579
BIdentify 1.000 .337
BPrivPol 1.000 .352

Extraction Method: Principal Component Analysis. 

Total Variance Explained 

Component Initial Eigenvalues 
Extraction Sums of Squared 

Loadings 

Total 
% of  

Variance 
Cumulative  

% Total 
% of  

Variance 
Cumulative 

%
1 2.611 52.227 52.227 2.611 52.227 52.227 
2 .769 15.388 67.616 
3 .762 15.233 82.849 
4 .513 10.257 93.105 
5 .345 6.895 100.000 

Extraction Method: Principal Component Analysis. 
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Component Matrix (a) 
Component 

BInfo .826
BTime .813
BPurpose .761
BIdentify .580
BPrivPol .593

Extraction Method: Principal Component Analysis. 

a  1 component extracted. 
Rotated Component Matrix(a) 
a  Only one component was extracted. The solution cannot be rotated. 

Only one factor emerges, and the solution cannot be rotated. It can be assumed 
that the five items in the scale are unidimensional and can be summed to form a 
variable called information transparency.  

H1 is therefore ACCEPTED 

5.3.2 Testing Hypothesis Two 

H2 suggested that the willingness to be assigned an identification number to be 
provided with personalized service will depend on an individual’s evaluation of 
the importance of information transparency. A regression analysis was run, with 
ID Number as the dependent variable, and information transparency 
(InfoTransparent) as the predictor. Table 5.8 gives the results.  

TABLE 5.8 Regression – Willingness to be Assigned an ID number for Personalized Service 
Depending on the Importance of Information Transparency 

Model Summary  

Model R R Square Adjusted R Square Std. Error of the Estimate 
1 .168(a) .028 .028 1.804

a  Predictors: (Constant), InfoTransparent 
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ANOVA (b) 

Model Sum of Squares Df Mean Square F Sig.
1 Regression 262.968 1 262.968 80.784 .000(a) 

Residual 9046.261 2779 3.255
Total 9309.230 2780

a  Predictors: (Constant), InfoTransparent 
b  Dependent Variable: ID Number 

Coefficients (a)  

Model 
Unstandardized 

Coefficients 
Standardized 
Coefficients t Sig.

B Std. Error Beta 
1 (Constant) 5.801 .209 27.743 .000

InfoTransparent -.145 .016 -.168 -8.988 .000
a  Dependent Variable: ID Number 

As can be seen the R-Square, while small, is significant (0.028). 

H2 is therefore ACCEPTED 

5.3.3 Testing Hypothesis Three 

H3 suggests that the willingness to be assigned an identification number to be 
provided with personalized advertising will depend on an individual’s evaluation 
of the importance of information transparency. To test this, a regression analysis 
was run, with personalized advertising (Advertising) as the dependent variable 
and information transparency as the predictor (InfoTransparent) (see Table 5.9). 

TABLE 5.9 Regression – Willingness to be Assigned an ID number for Personalized 
Advertising Depending on the Importance of Information Transparency 

Model Summary  

Model R R Square Adjusted R Square Std. Error of the Estimate 
1 .128(a) .016 .016 1.802

a  Predictors: (Constant), InfoTransparent 
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ANOVA (b)  

Model Sum of Squares df Mean Square F Sig.
1 Regression 151.184 1 151.184 46.578 .000(a) 

Residual 9020.104 2779 3.246
Total 9171.288 2780

a  Predictors: (Constant), InfoTransparent 
b  Dependent Variable: Advertising 

Coefficients (a)  

Model 
Unstandardized 

Coefficients 
Standardized 
Coefficients t Sig.

B Std. Error Beta 
1 (Constant) 4.653 .209 22.284 .000

InfoTransparent -.110 .016 -.128 -6.825 .000
a  Dependent Variable: Advertising 

We can see that the R-Square is very small but still significant (0.016) therefore; 

H3 is therefore ACCEPTED 

5.3.4 Testing Hypothesis Four 

H4 suggested that concern with personal privacy in general will determine an 
individual’s evaluation of the importance of information transparency. A 
regression analysis was run, with concern for personal privacy (Privcon) as the 
independent variable and information transparency (InfoTransparent) as the 
dependent variable (see Table 5.10). 

TABLE 5.10 Regression – Importance of Information Transparency Depending on General 
Concern for Personal Privacy  

Model Summary  

Model R R Square Adjusted R Square Std. Error of the Estimate 
1 .289(a) .083 .083 2.03096 

a  Predictors: (Constant), Privcon 
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ANOVA (b)  

Model Sum of Squares df Mean Square F Sig.
1 Regression 1042.848 1 1042.848 252.823 .000(a) 

Residual 11462.851 2779 4.125
Total 12505.699 2780

a  Predictors: (Constant), Privcon 
b  Dependent Variable: InfoTransparent 

Coefficients (a) 

Model 
Unstandardized 

Coefficients 
Standardized 
Coefficients t Sig.

B Std. Error Beta 
1 (Constant) 11.228 .105 106.625 .000

Privcon .761 .048 .289 15.900 .000
a  Dependent Variable: InfoTransparent 

From Table 5.10, we see that the R-Square is reasonable (0.083), which is 
significant. The indication is that a general concern for privacy causes one to seek 
more information transparency. 

H4 is therefore ACCEPTED 

5.3.5 Testing Hypothesis Five 

H5 suggests that online privacy concerns will determine an individual’s 
evaluation of the importance of information transparency. A regression analysis 
was run, with concern for Internet privacy (WebPrivcon) as the independent 
variable and information transparency (InfoTransparent) as the dependent variable 
(see Table 5.11). 

TABLE 5.11 Regression – Importance of Information Transparency Depending on Concern 
with Personal Privacy on the Internet

Model Summary  

Model R R Square Adjusted R Square Std. Error of the Estimate 
1 .270(a) .073 .073 2.04242 

a  Predictors: (Constant), WebPrivcon 
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ANOVA (b)  

Model Sum of Squares df Mean Square F Sig.
1 Regression 913.172 1 913.172 218.909 .000(a) 

Residual 11592.526 2779 4.171
Total 12505.699 2780

a  Predictors: (Constant), WebPrivcon 
b  Dependent Variable: InfoTransparent 

Coefficients(a) 

Model 
Unstandardized 

Coefficients 
Standardized 
Coefficients t Sig.

B Std. Error Beta
1 (Constant) 11.238 .112 100.747 .000 

WebPrivcon .705 .048 .270 14.796 .000 
a  Dependent Variable: InfoTransparent 

As can be seen, the R-Square is reasonable (0.073), which is significant. It seems 
that a concern for Internet privacy causes one to seek more information 
transparency.

H5 is therefore ACCEPTED 

5.3.6 Testing Hypothesis Six 

H6 suggests that an individual’s evaluation of the importance of information 
transparency will be determined by whether they have had their privacy actually 
invaded online. A simple ANOVA procedure was run, with whether the 
individual has been a victim or not as the independent variable and the importance 
of information transparency as the dependent variable. 

TABLE 5.12 One-way ANOVA – Importance of Information Transparency Depending on 
Previous Privacy Invasion  

Information Transparency 

Victim Mean N Std. Deviation 
No 12.7202 2337 2.12927
Yes 13.1329 444 2.04418
Total 12.7860 2781 2.12096
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Figure 5.1 One-way Analysis of InfoTransparent By Victim 

One-way ANOVA Summary of Fit  
Rsquare 0.005082
Adj Rsquare 0.004724
Root Mean Square Error 2.11594
Mean of Response 12.78605
Observations (or Sum Wgts) 2781

Analysis of Variance  
Source DF Sum of 

Squares 
Mean Square F Ratio Prob > F 

Victim 1 63.558 63.5580 14.1959 0.0002
Error 2779 12442.141 4.4772  
C. Total 2780 12505.699  

Means for One-way ANOVA  
Level Number Mean Std Error Lower 95% Upper 95% 
No 2337 12.7202 0.04377 12.634 12.806
Yes 444 13.1329 0.10042 12.936 13.330

As can be seen from Table 5.12 the mean for need of information transparency of 
those who had not been the victims of privacy invasion is 12.72, which is lower 
than those whose privacy had been invaded (13.13), and this difference is 
significant, F = 14.19, significant at P<0.05.

H6 is therefore ACCEPTED 
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5.3.7 Testing Hypothesis Seven 

H7 suggests that general concern for personal privacy will be determined by 
whether individuals have had their privacy invaded online. A simple ANOVA 
procedure was run, with whether the individual has been a victim or not as the 
independent variable and general concern for personal privacy as the dependent 
variable. The results are presented in Table 5.13. 

TABLE 5.13 One-way ANOVA – General Privacy Concern Depending on Previous Privacy 
Invasion

Privcon
Victim Mean N Std. Deviation 
 No 1.97 2337 .760
Yes 2.45 444 .907
Total 2.05 2781 .805
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Figure 5.2 One-way Analysis of Privcon By Victim 

One-way ANOVA Summary of Fit  
Rsquare 0.048527
Adj Rsquare 0.048184
Root Mean Square Error 0.785374
Mean of Response 2.048184
Observations (or Sum Wgts) 2781
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Analysis of Variance  
Source DF Sum of 

Squares
Mean Square F Ratio Prob > F

Victim 1 87.4228 87.4228 141.7334 <.0001
Error 2779 1714.1205 0.6168  
C. Total 2780 1801.5433  

Means for One-way ANOVA  
Level Number Mean Std Error Lower 95% Upper 95%
No 2337 1.97090 0.01625 1.9390 2.0028
Yes 444 2.45495 0.03727 2.3819 2.5280

As seen in Table 5.13, general concern for privacy among those who have not 
been the victims of privacy invasion is 1.97, which is lower than those whose 
privacy has been invaded (2.45); this difference is significant (F = 141.733, 
significant at P<0.05).

H7 is therefore ACCEPTED 

5.3.8 Testing Hypothesis Eight 

H8 suggests that concerns with privacy on the Internet will be determined by 
whether individuals have had their privacy invaded online. A simple ANOVA 
procedure was run, with whether the individual has been a victim or not as 
independent variable and concern for Internet privacy as the dependent variable 
(Table 5.14).

TABLE 5.14 One-way ANOVA – Privacy Concerns on the Internet Depending on Previous 
Privacy Invasion  

WebPrivcon  
Victim Mean N Std. Deviation
No 2.10 2337 .776
Yes 2.70 444 .820
Total 2.20 2781 .813
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Figure 5.3 One-way Analysis of WebPrivcon By Victim 

One-way ANOVA Summary of Fit  
Rsquare 0.072371
Adj Rsquare 0.072037
Root Mean Square Error 0.783448
Mean of Response 2.196332
Observations (or Sum Wgts) 2781

Analysis of Variance 
Source DF Sum of 

Squares
Mean Square F Ratio Prob > F 

Victim 1 133.0763 133.076 216.8103 <.0001 
Error 2779 1705.7263 0.614  
C. Total 2780 1838.8026  

Means for One-way ANOVA  
Level Number Mean Std Error Lower 95% Upper 95% 
No 2337 2.10098 0.01621 2.0692 2.1328 
Yes 444 2.69820 0.03718 2.6253 2.7711 

As seen in Table 5.14, the concern for Internet privacy among those who have not 
been the victims of privacy invasion is 2.1, which is lower than for those whose 
privacy has been invaded (2.70); this difference is significant (F = 216.81, 
significant at P<0.05).

H8 is therefore ACCEPTED 
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Examining the Big Five factors, the Cronbach’s Alphas were calculated and 
compared to the alphas obtained in the original research (Gosling et al 2003). The 
alphas are calculated on only two items in each case; thus, the scale seems to be 
reasonably appropriate for this type of research. According to Table 5.15, some 
dimensions perform comparably (Extraversion); some perform better 
(Agreeableness and Openness to Experience); and some perform poorly 
(Conscientiousness and Emotional Stability).  

TABLE 5.15 Cronbach’s Alphas for the Big Five 

Dimension This Study Original Research by  
Gosling et al (2003)  

Extraversion .61 .68 
Agreeableness .55 .40 
Conscientiousness .31 .50 
Emotional Stability .32 .73 
Openness to Experience .52 .45 

5.3.9 Testing Hypothesis Nine 

H9 suggests that willingness to be assigned an identification number to be 
provided with personalized service will depend on the dimensions of an 
individual’s personality. A multiple regression was run, with the five dimensions 
as independent variables and willingness to be assigned an identification number 
(ID Number) to be provided with personalized service as the criterion variable.

TABLE 5.16 Multiple Regression – Willingness to be Assigned an ID number for 
Personalized Service Depending on Personality  

Model Summary  

Model R R Square Adjusted R Square Std. Error of the Estimate 
1 .154(a) .024 .022 1.810

a  Predictors: (Constant), Openness, Conscientiousness, Emotional Stability, Agreeableness, 
Extraversion 

ANOVA(b)  

Model Sum of Squares df Mean Square F Sig.
1 Regression 220.484 5 44.097 13.464 .000(a) 

Residual 9088.745 2775 3.275
Total 9309.230 2780

a  Predictors: (Constant), Openness, Conscientiousness, Emotional Stability, Agreeableness, 
Extraverion 
b  Dependent Variable: ID Number 
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Coefficients(a)  

Model 
Unstandardized 

Coefficients 
Standardized 
Coefficients t Sig.

B Std. Error Beta
1 (Constant) 4.456 .288 15.466 .000 

Extraversion -.034 .016 -.046 -2.197 .028 
Agreeableness -.035 .019 -.037 -1.815 .070 
Conscientiousness -.099 .016 -.122 -6.249 .000 
Emotional Stability .062 .016 .080 3.975 .000 
Openness .060 .020 .060 3.064 .002 

a  Dependent Variable: ID Number 

From the regression, we see that while the R-Square is small (0.024), it is still 
significant (F = 13.46, p<.05). All of the dimensions are significant with the 
exception of agreeableness. The results show that the more extroverted the 
individual is, the less likely that the individual wants to be assigned an ID number 
for personalized service. This is also true when it comes to conscientiousness. 
However, the more emotionally stable and open the individual is, the more willing 
they are to be assigned an ID number for personalized service.

Some explanations of this result could be that extraversion is characterised as 
seeking excitement and having a higher need for stimulation (McCrae and Costa, 
1987). We assumed that personalization would provide more stimuli for the user 
and the willingness to be assigned an ID number would therefore be viewed as 
positive, however, this was not supported. Because conscientiousness is related to 
efficiency (Goldberg, 1999), we expected that people high in this trait would cope 
better with issues related to personalization, since this increases the efficiency of 
conducting a purchase; however, this was not the case. Since emotional stability 
suggests fearlessness in many circumstances (Chauvin et al., 2007), it is not 
surprising that people who are more emotionally stable are more willing to be 
assigned an ID number for personalized service. We also proposed that 
individuals displaying openness would be more willing to try out and use new 
technologies, such personalization, due to their tendency towards curiosity (Ansell 
& Pincus, 2004), which also seems to be true according to this survey.  No matter 
what the reason might be, there seems to be a difference between the traits 
regarding the willingness to be assigned an identification number to be provided 
with personalized service.  

H9 is therefore ACCEPTED; it seems as though an individual’s willingness to 
be assigned an identification number to be provided with personalized service is 
dependent on their personality.  
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5.3.10 Testing Hypothesis Ten 

H10 suggests that willingness to be assigned an identification number to be 
provided with personalized advertising depends on the dimensions of an 
individual’s personality. A multiple regression was run, with the personality traits 
as independent variables and willingness to be assigned an identification number 
to be provided with personalized advertising (Advertising) as the criterion 
variable.

TABLE 5.17 Multiple Regression  – Willingness to be Assigned an ID number for 
Personalized Advertising Depending on Personality 

Model Summary 

Model R R Square Adjusted R Square Std. Error of the Estimate 
1 .047(a) .002 .000 1.816

a  Predictors: (Constant), Openness, Conscientiousness, Emotional Stability, Agreeableness, 
Extraversion 

ANOVA(b)  

Model Sum of Squares df Mean Square F Sig.
1 Regression 20.370 5 4.074 1.235 .290(a) 

Residual 9150.918 2775 3.298
Total 9171.288 2780

a  Predictors: (Constant), Openness, Conscientiousness, Emotional Stability, Agreeableness, 
Extraversion 
b  Dependent Variable: Advertising 

Coefficients(a) 

Model 
Unstandardized 

Coefficients 
Standardized 
Coefficients t Sig.

B Std. Error Beta 
1 (Constant) 2.645 .289 9.149 .000

Extraversion .002 .016 .003 .137 .891
Agreeableness .029 .019 .031 1.494 .135
Conscientiousness -.006 .016 -.007 -.347 .728
Emotional Stability .015 .016 .020 .966 .334
Openness .017 .020 .017 .846 .398

a  Dependent Variable: Advertising 
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There is no significant relationship between an individual’s personality and their 
willingness to be assigned an identification number to be provided with 
personalized advertising. 

H10 is therefore REJECTED 

5.3.11 Testing Hypothesis Eleven 

H11 suggests that general concern with personal privacy in general will depend 
on the dimensions of an individual’s personality. A multiple regression was run, 
with the personality traits as independent variables and privacy concern (Privcon) 
as the criterion variable. 

TABLE 5.18 Multiple Regression – General Privacy Concern Depending on Personality 

 Model Summary  

Model R R Square Adjusted R Square Std. Error of the Estimate 
1 .130(a) .017 .015 .799

a  Predictors: (Constant), Openness, Conscientiousness, Emotional Stability, Agreeableness, 
Extraversion 

ANOVA(b)  

Model Sum of Squares df Mean Square F Sig.
1 Regression 30.578 5 6.116 9.583 .000(a) 

Residual 1770.965 2775 .638
Total 1801.543 2780

a  Predictors: (Constant), Openness, Conscientiousness, Emotional Stability, Agreeableness, 
Extraversion 
b  Dependent Variable: Privcon 

Coefficients(a)  

Model 
Unstandardized 

Coefficients 
Standardized 
Coefficients t Sig.

B Std. Error Beta 
1 (Constant) 2.173 .127 17.083 .000

Extraversion -.010 .007 -.029 -1.377 .169
Agreeableness -.029 .009 -.071 -3.435 .001
Conscientiousness .021 .007 .058 2.974 .003
Emotional Stability -.025 .007 -.074 -3.675 .000
Openness .031 .009 .070 3.554 .000

a  Dependent Variable: Privcon 
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From the regression, it can be seen that the R-Square is small (0.017) but 
significant (F = 9.58, p<.05). All of the dimensions are significant at p<.05 with 
the exception of extraversion.

Because emotional stability suggests fearlessness (Chauvin et al., 2007), we 
anticipated a negative relationship between privacy concerns and emotional 
stability, which was supported in this study. The trait agreeableness is 
characterised with an ability to cooperate (Goldberg, 1999; Williams, 1998) and 
trust other people (McCrae & Costa, 1990) we therefore assumed that they should 
have less concerns for privacy, this expectation was also supported. We also 
assumed that those who scored higher on measures of openness would be more 
tolerant (Ansell & Pincus, 2004) and therefore have less privacy concerns; 
however, this was not supported. Instead, the more open the individuals are the 
more privacy concern they seem to have. We also suggested that people high in 
conscientiousness with their concern over being constantly monitored by others 
(Ansell & Pincus, 2004) would be more concerned about privacy, which was 
supported in this study.

H11 is therefore ACCEPTED; it seems that an individual’s general concern for 
privacy depends on their personality.

5.3.12 Testing Hypothesis Twelve 

H12 suggests that concern with privacy on the Internet will depend on an 
individual’s personality. A multiple regression was run with the Big Five 
dimensions as independent variables and privacy concern on the Internet 
(WebPrivcon) as the criterion variable.  

TABLE 5.19 Multiple Regression – Privacy Concerns on the Internet Depending on 
Personality 

Model Summary  

Model R R Square Adjusted R Square Std. Error of the Estimate 
1 .117(a) .014 .012 .808

a  Predictors: (Constant), Openness, Conscientiousness, Emotional Stability, Agreeableness, 
Extraversion 
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ANOVA(b)  

Model 
Sum of 
Squares df Mean Square F Sig.

1 Regression 25.182 5 5.036 7.706 .000(a) 
Residual 1813.620 2775 .654
Total 1838.803 2780

a  Predictors: (Constant), Openness, Conscientiousness, Emotional Stability, Agreeableness, 
Extraversion 
b  Dependent Variable: WebPrivcon 

Coefficients(a)  

Model 
Unstandardized 

Coefficients 
Standardized 
Coefficients t Sig.

B Std. Error Beta 
1 (Constant) 2.358 .129 18.317 .000

Extraversion -.006 .007 -.019 -.894 .371
Agreeableness -.014 .009 -.033 -1.592 .111
Conscientiousness .024 .007 .065 3.332 .001
Emotional Stability -.033 .007 -.097 -4.785 .000
Openness .013 .009 .030 1.532 .126

a  Dependent Variable: WebPrivcon 

From the regression, we see that while the R-Square is small (0.012) it is 
significant (F = 7.70, p<.05). Some of the dimensions are significant at p<.05, 
with the exceptions of extraversion, agreeableness, and openness.  

The results in this study show that there seems to be a difference between the 
personality traits on the issue of privacy concerns on the Internet. We assumed 
that emotionally stable individuals, characterised with fearlessness (Chauvin et al., 
2007) would display less concern for privacy, which is supported by these results. 
Because conscientiousness is related to control (Chauvin et al., 2007), 
cautiousness (Goldberg, 1999), and achievement (Ansell & Pincus, 2004) we 
assumed that people with high levels of conscientiousness would show more 
online privacy concerns, which is also supported in this study.

H12 is therefore ACCEPTED; it seems that an individual’s concern for privacy 
on the Internet dependends on their personality.
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5.3.13 Testing Hypothesis Thirteen 

H13 suggests that an individual’s evaluation of the importance of information 
transparency will depend on the dimensions of an individual’s personality. A 
multiple regression was run with the personality dimensions as independent 
variables and the importance of information transparency (InfoTransparent) as the 
criterion variable.

TABLE 5.20 Multiple Regression – Importance of Information Transparency Depending on 
Personality 

Model Summary  

Model R R Square Adjusted R Square Std. Error of the Estimate 
1 .165(a) .027 .026 2.09369 

a  Predictors: (Constant), Openness, Conscientiousness, Emotional Stability, Agreeableness, 
Extraversion 

ANOVA(b) 

Model 
Sum of 
Squares df Mean Square F Sig.

1 Regression 341.391 5 68.278 15.576 .000(a) 
Residual 12164.307 2775 4.384
Total 12505.699 2780

a  Predictors: (Constant), Openness, Conscientiousness, Emotional Stability, Agreeableness, 
Extraversion 
b  Dependent Variable: InfoTransparent 

Coefficients(a)  

Model 
Unstandardized 

Coefficients 
Standardized 
Coefficients t Sig.

B Std. Error Beta 
1 (Constant) 10.560 .333 31.680 .000

Extraversion .085 .018 .098 4.699 .000
Agreeableness .063 .022 .058 2.826 .005
Conscientiousness .068 .018 .072 3.691 .000
Emotional Stability -.054 .018 -.061 -3.020 .003
Openness .048 .023 .042 2.124 .034

a  Dependent Variable: InfoTransparent 

From the regression, we see that the R-Square (0.026) is small but significant (F = 
15.57, p<.05). All of the dimensions are significant at p<.05. Therefore, there 
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seems to be a difference between the personality traits and importance of 
information transparency. The results show that more emotionally stable 
individuals need less information transparency, which confirms assumptions. 
Extroverted individuals seem to value information transparency most highly of all 
the traits, which does not support our assumptions.

H13 is therefore ACCEPTED; it seems that an individual’s evaluation of the 
importance of information transparency depends on their personality.

5.4 Summary

Table 5.21 summarizes the results of each hypothesis. Only H10 was rejected.

TABLE 5.21 Summary of the Hypotheses Testing 
Hypothesis Result 
H1The four items that Awad and Krishnan propose to measure information 
transparency..... can be combined into a scale that is reliable and unidimensional and 
can therefore be summed to form a general indication of an individual’s evaluation of 
the importance of information transparency. 

Accepted

H2 Willingness to be assigned an identification number to be provided with 
personalized service will depend on an individual’s evaluation of the importance of 
information transparency.

Accepted

H3 Willingness to be assigned an identification number to be provided with 
personalized advertising will depend on an individual’s evaluation of the importance 
of information transparency.

Accepted

H4 Concern with personal privacy in general will determine an individual’s evaluation 
of the importance of information transparency. Accepted

H5 Concerns with privacy on the Internet will determine an individual’s evaluation of 
the importance of information transparency. Accepted

H6 An individual’s evaluation of the importance of information transparency will be 
determined by whether they have had their privacy actually invaded online. Accepted

H7 Concern with personal privacy in general will be determined by whether they 
have had their privacy actually invaded online. Accepted

H8 Concern with privacy on the Internet will be determined by whether they have had 
their privacy actually invaded online. Accepted

H9 Willingness to be assigned an identification number to be provided with 
personalized service will depend on the dimensions of an individual’s personality. Accepted

H10 Willingness to be assigned an identification number to be provided with 
personalized advertising will depend on the dimensions of an individual’s personality. Rejected

H11 Concern with personal privacy in general will depend on the dimensions of an 
individual’s personality. Accepted

H12 Concern with privacy on the Internet will depend on the dimensions of an 
individual’s personality. Accepted

H13 An individual’s evaluation of the importance of information transparency will 
depend on the dimensions of an individual’s personality. Accepted
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6 CONCLUSIONS AND IMPLICATIONS  

This final chapter will draw conclusions from the results of this quantitative study. 
We will also provide implications for theory and management followed by 
suggestions for future research and the limitations of this study.

6.1 Introduction

The main area of this research is online privacy concerns. Different studies show 
that privacy concerns is a severe obstacle of future development of e-commerce. 
We have examined if individual concern with online privacy is linked to 
information transparency and personality type. Based on the literature review, a 
number of hypotheses were derived, only one of which was rejected (see Figure 
6.1).

Figure 6.1: Revised Research Model

nificant relationship
The results show that there is no significant relationship between an individual’s 
personality traits and their willingness to be assigned an ID number for 
personalized advertising. However, all other relationships were accepted.   

Privacy Concerns 
in General 

Privacy Concerns 
on the Internet

H1 
Importance of 
Information 

Transparency 

Previous Privacy 
Invasion 

Willingness to be 
assigned for Personalized 

Advertising 

Willingness to be 
assigned for Personalized  

Service 

Personality Traits 

H2 

H3

H5

H6 

H7

H8 

H9 

 H10 

H13 

H11 

H12 

H4 



____________________________________________________CONCLUSIONS & IMPLICATIONS______ 

    79

6.2 Discussion

This section will discuss the findings related into privacy concerns, previous 
privacy invasion, personalization, the importance of information transparency, 
and personality traits.

6.2.1 Privacy Concerns 

When asking respondents how concerned they were about threats to their online 
personal privacy, the mean is quite low. When asking about general privacy 
concerns, it was even lower, as expected. The issue of privacy has not been as 
frequently discussed when it comes to the traditional marketplace, but it is often 
mentioned when discussing online use. This is because the information gathered 
online is more detailed and collected without consent. This study indicates that 
online privacy concern is quite low. This is an interesting finding, but it might be 
explained by the fact that the respondents are university students; perhaps younger 
individuals with higher educational levels have less privacy concerns. In this study, 
we did not ask for demographics, so these ideas cannot be supported by this study. 

6.2.2 Previous Privacy Invasion

The result showed that 16 percent of respondents have experienced some kind of 
privacy invasion. We hypothesized that concern with personal privacy would be 
influenced by whether the respondents had experienced privacy invasion; this 
hypothesis was verified. General concern for privacy among those who have not 
been the victims of privacy invasion is 1.97, which is lower than those whose 
privacy has been invaded (2.45). The concern for Internet privacy among those 
who have not been the victims of privacy invasion is 2.1, which is lower than for 
those whose privacy has been invaded (2.70). We can see that concern for Internet 
privacy is higher than privacy in general and that previous privacy invasion make 
people more concern about privacy, which is also supporting previous research.

6.2.3 Personalization 

Personalization can be beneficial both for the organisations but also for the 
individual. In fact, a sound personalization strategy improves customer service. It 
allows the company to focus on customer’s individual needs and personality and in 
doing so, creating a memorable and positive experience of the website. What future 
holds when it comes to personalization is difficult to foresee but most certainly will 
it change the business environment quite significantly when it comes to individual 
treatment. However, the future developments and possibilities when it comes to 
personalization, is threatened by individual’s privacy concerns. This survey 
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investigated the willingness to provide information for personalization. Most 
respondents are willing to provide information needed for personalized service but 
not advertising. One possible explanation is that the benefit of personalized service 
is more apparent to consumers (Awad & Krishnan, 2006). Another explanation 
could be previous bad experiences when it comes to unsolicited commercial e-mail 
– also known as “spam” mail.  

6.2.4 Importance of Information Transparency 

There is definitely a link between online privacy concerns and information 
transparency. Awad and Krishnan (2006) measures information transparency in 
terms of access to information, retention, purpose, and identification. They also 
measured the importance of privacy policy. After testing the internal consistency 
with Cronbach’s Alpha and doing a factor analysis, these five items can be 
combined into a scale that indicates an individual’s evaluation of the importance 
of information transparency.  Looking at the descriptive statistics of the data in 
Table 5.2 (p.58) all items score high, meaning that they are relevant to 
respondents. The most important items seem to be whether or not a website posts 
a privacy policy. Another issue that seem to be more important is whether the 
website tells the individual the purpose of the collection.

6.2.5 Personality Traits 

We used the TIPI to examine if an individual’s concern for online privacy is linked 
to personality traits. The results show that this shortened version reasonably 
predicts scores on the FFM. The data provide evidence to support the TIPI 
inventory as a valid and reliable measure for a brief evaluation of personality. 
Looking at the personality traits, this study reveals that an individual’s willingness 
to be assigned an identification number for personalized service, their concern with 
personal privacy in general and on the Internet, and their evaluation of the 
importance of information transparency will depend on personality. The result 
shows that individuals who are more emotionally stable and open to experiences 
are more willing to be assigned an ID number for personalized service. However, 
there was no significant difference among the traits in terms of personalized 
advertising. Those who are more emotionally stable and agreeable are less likely to 
have concern for personal privacy in general, while open-minded and conscientious 
individuals are more concerned. When it comes to personal privacy on the Internet, 
emotionally stable individuals have less concern while conscientious individuals 
have more concern. More emotionally stable individuals need less information 
transparency. Extroverted people value information transparency the most. More 
extensive research is needed to determine why these traits differ.  
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6.3 Implications for Theory 

The purpose of this study was to enhance our understanding of information 
privacy online by examining how it is related to information transparency and 
personality traits. Since this was a pioneering effort, we have gained valuable 
knowledge that can be used in future studies. More specifically, this research 
contributes to the existing literature in the following areas: 

Economics and psychology are the two most influential disciplines that underlie 
marketing. These disciplines are used to devlop models and establish facts to 
understand how firms and customers actually behave in markets and to give 
advice to managers however, few marketing studies have integrated ideas from 
the both disciplines (Ho, Lim, & Camerer, 2006). The current work represents a 
pioneering effort to study how personality traits are linked to online privacy 
concerns and information transparency. This study has shown that the FFM can be 
used in the marketing context. The TIPI seems to be reasonably appropriate for 
this type of research and can therefore be used in future marketing studies. 

This study provides evidence that personality traits are linked to online privacy 
concerns. The current work shows that emotional stable individuals have less 
concern, whereas conscientious individuals have more concern.

Personality traits can influence willingness to provide information for 
personalized service. Individuals high in emotional stability and openness are 
more willing to provide an ID number for personalized service, but there is no 
significant support that personality influences the willingness to provide 
information for personalized advertising. 

This study suggests that the more emotional stable the individuals, the less their 
need for information transparency. Extroverted people show the greatest need for 
information transparency.

This study also evaluates a scale with five items that can be summed to form the 
information transparency variable. This scale can be used in future studies 
examining privacy and information transparency.   
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6.4 Implications for Management 

Personalization of websites is important to be competitive and provide high service 
and functionality. However, personalization has fuelled the debate about privacy. 
In this section, we will discuss how online retailers and organisations can reduce 
privacy concerns and thereby increase the willingness of the customer to provide 
information and engage in personalization. 

This study shows that most respondents are willing to participate in personalized 
service but reluctant to participate in personalized advertising. Therefore, managers 
should focus on providing personalized service. After customers become 
accustomed to personalization and see the benefit, their acceptance for personalized 
advertising may increase. Managers can also direct their efforts toward individuals 
who are willing to participate in personalization. One way to find these individuals 
is to communicate the benefits of participation and offer something of value. 

This research has also found support that individuals view personalization 
differently depending on their personality. Managers could attempt to combine 
personality scales, psychographic inventories, and demographic indicators to 
describe and segment marketers. When they actually know their customers, it is 
easier to know to what extent they need to adjust to their privacy concerns. If their 
target groups are less sensitive to privacy issues, they could emphasise 
personalization; on the other hand, if the target audience is very sensitive to 
privacy, then the company should avoid (or at least reduce) the level of 
personalization. Finding information about the personality of the customer could be 
costly and time-consuming. However, the TIPI scale is easy to use and could for 
example be included as part of the customer registration. Knowing the personality 
type of each customer allows the form to adjust the level of personalization.

Furthermore, this research suggests that managers should look carefully at the 
concept of information transparency and its relevant items. Information 
transparency could be the key to reducing privacy concerns and increase trust. 
Since information transparency is important to consumers, online retailers should 
do whatever they can to increase the level of information transparency. This study 
shows that the most important item within the concept of information transparency 
is whether or not the website posts a privacy policy. Therefore, managers should 
provide sufficient privacy policy statements in a prominent place on the website. 
This policy should include information about what kind of information the 
company is collecting in the databases, how long they keep this information, 
whether it can identify the consumer, and the purpose of the collected information. 
They might include a description of what kind of information the cookies are 
collecting and how this information can provide consumers with excellent service 



____________________________________________________CONCLUSIONS & IMPLICATIONS______ 

    83

through personalization. Managers should also consider using multiple strategies to 
suit various audiences with different levels of privacy concerns. The company 
could offer assessments of risk in clear and simple terms, provide evidence of past 
performance in terms of security and predictability, include indicators of 
credentials or competence, and display customer feedback and/or testimonials. 

It is important to bear in mind that when individuals are offered some kind of 
control, privacy concerns are reduced. These suggestions offer easy ways to give 
control to users, which increases the likelihood that the individual will provide the 
information needed for personalization. 

6.5 Suggestions for Future Research 

There are a number of different factors that is influencing privacy concerns. 
Future research should continue to increase this understanding by examining other 
factors related to privacy online.

The simple regressions used in this study are not adequate; a more sophisticated 
analysis, such as structural equation modelling, would be more appropriate.  

Hair et al. (2006) explain that the ideal situation for a researcher is to have a 
number of independent variables highly correlated with the dependent variable but 
with little correlation among themselves. In most situations, particularly those 
involving consumer response data, some degree of multicollinearity is 
unavoidable (ibid). There is a possibility, in the case of the multiple regressions, 
that the dimensions of personality are correlated. Future research should therefore 
investigate if this is the case.  

In this study, we only investigated if there is a relationship between personality 
traits, privacy concerns, and information transparency. Future studies should 
investigate how personality traits are related to these issues. In a future study, it 
would also be interesting to find out the best way to evaluate the target 
consumer’s personality type and the tangible benefits of obtaining this 
information.

Today’s students are likely the Internet shoppers of tomorrow, which means that 
they are particularly useful to study in order to understand e-commerce behaviour. 
However, future studies could use this questionnaire on another sample to see if 
the results are similar. Moreover, the R-Squares in this study are significant but 
small, which is an indication that there is a need for further research and analysis 
within this sample. In a future study, it would be interesting to for example group 
the sample to see if the same results are obtained. 
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6.6 Limitations 

There is a good possibility, in the case of multiple regressions, that the dimensions 
of personality are correlated and that the regressions therefore suffer from the 
problem of multicollinearity. Moreover, a more sophisticated analysis, such as 
structural equation modelling, would have been more appropriate to use in this 
study. Finally, the sample used in this study may also have influenced the results 
both in terms of size and strata. The R-Squares in our study are significant but 
very small. We never tested if it was due to the sample size or not. These issues 
were also suggested for further research. 
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APPENDIX

Questionnaire about Privacy on the Internet 
A1. Some Web sites assign visitors special user identification numbers by the use of cookies. Web 
browsers can send these numbers back to the site automatically on a return visit. This allows Web sites 
to recognize return visitors and provide personalized service based on previous activities. If a site that 
you frequently visited  asked you whether it could assign you an identification number so that it could 
provide you with personalized service, would you agree?

Disagree 
strongly 

Disagree 
moderately 

Disagree 
a little 

Neither 
agree nor
disagree 

Agree
a little 

Agree
moderately 

Agree
strongly 

A2. Some Web sites use special identification numbers not only to personalize site content, but also to 
personalize advertising that appears on the site and make sure that visitors are not repeatedly shown 
the same advertisements. If a site that you frequently visited  asked you whether it could assign you an 
identification number so that it could provide you with personalized advertising, would you agree?

Disagree 
strongly 

Disagree 
moderately 

Disagree 
a little 

Neither 
agree nor 
disagree 

Agree a 
little 

Agree
moderately 

Agree
strongly 

How important are the following to you concerning what a company’s Website informs you?  
Not

important Important Very 
important 

B1. Whether a company will allow me to find out what 
information about me they keep in their databases 
B2. Whether a site tells me how long they will retain 
information they collect from me 
B3. Whether a site tells me the purpose for which it wants to 
collect info from me 
B4. Whether a site is going to use the information they collect 
from me in a way that will identify me 
B5. Whether or not the site posts a privacy policy 

C1. How concerned are you about threats to your personal privacy today?

Not at all concerned Slightly concerned  Concerned Very concerned  

C2. How concerned are you about threats to your personal privacy when using the Internet?

Not at all concerned  Slightly concerned Concerned Very concerned 

C3. Have you ever personally been the victim of what you felt was an invasion of your privacy 
when using the Internet?

Yes No 



APPENDIX

Finally, the last set of questions look at how you feel about yourself: 

Here are a number of personality traits that may or may not apply to you. 
Please indicate the extent to which you agree or disagree with that statement.
You should rate the extent to which the pair of traits applies to you, even if one 
characteristic applies more strongly than the other. 

Disagree
strongly 

Disagree
moderaty 

Disagree
a little 

Neither
agree nor 
disagree

Agree 
a little 

Agree 
Moderately 

Agree 
strongly 

D1. I see myself as 
extraverted, enthusiastic
D2. I see myself as critical, 
quarrelsome
D3. I see myself as dependable, 
self-disciplined
D4. I see myself as anxious, 
easily upset
D5. I see myself as open to new 
experiences, complex
D6. I see myself as reserved, 
quiet
D7. I see myself as 
sympathetic, warm
D8. I see myself as 
disorganized, careless
D9. I see myself as calm, 
emotionally stable
D10. I see myself as 
conventional, uncreative

Thank you for participating! 






