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Abstract

This thesis proposes, describes and validates solutions to enhance mobility in 
heterogeneous access networks. Wireless access networks have become available 
almost everywhere and current research strives to make them pervasive. Users having 
wireless access to the Internet are driving the demand for mobile and heterogeneous 
solutions where services could be accessed from anywhere, any time and from any 
device. Future wireless connectivity will be provided through a mix of coexisting 
heterogeneous access network technologies. 

To enhance mobility in heterogeneous networks this thesis focuses on mobility 
management systems and connectivity of wireless multi-hop ad hoc networks to the 
Internet. In a wireless environment with overlapping service areas, mobile nodes need 
to select which gateway(s) to use to access the wireless infrastructure. The metrics 
used to select the point of attachment within an access technology are insufficient to 
compare the capacity of different technologies or multi-hop routes. This thesis 
proposes, describes and validates solutions to calculating network layer metrics and 
using them in gateway selection and handover decisions.

To enable connectivity of a mobile ad hoc network (MANET) to the Internet, a 
gateway must bridge the wired single-hop and wireless multi-hop approaches. A 
MANET enables connectivity to more than one gateway at a time and combined with 
multihoming it provides seamless handover between subnets. The gateway selection 
and handover decisions are complicated by the multihoming capabilities. 
Connectivity to Internet services makes it important to maintain the efficient route to 
the gateway. It is also important to identify the location of a destination to separate 
the management of Internet and intra MANET destinations. This thesis proposes, 
describes and validates solutions to deploying multihomed mobility into MANETs and 
thereby handling multi-hop gateway discovery, registration of multiple gateways and 
tunneling to selected gateway(s). The solution maintains gateway connectivity in 
MANETs by installing routes to gateways using advertisements and manages route 
discovery based on the destination locality.

Both applications with mobility awareness (e.g. SIP phones) and those without it 
must be supported by a mobility management system. The existence of network layer 
mobility management can enhance an application layer system. This thesis proposes, 
describes and validates deployment of a mobility management system with support of 
both application and network layer mobility. 

With wireless access networks some technologies might not support some types of 
applications and a single technology might not cope with all the application demands 
from a mobile node. Thus the control of individual traffic flows could be used to 
share the load on multiple access technologies and to direct flows over specified 
technologies. This thesis proposes, describes and validates solutions to identification 
and mobility management of individual traffic flows in a heterogeneous network 
environment.

Finally this thesis proposes, describes and validates a deployment proposal of route 
evaluation and flow control to enable load balancing in wireless multi-hop networks. 
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Chapter 1. Thesis Introduction 

This chapter introduces the thesis, presents the outline and gives a roadmap of the 
work. The studied research issues are described and included papers are summarized.  

1.1 Introduction 

Wireless networks have become available almost everywhere and current research 
strives to make them pervasive. Users having wireless access to the Internet are 
driving the demand for mobile and heterogeneous solutions where services could be 
accessed from anywhere, anytime and any device. Future wireless connectivity will 
be provided through a mix of coexisting heterogeneous network access technologies. 
These access networks will adapt to the All-IP approach and offer different 
performance and coverage and may overlap as illustrated in figure 1.1. Due to limited 
transmission range of wireless LANs, each access point serves only a limited 
coverage area, whereas cellular telecommunication networks (e.g. UMTS) are 
designed to provide wide-area coverage. As a result, users may simultaneously use 
both types of wireless networks: one having excellent coverage and the other with 
enhanced performance but more limited coverage.  

Figure 1.1. Wireless heterogeneous access to Internet services  

Mobile ad hoc networks could enhance the service area of access networks and 
provide wireless connectivity into areas with poor or previously no coverage (e.g. cell 
edges). Connectivity to wired infrastructures could be provided through multiple 
gateways with possibly different capabilities. In order to improve performance the 
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mobile node should have the ability to adapt to variations in performance and 
coverage and to switch gateways when beneficial.  

Wireless access networks currently use radio aware metrics like signal-to-noise 
ratio to select between access points. These types of metrics work well in 
homogeneous infrastructure networks (i.e. with the same radio technology). When 
combining heterogeneous access networks or in multi-hop networks these metrics are 
insufficient to compare routes. To enhance the prediction of the best overall 
performance, a network layer metric has a better overview of the network 
performance and enables comparison of underlying technologies.  

Ad hoc networking brings features like easy connection to access networks, 
dynamic multi-hop network structures and direct peer-to-peer communication. The 
multi-hop property of an ad hoc network needs to be bridged by a gateway to the 
wired backbone. The gateway must have a network interface on both types of 
networks and be a part of both the global routing and the local ad hoc routing. Figure 
1.2 illustrates multi-hop Internet access through multiple gateways with a 
heterogeneous IP backbone. 

Figure 1.2. Multi-hop ad hoc access to the Internet  

Users could benefit from ubiquitous networks in several ways. User mobility 
enables users to switch between devices, migrate sessions and still get the same 
personalized services. Terminal mobility enables user devices to move around the 
networks and maintain connectivity and reachability. Terminal mobility could be 
further divided into micro- and macro-mobility. Micro-mobility refers to mobility 
inside a domain and macro-mobility refers to mobility between domains. 

The general macro mobility problem can be regarded as an addressing and routing 
problem. More specifically, the problem lies in the dual meaning of the IP address as 
an endpoint identifier and a location identifier [13]. This breakup could be managed at 
different layers in the network protocol stack and concerning different types of 
mobility. Using a non-IP personal address (e.g. user@realm) as an endpoint identifier 
enables location transparent reachability at the application level.  The combination of 
a permanent IP address as endpoint identifier and a temporary IP address as location 
identifier achieves location transparency at the network level. 
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Arguments have been raised about the suitable level at which mobility should be 
handled. Solutions to handle mobility exist at all layers of the network protocol stack 
and relates to different types of mobility. Real-time applications may suffer from 
handoff latency, packet loss etc. and may prefer to handle mobility themselves to 
adapt to changing context. Non real-time applications may not want to handle 
mobility and may need support from the network layer. Both types of applications 
should be able to coexist. Figure 1.3 illustrates two common approaches of resolving 
the endpoint identifier (user@realm/home IP address) to the current location 
(temporary IP address). 

Figure 1.3. User and terminal mobility with endpoint and location identifiers 

Two examples of mobility management at different layers are the Session Initiation 
Protocol (SIP) [14] and Mobile IP (MIP) [15]. Extended SIP Mobility identifies a user 
by a unique permanent non-IP identifier and uses a temporary IP address for location 
identification. MIP uses a permanent IP address as endpoint identifier and a 
temporary IP address as location identifier.  

Mobility management involves the decision of if, when and where to perform a 
handover to another network. Handover decisions could be triggered by coverage 
limitations, capacity demands or other application specific requirements. Mobility 
management in a heterogeneous environment needs to deal with different 
requirements of applications. Some applications need network layer support to handle 
mobility while others (e.g. context aware real-time multimedia applications) prefer to 
handle mobility themselves. The same problem relates to all types of mobility 
management, to detect movement and select an appropriate action. Often multiple 
types of mobility management exist at the same time and an action in one system 
might trigger an action in another system. 

The benefits of global connectivity and heterogeneous access could be illustrated 
by a scenario where a lecturer distributes instructions to students locally in the 
classroom without using infrastructure support (ad hoc). When accessing the 
university fileserver for downloading a presentation, the distance to the access point 
causes the communication to be relayed via a student’s computer at the back of the 
room. When walking to the office, the lecturer receives a call which continues without 
interruption while passing through several access networks using the multihoming 
capabilities. 



Chapter 1. Introduction

4

To avoid ambiguity in terminology, some frequently used terms are defined below 
as well as in Appendix A (Abbreviations) and Appendix B (Glossary). The term 
“multihomed” refers to a single device equipped with multiple network interfaces. 
“Heterogeneous networks” refer to network technologies of different types and are 
used interchangeably with the terms 4G networks and All-IP networks. “Ad hoc 
network” refers to a wireless multi-hop network that supports direct communication 
between nodes using the same ad hoc routing protocol. “Global connectivity” refers to 
the nonstop connectivity a MN participating in an ad hoc network connected to a 
wired IP backbone (the Internet) and is used interchangeably with the term mobile ad 
hoc network (MANET). End user terminals are referred to as mobile node (MN) or 
correspondent node (CN) and are used interchangeably with the terms 
mobile/correspondent host (MH/CH). A “gateway” is the node bridging two networks 
(e.g. wired to wireless) and is for wireless networks used interchangeably with the 
term access point (AP) in the thesis. 

1.1.1 Research issues 

To enable various forms of mobility in heterogeneous All-IP networks there are 
many issues to be solved. This thesis focuses on mobility management and 
interconnection of wireless multi-hop ad hoc networks with the Internet. Other 
important issues such as radio interference, power control and security management 
are beyond the scope of this thesis. 

Analysis of network-layer metrics in gateway selection and handover decision 
In a wireless environment with overlapping service areas, mobile nodes need to 

select which gateway to use to access a wireless network. The signal-to-noise ratio 
(SNR) of an access point does not reflect the number of attached nodes or the traffic 
they transmit/receive. The throughput of the AP could be low (e.g. queuing and 
processing delays) at the same time as the signal is strong.  

In ad hoc routing, hop count is the most common metric and the selection suffers 
from the same utilization problem which could lead to a short route serving more 
nodes and is performing worse than a longer route with less traffic.  

Deploying multihomed mobility into global connectivity networks 
To enable connectivity of a multi-hop ad hoc network to the Internet, a gateway 

must bridge the different ways of routing and forwarding in different networks. To 
deploy network-layer mobility in such a network using Mobile IP, MIP needs to be 
adapted to the multi-hop environment. Ad hoc networking enables connectivity to 
more than one gateway at a time and combined with multihoming, provides seamless 
handover between subnets.   

Gateway connectivity maintenance in global connectivity networks  
The traffic pattern in wired LAN generally follows the 80/20 ratio of Internet vs. 

local traffic. There is reason to believe that at least the same ratio will remain for 
nodes connecting through a wireless access network. This would be especially true for 
mobile nodes roaming around ad hoc networks while keeping their current sessions 
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active. This indicates the importance of continuous maintenance of connectivity to 
gateways.  

Destination localization of mobile nodes in global connectivity networks 
Deciding the locality of a peer and setting up the forwarding route differs between 

single-hop and multi-hop networks. In single-hop networks a source matches the 
destination prefix with its own to decide what forwarding policy to use. Local traffic 
is sent directly to the destination with the link-layer protocol while global traffic is 
forwarded to a default gateway. In multi-hop networks the ad hoc routing protocol 
proactively or on-demand finds the route to a destination. In a multi-hop network 
there is also a risk that an intermediate node will change the forwarding decision of a 
MN. When combining the two network types and add mobility, one must decide if 
local and external traffic should be treated differently and how to handle visiting 
nodes and nodes away from home.  

Multi layer mobility management 
Applications have different preferences of mobility management. Real time 

applications with mobility awareness usually prefer to manage mobility themselves 
(e.g. with SIP) while mobility unaware applications need support of a general 
mobility management system. To enable multi layer mobility management the 
systems must accept each other and could thereby take advantage of the existing 
functionality in underlying layers. This enables management at the layer with best 
functionality or performance. 

Flow mobility control in heterogeneous networks 
In a heterogeneous network environment, access networks have diverging 

capabilities and are more or less suitable for service requirements. The monetary cost 
for using access networks also vary. This highlights the requirement to control 
individual traffic flows and to be able to send specified flows through different paths. 
For example, this relates to enabling web access while avoiding sending real time 
multimedia traffic via a UMTS access network. 

Load balancing in mobile ad hoc networks 
Based on the scarce resources in wireless multi-hop networks, balancing the traffic 

load between links are of importance. Using a metric that does not consider traffic 
load raises the risk of a link with a good metric that will attract too much traffic and 
consequentially the overall capacity of the network will decrease. This relates to the 
ability do detect and compare performance of routes in the network and to control 
traffic over those links. 
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1.1.2 Thesis contribution 

Research solutions proposed and validated in this thesis makes the following 
contributions:  

Analysis of gateway selection and handover decision based on network-layer 
metrics. This analysis is carried out for both single-hop and multi-hop 
networks. 
A deployment solution for global connectivity networks with multihomed 
Mobile IP interconnected with the reactive routing protocol AODV. 
A solution for maintenance of gateway connectivity in global connectivity 
networks based on Mobile IP messages. 
A destination localization strategy for mobile nodes in global connectivity 
networks based on advertised information and gateway knowledge. 
A multi layer mobility management system with support of both application 
and network layer mobility. 
A solution to mobility management of individual traffic flows in a 
heterogeneous network environment.  
A deployment solution of route evaluation and flow control to enable load 
balancing in wireless multi-hop networks. 

1.1.3 Thesis organization 

The thesis consists of 10 chapters. The rest of this introduction chapter gives a 
roadmap of published papers and summarizes the work. Chapter 2 provides the 
background to the work and Chapter 3 describes related work in the area. Chapters 4 
to 8 are based on selected publications which are summarized in the next section. 
Chapter 9 discusses the contribution of the research and Chapter 10 presents 
conclusions of the thesis work. 
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Agent Selection Strategies 
in Wireless Networks with 
Multihomed Mobile IP [1]  

Running Variance Metric 
for evaluating 
performance of Wireless 
IP Networks in the 
MobileCity Testbed [2] 

M-MIP: extended Mobile IP 
to maintain multiple 
connections to overlapping 
wireless access networks [3] 

Maintaining Gateway 
Connectivity in multi-
hop Ad hoc Networks  
[4], Chapter 5 

Implementing multi-hop 
ac hoc Internet access in 
the MobileCity testbed 
[6], Chapter 5 

Mobility Management 
for multiple diverse 
applications in 
heterogeneous wireless 
networks [7], Chapter 6

Port-based Multihomed Mobile IPv6 for 
Heterogeneous Networks [8] 

Traffic load 
Metrics for 
Multihomed 
Mobile IP and 
Global 
Connectivity 
[9], Chapter 4 

Port-based Multihomed 
Mobile IPv6: Load-
balancing in Mobile Ad 
hoc networks [12], 
Chapter 8

Multimedia flow mobility in 
heterogeneous networks using 
Multihomed Mobile IPv6 [10]

Multimedia 
flow mobility in 
heterogeneous 
networks using 
Multihomed 
Mobile IP [11], 
Chapter 7 

1.2 Roadmap and summaries of the publications 

The thesis work has resulted in 11 peer-reviewed publications of which 6 are 
included in the thesis (marked with thick green border). The included publications are 
summarized below and the logical flow is illustrated in figure 1.4. 

Figure 1.4.  A roadmap of the thesis work 
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1.2.1 Summary of included publications 

Traffic load Metrics for Multihomed Mobile IP and Global Connectivity [9]:
A solution to compare traffic load at the network layer is proposed together with a 
multihomed extension to Mobile IP and a gateway architecture that integrates wired 
IP networks with ad hoc networks. 

The Running Variance Metric (RVM) is described and a simulation study of 
deployment in infrastructure and ad hoc networks is presented. The metric is 
calculated in MNs and uses the deviation in arrival times of periodically sent agent 
advertisements. The delay introduced by buffering in the APs and by competition for 
the medium along the path corresponds to the network layer load of the AP and the 
wireless links. Collisions in the wireless media also affects timing by either destroy 
the advertisement or by introducing retransmission delays. RVM is used to compare 
the relative load of the APs sending agent advertisements and thereby ranking them. 
The simulation study of ad hoc networks shows the RVM ability to detect a difference 
in route length. This implies that the RVM metric could be used instead of hop count 
and also reflects the utilization of multi-hop routes. A small base variance is used to 
avoid repeated collisions in the simulator that would “never” occur in a real world 
implementation.  

Multihomed Mobile IP (M-MIP) extends Mobile IP to maintain multiple 
connections to overlapping wireless access networks. M-MIP and its protocol 
modifications are described. M-MIP uses RVM for selecting which Foreign Agents 
(FAs) to register with. The RVM wireless evaluation is complemented with the RTT 
to reflect the wired part of the path to the HA. The Relative Network Load (RNL) is 
defined as the sum of RVM and RTT and used in selection of which FA to use as a 
default gateway. MIP registrations are extended with information for the HA of which 
FA to use as “downstream default gateway”. With route optimization, each 
correspondent node (CN) receives binding updates with multiple care-of addresses 
and will select the best FA, which could differ from the HA selection. The simulation 
study compared AP selection based on signal-to-noise ratio (SNR) with RVM and 
RNL. The benefit of a network layer selection is shown when using RNL compared to 
SNR in infrastructure networks and RNL compared to hop count in ad hoc networks. 
The paper also presents a solution of how to avoid handover initiation due to the MNs 
own traffic.  

Maintaining Gateway Connectivity in multi-hop Ad hoc Networks [4]: The 
80/20 ratio of network traffic to Internet destinations brings forward the need of 
maintaining gateway connectivity at all times. This paper presents a proactive 
approach to gateway discovery and maintenance to avoid the delay of reactive route 
discovery. MIP agent advertisements (AA) are used in creation of routes towards the 
gateway. The selection of the best path to the gateway is based on RVM 
measurements and only one AA per gateway is rebroadcast. A solution to decide the 
location of a destination is presented together with a gateway forwarding strategy. 
Routes to local destinations are discovered through reactive route requests while 
traffic to non local destinations is forwarded via the established route to the gateway. 
A simulation study demonstrates the efficiency of our solution when route selection is 
based on network layer metrics compared to hop based selection.  
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Implementing Global Connectivity and Mobility support in a Wireless multi-
hop ad hoc Network [6]: Simulator studies provide a convenient environment for 
research on multi-hop ad hoc networks. There is however a difference from real world 
environments especially regarding physical layer effects. This paper presents a real 
world implementation deployed in the MobileCity testbed. The paper describes the 
M-MIP system and how it interacts with a modified AODV-UU implementation. The 
first evaluation of the system verifies the detection of network layer load of multiple 
gateways and the second verifies the soft handover feature of multihomed Mobile IP.  

Mobility Management for multiple diverse applications in heterogeneous 
wireless networks [7]: Mobility management is often described as either network 
layer or application layer mobility. This paper discusses a more general solution that 
enables mobility management in heterogeneous wireless access networks. The 
solution provides seamless network layer mobility by Mobile IP to support 
applications that are not mobility aware themselves and supports both TCP and UDP 
flows. Real-time applications that are mobility aware are supported by SIP 
functionality which also provides session, user and service mobility. The application-
layer mobility supports mid-call mobility for UDP flows. A cross-layer information 
system provides context awareness at all layers of the protocol stack. The paper 
focuses on mobility notifications and describes how application-mobility could be 
simplified in a network-layer mobility environment. A solution based on MIPv6 is 
described and may further enhance the network layer mobility management.  

Multimedia flow mobility in heterogeneous networks using Multihomed 
Mobile IP [10]: A solution to manage movement of individual traffic flows with 
extensions to Mobile IP is presented. The solution includes a new MIPv6 flow 
mobility option header that in combination with Multihomed Mobile IP and RVM 
enables identification and control of individual traffic flows. By including multiple 
flow mobility option headers in the binding update to the home agent or a 
correspondent node the mobile node can move multiple flows simultaneously. If no 
option header is present, all flows will be redirected. The solution is evaluated 
through a simulation study and through the implementation of a prototype. 

The paper also presents a proposal for user mobility between devices for ongoing 
traffic flows. A mobility application manager handles application interaction and 
forwards a request to move “the application” to the other device. At the new device, 
an instance of the application must be prepared before the traffic is redirected to the 
new device. The actual movement is managed as a flow mobility movement by 
sending a binding update with a flow mobility option header to the home agent. 

Port-based Multihomed Mobile IPv6: Load-balancing in Mobile Ad hoc 
networks [12]: A solution to balance the load in global connectivity mobile ad hoc 
networks is presented. The solution enables a mobile node to use multiple internet 
gateways in parallel and to direct separate traffic flows to different gateways. By 
combining gateway monitoring and flow mobility, a node can compare gateways’ 
capacity and for every new traffic flow the currently best gateway can be selected. By 
always selecting the currently best performing gateway for individual flows the 
network can be kept load balanced. A simulation study compares single homed 
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gateway selection (i.e. sending all flows to the gateway selected by the first flow) 
with multihomed gateway selection (i.e. balancing traffic between two gateways). The 
results from a scenario without mobility show that throughput is enhanced by using a 
worse (e.g. longer) route in parallel to a better route. When nodes become mobile, the 
benefit is less noticeable due to link breakage.  

1.3 PhD Polis project 

This thesis has been produced within the PhD Polis project which is a three year 
collaboration project between Luleå University of Technology (CSEE) and Monash 
University (IT). The project involves one PhD student on each university and their 
supervisors. The PhD students are required to collaborate on site with the opposite 
participant to experience the research environment and to make personal contacts for 
further research collaboration. Robert Brännström is the LTU participant from 1st of 
November 2005 until the project ends in December 2007 and Ruwini Kodikara 
Edirisinghe is the Monash participant.  One goal of the project is to produce a PhD at 
each university and with this thesis this goal can be met at LTU. Other outcomes of 
the project are a number of joint publications, research presentations and personal 
contacts from visits at each others universities. 

1.4 Chapter summary 

This chapter introduced the thesis and presented a roadmap and summaries of the 
included publications. The research issues studied in the thesis were presented. 

The next chapter will provide background information on mobility management, 
wireless networks, global connectivity and multihoming. 
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Chapter 2. Background 

This chapter presents background information to the thesis work. Mobility issues 
and mobility management at different layers are presented. Wireless access network 
technologies are presented with a focus on the IEEE 802.11 family. Global 
connectivity (i.e. connecting ad hoc networks with the Internet) issues are discussed. 
Multihoming and handover issues are discussed as well as multimedia distribution 
and quality of service aspects.  

2.1 Mobility 

Mobility can be of different types. Some common examples of mobility include 
mobility of users, data, software (agents, applications) or hardware (terminals).  This 
thesis focuses on flow (data) and terminal mobility. As previously stated, flow 
mobility refers to the movement of individual flows to another interface or another 
terminal. Terminal mobility refers to when a device switches from one access network 
to another.  

2.1.1 Terminal Mobility 

Terminal mobility is the management of a mobile node (MN) connected to a 
network. It is worth mentioning the difference between a mobile and a portable 
device, where portable devices are disconnected from the network when moving 
while mobile devices maintain network connectivity. A portable device connecting to 
a foreign network with the purpose of acting as a client (i.e. accessing services on the 
Internet) will only require local support of a DHCP service. When requiring full 
access to services at the home network, a virtual private network (VPN) [16] could be 
used.  

When devices become mobile there are other requirements that must be met. 
Examples include support for ongoing sessions and reachability during movement.  
One solution to manage the combination of moving nodes and to be reachable from 
other nodes is Mobile IP (MIP) [15]. MIP solves the problem with the dual meaning 
of the IP address at the network layer. Another solution is the Session Initiation 
Protocol (SIP)[14] that could be used to handle terminal mobility at the application 
layer. Mobility management is further described in Section 2.2. 

Terminal mobility can be divided in micro-mobility and macro-mobility solutions. 
Micro-mobility protocols aim to handle local movement inside a domain while 
macro-mobility protocols handle movement between domains. Examples of a domain 
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could be a subnet or a collection of subnets identified as a autonomous system (AS). 
The protocols often complement each other. Micro-mobility is often managed by the 
wireless access technology at the data-link layer. Macro-mobility includes the 
movement between different domains whether it is between domains (subnets) 
enabled by the same technology or between different technologies. Macro-mobility 
often involves a change of IP address.  

2.1.2 Flow Mobility 

Flow mobility is the management of moving flows from one interface or terminal 
to another. Movement could thereby be within the same terminal from one access 
technology to another.  

Session mobility is a special case where all flows of a session are moved 
simultaneously and user mobility is the case where all flows are moved to a new 
terminal. Session mobility is often managed at the application or transport layers. 
Examples include SIP that manages sessions at the application layer and the Stream 
Control Transmission Protocol (SCTP) [17] that provides support at the transport 
layer.

2.2 Mobility management 

Mobility management protocols target movement of terminals and/or flows. There 
are several solutions that support mobility management at different layers of the 
protocol stack. The following sections present the basics of MIP, SIP, SCTP and IMS.  

State of the art research in this area is presented in the related work section 
(Chapter 3).   

2.2.1 Mobile IP 

Mobile IP [15] is designed to handle network mobility seamlessly to (unnoticed 
by) users and applications. The architecture for IPv4 consists of a Home Agent (HA) 
at the home network and a Foreign Agent (FA) at the foreign network. When the MN 
is attached to its home network it will operate according to normal IP operations 
without MIP support. When visiting a foreign network, the MN will register its 
current location at the HA. This enables the HA to act on behalf of the MN to capture 
packets and send them to MN’s current location as illustrated in figure 2.1. The MN 
will keep its statically allocated IP address from the home network (Home Address, 
HoA) and use a temporary Care-of Address (CoA) belonging to the visited network. 

The MN can detect a foreign network by passively listening for the FAs periodic 
broadcast of agent advertisements or by actively broadcasting an agent solicitation 
message. The FA responds to a solicitation with a unicast advertisement. Agent 
advertisements contain information about the care-of address of the FA. When 
detecting a FA the MN can choose to register with it by sending a registration request. 
The FA inserts the MN in its visitor list and forwards the request to the HA. The HA 
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creates a binding for the MN and returns a registration reply via the FA. The 
registration is valid for a limited lifetime and the MN needs to send a new registration 
before the previous request expires. 

Figure 2.1.  Mobile IPv4 architecture 

To act on behalf of the MN and capture packets on the home network, the HA 
must handle Address Resolution Protocol (ARP) [29] requests. Gratuitous and Proxy 
ARP functionality inform nodes on the home network to update the ARP bindings of 
the MN’s IP address to the HA’s MAC address. The captured packets are tunneled to 
the care-of address (the FA) where the packets are decapsulated and forwarded to the 
MN. When sending packets to a Correspondent Node (CN), the MN uses the home 
address as the source which will create a triangular route when the CN replies via the 
HA. Due to ingress filtering of incorrect source addresses at the foreign network, the 
MN may be required to use reverse tunneling and send packets to the CN via the HA. 

An alternative solution is to use a Co-located Care-of Address (CCoA) which 
removes the need for an FA at each foreign network. The MN itself is the endpoint of 
the tunnel from the HA and handles packet encapsulation/decapsulation. Not using a 
FA (i.e. no agent advertisements) requires additional movement detection and IP 
acquisition (e.g. DHCP) at the foreign network. 

MIPv6 [18] is designed to work in an IPv6 [19] environment and utilizes new 
IPv6 functionality. The MN receives a co-located care-of address by stateless auto-
configuration through the neighbor discovery protocol (NDP) [20] or by stateful 
DHCP service. The topologically correct CCoA removes the need for an FA and 
packets can be tunneled directly to the MN. The registration message is called a 
Binding Update (BU) and can also be used in route optimization with a CN. Through 
route optimization, a direct connection is established between the MN and the CN, 
avoiding triangular routing. This is enabled by IPv6 option headers. When sending 
traffic, the MN uses the CCoA as the source IP address and attaches its HoA in a 
home address destination option. The CN’s network layer will switch the source IP 
address to the home address before handling the packet up to the transport layer. The 
CN will use the routing header option for the reverse traffic. 

MIP is designed to enable communication with CNs that do not support MIP. MIP 
is the de facto standard of managing IP mobility in the Internet and is being deployed 
by 3G networks as well as the WiMAX forum. In MIPv6 security is provided by 
IPSec [21] functionality.  
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2.2.2 Session Initiation Protocol 

The Session Initiation Protocol (SIP) [14] is a straightforward and extensible 
application layer signaling protocol that handles establishment of real-time sessions as 
well as session migration. SIP separates signaling and media descriptions and the 
protocol is transport neutral (e.g. UDP, TCP). The media itself is described by the 
Session Description Protocol (SDP)[22] and is sent directly between the peers. SIP 
signaling can be used to achieve session mobility and user mobility as well as 
terminal mobility. SIP enables mobility at the application layer and the pre-call 
mobility is managed by reregistering the current location (i.e. IP address) at a SIP 
registrar server which binds it to the user’s non-IP personal address. Every new 
invitation to the user is then directed towards the current location. Mid-call mobility is 
handled by direct re-invitation of the CN to the new location. Figure 2.2 illustrates the 
architecture of SIP.  

Figure 2.2.  SIP mobility architecture, pre-call (left), mid-call (right) 

The advantages of working at the application layer include support of end-to-end 
mobility, providing means for route optimization and improved performance for real-
time services. Managing mobility at a semantic level above the network layer enables 
movement of a media stream from one terminal to another. One drawback of 
application layer mobility is the delay introduced by the network layer and data-link 
layer detection of movement, attachment to the new network and obtaining a valid IP 
address. Another drawback of SIP is that it does not support TCP session mobility. 

SIP is based on the HTTP request/reply design. The User Agent Client (UAC) at 
the calling part initiates request messages and intermediate servers or the User Agent 
Server (UAS) at the called part answers with replies. SIP intermediaries are logical 
entities used to route and redirect requests. Examples are proxy server, redirect server, 
location server and registrar server. Servers are discovered by a DNS request for 
service (SRV) records [23].  

A SIP message is composed of three parts; start line, message header and body. 
The start line is either a request line or a status line. The message header is a number 
of lines with [name: value] pairs and ending with CRLF. A single CRLF line 
terminates the header section. The body section carries a text-based payload (e.g. a 
SDP message). 



Chapter 2. Background

15

Examples of SIP messages include: REGISTER, INVITE, Trying, Session 
Progress, PRACK, Ringing, OK, ACK, REFER, BYE.  

An INVITE request looks like: 

INVITE sip:bob.smith@domain1.com SIP/2.0 
Via: SIP/2.0/UDP cscf1.example.com:5060;branch=z9hG4bK8542.1 
Via: SIP/2.0/UDP [5555::1:2:3:4]:5060;branch=z9hG4bK45a35h76 
Max-Forwards: 69 
From: Alice <sip:alice@domain1.com>;tag=312345 
To: Bob Smith <sip:bob.smith@domain1.com> 
Call-ID: 105637921 
Cseq: 1 INVITE  
Contact: sip:alice@[555::1:2:3:4] 
Content-Type: application/sdp 
Content-Length: 159 
[body - SDP] 

An example of a SIP dialog is when a UA sends an INVITE that contains a SDP 
offer of session parameters and codecs. The CN responds with a Session Progress 
message (SDP answer) and the MN selects one codec per media type and informs the 
CN in a Provisional Response ACK (PRACK). The CN accepts the offer with an OK 
message and the negotiation ends with an ACK. 

SIP security is provided by a hop-by-hop authentication mechanism. The IP 
Security (IPSec) or Transport Layer Security (TLS) protocols are used for this. 

The extensibility of SIP is used to create new extensions. Examples are an event 
notification system that defines SUBSCRIBE and NOTIFY methods and an instant 
messaging system defines a MESSAGE method. The payload of those messages are 
of MIME types and often “text/plain” or “message/cpim” is used. 

Private header extension could be used for authentication (e.g. P-Asserted-
Identity), charging (e.g. P-Charging-Vector) or other info (e.g. P-Access-Network-
Info). SIP could also indicate compression support mechanisms like signaling 
compression (SigComp) with the parameter “comp=SigComp”.  

SIP is a part of the IMS described in Section 2.2.4. 

2.2.3 Stream Control Transmission Protocol 

The Stream Control Transmission Protocol (SCTP) [17] is a protocol that supports 
multiple IP addresses at the transport layer. SCTP enables transmitting multiple 
streams of data at the same time between two end points (e.g. voice and control 
signaling) and to move a stream to a new interface. SCTP provides similar end-to-end 
services as TCP, reliable, in-sequence transport of messages with TCP–friendly 
congestion control. One of the differences is that SCTP is capable of transporting 
multiple independent message-streams in parallel and operates on whole messages 
instead of single bytes. SCTP in-order delivery is optional and ensured by assigning 
independent sequence numbers to messages in each stream. SCTP can be used to 

mailto:smith@domain1.com
mailto:alice@domain1.com
mailto:smith@domain1.com
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multiplex streams over one connection and to provide redundancy/multihoming when 
endpoints have different IP addresses. A SCTP message consists of a common header 
and multiple data chunks and the congestion control could be used to prioritize certain 
messages.  SCTP requires the end systems to use the specific SCTP API. 

2.2.4 IP Multimedia Subsystem (IMS) 

The IP Multimedia Subsystem (IMS) [24] is mainly proposed by the mobile 
telephony vendors but is being developed in co-operation between IETF, 3GPP and 
3GPP2. IMS is integrated in the UMTS core network in REL-4 and REL-5 of the 
3GPP specifications but from REL-6 IMS is intended to become UMTS independent 
as illustrated in Figure 2.3. 

The signaling for multimedia communication is handled by the Call Session 
Control Functions (CSCF) which uses the Session Initiation Protocol (SIP). The 
CSCF enables mobility and interacts with the Gateway GPRS Support Node (GGSN) 
to enable policies and QoS.  

The Internet
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MGW
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Figure 2.3.  IP Multimedia Subsystem with UMTS releases 4 (upper) and 6 (lower). 
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The User Equipment (UE) activates a PDP context requesting IMS multimedia 
services from the GGSN. A Traffic Flow Template (TFT) controls the UE’s QoS 
requirements inside the GGSN. The TFT identifies flows and contains parameters like 
flow label, protocol, port number and IP addresses. The UE discovers the proxy 
CSCF (P-CSCF) through the PDP context or through DHCPv6. To start using SIP the 
UE sends a REGISTER message over UDP via the P-CSCF to the serving CSCF (S-
CSCF). The S-CSCF will bind the public user ID (Uniform Resource Identifier e.g. 
tel-uri or sip-uri) to the current IP address of the UE and update the Home Subscriber 
Server (HSS). 

The S-CSCF may request authentication and an IPSec Security Association (SA) is 
setup between the UE and the P-CSCF.  

When the registration process is completed the UE may send an INVITE request to 
a CNs public user ID (i.e. sip:user@realm). The SIP messages will travel from the UE 
via P-CSCF and S-CSCF to the CN’s network interrogating CSCF (I-CSCF), S-
CSCF, P-CSCF and finally arrives at the CN UE. The peers negotiate what media 
types and codecs to use before sending any data. The data will then be sent directly 
between/inside the core network. 

In UMTS, the allocated IP address is valid during all the PDP context lifetime. All 
UE mobility is handled within the radio access network and the core network. 

2.3 Wireless access networks 

Wireless computer communication technologies are becoming common 
complements to wired Internet Protocol (IP) [25] networks. Wireless technologies are 
related to both the physical and data-link layer of the OSI reference model [26] and 
are seen as an underlying interface to the network layer. 

2.3.1 IEEE 802.11 Wireless Networks 

The 802.11 [27] is the most widespread and deployed standard for wireless local 
access networks (WLAN). Interoperability between 802.11 products is verified by the 
Wi-Fi Alliance [28] certification program. 

802.11 specifies a common 802.11 MAC sublayer and physical layers (PHY) that 
can be implemented differently. Base 802.11 PHY includes two standards: frequency-
hopping spread-spectrum (FHSS) and direct-sequence spread-spectrum (DSSS) which 
deliver 1 or 2 Mbps data rate at the 2.4 GHz band. The 802.11b [27] added a high-rate 
direct-sequence spread-spectrum (HR/DSSS) PHY layer which delivers up to 11 
Mbps data rate at the 2.4 GHz band. 802.11a [29] added orthogonal frequency 
division multiplexing (OFDM) which delivers up to 54 Mbps data rate at the 5 GHz 
band. 802.11g [30] delivers up to 54 Mbps in the 2.4 GHz band using OFDM and is 
backward compatible with 802.11b. Currently IEEE is standardizing 802.11n which 
uses MIMO (multiple-input multiple-output) antenna techniques for simultaneously 
transmitted streams and better signal encoding in the 2.4 GHz and/or 5 GHz band 
delivering up to 248 Mbit/s. 
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The 802.11 MAC layer controls the transmission of user data into the air. It 
provides core framing operations and interaction with a wired backbone. Stations are 
identified by a 48-bit MAC address. Access to the wireless medium is controlled by 
coordination functions. The Distributed Coordination Function (DCF) is the standard 
access mechanism which uses the carrier sense multiple access with collision 
avoidance (CSMA/CA or MACA(W)) algorithm. The algorithm first checks to see 
that the radio is idle and then waits a random back-off time before transmitting each 
data frame.  

The sender and receiver could exchange control frames before data transmission, 
and then use a positive data acknowledgement (ACK). A request-to-send (RTS) frame 
is broadcast to allocate the media under a certain period of time. The receiver replies 
with a clear-to-send (CTS) frame which informs the sender (and all others receiving 
the CTS) that the media is occupied during this time. A node seeing the RTS but not 
the CTS will not interfere with the receiver so it is free to transmit. Not receiving a 
CTS reply within a period of time is considered a collision and the random 
exponential back-off algorithm decides when to retransmit the RTS. A contention-free 
service could be provided by a Point Coordination Function (PCF), built on top of the 
DCF. PCF is only provided in infrastructure networks and not widely implemented. 

In a wireless network, all nodes are not always within transmission range. The 
hidden node and the exposed node are two problems that are solved with a collision 
avoidance mechanism (i.e. RTS/CTS) and figure 2.4 illustrates the problems. 

Figure 2.4.  Exposed and hidden node problem 

The 802.11 frame format adapts the Ethernet frame to wireless conditions. It 
contains fields for frame control, duration and sequence control. Four address fields 
are necessary for the infrastructure BSS mode. The three major frame types are data, 
control and management frames. The data frames carry the higher-level protocol data 
from station to station. The control frames assist in the delivery of data frames by 
controlling access to the medium, provide reliability and power-save functions. The 
management frames provide services like network discovery, association and 
authentication.   

The Network Allocation Vector (NAV) provides virtual carrier-sensing. It 
indicates the amount of time the medium is reserved and is based on the duration field 
carried in each frame. A station sets the NAV to the time for which it expects to use 
the medium to complete the current operation. Stations count down from the NAV to 
0 and when the NAV reaches zero the medium is considered idle. By using the NAV, 
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atomic operations are not interrupted (e.g. RTS/CTS/DATA/ACK). Figure 2.5 
illustrates the allocation of the media for sending a frame. 

Figure 2.5.  Network Allocation Vector and Interframe Spacing 

The 802.11 standard uses four different interframe spaces.  Short interframe space 
(SIFS) is used between the highest priority transmissions, such as RTS/CTS and 
positive ACK, so no other station could get access to the medium. DCF interframe 
space (DIFS) is the minimum medium idle time between transmissions for contention 
based service. PCF interframe space (PIFS) is used with contention-free service. An 
extended interframe space (EIFS) is used for nodes detecting an error in transmission.  

The medium is idle during a DIFS period and then follows the contention period 
when stations compete for the medium. The corresponding contention window is 
divided into slots. Each station picks a random slot and waits for that slot before 
attempting to access the medium. After waiting for its contention window a node can 
start transmitting and by using SIFS and NAV it can seize the medium for as long as 
necessary to complete the operation. The countdown of the contention window is 
postponed when the medium becomes occupied. The contention window increases for 
each time the unicast retry counter increases. Broadcasts do not use RTS or ACK and 
will not be retransmitted. 

The Basic Service Set (BSS) defines a group of nodes that communicate within a 
basic service area defined by the range of the wireless medium. The 802.11 standard 
defines two types of topologies, Independent BSS (IBSS) and infrastructure BSS. 
Nodes in IBSS mode are free to directly communicate with each other and do not 
need a backbone structure support. On the other hand, nodes in infrastructure BSS 
mode require support of an Access Point (AP) and no direct communication between 
nodes is permitted. The basic service area then corresponds to the AP transmission 
range. 

Infrastructure BSS mode 
Wireless LAN (WLAN) is the wireless equivalent to wired Ethernet and 

implements the 802.11 infrastructure BSS mode. A distribution system (e.g Ethernet) 
connects the APs to the wired LAN extending network access to wireless nodes as 
illustrated by figure 2.6. All communication goes through APs which perform 
bridging between the wireless and the wired medium (i.e. receives the 802.11 frame 
and reconstructs an 802.3 Ethernet frame for delivery on the distribution system). To 
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discover available APs, a station scans each channel for beacon frames. With 
information from a beacon the station can synchronize with the AP. A station must 
then associate with an AP to obtain the network service and the AP may require 
authentication (e.g. open system or shared key) and privacy data. 

Figure 2.6.  802.11 Infrastructure network 

The limited basic service area of an AP could be enlarged into a multiple cell 
WLAN deploying the Extended Service Set (ESS) by chaining BSSs together. APs in 
the same ESS are configured with the same Service Set identifier (SSID). The 
individual BSSs would operate at different channels and overlap with each other 
creating a continuous coverage area. Nodes inside the ESS may communicate by the 
MAC layer bridging between the BSSs. 

Micro-mobility is supported within the ESS/BSS and correspond to re-association 
with a new AP. Re-association with an AP outside the subnet involves a change of IP 
address and requires IP-mobility support to avoid interruption. 

Independent BSS mode 
Ad hoc networks are often deployed by nodes in 802.11 independent BSS mode. 

Direct communication between hosts is achieved by configuring the stations to use 
IBSS mode with the same SSID and channel number. 802.11 IBSS mode does not 
implement multi-hop communication or ad hoc routing (see 2.3.7 and 2.3.8).  

802.11e MAC Enhancements for Quality of Service 
The 802.11e standard enhances the 802.11 MAC to support Quality of Service 

requirements (i.e. delay sensitive applications). A Hybrid Coordination Function 
(HCF) includes the Enhanced Distributed Channel Access (EDCA) and priority of 
traffic classes. A high priority traffic class uses a shorter interframe space before 
accessing the medium than a lower class and thereby has a higher probability to gain 
access to the medium. A high priority class also has a longer Transmit Opportunity 
(TXOP) (i.e. time to hold on to the access) than a lower class and thereby could send 
more traffic.  
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802.11s Wireless Mesh Networks 
The 802.11 Extended Service Set mesh networking standard targets infrastructure 

network extension at the data-link layer to create a multi-hop wireless distribution 
system (WDS). A WDS connects Mesh Access Points (MAP) via Mesh Points (MP) 
to Mesh Portals (MPP) (i.e. Internet gateways) as illustrated by figure 2.7. The mesh 
should be unmanaged and dynamically select communication channels/interfaces, 
discover neighbor MPs and establish links.  

Figure 2.7.  802.11s Wireless Mesh Network 

An 802.11 client (station) sees the MAP as a regular 802.11 AP and the traffic is 
“routed” (i.e. path selection at the data-link layer) to the MPP. Mesh products could 
use separate radios for client access and for the backhaul. The default path selection 
protocol is Hybrid Wireless Mesh Protocol (HWMP) [31] which is based on the 
reactive RM-AODV and extended for support of proactive routes (AODV is further 
described in section 2.3.8). Neighbor links are established through link-local 
broadcast of beacons. The proactive routing process uses MPP root announcements 
and MP registrations for setting up forward/reverse routes to create a tree routing 
structure.

The amount of airtime consumed per packet transmission is used as routing metric. 
The airtime cost is based on constants (channel access overhead, MAC protocol 
overhead and test frame size) and dynamic parameters (transmission bit rate and 
frame error rate).  

IEEE 802.11s is an ongoing standardization work that still is working with the first 
draft. 

2.3.4 WiMAX networks 

Worldwide interoperability for Microwave Access (WiMAX) Forum is a 
certification organization for the IEEE 802.16 standards. 

The 802.16 Broadband Wireless Access work group [32] has a standard for 
Wireless MAN called 802.16-2004 that enables up to 70 Mbps communication and up 
to 50 km transmission range. It has MAC layer support for differentiated quality of 
service and multiple physical layer technologies. Non-line-of-sight transmissions use 
the lower frequency range from 2 to 11GHz. Line-of-sight transmissions use higher 
frequencies from 10 to 66 GHz. The 802.16 PHY standards support both frequency 
and time division duplexing in single-carrier modulation (SC/SCa) as well as OFDM 
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and orthogonal frequency division multiple access (OFDMA) multiple carrier 
modulation. The upcoming WiMAXm (mobile, 802.16e-2005) standard will add 
scalable orthogonal frequency multiple access (SOFDMA), multiple antenna support 
through Multiple-Input Multiple-Output communications (MIMO) and mobility 
between base stations. 

802.16 MAC layer functionality is divided into three sublayers. The service-
specific Convergence Sublayer handles transformation of data received by the MAC 
Common Part Sublayer (CPS). The MAC CPS provides core access functionalities 
like bandwidth allocation, connection establishment and maintenance. It applies QoS 
to the scheduling and transmission of data to the PHY layer. The third sublayer is a 
security sublayer adding authentication, key exchange and encryption. In contrast to 
802.11, a WiMAX subscriber station (SS) only competes once for accessing the 
medium. After the initial association the SS is allocated an access slot by the base 
station which can not be used by other SSs. The slot guarantee access to the medium 
and the size of the slot can change to reflect QoS requirements. 

The WiMAX consortium is looking at solutions including access service networks 
and core service networks enabling IP mobility on top of the data-link layer mobility 
supported by 802.16. 

In 802.16e a mobility function is managing mobility at the data-link layer as an 
interaction between base-stations and the mobile node (MN) performing radio 
signaling measurements. 

2.3.5 Telecommunication networks 

Telecommunication networks was initially designed for circuit-switched voice 
communication and has evolved to support packet based tcp/ip data communication. 
Telecommunication technologies are more network-centric than Internet technologies. 
Due to the architecture, mobility is managed inside the network and the terminal 
keeps the IP address. Flow and session mobility is introduced by the IMS overlay 
signaling (see 2.2.4). Telecommunication technologies offer packet delivery services 
in 2.5G and 3G networks. General Packet Radio Service (GPRS) uses unused TDMA 
channels in the GSM network and can provide up to 171.2 kbps when using all eight 
timeslots. The upstream capacity is often lower than the downstream and when 
dedicated voice channels are setup by phones, the bandwidth available for packet 
switched data shrinks. Enhanced Data rates for Global Evolution (EDGE) technology 
extends the data rate up to 200 kbps. GPRS enables mobile Internet functionality by 
bridging between the Internet and the radio network. The bridging is performed in the 
GPRS core network by the Gateway GPRS Support Node (GGSN). The Serving 
GPRS Support Nodes (SGSN) handle the interworking with the radio access network 
(RAN) and tunnel packets to the GGSN with the GPRS tunneling protocol (GTP). 
The packet control unit (PCU) and the base station controller (BSC) control the 
physical layer radio signaling of the base transceiver stations (BTS).   

To connect to the network the mobile station (MS) has to send a GPRS attach 
request to the SGSN which authorizes the MS via the home location register (HLR). 
Then the MS must activate a packet data protocol (PDP) context in order to request a 
service. The PDP context is a logical association between a GGSN and a MS 



Chapter 2. Background

23

describing the QoS profile of the connection. A MS can have up to 11 active PDP 
contexts. The PDP is stored at both the visited SGSN and the GGSN acting as a 
gateway to the Internet. The GGSN IP address is given by name resolution to a 
private DNS server and a tunnel is established between the SGSN and the GGSN. 
When the MS receives its private IP address, a virtual connection is established and 
the GGSN creates an association between the tunnel and the external network. The 
MS could establish a secondary PDP context with the same service requiring a 
different QoS profile for the new connection. Requiring a new service will render in 
receiving a new IP address. 

Universal Mobile Telecommunications System (UMTS) uses the W-CDMA air 
interface in combination with GSM/GPRS core network functionality and provides 
data rates up to 1920 kbps. The GGSN and SGSN functionality is the same as in 
GPRS (3GPP Release 99). The UMTS Terrestrial Radio Access Network (UTRAN) 
connects base stations (Node B) through a Radio Network Controller (RNC) as 
illustrated by figure 2.8. 

Figure 2.8.  UMTS network  

High Speed Downlink Packet Access (HSDPA) extends the downlink service in 
W-CDMA up to 14.4 Mbps and High Speed Uplink Packet Access (HSUPA) extends 
the uplink service. 

In UMTS networks, mobility is supported within the network by the SGSN and 
GGSN for data traffic. To support multimedia streams a Call Session Control 
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Function (CSCF) is defined to handle media communication and mobility (see IMS 
2.2.4). 

The 3GPP consortium has initiated a Long Term Evolution (LTE) process to 
handle proposals on the evolution of the UTRAN radio technology during next 10 
years and beyond. The target is to improve services and reduce operator and user 
costs. System Architecture Evolution (SAE) extends the use of IP networks and aims 
to reduce the complexity of the core network infrastructure. LTE/SAE combines 
access functions into an Evolved RAN and an Evolved Packet Core network. 

2.3.6 Other network technologies 

The IEEE 802 family consists of several complementary wireless technology 
standards. The 802.15 work group for wireless personal area networks (WPAN) [33] 
has standardized 802.15.1 based on the Bluetooth specification for communicating at 
1Mbps in the 2.4 GHz band. 802.15.4 is based on the ZigBee specification and is 
another WPAN technology that targets power efficient short range low bandwidth 
communication.   

802.20 Mobile Broadband Wireless Access (MBWA) work group [34] targets high 
mobility communication operating in licensed bands below 3.5 GHz and supporting 
up to 1 Mbps throughput. 

2.3.7 Multi-hop wireless networks 

Direct communication can only be achieved between nodes within the transmission 
range of any technology. This is what limits the coverage area of infrastructure 
networks that require all traffic to be one hop from an AP. To enable communication 
between nodes out of transmission range, support is needed from intermediate nodes 
to relay the traffic. This can be applied to nodes communicating with or without an 
infrastructure support. Such relaying support could be implemented at the data-link 
layer or at the networking layer.  

Network layer implementations are often in the form of a routing protocol where 
the multi-hop routes are discovered proactively or on demand. MAC layer 
implementations hide the multi-hop properties of the subnet and do not interact with 
the IP routing table. Routing based on MAC addresses is often referred to as data-link 
layer path setup.  

In both cases the intermediate node has to be able to forward packets destined for 
another node.  

2.3.8 Ad hoc routing 

The term “ad hoc” could mean different things in different contexts. The common 
meaning within the network community is that this term refers to a multi-hop wireless 
network. In 802.11 vocabularies, “ad hoc” refers to lack of infrastructure, allowing 
direct one hop communication between stations. Mobile ad hoc network (MANET) 



Chapter 2. Background

25

[35] is another term defining a multi-hop network that may operate in isolation or 
may have a gateway to a fixed network.  

To handle routing in wireless multi-hop networks, specific routing protocols are 
developed. They are classified as either proactive (table driven) or reactive (on 
demand) protocols. The proactive protocols maintain a route table at each node in the 
same manner as fixed network routing protocols (e.g. RIP, OSPF) [36,37]. An 
example is the Destination-Sequence Distance-Vector (DSDV) [38] routing protocol 
that lists the available destinations and their hop counts. DSDV transmits routing 
updates periodically or based on events and uses sequence numbers for preventing 
routing loops. Another example of proactive routing is the Cluster Switch Gateway 
Routing (CSGR) [39] protocol that adds a hierarchical structure to DSDV with cluster 
heads forming a wireless backbone. Optimized Link State Routing (OLSR) [40] 
reduces the flooding overhead in the route update process by introducing multipoint 
relays (MPRs) as illustrated by figure 2.9. MPRs are selected nodes which generate 
and forward the updates. A MPR may choose to report only links between itself and 
its peer MPRs.  

Figure 2.9.  OLSR proactive cluster routing with multipoint relays 

The reactive routing protocols have an advantage of not having the overhead of 
periodically routing updates. This leads on the other hand to the need for a route 
discovery process. In the discovery process, route requests (RREQ) are broadcast 
throughout the network and the destination answers with a route reply (RREP) as 
illustrated by figure 2.10. Dynamic Source Routing (DSR) [41] is an on-demand 
protocol that uses source routes for each destination. The route discovery process 
requires intermediate nodes to attach their address before rebroadcasting the RREQ. 
The destinations RREP could use the reverse route of the RREQ or be piggybacked 
on a new RREQ broadcast for the source. Promiscuous listening enables route 
caching and route shortening. Ad Hoc On-Demand Distance Vector (AODV) [42] is a 
distance vector protocol that establishes reverse routes in the route discovery process. 
A RREP is unicast back to the source creating the forwarding route towards the 
destination. The RREP could be sent from the destination or, if allowed by the source, 
from an intermediate node having a route to the destination.  

Figure 2.10 illustrates the AODV route discovery procedure. 
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Figure 2.10.  AODV reactive routing with route discovery 

Most ad hoc routing protocols use hop count as routing metric. The reason is that 
throughput decreases with the number of hops in a route. When all nodes share the 
same channel the path throughput approaches the fraction 1/(number of hops) of the 
bandwidth. Alternative wireless routing metrics are described in section 3.5. 

2.4 Global Connectivity

Ad hoc networks have been seen as standalone networks. To integrate such 
dynamic networks with the fixed structure of wired IP networks and the Internet calls 
for new approaches. The main problem is the hierarchical one hop subnet view of 
traditional routing protocols compared to the flat multi-hop subnet view of ad hoc 
networks. A gateway bridging these two networks has to have network interfaces on 
both types of networks (i.e. the gateway needs to be a part of both the global routing 
and the local ad hoc routing). The network connecting the gateway to the Internet 
could be traditional wired backbone (e.g. Ethernet) or some type of wireless 
infrastructure (e.g WLAN, GPRS/UMTS) as illustrated by figure 2.11. In the first 
case the ad hoc network provides a local dynamic network structure to support mobile 
hosts while in the second case the network itself could also be mobile (e.g. train, bus). 

Figure 2.11.  Global connectivity network 
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The designers of a globally connected system have several choices to consider. 
Since ad hoc networks do not adapt to the subnet approach requiring nodes to have 
the same network prefix for routing decisions the question of IP addresses arises. To 
be able to communicate with nodes in the Internet the nodes need a globally routable 
source IP address. This could be solved by nodes acquiring an IP addresses through 
DHCP [43] or by using some other addressing service like MIP (see 2.2.1). A related 
question is whether the ad hoc nodes should be aware of the global connection and 
treat traffic for local and global destinations differently. If nodes are not aware, the 
gateway responds with a proxy-reply on the behalf of Internet destinations in the ad 
hoc route discovery process. If nodes are aware, they need to discover the gateway(s), 
have a way to find out the location of a destination and decide how to forward traffic 
towards the Internet destinations.  

Most approaches treat global connectivity networks as a mobile ad hoc stub 
network and add Mobile IP functionality into the solution to handle macro mobility.  

2.5 Multihoming 

A multihomed [44] node is physically connected through multiple network 
interfaces that have different IP addresses and could be attached to the same or to 
different networks as well as use the same or different access technologies. In IPv6 
each network interface could have multiple IP addresses. Multihoming benefits 
include redundancy, load balancing, increased reliability and stability to network 
failure. Multihoming could also be used to differentiate traffic based on policies like 
cost, available bandwidth, latency or jitter. 

Host-centric (user device) multihoming could be provided at different layers. 
Stream Control Transmission Protocol (SCTP) [17] is an example of a protocol 
supporting multiple IP addresses at the transport layer. Multihomed MIP (M-MIP)[3] 
provides multihoming at the network layer and is transparent to the transport protocol. 

Network-centric (network device) multihoming is used to interconnect multiple 
networks. This is usually done by a router connecting a single subnet to multiple 
provider networks. Figure 2.12 illustrates host- and network- centric multihoming. 

Figure 2.12.  Host and network multihoming 
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2.5.1 Heterogeneous networks 

Heterogeneous networks are a mix of different network technologies deployed at 
the same location and often relate to host-centric multihoming. Heterogeneous access 
for a specific device is accomplished by equipping the device with multiple network 
interfaces of different access technologies. One example could be a mobile phone 
with both UMTS and WLAN interfaces. 

One issue to solve in a heterogeneous environment is how to manage and compare 
different technologies. IEEE has started a work group called 802.21 to develop 
standards to enable handover and interoperability between heterogeneous networks. 
The workgroup targets handover initiation, network selection and interface activation 
by providing a common interface for upper layers. This interface provides link layer 
triggers, handover commands and network information. An upper layer decision 
process can use this interface for network information retrieval and to execute its 
handover policy. 

2.5.2 Handover 

Handover is a related topic to multihoming and refers to transfer of the MN from 
one point of attachment to another. The point of attachment could for example be a 
WLAN AP, an ad hoc gateway or a GPRS/UMTS base station. A handover procedure 
includes initiation and execution and could be transparent to the user. The handover 
could be lazy (i.e. stay as long as possible), eager (i.e. change as soon as possible) or 
something in between (i.e. a threshold or other mechanism). Examples of initiation 
triggers include the signal strength or signal quality decreasing below a predefined 
threshold or if congestion occurs in a cell. The execution phase involves the actual 
association with the new access point and a set of protocols to notify the relevant 
peers about the handover. 

Handover between wireless cells of the same type is referred to as horizontal 
handover while vertical handover is between different technologies and is also 
referred to as inter-technology roaming or heterogeneous handover.  

Horizontal handover at the data-link layer could be transparent to the IP layer (i.e. 
micro mobility) or in collaboration with (at the same time as) network layer handover 
(i.e. macro mobility). Vertical handover usually involves network layer handover. 

WLAN handover is lazy and is usually triggered by a weak beacon signal from the 
current AP. The MN scans for the strongest beacon from neighboring APs and sends a 
re-association request to the new AP. The handover could be between APs belonging 
to the same ESS, between ESSs or between individual BSSs. With the IEEE Inter-
access point protocol (IAPP) standard (802.11f), communication between APs 
relating to handover will work between devices from different vendors.     

GPRS/UMTS mobility and handover are considered at data-link layer and are 
managed by the network hardware through a location management function updating 
the PDP context with the mobile station’s logical association. Intra-cell handover is 
triggered by bad channel quality. The mobile stations measure the signal strength of 
all base transceiver stations and report to the base station controller for inter-cell 
handover decision. Another example of inter-cell handover initiation is congestion in 



Chapter 2. Background

29

a cell. Moving to a new cell could lead to inter-BSC handover, inter-SGSN handover 
or inter-GGSN handover (i.e. roaming). Managing handover decisions in the network 
enables full control of resource allocation and of when and where to handover. 

Heterogeneous handover usually relates to network layer handover which is 
standardized by MIP [15]. The MNs are assumed to have support for multiple 
wireless network interfaces and need the ability to decide when and where to 
handover.  

Mobility management systems strive to perform a handover before the current 
network connectivity is lost (soft/seamless handover). For example due to gaps in the 
coverage area a hard handover can not always be avoided and should be encountered 
for in the management system.  

2.6 Multimedia distribution 

Distribution of packet based multimedia to mobile nodes accessing the Internet via 
heterogeneous access involves a lot of issues. The type of access technology and the 
transport protocol more or less influences the selection of mobility management. 
Voice and video is usually transmitted via the Real-time Transport Protocol (RTP) 
[45] which provides end-to-end delivery of real-time data and includes payload type 
(codec) identification, sequence number, time stamp and source information. Since 
most RTP sessions are sent over UDP, the packets may arrive out of order or with 
varying end-to-end delay (jitter). The RTP Control Protocol (RTCP) provides a 
feedback channel and enables applications (i.e. codecs) to adapt to the network 
environment. Both SIP and MIP could handle mobility of UDP sessions but introduce 
a delay and perhaps packet loss with handover execution. Delay and jitter could for 
some applications (e.g. streaming media) be managed by using a play-back buffer of a 
number of seconds where packets are reordered in sequence and then played with an 
interval according to the timestamp.  

The Transmission Control Protocol (TCP) [46] is one of the core protocols of the 
Internet protocol suite. TCP guarantees reliable and in-order delivery of an 
application byte stream to the receiver. It requires a connection establishment (i.e. 3-
way handshake) before sending data and a termination at completion. TCP also has 
mechanisms for flow control and congestion control. TCP uses the source and 
destination IP address and port pairs to identify a flow and thereby does not support a 
change in IP addresses or ports without breaking the session. TCP is optimized to 
wired links and the retransmission of packets on wireless links has harmful effects. 
TCP consider a packet loss is due to congestion and the window size is reduced 
dramatically. Wireless links could drop packets due to interference, fading, handoff 
etc. and the time it takes to perform link layer retransmission of frames could lead to 
transport layer retransmissions. 

TCP sessions are usually short lived and applications could often be restarted. 
However, important examples of long lived TCP sessions are virtual private networks 
(VPN) and other remote access services like SSH. MIP is a standardized mobility 
management protocol that handles mobility of TCP session. 
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2.6.1 Quality of Service 

A solution to enable service differentiation within a WLAN is the 802.11e standard 
that introduces link layer service classes. Different interframe spaces are assigned to 
different service classes. A frame assigned to a higher service class (with a shorter 
interframe space) will faster get access to the medium. Similar solutions are 
incorporated within other access technologies (e.g. 802.16d/e). 

Different types of media have different network related requirements. Bandwidth, 
delay, jitter and packet loss is the most critical parameters that are affected both by a 
wireless access and heterogeneous mobility. The 802.21 standard is one way to 
compare QoS of access networks. 

Integrated Services (IntServ) and Differentiated Services (DiffServ) management 
could be included in the mobility management system. QoS management at the IP 
layer needs matching to the wireless link layer QoS management.  

Handover between network providers in a heterogeneous network will be affected 
by the Service Level Agreements (SLA). Users will have one SLA at their home 
network and probably different agreements at the visited networks. This affects the 
suitability to handover real time sessions between access networks. 

2.7 Chapter summary 

This chapter presented background information to the thesis work. The basic 
technologies of mobility management were presented. Wireless access networks were 
presented with a focus on the IEEE 802.11 family. Global connectivity was presented. 
Multihoming and handover issues were discussed together with multimedia 
distribution and quality of service. The strengths and weaknesses of each technology 
are identified. 

The next chapter presents related work.  



31

Chapter 3. Related work 

This chapter presents related work in the areas of mobility management, wireless 
networks, global connectivity, multihoming and routing in wireless networks. It 
highlights current research challenges, reflects and comments on the solutions. This 
thesis is influenced by this research and contributes to it.  

3.1 Mobility management

Soliman et al [47] propose a Hierarchical Mobile IP (H-MIP) protocol which 
addresses the handover latency due to the distance between the MN and the HA. H-
MIP changes the micro mobility domain structure in MIP as shown in figure 3.1 and 
introduces mobility anchor points (MAP) which manage mobility within the domain. 
The MNs use two addresses, a regional care-of address (RCoA) registered with the 
HA and an on-link care-of address (LCoA) registered with the MAP. Multiple MAPs 
could be deployed in an access network and the access routers (AR) advertise the 
available MAPs. Tunnelling is used between the HAs, MAPs and MNs. Micro 
mobility signalling is kept inside the domain enabling faster handover times when 
moving between the ARs. Generally, wireless access networks handle micro mobility 
and therefore additional solutions like H-MIP can become redundant.  

Koodli et al [48] introduce fast handover which is another extension to MIP, 
addressing handover latency. A tunnel between the previous AP and the new AP 
prevents packet loss during the handover until all CNs are updated. Link layer 
signaling and AP neighbor information enables the MN to form a prospective address, 
used immediately after attaching to the new subnet link. The solution requires new 
functionalities in the APs and preconfigured knowledge of neighbor APs. 

Figure 3.1.  H-MIP network 
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Hseih et al [49] propose a seamless handoff architecture for Mobile IP (S-MIP) by 
extending H-MIP and fast handover. The MN selects when to perform handover and 
the access network decides the new AP. S-MIP uses the number of attached MNs to 
decide which AP to associate with. The AP signal strength is used for mobility 
detection and when the MN signals the handover decision, identical packets will be 
sent to all available APs. The previous AP tunnels packets to the new AP and when 
all identical packets have arrived, the duplication will end.  

Zhang et al [50] propose a paging extension to MIP which address reduced 
signalling cost. Paging of idle MNs is enabled within a paging area consisting of 
several preconfigured APs. MNs will often be in idle mode and to save energy the 
paging takes off the burden of the registration process. Paging lets the MN move 
within a larger area without having the exact location registered with the HA. 
Location accuracy is low and limits location aware services. MIP demands the same 
registration process even for idle nodes. Idle nodes moving into a new area register 
with the FAs/HAs. MNs still listen for advertisements/paging and could receive 
packets. A P-bit in advertisements and registrations indicates paging support. Paging 
protocols distinguish between Idle and Active MNs. A MN switches to idle mode after 
the active mode timer expires. Idle MNs are not required to register when moving 
within a paging area. When a MN changes its point of attachment or when an idle MN 
moves into a new paging area, it registers with the HA. In search for an idle MN to 
enable delivery of a packet, the registered FA broadcasts a paging request message in 
its own network and to all other FAs in the paging area. The idle MN receiving the 
request will reply and switch to active mode.  

Chuon and Guha [51] propose a distributed individual paging for MIP (DIP-MIP) 
which enables a MN to define its own paging area instead of using a preconfigured 
size. The paging area is calculated when switching to idle mode by optimizing a 
signalling cost function based on the MN’s individual mobility pattern. The MN 
registers its idle state with the FAs and requests a paging area size. All cells belonging 
to the same paging area are advertised by the FA and stored at the MN. When 
entering a new paging area the MN registers and requests for the cells belonging to 
the new area of the same size. 

Schulzrinne and Wedlund [52] describe how SIP can provide terminal, personal, 
session and service mobility. The paper points out some problems with MIP regarding 
real-time traffic. The tunnelling overhead puts a high burden on small media packets 
and the delay introduced by longer routes affects interactive communication. SIP as 
an application layer protocol on the other hand is more flexible in many ways. The 
support of pre-call mobility (i.e. REGISTER) and mid-call mobility (i.e. re-INVITE) 
enables effective movement of sessions. A hierarchy of proxy servers enables 
shortening of signalling routes and could offer a locality anonymizing service. SIP 
enables mobility of UDP based traffic but can not support TCP mobility and the paper 
describes that MIP should be preferred for terminal mobility. Mobility detection is 
also a problem with SIP since it relies on DHCP for IP address renewal which could 
take some time and then requires some mechanism to inform the application layer. 

Politis et al [53] evaluate pure SIP against a hybrid SIP/MIP solution and their 
ability to handle real-time sessions. Through the evaluation they show the SIP 
superiority in real-time situations and low mobility while MIP is preferred in non real-
time situations and high mobility. The paper investigates possibilities of combining 
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the two protocols into a hybrid solution and proposes this as a complete mobility 
management architecture for IP infrastructures. 

Wang and Abu-Rgheff [54] discuss the benefits of an integrated MIP-SIP solution 
to a hybrid solution where SIP and MIP are independent. A Home Mobility Server is 
proposed to handle all mobility related functionality (e.g. all SIP server functionality, 
MIP HA, AAA and forwarding agent). A tight integration of MIP and SIP uses the 
advantages of both protocols and avoids redundant signalling. TCP connections are 
managed by MIP and real-time route optimization is provided by SIP.   

Chen et al [55] propose a smart decision model to determine the best available 
network in vertical handoff. The decision model considers factors such as user 
preferences, system information and properties of available access networks. The 
model’s score function is based on usage expense, link capacity and power 
consumption in combination with weight factors. The MN switches a virtual interface 
between IP tunnel endpoints at the physical interfaces like MIP with co-located CoA 
and the traffic is sent with UDP encapsulation. The authors do not specify how to 
detect mobility or present any validation of their solution. 

Bi et al [56] propose an integrated IP-layer handover solution that targets the IP-
layer handoff delay. Policies use criteria from user profiles, service requirements and 
network environment. An adaptive handover control scheme combines probed and 
monitored (dynamic and static) information with cross-layer signalling (e.g. L2 
triggers) to enhance the IP-layer handover. The network assists in handover by 
providing capability information of candidate AR. By sending redundant packets the 
packet loss ratio and delay jitter are minimized. To implement the solution a MN must 
be equipped with multiple interfaces of the same technology. This is needed to 
associate to multiple ARs and to receive redundant traffic. The authors do not suggest 
how to handle multiple interfaces, triggers or how to deal with networks of big delay 
difference. 

Soliman et al [57] propose a flow identification option in MIPv6. This 
specification extends MIPv6 to allow it to specify policies associated with each 
binding. A policy can contain a request for a special treatment of a particular flow and 
bind the flow to a care-of address without affecting other flows from the same MN. 
The flow identification is based either on IP addresses, protocol and ports or on the 
IPv6 flow label. Multihomed MNs benefit from flow bindings by enabling parallel 
use of multiple access networks. The proposal does not suggest how to specify a 
policy for controlling flow bindings. The binding cache and binding list must be 
extended to include the flow identifier. The architectural ideas are similar to ours but 
our solution also includes evaluation of available access networks and a decision 
model for network selection and handover timing. 

3.2 Wireless Networks 

Chen et al [58] propose an integration of ad hoc mode with wireless LAN 
infrastructure that combines the 802.11 ad-hoc and infrastructure modes. As the 
number of hosts increases at the AP the throughput per user degrades substantially. 
Hosts communicating locally are allowed to switch to another channel and 
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communicate ad hoc. Hence, there are less contention and collisions in the WLAN 
channel, increasing the system throughput for both WLAN and ad hoc users. The AP 
administrates the ad hoc communication which is transparent to the user. The mode 
switching only affects parameters in the link-layer frames and the AP sends a Mode 
Switch Notification to the MNs with channel number, bssid and time. Each host 
maintains a status table with bssid, mode, I-channel, A-channel and alive-timer as 
illustrated by figure 3.2. 

Bssid Mode I-Mode channel A-Mode channel Alive-timer 

CSD3 A 0 1 10.0 

Figure 3.2.  MN status table 

Hosts in ad hoc mode periodically send alive requests to the AP or a request to 
switch back to infrastructure mode. A traffic monitoring module at the AP distributes 
load by identifying local communication and tries to switch hosts to ad hoc mode. 
This is only done when the AP is highly utilized. Chen et al [58] identify lack of 
accurate load measurements research as a problem and use the number of flows and 
channel utilization as indicators. The solution takes an interesting approach of 
combining ad hoc and infrastructure mode by controlling channel and communication 
mode to achieve better bandwidth utilization. It does however rely on traffic patterns 
(i.e. local traffic) and does not extend the coverage area of the APs or allow multi-hop 
communication. 

Lundgren et al [59] discuss the issues of coping with communication gray zones in 
IEEE 802.11b based ad hoc networks and the difference in broadcast and unicast 
transmissions in real world 802.11b networks. 2Mbps broadcast reaches longer than 
unicast sent in 11 Mbps which could lead to problems when broadcast is used for 
control traffic like route discovery etc. This difference is not discovered in 
simulations since simulators conform to the assumption that 802.11b is bidirectional 
and only deploy an on/off transmission range model which uses the same bit rate at all 
transmissions. A real world implementation of AODV-UU [60] discovered that 
routing information (HELLO) sent by broadcast could indicate that a route is 
available but the node fails when trying to send data over the link. The gray zone 
problem is illustrated in figure 3.3. 

Figure 3.3.  Communication gray zones 
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A study in [59] of how to eliminate gray zones proposes three solutions. 
Exchanging neighbor sets supports only bidirectional links at a cost of introducing 
latency. N-Consecutive HELLOs add stability by waiting to accept neighbors which 
also introduce latency. SNR Threshold for Control Packets will skip "weak" control 
packets and avoid links with bad quality. This leads to selecting longer but safer 
routes but have the problem with not being able to use a weak link if no other option 
is available. In [59] original AODV is compared with AODV-SNR, LUNAR and 
OLSR. This study shows how AODV performance improves when avoiding weak 
links. The work highlights the need for access to link layer information. 

Bhatt et al [61] evaluate the impact of mobility on performance using bit error rate 
(BER) and minimal node density metrics. Mobility is one of the most important 
factors that could cause packet errors. The BER degrades with increased message 
length or speed due to movement during transmission and improves with higher node 
density (shorter links). To combat the effects of mobility on BER a reduction in 
message length or the use of coding could be considered. Bhatt et al [61]  illustrate the 
mobility effects on BER but they base their work on a circuit-switched ad hoc 
network and do not suggest how to practically use their results.  

Li et al [62] examine the capacity in wireless ad hoc networks in relation to 
network size, traffic patterns and detailed local radio interactions in 802.11 ad hoc 
networks. Li et al [62] describe how the deployment of large ad hoc networks depends 
on the locality of the communication. They show that the total capacity scale with the 
network size if the distance between communicating peers is small, since nodes which 
are sufficiently apart can transmit concurrently. When stressing ad hoc protocols the 
symptom of failure is congestion losses which leads to lost or incorrect routing 
information. The paper examines the interaction between ad hoc forwarding and the 
802.11 MAC in both single cell capacity and chain of nodes capacity in a static ad hoc 
network (i.e. no mobility during transmission). A simulation study assumes the 
802.11 Distributed Coordination Function (DCF) (i.e. RTS/CTS/Data/ACK frames) 
with double back-off timer for each timeout. The node transmission rate is 2Mbps and 
the transmission range is 250 meters with an interfering range of 550 meters. A single 
cell evaluation sets the baseline for comparison and achieves a maximum capacity of 
1.7Mbps data throughput between two nodes. As the number of competing nodes 
increases or the packet size decreases the throughput goes down and could in the 
worst case approach 0.25 Mbps. When evaluating capacity of a chain of nodes the 
theoretical throughput would be 1/4 of max (0.425 Mbps). However a simulation 
show that a throughput of only 1/7 (0.25 Mbps) is achieved as the chain length 
increases. Figure 3.4 illustrates the effects of interference in a chain of nodes. 

Figure 3.4.  Transmission range and interference in a chain of nodes 
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A maximum throughput was achieved at 0.41 Mbps which shows the 802.11 MAC 
capability of sending at the optimal rate, but it does not discover this optimum 
schedule of its own. The nodes at the end of the chain experience less interference and 
would thereby insert more packets than the nodes in the middle could handle. This 
shows how the traffic pattern (i.e. route length) in an ad hoc network has great 
influence on the throughput and scalability. The random traffic scenario is shown to 
be the most pessimistic traffic pattern which results in the least throughput. 

3.3 Global Connectivity 

Jönsson et al [63] give a system description of integration of reactive mobile ad 
hoc networks (MANET) and MIP mobility to achieve internet connectivity. The 
system adapts MIPv4 to a multi-hop environment by relying on the ad hoc routing 
protocol to forward messages between the FAs and the MNs as well as rebroadcast 
agent advertisements. Jönsson et al [63] identify the benefits of using the closest 
gateway and propose a gateway selection algorithm based on hop count. Tunneling 
between the MN and the FA keeps the ad hoc network transparent to MIP and creates 
a one hop illusion. The hosts that do not require internet access would see the ad hoc 
network as a standalone network. The tunneling approach also enables MIPMANET 
to incorporate the default route concept into on-demand routing. However the MNs 
are required to search the ad hoc network before discovering that the destination is on 
the Internet. This process however introduces latency. The MN’s home IP address is 
assumed to be a valid identifier in the ad hoc routing protocol. Mobile IP states an 
advertisement period of one second which combined with broadcast flooding would 
give high overhead. Jönsson et al [63] suggest a 5 second period which balances the 
negative effects of delayed movement detection, gateway discovery etc. They also 
propose to switch between FAs if the new FA is at least two hops closer for two 
consecutive advertisements. A simulation study shows the benefits of broadcasting 
agent advertisements compared to using unicast solicitation/advertisement. The 
solution introduces basic concepts of global connectivity and discusses important 
research issues. There are however ways to extend this work by using other metrics 
for gateway selection or further using the advertisements already sent in the network. 

Nordström et al [64] compare two gateway forwarding strategies in ad hoc 
networks, namely default routes vs. tunneling. Mobile IP handles routing of packets 
from Internet CNs to MNs and the AODV protocol handle routing of packets in ad 
hoc networks. The AODV protocol has problems with handling outside addresses. 
Therefore designers of global connected ad hoc networks have to decide on a strategy 
of how to forward packets to gateways through the ad hoc network. Standard default 
routes need modifications to work in a multi-hop environment and may have 
problems with inconsistent routes. Tunneling is an appealing design solution that 
works well with multiple gateways. A half tunnel (to the gateway) creates a one hop 
illusion between end hosts. To enable tunneling the MNs need to know the gateway’s 
local address which it learns from agent advertisements. Before the gateway 
forwarding the MN must decide the location of the CN. The two strategies discussed 
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in the paper are sending a route request and see if there is no reply, or if a more 
efficient gateway proxy reply could be received. Tunneling is more suitable and 
provides benefits like protocol transparency, external route aggregation, avoiding 
route inconsistency and forwarding efficiency. It is an efficient forwarding strategy 
which requires only two lookups in the routing table at the source (destination and 
gateway) and one lookup at intermediate nodes (gateways). This solution is a well 
accepted approach of gateway forwarding in internet access ad hoc networks. 
However the approach could be extended by installing routes to the gateway in a 
proactive way from agent advertisements. 

Ratanchandani and Kravets [65] propose a hybrid (proactive/reactive) scheme to 
discover gateways in order to limit the effects of broadcast overhead. The length of 
forwarding of agent advertisements (AA) is only a few hops and the MNs not 
receiving AA send agent solicitation requests. Intermediate nodes are allowed to reply 
on a solicitation with AA and to eavesdrop and cache AA information that is sent by 
unicast to the requesting MN. The system uses reactive route discovery and the FAs 
send proxy-reply for Internet CNs. A simulation study of delivery ratio and overhead 
finds a 10 second beacon interval reasonable with different mobility patterns. It also 
suggests a two hop time-to-live (TTL) in relation to AODV and MIP overheads. 
AODV overhead is decreased and MIP overhead increased with an increase in TTL. 
When mobility aspects are incorporated into the study, a TTL of 4 hops introduces a 
tolerable delay. This solution brings up arguments on a difficult issue that has no 
simple solution. The essence of ad hoc networking is the dynamic topology and there 
is no optimal solution to all scenarios. 

Shin et al [66] propose the use of a wireless backbone of stable links between 
stationary nodes with no energy constraints. Some stationary nodes are Internet 
gateways (IG) with FA functionality and some are wireless routers (WR). Shin et al 
[65] describe some problems that have to be solved when combining proactive MIP 
and reactive ad hoc routing. FAs have to be detected from multiple hops and the 
handover between FAs has to be dynamic. The destination’s location must be detected 
and a packet forwarding strategy must handle local and global traffic. Backbone 
limited broadcasting and priority-based rebroadcast schemes are used to reduce delay 
and control overheads. The agent advertisements (AA) are only rebroadcast by the 
backbone nodes and sent one hop into the ad hoc network. MNs use solicitation if not 
receiving AA and the WRs are allowed to reply on the solicitations, reducing the 
gateway load. Shin et al [66] state that always using the shortest path could lead to 
unstable paths and their solution prefers stable links (backbone). The priority-based 
RREQ rebroadcast scheme uses a timeout before rebroadcasting packets (short in 
backbone, longer in ad hoc nodes). The proposal uses an on-demand route discovery 
scheme and is based on destination address caching of internet hosts in gateways and 
gateway proxy RREP. There are three types of replies, RREP if the destination is 
found in the routing table (local traffic), DP-REP if the destination is found in the 
address cache (global traffic), NDP-REP if no entry is found. If the MN receives a 
deterministic reply, it tunnels packets to the IG. If a non-deterministic reply is 
received, the MN has to wait for the route discovery timer to expire before 
considering the destination to be located in the Internet. The use of timing in the route 
discovery process is an interesting approach but it introduces latency and the same 
approach could be used by increasing hop count instead. Shin et al [66] do not specify 
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if they use a hop count metric in the reactive routing protocol and if they allow an 
intermediate node to reply. If hop count is used a delayed reply with a shorter route 
would overtake the longer but stable route. 

Nilsson et al [67] present how ad hoc networks could be internetworking with 
IPv6. They propose the use of an Internet Gateway multicast group in gateway 
discovery. The MNs use AODV RREQ to find a gateway which responds with a 
RREP, including the globally routable network prefix. The MN auto-configures the 
new address and inserts a default route to the gateway.  To locate a peer the MN could 
either wait for response to a RREQ or send packets directly to the gateway, which 
sends a redirect message if the destination is local. When forwarding the packet to the 
gateway an IPv6 routing header could be used to ensure delivery to the selected 
gateway. Nilsson et al [67] point out the risk of cascading effect if intermediate nodes 
do not have the route to the gateway. They also discuss the latency problem with 
expanded ring search if too small area is searched every time. The solution focuses on 
the gateway’s suitability to decide locality of peers. However this solution does not 
handle multiple gateways or describe how to select which gateway to use. 

Tseng et al [68] discuss several issues related to integrating MIP with MANETs 
and present a solution where MANETs are treated as Internet subnets. The solution 
uses standard MIP functionality where FAs decapsulate tunneled packets and deliver 
them to the MNs. When MNs use a co-located care-of address, the packet is tunneled 
directly to the MN. A route in the MANET consists of several wireless links without 
passing a base station. Each MN serves as a router and has to adopt an ad hoc routing 
protocol (reactive or proactive). Tseng et al [68] propose an architecture where 
gateways interconnect MANETs and the Internet as well as provide MIP FA 
functionality. They discuss the problem when overlapping MANETs makes FAs 
service range unclear and propose a solution where each gateway has a specified 
service range N (number of hops, expressed in the TTL field) which determines the 
size of the MANET. The service range is communicated through periodical agent 
advertisements. Because the ad hoc network could be larger than the MANET size, 
the MNs not receiving advertisements could discover gateways by sending a 
solicitation to the all-routers multicast address. The gateways could define its service 
range independently to reflect capability to provide service and could decide to 
increase its service range when receiving a solicitation request. This partitioning of 
MNs makes the subnet boundaries clearer and forces MNs to select the nearest 
gateway. The solution uses the DSDV ad hoc routing protocol which creates proactive 
intra-MANET routes. MNs will forward non-MANET packets to a gateway which in 
turn forwards them to the Internet. When MANETs overlap and create a large ad hoc 
network, the solution proposes a metric M, defining the protocol service range (i.e. 
max intra-MANET hops). MNs can communicate directly only if within M hops, 
otherwise the traffic has to go through the home network. M has to be greater or equal 
to N to ensure that MNs reach the gateway. Broadcast packets are tunneled to the 
gateway which will broadcast the packets further. This process will ensure that the 
broadcast range is equal to the subnet (i.e. MANET). An implementation is described 
where ARP is required for local traffic in the ad hoc network. All visiting hosts relay 
packets to any destination without using a subnet mask and must enable IP 
forwarding. The FAs could be using different channels to enhance the bandwidth and 
channel reuse. Most wireless cards scan channels only when the current link is broken 
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and this could lead to undetected hosts. The solution is deployed as two application 
layer daemons (MIPd and DSDVd). The values of M and N have to be properly tuned 
to reduce overhead and improve efficiency and the authors suggest to let M = 2N. The 
paper does not include any evaluation of the system or a comparison to other 
solutions. The proactive approach gives a high overhead when mobility is high and 
the hop count gateway selection could cause problems. 

Huang et al [69] present solutions to load balancing in multi-hop mobile ad hoc 
networks (MANET) connected to the Internet. A two-tier network is created where 
the higher tier is wirelessly connected to the Internet through links with different 
capacities (e.g. PHS, GPRS or WLAN). The lower tier communicates through an 
802.11 ad hoc network. This architecture allows the higher tier to act as roaming 
routers creating a mobile ad hoc network that is deployable on a train/car/bus. Huang 
et al [69] focus on the problem of selecting a serving gateway in such a way as to 
keep the network load-balanced to distribute the limited resources of the gateways. It 
is clear that shortest path routes do not separate hosts in a load balanced way. Three 
solutions are presented to achieve a more balanced distribution of the load of the 
gateways. Minimum Load Index (MLI) uses advertised Load Index (LI) of each 
gateway to move boundaries between the gateways. MNs select the gateway with the 
lowest LI. Slow diffusion, to avoid swapping, is controlled by a threshold and a 
probability to switch if gateways have same LI. Figure 3.5 illustrates the gateway 
load-balance differences between shortest path and MLI. 

Figure 3.5.  Shortest Path and MLI gateway service regions 

Host partitioning distributes hosts to gateways by exchanging host traffic load 
and gateway LI information. A centralized assignment service or higher tier 
decentralized assignment selects which gateway each host should use. Delegation of 
hosts is controlled by a timer to avoid rapid changes. Probabilistic routing enables the 
MNs to send a fraction of their traffic to each gateway. Fully probabilistic routing 
protocol sends traffic proportional to the gateway’s capacity. Partially probabilistic 
routing uses a fixed redistribution probability to use the nearest gateway and 
otherwise a probability proportional to the gateways capacity. Simulations compare 
the solutions in different scenarios and demonstrate the capabilities of each solution to 
keep the network load balanced. The simulations are done without mobility, they 
assume symmetric traffic to each host and they do not state which solution should be 
preferred. The solutions address the fair use of gateway capacity problem that relates 
to the maximizing host throughput problem.  
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Wang et al [70] propose a self-organizing, self-addressing, self-routing IPv6-
enabled MANET infrastructure. The nodes are automatically organized in an overlay 
tree architecture and configure their IPv6 addresses according to the tree position. The 
next generation Internet provides enough global addresses to enable mobile hosts to 
acquire a co-located address and connect to the Internet. Wang et al [70] anticipate a 
scenario of many small-size low-mobility MANETs connected to the global Internet 
via access routers. In such a MANET the authors propose integration of the routing 
and addressing protocols to reduce routing overhead. When a node joins the tree it 
configures a logical address and maintains the tree connectivity through heartbeat 
messages and ACKs. The MN maintains default routes to parent and child nodes and 
a soft state routing cache. Longest prefix matching is used for routing in the tree and 
promiscuous listening informs of one-hop neighbors to be inserted in the cache. The 
tree structure utilizes multicast forwarding in a straightforward way. The access router 
(AR) is the root of the tree structure and is the gateway to the Internet. Mobile IPv6 is 
supported so MNs could move between MANETs. The MANET takes the form of a 
subnet which has the AR as a default gateway. Full functionality of IPv6 and ICMPv6 
is supported to enable stateless auto-configuration. The join of the multicast tree 
enables the MNs to choose the position closest to the AR. Performance of the solution 
is not evaluated against another protocol but the flat tree structure is promising. 

Kim et al [71] describe a discovery mechanism for load balancing in a MANET 
with multiple Internet gateways. A discovery classification is introduced and four 
mechanisms are compared in a static scenario. The classification separates control 
message delivery methods and gateway selection methods. The proposed mechanism 
is based on hop count and number of routing entries advertised by IGWs and does not 
take actual traffic load into account. The authors assume that the number of routing 
entries in the gateway indicates the load of the gateway. A study of the weight factor 
indicates how many routing entries should correspond to an extra hop distance. Their 
results with uniform traffic show that 4 entries correspond to a one hop distance and 
that the combination of distance and load performs better than just using distance or 
load. 

Zhao et al [72] propose a dynamic gateway concept to achieve load balancing. 
MNs one hop from a FA is assumed to be able to act as IGWs when needed (i.e. 
dynamic gateway). The IGW selection is based on distance and is complemented with 
the load (number of registered nodes and queue size). Each MN selects the gateway 
with fewer load and distance and the gateway selects the FA with less load and 
distance. The authors do not motivate why they have separated the FA and IGW 
functionalities. 

3.4 Multihoming

Wakikawa et al [73] propose multihoming in MIPv6 by enabling multiple care-of 
address registration. A single interface or multiple interfaces can be used. In IPv6 an 
interface can be configured with multiple IP addresses. Each interface is identified 
with a unique identification number (IFID) and an identification priority value 
(IFPRI). With single interface multihoming, multiple pseudo-interfaces are used. A 
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pseudo-interface is created for each address and each one is given an IFID and IFPRI. 
With multiple interfaces each interface is configured with an IFID and IFPRI. A MN 
could switch between (sub)interfaces but there is no description of how this is 
managed or if multiple interfaces could be used in parallel. 

The MOBIKE (IKEv2 Mobility and Multihoming) working group [74] is 
developing extensions to the Internet Key Exchange Protocol version 2 (IKEv2) to 
enable multiple IP addresses per host or when IP addresses of an IPsec host change 
over time (for example due to mobility). Currently IPsec and IKE Security 
Associations (SAs) are created implicitly between the IP address pair used during the 
protocol run when establishing the IKEv2 SA. These IP addresses are then used in the 
tunnel header for IPsec packets. This is a problem in mobility scenarios where IP 
addresses change due to changes in the point of network attachment or if a 
multihomed host switches to a different interface (e.g. from WLAN to GPRS). The 
main scenario for MOBIKE is to make it possible for a remote VPN user to move 
from one address to another without re-establishing all security associations with the 
VPN gateway. An example would be a user moving from fixed Ethernet in the office, 
disconnecting the laptop and switching to office WLAN. When leaving the office, the 
laptop could start using GPRS, and switch to a different wireless LAN when the user 
arrives at home. MOBIKE updates only the outer (tunnel header) addresses of IPsec 
SAs. The addresses and other traffic selectors used inside the tunnel, stay unchanged. 
Thus, mobility can be invisible to applications and their connections using the VPN. 
This work is related to other work in IETF, such as modification of SCTP [17] end 
points without renegotiation of the security associations or the movement of IKEv2-
based secure connections to enable Mobile IP signaling. 

3.5 Routing in wireless networks

Curran and Dowling [75] propose the use of statistical network link modeling in an 
on-demand probabilistic routing protocol for ad hoc networks (SAMPLE). The 
SAMPLE protocol is an on-demand probabilistic routing protocol favoring stable 
long lived routes. This approach challenges the traditional discrete models that base 
their decision only on the last measurement. Curran and Dowling [75] point out the 
problem in discrete models on lossy links when a single packet loss may indicate link 
failure and force routing updates. SAMPLE uses statistical observations from 
promiscuous listening to calculate the number of attempted transmissions per 
succeeded transmission for each link, which is used as link cost. Reinforcement 
learning techniques are used to calculate suboptimal routes with a 10 sec history 
which will give the probability of successful transmission. When compared to DSR 
and AODV, SAMPLE gives a higher delivery ratio and needs fewer transmissions per 
delivered packet in a lossy environment. 

Awerbuch et al [76] evaluate performance of mobile ad hoc networks by 
comparing the PULSE protocol with DSR. PULSE is an energy efficient multi-hop 
infrastructure routing protocol that use periodic broadcasts (i.e. the pulse) to create a 
proactive tree routing structure towards the pulse source. All routing traffic is unicast 
except the pulse. Packets are sent up the tree (towards the pulse source) until they 
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reach a node that is parent to both the source and destination as illustrated by figure 
3.6. This approach leads to longer routes but has inherent scalability benefits like 
periodic and simultaneous repair of broken routes.  

Source Destination

Pulse Source

Figure 3.6.  PULSE tree routing 

The PULSE protocol also offers energy saving functionality and network wide 
synchronization. Idle nodes not required for packet forwarding could switch to energy 
saving mode between pulses. The pulse gives a fixed overhead of 15% (i.e. pulse + 
reservation packets) and requires all nodes to power on during the pulse period (i.e. 
max 85% power save). Hosts use route reservation to create reverse routes and the 
solution supports paging of idle hosts. PULSE allows a promiscuous neighbor to 
overhear a reservation in order to create a reverse path which gives a shortcut in the 
tree traversal. The simulation study shows that the PULSE protocol performs better 
than DSR with increasing mobility or increasing node density when comparing 
average delivery ratio to offered load. The initial delay with the PULSE protocol 
quickly overtakes DSR performance when increasing the node density. The PULSE 
protocol also responds well to mobility and both delay and delivery ratios deteriorate 
slightly. The pulse approach has similarities to MIP advertisements in an ad hoc 
network and should work in a global connectivity scenario where the pulse source is a 
gateway. A comparison to AODV would have been interesting as well as a 
clarification of the cost of leaving power save mode.  

Tschudin et al [77] propose a lightweight underlay network ad-hoc routing 
(LUNAR) protocol which emulates a single-hop IP subnet and adopts a hybrid 
routing style. Although it does not feature route repair, route caching, route 
maintenance or packet salvation it closely matches the performance of AODV inside 
the "ad hoc horizon". Current ad hoc routing protocols lack or just have one reference 
implementation and there are currently no cross-platform implementations. LUNAR 
has low protocol complexity which eases implementation and it is a hybrid solution 
which reactively discovers new routs but proactively rebuilds active paths every 3 
seconds. Rebuilding the path from scratch removes the need for path maintenance and 
link repair. It is the responsibility of the sources to keep the path active and 
intermediate nodes just keep soft states. The LUNAR ad hoc horizon is limited to 3 
hops due to the wastefulness of handling topology changes in large mobile wireless 
networks. Tschudin et al [77] discuss several reasons for limiting the network size. 
Network interface cards (NIC) already operate close to limits, the freshness of routing 
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information degrades with distance, flooding disturbs remote hosts more than it serves 
local hosts. LUNAR is underlay to IP at layer 2.5 and emulates an ethernet LAN by a 
subnet illusion. It does not interact with IP routing tables but permits self 
configuration elements (e.g. address assignment, gateway discovery). LUNAR is 
based on the SelNet [78] underlay network forwarding abstraction. It links ad hoc 
path establishment to multi hop ARP. SelNet provides a demultiplexing service based 
on the packet header field "selector" of eXtensible Resolution Protocol (XRP) 
packets. Figure 3.7 shows the SelNet ethernet frame format and figure 3.8 shows the 
XRP packet format. 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-...-+-+
| dst (48)| src (48)| typ (16)| selector (64)| data | 
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-...-+-+

Figure 3.7.  SelNet ethernet frame 

The XRP control traffic is of the type request/reply. A XRP message is a container 
which consists of a header and one or more parameters. An example of LUNAR 
Route Request contains the following XRP parameters: 

Request series (Len=12, class=request series, ctype=sel) 
Address to resolve (Len=8, class=target, ctype=IPv4) 
Requested resolution (Len=4, class=reqstyle, ctype=sel/eth) 
Reply address (Len=20, class=reply addr, ctype=sel/eth) 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| version       | ttl          | flags       | reserved      | 
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| length (bytes)                | class         | class-type    | 
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                                                               | 
|               ... contents ...                                | 
|                                                               | 
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure 3.8.  XRP packet format 

The SelNet selector identification prevents broadcast storms. LUNAR traffic is 
sent to a well known selector port and all "control traffic" is translated to SelNet 
signaling. ARP is broadcast as RREQ and the unicast RREP set up the path to the 
destination. Broadcast is handled at intermediate hosts by installing a broadcast or 
unicast forwarding handler. This creates a broadcast delivery tree where a node with 
less than 2 child nodes uses unicast forwarding. The soft state forwarding phases out 
after 6 seconds but the source builds a new path every 3 seconds in parallel and 
switches silently to the new one. LUNAR nodes implement a fake DHCP server 
which resolves IP addresses through XRP messages. LUNAR gateway solicitation use 
XRP resolution and gateway addresses are delivered as a DHCP reply message with 
available gateways. LUNAR is implemented as a Linux user space program which 
uses TUN/TAP and NETLINK, as well as a fully kernelized version. It is also 
implemented as a 1.4 MB self-configuring gateway distribution and as LUNAR for 
embedded systems. Another implementation is for Bluetooth scatternets and there is 
also one for windows as a NDIS wrapper. The performance of LUNAR is evaluated 
against OLSR and AODV where LUNAR performed better than OLSR and plain 
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AODV. This is because LUNAR is not exposed to communication gray zone 
problems (i.e. broadcast path discovery divergence). Tschudin et al [77] state that 
802.11 ad hoc networks should not be larger than 3 hops and 10-15 nodes due to 
severe degradation. The problem with lack of easy installed modules keeps ad hoc 
networking from reaching the public community. 

De Couto et al [79] present a metric to find high-throughput paths on multi-hop 
wireless networks. The Expected Transmission count (ETX) metric considers link 
loss ratios, the asymmetry of the loss ratios in two directions of each link, and the 
interference among the successive hops of a route. ETX is proven to find finds higher 
throughput paths compared to the conventional minimum hop count metric, using a 
test bed evaluation based on Destination Sequenced Distance Vector (DSDV) and 
Dynamic Source Routing (DSR) routing protocols. ETX estimates the number of 
transmissions needed for every successful packet delivery. The link loss ratio is 
calculated and distributed by broadcast packets (link probe) between one hop 
neighbors at a specified time interval (e.g. 1 second). The study verifies the common 
occurrence of asymmetric links in wireless networks and points out that this has to be 
considered in routing metrics. The use of neighbor broadcast introduces some 
overhead and the fact that the broadcast of relatively small packets is done at 
basic_rate (1Mbps) may not completely represent transmission of data packets. 

Draves et al [80] introduce the Expected Transmission Time (ETT) link metric 
which is based on the loss rate and bandwidth of a link. By including link bandwidth 
ETT overcomes some problems of ETX in multi-radio networks. The link metrics are 
summarized to the path metric Weighted Cummulative ETT (WCETT) by also 
including the channel diversity of the path. The problem of calculating accurate 
bandwidth of a link is addressed and related to the autorate transmission of unicast 
packets. The solution does not incorporate the effects of contending traffic or 
congestion.  A study evaluates WCETT, ETX and shortest path in a multi-radio 
environment and shows the benefits of WCETT in heterogeneous multi-radio mesh 
network. 

Mhatere et al [81] propose an Expected Throughput (ETP) routing metric which 
considers the bandwidth sharing mechanism of MAC algorithms. The 802.11 DCF 
algorithm was studied and the effects of contending links were considered. A cross-
layer approach is argued to be necessary to find optimal routes in mesh networks. 

3.6 Chapter summary 

This chapter presented related work. Chapters 4 to 8 present selected publications. 
Chapter 9 discusses the contribution of this thesis work and Chapter 10 concludes the 
thesis. 
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Chapter 4: Traffic load Metrics for Multihomed Mobile 
IP and Global Connectivity1

                                                          
1 This chapter is based on the publication: 

C. Åhlund, R. Brännström, and A. Zaslavsky. Traffic load Metrics for Multihomed Mobile IP 
and Global Connectivity. Telecommunication Systems Journal, Volume 33, Numbers 1-3, 
December, 2006. Springer-Verlag. 

Section 4 in the Journal is moved from this chapter and an extended version is presented in 
the next chapter. 

Minor changes have been made to the publication to improve the presentation. 
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Traffic load Metrics for Multihomed Mobile IP 
and Global Connectivity 

Mobility is an essential and necessary feature for roaming users who connect to 
wireless networks via access points. Access points may have different capabilities, be 
connected to different networks and be installed by different providers. A mobile 
node will discover multiple access points in this environment. In such an 
environment, a mobile node should be able to use the best available connection to 
communicate with a correspondent node and perhaps use multiple connections for 
different nodes. In areas with wireless local area network access, pockets with limited 
or no coverage could exist. Such restricted connectivity could be compensated by 
neighbor nodes that form an ad hoc network and relay packets until they reach an 
access point. This chapter describes and discusses a proposed solution towards 
enabling and supporting connectivity in wireless networks. In the proposed solution 
the network layer software will evaluate and decide which wireless network 
connections to use. A Running Variance Metric (RVM) and a Relative Network Load 
(RNL) are used to measure the traffic load of access points in wireless access 
networks. RVM and RNL can be efficiently used for infrastructure networks and ad 
hoc networks. Multihomed Mobile IP (M-MIP) is an extension of Mobile IP that 
enables mobile nodes to use multiple care-of addresses simultaneously. The extension 
enhances network connectivity by enabling the mobile node, the home agent and 
correspondent nodes to evaluate and select the best connection. A proposed gateway 
architecture using M-MIP that integrates wired IP networks with ad hoc networks is 
described. The M-MIP and gateway architecture using the RVM and RNL metrics 
have been validated with simulation studies and results are presented. 

4.1 Introduction 

The rapid developments in wireless computer communication technologies have 
made wireless communication a vital element for connectivity to wired Internet 
Protocol (IP) networks and the Internet, as well as for communicating peer-to-peer. 
The wireless local area network (WLAN) standard referred to as 802.11 [27], is a 
widely deployed standard. 802.11b [27], theoretically supports a throughput up to 
11Mbps, 802.11a [29], and 802.11g [30], supports up to 54Mbps. To manage quality 
of service (QoS) in 802.11 networks, 802.11e [82], is proposed. Another proposal for 
a wireless standard 802.20 [34], will support mobility and QoS, giving a bandwidth of 
1Mbps per user. The 802.16, [83], standard supporting up to 70Mbps will incorporate 
a proposal for 802.16e that will enable mobility. Both proposed standards, 802.20 and 
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802.16, are for metropolitan area networks. The proposed standard 802.15 [33], is for 
shorter distances and will be used in personal area networks.  

The advent of high bandwidth wireless networks requires support for extended 
network protocols. Today wireless network access is provided by connecting to one 
access point (AP) at a time.  

New functionality needs to be added to mobile nodes (MN) and wireless access 
networks to enable networking software to fully utilize the features and opportunities 
that come with wireless network access. Only then will MNs truly benefit from the 
dynamic behavior of wireless communications. 

To manage network mobility for an MN connecting to IP networks, where 
applications and users are unaware of the support of network mobility, the Mobile IP 
(MIP) [15], has been proposed. In MIP environments handover is managed at the 
network layer when an MN is moving between networks. In wireless network setups 
handover takes place when an MN moves from one AP (the old AP) to another (the 
new AP). 

If the new AP is connected to the same local area network (LAN) or the same 
virtual local area network (VLAN) as the old AP, the handover will only occur at the 
data-link layer. No network layer handover is required. If however, the APs are 
connected to different networks, both data-link layer handover and network layer 
handover will take place. These two handovers usually occur without synchronization 
between the data-link layer and the network layer since the IP stack aims at limiting 
the interaction between layers to sustain modularity.  

In WLANs, the data-link layer handover is based on monitoring the signal-to-noise 
ratio (SNR) and related factors by an MN, which decides when to change the point of 
attachment. The MIP network layer handover decision is based on agent 
advertisements. MIP specifies that if three advertisements in a sequence are lost, the 
network connection is considered lost and a handover will take place. 

The decision of where to associate with a new AP at the data-link layer may not be 
the optimal decision considering network layer performance. Even with a high SNR 
value the performance at the network layer may be poor. To overcome this problem 
network layer performance characteristics need to be discovered and considered when 
deciding which AP to associate with.  

Another new and promising networking technology brought about by the wireless 
capabilities is ad hoc networking [84]. Ad hoc networking enables MNs to create a 
peer-to-peer network on their own without a backbone infrastructure. MNs in ad hoc 
networks usually operate as both end-user nodes and routers. Ad hoc networks have 
so far been regarded as stand-alone networks. However, there is an increasing interest 
in research toward solutions for connecting ad hoc networks to wired networks. 

In areas with WLANs it is difficult to avoid dead spots where there is no radio 
coverage. In such places it may be beneficial for an MN to use intermediate MNs to 
relay its traffic to and from the AP.  

A dynamic network structure can be created by enabling mobility support between 
networks and making ad hoc networks a part of the Internet. To be able to benefit 
from this, solutions for gateways connecting wired IP networks and ad hoc networks 
are needed. Such gateways would enable efficient connectivity for ad hoc nodes 
(MNs) to the wired IP network and the Internet. Assuming today’s traffic patterns 
within the Internet for ad hoc networks as well, we can say that 20% of the traffic is 



Chapter 4: Traffic load Metrics for Multihomed Mobile IP and Global
Connectivity

49

destined for peers in the same network and 80% for destinations outside the network. 
Efficient connectivity to gateways is important. Therefore methods are needed to 
select the best connection to a gateway if multiple gateways are available, or, in the 
case of multiple routes, to a single gateway.   

The work presented in this chapter enables a dynamic wireless network 
infrastructure. MNs are able to communicate with peers in ad hoc mode as well as to 
use a wireless network infrastructure. Mobility between networks is supported. The 
environment is considered trusted, where computer security and network security can 
be defined and established. While security is very important for wireless networks it 
has been left out of the scope for this chapter. Such environments include 
corporations, Universities, etc. All MNs in this environment are assumed to relay 
other MNs traffic. The work does not look at scenarios where MNs may refuse to 
relay traffic, or at the cost efficiency of relaying traffic. 

In this chapter, the terms access point (AP) and gateway are used interchangeably. 
They are considered to host access router (AR) functionality as well as a foreign agent 
(FA) and sometimes a home agent (HA). It will be clear from the context which 
functionality is included. The work presented in this chapter makes the following 
contributions: 

Proposes, describes and evaluates a Running Variance Metric (RVM) and a 
Relative Network Load (RNL) [9] that are used to analyze the performance of 
APs in wireless access networks. The RVM and RNL can be used both for 
infrastructure networks and for ad hoc networks; 
Extends and enhances the Mobile IP (MIP) to enable mobile nodes (MN) to 
register with multiple foreign agents (FA) simultaneously. Such extension 
enhances the network connectivity by enabling the MN, the home agent (HA) 
and correspondent nodes (CN) to evaluate and select the best connection to 
the network. This MIP extension is called Multihomed Mobile IP (M-MIP) 
[9]; 
Proposes, describes and evaluates a gateway architecture enabling global 
connectivity, and integrating ad hoc networks with wired IP networks, where 
the ad hoc network uses a reactive ad hoc routing protocol [9]. Ad hoc 
connections will be used for connectivity to a gateway. MNs that move 
between different ad hoc networks are managed by the M-MIP. By combining 
ad hoc networks and wired IP networks using M-MIP for mobility 
management, a dynamic and adaptable infrastructure is enabled, enhancing 
the network support for mobile users; 

This chapter is organized in the following way. Section 4.2 describes the RVM for 
evaluating performance of Wireless IP Networks at the network layer in order to 
benchmark the APs. M-MIP and the RNL metric are presented in Section 4.3 and 
Section 4.4 describes the connectivity of ad hoc networks and wired IP networks. 
Section 4.5 summarizes the chapter. 
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4.2 The Running Variance Metric 

This section presents an approach to evaluate the relative traffic load at the 
network layer when connecting to access points (AP) used in infrastructure networks 
and gateways connecting between wired IP networks and ad hoc networks. This is 
useful for a mobile node (MN) using Mobile IP (MIP) [15], and for Global 
Connectivity [85], during handover or when being multihomed and selecting the AP 
to use. When using MIP with infrastructure networks, the MN has to rely on the data-
link layer to make a good decision on which AP to use if multiple APs are available. 
After associating with the AP, the network layer is able to discover the network 
connecting the AP and register according to MIP. The decision made at the data-link 
layer may not be optimal considering the performance based on throughput. To 
optimize the selection there is a need to discover the network layer performance when 
deciding which AP to use. With ad hoc networks connectivity to gateways connecting 
to wired IP networks also needs a way to decide which gateway to use. Proposals 
given for this are usually based on the hop-count as described in [63]. Another 
solution is presented in [86]. However, a dynamic metric reflecting the utilization will 
be beneficial for this decision. 

4.2.1 Infrastructure Networks 

MNs when connecting to an AP make decisions based on the signal-to-noise ratio 
(SNR) and related factors. This information originates at the physical layer and is 
analyzed at the data-link layer in the IP-stack. However, SNR does not reflect the 
performance of the AP at the network layer. This means that calculating the SNR 
values will not be enough to decide the best AP to associate with considering the 
throughput.  In some situations a better throughput can be achieved by using APs with 
lower SNR values. With the same SNR the throughput may also differ. According to 
the 802.11 [27], standard, MN3 in figure 1 may associate with AP1 even though more 
traffic is sent by MN1 and MN2 than by MN4 and MN5. Or, in other words, AP2 is 
carrying less traffic than AP1. As illustrated by the left circle, MN3 is out of 
communication range from MN1 and MN2, and cannot detect collisions generated by 
these nodes in the SNR calculation.   

Figure 4.1. A sample topology 
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In 802.11 there is also a Network Allocation Vector (NAV) that is used by a sender 
to signal the time needed to send a frame. With the usage of NAV fewer collisions 
will occur. So it is clear that the SNR is not appropriate to use as the only metric when 
deciding which AP to use. For infrastructure Wireless Local Area Networks 
(WLANs), calculations based on measurements at the network layer can be used to 
decide which AP to use if multiple APs are available. 

4.2.2. Ad Hoc Networks 

For ad hoc networks where gateway connectivity to the wired network is required, 
the network layer performance should be used both when multiple gateways are 
available as well as when an MN has multiple paths to a gateway. 

In existing networks with today’s traffic pattern, most network traffic is to 
destinations outside a LAN. The 20/80 ratio used to classify today’s network traffic 
indicates that 20% of the network traffic is within that LAN, and 80% of the traffic is 
to destinations outside the LAN. This means that 80% of the traffic has to go through 
the gateway.  

In our model, we consider ad hoc networks as subnetworks [85], and that services 
like the Domain Name Service (DNS), Dynamic Host Configuration Protocol 
(DHCP) remain external to the ad hoc networks. This is due to the fact that MNs are 
mobile with a high probability of moving to other networks. However, there is 
ongoing research on how to support these services inside ad hoc networks, for 
example, DNS services in ad hoc networks [87].  

Based on these observations, maintaining connectivity to gateways is important, 
and choosing the one with the best performance will improve the throughput. The 
routing protocols proposed for ad hoc networks (e.g. DSR [41] and AODV [42] 
usually assume the same capacity for all links across the network, and use the hop 
count as the routing metric. Therefore a 2 hop route will be preferred over a 3 hop 
route despite the utilization of links. Even though the 2 hop route carries more traffic 
than the 3 hop route it will be selected. Ad hoc routing protocols that are considering 
only the hop count will face the same problems as RIP version 1 does in wired IP 
networks. Dynamic metrics need to be proposed and applied to ad hoc networks to 
overcome these problems. In this chapter we limit the scope of dynamic metrics to 
gateway connectivity only. 

We propose a complementary metric that will enable an MN to evaluate the 
performance of a wireless link at the network layer and to choose the AP/gateway 
which provides the best throughput.  

4.2.3. Calculating the Running Variance Metric 

To evaluate the relative traffic load of available APs/gateways we use periodical 
advertisements sent by them. These advertisements can be router advertisements, 
[88], (available in IP version 4 (IPv4) and IP version 6 (IPv6)) or agent 
advertisements in MIP version 4 (MIPv4) [89]. In MIP version 6 (MIPv6) [18], the 
router advertisement in IPv6 is used. With increased traffic the AP/gateway may not 
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cope with incoming and out-going traffic. This will lead to buffering of 
advertisements and collisions between advertisements and traffic. If the send buffer at 
an AP/gateway is full, some advertisements will be dropped. When the link becomes 
less congested two or more advertisements could be sent in more dense succession. 
This, in turn, means that with increased traffic the arrival times of advertisements at 
MNs will vary. Collisions of advertisements also affects the arrival times, since these 
advertisements are destroyed and do not arrive at MNs. We make use of the variance 
in arrival times of advertisements to evaluate the degree of links load. The following 
formulas introduce the variance metric. 

Formula 1 calculates the mean value of the time between arrivals of advertisements 
and is based on the formula for weighted mean ( nx ) values [90]. Formula 2 then 
calculates the variance (Vn ) of the arrived advertisements and this is used for the 
evaluation of wireless links. The variable tn is the arrival time of the last 
advertisement, tn-1 is the arrival time of the previous advertisement. The variable n
symbolizes the number of advertisements received since the MN started to receive 
advertisements from an AP/gateway. With the variable h we select a history window 
expressing how long history to consider when calculating the mean value and 
variance. 
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The previous variance metric would not include xn, only x0 to xn-1 is included for 
the “true” variance in the mean value. We will refer to our calculation of the variance 
as the “Running Variance Metric” (RVM) in the rest of the chapter. 

4.2.4. Simulation study 

This section evaluates the RVM calculation and how RVM is applied in the 
analysis of wireless links in infrastructure mode and in independent BSS mode (ad 
hoc mode). Our simulation study uses the GloMoSim simulation model version 2.4 
[91].  

Simulation study results are presented in figures 4.2, 4.4, 4.5, 4.7 and 4.9. The 
graphs with error bars represent the mean value of multiple simulations (different 
seeds) using a confidence interval of 95%. Our simulation study has selected two 
packet sizes based on the publications [94] and [95]. In [94], it is stated that the major 
parts (50%) of the packets have the size of the Maximum Transmission Unit (MTU). 
We choose an MTU of 1500 bytes in the simulation, being the MTU of Ethernet. The 
second most widely used MTU is 576 bytes, [95]. Packets about this size are, except 
for TCP traffic, used for UDP traffic, for example for Voice over IP (VoIP). The 
advertisements used in the simulations have a size of 32 bytes. 

Our simulation first analyzes the difference between the RVM and the “true” 
variance in the following way. Advertisements are sent every second from an AP with 
varying load. This load is based on different numbers of MNs communicating through 
the AP with varying throughput. Figure 4.2 shows the correlation between the RVM 
and the “true” variance.  

The solid green curve plots the “true” variance and the red dotted curve plots the 
RVM. The figure shows 105 calculations of the variance with 40 to 60 values (xn) in 
each calculation. The range of values generated by the simulation is between 0.96-5.0 
seconds. The graph shows a good correlation between the RVM and “true” variance. 
In this simulation we used h=n for this comparison. In the following simulations 
presented in this chapter the value of h is set to 5. 
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Figure 4.2. The correlation between the RVM and the “true” variance. 

Infrastructure Networks 

To demonstrate the RVM’s capability for discovering the relative traffic load in 
wireless infrastructure networks we use the topology shown in figure 4.3. From one to 
five MNs send wireless traffic ranging between 0.5 Mbps and 1.5 Mbps with an MTU 
of 1500 bytes through the AP. The monitoring MN does the RVM calculation. The 
bandwidth used is defined by 802.11b and is 11 Mbps. 

Figure 4.3. The infrastructure mode topology used in the simulation. 

The results from the simulation are shown in figure 4.4. The RVM increases with 
the number of nodes as well as with the amount of traffic sent. Advertisements are 
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sent once every second by the AP. The node monitoring the variance is only within 
communication range from the AP and not the other nodes.  

The plotted lower curve shows the RVM when up to five nodes send 0.5 Mbps 
each to the AP. The middle curve shows the same for 1 Mbps/MN and the upper 
curve shows the RVM for 1.5 Mbps/MN. The RVM demonstrated for one node 
sending 0.5 Mbps, 1 Mbps and 1.5 Mbps is too small to be shown in the graph 
presented here. However the RVM is doubled for each increased step of the traffic. 
The big jump of the RVM in the upper and middle curves is explained by the fact that 
the link is congested, resulting in more collisions. 

Figure 4.4. RVM calculations in infrastructure mode, with a packet size of 1500 byte.

The same simulation was tried using a transmission unit of 576 bytes. The results 
are shown in figure 4.5. With smaller packets the RVM for 1.0 Mbps and 1.5 Mbps 
tend to converge near saturation in the wireless link. This is due to small differences 
in the deviation of advertisements between the two flows when the link is nearly 
congested. However, for each added node the RVM increases. 

In figure 4.5 the big jump appears before congestion. This is explained by the 
increased number of packets sent with a packet size of 576 bytes compared to a 
packet size of 1500 bytes. The number of collisions therefore increases, rendering in 
big contention windows and suspended back-of timer.   
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Figure 4.5. RVM calculations in infrastructure mode, with a packet size of 576 byte. 

Ad Hoc Networks 

Figure 4.6 and 4.8 depicts the wireless multi-hop networks used for the simulations 
of ad hoc networks. These topologies have been used to evaluate the RVM calculation 
in ad hoc networks when all wireless links use the same channel. 

The simulation study looks at RVM from the view point of differentiation in the 
number of hops an advertisements travels as well as the utilization of multi-hop 
routes. Every node only sees one or two neighbors. A wireless link capacity of 2Mbps 
is used in the simulation. 

Figure 4.6.  The ad hoc mode topology used in the simulation for calculating RVM at 
each hop. 

The first simulation uses the topology shown in figure 4.6. Advertisements are sent 
by the gateway and forwarded from MN1 to MN10. The RVM calculated at each hop 
is presented in figure 4.7. As shown, the RVM increases for each hop.  
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Figure 4.7. The RVM calculated at each hop. 

To see how added traffic flows affect the RVM, we use the topology shown in 
figure 4.8. We monitor the RVM after 5 hops (in MN5) and insert up to four 
additional 0.5 Mbps flows between MN11 and MN18. The radio ranges of these will 
only affect MN1 and MN2. Figure 4.9 shows results of the simulation where the 
monitored RVM at MN5 increases for each inserted 0.5 Mbps flow. 

Figure 4.8.  The ad hoc mode topology for RVM monitoring in MN5. 
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Figure 4.9. The RVM in MN5. 

4.3. Multihomed Mobile IP and the Relative Network 
Load

 With increasing demands for wireless connectivity and mobility support, new 
solutions are required to maintain the wireless network connection and to optimize the 
performance. This is important for mobile nodes (MNs) both moving and when 
stationary for a period of time. The major access technology used today in wireless 
local area networks (WLAN) is 802.11 [27]. The support of mobility and handover at 
the data-link layer enables flows to be maintained within the same network. However 
mobility between networks is no supported since this requires handover at the 
network layer. For this, Mobile IP (MIP) [15], is proposed.  

When combining wireless access (802.11) and network mobility (MIP) association 
with an access point (AP) is managed at the data-link level without interference from 
the network layer. An MN decides which AP to associate with based on the signal to 
noise ratio (SNR) and related factors. The MN needs to associate to receive MIP 
agent advertisements used to discover available networks. If the MN discovers a 
foreign network (or if the MN arrives back to the home network), it requires a 
registration with the home agent (HA). Since the performance at the network layer 
may not be reflected in the SNR, the association may be with an AP having bad 
performance. With a high SNR metric the actual performance can still be low since an 
MN may not sense collisions from other MNs using the same AP if they are out of 
communication range. Also, since the Network Allocation Vector (NAV) is used in 
802.11, nodes will defer their communication and thereby avoid collisions. Therefore 
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MIP cannot entirely rely on the data-link level to make the right decision about the 
selection of an AP. Instead, network layer characteristics need to be considered.  

To enable this, performance discovery at the networks layer is required and the 
capability to decide what AP to use. This can be achieved with multihoming. 
Multihoming is enabled using a single wireless network card switching between APs 
[92], or by using multiple network cards. By maintaining multiple network 
connections, network layer performances can be compared and the best one selected. 

Handover can be classified into soft and hard handover. With soft handover the 
association with the old AP is sustained while associating with a new AP. In this way 
two connections will be maintained for some time. With hard handover the 
connection to the old AP is ended before associating with a new AP.  

In this section we present an approach to multihoming with MIP, called M-MIP.  
With M-MIP, passive network layer measurements are enabled by maintaining 
multiple registrations at the HA. In this way we can maintain connectivity and handle 
handovers without generating delays due to MIP registrations. 

4.3.1. M-MIP 

This section describes the extensions to MIP to enable multihoming functionality 
(M-MIP). For a more detailed description see [93]. M-MIP enhances the performance 
and reliability of MNs connections to WLANs. The multihoming is managed by the 
M-MIP and hidden from the IP routing process.  

To register a care-of address at the HA, a registration request is sent by the MN. To 
enable the HA to distinguish between a non-multihomed and a multihomed 
registration, an N-flag is added to the registration request. 

An HA receiving the registration request with an N-flag will keep the existing 
bindings for the MN. If a registration is received without the N-flag, the HA will clear 
the existing bindings for the MN which makes M-MIP compatible with standard MIP. 
One of the registered care-of addresses will be used to forward packets to the MN. To 
enable the selection at the HA, a metric is added as an extension in the registration 
request. The HA will maintain all registrations for an MN and based on the metrics it 
will install a tunnel to the selected care-of address into the forwarding table. 

To enable an MN to select the “best” AP to use, we evaluate the performance of an 
AP at the network layer. In M-MIP the MN keeps a list of all networks it receives 
agent advertisements from and registers the care-of address of the network(s) 
supporting the best connectivity, with respect to the throughput, at the HA. To 
evaluate the connectivity, the MN monitors the deviation in arrival times between 
MIP agent advertisements and makes a Running Variance Metric (RVM) calculation 
based on this information (see formula 1 and 2).  

The RVM is used to evaluate a MN’s wireless connectivity. A small RVM 
indicates that agent advertisements are received at regular time intervals, arrive 
without collisions and without being delayed by the foreign agent (FA). This indicates 
available bandwidth as well as the FA’s capability to relay traffic for the MN.  

The RVM is then added to the round trip time (RTT) between the MN and it’s HA 
shown in formula 3 and 4. 
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This formula is defined as the Relative Network Load (RNL). The calculation is 
carried out at the MN and the metric is attached to the next registration request sent to 
the HA. The RTT measure is based on the registration messages sent between the MN 
and the HA.  

The measurements and metric calculations are made prior to registration and 
maintained while being registered at foreign networks. Since the MN may register 
multiple foreign networks, the HA can have multiple bindings for an MN. Among the 
registered care-of addresses, the FA with the smallest RNL metric will be installed as 
the default gateway in the MN and as the selected care-of address at the HA. 

With route optimization it is possible to choose a different FA (to communicate 
with the correspondent node (CN)) than the FA used to communicate through the HA. 
An MN (as in MIPv6) sends binding updates to the CN with available care-of 
addresses. By requesting the CN to respond to binding updates with an 
acknowledgement, the RTT can be measured by the MN. We then have the same 
functionality between CNs and the MN with route optimization as with the 
registrations between the MN and it’s HA. The decision of which care-of address to 
select can then be made independently by the HA and CNs. Hence, the traffic 
between the MN and it’s HA will use the same care-of address and the same comes to 
the traffic between the MN and each of its CN when route optimization is used. CNs 
using route optimization may use a different care-of address compared to the one used 
by the HA.  

The care-of address selected by the MN and HA will be installed as the default 
gateway in the MN. All CNs using the HA to reach an MN will use this care-of 
address. For CNs using route optimization, a host route entry will be installed in the 
MN. Figure 4.11 shows a routing table in the MN for the topology given in figure 
4.10. In this scenario the MN receives a topology correct address from each 
subnetwork and registers these addresses with it’s HA and the CNs using route 
optimization. The address 0.0.0.0 is the entry for the default gateway and it points to 
the gateway selected to be used for traffic between the HA and MN as well as for 
traffic to CNs not using route optimization. In figure 4.10, the address 130.240.10.100 
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is used as the default gateway.  CN1 and CN2 in figure 4.10 use route optimization 
and the MN can therefore update the CNs with its care-of addresses. In this scenario 
the gateway 130.241.100.10 is selected for communication with CN1 and the gateway 
130.240.10.100 is selected for communication with CN2. 

Figure 4.10. A network topology where M-MIP is used. 

Address Mask Next hop Interface Metric 

130.10.100.10 255.255.255.255 130.240.10.100 130.240.10.200 X 

130.100.100.30 255.255.255.255 130.241.100.10 130.241.100.100 Y 

130.241.100.10 255.255.255.255 130.241.100.10 130.241.100.100 Z 

130.240.10.100 255.255.255.255 130.240.10.100 130.240.10.200 U 

0.0.0.0 0.0.0.0 130.240.10.100 130.240.10.200 V 

Figure 4.11. The routing table in the MN shown in figure 4.10. 

In M-MIP, RVM is used to evaluate the load of different APs. Another option 
would be for APs to announce their load in agent advertisements. An advantage of 
using RVM is that it will better reflect the load in the channel since RVM (by 
increasing contention windows, suspended and resumed back-off timers) reflects the 
load in the channel compared to receiving bandwidth information from the AP. In the 
case of a congested channel it may be that only a fraction of the packets make it 
through the AP. In this case the utilization of the AP reflected in agent advertisements 
will be low, rendering a possibly wrong decision in the MN of which AP to use. 
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However, with RVM there is no way to tell how much traffic is carried by an AP. 
RVM can only be used to compare the performance of different APs. 

4.3.2. M-MIP analysis using RNL based simulation 

In this section we present our work simulating M-MIP with the network simulator 
GlomoSim, version 2.4 [91]. The topology used is shown in figure 4.12. 

The simulation evaluates how well M-MIP discovers the utilization of APs and, 
based on this, selects the AP with the best network layer performance, considering the 
throughput. 

Agent advertisements are sent every second and the MN registers every 3 seconds 
with the HA. At each received advertisement the MN calculates the RNL metric and 
based on this decides which FA to use. The MN then attaches the RNL metric to the 
next registration request message.  

The MN registers with two foreign agents (FA1 and FA2) using different channels 
and maintain multiple bindings with the HA. Hereby the HA as well as the MN 
maintain the RNL metric for each connection.  

Figure 4.12. The simulation topology. 

To add load to the wireless links we use the nodes LoadMN1 to LoadMN10 
communicating with FA1 and FA2. We will use the phrase load traffic in the text 
below to name this traffic between the LoadMNs and the FAs. Based on the load 
traffic, we investigate how M-MIP responds to this load. The throughput presented in 
the graphs is the traffic sent by the peerMN and received at the MN, with and without 
using M-MIP. We name this traffic the monitored traffic.  

Load traffic between peers is sent in both directions: the nodes LoadMN1 to 
LoadMN5 communicate with FA1 and LoadMN6 to LoadMN10 with FA2. The 
monitored traffic is also sent in both direction between the MN and the peerMN. 
Since the throughput presented looks similar in both the MN and the peerMN, we 
only present the monitored traffic for the MN. 
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Without using M-MIP, we evaluate the monitored traffic when the MN associates 
with an FA based on the SNR, without considering the performance at the network 
layer.

We use different combinations of traffic types (TCP and UDP) for the evaluation. 
For UDP traffic we use Constant Bit Rate (CBR) traffic and for TCP we use the 
generic File Transfer Protocol (FTP) provided by GlomoSim.   

In our scenarios, the combination of traffic types for the load traffic and the 
monitored traffic is as follows: 

FTP is used as the load traffic and CBR as the monitored traffic;   

CBR is used as the load traffic and FTP as the monitored traffic; 

All nodes use FTP traffic; 

All nodes use CBR traffic.  

We run each scenario with the two major packet sizes used in the Internet: 1500 
bytes and 576 bytes [94], [95]. Although another frequently used packet size is 40 
bytes (ACK packets in TCP), we do not look into this size. 

In the graphs the solid line plots the throughput with M-MIP and the dashed line 
with a SNR-selected AP. In figures 4.13 to 4.16 the x-axis shows the number of 
LoadMNs generating load traffic. The y-axis shows the throughput of the monitored 
traffic received at the MN. The load traffic pattern is as follows: the first 10 seconds 
up to five LoadMNs add traffic to FA1; then 10 seconds to FA2. This is then repeated 
with a 20 second interval as well as a 30 second interval. The time to discover a 
loaded FA using the RNL calculation is about 2 seconds in all simulations. The results 
are presented as mean values of multiple simulations (using 30 different seeds). 

In all graphs below with an MTU of 576 bytes: less data in sent in each packet 
resulting in a lower throughput. This occurs because the time it takes to sense the 
channel and there is a settling time for the interface each time a frame is sent. 
Overflow in buffers also take place. 

Figure 4.13 plots the result from the scenario where FTP is used as load traffic. 
Here traffic between the MN and the peerMN uses CBR traffic. The plotted solid 
green line is the throughput with a packet size of 1500 bytes using M-MIP. Behind 
the green line is a dotted blue line plotted showing the throughput with the SNR 
selected AP.  The red lines show the throughput with a packet size of 576 bytes.  Both 
the MN and the peerMN send 2.5Mpbs CBR traffic. 

As expected, there is no difference between M-MIP and choosing the AP based on 
the SNR. The reason for this is that FTP (the TCP mechanism) degrades throughput 
caused by collisions, while CBR (UDP) continues sending at the same rate, forcing 
FTP to continue degrading its throughput. 
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Figure 4.13. CBR traffic received at MN with FTP traffic as load. 

In figure 4.14a we show the results where all nodes use CBR traffic with an MTU 
of 1500 bytes. The blue lines plot the monitored traffic when up to five LoadMNs 
generate load traffic of 0.25 Mbps. The green curves plot the same for load traffic of 
0.5 Mbps and the red line for 0.75 Mbps. In figure 4.14b this is repeated for an MTU 
of 576 bytes.  

Figure 4.14.a CBR traffic received at MN with CBR traffic as load with an MTU of 1500 
bytes. 
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Figure 4.14.b CBR traffic received at MN with CBR traffic as load with an MTU of 576 bytes. 

The results from the scenario where all nodes use FTP traffic is plotted in figure 
4.15. The throughput with a MTU of 1500 bytes and a MTU of 576 bytes shows the 
same results. FTP using an MTU of 1500 bytes is plotted by the blue line and the 
green line plots throughput with the MTU of 576 bytes.   

Figure 4.15. FTP traffic received at MN with FTP traffic as load. 

1 2 3 4 5
0

0.5

1

1.5

2

2.5

x 106

Number of nodes

Th
ro

ug
hp

ut
 (b

ps
)

0.25 Mbps RNL (solid Blue)
0.5 Mbps RNL (solid Green)
0.75 Mbps RNL (solid Red)
0.25 Mbps SNR (dashed Blue)
0.5 Mbps SNR (dashed Green)
0.75 Mbps SNR (dashed Red)

1 2 3 4 5
0

1

2

3

4

5

6

7

8

x 105

Number of nodes

Th
ro

ug
hp

ut
 (b

ps
)

1500 Bytes SNR (dashed Blue)
576 Bytes SNR (dashed Green)
1500 Bytes RNL (solid Blue)
576 Bytes RNL (solid Green)



Chapter 4: Traffic load Metrics for Multihomed Mobile IP and Global
Connectivity

66

1 2 3 4 5
0

1

2

3

4

5

6

7

8

9

10
x 10

5

Number of nodes

Th
ro

ug
hp

ut
 (b

ps
)

0.25 Mbps RNL (solid Blue)
0.25 Mbps SNR (dashed Blue)
0.75 Mbps RNL (solid Red)
0.5 Mbps RNL (solid Green)
0.5 Mbps SNR (dashed Green)
0.75 Mbps SNR (dashed Red)

1 2 3 4 5
0

1

2

3

4

5

6

7

8

9

10
x 10

5

Number of nodes

Th
ro

ug
hp

ut
 (b

ps
)

0.75 Mbps RNL (solid Red)
0.5 Mbps RNL (solid Green)
0.25 Mbps RNL (solid Blue)
0.25 Mbps SNR (dashed Blue)
0.5 Mbps SNR (dashed Green)
0.75 Mbps SNR (dashed Red)

The results from the last scenario are shown in figure 4.16, where CBR is used as 
the load traffic, and where monitored traffic uses FTP communication. In figure 
4.16a, load traffic with a MTU of 1500 bytes are shown. The blue line plots the FTP 
traffic received at the MN with each LoadMN sending and receiving 0.25 Mbps. The 
green line plots the same with load traffic of 0.5 Mbps and the red line with load of 
0.75 Mbps. In figure 4.16b this is repeated for an MTU of 576 bytes. 

                                                             (a) 

                                                           (b) 
Figure 4.16. FTP traffic received at MN with CBR load traffic using a MTU of 1500 bytes and 
576 bytes. 
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In all scenarios M-MIP (plotted by solid lines) perform better than when only the 
SNR (dashed lines) is considered. An interesting observation from the last scenario 
(plotted in figure 4.16) is that the throughput increases with increased load as plotted 
in some of the curves. 

The reason for this is that we do not consider how traffic communicated by the MN 
affects the RNL. Before communication takes place the MN monitors the RVM and 
RTT and calculates the RNL metric. The RNL metric is sent to the HA in a 
registration request. Based on the metric a FA is selected. When communication takes 
place we continue to monitor the RVM and RTT and calculate the RNL metric. Since 
MNs own traffic affects the metric a new selection of FA may take place, selecting 
the FA being more loaded (not considering the own traffic). This will happen for both 
CBR and FTP traffic. With CBR traffic this happens if the MNs traffic increases 
beyond the difference between the least loaded FA and the next least loaded FA. With 
FTP, since TCP is used, the MN will take as much of the available link as possible, 
rendering a handover. This is most visible in the red curve in figure 4.16a and 4.16b. 
With a small difference in RNL, handover to the more loaded FA happens more often, 
keeping the sending window smaller. The same happens in all scenarios, but it is most 
visible in the last simulation. It also means that the performance of M-MIP will 
increase if we can avoid “false” handovers due to own traffic. 

To avoid false handover the following solution is proposed. When selecting an AP 
and starting to send packets, the gateway selection for the peer may not change until 
any of the following occurs: 

The data-link connection to the associated AP is lost; 
The MN stops communicating with the peer for a specified period of time; 
The network layer connection is considered lost due to three successive lost 
agent advertisements as defined by MIP. 

4.4. Global Connectivity 

Multihomed Mobile IP (M-MIP) is used to manage mobile nodes (MNs) 
disconnecting from the home ad hoc network and connecting to foreign networks. M-
MIP is extended to operate in ad hoc networks using a reactive routing protocol, 
where M-MIP messages are managed multiple hops instead of one hop as in the MIP 
specification. This enables MNs to register even if multiple hops from a gateway in 
the ad hoc network. The AODV [42], protocol is modified to enable redistribution of 
M-MIP information and to create ad hoc routes based on M-MIP messages.  

Since the MN is not associated when selecting which gateway to register with, the 
MN only has the knowledge from the agent advertisements. To evaluate the load of 
available gateways without inserting extra overhead, we use the variance in arrival 
times of periodical broadcasted advertisements.  

The Global Connectivity solution is more extensively described in the next chapter. 
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4.5. Chapter summary 

The challenges and objectives of the work described in this chapter have been to 
enable a dynamic wireless infrastructure where mobile nodes (MNs) communicate 
using infrastructure networks and ad hoc networks; enhance the reliability and 
availability using wireless connections to wired IP networks; and enable ad hoc 
networks to dynamically become a part of the Internet. The work in this chapter 
proposes, discusses and evaluates the following three contributions: 

Two types of dynamic metrics that can be used to analyze and compare the 
load of access points (AP) at the network layer, in infrastructure networks and 
for connectivity to gateways in ad hoc networks. The first metric is called the 
Running Variance Metric (RVM) and the second metric is called the Relative 
Network Load (RNL); 
An extension to Mobile IP (MIP) which enables multihoming for MNs. This 
extension in called Multihomed MIP (M-MIP); 
A gateway architecture which integrates ad hoc networks with wired IP 
networks and the Internet. 

RVM uses advertisements sent by APs to analyze and compare the load at the 
network layer. These advertisements could be router advertisements or MIP agent 
advertisements. By evaluating the load of an AP at the network layer a better metric 
of the load in the wireless media with respect to throughput is achieved than when 
considering only signal related factors. RVM can also be used in ad hoc networks and 
reflects the number of hops as well as the utilization of paths. 

M-MIP enables the home agent (HA) and correspondent nodes (CN) to maintain 
multiple bindings to an MN. The MN decides the care-of addresses to register with 
it’s HA as well as updating the CNs capable of managing route optimization.  

The RVM is used to decide which care-of addresses to register and the RNL is 
used to decide which of the registered care-of addresses to use when starting to 
communicate. The RNL metric is formed by adding RVM and the round trip time 
(RTT). The RNL metric between the MN and its HA uses the RTT between these 
two, and the RTT between MN and a CN is used for the RNL metric between them. 

The RTT metric is used to reflect the distance to an HA and CNs as well as the 
load along the path. With RNL, the wireless channel plays a more important role than 
the wired network since it affects both the RVM and RNL metrics. It is assumed that 
the wireless link will be the connection with the scarcest resources available.     

The proposed RVM, RNL and M-MIP can support connectivity of ad hoc networks 
to wired IP networks. The selection of which gateway to use by an MN is based on 
RVM calculations of agent advertisements relayed via multiple hops to reach all MNs 
in the network. Registration messages and binding updates are also managed through 
multiple hops. The measured RTT is used to calculate the RNL. Routes to gateways 
are maintained by the advertisements sent continuously.  

All traffic to destinations within the same network as the MN resides in, is sent 
according to ad hoc routes created by AODV. For destinations outside the network, 
packets are sent to the gateway. If a packet arrives at the gateway for a destination 
inside the network, an Internet Control Message Protocol (ICMP) [96], redirect 
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message is sent to the MN. This enables a proactive approach for connectivity to 
gateways and a reactive approach for connectivity to CNs within the network. The 
AODV protocol identifies a peer within the same network. By using a tunnel from an 
MN to its gateways, the default gateway functionality in current implementations of 
routing tables can be sustained. 

Only network layer characteristics have been considered when deciding which AP 
to use. Future research will see if an additional evaluation of the wireless link can be 
achieved using a combination of RVM and the signal-to-noise ratio. The combination 
of RVM and hop count in ad hoc networks will be addressed. 

The project has so far considered the 802.11 technology. Research work using 
RVM and RNL with other wireless access network technologies is under way. It is 
hoped that this will enable usage of heterogeneous wireless networks in the near 
future. 

The proposed M-MIP has been validated in wireless local area networks (WLAN). 
However, M-MIP could prove efficient in heterogeneous networks including GPRS, 
UMTS and 802.16 as well. Further research will address comparison of different 
technologies and the development of policies enabling users to make an informed 
decision.

The value of h in formulas 1, 2 and 3 is important for the efficiency of the RVM 
and RNL metrics. Further studies are carried out to make h adaptive to changing 
conditions and to work in wireless heterogeneous networks. 

Even though both IPv4 and IPv6 have been considered in this project, the 
simulations are based on IPv4 (multiple real world prototypes not described in this 
chapter are also developed using IPv4). A solution to gradually manage the transition 
from IPv4 to IPv6 is to use dual protocol stacks (i.e both IPv4 and IPv6 protocol 
stacks) in network devices. Network components can then be modified one by one 
giving a smooth changeover from IPv4 to IPv6. This should be considered for 
mobility solutions as well for enabling M-MIPv4 and M-MIPv6 to coexist, since MNs 
may connect to access networks running both IPv4 and IPv6. 

The next chapter gives a more extensively description of the global connectivity 
proposal and its implementation.  
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Chapter 5: Maintaining Gateway Connectivity in Multi-
hop Ad hoc Networks 2

                                                          
2 This chapter is based on the publications: 

R. Brännström, C. Åhlund, and A. Zaslavsky. Maintaining Gateway Connectivity in multi-
hop Ad hoc Networks. In Proceedings of the Fifth International IEEE Workshop on 
“Wireless Local Networks” (WLN 2005). November 2005, Sidney, Australia. IEEE 
Computer Society Press. 

R. Brännström, R. Kodikara E, C. Åhlund, and A. Zaslavsky. Implementing Global 
Connectivity and Mobility support in a Wireless multi-hop ad hoc Network. In Proceedings 
of the “4th Asian International Mobile Computing Conference”(AMOC 2006). January 2006, 
Kolkata, India. 

The two publications are related and are therefore combined in this chapter. The first paper 
presents a simulation study and the second paper evaluates a real world implementation of 
the solution. 

Minor changes have been made to the publications to improve the presentation. 
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Maintaining Gateway Connectivity in Multi-hop 
Ad hoc Networks 

Pervasive access to the Internet is driven by users who want wireless connectivity 
to ad hoc as well as infrastructure networks. Multi-hop wireless connectivity widens 
the coverage areas of access networks and enables two-way wireless traffic into 
previously dead-spot areas. This chapter addresses network mobility issues, which are 
essential for roaming users who connect to the Internet through wireless access 
networks. We propose to support connectivity to wired infrastructure through multiple 
gateways with possibly different capabilities and utilization. The need for maintaining 
gateway connectivity in an ad hoc access network is vital considering the 80/20 ratio 
of Internet traffic. Increased network performance can be achieved by adapting to 
variations in performance and coverage and by switching between gateways when 
beneficial. We present an efficient solution to enable ad hoc access to the Internet as 
well as interoperation of reactive routing protocols with Mobile IP. Our solution 
combines the benefits of proactive advertisements and reactive route discovery into a 
flexible multi-hop access network. Since advertisements may arrive to a mobile node 
through multiple paths, it is important to keep track of the best path to each gateway. 
We demonstrate the use of a proposed dynamic metric that can be used for more 
intelligent decision making on gateway selection and how to handle location of 
correspondent nodes. The solution is validated by simulations and a prototype 
implementation. 

5.1 Introduction 

There are scenarios such as military operations or conference venues where pure ad 
hoc networking within a limited group is desirable. However, a more common 
situation is that users want to communicate outside the group of nodes currently 
present to access services on the Internet. The LAN type of network traffic with an 
80/20 ratio of Internet vs. local traffic will also occur at wireless networks. Services 
like DHCP and DNS will often be located at the wired part of the network and the 
wireless part would often be considered as providing access to the wired part of the 
network. Thus, the need for maintaining gateway connectivity is vital. Current 
wireless LANs (WLAN) provide local wireless access but are limited to one hop and 
require all nodes to communicate through an Access Point. The ad hoc topology 
offers peer-to-peer communication, plug-and-play convenience and flexibility.  

New functionality needs to be added to mobile nodes (MN) and wireless access 
networks to enable networking software to fully utilize the features and opportunities 
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that come with wireless network access. Only then will MNs truly benefit from the 
dynamic behavior of wireless communications. 

Global connectivity is achieved by the layering in the TCP/IP stack. In the physical 
layer, different physical equipment may be used, and in the data-link layer, different 
protocols can be used (e.g. Ethernet, Token Ring, Frame Relay). The network layer 
manages different data-link layer protocols and enables connectivity between them. 
The layers above the network layer (transport and application layer) are unaware of 
the differences in networking technologies, thus enabling global connectivity. When 
connecting ad hoc networks with wired IP networks, the differences between the two 
types of networks should be considered in the network layer too. Ad hoc networks are 
seen as a “none broadcast multiple access technology” (NBMA) which requires new 
functionality at network layer. With the extended coverage that is achieved with 
multi-hop ad hoc networks connecting to a wired infrastructure, there is a high 
probability that MNs will discover multiple gateways. In this environment an MN 
should be able to use the best available gateway to communicate with a correspondent 
node and perhaps use multiple gateways for different nodes.  

This chapter proposes solutions towards enabling and supporting global 
connectivity in wireless ad hoc networks and demonstrates a real world 
implementation of a Global Connectivity wireless access network. 

In the proposed solutions the network layer software will evaluate and decide 
which wireless network connections to use. We describe the use of the Running 
Variance Metric (RVM) [2] and Relative Network Load (RNL) as performance 
metrics to classify the traffic load of gateways in wireless access networks. RVM and 
RNL can be efficiently used for infrastructure networks and ad hoc networks. In this 
paper we also use an extension to Mobile IP (MIP) [15] in order to enable mobile 
nodes to use multiple care-of addresses simultaneously. The proposed extension is 
named Multihomed Mobile IP (M-MIP) [3] to emphasize support for multiple 
connections for a mobile node at the same time. M-MIP enhances network 
connectivity by enabling the mobile node, the home agent and correspondent nodes to 
evaluate and select the best connection at each time. This avoids an extra protocol to 
support micro mobility between gateways serving the same ad hoc area (e.g. Cellular 
IP [97], H-MIP [47]).  

M-MIP enables the HA to distinguish between a non-multihomed and a 
multihomed registration by an N-flag added to the registration request (see figure 
5.1). A HA receiving the registration request with an N-flag will keep the existing 
bindings for the MN. One of the registered care-of addresses will be used to forward 
packets to the MN. The MN adds its FA selection as an extension in each registration 
request. The HA will maintain all registrations for an MN and based on the MNs 
selection it will install a tunnel into the forwarding table with the selected care-of 
address. 
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Figure 5.1.  The modified registration request message with the added N-flag. 

We describe a gateway architecture that integrates wired IP networks with ad hoc 
networks. Routes between mobile nodes and gateways are maintained continuously 
where multi hop ad hoc connections are supported. The advertisements are 
periodically sent by the gateways and update routing tables in the ad hoc network. 
Since advertisements may arrive to a mobile node through multiple paths, it is 
important to keep track of the best path to each gateway. Communication between 
peers in ad hoc networks is based on reactive ad hoc routing [42]. Mobile nodes 
moving between ad hoc networks are supported by Multihomed Mobile IP. We 
describe simulation results to validate the gateway selection strategy and demonstrate 
a real world implementation of the proposal.  

The rest of the chapter is structured in the following way. Section 5.2 describes the 
formal reasoning used in the Global Connectivity solution and the gateway selection 
strategy. Section 5.3 describes a simulation model and the results of the simulation. 
Section 5.4 describes the system implementation while Section 5.5 evaluates the 
system. Section 5.6 concludes the chapter. 

5.2 Global Connectivity 

A system for Global Connectivity needs to approach several design decisions. 
Mobile nodes (MN) need to discover gateways, select between available gateways 
and maintain gateway connectivity. Discovery of a peer location could affect the route 
discovery process for that peer and forwarding of traffic could differ between local 
(ad hoc) and Internet destinations. 

5.2.1 Network topology  

The choice of using Mobile IP for macro mobility laid one basis of our system. It 
allows a mobile node (MN) to move between subnets and between technologies. The 
other basis is the use of a reactive ad hoc routing protocol. In this chapter the AODV 
protocol is used to handle routing inside the ad hoc network (e.g. micro mobility).  

MIP manages MNs disconnecting from the home ad hoc network and connecting 
to foreign networks. MIP is extended to operate in ad hoc networks using a reactive 
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routing protocol, where MIP messages are managed multiple hops instead of one hop 
as in the MIP specification. This enables MNs to register even if multiple hops from a 
gateway in the ad hoc network. The AODV protocol is modified to enable 
redistribution of MIP information and to create ad hoc routes based on MIP messages. 
AODV take advantage of the advertisements by installing reverse routes to the 
gateways as the advertisements propagate through the network (similar to a route 
request). This creates a proactive tree like structure of routes towards the gateways. 
The forwarding routes are created when the MN registers with a gateway (similar to a 
route reply). 

Since the MN is not associated when selecting which gateway to register with, the 
MN only has the knowledge from the agent advertisements. To evaluate the load of 
available gateways without inserting extra overhead, we use the variance in arrival 
times of periodical broadcasted advertisements. These advertisements can be router 
advertisements [88] (available in IP version 4 (IPv4) and IP version 6 (IPv6)) or agent 
advertisements in MIP version 4 (MIPv4). In MIP version 6 (MIPv6), the router 
advertisement in IPv6 is used. With increased traffic, the gateway may not cope with 
in-coming and out-going traffic. This will lead to buffering of advertisements and 
collisions between advertisements and traffic. If the “Send buffer” at a gateway or an 
intermediate node is full, some advertisements will be dropped. When the link 
becomes less congested two or more advertisements could be sent in more dense 
succession. This, in turn, means that with increased traffic the arrival times of 
advertisements at MNs will vary. Collision of advertisements render in lost 
advertisements due to broadcast transmission. The metric used is the RVM which was 
defined in the previous chapter.  

When registered with gateways, the MN could improve the selection to also 
include the path in the wired network. We use the round trip time between an MN and 
its peer for evaluation of the wired path without inserting extra overhead. The RTT 
from MIP registration request/reply between the MN and the HA is added to the 
RVM value to create the Relative Network Load (RNL). 

5.2.2 Gateway maintenance  

Our approach to global connectivity is a combination of proactive and reactive 
approaches. Connectivity to gateways is proactive and continuously maintained by 
agent advertisements. The importance of maintaining gateway connectivity is based 
on the assumption of small ad hoc networks with the same traffic characteristics as in 
wired IP subnets. Here the major part of the traffic is to CNs outside the local 
network. Connectivity between peers within the ad hoc network is reactive. 
According to the MIP specification, agent advertisements are to be sent “link local”. 
Since we consider ad hoc networks as subnetworks, the advertisements are modified 
to be sent via multiple hops. The same agent advertisement may then arrive through 
multiple paths to an MN. The decision of which gateway to use is based on the RVM 
and RNL. When using the RVM to select gateways to register with, each MN keeps 
an array consisting of {gateway-address, last-hop, RVM}. The reason for maintaining 
the last hop is explained by the scenario drawn in figure 5.2. 
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Figure 5.2.  Topology where MNs calculate the RVM. 

If we only would use {gateway-address, RVM} as the information to select the 
gateway (GW1 or GW2), GW1 may be selected in favor of GW2, even though paths 
to GW1 is more congested by other traffic. The computed RVM may based on 
advertisements from GW1 giving a lower value than the one computed from GW2. 
The reason is that there are four nodes (MN1 to MN4) that are able to relay the 
advertisements and the MN relaying differ from advertisement to advertisement. 
While for a route between GW1 and MN6 only one of those nodes will be used. So 
the RVM does not reflect the load of a single path from GW1 to MN6. By adding the 
last hop address to the information maintained for a gateway, the RVM can be 
monitored for each path between GW1 and MN6.  

The selection of which agent advertisements to rebroadcast is based on the RVM. 
The agent advertisement from a previous hop giving the lowest metric for a gateway 
is rebroadcasted. Figure 5.3 shows a scenario where there are two gateways (GW1 
and GW2) sending agent advertisements. MN1 and MN2 receive advertisements 
directly from GW1 and via MN3 from GW2. MN3 receives agent advertisements 
from GW1 via MN1 and MN2 and directly from GW2. MN3 then selects the 
advertisements with the lowest RVM for each gateway and rebroadcasts these 
advertisements. In figure 2 this will be the advertisements through MN1 and the 
advertisements from GW2. 

MN1 MN2

MN3

MN4

MN5

MN6

GW1 GW2
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Figure 5.3.  A scenario showing the propagation of gateway information. 

The reason for rebroadcasting advertisements from both gateways is to enable an 
MN to register multiple care-of addresses at the HA as well as using route 
optimization with CNs. Since our proposal only considers small ad hoc networks this 
is feasible. Figure 5.4 shows a scenario with a node (MN4) visiting foreign networks. 
MN4 receives agent advertisements from both gateways. The gateway used for the 
HA will be set as the default gateway. If MN4 in figure 5.4 discovers that the route to 
GW2 is the best route, this care-of address is used to communicate with the HA and 
hence is selected as the default gateway. The functionality of default routes in 
currently implemented routing tables assumes the default gateway to be of one hop 
distance. This means that if MN4 decides to use GW2, MN4 will have MN3’s IP 
address (130.240.10.110) configured as the default gateway. At the time MN4 makes 
its decision, MN3 will also have the lowest RVM value to GW2. When MN4 starts to 
send traffic through GW2 the RVM value in MN3 for GW2 may increase to a value 
higher than the RVM value calculated for GW1. As defined earlier, a gateway should 
not be changed while traffic is sent through it in order to avoid flapping between 
gateways. This means that MN4 should not change gateway until it stops 
communicating with the peer for a specified period of time or in case the connection 
to the gateway is lost. 
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Figure 5.4.  A topology creating the routing table in figure 5.5. 

If MN3 is not sending or receiving any traffic it is free to select a new gateway. If 
the RVM value for GW2 increases beyond the RVM for GW1, MN3 selects GW1 as 
its default gateway and the traffic sent by MN4 will be rerouted to GW1. To avoid 
this and to make an MN aware of which gateway it uses, tunneling to the selected 
gateway is required. This approach differs from the one given in [98] in that the MN 
uses the default gateway registered with it’s HA when sending packets to a peer (if 
route optimization is not used). In [98], the functionality of the reactive ad hoc routing 
protocol was sustained by the MN sending a route request for all destinations 
regardless of the destination’s IP address. However, with that approach a gateway not 
associated to the MN may respond. In the case of reverse tunneling between the FA 
and the HA to avoid ingress filtering it is required that the MN uses one of the 
gateways registered at the HA. Also, since RVM is used to decide the path to a 
gateway it should be used both for packets sent and received by the MN. 

The routing table created in MN4 for the scenario in figure 5.4 is shown in figure 
5.5. MN4 uses GW2 as its default gateway. GW1 is selected for communication to 
CN1 and GW2 is used to communicate with CN2. 

To enable tunneling, virtual interfaces are used. In figure 5.5, the virtual interface 0 
is the interface managing tunneling to GW2 and virtual interface 1 manages the tunnel 
to GW1. When a packet is sent to a virtual interface, an outer IP header is added to 
the packet. If MN4 sends packets to CN1 in figure 3 there will be two iterations in the 
routing table. In the first iteration, the forwarding process identifies the destination 
address 130.100.100.30 and sends the packets to the virtual interface1. This interface 
is a process that adds an outer header to the packet. The IP address in the outer header 
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will be the address of GW1, i.e., 130.241.100.10. Now the packet is returned to the 
forwarding process for a second iteration. This time the entry 130.241.100.10 is 
selected. The packet will then be sent to interface 130.100.10.210 with 
130.240.10.100 as the next destination. 

Figure 5.5. The routing table created in MN4 in figure 3. 

The registration request message carries the RNL metric as described in [3] and the 
decision of which care-of address to use is based on this metric.  

5.2.3 Traffic forwarding 

When starting a communication, the MN needs to decide where the destination is 
located. Traffic forwarding according to the ad hoc routing protocol is used for 
destination inside the ad hoc network. To avoid the delay of the route discovery 
process and to use the already installed routes to the gateways, the selected gateway is 
installed as the default gateway. All traffic to Internet destination is tunneled to the 
default gateway. This avoids the risk for intermediate nodes changing default 
gateway, which would lead to inconsistent routes. 

We use the network prefix of the current selected gateway as an indication of a 
local destination. If prefixes match, the MN initiates a route discovery process in the 
ad hoc network. A CN homed in the local network would reply on the route request 
and a path is set up. If the CN has moved to another network the HA will respond to 
the route request with a route reply. The packets will be sent to the HA that tunnels 
them to the CN’s current location. If prefixes do not match, the destination is 
considered non local and the traffic is sent through the gateway (i.e. the packets will 
be sent to the default gateway using the maintained route). If the default gateway 
running the FA has the CN registered as a visitor in the network, an Internet Control 
Message Protocol (ICMP) [96] redirect message is returned to the MN. The MN will 
then request a route to the CN using AODV. If the CN is outside the network, the 
gateway will forward the packets according to the IP routing protocol in the wired IP 
network.  

When selecting a gateway and starting to send packets, the gateway selection for 
CN’s may not change until any of the following occurs: 

• An agent advertisement is lost from the selected gateway, and the RVM computed 
for some other gateway has becomes lower than the RVM of the selected gateway at 
the time the selection was made. 

• The MN stops sending and receiving packets from the CN for a specified period of 
time. 

Address Mask Next hop Interface Metric
130.10.100.10 255...255 Virtual int. 0 Virtual int. 0 - 
130.100.100.30 255...255 Virtual int. 1 Virtual int. 1 - 
130.241.100.10 255...255 130.240.10.110 130.100.10.210 3 
130.240.10.100 255...255 130.240.10.110 130.100.10.210 2 

0.0.0.0 0.0.0.0 130.240.10.110 Virtual int. 0 - 
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• The network layer connection is considered lost due to three successive lost agent 
advertisements as defined by MIP. 

To maintain routes to gateways and to be able to manage MIP messages without 
enforcing new broadcasts, the active time out time in AODV is set to the registration 
timeout in MIP. The period of time a route remains active without being used is in 
AODV called the active route timeout. A route not used within this time is erased. 
Agent advertisements are sent once a second and the timeout time for MIP 
registrations is three times the agent advertisement time (as defined by MIP). This 
gives a timeout time of MIP registrations of three seconds. This is the same time as 
the active route timeout proposed in AODV. With these timeout settings a route from 
an MN to a gateway is maintained by agent advertisements, registration and binding 
replies. And a route from a gateway to an MN is maintained by registration requests 
and binding updates. 

When data is received at the gateway it may operate as an ad hoc node forwarding 
the data in the ad hoc network or act as a gateway forwarding the packets outside the 
network. Packets received via a tunnel with the gateway address will be decapsulated 
and forwarded according to the inner IP header destination field. If the destination is 
visiting the ad hoc network, the gateway will send an ICMP redirect message to the 
source. If there is a route for the destination in the gateway, the packets will be sent 
that route. If the packets are destined for an MN that has a binding to a foreign 
network, they will be tunneled to the care-of address. In the case of a packet received 
without tunneling for a destination homed outside the network and not visiting, an 
ICMP redirect message is returned to the source and the packets are dropped. 

5.3 Simulation study 

This section evaluates the usefulness and efficiency of the RNL gateway selection 
strategy compared to normal hop based selection. Our simulation study uses the 
GlomoSim simulation model version 2.4 [91]. The simulation area is 2000 by 2000 
meters and uses 2Mbps 802.11 radios with a transmission range of 380 meters.  

Simulation study results are presented in figures 5.7, 5.8 and 5.9. The graphs with 
error bars represent the mean value of multiple simulations (different seeds) using a 
confidence interval of 95%. Our simulation study has selected the packet-size 512 
bytes. Packets about this size are used for example for Voice over IP (VoIP). The 
advertisements used in the simulations have a size of 32 bytes. 

Figure 5.6 shows the simulation topology. There are two routes the MN could use 
to communicate with an Internet node. One route is two hops (GW0) and the other 
three hops (GW1) in the ad hoc network. There are five pairs of nodes sending traffic 
in-between them adding to the contention for the medium. The x-axis in the graph 
shows the number of pairs sending competing traffic (0-5 pairs). The solid line 
represents RNL selection and the dashed line hop selection. Competing traffic is 25, 
50 or 71packets/sec. 
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Figure 5.6.  Simulation topology, 2000*2000 meters. 

Figure 5.7 shows the throughput received at the mobile node. There are five pairs 
of nodes out of radio range from the MN but in range of GW0. As they are out of 
radio range from the MN they will not affect the MNs access to the wireless medium. 
The movement of the MN would lead to a break in the two hop route. The difference 
between the algorithms depends on the time spent in an area with several possible 
routes to the Internet. As expected the effect of RNL selection increases as the 
number of packets sent increases and as the number of nodes sending traffic 
increases. 

Figure 5.7.  Throughput received at the MN, competing nodes out of range. 

Figure 5.8 shows the throughput received at MN when the competing nodes are 
within radio range (between GW0 and the intermediate node). As seen the contention 
for the wireless medium sets the limit for the throughput most of the time and the 
gateway selection only has an effect for a short period of time. As expected the 
algorithms perform similarly with a small advantage for RNL gateway selection. 
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Figure 5.8.  Throughput received at the MN, competing nodes within range. 

Figure 5.9 shows the throughput received at MN when the competing nodes and 
intermediate nodes move with random waypoint (9.5–10.5 m/s, 2s WP-time). Again 
the gateway selection only has a limited effect since there is not that often there are 
multiple internet routes available (or even one). As expected the algorithms perform 
similarly with a small advantage for RNL gateway selection. 

Figure 5.9.  Throughput received at the MN, nodes random mobility. 
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5.4 System implementation 

The system is implemented in C++ and run on a Linux operating system (kernel 
2.4). It consists of two modules, one for mobility management and another for ad hoc 
routing. The system uses the AODV-UU [60] implementation from the University of 
Uppsala, which is slightly modified in order to allow interoperability with M-MIP.        

The M-MIP module implements the multihomed Mobile IP protocol and all related 
features like ARP management and IP-in-IP tunneling. It supports both triangular 
routing and bidirectional tunneling. The calculations of the running variance metric 
and the relative network-layer load are also performed in the M-MIP module. The 
visitor list of the FAs is synchronized between all FAs serving the same ad hoc 
network. In case of no synchronization, one FA could reply with the belief that the 
destination is in the Internet while other FAs know that the node is visiting the 
network. 

The AODV-UU module extends the Uppsala implementation to allow gateway 
functionality to respond to route requests for MNs that have moved away from the 
local network and thereby have registered with the FA. This locality check is 
provided by allowing the AODV-UU module access to the M-MIP visitor table. M-
MIP distributes routing information from agent advertisements to the AODV routing 
table creating reverse routes towards the gateways. M-MIP also decides the gateway 
to use as default-gateway and informs the AODV module, which otherwise would use 
the one with the shortest path. 

A message queue allows message passing between the M-MIP and AODV-UU 
modules.  

Figure 5.10 illustrates the design of the modules. 

                        
Figure 5.10.  The layered architecture of the system. 

The functions of the system are distributed according to the MIP entities with a 
combination of the HA and FA functionality in the gateway. The MN needs to be 
configured with a home address and it’s HA’s IP address and it performs three 
parallel tasks as shown in figure 5.11.  

One thread listens for agent advertisement/registration reply and sends registration 
requests.  Another thread sends solicitation messages, if needed. The third thread 
evaluates the quality of the connections to gateways where the MN is registered. In 
order to correct rebroadcast of advertisements the MN keeps track of the sending 
FA’s IP address and sequence number. Only one advertisement from each FA is 
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rebroadcasted, the one from the previous hop with the best RVM value. 

                         
Figure 5.11.  M-MIP concurrent tasks at the MN. 

The HA handles registration of MNs and forwards packets to the MNs current 
location. It installs host routes to tunnel endpoints and acts on the MNs behalf on the 
local network through gratuitous ARP and proxy ARP. The HA/FA performs four 
parallel tasks as shown in figure 5.12. One thread sends periodical agent 
advertisements on the local interface. Another thread listens for incoming messages 
on the local interface. A third thread listens for incoming messages on the global 
interface and the fourth thread checks for outdated registration lifetimes. The most 
frequent task for the HA is to respond to incoming registrations and perform 
appropriate actions. If the MN stays in the same network, the HA only has to update 
the registration lifetime. If the MN registers a new FA, the HA could have to change 
the host route to point at the newly created tunnel. The discovery of outdated lifetimes 
could lead to bringing a tunnel down if there is no other MN registered at this FA. 

                        
Figure 5.12.  M-MIP concurrent tasks at the HA/FA. 

The FA maintains a visitor list with visiting MNs currently registered with the FA. 
Each MN is listed only once at each FA since it could be multihomed and registered 
with several FAs serving the same area. The HA will of course keep multiple 
bindings. 
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5.4.1 Implementation of M-MIP module 

The design of the M-MIP module is shown in figure 5.13. Many popular Linux 
distributions ignore received packets with different network prefix. Reverse Path 
Filtering [99] verifies the source address to prevent IP spoofing attacks. This is solved 
by using raw sockets that bypass the kernel and receive all packets independent of 
source IP address. Our class RawSocket encapsulates a raw socket and uses both the 
network-layer and link-layer functionality. It implements two protocols, ICMP [96] 
and UDP [100] and adds its own IP header. The link-layer receiving gives access to 
information from all headers.  

The Mip2Aodv class includes an MsgQueue which encapsulates the POSIX IPC 
message queue. M-MIP messages retrieve sequence numbers from the routing table, 
update the visitor list, add routing entries and select which gateway to use as default-
gateway.  

In the ARP class all ARP related tasks are handled. It sends a gratuitous proxy ARP 
to notify nodes on the home network to rebind a MNs IP address to the HAs MAC 
address. It is also responsible for a proxy ARP process to answer new ARP requests 
for the MNs IP addresses.  

The Route class represents an entry in the routing table. It supports both ioctl calls 
and the route user space tool. Deleting a route object removes the entry in the routing 
table.  

AgentSol, AgentAdv, RegReq and RegRep classes respond to the MIP messages. 
The Metric class implements the calculation of the RVM from advertisements and the 
RTT from registration requests/responds.  

AgentInfo is a container class for information about known agents at the MN. It 
keeps track of IP/MAC addresses, message IDs, metrics and current registrations.  

Node is the base-class representing a MN. RegNode inherits Node and is used at 
the HA to store registered MNs and could contains multiple bindings. VisitingNode is 
the equivalent at the FA and relates to a route table entry. The Registration class 
represents a binding between an agent and a MN. 

The MN, FA and HA classes represents each entity and handles all message 
passing in the system. Figure 5.13 shows the class diagrams for the HA/FA and the 
MN. 
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Figure 5.13.  HA/FA and MN class diagram. 

5.4.2 Implementation of AODV-UU module 

The module extends the AODV-UU implementation from the University of 
Uppsala. Inter process communication enables message passing with the M-MIP 
module via a message queue. The M-MIP module informs the AODV-UU module 
which gateway to use and whenever the MN wants to send traffic to an Internet 
destination a host route is installed with that gateway as next hop. The AODV-UU 
already implements support for half-tunneling which is used to avoid inconsistent 
routes in the ad hoc network when forwarding packets to the gateway.  

When an MN is receiving an agent advertisement the AODV-UU module updates 
the routes to the previous hop and to the gateway. 

Locality check is made by prefix matching and non local traffic is tunneled to the 
gateway. Local traffic uses the AODV route discovery process. 

5.5 System evaluation 

The system was first implemented and evaluated in the Global Mobile Information 
System Simulator (GloMoSim) [91]. The simulation results were presented in the 
previous section and one goal of the real world implementation is to verify the 
simulator results. 
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5.5.1 RNL verification 

The Relative Network Load is designed to reflect the load of a gateway and the 
first scenario verifies that inter-departure time of advertisements is effected by 
increased load of a gateway. The topology used to verify RNL is shown in figure 
5.14. 

                   
Figure 5.14.  Evaluation topology. 

The scenario: two MNs send data to the FA according to table 1 and a monitoring 
node evaluates the RNL. In table 1, Wanted, is the output the test-program wanted to 
add to the network. Duration is the time period the load was scheduled, which is the 
same for both MNs. The fields Sent MN1 and Sent MN2 are the actual data rates put 
out on the medium. The last field Actual refers to the real throughput received at the 
FA for both MNs flows. 
Table. 5.1.  Inserted load traffic 

Wanted
(kB/s)

Duration
(s)

Sent MN1 
(kB/s)

Sent MN2 
(kB/s)

Actual
(kB/s)

0 0 – 60 0 0 0 
70 60 – 120 64 64 84 
160 120 – 180 129 133 178 
400 180 – 420 253 267 504 
160 420 – 480 133 133 248 
70 480 – 540 64 64 125 
0 540 – 600 0 0 0 

The RNL measurement is shown in figure 5.15. The large fluctuation at time 400 – 
450 refers to some disturbance at the wired network and the peak at time 480 
indicates a loss of an agent advertisement. This result verifies the previous simulator 
results and RNL’s capacity as an indicator of network layer load. 
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Figure 5.15.  Monitored Relative Network Load.  

5.5.2 M-MIP handover 

Handovers are critical in wireless communication and could lead to latency and 
packet loss, which badly affect the user experience. Soft handover is enabled by the 
multihoming features of M-MIP. Whenever a MN has more than one FA registered it 
is entitled to select which one to use as gateway. This means that a MN moving out of 
reach from one FA can switch to another. By using RNL the MN can detect a weak 
connection and switch gateway before it breaks. Figure 5.16 shows the topology used 
in the handover scenario where the MN moves from the coverage area of the OldFA, 
through the overlapped area and into the NewFA coverage area. 

Scenario: (1) The MN has a single connection and traffic flows through Old FA. 
(2) The MN is multihomed and traffic still flows through the Old FA. (3) The link 
quality has been reduced which will influence the RNL and the New FA will be 
selected as gateway before the connection to the Old FA breaks. (4) MN is now again 
single connected. 

Figure 5.16.  Handover verification topology. 
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Ping requests to an Internet peer is used for handover evaluation. Packets are sent 
every 50 millisecond. 

ping -i 0.05 130.239.40.13 
....
64 bytes from 130.239.40.13: icmp_seq=466 ttl=252 time=2.78 ms 
64 bytes from 130.239.40.13: icmp_seq=467 ttl=252 time=2.81 ms

--- 130.239.40.13 ping statistics --- 
467 packets transmitted, 467 received, 0% packet loss, time 27698ms 
rtt min/avg/max/mdev = 2.743/3.267/11.177/1.175 ms

At the same time figure 5.16 reflects the movement of MN  and handover. 

Connected to agent 10.0.2.1 
[i] Agent 10.0.2.1 has the best connection (RNL: new 0.007293 old 
0.136873)
[i] Current gateway is 10.0.2.1 
Connected to agent 10.0.1.1 
[i] Agent 10.0.1.1 has the best connection (RNL: new 0.006053 old 
0.007566)
[i] Current gateway is 10.0.1.1 

This test verifies that no packets were lost during the soft handover. 

5.6 Chapter summary 

This chapter proposes, describes, implements and validates solutions towards 
enabling and supporting global connectivity in wireless ad hoc networks. We describe 
the use of the Running Variance Metric (RVM) [2] and Relative Network Load 
(RNL) as performance metrics to classify the traffic load of gateways in wireless 
access networks. A gateway selection strategy and its effect on performance in multi-
hop ad hoc networks are evaluated. The gateway selection based on RNL is compared 
to normal hop based selection. RNL gateway selection is shown to perform better 
when it is beneficial to switch a short congested route to one gateway to a longer one 
to another gateway.  

The two algorithms perform similarly in scenarios where the medium contention 
has the greatest impact on throughput, when the medium is below congestion or when 
there is only one gateway available. A mobility scenario is such a scenario when the 
RNL selection would react quicker and switch over to a longer route before the 
shorter route breaks.  

The simulation study reported in this chapter demonstrates that RNL gateway 
selection, used in ad hoc access networks, enhances the throughput. This simulation 
study also supports the theoretical contribution presented in [98, 93]. 

A Global Connectivity access network with our solutions manages handover and 
multihoming. We use RVM with Multihomed MIP as described in [93] to associate 
with multiple gateways. With the proposed approach it is possible to select the least 
loaded gateway(s) while doing handover when two or more gateways are used. No 
double casting or multicasting is needed because the MN is connected to multiple 
gateways receiving unique packets. By this, the functionality at the data-link layer is 
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sustained. Multiple associations are maintained in order to evaluate the performance 
of gateways. 

The implementation of a multi-hop ad hoc network with Internet access gives users 
the possibility to enhanced utilization of wireless access networks. It implements a 
multihomed environment with RNL estimations and ad hoc communication. This 
gives very desirable effects: 

• Soft handover and increased reliability 
• Extended multi-hop coverage 
• Device controlled load balancing 
Soft handover with support of RNL detects the best available connection to 

Internet services. The MN can switch gateway due to congestion from competing 
MNs or because of radio problems like interference or distance. 

Multi-hop networking extends the coverage area significantly and enables traffic 
relaying around obstacles. The result is preventing communication dead-spots and 
enables direct peer-to-peer communication. 

Load balancing with RNL leads to better use of the available network resources. 
Each MN evaluates the network load and adapts its behavior to the current situation. 
This means that a MN could have a connection with a peer through one FA and a 
second connection with another peer through a different FA. 

M-MIP and RNL have proven its performance in wireless 802.11b environments. 
Future work will extend the system to handle heterogeneous environments that 
combine wireless LAN, MAN and WAN technologies. 

Hop count as a useful parameter, can be exchanged among layers across the 
protocol stack in cross layer information exchange. This can be used to perform the 
functional requirements at each layer. Calculating route metrics for optimal route 
selection at network layer and priority scheduling and decision making at transport 
layer and even application layer rate adjustments according the dynamic conditions of 
the path in which the packets flow. These will be addressed in our future work.  

The next chapter presents a proposal to combine network layer and application 
layer mobility management. 
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Chapter 6: Mobility Management for multiple diverse 
applications in heterogeneous wireless networks3

                                                          
3 This chapter is based on the publication: 

R. Brännström, R. Kodikara, C. Åhlund, and A. Zaslavsky. Mobility Management for 
multiple diverse applications in heterogeneous wireless networks. IEEE Consumer  
Communications and Networking Conference CCNC, January 2006, Las Vegas, USA. IEEE 
Computer Society Press. 

Minor changes have been made to the publications to improve the presentation. 
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Mobility Management for multiple diverse 
applications in heterogeneous wireless networks 

This chapter proposes, describes and validates a mobility management solution to 
support applications which are mobility aware and those which are not. Mobility 
management in heterogeneous network environments need to address the dual 
meaning of the IP address as an endpoint identifier and a location identifier. 
Application layer mobility management solutions uses a non-IP endpoint identifier 
(e.g. user@realm) while network layer mobility management solutions uses a fixed 
home IP-address as endpoint identifier. The binding and resolving of the endpoint 
identifier to a location identifier require support from a mobility management system. 
This chapter proposes a Mobility Support system that integrates the benefits of 
application layer SIP mobility with network layer MIP mobility. A cross-layer 
information system provides context for mobility oriented adaptation. Context 
awareness enhances handover decisions, network traffic performance and media 
adaptation. The proposed network layer mobility management system supports an 
application to locate the destination on-demand for the initial setup of sessions. The 
chapter includes an initial evaluation of the network layer mobility part of the 
proposed solution. 

6.1 Introduction 

The deployment of wireless networks has made them pervasive and ubiquitous. 
Users having wireless access to wired Internet Protocol (IP) networks and the Internet 
are driving the demand for mobile and heterogeneous solutions. Future wireless 
connectivity will be provided through a mix of coexisting heterogeneous access 
technologies. These access networks will adapt to the All-IP approach (4G) and 
contribute with different performance and coverage and will partially overlap. 

Current wireless networks like WLAN and GPRS/UMTS will be complemented by 
WiMAX and other evolving technologies (see figure 6.1). Multi-hop wireless ad hoc 
connections will enhance the service area of the access networks and provide 
forwarding of traffic into previously unreachable dead-spot areas.  
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Figure 6.1. Wireless heterogeneous Internet access 

Users could benefit from the ubiquitous networks in several ways. Through user 
mobility a user is enabled to switch between devices, migrate sessions and still get the 
same personalized services. Terminal mobility enables the users’ devices to move 
around the networks and maintain connectivity and reachability. Figure 6.2 illustrate 
user and terminal mobility. 

      
Figure 6.2. Mobility situation  

The general mobility problem can be regarded as an addressing and routing 
problem. More specific, the problem is the double meaning of the IP address as an 
endpoint identifier and a location identifier. This breakup could be handled at 
different layers in the network protocol stack and concerning different types of 
mobility. Using a non-IP personal address (e.g. user@realm) as an endpoint identifier 
enables location transparent reachability at the application level. This is the approach 
used by the Session Initiation Protocol (SIP) [14] which binds the unique identifier 
with a temporary unicast IP address. The combination of a permanent unicast IP 
address as endpoint identifier and a temporary unicast IP address as location identifier 
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achieves location transparency at the network level and is the approach of Mobile IP 
(MIP) [15]. 

Though MIP provides an elegant network layer solution for seamless node 
mobility across IP networks it is not the optimal mobility support solution for 
multimedia applications due to many reasons. Real-time multimedia applications are 
coupled with stringent delay requirements, are highly sensitive to packet losses and 
should be incorporated with a guaranteed response time. The indirect communication 
in MIPv4 increases the packet delay and the encapsulation overhead due to tunneling 
restricts the bandwidth utilization. Packet header overhead is particularly significant 
for low bit rate voice traffic in which payloads are very short. On the other hand non 
real-time applications do not want to handle mobility and need support from network 
layer mobility management systems.  

We propose an integrated solution that integrates the positive features of each 
protocol. The user identity (user@realm) is bound to the permanent home address of 
the user device and lets MIP handle forwarding to the current location. This solution 
enables the application to select the mobility method to use based on real-time or non 
real-time requirements. 

Mobility management involves the decision of if, when and where to perform a 
handover to another network. Handover decisions could be triggered from coverage 
limitations, capacity demands or other specific requirements. The information needed 
for accurate and efficient handover could originate from any layer in the 
communication stack.  

We propose a cross-layer information exchange system that enhances mobility 
adaptation (e.g. handover decision, adopting video quality etc). 

The rest of the chapter is structured in the following way. Section 6.2 describes a 
mobility scenario of a fully deployed system. Section 6.3 describes the architecture of 
the mobility support system and Section 6.4 details the non real-time and the real-time 
mobility management. Section 6.5 describes related work and Section 6.6 concludes 
the chapter. 

6.2. Mobility Scenario 

To motivate the integrated mobility support system a scenario describes the 
benefits of a fully deployed system.  

Sara, a research student, is on her way to University by the morning train and 
participates in a videoconference with “media-IT”, an industry partner of the research 
project using her laptop. She does not notice any disruptions although the train 
traverses several sub networks. (Real-time mobility situation) 

After entering the University building, Sara joins a seminar in a conference room. 
She exchanges electronic files with her colleagues through their laptops and 
downloads some web pages and files in order to reinforce the seminar materials 
working in the infrastructure mode. When she leaves the room and enters another 
room, the download process is continued. (Non real-time mobility situation) 
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Then she is supposed to join the e-meeting with her supervisors. She decides to 
continue the meeting from her office room and when entering the office she switches 
the session to her desktop PC. (Session mobility situation) 

Later she arrives at another school situated in a different location, where she 
accesses a public desktop PC and receives an invitation from “media-IT” to join in 
another videoconference to discuss some urgent matters. “media-IT”, unaware of 
Sara’s mobility and current location, established the communication with Sara 
through her user id. To keep the confidentiality of the project Sara decides to switch 
the session to her mobile phone and moves outdoors to continue the meeting. 
(Personal mobility situation) 

6.3. Mobility Support Architecture 

The description of the system in this chapter refers to IPv4 solutions if not other 
stated. The mobility support system consists of Mobility Support Agents (MSA) at the 
home network and at the foreign network. The Home Mobility Support Agent 
(HMSA) provides the service of MIP home agent and SIP redirect/registrar server. 
The Foreign Mobility Support Agent (FMSA) provides the service of agent 
advertisement and IP address allocation. All functionality could be supported in a 
single server. Figure 6.3 illustrates the mobility support architecture. 

Foreign 
Network

MN

Foreign Network

             

Internet

FMSA

1. Agent 
Advertisements 

and IP 
acquisition

2.Home Registration

Home Network

HMSA

Movement of MN

Private NetworkCN

Figure 6.3. Mobility support architecture

To enable direct communication between end-nodes, the MN needs a co-located 
care-of address (CCoA) at the foreign network.  

Important and related issues that are not included in the work at this stage are 
AAA, QoS, user profiles and policies and extended context awareness. We will 
address those questions in future work. 
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6.4. Mobility Management 

Mobility management is supported both at the network layer and at the application 
layer. We choose to describe the mobility as network layer and application layer 
while the actual choice is taken by the application based on real-time requirements. 

6.4.1. Network layer mobility 

MIP is the standardized basic IP mobility support that provides seamless mobility 
without breaking TCP flows. Actual MIPv4 deployment would require reverse 
tunneling because of ingress filtering at the foreign network. The tunnel will have the 
HMSA and the CCoA as endpoints. M-MIP [3] is an extension to MIP that enables 
multihoming by accepting multiple bindings for a MN. This enables seamless 
handover without packet loss in heterogeneous networks. M-MIP uses RVM [2] and 
RNL network layer metrics in handover decisions.  

Agent discovery (and mobility detection) is handled by MIP agent advertisements 
sent by the FMSA. The system also supports agent solicitation. The MN uses the 
advertisements to evaluate the network layer capacity for handover decisions. When a 
MN detects a new network it acquires a CCoA from the FMSA. The MN then 
registers the new location with the HMSA and the M-MIP registration contains the 
preferred CCoA in case the device is multihomed. The HMSA stores the bindings for 
the MN and activates a tunnel to the selected CCoA. The binding is soft state and 
would timeout if not renewed. Figure 6.4 illustrates the proposed network layer 
mobility management solution. 

Figure 6.4. Multihomed network layer mobility



Chapter 6: Mobility Management for multiple diverse applications in
heterogeneous wireless networks

100 

In IPv6 the router advertisements and solicitation could be used and the IP address 
acquisition could by handled by stateless auto-configuration. This would remove the 
need of a MSA at the foreign network. The MIPv6 route optimization option would 
relieve pressure from the HMSA by allowing direct communication between the end 
nodes (although encapsulated).   

An initial study of the network layer mobility management implementation verifies 
the M-MIP ability of soft handover. In the study we use ping requests to an Internet 
peer (CN) for handover evaluation. Packets are sent every 50 millisecond. 

ping -i 0.05 CN 
....
64 bytes from CN: icmp_seq=466 ttl=252 time=2.78 ms 
64 bytes from CN: icmp_seq=467 ttl=252 time=2.81 ms 

--- CN ping statistics --- 
467 packets transmitted, 467 received, 0% packet loss, 
time 27698ms
rtt min/avg/max/mdev = 2.743/3.267/11.177/1.175 ms 

At the same time the MN moves from one foreign network through an overlapping 
area to another foreign network and performs the handover (see figure 6.4). 

Connected to FMSA1 
[i] FMSA1 has the best connection (RNL: new 0.007293 old 
0.136873)
[i] Current gateway is FMSA1 
Connected to FMSA2 
[i] FMSA2 has the best connection (RNL: new 0.006053 old 
0.007566)
[i] Current gateway is FMSA2

This test verifies that no packets were lost during the soft handover. 

6.4.2. Application layer mobility 

SIP is an application layer protocol that handles establishment of real-time sessions 
as well as session migration. This could be used in both personal mobility and session 
mobility. The proposed application layer mobility support system enables personal 
mobility through SIP registering of the user id. The user registers the home address 
(HoA) of the current device at the HMSA which creates a binding to the user identity. 
Figure 6.5 illustrates the proposed application layer mobility management system. 
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Figure 6.5. Application layer mobility

Whenever an invitation arrives at the HMSA the user identity is resolved to a 
device home address and the invitation is forwarded through M-MIP tunneling. M-
MIP maintains FMSA registrations and selects the best one to use. At reception of the 
invitation the MN replies directly to the CN, establishing a direct path used by further 
SIP signaling and real-time data as shown in figure 6.6. 

Figure 6.6. Message sequence for mid-session mobility.  
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Session mobility is accomplished by the SIP reINVITE message. The INVITE 
message includes the new location and an updated session description. The SIP 
messages are exchanged directly between the MN and the CN and thereby minimize 
the handover delay. After the handover is done the MN register the new location with 
the HMSA according to the network layer description. The mid-session message 
sequence is shown in figure 6.6.  

The approach is similar when the user decides to move the session to another 
device. A user may be associated with multiple devices at the same time and could 
transfer one or all session to another device. 

As well as the user may be in possession of several devices she may have several 
user identities or alias (e.g. a professional identity and a private identity). These user 
identities might be associated with different or the same email addresses, phone 
numbers etc. Associations are maintained by SIP registrations with the HMSA. When 
the HMSA receives an INVITE it checks for user preferences matching the user 
identity to an active device. 

The application layer mobility support solution separates the user from the device 
and the current location, enabling true mobility. 

6.4.3. Cross-layer information 

A cross-layer information system provides available context to support real-time 
applications in mobility management and data adaptation. The context is available at 
all layers and provides information to be used by all layers as they wish as illustrated 
in figure 6.7.  

The cross-layer information module is at this stage restricted to mobility related 
context exchange and adaptation. For example we do not include issues related to 
QoS adaptation and channel adaptation.  

Figure 6.7. Cross-layer information exchange 

Mobility related context can be exchanged between layers to make the mobility 
adaptation more efficient. Link layer parameters like signal strength, handoff 
initiation and completion events can be used to make network layer handover 
decisions more efficient. Link layer parameters like packet loss and BER could also 
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be used to fine tune performance at the transport layer (e.g. retransmission and back-
off) and for adaptation at the application layer (e.g. media encoding and transmission 
rate).

Network layer notifications and mobility information can be used to enhance the 
application layer movement detection (e.g. new IP address). 

6.5. Chapter summary 

This chapter proposes, describes and validates a solution towards enabling and 
supporting all types of mobility in heterogeneous networks. The mobility support 
system provides mobility management at both network layer and application layer 
through Mobility Support Agents. 

Our solution supports non real-time applications by the network layer mobility 
functionality. This keeps the application unaware of network mobility and works as a 
backup for real-time applications. 

Application layer mobility supports personal and session mobility for mobility 
aware real-time applications. The integrated solution uses the network layer 
forwarding of initial INVITE messages.  

Cross-layer information exchange contributes to mobility adaptation at all layers of 
the protocol stack. Context awareness enhances handover decisions, network traffic 
performance and media adoption.   

The next chapter presents a solution to mobility management of individual traffic 
flows. 
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Chapter 7: Multimedia Flow Mobility in Heterogeneous 
Networks Using Multihomed Mobile IP4

                                                          
4 This chapter is based on the publication: 

R. Brännström, K. Andersson, C. Åhlund, and D. Granlund. Multimedia Flow Mobility in 
Heterogeneous Networks Using Multihomed Mobile IP. Journal of Mobile Multimedia 
(JMM), vol. 3, no. 3, 2007. Rinton Press. 

Minor changes have been made to the publications to improve the presentation 
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Multimedia Flow Mobility in Heterogeneous 
Networks Using Multihomed Mobile IP 

Next generation networks will use multiple access technologies, creating a 
heterogeneous network environment. To enable end-user terminals to move between 
access networks with minimal disruption, the terminals should be able to maintain 
multiple active network connections. Such a multihomed mobile node will experience 
differences in capabilities and coverage area depending on access technologies. This 
chapter proposes, describes and validates an extension to Mobile IP enabling 
multihoming, regardless of access technology. Mobility of multimedia 
communication in this environment should adapt to changing conditions and be based 
on dynamic measurements and user preferences. The proposed architecture provides 
support for mobile multimedia applications to use multiple access networks 
simultaneously. It also enables migration of individual flows between access networks 
and between user devices. Media flows are identified by destination IP address, 
protocol and port number. Evaluation results are presented both from a simulation 
study and from a real world prototype implementation using three different wireless 
access technologies: 802.11b, UMTS and 802.16-2004. 

7.1 Introduction 

In new generations of wireless networks, seamless mobility across heterogeneous 
networks will be supported. A widespread vision of the fourth generation (4G) mobile 
networks or Next Generation Networks (NGN) includes coexistence of current 
wireless technologies such as WLAN, WiMAX, General Packet Radio Service 
(GPRS) and Universal Mobile Telecommunications System (UMTS). Different 
access technologies will be combined into a single network and IP will be the glue. A 
Mobile Node (MN) will be equipped with multiple access network interfaces and 
users will be able to roam transparently over networks in a seamless manner. 
Software defined radio have however recently gained new interest in research 
communities and may in the future be an alternative to using multiple interfaces.  

7.1.1 Handover policies 

To manage mobility between Access Points (APs) there are basically two 
approaches, namely mobile-controlled handover (MCHO) and network-controlled 
handover (NCHO). NCHO requires network providers to manage handovers between 
different technologies and is not a feasible solution in today’s heterogeneous 
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networks. On the contrary MCHO can easily be adopted by adding multiple interfaces 
to MNs and additional mobility management software. For heterogeneous networks, 
policies are required for the decision on which type of technology to use in different 
situations. These policies should be based on user preferences as well as continuously 
evaluating performance of available access networks. 

The ideas and terms of an IETF proposed policy model [101] are widely accepted. 
Figure 7.1 illustrates a policy model that is based on the IETF proposed Policy 
Decision Point (PDP) and Policy Enforcement Point (PEP) entities, extended with a 
Policy Repository (PR) entity. 

Figure 7.1. Policy-based decision model. 

As show in figure 7.1, the model consists of three entities: 
Policy Repository: The PR is responsible for delivery of requested policy 
parameters to the Policy Decision Point. The PR contains information such as 
user preferences, signal strength and cost of available access networks. The 
PR can obtain information through measurements of the environment. 
Policy Decision Point: The PDP is the control entity that evaluates access 
networks through policy decisions. The policy decisions are based on the 
parameters received from the PR. If the PDP decides that a handover is 
justified, the PDP informs the PEP to perform a handover. 
Policy Enforcement Point: The PEP receives policy decisions from the PDP 
and performs the actual handover. The PEP is said to enforce the policy 
decision [102].  

The actual location of the PDP (i.e. mobile node or network node) separates policy 
systems to perform an MCHO or an NCHO.  

7.1.2 Mobility management 

To manage mobility for an MN connecting to IP networks, where applications and 
users are unaware of the network mobility, Mobile IP (MIP) is deployed. The MIP 
architecture incorporates a Home Agent (HA), and the MN, configured with an IP 
address at the home network (Home Address, HoA). An MN connected to the home 
network will operate according to normal IP network operations, without using MIP. 
When an MN connects to a foreign network it will register its new point of attachment 
by sending a Binding Update (BU) message containing the local address to the HA. 
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This address is called the Care-of Address (CoA). The registration sent by an MN to 
the HA will create a binding in the HA between the HoA and the CoA.  

When packets to the MN are discovered at the home network, the HA will forward 
the packets to the CoA using tunneling. A tunnel encapsulates the received packet as a 
payload in a new packet with an outer IP header having the CoA as the destination 
and the HA as the source. When the packet arrives at the MN, it will be decapsulated 
by the networking software. The outer packet header is removed before the packet is 
handed to upper layers. In MIPv6 a packet sent to a Correspondent Node (CN) will 
use the MN’s CoA as the source, and the HoA will be added in the home address 
destination option. Since the source addresses is topology-correct, ingress filtering is 
avoided. The CN receiving the packet will replace the source address with the address 
in the home address destination option before handing the packet to the transport 
layer. The routing created by MIP is referred to as triangular routing (see figure 7.2). 
Here packets from a CN are sent to the MNs home address (HoA). 

The HA catches packets from the CN and tunnels them to the MN’s CoA, and the 
MN sends its traffic directly from its current location to the CN, completing the 
triangle. In the case of a CN being unaware of MIP the traffic must be tunneled from 
the MN back to the HA and then forwarded by the HA to the CN. This type of bi-
directional tunnelling is also the way MIPv4 handles Co-located CoAs. 

                            

Figure 7.2. Triangular routing in Mobile IP. 

To optimize routing between the MN and a CN, a route optimization procedure is 
used (see figure 7.3). An MN receiving packets via the HA informs the CN about its 
current CoA in a BU. When a CN receives a BU it will start to send packets directly 
to the MN using the CoA as the destination address. 
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Figure 7.3. Route optimization in Mobile IP. 

In MIPv6, support for route optimization is built into IPv6. The CN uses the IPv6 
routing header, where the destination of the packet is the MN’s CoA and the address 
in the routing header is the MN’s HoA. When the MN receives such a packet, the 
destination field will be updated with the MN’s HoA before handing the packet to the 
transport layer.  

To secure MIPv6 route optimization the return routability procedure is used (see 
figure 7.4). In the procedure four messages are sent; Home Test Init (HoTI), Care-of 
Test Init (CoTI), Home Test (HoT) and Care-of Test (CoT).  

Before the MN sends a BU to the CN it sends a HoTI message through the HA. A 
CoTI message is also sent directly to the CN according to IP routing. When receiving 
these messages the CN responds with the HoT and CoT messages, where HoT is sent 
through the MN’s HA and the CoT message is sent directly to the MN’s CoA. The 
MN derives a binding management key from the information in the HoT and CoT 
messages. After this, the BU will be sent to the CN. The CN will derive the binding 
management key from the information in the BU.  

The return routability procedure verifies that the MN is reachable both through its 
HoA and its CoA. To secure the information exchanged in the return routability 
procedure, IPSec [21] can be used between the MN and its HA for the HoTI and HoT 
messages. A malicious node has to intercept both HoT and CoT messages to create 
the binding management key. Return routability is required each time the MN 
changes its CoA. As long as the same CoA is used the same binding management key 
is valid. 
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Figure 7.4. Return routability in Mobile IP. 

7.1.3 Research challenges 

The MIP solution is attractive since it enables mobility with the most widely used 
protocols at the transport layer, the Transmission Control Protocol (TCP) and the User 
Datagram Protocol (UDP). With MIP, protocols above the network layer are unaware 
of network mobility. However, one problem with MIP is the registration time when 
moving between networks, especially if there is a long distance between the HA and 
the foreign networks visited by an MN. MIP will probably be most used with MNs 
connecting wirelessly and this may cause problems because of rapidly changing 
conditions in the wireless network. An MN switching between APs connected to 
different networks will require a new registration each time. The time it takes to 
perform a handover may cause UDP packets to be dropped and TCP flows to break. 

To minimize these problems, the work described in this chapter makes the 
following contributions: 

Extends and enhances Mobile IP to enable multihomed MNs to manage 
movement of individual traffic flows.  
Proposes and describes an extension to Mobile IP that enables users to switch 
terminal for individual or all ongoing traffic flows.  
Evaluates proposed solutions both through simulations and a real world 
prototype.  

The rest of the chapter is organized in the following way. Section 7.2 describes the 
handover selection algorithm and Section 7.3 Multihomed Mobile IP. Section 7.4 
presents the port-based MIP architecture and Section 7.5 discusses the user mobility 
proposal. Sections 7.6 and 7.7 present conducted experiments and the results. Section 
7.8 concludes the chapter. 
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7.2. Handover selection 

In order to compare and select access networks in a heterogeneous environment the 
MN must perform continuous evaluation of the available networks. We use a metric 
called the Relative Network Load (RNL) [9] to relatively compare the capacity of 
different access technologies at the network layer. RNL was described in detail in 
Chapter 4. 

The RNL value for each network is stored in the policy repository and for the 
selection of which access network to use the monetary cost and energy consumption 
values for each interface is included. Cost and energy consumption for each interface 
is inserted by user configuration. 

7.3. Multihomed Mobile IP 

New terminals with multiple network interfaces introduce new requirements on 
mobility management. One such requirement is to enable parallel usage of several 
access technologies and to perform seamless handover between those.  

In the scenario shown in Figure 7.5, an MN should be able to send traffic flows via 
different interfaces. In the proposed standard for MIPv6 a MN disconnecting from its 
home network (using one HoA) can only use one wireless connection (i.e. register one 
CoA) at a time. In the multihomed extension for MIP, M-MIP [3] multiple CoAs are 
managed. With M-MIP, CNs can associate the MN’s HoA with multiple CoAs. In the 
case of an MN with two registered CoAs, the HA and CN may use different CoAs to 
reach the MN. However, M-MIP do not enable a CN or the HA to control the use of 
multiple CoAs by itself. Using multiple CoAs is beneficial if the total amount of 
traffic capacity needed extends the capability of one single interface. In that case 
flows can be sent via different interfaces. The mechanisms to realize multihomed MIP 
are described in the next section and a scenario is illustrated in figure 7.5.. 

Figure 7.5. System overview when the MN is connected to both an 802.11b and a UMTS 
network.
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7.4. The Port-based Mobile IP Architecture 

In order to manage which interface should be used by individual traffic flows we 
introduce extensions to the MIP protocol. These extensions are needed for 
multihoming and identification of individual traffic flows. The extension only affects 
binding update messages and the management of binding information. 

To enable UDP/TCP flow identification we extend the M-MIP proposal to include 
a flow mobility option header, specifying the protocol and port number when 
registering a binding. Other examples of flow identification could be the IPv6 flow 
identifier, or other protocol specific identifiers. By doing this an MN can register a 
binding that informs the CN or the HA that only a single flow shall be forwarded to 
the specific CoA. To control multiple flows the MN can include several flow mobility 
option headers in the BU. Beyond enabling flow mobility at the network layer the 
extension also enables flow mobility between devices (described in Section 7.5).  

The modifications consist of two flags added in the BU message and a new option 
header hosting the protocol number and the port number. Figure 7.6 illustrates the 
modified BU header. 

SKH LifetimeReservedMLA

Sequence numberChecksum

ReservedMH TypeHeader lenPayload proto

SKH LifetimeReservedMLA

Sequence numberChecksum

ReservedMH TypeHeader lenPayload proto

8 bits8 bits8 bits8 bits

Figure 7.6. Binding update header with M and S flag. 

The flag named the M-flag indicates a multihomed binding. This means that with 
the M-flag, currently registered bindings will be kept and without the M-flag they will 
be deleted. The S-flag is used by the MN to inform the HA and CNs of which CoA to 
use as default. Figure 7.7 illustrates the flow mobility option header. 

Port

Option lengthOption type

8 bits8 bits8 bits8 bits

Protocol Not used

Figure 7.7. Flow mobility option header. 
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The port field identifies the destination port at the MN. The protocol field 
represents the transport protocol number. In Figure 7.8, bindings are shown for both 
an IP address as well as for a protocol and a port. 

HoA CoA Protocol Port Lifetime Flags 
3ffe::a:b:c:d 3ffc::1:5:a:b:c:d -1 -1 150 A/H/L/K/M/S 
3ffe::a:b:c:d 3ffc::1:6:a:b:c:a 6 6935 200 A/H/L/K/M 
3ffe::a:b:c:d 3ffc::1:a:a:b:c:d 17 7830 150 A/H/L/K/M 

Figure 7.8. Binding cache. 

The proposed solution requires the network layer to look for port numbers in the 
transport header. This approach is used to enable fast forwarding and to filter packets 
in access control lists.  

When an MN discovers a foreign network, it acquires an IP address and registers 
the CoA with it’s HA. If this is the first registration a BU is sent without the M or S 
flag. A BU without the M-flag means that previously added registrations are deleted 
and that this binding is the one selected (without using the s-flag) as in the MIP 
standard. 

If a second foreign network is discovered, another registration is sent to the HA. In 
this registration the MN adds the M-flag in the BU. When registering a new interface 
it should not be selected until an evaluation of the interface is conducted, assuming a 
previously added interface is operational. If the new interface performs better than the 
interface previously used, a new binding update is sent for the new CoA with the M- 
and S-flags. 

Without the option header adding protocol and port to the BU, all traffic (from the 
same or other CNs) is sent to the same CoA. By adding such an option, a single flow 
can be redirected to another interface (CoA). If e.g. the WiMAX interface is used and 
traffic from CNs via the HA congests the WiMAX connection, one or more flows 
should then be moved to an alternative interface, e.g. WLAN. Such a scenario could 
be an e-meeting [103], where voice communication requiring rather strict jitter and 
delay values should be given high priority and kept at the WiMAX interface, while 
video showing presence of participants can be given lower priority and be moved to a 
WLAN interface. In this case a BU is sent to the HA with the option header informing 
the HA of what protocol number and destination port number to be redirected to 
another CoA.  

For route optimization a BU is sent to the CN. This BU can be valid for all traffic 
sent from the CN or just for a specific flow. This means that some traffic may go via 
the HA and some traffic can be sent directly.  

In the case of all traffic being redirected, a BU is sent to the CN without the S- and 
M-flags and without the flow mobility option. In this case all traffic is sent from the 
CN to the registered CoA. To direct a flow from a CN to another CoA a BU is needed 
using the M- and S-flags as well as the flow mobility option. 

For each new CoA, return routability is invoked. No changes in messages are 
needed except for the added option and the two extra flags in the BU. Return 
routability is only needed when adding a new CoA. In the case of handover for 
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specific flows (by adding the flow mobility option to the BU) to an already registered 
CoA, no new return routability needs to be invoked. 

7.5. User mobility scenario 

This section describes the user mobility proposal. In order to fully take advantage 
of flow mobility the user should be able to move an ongoing traffic flow from one 
terminal to another. A typical scenario would be moving a VoIP call from the desktop 
to a mobile device when leaving the office. 

We define user mobility as moving a traffic flow between devices using Mobile IP. 
The request to move can be issued at the source device (from where the flow will be 
moved) or at the destination device (to where the flow will be moved).  The request to 
move a flow is given from the application (by user interaction) and sent to a Mobility 
Application Manager (MAM) process within the device. The MAM must discover the 
location of the peer device and send a request to the peer MAM (see figure 7.9). The 
MAM at the peer device forwards a request to the application to see if it is willing to 
accept the flow. If accepted, the application replies with an accept message that will 
be forwarded to the requesting application. After the source MAM sent the accept 
notification to the application, the MAM will update the HA and CNs with 
information about the destination node. A binding update is sent to update the binding 
lists with the flows’ new CoA. 

Application

MAM MAM
1. Move Request

Application

1. Move Request

2. Accept/Reject

2. Accept/Reject

Old device New device

Figure 7.9. Flow mobility between devices. 

A user moving flows between different devices must maintain a device list that 
binds between logical device names and numerical identifications. This device list 
must be replicated on all devices. When a biding update is sent to the HA or CN it 
contains the integer id of the device. 

Mobility between devices requires extra system support. While the trigger for flow 
mobility between interfaces is based on predefined policies and measurements of 
dynamic metrics (RNL), the mobility between devices requires instant user  
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interaction. A Mobility Application Manager (MAM) manages flow mobility requests 
from applications wanting to move from one device to another. The request may look 
like, move from “myLaptop” to “myPDA”.  

The MAM in the device requesting a move is responsible for finding the peer 
device and to start the negotiation to move a flow from the application at “myLaptop” 
to the application at “myPDA”. If the application is serializable (as in Java) the 
application itself with all variables and their states can of course also be moved. This 
chapter however assumes that an application is already running and is ready to accept 
a flow.

If the application at the new device accepts to receive the flow, the MAM at the 
new device will update the HA (by sending a BU) and possibly the CN if route 
optimization is used.   

 Upon receiving the request from the application in the source device, the MAM 
have to locate the current location (CoA) of the destination device before starting the 
negotiation. To be able to ask for the CoA of a specific device, a mapping from a user 
defined name to the actual device is needed. This is enabled by naming each device 
with a name (e.g. “myLaptop”, “myPDA”) and giving each device an identification 
number (e.g. 1,2,…,n). The mapping between the name and ID must be maintained in 
all devices where flow mobility between devices is required. The BU will contain the 
id of the node sending the message. 

7.6. Simulations 

This section evaluates the usefulness and efficiency of the multihomed flow based 
selection strategy compared to sending all flows through a “default gateway”. In the 
simulation we study the use of a parallel link with lower capacity to simulate a 
heterogeneous environment. For a detailed study of M-MIP and RNL we refer to [9]. 
Our simulation study uses the GloMoSim simulation model version 2.4 [91]. The 
simulation uses 802.11b radios with the default RADIO-TX-POWER (15dBm) which 
gives a transmission range of 376.8 meters. The MN is equipped with two wireless 
interfaces, one is configured at 2Mbps on channel 1 (2.412 GHz) and the other at 
11Mbps on channel 6 (2.437 GHz). 

Our simulation study has selected the packet-size 512 bytes. Packets about this size 
are used for example for Voice over IP (VoIP). The advertisements used in the 
simulations have a size of 32 bytes. 

Figure 7.10 shows the simulation topology. There are two routes the MN could use 
to communicate with a CN on the Internet. One route is via GW1 at 11Mbps and the 
other via GW2 at 2 Mbps. When “default gateway” selection is used, the 11Mbps link 
is selected. 

Traffic is sent between an Internet located CN and the MN. A new traffic flow is 
started every 10 seconds until there are seven parallel flows. All flows end after 200 
seconds of simulation. Every traffic flow has the same characteristics, i.e. CBR traffic 
with 50, 71, 100, 125 or 200 packets per second (200, 285, 400, 500, 800 kbps). 
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Gateway 1
11 Mbps

Correspondent Node

Home Agent

Tunnel

Registration 
messagesGateway 2

2 Mbps

Mobile Node

Figure 7.10. Simulation topology. 

7.6.1 Simulation Results 

The simulation study results are presented in figures 7.11, 7.12 and 7.13. The 
graphs represent the mean value of multiple simulations with different seeds. The 
solid line represents flow based gateway selection and the dashed line “default 
gateway” selection (i.e. all flows are sent via the same GW). Figure 7.11 show the 
aggregated throughput for all flows in each scenario and the CN increases the traffic 
for each scenario. 
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Figure 7.11. Average throughput for different traffic characteristics. 
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As expected the average aggregated throughput is higher when the MN is able to 
direct some of the flows via the second GW. This traffic does not have to compete 
with other flows since it uses a different frequency. As shown in Figure 7.12 the 
delivery ratio is also higher when multiple gateways are used. 
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Figure 7.12. Average delivery ratio for different traffic characteristics. 

Figure 7.13 shows the average packet delay between the CN and the MN for each 
scenario. The delay increase for the highest traffic scenario with dynamic GW 
selection relates to the limited capacity of the 2Mbps link and the big step in adding 
another flow (800 kbps). 
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Figure 7.13. Average delay for different traffic characteristics. 
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7.7. The software prototype architecture 

The developed prototype is composed of a HA running on Linux distribution 
Fedora core 5 [104], with kernel 2.6.15. The HA software is developed using ANSI C 
and PCAP [105] for packet capture. The binding cache holds the home address and 
active care of address for each connected MN. The HA is multi-threaded with one 
socket listening for incoming traffic and one socket used for outgoing traffic. One 
common socket handles BU messages. 

The MN software is running on Windows XP using WinpkFilter 3.0 [106] for 
packet filtering. In this prototype all traffic is sent via the HA in a bidirectional tunnel, 
i.e. route optimization is not used and the MN uses a Co-located CoA. BU messages 
are sent prior to tunnel setup and transmitted out of band, i.e. sent directly to the HA 
outside the tunnel. The BU message contains CoA, HoA, life time, sequence number, 
checksum, and flags.  

The tunneling mechanism is implemented using a virtual network interface on the 
MN. The tunneling mechanism uses UDP datagrams in order to support NAT and 
firewall traversal at the cost of an UDP header overhead. Policy values are used to 
decide what physical interface to send traffic through. The selection of what interface 
to use is based on the policy value calculated using RNL (Relative Network Load) 
[9], energy consumption, and monetary cost. The user is able to set weights on those 
parameters. 

The architecture allows MNs behind firewalls and NAT boxes to reach the HA. 
The solution basically provides connectivity to the home network via the virtual 
interface using datalink layer communication. The virtual interface is configured with 
home network parameters (IP address being the HoA, network mask, and default 
gateway). It appears to the user as being directly connected to the home network. The 
HA address and port number are configured in the prototype’s GUI. 

The fact that no additional dependencies like IP forwarding, IP tables, and 
TUN/TAP drivers are used makes the prototype feasible to run on a variety of 
platforms. The virtual adapter is a standard loopback adapter. Besides the HA address 
no manual configuration is needed in the MN. Home network settings can be fetched 
via the DHCP protocol. 

By using Internet Connection Sharing on the MN’s virtual adapter, mobile routing 
is also provided. This way multiple users may use the MN’s global connectivity 
enabling a mobile network (e.g. flight connection services). 

7.7.1 MN software architecture 

The Policy Engine calculates and updates policy values continuously for all active 
interfaces. Information on what is the best interface is sent to the MIP Driver. The 
MIP Driver then enforces the best interface to be used. 

The routing functionality handles the routing table, i.e. adding and deleting entries 
in the Windows routing table. When a new route is added it is assigned a lower 
routing metric than automatically generated routes. This way a new route is preferred 
over existing ones. The MIP Driver is set as default gateway. A full match mask 
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(255.255.255.255 for IPv4) is used in order to make sure the tunnelled traffic destined 
to the HA is sent through the selected interface. 

The tunnel functionality captures frames on the virtual interface (i.e. the default 
gateway interface) and encapsulates them in UDP datagrams. 

The interface functionality is a software entity, representing the physical interface 
selected in a graphical user interface. Each physical interface runs a thread that 
handles BU messages sent out of band (i.e. not tunneled). The BU message 
mechanism is also used to measure network performance. 

The policy repository holds user preferences on weights for policy calculation 
parameters.  

The graphical user interface allows the user to select what interfaces to be included 
in the mobility management handling. It is therefore possible to let the user exclude 
interfaces. 

Figure 7.14 illustrates the architecture of the software prototype. 

Figure 7.14. MN software architecture. 

7.7.2 HA software architecture 

The HA is a combined tunnelling end point, a router, and a simple server. It holds a 
binding cache with entries for each connected MN. 

When a BU message is received the HA checks if the MN is already in the cache 
and if not, it is added. The BU message is mirrored back as a Binding 
Acknowledgment (BA) message. If the received BU is incorrect it is discarded. 

Outgoing traffic (i.e. traffic from MNs to CNs) is decapsulated at the tunnel end-
point and sent out on the home link using a raw socket. This way IP routing in the HA 
is not necessary. 

Incoming traffic (i.e. traffic from CNs to MNs) is captured in the HA using proxy 
Address Resolution Protocol (ARP) functionality. This is handled by making a 
published static ARP entry in the Linux kernel. The HA responds to ARP requests at 
the home link on behalf of the MN. The captured frame is inspected to determine the 
destination MN, encapsulated and sent to the MN through the tunnel. 
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7.7.3 Real world evaluation 

To evaluate the prototype, three access network technologies were used; WLAN 
(802.11b), WiMAX (802.16-2004) and UMTS. The topology is shown in Figure 7.15. 
To simulate a Skype video call of 20 kbps (UDP) we used the Iperf traffic generator. 

Figure 7.15. Evaluation topology. 

Traffic from the CN is sent to the MN’s home network, where the HA intercepts 
packets destined for the MN and tunnels them to the selected CoA. For each 
registered CoA a tunnel is installed. Experiments conducted used h = 5 (in formulas 
1-3). The cost- and energy consumption parameters where set to be equal on all 
interfaces in order to evaluate a policy based only on RNL. The registration messages 
were sent with a one second interval on all interfaces. The interval relates to how fast 
the MN reacts to variations in RTT and jitter and an even shorter interval improves 
reactivity (at the cost of higher overhead). A shorter interval would be motivated 
especially for highly fluctuating networks with high throughput (e.g. 802.11b). The 
movement pattern during the experiment is as follows: the MN starts at a place nearby 
an 802.11b AP and moves with a constant velocity of approximately 1 m/s towards 
another 802.11b AP. Between these two APs there is bad WLAN coverage. Beyond 
the second 802.11b AP, both 802.11b and 802.16 have bad coverage. The 802.16 cell 
cover the area of both 802.11b cells and the UMTS network cover both the 802.11b 
and 802.16 cells. After some time using the UMTS access the MN turns and starts to 
approach the (second) 802.11b AP again. Results are presented in Figure 7.16. 

Each vertical line illustrates the time when a handover was performed. The blue 
curve illustrates the policy value for the 802.11b access, the red curve illustrates 
policy value for the UMTS access and the yellow curve plots the policy value for the 
802.16 access. The access network having the lowest policy value is selected. 

The upper (dashed) black plot shows the bandwidth (kbps) received at the MN and 
the lower (dotted) black plot shows the jitter (in ms) of the received traffic. The CN 
send constant bit-rate traffic (UDP) of 20 kbps. The 802.11b APs have a capacity of 
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11Mbps (5.5 Mbps in practice) and the 802.16 AP was set to 2.22 Mbps (BPSK ½ 
modulation). The UMTS network performed about 300 kbps downlink (depending on 
other ongoing traffic). 
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Figure 7.16. Calculated policy values, bandwidth and jitter for each access network at the MN.  

The evaluation started indoors and the first 802.11b AP was selected for the first 9 
seconds. At that time the MN’s distance to the 802.11b AP render in an increasing 
policy metric due to increased RTT and jitter metrics of MIP registration messages. 
At this time the 802.16 policy metric is the lowest and therefore is selected. The 
handover renders in a small increase in jitter metrics but the bandwidth is kept stable 
with small fluctuations. The short dip in bandwidth at 10 seconds from start indicates 
that the handover decision is taken at the right time. 

After 40 seconds from the start the connection to the second 802.11b AP is 
considered better than the 802.16 access regarding RTT and jitter metrics. This is 
illustrated by the jitter plot showing lower jitter metrics for the received traffic, after 
handover from the 802.16 access network to the 802.11b access network. The 
bandwidth is shown to be stable during this handover as well. However, a small 
increase in fluctuation of measured bandwidth is experienced. 

After 83 seconds from the start, the MN leaves the indoor environment (where the 
802.11b and 802.16 access networks are installed) and enters an outdoor environment. 
Handover to the UMTS access network takes place after 86 seconds from start due to 
both the 802.11b and 802.16 radio signals being faded by the wall of the left building. 
Since today’s UMTS networks prioritize circuit switched traffic before packet 
switched (IP) traffic, the jitter increases as well as the fluctuations of both the 
bandwidth and the jitter metrics. The trend of the bandwidth and jitter plots shows 
that the handover decision is taken at the right moment, since this trend is kept while 
using the UMTS network. When returning back into the building (after 111 seconds 
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from start) handover takes place to the 802.11b access network, rapidly increasing 
both the bandwidth and jitter metrics. 

7.8. Chapter summary 

In this chapter, we proposed, described and validated how Mobile IP can be 
extended to handle port-based multihoming. By such extensions different flows can 
be destined through different interfaces on the MN leveraging differences in 
coverage, Quality of Service, cost, bandwidth, delay, et cetera among different 
wireless and fixed access networks. Our results presented in this chapter demonstrate 
and prove that load and capacity can be measured on the different interfaces. The 
results from the measurements can be used to perform load balancing between 
different interfaces, both between the MN and multiple CNs and multiple flows 
between the MN and a single CN.  

The next chapter presents a deployment proposal of route evaluation and flow 
control to enable load balancing in wireless multi-hop networks.  
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Chapter 8: Port-based Multihomed Mobile IPv6: Load-
balancing in Mobile Ad hoc Networks5

                                                          
5 This chapter is based on the publication: 

R. Brännström, C. Åhlund, and A. Zaslavsky. Port-based Multihomed Mobile IPv6: Load-
balancing in Mobile Ad hoc Networks. IEEE Conference on Local Computer Networks 
(LCN), Oct. 2007. 

Minor changes have been made to the publications to improve the presentation 
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Port-based Multihomed Mobile IPv6: Load-
balancing in Mobile Ad hoc Networks 

With today’s heterogeneous access to the Internet, users will move between wired 
and wireless environments and between infrastructure mode and ad hoc mode of 
wireless communication. In such a scenario, the capacity of the communication 
infrastructure will differ widely. To overcome the fluctuating throughput of wireless 
communication, especially in ad hoc networking, multihoming should be used when 
multiple Internet gateways are available. This chapter proposes, describes and 
validates a solution for the most challenging scenario, namely connecting to the 
Internet via wireless ad hoc communication in a scalable way. When a mobile node 
moves from an infrastructure connection and connects multi-hop to an Internet 
gateway, the performance will degrade and it may not be able to send all of its traffic 
via a single gateway. This highlights the need of load-balancing between Internet 
gateways, especially since the behaviour of users today involves a multitude of 
parallel activities generating multiple network traffic flows. This chapter proposes a 
solution that enables distribution of individual traffic flows via different Internet 
gateways instead of using one single gateway. The proposal includes extensions to 
Mobile IP in order to handle flow mobility bindings. Performance of the solution is 
verified by simulation studies. 

8.1 Introduction 

By connecting a Mobile Ad hoc Network (MANET) to the Internet via Internet 
Gateways (IGWs), a dynamic network that supports high mobility is created. The 
MANET will extend the service area of the IGW to support global connectivity for 
mobile nodes (MNs).  

When connecting wireless multi-hop ad hoc networks with wired IP networks, the 
IGW must bridge the differences of both networks.  Ad hoc networks are seen as a 
“none broadcast multiple access technology” (NBMA) which requires new 
functionalities at the network layer to allow IGW advertisements to reach all MNs in 
the MANET.  

With the extended coverage that is achieved, there is a high probability that MNs 
will discover multiple IGWs (see figure 8.1). In this environment an MN should be 
able to use the best available gateway to communicate with a correspondent node and 
if preferred separate traffic flows between multiple gateways. 
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Figure 8.1. Internet connected MANET 

Load balancing becomes an important issue in order to utilize the throughput of the 
MANET. In this chapter, we propose a mechanism to distribute individual traffic 
flows among multiple IGWs. In the proposed solution, the network layer software 
will evaluate and decide which IGW to use for each traffic flow. We describe the use 
of the Running Variance Metric (RVM) [2] and Relative Network Load (RNL) as 
performance metrics to characterize the traffic load of IGWs. RVM and RNL can be 
efficiently used for both infrastructure networks and ad hoc networks. In this chapter 
we also use an extension to Mobile IP (MIP) [15] in order to enable mobile nodes to 
use multiple care-of addresses simultaneously. The extension to Mobile IP is called 
Multihomed Mobile IP (M-MIP) [3].  

The rest of the chapter is organized as follows. Section 8.2 gives an overview of 
related work. Section 8.3 describes the general Global Connectivity solution and 
section 8.4 describes the details of the flow distribution proposal. The results of 
performance evaluation are presented in section 8.5 and section 8.6 concludes the 
chapter. 

8.2. Global Connectivity 

In order to create an architecture that integrates wired IP networks with ad hoc 
networks the IGWs must be a part of the fixed Internet routing protocol as well as the 
multi-hop ad hoc routing protocol. We use the reactive Ad hoc On demand Distance 
Vector (AODV) [42] protocol for routing within the MANET. To support inter-
MANET mobility, MIP is extended to operate in ad hoc networks using the reactive 
routing protocol, where MIP messages are managed via multiple hops instead of one 
hop as in the MIP specification. This enables MNs to register even if routes include 
multiple hops from an IGW in the ad hoc network. The AODV protocol is modified 
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to enable redistribution of MIP information and to create ad hoc routes based on MIP 
messages. This creates a tree like structure of proactively maintained routes to IGWs. 

Since a MN may not be associated when selecting which IGW to register with, 
MNs base the selection on knowledge from the advertisements. To evaluate the load 
of available IGWs without inserting extra overhead, we base the selection on the 
variance in arrival times of periodical broadcasted advertisements [9]. When 
registered with IGWs, the MN enhances the selection to also include the path in the 
wired network. This is achieved by including the RTT from MIP registration 
request/reply between a MN and its HA. 

This approach to global connectivity is a combination of proactive and reactive 
solutions. Connectivity to IGWs is proactive and continuously maintained by 
advertisements. The importance of maintaining IGW connectivity is based on the 
assumption of small ad hoc networks with the same traffic characteristics as in wired 
IP subnets. Here the major part of the traffic is to correspondent nodes (CN) outside 
the local network. Connectivity between peers within the ad hoc network is reactive. 

The reason for forwarding advertisements from all IGWs is to enable an MN to 
register multiple care-of addresses at the HA as well as using route optimization with 
CNs. The selection of which advertisements to forward is based on the variance in 
arrival time and each MN only forwards one advertisement for each IGW. 

A MN visiting a foreign network will inform its HA of which IGW to use as 
default by the added selection (S) flag in the extended MIP registration message. The 
functionality of default routes in currently implemented routing tables assumes the 
default gateway to be of one hop distance. To overcome this problem and to make an 
MN aware of which IGW it uses, tunneling to the selected gateway is required. In the 
case of reverse tunneling between the IGW and the HA it is required that the MN uses 
one of the IGWs registered at the HA.  

A MN communicating with a CN that has the same network prefix as the default 
IGW uses the AODV route discovery procedure. If the CN has moved to another 
network the IGW (i.e. CN’s HA) will respond to the route request with a route reply. 
The packets will then be sent to the HA which tunnels them to the CN’s current 
location. If the CN has a different network prefix than the default IGW, the packets 
will be sent to an IGW (as described in the following section) using the maintained 
route based on advertisements. If the IGW has the CN registered as a visitor in the 
network, an Internet Control Message Protocol (ICMP) redirect message is returned 
to the MN. The MN will then request a route to the CN using AODV. If the CN is 
outside the network, the IGW will forward the packets according to the IP routing 
protocol in the wired IP network. In case that the MN is in a foreign network and that 
ingress filtering is used, packets will instead be tunneled from the IGW to the HA. 
The HA then forwards packets according to IP routing. 

8.3. Flow distribution 

MNs communicating with non local CNs will send and receive traffic via IGWs. 
This traffic should be distributed between IGWs in order to keep the network load-
balanced and to enhance the network performance of MNs. 
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8.3.1Extended MIP architecture 

To enable the MN to have control of which IGW to be used by individual traffic 
flows, an extension to the binding update (BU) is proposed. The extended MIP BU 
includes a flow mobility option header, specifying the protocol and port number for a 
specific flow binding. By doing this an MN can register a binding that informs the 
HA (and the CN in case of route optimization) that only a single flow shall be 
forwarded to the specified IGW. To control multiple flows the MN can include 
several flow mobility option headers in the BU. Without the option header adding 
protocol and port to the BU, all traffic (from the same or other CNs) is sent to the 
same IGW.  

The modifications consist of two flags added in the BU message and a new option 
header hosting the protocol number and the port number. Figure 8.2 illustrates the 
modified BU header. 

SKH LifetimeReservedMLA

Sequence numberChecksum

ReservedMH TypeHeader lenPayload proto

SKH LifetimeReservedMLA

Sequence numberChecksum

ReservedMH TypeHeader lenPayload proto

8 bits8 bits8 bits8 bits

Figure 8.2. Binding update header with M and S flag. 

The flag named the M-flag indicates a multihomed binding. This means that with 
the M-flag, currently registered bindings will be kept and without the M-flag they will 
be deleted. The S-flag is used by the MN to inform the HA and CNs of which IGW to 
use as default (e.g. before a flow binding is set up). Figure 8.3 illustrates the flow 
mobility option header.  

Port

Option lengthOption type

8 bits8 bits8 bits8 bits

Protocol Not used

Figure 8.3. Flow mobility option header.  
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The port field identifies the destination port at the MN. The protocol field 
represents the transport protocol number. In figure 8.4, bindings are shown for an IP 
address as well as for a protocol and a port. 

3ffe:200:8:1:a:b:c:d         3ffe:200:1:5:a:b:c:d        -1                  -1          14                         150               A/H/L/K/S
3ffe:200:8:1:a:b:c:d         3ffe:200:1:5:a:b:c:a         6     6935      243                       200            A/H/L/K
3ffe:200:8:1:a:b:c:d         3ffe:200:1:5:a:b:c:d        17     7830      14                         150            A/H/L/K

Home address Care-of address protocol port       Sequence no.      Lifetime Flags    

3ffe:200:8:1:a:b:c:d         3ffe:200:1:5:a:b:c:d        -1                  -1          14                         150               A/H/L/K/S
3ffe:200:8:1:a:b:c:d         3ffe:200:1:5:a:b:c:a         6     6935      243                       200            A/H/L/K
3ffe:200:8:1:a:b:c:d         3ffe:200:1:5:a:b:c:d        17     7830      14                         150            A/H/L/K

Home address Care-of address protocol port       Sequence no.      Lifetime Flags    

Figure 8.4. Binding cache. 

The proposed solution requires the network layer to look for port numbers in the 
transport header. This approach is used to enable fast forwarding and to filter packets 
in firewalls. 

8.3.2. Individual flow management 

When a MN initiates a new traffic flow, it will select the currently best performing 
(i.e. lowest RNL) IGW among those registered with. The MN inserts a flow binding 
in the binding table pointing to the IGW and all packets belonging to the same traffic 
flow will be sent via a tunnel to the selected IGW. When another traffic flow is 
initiated the MN may select a different IGW depending on the traffic situation in the 
network. 

A MN receiving a new traffic flow from a non local CN (via the default IGW) will 
select an IGW and send a BU (including a flow mobility option header) to the HA. 
The HA stores the flow binding in the binding cache in order to forward incoming 
packets to the selected IGW and the MN stores the binding to know that it sent a flow 
binding for this flow. Flow bindings are soft state and require the same update 
procedure as regular bindings. 

When a MN selects an IGW and starts to send traffic, the selection of IGW for that 
flow may not change until any of the following occurs: 

An advertisement is lost from the selected IGW and the metric of another 
IGW is better than the metric of the selected IGW at the time when the 
selection was made. 
The MN stops sending and receiving packets from the CN for a specified 
period of time (binding timeout). 
The network layer connection is considered lost due to loss of three 
successive advertisements as defined by MIP. 
The MN detects a new IGW.  

When a MN detects and registers with a new IGW, it tries to load balance the 
traffic from the current IGW. Based on the RNL metric, the MN moves one flow per 
received advertisement to the new IGW. This type of load balancing is applicable 
when the MN is multihomed. 
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8.4. Performance evaluation 

This section evaluates the usefulness and efficiency of the multihomed flow based 
selection strategy compared to sending all flows through a “default gateway”. For a 
detailed study of M-MIP and RNL we refer to [9]. Our simulation study uses the 
GloMoSim simulation model version 2.4 [91]. The simulation uses 802.11b radios 
(2Mbps) with a transmission range of 380 meters and MNs are equipped with two 
wireless interfaces. One is configured at channel 1 (2.412 GHz) and the other at 
channel 6 (2.437 GHz) which correspond to the channels of the respective IGW. 
Advertisements from one IGW are only forwarded on the incoming interface (on the 
same channel as it was received). 

Our simulation study has selected the packet-size 512 bytes. The advertisements 
used in the simulations have a size of 32 bytes. 

8.4.1. Simulation setup 

The simulation topology consists of 4 MNs and 2 IGWs as illustrated by figure 8.5. 
Traffic is sent between an Internet located CN and the MN using constant bit rate 
(CBR) traffic. A new traffic flow is started every 10 seconds until there are seven 
parallel flows. All flows end after 200 seconds of simulation. In each scenario, all 
traffic flows has the same characteristics, i.e. CBR traffic with 10, 20, 25, 33 or 40 
packets per second (40, 80, 100, 120, 160 kbps). Figure 8.5 shows the simulation 
topology. There are two routes the MN could use to communicate with an Internet 
CN. One route is two hop via IGW1 and the other is three hop via IGW2. When 
single homed selection is used, the two hop link was selected. 

Figure 8.5. Simulation topology. 
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8.4.2. Results 

The simulation study results are presented in figures 8.6, 8.7 and 8.8. The graphs 
represent the mean value of 30 simulations with different seeds. The solid line 
represents multihomed (flow based) gateway selection and the dashed line represents 
single homed selection (i.e. all flows are sent via the same IGW). Figure 8.6 shows 
the aggregated throughput for all flows in each scenario and the CN increases the 
traffic for each scenario. 
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Figure 8.6. Average aggregated throughput with 5 traffic scenarios. 

As expected the average aggregated throughput is higher when the MN is able to 
direct some of the flows via the second IGW. This traffic does not have to compete 
with the other flows since it uses a different channel. For the simulation using 
160kbps it can be seen that the results for the fixed and dynamic GW selection come 
closer to each other. This is due to the fact that despite load balancing both links are 
becoming congested (the relatively low throughput of a 2Mbps link is explained by 
the degradation based on multihop communication). Figure 8.7 shows the average 
packet delay between the CN and the MN for each scenario. 
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Figure 8.7. Average delay. 

As expected the average delay is less when multihomed selection is used. 
Figure 8.8 plots the delivery ratio and demonstrates that a higher delivery ratio is 

achieved using multihoming. 
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Figure 8.8. Average delivery ratio 

8.4.3. Mobility Scenario 

In the mobility scenario the MN moves towards IGW1 until it loses connectivity to 
IGW2 and then turns and moves back towards IGW2 through the area with 
connectivity to both IGWs. The MN moves towards IGW2 until connectivity to 
IGW1 is lost (see figure 8.5). With single homed gateway selection all traffic flows 
remain at the selected IGW until connectivity is lost. The multihomed gateway 
selection enables distribution of ongoing traffic flows to a newly detected IGW and 
thereby keeps the network more load balanced.   
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8.4.4. Mobility Results 

The results for the mobility scenario show the benefits of load balancing based on 
multihoming and flow mobility. 

Figures 8.9-8.11 represent the mean value of 30 simulations with different seeds. 
The solid line represents multihomed (flow based) gateway selection and the dashed 
line represents single homed selection (i.e. all flows are sent via the same IGW). 

Figure 8.9 shows the aggregated throughput which verifies the importance of load 
distribution when a single homed route is becoming congested. Figure 8.10 plots the 
average delay and figure 8.11 shows the average delivery ratio. 
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Figure 8.11. Average delivery ratio. 

8.5. Chapter summary 

In this chapter, we proposed, described and validated how individual traffic flows 
can be distributed between multiple Internet gateways serving global connectivity to 
MNs who form a mobile ad hoc network. The distribution scheme is integrated with 
mobility management and we propose how Mobile IP can be extended to handle 
individual flows in a multihomed scenario. By such extensions different flows can be 
forwarded using different IGWs. Our results presented in this chapter show that the 
capacity of IGWs can be relatively compared. The results from the measurements can 
be used to perform load balancing between different IGWs, both for traffic between 
the MN and multiple CNs and multiple flows between MN and a single CN. This also 
accounts for traffic between the MN and it’s HA. 

The next chapter analyses the research issues and the results of the thesis work 
presented in chapters 4 to 8. 
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Chapter 9: Analysis of results and contribution 

This chapter evaluates the work presented in this thesis, its results and outcomes. 
Section 9.1 discusses mobility management, Section 9.2 discusses global connectivity 
and Section 9.3 discusses heterogeneous networking. 

In this thesis we are assuming a traffic scenario where Internet access has the 
highest preference. We also assume the wireless part of the network as the bottleneck 
of traffic capacity. This leads to a scenario where services are deployed outside the 
wireless part of the network (i.e. in a core network or in the Internet). It also suggests 
the importance of finding the best path through the wireless network (infrastructure, 
ad hoc or hybrid) of each access technology. Research results in relation to these 
issues are discussed in the following sections. 

9.1 Mobility management 

Most wireless infrastructure access network technologies manage terminal mobility 
at the data-link layer (i.e. micro mobility). Terminal mobility could include handovers 
between APs in an 802.11 network or between base stations in a UMTS network. The 
focus of the mobility management research presented in this thesis is on solutions at 
the network layer because of its central position in the protocol stack. By operating at 
the network layer a solution that is transparent to upper layers is achieved. The 
network layer also unifies the interface to different link layer technologies, enabling 
comparison and handover between different access networks.  

A network layer solution (e.g. Mobile IP) could introduce disadvantages like delay 
and overhead due to routing via the home network (i.e. home agent) and tunneling of 
application traffic. This could cause problems to real-time applications and there 
should be a possibility to manage these problems at higher layers.  

This thesis presents solutions to network layer measurements, network layer 
mobility management and a combination of network layer and application layer 
mobility management (i.e. MIP and SIP). 

9.1.1 Wireless access metrics 

Wireless access networks provide the freedom of connectivity without wires which 
together with battery powered devices also enables terminals to become mobile. The 
wireless networking environment in combination with mobility makes the 
communication vulnerable to disturbances and limitations in radio communication. 
Thermal noise and interference from adjacent transmission sources on the same 
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frequency bands makes interpretation of the transmitted signal more difficult. The 
signal to noise ratio (SNR) and bit error rate (BER) are two common metrics to 
measure the radio environment. The received signal has to be strong enough to be 
distinguished from the noise. Advanced (i.e. high throughput) encoding schemes 
require a stronger signal and some protocols adjust the encoding scheme to the current 
signal strength. By adopting the encoding scheme some protocols (e.g. 802.11 with its 
auto rate functionality) could transmit at a longer distance with lower throughput (and 
longer delay). Other technologies (e.g. UMTS) keep the encoding scheme and adjust 
the transmission power based on SIR reports from the receiver. 

The received frame must be without errors to enable interpretation and a bit error 
rate of 10e-5 [107] is considered the maximum acceptable. A high BER may result in 
a non interpretable frame at the receiver which leads to a frame error. The radio 
transmitter will not detect if a collision or frame error occurs and depending of the 
type of frame and MAC protocol a retransmission may take place when a packet is 
not acknowledged (e.g. 802.11 data frame).

Infrastructure metrics 

Infrastructure AP connectivity (and handovers) are generally triggered by a weak 
signal (i.e. low signal to noise ratio) from the current AP. The SNR indicate the 
distance from a MN to an AP and the inferring noise. This affects the performance of 
radio transmissions.  

Links in a wireless network are usually assumed to be bi-directional but the links 
often have different characteristics in each direction. An AP might send a stronger 
signal than a MN and there could be differences in interference/noise at the different 
locations. In infrastructure access this is managed by the MN attaching to the AP with 
best SNR so the encoding scheme with highest possible throughput could be used. 

We argue that the collision avoidance mechanism used in many wireless MAC 
technologies result in a low noise environment for data transmissions (on each 
frequency). Collisions may occur between control signaling and broadcast 
transmissions but is unusual for data transmissions. This good behavior usually results 
in an environment with high SNR although there might be many nodes competing for 
the capacity. 

This motivates us to propose a delay based metric to benchmark the performance 
of the network. The delay indicates the throughput (i.e. SNR/encoding scheme) as 
well as the load of the AP (queuing and processing delay) and transmission errors 
(BER/packet loss). The delay variation indicates the stability of the network 
parameters. 

We implement our metric at the network layer to be able to make relative 
comparison of access networks. This comparison could be between two 802.11 
interfaces connected to different APs, between two different access technologies or 
between two gateways with an 802.11 interface in ad hoc mode. 
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Multi-hop metrics 

Path selection in wireless multi-hop networks was for a long time based on hop 
count. This choice is based on the throughput degradation of multi-hop 
communication on a shared single radio network where all nodes transmit on the same 
channel. When the wireless links share the same frequency a frame must be fully 
received before it can be re-transmitted on the next link in the path. The intermediate 
nodes must request access to the second link and this has a great affect on the 
throughput. A common estimation is that the throughput in a multi-hop network 
decreases with a factor between 1/N and (1/2)^N times the channel capacity where N 
is the number of hops in a path. This estimation does not include traffic from other 
nodes. 

Other multi-hop metrics estimate the packet loss ratio which indicates the radio 
environment. To avoid the re-transmission functionality of data frames this metric is 
based on broadcast probe packets. Bi-directional multi-hop paths also often have 
different characteristics in each direction which these metrics catch by reporting back 
the packet loss ratio to the transmitter. Some metrics also include the link throughput 
[80] [81]. The packet loss detected by our approach resembles what is detected by 
neighbor broadcasts. The delay in multi-hop wireless access includes multiple nodes 
processing a frame, accessing the shared medium and a total path delay can be 
calculated from a gateway to a MN. The path delay consists of propagation delay (i.e. 
distance/speed of light), transmission delay (i.e. size/bandwidth) and network delay 
(i.e. queuing, processing and accessing the medium). 

From our perspective the path from a gateway to a MN has higher impact than the 
path towards the gateway. This assumption comes from the download characteristics 
of TCP traffic accessing services on the wired network. Some UDP traffic (e.g. video 
conferencing) is more uniform in the uplink/downlink traffic demands. We use this 
download behavior to perform measurements of the wireless network based on 
advertisements from the gateway.  

9.1.2 Real world experiences 

When performing research based on simulator studies one should remember the 
difference between simulator implementations and real world systems. One of the 
first things a real world study discovers is the lower accuracy of the system clock, no 
synchronization of timers and no differences in processing capabilities of individual 
nodes. In the simulator one has to compensate for this by introducing a small jitter to 
avoid exact transmission timers that may render in a high number of collisions etc.  

Another issue in a real environment is the surroundings which consist of time 
varying transients and temporary sources of disturbance affecting the wireless 
transmissions. This influences the repeatability of a real world scenario. 

A third issue is that simulators often do not implement the 802.11 auto rate 
functionality. Auto rate transmissions will adjust the encoding scheme for data 
transmission according to the SNR and send all other frames (e.g. control and 
broadcast) at basic-rate (1Mbps). The result is a simulator environment with a fixed 
throughput and a fixed transmission distance that do not correspond to the real world. 
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9.1.3 RNL modifications 

To enable deployment in already installed infrastructures the RNL calculations 
have to be modified to use only on messages between the MN and the HA/CN (i.e. no 
advertisements). The delay (RTT) and jitter (RTT variations) are measured on 
registration request/reply sent periodically to update MN bindings at the HA. When 
not receiving advertisements the measurement on the access network(s) could only be 
performed after the MN has associated with the network(s) and configured an IP 
address. The reason to measure the whole path between the MN and the HA is that all 
traffic is sent this way. When using MIPv6 route optimization, the RNL measurement 
is based on BU messages to the CN. 

Formula 1 calculates the mean value of the RTT jitter and is based on the formula 
for weighted mean ( nx ) values. Formula 2 then calculates the variance (Vn ) of the 
RTT jitter. The variable tn is the RTT of the last registration, tn-1 is the RTT of the 
previous registration. The variable n symbolizes the number of registrations since the 
MN started to use this interface. With the variable h we select a history window 
expressing how long history to consider when calculating the mean value and 
variance. 
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The variable xn is calculated as: 

1nnn ttx where n is an integer > 0 

A small variance indicates that the network is not congested, registrations arrive 
without collisions and with a constant delay in the network. This indicates available 
bandwidth as well as the AP’s capability to relay traffic for the MN.  

Formula 3 calculates the weighted mean value of the delay (RTT) between the MN 
and it’s HA and in formula 4 the RNL is calculated. 
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where nz symbolizes the n:th RTT measurement and nz  is the weighted mean value 
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nnn VzRNL (4)

where nV  symbolizes the RTT jitter variance 
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where ]1,0(  is the half open interval }10:{ xx

0z is set to the first RTT measurement 

9.1.4 Co-existence and cross-layer exchange 

When deploying mobility management systems, the knowledge of existing 
management systems at lower layers could enhance systems at higher layers. In our 
research we look at the coexistence of Mobile IP and SIP. If MIP is deployed, SIP can 
be enhanced to use the MIP system for location management (i.e. mobility detection 
and registration) and to let MIP handle the forwarding of the initial SIP invitation to 
the MN. This is enabled by configuring the SIP User Agent in a MN to register the 
MIP home address with the SIP redirect/registrar server. This leads to the first 
INVITE message (that is not delay sensitive) to be tunneled via the HA to the MN 
and then the following signaling is handled according to normal SIP (i.e. direct end-
to-end).  

If interaction between MIP and SIP (cross-layer exchange) were enabled, a SIP 
application could be informed about upcoming handovers and the “future” network 
conditions after a handover. With this information the application could inform its 
peer about a change of quality, change of codec, removed media stream etc. On the 
other hand if the application could inform MIP about its delay and jitter requirements, 
MIP could select a “good enough” connection and avoid unnecessary handovers to a 
faster system when it is not needed.  

Cross-layer signaling would enhance management at higher layers and enable 
faster reaction in handover situations. Examples of this type of signaling could be a 
link layer handover start event, an IP address acquisition completed event etc. These 
questions are the research focus of a colleague in the PhD Polis project [108]. 

9.1.5 Flow identification and management 

To identify individual traffic flows we have used the IP address and protocol 
number from the IP header together with the port number in the transport header. To 
use this information in MIP it requires the network layer to look into the transport 
layer header. The reason to use this identification method is that it is straightforward 
and this is the way a firewall filters packets [109]. The identification of an individual 
traffic flow could also be managed by the IPv6 flow identifier or the SCTP stream 
identifier.  

Management of individual flows in MIP requires the binding management and 
packet forwarding algorithms to be updated. The binding list must include the flow 
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identification and the binding update message could contain one or several flow 
mobility option headers. The forwarding algorithm searches the binding list for 
longest match as illustrated by algorithm 9.1 and permits three types of destination 
matching (full flow match, destination IP match and default gateway (GW) match). 

Processing forwarding interface: begin
 receive <IP address, transport protocol, port number>  
 iface := default GW; 

if (is_full_match(IP address, transport protocol, port number)) 
  iface := get_full_match(IP address, transport protocol, port number) 

else if (is_IP_match(IP address)) 
  iface := get_IP_match(IP address) 
end

Algorithm 9.1 Finding forwarding interface 

9.2 Global connectivity 

The presented solution to global connectivity builds on a combination of the 
Mobile IP and Ad hoc On Demand Distance Vector (AODV) protocols. The solution 
extends MIPv4 which uses a foreign agent (FA) on the visited network. In the 
solution the FA functionality is integrated in the gateway node. The use of an FA 
enables the MN to use its home IP address on the foreign network and the FA will 
allow outgoing packets for registered visitors. The traffic from the CN will be sent via 
the home network and the HA forwards the MN’s traffic to the FA who knows it can 
reach the MN locally. 

Another functionality of the FA is to periodically broadcast agent advertisements 
on the local network. The RVM metric (without RTT), which is based on inter arrival 
times of advertisements, is used for evaluating gateway performance before 
associations are established. This enables MIP to select which gateways to 
associate/register with and then calculate the RNL metric used in final gateway 
selection. 

In our solution MIP is modified to enable retransmission of the advertisements 
based on RVM. One advertisement per gateway will be retransmitted to enable 
multihoming. 

9.2.1 Gateway connectivity maintenance 

AODV normally builds routes reactively within the route discovery process. In our 
solution we extend this functionality to also install routes based on MIP messages. 

Proactive gateway connectivity maintenance is enabled by installing routes from 
advertisements. Each intermediate node will install a route to the previous hop and to 
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the gateway before re-broadcasting the advertisement. This will create proactive tree 
routing structures rooted at each gateway. The reverse route is created when MNs 
send MIP registration messages to the FAs. Figure 9.1 illustrates the proactive tree 
routing structure and gives an example of the RVM metric for each gateway and 
previous node. 
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Figure 9.1 Global connectivity topology 

When a MN has traffic to send to an external destination, the route to the gateway 
is already setup. To avoid that intermediate nodes change the selection of gateway for 
external traffic we use half-tunnelling as proposed by Nordström et al [64]. This 
however does not secure that all traffic between the MN and the gateway is sent via 
the same route. An intermediate node may update the best next hop towards the 
gateway based on the RVM calculations.  

For local routing in the MN we use the default route functionality in the routing 
table. The identification of external traffic is based on prefix matching with the 
currently selected gateway. The half-tunnel to the selected gateway supports the one 
hop illusion expected by the default gateway behaviour.  

9.2.2 Real world evaluation 

An evaluation of gateway connectivity in a real world implementation verifies the 
RVM and RNL capacity to detect variations in gateway performance. The system 
presented in Chapter 5 was further evaluated and compared to the simulation results 
from Chapter 4.  

In the simulation study, RVM was considered to be zero if two consecutive 
advertisements were received exactly one second apart. This was done to rapidly 
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adapt to better conditions or in the case of lost advertisement in order to get rid of the 
history of RVM. In the real-world implementation this behaviour needed to be 
changed since the accuracy of the clock is not as good as in the simulator. The 
modified way to adapt to rapid changes is to start a new parallel RVM calculation 
whenever the RVM decreases. This new calculation does not have the burden of a 
“bad environment” history. When RVM has decreased for four seconds the parallel 
value replaces RVM. To reduce extreme values of RVM caused by multiple losses of 
advertisements, a maximum RVM value of 2.0 was introduced.  

In the setup of the real world evaluation it was not possible to lock the network 
interface to a specific encoding which resulted in the network interface automatically 
adjusting to a lower bit rate when sensing a low SNR. To avoid inconsistency in the 
collected data, we had to change the test scenarios compared to the ones in the 
simulations. To prevent a change in the bit rate during the evaluation, we manually set 
the lowest possible value, 1Mbps. 

Scenario 

To be able to compare the results with the simulation we tried to achieve the same 
topology as in the simulations. The simulation topology is shown in figure 9.2. 
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Monitoring
MN

Figure 9.2 Simulation topology 

Due to limitations in available equipment we could only have 3 MNs sending 
traffic. The experiments were performed as follows. One gateway, one monitoring 
MN and up to three Sending MNs are in the same coverage area. All the sending MNs 
periodically send packets for one minute and then stop sending for one minute. The 
bit rate changes for every new period in the order 0.3, 0.2, 0.1 Mbps. The monitoring 
node continuously measures both RVM and RTT. Each experiment is going on for 45 
to 60 minutes and the average for each bit rate is shown in figures 9.3 to 9.5. 
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The RVM metric (without RTT) is used to evaluate gateways before associations 
are established with FAs. RNL (RVM+RTT) is used when associated with one or 
multiple FAs. 

Results

The results of the evaluation verify the capacity of RVM and RNL to detect 
variations in gateway performance. Figures 9.3 to 9.5 show the metrics when 0 to 3 
nodes insert traffic through the gateway. The traffic sent by each node is 0.0, 0.1, 0.2 
or 0.3 Mbps constant bit rate with a packet size of 576 or 1500 bytes.  

As shown in figure 9.3, the RVM metric increases each time a node enters the 
network or with increased load traffic. The overhead will be higher for a small packet 
which makes it more difficult to separate the performance under light load conditions. 
Figure 9.4 shows the RTT for registration requests and registration replies and figure 
9.5 shows the RNL values for each scenario. 
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Figure 9.3 RVM calculations 576B packets and 1500B packets 
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This real world evaluation verifies the capacity of RVM and RNL to detect 
variations in performance of the gateway. 

9.3 Heterogeneous networking  

Convergence is the trend for future network environments towards 4G [110]. We 
will see fixed-mobile convergence, mobile broadband access convergence (IMT-
Advanced) and IP convergence (All IP networks). The phrase “Everything over IP 
and IP over everything” will guide the evolution of future support for service delivery 
over a variety of media. 

Heterogeneous access and seamless handover will offer great potential to end 
users. There will be a wide range of access networks with different capacities and 
coverage to select between. Terminals with multiple network interfaces will be able to 
seamlessly switch between those networks and adapt to current traffic demands. 
Application demands could be more than a single access technology can provide and 
it will be possible to use multiple technologies in parallel. 

Our solution for mobility management in a heterogeneous environment is based on 
Mobile IP. In an IPv4 environment we use co-located care-of addresses (CCoA) 
which can be acquired via DHCP or manually configured for each interface. In an 
IPv6 environment IP addresses will be configured via stateless autoconfiguration or 
via DHCPv6[111]. IPv6 stateless address autoconfiguration requires routers to 
advertise the global routing prefix.   

For privacy and security reasons, techniques to impersonate the actual node 
address are deployed. Examples could be network address translation (NAT) of 
private IPv4 addresses or temporary randomized interface identifiers for global IPv6 
address autoconfiguration [112].  

Mobile IP control signaling (UDP port 434) is sent direct between the MN and the 
HA/CN and no tunneling will be used. Data traffic sent from a CN to the MN will in 
MIPv4 be tunneled (IP encapsulation) from the HA to the MN (or the FA). Traffic 
from the MN can be sent directly to the CN but a common scenario due to ingress 
filtering will be reverse tunneling back to the HA which will forward the traffic to the 
CN.
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In MIPv6, IP encapsulation is used between the HA and the MN. Traffic between 
the MN and CN can be sent direct to the CN due to the topological correct CoA and 
the HoA is included in a home address destination option in the IP header. Traffic 
from the CN to MN is sent via the HA or if route optimization is used, direct to the 
MNs CoA with the HoA in an IPv6 routing header. 

9.3.1 Mobile IP and Network Address Translation 

The IP address management and tunneling mechanisms described above make 
standard MIP incompatible with Network Address Translation (NAT) and private IP 
addresses. In [113] Mobile IPv4 with co-located CoA is extended to operate in private 
address networks with both Basic NAT and Network Address Port Translation 
(NAPT). The NAT traversal is enabled by using IP in UDP encapsulation instead of 
IP in IP encapsulation. The MN registration request (UDP datagram) originated on the 
inside of the NAT will create an address/port mapping in the NAT on the way to the 
HA. The HA will detect a mismatch between the IP source and the registered CoA 
and create a binding to the NAT outside address/port numbers. Thereafter data traffic 
is sent in a bidirectional UDP tunnel between the MN and HA. This requires the MN 
to multiplex data and control traffic on the same UDP port and to send keepalive 
packets to avoid NAT state timeout. The UDP encapsulation also enables Mobile 
VPN functionality when the the IPsec tunnel is transmitted through the Mobile IP 
tunnel. The IPSec encrypted traffic will pass NATs without any modifications and the 
MN can keep its security associations when moving. 

By enabling the use of private address space a new problem might occur when a 
MN moves. The old and new network might have an overlapping address space and 
may even use the same gateway address. This can be managed by the MN monitoring 
the link layer address of the gateway. 

9.3.2 Relative Network Load in heterogeneous environments 

When we first started to work on the RNL metric it was intended for benchmarking 
of 802.11 networks [2]. The time based algorithm has its base in the MAC algorithm 
consisting of a network allocation vector (NAV) and a contention window. RNL has 
later proven its capability to also benchmark different types of access technologies 
and enables relative comparison of those networks.  

The delay and jitter characteristics on different types of access networks make it 
possible to estimate the performance. The performance will vary over time depending 
on the number of users and their network traffic. 

In our real world baseline evaluation with best effort traffic we discovered that an 
802.11 network usually would have very low jitter close to the AP. The jitter may 
vary a bit over time and increases as the MN moves away from the AP. A WiMAX 
network has a bit higher jitter that is quite stable over time. A GPRS/UMTS network 
is much affected by the priority to circuit switched voice traffic and the differences 
between uplink/downlink traffic and thus have high jitter that varies greatly over time. 
When measuring delay the 802.11 network has typically a delay lower than 10 ms, the 
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WiMAX delay is typically in the range of 50ms and the UMTS delay is often over 
250ms. Figure 9.6 shows jitter measurements when moving from a position close to 
an 802.11 AP inside WiMAX and UMTS coverage. 

Figure 9.6 Jitter measurements in WLAN/WiMAX/UMTS networks 

9.3.4 Seamless mobility prototype 

When implementing a prototype for seamless mobility in a heterogeneous 
environment we were faced with some design issues.  

One issue was how to implement local routing between interfaces on the mobile 
node. In the Linux based prototype this was solved with Linux support for policy 
based routing which enables creation of policy rules directing lookups to different 
routing tables. In the Windows XP prototype a virtual interface driver was catching 
all traffic for further management. 

Another issue was the tunnelling mechanism. In the Linux prototype the openVPN 
package were used. With openVPN multiple tunnels are created in parallel over each 
access network and the traffic was directed to a tunnel via the routing table. In the 
Windows XP prototype the virtual interface uses WinPkFilter to capture outgoing 
packets and then add UDP encapsulation. The packet is then sent via an interface 
manager and a RAW socket. Figure 9.7 show the MN software architecture for 
selecting outgoing interface. 
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Figure 9.7 Architecture of the Linux (left) and Windows XP (right) prototype  

A third issue was the timing of periodically sent registrations to the HA compared 
to mobility detection. In the MIPv4 standard an agent advertisement interval of one 
second is stated [15]. We used the same interval for HA registrations and found it to 
work well for low mobility on 802.11 and WiMAX networks. When approaching 
mobility at higher speeds a faster interval is needed to enable faster detection of 
changes in the environment. For UMTS networks there is no reason to measure that 
often since the current throughput is low and unstable and we consider it a fallback 
technique.

Related to registration timing is the keepalive of NAT states. As the UDP 
encapsulation enables NAT traversal a minimal time interval is needed. Since MNs 
periodically send registrations to the HA this is not a problem on the 802.11 or 
WiMAX networks. When evaluating a GPRS connection we discovered that a 10 
second interval was needed. 

9.4 Chapter summary 

This chapter evaluated the work presented in this thesis, its results and outcomes. 
Mobility management was discussed as well as global connectivity and heterogeneous 
networking. 

The next chapter presents conclusions and ideas for future work.  
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Chapter 10: Conclusions 

This chapter summarizes and concludes the thesis. Research results described in 
this thesis addresses mobility management challenges in a heterogeneous network 
environment. While the detailed analysis of related work has been carried out in 
Chapter 3, section 10.2 compares the contribution of this thesis with related work.  

10.1 Summary of achievements 

The work in this thesis aims to improve the mobile users’ experience of wireless 
Internet access. We have proposed several solutions that address shortcomings in 
current standards. This thesis focuses on mobility management and the 
interconnection of wireless multi-hop ad hoc networks with the Internet (i.e. global 
connectivity). 

In the introduction the following research issues were presented: 

1. Analysis of network-layer metrics in gateway selection and handover decision. 
2. Deploying multihomed mobility into global connectivity networks. 
3. Gateway connectivity maintenance in global connectivity networks. 
4. Destination locality decision of mobile nodes in global connectivity networks. 
5. Multi layer mobility management. 
6. Flow mobility control in heterogeneous networks. 
7. Load balancing in mobile ad hoc networks. 

In relation to the first issue, the thesis presents a gateway selection algorithm that 
enables a mobile node to select the best performing gateway. The algorithm uses two 
novel network-layer metrics, RVM and RNL [2],[9]. These metrics use passive 
measurement of messages already used in today’s Mobile IP signaling and thereby do 
not introduce any additional overhead. The network layer based gateway selection 
complements the signal-to-noise ratio (SNR) based association in infrastructure 
wireless LANs. When applied to multi-hop ad hoc networks the algorithm 
complements hop count based routing decisions. 

In relation to the second issue, we have proposed several solutions [1],[9] to 
enhance the interconnection of Multihomed Mobile IP and the reactive routing 
protocol AODV. First, the Mobile IP gateway discovery procedure is adapted to a 
multi-hop environment. Re-broadcasting agent advertisements imply that mobile 
nodes could receive multiple advertisements from the same gateway through different 
paths. By calculating the best path to every gateway each mobile node would only 
rebroadcast one agent advertisement per gateway. This calculation also identifies the 
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route for traffic towards gateways and ranks the gateways if several are available. By 
using Multihomed Mobile IP, the mobile nodes could register with a number of 
gateways and select one as a default gateway. Tunneling to the gateway (i.e. IP 
encapsulation) ensures that an intermediate node does not redirect the traffic to 
another gateway and enables route aggregation to all Internet destinations.  

In relation to the third issue, the thesis proposes a solution to maintaining gateway 
connectivity [4] that is motivated by the typical user traffic pattern of at least 80 
percent Internet destined traffic. In a wireless access network most of the traffic will 
be directed towards nodes outside the wireless network. This would be especially true 
for mobile nodes roaming around networks keeping their current sessions active. 
Based on the agent advertisements periodically sent from the gateway, the mobile 
nodes install a forwarding path towards the gateway. When the mobile node registers 
with the home agent through the gateway, a reverse route towards the mobile node is 
installed based on the registration request. This will create a tree like routing structure 
with the roots at the gateways. The advantage of this solution is the proactive routes 
to gateways which removes the path setup delay for Internet destinations.  

In relation to the fourth issue, the thesis proposes a strategy to handle destination 
locality in global connectivity networks [4]. The approach uses the fact that the 
gateway is the best one to decide locality of destinations. Since the gateway address is 
advertised, the mobile nodes use the same approach as in fixed networks (i.e. apply a 
subnet mask) to decide if the destination is local in the ad hoc network. Due to the flat 
address space in ad hoc networks this only identifies nodes homed in the current 
network. When sending traffic to other destinations the traffic is tunneled to the 
gateway which then forwards the traffic according to normal IP routing. If a mobile 
node is visiting the network, the gateway responds to the first packet with an ICMP 
redirect message to inform the source that the destination is within the ad hoc network 
and that the source could initiate a route request. To respond to a route request for a 
node homed in the network that has moved away, the gateway initiates a proxy route 
reply. This solution integrates destination decision and mobility management 
regarding default gateway behavior in ad hoc networks.  

In relation to the fifth issue, the thesis proposes a mobility management system 
with support of both application and network layer mobility [7]. The system manages 
traffic from mobility aware applications with real-time requirements by SIP end-to-
end route optimization and uses default MIP network layer management for all other 
traffic. The SIP part will benefit from the mobility detection and binding update 
procedure of MIP. The interconnection between SIP and MIP is done by registering 
the MIP home address as the SIP location. This result in the first INVITE message 
from a CN is forwarded through the MIP system to the MN. The following signaling 
is then managed direct between the MN and CN. This solution enables collaborative 
mobility support at both the application and network layer. 

In relation to the sixth issue, the thesis proposes a strategy to identification and 
mobility management of individual traffic flows in a heterogeneous network 
environment [11]. Flow mobility enables simultaneous usage of multiple interfaces of 
a MN. M-MIP is extended by a flow mobility option header that complements the M-
MIP header modifications to create and control flow bindings. The binding cache and 
binding table are modified to include flow identification. For identification of 
individual traffic flows the IP address, protocol number and port number are used. 
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Other identification mechanisms like the IPv6 flow label could also be used. This 
solution enables management of individual traffic flows in a heterogeneous network 
environment. 

In relation to the seventh issue, the thesis proposes a deployment proposal of route 
evaluation and flow control to enable load balancing in wireless multi-hop networks 
[12]. The gateway maintenance procedure in a global connectivity network will likely 
discover multiple Internet gateways. By using flow mobility a MN is able to direct a 
new traffic flow to the current best gateway without affecting the current connections. 
This load balancing procedure will avoid bottlenecks when possible and four 
conditions presented in Chapter 8 state when a MN is allowed to move ongoing traffic 
in order to keep the network load balanced.  

The results of the thesis work are published in 9 peer-reviewed papers that have 
been presented at international conferences and 2 peer-reviewed journal publications. 
The paper “Multimedia flow mobility in heterogeneous networks using multihomed 
Mobile IPv6” received the best paper award at the International Conference on 
Advances in Mobile Computing and Multimedia, 2006. The publications present 
theoretical ideas, simulation studies and real-world implementations. 

10.2 Comparison with related work 

In comparison to the related work presented in Chapter 3 the work in this thesis 
makes the following contributions:  

Analysis of gateway selection and handover decision based on network-layer 
metrics. This analysis is carried out for both single-hop and multi-hop 
networks. 
A deployment solution for global connectivity networks with multihomed 
Mobile IP interconnected with the reactive routing protocol AODV. 
A solution for maintenance of gateway connectivity in global connectivity 
networks based on Mobile IP messages. 
A destination localization strategy for mobile nodes in global connectivity 
networks based on advertised information and gateway knowledge. 
A multi layer mobility management system with support of both application 
and network layer mobility. 
A solution to mobility management of individual traffic flows in a 
heterogeneous network environment.  
A deployment solution of route evaluation and flow control to enable load 
balancing in wireless multi-hop networks. 

Mobility management enhancement proposals are presented in [47] – [57]. Papers 
[47] - [49] and [55] – [56] target handover delay (e.g. due to long distances between a 
MN and it’s HA). By supporting multihoming we enable seamless handover and do 
not have to wait for a link layer re-association (with its delay and possible packet 
loss). Papers [50] and [51] address the issue of power saving on mobile nodes and its 
effect on mobility management. The solutions include buffering of packets and 
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paging of idle MNs. Paging takes some burden off location updates in idle mode and 
this solution could be integrated in our solutions. Papers [53] – [54] discuss 
hybrid/integrated SIP and MIP mobility management. Our solution is less 
complicated in comparison and does not require any changes in the existing standards 
but assumes the awareness of MIP in SIP applications. In [57] a flow mobility 
signaling scheme is proposed. The proposal is similar to ours but does not suggest 
how to implement this signaling or how to specify a policy for controlling traffic 
flows. 

Proposals of connecting ad hoc networks and the Internet, creating a global 
connectivity network, are presented in [63]-[72].  The proposals base their gateway 
selection and gateway connectivity on the reactive ad hoc protocol. By using a 
network layer based decision for gateway selection our proposed solution outperforms 
hop based selection in situations where a near but congested gateway performs worse 
than a more distant gateway. In relation to [63] and [64] our proposed solution applies 
a proactive gateway maintenance procedure that reduces the delay of establishing the 
route to the gateway on-demand. 

Papers [63], [65] - [68] discuss various ways of limiting the broadcast overhead 
introduced by Mobile IPv4 gateways, advertising their service through agent 
advertisements when combining MIP and MANETs. The broadcast overhead should 
be considered in relation to mobility detection and gateway discovery. Papers [66] 
and [68] suggest a small ad hoc horizon (i.e. proactive gateway service range) and to 
use reactive gateway solicitation otherwise. Our proposed solution benefits from the 
agent advertisements in multiple ways and argues that advertisements should be 
selectively forwarded throughout a segment of the entire ad hoc network. Agent 
advertisements are used to proactively install and maintain routes to gateways, to 
calculate metrics for gateway selection and to detect mobility.  

Variations to creating a tree forwarding structure in ad hoc networks are discussed 
in [70] and [76]. Paper [76] proposes a specific pulse protocol to proactively update 
the tree and [70] proposes a multicast-like join procedure. Papers [66], [69] and [75] 
discuss the use of best performing links and gateway load distribution. Our proposed 
solution brings the same benefits with reduced overhead by passively using the agent 
advertisements already sent. The advertisements are used for selecting the best route 
towards the gateway and for creating a tree forwarding structure, consisting of the 
best performing links. 

Papers [79] - [81] discuss metrics to find high-throughput paths based on various 
combinations of link packet loss, transmission rates and probe packets. Our proposed 
metric based on delay and delay variations catches the same indications of wireless 
link performance and in addition enables comparison of heterogeneous access 
networks.  

10.3 Conclusions and future work 

The work presented in the thesis has successfully been implemented and verified in 
the GloMoSim network simulator as well as in real world prototypes. The global 
connectivity prototype is implemented in C++ on a Linux operating system. The 
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heterogeneous multihomed Mobile IP system is implemented in Java on a Linux 
platform. We also have a C++ implementation of the HA on a Linux platform and 
MN software in C++ on a windows platform. This system addresses deployment of 
Mobile IP with co-located care-of addresses. The lack of support for Mobile IP in 
wireless networks results in that there are no advertisements available. Mobility 
detection thereby has to be handled by other means rather than through foreign 
agents. Today these prototypes enable handover between LAN, WLAN, WiMAX and 
GPRS/UMTS/CDMA450.  

The choice of using Mobile IP for mobility management has benefits like support 
for long lived TCP connections and fast mobility detection that is not supported by 
application-layer schemes. There are however requirements affecting the deployment 
of Mobile IP in today’s networks (i.e. foreign agents at visited networks). Other 
requirements affect real-time multimedia traffic (i.e. tunneling through home agents) 
and thereby mobility management at different layers complements each other. Cross-
layer communication could enhance mobility detection and by sharing information 
between layers mobility impact could be managed better (e.g. indicating link layer 
parameters). This solution would also enable mobility adoption of multimedia traffic 
(e.g. voice/video codec tuning). 

Connecting a mobile ad hoc network to the Internet extends the service coverage 
area of wireless networks but it requires mobile nodes to use network interfaces in ad 
hoc mode and to be willing to participate in forwarding of other nodes traffic. It also 
requires all mobile nodes to run the same ad hoc routing protocol. Connectivity of 
MANETs requires the deployment of gateways to perform the bridging to the 
Internet.  

The future work will include MN software on a mobile platform and may also 
include a more extensive study of the coexistence of access networks with different 
coverage, bandwidth and cost (e.g. WiFi, UMTS), the effect of combining these into a 
heterogeneous network and the effects of inter-technology (vertical) handover. This 
work can also include a deeper study of the weight factors when adding delay and 
jitter on different access networks and how this relates to application requirements. 
Related to this is the impact of disturbances (e.g. management of metric changes due 
to packet loss) and how to decide the frequency of binding updates on different 
networks. 

A related issue is looking into the benefits of flow mobility in heterogeneous 
networks. Referring to the high power, long distance transmitters at WiMAX base 
stations (downlink) and low power transmitters at mobile nodes (uplink) a mobile 
node could benefit from using an alternative uplink (e.g. GPRS) to be able to connect 
to the Internet. A mobile node could achieve an aggregated bandwidth by using 
multiple simultaneous ad hoc links or multiple access networks.  

The solutions from MANETs and global connectivity research are also valid for 
mesh networks with a wireless backbone. Future work will include a study of MAC 
layer implementations of the proposed solutions in combination of the ongoing 
802.11s standardization. 
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Appendix A:  Abbreviations 

3GPP  3rd Generation Partnership Project (Telecommunication alliance) 
AA   Agent Advertisement 
ACK  Acknowledgement 
AODV  Ad hoc On-Demand Distance Vector Protocol 
ARP   Address Resolution Protocol 
AP    Access Point 
API   Application Programming Interface 
AR    Access Router 
AS    Autonomous System 
BER  Bit Error Rate 
BSC   Base Station Controller 
BSS   Basic Service Set 
BTS   Base Transceiver Stations 
BU   Binding Update 
CBR  Constant Bit Rate 
CCoA  Co-located Care-of Address 
CRLF  Carriage Return Line Feed   
CN    Correspondent Node 
CoA  Care-of Address 
CSCF  Call Session Control Function 
CSGR  Cluster Switch Gateway Routing 
CSMA/CA Carrier Sense Multiple Access with Collision Avoidance 
CTS  Clear To Send 
DCF  Distributed Coordination Function 
DHCP   Dynamic Host Configuration Protocol 
DIFS  DCF Interframe Space 
DNS   Domain Name Service 
DSDV   Destination-Sequenced Distance Vector protocol 
DSR   Dynamic Source Routing 
DSSS  Direct-Sequence Spread-Spectrum  
EIFS  Extended Interframe Space 
ESS  Extended Service Set 
FA    Foreign Agent 
FHSS  Frequency-Hopping Spread-Spectrum 
FTP  File Transfer Protocol 
HA    Home Agent 
HoA  Home Address 
HR/DSSS  High-Rate Direct-Sequence Spread-Spectrum  
HSS  Home Subscriber Server 
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GGSN   Gateway GPRS Support Node 
GPRS   General Packet Radio Service 
GW   Gateway 
IAPP  Inter-Access Point Protocol 
IBSS  Independent Basic Service Set 
ICMP   Internet Control Message Protocol 
IEEE  Institute of Electrical and Electronics Engineers 
IETF  Internet Engineering Task Force 
IG   Internet Gateway 
IKE   Internet Key Exchange Protocol 
IMS  IP Multimedia Subsystem  
IP    Internet Protocol 
IPSec   IP Security Protocol 
ISP    Internet Service Provider 
LAN   Local Area Network 
LLC  Logical Link Control 
LPDU  LLC Protocol Data Unit 
MAC   Media Access Control 
MACA(W)Multiple Access Collision Avoidance (Wireless) 
MANET Mobile Ad hoc Network 
MAP  Mobility Anchor Points 
MIME  Multipurpose Internet Mail Extensions 
MIP   Mobile Internet Protocol 
MN   Mobile Node 
M-MIP  Multihomed Mobile Internet Protocol 
MPR  MultiPoint Relays 
MS    Mobile Station 
MSAP  MAC Service Access Point 
MTU  Maximum Transmission Unit 
NAT  Network Address Translation 
NAV  Network Allocation Vector 
NBMA  Non Broadcast Multiple Access 
NDP   Neighbour Discovery Protocol 
NIC  Network Interface Card 
OFDM  Orthogonal Frequency Division Multiplexing 
OLSR  Optimized Link State Routing 
OSI   Open Systems Interconnection Basic Reference Model 
OSPF  Open Shortest Path First 
PCF  Point of Coordination Function 
PDP  Packet Data Protocol 
PDU  Protocol Data Unit 
PHY  Physical layer 
PIFS  PCF Interframe Space 
QoS   Quality of Service 
RIP   Routing Information Protocol 
RNL   Relative Network-layer Load 
RVM   Running Variance Metric 



Appendix A: Abbreviations

169 

RREP   Route reply 
RREQ   Route request 
RTS  Request To Send 
RTT   Round Trip Time 
SA   Security Association 
SAP  Service Access Point 
SCTP  Stream Control Transmission Protocol 
SDP  Session Description Protocol 
SDU  Service Data Unit 
SGSN   Serving GPRS Support Node 
SIFS  Short Interframe Space 
SIP   Session Initiation Protocol 
SNR   Signal-to-Noise Ratio 
SSID  Service Set Identifier 
TCP   Transmission Control Protocol 
TLS  Transport Layer Security 
TTL  Time-To-Live 
UDP   User Datagram Protocol 
UE   User Equipment 
UMTS   Universal Mobile Telecommunications System 
UTRAN UMTS Terrestrial Radio Access Network 
VLAN   Virtual Local Area Network 
VoIP  Voice over IP 
VPN   Virtual Private Network 
WiMAX Worldwide Interoperability for Microwave Access 
WLAN  Wireless Local Area Network 
WR   Wireless Router 
XRP  eXtensible Resolution Protocol 
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Appendix B:  Glossary 

Ad hoc network A multi-hop network where mobile nodes are running a 
specific routing protocol 

Advertisements Messages sent by an agent or router to announce their 
services. 

Flow Mobility A single traffic flow is moved (to another 
interface/terminal etc.) 

Global Connectivity A multi-hop ad hoc network connected to a wired IP 
backbone 

Handover See. Hard/Soft/Vertical/Horizontal/Seamless Handoff 
Hard Handoff Handoff forced by lost network connection 
Heterogeneous 
networks 

A network environment where multiple access 
technologies are deployed at the same location 

Horizontal Handoff Handoff to an AP within the same network technology 
Macro Mobility Mobility between access technologies or domains 
MANET Mobile Ad hoc network 
Micro Mobility Mobility within the same access technology and domain 
Mobile Node A node that tries to keep its network connections when 

moving 
Multihoming A node connected to multiple networks 
Network layer 
performance 

Delay and jitter calculations at the network layer 

Seamless Handoff Handoff unnoticed by the user 

Session Mobility All flows of the same session is moved (see flow mobility) 
Soft Handoff Handoff initiated before loss of network connection 
Terminal Mobility The terminal changes point of network attachment 
User Mobility The user moves to another device  
Vertical Handoff Handoff to an AP of another network technology 
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