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Abstract

This thesis focuses on the problem of designing dependable communication protocols for
wireless sensor networks. In life-critical applications of sensor networks such as those
involved in the protection of critical infrastructure or used in intelligent transportation
systems, the key requirement of the underlying communication system is that it be
dependable (i.e. reliable, available, and secure).

In most cases the dependability properties of the system are evaluated a posteriori,
after the communication protocols have already been implemented. This approach often
necessitates one or more complete redesigns of the system, which makes the development
cycle long and costly.

The first contribution reported in this thesis is a new methodology for the design of
dependable communication protocols. This methodology involves the modularization of
existing protocols into functional components with known reliability and security prop-
erties. Given a set of defined components, the methodology suggests rules for combining
them into a protocol that satisfies the dependability requirements of application at hand.
An application of the methodology in the design of a medium access protocol for two
real world applications is presented.

Finally, the performance of the resulting protocol should be evaluated prior to its
deployment in the real network. Here, the thesis highlights the current problem of the
absence of a simulation environment for accurate performance evaluation of communica-
tion protocols in wireless sensor networks. The second contribution of the thesis is an
integrated simulation environment named Symphony. Symphony can be used to simu-
late the same code as that which runs on the real hardware. Using this simulator, the
development cycle could be further reduced and the obtained performance results will
better match the performance of the communication system in reality.
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Introduction

Wireless sensor network (WSN) technology has evolved rapidly during the last few
decades, from its starting point in the acoustic sensors used by the military during the
Cold War to modern solutions used in home automation, health care, environmental
monitoring, and intelligent transportation systems, amongst other purposes.

Generally, a wireless sensor node is a low power device with computationally limited
hardware assets. The node is designed to be small in size and low in power consump-
tion, facilitating the transparent integration of the WSN in the monitored environment.
Wireless sensor nodes are normally powered by batteries and may have different energy
harvesting capabilities. The nodes’ limited battery capacity means that the communica-
tions protocols used by general purpose communication systems are unsuitable for use
with many WSN, necessitating the use of specialised approaches to the design of suitable
protocols.

The limited hardware resources available on WSN nodes, together with the broad
range of applications of WSN (all of which have different performance requirements) has
resulted in the development of a large number of WSN-specific communications proto-
cols for all communication layers. The design of WSN-specific communication protocols
for a given target application is affected by constraints arising from the application’s
requirements and the limitations of the hardware used, such as the need to minimise
power consumption and the meager computational resources available. At present, these
requirements can only be met by using low-complexity devices and operating systems
(OS) in sensor nodes.

Numerous different approaches could be adopted when designing a customised com-
munication system. When the developer receives the performance requirements of the
target application, they have the option of selecting a protocol for the relevant communi-
cation layer from the existing pool of protocols, developing a new protocol from scratch,
or modifying an existing protocol to satisfy the application’s specific performance re-
quirements. Informed decisions on which approach should be adopted in any given case
can only be made by individuals with expert knowledge of things such as radio propaga-
tion models and the properties of the hardware to be used, as well as expertise with the
different software components of the communications system. Moreover, the implemen-
tation of a specific protocol requires expert knowledge regarding the programming of the
OS that is to be used, the technical peculiarities of embedded devices, and the details of
communication protocols.

A range of different methods could potentially be used to assess the performance
of the candidate protocol. For instance, the protocol’s performance could be verified by
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mathematical analysis and assessed using mathematical techniques such as Markov chains
or Network Calculus. Alternatively, the protocol could be implemented for simulation-
based analysis using one of the available network simulators, or implemented and tested
on real nodes. In many cases, however, the performance figures generated by these three
techniques would not be consistent with one-another; these discrepancies are discussed
later on in this text.

This thesis proposes a methodology for the systematic design of communications pro-
tocols for wireless sensor networks. Specifically, it focuses on the design of medium access
protocols (MAC). To begin with, the components from which a MAC protocol can be
constructed are described. The first major contribution described herein is a methodol-
ogy for the design of dependable communication protocols. This methodology involves
modularizing existing protocols into functional components with known reliability and
security properties, and includes rules for combining components into a protocol that sat-
isfies the dependability requirements of the application at hand. Its use is demonstrated
in the development of a MAC protocol designed for use in two scenarios in the fields of
Intelligent Transportation Systems (ITS) and Critical Infrastructure Protection (CIP).

The absence of a simulation environment for accurately evaluating the performance
of communication protocols in wireless sensor networks complicates research in this field.
The second contribution reported in this thesis is an integrated simulation environment
named Symphony. Symphony can be used to perform simulations with the same code
as that run on the real hardware. Using this simulator, the development cycle could
be further shortened and the obtained performance results will better match the real
performance of the communication system.

The work described in this thesis addresses the following research questions:

1. What are the necessary prerequisites for the systematic component-based design of
dependable communication protocols?

2. How can the communication processes in Wireless Sensor Networks be accurately
simulated?

The thesis is organised as follows: Chapter 1 introduces wireless sensor network tech-
nology and summarises the state-of-the-art MAC protocols for WSN, highlighting their
similarities and differences. Chapter 2 describes a set of components of a generic MAC
protocol that were identified on the basis of analyses of existing protocols. We illustrate
the problem of Component Based Design by composing two existing MAC protocols.
Chapter 3 showcases the work done towards the development of a manual component-
based synthesis of a MAC protocol for two real world applications. Chapter 4 describes
the work on the implementation of the envisioned integrated simulation environment for
WSN. Chapter 5 concludes the thesis with a summary of the work done and an outline
of work to be conducted on the projects discussed.

2
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Chapter 1

Introduction to

Wireless Sensor Networks

Contemporary wireless sensor networks (WSN) have their origins in various military-
sponsored projects conducted at the end of 1980’s. For example, during the Cold War, the
US government developed acoustic sensors for submarine surveillance and later designed
and built radar-based air defence systems.

In the early 1980’s, the military sought to determine whether the TCP/IP protocol
stack developed for the Internet could also be used in the context of sensor networks.
The aim was to assess the scope for developing autonomous low-cost distributed sensor
networks. Other research in the area of sensor networks focused on signal processing,
distributed computing, and location tracking [1, 2].

Advances in sensor research in the late 1990’s and early 2000’s resulted in the devel-
opment of a new generation of sensor network technology. Sensors became much smaller
in size and began to include integrated sensing, networking, and processing functionali-
ties. Such nodes could be used in different network topologies and had battery lifetimes
ranging from several days to several weeks.

The ongoing progress in sensor research has had remarkable consequences. Contem-
porary sensor nodes can be as small as a dust particle in size [3, 4]. Many sensor nodes
are equipped with wireless transceivers and use energy harvesting techniques to recharge
their batteries, extending network lifetimes from several months to several years.

Wireless networking has been available since the late 1960’s and early 1970’s [5],
but it took several decades before the technology could be applied in sensor networks.
This is mainly due to two challenges that the researchers had to deal with. Firstly,
the size of radio transceivers had to be reduced to fit into small sensors. Secondly, radio
communications are power hungry, and so it was necessary to resolve problems associated
with its high energy consumption.

Sensor networks have many applications; the use of wireless networking opens the
door to numerous others. Some examples of the way they are used by the military in-
clude monitoring hostile and friendly forces and the detection of chemical, nuclear, or

1



2 Introduction

biological attacks, etc. They also have civilian applications in fields such as environmen-
tal monitoring (microclimatic surveillance and research, agricultural applications, and
the detection of fires or floods), health care (monitoring patients’ physiological health,
tracking doctors and patients inside hospitals, drug administration), home automation,
and industry (inventory control, vehicle tracking and detection, traffic flow surveillance,
and environmental control in farming).

The diversity of the applications of wireless sensor networks is growing rapidly, and
the number of purposes for which they could conceivably be used in future is limited
only by the imagination. However, much more work will have to be done to realize
the full potential of WSN. One of the most important objectives is the development
of reliable, low-power, and secure wireless communications. Wireless communications
systems having all of these properties are said to be“dependable.”

It is of the utmost importance that communications in wireless sensor networks used
in life-critical systems be dependable. Life-critical systems include those related to public
safety, the protection of critical infrastructures and intelligent transportation systems. In
general, the dependability of a computing system is an integrated property that reflects
several of its attributes, including its availability, reliability, security, and maintainability
[6]. Moreover, for a system to be described as being dependable, there must be proof of
its ability to meet these requirements as laid out in the system specification.

This chapter provides an overview of the hardware components of the sensor nodes
used during the work described in this thesis. In addition, it describes the existing
operating systems and simulation tools used in the design and study of wireless sensor
nodes. State-of-the-art MAC protocols for WSN and security issues relevant to MAC
protocol functionality are also discussed.

1.1 Node Architecture

The wide range of applications of wireless sensor networks is reflected in the existence of
a great variety of different hardware platform architectures, operating systems, network
architectures, and paradigms. Currently, there is no standard hardware platform for
WSN and there are several popular wireless sensor nodes that vary in size, computational
power, and energy consumption. The most popular wireless sensor node architectures are
Mica, MicaZ, TelosB, and Iris. The work reported in this thesis was performed using the
Mulle platform [7, 8], which was developed at Lule̊a University of Technology [9]. This
platform was chosen because of its competitive performance and because the author had
ready access to the researchers who developed the hardware.

1.1.1 Hardware Components of Wireless Sensor Nodes

A typical wireless sensor node has five main components - the microcontroller, mem-
ory, transceiver, sensors and/or actuators, and battery. This section provides a general
description of these components, along with a more detailed discussion of the specific
hardware used in the Mulle platform.
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Figure 1.1: The Mulle node used in the iRoad project [10] described later in this thesis.
The left image depicts the hardware platform; the right image shows the device in its
protective casing.

• Microcontroller: The microcontroller is the core of a wireless sensor node. It
processes data, regulates access to resources, and reacts to hardware interrupts.
The internal clock frequency of Mulle’s Renesas [11] microcontroller is 20MHz.
The energy consumption of the microcontroller during full load is only 300mW.

• Memory: There are three different types of memory. RAM - Random Access
Memory - is not capable of storing data when unpowered. It is used for temporary
data caching and storage during operation. ROM - Read-Only Memory - stores
program code and is read during the node’s boot up and during the execution of
the program code. EEPROM - Electrically Erasable Programmable Read-Only
Memory - is comparatively slow memory that is used to store and retrieve larger
amounts of data. Mulle is equipped with 47K of RAM, 512K of ROM, and 2MB
of flash memory.

• Communication Device: Mulle is equipped with an ATMEL RF212 transceiver
[12] that operates in the European SRD Band 863-870 MHz at data rates ranging
from 20 kb/s to 1000 kb/s depending on the distance and modulation scheme
used. Its current consumption depends on the state of the transceiver, and ranges
from 2μA in the sleep state to 17mA during transmission. The time required to
change transceiver states is an important property in the design of a MAC protocol.
As discussed in Chapter 3, the transceiver’s start-up time of 510μs and channel-
changing time of 90-800μs have a severe impact on the performance of TDMA- and
FDMA-based protocols.

• Sensors: Mulle is equipped with a temperature sensor and a magnetometer. Both
sensors are passive and omnidirectional. In the context of this thesis, it is impor-
tant that the operation of the sensor components themselves does not affect the
performance of the communication protocols. However, as discussed in Chapter 4,
the fact that events from the sensor are dealt with in software may have a decisive
effect on the protocol’s functionality.
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• Power Supply: The power supply is a crucial component of the wireless sensor
node. Mulle has a rechargeable battery and is equipped with a solar panel. This
component does not directly affect the performance of communication protocols;
instead, it defines the overall lifetime of the node.

1.1.2 Operating Systems

The growing interest in WSN research has resulted in the development of many operat-
ing systems over the last decade. The selection of a suitable operating system is vital
when aiming to create a dependable network architecture. This section provides a brief
description of three existing mainstream operating systems for wireless sensor networks:
TinyOS [13, 14], which is the de facto standard operating system in the research com-
munity, MANTIS OS [15], and Contiki OS [16]. For a complete list of existing OS, see
[17] and references therein.

Two different general operating designs are used in WSN nodes: event-driven and
multi-threaded. In a purely event-driven system, specific tasks are executed by a handler
of either an internal (a request from an internal event scheduler) or an external (HW
interrupt) event. Once a particular event handler is called, the task’s code is executed
until it is completed. In the threaded approach, the execution of a task can be interrupted,
and the processor resources are reallocated to another task. The kernel is responsible for
ensuring that the execution of different programs remains consistent.

The following sections provide a cross-comparison of the three operating systems
mentioned above, with particular emphasis on the following factors:

• The underlying OS design paradigm;
• The extent to which the OS is used in the WSN community;
• The structure of the OS structure and the ease with which its code can be updated;
• The programming concept for writing applications;
• The scope for integration with general purpose network simulators.

TinyOS: TinyOS is an operating system designed specifically for wireless sensor nodes
at the University of California, Berkeley. It has the following noteworthy properties:

• TinyOS is a component-based event-drive operating system. It implements a con-
currency model that allows for two distinct execution modes: synchronous and
asynchronous. In the synchronous mode, a scheduled computational task runs un-
til its completion. In asynchronous mode, a running task can be interrupted by an
external HW interrupt. In the event of an interrupt, CPU resources are allocated
to the interrupt handler code. Note that in TinyOS, there is no dynamic context
switching. This means that the programmer has to protect critical variables man-
ually (”atomic” declaration) if there is a risk that they might be modified when
operating in asynchronous execution mode.

• A complete binary image of the TinyOS kernel, together with all of the necessary
applications, is built during compilation. When a sensor node needs a new func-
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tionality that is not present in the original image, another complete image must
be downloaded to the node. Normally, a sensor node keeps several binaries with
different functionalities stored in its rewritable flash memory.

• TinyOS specifies its own extensions to standard C, called NesC [18]. All TinyOS
applications are written in NesC. Upon compilation, the NesC code is translated to
ANSI C and the resulting intermediate file is compiled to the binary image using a
platform-specific compiler.

• In addition, TinyOS supports threading on top of its event-driven kernel.

The major advantage of TinyOS is its minimal code size compared to the other sys-
tems considered. Because the component-based design paradigm was adopted during its
development, only those components required by the applications to be run are included
in the build. The event-driven nature of the OS has proven to be efficient for a large
class of WSN applications.

The major limitation of a purely event-driven OS is that it is subject to problems
associated with application blocking during the execution of a time consuming code. This
problem is especially critical when a sensor node performs cryptographical operations.
TinyOS overcomes this problem by providing threading interface.

MANTIS OS: MANTIS is an operating system developed at the University of Col-
orado using a design paradigm that is almost directly opposed to that used in the de-
velopment of TinyOS; it is a purely threaded operating system. It has the following
noteworthy properties:

• MANTIS is an operating system based on a time-sliced multi-threading design
paradigm. In this system, a running task can be interrupted during execution,
with control being moved to a concurrent task. When interrupted, the run-time
context of the task is saved and then restored when CPU resources become available
once again.

• MANTIS is currently a complete product; implementations are available for Mica
motes, and a development environment is available on various major operating
systems.

• MANTIS has the structure of a general purpose operating system. It consists of a
kernel with functionalities that are common to all applications, the device drivers,
and a set of applications that run as concurrent threads. The operating system
allows reprogramming (updating the code) with different levels of granularity. In
extreme cases, either an entire binary image can be updated or a particular thread
can be reprogrammed. The dynamic reprogramming capability is implemented as
a system call library. Each application can write a modified code to this library via
system calls.
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• The MANTIS kernel is written in standard ANSI C, as are its applications. This
makes the application development process more convenient and increases the
portability of code to and from other general purpose operating systems.

• MANTIS is supplied with its own development tool chain, which includes diverse
simulation and debugging facilities. For example, it is possible to perform hetero-
geneous experiments with virtual nodes running as processes on stationary PCs
and real nodes that are running MANTIS OS. While the issue of integration with
a general purpose network simulator has yet to be addressed, the fact that the OS
and its applications are written in standard C suggests that this problem should
be solvable within a reasonable time frame.

The major advantage of MANTIS is that it eliminates the problem of application
blocking during the execution of computationally-expensive code. A conventional multi-
threading approach is used for the implementation of threads. Specifically, once a task
is interrupted, its run-time context is saved in the RAM. When CPU resources become
available once more, the context is restored. In MANTIS, the context of a single thread
consumes 128 B of memory. MANTIS can thus support up to several tens of concurrent
threads on a sensor node with 4 kB of RAM (Mica2 motes).

Contiki OS: Contiki is an operating system developed at SICS, the Swedish Institute of
Computer Science. It is an event-driven operating system that supports multithreading,
and has the following noteworthy properties:

• Contiki offers a unique combination of the advantages of the event-driven and multi-
threading OS design paradigms. The kernel functions as an event scheduler that
passes CPU control to multiple concurrent threads. In contrast to the time-sliced
approach, control is transferred between processes by submitting an event to the
scheduler’s event list.

• Contiki is a relatively young operating system. Originally developed for the ”an-
cient” Commodore 64 platform, it was the only operating system with full IP net-
working capabilities for these computers. As of the time of writing, ports of Contiki
exist for all of the commonly used research sensor platforms. The system is supplied
with a full development tool chain for the Linux and Cygwin environments.

• Contiki’s structure is that of a typical personal computer OS. It consists of a com-
pact kernel with device drivers, common libraries and a set of applications. The
operating system can be reprogrammed (i.e. code can be updated) at different
levels of granularity. For example, it is possible to update the entire binary im-
age, specific drivers, and service libraries. Specific applications or OS components
can be dynamically replaced using the wireless network interface. The code is dis-
tributed as binary executable files. Upon receipt, the code is dynamically linked,
initialised, and launched by the operating system.
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• The kernel and applications of Contiki are written in standard ANSI C. This makes
the application development process relatively convenient and increases the porta-
bility of code to and from other general purpose operating systems.

• Contiki comes with its own simulation tools. Development and debugging are
performed with the standard development tool chain for the specific sensor platform
being used. In the case of Telos motes based on a TI MSP 430 microcontroller,
an MSP-specific gcc compiler and debugger are used. As is the case with other
sensor OS, the issue of integration with a general purpose network simulator has
yet to be addressed in Contiki. However, the fact that the OS and its applications
are written in standard C suggests that this problem should be solvable within a
reasonable time frame.

Contiki’s kernel is larger than that of TinyOS but smaller than that of MANTIS.
Despite being only slightly larger than that of TinyOS, the Contiki kernel has a number
of functional advantages. The most important of these is the flexibility originating from
the combination of an event-driven kernel with the multithreaded library. In multi-
threaded mode, each thread requires a separate stack. As in MANTIS, the size of the
thread’s context in RAM is 128 B. The license under which Contiki is distributed is less
restrictive than that of MANTIS, and allows for contribution-oriented experimentation
with the core functionality of the operating system.

Contiki applications are compiled independently of the kernel. The resulting exe-
cutable binaries can be uploaded to the sensor nodes over the network. The size of
the transmitted code is much smaller than that of the kernel. This functionality makes
Contiki very suitable for a wireless sensor network with diverse target application areas.

Networking in Contiki is handled by a highly optimised and compact implementation
of the entire TCP/IP protocol stack, which is included as a part of the kernel. This can
be seen as both an advantage and, to some extent, as a limitation of the system. On the
one hand, it is nice to have a functional communication stack out of the box and to be
able to communicate with the sensor nodes using conventional network protocols. On the
other hand, we believe that the full TCP/IP stack is not always needed in wireless sensor
networks and therefore should be included in the architecture as an optional functional
component.

Note on operating systems for WSN: In the context of wireless sensor networks
there are pros and cons to using each of the operating systems described above. For
example, the major advantage of event-driven OS is their low memory consumption
during execution. However, the major disadvantage of such OS is the possibility that
the execution of other tasks may be blocked when servicing time-consuming operations
such as cryptographic operations. The major advantage of purely thread-based OS is the
concurrent execution of multiple processes. However, such OS also have disadvantages;
one of the most important is the high RAM use during context switching.

The development of a flexible and efficient operating system for wireless sensor devices
is the subject of much active contemporary research. To a large extent, there is no clear
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agreement in the wireless sensor community as to which operating system is most suitable
for any given sensor platform.

For the work described herein, we chose to use TinyOS because of its component based
design, large and active communities of developers and users, and good documentation.

1.1.3 Simulation Tools

TOSSIM: TinyOS comes with its own simulation facility, named TOSSIM [19]. This
tool is primarily used for debugging the functionality of TinyOS, but can also be used
for simple networking simulations. However, it is not a general purpose network sim-
ulator and can therefore not be used for complex simulations involving heterogeneous
and sophisticated network settings and scenarios. A notable drawback of TOSSIM is its
simulator-specific and highly simplified implementation of the MAC layer.

COOJA: Contiki also comes with its own simulator, named COOJA [20]. COOJA is
Java based and allows the use of three different levels of abstraction. The highest ab-
straction level is suitable for high-level algorithm testing.The simulation is implemented
in Java; the connection to real node implementation can be achieved using a JNI call
between Java and C++. At the operating system simulation level, it is possible to simu-
late the execution of the compiled application. Bit-level simulations allow the emulation
of code execution at the instruction level of the microcontroller. COOJA is not a gen-
eral purpose network simulator and can therefore not be used for complex simulations
involving heterogeneous and sophisticated network settings.

ns-2 and ns-3: Network simulators ns-2 [21] and ns-3 [22] are the de-facto standard
simulation tools in the academic networking research community. Although network
simulator ns-3 is the successor to the ns-2 simulator, it is a complete reworking of ns-2
and is not backwards compatible. Ns-3 is a discrete-event network simulator for Inter-
net systems. It improves on the inflexibility of the ns-2 simulator by incorporating the
object oriented (OO) design paradigm. Ns-3 contains improvements on the architecture,
software integration, and models of the ns-2 simulator. Ns-3 can support multiple ra-
dio interfaces on nodes, and features IP addressing, a TCP/IP model that more closely
resembles the real protocol, and more detailed 802.11a/b/s models. Moreover, ns-3 can
use the real code base of protocols and simulate communication processes in real-time.
Thus, some existing applications from the Unix environment can be used in simulations.
The architecture of ns-3 separates the implementation of the simulator from the repre-
sentation of devices, protocols, core, applications, and common components. This allows
both a simple extension of the existing devices and protocols and makes it possible to
implement real hardware and applications within the simulator. Ns-3 has two simulation
modes: real- and virtual time. These modes can be used to test real application traffic
patterns.
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A Note on simulation tools for WSN: Only a small selection of the simulation
tools available to network researchers have been described in this section. We did not
consider closed-source or commercial tools or tools that are no longer in widespread use.
Our objective in conducting the work described in this thesis was to facilitate simulations
of real implementations of communication protocols for WSN and to study the impact
of the dynamic nature of the WSN environment on communication protocols. Ns-3 was
used because it is free, open source, has a large community of developers and users, and
is well-documented. This topic is discussed further in Chapter 4.

1.2 Network Architecture

The architecture of traditional computer networks is described by the well-established
Open Systems Interconnection (OSI) model. In this model, all protocols are placed
on different abstraction layers depending on their purpose. A protocol on a particular
layer can only use services provided by the protocol on the layer below, through strictly
defined interfaces. An advantage of the layered architecture is that it makes it possible to
implement specific functionalities on one layer independently of those implemented in the
other layers. This was the major driving force behind the development of the protocols
for the Internet. However, the applicability of this architecture in WSN is limited by the
implementation and communication overheads attributable to layering.

In many WSN scenarios, applications require that the communication stack behave in
specific ways. Therefore, strictly following the OSI model would impose undesirable load
on computational resources and memory in addition to the communication overhead.
The specifics of WSN are such that the functionality of each underlying layer is often
not needed. In some simple applications, such as small scale monitoring, it would be
sufficient to connect the application layer’s functionality directly to MAC protocol.

In many cases, WSN communications systems require extensive cross-layer interaction
in order to optimize the system’s performance. For example, the network layer could use
information on the strength of the received signal to determine the best route to the
sink node. In general, the set of communication components and the nature of their
interconnections can change from application to application in a wireless sensor network.
Given the high diversity of WSN applications with unique performance requirements, the
number of application-specific stack configurations is expected to be high.

The component-based development (CBD) approach to the design of complex software
systems was first suggested in the 1960’s [23]. However, the component-based paradigm
was not applied to the design of network protocols until the beginning of 1990’s. By this
time, the layered model had effectively become standardised, even though the inflexibility
of the architecture had been discussed in a number of papers, e.g. [24, 25]. The problems
of incompatibility between protocol stacks from different vendors and the inability of
the system to dynamically reconfigure its functionality across the layers motivated the
adoption of alternative component-based design approaches [26].

This thesis discusses component-based design of network protocols, illustrated with
reference to the medium access layer. As such, the next section provides an overview
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of the functionality of the MAC layer and describes the current state-of-the-art MAC
protocols for wireless sensor networks.

1.3 Medium Access Control

In the OSI model, the Medium Access Control is the first software layer above the physical
layer. The task of a MAC protocol is to regulate access to the medium such that the
application’s requirements are satisfied. Upon receipt of a data message from a higher
layer, the MAC protocol determines at what point in time the data message can be sent.
This decision can be made randomly, on the basis of some schedule, or via negotiation
with neighboring nodes. MAC protocols can be classified as belonging to one of three
major groups, depending on the technique used to control channel access: conflict free,
contention-based, and hybrid.

Most MAC protocols for WSN employ duty-cycling, i.e. the node’s radio transceiver
is periodically turned off. In order to prolong network lifetime, many protocols employ
a duty cycle of around 90% (i.e. the radio is only switched on 10% of time).

Conflict-Free Protocols Conflict-free protocols divide the time or the frequency space
into slots. These slots are scheduled between neighbours and are either statically or dy-
namically allocated. Therefore, losses due to collisions are not expected. Generally,
schedule-based protocols (TDMA, FDMA etc) are considered conflict-free, and so the
probability of successful packet transmission is one [27] (in the absence of external inter-
ference). However, finding an optimal schedule is an NP-complete problem [28]. Solutions
to NP-complete problems can be approximated using various techniques. However, given
the limited resources available on individual nodes, these are hardly useful. One might
also expect considerable wastage of bandwidth due to unused slots and the communica-
tion overhead needed to keep nodes’ clocks in sync and to negotiate, exchange, or update
schedules.

Contention based Protocols Contention-based protocols require techniques to either
resolve transmission conflicts (i.e. collisions) when they occur or to avoid them.

Conflict resolution can be static, in which case the sender node simply retransmits the
message until it is successfully received by the destination node, or dynamic. Dynamic
conflict resolution involves adapting the protocol to the changes in the medium. Such
adaptation can be achieved using an exponential back-off technique, for example.

Techniques that avoid collisions during transmission involve either the transmission
of a preamble or an exchange of control messages. A preamble is often a short sequence
of bits that indicates that the transmitting node has a message to send. The length and
content of the preamble depends on the specific protocol and hardware used. The most
common control message sequences are Request-To-Send (RTS)/Clear-To-Send (CTS).
The node having data to transmit broadcasts a short service message (RTS) addressed
to the intended receiver node. The receiver, if awake, will answer with a CTS, which
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will prompt those nodes that receive it to wait with their transmissions until the com-
munication between these nodes ends. Collisions can also occur during RTS/CTS ex-
change. However, since the size of these message is much smaller than the size of the data
messages, the wastage of resources will be less severe and the probability of successful
transmission will be higher.

1.3.1 State-Of-the-Art MAC Protocols Designed for WSN

This subsection provides an overview of contemporary state-of-the-art MAC protocols.
The analysis herein is based on [29, 30, 31] as well as the reference materials associated
with the individual protocols. All of the described protocols are assumed to implement
duty-cycling unless otherwise stated. The descriptions are heavily focused on those tech-
nical details that are relevant to the analyses presented in Chapters 2 and 3.

S-MAC [32] was inspired by the IEEE802.11 protocol and uses Carrier Sense Mul-
tiple Access with collision avoidance for link establishment. It employs an RTS/CTS/-
DATA/ACK sequence for unicast packets. When broadcasting, it uses only the DATA/ACK
sequence. Duty-cycling is used to save energy and the nodes are synchronized by explicit
SYNC messages.

T-MAC [33] is based on the S-MAC protocol but introduces an adaptive duty cycle
by dynamically ending the active period if there are no messages to receive or trans-
mit. Nodes communicate by means of an RTS/CTS scheme to establish a channel and
a DATA/ACK scheme for data transmission. Nodes are synchronized using SYNC mes-
sages.

DS-MAC [34] is a dynamic duty-cycling protocol. It uses the RTS/CTS scheme for
link establishment. The data message is followed by an acknowledgment. DS-MAC
changes its duty-cycle depending on the load in the network. Special SYNC frames are
exchanged in order to keep the network in sync.

PMAC [35] is a protocol that adaptively determines nodes’ sleep-wake schedules on
the basis of their own traffic and the traffic pattern of their neighbours. The nodes adjust
their sleep schedules on the basis of the traffic pattern data received from their neighbours.
Link establishment is achieved via RTS/CTS message exchange, and is followed by data
exchange and acknowledgment.

TRAMA [36] is a TDMA-based algorithm. Link establishment is based on information
gathered from the node’s two-hop neighbours and its own traffic pattern. During the
schedule exchange period, the node announces the slots it will use and the intended
receivers; the actual data is transmitted in the announced slot. If more then one node
wants to transmit in the same timeslot, the conflict is resolved by prioritization.
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FLAMA [37] gathers traffic information either by using traffic characteristics specified
by the application or by using traffic predictions generated by each node. FLAMA has
both random access and scheduled access periods. The random access period is used by
the protocol for exchanging traffic information between neighbours, time synchronization,
and establishing flow information. Data messages are sent during the scheduled access
period. FLAMA uses a distributed election algorithm to determine which node is allowed
to transmit at any given time.

wiseMAC [38] is a single channel, non-persistent CSMA-with-preamble MAC protocol.
All nodes listen to the medium with equal duty-cycle periods. The nodes’ individual
schedules are, however, independent. If a node wakes up and the medium is busy, it will
listen until the medium becomes idle. Initially, the preamble size should be equal to the
sampling period. WiseMAC does not use any handshaking technique. The length of the
preamble is determined dynamically, on the basis of neighboring nodes’ sleep schedules.
The nodes learn and refresh their neighbours’ sleep schedules during each data exchange.

B-MAC [39] is based on the CSMA technique with preamble. When a node has a
message to send, it first transmits a long preamble, followed by the message. The time
period over which the preamble is transmitted is long enough to cover the sleep time
of the destination node. On receiving the preamble, the node waits until transmission
ceases and then start receiving the message. Receipt of the message is then acknowledged
by sending an ACK back to the sender.

X-MAC [40] is an improved version of the B-MAC protocol. During link establishment,
the sender node transmits short preamble packets containing the ID of the destination
node and listens for a short period of time for an acknowledgement. This step is repeated
for a period of time that is equal to or greater than the maximum length of the receiver’s
sleep period or until the node receives an early acknowledgement (EACK). When a node
receives the preamble, it verifies that the message is intended for it. If this is the case,
the node will send an EACK and stay awake to receive the subsequent data packet;
otherwise, it returns to sleep mode. After receiving the data message, the node stays
awake for some period of time in case there is another transmission pending. If the node
is about to send a packet and detects that the preamble is continuing, it will listen to
the channel for the EACK. If the node overhears an EACK with the intended receiver
ID, it will back off for a random amount of time and will then transmit data without the
preceding preamble. Otherwise, it will initiate communication with the preamble.

X-MAC for ZigBee Remarker, Suarez, Dunkel and Voigt have described [41] an
implementation of X-MAC in a ZigBee based WSN. Its most significant difference from
the standard ZigBee [42] MAC is that the proposed X-MAC implementation does not
assume that routing nodes have a constant power supply. This X-MAC implementation
makes ZigBee useful for a new class of applications. The protocol differs from the original
X-MAC in that its strobe packets conform to the IEEE 802.15.4 MAC format.
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MFP-MAC [43] or Micro-Frame Preamble MAC uses a series of short preamble mes-
sages containing the destination address or a hash value of the data field. When a node
receives the preamble, it can immediately determine whether or not it needs to receive the
incoming data, and can therefore return to sleep mode for the remainder of the preamble
period or for the rest of active cycle, as appropriate.

DEEJAM [44] The DEEJAM MAC protocol is based on the IEEE 802.15.4 hardware
layer. The protocol was designed to be resilient to jamming attacks (see next subsection).
It uses frame masking, channel hopping, packet fragmentation, and redundant encoding
to defend against interrupt, activity, scan, and pulse jamming attacks, respectively. The
link between nodes is established using time-based channel hopping, and the channel
used for data exchange is determined using a pre-shared key. Its resistance to jamming
attacks comes with an overhead, which can be as high as 190% in some cases.

RT-Link [45] is a TDMA protocol in which the assignment of time slots is accomplished
in a centralized way at the gateway node. It supports different kinds of slot assignment
techniques depending on whether the objective is to maximize throughput or to minimize
the end-to-end delay. Interference-free slot assignment is achieved by means of a two-hop
neighbourhood heuristic, coupled with worst-case interference range assumptions. RT-
Link assumes global clock synchronization based on a separate hardware add-on, which
can be complemented with an optional software-based synchronization method that is
incorporated into the MAC protocol.

LEMMA [46] is a TDMA-based MAC protocol that is particularly suitable for ex-
tending the lifetime of networks that support alarm-driven, delay-sensitive applications
characterized by convergecast traffic patterns and sporadic traffic generation. Its cascad-
ing time-slot assignment scheme combines low end-to-end latency with a low duty-cycle,
while supporting multi-sink WSN topologies. The originality of LEMMA derives mainly
from the fact that the time slot allocation algorithm makes decisions based on the inter-
ference actually experienced by the nodes instead of following the simple but potentially
ineffective n-hop approach. This protocol is more flexible than most in terms of support-
ing diverse topologies.
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The descriptions of the columns in Table 1.1 are too long to be accommodated in the
table, and have been replaced by the numbers 1 - 7, which stand for: 1 – Protocol, 2 –
Clustering properties, 3 – number of channels, 4– technique for idle listening avoidance,
5– technique for overhearing avoidance, 6– technique for collision avoidance, 7– Protocol
overhead.

Table 1.1: Comparative overview of state-of-the-art WSN MAC protocols.

1 2 3 4 5 6 7
S-MAC virtual 1+ Periodic

sleep
Through VCS RTS/CTS RTS/CTS/

SYNC, virtual
cluster init

T-MAC no 1+ adaptive
duty cy-
cle

uses overhead
information

RTS/CTS RTS/CTS/
ACK/SYNC

DS-MAC peer
groups

1 adaptive
duty cy-
cle

RTS/CTS RTS/CTS/
ACK/SYNC

PMAC No 1 adaptive
sleep
schedule

uses to some
extend, By
scheduling

TDMA
+ RT-
S/CTS

RTS/CTS/
SYNC

TRAMA No 1 By
Schedul-
ing

By Schedul-
ing

TDMA
+ RT-
S/CTS

Neighborhood
protocol, sched-
ule transmission

FLAMA No 1 By
Schedul-
ing

Gathering
traffic infor-
mation

TDMA
+ RT-
S/CTS

Traffic predic-
tion

wiseMAC No 1 Periodic
sleep

Dynamic
preamble

CSMA
with dy-
namic
preamble

B-MAC No 1 Periodic
sleep

CSMA
with dy-
namic
preamble

Long preamble

X-MAC No 1 Periodic
sleep

Destination
address in
preamble

CSMA
with dy-
namic
preamble

Preamble,
EACK

Continued on next page



1.3. Medium Access Control 15

Table 1.1 – continued from previous page
1 2 3 4 5 6 7
MFP-MAC No 1 By

Schedul-
ing

Destination
address and
data hash
in pream-
ble; uses
overheard
preamble

CSMA,
from
over-
hearing
preamble

Preamble, hash,
need to overhear
preamble

DEJAMM Yes 8 (16) Not ad-
dressed

Destination
address in
preamble

FDMA,
TDMA

Channel Hop-
ping, Fragmen-
tation, Crypto
functions

RT-LINK No 1 By
Schedul-
ing

By Schedul-
ing

TDMA Neighborhood
protocol,
scheduling
signaling

LEMMA No 1 By
Schedul-
ing

By Schedul-
ing

TDMA Neighborhood
protocol,
scheduling
signaling

1.3.2 Security: Possible Attacks and Defence Mechanisms

This section summarizes the most common security threats to the medium access control
layer in wireless sensor networks and the countermeasures that can be used against them.

Authenticity Impersonation - Secure Authentication In this type of a attack,
an intruder pretends to be a member of the network and injects malicious data. Using
message authentication techniques, the authenticity of data and node can be preserved,
minimizing the success of such attacks.

Eavesdropping on Messages - Encryption An unauthorized node eavesdrops on
the message. To prevent unauthorized access to the transmitted data, the message should
be encrypted.

Compromised Integrity - Signing In this type of attack, an attacker modifies data
during its transmission. Signing the transmitted packet allows the receiver to determine
whether the content of the message has been modified.

Interrupt Jamming - Frame Masking This attack technique uses the interrupt
generated upon receipt of the Start Frame Delimiter (SFD). When the attacker wakes up
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Protocol Factors that confer reliability Security
S-MAC RTS/CTS, virtual and physical carrier sense. Not considered.
T-MAC RTS/CTS, virtual and physical carrier sense.

Adaptive duty cycle.
Not considered.

DC-MAC RTS/CTS, virtual and physical carrier sense. Dy-
namic duty cycle.

Not considered.

PMAC Sleep scheduling, RTS/CTS. Not considered.
TRAMA TDMA, scheduling. Not considered.
FLAMA Scheduling based on traffic. Not considered.
wiseMAC Random access, CSMA with preamble. Not considered.
B-MAC CSMA with preamble. Not considered.
X-MAC CSMA with preamble. Not considered.
MFP-MAC Scheduling with preamble, CSMA. Not considered.
DEEJAM Scheduling, random access. Jamming resis-

tance.

Table 1.2: Overview of the dependability properties of selected MAC protocols.

after receiving the SFD on the physical layer, it can send a jamming packet to interfere
with the legitimate packet. The jamming period may cover the duration of a normal
packet in the network, but a shorter period may be sufficient to overcome encoding
redundancy and corrupt the checksum. The proposed defence against such attacks is
SFD frame masking. In this defence mechanism, nodes agree on pairwise-shared key.
This key is used to generate a pseudo-random SFD sequence.

Activity Jamming - Channel Hopping An attacker samples RSSI or performs
CCA. If the value is above a programmed threshold, the attacker will initiate jamming
with a full or partial transmission. This attack is energetically-costly for the attacker,
since RSSI or CCA detection has to be done quite frequently, and background noise
alone can give rise to values above the threshold. Channel hopping can be used to defend
against attacks of this kind. Nodes use their shared key to create a channel key, which
generates a pseudo-random channel sequence.

Scan Jamming - Packet Fragmentation With channel hopping enabled, an attacker
has to hop between channels and scan them for activity. Given 16 channel in an IEEE
802.15.4 based transceiver, the attacker has to be able scan all channels in the time
period needed to transmit one packet. To defeat this attack, packet fragmentation can
be used. In this approach, the node fragments the application’s outgoing payload into
smaller packets. These packets are transmitted in different channels.

Pulse Jamming - Redundant Encoding By frequently sending small packets in the
air, an attacker hopes to jam an existing packet in the air. The frequency of the pulse
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has to be high enough to disturb even small packets. Various counters to such attacks
exist; redundant encoding of the header or payload is recommended.



18 Introduction



Chapter 2

Component Based Design:

Problem Statement

Dependability, i.e. the ability of a system to deliver a specified level of service, is
most important property of the communications architectures used in most applications
of wireless sensor networks. However, the large variety of WSN applications makes it
challenging if not impossible to design a universal set of protocols that can deliver the
requisite quality of service in all applications. Moreover, the limitations and constraints
associated with wireless sensors, such as limited power, a relatively low transmission
range, and a modest data rate make this challenge even harder. The consequences of
these limitations, which are generally-accepted in the research community, is apparent
in the great number of application-specific (and in many cases, hardware-dependent)
protocols for MAC, routing and transport functionality. In most existing proposals,
layering principles are violated in order to optimize the protocol’s performance so as to
satisfy the requirements of the application [47].

The current design-development cycle for WSN communication architectures (illus-
trated by the filled arrows in Figure 2.1) depends mainly on the experience and familiarity
of an individual developer with a specific set of protocols. This may lead to a situation
where it becomes necessary to completely re-engineer the system at a late stage of devel-
opment.

The idea of a methodology for the systematic design and analysis of dependable
communication protocols for wireless sensor networks is illustrated in Figure 2.1 by the
hypothetical development process shown with white arrows.

The key concept behind this design methodology is that it might be possible to de-
sign network protocols by combining different elements from a collection of standard
re-usable components. In this section, we describe a subset of components for the con-
struction of a Medium Access Control protocol. We show how two different existing
MAC protocols (known as monolithic solutions) could be modelled on the component
level. We demonstrate the correctness of our model by deriving a deterministic delay
bound from the parametrized components to the results of analytic performance analysis

19
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Figure 2.1: The development cycles of a WSN application: the current unsystematic
process (illustrated by filled arrows), and the proposed alternative process based on
component-based protocols and dependability assurance techniques.

of the considered MAC protocols previously published in the literature.

2.1 Related Work

The component based design approach to the development of software in wireless sensor
networks was adopted more or less from the time of their appearance on the technology
arena. In addition to the simplicity of application development due to straightforward
abstractions for programmers, one of the major motivating factors for adopting CBD was
the efficiency of the resulting code base. The efficient code base is achieved by exclusion
of unnecessary, for a particular application, components. A straightforward extension of
the paradigm to the design of communication protocols [48] aimed at reducing hardware
dependency of particular protocols.

The problem and the need for component based network architecture in general pur-
pose wireless technologies is currently recognized by European Commission under the
Seventh Framework Programme (Information and Communication Technologies). The
aim of Flavia (FLexible Architecture for Virtualizable future wireless Internet Access)
project is to allow performance optimization and service customization by exploiting
low-level operations and control primitives [49].

A work that closely relates to some ideas of the performance driven CB-design of
WSN considered in this work is [50]. The authors outline a methodology for metadata
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specification and metadata model for description of network components and network
configurations. The article focuses on the description of the services provided by the node.
The process of the component selection employs metaheuristic algorithm, with advantage
of being fast but without a guaranty for the accuracy of the proposed configuration.
Further the protocols are viewed as a single entity (i.e. a protocols is a component). In our
work we model the protocol itself, based on requirements and the assessed environmental
characteristics.

The CB-design of MAC protocols for wireless medium have been implemented and
tested in MultiMAC [51]. This work extends SoftMAC [52, 53, 54] and is based on Meta-
MAC [55] concept. In MetaMAC authors address the problem of choosing a correct MAC
protocol for the specific scenario. The proposed framework implements a higher layer
of adaptivity, on top of the existing MAC protocols. MultiMAC utilizes this approach
by implementing TDMA, Cheesy, Aloha, 802.11 MAC protocols. MultiMAC acts as a
middleware between PHY layer and the existing MAC implementations. Based on the
current network metrics MultiMAC selects the best MAC protocol to achieve the best
performance. Even if the main goal is to select a MAC protocol with the best perfor-
mance for a given scenario is similar to our idea the MultiMAC approach is different.
MultiMAC is suitable in scenarios when the computational power, code size and energy
consumptions allows it. In the case of WSN, when the size of the runtime code should
be minimal as well as the computational power and the energy consumption are the key
restricting factors having several implementations of MAC protocols and performing the
runtime selection is hard if not impossible task. In our methodology we propose to create
a MAC protocol from a set of generic components which are derived from the existing
protocols. The selection is done by determining an individual influence of the compo-
nents on the network performance and matching that to the performance requirements
of the application.

The requirement-based programming have been proposed in [56]. The authors provide
a framework for expressing requirements as a set of services that WSN provides. This
allows to develop a system with high reliability, which correctness can be proved. Further
it allows to ensure that the actual code is consistent with the system requirements and
meets the specific level of performance. These approaches can be used for deploying
methodology for component description and the proof of correctness of the resulting
protocol. The requirement-based approach, however, does not concern with the modelling
and the development of the actual protocol.

2.2 The Components of a Medium Access Control

Protocol

In the context of this work, a component is a system element offering a pre-defined
functionality that interacts with other components. The most significant property of a
component is its re-usability. Therefore, a component implements a common functional-
ity, with some level of granularity, that can be used by other components. In addition
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to their functional aspect, each component is characterized by a set of properties and is
influenced by a set of adjustable parameters.

Two types of components can be distinguished:

• Basic components implement certain functions and cannot be further decom-
posed into subcomponents. Basic components are denoted with the prefix BC in
this text.

• Logical components implement the logic governing the interactions between
other logical and basic components. Logical components are denoted with the
prefix LC in this text.

In order to derive a model for a generic MAC service, we analyzed existing MAC
protocols used in the Internet as well as MAC schemes designed specifically for wireless
sensor networks. We began by extracting the common functional patterns. We then de-
scribed these patterns as parametrized components. Finally, we classified the components
semantically and described the relationships between them using ontologies.

The analysis of the existing MAC protocols described in Section 1.3.1 shows that all
protocols consist of two main phases: A channel establishment and the data exchange
phases. What essentially makes the different protocols different is the algorithmic and
data structure contents of these phases. For example, in pure CSMA/CA schemes the
data transmission is preceded by a clear channel assessment and a preamble (or RT-
S/CTS) exchange while in TDMA- or FDMA-based MAC protocols, slot (or frequency)
schedules are exchanged before data messages.

In the message exchange phase, some protocols do not acknowledge the receipt of
data while others do. Acknowledgement contributes to the reliability of the protocol in
question. Reliability can be further categorized as being explicit or an implicit. There
are also protocols that combine several channel establishment schemes and as a result
have several types of message exchange procedures.

A component-based view of a generic MAC protocol at the top level of abstraction
is shown graphically in Figure 2.2. In the figure, each logical component is steered by
its specific LC LifePattern component. This component actually implements the logic
of the corresponding component by alternating the execution of other logical and basic
components in time. In the figure, the LC LifePattern component of the LC MAC
component alternates the execution of the channel access (implemented by one or sev-
eral LC ChannelManager components) and the actual data transmission (implemented
by one or several LC MsgExch components). In turn, the LC LifePattern compo-
nent of the channel manager (which might, for example, implement reliable 1-persistent
CSMA based channel access) alternates the execution of basic components responsible
for periodically sending and receiving the channel request control messages1.

1In different MAC protocols, channel request and confirmation messages may be denoted differently
(e.g. the preamble in X-MAC and RTS in S-MAC are channel request messages, while ACK in X-MAC
and CTS in S-MAC stand are channel established messages) but serve the same semantic purpose.
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Figure 2.2: Identification of functional patterns in a CSMA-based MAC protocol.

2.2.1 Classification and Representation of Components

In order to enable a functionally-consistent composition of component-based protocols,
the components should be semantically classified and the relationships between compo-
nents must be indicated.

We do not argue in favor of any particular methodology for data representation and
reasoning; while we have used tree-based ontologies to systematically represent the set
of functional components, this is not the only technique that can be used.

Figure 2.3: Simplified tree ontologies for MAC components. Bold lines link the nodes
considered in the illustrative composition discussed below.
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Figure 2.3 presents a simplified ontology of the components needed for modeling of
MAC protocols. To facilitate discussion, the ontology trees are encoded, as shown by
the numbers in curly brackets. In the following discussion, individual components are
discussed with reference to their code in the ontology tree. For example,
0.0(MsgExchType, PersistencyType) denotes a CSMA/CA component with two param-
eters. Dashed lines indicate the relationships between different components that could
be combined in a new MAC protocol. Table 2.1 presents an overview of the parameters
and the properties of selected components that are used in the example showcased in the
next section.

Table 2.1: Description of selected components, including their parameters and properties.

Component Description Properties
0.0(MsgExchType,
PersistencyType)

Establishes a communication
channel between two nodes
using the CSMA/CA Method.
Implemented by exchang-
ing control messages of the
MsgExchType type accord-
ing to the persistence model
PersistencyType.

Logical component.

1.1(Lmsg) Generates a message of size
Lmsg bits and submits it to the
TX component.

Logical component.

1.0.0(Lmsg, LACK) Generates a message of size
Lmsg bits, submits it to the TX
component, and waits to receive
an implicit acknowledgement of
size LACK .

Logical component.

2.0.0(tp, k) Executes another component up
to k times periodically with pe-
riod tp. k is an adjustable pa-
rameter, tp is derived from the
time properties of the executed
components.

Basic component. Function in
time domain is k × tp.

2.0.1(tu, k) Similar to 2.0.0 but the time in-
terval between two executions
increases exponentially starting
with the initial time unit tu. k
is an adjustable parameter, tu is
derived from the time properties
of the executed components.

Basic component. Function in
time domain is 2k × tu.

Continued on next page
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Table 2.1 – continued from previous page
Component Description Properties
2.1.0(twait, L) Waits for a time twait and then

submits a data structure of size
L to the transceiver component

Basic component. Function in
time domain is twait + T2.2.0(L).
Depending on the channel ac-
cess method used, the twait pa-
rameter may include the time
needed for clear channel assess-
ment and the time for switching
the state of the transceiver.

2.1.1(twait, L) Waits for a time of up to twait

until an interrupt is received,
then terminates. Continues to
receive the message if the inter-
rupt occurs shortly before the
expiration of the wait timer.

Basic component. Function in
time domain is

{ twait, if(1)
twait + T2.2.0(L), if(2).

Where (1) is obtains if reception
fails or occurs within twait and
(2) obtains if an interrupt is re-
ceived shortly before the expi-
ration of the wait timer expira-
tion.

2.2.0(R) A transceiver component that is
responsible for the transmission
and reception of a bit sequence
with rate R. The parameter R
can be adjusted by using an ap-
propriate hardware element.

Basic component. Function in
time domain is [bitsequence]/R.

2.3 Analytical Validation of Component Based Mod-

eling

The goal of this section is to illustrate the scope for modeling MAC protocols by varying
the parameterizations of components on different levels of abstraction and for validating
the correctness of the resulting composition. As an example, we model two abstract
instances of a random access protocol from the transmitter’s perspective. The first in-
stance features a reliable channel manager and unreliable data exchange. The second
instance has the opposite functionality: an unreliable channel manager and reliable data
exchange. The correctness of the compositions is validated by deriving the functions of
the two controllers in the time domain (TTX) and comparing the result to the previously
published time properties of known protocols.
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Figure 2.4: Derivation of the function TTX for MAC instance one. The left branch,
indicated by dashed arrows, shows the composition of the channel manager; the right
branch shows the composition of the message exchange component.

Composing the first MAC protocol For the reliable channel manager, we used the
logical component 1.0.0(Lmsg, LACK), which sends a sequence of bits of length Lmsg to
request a channel and expects to receive an acknowledgement of length LACK . The send
function is implemented by directing the output of the transmit component 2.1.0(twait, Lmsg)
to the transceiver component 2.2.0(R). The value of the twait parameter used by com-
ponent 2.1.0 was specified as being equal to the sum of the duration of the contention
window and the time needed for the clear channel assessment procedure. The receive
function is implemented by directing the output of the transceiver component 2.2.0(R)
to the ”wait-and-receive” component 2.1.1(twait, L). In this case twait is the duration
of the waiting timer. The functionality of the reliable message exchange component is
completed by the ”life pattern” component 2.0.0(tp, k) which implements a 1-persistent
channel access method with periodic retransmission. Finally, our component in the mes-
sage exchange phase transmits the data message unreliably by directing the output of
the transmit component 2.1.0(twait, L) to the transceiver component 2.2.0(R), where L is
the length of the data packet. Fig.2.4 illustrates the intermediate steps in the derivation
of the component function in the first instance of the CSMA/CA protocol.

Composing the second MAC protocol The second instance of the CSMA/CA
protocol was designed by mirroring the components used in the channel manager and the
message exchange components; see Figure 2.5. The only difference between this protocol
model and the previous one is its parametrization. t2.1.0wait and t2.1.1wait denote CSMA access
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Figure 2.5: Derivation of function TTX for MAC instance two.

Table 2.2: Parameter description for XMAC and BMAC in our model.

Param. XMAC BMAC
L1.0.0
msg length of strobe preamble length of data message

k # of times to send preamble 1
L1.1
msg message size length of the preamble

LACK size of acknowledgement size of acknowledgement
t2.1.0wait contention window and clear chan-

nel assessment
contention window and clear chan-
nel assessment

t2.1.1wait retransmission timer retransmission timer

time and the acknowledgement waiting time, respectively. This time, however, L1.0.0
msg is

the length of the data packet to be transmitted reliably and L1.1
msg is the duration of the

channel request control message.

General composition The same approach is valid for the composition of any given
MAC protocol. For example, if the application had specific timing requirements, the
channel manager with a scheduler would be used. However, this would not change the
behaviour of the other components. If the scheduled channel manager were used, the Ms-
gExchange component would request access to the channel and the channel management
component will respond with the ready signal when the time slot is available, rather than
performing the clear channel assessment procedure. In order to change the behaviour of
the TDMA protocol, it would only be necessary to replace the scheduling component in
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the TDMA protocol.

Analytical Validation of the Component Composition The set of components
presented implement the functionality of X-MAC and B-MAC, respectively. This is easy
to verify by assigning the appropriate values to the adjustable parameters, as shown
in Table 2.2. The resulting parametrized delay functions of the protocol model shown
in Figure 2.4 and the related Equation 2.1 match the deterministic upper bound delay
analysis presented in [57, 58].

TTX = k × (t2.1.0wait +
L1.0.0
msg

R
+ t2.1.1wait) +

LACK

R
+

L1.1
msg

R
. (2.1)

2.4 Summary

In this chapter, we discussed the major research challenges associated with the design
of communication protocols for WSN in general and an approach to component-based
modelling of network protocols. The modularisation of existing protocols and the classi-
fication of components is both intellectually intensive and time consuming. To date, we
have identified one possible way to modularise simple MAC protocols.

In the next chapter, we develop this vision further. We demonstrate how the com-
ponent based approach could facilitate the development of dependable protocols for real
world applications.



Chapter 3

A Showcase of Manual MAC

protocol Synthesis for Two Real

World Applications

Because WSNs are used in a wide range of applications with different performance
requirements, several tens of competing communication protocols for the MAC, network,
and transport layers have been developed. It is generally accepted that designing a
universal set of protocols suitable for all WSN applications is unfeasible; because of the
range of applications of WSNs, it might well be the case that no existing protocol can
cater to all of the dependability requirements of a given application.

Although numerous protocols have been proposed in the literature, details on their
implementation are generally scarce or non-existent [59], and there is often no clear
connection between a given protocol’s capabilities and the requirements of any particular
target application. This situation has been criticized extensively [60, 61, 62]. As a result,
many practitioners have been forced to implement protocols from scratch rather then
rely on the vague specifications available [63, 64, 65, 66]. Under the circumstances, one
attractive solution for developing a protocol tailored to a given application would be
to identify functional primitives or components from different protocols, which could be
combined to deliver the desired service.

When the project described herein was initiated, there was no established systematic
method for designing new protocols. Instead, developers would typically go through
a very time consuming manual process of navigating through the vast pool of existing
approaches, many of which are specified in research publications. Many of the more
recent protocols can only be implemented by developers with specialist expertise; the
acquisition of such expertise diverts developers’ attention from the more important task
of time-efficient engineering.

This chapter describes a systematic methodology for the design of protocols to be used
in communication systems. The methodology is outlined in Figure 2.1, and uses an intu-
itive process to identify functional components that are suitable for the communication

29
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system in question. The methodology is based on analyses of existing communication
solutions that can be used to identify their functional atomic components. These com-
ponents are further characterized and classified with respect to their utility in addressing
particular dependability requirements in different scenarios.

To this end, the process of identifying such components prior to the implementation
and testing phases is described in detail. This chapter also contains a practical illustration
of the reasoning used to establish the dependability of the synthesised protocol and in the
protocol synthesis process. The pool of existing MAC protocols was searched manually
to identify components that could be combined to satisfy the dependability requirements
of two real-world applications. A primitive implicit consensus scheduling component was
defined, and its suitability for use in the target applications was assessed on the basis of
its identified properties. A new MAC protocol was then specified; it is suggested that
this protocol be implemented and further evaluated in the target applications.

3.1 Methodology

Figure 3.1 illustrates the methodology used in the synthesis of a dependable protocol.
The analysis and design process begins with the identification and characterization of the
properties of the WSN application and the site at which it is to be installed. The relevant
aspects of the installation site include the physical environment and the function to be
implemented by the sensor and actuator network. Specifically, the following parameters
of the deployment site are singled out as being important: physical security; the radio
properties of the environment; the availability of energy; site topography; and the purpose
of the application. The site parameters are assessed at the first stage of the WSN design
process because they influence the design chain in two ways. On the one hand, they
dictate specific aspects of the configuration of the communication system in terms of its
topology, hardware, and software. On the other hand, the site properties strongly affect
the susceptibility of the WSN to natural hazards and its exposure to security threats. It is
well known that securing an initially insecure communication protocol is a complex task
and necessitates modification of the protocol’s functionality in many cases. Therefore,
the design of a dependable protocol should begin with the selection of communication
components that address the relevant security requirements.

The selected subset of functional protocol components is then analysed with respect to
their applicability to the topological specifics of the installation site and the information
flow of the target application. This analysis eliminates functional blocks with unsuitable
properties, leaving a smaller subset of functional blocks that are suited to the particular
WSN application at hand.

The ability of the remaining subset of components to meet the performance require-
ments of the application is then investigated. The components with the best estimated
performance are then combined and incorporated into a candidate protocol for imple-
mentation and pre-deployment testing.
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Figure 3.1: Application specific synthesis of dependable protocols.

3.2 WSN Applications Examined

The two target applications considered in this thesis are being studied under the aegis
of the EU FP7 project WSAN4CIP1 and the Swedish national project iRoad2. In both
cases, WSNs are currently under deployment.

3.2.1 A WSAN for the Protection of Drinking Water Mains

Figure 3.2 illustrates the physical environment of the first application - two parallel water
pipes with a total length of 17.5 km, connecting a waterworks (the location of the left most
WSN node in the figure) to an elevated tank (the location of the right-most WSN node
in the figure). Monitoring facilities for detecting pipe bursts and monitoring the water
flow rate and pressure are located in five stations along the pipes (indicated by the label

1WSAN4CIP - Wireless Sensor and Actuator networks for Critical Infrastructure Protection. [Online].
Available: http://www.wsan4cip.eu.

2iRoad - Intelligent Road. [Online]. Available: http://www.iroad.se.
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Figure 3.2: A WSAN for the protection of drinking water mains. Frankfurt-Oder, Ger-
many.

“WSN” in the figure). Periodically, each station reports the results of its measurements
in one aggregated message (≤30 B). The message is then relayed by forwarding nodes
(indicated by the label “R” in the figure), which are placed between the measuring nodes
in order to reduce the hop-by-hop communication distance.

According to the results of on-site experiments with the target hardware, the physical
layer transmission rate at the target distances varies from 20 kb/s to 100 kb/s depending
on the distance between the nodes. The longest path, from themost distantmeasurement
station to the processing center, is 10 hops. In the standard mode of operation, each
station samples the environment every 30 seconds. The results of the measurements
are aggregated and sent to the processing station, which is located at the end of the
chain, every 10 min. In the ‘alert’ operating mode, the measurements are sent as soon
as possible. The intermediate nodes only relay the messages. The application tolerates
long delays, on the order of several minutes. The customer, however, requires that the
generated message arrives from the farthest measurement station in less than 2 minutes.

3.2.2 A WSAN for the Control of Lighting Systems at Round-
abouts - “Running Lights”

Figure 3.3 illustrates the situation for which the “running light” application was devel-
oped. It was introduced to reduce the number of traffic accidents in which drivers run
straight through badly-illuminated roundabouts in the dark and during bad weather.
The application uses the LED-Mark system3 for supplementary marking of the driving
direction on roundabouts, as can be seen in the photo in Figure 3.3. The running light is
activated by a signaling subsystem consisting of LED-Marks placed along the entry lanes
to the roundabout. The subsystem is equipped with magnetometer-based car detectors
[67]. The node that is most distant from the roundabout node in the chain of signaling

3Geveko ITS. [Online.] Available: http://www.gevekoits.dk/en/.
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Figure 3.3: The “Running light” ITS application. Lule̊a, Sweden.

LED-Marks generates a signal (≤ 30 B) to actuate the running light function, while the
other nodes in the chain relay the message to the coordinator node.

For a vehicle cruising at 50 km/h, the distance at which the running lights must
be activated to allow comfortable deceleration (-3 m/s2), is xon = 30m. The detecting
node is placed xd = 60 m away from the round about, which allows for an end-to-
end propagation delay of 2 seconds. In order to account for eventual packet loss and
the possible need to retransmit messages on the multihop path, the system should be
designed to have an end-to-end distance of dend−to−end ≤ 1 second.

On-site experimentation has shown that placing nodes along the road limits their
transmission range. The relay nodes were therefore deployed 7.5 m apart from one-
another, forming a forwarding chain of 7 hops.

3.2.3 Summary of the Dependability Requirement Analysis

This section presents the results of the dependability analysis with respect to the security,
reliability, availability and maintainability attributes relevant to the target applications,
and identifies the requirements that must be satisfied by the MAC layer. The avail-
ability requirement for the target applications states that the energy efficiency of the
communication system must be maximised so as to prolong the autonomous operating
lifetime of the network. The maintainability requirements specify that since the net-
work will be deployed by people who are not experts in communication systems, the
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Table 3.1: Analysis of security threats to the target WSAN applications.

Attack type Risk in

drinking

water CIP

Risk in

running

light ITS

Countermeasure, area in which the

countermeasure is implemented

Dismounting
and stealing
nodes (includ-
ing destruction
of nodes)

Medium High Periodic network self-diagnosis to iden-
tify faults in connectivity to the control
center, graceful WSN service degrada-
tion. Network management component,
supported by the network and MAC lay-
ers.

Jamming High High Channel hopping combined with packet
fragmentation and redundant encoding
[44] are only efficient in cases where the
attacker has limited energy resources
and does not use full transmission power
to perform the attack. MAC layer.

Eavesdropping Medium Low Encryption of the message content
(medium risk). Application layer.

Replaying
of protocol
messages

High High Authentication Network layer (routing)
or MAC layer.

Injection of
crafted proto-
col messages

High High Authentication Network layer (routing)
or MAC layer.

Remote code
injection
including in-
stallation of
rogue software
on nodes

Medium Medium Secure code distribution. Network
layer (routing), application layer, and
network management components with
authentication support from the MAC
layer.

Deployment of
rogue nodes

High High Authentication, secure bootstrapping
procedures. Network layer (routing)
and MAC layer.

target communication system should exhibit self-* properties, eliminating insofar as pos-
sible the need for human involvement in its configuration and management. Table 3.1
shows the results of the security analysis. Table 3.2 summarizes the identified relia-
bility requirements. It is important to note that with respect to reliability, the optimal
solution to the objective function for the two applications is that which minimizes the
rate of packet loss and the end-to-end delay. Due to the specifics of the topologies and the
absence of requirements regarding in-order data delivery, it was decided that the reliability
requirements of the MAC protocol should be dealt with on a hop-by-hop basis.
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Table 3.2: Analysis of the reliability requirements of the target WSAN applications.

Application Drinking water CIP Running light ITS
Packet loss
rate, %

≤ 1 ≤ 1

Data delivery
order

Not applicable Not applicable

End-to-end de-
lay, s

≤ 12 ≤ 1

Throughput,
b/s

≤ 500 (much less than the avail-
able end-to-end capacity)

≤ 100 (much less than the avail-
able end-to-end capacity)

3.3 Selecting Functional Components

Of the attacks that present the highest risk to the target applications (see Table 3.1), only
jamming and the deployment of rogue nodes have countermeasures that require the active
involvement of the MAC layer. As such, the MAC protocol should implement secure
bootstrapping andmessage authentication to protect the network from illegitimate nodes.
These procedures do not have specific dependencies on the nature of the medium access
technique. Protection against jamming attacks, however, requires a specific support
from the MAC and physical layer. If jamming is performed with high power and the
attacker does not care about being detected, no effective active countermeasure can be
implemented in the MAC layer. However, the MAC layer in nodes located at the edge
of the jammed region can notify upper-layer protocols of permanent link failures. This
implies that the target protocol should include link-quality reporting functionality. When
dealing with sophisticated jamming attacks, potential countermeasures include channel
hopping, message fragmentation, and redundant encoding 4 [44]. Several protocols, such
as [70, 71] and references therein, involve multichannel schemes designed specifically for
single radio WSNs.

It is important to understand the dependency of security mechanisms on the function-
ality of communication layers. Not all security requirements could be addressed by means
of communications. For example, message integrity is achieved by local computation of
the message digest and remote verification of its correctness. On the other hand, security
operations that require an exchange of messages need not necessarily be implemented on
all communication layers. For example, secure key distribution might be implemented by
a security management component residing on the network layer and could use insecure
MAC layer communications. Later on, the MAC layer might use the established keys for

4There are several approaches for defending against jamming attacks on single channel MAC proto-
cols, e.g. [68, 69]. It is, however, known that more complex jamming attacks are needed for multi-channel
MACs, requiring that the attacker use more sophisticated hardware. The criticality of the target appli-
cations prompted us to explore the multi-channel approach to medium access in the first instance.



36
A Showcase for Manual MAC protocol Synthesis of for Two Real

World Applications

its own operations even though the message exchange mechanism of the MAC protocol
does not depend on the functionality of the security management component.

In the context of this discussion, it is important to note that multi-channel MAC
schemes (henceforth referred to as FDMA schemes) depend on slotted transmission in
the time domain (henceforth referred to as TDMA schemes). The performance prop-
erties of separate FDMA and TDMA components and of combinations of the two are
determined by the quality of the established access schedules. There are twomajor classes
of scheduling procedures - centralized and distributed. The centralized approach requires
the presence of a dedicated coordinator node. Since such nodes are not present in the
applications discussed herein, this approach is not discussed further; instead, we focused
on the analysis of distributed approaches. Three types of distributed approaches are
discernible: eavesdropping methods, cooperative assignment of exclusive schedules and
implicit consensus methods (see [72] for a more detailed description). In the context of
this discussion, it is important to note that the first type requires continuous monitoring
(at least at certain times) of the activity on the various communication channels available,
which obviously results in the wastage of energy when the transceiver is in the “Listen”
state. Cooperative negotiation requires an exchange of candidate schedules in the two-
hops neighbourhood, which also consumes energy. With respect to the communications
overhead, the most energy efficient approach is that suggested in [73]. In this approach,
the nodes independently agree on the communication channel number by computing a
common hash function based on their own ID and the IDs of the neighbouring nodes. We
adopted this approach to schedule establishment in both the frequency and time domains
because it is comparatively straightforward to implement and because it has the lowest
overhead of all the techniques considered.

3.3.1 Definition of a Primitive Implicit Consensus Scheduling
Component and its Properties

The original protocol was suggested to minimize the number of collisions within two
hops of the node; collisions introduce extra communications overhead because at least
two broadcast rounds are required to resolve them. Our primary goal, however was to
identify the simplest possible mechanism that can satisfy the dependability requirements
of the target application. We therefore define a primitive implicit consensus scheduling
component as follows.

• Input: N - number of resources to distribute, M - number of contenders, Q -
number of requested resources;

• Output: R - allocated resource id;

• Parameters: PR - probability of selecting resource R;

• Default values: PR := 1/N (according to property of hash function), Q := 1;
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• Operation: WHILE(M) DO WHILE (Q) DO R:= CALL HashComponent; M--; Q--;

OD; OD;

• Default properties:

– Reliability: Packet loss (collision probability for Q = 1): P (R collided) =
1−P (R not collided)−P (R not empty) = 1−(1−PR)

M−M ·PR ·(1−PR)
M−1;

– Availability: Energy efficiency (Probability of empty resource5 for Q = 1):
P (R empty) = (1− PR)

M

– Availability: Energy efficiency (Communication overhead): 0 (zero)

The function of this component is simply to trigger Q executions of another compo-
nent that computes a hash function for each of M contenders. On top of this component,
one could add a collision resolution procedure that would restore the functionality of the
original protocol [73]. In fact, the described component is functionally equivalent to the
well known Slotted Aloha channel access method [74]. The only difference between the
primitive Implicit Consensus Scheduling and that used in Slotted Aloha is the system-
enforced assignment of resources. While the slot selection probability is determined by
a user-configured probability of accessing the channel in Slotted Aloha, here the system
allocates time slots or communication channels on the basis of a probability that is known
a priori and is determined by the properties of the hash function. As such, the analysis
of default properties6 boils down to the well-known probability analysis of Slotted Aloha.

3.4 Dependability Assessment for the Target Appli-

cations and Specification of the MAC Protocol

The following time structure was imposed on the operation of the protocol. The time
line is divided into epochs, superframes and subframes as illustrated in Figure 3.4. The
duration of one epoch is configurable and may span the duration of one or several su-
perframes. A superframe contains a broadcast subframe during which the transceivers of
all nodes are on and a slotted unicast subframe during which only communicating nodes
are on. The length of the broadcast subframe is a configurable parameter. In the case
of the drinking water CIP application, it has a non-zero length in order to enable slot
reservations from multiple concurrent sources. In the case of the running light ITS ap-
plication, the broadcast subframe is not needed since messages from a single data source
are transmitted serially. The duration of a unicast slot equals the time to transmit one

5Although this property is considered to be the primary cause of the inefficiency of the Slotted Aloha
protocol in terms of throughput under saturated conditions, in our case this property characterizes the
energy efficiency of the component, because the transceiver can be switched off during these periods.

6In this work we considered only the properties of the Implicit Consensus Scheduling component
needed for dependability analysis in the context of the target applications; the analysis of other proper-
ties, such as the throughput or the execution time for different hash functions linked to specific hardware
platforms, was left as an objective for future studies.
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maximum size data unit plus a short acknowledgement generated by the recipient of the
data packet.

3.4.1 The Drinking Water CIP Application

When reading the following discussion of the calculation of the superframe size, it should
be remembered that the end-to-end delay in this application must be less than two
minutes. According to the specification of the radio transceiver used, the maximum
communication distance at the lowest rate is around 6 km. It is therefore safe to assume
that at a distance of 1.8 km (the distance between the relay nodes in the application),
the expected physical layer transmission rate will be 20 kb/s. It should be noted that
there can be at most 4 contenders for the channel at the last three relay nodes before
the processing center. This means that in order to compute the transmission schedule
in the time and the frequency domains, it is necessary to perform 8 modulo operations.
Measurements indicate that it can take up to 400 milliseconds to perform one modulo
operation on the target platform. Recall also that each station generates 30 bytes of data
per transmission event. Each relay node generates a 4 byte acknowledgement for each
successfully-received data packet.

Using the information above, the dimensioning of the superframe structure is straight-
forward. The duration of the broadcast subframe is set to 5 seconds; the stations can
submit transmission requests during the first 1.5 seconds, and the rest of the time is
devoted to the computation of the transmission schedule. In order to ensure that the
end-to-end propagation delay does not exceed the target value, the per-hop delay must
be less than or equal to 12 seconds. This is achieved when the unicast part of the su-
perframe consists of 73 slots (each sufficient to transmit one data packet and receive an
acknowledgement) and the data received during the first possible slot of one superframe
is relayed during the last slot of the subsequent superframe.

With at most four contenders, the collision probability during normal operation of the
MAC protocol is 0.1%. The energy efficiency of the scheme in this case will be between
94% (reflecting the probability of having empty slots during the active transmission
phase) and 98% (reflecting the percentage of sleep time due to duty cycling).

3.4.2 The Running Lights ITS Application

In order to assess the suitability of the identified component for use in the “running
light” ITS application, we first computed the minimum number of time slots needed to
guarantee an end-to-end propagation delay of 1 second for a given transmission rate at
the physical layer. In this application, the relay nodes do not inject new traffic into
the network, therefore the duration of the broadcast subframe is set to zero. In order
to reduce the per-hop delay, it was specified that each node will reserve Q slots in each
superframe for receiving and transmitting messages. The signal message (5 B), therefore,
can be sent/relayed during any of the Q slots. With 7 hops as the maximum distance
between the vehicle-detecting LED-Mark and the roundabout coordinator, the per-hop
delay must be less than 142ms. In order to achieve this target, the superframe must
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Figure 3.4: Epochs, superframes, subframes and slots.

consists of N = 20 unicast slots assuming the lowest (20 kb/s) transmission rate at
the physical layer. With this number of slots, each relay node can reserve 2 slots for the
reception of messages from an upstream node and 2 transmission slots to the downstream
node. This means that the number of contending entities in a superframe isM = 4. With
4 contenders for 20 slots, the collision probability in time is 1%, which gives an acceptably
high probability of error-free relaying. With this parametrization, the energy efficiency
of the system is 81%. For higher transmission rates at the physical layer, the expected
performance of the scheme is even better. With the same number of contending entities
(4), the collision probability at 40kb/s is 0.3%, and becomes negligible at rates of 100kb/s
or above. At the same time, the expected energy efficiency rises to 90% at 40 kb/s, 96%
at 100kb/s, and 98% at 200kb/s.

3.5 Specification of the MAC Protocol

This section describes selected parts of the full specification, which is presented in the
technical documentation of the corresponding projects. To facilitate further discussion,
it is assumed that the nodes share a pre-deployed secret and their clocks are synchronized
with one-second precision. This initialization is made off-line before the deployment of
nodes at a centralized point. During the protocol’s operations, all nodes re-synchronize
with substantially higher precision in the bootstrap phase. The protocol is designed for
use with low-power radio transceivers with 16 available radio channels (8 of which are
orthogonal). Each node is equipped with one radio interface and is pre-configured with
a unique identifier.
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Figure 3.5: MAC operations in time and frequency domains.

3.5.1 Establishment of the Channel-Hopping and Time Division
Patterns

The FDMA and TDMA schedules are constructed in each node independently in a prob-
abilistic manner. As a consequence, the schedules in one node may partially overlap
with other schedules in the two-hop neighbourhood. The schedules are established at the
beginning of each epoch on the basis of the computation of a cryptographic hash function
f1 = Hash(e, IDs, IDd)modN . Note that the same hash function is used for both the
computation of the transmission schedules and the authentication of data packets, as de-
scribed below. To compute the transmission schedule, a data block is constructed which
includes the epoch number, e, and identifiers of the source and destination nodes, IDs

and IDd, respectively. The resulting hash value is mapped to either a channel number,
CH ∈ [1, Nch], or a slot number, S ∈ [1, Nslots], depending on the purpose for which it
was computed, by taking hash mod N . The broadcast channel is computed similarly us-
ing the function RBCAST = Hash(e, 0xFF )modNch. In the time domain, the broadcast
communications always happen in the beginning of the superframe. Figure 3.5 illustrates
the separation of the concurrent transmissions in the frequency and the time domains.

3.5.2 Protocol Operations

In order to allow self-configuration of the new nodes while the protocol is operational,
the bootstrapping phase repeats over a configurable period of Nconf epochs. During the
bootstrapping phase, the entire superframe is replaced with the configuration frame, and
the application operates in a default safe mode (not specified in this work). The ex-
act specification of the bootstrapping phase procedures falls outside the scope of this
thesis. The two major outcomes of the bootstrap phase are: 1) Synchronization of
nodes’ clocks with the maximum achievable precision, and 2) the secure exchange of the
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current epoch number. As soon as a new node is deployed, it turns its transceiver
on and tunes it to the bootstrap channel, whose identity is computed according to
CHBOOT = Hash(round(tcur, (Nconf · tepoch)), Secret)modNch. Here, tcuris the current
pre-configured time on the node; tepochis the duration of one epoch, which is specific to
the application in question, and Secret is the shared pre-established secret. The compu-
tation of round(tcur, (Nconf · tepoch)) rounds the current time to the precision of the size
of the interval between the subsequent bootstrap phases. The transceiver remains in the
“listen” state until the configuration of the node is complete. Assuming that the new
node is deployed at the end of the current bootstrap phase, its configuration will end
within Nconf epochs.

The exchange of control and data messages occurs during the main operation phase.
The MAC communications are guided by a forwarding table, whose entries take the fol-
lowing format: < Slot number, Channel number, Node ID, Direction>. The direc-
tion field indicates whether the transceiver will transmit or receive data in the particular
time slot over a specific channel. The Node ID field is used as an index field when looking
up the time slot and the transmission channel for locally-generated packets. When re-
ceiving a packet, this field uniquely identifies the source node since the joint probability
of collision in the time and frequency domains is negligible. This avoids the necessity of
including the source and destination addresses in the header of each protocol data unit.
The message authentication procedure described below allows for the application of an
extra control on the identities of the communicating nodes.

By default, it is specified that all nodes must compute FDMA and TDMA schedules
and fill in the forwarding table at the beginning of each epoch. This means that the nodes
will be in the active state during all scheduled slots even if there is no data to transmit
(or receive). This operating mode does not require the exchange of any messages and
minimizes the protocol’s reaction time when the data to transmit becomes available. This
is an essential property of the protocol in the “running light” ITS application.

In order to improve the protocol’s energy consumption profile (in the “drinking water”
CIP application), the developer may enable an explicit transmission request scheme using
non-zero broadcast subframes. In this case, the entries in the forwarding table will be
computed on demand, leaving the transceiver in the OFF state when there are no packets
to transmit or receive.

3.5.3 Message Identification and Authentication

Packet sequence numbering is left to the upper layer services directly adjacent to the MAC
protocol. Therefore, this field should be present in the structure of the upper layer pay-
load. In the specified MAC protocol, all messages are authenticated by means of AEAD
security services, i.e. the Simultaneous Combined Mode Algorithm, SCMA, [75], running
on the ID’s of the source and destination nodes and the payload. The SCMA provides
the means for both encryption and message authentication. Therefore, the functionality
used for message authentication is reused to compute hashes for the establishment of
channel-hopping and time division patterns. The message authentication code is trun-
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cated to 32 bits, which represents a trade-off between security and byte overhead. The
size of the MAC field can of course be increased, albeit at the cost of increasing the
communication overhead.

3.6 On The Implementation of the Proposed MAC

Protocol

The MAC protocol described in the previous section was implemented on two different
hardware platforms. The initial development and debugging was performed on the Mulle
platform.

Listing 3.1: Transceiver independent driver layer.
1 configuration DriverLayerC {
2 provides {
3 interface RadioState ;
4 interface RadioSend ;
5 interface RadioReceive ;
6 interface RadioCCA ;
7 interface RadioPacket ;
8 interface PacketField<uint8_t> as PacketTransmitPower ;
9 interface PacketField<uint8_t> as PacketRSSI ;

10 interface PacketField<uint8_t> as PacketTimeSyncOffset ;
11 interface PacketField<uint8_t> as PacketLinkQuality ;
12 interface LocalTime<TRadio> as LocalTimeRadio ;
13 }
14 uses { interface PacketTimeStamp<TRadio , uint32_t>; }
15 }
16 implementation {
17 // w i r r i ng conc r e t e t r a n s c e i v e r d r i v e r implementation
18 components RF212DriverLayerC as Driver ;
19 components RF212DriverConfigC as Config ;
20 Driver −> Config . RF212DriverConfig ;
21 components Ieee154PacketLayerC ;
22 Config . Ieee154PacketLayer −> Ieee154PacketLayerC ;
23 Driver = PacketTimeStamp ;
24 // Provides
25 RadioState = Driver ;
26 RadioSend = Driver ;
27 RadioReceive = Driver ;
28 RadioCCA = Driver ;
29 RadioPacket = Driver ;
30 PacketTransmitPower = Driver . PacketTransmitPower ;
31 PacketRSSI = Driver . PacketRSSI ;
32 PacketTimeSyncOffset = Driver . PacketTimeSyncOffset ;
33 PacketLinkQuality = Driver . PacketLinkQuality ;
34 LocalTimeRadio = Driver ;
35 }

In order to simplify the process of cross-platform porting, our goal was to implement
the proposed MAC protocol in a transceiver-independent way and also to keep the func-
tionality of the TinyOS network stack intact as far as possible7. The RF2XX network

7In all releases of TinyOS, the implementation of the transceiver’s drivers contains the implementation
of the MAC functionality. Only unified interfaces (such as ActiveMessage, AMSend, AMReceive etc.)
are provided. This is the major obstacle to easy porting of MAC protocols.
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stack has two target transceivers, namely RF230 and RF212. The implementation of
the RF2XX network stack is relatively hardware-independent compared to other imple-
mentations. This property of RF2XX, combined with the fact that one of our target
platforms uses the RF212 transceiver, influenced the decision to base our implementa-
tion on the RF2XX implementation. In order to completely decouple the MAC protocol
from transceiver-specific dependencies, we re-factored the RF2XX network stack. We im-
plemented DriverLayerC (see Listing 3.1) which performs the decoupling and the wiring
of the particular transceiver’s driver to the independent driver layer used by the MAC
protocol (see line 18-34 in the Listing).

In this section, we describe the details of the implementation and the lessons learned
while conducting it. Later on in the thesis, refer the proposed protocol simply as HMAC.
Particular attention is paid to those instances in which it was necessary to introduce
changes between the implementation and the specification, rather than focusing uniformly
on all aspects of the implementation. The specified HMAC protocol was implemented
using the component-based approach described in Chapter 2.

3.6.1 Scheduler Phases and Frames

The core of the HMAC implementation is a scheduler, which executes the phases of the
protocol described below at the appropriate times. Essentially, the scheduler is a state
machine and uses the hardware-independent Alarm component of TinyOS to schedule
the timing of the different phases. Once the alarm is set, the Alarm component waits for
the particular timer to expire and then executes the Alarm.fired() event. The accuracy
and the consistency of the Alarm component on all nodes is an essential property that
affects the performance of many parts of the system.

Figure 3.6: Structure of the superframe.

The timing properties of all operational phases of HMAC are the most critical for the
overall functionality of the protocol. During the initial stages of the implementation, it
became apparent that the time delays caused by switching between different states of the
transceiver, computing channel and the slot numbers, and performing other operating
system tasks introduced an unacceptable shift in the protocol’s timeline. We therefore
added an additional start frame into the superframe in order to compensate for the delays
listed above, as shown in Figure 3.6.

The start subframe is used to perform tasks such as switching to the current broadcast
channel, scheduling a packet for transmission, and calculating the channel and time slot
numbers. The benefit of the extra subframe is that additional computationally heavy
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operations such as encryption and signing can be performed here without affecting the
protocol’s functionality.

(a) Example of the broadcast subframe after hav-
ing sent one RTS and received two RTS messages.

(b) Example of the unicast subframe after having
sent an RTS and received two RTS addressed to
this node.

Figure 3.7: HMAC operations during broadcast and unicast subframes.

The next phase of the HMAC protocol is the broadcast send phase as illustrated in
Figure 3.7a. During this phase, an RTS message is broadcasted to the network by the
node that has a data packet to send. During this phase, the node also listens to the
medium for incoming RTS messages addressed to itself. If the node does not receive
an RTS message, which is taken to mean there will be no packets to receive during the
unicast subframe, the radio is turned off.

The unicast send phase follows the broadcast phase. During this phase the data
packet is sent or received in the pre-computed time slot over the pre-computed radio
channel (Figure 3.7b).

3.6.2 Synchronization

(a) Synchronization on the sending node. (b) Synchronization on the receiving node.

Figure 3.8: The synchronization phase of the HMAC protocol.

The medium access control techniques used in HMAC require precise time synchro-
nization for collision-free scheduling of data transmission. In wireless sensor networks,
time synchronization is a commonly-recognized issue and is a research topic in its own
right. However, the development of a new time synchronization scheme would be beyond
the scope of this thesis. Therefore, an existing solution was used in this implementation.

Normally, when time synchronization is needed in a wireless sensor application, the
system employs a time synchronization protocol (see [76, 77, 78, 79] and references
therein). However, there is a chicken and egg problem [80] when developing a time
synchronization protocol for a TDMA-based MAC protocol. If the time synchronization
protocol is implemented first, how does one achieve time synchronization without the
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MAC protocol in place? On the other hand, if the MAC protocol is implemented first,
how does one achieve accurate timing in the network without having the time synchro-
nization protocol in place? One approach would be to use an additional contention-based
MAC protocol to synchronize the network and use a conflict-free protocol for application
specific communication.

However, although this approach seems reasonable, it complicates the implementation
of the system because it introduces a need for two MAC protocols that would coexist
in the same communication system. For the sake of simplicity and in order to reduce
the burden of implementation, we created a simple synchronization bootstrap routine.
We define a synchronization epoch with a configurable number of epochs for HMAC
operations in between. During the synchronization epoch, a user-selected node sends a
synchronization packet at the start of the broadcast subframe. The receiver nodes will
then let their current superframe elapse and save their queued send jobs until after the
synchronization has finished.

Currently, only one node in the network is allowed to synchronize all of the others.
This was done to simplify the debugging process. Figure 3.8a shows the time synchro-
nization process in terms of frames for the sender node. The receiver node on the other
hand has a synchronization period whose duration varies depending on the time offset
between the nodes, as shown in Figure 3.8b.

3.6.3 Summary of the Deviations Between the Specification and
the Implementation

The differences between the specification and the implementation of HMAC are summa-
rized in Table 3.3. The API deviates in the following respects. First, the defined interface
was changed to comply with the default TinyOS interfaces provided by the ActiveMes-
sage component. The status of the send command, for instance, is implicitly given by
the absence of asynchronous sendDone (i.e. packet pending) events and returned error
codes (which indicate sending failure). This is due to the design of the network stack in
TinyOS (to which we conformed). Secondly, the priority queuing was not implemented
in the MAC layer because it must be implemented on top of ActiveMessage, which is the
interface to the application layer. ActiveMessage operates on only one packet at a time.
Queuing the packets within that environment is not recommended because each send
request from the application layer is followed by a sendDone event before the application
is supposed to perform another send request.

3.6.4 Performance Analysis

When designing a time-critical communication protocol it is important to understand
the performance of the hardware and its behaviour.

Processing time overhead: When an alarm is triggered, the operations of the current
phase are executed and the hardware clock is configured for the next phase. Table 3.4
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Table 3.3: Summary of the properties of the implemented protocol that differ from those
of the original specification.

Property Implementation Specification

centralized no no

API different yes

boot in sync no yes

priority queues no yes

configuration yes+ yes

frames yes+ yes

mac messages yes+ yes

bootstrap phase yes yes

channel hopping yes yes

time division yes yes

security no yes

shows the execution time of the different phases in HMAC. Table 3.5 shows the measured
overhead for getting the current time and setting the alarm.

Table 3.4: Execution time of different phases in HMAC protocol.

State of HMAC Execution time (μs)

Start 100

Broadcast send 440

Unicast idle 130

Unicast active 10

Unicast send 570

Unicast receive 90

Having profiled the execution time for the different states of the MAC protocol and
the Alarm functions, we were able to achieve a timing precision of a few microseconds.
It was thus possible to maintain the variation in the superframe length within a range
of +-1 microsecond. Because of the inaccuracy of the timing operations and the non-
deterministic hardware behaviour, we extended the length of the unicast slots; as cur-
rently implemented, their duration in debugging mode is twice that originally specified.
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Table 3.5: Execution time of the Alarm functions.

Alarm functions Execution time (μs)

start 100

getNow 15

Energy consumption: Figure 3.9 shows the energy consumption both during (1) and
after (2) the bootstrap phase. Note that the frequent spikes that can be seen in the plots
are due to the TinyOS scheduler that runs in the background.
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Figure 3.9: Current consumption including times before and after bootstrapping.

By the end of the broadcast frame, HMAC can determine whether it will be in a
receive or a send state. We can therefore turn off the transceiver during the idle unicast
subframe (provided that the node has finished executing the bootstrap process) to save
energy.

Figure 3.10a shows the measured current level during the broadcast subframe (1). The
current level is significantly higher than during the idle state or the unicast subframe (2).
Obviously, the smaller current consumption is achieved by turning radio off when idle.

Figure 3.10b shows the current consumption during an active superframe (2). To
improve energy conservation, the radio could be turned off during individual unicast
slots. However, our measurements show that the time consumed by switching the radio
between the On and Off states is not deterministic. The reason for this behaviour may
be due to the drivers or hardware problems, and needs further investigation. Further
optimization of the energy consumption profile by deactivating the radio on a slot-based
scale has therefore been deferred until this issue is be resolved.
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(a) Current consumption of one idle superframe.
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when sending (2).

Figure 3.10: Current consumption during the HMAC operations.

Network performance: The current implementation of HMAC was tested with only
one packet transmission per superframe to simplify the debugging process. Themaximum
throughput is obtained by dividing the MTU size by the duration of the superframe as
shown in Equation 3.3. The duration of the superframe is the sum of the durations of
the start, broadcast and unicast subframes.

Fslot = MTU/rphy (3.1)

Fsuper = Fstart + Fslot ·Nnodes · 2 (3.2)

rmac = MTU/Fsuper (3.3)

Table 3.6 summarizes the analytical performance estimates and the extrapolated per-
formance from the debug configuration of the HMAC protocol. The most important
performance metric for our target application was the packet loss rate, which was calcu-
lated analytically in previous section. Thus, the parameters of the implemented protocol
were assigned values that were intended to ensure it would achieve a packet loss rate of
≤ 1%. However, we observed that with the current settings, this requirement was not
satisfied. This deficiency will be addressed in the next version of the implementation.

3.6.5 Lessons Learned

During the implementation phase, we discovered that imposing strict time requirements
on the protocol is problematic for the following reasons. First, achieving time synchro-
nization between nodes is a hard task. Currently, it is not possible to synchronize nodes
with microsecond precision. This means that the time slots, subframes and superframes
have to be extended by the amount of time that clocks can drift. The impact of extending
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Table 3.6: Summary of the expected and achieved performance.

Running lights ITS Drinking water CIP
Specified Implemented Specified Implemented

Unicast slot length 1.5ms 3ms 12ms 24ms
Unicast frame length 30ms 60ms 876ms 1752ms
Broadcast frame length 0 0ms 5000ms 5000ms
Start frame length – 100ms – 100ms
Super frame length 1.5ms 160ms 5876ms 6852ms
Throughput 100 b/s 187 b/s 500 b/s 35 b/s
Delay 1000ms 1120 ms 12000ms 47964ms8

Packet loss rate, % ≤ 1 ≤ 1 ≤ 1 ≤ 1

the slot duration to compensate for hardware state transition delays (the duration is cur-
rently doubled) is apparent in the lower-than-expected performance figures for the MAC
protocol and the higher energy consumption during communication. The time consumed
by hardware and software operations needs to be taken into account when implementing
a TDMA-based MAC protocol. For example, it can take between 200μs and 800μs to
change channel in this system. Setting a hardware alarm consumes 90-120μs. Interest-
ingly, we also discovered that the time consumed by the transceiver’s hardware operations
is not deterministic; nodes from the same batch exhibited varying performance.

3.7 On Assessing the Performance Of Hardware and

Software Components

In order to satisfy dependability requirements, the performance of the hardware platform
and software components should be assessed experimentally before initiating the process
of protocol design. Different operations should be profiled on a set of nodes in order to
determine the timing range of the target hardware. It is important to note that the time
profile of the hardware should be established while it is running the operating system that
is to be used. Even a lightweight OS such as TinyOS has some computational overhead.
Further, in most cases, it is difficult or impossible to determine whether a given delay in a
specific operation has its origin in hardware or in software. Ideally, a general purpose test
suite should be developed in order to establish a profile of the target hardware platform
when running the chosen operating system. Profiling should be done on several different
nodes in order to accurately estimate the performance boundaries.



50
A Showcase for Manual MAC protocol Synthesis of for Two Real

World Applications



Chapter 4

Similitude of Computer Models

of Communication Systems

The extent to which a communication system’s performance satisfies the requirements
of a particular application can be verified either by performing on-site experiments or
by using simulations. The problem with on-site experiments with real hardware is that
they are time-consuming and costly, cannot easily examine the full range of expected
operational conditions, and their results can be hard to reproduce even when using un-
changed settings. Simulations, therefore, are the only efficient method for evaluating the
performance of large scale wireless sensor networks.

The similitude of a model is a concept used to characterise the degree of similarity
of the various characteristics of a model to those of the modeled subject. It is a term
that is often used when discussing the modeling of fluid mechanics and aerodynamics,
and in marine engineering. The major problem associated with most current computer
models of networks (network simulators) is that the implementations of network proto-
cols in simulators differ from those used in real devices. Therefore, in many cases, it
is difficult to determine whether a performance characteristic measured in the simula-
tion accurately reflects the behaviour of the protocol or whether it is attributable to the
peculiarities of its implementation in the network simulator. Moreover, the operating
systems used in sensor nodes are very lightweight compared to general purpose operating
systems. Together with the limited computational resources of the sensor node’s hard-
ware, the precise identity of the OS used has a great impact on the execution model and
the time needed to perform different operations. Section 3.6 discusses the severe effect
of the executional model of TinyOS on the performance of the communication proto-
col; this behaviour is not reproduced by current simulators. This makes the utility of
simulated results questionable and potentially unreliable when developing protocols for
performance-critical applications.

In this chapter, the concept of similitude is applied to simulations of WSN in order
to assess the extent to which they reproduce the behavior of the real system, with the
objective of identifying a model that reproduces real behavior as closely as possible. Ad-
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Figure 4.1: Holistic simulation environment.

ditionally, it was hoped that by achieving a high degree of similitude, it would be possible
is to dispense with certain steps in the development process such as the construction of
different implementations for simulations and real nodes, and that the dependability of
the simulations could be increased. Further, it would be desirable to be able to to sim-
ulate realistic and scalable topologies and to examine multiple applications in the same
simulation, which is not possible today. This chapter describes our work on Symphony,
an integrated simulation environment for holistic simulations of wireless sensor networks.

4.1 Symphony: The Vision

This Section describes what could be termed an ideal simulation environment, i.e. one
whose models would exhibit perfect similitude.

The ideal combined simulation environment is shown in Figure 4.1 1. The environ-
ment is capable of simulating heterogeneous networks where wireless sensor networks are
interconnected through gateways to the Internet via available networking technologies
such as WiFi, Ethernet, 3G, 4G. The simulation is driven by the dynamic nature of the
environment, which mimics the environment in which the WSN will be deployed. The
nodes in the simulation should run the same code base as that used by the real nodes.

4.1.1 On Real Code Simulations

One of the biggest limitations of current simulators is the need to have different imple-
mentations for real nodes and the simulated ones.

More importantly, most simulators do not consider the execution time of the imple-
mented protocol. When running an application on a node with limited resources, the

1Image used from http://www.tech-faq.com/ and http://www.mcmunn-associates.com/.
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Figure 4.2: Three levels of hardware abstraction architecture in TinyOS.

execution of code that processes sensor data is time-consuming and may affect the be-
haviour of communication protocols. For example, the transmission of a message could
be delayed or its reception could be blocked. Furthermore, nodes with different CPU
speeds will perform differently because of the difference in their execution times. New
approaches to the simulation of wireless sensor networks will be required in order to
analyse the impact of code execution time on the performance of communication proto-
cols. Thus, in a perfect simulator, an execution model of the relevant OS running on the
appropriate hardware should be created by constructing time profiles of the operations
involved. The model should then be integrated into the simulation environment.

4.1.2 On Hardware Emulation

As was discussed in Section 1.1, many operating systems have clear hardware abstrac-
tion, which makes adding new hardware and creating cross-platform applications easy.
TinyOS abstracts the hardware into three layers, namely the Presentation, Adaptation,
and Interface layers as shown in Figure 4.2.

The Hardware Presentation Layer (HPL). Components in this layer are directly
above the hardware. They represent the capabilities of the hardware using the native
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concepts of the operating system. Components hide the implementation of the hardware
functionality but can access it via the usual function calls.

The Hardware Adaptation Layer (HAL). The core of the TinyOS architecture is
built on components in this layer. HAL components use raw interfaces provided by the
HPL components and build further abstractions to hide the complexity of using hardware
resources directly. These components maintain the state that is used for performing
resource arbitration and control. HAL interfaces expose specific features and provide the
”best” possible abstraction that streamlines application development while maintaining
effective use of resources.

The Hardware Interface Layer (HIL). The components of this layer are the last
building block in the TinyOS architecture. They take the platform-specific abstractions
provided by the HAL, and re-wire them to the hardware-independent interfaces used by
cross-platform applications. These interfaces provide a platform independent abstraction
over the hardware. When working with this abstraction, the application developer does
not have to be concerned with the specifics of the hardware. HIL components export
typical hardware services that are required in a sensor node application.

With its clear hardware abstraction architecture, a sensor node is represented in
TinyOS as a collection of components. The operating system itself wires the HAL and
HIL layers to the HPL of the hardware. Therefore, it would be most convenient to
implement the emulation of the hardware in the HPL layer; doing so would allow it to
access the same interface as that used by a real node. In order to achieve adequate
similitude, the hardware needs to be profiled to determine the time consumed by specific
operations, and this profile should be integrated into the executional model.

4.1.3 Integration with Dynamic Model Simulators

Contemporary WSN simulators are unable to incorporate dynamic models of the envi-
ronment. Such models are used to describe the behaviour of the environment, such as
the interactions between a person driving a car and other drivers on the road, or the
movement of an individual inside building. These models are usually implemented in
Matlab or other stand alone tools [81].

Figure 4.3 shows a scenario involving a dynamic model that describes the behaviour of
drivers on the road. When the car approaches a certain point on the road, the emulated
sensor receives notification of a car detection event. This event is then forwarded to the
simulated node, where it is processed using the code used in the real system.

4.1.4 Current Development State of Symphony

The following sections describe the details of the current design and functionality of an
integrated simulation environment called Symphony. At the time of writing, the TinyOS
code had successfully been integrated into the ns-3 simulator.
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Figure 4.3: Simulations of a dynamic environment.

Currently, Symphony is undergoing intensive testing and refinement. We have at-
tempted to merge simulations of dynamic models in Matlab-Simulink with the ns-3 sim-
ulation environment. This work, however, is ongoing, and a full description of the progress
made to date is beyond the scope of this thesis.
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4.2 Simulation Environment: Symphony

The Symphony simulation environment consists of three different namespaces. The
namespace is considered to be a container for different the entities used by the simu-
lation environment. The three namespaces are tos (TinyOS), tos-ns and ns3. The tos
namespace contains the code base and build system of TinyOS. The tos-ns namespace is
the core of Symphony. It contains the inheritance of the ns-3 classes and bridging func-
tionality allowing bi-directional communications to and from the tos namespace. The
ns3 namespace contains the complete simulation environment of the ns-3 simulator.

As of the time of writing, the design and implementation of the environment were
on their fourth generation. The following paragraphs provide a brief overview of the
previous three generations and the findings that motivated their redesigns. Initially, the
plan was to convert the NesC code to C++ and then to integrate it as an object in the ns3
simulator. After testing and analysis, this approach was deemed infeasible for multiple
reason. First, either porting the NesC compiler to generate C++ or adopting some C
to C++ converter would be very time consuming. Second, and most importantly, the
conversion of code from one language to another would be inconsistent with the objective
of simulating the deployable code.

The second idea was to encapsulate the C code produced by TinyOS into a C++
object. This idea was found to be infeasible because of the complexity of the implemen-
tation and the syntax for inter-language calls, together with the fact that at the lowest
layer of abstraction, the TinyOS kernel is an infinite while loop. Naturally, we have
investigated the possibility of running such an object in a thread. However, doing so
would only increase the complexity of the framework, since it would then be necessary
to handle inter-thread communications.

The third option that we considered was to use a branch of ns-3 that enables real code
execution and has a custom-built dynamic library loader. Unfortunately, the version of
the code we acquired was in a very early stage of development and after a trial that lasted
for several weeks, it was decided that because of the lack of support and documentation,
an intermediate approach would be preferable; this approach is described below.

4.2.1 System Design

We developed a new node platform, ns3, for TinyOS in which the Hardware Interface
Layer is provided by a component implemented in NesC. The component provides an API
for making connections to and from the tos-ns namespace environment. By implementing
it in this way, cross-platform is retained compatibility. Therefore, applications including
the whole network stack, as used on real nodes, can be run in the simulator environment
as long as the underlying chips are virtualized. The implemented application is compiled
with ncc, the TinyOS compiler, which produces C code. Afterwards, the code is compiled
to a static library with external functions. The virtualization of the hardware is done
in the tos-ns environment where the actual connection between the TinyOS and ns-3 is
made.
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Making calls to the C tos-image object is quite simple; as long as the the function is
declared as being external, it can be accessed from C++. The hard part was to make calls
from the tos-image to the tos-ns namespace. The first approach we implemented involved
creating a function pointer in the tos-image and linking it to the tos-ns namespace after
compilation. However, this required directly accessing the memory address of the object
and calculating the offset of the desired function. The approach seemed to be less portable
than desired, risky, and in violation of the C++ ISO standards.

Figure 4.4: The current scheme for inter-namespace communication.

Bridging was thus achieved by bi-directional communication, as shown in Figure 4.4.
The TinyBridge, TosToLibProxy, LibToTosProxy, TosNode classes belong to the tos-ns
namespace. The function of TinyBridge is to open the tos-image and connect concrete
object functions to function pointers. The TosToLibProxy and LibToTosProxy servers
act as proxies for calls to and from the tos-image. By separating the implementation
into proxies and a bridge, we allow the development of tos-ns abstraction independently
of the way in which tos-ns interacts with the tos-image. Proxy servers only act as relays
that pass on calls that are currently implemented manually. In the future, they could
be generated automatically to match the virtualized components of the ns3 platform.
Gateway is an inter-namespace function that is partially shown in Listing 4.1. The
purpose of the gateway is to translate C calls from the library to C++ object calls. The
current manual implementation of gateway will be automated at a later stage in the
development of the simulator.
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Listing 4.1: Gateway for callbacks from tos image
1 extern i n t gateway ( void ∗proxy , i n t call , i n t arg ) {
2 // here should be a switch case on ” c a l l ”
3 // or po s s i b l y an array o f func t i on po i n t e r s
4 switch ( call ) {
5 case 0 :
6 re turn ( ( LibToTosProxy ∗) proxy )−>confirmSet ( arg ) ;
7 break ;
8 case 1 :
9 re turn ( ( LibToTosProxy ∗) proxy )−>getNow ( arg ) ;

10 break ;
11 d e f au l t :
12 //OPS! never ever should end up here ! i f you have −> core dump :D
13 return −1;
14 break ;
15 }
16 }

In order to allow calls from the tos-image to the LibToTosProxy, we send the C++
object to the tos-image as a void pointer as shown in Listing 4.2. The file is a part of the
tos namespace. Naturally, C can not make direct calls to the C++ class and so the call
to the concrete LibToTosProxy function is made via the gateway where the cast from
void pointer to LibToTosProxy pointer is performed and the function calls are made.

Listing 4.2: Setting proxy object in tos-image. File: simulation.h in tos names-
pace

1 #inc lude ”ns3/LibToTosProxy . h”
2 i n t id_this_lib ;
3 void ∗ proxy ; // po in t e r to t t h i s proxy ob j e c t
4 #i f d e f c p l u s p l u s
5 extern ”C” {
6 #end i f
7 i n t setUniqueID ( i n t i ) @C ( ) @spontaneous ( ) {
8 id_this_lib=i ;
9 r e turn id_this_lib ;

10 }
11 i n t runNextEventExternal ( uint32_t a ) ; // d e c l a r a t i on o f s chedu l e r func t i on
12 i n t sim_main_start_mote ( i n t id ) ; // v i r u a l i z e the s t a r t o f the node
13 i n t setProxy ( void ∗ proxy_to_set ) @C ( ) @spontaneous ( ) {
14 proxy=proxy_to_set ;
15 i f ( proxy == NULL ) r e turn −1;
16 e l s e re turn id_this_lib ;
17 }
18 #i f d e f c p l u s p l u s
19 }
20 #end i f

The LibToTosProxy is shown in Listing 4.3. The current manual implementation of
available functions for the tos-image will be automated at a later stage in the simulator’s
development.
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Figure 4.5: In bold is shown the system part where the tos-ns implemented.

Listing 4.3: LibToTosProxy class. tos-ns namespace.
1 #i f d e f c p l u s p l u s
2 #inc lude ”ns3/TosNode . h”
3 #inc lude ”ns3/SimuClock . h”
4 class LibToTosProxy {
5 friend class TinyBridge ;
6 public :
7 LibToTosProxy ( ns3 : : TosNode ∗ tos ) ;
8 ˜LibToTosProxy ( ) ;
9 // Functions that are prox ied to to s node

10 i n t confirmSet ( i n t ) ;
11 uint32_t getNow ( i n t ) ;
12 private :
13 ns3 : : TosNode ∗ tosnode ;
14 ns3 : : SimuClock ∗ simu_clock ;
15 } ;
16 extern ”C” {
17 #end i f
18 i n t gateway ( void ∗obj , i n t func , i n t arg ) ;
19 i n t setProxy ( void ∗ obj ) ;
20 #i f d e f c p l u s p l u s
21 }
22 #end i f
23
24 #end i f /∗ LIBTOTOSPROXY H ∗/

4.2.2 Namespace: TinyOS

The TinyOS namespace is quite straightforward. We create a new platform according
to the standards and guidelines provided by the TinyOS community. The difference is
that normally calls are made to the hardware. Here, the calls are passed to the emulated
hardware represented as a C++ class in the tos-ns namespace.

Figure 4.5 shows the layer of the TinyOS system. On the left we have the actual
application, which uses the network stack and hardware. When compiling TinyOS ap-
plications for a sensor node with a specific platform, the compiler will produce a binary
file that depends on the platform’s specification. The box with bold text “ns3 hardware
driver virtualization” indicates the place in the TinyOS where the bridging with ns-3 is
done. This integration is no different from the current approach of implementing new
platforms.

The main components, which we virtualized as part of ns3 platform in TinyOS are
listed bellow:
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• HilTimer - components providing access to the ns-3 timer.

• Transceiver - components providing a bidirectional interface for the virtualized
transceiver device.

• I/O - components providing virtualization of the sensing device.

4.2.3 Namespace: ns3

The usage of ns-3 classes and environment is straightforward. We aim to provide a sim-
ulation set-up with the same work flow as normal WiFi simulations. Therefore, we made
no changes to the ns-3 simulation environment and instead focused on the inheritance
of the ns-3 classes that cannot be used by default. The inheritance is carried out in the
tos-ns namespace.

4.2.4 Namespace: tos-ns

The key role of the tos-ns namespace is to enable seamless communication between the
tos-image and ns-3 namespaces. The approach taken was described in the previous sub-
section on the system design. Here, we focus on the emulation of the hardware chips.

It is well known that clocks of the sensor nodes drift. In wireless sensor networks, this
creates additional challenges due to the requirement for all nodes to remain synchronised.
In many cases, the clock drift requires active synchronization of the network. In order to
have the ability to study the effects of clock drift, we implemented a crystal abstraction
in the tos-ns namespace. From the node’s perspective, this class simply provides ticks
and the current node time as would be obtained from normal hardware.

The transceiver class was implemented in a similar fashion. This class reproduces
the most common transceiver functions such as send, receive, CCA, and so on. Further,
hardware operational delays are included to achieve high similitude. In the section on 3.6,
we described the impact of the hardware execution time on the performance of the MAC
protocol. We believe that a similar impact would be expected in-time critical systems
even on the application layer.

4.2.5 On Software and Hardware Profiling

Currently, we are moving away from “hard coded” hardware delays to a more generic
platform description as shown in Listing 4.4. By using an XML description of the profiled
node platform, we can simplify the simulation of the application on different hardware
platforms.
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Listing 4.4: Platform profile description file.
1 <?xml ve r s i on=” 1 .0 ” encoding=”UTF−8”?>
2 <node>
3 <hardware>
4 <component>
5 <type chip=” t r a n s c e i v e r ”>AT86RF230</ type>
6 <time un i t=”ms” func t i on=” s t a r t ”>600</ time>
7 . . .
8 <time un i t=”ms” func t i on=” s l e e p ”>20</ time>
9 </component>

10 <component>
11 <type chip=” acce l e romete r ”>MMA7261QT−C2</ type>
12 <time un i t=”ms” func t i on=”on”>60</ time>
13 . . .
14 . . .
15 <time un i t=”ms” func t i on=”getZ”>12</ time>
16 </component>
17 . . .
18 <component>
19 <type chip=” acce l e romete r ”>MMA7261QT−C2</ type>
20 <time un i t=”ms” func t i on=”on”>60</ time>
21 . . .
22 <time un i t=”ms” func t i on=”getZ”>12</ time>
23 </component>
24 </hardware>
25 <so f tware>
26 <component>
27 <type component=” s e c u r i t y ”>ChiperSCM</ type>
28 <time un i t=”ms” func t i on=” encrypt ”>560</ time>
29 . . .
30 <time un i t=”ms” func t i on=”decrypt ”>410</ time>
31 </component>
32 . . .
33 . . .
34 </ so f tware>
35 </node>

4.3 Summary and Future Work

As of the time of writing this thesis, the first version of the combined tos-ns environment
had been finished and work on finalizing its implementation was nearing completion.
In light of the complexity of the implementation process, it is expected that technical
problems might appear during the first round of experiments and that the design of
Symphony will evolve as more data becomes available. The newly-developed simulation
environment may raise more questions than can currently be answered. Therefore, it is
important to note that Symphony is still in an early stage of development. Improvements
and changes in its design and implementation of have been made in light of the experience
gained during the design and implementation of the MAC protocol. The lessons learned
by doing this have provided new insights into how we want to perform simulations and
into which factors significantly affect the performance of the communication system in
wireless sensor networks. The main scientific challenge to be addressed in the future
is how to correctly mimic the behaviour of the hardware in time. The main technical
challenge here is to make the simulation environment scalable.
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Chapter 5

Summary

Dependability, i.e. the ability of a system to deliver a specified level of service, is
the primary requirement of the communication architectures used in most applications
of wireless sensor networks. However, the large variety of WSN applications makes it
challenging (if not impossible) to design a universal set of protocols that would deliver the
necessary quality of service in all applications. Moreover the limitations and constraints
associated with the use of wireless sensors, such as the limited power budget, relatively
low transmission range, and modest data rates make this challenge even harder.

The work described in this thesis sought to answer two research questions: what are
the prerequisites for the systematic component-based design of dependable communica-
tion protocols? And is it possible to devise tools that will make is possible to accurately
simulate the communication processes in Wireless Sensor Networks?

The results obtained in the course of the studies described herein can be summarized
by directly answering the research questions articulated above.

Question one: What are the necessary prerequisites for the systematic component-
based design of dependable communication protocols? Response: We have developed
a methodology for the component-based composition of network protocols. We demon-
strated our idea by manually synthesizing dependable MAC protocols for two real-world
applications. Practical application of this methodology requires that existing commu-
nication solutions be analyzed to identify their atomic functional components. These
components should then be further characterized and classified to highlight their ability
to satisfy specific dependability requirements in different scenarios.

Question two: How can the communication processes in Wireless Sensor Networks
be accurately simulated? Response: In the course of developing methodology for the
component-based design of communication protocols, we identified a problematic gap be-
tween the specification of a protocol and its implementation in practice. It was proposed
that this issue could be addressed if a realistic simulation for WSN were available. We
therefore initiated a project with the objective of designing and developing such an en-
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vironment, which we have named Symphony. According to the design, the environment
will be capable of simulating heterogeneous networks where wireless sensor networks are
interconnected through gateways to the Internet via existing networking technologies
such as WiFi, Ethernet, 3G, or 4G. The simulation is driven by the dynamic nature of
the environment, which will mirror the real-world environment in which the WSN is to
be deployed. The simulated nodes will run the same code base as the real nodes.

The findings reported herein give rise to several questions that should be addressed
in future studies. Specifically:

• How can automatic reasoning be used in the synthesis of communication protocols?

• How can the components of a communication system be formalized?

• Is it possible to facilitate the formal verification of the components of a communi-
cation system, and if so, how?

• How do security services influence the behavior of communication systems and what
impact do they have on the protocol’s performance?

• How can the behavior of hardware be accurately reproduced in simulations?
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