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Abstract

Embedded systems are in general designed to do some specific task, rather than be a
general-purpose computer for multiple tasks. Common for embedded systems is that
processing devices, sensors, transceivers, actuators, networks, and software are built into
a system, encapsulated by the device it controls. Often, the development of various
applications requires an embedded system that is small and lightweight, both in terms
of hardware and software. Technology advances in ASIC design have enabled digital and
analog components on a single chip by integrating e.g. processing, storage, and Micro-
Electro-Mechanical System. The vision due to the improved miniaturization is to have
self-configured, low-power, and small form-factor platforms that share resources, have
access to the environment, and are deployed in an ad hoc fashion. This, together with
wireless communication standards, enables ubiquitous access to information anywhere
and anytime.

Feeding the digital world with information, as measurements of physical phenomenon,
is done by the use of sensors. Extending the control from the digital world to the phys-
ical world can be achieved by actuators. Combining those sensors and actuators with
wireless networking capabilities enables a new paradigm for e.g. scientists, medical per-
sonnel, and engineers to observe physical phenomena. The world of networking sensor
and actuator devices is vast and covers aspects such as energy-efficient hardware design
principles, medium access protocols, routing and transport protocols, embedded oper-
ating systems, security, low-power operations, localization, data storage, mobility, and
network management etc. All these areas are important for embedded systems targeting
the interconnection of small devices.

In the scope of this thesis, the embedded system is realized in the form of a small
sensor and actuator node, a device with interfaces to measure physical phenomenon
and/or affect the surrounding environment. Our primary hypothesis is that standards-
based protocols and de facto standards can be utilized as the fundamental operational
infrastructure of the sensor and actuator nodes. Using a universal widespread standard
protocol can be advantageous in respective to a custom made solution when developing
and deploying networking nodes. Today, TCP/IP is the most widespread networking pro-
tocol suite in computer communication in use. As a consequence, we show how the readily
available TCP/IP protocol suite can be used as a foundation for intra/internetworking
even for resource constrained sensor and actuator nodes. A platform that is intelligent
and accessible over the Internet opens new possibilities for control, maintenance, and re-
mote monitoring. In this thesis commercial off-the-shelf hardware components are used
in combination with software based on standard protocols as a basis for the platform
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architecture.
First, a small wireless networking node accessible from devices in close proximity is

presented. The generic architecture enables the rapid development of various applica-
tions, adaptable to different usage scenarios. Second, it is shown that a small spontaneous
network of mobile nodes can be established, even though the resources on the nodes are
very limited. Third, many applications require a large number of small and lightweight
nodes to cooperate. However, one of the challenges with networking sensor and actuator
nodes is the distributed functionality without central control. The approach taken in
this thesis was to leverage emerging technologies to model the functionality of the nodes,
thus nodes are provided with the capability and mechanisms to present themselves and to
discover peer nodes. Consequently, application-level interoperability is enabled by intro-
ducing service discovery techniques which have the potential to automate the discovery
of nodes and required services.
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Hallberg, Sara Svensson, K̊are Synnes, Jonny Johansson, Mattias Völker, Aart van Hal-
teren, Lianne Meppelink, and Jens Eliasson together with whom I have written the
papers included in this thesis. The work in this thesis was funded by the EU Structural
Funds Objective 1, Fifth framework programme of the European Community for research,
technological development and demonstration activities (project IST-2001-36006), Tryg-
gvestiftelsen, and Norrbottens forskningsr̊ad.

Finally, I would like to express my gratitude to my wife & son: Thank You, for the
support, love, understanding, patience, and even more patience, you have given me.

Lule̊a, October 2006
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Chapter 1

Thesis Introduction

1.1 Introduction

This thesis deals with research activities on wireless networking sensor and actuator de-
vices. Such a network consists of a group of sensor and actuator nodes to perform e.g. a
sensing task and communicating over a wireless medium. Hence, each node is basically
a (battery powered) embedded wireless computer. The rapid improvement in semicon-
ductor fabrication and wireless communication standards enables ubiquitous access to
information anytime and anywhere. Many application areas ranging from military and
civil applications have been identified where networking nodes could be applied. For ex-
ample, environmental monitoring, infrastructure monitoring, battlefield surveillance and
military defense monitoring, smart homes, disaster relief, object tracking, healthcare,
and industrial automation.

The research activities on wireless networking sensor and actuator devices are gaining
momentum to support the visionary scenarios and application areas, and the area has
attracted a large interest from the research community. The division of EISLAB at Lule̊a
University of Technology has since several years been actively contributing in the area of
wireless networking nodes built from commercial-off-the-shelf components (COTS). The
vision is the concept of ambient intelligence with the deployment of small, inexpensive,
self-powered, and Internet connected devices that can sense, compute, and communicate
with peer nodes as well as end-users for remote monitoring and control. If we elaborate
on the vision and motivate our research activity on networking nodes, we get:

• Small nodes - For example, in medical monitoring applications, sensor nodes are car-
ried by patients. Clearly, in such applications nodes have to be small and lightweight
(i.e. unobtrusive), allowing the patients to carry on with their daily activities.

• Inexpensive - The cost-factor is always an issue. One important aspect concerning
wireless nodes is the cost reduction when nodes are deployed without the needs for
expensive or unfeasible cable installations. As such, the cost of the wireless nodes
must be justified in comparison with wired nodes.

1



2 Thesis Introduction

• Self-powered - Nodes carried by patients may be recharged if the monitoring process
is scheduled to last in the range of days. If the node lifetime needs to be longer, e.g.
when recharging is impossible due to deployment in hard to reach areas or battery
replacement otherwise cannot be justified (simply due to cost), nodes need to be
self-powered scavenging energy from the environment.

• Internet connected - Connecting the physical world with digital data systems opens
up new ways for e.g. scientists to perform in situ experiments that otherwise would
be impossible. Remote monitoring and control becomes feasible with familiar and
well-known Internet-based tools.

• Client/server - The client-server paradigm is well known. Although it can be ap-
plied in different ways, special care has to be taken in the realm of networking
nodes, since the nodes are as mentioned small and inherently resource constrained.
This observation implies the concept of thin server/fat client, where for example
expensive computations and graphical user interface has to be generated on the
client side.

• Ambient intelligence - Ambient intelligence refers to an environment that is sensi-
tive, adaptive, and responsive to the presence of people. The environment is the
convergence of several areas. We have the situation in which we are surrounded by
a multitude of low-cost embedded systems (ubiquitous computing). Still, we want
to hide the technology from the user (pervasive), thus this transparency indicates
that the embedded system needs to disappear and be moved to the background.
This requires that the embedded systems must have the capability to communicate
(with each other and/or human users) by means of ad hoc and wireless technology
(ubiquitous communication). Finally, the embedded system needs to be intelligent,
e.g. implementing learning algorithms, speech recognition, and to adapt and react
accordingly in a continuously changing environment.

The main research question covered and addressed in this thesis can be stated as:

How can we model the functionality and capability of devices integrated into a wireless
network of nodes, in order to enable access from any user or application that is allowed
access to the device?

To approach the question, it can be divided into smaller pieces in order to evaluate
intermediate result and to probe for new ideas. The primary hypothesis is that standards-
based protocols and de facto standards can be utilized as the fundamental operational
infrastructure of the sensor and actuator nodes. One observation is that (currently)
deployed networking nodes traditionally have their own custom software architecture.
In this scope, collecting, publishing, and analyzing samples of data from the nodes are
tailored to meet the specific design space as stated by the application scenario. Often low-
level hardware dependent details are exposed to application developers. Using a universal
widespread standard protocol (or well-established de facto protocol) can be advantageous
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in respective to a custom made solution when developing and deploying networking nodes,
which is the rationale behind the stated hypothesis. Furthermore, TCP/IP (Transmission
Control Protocol/Internet Protocol) is the most widespread networking protocol suite in
computer communication in use today, forming the base of many networks including
the Internet. As a consequence, this widespread usage provides a second hypothesis;
the readily available TCP/IP protocol suite can be used as a foundation for intra/inter-
networking even for resource constrained sensor and actuator nodes.

As mentioned, the research question was divided into smaller portions and this gradual
process also enables us to do a reality check and makes it possible to discover new ideas,
i.e. intermediate results can be evaluated, and the direction for the next level can be set.
The work described in this thesis is mainly applied research. With applied research we
target to solve practical problems (as stated in the research question) and it provides us
with feedback both on technical issues as well as users’ experiences. As an example of this
process, the first specific aim was to develop an architecture (a small generic platform
node with onboard communication stacks) in order to experiment if the assumption was
a viable solution. One of the objectives with such a system is to provide seamless access
for end-users to captured data. The anticipated result where that nodes may be remotely
accessible by the use of standard equipment, such as laptops, PDAs etc., and we show that
we can use a generic platform node and use a wide-area delivery infrastructure to enable
remote monitoring and control. Moreover, many applications require a large number
of small and lightweight nodes to cooperate. One reason can be due to high degree of
uncertainty per node, thus redundant nodes might be deployed. Another reason can be
due to the number of different inputs required, where a number of heterogeneous nodes
are deployed. If the structure and the types of nodes are known a priori, a gateway with
a predefined architecture might be used. However, one of the challenges with networking
sensor and actuator nodes is the distributed functionality without central control. In this
area, nodes cannot assume that there is a fixed address of a server where nodes may probe
for available resources on the network. The approach taken in this thesis was to leverage
emerging technologies as the means in order to model the functionality, thus each node is
provided with the capability and mechanisms to present itself and to discover peer nodes
after joining the network.

The work in this thesis has resulted in working prototype systems and demonstration
platforms that should be easy to deploy and use. In short, the prototypes can be described
as:

• An Embedded Internet System (EIS) node - a platform used in healthcare related
projects (MobiHealth, Tryggve, and SIV).

• An ad hoc network of nodes - the functionality of a node can be exemplified as
the ability to sense, compute, and communicate for the purpose of gathering local
information to make global decisions. This requires the deployment of a number
of interconnected nodes, and we realized the idea by developing an architecture
consisting of multiple EIS nodes. The concept has been demonstrated during the
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largest cross-county ski event in the world1 and the largest recreational bicycle ride
in the world2.

• EIS node integration - Integrating numerous heterogeneous devices is mostly a
manual, ad hoc process. If we model the node and the resources as services, we
can provide the sensor and actuator nodes with a protocol to communicate between
node-to-node and nodes to clients. A prototype was implemented in the SIV project
by evaluation and selecting one of a number of emerging service discovery protocols.

1.2 Thesis Outline

This thesis is divided into two parts. In Part I, a background to the area and the
thesis motivation is given. This part is followed by an introduction to networking sensor
and actuator nodes and an overview of the EISLAB platform and activities. Finally in
Part I, conclusions and future work are presented. Part II includes the papers this thesis
is based on. The papers are reformatted versions and have not been modified since their
publications.

1Vasaloppet, http://www.vasaloppet.se/
2Vätternrundan, http://www.cyklavaettern.com/



Chapter 2

Introduction to Networking Sensor

and Actuator Nodes

- A Systems View

2.1 Applications

Technology advances in digital construction (ASIC design) have enabled digital and ana-
log components on a single chip (System-on-a-chip) by integrating e.g. processing, stor-
age, and Micro-Electro-Mechanical System (MEMS). The vision due to the improved
miniaturization is to have autonomous, self-configured, low-power, and small form factor
platforms that share resources, have access to the environment, and are deployed in an
ad hoc fashion. These improvements together with wireless communications standards
enable ubiquitous access to information anywhere and anytime.

The benefits from wireless sensor and actuator nodes are the ease of deployment,
mobility, low-cost (reduce cabling cost when wiring dominates the cost) and effortless
deployment (for example in remote and hard-to-reach areas) enabling new applications by
distributed in-situ sampling. If we exemplify the application areas presented in Chapter
I, we get:

• Healthcare - Utilizing remote site patient medical monitoring, important medical
parameters for health and lifestyle for 24/7 enables proactive disease prevention.
With wireless networking nodes, the patients can enjoy enhanced freedom and
quality of life through avoidance or reduction of hospital stay [1].

• Process control and machinery - Ease of installation is one important factor in
the cost picture of measurement and control systems. With a large number of
wireless nodes, operators can monitor and control manufacturing process conditions
throughout the plant. Machine monitoring can provide the “health” status of the
device and hence, establish predictive maintenance solutions [2, 1, 3].

5



6 Introduction to Networking Sensor and Actuator Nodes

• Environmental monitoring - Water level, temperature, and wind sensors deployed
along a river bank, issuing automatic warnings in the case of possible flooding.
Other areas of environmental monitoring are deploying sensors to detect forest fires
or other natural disasters, environmental toxic detection, and monitoring rivers for
pollution etc. [3, 4].

• Military defense networks - Deploying a number of sensors in a tripwire system
(without the wires of course) in a surveillance area, the network of sensor could
collaborate for the detection of passing vehicle belonging to enemy troops [2, 3, 4, 5].

• Habitant monitoring - In harsh environments, a network of sensors can enable
researchers to monitor and study the wildlife and their habitants [2].

• Ground transportation - A network of sensors can be used for vehicle traffic moni-
toring and control (sensors on roadways, traffic lights, and vehicles) and can capture
traffic congestion, speed, and accidents making the information available on a web
site [4, 1, 3].

• Building monitoring - In the construction of e.g. bridges, piers, and dams, sensors
can be embedded in those civil structures in order to detect and monitor vibra-
tions, stress, and salt concentration. The in situ systems can conduct long term
monitoring of corrosion condition, to aid the evaluation of necessary maintenance
[2].

• Safety - Secure area intrusion monitoring, or personal safety for workers in the archi-
tecture, engineering, and construction (AEC) industry, e.g. workers in hazardous
environments and people working alone could benefit from remote monitoring [1, 3].

• Smart home - Connecting networking appliances and intelligent artifacts and ob-
jects to be remotely monitored and controlled is one area that has been envisioned
for a long time [6, 7].

• Inventory, transport, and logistics management - Attaching sensor nodes to items
in a warehouse, or goods in trailers, in order to track and find the location of the
item [8].

• Building automation - Wiring sensor and actuator nodes for building automation
and control in residential, commercial, and industrial settings can reduce the energy
budget when controlling e.g. the temperature and airflow [9].

In many of the presented application areas, the system has high requirements on
safe and reliable function. Common for all the presented areas is that the system is
an embedded system, where computers, sensors, transceivers, actuators, networks, and
software are built into a system. Cooperation is performed with other components that
are part of the system, and with the physical environment. Embedded systems are in
general designed to do some specific task, rather than be a general-purpose computer for
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multiple tasks. Even if more or less formal definitions exist for an embedded system, one
is that an embedded system is a computer that does not look like a computer [10]. In the
scope of this thesis, the embedded system is realized in the form of a small sensor and
actuator node, a device with interfaces to measure physical phenomenon and/or affect
the surrounding environment.

2.1.1 Requirements

By deploying a number of sensor and actuator nodes in the above application scenarios in
a network of nodes for the purpose of gather local information to make a global decision,
we can define the objectives of the network. First, the nodes must be able to measure
the phenomenon. Second, sensed parameters must be gathered, possibly from a number
of sources, at a master node where fuse and aggregation algorithms might be executed.
Finally, data must be presented for end-users e.g. by communicating with a global data
processing unit. Furthermore, when we know the objectives of the network of nodes,
we have to add the application requirements. Taken together, we have the high-level
objectives (what the network of nodes is supposed to deliver) and the requirements (the
conditions the applications apply for). As such, some specific requirements are:

• QoS - Delay and data throughput are important metrics. Some applications simply
require more bandwidth (e.g. imaging sensors) than others (e.g. temperature
readings).

• Security - Wireless communications are inherently vulnerable to interception. As
such support for integrity, authentication, availability, and confidentiality needs to
be addressed.

• Lightweight - It is often desirable to have as small nodes as possible, e.g. if nodes
are carried by human users. Lightweight also relates to available resources at the
node, e.g. in particular when the focus is severely memory constrained systems.

• Mobility - Some applications require mobile nodes, but the mobility support can
be expressed in several ways. We can categorize the mobility into observer and
object, where the nodes might be either of the two depending on the scenario. In
one scenario, the node may be fixed tracking a moving target. In another scenario,
a human user at a remote location may query a mobile node for data.

• Monitoring - Collecting samples of data can be continuous e.g. medical parameters
for online monitoring of patients’ health status, or event-based triggered when a
threshold has been reached or a query has been issued.

• Localization - In most application, the physical position of nodes is considered very
important. The position of the node might be determined based on the relative
position of the nodes.
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• Low cost - Also as mentioned, the cost of nodes must justify the overall cost of the
networking sensor and actuators.

• Wide area availability - One benefit of wireless networking nodes is the possibilities
of remote control and readings of sensed parameter.

2.1.2 Challenges

The requirements imply a number of challenges for wireless networking nodes, and in
this section we discuss some of the specific challenges.

• Scalability - Some applications predict the use of a large number of nodes. How do
we connect a large number of low-cost and low-power sensor/actuators devices in
a system without central control?

• Power management - As mentioned, low-power operation is imperative to ensure
long network lifetime. Often, energy-efficiency is a metric related to node operation,
for example measuring energy per bit transmitted. The nodes have limited and
finite energy resources and need to conserve the energy at their disposal.

• Deployment - The application area determines the deployment strategy (randomly
or pre-determined) and is divided into two phases; deployment and post-deployment.
Notably are envisioned military scenarios involving the deployment from planes,
rockets, robots, and catapults which directly affects the network topology.

• Reconfiguration - A task related to the post-deployment phase, where redeployment
of new or additional nodes are needed due to for example unreliable nodes (e.g.
nodes indicating suspicious behavior over time), change of task, or node failure
(e.g. nodes physically broken).

• Fault-tolerance -The application requirements may emphasize the need for self-
configuration and adaptation in order to sustain operation despite individual node
failure. One example is if the network is prone to failures due to e.g. battery
depletion. In such scenarios, nodes’ need feedback from the environment (e.g. find
new links) to be able to behave as the users expects.

• Wireless communication - One of the largest power consumers is the radio chip.
This dictates keeping the radio powered down most of the time and switching it on
only for a very short data transmission.

• Node Identification - Nodes might be densely deployed, and in some application
areas, a global identifier is not needed. In such areas, users might direct a query to
a region, instead of directly to individual nodes.

• Topology - Topology refers to the way in which the network of nodes is connected.
The creation and maintenance of the network topology is challenging due to node
failure, sleep cycles of nodes, mobility of nodes, and energy depletion etc.
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Figure 2.1: Evolution of a sensor node towards a stand-alone device (Adapted from [13]).

2.2 Networking Sensor and Actuator Nodes - to-

wards a stand-alone device

Engineers have been developing increasingly versatile sensors for many years. The need
to measure and control the operation of e.g. machinery or process equipment is as old as
the Industrial Revolution, and with the elaborated new application areas in mind, we are
beginning to witness a New Industrial Revolution [11]. In this section, a short overview
of the evolution of senor and actuator nodes towards a stand-alone node is presented.

For many years, the predominant way of connecting sensors and actuators was with
dedicated wires carrying the process variables. Tuning of the device is only possible
by locally set parameters at the device (even in hazardous environments). The sensor
can be defined as a device that converts a physical quantity and outputs a functional
reading of that measurement which can be further used to indicate or control. For an
actuator, we can define it the other way around converting an input signal into e.g.
motion. In industrial automation, this centralized system architecture is referred to as
direct digital control (DDC), where e.g. the analog 4-20 mA current-loop brings the
signal into control rooms and from there out to the receiver devices [12]. This control
architecture is depicted in Fig. 2.1(a). The sensor node includes the transducing element,
converting physical variable into an alternative form and signal conditioning circuits.

With the advent in microelectronics and digital communications, more features were
placed on the node (Fig. 2.1(b)). In this scenario, samples of the phenomena are trans-
formed into a digital form by the on-board ADC, and stored in e.g. a buffer register
and accessed by a serial interface. This digital communication has a number of benefits,
e.g. the possibility to communicate digitally encoded information (in both directions)
over a single cable. In the conventional analogue instrumentation, only the simple I/O
(input or output) signal could be transmitted over the wire. In addition, adding extra
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Figure 2.2: Components of a general sensor node.

components (Fig. 2.1(c)) in form of e.g. a microcontroller, additional information be-
sides the process parameter value can be collected, since there is no need to limit the
microcontroller to support various transmission details only. For example, non-control
information can be gathered e.g. a pump motor can supply the internal temperature,
which could aid when scheduling maintenance activities [14]. Other information could
be device- configuration/manufacturer/identification, and calibration parameters of the
device. Moreover, for every dedicated processing element (sensors and actuators) in the
analog current loop, each and every device has its own connection (a dedicated cable)
to a host controller (point-to-point systems). With a bus system, we can logically (and
physically) connect several devices over the same set of wires, hence less wiring required
for signal transmission.

Not shown in the figure is the next step towards a stand-alone device. With the
evolution and acceptance of wireless technologies, which leverages the capabilities to
monitor and control, we can get more monitoring points than in wired solutions. Adding
a transceiver on the node, we get a wireless networking node as depicted in Fig. 2.2.
Combining those sensor and actuators with wireless networking capabilities enables a
new paradigm for e.g. scientists and engineers to observe physical phenomena and react
to it. Illustrated are the components that serve as a basis for a wireless networking node.
Some of the components outlined in the figure relates to the fundamental tasks performed
by the node, namely sensing/actuating, computation, and communication.

• Sensing/Actuating - The interface between the physical environment to be mea-
sured or controlled and the node is the sensors and/or the actuator. A number of
parameters may be used, e.g. pressure, pulse, light, temperature, motion, sound,
humidity, speed, acceleration, etc. The actual sensor readings may be converted by
an ADC in the case of an analog input signal.

• Computation - A modest embedded microcontroller with limited capabilities to
process received readings and performing communication with the outside world. It
can be an embedded processor for application and protocol stack, or a configurable
processing module optimized for intensive operations.
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• Communication - A node must have the means to perform wireless communica-
tion, both to neighbor nodes scattered in the surroundings and/or to base station
transceivers. The range can be from meters up to kilometers. Wireless communi-
cation connects the node to other nodes, and to networks by e.g. optical and radio
communication. Often used is a low-power radio in the ISM band.

• Power Unit - This last block illustrated in the figure supplies power to the entire
embedded system by small batteries/capacitors.

The sensor and actuator node has many sources of constraints as mentioned in Sec-
tion 2.1. For example, limited processing power, physical size of the node, and cost are
some of the characteristics that nodes share. Another important constraint is the energy
source. Directly having an impact on the lifetime of the node is the energy consumption,
and the lifetime depends on the energy budget allocated for the above tasks. Depending
on the application area, the lifetime of the system varies, but nevertheless, low-power
consumption is a desired property. Often batteries are used as energy source (which do
not follow Moore’s law), hence energy harvesting methods and energy-efficient operations
are envisioned to ensure node lifetime [15]. Often, the energy consumption depends on
hardware components, thus the interaction between software and hardware is essential
e.g. turning off hardware components by software control to save energy.

2.3 Wireless Networks

With the evolution of various wireless communication standards (e.g. WiFi, Bluetooth,
and ZigBee) sensor and actuator devices are no longer restricted to be attached in a wired
network. With wireless nodes, cost savings opportunities are due to decreased amount
of cables required. Another benefit is the possibility of placement of wireless device
in machinery that cannot be monitored with a wired system e.g. rotating machinery,
temporary applications, and mobile applications [16, 17]. In this section, we briefly
discuss wireless network models (with technologies depicted in Fig. 2.3), which could
serve as a basis for future wireless networking nodes. Wireless networks can generally be
classified into wireless local area networks (WLANs), cellular networks, and a number of
short range wireless networks [18]. While WLANs have been focusing on high-data rate
and relatively long-range applications enabled by centralized wireless networking in e.g.
the office environment, short range wireless networks mainly target low data rate and
short-range applications.

2.3.1 Cellular networks

The most common cellular network is the mobile phone network, where geographic regions
are divided into cells. Mobile phones connect to it by searching for cells in its immediate
vicinity. Typically, mobile phones initiate a call or receive a call from a Base Station
(BS), with antennas located in radio towers or buildings. Major benefits include good
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Figure 2.3: Co-existence of wireless technologies.

coverage, capacity, and roaming services. This means that subscribers can use their
phones all over the world (if the network operators offer roaming services). Modern
cellular technologies include Global System for Mobile Communications (GSM), General
Packet Radio Service (GPRS), Enhanced Data rates for GSM Evolution (EDGE), and
Universal Mobile Telecommunications System (UMTS). As of today, a mobile phone
might be used to convey more than voice traffic. As such, color screens and additional
functions put increasing demands on the devices’ power consumption.

2.3.2 Wireless ad hoc networks

A definition for ad hoc networks (or infrastructureless) is the ability to establish a connec-
tion without the need for a base station. One simple example is a peer-to-peer network,
with two people with laptop computers supporting IEEE 802.11 Wireless LANs [19] and
wish to exchange e.g. files. In such networks, devices do not have a priori knowledge
of the network topology around them (if ever present). As such, intermediate devices
participating in the ad hoc network might accept to forward messages on behalf of other
devices forming the network topology and routing infrastructure in an ad hoc fashion.
An ad hoc network is typically associated with wireless links, thus creating a wireless ad
hoc network. Moreover, nodes might be (though not necessarily) mobile, hence network
self-configuration and adapting are key requirements, and routes between nodes may
potentially include multiple hops. In such environments, where users are free to move
around arbitrarily causing links to appear and disappear dynamically, much effort is spent
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Figure 2.4: A field of networking nodes connected to the Internet.

evaluating e.g. packet loss and the efficiency of different routing protocols [20]. Typically
the standardization of IP routing protocols for mobile ad hoc networks (MANET) is the
purpose of the IETF MANET working group [21]. Although a MANET is considered
an autonomous system of mobile devices, devices may also connect to a fixed network
enabling Internet access. Nowadays, there exists a lot of device with wireless ad hoc
capabilities, such as laptops, PDAs, and hand held game consoles. Again, as for cellular
networks, power consumption is important but has not been considered the main focus
of interest, as human users may recharge the batteries when needed.

2.3.3 Sensor networks

For the last decade, a great deal of interest has been targeted large-scale wireless sensor
networks (WSN). These large-scale networks are expected to grow to a large number
of nodes (thousands) [22, 23, 24]. A benefit from deploying wireless sensor networks
is the strength of collaborative effort to provide higher quality measurements, deployed
very close to the phenomenon. One of the most challenging requirements is the power
consumption. Often nodes are deployed without a support infrastructure, with only a
finite energy source typically from a battery. Also the scale and deployment in hostile
environment may prohibit periodic recharging or replacement of battery.

Fig. 2.4 shows a typically field of sensors in a WSN. Nodes may form clusters, where
data from multiple nodes are aggregated before transmitted to a centralized location (sink
node(s)). In general, the common view of the WSN is that the individual node might
not be important (or at least less important). Instead, it is the collaborative effort that is
important when multiple nodes communicate with each other, and often the phrase the
network is the sensor is used. Internally in the WSN, routing may be performed based
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on data instead of traditional Internet address-centric networking. The sink node may
also act as a gateway, as depicted in the figure, connecting the WSN with the Internet.
In this scenario, the gateway acts as a processing center/protocol converter and bridges
the gap between internal (i.e. WSN) and external (e.g. Internet) interaction semantics.

2.3.4 The wireless PAN

The IEEE 802.15 Working Group develops Wireless Personal Area Network (WPAN)
consensus standards to link pervasive computing devices for short distance wireless net-
works. The characteristics of a wireless PAN include short range, low-power, low-cost,
small number of devices, and the ability to communicate between devices within a per-
sonal operating space [25]. Within the working group, a number of task groups exist.
For example, the Task Group 1a (TG1a) within the working group developed a standard
for wireless personal area networks adapted from the Bluetooth specification [26]. Other
task groups include High Rate WPAN (HR-WPAN) and Low Rate WPAN (LR-WPAN)1

[28, 29]. In an office environment, a WPAN could be used to interconnect computing and
communication devices e.g. stationary workstations and handheld devices. Likewise in
the home, the cable-free WPANs can be used to interconnect and link appliances and en-
tertainment systems that are distributed throughout the home, thus reducing the myriad
of cables often existing in a home network.

2.3.5 Concluding remarks on Wireless Networks

Similarities exist in the different network models, however there are some differences
including [22, 24, 23]:

• Scale - The potential number of nodes in a wireless sensor network is of the order
of magnitudes larger than anticipated in a MANET, and may consist of hundreds
to thousands of nodes and designed for unattended operation.

• Energy - Nodes in a WSN have severe power constraints and might be placed
in hostile environments and hence physically unreachable. Possibly, nodes might
utilize energy harvesting techniques for self-power. Energy consumption in a mo-
bile ad hoc network is of secondary importance as the battery packs often can be
replaced/re-charged as needed by human users.

• Mobility - The nodes in a WSN are generally stationary after deployment. Of
course, even if the nodes are initially considered being static, they must cope with
some degree of mobility in the case of accidentally being moved. For example nodes
placed in the forest may be moved by animals, rain, or wind. Nodes, both sender
and receiver in a MANET can be considered to be highly mobile moving around
arbitrarily.

1ZigBee [27] is set of high-level communication protocols based on the specification produced by the
IEEE 802.15.4 taskgroup.
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• Location - The users might be very far away from the nodes in a wireless sensor
network, whereas a user with a PDA can be considered to be very close to (or
actually participating) in the mobile ad hoc network.

• Failure - In both cases, the topology might be very dynamic. In a WSN, the
individual nodes are not important. Sensor nodes are prone to failure due to lack
of energy, obstructions in the environment, and e.g. simply mechanically broken.
The failure of a single node should not affect the overall task of the sensor network.

• Sensing - Nodes in a WSN are focused on a particular application, e.g. monitoring
events in the physical world and performing the task over and over again, whereas
ad hoc networks are mostly constructed for communication between users.

• Communication - Nodes in a WSN mainly use broadcast communication paradigm,
where most ad hoc networks are based on point-to-point communication.

The use of a base station or gateway in a MANET is not required by definition, since the
MANET can be an autonomous system of mobile nodes, with no hierarchy, and operating
in isolation [20]. However, Internet connectivity is a primary application driver and hence,
some kind of infrastructure support for mobile nodes in a MANET is considered necessary
and connectivity may be achieved using mechanisms such as the Mobile IP [30].

To conclude this section concerning various wireless communication standards, we
note that connecting networking nodes into a system of embedded nodes does not neces-
sitate the usage of a single wireless technology. Networking nodes may require a hierarchy
of nodes starting from low-level (specialized) nodes towards high-level storage and pro-
cessing nodes. Interconnecting those nodes may be performed as depicted in Fig. 2.5 in
a tiered architecture [23, 31].

The background of this tiered architecture is the result from the tradeoff of e.g. power
consumption vs. range. At the lowest level, nodes may use available LR-WPAN technol-
ogy, with the lowest power consumption, but also the shortest range. At the other end of
the hierarchy, long range wireless connectivity might be achieved using GSM/GPRS. In
Table 2.1, the current consumption is presented for a number of commercially available
wireless modules for this hierarchy2.

The radio technology used in this thesis is Bluetooth. For a number of years, it is a
widespread and adopted communication standard and enables interoperability and ease
of deployment with existing devices, such as mobile phones and access points. It is widely
supported by telecommunication, PC, and consumer electronics companies. Bluetooth is
a wireless ad hoc network concept originally developed to eliminate the cables between
devices. Due to Bluetooth’s design specifications of low power, low-cost of deployment,
and global operation in an unlicensed frequency band, it is possible for creating WPANs
globally in various environments. Bluetooth provides ad hoc configuration of piconets,
where one device in a piconet acts as a master and there may be up to 7 active slaves.

2Current consumption values, for wireless technologies in Fig. 2.3, obtained from manufacturers’
datasheets.
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Figure 2.5: A field of networking nodes connected using multi-technology.

The piconet master is a device in a piconet which clock and device address are used
to define the piconet physical channel characteristics. Each piconet has only one single
master and slaves can participate in different piconets on a time-division multiplex basis
(forming a scatternet). At any given time, data can be transferred between the master
and one slave. The master switches rapidly from slave to slave in a round-robin fashion.
Note that a master may also be a slave in other piconets. Bluetooth supports three power
saving modes in which device activity is lowered; hold, sniff, and park. In parked state
(occasionally listening to the master for synchronization and broadcast messages) the
device is still synchronized to the piconet but does not participate in the traffic. In this
mode, the number of slave devices can be much larger and the master device can bring
slaves into active status at any time3. In the sniff mode, a slave’s activity is reduced in
the piconet (reducing its duty-cycle). In hold mode, the link is inactive for a specified
hold time for which no data is transmitted. When in hold mode, the device may be part
of another piconet.

Commercial Bluetooth solutions are available as fully self-contained transceiver mod-
ules and designed to be used as add-on peripherals, often implementing open interface
standards. The modules feature an embedded CPU, on-board memory, multiple pro-

3However, a slave can request access to the channel known as slave-initiated unparking.
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Table 2.1: Current consumption for commercially available modules.

Technology Current con-
sumption (mA)

Manufacturer/Module

IEEE 802.15.4 20 Texas Instruments Inc. ZigBee-
ready RF Transceiver [32]

IEEE 802.15.1 50 Mitsumi Electric Co. Bluetooth
module [33]

IEEE P802.15.3 227 Freescale Semiconductor Inc.
UWB [34]

IEEE 802.11b/g 227 Conexant Ultra-Small WLAN
Single Package Radio [35]

Wide area 250 Round Solutions Ltd. M2M
GSM/GPRS module [36]

grammable I/O pins, and the radio circuit. The modules offer a generic Host Controller
Interface to the lower layers of Bluetooth protocol stack while the higher layers of the
protocol and applications must be implemented on a host system. The IEEE 802.15.1
standard specifies the architecture and operation of Bluetooth devices at the lower layers
(physical and medium access control). Higher protocol layers and applications defined in
usage profiles are standardized by the Bluetooth SIG.

2.4 Hardware Platforms

A sensor and actuator network is a deployment of small and inexpensive nodes, and as
mentioned, the fundamental operations are sense, actuate, compute, and communicate
with other devices. There has been a dramatic increase during the last years in the
number of hardware node platforms available, developed to accomplish the above tasks.
They all range from small specialized low-power devices with limited capabilities to larger
nodes with good means for e.g. computation and communication.

Nodes, either in development and/or commercially available are for example Sensorian
WINS NG 2.0 [37], Rockwell WINS 1 [38], COTS motes [39], Mica node [40], BTnode [41],
Mulle [42], iBADGE [43], MANTIS Nymph [44], Atlas [45], Intel Mote [46], Telos [47],
Phidgets [48], Cyclops [49], WiseNET [50], BT sensor [51], WACNets [52], IP-sensor [53],
ESB-ScatterWeb [54], and Eco [55] to name a few4. Many of these hardware platforms
have been manufactured, commercialized, and sold by e.g. Crossbow Technology, Inc.
[57], ScatterWeb GmbH [58], Pervasa, Inc. [59], and Moteiv Corporation [60].

One of the first examples of specialized sensor nodes is the LWIM (Low Power Wire-
less Microsensors). In the early 1990s’, UCLA (together with Rockwell Science Center)

4Comparison and surveys can be found in e.g. [31, 45, 56].
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launched the LWIM project with the goal of making completely autonomous nodes [61].
The LWIM intelligent node was targeted to integrate MEMS (Micro-Electro-Mechanical
Systems) sensors, power, processing, and communication into a cubic centimeter volume.
During the following years, a number of prototype systems (LWIM-nodes) was developed
and demonstrated, primarily in a military context [62]. The LWIM project evolved later
on into the WINS (Wireless Integrated Networked Sensors) project targeting a broader
area of applications (not only military) [63]. The goal of WINS was to provide a dis-
tributed network of sensors, accessible over the Internet, that were deeply embedded in
equipment, facilities, and in the environment. One of the key concepts was the identifi-
cation of local processing of signals, or “local intelligence” to decrease the use of wireless
communication. Linking the sensor networks with the Internet is performed by devel-
oping Internet gateways (WINS gateways). The WINS gateways provide support for
the WINS network and access between conventional network physical layers and their
protocols and between the WINS physical layer and its low-power protocols.

Some years after the initializing of the LWIM project, the well-known Smart Dust
project was initiated [64]. The goal was to make cubic millimeter autonomous sensor de-
vices. The motivation for the project was to explore the limits of system miniaturization
making it possible to deploy a massive network of sensors. Important factors considered
were e.g. the cost of the devices, power consumption, and size. The small sensor de-
vices (or motes) were projected as small computing devices having the ability to senses,
signal-process, ability to communicate, and being self-powered and all this functionality
integrated into the same package. To demonstrate the concepts of Smart Dust, some
prototypes were developed and demonstrated [65, 66]. The nodes were manufactured
using ASICs and powered by a solar cell array, thus they were self-powered. Clearly,
targeting the limits of system integration as in the Smart Dust project does take time.
Let alone, the turn around time from tape out of an ASIC until the chip is fabricated is
in the order of months. To test basic Smart Dust functionality, a number of prototypes
of larger platforms were designed and developed at UC Berkeley [39]. The prototypes,
commercial off-the-shelf (COTS) Motes, were originally designed for Smart Dust but
made of standard components, such as commercial microcontrollers, batteries, sensors,
and communication components. One motivation was to demonstrate the idea of having
a single microcontroller for all tasks, such as sensor data acquisition and radio protocol
processing. A number of nodes were developed (e.g. RF Mote, weC, Rene, and Dot
Motes), and finally the series of well-known Mica Motes (Mica, Mica2, Mica2Dot, and
Mica-Z ). The Mica motes are mainly shipped with an AA form factor size, and have been
delivered to many universities to be used as their primary research platform in the areas
of wireless sensor networks (WSN). Motes are currently the de facto standard platform
for sensor networks. Although the Mote was primarily developed for use in wireless ad
hoc networks for applications such as remote monitoring, researchers in many unrelated
areas have used Mote primarily for its commercial availability and its ability to integrate
numerous sensors into a system.

A single-chip mote implementation (Spec 2004) resulted from analyzing the Mica
Mote platform [67]. The Spec node is not made up form COTS components, instead it
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is a mixed-mode ASIC (fabricated in a .25 micron process) and has processing, memory,
8-bit AD converter, and RF communication integrated into the single chip. The Spec
measures roughly 2.5 mm on each side. On chip, there is a RISC microcontroller as well
as hardware communication accelerators for off-loading the main CPU. The hardware
accelerators include blocks for e.g. synchronization of the in-coming bit stream from the
radio module, encryption of the communication, and DMA-like transfer of data to/from
the on-chip memory system.

Another interesting and well-known sensor and actuator node is the iBADGE [43]. At
UCLA, the Smart Kindergarten project was initialized with the motivation of exploring
new applications for wireless embedded sensor technology [68]. As an application area,
they focused on the developmental problem-solving environments for early childhood
education. By adding wireless sensors in the environments, the intention was to capture
the interaction between the kids, teachers, as well as other “classroom objects”. The team
developed the iBADGE platform to be worn by the kids during the day. The platform is
a wireless unit with a wide variety of sensors and actuators on-board, e.g. light sensor,
magnetic field sensor, pressure, accelerometers, humidity, microphone, and loudspeaker.
One microcontroller is used for interfacing some of the sensors as well as the Bluetooth
module, and a DSP is used for processing of received speech data. The board measures
47×68×7 mm and application access to nodes (for configuration or collecting data) is
done through a middleware infrastructure [69]. The middleware implements Jini network
technology concepts e.g. the advertising of a new sensor node as they are detected on the
network. The wireless communication between the iBADGE nodes and the middleware
is over Bluetooth radio through the use of base stations. A power management and
tracking unit is incorporated for the future research and development in different power
saving schemes to prolong battery lifetime.

Finally, a sensor node developed at ETH Zurich (Swiss Federal Institute of Tech-
nology Zurich) has drawn some attention. In order to focus on applications to be used
in wireless sensor networks, the BTnode [41] was developed and the BTnode team em-
phasizes the drawback of having a stationary gateway. Instead, the BTnode may use
Bluetooth enabled mobile phones or Personal Digital Assistants (PDAs) for high mobil-
ity to gain access to a backend server. As the name implies, the BTnode is equipped
with a Bluetooth module, but also with an additional Chipcon low-power radio. Both
radios can be operated simultaneously, or switched off to conserve energy. One purpose
of having two radio modules is to have one (the less power consuming, and in this case
the Chipcon RF transceiver) acting as a wake-up radio. When needed, the Bluetooth
module is switched on e.g. when more bandwidth is required. The form factor of the
node is of 2xAA-battery size, where the PCB measures approximately 60×30 mm. The
BTnode houses no sensors; connectors are used to attach the application-specific sensor
to be used.
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A straight forward comparison between the different nodes is not fair, or even appro-
priate. Referring to Table 2.2, the presented state-of-the-art platforms merely illustrates
the plethora of different nodes used to conduct experiments, gain knowledge in, explore
proprieties of, and to test and developed theories for ideas related to various aspects in
the realm of wireless networking sensor and actuator nodes. They simply have different
target areas and research focus e.g. a Smart Dust node is envisioned to last for a very long
time, using self-powering techniques whereas an iBADGE node is sufficient to last for a
child’s day at the kindergarten. The iBADGE has a plethora of sensors (and actuators)
attached in a network of homogenous devices, e.g. indicated in the table by the feature
of having integrated sensors on board. Other nodes often have a generic interface to
sensors, with a range of available I/O’s. Generic interfaces make it possible to construct
heterogeneous networks. Some nodes are specifically engineered for the application, for
example a vision sensor for wireless sensor networks that performs local image capture
and analysis [49]. Major efforts to build wireless sensor networks specifically for mili-
tary applications have been reported [70]. One example is a group of cooperating sensor
devices to detect and track the positions of moving vehicles in an energy-efficient and
stealthy manner. Others present architectures for low-cost industrial or home applica-
tions that is web enabled [51]. The wireless communication technology that is used also
diverges, from doing MAC and baseband processing in the host microcontroller to the
use of external modules. Others develop their own, justified by the reason that available
hardware platforms simply are not adequate for their target application area [45].

2.5 Embedded Internet Systems

As mentioned, embedded systems are in general designed to do some specific task, rather
than be a general-purpose computer for multiple tasks. In the scope of this thesis, we
regard the node as an embedded system, and add networking communication capabilities
in form of IP, thus the Embedded Internet System (EIS) is our networking sensor and
actuator node. Since our EIS generally has no user interface (physically located) on
the node (with the exception for simple LEDs in some applications), one advantage is
clear. By providing e.g. a web interface over the network connection avoids the cost
of a sophisticated display and yet provides complex input and display capabilities when
needed.

As mentioned before, a wireless sensor network (WSN) is typically connected to a
back-end infrastructure system for storage of data as well as providing an interface for
remote users. This interface is often provided by the means of IP, e.g. in [71] where remote
users could monitor and analyze data from a long-term monitoring of a seabird nesting
environment. Explicitly stated was that the sensor networks must be accessible via the
Internet, as an essential aspect of habitat monitoring applications is the ability to support
remote interactions with the in-situ network. However, this approach involves developing
proprietary solutions on the gateway or base station to bridge between the sensor network
and the public Internet. On the contrary, using IP in the sensor and actuator network
makes it possible to connect nodes directly to IP-based network infrastructures.
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The papers included in this thesis presents the concept of running the TCP/IP suite,
like nodes in a MANET with IP connectivity, but on nodes with limited resources as
wireless nodes in a WSN. The main objectives for the approach were to explore the
possibilities of connecting the internal network (i.e. a number of nodes connected in an
ad hoc fashion) with the external network (i.e. the public Internet) without the need
for proprietary solutions running on gateways or base stations. However, the approach
has some issues needed to be addressed. First is the argument of memory footprint, and
it has been argued that a networking node (having the limited computation, memory,
and communication resources) is precluded from the use of the heavyweight networking
protocols [38, 72, 73]. It is true that the components assembled on the EIS hardware
platform incorporate the use of more powerful components, as seen in Table 2.2. The
microcontroller has more embedded memory (a factor of 2 in code-memory and up to a
factor of 5 for RAM when comparing with the frequently used ATmega128L). However,
it has been shown that the TCP/IP protocol can be run on small COTS devices (similar
as those previously presented) [74]. The second point is more related to the fundamental
characteristics and operation of IP. Issues like address centric addressing/routing, end-
to-end retransmission, and header overhead are identified problems [75, 76].

In the conventional (TCP) end-to-end retransmission-based scheme, the sender is
responsible for retransmitting a lost packet. In WSNs, this may lead to waste of scarce
resources in terms of energy since the mechanism for reliability is inherently energy-
draining (requiring all intermediate nodes in the multihop path to be part of the process).
Moreover, the congestion control in MANETs causes performance degradation in terms
of lower throughput (since TCP assumes a congested network when packets are lost). To
address this, proposed solutions can be found e.g. addressing end-to-end retransmission.
For example in [75], a scheme is presented where the intermediate nodes cache TCP
segments and perform retransmission on behalf on the source (and destination) in case
of packet loss. A similar concept can be found in [73]. However, the caching in the
proposed solution is not done in the sensor network; instead a proxy (essentially a base
station between the WSN and the Internet) is used. Likewise, addressing and routing
proposals can be found in [77] (e.g. constructing an IP address based on the nodes’
physical location). Finally, the general notion of header overhead is a well-known fact,
and when transmitting only a few bytes the resulting header overhead is significant. To
remedy this, header compression is a well-established technique to reduce the header
overhead. However, header compression has traditionally been focused on compression
over one resource constrained link [76, 78]. As a consequence, compression over several
links has recently been initiated targeting resource constrained nodes [76].

Our Embedded Internet System (presented in the papers included in this thesis) may
either operate as a stand-alone node, or with other EIS devices in a network. A stand-
alone EIS node does not necessary implies isolated, but is normally connected to an
appropriate network. When attached to a network, other devices (e.g. EIS nodes) may
connect and share resources (typically an Internet connection). The target applications
have modest requirements on the number of inputs; hence the typical scale of the network
is relatively small. This implies that the above requirements for utilizing the TCP/IP
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suite for our lightweight nodes are more relaxed. For instance, the network formation
created by the EIS nodes covered in the included papers concern (Bluetooth) point-to-
multipoint applications5. As such, the EIS nodes can leverage Internet standards already
proven to be an effective means of communication. For example, address allocation is
performed by utilizing well-known mechanisms in DHCP or PPP-IPCP by re-using a
subset of the IPv4 address space [82, 83, 84]. If no such service is available by peer
nodes (i.e. address configuration information may not always be available), the fallback
solution performed by the EIS nodes is to configure the interface with a link-local address
within the 169.254/16 prefix6 [85]. An example application could be when the EIS nodes
collaborate in an isolated network, where no external connection to the global Internet
exists but still, IP connectivity is desired.

In addition, the master-slave topology in Bluetooth piconets dictates that intra-
piconet communication between slaves is driven by the master node. Thus, no routing
protocol is needed since EIS slave nodes only have one interface (towards the master).
On the EIS master node, the scheme is similar. The master node has full control of
the intra-piconet interfaces, all allocated by the master from the same subnet. Also as
mentioned, EIS nodes allocates addresses from a private address space, thus outbound
traffic is translated by de facto techniques by the master node [86]. Finally, implemented
on the EIS nodes is the option to compress TCP/IP headers when needed [78].

In our work, we acknowledge the hierarchy as presented (the tiered architecture in
Fig. 2.5), with nodes with ranging capabilities that can be interconnected over different
links. A device that is intelligent and accessible over the Internet opens new possibilities
for system fault detection, control, maintenance, remote monitoring, and support [17, 53,
51, 87]. It is possible to attach a wide variety of different sensors to a node, creating a
system of heterogeneous devices with an interoperable networking technology. To enable
this, we assign a dual-role of our embedded Internet nodes (as presented in the included
papers), with each device capable of finding appropriate peer device to connect to, as
well as sharing resources for devices in radio proximity searching for network connectivity.
The ubiquitous nature of IP networks allows the use of existing infrastructure; hence the
nodes will be able to obtain access to the Internet virtually anywhere. Nodes may use
the widespread telecom network (e.g. provided by Bluetooth enabled mobile phones). As
such, we can create an ad hoc network of heterogeneous devices. By utilizing IP based
technologies that already exist, well-known and proven to be working, EIS nodes are able
to interoperate with a large number of devices.

5Detailed inter-connected piconets (scatternet) formation was left open by the Bluetooth specification.
As a result, a number of various protocols have been proposed targeting routing, power consumption,
and scheduling mechanisms for Bluetooth scatternets [79, 80, 81].

6A link-local address is only valid for communication with other devices connected to the same
physical or logical link.
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2.6 Industrial Networks

2.6.1 Fieldbuses

One area where a large number of devices need to interoperate is in industrial control net-
works, and networking sensors and actuators is of great interest to the industry. In every
step of the evolution, as presented in Section 2.2, the control process (the control-loop)
has moved closer to the devices. In many production facilities of today, the connection
scheme of sensors and actuators has emerged, as mentioned, into bus-based systems from
the traditional point-to-point methodology. Older interface standards, such as current
loops, provided the means for sensing and control information to leave and reach the
sensor or actuator providing a single dimension of the measurements. With the develop-
ment of digital control and microprocessor systems in the 1980’s, a number of industrial
networking (fieldbus) technologies emerged. The networking technologies simplify the
wiring required for data and control signaling due to the digital communication shared
by multiple devices on one single wire. A fieldbus is a digital, serial, bi-directional, and
multidrop communication link. The common meaning is to link field devices such as
controllers, remote I/O’s, sensors, actuators, field controllers, and internetworking com-
ponents [88]. Each field device could have modest computing power, thus each field
device is able to execute functions like diagnostic, control, maintenance functions, and of
course, the ability to communicate with other field devices. As a result, the field device
can report e.g. failure of the device or alert if manual calibration is required. This also
enables the ability to perform control that is distributed, into the field devices, rather
than having a central controller. This non-controller-centric architecture is referred to as
Field Control System (FCS) [89].

Many fieldbuses have existed at various times in history. Today, a number of protocols
in various levels of hierarchies are developed for a broad spectrum of industries, providing
varying degrees of functionality and after great effort [90], standardization attempts lists
a number of different fieldbuses [91]. A hierarchical system of the FCS architecture with
devices is shown in Fig. 2.6, where different technologies are integrated. The sensors and
actuators may be distributed geographically and connected with various technologies,
e.g. at the lowest level, up to 62 “simple” slaves may be attached using the ASi standard
[92]. A fieldbus network only handles one single protocol, and in order to link to different
subsystems it may be necessary to support more than one protocol. Connection to higher-
level fieldbus standard systems is made by using fieldbus gateways, or linking devices.
The linking devices are communication devices offering translation or protocol conversion
between the e.g. host systems and local fieldbuses.

2.6.2 Fieldbus, Ethernet, and Internet

Integrating a large number and various legacy equipment and fieldbuses requires the
bridging of different fieldbuses to each other. Adding to this is the widespread use of
Ethernet [93]; hence there is an interest in the use of Ethernet as the link-layer protocol
with one of the higher-layer fieldbus protocols as the application-layer. Ethernet has been
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Figure 2.6: Hierarchical interconnections of fieldbus technologies.

widely adopted in the office environment, and the Ethernet technology has been adopted
to connect industrial automation control networks from the factory floor to enterprise
level [94, 95, 96]. On top of Ethernet, a number of industrial application layer protocols
(in turn on top of IP/TCP/UDP) for industrial automation applications exist [97]. We
can also find examples of Ethernet and TCP/IP down to sensor level. Initial issues in
terms of determinisms and robustness might be resolved with the use of switches (instead
of hubs), full-duplex operation, and faster Ethernet [98].

The usage of Ethernet is appealing for a number of reasons. One is the similarity with
communication systems implemented at the higher levels with the use of IT utilities for
services and diagnostics. Others are short cycle-times due to high transmission speeds,
large availability of chips implementing the Ethernet protocol, and the ability to use
standard products such as access points, routers, switches, and cables [96]. However,
the use of Ethernet devices is not for free. One example is that the network topology
are different, where fieldbus devices are connected over a bus structure and adding e.g.
Ethernet switches seems like taking a step back again to a star-like topology. This
requires installing more cables in a star network topology instead of a bus like structure,
something fieldbuses were supposed to remove [97].

2.6.3 Wireless Fieldbus

With the advent of widespread wireless communication standards, distributed ad hoc
systems are becoming feasible. Numerous examples can be found where adopting existing
standards-based wireless physical and data link layers, and on top utilizing the existing
wired fieldbus application layer, even at the lowest level of factory automation systems
[52, 99, 100]. Often, there is a need for a co-existence of existing wired fieldbus network,
and an extension e.g. in the case of adding a wireless system to an existing (wired)
installation. One example of such a hybrid network is an unmanned container transporter.
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In this example, a mobile wireless system with a central elaboration unit collects data
from wired sensors and then communicates with another station by means of wireless
communication. The second station, in turn, utilizes a protocol converter to translate
between different protocols [101]. However, wireless communication implies a number
of issues to consider in a wireless fieldbus system, e.g. security (e.g. eavesdropping),
reliability (e.g. channel errors), and timing requirements to name a few [102].

2.6.4 Smart Sensors

As we seen, several communication networks are, in general, used throughout the indus-
try, along with a myriad of industrial sensors and actuators. Using the same technology
during the installation simplifies deployment, however this places the installation base
fixed to the manufactures of the devices. This, in turn, requires that end-users must use
the same manufactures if future expansion is needed and to ensure compatible operation
between the devices. Likewise for the manufactures point of view, the problem is the
large number of networks on the market. Adapting products to make unique sensors and
actuators to cover the range of protocols is extremely costly.

More than ten years ago (1993), the IEEE and the National Institute for Standards
and Technology (NIST) launched the development of the Smart Transducer Interface
Standard, IEEE 1451 [103]. The objective of the standard is to simplify the complexity in
establishing communications between networks and transducers. The word smart is used
to refer to sensors and actuators with a certain level of performance beyond simple data
input and output. Hence, it is a device that processes its own acquisition and conversion
of data into a calibrated result according to the units of the physical attribute being
measured. The goals of the specifications are to separate the design of the sensors and
actuators from the networking controller, and to make the network protocol transparent
to the transducers. The envisioned benefits are many, e.g. enabling full plug-and-play of
sensors and networks in the industrial environments and lower the total system cost by
simplified wiring. Moreover, the communication of messages is in standardized digital
format enabling self-identification/configuration/calibration, and finally, the possibility
to interchangeably use sensors and actuators from different manufacturers.

The functional blocks and interfaces from the series of standards are illustrated in
Fig. 2.7. In the figure, the Smart Transducer Interface Module (STIM) is the remote,
networked, (and smart) transducer node. The node has support for up to 255 channels,
and is defined as smart by the use of a machine-readable transducer electronic data sheet
(TEDS). The TEDS can reside in embedded memory (within the transducer) and contains
information about the sensors and actuators attached to the STIM. Alternatively, a
virtual TEDS can exist as a separate file, resident in the local system or downloadable
from the Internet. The STIM is controlled by an NCAP (i.e. a microcontroller), which
mediates between the STIM and the control network and may provide local intelligence.
The communication between the STIM and NCAP is over 10-wire serial I/O bus (TII
interface in the figure). As of today (2006), four standards have been approved from
the IEEE P1451 family while others are still work in progress [104, 105, 106, 107]. For
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example the proposed wireless sensor communication standard IEEE 1451.5, or “dot5”,
addressing the integration of sensors with various wireless communication protocols such
as 802.11, 802.15.4, and Bluetooth.

Numerous presentations and related work in progress has been performed demon-
strating the integration of e.g. industrial sensor networks with the Internet, both wired
and wireless. For example, different client-server architectures where sensors are con-
nected by RS232 and IEEE-488 to an instrument and measurement server are presented
in [108, 109]. Several implementations of the aforementioned IEEE 1451 standard e.g.
showing a temperature sensor accessible from public Internet through a corporate web
server is shown in [110, 111]. The node is either interfacing Ethernet or RS232 to a nearby
PC. Another is the NIST developed framework of Internet based condition-monitoring.
In this scenario, sensors and actuators are connected over an Ethernet control network
and a TCP/IP gateway [112], where ASCII-messages are converted into internal commu-
nication messages. In [113], a CO2 monitor is connected by RS232/RS485 to a server,
bridging the sensor and Internet. Finally, an application including a pressure analyzer is
presented, where clients may access a sensor group by the use of a standard web browser.
Users download an applet, which provides the GUI and communication with the sensors
[114]. However, the network configuration and requirements is unclear in terms of where
web pages and applets are located, as well as how to find appropriate sensor nodes.

2.7 Power Management

As mentioned, the goal with wireless networking sensor and actuator nodes is per se to
have a network of devices operating autonomously, possibly left unattended in remote
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and hard-to-reach locations. Depending on the activity of the node, the lifetime may
only be a couple of days if no power management scheme is used. In addition, many
devices run on e.g. two AA (or AAA) batteries, thus necessitates an energy-aware design
to ensure the longevity of the networking nodes. The limited capacities of the nodes (in
terms of processing capabilities and memory capabilities) might be for the future only
temporal constraints. However the energy constraints are more severe, due to the slow
progress in improvements in the capacity of batteries [115]. If we refer to our EIS node,
we can find that the node typically uses about 50 mA, in active mode with the radio
on and the MCU fully operational. If we then assume that the node is provided with
standard batteries (e.g. with an estimated 2250 mAh capacity), the lifetime of the node
is only about 2 days. If we want to support smaller dimensions (e.g. using the Varta
LPP402025 with a capacity of 130 mAh), we are down to a node lifetime of at most
only 2.6 hours! As such, we must define a proper power management strategy and select
usable power sources to prolong the nodes’ lifetime.

In order to extend the lifetime of the networking nodes from hours and days to
months (and years), significant research have been performed throughout the community
during the last decade. The target is to increase node (and network) longevity, while
still meeting functional node requirements. At the hardware level, simply adding more
batteries might be possible if the application allows it, and the form factor and cost are
not issues. However, such pragmatic solution and approach is often foreseen as non-
feasible, since eventually the batteries must be replaced. A more attractive solution is to
have the nodes self-powered using energy extracted from the surrounding environment.
Harvesting ambient energy (energy-scavenging) has been envisioned (and required) as
one of the possible energy sources for the nodes [9]. Example of energy sources from the
environment includes solar (cells), vibrations, and acoustic noise.

The power consumption of the networking nodes can be, as described Section 2.2,
divided into the nodes’ tasks of sensing, computation, and communication. The most
commonly used transceiver unit in wireless networking nodes is a radio frequency (RF)
device (although early experiments presented in the Smart Dust project [2] presented
optical communications [116, 117]), and wireless communication is often referred to as
the major power consumer during system operation [56, 118, 119]. To reduce the power
consumption significantly, nodes may turn off their radio most of the time. However,
in this state the nodes are inactive and not accessible. A significant body of research
trade-offs the need for shutting down the radio with adding extra hardware (in terms of
an additional low-power radio) handling low-bandwidth data and network management
traffic [41, 120, 121, 122]. Of course, then the definition of low-power radio is defined by
the nature of the application area and context used, e.g. in [123] the primary radio tech-
nology used is Bluetooth and as low-power radio, a Chipcon CC1000 is mounted on the
PCB. The opposite is applied in [124], where Bluetooth is used as secondary low-power
radio, and an 802.11b WLAN card is used as the main radio. To reduce the power con-
sumption even further, as of today many COTS radio modules and microcontrollers offer
various power saving modes of operation (e.g. sleep). It is also possible to switch off dif-
ferent peripheral functions (e.g. an AD converter), and the external sensor(s)/actuator(s)
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attached to the node.
At the software level, it is possible to control the different sleeping modes, thus creat-

ing a sleep/wake-up schedule (duty-cycling) for the node. For a set of nodes, scheduling
techniques are also used to keep awake the minimum number of nodes to provide the
required sensing coverage. The events to wake up a node can be based on for example a
timer interrupt. A combination of the two (duty-cycle individual nodes being awake for
a percentage of time and scheduling the entire network of nodes) can be very effective,
and the lifetime of the sensor and actuator network can be increased [5]. As such, the
choice of hardware (radio) is important, as it has an impact on the energy consumption
and also on the software design of the system. One of the most important issues has
been targeting to minimize communication, since the radio is a huge power consumer.
We note that however with duty-cycling, it may not longer be seen as the largest power
consumer, since in many applications the communication is intermittent [70]. Neverthe-
less, the communication cost by far exceeds the computation cost available on a node.
In [118], it is reported that the energy cost of transmitting 1 kB a distance of 100 m
is approximately the same as executing 3 million instructions by a 100 million instruc-
tions per second (MIPS)/W processor. Hence the overall goal is to minimize expensive
communication e.g. by

• Filtering - When redundant nodes are deployed, it is possible to use filtering tech-
niques (and data aggregation) inside the network of nodes.

• Routing - Energy-efficient routing in order to maximize the network functionality
by selecting e.g. minimum hop routing, minimum total energy routing, maximum
residual energy routing etc.

• Local processing - Distributing the algorithms for parallel processing offers a poten-
tial energy optimization, however distributing the algorithm itself demands more
messages to be sent due to inter-node communication.

Today, Bluetooth is one of the most commonly used wireless radios, and can be
found in products ranging from mobile phones, PDA, laptops, and workstations. This
widespread usage makes Bluetooth an interesting candidate for wireless networking sen-
sor and actuator nodes. However, often reported criticisms of Bluetooth, and its use, is
the high-power consumption, high cost of maintaining connections, low number of nodes
in a network (the piconet), and it has been reported that: Bluetooth based sensor net-
works could be appropriate for a niche of applications, such as mounted operations in
urban terrain, that necessitate heavy data exchanges during a few critical periods within
a timeframe of up to a week [125]. So the question is: How can we support more (and
other) than niche applications and at the same time, extend the lifetime of the nodes to
more than a week as describe above?

We realize if we duty-cycle the operation of the nodes and schedule nodes needed
to be instantly available, nodes’ operational lifetime will be longer and the number of
application areas will less restricted. Currently, the lowest current consumption on the
MULLE node is 20 μA. The focus in this thesis has not been on defining new algorithms
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or protocols for energy-efficient duty-cycling and scheduling mechanisms. Such examples
can be found in the literature e.g. in [46], where a low-power protocol is presented
sending sleep/wake commands to set the Bluetooth links in hold mode for the Intel Mote
platform. Another scheme is presented in [70], where the selection of which node to act
as a cluster head for other nodes is made locally by each node, based on the residual
energy of the node (where higher residual energy increases the likelihood to become a
cluster head). One problem in the presented solutions is that they are locally based,
meaning that they are suboptimal and there is a lack of knowledge and overall control.

In this thesis, we assume the nodes constantly monitor their power source and perform
actions accordingly based on their residual energy. Currently, the actual remaining energy
is not announced (work in progress). Instead, nodes publish (locally and/or globally) the
energy-level implicitly expressed in an activation schedule. When all nodes publish and
adhere to this activation schedule, we have a scheme that provides us with both local
and global knowledge. For example, the activation schedule can be announced in small
group of nodes explicitly presenting their duty-cycle for a master node, and at the same
time the same information is presented to end-users at a remote location. If we allow
clients with the possibility to alter the activation schedule based on defined metrics (area
coverage, access latency7, etc.) nodes can be switched off and only wake up during well-
defined time intervals, resulting in significant energy savings. Our focus is then on how
this duty-cycle and scheduling scheme (the activation schedule) can be expressed and
presented (both locally and globally) to peer nodes as well as end-users utilizing the
networking nodes. This topic will be addressed in the next section.

2.8 Interoperability

To summarize briefly, we have discussed in the previous sections in this introduction:

• Applications - We introduced different scenarios where wireless nodes are envisioned
to emerge, hence enabling a plethora of new services and applications.

• Stand-alone node - The evolution towards a stand-alone sensor and actuator node
were presented, enabling a flexible and distributed architecture.

• Hardware platforms - We briefly discussed some of the node hardware platforms that
exist to facilitate research and development in the area of wireless networking nodes,
ranging from hardware platforms with integrated onboard sensors and actuators to
stackable designs.

• Wide area access - Different existing (and emerging) wireless technologies to connect
the nodes with the global Internet were presented. In addition, we have shown how
nodes may form an ad hoc network of nodes, in a hierarchical architecture using
multiple radio technologies for the purpose of collaborating and sharing resources.

7As seen, there is a trade-off between how long time the node should be in-active (thus saving energy)
and when the node needs to be accessible.
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• Standards-based protocols - We elaborated on the benefits, and open issues, by
utilizing the well-known TCP/IP suite on the sensor and actuator nodes, thus
achieving connectivity with existing IP-based network infrastructures.

• Digital instruments - Also the progress and different schemes and efforts to achieve
interoperability between devices from different manufacturers in industrial networks
were presented. With standard interfaces, interoperability (and interchangeability)
of devices are established.

• Power management - Finally, the importance of a power management scheme were
pointed out, how hardware characteristics impact the software design of the em-
bedded Internet system.

Hence, it is logic and fair to say that we achieved network access and internetworking
connectivity in a set of senor and actuator nodes deployed in an ad hoc fashion. However,
we still have to ask the question, where are the available nodes, and what can they
do? What is missing is the ability for interoperability on the application-level, i.e. the
capability for the nodes to automatically represent their functionality to other nodes
and end users. Hence, we need a framework for automatic detection of our nodes and
the functionality offered by these devices wherever they are attached on the network.
For example, in order to use Bluetooth and connect two devices, both devices must be
compatible with certain Bluetooth profiles which in turn define possible applications. By
using e.g. the Personal Area Networking Profile (PAN), common networking protocols
(e.g. IPv4) can be encapsulated and transmitted over the Bluetooth link by using the
Bluetooth Network Encapsulation Protocol (BNEP), and the packet format for BNEP is
based on IEEE 802.3. Unfortunately, this does not mean much in terms of application
interoperability, which is the basis of a standardized solution. However, we do have
interoperability between devices from different manufactures, if adhering to the same e.g.
profiles, but using Bluetooth alone does not solve the problem. Devices using Bluetooth
do not inherently understand application data, since no specification of the sensor node
data format (and/or the semantics of the data) exist. Likewise, using (TCP/UDP) IP
as networking protocol over Bluetooth presents similar problems, merely being transport
and networking protocols. Thus, application developers must have prior knowledge of the
data’s meaning and must write hard-coded applications for each scenario; a development
method only sufficient for a small set of devices, and does not scale if we add more and
more devices. We have stated in this thesis the ultimate solution would be that the
devices describe the functionality and capabilities to all users, or applications, that is
allowed access to the specific device. Achieving this enables interoperability in terms of
that users (or other nodes) may select a device based on its functionality, not the specific
(lower-layer) protocol the device supports. We have already mentioned that supporting
multiple protocols for each and every device is extremely costly, hence we need a higher-
layer protocol that can model the functionality and capability of nodes integrated into a
wireless network. If we model the functionality and resources of the nodes as services,
we form a basis for future intelligent sensor and actuator nodes. These services can be
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composed with other services presented by other networking nodes to create high-level
services.

Based in this discussion, we can present the approach taken for the same set of hard-
ware platforms presented in Section 2.4. According to Table 2.3, the trend is to use
components enabling communication with devices from other vendors (i.e. using a stan-
dardized radio). We see, however, that often only the lower layers are supported, still
restricting the devices to interoperate with standard devices. Moreover, providing the
mechanisms for applications to access the nodes based on the features it offers is not cov-
ered by many of the nodes. One recent proposal is to consider the sensors and actuators
as business services, and using emerging technologies similar found in service-oriented ar-
chitectures (SOA) [126]. By proposing a service-oriented device architecture, the device
and control of sensors and actuators are modeled as services and can be accessed from a
wide-range of applications by means of service-oriented architecture mechanisms. These
mechanisms involves the terms service, message, and dynamic discovery and can be cat-
egorized according to functionality; addressing, discovery, description, control, eventing,
and presentation [127]. Clearly, this concept should be applicable when searching for
nodes (where they are) and retrieving information about the nodes (what they can do).

One of the mechanisms in SOA is dynamic discovery, and refers to the ability of
network devices and services to find other network devices and services that are needed
to properly complete a specified task. A directory service may act as an intermediary
between service providers and consumers, where providers register their services with
the directory, and consumers query it to find the appropriate providers. Closely related
to the service discovery is service description. When a service is found, the client may
only have a limited knowledge about the service. For example, if the service found is a
printer, clearly the client might be interested in capabilities such as if the printer is a color
printer, and the physical location of the printer. Another example is if a device announces
a temperature service. In this case, e.g. the range and resolution of the temperature
sensor needs to be described. To support the above simple examples, a service description
format (metadata) is used and typically entities described are service name (e.g. a human
readable string), type, attributes, keywords, and properties. Furthermore, in the service
description, additional information of the methods provided by the service can be found,
e.g. a function prototype. To interact with a device, the client sends a control message to
the device. Clients may subscribe to the device service(s), in order to e.g. receive a change
of the service internal state. Receiving those asynchronous messages (notifications) of a
specific event might be performed by a publish/subscribe mechanism, or by frequently
polling the service.

Service discovery has been found essential for EIS nodes when implementing auto-
matic discovery of the networking nodes, and we have proposed the usage of an emerging
service discovery protocol (mDNS-SD), mainly engineered for zero-configuration environ-
ments [128]. In such environments, the goal is to enable networking that requires zero
user configuration and administration (i.e. techniques that automatically create an IP
network without configuration or special servers). As such, the service discovery proto-
col is an application layer protocol that relies on network and transport protocol layers
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already established in the zero-configuration environment.
We have presented in the included papers the above mechanisms for some of the most

well-known service protocols, which will enable devices to discover and advertise their
services. The approach taken for the higher-level frameworks and protocols are clearly
different. For example in mDNS-SD, the actual invocation of the service is unspecified.
This can be seen as a contradiction, since the point of utilizing a service discovery proto-
col is to enable dynamic applications to be developed. Leaving this area unspecified may
cause havoc, producing applications that are non-interoperable. One the other hand,
by separating the specification of the application-layer invocation from lower-level fun-
damentals (e.g. addressing and discovery) the means for future (and past) innovative
services to be created and deployed are provided8.

However, the usage of the service discovery protocol for the EIS networking nodes
does not preclude the usage of other service-oriented technologies. For example, one
technology initially developed for bridging small, networking, and computing devices
with diverse service discovery protocols, is the OSGi architecture (utilized in the Atlas
framework as seen in Table 2.3)[129]. The OSGi architecture provides specification for a
service gateway, a central connection point that coordinates and enables services across
different device technologies for example connecting multiple services, wide area networks,
local networks, and devices together.

8The word “unspecified” should not be interpreted as non-existing. E.g. when announcing the
(past) service type “http”, it implies that the actual invocation is performed using the application-level
Hypertext Transfer Protocol (HTTP). Likewise, a future service might well be announced using the
service type “ws”, enabling applications based on top of the Web Services technology.
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Chapter 3

EISLAB Platform & Activities

At EISLAB, the development of various applications requires a platform, both hardware
and software, to establish a group of networking sensors and actuators. The vision with
embedded Internet systems (EIS) is to achieve affordable Internet connections on tiny
devices such as sensors and actuators used in e.g. the industry, healthcare, everyday
equipment, and sports. The evolution towards embedded Internet systems has been un-
derway for a number of years, and several platforms for EIS systems have been developed,
including 8- and 16-bit processors with TCP/IP communication over e.g. point-to-point
serial connections, Ethernet, and Bluetooth.

To establish and create a network of interconnected nodes, a number of requirements
must be fulfilled by the nodes. In terms of creating a network of different sensor and
actuators, many nodes are (as described in Chapter II) able to connect a wide variety
of sensors through e.g. expansion headers. This is the approach taken for almost all the
hardware platforms presented. By using a standardized serial communication interface,
a wide range of different sensors can be attached to the (mobile) platforms. Furthermore,
the ability of a node to communicate with other nodes from different manufactures defines
the level of interoperability, both in terms of hardware and software. Embedding Internet
communication capabilities into the device itself, many measurement and control devices
will be given the capability to be remotely accessible without the need for protocol
converters. These devices may range from simple sensors and actuators with minimal
resources, to larger devices with extensive resources available, all accessible over the
Internet.

One application area described in this thesis is remote healthcare, and the benefits
from wireless monitoring in out-of-hospital environments have been studied for a long
time. Some prototype systems have also been developed in the past ([72, 130, 131, 132,
133]). This is one application area where measurements and events in the physical world
produce information that has to be transformed into the digital world. Often, in such
applications the technology must be unobtrusive. In addition, to simplify the deployment
of devices (e.g. due to changing health care needs based on how the medical condition of
a patient progresses) wireless devices and open standards for device communication are

35
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Figure 3.1: The MobiHealth architecture.

essential [134]. As Bluetooth is a widely accepted and rapidly growing wireless standard,
some nodes previously presented (e.g. iBadge, BTnode, Mulle, iMote, BT sensor) using
Bluetooth communication should be able to operate with other devices, as long as the
appropriate profiles are implemented. Based on this discussion, we could formulate the
requirements during the development of our sensor and actuator node (Mulle) presented
in this thesis (Paper E ). E.g. the node should have the capacity to handle analog and
digital I/O, low-power consumption with efficient power-down modes to conserve power,
time stamp events in real time, wireless communication capabilities, and the (physical)
size of the node should be small. According to Table 2.2 in Chapter II, the Mulle platform
is one of the smallest generic COTS node developed.

The result of this thesis was made possible due to the involvement in a number
of healthcare-related projects, and the projects are briefly summarized in the following
sections.

3.1 MobiHealth

The MobiHealth project’s overall objective was to provide added value to eHealth of 2.5
and 3G networks by developing a Body Area Network (BAN) with sensors and gateways
for monitoring and transmission of health related signals to a back-end system [135].
In Fig. 3.1, the MobiHealth architecture is shown. Activities involve the continuous
measurement and transmission of medical parameters, audio, and video to healthcare
providers.

Sensors and actuators establish an ad hoc network and use a mobile base unit (MBU)
to communicate with a back-end service platform over GPRS [136]. In the prototype
system, an HP iPAQ H3870 running Familiar Linux and a J2ME compliant Java virtual
machine, was used as a MBU. The service platform depends on Jini technology and is
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responsible for the BAN management and configuration services. The end-user applica-
tion is a Win32 application that displays the sensor data from sensors used in the BANs,
either online or offline from a data repository by connecting to the back-end system.
The application displays data according to configuration presets. Access to the BAN
initiated from the public Internet is not possible due to the policy of the telecom oper-
ators. Typically, a MBU is assigned a private IP address when establishing the GPRS
connection; hence the MBU initiates the communication with the back-end system. The
back-end system expects at regular intervals a “keep-alive” message from the MBU. If
a message is not received, the representation of the MBU can be deactivated from the
back-end system1. If needed, user-initiated messages to the MBU may be transmitted by
“piggybacking” in the responses of the keep-alive messages that arrive regularly at the
back-end system.

In Paper A, the first step of the concept is presented where a medical sensor is in-
terfaced to a generic sensor node platform, enabling cable-free monitoring of medical
parameters. Two sets of front-ends (i.e. nodes for connecting sensors) were prototyped.
The TMSi (from the MobiHealth consortium partner Twente Medical Systems Interna-
tional) front-end with a number of connectors supporting sensors such as ECG leads,
SpO2 sensor, activity sensor, and respiration sensor. The second front-end is the EIS-
LABs EIS node, connected with a SpO2/Pulse sensor. The communication between the
MBU and the TMSi node is by using the Bluetooth serial port profile, whereas the MBU
and EISLAB node communication is done by using IP over Bluetooth (the LAN profile).
The EIS node was fully integrated in the MobiHealth architecture [137], and in Fig. 3.2,
a snapshot from the end-user application is presented with data from a pulse-oximeter
sensor attached to the EIS node.

3.2 Tryggve

The second project was part of the Tryggve project [138]. Main goal was to develop
a platform for mobile technical solutions with focus on remote measurement of pulse
and movement. The concept will constitute a platform for the continued development of
mobile solutions and contribute to further improving, and reorganization of procedures,
for providing remote medical and nursing services. In the project, both caregiver as well as
the patient (who is to be remotely monitored) should be able to be fully mobile or stated;
“healthcare anywhere and anytime”. The Tryggve project was ongoing in parallel with
the MobiHealth project, and since the mobile node was able to communicate and connect
in an ad hoc fashion using standards-based protocols, the course of action was the process
of using standards-based protocols in the caregiver domain as well. The solution aimed
for the use of a standard web browser, enabling remote monitoring “end-to-end” from
virtually everywhere. To provide the most mobility for patients, the primary objective

1As depicted in the figure, the back-end system implements the JINI Surrogate Architecture. After
a surrogate (the object acting on the behalf of the MBU) has been instantiated and activated by the
surrogate host, the device must guarantee that it is able to perform the exported service, thus the need
for periodic keep-alive messages. Details of the service platform architecture can be found in [136].
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Figure 3.2: Snapshot of stored data from the MobiHealth BE-system.

was to use GPRS/Bluetooth mobile phones as access points for the networking sensors. In
Paper B and Paper C, this idea of using the widespread existing network infrastructures
in order to access nodes is presented. Another objective was also the possibility to use
standard access points connected to a wired network providing Internet connectivity.
Mobile nodes were tested and evaluated by caregivers’ personnel and patients at an
elderly care center during the fall 2003. Results were promising and continuing projects
has been initiated.

3.3 SIV

SIV was a project dealing with cooperation within elderly care with the help of distance-
spanning technology. The background of this project is the large amount of care and
nursing work required in elderly care. The proportion of elderly citizens is growing, and
this means than even more resources are required from the society. Cooperation between
the care and nursing teams in the municipalities and the County Council is especially
important in care of the elderly [139].

From our perspective (EISLAB), further development of our sensor and actuator
node was performed. An assessment based of earlier prototype platforms and experience
with the developed applications (in the previously described projects MobiHealth and
Tryggve) resulted in the new hardware platform used in the SIV project. From a software



3.4. Vasaloppet & Vätternrundan 39

perspective, we initiated the activity of modeling the functionality and capability of the
mobile devices as services. Likewise for the previous projects, the course of action was the
process of using standards-based protocols, suitable for our battery-operated hardware
platform. Finally, for wireless battery operated and resource constrained devices, devices
preserve power through utilization of available low-power modes. In this project, we seek
to integrate service discovery (SD) and power management techniques. In Paper G, one
such integration is presented where an overall architecture is presented incorporating the
ideas of SD and device low power operation.

3.4 Vasaloppet & Vätternrundan

Vättern runt
Under årets cykellopp Vättern runt testade
FOI principerna med att överföra sensordata
till nätet. Uppgifter om puls och position
omvandlades i en server i energiförbrukning
som visades på internet.

GPS-
mottagare

GPRS-
telefon

Bluetoothbox

Puls-
mätare

(a) Equipment carried by the cy-
clists.

FM

GPS-
mottagare

Puls-
mätare

Mobil-
telefon

Mobil-
station

Internet

Bluetooth-
box

(b) EIS architecture.

Figure 3.3: EIS nodes used in Vätternrundan, the largest recreational cycling ride event in the
world. (Illustration courtesy of Martin Ek).

One application area where handheld and small devices may be used for remote
monitoring is in sport events. Throughout the years, we have had the benefit of presenting
the concept of embedded Internet systems during Vasaloppet and Vätternrundan. The
Vasaloppet is the world’s oldest and longest cross-country skiing race, and each year,
15.000 skiers participate in the main event and another 35.000 take part in one of the
other races during the Vasaloppet Week. This year (2006), the Vasaloppet has status as a
world cup competition. The second event was the Vätternrundan, the largest recreational
bicycle ride in the world. By deploying sensor nodes, we allow spectators to follow the
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race in a new way thus making the sport much more spectator friendly. Both activities
involve physical exertion, where heart rate presentation may be used to communicate
exertion which is something we all intuitively can comprehend. In addition, geographic
position enhances the experience for the end-users. In Vasaloppet, the athletes e.g. pulse
and position could be monitored from a web-page (as presented in Paper D), whereas
in Vätternrundan, sensor data was made available on a widescreen in the finish area.
The EIS is depicted in Fig. 3.3. The concept presented of transmitting sensor data
from athletes to the spectators can be considered successful and subsequent competitions
(although not using EIS nodes) included the presentation of data for the TV audience in
national and international broadcasting media.



Chapter 4

Thesis Summary

4.1 Introduction

The intention with this section is to give a brief summary of each paper included in Part
II of this thesis.

4.1.1 Paper A - Mobile Medical Applications Made Feasible

Through Use of EIS Platforms

Authors: Åke Östmark, Linus Svensson, Per Lindgren, and Jerker Delsing
Published: Proceedings of the 20th IEEE Instrumentation and Measurement Technology
Conference (IMTC 2003), Vail, CO, USA, May 2003

This paper presents the first steps towards a generic platform accessible by any (Blue-
tooth) device with a browser. The main achievement was the development of the required
functionality of a minimized Bluetooth stack. My contribution involved tasks needed to
demonstrate the applicability, or more specific, interfacing a Pulse-Oximeter sensor al-
lowing heart rate and blood oxygen saturation values to be transmitted and presented
to devices in close proximity. To monitor the measurements collected from the sensor,
a PDA or laptop was used to search for, and establish a Bluetooth connection with the
wireless platform. When connected, an applet is downloaded from the onboard web
server, providing the graphical user interface for users.

4.1.2 Paper B - A Wireless Network of EIS Devices

Authors: Åke Östmark, Conny Öhult, Joakim Eriksson, Per Lindgren, and Jerker Delsing
Published: Proceedings of the 21st IEEE Instrumentation and Measurement Technology Con-
ference (IMTC 2004), Lake Como, Italy, May 2004

The EIS platform presented in Paper A only implemented the LAN Access Point role
for Bluetooth communication. The LAP role is commonly implemented by devices that

41
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provides access to a LAN e.g. Ethernet. No such service was yet provided by the EIS
platform, but the implementation was necessary in order to establish connections with
the EIS platform and e.g. laptops and PDAs. That kind of devices often implements the
Data Terminal (DT) role of the profile and thus, the LAP was the only viable role in the
profile.

In this paper, the service required by data terminals as mentioned above is solved,
and it is shown that a node may use a standard mobile phone as an access point for
Internet connectivity. A new hardware platform was developed for the MobiHealth and
Tryggve projects and new achievements of the functionality are presented. All sensor
and actuator nodes are capable of running in dual mode, acting as DTs searching for
access points as well as operate as an access point for other nodes.

Public IPv4 addresses are running low, and telecom operators normally assign mobile
phones with a private address at connection establishment. My primarily contribution
in this paper is the architecture presented, and developed, where mobile nodes can be
accesses from the public Internet. When a node has established an Internet connection,
an “Online” message is sent to a public server acting as a host to all mobile nodes. Clients
interested in a specific node access the public host by the use of a standard web-browser.
In addition, it is also shown that despite the limited resources on the nodes, it is possible
to establish a group of networking nodes, thus forming a wireless body area network.

4.1.3 Paper C - Mobile Internet Enabled Sensors Using Mobile

Phones as Access Network

Authors: Jerker Delsing, Per Lindgren, and Åke Östmark
Published: Electronic Journal of Information Technology in Construction (ITcon) Vol. 9,
Special Issue: Mobile computing in construction, August 2004

Invited paper to the “Mobile Computing in Construction” - theme for the special issue
of the Electronic Journal of Information Technology in Construction. In this paper
concepts and applications of mobile computing technology related to the AEC industry is
elaborated and our findings from the preceding work (Paper A and Paper B) are presented
showing the applicability of EIS technology. Moreover, obstacles for the widespread
deployment of mobile sensor nodes are discussed in perspective of the business model
used by the telecom operator; it is simply not possible to roam globally. This means
that the users are confined to using GPRS only in regions served by the primary service
provider.

4.1.4 Paper D - Enriched Media-Experience of Sport Events

Authors: Josef Hallberg, Sara Svensson, Åke Östmark, Per Lindgren, Kåre Synnes, and Jerker
Delsing
Published: Proceedings of the 6th IEEE Workshop on Mobile Computing Systems and Appli-
cations (WMCSA 2004), Windermere, Cumbria, United Kingdom, December 2004
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Collaboration between EISLAB and the Media Technology group, presented as a proof of
concept where nodes were carried by skiers (3 professors at LTU) during the Vasaloppet
cross country ski-event. Samples of the location, altitude, speed, and pulse were sent
from sensor nodes via GPRS to the database of a context-aware platform, and presented
to viewers using a web application.

The overall system can roughly be separated into two sub-systems, the networking
sensors, and the system for storing and presenting data collected by the nodes. My
contribution in the project was focused on the network of sensors to be carried by the
athletes, and much effort was spent to ensure the operational time, service quality, and
the robustness of the system in perspective to where the event took place; a 90 km
ski race with uncertain GPRS coverage throughout the track with the possibility of
a temperature down to -30◦ C. Indeed, the radio resources available were proven to be
scarce, especially in a congested area such as during the Vasaloppet event with thousands
of skiers, media, and spectators with mobile phones. Nevertheless, the sensor nodes were
never user operated and was able to reconnect when resources were available again.

4.1.5 Paper E - MULLE: A Minimal Sensor Networking Device

- Implementation and Manufacturing Challenges

Authors: Jonny Johansson, Matthias Völker, Jens Eliasson, Åke Östmark, Per Lindgren, and
Jerker Delsing
Published: Proceedings of IMAPS Nordic Conference, Helsingör, Denmark, 2004

The paper presents MULLE (a minimal light-weighted EIS sensor platform); the latest
generation of the EIS platform. In this paper it is shown that, using advanced PCB man-
ufacturing and bare die mounting techniques, the reduction of the physical size of the
device is substantial. My contribution was to participate and provide the development
team with valuable input to the requirements list for the new platform, based on expe-
riences working with previously developed platforms. In addition, I have participated in
the verification process when testing new functionality when the platforms were assem-
bled. With the new platform, it is possible to e.g. perform further research concerning
power saving techniques, or study and analyze the usefulness of different functionalities
required for different sensor applications. In addition, the functionality is improved to
provide a better foundation for various applications e.g. the possibility to timestamp
sensor readings, buffer data in a non-volatile memory during time of network congestion
or link shortage.

4.1.6 Paper F - Service and Device Discovery of Nodes in a

Wireless Sensor Network

Authors: Åke Östmark, Per Lindgren, Aart van Halteren, and Lianne Meppelink
Published: Proceedings of the 3rd IEEE Consumer Communications and Networking Confer-
ence, (CCNC2006), Las Vegas, Nevada, USA, January 2006
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The paper presents the concept of the modeling of (and the resources at) the MULLE
node as services. The service is a function that may be invoked by using some network
protocol. In the paper, we review a number of well-known service discovery protocols,
which could be used to enable clients to discover servers (or peers to find other peers)
of a service. In order to demonstrate that service and device discovery actually can be
deployed on a small sensor node, we develop a lightweight mDNS-SD (Multicast DNS
and Service Discovery) implementation. mDNS-SD is one of the core technologies in
Apple’s Bonjour, an open and standards-based networking technology that automatically
connects and find devices and services on a network. Initial experiments conducted on
our prototyping sensor platform MULLE, verifies that service and device discovery of
resource limited nodes in a network is feasible.

4.1.7 Paper G - An Infrastructure for Service Oriented Sensor

Networks

Authors: Åke Östmark, Jens Eliasson, Per Lindgren, Aart van Halteren, and Lianne Meppelink
Published: Journal of Computers (JCP), vol. 1, Aug 2006

Nodes may collaborate in an ad hoc fashion by using service discovery (SD) techniques
to discover (and announce) resources in a local network. In this paper, we utilize a
number of ideas from Bonjour in order to support wide area service discovery which adds
the possibility to register services and perform lookups from the global Internet. In the
paper, we show that the nodes are capable of advertising and hosting services both in
the .local domain in a Bluetooth piconet and for service browsing in a wide area domain.
In addition, wireless battery operated sensor nodes are inherently resource constrained,
and we show how power management techniques can be integrated in the aforementioned
service discovery protocol. The power management techniques incorporate the idea of
scheduling the activity of the nodes, and express the activity in an activation schedule.
By announcing the activation schedule as a service, a representation of the state of the
nodes is exposed to client applications, both locally and globally. The integration is based
on well-known standards-based protocols, and by leveraging existing network protocols,
a familiar environment is provided when developing applications for the sensor network.

4.2 Conclusions

The results from the research presented in this thesis confirm the possibilities for creating
a network of sensor and actuator nodes by utilizing widespread common protocols and
standards down to node level. This thesis contributes with the idea that nodes will be
interconnected using a uniform technology. The concept has been presented in multiple
application areas and scenarios.

As the nodes are inherently resource constrained, the communication capabilities
are enabled by lightweight communication stacks. The Internet today is a widespread
information infrastructure and the use of TCP/IP can be found in a broad spectrum of
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devices, both stationary devices and mobile terminals. It is available almost everywhere,
and offers an extensive selection of services which makes it appealing to consider also for
small and resource constrained nodes. This, together with wireless technologies enables
access from any user or application that is allowed access to the device. The results are
promising; we show that very resource limited nodes can create a network using universal
Bluetooth technology and global access to each individual node is achieved by standard
IP-protocol procedures.

We also present the second main objective and apply a new approach for finding the
devices, identified from the elaborated requirements for future embedded Internet sys-
tems. Our findings indicate the need for a way to model the functionality and capability
of the devices, possibly deployed in an ad hoc fashion. In such environments, we need to
deploy applications where the presence of e.g. other nodes and resources are subject to
availability and change.

Generally, application-level interoperability is enabled by introducing service discov-
ery techniques which have the potential to automate the discovery of nodes and services.
More specifically, the approach taken is by analyzing the applicability of a number of
well-known service discovery protocols in the context of networking sensor and actuator
nodes. Over the last years, several competing proposals for enabling service and de-
vice discovery for embedded devices have appeared. Our lightweight implementation is
based on an emerging application-layer agnostic protocol, in turn based on well-known
standards-based TCP/IP communication protocols. Again, it is shown that we can pro-
vide a foundation for service-oriented IP-based embedded systems, enabling the devices
to present themselves and the services they offer.

4.3 Future work

The work conducted so far in this thesis has resulted in several interesting areas that
could be considered for future work. The considerable interest for connecting sensor and
actuator nodes with IP-based systems for global access and high mobility is encourag-
ing, and the future for networking nodes is promising. Today, the name of well-known
services encapsulates both the semantics and the protocol implementation of the service
(knowledge of both is necessary for a client in order to use the service). The next develop-
ment could be an approach of separating the two entities, e.g. defining a communication
protocol, separated from a mechanism of describing services.
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Mobile Medical Applications Made Feasible Through

Use of EIS Platforms

Åke Östmark, Linus Svensson, Per Lindgren, Jerker Delsing

Abstract

Monitoring of medical parameters often limits the mobility of the patient, e.g., to the
hospital. We present the first steps towards a solution where the patient is offered safety,
while allowed the mobility to carry on with daily activities. A pulse oximeter is in-
terfaced to a wireless sensor platform. The sensor system acts as a Bluetooth device
providing a TCP/IP interface for configuration and maintenance. This allows user inter-
action through standardized WWW-browser technology. The sensor provides platform
independent client software for data presentation. Sensor data can be transferred over
IP/UDP and displayed in real time on the client device.

1 Introduction

Monitoring of medical parameters often limits the mobility of the patient, e.g., to the
hospital. This, while the medical condition of the patient would allow or even benefit
from mobility. From the patient’s point of view, monitoring of medical pa-rameters offers
a degree of security, while at the same time restricted mobility de-grades quality of life.
We seek solutions where the patient is offered safety, while allowed the mobility to carry
on with daily activities.

As a first step towards this goal, we present a concept where a pulse oximeter is
interfaced to a wireless sensor platform. Thus, allowing heart rate and blood oxygen
saturation to be monitored in real time, and at the same time allowing the patient to be
mobile. The concept is made feasible by using a mobile wireless EIS (Embedded Internet
System) sensor platform.

The Internet Protocol (IP) provides standardized means of communication. Utilizing
IP for communication has numerous advantages over developing proprietary protocols,
e.g., compatibility, flexibility and ease of maintenance. However, tradi-tional TCP/IP
implementation requires extensive CPU and memory resources. For mobile applications
we strive for small, light devices with low power consumption, thus long battery life.
To meet this requirement lwIP [1] has been developed at SICS. It is a TCP/IP stack
implementation optimized to reduce memory and CPU resources. We refer the reader to
[1] for additional information.

Several technologies for wireless communication is commercially available, e.g. Wave-
LAN (Local Area Network), Bluetooth and irDA. With respect to power consumption,
range of operation, communication bandwidth and price, Bluetooth was selected. The
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Bluetooth standard defines a set of profiles for communication. To support commer-
cially available Bluetooth devices such as the Compaq iPAQ, the LAN Access Profile
was selected for TCP/IP traffic. We have implemented the required functionality in a
minimized Bluetooth stack. The sensor system acts as a Bluetooth device providing a
TCP/IP interface for configuration and maintenance. This concept allows user interac-
tion through standardized WWW-browser technol-ogy from any device supporting the
Bluetooth LAN Access Profile.

The sensor provides platform independent client software for data presentation. The
client software is distributed from the sensor via HTTP. The applet is run under the
client’s browser, enforcing security. Sensor data can be transferred over IP/UDP and
displayed in real time on the client device. By using IP/UDP for real time monitoring,
packet losses over the wireless link do not cause packet retransmission, which would
impede real time performance and increase power consumption.

The paper is structured as follows; section II presents the pulse oximeter application.
In section III we describe the wireless EIS platform used. Our conclusions are presented
in section IV and in section V future developments are discussed.

2 Pulse Oximeter Application

The application area consisted of monitoring heart rate and blood oxygen saturation
(SpO2). The key concept is; monitoring of the medical parameters should not impede a
patient from having a normal active life. A finger clip sensor with an integrated pulse
oximetry module [2] were interfaced, providing a constant data rate (three bytes per
second) of oxygen saturation and heart rate values to a sensor application, residing on a
mobile sensor platform. The pulse rate and oxygen saturation range are from 18 to 300
pulses per minute and from 0 to 100 %, respectively.

For medical personnel remotely monitoring a patient, a web interface is provided
giving the user the possibilities of web-based configuration and management as well as
monitoring of the patient. The developed sensor application retrieves data made available
by the connected sensor and sends the data over the wireless link to connected users. From
a user perspective the data acquisition and presentation is performed by using platform
independent client software, i.e. a Java applet stored at, and distributed by, the sensor
platform.

Since the mobile EIS platform is accessible from a variety of different devices with
HTTP, Java and Bluetooth capabilities, e.g. workstations, laptops and handheld devices;
the client software user interface must be scalable. To support devices with diverse
capabilities to present graphical output, the client software adopts to the current browser
screen resolution as in Figure 1 below, using a 240 by 320 pixels display.
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Figure 1: Client browser, the Pocket IE, running on an iPAQ.

3 Wireless EIS Sensor Platform

Real time monitoring of the data from the pulse oximeter is made possible by using a
generic wireless EIS sensor platform developed at EISLAB. The EIS platform consists of
a generic hardware and software part.

3.1 Generic hardware platform

The hardware platform (Figure 2) is a battery powered embedded system consisting of:

• Microcontroller (Mitsubishi M16C/62M)

• Bluetooth module (Mitsumi WML-C10A)

• Generic sensor interface (RS232)

The two major hardware components are a 16-bit Mitsubishi low-power single-chip mi-
crocontroller [3] and a Mitsumi Bluetooth single-chip module with integrated antenna
[4]. The microcontroller used is a 3 volt version equipped with 256 kB FLASH and 20
kB RAM as on-chip memories. It is operating with a clock frequency of 4.6 MHz. The
Mitsumi Bluetooth module is a power class 2 device that is compliant with Bluetooth
version 1.1. Its major physical components include a baseband controller, a FLASH
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Figure 2: Wireless EIS platform with pulse oximeter sensor.

memory and a radio with antenna. It has a nominal range of up to 10 m (at 0 dBm) and
is powered by 1.8/3.3 volt. The components are mounted on an in-house PCB board that
also houses an RS232 serial interface. The serial interface together with the microcon-
troller ensures that the hardware platform is generic. The standardized RS232 interface
makes it possible to attach a wide range of different sensors, while the software controlled
microcontroller makes it possible to adapt the functionality to the specific requirements.

3.2 Generic software platform

The figure below (Figure 3) shows the different parts of the software architecture, exclud-
ing the real-time operating system (RTOS). The Mitsumi Bluetooth module is provided
with an HCI interface that complies with version 1.1 of the Bluetooth standard. In short
that means that communication from the Bluetooth module to the software running on
the microcontroller is handled by events, while communication in the other direction is
done through commands. The software used in the platform is to a great extent optimized
to reduce the requirements of the hardware. Support for most dispensable functions in
the HCI interface has been omitted, meaning that only a subset of the HCI events are
enabled, and only a subset of the HCI commands are implemented. Also, non-essential
parts of the L2CAP, SDP, RFCOMM and PPP protocols have been removed.

To provide the generic software platform with network connectivity, lwIP ported to
the Mitsubishi microcontroller architecture is used. lwIP is a small independent imple-
mentation of the TCP/IP protocol suite with focus on resource usage while providing
full TCP/IP functionality.
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The result is a software stack that has sufficient support for TCP and UDP communi-
cation over a Bluetooth link using the hardware described above. The software, including
the RTOS, uses approximately 1/3 of the microcontroller’s FLASH memory and 70% of
its RAM.

3.3 Power consumption

In our experiments, we used a worst-case scenario and kept the Bluetooth connection
active all the time, thus not taking advantage of the power saving features available.
Likewise, the microcontroller used offers good power saving possibilities, something that
was not explored. With this unoptimized approach, the power consumption of the EIS
platform, including the sensor, was measured to 250 mW. According to the sensor spec-
ifications [2], its typical power consumption is 60 mW, leaving 190 mW for the EIS
platform. The consumption remained stable throughout our experiment, regardless if
meaningful data was transmitted between the EIS platform and the PDA or not.

During the experiments, the EIS platform was supplied by two rechargeable AAA 1.2
V Ni-MH batteries in series. The total capacity of the batteries was 600 mAh, and with a
power consumption of 250 mW, the expected lifetime was approximately 51

2
hours. This

was also confirmed in a series of tests. Depending on the specific requirements (battery
lifetime and weight), other types of batteries can be used. Replacing the batteries with
e.g. AA batteries could triple the operational period of the EIS platform.

4 Conclusions

Several conclusions emerge from the presented mobile medical application: The applica-
tion area with wireless communication allows a patient to be remotely monitored, while
allowing the patient increased mobility.

Currently, the software developed aims for real time monitoring of the heart rate and
blood oxygen saturation. For enhanced functionality, additional features could easily be
deployed e.g. data storage or data processing locally on the EIS sensor platform. The
use of TCP/IP connectivity allows interaction with the mobile EIS platform through a

Figure 3: The generic software platform.
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standard WWW-browser, thus eliminating the need for deploying proprietary protocols
and applications. By using a standardized serial communication interface, a wide range
of different sensors can be attached to the mobile sensor platform.

5 Future Work

To make it possible for e.g. a hospital to perform real time monitoring of a patient,
while still giving the patient true freedom of movement, the current concept needs to be
extended. Making it possible to access the sensor platform through a Bluetooth LAN
access point, connected to the Internet, will make it possible for medical personnel to
monitor medical parameters in real time from virtually anywhere. However, the range
for Bluetooth is rather limited and thus the area of mobility for the patient is limited.
To increase the mobility, a GPRS (General Packet Radio Service) or UMTS (Universal
Mobile Telecommunications System) telephone can be used to convey IP traffic between
the EIS platform and the Internet. This will make it possible for the patient to move
freely as long as there is a suitable telephone operator within range.

Currently, neither encryption of the data nor authentication of the user is performed;
nevertheless, security issues are always a main factor while sending sensitive data over a
network. This is especially true if the information to be sent consists of health related
data and the network is wireless. Bluetooth provides a strong device authentication
method, and together with the optional link encryption mechanism, the security offered
by Bluetooth should be adequate for the communication between the PDA and the EIS
platform. Utilizing the power of the microcontroller it is possible to provide security at
a higher layer (e.g. SSL), something that likely will be necessary when the concept is
extended to other wireless medias such as GRPS.

The in-house Bluetooth stack used in the current version of the software platform is
optimized for PocketPC 2002 communication. A generic lightweight version, lwBT, is
desirable. Further, the new BNEP profile might offer a better choice compared to the
old but established LAN Access Profile.

As was mentioned in section III, there is ample of opportunities to reduce the power
consumption. During normal monitoring of pulse oximetry data, three bytes of data is
transmitted once each second, leaving the Bluetooth module idle most of the time. While
being idle, the module could be put in sniff mode [5] and consequently decrease the power
consumption drastically. Utilizing the power saving features of the microcontroller could
also make a very valuable contribution to any power saving efforts.
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A Wireless Network of EIS Devices

Åke Östmark, Conny Öhult, Joakim Eriksson, Per Lindgren, Jerker Delsing

Abstract

By using a sensor connected to a generic wireless Embedded Internet System (EIS) plat-
form, data can be presented on-line over the Internet using a standard WWW-browser.
When started, the EIS device automatically searches and connects to other devices pro-
viding Internet connectivity. The EIS can also provide Internet access for other devices,
for example other EIS platforms, thus creating a local network. In this paper we focus on
mobile phones with GPRS as the means for wireless Internet connectivity as it provides
enhanced area coverage in today’s networks. To overcome the problem of non-public
IP addresses, a basic server based solution is developed. Our experiments confirm that
within GPRS coverage, the EIS device successfully provides Internet access and presents
data for on-line monitoring over the Internet.

1 Introduction

Today’s technology makes wide usage of sensors to get systems working. In this paper,
we present a generic wireless Embedded Internet System (EIS) platform, allowing sensors
and actuators connected to the EIS to be accessible on-line to the public Internet.

The interoperability of the device is achieved by conforming to common standards,
(e.g. Bluetooth, TCP/IP, and HTTP). When started, the EIS device searches and con-
nects to other devices providing Internet connectivity, e.g. cell based or wired access
points.

When connected, the EIS device may also provide Internet access for others devices
(such as other EIS) in the close proximity of the platform. To support these multiple
devices accessing the Internet, we have developed a Network Address Translation (NAT)
[1] implementation running on the EIS device(s).

One application area is monitoring patients outside the institutional environment.
Sensor data can be monitored in near real-time (and/or logged) while the patient is
allowed mobility within the coverage area of the access point. In particular, Internet
connection via a Bluetooth/GPRS-enabled mobile phone as access point offers excellent
coverage by today’s well established cell-based networks.

However, assigning IP addresses to hosts is operator dependent and may prohibit
access initiated from the public Internet. To overcome this problem of non-public IP
addresses, a basic proxy server based solution is developed.

Our work in progress is demonstrated through interfacing a motion sensor (accelerom-
eter) and a pulse oximetry sensor to EIS platforms. The motion sensor can be used to
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monitor e.g. activity or body position of a patient while the pulse oximetry sensor pro-
vides pulse rate and oxygen saturation (SpO2) data.

The paper is structured as follows; section II gives an overview of the EIS platform
architecture. Section III covers the implementation to support multiple devices connected
to the Internet. In section IV, a test scenario is presented and in section V, the paper is
concluded.

2 EIS Platform Architecture

We extend the EIS-platform concept presented in [2]. The hardware platform in Fig. 1
below is a battery powered embedded systems consisting of:

• a microcontroller, Renesas M16C/62M with 20kB RAM and 256kB ROM running
at 4.608 MHz [3]

• a Bluetooth module, Mitsumi WML-C10 [4]

• and an interface to connect sensors/actuators

Figure 1: EIS platform.

The software architecture consists of:

• lwIP [5][6], a TCP/IP stack implementation optimized to reduce memory and CPU
resources

• an in-house developed Bluetooth stack, lwBT [7], which extends lwIP with Blue-
tooth LAN access capabilities such as the LAN Access Point (LAP) and Dial-Up
Networking (DUN) profiles [8]

• a web server and sensor application

• and a real-time operating system, RTXC [9]
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2.1 Enabling Internet access

In [2], we showed that it is possible to access the EIS device from any device supporting
TCP/IP and the Bluetooth LAN Access profile. The concept allows user interaction
through standardized WWW-browser technology from e.g. a PDA in close proximity of
the EIS device. To make it possible to access the platform from practically anywhere,
the capability of the platform is improved to use a variety of network access points to
obtain Internet connectivity. As access point, the EIS may use e.g. a Bluetooth access
point connected to a wired network or a Bluetooth/GPRS-enabled mobile phone.

In this paper we focus on mobile phones with GPRS as the means for wireless In-
ternet connectivity as it provides enhanced area coverage amongst presently available
technologies.

One major problem is that the EIS device might not be able to receive inbound
connections, initiated from the public Internet. Depending on the network operator, we
might be assigned a non-static mapped private IP address and hence, the service offered
will never be available from the public Internet.

We use a solution where the EIS device, from the user’s point of view, is accessible
from virtually anywhere as long as the device is within range of a suitable Bluetooth
network access point.

The aim of the architecture is similar to what a user experience when accessing
resources on the Internet through a proxy server i.e. all returned responses appears to be
directly from the EIS device. When started, the EIS platform accesses a public known
server acting as a host for all connected EIS devices. A user requesting a service from
a specific EIS platform accesses the public known server. In turn, the server relays the
requests to appropriate EIS platform invisibly from the user’s perspective. The user
requests can be regular HTTP requests to the on-board web server, configuration of
the device or accesses to data sampled from a sensor. As a front end to end-users, the
server presents a web interface indicating the status of the EIS platform. The web pages
are created and modified dynamically when EIS devices connect or disconnects with the
proxy server.

In our experimental setup, one proxy server was used during tests. Using only one
server has the disadvantage of being the single point of failure, i.e. if it fails, all connected
EIS devices will be unreachable. To overcome the single-point of failure, a number of
proxies could be set up to achieve redundancy.

One advantage of using a proxy server is to store large amount of data from EIS
devices for post-processing and analysis. Moreover, since the proxy server is the single
point of entrance, it is very easy to implement security features e.g. access control to the
EIS devices.

3 Network Address Translation

A Bluetooth enabled mobile phone commonly implements the capabilities of the DUN
profile by acting as a wireless modem. One of the restrictions in the DUN profile states
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Figure 2: Network overview.

that the mobile phone will only allow one Bluetooth connection to gain Internet access
using its dial-up or GPRS services.

When we, as shown in Fig. 2, connect device A to the GPRS service provider, we get
only one valid IP address. Thus device A needs to create a private network and assign
its members, device B and the PDA, IP addresses from a private address space. To allow
the devices in the private network to communicate with the external network, such as
the Internet, we need to multiplex the traffic from the private network and present it to
the external network as if it was coming from a single device having only one IP address.

We have implemented a small and generic traditional NAT implementation to be used
with lwIP. Our implementation has flexible configuration options which make it suitable
for a wide variety of applications while limiting the overhead of unused mechanisms. The
purpose of our implementation is to optimize NAT for lwIP by taking advantage of lwIP’s
routing capabilities, memory management, and network interfacing. In the following we
will refer to traditional NAT as ”NAT”.

3.1 NAT overview

NAT processing of packets from local connections use the multiplexing of the TCP/IP
stack to ensure that each connection from a node in the private network can be uniquely
identified when routed to the external network. NAT has a mechanism that translates
the source IP address of the TCP/IP packet coming from the private network destined
for the external network, with the IP address which is unique to the external network.
To identify incoming packets on the connection it must also translate the Transport
identifier (such as TCP/UDP source port or ICMP query ID) to an identifier unique to
the connection.

Packets from the external network are parsed by NAT and a session lookup is per-
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formed. If the packet contains an assigned unique Transport identifier, the IP address
and the identifier is translated before the packet is routed to the private network. All
inbound TCP/IP sessions are directed to the NAT router as the end node unless the
target Transport identifier is statically bound to a node in the private network.

3.2 Implementation

The NAT implementation is driven by incoming packets from the network interfaces. If
the packet originates from the private network and is destined to the external network a
session with a binding is created if needed.

When a packet arrives from the external network, NAT checks the Transport identifier
destination to see if the TCP/IP packet should be routed to the local TCP/IP stack or
on to one of the private network interfaces.

Because applications will have different views on the best way to end a session [10] we
have implemented three (to each other) independent mechanisms. To save code space,
any configuration of the following mechanisms can be used.

• The simplest method is to end the longest idle session when the maximum number
of allowed sessions has been reached and a new session needs to be created.

• Since TCP sessions are connection based, they can be removed when the connection
is closed.

• It may be useful to keep session timeouts for each of the different session types, but
this view of session termination should only be used when it coincides with that of
the application.

The NAT router node is a member of both the private and external network with a
configurable private IP address. The checksums are adjusted using standard techniques.
We have limited our work to not examine or modify transport payload with application
level gateways. For this reason we do not cover applications with IP address content.

4 Test Scenario

To test an environment using a network of two EIS devices, two sensors for medical
applications was connected to each of the devices. Both devices can, as device A in
Fig. 2, connect to the Internet through a mobile phone over GPRS. Because the mobile
phone only allows one of the devices to be connected, the device that first establishes a
connection will act as a NAT router.

When the EIS devices are started, a Bluetooth inquiry is initiated to find devices that
provide Internet connectivity. As described in Fig. 2, a mobile phone with GPRS and the
Bluetooth DUN was used to enable EIS device A to create a RFCOMM connection. The
EIS device A then connects the TeliaMobile’s, Sweden, GPRS network using standard AT
commands and PPP. When the connection is established, the device becomes discoverable
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and acts as a Bluetooth LAP, thus it allows device B and others, such as a PDA, to gain
access to the Internet.

To monitor physical activity and body position, a piezoresistive silicon accelerometer
was interfaced to the first EIS device. The sensor is of a piezoresistive silicon type and
has a range of ± 50 g. The sensors are delivered with calibration data and the sensor,
used in this platform, has 0,871 mV/g in sensitivity at 100 Hz, 5 VDC and 25o C. A
measuring range of ± 2,5 g was sufficient for our purposes and to use the full dynamic
range of the 10-bit A/D-converter an amplification of 1000 was chosen. This resulted in
0,575 V/g in output with 3,3 VDC supply and the signal-to-noise ratio was measured to
be 48 dB.

The sensor measure acceleration in one direction and the low-frequency part of the
output signal can be used to determine the body position e.g. vertical or horizontal. The
high-frequency part of the output signal can be used to determine the level of activity.
Further signal processing can be applied to identify certain movement patterns such as
steps. However, during the tests, this was not carried out.

A finger clip sensor with an integrated pulse oximetry module was interfaced by the
second EIS device. The sensor provides a constant data rate (three bytes per second) of
oxygen saturation and pulse rate values. The pulse rate and oxygen saturation range are
from 18 to 300 pulses per minute and from 0 to 100 %, respectively.

Figure 3: On-line monitoring the pulse.

During operation, any user interested in sensor data needs to access the on-board web
server to download a Java applet. The applet is used for on-line presentation of data to
end-users while monitoring a patient, see Fig. 3 above. Sensor data is also forwarded to



79

Figure 4: Sensor data when post-analyzing the activity.

the proxy server to be stored for post-process analysis, as in Fig. 4 above. Post analysis is
also possible while the EIS devices are offline since the presenting software is downloaded
from the proxy server. On-line monitoring makes it possible to provide interaction e.g.
between a physiotherapist and the patient during therapy. By analyzing the on-line data,
the physiotherapist can give instant feedback and advice to the patient. Analyzing data
collected from a long period of monitoring makes it possible to detect e.g. irregular
patterns of healthy signs.

The current implementation uses TCP as transport layer protocol both for sending
sensor data as well as administrative tasks. For on-line monitoring, sending e.g. 3 bytes
of oxygen saturation and pulse values, more than 90% of the transmitted data is due
to the TCP/IP packet header overhead if every sample is sent in an IP packet on its
own. This has a negative impact on the power consumption since radio transmission is
a major power consumer [11]. If possible, UDP can be selected as transport protocol in
order to reduce radio transmission, but then there is no guarantee that collected samples
ever reach their destination.

5 Conclusions & Future Work

Our experiments confirm that within GPRS coverage, the EIS platform successfully pro-
vides Internet access and presents data for on-line monitoring over the Internet. The use
of TCP/IP connectivity over GPRS allows interaction with the mobile EIS through a
standard WWW-browser, thus eliminating the need for deploying proprietary protocols
and applications. An EIS device can create a private network if needed, providing access
for other devices.
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The current lwBT implementation only allows for one device to act as a Bluetooth
LAP in a private network. To enable DT (Data Terminal) devices, which are connected
to a LAP, to act as LAP’s, themselves, the DT need to negotiate low power modes with
the LAP. This will enable the DT to act as a LAP in a private network of its own,
allowing us to create multiple layers of private networks.

Increasing the operational lifetime of the EIS devices can be achieved by using various
header compression schemes to reduce the TCP/IP header overhead and hence, power
consumption. Other factors presented in [11] [12] should also increase the lifetime of the
EIS device, such as various operating modes of the MCU and Bluetooth module. One key
issue in the presented paper is, even though the proxy architecture decouples the clients
from the EIS network, both sides are running the standard TCP/IP protocol suite.
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[7] C. Öhult, “lwBT a lightweight Bluetooth stack.”
http://www.sm.luth.se/ conny/lwBT/, Nov 2003.

[8] Bluetooth Special Interest Group, Bluetooth Core, Specification of the Bluetooth
System, Version 1.1., February 2001. https://www.bluetooth.org/spec/.

[9] Quadros Systems, Inc., Mar 2004. http://www.quadros.com.

[10] P. Srisuresh and M. Holdrege, IP network address translator (NAT) terminology and
consideration, RFC 2662, Internet Engineering Task Force, August 1999.

[11] V. Raghunathan, C. Schurgers, S. Park, and M. Srivastava, “Energy-Aware Wireless
Microsensor Networks,” IEEE Signal Processing Magazine, vol. 19, no. 2, pp. 40–50,
2002.

[12] M. Lundmark, J. Eliasson, L. Svensson, and P. Lindgren, “Context Aware Power
Optimization of Wireless Embedded Systems,” in Proceedings of the 21st IEEE In-
strumentation and Measurement Technology Conference, vol. 1, (Como, Italy), pp. 91
– 95, 2004.

81



82



Paper C

Mobile Internet Enabled Sensors

Using Mobile Phones as Access

Network

Authors:

Jerker Delsing, Per Lindgren, and Åke Östmark
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Mobile Internet Enabled Sensors Using Mobile

Phones as Access Network

Jerker Delsing, Per Lindgren, Åke Östmark

Abstract

We envision ambient intelligent environments with an infrastructure based on heteroge-
neous sensor and actuator devices accessible over the Internet. Initial steps to realize this
concept have been taken by developing an Embedded Internet System (EIS) architecture
for Internet protocol enabled devices. In many cases these devices will be in close prox-
imity to a person. Such applications are found in for example sport and wellness. The
mobile connection of such devices to the global Internet in a simple and cheap way is of
particular interest. It is here proposed that such connection will make use of the existing
and wide spread mobile phone networks. Since a few years most new mobile phones
are equipped with Bluetooth technology making a mobile phone capable of connecting
to 7 other Bluetooth devices. Thus by giving EIS devices a Bluetooth communication
channel it will become possible to tunnel the EIS sensor communication through a mobile
phone nearby the sensor. The proposed architecture will be described with discussion on
limitations due to existing infrastructures and business models in the telecom networks.

1 Introduction

Today’s technology makes wide usage of sensors to get systems working. These sensors
have the capability to communicate data by either a display or some electronic data
communication means. Currently most sensor communication schemes deployed in are
point to point like RS-232 or similar or buses like IEEE-488.2 standard (Goeble) or the
Fieldbus standard efforts (Glanzer IEC). Other approaches are the ASI standard (ASi),
and the IEEE 1451 standard (Chen and Kee, 1999). These approaches will make data
available only to a few predetermined users. Extensions to these standards will give each
technology a window to the Internet.

In the future we project that many if not all sensors will be given the capability to
become a node of the Internet. Examples of such developments can be found in (Delsing
et al. 2000, Östmark et al. 2003). Thus providing data to many users that probably will
give rise to better overall performance and also, to entirely new ways of doing business.

We envision ambient intelligent environments with an infrastructure based on hetero-
geneous IP-enabled devices. These devices may range from simple sensors and actuators
to consumer electronics, all accessible over the Internet. Traditionally this have been
done by connecting sensors, actuators or other devices to a central server or gateway on
which an application have been running that enables such devices to be visible on the
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Figure 1: Large server architecture for connecting small devices to the Internet.

Internet. This architecture is illustrated in Fig. 1. Several approaches in this direction
have been published, e.g. (Dunkler 2001, Lee and Schneman 1999).

However, this architecture suffers from the need to develop an application that is
capable of communicating with the devices connected to the server. Dependent on the
devices connected, the server has to be able to receive for example sensor data, commu-
nicate configuration data, alarms etc. Furthermore such a server is required to have the
hardware communication capability that enables the device communication. To make
sensors mobile in this architecture it is possible to use suitable radio or optical com-
munication. However the access, radio or optical, infrastructure has to be built for the
particular case. A much more attractive solution would be to find an architecture where
devices can connect to an existing access network in an ad-hoc manner. Such devices
will have the full capability of talking the ”TCP/IP” suite of protocols and, when ”con-
nected”, the ”TCP/IP” communication is tunneled through the existing access network.

Figure 2: Minimal Internet server architecture for ad-hoc connection of small devices like sen-
sors connected to the Internet.
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To accomplish this goal we have developed the EIS architecture for Internet enabled
devices and sensors. This paper will describe an architecture where small devices like
simple sensors will become mobile nodes on the Internet. The general architecture is
shown in Fig. 2, where each EIS device has the general architecture shown in Fig. 3.

Figure 3: General architecture of an EIS sensor. A sensor is connected to a microprocessor
running a real time operating system (RTOS) with appropriate parts of the ”TCP/IP” suite of
protocols and drivers for the chosen hardware communication link.

2 Network Access Model

The general question is which of the existing access networks are most suitable for small
device communication. The selection criteria are a mix of the following:

• Coverage

• Wireless link distance

• Low power at wireless node

• Data bandwidth

We will find a huge number of medical, wellness, and sports applications with band-
width needs of less than 1 kByte/s. Further the power availability is limited since these
types of devices are restricted in size and volume from application point of view. Assum-
ing a device volume of less than 8 cm3 we find that about 2 Ah at an operation voltage
of about 3.6 volt will be available based on today’s battery technology. To obtain device
life times in the range of year this calls for an average device power dissipation of less
than 850 uW or a current of 236 uA.

In general the communication is the major power consumer in mobile devices. For
radio based mobile devices we often find the communication to account for 50-90% of the
power budget. The general way to reduce this is by reducing amount of data communi-
cated and using a short range radio technology.

To make the usage of small EIS devices feasible in many applications we have to
select an access network technology with large coverage. Thus we are left with three
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Table 3.1: Comparsion of radio access networks

GSM/GPRS GSM/GPRS+Bluetooth WLAN

Coverage Good Good Fair
Link dist. Excellent Excellent Fair
Low power Good Good Fair
Bandwidth 50 kb/s 50 kb/s 11 Mb/s

major existing radio access networks, mobile phone i.e. GSM/GPRS, GSM/GPRS +
Bluetooth and WLAN.

Considering a small device like a sensor it is clear that the bandwidth requirement
most often is low or very low. Furthermore, it is clear that for mobile wireless devices the
power availability is scarce. This imposes that radio link distances will be fairly short to
preserve power. Based on these considerations it is from Table 3.1 clear that WLAN is
not a viable access network. Thus remains cell phone or cell phone + Bluetooth access
as the possible solutions. For applications where the small devices like body sensors are
close to a person who are likely to have and regularly use a cell phone the Bluetooth
access to the cell phone will be the most suitable solution. This gives us the following
small devices access architecture, cf. Fig. 4.

Figure 4: An EIS device with Bluetooth communication connecting to the Internet via a standard
mobile phone or possibly a Bluetooth LAN access point.

This architecture will enable up to 7 small EIS devices to be directly connected
via Bluetooth to a mobile phone. The ”TCP/IP” protocol communication of the EIS
devices will be tunneled through the mobile phone to the Internet. In the following an
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implementation of this architecture will be presented.
As field of application for initial tests, a medical monitoring was chosen. Monitoring

of medical parameters often limits the mobility of the patient, e.g., to the hospital. This,
while the medical condition of the patient would allow or even benefit from mobility.
From the patient’s point of view, monitoring of medical parameters offers a degree of
security, while at the same time restricted mobility degrades quality of life. A solution
is sought where the patient is offered safety, while allowed the mobility to carry on
with daily activities. As a first step towards this goal, we interface a Pulse oximeter
to the aforementioned EIS platform. Our system allows pulse rate and blood oxygen
saturation to be monitored on-line, while the patient is allowed mobility within the area
of GSM/GPRS coverage.

2.1 EIS architecture

The Internet Protocol (IP) provides standardized means of communication. Utilizing
IP for communication has numerous advantages over developing proprietary protocols,
e.g., compatibility, flexibility, and ease of maintenance. However, traditional TCP/IP
implementation requires extensive CPU and memory resources. For mobile applications
we strive for small, light devices with low power consumption, thus long battery life. To
meet this requirement a special TCP/IP stack lwIP (Dunkels 2002) has been used. It is
a TCP/IP stack implementation optimized to reduce memory and CPU resources.

For the connection to the mobile phone, Bluetooth was used. The Bluetooth standard
defines a set of profiles for communication. To support commercially available Bluetooth
devices such as the Compaq iPAQ or cell phones like Ericsson P800, a minimized Blue-
tooth stack, lwBT (Öhult, 2003) has been implemented on our EIS device. The stack
extends lwIP with Bluetooth LAN access capabilities such as the LAN Access Point
(LAP) and Dial-Up Networking (DUN) profiles. The EIS device acts as a Bluetooth
device providing a TCP/IP interface for data transport, configuration, and maintenance.
This concept allows user interaction through standardized WWW-browser technology
from any device supporting the Bluetooth LAN Access Profile. The EIS provides plat-
form independent client software for data presentation. The client software (e.g. applets)
is distributed from the EIS device by HTTP. The applet is run under the client browser,
enforcing security. Sensor data can then be transferred over IP and displayed on the
client device for on-line monitoring.

3 Enabling Internet Access

One major problem is that we cannot assume that the application(s) on the EIS platform
can receive unsolicited inbound connections. One fundamental reason for this is due to the
scarcity of IPv4 addresses and the common way to conserve the IP addresses by deploying
varieties of NAT (Srisuresh and Holdrege, 1999). Depending on the telecom operator, we
might be assigned a non-static mapped private IP address and hence, the service offered
behind the NAT gateway will never be available to the public Internet. We present
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an experimental solution where sensor data, from the users’ point of view, is accessible
from virtually anywhere as long as the EIS platform is within range of a GSM/GPRS
network. The aim of the architecture is similar to what a user experience when accessing
resources on the Internet through a proxy server i.e. all returned responses appears to
be directly from the addressed EIS platform. A user requesting a service from the EIS
platform accesses a public known application server, acting as a host for all connected
EIS platforms, instead of addressing the EIS directly. In turn, the application server
relays the requests to appropriate EIS platform invisibly from the user s perspective.

It is obvious that this solution is inflexible. A preferable solution would be based
on dynamic DNS together with a DHCP server to give EIS devices their own public IP
number. Another solution will be based on IPv6. However, the draw back of increased
header sizes is likely, thus increasing power usage for communication overhead. As a
front end to the users, a web interface is presented by the application server. The web
pages are created and modified dynamically when EIS devices connect or disconnects to
the application server.

To provide Internet connectivity for the EIS platform, we need to tunnel the EIS
device data communication through the mobile phone onto the GPRS network. In our
implementation, we use a standard Sony Ericsson T610 mobile phone. A Bluetooth
communication using the DUN profile is between the mobile phone and the EIS device,
thus using the mobile phone as a modem. By connecting over the GPRS services the
service provider will provide the EIS device with an IP number thus enabling Internet
access. When connected to the GPRS network, a user may experience to be on-line at
all time. However, the users’ perception may not coincide with NAT gateways view of
active sessions. Since entries in NAT tables are finite, sessions considered terminated
are removed. To prevent termination from the application server, the EIS devices send
keep-alive messages periodically. To retain session activity, we assume a NAT entry
to be valid for at least 4 minutes derived from 2 *MSL (Maximum Segment Lifetime).
The MSL is arbitrarily defined to be 2 minutes, the time a TCP segment can exist in the
internetwork system (Postel , 1981) and hence, the current implementation uses a timeout
interval under this threshold. When started, the EIS device retrieves the own Bluetooth
device address (BD ADDR). The BD ADDR will be used in announce messages sent to
the application server. The BD ADDR is mapped to a human readable name of choice
before updating the web pages.

Upon access from users, the application server resolves the BD ADDR and forwards
the request to correct EIS device. The requests can be regular HTTP request to the
on-board web server, or accesses to data sampled by the pulse oximetry sensor.

4 Platform Implementation

The general architecture of an EIS device is given in Fig. 3. The current implementation
of this architecture is shown in Fig. 6. This implementation is based on the usage of
a sensor with a serial interface to a microprocessor in this case the M16C/62M from
Mitsubishi. The communication to the Internet access network is Bluetooth where a
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Figure 5: Connection scheme for announcement and request response of an EIS device. An-
nouncement of presence is made according to the number of Maximum Segment Lifetimes, MSL
used by the telecom provider.

Figure 6: The EIS test platform architecture. A sensor, in this case a pulse oximeter, is serially
connected to a microprocessor, Mitsubishi M16, running a real time operating system (RTOS)
with appropriate parts of the ”TCP/IP” suite of protocols and a host controller interface, HCI
driver communicating with a Mitsumi Bluetooth 1.1 device.

Bluetooth module from Mitsumi WML-C10A is used.

The 16-bit Mitsubishi low-power one-chip microprocessor used is a 3 volt version
equipped with 256 kB FLASH and 20 kB RAM as on-chip memories. It is operating
with a clock frequency of 4.6 MHz. The Mitsumi Bluetooth module, WML-C10 AHR,
is a power class 2 device with integrated antenna, which gives a nominal range of up to
10 m (at 0 dBm). The device is compliant with Bluetooth version 1.1 and is powered by
1.8/3.3 volt. The components are mounted on an in-house PCB board that also houses
the RS232 serial interface.

The microprocessor is running a commercial real time operating system where two



92 Paper C

major processes are running. One is the sensor data retrieval process and the other is
the TCP/IP communication process including web server etc. With this approach it is
possible to connect any sensor with serial data output. The data acquisition from the
sensor is simple to adapt to the sensor in question. Finally the user web interface have
to be designed and implemented using e.g. HTML, Java applets and cgi scripts.

4.1 Pulse oximetry application

A finger clip sensor with an additional pulse oximetry module was interfaced. It provides
a constant data rate (three bytes per second) of oxygen saturation and pulse rate values
to a sensor application residing on the mobile EIS platform. A web-based interface is
provided to give the user the possibilities of web-based configuration and management
as well as reading data samples.

5 Examples

A few different trials and demonstrators have been developed with the described system:

• EIS heart rate sensor

• EIS breathing rate sensor

• EIS pulse oximeter

In a simple trial pulse data for a cross country ski-runner was collected. The ski-
runner was wearing the EIS sensor and an iPAQ in a small bag on his back. Data was
displayed in real time over the Internet. The collected pulse data is given in Fig. 7.

The EIS devices have been tested in Sweden, Germany, Portugal, USA and Switzer-
land. The test in Switzerland was made possible by the courtesy of Sunrise, a Swiss
telecom company. Sunrise did open their GPRS net for roaming from Telia Mobile
customers for the test. This indicates one of the hurdles for widespread usage of EIS
sensors. Another obstacle is that in many GSM/GPRS networks the operators have
made voice the prioritized communication in the network. Thus GPRS communication
can be discontinued when voice communication load is eating the available capacity of
the GSM/GPRS network. For some tests made at Vasaloppet, the world longest and
largest cross country ski-race, our operator Telia Mobile made a guaranteed GPRS ca-
pacity available. Thus the EIS sensor only has to compete with other GPRS customers.
Data was obtained for the first 9 km of the ski-race before communication was lost due
to insufficient GPRS coverage.

5.1 Power consumption

In our experiments, we used a worst-case scenario keeping the Bluetooth connection
active all the time, thus not taking any advantage of power saving possibilities. Likewise,
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Figure 7: Pulse data from a ski-runner using the EIS heart rate sensor.

the microprocessor used offers numerous power saving modes of operation, something
that was not explored. With this un-optimized approach, the power consumption of the
EIS platform, including the pulse oximetry sensor, was measured to 270 mW. According
to the pulse oximetry specifications (Nonin Medical Inc), its typical power consumption
is 60 mW, leaving 210 mW for the EIS platform. The consumption remained stable
throughout our experiment, regardless if meaningful data was transmitted. During the
experiments, the device was supplied by two re-chargeable AAA 1.2 V Ni-MH batteries
in series, providing a total capacity 600 mAh. With a power consumption of 270 mW, the
expected lifetime was approximately 5 hours and 20 minutes. This was also confirmed in
a series of tests. Depending on the specific requirements (battery lifetime and weight),
other types of batteries can be used. Replacing the batteries with e.g. AA batteries
could triple the operational period of the platform.

There are a number of ways to reduce the power usage of the EIS device. These
include for example:

• Reduced frequency of sensor data transmission

• Header compression (very effective for payload of a few bytes and less)

• Power management on microprocessor and Bluetooth module

As an example of power management we find that during normal monitoring of pulse
oximetry data, only three bytes of (pay-load) data is transmitted once each second, leav-
ing the Bluetooth module idle most of the time. While being idle, the module could be
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put in sniff mode (Bluetooth SIG 2001) and consequently decrease the power consump-
tion drastically. Utilizing the power saving features of the microprocessor could also make
a very valuable contribution to any power saving efforts. Estimates based on reducing
sensor transmission data frequency with a factor of 4 and applying some power manage-
ment indicates improvements in the order of about 20 times. This gives a life time of the
order of about two weeks. This can be further improved by applying header compression
and more sophisticated power management strategies. Work in progress will give more
solid data on the power reduction obtained by applying the different techniques.

6 Applicability to AEC Industry

In the AEC industry we find several situations where mobile internet enabled wireless
sensors are of interest. One is around the worker and worker security and health. Ex-
amples are, alone workers, workers in hazardous environments like rescue forces, health
conditions of operators of ”heavy machinery” such as cranes, tunnelling machines etc. It
is clear that human health and security conditions can be improved using such technology
and that this can lead to more efficient use of workers capabilities. The example above
demonstrates that the technology already is applicable to worker health and security
monitoring, even in rural and remote locations.

Another field is maintenances monitoring of machinery and equipment. Here vital
parts can be equipped with internet enabled wireless sensors capable of accessing mobile
access points such as mobile phones or fixed access points such as GPRS network access
points. Such sensing communication technology enable maintenance schemes using an
on demand approach instead of time based or disaster based schemes. Since this type of
sensing communication technology is in its vicinity it is obvious that today non-though
of applications will emerge in the future.

7 Conclusions

We have here presented an architecture for Internet enabled small EIS devices. Our
experiments confirm that within GPRS coverage, the EIS platform successfully provides
data for on-line monitoring over the Internet. The use of TCP/IP connectivity over GPRS
allows interaction with the mobile EIS platform through a standard WWW-browser, thus
eliminating the need for deploying proprietary protocols and applications. To cope with
limited GPRS bandwidth, the EIS platform provides computational resources able to
refine data thus meet the enforced limitation. The architecture allows up to 7 small EIS
devices to be visible on the Internet using a Bluetooth equipped mobile phone as network
access point.

Currently, neither encryption of the data nor authentication of the user is performed;
nevertheless, security issues are always a main factor while sending sensitive data over a
network. This is especially true if the information to be sent consists of health related
data and the network is wireless. Bluetooth provides a strong device authentication
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method, and together with the optional link encryption mechanism, the security offered
by Bluetooth should be adequate for the communication between the mobile phone and
the EIS platform. When it comes to the GPRS network security for both voice and data
may be provided using ciphers. This is however an option that might not be available
in all networks. Also, the technology is not allowed in all countries. This implies that
security most likely has to be provided at a higher layer (e.g. SSL).

It is also clear that the current business models used by operators have to be rede-
fined to solve the roaming problem and the priority problem between voice and data
communication in GSM networks.

Finally, the battery life time of the experimental prototype is insufficient for many
applications, such as long time monitoring. However, by applying power management
techniques, we expect the time of operation for the prototype to be increased from a few
hours to several weeks. Since low power design is a large field of research with rapid
progress we expect the battery life time of EIS devices to reach the level of years within
a not to distance future.
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Enriched Media-Experience of Sport Events

Josef Hallberg, Sara Svensson, Åke Östmark, Per Lindgren, K̊are Synnes, Jerker Delsing

Abstract

This paper describes a system where Internet-enabled sensor technology was integrated
into a context-aware platform to give viewers of sport events an enriched media ex-
perience. The system was developed as a proof of concept and was evaluated during
real-life use at the Vasaloppet cross-country ski event. Using Bluetooth wireless ad-hoc
networking and GPRS technology, sensor data was transmitted from contestants to the
context-aware platform Alipes, which in turn presented the sport event viewer with a
personalized, context-aware view. In this paper we discuss the system architecture and
integration of components. The system was evaluated both from technical and user per-
spectives, where the evaluation results confirm our approach to be technically feasible
and that the system provide an enriched media-experience for the majority of viewers.

1 Introduction

During the last decade, the usefulness of context-awareness has been shown in a number
of scenarios, e.g. tourist guides [1, 2], reminder systems [3, 4], and office applications
[5, 6]. One area which has received less attention is sport events, in which information
about contestants often is very sparse. The information is typically limited to name,
age, country, and, if applicable, place and elapsed time. By equipping the competitors
with sensors, additional information, such as pulse and location, can be retrieved. This
information could then be provided to the viewer to achieve an enriched experience.
The information could be provided both as it is and in some way refined, for example
as comparisons between contestants’ pulse during the race. With the help of location
information from participants, an application could also enable the viewers to follow the
participant of their choice. Hence, they could follow their favorite athlete, a friend, or a
relative, rather than only following the contestants who are in the lead, which often is
the case in traditional broadcasting media.

One way of accomplishing this would be to incorporate the new information and
possibilities of choice into a regular or interactive television broadcast. A more easily
deployable way may be to implement it as a web application, in which viewers can access
the content of their choice. Would any viewers be interested in these new possibilities?
Could a working solution be built with the Internet enabled sensors and the context-
aware platform developed in our research? To get an indication of public interest, we
built a web application as a proof of concept, where the location, pulse, and speed of
cross-country skiers could be followed. This would also allow us to study how well the



100 Paper D

sensors perform under extreme working conditions as well as study scalability issues of
the context-aware platform in real life operation.

We deployed and tested a prototype system during the world’s largest skiing event,
the Vasaloppet week, which is held annually in Sweden during one week in the begin-
ning of March [7]. The main event of the Vasaloppet week is the 90 kilometers contest,
Vasaloppet, which is complemented with a whole range of other cross-country skiing
events. One of these events is the open track non-competitive event, where the partici-
pants may start at any time within a given time frame to conclude the 90 kilometers at
their leisure. Our application was tested both during Vasaloppet and during the open
track event. Three professors from Lule̊a University of Technology, one of them shown
in Figure 1 practicing cross-country skiing, participated in the testing by taking part in
the Vasaloppet contest and the open track event equipped with sensors.

Related work is described in the following section. Section 3 gives a detailed view of
how the system is implemented and of how it operates. Section 4 presents the results from
the tests during the Vasaloppet week and section 5 discusses conclusions while section 6
describes visions and future work.

Figure 1: Cross-country skiing (foto: Per Pettersson).
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2 Related Work

Previous research has been conducted on trying to enrich users’ interest, engagement,
and experience of media in different ways [8, 9, 10, 11]. However, few have focused on
sport events and the approach to give the viewer an alternative view or option of whom
to follow in these events has not been utilized.

Some work close to our application is the Arena project [12], where hockey players
were equipped with sensors to enrich viewers’ experience. Some of the big differences
compared to our work are that the Arena project is focused on team sports and that the
viewers could see the whole game even without the equipment. In cross-country skiing
you do not have the possibility to completely follow a whole race neither by being there
in person nor by watching television broadcast. One approach to enable viewers to more
closely follow athletes during these types of sport events has been the use of RFID tags.
This makes it possible to know when athletes pass certain points and average status
between two points but it doesn’t allow a viewer to know the status of an athlete at any
given point during the race.

The system is built on a context-aware platform, Alipes [13] and wireless Internet
enabled sensor nodes [14] developed at Lulea University of Technology. Other research
conducted on context-aware platforms includes the work by Dey et al. on the Context
Toolkit [15] and the work by Rom an et al. on Gaia [16]. While both of these platforms
could have been used in this project, they are not originally designed for sharing personal
context with others, which is the case with the Alipes platform.

Quite a few research prototypes of wireless senor nodes have been designed and man-
ufactured e.g. the Mica mote [17, 18], μAMPS [19], the MANTIS Nymph [20], and the
GNOMES node [21]. Many of those devices use commercial off-the-shelf (COTS) com-
ponents. Especially the GNOMES node looks promising to be used in a project like
this due to the communication capabilities, but the system software needed to achieve
interoperability with existing systems seems only to be partially implemented.

3 System

Overall, the system is intended to give the viewer an enriched experience by providing
additional context to the sport event. An overview of the system is illustrated in Figure 2.
The viewer, A, is presented with a Java applet showing contestant information, see
subsection 3.1. The applet gains its information from the context-aware platform, B,
described in subsection 3.2. Data is received via a wireless network, C, from the sensor
nodes in the ad-hoc network, D, as described in subsection 3.3.

3.1 Viewer applet

The purpose of the applet is to show the advancement and status information of contes-
tants during Vasaloppet. The monitored skiers were equipped with sensors measuring
altitude, position, pulse, and speed. During the race the collected values are sent from
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Figure 2: Overview of the system.

the sensors via General Packet Radio Services (GPRS) to the database of a context-aware
platform.

The applet extracts the most recent data from the platform’s database at regular
time intervals and displays them. The skiers’ locations are drawn on a map which the
user is able to zoom and pan. The map can also be centered on one or all of the skiers’
locations by pressing one of the top buttons shown in Figure 3 below. Pulse and altitude
are drawn in diagrams related to the distance each skier has covered. Each skier has his
own pair of diagrams, which scroll horizontally according to the current distance covered.
The name of the skier is displayed at the top right corner of his diagram pair. Digital
counters are placed at the right side of the diagrams. The digital counter displays the
skier’s speed in kilometers per hour in the altitude diagram and the current value of the
skier’s pulse in the pulse diagram. The applet is depicted in Figure 3 below.

3.2 Context-Aware platform

The function of a context-aware platform is to encapsulate management of sensors and
other data providers [15], handle information fusion [22, 23, 24], and deal with privacy
issues [25]. Alipes [13], the platform used in this project, is one such platform. It
was originally developed for location aware applications but has been extended with
support for other types of contexts; altitude, pulse, speed, and distance, for the purpose
of conducting this test.

The Alipes architecture includes a SQL database and can function as a proxy. Sensor-
data is sent via the mobile device and is stored in the database. A client which is
monitoring the progress of the race contacts the database and is given the latest altitude,
distance from start, position, pulse, and speed. This means that the different contexts
might not be from the exact same time. In the event of one sensor not reporting any
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Figure 3: The Vasaloppet applet.

new data, the latest data will remain unchanged except for the position, which will be
estimated based on latest speed and knowledge about the Vasaloppet track. In this
way it is possible to reduce the negative effects of temporary network or sensor failures.
Assuming that extrapolated data has value for the viewer; no limit was applied to how
old data could be until it was considered irrelevant to the current situation. Although
privacy is an important aspect in context-aware systems it was not utilized in this project,
mainly because the whole point of the project was to distribute the information to the
public. There is however a rule-based system for privacy in Alipes [26] that could be
used if there was a need.

3.3 Sensors

A number of sensors exist to monitor heart rate. Of course, a cross-country skier would
be impeded by wearing sensors like finger clip sensors. During the ski competition event,
a belt worn around the chest [27] was used. Signals from the chest belt are transmitted
wirelessly to a receiving unit, in the same way as in equipments such as treadmills and
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exercise bikes. For collecting the position, time and velocity of the ski-runners, a low
power GPS module [28] was used.

3.3.1 Generic sensor hardware platform

Both the receiving unit for the heart rate monitoring and the GPS module was interfaced
by a small mobile sensor node developed at Lule̊a University of Technology. The sensor
node is a hardware device having a 16-bit microcontroller [29] used for processing of
received signals and wireless communication. In general, wireless communication is the
major power consumer in mobile devices [30]. For low power wireless communication, the
node has a Mitsumi Bluetooth module [31]. The components, microcontroller, Bluetooth
module, and batteries are mounted in a box (11 x 6.5 x 2 cm) as illustrated in Figure 4
below. The weight of the GPS sensor box and heart rate sensor-box is 145g and 130g
respectively.

Figure 4: Hardware components.
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3.3.2 Sensor node software

Each of the competitors had a Bluetooth/GPRS-enabled mobile phone, which was used
as an access point. GPRS facilitates almost instant connections where data can be
sent (or received) immediately as the need arises, of course under subject to radio cov-
erage and GPRS channel availability. Utilizing GPRS and the Internet Protocol (IP)
for communication has numerous advantages over developing proprietary protocols, e.g.,
compatibility, flexibility, and ease of maintenance. To be able to run the TCP/IP stack
on a sensor node with limited resources, a stack with focus on low resource utilization
[32] has been used.

For communication between the mobile phone and the sensors (i.e. sensor nodes), a
Bluetooth stack was developed [33] extending the TCP/IP stack with Bluetooth access
capabilities. The Bluetooth standard defines a set of profiles for communication. Today, a
mobile phone generally implements the capabilities of the Dial-Up Networking [34] profile
by acting as a wireless modem. However, during operation, only one Bluetooth device
may use the dial-up or GPRS services at a time. Since the minimum configuration during
the Vasaloppet competition was to have two sensor-nodes worn by the participants, the
LAN Access Point (LAP) [34] profile was implemented to give Internet connectivity for
the second device. This architecture is not limited to having only two nodes, but can
be extended to several nodes due to the LAP service implementation. The purpose of
having one sensor-node attached to each sensor is to minimize the need for cables and
increase flexibility. Without wires, a selection of sensor-nodes interfacing different types
of sensors can be used to be worn or carried by skiers.

3.3.3 Sensor node communication and data acquisition

When started, the sensor node initiates an inquiry to find other Bluetooth devices in the
close proximity that provides Internet access. When a device is found and the connection
is established, the device acts as a LAP providing other sensor nodes with the possibility
to get connected. At any time, the nodes may lose their connection due to a number of
reasons. The mobile phone might be out of range of a base station, data sent over GPRS
might be dropped due to the policy of prioritizing voice. For some reason, it is also
possible that the competitors may leave the mobile phone too far away (approximately
10 meters) from the sensor nodes. This implies that the sensor node must be able to
form a spontaneous, or ad-hoc network, able to re-establish connection. When the device
has established connectivity, either by using the mobile phone or the other sensor node,
readings from the attached sensor is performed and data is transmitted over the public
network. To reduce the sending rate, collected data from the sensor can be processed
before sending.

4 Results

The three professors, henceforth called Professor A, B, and C, participated in either one
or both of the open track event and the Vasaloppet race. During the events, four sensor
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nodes were used. Professor A participating only in the open track event, and professor C,
participating only in Vasaloppet, used the same pair of sensor nodes. Professor B used
the other pair and participated in both events. The results acquired from the races have
been divided into four categories: Viewer evaluations, Skier evaluations, Context aware
platform, and Sensors and communication. The results for these categories are presented
in the following subsections.

4.1 Viewer evaluations

A questionnaire was sent out on Testbed Botnia [35] and 89 answers were received. The
participants of the survey ranged from age 12 to age 57 with an average age of 31. The
participants were asked about how long they had visited the webpage and about their
interest in sports and new technology as well as if they felt that the added information
enhanced their experience of the sport event. 52 of the participants visited the webpage
for no more than 15 minutes, while the remaining visited for a longer period of time, some
for more than an hour. Most of the participants (all but 3) were either interested or very
interested in sports (2%), in new technology (28%), or in both (66%). Over all, 84%
thought that the added information enriched their experience. All of these participants
belonged to the group that were interested in sports and/or new technology.

According to the survey, being able to see the locations of the skiers on a map was
especially helpful. Although people liked the idea and the information in general, they
saw a problem with some of the information, especially pulse data, not updating at all
times and the maps being slow to load. The full survey with answers can be viewed in
[36].

4.2 Skier evaluations

From the skiers’ point of view, the sensors were simple to wear and handle, heart rate
sensor attachment was a simple strap belt around the chest. The two sensor electronics
boxes had only an on/off operation switch each and were positioned in suitable pockets
of the skiing dress. The whole system was started by turning on the mobile phone and
switching on the sensors, after which the skier could simply forget about them.

The batteries in the sensors had a lifespan of a few days. Thus, the limiting factor
was the mobile phone, where batteries had roughly one day of operation time. The data
obtained was of great interest to the athletes because data analyses after the race gave
clear information about the athlete’s performance. This can be used to improve training
for the next race. The live Internet sensor data from the athletes actually triggered
people to call up one of the athletes during the race and comment on position, speed,
and heart rate. One of the professors believed that even professional skiers might agree
to wear this equipment, especially if other contestants also wore it.
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4.3 Context-Aware platform performance

During the day of the Vasaloppet race there were 2100 unique visitors to the public
website with the applet. The average load to the database was about 120 simultaneous
connections. The amount of visitors caused some problems for the map-server that had
to serve at least 120 people with a map-image. In the beginning of the test there was
also a problem with the user limit to the database which was set to 100 simultaneous
users. However, this limit was removed after less than two hours into the race.

4.4 Sensors and communication

Professor A. This professor only participated in the open track event. Below in Figure 5,
a graph of the heart rate values from the professor, represented as beats per minute (bpm)
is shown for his race. During the open track event, more than 8000 heart rate samples
were collected and transmitted from the sensor node. The final time of this skier was
approximately 12 hours and during that time, the sensor nodes were operational for more
than 97% of the time.

Figure 5: Heart rate of professor A throughout the open track event.

Using the GPS module makes it possible to track e.g. the position and velocity of
the ski-runners. In Figure 6 above, the altitude is shown for the 12 hours race. In the
above graphs there are flat lines at approximately 5-6 P.M. During that time, the skier
was indoor resting for the final 10 km of the race. The equipment was placed on the floor
and hence, neither position nor heart rate could be determined, but still, the sensors were
operational. Moreover, during the final 10 km the batteries of the mobile phone were
used up completely. Fortunately, an extra phone was available for the sensors to connect
to and as a result, the cross-country skier could be monitored until the end of the race.

Professor B. The second professor participated in both of the races, having a final
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Figure 6: Altitude measured for Professor A throughout the open track event.

time of approximately 6 hours in both of the races. For the open track event, his position
and speed could be observed for 90% of the event, but the sensor node attached to the
heart rate receiver malfunctioned; only transmitting data for the last 10% of his race. One
week later during the main Vasaloppet event, the equipment continued to be unstable but
nevertheless, his position and heart rate could be monitored for 2 and 3 hours respectively
of the competition.

Professor C. In Figure 7 below, the position of the third professor participating in
Vasaloppet is plotted on a map during the first 13 km of the competition.

Figure 7: Transmitted position during the first 13 km of Vasaloppet for Professor C.

The sensor node attached to GPS module and senor node attached to the heart rate
receiving unit transmitted data for 69% and 76%, respectively of the time during the 90
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km race. The on-line operational time is shown in Figure 8 below.

Figure 8: Operational time for mobile units during Vasaloppet for Professor C.

In Figure 8, gaps along the time axis represents missing data from the senor nodes.
The professor had a final race time of almost 10 hours, and in particular for the GPS
node, we find 3 large gaps of approximately 30 minutes each where no data could be sent.
The bandwidth requirement for sending data over the wireless link was low (for GPS,
only 80 bytes of payload every fifth second) but nevertheless, the radio channel is scarce
resource.

5 Conclusions

The results from the survey indicate that the added information did indeed enrich view-
ers’ experience of the event, at least for those viewers who have interest in sports or
technology. A problem that many from the survey noticed was that the pulse sensors
didn’t work very well. This problem is most likely due to the active movement of the
skier causing the sensor to slide out of position and thus making it unable to read the
pulse. However, this is just one possible cause; other causes could be communication
problems between the sensor and the mobile-phone or battery shortage. One possible
way to minimize this problem could be to give sonic feedback whenever any problem
occurs (communication or sensor problems)

One bottleneck in the system was the map server as it had to provide a new map
image for every user whenever they changed view or the application itself requested a
new and updated map image. The map is generated from centre and edge coordinates,
then it is converted into the requested image format. A system where a limited number
of different views are offered, thus limiting the generation and conversion process, would
greatly improve the system in terms of scalability. The different views could be cached
on a server to further improve the system performance.

The largest amount of data was received during the open track event. Achieving
100% uptime of the sensor nodes is very hard with the limited resources on the nodes.
The lower operational time of the mobile units when used in Vasaloppet is most likely
due to insufficient GPRS-resources available due to the increased amount of spectators,
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participants, and media coverage. This means that the limited number of available GPRS
time-slots will make it hard to deploy the system for many athletes. Unfortunately,
professor B participating in both of the races had the set of sensors providing the lowest
operational time. The cause is still unresolved, however the sensor nodes proved their
robustness by reconnecting when possible. That is, even though not having enough
resources available for some time; the sensor nodes were never user-operated and were
able to reconnect when resources (GPRS) were available. Ongoing research is targeted
to improve robustness and reducing power consumption of the sensor nodes. We also
expect future cellular phones to provide increased operational time.

All in all, according to the survey, sensor results, and the interest shown for the
concept by the large amount of visitors, we consider this to be a successful first trial in
the area of enriched sport events. For future trials we have identified the bottlenecks
needed to be addressed.

6 Visions and Future Work

One of the future visions includes the possibility to view any contest participant with
complete information at any time during the contest. With several cameras positioned
along the track and by utilizing location-awareness a viewer could select to automatically
switch to a camera currently filming a certain contestant. This kind of system could be
developed for both Internet and television by using new technology in digital television.

A project, under the name of LIVEStat, has been created in order to further develop
the concept presented in this paper. The project strives to achieve a solution to present
the concept not only on the Internet but also together with live television broadcasting.
Using this media channel has proven to offer a way to further increase the versatility of
the graphics presented and also to cover more conceptual areas.

The different contexts described in this paper has proven to be interesting, however
there is yet another context that could be of interest: the time displacement. In a sport
event where contestants have different starting times, a comparison of physical location
of contestants at a certain progressed time can be displayed on a map. The benefit of
time displacement is well displayed in orienteering as seen in Figure 9 where the different
approaches to the control point are shown with regards taken to each contestant’s start
time.
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[33] C. Öhult, “lwBT a lightweight Bluetooth stack.”
http://www.sm.luth.se/ conny/lwBT/, Nov 2003.

[34] Bluetooth Special Interest Group, Bluetooth Core, Specification of the Bluetooth
System, Version 1.1., February 2001. https://www.bluetooth.org/spec/.

[35] Testbed Botnia, June 2004. http://testplats.com/doc/aboutbotnia/se.

[36] Survey; questions and answers, June 2004. http://www.sm.luth.se/qwazi/vasaloppet/.



116



Paper E

MULLE: A Minimal Sensor

Networking Device -

Implementation and Manufacturing

Challenges

Authors:

Jonny Johansson, Matthias Völker, Jens Eliasson, Åke Östmark, Per Lindgren, and
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MULLE: A Minimal Sensor Networking Device -

Implementation and Manufacturing Challenges

Jonny Johansson, Matthias Völker, Jens Eliasson, Åke Östmark, Per Lindgren, Jerker
Delsing

Abstract

Network connected sensors are today increasingly used in the industry. In cases where
these sensors also are equipped with computational and ad-hoc networking capacity they
can form a system for ambient intelligence. To make such a system cost-effective and
easy to install it is important to avoid cabling, thus setting requirements for battery op-
eration and wireless communication capacity. In this paper we discuss the perspectives of
wireless networked sensors using standardized Internet communication. We also present
the design of a minimal CPU / communication unit designed for this purpose. The size
of a complete unit is (25x23x10) mm including battery supply. The use of advanced PCB
manufacturing and bare die mounting techniques allows hosting of a Bluetooth chipset
and a microcontroller, as well as a number of other SMD components. On-chip software
includes a full web server, TCP/IP and Bluetooth communication stacks. The choices
and design trade-offs for the system are discussed, and the future use together with com-
pact ultrasound industrial sensors and health monitoring systems is briefly presented.

Keywords Embedded, Internet, EIS, Bluetooth, TCP/IP, sensor.

1 Introduction

Sensors and actuators are widely used devices in various system implementations. De-
vices that are intelligent and accessible to the Internet open new possibilities for system
fault detection, control, maintenance and support. We approach this challenge by the
development of an Embedded Internet System (EIS) architecture for small mobile de-
vices. This architecture comprises three major components. First, very light-weighted
sensor/actuator devices with embedded communication capability. Second, the mobile
connection of such devices to the global Internet in a simple and cheap way. Third,
ad-hoc Internet networking of such devices.

The above criteria spans a huge design space. By basing design choices on today’s
state of the art technologies, feasibility studies and proof of concepts can be conducted in
order to provide working solutions as well as gather deeper understanding of the under-
lying problems. The evolution of embedded microcontrollers with onboard memory and
interfaces have rendered a wide selection of suitable building blocks for networked sensors
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[1, 2, 3]. Providing mobile access to the global Internet states a number of challenges with
respect to sensor network communication, global Internet access and deployment of suit-
able communication protocols. Over the last years, Bluetooth has emerged as a standard
for short-range radio communication [4]. By the use of protocols and profiles, devices
can identify services and create networks in an ad-hoc manner. In this way Bluetooth
can provide communication means for networked sensors applicable today. Furthermore,
the increasing deployment of Bluetooth technology in Internet connected consumer elec-
tronics, for example GPRS/UMTS mobile phones, handheld computers and Bluetooth
gateways, opens up an ambient communication infrastructure viable today. Both simplic-
ity and cost are key issues for global Internet access of networked sensors. Deployment
of proprietary protocols for the communication is precluded as it would imply custom
configuration of the access point(s), e.g. mobile phone or Bluetooth gateway. Instead we
seek a more general solution to the problem relying on standardized protocols. Commu-
nication cost is largely determined by the access technology, GPRS/UMTS traffic is likely
to have a higher per-byte cost than traffic intermediated to a wired gateway. Hence, we
seek a communication solution that can seamlessly roam between access technologies to
provide cost effective access to the global Internet.

In this paper, we demonstrate the feasibility of EIS architectures by applying state of
the art design and manufacturing techniques in the development of MULLE; a minimal
light-weighted EIS sensor platform with processing and communication capability. The
implementation is described in detail, and some possible applications are briefly discussed.
The embedded application and standardized TCP/IP communication software is designed
for minimal CPU and memory usage. The mobile connection to the global Internet is
made via a Bluetooth enabled GPRS/UMTS mobile phone. Thus, by giving EIS devices
a Bluetooth communication channel it is possible to tunnel the EIS sensor communication
through a mobile phone nearby the sensor. The ad-hoc networking is achieved through
Bluetooth piconet technology together with the NAT protocol providing IP-addresses to
the EIS devices [5]. Thus, the solution makes it possible to in an ad-hoc manner connect
an infinite number, in theory, of EIS devices to the Internet using a single mobile phone.

2 Evolution of Networked Sensors

Today devices such as sensors and measurement instruments are widely used to get sys-
tems working. These devices have the capability to communicate data by either a display
or some electronic data communication means. For a long time most sensor communica-
tion schemes deployed were point-to-point communication like RS-232 or current loop. In
the 1980’s instrumentation busses like the IEEE-488 standard [6] was developed. Later
came the Fieldbus standard targeting sensors, actuators and instrumentation in indus-
trial environments with tight real time requirements [7, 8]. Other approaches are the ASi
standard [9] targeting sensor communication and the IEEE 1451 standard [10, 11] tar-
geting the conversion of low level communications like RS-232 and current loops to a bus
structure. However, all these approaches make data available only to a few predetermined
users.
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Based on these types of standards we now see the evolution of virtual measurement
environments. By the adoption of Internet technology to these virtual environments,
sensors and actuators become available to users worldwide. Internet access is often
implemented by the connection of sensors, actuators or other devices to a base unit
(large server) on which a gateway application is running that enables the device(s) to be
visible on the Internet [12, 13, 14, 15]. Applications where such architectures are applied
are found around the measurement of medical quantities, see for example [16, 17, 18].

The large server architecture suffers from the need to develop a specific application
that is capable of communicating with the connected devices, e.g. the Mobihealth BAN-
ware [18]. Such a base unit is required to have the hardware communication capabilities
that enables the device communication. To make sensors mobile in this architecture it
is possible to use suitable radio or optical communication. However, the access (radio or
optical) infrastructure has to be built for the particular case.

Massively distributed systems is a well established research area in the realm of com-
puter engineering. Results naturally apply to sensor networking. Examples of interesting
papers that give an overview of requirements and problems are [19, 20, 21]. Here we also
find examples of sensor networking that requires less computational resources, e.g. the
Time Triggered Architecture investigated in the car industry [22, 23]. The, so far, most
challenging and ground breaking ideas on small device networking is the electronic dust
project from Berkeley [24, 25, 26]. However, in all these cases the sensor networks utilize
non-standard or proprietary protocols. Substantial work has been made on the network-
ing problem related to massively distributed sensors, e.g. [27, 28]. Power consumption
issues are critical in the design of small networked sensor devices. There are a large
number of papers targeting this field, e.g. [29, 30].

For the future we project that many, if not all, sensors and measurement devices will
be given the capability to act on its own as a node in the public Internet. This is achieved
by embedding the Internet communication capabilities into the device itself. This will
be possible even in very light-weighted devices. Recent achievements in the direction of
light-weighted Embedded Internet Systems (EIS) can be found in [31, 32, 33, 34]. White
papers from market research institutes predict similar developments, particularly in the
machine to machine (M2M) business [35]. The EIS architecture provides new means to
distribute data to users worldwide. In turn this may lead to new applications and ways
of doing business. Of course this will also give rise to new problems; technical, legal as
well society oriented.

We envision ambient intelligent environments with an infrastructure based on hetero-
geneous IP-enabled devices. These devices may range from simple sensors and actuators
with minimal hardware resources for consumer electronics to large heavy duty devices
with major hardware resources available, all accessible over the Internet. The ultimate
solution would be to have an architecture where sensor and actuator devices can connect
to an application using an existing access network in an ad-hoc manner. Furthermore,
the devices should declare their functionalities and capabilities to any user or application
that is allowed access to the device.
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3 MULLE - A Platform for Networked Sensors

At EISLAB at Lule̊a University of Technology the development of various applications
requires a platform to form networked sensors and ambient intelligence as discussed in
the sections above. The evolution towards such an Embedded Internet System (EIS) has
been underway for a number of years. The most recent result has been named MULLE.
This section describes the requirements on the system, and the solutions chosen to reach
a working prototype.

3.1 System requirements

Based on the discussion above, a list of requirements for MULLE was created. In the
procedure to create the requirements list, effort was put to use solutions that where
actually realizable or already in use.

• Web server. The system should have memory capacity to host an on-board web
server.

• Communication. The system should be able to perform wireless communication.

• Time stamp. The system should be capable to time stamp events in real time.

• Size. The system size should be maximum 25x25x5 mm without battery supply.

• Battery supply. The system should be possible to supply from various battery
types, ranging from one single LI-Poly cell to 4 series connected Ni-MH or Ni-Cd
accumulators. This sets the nominal supply voltage range to (3.6 - 4.8) V.

• Low Power. Focus should be on low power consumption, with efficient power down
mode to conserve power.

• Analog I/O. The system should have capacity to handle analog inputs signals, as
well as to source analog output signals.

• Digital I/O. The system should communicate via digital serial I/O, for program-
ming and connection of digital sensors. General purpose I/O should be available
for i.e. timer and interrupts.

• Power supply output. The system should provide power supply for externally con-
nected sensors.

3.2 Hardware solutions

This subsection describes the hardware solutions used for MULLE. A block schematic of
the design is shown in figure 1.
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Figure 1: Block diagram of MULLE.

3.2.1 Digital core

The design is centered around computational and communication capability. The chosen
microcontroller is a Renesas M16/62A (M30624FGA). It is a 16-bit architecture with
20 kB RAM and 256 kB flash ROM on chip memory as well as on chip 8-10 bit analog
I/O. The component was made available to EISLAB as bare die, enabling the use of
Chip-On-Board (COB) mounting to reduce the size of the circuit board. The footprint
of the M16 layout including bondpads and bond head working area measures (13x13) mm,
to be compared with a foot print of (19.5x25.5) mm for a standard M16 in fine pitch
package. A 10 MHz ceramic resonator provides clock signal to the M16. Real time clock
as well as reset logic and extended non-volatile memory is provided in one single chip,
the Xicor X1288. Although the chip was unavailable in bare die format, the integration
of all functionality in one single chip allows a space and power efficient solution. The
X1288 provides 256 kbit of non-volatile memory and connects to the M16 via I2C serial
interface. The real time clock in the X1288 requires a 32.768 kHz crystal. The X1288
provides a selectable sub clock to the M16, which can be set to 32 kHz, 100 Hz, or 1 Hz.
Programming of the M16 is made through a serial interface which is routed through the
main 26 pin I/O connector.

Bluetooth is chosen for wireless communication. The used module is a Mitsumi
WML-C10AHR, which is a Class 2 Bluetooth unit with integrated antenna [36]. The
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footprint area of the module is (19x14) mm. Communication to the M16 is done via
serial interface. No external components apart from one decoupling capacitor is needed
to get a functional module. Configuration of the module is made via a serial peripheral
interface (SPI) routed to the main I/O connector.

Power supply is realized with a fixed 3.0 V linear regulator XC6204. All components
on the board will work down to 2.9 V if necessary. The choice of the relatively low
supply voltage gives a fairly large headroom for load dependent supply voltage variations
from i.e. a LI-Poly battery. The drop-out voltage of the regulator is maximum 0.2 V
at 100 mA load current, which gives an absolute minimum battery supply voltage of
3.1 V. Initially a switched regulator was considered to increase efficiency at high battery
voltages. This option was however discarded due to concern over injection of switching
noise. Also, for the target battery supply of 3.7 V and board voltage of 3.0 V, even a high
efficiency switched regulator would not give significantly higher overall efficiency than a
linear regulator.

The digital interface for external connections contains serial connections as well as
peripheral functions like timer and interrupt pins. These are all connected to a main
26 pin I/O connector, which is shared between digital and analog functionality. The
digital supply voltage is also routed to the I/O connector. To increase the possibility
to save power, the power supply pin is routed through a switch transistor to give the
possibility to switch connected sensors off through the M16.

3.2.2 Analog interface

The board provides up to 3 single ended inputs for voltages between 0 and 2.5 V, and one
differential input routed via an instrumentation amplifier. The used differential amplifier
is housed in a standard 8-pin package, with one external resistor to set the desired gain.
This offers the possibility to decide on type of amplifier and gain during assembly of the
board. The default amplifier is an INA122 set to 10 times gain. The single ended inputs
as well as the output from the differential amplifier are all routed to the M16 integrated
A/D converter, which provides a selectable resolution of 8 or 10 bits. For a supply voltage
of 3.0 V the manufacturer recommends the use of 8 bits, which gives a maximum sample
rate of 357 kHz at a 10 MHz clock. Two on board voltage references are used, one 1.2 V
reference for the differential amplifier midpoint, and one 2.5 V reference for the A/D
converter. The M16 also houses two on chip 8 bit D/A converters. These are routed to
the main I/O connector together with the analog inputs and both reference voltages.

3.2.3 Board design

Traditional glass fiber FR4 substrate was chosen as carrier for the electronics. Another
choice would have been to use a ceramic substrate as carrier. The use of e.g. a Low
Temperature Co-fired Ceramic (LTCC) would yield similar line widths and isolation
distances as FR4. Additionally, passive components could be integrated in the substrate,
which also withstands a higher temperature range than FR4. For MULLE, the number of
passive components is fairly small, so this was not a decisive issue. Further, the foreseen



125

Figure 2: Both sides of a complete MULLE board with main components indicated.

temperature range for MULLE is limited up to 85 oC, which is well within what can be
handled by the FR4. The board is a six layer design where two layers (no:s 3 and 4) are
dedicated for power supply. To minimize the area through-hole vias are avoided. Blind
micro vias connecting within layer 1 through 3 and layers 4 through 6 respectively are
used extensively. The minimum conductor width used is 150 μm, with minimum isolation
of 150 μm. Copper thickness is 35 μm on outer layers and 18 μm on inner layers.

In order for the serial programming of the M16 to work, a boot code must be parallel
programmed into the integrated flash memory. The manufacturer normally loads this
basic program only after packaging. As the M16 on MULLE is mounted as bare die,
the board has to provide a one-time parallel programming interface. The additional
programming connections are made using two removable break-off board parts. Each
of these parts contains a 20 pin edge connector which is removed after programming.
The needed on-board reconfiguration of several interconnections is made by wire bonds
after first-time-programming. Apart from the removal of several bonds from the M16,
also additional bonds are made on the board to provide zero ohm connections after the
completed parallel programming sequence. The M16 chip is glued to the board with heat
curing epoxy. After curing, the chip is connected to the board with 25 μm gold wire
bonds. To facilitate good bonding adhesion the board is covered with chemical Ni/Au.
After completed bonding the M16 and all zero ohm bond connections are covered with
a glob-top. Photographs of the mounted board are shown in figure 2.
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Figure 3: Overview of TCP/IP and Bluetooth stacks.

3.3 Software solutions

The software system running on the MULLE platform can be divided into three cat-
egories. At highest level, a generic sensor application resides responsible for the user
interaction as well as a web server providing the users with the interface (i.e. java ap-
plets) to the sensor application. Depending on the attached sensor, appropriate software
driver adapted for the interfaced sensor is linked during compilation. The application
reads data either from the on-board AD-converter or appropriate digital I/O. The second
category is the network protocol stacks, used by the user application for network commu-
nication. Using the Internet Protocol (IP) for communication has numerous advantages
over developing proprietary protocols, e.g., inter-operability with existing systems, flex-
ibility, and ease of maintenance. Running the TCP/IP suite on the MULLE platform
together with Bluetooth wireless technology, any Bluetooth enabled device may interact
through standard WWW-browser technology. Figure 3 gives an overview of the protocol
layers implemented, making it possible to create an ad-hoc network of MULLE platforms.
The last category is the real-time operating system, managing the system resources (ex-
cluding dynamic buffer memory which is managed by the TCP/IP and Bluetooth stacks).

3.3.1 Device driver

At lowest level, the software driver encapsulates the functionality required to communi-
cate with the Bluetooth module or attached sensor. The upper layer stack (or user-
application) uses these functions to send Bluetooth (or sensor) commands and data
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packets, and receive data packets and events. Internally, the driver for the Bluetooth
module uses one of the M16 UART channels. During normal operation mode of the
microcontroller, the device driver utilizes the direct memory access controller (DMAC)
to allow data to be sent directly to memory, hence relieving the CPU from the low level
work. However, this option to use the DMAC is not possible if the intention is to enter
any of the low-power control modes of the microcontroller and hence, the driver can also
interface the microcontroller UART peripheral directly.

3.3.2 Protocol stacks

To be able to run the TCP/IP stack on the MULLE platform having limited resources, a
stack with focus on low resource utilization [37] has been used. For wireless communica-
tion, a Bluetooth stack [38] was developed, extending the TCP/IP stack with Bluetooth
access capabilities. Both protocol stacks share the same characteristics, e.g. utilizing
zero-copy of buffer data as data is passed through the various layers of the stacks. They
are also highly configurable e.g. memory usage for packet buffers, number of Bluetooth
clients allowed, which Bluetooth profiles (see below) to support etc.

3.3.3 Profiles

The Bluetooth standard defines a set of profiles for communication. For Internet con-
nectivity, the LAP (LAN Access Point) and Dial-up-Networking (DUN) profiles are im-
plemented. For highest mobility, the MULLE platform may use a mobile phone as a
wireless modem for connecting to a dial-up Internet access server. Selection of the profile
to be used is configurable, either one can be used depending of the targeted application.
It is also possible to configure the platform to operate in dual-mode, i.e. both acting as a
Data Terminal (DT) connected to a mobile phone while at the same time, act as a LAP
for other platforms.

3.3.4 Ad-hoc network

By deploying a number of MULLE platforms, they can associate in an ad-hoc manner to
form a network. To create an ad-hoc network, a control application on board utilizes the
built-in service discovery protocol of the Bluetooth stack together with profiles mentioned
above. The control application initiates an inquiry to search for other Bluetooth devices
in the close proximity providing access to a public network. The other device may be
a mobile phone with GPRS or a Bluetooth LAP, connected to a wired network. When
connected, the MULLE platform also makes the LAP service available, if configured
to operate so, for other devices to connect to and thus creating a spontaneous private
network. Naturally, the communication protocol for the network is TCP/IP based, and
every MULLE platform acting as a LAN access point must be able to provide an IP
address to its peer. On-board, the IP address allocation is implemented by the NAT
layer [39], by utilizing one of the reserved address spaces for private networks [40]. The
NAT-implementation allows the MULLE platform to create a private network that shares
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a single connection to an external network. Finally, the NAT implementation utilizes the
IP forwarding capabilities provided by the TCP/IP stack when needed.

3.4 Measurements

3.4.1 Current consumption

System tests have been performed with MULLE set to various configurations to get
measurements of the power consumption of the system. For these measurements a 3.6 V
supply voltage source was used, and the mean current consumption of the system was
measured. The results for various configurations is summarized below. The measurement
data presented use different setups and software, and represent different usage scenarios.
This means that the measurements are not to be compared relative to each other, but to
be taken as indications on power consumption for various system tasks.

• Stop mode; 2.3 mA. All internal clock nets and external interfaces in the M16 are
stopped, and the CPU core is disabled. The Bluetooth chipset is set to deep sleep
mode. The M16 can be woken up by external interrupt only, e.g. from a timer on
the RTC or external reset. Stop mode is useful for longer periods of inactivity, as
the response time can be up to a few seconds.

• Wait mode; 14 mA. Clock nets and external interfaces are functional, but the CPU
core is disabled. The Bluetooth chipset is set to deep sleep mode. The M16 can be
woken up by internal as well as external interrupts.

• High frequency mode; 24 mA. The M16 is fully functional, with activity every clock
cycle. The Bluetooth chipset is set to deep sleep mode.

• Bluetooth mode; 35 mA. Bluetooth and M16 are active. Various tasks are performed
by the M16, with periods of wait state in between. The amount of data handled
by the M16 and transferred over Bluetooth is in the order of 1 kB per second.

• Full system mode; 51 mA. Same setup as for Bluetooth mode above, but includes
also current consumption for a Nonin Xpod 3012 format 2 sensor.

The conclusion is that large power savings can be implemented when a sensor application
does not require a continuous high bandwidth data stream. We have initially found a
few strategies to minimize the communication power needed. One is to send data in
batch mode storing data in the memory in the Real Time Clock. This memory is enough
to store three hours of data from a Nonin format 1 sensor [41]. When the memory is
almost full, the MULLE can connect via its Bluetooth interface to the Internet and send
all data to a central server. It can after flushing all data close the Bluetooth connection
and hence continue to execute at a low power mode. Another power saving strategy is
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to not store and communicate all measured data unless data meeting for the application
certain or critical values are obtained from the sensor.

If the application does not demand continuous sampling the MULLE can deactivate
the sensor as well, and only have it active during data collection. When a network of
MULLE:s are connected to one GPRS-phone with Bluetooth/NAT, the NAT-clients can
reduce their operating frequency, and hence save power, while the NAT-proving MULLE
operates a full speed to be able to handle a large number of clients. Another possible
solution to reduce the power consumption is to let a central server control each MULLE.
By the use of a control protocol the server can decide which MULLE:s to activate, and
what sensor data that are requested if the MULLE:s have multiple sensors. The server
can then remotely switch an attached sensor on and off. Yet one way to save power is to
use the sub clock for the M16. Unfortunately these measurements were not concluded at
the writing of this paper.

3.4.2 Temperature test

As the system shall be used in outdoor as well as indoor applications, it is of interest
to test the behavior over temperature. To do this, two types of preliminary tests have
been performed. The first involves a temperature cycle from room temperature down
to -20 oC, up to +70 oC, and back to room temperature in steps of 20 oC. Stabilization
time on each temperature was one hour. The second test was an overnight 16 hours test
at -20 oC. The relative humidity (RH) was not controlled in the tests, but monitored.
During the overnight test the RH was stable at 67±2%. The results of the temperature
tests were highly positive, with the system operating properly throughout the testing.

To simulate a real usage situation the MULLE was powered by a single 3.7 V Li-Ion
cell during the temperature tests. The chosen cell was a Varta LIC18650-22C WC, which
has a specified operating temperature down to -20 oC and a capacity of 2200 mAh. If
the system is not to be subject to low temperatures, Li-Polymer battery technology can
be used to provide very small dimensions. One example is the Varta LPP402025, with
dimensions of (25x20x4) mm and a capacity of 130 mAh. With this cell the complete
system is confined in a volume of (25x23x10) mm.

4 Applications

Applications for a system like MULLE can be found in a variety of situations in the
industry and in our everyday life. Two applications targeted within the research at
EISLAB are industrial ultrasound sensors and mobile health care.

4.1 An ultrasound sensor

Piezoelectric ceramic materials are widely used in ultrasound measurement systems. In
the industry, measurements include properties of suspensions and fluids, density, flow
etc. Traditionally these systems have a low degree of sensor and electronics integration.
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They are built to be powered using a mains outlet, and data are transmitted to and from
the system with wires.

Ease of installation is one important factor in the cost picture of a measurement
system. Here, data and power supply cabling are cost drivers. If these could be omitted,
the system cost would be lowered. The removal of all cabling sets two requirements:
battery operation and wireless transmission of data. As one step towards these goals a
compact ultrasonic transducer has been developed at EISLAB [42, 43]. In the system,
the driver electronics is mounted as bare die directly at a piezoelectric disc. This gives
a system with small dimensions, low power consumption, and very good pulse control
possibilities. The target is to combine this transducer with MULLE to create a complete
stand alone ultrasound measurement unit. The MULLE can be cast into the backing of
a sensor or in other ways mounted adjacent to the transducer element.

4.2 Mobile health care

Monitoring of medical parameters often limits the mobility of the patient, e.g. to the hos-
pital. Health monitoring in out-of-hospital conditions has been of interests to researches
and practitioners for a long time, but has been concentrated on health monitoring at
home. With wireless sensors, a patient could be monitored where the patient keep on
living their daily life. In previous work [44], experiments confirmed that within GPRS
coverage, a predecessor to the MULLE platform successfully provided Internet access
and was able to present data for on-line monitoring over the Internet. Furthermore, the
generic hardware platform enables us to attach a variety of sensors, not limited to sensors
measuring medical parameters. In a larger scale trial, a GPS receiver module and a heart
rate sensor (situated in a chest belt) was interfaced by EIS devices. The devices were
merged with a context-aware platform to give sport event viewers an enriched media
experience [45]. The system as illustrated in figure 4 was developed as a proof of con-
cept, and demonstrated in real-life use at the Vasaloppet cross country ski event. By the
use of wireless ad-hoc networking and GPRS technology, sensor data such as heart rate,
position, altitude, and speed was transmitted to the context-aware platform Alipes [46],
which in turn presented the sport event viewer with a personalized view. Experiences
from such a large test provide valuable input for further directions in our research to be
conducted with the MULLE platform.

5 Conclusions

A very light-weighted implementation of an Embedded Internet Sensor platform, MULLE,
has been described. It implements a complete ad-hoc sensor networking device with
TCP/IP and Bluetooth protocol stacks. The Internet communication is based on Blue-
tooth as the first uplink to the Internet. The final hardware size is 23x25x10 mm including
a small Lithium battery cell. The base is a 6 layer FR4 PCB, featuring 150 μm con-
ductors with 150 μm isolation distance, buried micro vias and COB mounting of the
μP.
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Figure 4: Overview of the system used at Vasaloppet cross country ski event.

For the future, intermittent usage and minimization of data communication will be
investigated to reduce power consumption. For an even smaller implementation smaller
feature sizes will be used based on a sequential build up circuit board technology.
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[33] J. Delsing, P. Lindgren, and Å. Östmark, “Mobile internet enabled sensors using
mobile phones as access network,” IT-Con, 2004. Submitted for publication.

[34] J. Delsing and P. Lindgren, “An architecture for mobile internet enabled sensor
networks,” IEEE Journal of Instrumentation and Measurement, 2004. submitted
for publication.

[35] G. Allmendinger, “Let the circle be unbroken, how the information circle created
by device networking / m2m and the internet will automate the global enterprise.”
Harbour Research Inc., Boston USA, July 2003.

[36] Bluetooth ModuleWML-C10 Class 2. Mitsumi Electronics Corp., July 2004.
http://www.mitsumi.com/indexusa.html/m.

[37] A. Dunkels, “Full TCP/IP for 8-Bit Architectures,” in Proceedings of the first inter-
national conference on mobile applications, systems and services (MOBISYS 2003),
San Francisco, May 2003.
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Service and Device Discovery of Nodes in a Wireless

Sensor Network

Åke Ostmark, Per Lindgren, Aart van Halteren, Lianne Meppelink

Abstract

Emerging wireless communication standards and more capable sensors and actuators
have pushed further development of wireless sensor networks. Deploying a large number
of sensor nodes requires a high-level framework enabling the devices to present them-
selves and the resources they hold. The device and the resources can be described as
services, and in this paper, we review a number of well-known service discovery protocols.
Bonjour stands out with its auto-configuration, distributed architecture, and sharing of
resources. We also present a lightweight implementation in order to demonstrate that an
emerging standards-based device and service discovery protocol can actually be deployed
on small wireless sensor nodes.

Index Terms: Service discovery, wireless sensor, sensor networks.

This work was sponsored by the Centre for Distance-spanning Health-care (CDH) and by
European structure funds in the project SIV (”Distance-spanning technology as support
for cooperation within elderly home care”).

1 Introduction

Sensors are an integral part of our environment. Smaller chips, emerging wireless commu-
nication standards, and more capable sensors and actuators are pushing the development
towards wireless sensor networks. Wireless sensor networks are composed of multifunc-
tional miniature sensor devices with limited processing and storage capabilities, often
battery operated, and interconnected with each other over wireless links. Over the past
years, networking sensors have received more attention in various sectors. One applica-
tion area is a health Body Area Network (BAN), consisting of a network of sensors carried
by, and moving around with, the patient. The benefits from mobile (wireless) monitoring
in out-of-hospital environments have been the focus in several studies and a number of
prototypes have been developed e.g. [1], [2], [3]. These systems incorporate a range of
wireless devices with varying capabilities. Even though a small number of nodes might
be carried at the same time, the network of sensors may be configured quite differently
over time (e.g. depending on how the medical condition of a patient progresses). Another
application area is environmental monitoring where a number of different sensors can be
used. Water level, temperature, and wind sensors can be deployed along a river bank,
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issuing automatic warnings in the case of possible flooding [4], [5]. The common basis for
the above application areas is the introduction of new sensors, often constructed by vari-
ous manufacturers. This requires a specific understanding of the type of signal produced
by the device and the proprietary protocol for communicating with (and controlling of)
the sensors. Furthermore, deploying a large number of sensor nodes requires a high-level
framework enabling the devices to present themselves and the services they offer. Using
a service discovery protocol, it becomes possible to make sensor data available to an
application through high-level interfaces.

In this paper, we review a number of well-known established service discovery archi-
tectures, which could be used to manage the complexity of sensor networks. Our target
platform is a resource constrained sensor node, hence we seek a lightweight scheme that
enables devices and their services to auto-configure, cooperate, adapt to changes, and
to dynamically advertise and find available services in a sensor network. Bonjour [6],
based on well-known standards, stands out with its auto-configuration, distributed ad
hoc architecture, sharing of resources, and potentially lightweight implementation. To
demonstrate that an emerging standards-based service discovery protocol actually can
be deployed on small sensor nodes, we develop a lightweight Bonjour implementation.
Initial experiments conducted on our prototyping sensor platform MULLE [7], verifies
that service and device discovery of resource limited nodes in a sensor network is feasible.

This paper is structure as follows. In Section 2, common characteristics and a short
survey of some of the well-known service discovery protocols are presented. Our devel-
opment and prototyping platform is introduced in Section 3. In Section 4, our sample
implementation of the Service Discovery Protocol is presented and in Section 5, future
work is discussed.

2 Service Discovery Protocols

Service discovery protocols enable services and service users to dynamically advertise and
find available services in a network. They provide the necessary means to describe services
so that the service users can determine if a discovered service matches its requirements
as well as utilize this service. Today, there exist a number of proposed service discovery
protocols and the common building blocks and techniques of service discovery protocols
include:

2.1 Service Catalogues

Service discovery protocols can be categorized as either a centralized directory-based
protocol or distributed directory-less protocol. In the former, nodes register their avail-
able services with a central repository where service users query for available services.
In the latter scheme, the protocol is inherently peer-to-peer and the service catalogue is
distributed over the sensor nodes.
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2.2 Service Description

The service discovery protocol must define a data description language, representing and
describing the service. In addition, the additional capabilities of the service, or attributes,
usually have a standard naming convention.

2.3 Registration & Discovery

For service users (e.g. clients) to be able to find each other, services must be registered
and a discovery process has to take place. To discover services, the discovery process can
either be active (by issuing queries) or passive (by listening on service announcements
from peer nodes).

2.4 Utilization

Other important characteristics for service discovery protocols are the techniques for
supporting service delivery and service invocation. For some service discovery protocols,
the responsibility for service invocation is controlled by higher level protocols apart from
the actual service discovery protocol. Other protocols provide the necessary means to
utilize the service by exporting a service interface.

2.5 Service Status

To maintain a consistent state, it is necessary that the service discovery has a mechanism
to notify the service users, e.g. ensuring that a clients’ knowledge of an announced
service is still valid. Either a client can receive a change of a service state by receiving
asynchronous notification of a specific event, or by frequently polling the service.

2.6 Service Discovery in Sensor Networks

Depending on the application area and usage scenario, the service discovery protocol has
a number of requirements. In e.g. pervasive environments, it can be expected that the
service discovery protocol must be able to cope with a number of different devices. In
such environments, it is anticipated that devices are heterogeneous, ranging from very
resource limited tiny nodes to more resource rich devices, e.g. PDAs and laptops carried
by human users. For small devices, the processing power, storage capabilities in terms of
memory, and communication capabilities must be taken into consideration. In addition,
nodes are expected to be in a low-power state with a low duty cycle to conserve power.
If the node is not reachable in this state, cooperative techniques must be handled by the
service discovery protocol.
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2.7 Well Known Service Discovery Protocols

Well known service discovery protocols include Service Location Protocol (SLP), Jini,
UPnP, and Bonjour. Table 6.1 summarizes our comparison of these protocols. The pre-
sented service discovery protocols have taken different approaches to enable dynamic ser-
vice registration, discovery, and service invocation. For example, Bonjour and UPnP have
a clear focus on enabling address allocation without DHCP servers, automatic discovery
of computers, devices, and services on IP-based networks (as known as zero-configuration
networking). Furthermore, in Jini, services are delivered as Java objects to service users
requesting the service, making it possible to perform ordinary method calls. Service de-
livery and invocation in e.g. SLP and Bonjour, is on the other hand entirely left out from
the protocol description.

2.8 Choice of service discovery protocol

The choice of service discovery protocol for our sensor node is based on a number of
properties associated with ad hoc sensor networks. The storage, processing, and commu-
nication capabilities precludes some of the mentioned protocols. In such environments,
initiatives have been made to support resource-constrained devices, for example the Jini
Surrogate Architecture (e.g. for devices without a Java Virtual Machine) [8]. In this
framework devices may join the service federation with the aid of a surrogate host, a
resource rich device, representing and acting on behalf of the non-Jini capable device.
On one hand, the Jini Surrogate Architecture may solve the issue of nodes having limited
capability, but on the other hand, it enforces clients searching for services provided by the
device to apply Java/Jini technology. Others have outsourced large and complex tasks
to dedicated and more powerful nodes, e.g. allowing small nodes to become a part of an
UPnP environment [1]. However, both approaches require a hosting environment that
must be provided by a resource rich device. Furthermore, due to intermittent network
connectivity in ad hoc environments, nodes may appear and disappear without notifica-
tion. For an application that needs to maintain a consistent view of the available services,
the node may either poll the network repeatedly or receive a notification when a change
occurs. As seen in Table 6.1 Jini, UPnP, and Bonjour support the notion of detecting a
change of the service status state by either polling or receiving a notification event. SLP
relies on polling, but work has been performed to support notification as well to detect
changes [9]. In addition, in ad hoc networks with devices acting as routers and hosts at
the same time, forming an arbitrary topology, it is necessary that the service discovery
protocol does not rely on a centralized architecture (e.g. as Jini presuming the existence
of a central repository for service registration and service lookup). Finally, dynamic
service discovery protocols are often designed to be scalable in local networks [2], [10].
Extending from searching and browsing for services in radio proximity, the possibility to
register services and perform lookups from the global Internet would be beneficial. SLP
and Bonjour present solutions to operate in a local scope as well as searching for services
in a global scope. This is achieved by utilizing extensions to existing standards (DNS)
thus enabling remote service discovery. Since Bonjour in particular is based on DNS,
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Table 6.1: Short overview of service discovery protocols.

SLP [2] Jini [11] UPnP [12] Bonjour [6]

Service cat-
alogues

Centralized or
distributed

Centralized Distributed Distributed

Capability
description

Service tem-
plates

Interface and
Entry objects

XML device
templates

DNS TXT
records

Service reg-
istration

Unicast to DA
or multicast ad-
vertisements

Contact lookup
service

Multicast
advertisements

Multicast
advertisements

Service dis-
covery

Unicast to DA
or multicast to
SA

Query to
lookup service

Multicast
query

Multicast
query

Utilization Unspecified Proxy objects SOAP Unspecified
Service sta-
tus

Polling only Polling or noti-
fication

Polling or noti-
fication

Polling or noti-
fication

whereas SLP adds it for remote service discovery, we have selected the Bonjour device
and service discovery protocol as being suitable for our implementation on the sensor
nodes.

3 Node Platform Overview

In the past, a number of prototypes of wireless networking sensor nodes have been de-
veloped. Many of these devices are built using commercial-off-the-shelf (COTS) compo-
nents. COTS hardware platforms such as the Berkley Mica motes [13] have often been
used when developing applications. Another platform is the BTNode [14], a demonstra-
tion and research platform. Our representation of a node (Fig. 1) is similar. The major
hardware components are a 16-bit single-chip microcontroller, a Bluetooth single-chip
module with integrated antenna, and an interface to connect sensors and actuators. The
software architecture consists of lightweight versions of TCP/IP and Bluetooth stacks.
Utilizing standard protocols for communication has several advantages over developing
proprietary protocols. For example, it makes it possible for nodes to operate seamlessly
with different types of devices (other nodes, access points, mobile phones, PDAs etc).
Also, Bluetooth is a widely accepted wireless standard and enables short-range wireless
data communication between devices. It has been argued that a wireless sensor node,
having the limited computation, memory, and communication resources is precluded from
the use of the ”heavyweight” networking protocols [15], [16]. It is true that the com-
ponents assembled on the development platform incorporate more powerful components
than normally found on small sensor nodes [17], [18]. However, it has been shown that
the TCP/IP protocol can be used on COTS devices, similar as those traditionally used
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as sensor nodes [19]. Finally, achieving interoperability with a large number of devices
makes Bluetooth valuable, especially when prototyping sensor-based applications.

RTC / EEPROM

M16 (glob-topped)

Bluetooth chipset

Main connectorInstr. amplifier

25 
mm

Figure 1: Our prototype platform. Both sides of a board with the main components indicated.

4 Design Considerations

Our lightweight implementation of Bonjour enables the sensor node to announce its
services in a small network of devices in the dot-local domain. This presentation of
services requires the capability of announcing and responding with appropriate DNS
messages to peer nodes. A significant portion of the DNS messages is used by the
representation of domain names. On our platform, the scarcest resource on the node
is memory. The 16-bit microcontroller on the platform has 256 kB of flash memory
for program code, and 20 kB RAM. Given that in the target environment, almost all
information is known at compile time, i.e. the service or set of services, hence we store
the appropriate domain names in ROM reducing the amount of dynamic memory needed
to be allocated during runtime. Information not known at compile time, which has to be
allocated during boot, is typically the node host name, IP address and the instance part
of the Bonjour service instance name. The intention of the instance part is to represent
a user-friendly name, containing any UTF-8-encoded text. Table 6.2 shows the size of
the code compiled with [20] and executed on the M16c 16-bit microcontroller. In this
example, one service is announced by the node. As an indication of the size, we also
compiled the code from the Bonjour project [21] for the M16c platform and the 32-bit
Intel x86- architecture. As an evaluation, those figures cannot be directly compared; the
target environments are simply different. For example, the open source code supports
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Table 6.2: Code size and allocation of memory when announcing one service.

Lightweight code Bonjour code

Code & constant size 11 kB 132 kB (M16c architecture)
RAM usage, 1 service 329 bytes 11 kB (x86 architecture)

much larger DNS messages (up to Ethernet Jumbo frames). However, in our target
network technology, such large DNS messages are unlikely to be generated and as a result,
we have opted to support the original maximum size of UDP DNS messages (512 bytes).
This also gives us an estimation of the memory consumption when processing e.g. a query.
Even though multiple records might exist in a DNS query message, they are processed
one at a time marking potential answers of the nodes services. Assuming the maximum
sized DNS message, and the maximum resource record extracted and supported by the
node, the processing of queries needs to allocate at most 1 kB of memory during runtime.

4.1 Sample Implementation

When started, an onboard control application initiates an inquiry to search for other
Bluetooth devices in the close proximity. The Bluetooth standard defines a set of profiles
for communication. Our platform currently supports the LAN Access Profile (LAP)
and the Dial-Up Network (DUN) profile to access a remote network. The peer device
may be a mobile phone with GPRS or a Bluetooth access point, connected to a wired
network. When connected, a node joins the multicast address assigned for Bonjour, and
announces its services (currently, we experiment with announcing two services). The first
service is a web-server, announced using the appropriate DNS PTR record with the name
http. tcp.local., and with record data pointing to the specific sensor node. The scenario
is depicted in Fig. 4.1, where the Internet Explorer plug-in is used to show the HTTP
services found in the local domain. In this example, a standard PC is connected to a
wired Ethernet network as well as connected over Bluetooth acting as a Data Terminal
(LAP-DT). The plug-in multicast DNS queries for e.g. PTR records to browse the dot-
local domain to find out all available web servers, and receives a number of responses.
The HTTP service is conveniently utilized, as shown in the figure, by clicking on the
appropriate instance found by the lookup process.

The second service is the application-specific service, depending on type of sensor
attached to the platform. Currently, the abstract service type ’eis’ is used, matching any
type of physical sensor connected to the development platform. This usage relies on a
higher level application protocol in order to utilize the service i.e. the client application
must know the specific details how to access data sampled by the sensor, as well as
the format and type of the data. In the case of people accessing the platform by the
use of a standard browser, the application protocol could be embedded in a Java applet
downloaded from the web server. The use of a generic service type to represent the
physical sensor demonstrates one of the strengths with Bonjour. In fact, the service
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discovery protocol supports any application level protocol running on IP based networks.

Figure 2: Snapshot of Internet Explorer with Bonjour plugin [22] when connected in a Bluetooth
piconet.

5 Future Work

Radio communication is the most significant cause of energy consumption for our pro-
totyping sensor platform, and device energy consumption is a primary issue in mobile
applications. The Bluetooth specification defines piconets (groups of up to 255 device
that are directly addressable) where eight of these devices can be active at any given
time. In the future, we intend to investigate a Sleeping Proxy service type in a Bluetooth
piconet. Implemented on a master node, the node will be able to answer general queries
on the behalf of another device. This would allow us to put the slave sensor node in
sleeping mode, thus reducing energy consumption.

6 Conclusion

This paper presents the feasibility of the deployment of a lightweight service discovery
protocol on wireless sensor networks. The target platform is a small sensor node which
implements an ad hoc sensor networking device with IP and Bluetooth protocol stacks.
We have shown that the nodes are capable of advertising and hosting services in the .local
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domain in a Bluetooth piconet. The lightweight implementation of the emerging device
and service discovery protocol is based on well known standards-based communication
protocols, thus providing a familiar environment when developing applications for the
sensor network. Our initial experiments using the platform verify that service and device
discovery of nodes in an ad hoc sensor network is feasible.
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An Infrastructure for Service Oriented Sensor

Networks

Åke Östmark, Jens Eliasson, Per Lindgren, Aart van Halteren, Lianne Meppelink

Abstract

Emerging wireless technologies enable ubiquitous access to networked services. Inte-
gration of wireless technologies into sensor and actuator nodes provides the means for
remote access and control. However, ad hoc deployment of nodes complicates the process
of finding, selecting and using these in a meaningful way. The use of a service discov-
ery framework enables nodes to present themselves and the resources they hold. In this
paper, we review the applicability of a number of well-known service discovery protocols
in the context of networked nodes. Multicast DNS and Service Discovery (mDNS-SD)
stands out with its auto-configuration, distributed architecture, sharing of resources, and
wide area access. For wireless battery operated and resource constrained nodes, we seek
to integrate SD and power management techniques. This leads us to a standards based
infrastructure for service oriented sensor networks where; 1) nodes collaborate in an ad
hoc fashion by using SD techniques to discover (and announce) resources locally and
over the public Internet, 2) nodes preserve power through aggressive utilization of low
power (sleep) modes, while yet being reachable for clients according to defined schemas,
and 3) clients may access and configure nodes, and (if possible) access sleeping nodes
by implicit wake-up procedures. To demonstrate the proposed infrastructure a complete
experimental setup has been devised featuring; Bluetooth enabled nodes, lightweight
implementations of mDNS-SD and communication stacks, Internet access through cel-
lular/wired gateways, together with a public DNS server. Our experiments verify that
mDNS-SD can be effectively deployed on small wireless sensor and actuator nodes and
provides the basis of a service oriented infrastructure for low power sensor networks.

Index Terms: Service discovery, wireless sensor, sensor networks, activation schedule,
low power, ad hoc.

This paper is based on ”Service and Device Discovery of Nodes in a Wireless Sensor Network”,
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1 Introduction

Sensors are an integral part of our environment. Smaller chips, emerging wireless commu-
nication standards, and more capable sensors and actuators are pushing the development
towards wireless sensor networks. Wireless sensor networks are composed of multifunc-
tional miniature sensor devices with limited processing and storage capabilities, that are
often battery operated, and interconnected with each other over wireless links. Over the
past years, networked sensors have received more attention in various sectors. One ap-
plication area is a health Body Area Network (BAN), consisting of a network of sensors
carried by, and moving around with, the patient. The benefits from mobile (wireless)
monitoring in out-of-hospital environments have been the focus in several studies and a
number of prototypes have been developed e.g. [1], [2], [3], [4]. These systems incorpo-
rate a range of wireless devices with varying capabilities. Even though a small number of
nodes might be carried at the same time, the network of sensors may be configured quite
differently over time (e.g. depending on how the medical condition of a patient develops
over time). Another application area is environmental monitoring where networked sen-
sors monitor various environmental parameters; e.g. water level, temperature, and wind
sensors can be deployed along a river bank, issuing automatic warnings in the case of
possible flooding [5], [6].

The common basis for the above application areas is the introduction of new sensors,
often constructed by various manufacturers. This requires a specific understanding of the
type of signal produced by the device and the proprietary protocol for communicating
with (and controlling of) the sensors. One such example is a lightweight pulse oximeter
sensor, providing either 3 or 375 bytes per second depending on configuration [7].

Furthermore, the deployment of a large number of sensor nodes complicates the pro-
cess of finding, selecting and using these nodes in a meaningful way. And as already
mentioned, sensor nodes are also often battery operated and there is a trade-off between
node power and the cost of replacing the batteries in time. To bring together these
issues, we seek an architecture where: (1) nodes can be represented and presented for
applications through application oriented interfaces; (2) support of low power operation
to prolong sensor nodes’ operational lifetime; (3) access to nodes has to be as transparent
as possible (even in low power mode) thus enabling remote monitoring and control both
in an infrastructureless and in an infrastructure topology to support a wide variety of
applications.

We address the first issue by exploring a number of well-known established service
discovery protocols, which may be used to manage the complexity of sensor networks.
By using a service discovery protocol, it becomes possible to make sensor nodes and sen-
sor data available to an application through application oriented interfaces. Multicast
DNS-Service Discovery (mDNS-SD [8]), based on well-known standards, stands out with
its auto-configuration, distributed ad hoc architecture, sharing of resources, and poten-
tially lightweight implementation. To demonstrate that an emerging standards-based
service discovery protocol actually can be deployed on small sensor nodes, we develop a
lightweight mDNS-SD implementation for our prototyping sensor platform MULLE [9].
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To reduce power consumption, we utilize low power modes of operations found in
existing hardware, e.g. both in sensor node radio and microcontrollers. These are well
established techniques to reduce power consumption and hence, prolong a node’s opera-
tional lifetime [10].

Enabling transparent access is performed by merging node discovery and node power
management, and we present a technique for integration of the proposed service discovery
protocol with the sensor node’s low-power architecture. This technique can seamlessly
manage sensor nodes in low power mode, while still allowing users to access the nodes as
if they were online.

The motivation for our research activity is the vision of an architecture where nodes
collaborate, for example in a medical application where sensor nodes can be used to
assist monitoring of patients. Sensor nodes are added in an ad hoc fashion to the BAN
and when switched on, they utilize service discovery techniques to instantly discover
(and announce) resources to peer nodes. To save energy, nodes enter low power mode
but may be reachable for clients according to a defined schema, again found by using
service discovery techniques. Access to nodes is either from users in close vicinity by
using a Personal Digital Assistant (PDA) or from a remote location using a standard
web browser.

This paper is organized as follows. Sec. II presents an overview and related work. An
overview of our architecture and our development and prototyping platform is introduced
in Sec. III. Sec. IV presents design considerations of our implementation of the Service
Discovery Protocol. In Sec. V, an application example is presented. Finally in Sec. VI,
the paper is concluded.

2 Overview and Related Work

2.1 Service and device discovery

Service discovery protocols enable services and service users to dynamically advertise and
find available services in a network. They provide the necessary means to describe services
so that the service users can determine if a discovered service matches its requirements,
as well as utilize this service.

In general, service discovery protocols defines three entities (software elements) inter-
acting together. A service manager holds information about the device and the services
it is providing. In the analogy of the client/server paradigm, the service manager can
be seen as the server providing a set of services to clients. Continuing the client/server
analogy, a client in a service discovery protocol is represented by the service user entity,
which sends queries for a specific service or device of interest, and selects the most ap-
propriate found. Finally, some service discovery techniques implements a service cache
manager (an entity tracking all available services) and is the entity where service man-
agers register the services and services user queries for available services. Today, there
exist a number of proposed service discovery protocols and the common building blocks
and techniques of service discovery protocols include:



156 Paper G

Table 7.1: Short overview of service discovery protocols.

SLP [11] Jini [12] UPnP [13] mDNS-SD [8]

Service cat-
alogues

Centralized or
distributed

Centralized Distributed Distributed

Capability
description

Service tem-
plates

Interface and
Entry objects

XML device
templates

DNS TXT
records

Service reg-
istration

Unicast to DA
or multicast ad-
vertisements

Contact lookup
service

Multicast
advertisements

Multicast
advertisements

Service dis-
covery

Unicast to DA
or multicast to
SA

Query to
lookup service

Multicast
query

Multicast
query

Utilization Unspecified Proxy objects SOAP Unspecified
Service sta-
tus

Polling only Polling or noti-
fication

Polling or noti-
fication

Polling or noti-
fication

• Service Catalogues: Service discovery protocols can be categorized as either a cen-
tralized directory-based protocol or distributed directory-less protocol. In the for-
mer, nodes register their available services with a central repository where service
users query for available services. In the latter scheme, the protocol is inherently
peer-to-peer and the service catalogue is distributed over the nodes.

• Service Description: The service discovery protocol must define a data description
language, representing and describing the service. In addition, the additional ca-
pabilities of the service, or attributes, usually have a standard naming convention.

• Registration & Discovery: For service users (clients) to be able to find other nodes
and available services, the services must be registered and a discovery process has
to take place. To discover services, the discovery process can either be active (by
issuing queries) or passive (by listening on service announcements from peer nodes).

• Utilization: Other important characteristics for service discovery protocols are the
techniques for supporting service delivery and service invocation. For some service
discovery protocols, the responsibility for service invocation is controlled by higher
level protocols apart from the actual service discovery protocol. Other protocols
provide the necessary means to utilize the service by exporting a service interface.

• Service Status: To maintain a consistent state, it is necessary that the service
discovery has a mechanism to notify the service users, ensuring that a clients’
knowledge of an announced service is still valid. Either a client can receive a
change of a service state by receiving asynchronous notification of a specific event,
or by frequently polling the service.
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Depending on the application area and usage scenario, the service discovery protocol
has a number of requirements. In e.g. pervasive environments, it can be expected that
the service discovery protocol must be able to cope with a number of different devices.
In such environments, it is anticipated that devices are heterogeneous, ranging from very
resource limited tiny nodes to more resource rich devices, e.g. PDAs and laptops carried
by human users. For small devices, the processing power, storage capabilities in terms of
memory, and communication capabilities must be taken into consideration. In addition,
nodes are expected to be in a low-power state with a low duty cycle to conserve power.
If the node is not reachable in this state, cooperative techniques must be handled by the
service discovery protocol.

2.2 Well known service discovery protocols

Well known service discovery protocols include Service Location Protocol (SLP), Jini,
UPnP, and mDNS-SD. Table 7.1 summarizes our comparison of these protocols. The
presented service discovery protocols have taken different approaches to enable dynamic
service registration, discovery, and service invocation. For example, mDNS-SD and UPnP
have a clear focus on enabling address allocation without DHCP servers, automatic dis-
covery of computers, devices, and services on IP-based networks (as known as zero-
configuration networking). Furthermore, in Jini, services are delivered as Java objects to
service users requesting the service, making it possible to perform ordinary method calls.
Service delivery and invocation in SLP and mDNS- SD, is on the other hand entirely left
out from the protocol description.

2.3 Choice of service discovery protocol

The choice of service discovery protocol for our sensor node is based on a number of
properties associated with ad hoc sensor networks. Our target platform is a resource
constrained sensor node, hence we seek a lightweight solution that enables devices and
their services to auto-configure, cooperate, adapt to changes, and to dynamically ad-
vertise and find available services in a sensor network. The storage, processing, and
communication capabilities precludes some of the mentioned protocols. In such environ-
ments, initiatives have been made to support resource-constrained devices, for example
the Jini Surrogate Architecture (for devices without a Java Virtual Machine) [14]. In
this framework devices may join the service federation with the aid of a surrogate host,
a resource rich device, representing and acting on behalf of the non-Jini capable device.
On one hand, the Jini Surrogate Architecture may solve the issue of nodes having limited
capability, but on the other hand, it enforces clients searching for services provided by
the device to apply Java/Jini technology. Others have outsourced large and complex
tasks to dedicated and more powerful nodes, allowing small nodes to become a part of an
UPnP environment [15]. However, both approaches require a hosting environment that
must be provided by a resource rich device. Furthermore, due to intermittent network
connectivity in ad hoc environments, nodes may appear and disappear without notifica-
tion. For an application that needs to maintain a consistent view of the available services,
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the node may either poll the network repeatedly or receive a notification when a change
occurs. As seen in Table 7.1 Jini, UPnP, and mDNS-SD support the notion of detecting a
change of the service status state by either polling or receiving a notification event. SLP
relies on polling, but work has been performed to support notification as well to detect
changes [16]. In addition, in ad hoc networks with devices acting as routers and hosts
at the same time, forming an arbitrary topology, the service discovery protocol must
not rely on a centralized architecture (e.g. as Jini presuming the existence of a central
repository for service registration and service lookup). Finally, dynamic service discovery
protocols are often designed to be scalable in local networks [11], [17]. Extending from
searching and browsing for services in radio proximity, the possibility to register services
and perform lookups from the global Internet would be beneficial. SLP and mDNS-SD
present solutions to operate in a local scope as well as searching for services in a global
scope. This is achieved by utilizing extensions to existing standards (DNS) thus enabling
remote service discovery. Since mDNS-SD in particular is based on DNS, whereas SLP
adds it for remote wide area service discovery, we have selected the mDNS-SD device and
service discovery protocol as being suitable for our implementation on the sensor nodes.
This gives the nodes the option (as required by the target application area) of publishing
services both in the .local domain as well as in a public domain using Dynamic DNS
updates, which enables nodes to register and dynamically update their service records
whenever changes occurs.

2.4 Low power operation

Continuing the last section, the research effort related to resource and service registration
and lookup in sensor networks has generally been biased towards middleware systems.
In such systems, both services and sensor readings may be sent to a central service
gateway, collected, and stored for future use by service clients. However, pushing service
discovery techniques into the sensor network itself appears to be less explored. One
exception to this is found in the area of routing, where network routes in the wireless
sensor network are interpreted as services, and where service discovery techniques are used
for building energy-efficient network paths. This power saving technique is however not
restricted to the network layer. For example scheduled (or duty-cycle based) activation
for power efficient MAC layer protocols is a well known and popular technique to minimize
the power consumption of sensor nodes (i.e. nodes coordinate their (sleep) schedule to
support low duty-cycle operation).

Our approach is similar, using existing low power modes provided by the sensor node
and utilizing node scheduling to optimize power consumption. The differences being that:
(1) in e.g. [18], [19], [20], the target network is a large number of distributed sensors,
interconnected in a multi-hop network and the focus is on developing new MAC layers to
address power constraints, whereas we foresee applications in smaller existing single-hop
Personal/Body Area Networks; (2) In the mentioned traditional Wireless Sensor Net-
works, the scheduling is on a node-to-node communication level whereas a PAN involves
node-to-node as well as user-to-node communication, and therefore also requires a high
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level scheduling in order to preserve energy.

2.5 Transparent access

The integration of Internet enabled sensor and actuator nodes into measurement systems
has been reported before in several cases ([21], [22], [23]). Furthermore, in [24] it is
stated that open protocols and a network structure are needed where all nodes are able
to conveniently communicate (with each other). To solve the above, access from external
Internet and communication within the sensor network, many projects propose concep-
tually similar solutions. In [25], an IP sensor node to seamlessly integrate a device level
network to a management level network is presented. The IP sensors export their func-
tionality (capability and self-description) and a user-friendly name is mapped to a node
and the mapping of sensors is made by a central server during system configuration. In
[26], a middleware architecture and a network of MicaZ nodes are presented. The sensor
nodes broadcast messages, intercepted by a gateway, and forwarded to a home service
framework always running at a home gateway. Access to, state change of, and monitoring
of nodes are performed by sending the application-level protocol HTTP, and a mapping
is performed by the middleware into MicaZ ”understandable” packets. Finally, in [27]
a service-oriented platform (a sensor node) as well as a middleware architecture hosting
the nodes is presented. During boot phase, the node uploads a given (unique) identifica-
tion, a device driver bundle, and the representation of the nodes’ sensor (modeled as a
service) is inserted into the middleware system based on the OSGi framework [28]. The
physical nodes are stack-based meaning that a number of different heterogeneous sensors
and actuators might be connected, and the OSGi framework enables a mechanism for
translating the connected sensor (or actuator) into a software service. For an application
(external to the networking sensors e.g. from the Internet) accessing the service, a bundle
implementing a proxy interface to the middleware is provided.

Although the above examples have different application areas, such as industrial net-
works, home networks and home appliances, or smart houses, they envision that sensors,
actuators, and sensor networks will become a part of the future Internet. As a result, the
proposed architectures may solve the issues of discovering resources (locally and remote),
allow low power modes of operation, and initiate wake-up procedures to access nodes.
However, the operation of the above is based on the following assumptions: (1) although
the deployment of nodes might be ad hoc, an infrastructure exists for sensor nodes as
well as clients to connect to; (2) the development of a large gateway solution, dealing
with the communication activities on behalf of the sensors and actuators is more or less
de facto, which proxies all application interaction thus hides the internal structure of
the networked sensors. These systems could well satisfy the established constraints set
on the system, but would suffer if future flexibility is needed. Hence, these assumptions
may infer limitations on the range of applications that can be supported by networking
sensor platforms. One such application example could be decentralizing processing of
a thermostatic control-loop to nodes [29], where the nodes communicate with nearby
nodes and perform the appropriate action depending on the inputs, without the need of
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a master controller node.
Thus we seek an architecture where data can be exchanged between nodes without

the support from intermediate nodes and at the same time provides global access to all
individual nodes. This would give us the possibility of application control and monitoring
of each and every node in the sensor network. However, such an architecture must not
preclude the usage of gateway access points, service-oriented backend frameworks etc.
if needed by the application environment. In fact, many applications do need a service
backend infrastructure, e.g. to store samples of measured data from the sensors into a
standard relational database, but the main difference is that the gateway does not need
to be the focal point of entrance to the sensor network, converting external standards
based protocols to internal non-proprietary protocols.

3 Architecture Overview

We created the system from available commercial-off-the-shelf (COTS) components and
communication technologies as a base for the service oriented infrastructure for low power
sensor networks. As depicted in Fig. 1, the symbolic functionality represents a high-
level view of clients’ interest of measurements sampled by (and possible control of) the
networking nodes. The concrete implementation consists of a number of networking
sensor platforms, interconnected over a short range radio link (the license-free industrial,
scientific, and medical (ISM) frequency band). Nodes are presented, and their capabilities
announced, to local and remote clients using mDNS-SD as previously described. To
support low power operation, nodes duty cycle are scheduled and announced to clients.
Supporting ”anywhere” remote access and control by e.g. a standard web browser (and
depending on the application) nodes may connect to a fixed access point attached to e.g.
Ethernet, or connect to an appropriate mobile phone for applications requiring enhanced
mobility.

3.1 The MULLE platform

Over the years, a number of prototypes of wireless networking sensor nodes have been
developed. Many of these devices are built using COTS components. COTS hardware
platforms such as the Berkley Mica motes [30] have often been used when developing ap-
plications. Another platform is the BTNode [31], a demonstration and research platform.
Others are the already mentioned IP sensor [25] and the Atlas node [27]. Our represen-
tation of a node is similar. The major hardware components on our prototyping sensor
platform MULLE [9] are a 16-bit microcontroller, a Bluetooth single-chip module with
integrated antenna, and an interface to connect sensors and actuators. The software
architecture consists of lightweight TCP/IP and Bluetooth stacks. Utilizing standard
protocols for communication has several advantages over developing proprietary proto-
cols. For example, it makes it possible for nodes to operate seamlessly with different
types of devices (other nodes, access points, mobile phones, PDAs etc). Also, Bluetooth
is a widely accepted wireless standard and enables short-range wireless data commu-
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Figure 1: System overview. The symbolic functionality of the system illustrates a user request
for remote sensor data, and the architecture implementation represents the concrete implemen-
tation.

nication between devices. It has been argued that a wireless sensor node, having the
limited computation, memory, and communication resources is precluded from the use of
the ”heavyweight” networking protocols [3], [32]. It is true that the components assem-
bled on the development platform incorporate more powerful components than normally
found on small sensor nodes [33], [34]. However, it has been shown that the TCP/IP
protocol can be used on COTS devices, similar as those traditionally used as sensor nodes
[35]. Finally, achieving interoperability with a large number of devices makes Bluetooth
valuable, especially when prototyping sensor-based applications.

3.2 Operational modes

One of the most important design issues when it comes to embedded systems is the
power consumption. Often, nodes are situated in places that make it difficult and time
consuming to change batteries. If nobody is around to replace empty batteries, the sensor
node may also cease to operate properly. Therefore, it is vital to monitor the battery
capacity, and inform the user of the estimated lifetime. It is also equally important to
minimize the power consumption. In most systems, the wireless radio communication is
the most power consuming part, and also the one that is the most difficult to minimize.

By using an activation schedule, a node can be instructed to transmit its data at
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Figure 2: The operational modes mapped to Bluetooth states.

certain times and intervals. The schedule allows a user to control how often and how
long a sensor node turns on the radio, and therefore gives an easy way of calculating the
power consumption. The calculations can thereafter be used to find the required capacity
of the battery, or give an indication on how often a node can use the radio given a fixed
battery capacity. The operational mode on the MULLE that is based on an activation
schedule is called Time-synchronous. For an in depth description, all available modes for
the MULLE is extensible described in [36], but a brief summary is outlined below:

• Active mode Initiates a connection according to (its) requirements; otherwise the
radio is turned off. This mode gives low power consumption, but long and non-
predictable latency.

• Passive mode The radio always on (listening). This allows a low and predictable
latency, but relatively high power consumption.

• Time-synchronous mode Uses a schedule to switch the radio on (in Active or Passive
mode) or completely off.

The Time-synchronous operating mode can have its modes mapped against different
low power modes that are supported by the radio technology it is used with. Since the
MULLE is Bluetooth based, we mapped Active, Passive, and Time-synchronous against
the following Bluetooth states: Connected and Listening. The low power modes in use
are; Park state and Sniff mode. This mapping scheme is depicted in Fig. 2.
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3.3 Activation schedule

An activation schedule is maintained by the user, and downloaded into the MULLE
node. This schedule controls when and, by using different operational modes, how the
MULLE activates its radio. When a node switches off its radio, and hence stops all
radio traffic, a user will be notified that the node is no longer available. However, the
system will inform the user, with the date and time, when the node will be available
next time. The wake-up schedule is described in a calendar file. See Fig. 3 for an
example of a vCal-based activation schedule, which instructs the MULLE to go into
Passive mode every 20 minutes every day starting the 24th of December 2006. Active
mode can also be described in a similar schedule. The MULLE node may also publish
the activation schema (a link to the calendar file) using standard techniques for example
using the public service calTalk. tcp.< domain > [37]. Clients uses mDNS-SD to find
devices publishing the calendar service, downloads the calendar description using http,
or even subscribes to the calendar using webcal. Clients are notified about a change
of state of the MULLE node (e.g. Active/Passive) through events, as stated by the
calendar file. An example of the simplest case is using the BEGIN:VALARM, ACTION:
DISPLAY which displays a message. If other (more advanced) actions should be taken
on an event, additional event-programs must be implemented, e.g. using AppleScript on
MacOSX. This is possible due to the calendar specification includes the possibility to use
attachments containing executable programs. It must be noted though that these types
of alarms are subject to any virus or malicious attack that might occur as a result of
executing the attachment, hence scripts and software has to be pre-installed (however
they can be downloaded from the MULLE node), or in some other way be validated.

When sensor node has its activation schedule, it also needs to keep track on the clock
to be able to turn the radio on at the right times. The MULLE uses the Network Time
Protocol (NTP) to obtain a correct time and date. The date information is thereafter
programmed into its Real-time Clock (RTC). Experimental results in [36] verify that NTP
over a Bluetooth network gives satisfactory precision for high granularity scheduling. A
MULLE can host both NTP client and server functionality.

3.4 Access model

If the MULLE node is in Active mode (radio on, assuming an IP address has been
allocated, ”online”) the activation scheduled as describe in the calendar file can be located
and downloaded using standard techniques, which works well both in the .local domain
as well as using wide area service discovery. In the .local domain, clients utilizes multicast
to find the appropriate services, whereas performing wide area service discover involves
querying a Domain Name Server, with records updated by the nodes using Dynamic
Updates. However, if the node is in Passive mode (radio on, Bluetooth controller in e.g.
inquiry scan sub-state) someone else has to respond/activate and connect to the device.
One solution in the .local domain can be by utilizing a Sleep Proxy [8], where a Sleep
Proxy service at a peer sensor node can respond to general queries, for example PTR
records transferred to the node implementing the Sleep Proxy. Such scheme works well for
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BEGIN:VCALENDAR
VERSION:2.0
UID: 0001
BEGIN:VEVENT
DTSTART:20061224T100000Z
RRULE:FREQ=DAILY;BYMINUTE=0,20,40
SUMMARY:Passive mode
END:VEVENT
END:VCALENDAR

Figure 3: Example of a node’s Activation Schedule, expressed in a standard vCalendar file

example, when clients browse for available node services’ in the sensor network. However
if the client decides to access the service (to get the node name and the mapping between
the node name and an IP address) then the Sleep Proxy must ”wake-up” the node so it
can answer the queries. This access model of the wake-up/respond procedure must also
be supported if access is being made from an external network (i.e. not link-local access).

The access model is however further complicated by the policy and the de facto stan-
dard utilized by Internet Service Providers. It is not uncommon that a client, accessing
the Internet by the use of mobile phones is provided with a private IP address, NATed
and hence restricted from running server services accessible from the global Internet.
Even though we want the nodes to be a first class entity, where facing three scenarios
depending on the access network and policy of telecom operators: (1) Public IP address
allocation. Nodes are assigned a public IP address and service records are published in
the .local domain as well as in a public domain; (2) Legacy NAT device. The nodes are
assigned a private IP address and outgoing traffic are translated using various techniques
(address and/or port number). In this scenario, services may only be announced in the
.local domain; (3) Port forwarding enabled devices. Various techniques exist to open
NAT devices, typically needed by peer-to-peer file-sharing programs. If the device that
the nodes connect to (an access point or a peer node) supports this feature, the node
may request a port mapping to be performed. In this scenario, we implement NAT-PMP
[38] and hence services may be published as in scenario (1) above.

We propose an architecture where nodes are accessible both in Passive mode and
Active mode transparently from the clients’ point of view. At each node acting as the
default gateway for other nodes (typically a Bluetooth Master implementing the Personal
Area Networking (PAN) profile), we utilize a Time-Synchronous daemon (TSd). The
TSd annotates the Bluetooth connections to slave devices with the current operating
mode, mapped from one of the low power modes as describe above. This enables clients
transparent, i.e. independent of the nodes operational mode, access to the sensor nodes.
For example, a client accessing one of the services provided by one of the nodes (e.g. if
we for simplicity assume the activation schedule announces the Active mode), it can not



165

distinguish between the actual Bluetooth state (connected, parked, sniff) mapped by the
TSd. What is relevant to the clients is that the node may be accessed, and its services
utilized, according to the announced activation schedule. Less important is the actual
low power mode activated on the MULLE node; we have to recall though that there is a
trade-off between low power consumption and non-predictable latency. This is the case
when using e.g. Park state with long beacon interval settings which gives very low power
consumption, but high latency.

Preliminary measurements performed on the Bluetooth module, indicates that large
power savings can be performed by the proposed architecture, while keeping the total
communication delay low and controlled. Depending on the activation schedule, the
desired latency can be obtained while keeping the power consumption low. However,
more measurements are required to study the overall performance, and its impact on
communication latency.

3.5 Software architecture

To conclude this section, an overview of the sensor node software architecture is depicted
in Fig. 4. As shown, the left-hand side represents the architecture when using an access
point with the necessary functionality implemented. For example, the access point may
provide nodes with an IP address using DHCP, respond to sensor nodes requests of
port mapping (if needed), provide time synchronizing of the node’s RTC, responsible for
sending a ”wake-up” message to parked nodes, and initiating a connection to listening
nodes. In the right hand side of the figure, the corresponding software architecture on the
sensor nodes is presented. Notably are the similarities between the software architectures,
difference being that a sensor node has a sensor driver and a tiny hardware abstraction
layer (HAL). The appropriate sensor driver is linked during compile time depending on
the attached sensor and target application, and the HAL allows the node software to be
executed in emulated mode (e.g. on a PC) during sensor application developing phase.
The similarities imply that a sensor node also can act as an access point, providing the
services and functionality as described to other networking sensor nodes within radio
proximity.

4 Design Considerations

Our lightweight implementation of mDNS-SD enables the sensor node to announce its
services, both in a small network of devices in the .local domain and updating resource
records in a DNS. This presentation of services requires the capability of announcing and
responding with appropriate DNS messages to wide area clients as well as peer nodes. A
significant portion of the DNS messages is used by the representation of domain names.
On our platform, the scarcest resource on the node is memory. The 16-bit microcontroller
on the platform has 256 kB of flash memory for program code, and 20 kB RAM. Given
that in the target environment, almost all information is known at compile time, i.e. the
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Figure 4: The software architecture implemented on the networking platforms. The right hand
side represents the MULLE node, and the left hand side represents a prototype access point
platform (connected to Ethernet) respectively.

service or set of services, hence we store the appropriate domain names in ROM reducing
the amount of dynamic memory needed to be allocated during runtime.

Information not known at compile time, which has to be allocated during boot, is
typically the node host name, IP address and the instance part of the mDNS-SD service
instance name. The intention of the instance part is to represent a user-friendly name,
containing any UTF-8-encoded text. Table 7.2 shows the size of the code compiled with
[39] and executed on the M16C 16-bit microcontroller. In this example, one service is
announced by the node. As an indication of the size, we also compiled the code from the
mDNS-SD project [40] for the M16C platform and the 32-bit Intel x86- architecture. As
an evaluation, those figures cannot be directly compared; the target environments are
simply different. For example, the open source code supports much larger DNS messages
(up to Ethernet Jumbo frames). However, in our target network technology, such large
DNS messages are unlikely to be generated and as a result, we have opted to support
the original maximum size of UDP DNS messages (512 bytes). This also gives us an
estimation of the memory consumption when processing a query. Even though multiple
records might exist in a DNS query message, they are processed one at a time marking
potential answers of the nodes services. Assuming the maximum sized DNS message,
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Table 7.2: Code size and allocation of memory when announcing one service.

Lightweight code MDNS-SD code

Code & constant size 11 kB 132 kB (M16c architecture)
RAM usage, 1 service 329 bytes 11 kB (x86 architecture)

and the maximum resource record extracted and supported by the node, the processing
of queries needs to allocate at most 1 kB of memory during runtime.

5 Theory of Operation

When the sensor node is switched on, an onboard control application initiates an inquiry
to search for other Bluetooth devices in the close proximity. The Bluetooth standard
defines a set of profiles for communication. Our platform currently supports the Serial
Port Profile (SPP), LAN Access Profile (LAP), the Dial-Up Network (DUN), and the
Personal Area Networking Profile (PAN) to access a remote network. The peer device
may be a mobile phone with GPRS or a Bluetooth access point, connected to a wired
network. During our experiments, we use a gateway prototype platform bridging the
Bluetooth and Ethernet networks.

The gateway platform has the same microcontroller as the sensor nodes, Bluetooth
hardware, same networking stacks as described in Fig. 4, and is connected to wired
Ethernet. The profile role being used is the Network Access Point (NAP), providing
a traditional LAN data access point. When connected, a node joins the multicast ad-
dress assigned for mDNS-SD, and announces its services (both in .local and at a preset
DNS). Currently, we experiment with announcing a number of services. The first ser-
vice is a web-server, announced using the appropriate DNS PTR record with the name
http. tcp.local., and with record data pointing to the specific sensor node. The scenario
is depicted in Fig. 5, where the Internet Explorer plug-in is used to show the HTTP ser-
vices found in the local domain. In this example, a standard PC is connected to a wired
Ethernet network as well as connected over Bluetooth acting as a PAN User (PANU) or
a Data Terminal (LAP-DT). The plug-in multicast DNS queries for e.g. PTR records
to browse the .local domain, and unicast DNS queries to a preset wide area domain, to
find out all available web servers, and receives a number of responses. The HTTP service
is conveniently utilized, as shown in the figure, by clicking on the appropriate instance
found by the lookup process. Other services being elaborated are ntp (for announcing a
Network Time Protocol service) and calTalk (publishing the node’s activation schedule).

The final service type is the application-specific service, depending on type of sensor
attached to the platform. Currently, the abstract service type ’eis’ is used, matching any
type of physical sensor connected to the development platform. This usage relies on a
higher level application protocol in order to utilize the service i.e. the client application
must know the specific details how to access data sampled by the sensor, as well as
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Figure 5: Snapshot of Internet Explorer with mDNS-SD plug-in [41] when connected in a Blue-
tooth piconet.

the format and type of the data. In the case of people accessing the platform by the
use of a standard browser, the application protocol could be embedded in a Java applet
downloaded from the web server. The use of a generic service type to represent the
physical sensor demonstrates one of the strengths with mDNS-SD. In fact, the service
discovery protocol supports any application level protocol running on IP based networks.

6 Conclusion

This paper presents the feasibility of the deployment of an emerging lightweight service
discovery protocol on wireless sensor network nodes. The target platform is a small sen-
sor node which implements an ad hoc sensor networking device with IP and Bluetooth
protocol stacks. We have shown that the nodes are capable of advertising and hosting
services both in the .local domain in a Bluetooth piconet and for service browsing in a
wide area domain. The lightweight implementation of the device and service discovery
protocol is based on well known standards-based communication protocols, thus pro-
viding a familiar environment when developing applications for the sensor network. In
addition, to reduce power consumption we presented an activation schedule, based on
the mapping of the nodes’ operational modes to Bluetooth states. By announcing the
activation schedule as a service, a representation of the state of the nodes is exposed to
client applications. Finally, an overall architecture is presented incorporating the ideas
of device and service discovery techniques and low power operation mode scheduling.
Our experiments on a complete testbed featuring sensor nodes, lightweight implemen-
tation of mDNS-SD, TCP/IP and Bluetooth stacks, local and wide area access through
cellular/wired gateways together with a public DNS server verify that service and device
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discovery of nodes in an ad hoc sensor network is feasible.
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