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Abstract
In this paper we will show the ideas that are the foundation
for the Borderland architecture. We have looked at two views
of how researchers are thinking about computers in the future,
wearable computers and pervasive computing. Wearable computers is the view where the user is wearing a computer and by
that augment the user’s view on his environment with additional
digital information. Wearable computers have their strength in
that they mostly do not have any requirements on the environment and that the user is in control of his integrity and security. In the pervasive computing view the digital representation
of reality is in the physical environment itself. There are few
requirements on the user for him to be able to use this digital
augmented environment. There is also no restriction of what
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can be used in this environment as everything can be used for
digital representation.
We can see that the problems in one view are often the strengths
in the other view. We believe that by combining these views into
one we can use the strength of both areas and in that solve some
of the problems involved in these two research areas. In this paper we present some of the problems we see in this combined
view and also some ideas to solutions that we will evaluate in
future work.

1 Introduction
For many years the slogan for Sun has been that ”the network is the
computer”. Depending on how you define a computer this can of
course be true or false. The traditional view is that the computer is
a processing unit with memory, an input device and an output device.
If we look at the computer today with this view we would probably
define Sun’s slogan as false. If we take away the input and output devices and just keep the processing unit as has been done with IBM’s
Meta Pad [24] we will get a computer but not something that the user
can use directly. With network capabilities in this basic unit we could
really make ”the network is the computer” to a reality. Input and output capabilities would then exist in the network together with all other
services that the user would need. This would of course be most useful
in a wireless scenario, where the basic processing unit with wireless
network capabilities would be worn as a wearable computer and be
the link for the user to his digital environment. We should not stop at
the input and output, why not make use of the processing powers that
can exist in the network. It can be argued that a central processing unit
is unnecessary as a wearable computer if there are sufficient resources
available over the network. However as Rhodes points out [18] there
is a gain for security and privacy in combining pervasive computing
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and wearable computing. We see that in the society today people often prefer personal equipment instead of public units, for example the
mobile phones in contrast to public phones. Personalization of units is
important and research in pervasive computing is trying to address this
issue, but in the context of pervasive computing [15]. With a personal
wearable computer as a controlling unit the other units in the ”computer” will automatically be personalized. The perceived security and
integrity will also be increased with a personal controlling computer
and this will make it easier for users to adapt to a more pervasive computing environment.
The user in the information era is using several devices with a
range of different capabilities from the desktop computer with a big
screen and good audio capabilities to the small mobile units with limited sound and/or limited screens. Today we see all of these devices
as separate units in most cases. Depending on the circumstances the
user will change the device for the best one for the current context. If
the user is working with a certain application when this switch should
occur, he can choose between three alternatives. The user can finish
the work on a device that now is not the optimal for this situation. He
could postpone what he is doing until the old device is used again.
The last alternative is for the user to change device and transfer the
data to the new device where an application with similar functionality
exists and continue the work. This data transfer will take time and is
not very easy for all devices. All three of these alternatives delays and
interrupts the user in his current task. If we instead would see all these
devices as part of a bigger and dynamic computer, where all digital devices in the environment are included, we would not have a change of
device as all devices are treated as part of the same computer. The central unit in this scenario would be a small and light-weight wearable
computer that is worn at all times.
Let’s look at a scenario: You are on your way to work and of
course you are wearing your wearable computer that is connected to a
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Bluetooth headset enabling audio input and output. As you walk you
suddenly get an idea that you just have to write down. You start dictating for your wearable computer and after a while you arrive at your
office where you have an ordinary desktop computer. In the scope of
this paper we see this as a rather high capacity processing unit connected to several input and output units. The document you started on
your way to work has become quite big and you still feel that you have
more to add. As you sit down at your desktop computer the different
devices recognize that you are starting to use the desktop computer
and adds the keyboard and screen as input and output for your ”computer”. You can also use the extra processing power on the desktop
computer to speed up or adding more functionality to the applications.
In the previous scenario the user was actively involved with the
computer and in some sense what selection of units that should be part
of the computer. We can also look at scenario where the user is not
directly active. Mobile health [20] is today a hot topic in research and
the Borderland computer view would be useful in this area. By making every sensor a separate smart unit with network capabilities that
can reply to service discovery requests by itself we can dynamically
make a sensor net on a patient just by putting the needed sensors and
a small wearable on the patient. Basic calculation of the sensors’ data
can be made by the wearable. But when the patient is near other processing units, these units can be used for more advanced calculations.
There will also be a dynamic bit rate for the network connection to the
hospital and in some times there may also be no connection at all. The
Borderland computer would be able to adjust the amount of data sent
to the hospital depending on the connection and it could even store
data to send later when no connection is present. When a doctor is
examining the patient the different sensors can easily be hooked to the
doctor’s wearable computer and be displayed where the doctor wants
it, for example in a head mounted display or on a big wall screen.
For security reasons the patient would maybe want to be the initiator
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and the sensors could then be designed to only accept orders from one
controlling wearable computer at a time in this case this would be the
patients. The patient would in this case be the one who displays the
sensor values in a way so that the doctor can examine them.

2 Problems
In the scenarios in section 1 a variety of very different devices are
being used and there are several problems that have to be solved for
this to work. In this section we will go through the issues that we feel
are important and need to be solved.

2.1

Network

The network is a fundamental part of our system and must be considered as a requirement for it to work as expected. There is a clear need
of dynamic networks where units are allowed to appear and disappear
often. This behaviour is most common in networks which incorporate
wireless technologies such as WaveLAN and Bluetooth. The nature
of Borderland makes it not acceptable to expect anything static in the
network and can therefore not depend on configurations servers [7] to
configure the devices in the network.
Many protocols like Appletalk [23] and IPX [26] incorporates technologies to dynamically configure a network without central configurations servers. However many of these network protocols have in the
last years been replaced by pure IP networks. Even the key players
in these protocols have realized that the future lies in IP networks.
Because of that the use of IP in Borderland will help it to easily be
adopted into existing networks and devices as no extra infrastructure
or technology will have to be implemented for it to work.
The original IP architecture does not incorporate the dynamic and
automatic nature that we can see in other protocols which would re5

strict the uses of Borderland for environment where a static infrastructure with configurations servers are already present. Recently development in the IETF is trying to address this and a standard called Zero
Configuration [9] is proposed. One important aspects of this standard
is that it is designed to work with existing infrastructure and systems
and will therefore make it easy for Borderland to be integrated seamlessly in existing systems and infrastructures.
2.1.1

Service Discovery

Even if the network is important for the system to work, something
that is equally important is the ability to discover the different ”parts”
of the computer in the network. So when the user is entering a new
environment the wearable computer will be able to discover what kind
of devices that are available and what services they can provide for the
”computer”. Much research has been done in this area [19]. There are
open IETF standards as SLP [14] and also more commercial driven
alternatives as JINI [28] and SSDP [11]. Some network technologies
such as Bluetooth [3] have implemented their own service discovery
protocols.

2.2

Scattered Programs

The Borderland architecture is not restricted to be running on only one
device. The main routine of the application will start up on the wearable computer. After the initializing functions the application can be
be spread on the network. The UI part can with benefit be executed on
the unit that is presenting it if it has enough processing power. If specific calculation will be needed on an input device, like a camera for
gesture recognition, this part of the program can be executed directly
on that device. Different threads of the program can also be executed
on different units. The mobile objects [1, 4] in Borderland are not de-
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signed to live by themselves as mobile agents [8, 5], but are thought to
be designed for a specific type of unit and only travel to the unit from
the controlling wearable computer. On the unit the object should only
perform calculations that are relevant to the unit or general calculation
if sufficient processing power is available. When there task is finished
they should die and be erased.
2.2.1

State Preservation

The dynamic nature of the wireless mobile network will make it likely
that the network will break and units that are running the program will
lose connection with the central controlling wearable computer. The
research of today is focusing on recovery of data and state with the
assumption that a new connection with the network and the unit will
after a time be established and that the data will then still be valid. This
is not sufficient for Borderland as the calculation done on the external
unit can have strict timing requirements, as the data in a gesture recognition unit. The local nature of the network architecture in Borderland
as discussed in section 2.1 does not at all guarantee that a new network
connection will make it possible to connect to the disconnected unit,
and by that way receive the lost information. The important research
question here is then how this kind of behaviour can be handled and
hidden for the user so that a consistent experience without abruptness
in the work flow will be achieved.

2.3

User Interfaces

As the user moves between different contexts during the day, he will
be involved in a number of situations with unique requirements on the
user interface. For example, the user presented in the scenario earlier
only had access to audio input and output while walking. However,
upon entering the office the user interface was extended with a key-
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board for input and a large monitor for visual output. Even though the
task of writing a document is the same, the ways of performing it can
vary depending on the circumstances. Sometimes there may be very
subtle nuances in what constitutes a good user interface. For example,
when driving a car a head-mounted display and a keyboard may not be
the optimal choice, while for a passenger in the same car it may well
be. When the car gets stuck in a traffic jam for a prolonged period of
time, the driver may pick up the keyboard to do some quick editing.
2.3.1

Adaptiveness

The key point in this discussion is that an application should be able
to dynamically adapt the user interface to deal with the devices currently available. It should be easy to add and remove devices, and
there should be no restriction as to when and how they can be used.
For visual output, this adaptiveness could mean allowing a user with
a small handheld computer to transfer its graphic representation to a
high-resolution monitor by walking up to it. For text input, it could
mean dictating by use of voice but doing editing with a keyboard when
gaining access to one. The task and application remains the same but
it can now be more easily performed by utilizing the best and most
suitable equipment available.
2.3.2

Technical Challenges

The main technical problem in this area is how to describe the user
interface so it can be presented correctly and be usable with such a
large number of diverse input and output devices. In addition, the
application itself needs to find ways of presenting the same material
in different ways, such as through vision, audio or even tactile feedback. There is ongoing research in this area; the eXtensible Interface
Markup Language (XIML) [17] is an XML-based language enabling
a framework for defining interface components. XIML supports, user
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interfaces that automatically adapt to the screen area available, as well
as distributing components of a single user interface onto multiple target devices.

2.4

Privacy and Security

With the use of a wearable computer as the central unit in this scattered
computer, we will increase privacy and security for the user. The user
will have full control over what information is passed to other units
in the network as the wearable computer is configurable to the users
wishes and needs for the current situation.
As objects of the application will be spread around the network,
techniques that will preserve the object on a foreign device have to be
implemented [21, 27, 30]. There is also a need to validate the object
running on other units so that no third parties software can try to behave like an object of the running application and receive data that is
not meant for it or send false information to other parts of the system.
The owner of the units used by the application must also have a
way to determine what an object is allowed to do on the unit [10]. It
is also important to implement some kind of system to be able to determine how much of the resources that can be used by the individual
objects running on the unit [2].
2.4.1

Anonymity

As the network is configured automatically and dynamically the identity of the unit in the network will not be traceable to a specific user
as long as this identity is not used to fetch or send this kind of information in such a way that it is readable by a third party. The action
taken with this identity can of course be logged but a connection between actions can only be traced as long as the user is using the same
identity. Because of the dynamic nature of the network the user can
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choose to change identity for his unit at any time as long as other units
are not depending on this to reach the unit with required information.

3 Borderland Today
The Borderland architecture is under development and the central controlling unit is today a Pocket PC device with WaveLAN and Bluetooth. With the help of the jacket technology that Compaq have integrated in their iPAQ series we have the possibility to add technologies
that need more speed than a wireless network can give (for example
the graphical data to a head mounted display). This is good for the
independence of the user as the wearable can be used as an ordinary
wearable computer when the pervasive infrastructure is not present at
his current location. The architecture is not dependent on Pocket PC
devices and could be implemented on any wearable computer.
We believe that the handheld computer is well suited for this kind
of system as it has enough processing power to function on its own but
is also light-weight and small so that it can be carried around all day.
We are developing the Borderland architecture in Java [12] but
we are trying to make the architecture independent of language and
Operating System.

4 Related Work
Related work can be divided in two different fields, distributed systems and single systems or client and servers solutions. In distributed
systems the running applications can be divided into smaller pieces
and be executed on different units. On single systems the applications
are restricted to one unit and must have some way of communicating
with other units to use them.
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The distributed system do not really handle the security and integrity part that Borderland do in that personal information will travel
on the network more often. The information may also be stored in
locations that the user does not directly have access to and in that controll over. Hive [16] is such a system where applications are a gathering of mobile agents who can roam on the network and execute on
units that have the services that are of interest. These mobile agents
do not have a central controlling unit and do not require a trusted hardware to function and as so do not deal in the best way with the integrity
and security for the user. The Hive project have been experimenting
with adding wearable computers to the system. However the wearable
computer is not looked upon as a controlling unit as in Borderland but
just as another part. Other projects in this area are The Open Agent
Architecture [6] and one.world [13].
In the client and server systems we find Intel-Research personal
server [29] that share many ideas with Borderland, but in its current
implementation is mostly a mobile file server and does not incorporate
mobile code ideas and the use of many different external units. A
slightly different view in this area can be found in InfoPad [25] and
Parctab [22]. Both are taking the approach with thin clients where
mobile units are used to connect to central servers to function. By that
they really depend on an infrastructure to work and also makes much
of the personal data to be located somewhere where the user in most
cases is not in control over it.
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Conclusions

We have presented the ideas behind the Borderland architecture, which
is being developed at Luleå University of Technology. We believe that
there are good aspects from both wearable computers and pervasive
computing. However we also see that there are problems involved in
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both. The strength in one area is often the problem in the other. By
combining these two areas we believe that we can take the strength
from both views and in that way create a new architecture that will
solve both views problems by incorporating the strengths from the
other area’s view. The integrity and control of wearable computers
will be preserved but will be target for more threats as more information will leave the user into the environment. However the user
will have full control of leaving this communication at any time. As
we still will be able to use the digital environment the strength from
pervasive computing will still be valid and in some way even better
as no infrastructure for units need to present for them to function in
Borderland.
We believe that many of the wearables today are made in a way
that an average person will not use. A computer that the user is required to wear need to be small and light-weight. Handheld devices
are designed in a way that we believe is something that the ordinary
user would wear and use on a daily basis. Today these devices may
not have the processing power that some application in wearable computer require, but as Borderland is capable of using the power in its
environment this will not be a problem in most cases.

6 Future Work
Borderland is a recently started project and therefore we have most of
the work in the future.
Network is really important and we see great opportunities in spontaneous network that do not need special servers to function. In Borderland we want to evaluate the proposed standard zero configuration
and also see if more things can be done to support these kind of networks.
We will also develop a software architecture to deal with mobile
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code and the privacy and integrity concern involved in this. This architecture will of course be designed to take advantage of the fact that
a wearable computer is always worn by the user. A big topic in this
area is how to make loss of connection to important unit as invisible
as possible for the user.
User interfaces are important and new ways to describe the user’s
digital environment must be researched and evaluated. We also see a
great need for dynamic and adaptive user interfaces in the future with
many different input and output devices coming and going as the user
is moving around during the day.
Privacy and integrity are important topics and will be present in all
work that will be done in Borderland.
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