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Abstract—This article discusses a new methodology for the systematic composition of wireless sensor networks utilizing
component-based modeling of MAC protocols. The methodology is intended for the use in applications that have a pre-
defined topology and traffic pattern while requiring dependable performance, which is typical for critical infrastructures.
The need for such methodology stems from the variety of applications with different performance and dependability
requirements on the one hand and unavailability of unified system architectures for sensor networks on the other. The
paper suggests a work flow for the composition of protocols where the performance requirements and characteristics
of the installation environment are used in the selection for components and their parametrization.
It is shown how different instances of MAC protocols (known as monolithic solutions) could be achieved by different
parameterizations of an abstract MAC model. For the selection of the components and parameterizations deterministic
models for the communication process are suggested in order to quantify the significance of parameters and components
for the performance. The quantification is expected to be achieved using concept from the areas of control structure
design and performance limitations in control theory.

Index Terms—Component based design, dependable communications, MAC, wireless sensor networks.

I. INTRODUCTION

Dependability, i.e. the ability of a system to de-
liver specified level of services, is the major require-
ment on the communication architecture for most
applications of wireless sensor networks (WSN).
The large variety of WSN applications makes, how-
ever, it challenging if not impossible at all to design
a universal set of protocols which would deliver
specified quality of service to all applications. More-
over the limitations and constrains that comes with
wireless sensors, like limited power, relatively low
transmission range and data rate, make challenge
even harder. This conclusion, well understood in the
research community [14], in reality is visible by
great number of application specific and in many
cases hardware dependent protocols implementing
MAC, routing, transport functionality. In most of
the existing proposals the layering principles are
violated in order to optimize the performance of
protocols to meet requirements of particular appli-
cation [28].

The current design-development cycle for WSN
communication architecture (illustrated by filled ar-
rows in Fig. 1) depends mainly on the experience
and familiarity of a particular developer with a
specific set of protocols. This may lead to a situation
when at the last development step complete re-
engineering of the system is needed.

We develop a framework for systematic design
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Fig. 1. Development cycles of a WSN application: current unsys-
tematic (filled arrows) and target using component based protocols
and dependability assurance toolbox.

and analysis of dependable communication proto-
cols for wireless sensor networks. Its idea is il-
lustrated in Fig. 1 by white colored arrows and
the performance reasoning toolbox. In the nutshell
we consider network protocols as controllers (in
automatic control terms) of a communication pro-
cess. These controllers are composed from a set of
generic components with a number of parameters
each. The functionality of a protocol is observed
through its control actions, which affect the com-
munication process and lead to a modification of
its performance characteristics. A specific controller
is synthesized from a number of interconnected
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generic components, which constitutes the structure
of the controller. The choice of the component
parameters can be understood as the tuning of the
controller. Selection and interconnection of com-
ponents, and the choice of the parameters result
determine the behavior of the protocol and will be
denoted control law. The performance reasoning
toolbox is, therefore, a support tool for Multiple
Input Multiple Output (MIMO) systems which sup-
ports the optimal choice of the protocol structure
and optimal setting of parameters of its components
so that the performance of the communication pro-
cess meet the target values.

The essential part of this optimization toolbox
is a possibility to model network protocols as a
sequence of standard re-usable components. In this
article we present a methodology for component
based modeling of network protocols. We describe
our approach on the example of Medium Access
Control protocol. We show how different instances
of MAC protocols (known as monolithic solutions)
could be achieved only by parameterizing abstract
MAC controllers. We demonstrate the correctness
of our model by matching the control laws for
controller instances derived using our components
to the results of analytic performance analysis of
two monolithic protocols: X-MAC [2] and B-MAC
[22] previously published in the literature.

The application of analysis and modeling meth-
ods from automatic control (AC) to the design
of network protocols in combination with compo-
nent based design principles for complex software
systems represent the contribution of this article.
Moreover application of identification the signifi-
cant parameters with respect to performance metrics
from automatic control to the analysis of protocols
represent the contribution in this article.

We structure the article as follows. Article posi-
tion in the scope of the related work is described
in Section II. Section III outlines our methodol-
ogy. Section IV is the main section presenting
the parameterized component as building blocks
for MAC protocols. A showcase and verification
of the component composition follows in Section
V. We discuss the research issues connected to
further development of the proposed methodology
in Section VI before concluding with Section VII.

II. RELATED WORK

In This section we describe related works in scope
of this article.

A component based development (CBD) ap-
proach to design of complex software systems was
suggested back in nineteen sixties [21]. Application
of the component based paradigm to the design
of network protocols was not in question until the
beginning of nineties. By this time the layered
model was a standard development approach. In-
flexibleness of the architecture was recognized in
number of papers, e.g. [12], [23]. Incompatibility
problems between protocol stacks from different
vendors and inability of the system to dynamically
reconfigure its functionality across the layers called
for alternative component based design approaches.

In wireless networks the problems with layered
design have only exacerbated. The need for cross
layer adaptation for better protocol performance in
heterogeneous communication contexts and inabil-
ity of doing so systematically across the hard layer
boundaries call for new design paradigm [15].

The CBD approach to the development of soft-
ware in wireless sensor networks was adopted more
or less from the time of their appearance on the
technology arena [10]. In addition to simplicity
of application development due to straightforward
abstractions for programmers, one of the major
motivating factors for adopting CBD was the ef-
ficiency of the resulting code base. Efficient code
base is achieved by exclusion of unnecessary, for
a particular application, components. A straightfor-
ward extension of the paradigm to the design of
communication protocols [16] aimed at reducing
hardware dependency of particular protocols.

A work that closely relates to some ideas of the
performance driven CB-design of WSN considered
in this paper is [19]. The authors outline a method-
ology for metadata specification and metadamodel
for description of network components and net-
work configurations. This article focuses on the
description of the services provided by the node.
The process of the component selection employs
metaheuristic algorithm, with advantage of being
fast but without a guaranty for accuracy of the
proposed configuration. Further the protocols are
viewed as an entity, component. In our work we
model the protocol itself, based on requirements and
assesed enviromental model.
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The CB-design of MAC protocols for wireless
medium have been implemented and tested in Mul-
tiMAC [7]. This work extends SoftMAC [24]–
[26] and is based on MetaMAC [9] concept. In
MetaMAC authors address the problem of choosing
the right MAC protocol for the specific scenario.
The proposed framework implements a higher layer
of adaptivity, on top of existing MAC protocols.
The selection of MAC protocol to be used is done
from the available network performance informa-
tion. Therefore, the selection of the MAC protocol
is transparent. The MultiMAC utilize this approach
by implementing TDMA, Cheesy, Aloha, 802.11
MAC protocols. MetaMAC, and so the implementa-
tion, MultiMAC acts as middleware between PHY
layer and existing MAC implementations. Based on
the current network metrics MultiMAC select the
best MAC layer for the best performance. Even if
the main goal to select MAC protocol with best
performance for a given scenario is the same in
our and MultiMAC framework, the postulation for
achieving it is different. MultiMAC and MetaMAC
is suitable for wireless connection when the con-
strains of computational power, code size and en-
ergy consumptions allows it. In case of WSN, then
the size of runtime code is extremely limited as well
as computational power and energy consumption
is a key factor having implementation of several
MAC protocols and performing runtime selection
is hard if not impossible task. In our framework
we propose creation of MAC protocol from existing
generic components, whose are derived from a set
of existing protocols. The selection is done by
determining individual and interaction influence of
the components on the network performance and
matching that to requirements.

Requirements-based programming have been pro-
posed in [11]. Authors provides a framework for ex-
pressing requirements as a set of services that WSN
provides. This allows to develop a system with high
reliability which correctness can be proved. Further
it allows to reinsure that the actual code is consistent
with system requirements and meets desirable level
of performance. Both these approaches can be used
upon our proposed framework for description or
proof of correctness. However, these approaches
do not concern with the modeling and developing
actual protocol. Neither theiy are dealing with the
identification of the significant parameters or the
selection of the actual structure for the protocol.

Fig. 2. Abstract representation of communication process with a
protocol as its controller for design of dependable protocols.

Therefore, they can be tools for achieving the de-
pendability on the whole development chain for the
application in wireless sensor network.

Applications of automatic control methods for
optimizing performance of network protocols are
well known (see e.g [4], [20] and references there
in). The problems addressed in these works can
be formulated as identification of a well known
optimization problem that closely models behavior
of network protocols. By solving this problem an
optimal settings for protocols parameters are found.
In comparisons to these works we consider the
protocol design itself as an optimization problems
of choosing the right structure of the controller. The
second subproblem of the two-steps optimization
problem will to a large extend be based on the
experiences collected in references above.

III. METHODOLOGY FOR DESIGN OF
DEPENDABLE PROTOCOLS

Dependable protocols require that the communi-
cation system fulfills desired performance require-
ments, which can be achieved by appropriate control
actions generated by the protocol. In that way, the
communication system together with the protocol
can be interpreted as a typical control system,
see Fig. 2. There, MAB represents the model of
communication system which is exemplified by a
two node system with parameters PA characterizing
the communication environment. The protocol itself
is represented by the controller C that tries to
achieve the required performance RA by assessing
the current performance YA and providing the con-
trol actions UA. Clearly, this control system is only
representing the communication process from the
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perspective of node A. In our model YA, PA and
UA are finite vectors with examples of their content
given below.

From this perspective the actual transmission
of the data packets is understood as a flow with
certain properties, where the properties are used as
performance metrics. Moreover, the efficiency of
this control system depends largely on the specific
WSN installation which is represented by MAB and
its parameters PA, as well as the chosen proto-
col (or controller structure) and parameterizations.
Parameterizations are described by a finite size
vector PC of adjustable protocol parameters (e.g.
PC = {CWmax, NRET , ...}, where CWmax max-
imum contention window size and NRET is the
maximal number of retransmission attempts).

The resulting design methodology then has the
purpose to determine the appropriate structure of
the controller and the parameters of that structure.
The structure of the controller is then a collection
of components that combine a subset of RA and YA

to compute a subset of UA. In order to design the
structure and tune the parameters in the structure,
MAB needs to be known or approximated. In our
case, MAB is represented by a parametric model
of the communication system which approximates
the behavior of the real system. Graphically our
design methodology is illustrated in Fig. 2. In the
upper half of the figure a sample WSN installation is
shown. The bottom part of the figure shows a control
optimization loop for a communication process.

A. The Communication process as a parametric
MIMO model

The communication process between two peers
A and B can be described by eq. 1 for parametrical
model MAB.

MAB : YA = f(PA, gA(UA)). (1)

Some example for the content of respective vec-
tors is represented in Table I. The communication
process has both a deterministic and a stochastic
nature. The deterministic nature can be related to
the nominal behavior of the process and the stochas-
tic nature can be captured in uncertainties around
the nominal behavior. Moreover, the uncertainties
also capture the modeling errors of deterministic
behavior. Assuming an additive uncertainty for the

TABLE I
EXAMPLES OF VECTORS YA , PA AND UA .

YA PA UA

Throughput SINR TTX

Delay TRAFFIC ETX

PacketLossRate
...

...
...

...
...

parameters of the communication environment PA

this yields
PA = PNom

A + ∆A. (2)

If f(·) is linear, then the nominal and uncertainty
part can be separated in YA.

The meaning of items in the vector of controlled
variables is self explanatory. The items of this
vector are measurable result of the performance
achieved by a certain controller. Items SINR and
TRAFFIC in the vector of environment charac-
teristics denote the corresponding vector of signal
to interference noise ratios relative to nodes A and
B and traffic loads between nodes in the network
affecting A. The items in this vector are measured or
estimated for a particular application and installation
site. Finally, item TTX in the vector of control
actions denotes the time it takes for the controller
to transmit one data packet to the destination node.
In a similar way ETX denotes the energy consumed
by the controller when transmitting one data packet.
The items of this vector are the control actions
as a result of the controller functionality, which is
referred to as the control law. The functions f(·) and
g(·) in general do not have a closed form and are
obtained empirically during series of experiments or
simulations.

The transition from the model for the commu-
nication process between two nodes to model the
communications within a network installed in par-
ticular place and implementing certain application
can be given by

M : Y =


YA

YB
...
YN

 = F (P,


gA(UA)
gB(UB)
...
gN(UN)

), (3)

where F and P are the matrix valued counterparts
of f and PA, comprising all the cross-terms.
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B. Focus of the article
The problem formulation of designing and cal-

ibrating the selected controller structure presented
above, is the typical controller synthesis task within
AC. The essential prerequisites for solving this task:

1) Presence of a finite set of functional compo-
nents.

2) Each component should be characterized and
expose the adjustable parameters.

3) There is a need for methods that govern
combination of compatible components into
a protocol.

In this article we neither go into details of the
existing solution methodologies for the controller
synthesis task nor describe the selection of a more
complete content of the vectors included in the the
communication process model. We present a com-
ponent based approach for modeling of network pro-
tocols addressing the prerequisites for further analy-
sis described above. We demonstrate our model on
the example of medium access control protocols.
The choice of MAC protocols for illustration of our
concepts is not spontaneous. Being the first tier of
software controllers the MAC protocols experience
the least degree of cross layer dependencies. As
such representing the simplest case for modeling.

IV. COMPONENTS OF MEDIUM ACCESS
CONTROL PROTOCOL

In the context of this article, component is a sys-
tem element offering a pre-defined functionality, and
interacts with other components. The major property
of a component is its reusability. Therefore, a com-
ponent implements common functionality on some
level of granularity, which can be reused by other
components. Besides the description of its function-
ality each component is characterized by a set of
properties and expose adjustable parameters. Further
on we differentiate two types of the components:

• Basic components implement certain control
function, not further decomposed into sub-
components. Furthermore in the article basic
component notation BC precedes the name
of the component.

• Logical component implement the logic of
interactions between other logical and basic
components. Further in the article logical com-
ponent notation LC precedes the name of the
component.

In order to derive a model for generic MAC ser-
vice we analyzed existing traditional MAC protocols
in the Internet [14] as well as the MAC schemes
designed specifically for wireless sensor networks (
[5], [6] and references therein). We first extracted
the major common functional patterns. We then
described these patterns as parameterized compo-
nents and identified control laws when applicable.
After that we semantically classified the components
and formally described relationships between them
using ontologies. Combining the control laws of
the components included in the protocol we could
derive a law for the control function. This section
presents a general structure of the MAC controller,
the identified components and their classification.
We describe examples of modeling abstract MAC
services in the next section.

A. From functional patterns to components
The analysis of the existing MAC protocols

shows that all of them consist of two phases: A
channel establishment and the data exchange phases.
What essentially makes the different protocols dif-
ferent is the algorithmic and data structure con-
tents of these phases. For example, pure CSMA/CA
schemes the data transmission is preceded by clear
channel assessment and preamble (or RTS/CTS)
exchange while in generic TDMA or FDMA based
MAC, slot (or frequency) schedules should be ex-
changed before exchanging data. These schedules in
some hybrid protocols [13] are in turn exchanged
over a CSMA channel management scheme.

In the message exchange phase some protocols
do not acknowledge the reception of data while
other do. Acknowledgement defines the reliability
of the given protocol. The reliability can be further
categorized in explicit or implicit. There are also
protocols that combine several channel establish-
ment schemes and as a result have several types
of message exchange procedures [13], [27].

A component based view of a generic MAC pro-
tocol on the top level of abstraction is shown graph-
ically in Fig. 3(a). In the figure each logical com-
ponent is steered by its specific LC LifePattern
component. This component actually implements
the logic of the corresponding component by alter-
nating execution of other logical and basic compo-
nents in time. In the figure the LC LifePattern
component of LC MAC component alternate ex-
ecution of the channel access implemented by one
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or several LC ChannelManager components and
the actual data transmission implemented by one
or several LC MsgExch components. In turn, the
LC LifePattern component of a channel man-
ager, implementing a reliable, 1-persistent, CSMA
based channel access, alternates execution of ba-
sic components responsible for periodic sending of
channel request control messages and receiving the
channel established messages1. Fig.3(b) illustrates
an example of identifying logical components in X-
MAC protocol.

LC_MAC

LC_LifePattern

LC_ChannelManager 1

LC_LifePattern

LC_MsgExch n

LC_MsgExch 2

LC_MsgExch 1

LC_LifePattern

BC_Tx BC_Rx

LC_ChannelManager 2

LC_ChannelManager n

(a) MAC logical component on highest level of abstraction.

(b) Identification of functional patterns in X-MAC.

Fig. 3. Component based MAC.

1In different MAC protocols channel request and confirmation
messages may be denoted differently (e.g. preamble in X-MAC and
RTS in S-MAC stand for channel request messages and ACK in X-
MAC and CTS in S-MAC stand for channel established messages)
while bearing exactly the same semantics.

B. Classification and formal representation of com-
ponents

In order to enable functionally consistent compo-
sition and formal verification of component based
protocols the components should be semantically
classified and the relationships between components
indicated and formally characterized.

In this article we do not argue in favor of one
or another methodology for data representation and
reasoning. As a illustration of a technique that can
be deployed in our framework we choose tree based
ontologies to systematically represent the set of
functional components.

Fig. 4 presents a simplified ontology of com-
ponents needed for modeling of MAC proto-
cols. For further usage we encoded the ontol-
ogy trees as shown by numbers in curly brack-
ets. Further on we address a particular component
by its code in the ontology tree. For example,
0.0(MsgExchType, PersistencyType) denotes a
CSMA/CA component with two parameters. We
describe parametrization in the following section.
The dotted line indicate the relationships between
different components eligible to be combined into
the particular instance of the MAC protocol. Table
II describes the functionality, parameters and prop-
erties of selected components that we use in the
showcase example in the next section.

V. ANALYTICAL VALIDATION OF COMPONENT
BASED MODELING

The goal of this section is to illustrate the logic
behind modeling of MAC protocols through vari-
ous parameterizations of components on different
levels of abstraction and validate the correctness
of the composition. As an example we model two
abstract instances of CSMA/CA protocol from the
transmitter perspective. The first instance consists
of a reliable channel manager and unreliable data
exchange. The second instance has a mirrored func-
tionality: an unreliable channel manager and reliable
data exchange. We validate the correctness of the
composition by deriving the control laws of the two
controllers in the time domain (TTX) and comparing
the result to the previously published time properties
of the known protocols.

Composing MAC instance 1
For the reliable channel manager we select logi-

cal component 1.0.0(Lmsg, LACK) that sends a se-
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TABLE II
DESCRIPTION OF SELECTED COMPONENTS, THEIR PARAMETERS AND PROPERTIES.

Component Description Properties
0.0(MsgExchType,
PersistencyType)

Establish a communication channel between two
nodes using CSMA/CA Method. Implement by
performing exchange procedure of control mes-
sages of type MsgExchType according to per-
sistency model PersistencyType.

Logical component.

1.1(Lmsg) Generate a message of size Lmsg bits, submit to
TX component.

Logical component.

1.0.0(Lmsg, LACK) Generate a message of size Lmsg bits, submit to
TX component and wait for reception of implicit
acknowledgement of size LACK .

Logical component.

2.0.0(tp, k) Execute another component up to k times periodi-
cally with period tp. k is an adjustable parameter,
tp is derived from the time properties of the exe-
cuted components.

Basic component. Control function in time domain
is k × tp.

2.0.1(tu, k) Similar to 2.0.0 but the time interval between two
executions increases exponentially starting with
initial time unit tu. k is an adjustable parameter, tu

is derived from the time properties of the executed
components.

Basic component. Control function in time domain
is 2k × tu.

2.1.0(twait, L) Waits time twait and submit a data structure of size
L to the transceiver component

Basic component. Control function in time domain
is twait+T2.2.0(L). twait parameter, depending on
the type of the channel access method, may include
the time needed for clear channel assessment and
the time for switching transceiver between different
states.

2.1.1(twait, L) Waits time up to time twait until receiving interrupt
occurs and terminate. Continues to receive the
message if interrupt occurs at the edge of wait timer
expiration.

Basic component. Control function in time domain
is n

twait, if(1)
twait + T2.2.0(L), if(2).

Where (1) is condition of either failed reception or
successful reception happen within twait and (2)
is condition of receiving a receive interrupt at the
edge of the wait timer expiration.

2.2.0(R) A transceiver component performing actual trans-
mission and reception of a bit sequence with rate
R. Parameter R is adjustable by choosing appro-
priate hardware element.

Basic component. Control function in time domain
is [bitsequence]/R.

quence of bits of length Lmsg to request a channel
and expects reception of an acknowledgement of
length LACK . The send function is implemented
by directing the output of the transmit compo-
nent 2.1.0(twait, Lmsg) to the transceiver controller
2.2.0(R). The twait parameter in component 2.1.0
equals the sum of the duration of the contention
window and the time needed for the clear channel
assessment procedure. The receive function is im-
plemented by directing the output of the transceiver
controller 2.2.0(R) to the ”wait-and-receive” com-
ponent 2.1.1(twait, L). In this case twait is the du-
ration of the waiting timer. The functionality of the
reliable message exchange component is completed
by the ”life pattern” controller 2.0.0(tp, k) which

implements 1-persistent channel access method with
periodic retransmission. Finally, our controller in
the message exchange phase transmits the data
message unreliably by directing the output of the
transmit component 2.1.0(twait, L) to the transceiver
controller 2.2.0(R), where L is the length of the data
packet. Fig.5 illustrates the intermediate steps when
deriving the control law for the first instance of the
CSMA/CA protocol.

Composing MAC instance 2
By mirroring the used components inside the

channel manager and the message exchange compo-
nents we design control law for the second instance
of the CSMA/CA controller. Which have the same
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Fig. 4. Simplified tree ontologies for MAC components. By bold lines the nodes needed for presenting an example of composition are
shown.

Fig. 5. Derivation of the control law TTX for MAC instance 1. The
left branch indicated by dashed arrows shows compositions of the
channel manager and the right branch of composition of the message
exchange component.

exact form as previously. The only difference is in
its parameterization. t2.1.0

wait and t2.1.1
wait denote CSMA

access time and acknowledgement waiting time
correspondingly. This time, however, L1.0.0

msg is the
length of the data packet to be transmitted reliably
and L1.1

msg is the length of the channel request control
message.

TABLE III
PARAMETER DESCRIPTION FOR XMAC AND BMAC IN OUR

MODEL.

Param. XMAC BMAC
L1.0.0

msg length of strobe preamble length data message
k # of times to send preamble 1
L1.1

msg message size length of the preamble
LACK size of acknowledgement size of acknowledgement
t2.1.0
wait contention window and

clear channel assessment
contention window and
clear channel assessment

t2.1.1
wait retransmission timer retransmission timer

Analytical validation of the controller composition
In fact, the presented above controllers implement

the functionality of X-MAC and B-MAC respec-
tively. This is easy to verify by first appropriately
setting the adjustable parameters as shown in Ta-
ble III. The resulting functions match the ideal delay
analysis in [17], [29].

Thus, we have shown the two instances of MAC
protocols known as monolithic solutions can in
fact be represented as one controller by applying
different parameterization.

VI. DISCUSSION AND FUTURE WORK

So far we have presented CB-model of network
protocols – the essential, but still just one of several
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major blocks of the overall methodology for design
of dependable network protocols. In this section we
present a discussion on major research challenges
associated with the control design loop in general
and further development of CB-modeling frame-
work for network protocols in particular.

On controller design problem formulation

In Section III we formulated a problem of choos-
ing the right structure for the network controller
as selecting an optimal combination of components
and setting the correct values of adjustable pa-
rameters which jointly lead to desired performance
characteristics of the communication process. On
the example of CB-modeling of only one (and
in fact the simplest) class of MAC protocols the
number of adjustable parameters is more than seven.
When modeling more complex MACs and more-
over when modeling combination of protocols on
different communication layers the number of ad-
justable parameters will grow dramatically. Not all
adjustable parameters, however, equally contribute
to the change in control variables. Therefore the
problem of identifying the most significant parame-
ters should be solved prior to the main optimization
process. As a matter of fact there is still a lack of
methodology for the selection of both the structure
and the parameters.

Assuming that the relationship between the ad-
justable parameters and the controlled variables can
be described by a parametric model, it is possible to
apply the concept of interaction measures to analyze
the significance of parameters on the performance
metrics. Recent developments within the area of
multivariable control suggest index arrays for the
quantification of significance [1], [3]. These index
arrays make use of the propagation of effect. As
a result it can be determined which variables have
the most significant effect on a performance indi-
cator and thus, should be used for tuning of the
performance.

On parametric MIMO model of communication pro-
cess.

Clearly, a communication process with many
peers is a multiple-input and multiple output pro-
cess, which largely depends on complex interactions
in the communication channel. By describing the

process in mathematical terms, these interactions
can be characterized and assessed.

Using this assessment it should be possible to
determine structures of a protocol and also optimize
setting of the adjustable parameters in a more sys-
tematic way.

Currently, we are applying the presented concept
on simplistic network topologies, principally on a
link between two nodes with no interference from
other nodes. The next step would be to increase the
complexity of considered networks by introducing
disturbances in the communication environment. In
order to be applicable in a real-life installation site,
it is stipulated that the models for the environment
need to be derived in order to assess the effect of
the disturbances.

On CB-modeling and implementation of network
protocols

The first challenge associated with this part of
the dependability framework is the large variety of
network protocols of different complexity. We so
far classified simple MAC protocols (only a subset
is presented in this article). Classification of all
protocols is both intellectually intensive and time
consuming.

The second challenge concerns adopting the pre-
sented CB model for direct implementation. When
matter comes to implementing several distinct MAC
schemes implementing the protocols with reusable
components would allow code-efficient combination
of several techniques in bridge nodes. It is important
that the correct and the consistency of the CB im-
plementation should be formally verified [8], [11],
[18].

VII. CONCLUSIONS

In this article we presented a methodology
for systematic composition of dependable network
functionality for wireless sensor and actuator net-
works. We focused on a component based modeling
of network controllers as the essential part of the
control optimization loop. We demonstrated our
approach on a example of MAC protocols. While
this work outlines the major principles behind our
dependability toolbox more work is needed along
identification of significant parameters, introducing
new control actions, parametrization of the com-
munication process model and implementation of
modular protocols.
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