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Preface
Standards, data exchange models and communication protocols are
important aspects in order to achieve data interoperability between different
systems in Maintenance, operations and inside an organization hierarchy. In
addition, the demand of reusable software components has also increased
significantly in industrial field that lead to research accelerating and work
development. Therefore, a lot of challenges need to be faced in order to
achieve interoperability. Some of them are how to standardize interfaces
between components and how to solve the difficulty of data integration
among the different components and systems.
When developing eMaintenance solutions as support to maintenance
decision-making, integration architecture for data exchange between
different data sources is important. The design of integration architecture is
highly depended on structure of the mechanism that defines the structure of
the data elements and also describes the relation between these elements, i.e.
ontology. However, ontologies have a high impact on the integration
architecture of eMaintenance solutions and affect its efficiency. Hence, this
report aims to investigate the state-of-the-art in ontologies related to
maintenance.
This technical report is to investigate the state-of-the-art with respect to
ontologies aimed for maintenance data exchange. The aim of the study is to
analyse and explore available standards for data exchange in eMaintenance
solutions and data management system in both production and Maintenance.
The report describes the characteristics and also main usage domain for the
investigated ontologies. Furthermore, it provides a description of some of
the identified strengths and weaknesses among these ontologies different
standards from the data collection to the data aggregation level.
We would like to thank our supervisors at Luleå University of
Technology (LTU), Prof. Uday Kumar and Assoc. Prof. Ramin Karim, for
their supervision and support.

2

Table of Contents
Chapter 1 ......................................................................................................................................... 5
1

Introduction ............................................................................................................................. 6

2

Purpose .................................................................................................................................... 8

3

Maintenance Data flow (Karina) ............................................................................................. 9

4

Ontologies Focus Area (Mustafa) .......................................................................................... 10

5

Conclusions ............................................................................................................................ 11

Chapter 2 - The Studied Ontologies .............................................................................................. 12
1

2

3

OPC ........................................................................................................................................ 13
1.1

History of OPC ............................................................................................................... 13

1.2

OPC Framework ............................................................................................................. 15

1.3

OPC specifications ......................................................................................................... 16

1.3.1

Data Access Specifications..................................................................................... 17

1.3.2

OPC XML-DA Specification..................................................................................... 19

1.3.3

OPC Alarm & Events Specifications ....................................................................... 20

1.3.4

OPC Historical Data Access Specification .............................................................. 21

1.3.5

OPC Batch Specification......................................................................................... 22

1.4

Problems with OPC ........................................................................................................ 23

1.5

OPC Unified Architecture (UA) ...................................................................................... 24

1.5.1

OPC UA Specifications ........................................................................................... 28

1.5.2

OPC UA Architectures ............................................................................................ 28

1.5.3

OPC UA Security .................................................................................................... 30

1.5.4

Advantages of Using OPC UA................................................................................. 32

MIMOSA ................................................................................................................................ 33
2.1

MIMOSA OSA-EAI .......................................................................................................... 33

2.2

MIMOSA OSA-CBM ........................................................................................................ 35

PLCS Standard ........................................................................................................................ 38
3.1

History of PLCS............................................................................................................... 39

3.2

PLCS components .......................................................................................................... 42

3.3

PLCS specifications ........................................................................................................ 43

3.3.1
3.4

Data Exchange Specifications (DEX) ...................................................................... 44

PLCS Weaknesses .......................................................................................................... 46
3

4

ISA-95 Standard ..................................................................................................................... 47

5

XML ........................................................................................................................................ 49
5.1

XML Evolution................................................................................................................ 50

5.2

XML Schemas................................................................................................................. 52

5.2.1

W3C XSD (XML Schema Definitions)...................................................................... 53

5.2.2

DTDs....................................................................................................................... 53

5.2.3

RELAX NG ............................................................................................................... 54

5.2.4

Schematron ........................................................................................................... 55

5.3

XQuery ........................................................................................................................... 55

5.4

XML Advantages ............................................................................................................ 56

6

STEP Standard........................................................................................................................ 58

7

CORBA Standard .................................................................................................................... 60

8

OAGIS Standard ..................................................................................................................... 63

9

DPWS Standard...................................................................................................................... 64

10

SOA .................................................................................................................................... 67

11

SOAP .................................................................................................................................. 69

12

SCADA ................................................................................................................................ 70
12.1 SCADA Advantages and Problems ............................................................................ 72

13

Other Ontologies ............................................................................................................... 74

14

References ......................................................................................................................... 75

4

Chapter 1

5

1 Introduction
Interoperability can be defined as the ability of applications and systems
to share information and exchange services with each other based on
standards and to cooperate in processes using the information and services
(Murphy, 2007). IEEE has defined interoperability as the ability of two or
more systems or components to exchange information and to use that
information that has been exchanged (OMG, 2005).
Interoperability has many objectives. One important objective is the
vision of software components working smoothly together, without regard to
details of any component’s location, operating system, programming
language, or network hardware and software (Siegel, 1998).
As a result to the development in Information and Communication
Technology (ICT), standards are required to ensure performance,
conformity, and safety of new products and processes. Standards are
documented agreements containing technical guidelines to ensure that
materials, products, processes, representations, and services are fit for their
purpose. In case of data interoperability, standard are mainly described in the
form of some data fixed formats are specified (Allen & Sriram, 2000).
One solution to achieve interoperability is standards. They offer stability
in the way information is represented, as essential property for long-term
data retention and this retention issue is increasingly recognized as a costly
and critical problem for industries with long product life cycles, such as
aerospace (Ray & Jones, 2006). The benefits of flexible, scalable and
interoperable systems with lower integration costs and time can be achieved
through standardization across multiple vendors, systems and products
(Murphy, 2007). The value of having standards is because they are critical
for economic advancement and national security. Global standards also
facilitate exports and international trade; although, regional standards can
pose trade barriers (Allen & Sriram, 2000).
The development of standards can be considered as an evolutionary
process that mimics the evolution of industrial practice as supported by
academic and industrial research. One of the more successful standardization
6

attempts toward integration began in 1979 and still continued with the
efforts of TC 184/SC 4. At that time, NIST (National Institute of Standards
and Technology, USA) began work in establishing standards for the
exchange of engineering drawing elements, beginning with IGES
(Goldstein, 1998), that has evolved through several iterations into ISO
10303 and its many application protocol (AP) parts. Today ISO 10303,
better known as STEP (Standard for the Exchange of Product model data) by
many practitioners (it will be discussed later), is a robust foundation for the
exchange of information about product components and, increasingly,
system attributes codified as data elements. ISO 10303 is continuous with its
evolution with new revisions to established parts (Martin, 2005).
Hence, to be interoperable, components and systems must correctly
interpret words used as labels and data in an appropriate context. Today we
are still far from achieving the essential levels of interoperability among
manufacturing system components that are will provide significant
improvement in manufacturing efficiency (Martin, 2005). The extent to
which we are successful in component and system interoperability is
expressed in the available industry standards that define the extent of
information exchange in use today. The need for data interoperability has
enhanced together with the emerging from the automation of tasks and the
adaptation of information management becoming an important factor in
modem manufacturing (Martin, 2005).
In addition, integration is one of the key words that arise in discussions of
the relationships between business and technology. However, the word does
have a number of different meanings (Fowler, 1995):

Enterprise integration to represent the identification of new
organizational structures and the relation of the activities carried out
within a business, and of the flows of material, information and
control between those activities.

Application integration (or systems integration) is the process
by which different computer systems are made to work together.
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2 Purpose
The demands on the integrity and interoperability of data in systems are
constantly increasing. Many businesses are facing the need for efficient
modifications of manufacturing and maintenance systems to meet these
demands.
In order to be able to exchange information in an efficient and usable
way, all systems involved have to interact as seamlessly as possible, even if
they operate in a heterogeneous environment in most cases. This can be
achieved through the adaptation of Standards, Protocols and Data exchange
models. However there are various types of communication protocols, data
exchange models or hardware communication ports installed in many
devices and applications. It costs considerable time and money to implement
this integration with them.
The purpose of this report is to investigate the state-of-the-art with
respect to ontologies aimed for maintenance data exchange. The aim of the
study is to analyse and explore available standards for data exchange in
eMaintenance solutions and data management system in both production and
Maintenance. The report describes the characteristics and also main usage
domain for the investigated ontologies. Furthermore, it provides a
description of some of the identified strengths and weaknesses among these
ontologies different standards from the data collection to the data
aggregation level.
The report also will focus on data quality aspect within these ontologies
and how that aspect is ensured during data exchange between systems.
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3 Maintenance Data flow (Karina)
To perform prognostic or diagnostic maintenance on a specific item,
eMaintenance requires access to a number of different data sources,
including maintenance data, product data, operation data, etc. As these
sources of data often operate in a heterogeneous environment, integration
between the systems is problematic. As illustrated in Figure 3, different
types of data are collected from heterogeneous sources, such as computer
maintenance management systems (CMMS) and product data management
system (PDM). The data are processed through data fusion and transformed
into eMaintenance information.

Figure 3. eMaintenance data integration

Since data often operate in heterogeneous environments, an important
aspect for eMaintenance data is interconnectivity. All systems within the
eMaintenance network must be able to interact as seamlessly as possible to
exchange information in an efficient and usable way.
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4 Ontologies Focus Area (Mustafa)
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5 Conclusions
Interoperability and data quality are crucial and indispensable for both
Maintenance and Operations. They are also critical to achieving higher
levels of organizational interoperability that are required for an effective
decision making. In order to increase the economic benefit and enhance
decision making, the use eMaintenance tools should be adapted in more
effective use. Standards, Models and services discussed in this report are
offering a sustainable support for this objective. All discussed standards,
models and services give a good support to the interactions necessary to
construct unified Maintenance and Operations and enhance integration
among systems of differing origin to achieve integrity that helps in ensuring
data quality. But the different challenges still available need to be discussed
more effectively in order to help in developing adapting the available
eMaintenance solutions. Some of these standards and services still do not
take in consideration how to enhance data quality. Other challenges could be
the lack or the ineffective use and applying of these tools in many
enterprises and organizations.
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Chapter 2
- The Studied Ontologies
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1 OPC
OPC is all about Open Productivity and Connectivity in industrial
automation and enterprise systems that support industry by assuring
interoperability through the creation and maintenance of the available open
standards specifications (OPC, 2012).
The demand of reusable software components has increased significantly
in industrial field, accelerating research and development work. The two
main challenges are that how to standardize interfaces between components
and how to solve the difficulty of integration among the diverse components
and systems (Son & Yi, 2010).
OPC is known as the worldwide industrial standard based on Microsoft's
Distributed Component Object Model (DCOM) in recent years. This
standard is not only capable of connectivity among automation components
with control hardware and field devices, it also provides the interoperability
of Office products and information system on the company level such as
Enterprise Resource Planning (ERP) and Manufacturing Execution System
(MES) (Son & Yi, 2010).
1.1 History of OPC
The OPC Data Access specification was released in August 1996. The
OPC Foundation is a non-profit organization responsible for maintaining this
standard. Most of the vendors providing systems for industrial automation
became member of the OPC Foundation (Mahnke et al., 2009). The OPC
task is to make sure that everything was feasible of all of the vendors to
eliminate any excuses about adoption and building real products. This was
not an academic work; it was about developing a technology that multiple
vendors would quickly adopt to achieve multi-vendor interoperability (OPC,
2012).
The OPC Foundation was able to define and adopt practical relevant
standards much quicker than other organizations. One of the reasons for this
success was the reduction to main features and the restriction to the
definition of APIs using the Microsoft Windows technologies COM and
DCOM (Mahnke et al., 2009).
13

OPC started as a vendor driven initiative to solve the simple device driver
problem, where the first visualization and SCADA applications needed to
have a standard way for reading and writing data from devices on the factory
floor and DCS systems in process control. The name OPC specifically stood
for Process Control, and quickly changed over the first six months when the
opportunity for standardization in industrial automation was utilized beyond
process control. Factory automation and process control standardized
quickly worked on the OPC technology. OPC became the most successful
industry standard really adopted in industrial automation from a software
perspective. Figure 1 illustrates how OPC is used to enhance automation
process (OPC, 2012).

Figure 1. Communication architecture based on the OPC standard (Son & Yi, 2010)

OPC uses a client–server approach to exchange information. An OPC
server job is to encapsulate the source of process information like a device
and makes the information available using its interface. While An OPC
client connects to the OPC server and has the ability to access and consume
the offered data. Applications consuming and providing data can be both
client and server as in Figure 2 (Mahnke et al., 2009).
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Figure 2. Typical use case of OPC clients and servers (Mahnke et al., 2009)

In general, the term OPC has grown in scope over the last 10 years.
For many, OPC represents the classic OPC standards that standardize
information exchange for process data. These specifications are mainly
based on Microsoft's COM/DCOM technology, and represent most of OPCbased products and installations, across industries and around the globe.
Recently, the term OPC also includes the newly released OPC unified
architecture (UA) standard. OPC UA is designed mainly to be a platformindependent, service-based architecture and has been designed to extend
OPC to address the needs of enterprise-level interoperability (Murphy,
2007).
1.2 OPC Framework
Using OPC standard, we can select the products of several companies
together in one system. The quality of products is reliable because of using
OPC by the device manufactures. And because the standard of OPC’s
interfaces, developers can develop client software easily to minimize the
developing period and increase the reliability, stability and ability of
software development (Hernandez et al., 2007).
In general, there are 3 layers in OPC models:
a) Field Management: to collect data from and control devices. With the
advent of smart field devices, a lot of information can be provided
concerning field devices that were difficult to be available before. All
15

this information should be presented to the user and any applications
need it, in a consistent representation.
b) Process Management: to process the data from Field Management
layer and provide service to Business Management layer. The
installation of Distributed Control Systems (DCS) and SCADA
systems to monitor and control manufacturing processes makes data
which had been gathered manually to be available electronically.
c) Business Management: to enable a client to manage business and
operation. This can be accomplished by integrating the information
collected from process into the business systems managing the
financial aspects of the manufacturing process.
1.3 OPC specifications
OPC can be considered as a series of standards specifications. The first
standard (originally called simply the OPC Specification and now called
the Data Access Specification) defines a series of access methods between
the server and client, including read, write and subscription. This standard
specification was a result from the collaboration of a number of leading
worldwide automation suppliers working in cooperation with Microsoft
(OPC, 2012).
As mentioned before, the OPC specifications are implemented on
Microsoft's DCOM protocol. This offers several advantages, including the
ability of high speed data transfer, efficient handling of multiple client/server
connections and built-in operating system level security (Murphy, 2007).
The specification can be defined as a standard set of objects, interfaces
and methods for use in process control and manufacturing automation
applications to facilitate interoperability (see Figure 3). The COM/DCOM
technologies had provided the framework for software products need to be
developed (OPC, 2012). These specifications or interfaces allow a highly
efficient data exchange between software components of different
manufacturers. The specifications are listed below (OPC, 2012):
1. OPC Data Access (DA).
2. OPC XML-DA.
3. OPC Alarm and Event (A&E).
16

4. OPC Historical Data Access (HDA).
5. OPC Batch Specification.

Figure 3. OPC standards overview (Son & Yi, 2010)

The fundamental design goal of this standard or interface is intended to
work as a cover for existing OPC Data Access Custom Interface Servers
providing an automation friendly mechanism to the functionality provided
by the custom interface.
1.3.1 Data Access Specifications

OPC DA standard defines a set of standard COM objects, methods, and
properties between client and server for reading, writing and monitoring the
variables containing current process data. It intends to standardize the
mechanism for communicating a numerous of data sources, whether they are
hardware I/O devices on the plant floor or databases in the control rooms
(Hong & Jianhua, 2004). OPC DA is the most important OPC interface. It is
implemented in 99% of the products using OPC technology today. Other
OPC interfaces are mostly implemented in addition to DA (Mahnke et al.,
2009).
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The operation is done simply as follows. OPC DA clients explicitly select
the variables (OPC items) they want to read, write, or monitor in the server.
The OPC client establishes a connection to the server by creating an
OPCServer object. The server object offers methods to navigate through the
address space hierarchy to find items and their properties like data type and
access rights (Mahnke et al., 2009).
For accessing the data, the client groups the OPC items with identical
settings, such as update time, in OPCGroup objects. Figure 4 shows the
different objects the OPC client creates in the server.

Figure 4. Objects created by an OPC client to access data (Mahnke et al., 2009)

When added to a group, items can be read or written by the client.
However, the preferred way for the cyclic reading of data by the client is
monitoring the value changes in the server. The client defines an update rate
on the group containing the items of interest. The update rate is used in the
server to do cyclic check for the values in case of any changes. After each
cycle, the server sends only the changed values to the client (Mahnke et al.,
2009).
In addition, OPC provides real time data that may not permanently be
accessible, for example, when the communication to a device gets
temporarily interrupted. The Classic OPC technology handles this issue by
providing timestamp and quality for the delivered data. The quality specifies
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if the data is accurate (good), not available (bad), or unknown (uncertain)
(Mahnke et al., 2009).
1.3.2 OPC XML-DA Specification

OPC XML-DA can be defined as an independent specification in order to
guarantee better interoperability with non-windows platforms and more
flexible internet access. It substituted HTTP/SOAP and Web Service
technologies for classic COM/DCOM (Son & Yi, 2010).
Therefore, OPC XML-DA was defined as an effort to solve the main
problems of OPC COM DA (Son & Yi, 2010):
 OPC COM DA, based on COM/DCOM, was implemented
successfully in Windows platform. However, in a heterogeneous
environment, computers cannot all be expected to implement the
corresponding object models.
 OPC COM DA defines the call-back mechanism. This link
between clients and servers did not exist because HTTP is a
stateless protocol.
As a result, OPC XML-DA helped in the following aspects to (OPC,
2012):
 Develop flexible, consistent rules and formats for presenting plant
floor data using XML. Specifically it is the desire of the OPC Board
that this effort initially focus on exposing the same data that the
existing OPC interfaces expose today such as Data Access and
later, Alarms and Events and that the working group strive to
produce a simple, usable first release of the specification in as short
a time as possible.
 Leverage the work done by Microsoft and others on .NET, Web
Services, SOAP and other XML frameworks.
 Enable and promote interoperability of applications and to simplify
sharing and exchange of data at an even higher level.
 Allow clients to subscribe to the types of messages it needs via
some form of filtering.
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 Provide samples and examples as needed to help vendors
understand and leverage this technology.
Since typical Web Services are stateless, the functionality was reduced to
the minimum set of methods to exchange OPC Data Access information,
without the need for methods to create and modify a context for
communication. The following methods cover the key features of OPC Data
Access.
1.
2.
3.
4.

GetStatus to verify the server status
Read to read one or more item values
Write to write one or more item values
Browse and GetProperties to get information about the available
items
5. Subscribe to create a subscription for a list of items
6. SubscriptionPolledRefresh for the exchange of changed values of
a subscription
7. SubscriptionCancel to delete the subscription.
1.3.3 OPC Alarm & Events Specifications

OPC A&E specifications are used to develop a standard set of interfaces
for managing alarm and event notifications. This system should complement
the available other OPC Interfaces (particularly Data Access) (OPC, 2012).
Hence, the OPC A&E interface enables the reception of event
notifications and alarm notifications. An event can be defined as a single
notification informing the client about the occurrence of an event, while an
alarm represents the notification that inform the client about the change of a
condition in the process. Such a condition can be the level of a tank. In this
example, a condition change can occur when a maximum level is exceeded
or is fallen below a minimum level (Mahnke et al., 2009).
The benefits of OPC A&E can be summarized as follows (OPC, 2012):
 To enable clients to subscribe to the types of messages they need
via some form of filtering.
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 To keep the design in the form of a low level foundation that can
be used to build interfaces to existing and future systems with a
high degree of interoperability.
 To make a design that may accommodates a wide range of
applications from simple to complex without the need to much
complexity on the simple applications or many limits on the
complex applications.
To receive notifications, the OPC A&E client connects to the server,
subscribes for notifications, and then receives all notifications triggered in
the server. To limit the number of notifications, the OPC client can specify
certain filter criteria. Filters for these event messages can be configured
separately for each subscription. Figure 5 shows the different objects the
OPC client creates in the server (Mahnke et al., 2009).

Figure 5. Objects created by an OPC client to receive events (Mahnke et al., 2009)

1.3.4 OPC Historical Data Access Specification

In order to provide a set of standard interfaces, OPC HDA will allow
clients to access historical archives to retrieve and store data in a uniform
manner. It also enables access to a wide range of data archives, from a
simple serial data logging system to a complex SCADA system (OPC,
2012).
The connection of OPC client can be achieved by creating an
OPCHDAServer object in the HDA server. This object offers all interfaces
21

and methods to read and update historical data. A second object
OPCHDABrowser is defined to browse the address space of the HDA server
(Mahnke et al., 2009).
With respect to historical data, OPC HDA Server enables clients to
access mainly two types of data: (i) raw data, the stored historical data and
(ii) aggregated data, the data extracted from the raw data (Iwanitz & Lange,
2006).
Depending on different implementation, OPC HDA Servers can be
divided into two types (Son & Yi, 2010):



Simple trend data servers: that can implement only some optional
interfaces and access to raw data.
Complex data compression and analysis servers: that allows data
processing such as analysis of data, e.g., average value, minimum
value and maximum value, regeneration of data, addition of
annotations, and reading histories of data changes.

1.3.5 OPC Batch Specification

Unlike the specifications mentioned above, the OPC Batch Specification
does not define any completely new programming interface between a client
and a server. But it defines supplement to the Data Access Specification for
the case of batch processing (Iwanitz & Lange, 2006).
Therefore, OPC Batch main function is to extend DA for the specialized
needs of batch processes. It also provides interfaces for the exchange of
equipment capabilities corresponding to the S88.01 Physical Model [ISA88]
and current operating conditions (Mahnke et al., 2009).
In addition, when executing a bath process, recipe data are sent and
report data are received, respectively. These solutions are concerned for
visualization, report generation, process control, and generating report data
(Son & Yi, 2010).
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1.4 Problems with OPC
As discussed before, OPC has a lot of benefits that helped to achieve data
and system interoperability in different areas such as production,
maintenance and development. But it also has some limitations and issues
that can be summarized in two main areas as follows:
A. COM/DCOM limitations:
Almost all OPC specifications are based on COM/DCOM
technology made available by Microsoft and define transparent
interaction mechanism between distributed components including
data objects and application objects. The advantage of this
approach was the reduction of the specification work, the strategic
vision leading to the OPC success. Unfortunately, the classical
OPC technology inherited some limitations from such a
Microsoft's technology which is difficult, if not possible to resolve,
especially when the internet has been grown and the use of nonwindows platforms has increased.
Some of these platform related limitations are (Son & Yi,
2010):
i. COM is only supported in Windows platforms, it is not easy
to find a reliable COM implementation on non-Windows
platforms;
ii. DCOM can be used to the applications over the Internet, but
firewall authentication problems are not easy to set up;
iii. Data exchange between devices on the plant floor and the
enterprise application such as MES (Manufacturing
Enterprise Solutions) and ERP (Enterprise Resource
Planning) is an issue that needs to be solved.
B. XML-DA limitations:
XML Web services provide a viable solution for enabling data
and system interoperability. They also use XML-based messaging
as a fundamental means of data communication to create the bridge
between different systems, and programming languages.
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Therefore, OPC XML-DA, developed based on XML Web
Services, is a best way to exchange data cross platform. But due to
its high resource consumption and the limited performance of the
large size of XML messages, it was not as successful as expected
for this type of application (Eppler et al., 2004). In addition, XMLDA does not address the security issues when the data is
transmitted over Internet. Therefore, XML-DA could not be
regarded as an ideal replacement for the COM version (Huiming &
Zhifeng, 2010).
1.5 OPC Unified Architecture (UA)
As a consequence to the above mentioned problems in the classic OPC, a
new generation of OPC servers had to be developed, the OPC Unified
Architecture. OPC UA is a platform-independent standard through which
various kinds of systems and devices can communicate by sending message
between clients and servers over local networks or internet (Renjie et al.,
2010). It enables the access to various types of data and the vertical and
horizontal exchange of data in a multi-functional server. In addition, it offers
extended reliability and interoperability. Also the robust transfer of data does
not depend on communication protocols and diagnosis is integrated in the
OPC components (Schleipen, 2008).
The existing OPC COM based specifications have served the OPC
Community well over the past 10 years, but as technology moves on so must
our interoperability standards. Below are some factors that influenced the
decision to create a new architecture (OPC, 2012):
 OPC Vendors showed their needs to a single set of services to expose
the OPC data models (i.e. DA, A&E, HDA )
 OPC Vendors tried to solve the problem mentioned above and
implement OPC on non-Microsoft systems, including embedded
devices
 Other collaborating organizations also need a reliable, efficient way to
move higher level structured data inside the organization hierarchy.
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Therefore, the OPC UA is the new version of the well-known OPC
architecture (Hadlich, 2006). OPC UA is targeted for Web Services and
SOA (Services Orientated Architectures), which currently have a good
degree of acceptance by major software vendors and developers (Hernandez
et al., 2007).
Hence, OPC UA extends the scope of the classic OPC specifications. The
single OPC UA architecture encompasses and unifies the functional data
format for real-time, historical, event based and batch information (Murphy,
2007). The Classic OPC COM specifications divide functionality across
multiple COM servers with interfaces that are tied to the functionality of the
respective specifications. OPC COM servers that produce alarms do not
consistently provide access to the data that triggers the alarms. For example,
OPC COM servers that store history do not allow the current value to be
read or updated. This leads to an integration problem because information
from a single system cannot be accessed in a consistent manner. OPC UA
solves the integration problem with a single set of services which access a
common address space containing all available information as in Figure 6
below (OPC, 2012).

Figure 6. How the UA works.

The OPC UA specifications also go farther in setting standards for
application security, reliability, and audit tracking and information
management (Murphy, 2007). And by this way, infrastructure of OPC UA
unifies all previous OPC-based technologies in a platform-independent
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method. Therefore, OPC UA provides mechanisms for the standardized,
asynchronous, distributed communication (Schleipen, 2008).
Figure 7 shows how the OPC Foundation introduced OPC UA to solve
the requirements of communication for higher layers of the enterprise
architecture (Hadlich, 2006).
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Figure 7. OPC Provides Industry-standard Interoperability, Productivity & Collaboration (Burke, 2005)

As an attempt to solve original OPC security issues, current OPC UA
specification already takes this lesson into account, although the applying
some security mechanisms may imply an impact on system performance
(Candido, 2010). Therefore, the OPC UA specification provides a solution
for moving information in secure reliable transactions between devices on
the plant floor to enterprise aware applications with stops in between
(Hadlich, 2006).
Another advantage of the new specification is that the Unified
Architecture is designed also to allow object and information models defined
by others (vendors, end-users, other standards) to be exposed without
alteration by OPC-UA Servers (OPC, 2012).
We also need to mention that OPC UA is based on standards such as
TCP/IP, HTTP, SOAP and XML and marks the transition from DCOM to a
service-oriented architecture (SOA). This is achieved by using WSDL (Web
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Service Description Language), which can be converted to COM and various
Web service protocols (Schleipen, 2008).

1.5.1 OPC UA Specifications

The OPC UA was designed to be a platform for interoperability between
the existing OPC specifications using web services (Rohjans et al., 2010).
Therefore, OPC UA provides an integration of functional areas, which have
been separated until now. Along with this, OPC UA defines following
different Usage Models (functional areas) (Hadlich, 2006):
1.
2.
3.
4.
5.
6.

Data Access
Alarms and Events
Commands
Historical Data Access
Batch
Data Exchange

Thus, OPC UA strategy is focused on collaboration with major industry
standards organizations and on how to move the information models without
restrictions from these other industry standards organizations to the end user
community. These organizations include Electronic Device Description
Language Cooperation Team (ECT), Field Device Tool (FDT), Future
Device Integration alliance (FDI), Machinery Information Management
Open Systems Alliance (MIMOSA), Instrumentation, Systems and
Automation Society’s Batch Control S88, ISA S95 and Open Modular
Architecture Control (OMAC) (Candido, 2010).
1.5.2 OPC UA Architectures

OPC UA can be mapped onto a variety of communication protocols and
communication data can be encoded in various ways. By standard sets of
service and information model, servers can provide access to both real-time
and historical data, as well as alarms and events to notify clients of
important changes (Renjie et al., 2010). Figure 8 below shows this
architecture.
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Figure 8. OPC UA Architectures (Renjie et al., 2010)

By defining AddressSpace and information model, the device, data,
function, event and relation between them in the real world can be mapped
into the node, such as object, variable, event, method, reference and view in
the AddressSpace (IEC-3, 2007). Also, OPC UA AddressSpace represents
these objects to clients by OPC UA service in a standard way. These objects
are represented in the AddressSpace as Nodes. Reference is used to describe
the relations between Nodes. View is used for logic group so that Node
groups can be presented to different client and user. Using object-oriented
programming, these objects may be implemented easily (Renjie et al., 2010).
The function of OPC UA communication stack is to encode and decode
OPC UA message, and handle the data from the network using different
network protocols. In addition, OPC UA defines OPC UA Native mapping
and XML web service mapping, two means to implement OPC UA
communication stack. The main advantage of mappings is to make OPC UA
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communication independent of the implementation technology (IEC-3,
2007).
Thus, OPC UA server communicates with OPC UA Client by standard
web service supported by OPC UA server. OPC UA defines several sets of
standard web services to deal with the communications. These sets of web
service can be described as following (IEC-4, 2007):
 SecureChannel service set is used to build secure communication
channel and negotiate the secure strategy between server and
client. Session service set is to build and manage the
communication connection between OPC UA applications. The
connection is built on secure channel. It provides communication
access for other web service.
 NodeManagement, View and Attribute service set are used to
operate and manage the Node in the address space. Client can get
Node information from server, and also set attribute or value of
variable or object by the service set.
 Subscription service set is used to subscribe the cycle data from
server by client. By the service set client can get control process
data from server periodically. Method service set supplies the
access to invoke the method which is implemented in objects in
server.
1.5.3 OPC UA Security

As OPC UA works as an interface between components in the operation
of an industrial facility at multiple levels: from high level enterprise
management to low-level direct process control of a device. Also the use of
OPC UA for enterprise management involves dealings with customers and
suppliers (Renjie et al., 2010). Therefore, the OPC UA security aspects are
important needs to be evaluated.
It may be an attractive target for security attacks and may also be exposed
to all kinds of threats through untargeted malware, such as worms,
circulating on public networks. These threats may include Message
Flooding, Message Spoofing, Message Alteration, Message Replay,
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Malformed Message, Server Profiling, Session Hijacking, Rogue Server, and
Compromising User Credentials. All the threats may do harm to OPC UA
system (IEC-2, 2007).
Therefore, the lack of communications at the process control end causes
at least an economic cost to the enterprise and can have employee and public
safety consequences. As a result, the security of OPC UA system in
industrial automation area is crucial for its applications. In order to secure
the OPC UA system, OPC UA communication must meet a set of objectives
which include Authentication, Authorization, Confidentiality, Integrity,
Auditability and Availability (IEC-2, 2007). To achieve these objectives,
OPC UA defines a security model as shown in Figure 9 below.

Figure 9. OPC UA Security Model (Eppler et al., 2004)

In this model, the communication layer provides security functionalities
to meet confidentiality, integrity and application authentication as security
objectives. OPC UA server and client negotiate about the security
functionalities and create the secure channel. This logical channel provides
encryption to maintain confidentiality, signatures to maintain integrity and
certificates to ensure application authentication for data that comes from the
application layer, then passes the secured data to the Transport Layer. The
security functions that are managed by the communication layer are
provided by the secure channel services (Renjie et al., 2010).
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1.5.4 Advantages of Using OPC UA

In comparison to the earlier OPC specifications, OPC UA raises a
number of new features, such as built-in complex data, unified address
space, cross-platform and abstract service functions (Mahnke et al., 2009).
The main advantages of OPC UA can be summarized as below:
A. Unified data access mode: The OPC UA Server integrates data,
alarm and event into a single address space. In this case, a client
can get data, alarm and event applications only through one invoke
(Neitzel, 2004).
B. Support complex data structures: The classical OPC offers a
simple hierarchical organization of item, whereas OPC UA offers
Meta information models that can be easily extended. In OPC UA,
user can add and delete the linkages between these data models.
Therefore, client is unnecessary to understand the meaning of data
with the detail description of the data model. This measure makes
it easy to develop client software, and greatly improves the
accuracy of the data significance (Huiming & Zhifeng, 2010).
C. Support multiple platforms: Traditional OPC specifications are
based on the Microsoft COM/DCOM technology. With the
development of .NET and Web services, Microsoft does not focus
on the COM technology any more. In addition, the vendors need a
platform-independent specification to support OPC running on a
non-Windows-based system. OPC Foundation has offered three
different SDKs as C/C++, C# and Java. Developers can develop
OPC UA on Windows, Linux and embedded devices.
D. Enhanced security mechanisms: Traditional OPC does not have its
own security design, and totally depends on security of
COM/DCOM. However, OPC UA defines a set of comprehensive
security mechanism. Between the proprietary security channel of
the client and server, it has two-way handshake to authenticate
both certificates. It has primarily used the safety technology such
as Public Key Infrastructure and X509v3 certificate (Braune,
2008).
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2 MIMOSA
MIMOSA (Machinery Information Management Open Systems Alliance)
is a not-for-profit organization founded in 1994 dedicated to develop and
encourage the adoption of open information standards for Operations and
Maintenance (Mimosa, 2012) (Lebold, 2002). It is a trade association
composed of industrial asset management system providers and industrial
asset end-users, which develop information integration specifications to
enable open, integrated solutions for managing complex high-value assets
(MIMOSA, 2006).
MIMOSA is part of the Open O&M (Operations and Maintenance)
initiative. The purpose of the initiative is to encourage usage of open
information standards when implementing systems for O&M in the
manufacturing, fleet and facility environments. MIMOSA provides a series
of related information standards. The Common Conceptual Object Model
(CCOM) provides a foundation for all MIMOSA standards, while the
Common Relational Information Schema (CRIS) provides a means to store
enterprise O&M information (Shroff et al., 2011) (Mimosa, 2012).
MIMOSA also provides metadata reference libraries and a series of
information exchange standards using XML and SQL. The main
publications of MIMOSA are the Open System Architecture for ConditionBased Maintenance (OSA-CBM) and Open System Architecture for
Enterprise Application Integration (OSA-EAI) specifications (Shroff et al.,
2011) (Mimosa, 2012).
2.1 MIMOSA OSA-EAI
MIMOSA OSA-EAI (Open System Architecture for Enterprise
Application Integration) is poised as a standard interface for operations and
maintenance data with the support of XML (Extensible Markup Language)
Schema for the transmission of raw measurement data. Apart from the area
of measurements, the OSA-EAI also supports the areas of equipment, agents
(personnel and organizations), work management, events, equipment health
and diagnosis, alarms, and reliability (Avin et al., 2008).
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Hence, MIMOSA’s OSA-EAI system specifications offer advantages
for maintenance and reliability users as well as technology developers and
suppliers. For users, the adoption of MIMOSA OSA-EAI specifications
facilitates the integration of asset management information, provides a
freedom to choose from a broader selection of software applications, and
saves money by reducing integration and software maintenance costs.
For technology suppliers, the adoption of MIMOSA OSA-EAI
specifications stimulates and broadens the market, allows concentration of
resources on core high-value activity rather than low value platform and
custom interface requirements, and provides an overall reduction in
development costs (Mimosa, 2006).
In addition, OSA-EAI contains a mandatory unique identification
methodology which allows the integration of enterprises, sites, reference
databases, functional segments, assets, measurement locations, and agents’
identification (Mimosa, 2006). Figure 10 shows the architecture of OSAEAI.

Figure 10. OSA-EAI Architecture Overview (Kiritsis, 2011)
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2.2 MIMOSA OSA-CBM
The OSA-CBM (Open Systems Architecture for Condition Based
Maintenance) specification defines architecture for moving information in a
Condition-Based Maintenance (CBM) system. CBM refers to maintenance
that is done when a need arises based on condition monitoring to the target
system. CBM uses accurate and reliable predictions of the current and
projected system condition (or health) to indicate the need for and type of
maintenance action (Lebold, 2002).
The OSA-CBM standard has been defined as an implementation of ISO13374 (ISO 13374, 2003), by the OSA-CBM development group through
the Dual Use Science Technology (DUST) program in 2001 (Hong &
Jianhua, 2004). It is now supported by MIMOSA to supplement their other
Open Operations & Maintenance standard; OSA-EAI (Cervinka et al.,
2000)(Ford et al., 2008).
An overview of the OSA-CBM framework is shown in Figure 11. OSACBM is an implementation of the ISO-13374 standard, which defines the six
blocks of functionality in a condition monitoring system and the general
inputs and outputs of those blocks (ISO 13374, 2003). OSA-CBM
additionally defines data structures and interface methods for the
communication between the functionality blocks (Shroff et al., 2011).
As shown in Figure 11, the information flow may occur from the lower
levels to higher levels or from higher levels to lower levels. In addition,
based on application requirements such in case of an intermediate level
modules are not required, data may flow directly up from a lower level to a
higher level while bypassing intermediate levels.

35

Figure 11. OSA-CBM Overview (Discenzo et al., 1998)

The functional scope of each layer can be described as follows (Discenzo
et al., 1998):
 Sensor Module - The sensor module layer consists of the
transducer and data acquisition elements. The transducer converts
some stimuli to electrical or optical energy. Data acquisition is the
conversion or formatting of analogue output from the transducer to
a digital or text format.
 Signal Processing - The signal processing layer processes the
digital data from the sensor module to convert it to a desired form
that characterizes specific features of the data.
 Condition Monitoring - The condition monitoring layer
determines current system, subsystem, or component condition
indicators (threshold, stress cycle, operating condition, and usage
metrics) based on algorithms and output from the signal processing
layer and sensor module.
 Health Assessment - The health assessment layer determines the
state of health of monitored systems, subsystems or components
based on the output of the condition monitoring layer and historical
condition and assessment values. An output of this layer includes
the component health or degree of health as measured by a health
index.
 Prognostics - The prognostics layer considers the system,
subsystem, or component health assessment, the employment
schedule (predicted usage – loads and duration) and
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models/reasoning capability that are able to predict health states of
subject equipment with certainty levels and error bounds.
 Decision Support -The decision support layer integrates
information necessary to support a decision to act based on
information about the health and predicted health of a system,
subsystem or components, a notion of urgency and importance,
external constraints, mission requirements, and financial
incentives. It provides recommended actions and alternatives with
the implications of each alternative.
 Presentation - The presentation layer supports the presentation of
information to and control of inputs from the system users (e.g.
maintenance and operations personnel). Outputs include any
information produced by the lower layers and the inputs include
any information required by the lower layers.
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3 PLCS Standard
PLCS (Product Life Cycle Support), also known as ISO 10303 AP 239, is
an international standard that extends the ISO 10303 STEP standard (the
Standard for Exchange of Product model data) from the design and
manufacturing domains into the product support domain.
The PLCS standard specifies an information model used for the exchange
of assured product and support information throughout the entire product life
cycle from concept to disposal. The standard, which is produced by a joint
industry and government initiative known as PLCS Inc., is primary designed
to handle the information needed and created during the use and
maintenance of complex products whose configuration changes over its life
cycle. It is therefore an enabler of Product Lifecycle Management (PLM),
which is a concept promoted by IT industry analysts and leading software
vendors. PLM is a concept that describes a collaborative working
environment for users to manage, track and control all product related
information over the complete product life cycle. The concept of PLCS is
described in Figure 12 (Eurostep, 2012) (Mason, 2007)

Figure 12. The PLCS vision (Eurostep, 2012)
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The ability to effectively manage legacy information is a major concern
for operators of complex products with long life cycles. PLCS is created to
meet the needs these products and the standard is therefore best suited for
complex high-value products with the following attributes; (i) many unique
parts and product configurations, (ii) long service life, (iii) demanding inservice support requirements and (iv) in-service support costs that
encompass a significant portion of the total cost of ownership.
The following industry groups could benefit from the adoption of PLCS:
 Transportation – Commercial and Military Aircraft and associated
Aero engines
 Transportation – Commercial and Military Truck Fleets
 Transportation – Commercial and Military Ships
 Transportation – Locomotives and Trackside equipment
 Heavy Industrial Machinery
 Power Generation
 Oil and Gas Process Plant
3.1 History of PLCS
The development of the ISO standard (ISO 10303-239), known as PLCS,
commenced in November 1999. It was a joint industry and government
initiative sponsored and managed by an international consortium of leading
government and industry organizations, known as PLCS Inc.
This not-for-profit consortium included customers, contractors and
software vendors all working together to develop an information standard
that will greatly benefit all of productive industry. The participants of the
consortium are listed below:








Aerosystems International,
BAE Systems,
Baan,
Boeing,
Det Norske Veritas,
Finnish Defence Forces,
FMV (the Swedish Defence Material Organization),
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Hägglunds Vehicle,
Industrial and Financial Systems (IFS),
Lockheed Martin,
LSC Group,
Parametric Technologies Corp.,
Pennant,
Rolls Royce,
Royal Norwegian Ministry of Defence,
Saab Technologies,
the UK Ministry of Defence and
the US Department of Defense.

Eurostep Limited provided the technical leadership and programme
management for the consortia and the ISO Technical Committee
184/SC4/WG3/T8 was the ISO working group responsible for the initiative.
(Pratt, 2005)(Eurostep, 2012)0
PLCS Inc. dissolved in 2004 when the standard was delivered to ISO and
further work on PLCS has from then on continued under the PLCS
Technical Committee of OASIS. OASIS (Organization for the Advancement
of Structured Information Standards) is a not-for-profit, international
consortium that drives the development, convergence, and adoption of ebusiness standards. Founded in 1993, OASIS has more than 3,500
participants representing over 600 organizations and individual members in
100 countries. (OASIS, 2012)(Eurostep, 2010)
The goal of PLCS Inc. was to create an internationally accepted
information model that would remain valid for several decades. PLCS logo,
illustrated in Figure 13, reflects the initial intent of PLCS, to address the four
major business functions; (i) Configuration Management, (ii) Support
Engineering, (iii) Resource Management and (iv) Maintenance Management.
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Figure 13. The PLCS vision (Eurostep, 2012)

As the PLCS project progressed, two major changes were made to the
initial intent. The first was to extend the first function, Configuration
Management, to "Manage product and support information" with the
Configuration Change Management process still as its core. This change was
made because the (then) existing Configuration Management system did not
cover all information required. The second major change concerned the
Resource Management function. It became clear that this was just a part of
the whole supply chain and since several recognized messaging standards
addressing supply chain already existed, it was decided to limit the PLCS
scope to the generation of a supply demand and the receipt of a supply
response (Eurostep, 2012).
In order to maximize compatibility with other existing standards in the
same area, a number of formal collaborations have been established during
the advance of the PLCS standard. These liaisons are other projects of the
ISO Technical Committee 184/SC4/, i.e; (i) AP 233 - System Engineering,
(ii) AP 214 - Core data for automotive mechanical design processes, (iii)
AP221 - Functional Data & Schematic Rep. for Process Plants and (iv)
AP203 E2 - Configuration controlled 3D designs of mechanical parts and
assemblies. There have also been liaisons with commercial standards, such
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as AECMA, ATA, POSC/Caesar and Joint Government organizations, such
as NATO.
3.2 PLCS components
There are three main components within PLCS.
the business vision,
an Application Activity Model; and
an information model.
The information required delivering efficient support typically exists in
many different IT systems, used by many organizations for different
business functions across different life cycle phases. The key concept of the
business vision is to be able to use assured product and support information
all over an enterprise, regardless which IT-system that has created this piece
of information.
The second component is an informative process model, called an
Application Activity Model, which illustrates the processes and information
flows in the PLCS scope. This provides context for potential data exchanges
through life, and can be used to identify information interfaces across any
chosen functional boundary. The Application Activity Model was developed
during the first year of the PLCS project and the purpose of this process
model was to identify the generic exchange requirements likely to be
applicable to all industries within the identified target profile. It will assist
business managers and software implementers to; (i) understand the
information model and exchange sets (conformance classes) defined by
PLCS, (ii) identify targets for process improvement and (iii) identify the
required exchange standards at organizational or system boundaries between
organizations.
The third component of the standard is the Information Model, available
in both EXPRESS (the same formal data modelling language used by STEP)
and as an XML Schema. The generic information model provides a data
model which identifies the key entities, attributes and relationships needed to
deliver the PLCS vision. The key concepts in the PLCS information model
are illustrated in Figure 14 (PLCS, 2012)(Eurostep, 2012).
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Figure 14. The key concepts in the PLCS information model (Eurostep, 2012)

3.3 PLCS specifications
The specifications of PLCS are stated in ISO 10303 AP 239. Following
the PLCS specifications, examples of what the information provided about a
product shall contain is:
1.
2.
3.
4.
5.
6.
7.

Specifications of the product (before, during and after development)
Design information
Tools to be used with the product
Training required for users and support functions
How the product can be developed
How the product shall be monitored
How the product shall be maintained

When applying the specifications listed above to a real product the result
can be as the following example, where PLCS is applied to an aircraft as the
product:
1. Specifications of the aircraft (e.g. performance, technical information,
capacity)
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2.
3.
4.
5.
6.

The construction of the aircraft
Tools used to build, repair, maintain, and dismantle the aircraft
Training requirement for the on-board and ground personnel
Development possibilities of the aircraft model
The ways to monitor the aircraft, e.g. safety, maintenance, and
economy
7. How to maintain the aircraft to maximize availability

PLCS also enables the actual configuration of a product individually to
be stored and tracked.
The information exchange in PLCS uses either the EXPRESS
information modelling language or XML and the basic data structures that
are exchanged are defined by entities. Each entity in PLCS may have
attributes that provide further information about the thing being represented
by this entity. For example, first name and last name are attributes of the
entity Person (OASIS, 2012)(Eurostep, 2012)(Pratt, 2005)(Mason,
2007)(Rachuri, 2012)(PLCS, 2012).
3.3.1 Data Exchange Specifications (DEX)

A Data Exchange Specification (DEX) is a subset of the PLCS
information model that supports one specific business process or purpose.
DEXs can be related to existing information and by using them a modular
implementation of PLCS is facilitated. A DEX can be implemented as one or
it can be implemented in combination with other DEXs, and the vendor
using the implementation can claim conformity accordingly (OASIS, 2012).
In order to achieve full information regarding the required scope, DEX
Schemas creates overlapping subgroups of the PLCS information model, as
illustrated in Figure 15.
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Figure 15. DEX Schemas as overlapping subsets of PLCS information model (OASIS, 2008).

The DEX document contains explanatory data about how it should be
used and what business process it addresses, which it also describes. Each
DEX comprises of:










Introduction
Business process
A description of the business process that the DEX is supporting
Identification of the process in the AP239 activity model supported
Usage guidance for the model
DEX specific Reference Data
The subset of the Information model supported by the DEX
EXPRESS information model
XML Schema (derived from the EXPRESS)

The parts common to many DEXs (e.g. the representation and assignment
of dates and times) are packaged into chapters called “Capabilities”, and
each capability defines one or more “Templates” that are reused across
different DEXs. One DEX will be composed of many Templates, and one
Template will form part of many DEXs. The reuse of Templates ensures that
different interpretations of equivalent concepts in different DEXs are
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avoided. Each Template has just one defining Capability, but each
Capability may define one or more Templates.
Business specific terminology can be extended to the entities through
classification with “Reference Data” (RD). This provides a mechanism for
adapting the model to the semantics of more specialized domains (Eurostep,
2012)(Eurostep, 2010)0. Figure 16 illustrates the relations between
Capabilities, Templates, Reference Data and the DEX.

Figure 16. DEX relations (Eurostep, 2010)

3.4 PLCS Weaknesses
Only suitable for complex products and large companies
The PLCS Standard is designed to handle complex products (e.g. aircrafts)
with a long life cycle and the whole standard is therefore very complex and
not suitable for non-complex products. The standard also demands highly
qualified personnel to be correctly implemented, and the system then
requires an organisation to manage and publish data to the system, this is
perhaps not affordable nor feasible for small or mid-size businesses.
PLCS implementation is still in its early stages
There are some question marks regarding the standard that need to be sorted
in order to ensure consistent interpretation of the model.
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DEX management
The data exchange specifications are complex and they need to be further
developed and stabilized. Also, the use of Reference Data complicates the
standardization (Dunford, 2009).
4 ISA-95 Standard
The Instrumentation, Systems and Automation Society (ISA) has
standardized the enterprise and control system integration in its standard
series 95. ISA-95 is the international standard for the integration of
enterprise and control systems. ISA-95 consists of models and terminology.
These can be used to determine which information has to be exchanged
between systems for sales, finance and logistics and systems for production,
maintenance and quality. This information is structured in UML models,
which are the basis for the development of standard interfaces between ERP
and MES systems. The ISA-95 standard can be used for several purposes,
for example as a guide for the definition of user requirements, for the
selection of MES suppliers and as a basis for the development of MES
systems and databases (ISA-95, 2012).
Therefore, this standard consists of three parts (ISA-95, 2012) (Jaakkola,
2004) (ISA-95, 2003):
 The first one defines vocabulary consists of standard terminology
and object models that can be used to decide which information
should be exchanged.
 The second defines the usage of UML attributes for every object
that is defined in part 1. The objects and attributes of part 2 can be
used for the exchange of information between different systems,
but these objects and attributes can also be used as the basis for
relational databases.
 The third defines operational models for manufacturing execution
systems. It is an excellent guideline for describing and comparing
the production levels of different sites in a standardized way.
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Therefore, the standards of ISA are very general by nature, and specify
abstract activities rather than concrete practices or technological issues
(Jaakkola, 2004).

Figure 17. ISA 95 Manufacturing operations management model (ISA-95, 2003)

Figure 17 above describes the ISA 95 manufacturing operations
management model. This model does not reflect the organizational structure
of a company, but it is an abstract model of the activities within a company.
The wide dotted line illustrates the boundary of enterprise and plant level
activities. The activities that intersect the line can belong to either category
depending on organizational policies (ISA-95, 2003).
We can also mention that the SP95 committee is developing part 4,
which is entitled "Object Models and Attributes of Manufacturing
Operations Management". In addition, the committee has also started the
development of part 5 of ISA-95, entitled "Business to manufacturing
transactions".
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5 XML
XML is a standard for data exchange issued by the World Wide Web
Consortium (W3C) in 1998 (Meneghello, 2001). The Extensible Markup
Language (XML) is a simple text-based format for representing structured
information: documents, data, configuration, books, transactions, invoices,
and much more. It was derived from an older standard format called SGML
(ISO 8879), in order to be more suitable for Web use (W3C, 2012). It
describes a class of data objects called XML documents and partially
describes the behaviour of computer programs which process them (W3C,
2006). In addition, XML is a specification for computer-readable documents
(Klein, 2001). It is HTML’s likely successor for capturing much Web
content, so it is receiving a great deal of attention from the computing and
Internet communities (Seligman & Roenthal, 2001).
XML is rapidly becoming an important standard for data representation
and exchange. It provides a common format for expressing both data
structures and contents (Bertino & Ferrari, 2001). As a result, it is used by
many software systems today to represent and exchange data in a form of
XML documents. One of the crucial parts of such systems is XML schemas
which describe structure of the XML documents (Nečaský et al., 2012).
Figure 18 shows an example of XML instance and its structure.

Figure 18. An example for XML instance and its tree
(Behrens, 2000)
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Hence, XML is an application profile or restricted form of SGML, the
Standard Generalized Markup Language (ISO, 1986). By construction, XML
documents are conforming SGML documents. XML documents are made up
of storage units called entities, which contain either parsed or unparsed data.
Parsed data is made up of characters, some of which form character data,
and some of which form markup. The extensible part of XML simply means
that the vocabulary of tags devised to describe the data is up to the
developer/user (Meneghello, 2001) while Markup encodes a description of
the document's storage layout and logical structure. XML provides a
mechanism to impose constraints on the storage layout and logical structure
(W3C, 2006).
A software module called an XML processor is used to read XML
documents and provide access to their content and structure. It is assumed
that an XML processor is doing its work on behalf of another module, called
the application. This specification describes the required behaviour of an
XML processor in terms of how it must read XML data and the information
it must provide to the application (W3C, 2006).
5.1 XML Evolution
Firstly, HTML is based on SGML (Standard Generalized Markup
Language) which has been around since the 1960’s. The tree view and the
convenient SGML syntax of HTML have been important to the development
of the World Wide Web (Klarlund et al., 2000). SGML allows users to
define their own markup language, which consists of their own tags. It is
therefore a meta-language to design markup language (Achard et al., 2001).
SGML also comprises a very large number of options making it difficult to
achieve consistency and interoperability as an SGML document will
invariably work differently from one platform to another (Meneghello,
2001).
As a result, it was decided that a cut-down version of SGML would form
the basis for the development of the XML standard. The idea of XML was
also to overcome the limitations of HTML (Achard et al., 2000). The XML
specification comprises only 26 pages, making it much easier to write
software which can process XML documents-parsers (Meneghello, 2001). It
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would be overly difficult to go into the differences between SGML and
XML. We should also mention that XML could be described as a Web
dedicated, lightweight SGML, without the more complex and less used parts
of SGML (Achard et al., 2000).
Therefore, XML was developed by an XML Working Group (originally
known as the SGML Editorial Review Board) formed under the auspices of
the World Wide Web Consortium (W3C) in 1996. It was chaired by Jon
Bosak of Sun Microsystems with the active participation of an XML Special
Interest Group (previously known as the SGML Working Group) also
organized by the W3C (W3C, 2006).
XML is said to “open the way to a new Internet that would be easier to
search and exploit” (Mackezie, 1998). The design goals for XML are (W3C,
2006):
1.
XML shall be straightforwardly usable over the Internet.
2.
XML shall support a wide variety of applications.
3.
XML shall be compatible with SGML.
4.
It shall be easy to write programs which process XML
documents.
5.
The number of optional features in XML is to be kept to the
absolute minimum, ideally zero.
6.
XML documents should be human-legible and reasonably clear.
7.
The XML design should be prepared quickly.
8.
The design of XML shall be formal and concise.
9.
XML documents shall be easy to create.
10. Terseness in XML markup is of minimal importance.
The basic ideas underlying XML are very simple: tags on data elements
identify the meaning of the data, rather than specifying how the data should
be formatted (as in HTML), and the relationships between data elements are
provided via simple nesting and references (Widom, 1999). Information
content is separated from information rendering, making it easy to provide
multiple views of the same data.
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An XML document can be coupled with a DTD (Document Type
Definition will be described later) or with an XML Schema (Bird et al.,
2000) that describes the structure, the order, and the type of sub elements
and attributes of each element appearing in the document (W3C, 2001).
5.2 XML Schemas
An XML Schema is a language for expressing constraints about XML
documents. XML Schemas express shared vocabularies and allow machines
to carry out rules made by people. They provide the means for defining the
structure, content and semantics of XML documents. A Schema can be used
to (W3C, 2012):
 Provide a list of elements and attributes in a vocabulary;
 Associate types, such as integer, string, etc., with values found in
documents;
 Constrain where elements and attributes can appear, and what can
appear inside those elements, to provide documentation that is easy to be
read by human and processed by machine;
 Give a formal description of one or more documents.
It is not possible to avoid that both data and schemas continuously
change. Therefore, systems must be frequently evolved according to real
world changes. New functionalities must be introduced, and new data types
should be processed (Braga et al., 2002). Today, there are several different
schema languages in widespread use and the most known schemas are
Document Type Definitions (DTDs), Relax-NG, Schematron and W3C XSD
(XML Schema Definitions) (W3C, 2012).
This constant updating of schemas have consequences and one important
consequence is that documents valid for one particular schema are not
guaranteed to meet the constraints described by an evolved schema. In
principle, these documents need to be revalidated against the new schema. If
any of the documents is no longer valid, it need be adapted to the new
schema (Braga et al., 2002).
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5.2.1 W3C XSD (XML Schema Definitions)

Among these different schemas, W3C XSD is the schema language
supported by W3C and therefore it receives the most attention (Martens et
al., 2006).
XML Schema directly addresses most of the shortcomings of DTDs
(mentioned in DTDs section below), and is more expressive than DTDs
(Martens et al., 2006).In particular, XML-Schema provides the following
features (Bird et al., 2000):
XML Syntax: XML-Schema uses an XML syntax, which
means that existing XML-parsers can be used to build XML-Schema
parsers.

Richer Data Typing: XML-Schema extends this typing
mechanism with an extensive range of primitive types from SQL and
Java, such as numeric, date/time, binary, Boolean, URIs, etc.
Furthermore, complex types can be built from the composition of
other types.

Support for Name Spaces: XML-Schema is namespace-aware,
enabling elements with the same name to be used in different
contexts. Additionally, schema types and elements can be included
(or imported) from a separate XML-schema using the same (or
different) namespace.

Constraints: XML-Schema provides constraint types including
format-based ‘pattern’ constraints, key and uniqueness constraints,
key references (foreign keys), enumerated types (value constraints),
and cardinality (or frequency) constraints.

Other Features: XML-Schema provides a set of other features,
including anonymous type definitions, element content types, ‘Any’
elements and attributes, annotations, groupings and the use of derived
types in instance documents, are also provided by XML-Schema.


5.2.2 DTDs

The most widespread and commonly used schemas are Document Type
Definitions (DTDs). Their success is mostly of historic nature (DTDs are
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inherited from XML’s predecessor SGML) and in addition their simplicity
(Martens et al., 2006).
A DTD describes the structure of the elements of an XML document and
what tags might be used to encode the document (Achard et al., 200). It is a
set of grammar rules that restrict the form of an XML document (Widom,
1999). DTDs specify two kinds of constraints: structural constraints, given
by element declaration rules, and attribute constraints, given by attribute
declaration rules (W3C, 2000).
Unfortunately, DTDs are also limited in various ways (Martens et al.,
2006): they lack modularity, they have few basic types, and the referencing
mechanism is quite restricted. Some basic limitations are (Zhang et al.,
2004):
1. A DTD file is not itself a well-formed and valid XML
document. The rules in DTD are not meta-data, but rather some
special formats to show the order of elements. The problem with this
is that a special process is needed for an XML parser to parse the
content in DTD.
2. It’s difficult to specify constraints on structure and content of
XML instance with DTD. Actually, DTD only specifies the
appearance order of element and its sub elements and attributes, but
cannot define complex relationships and constraints.
3. Name confliction in DTD is difficult to handle. Such as, for an
employee, who is involved in two departments. The two position
names in each department will conflict if a DTD is applied by both
of them.
4. DTD cannot define data types, which make it difficult to be
reusable, extensible, and modular. A defined DTD cannot be used by
other DTDs, and rules in DTD cannot be reused and extended by
other rules within or out of this DTD.
5.2.3 RELAX NG

REgular LAnguage description for XML, RELAX NG is a schema
language for XML. The RELAX NG specifications have been developed
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within OASIS by the RELAX NG Technical Committee. RELAX NG is
also an International Standard (ISO/IEC 19757-2).
The key features of RELAX NG are that it (RELAX NG, 2011):

is simple and easy to learn

has both an XML syntax and a compact non-XML syntax

does not change the information set of an XML document

supports XML namespaces

treats attributes uniformly with elements so far as possible

has unrestricted support for unordered content and mixed
content

has a solid theoretical basis

can partner with a separate data typing language (such W3C
XML Schema Data types)
5.2.4 Schematron

Schematron is part of an ISO standard (DSDL: Document Schema
Description Languages) designed to allow multiple, well focused XML
validation languages to work together.
The Schematron differs in basic concept from other schema languages in
that it is not based on grammars but on finding tree patterns in the parsed
document. This approach allows many kinds of structures to be represented
which are inconvenient and difficult in grammar-based schema languages. It
has free and open source implementations available. The Schematron is
trivially simple to implement on top of XSLT and to customize. It can also
be implemented using Python and Perl (Schematron, 2012).
5.3 XQuery
XQuery is presented to be a standard by W3C to be a XML query
language with SQL-like syntax (Zhang et al., 2004). As increasing amounts
of information are stored, exchanged, and presented using XML, the ability
to intelligently query XML data sources becomes increasingly important.
One of the great strengths of XML is its flexibility in representing many
different kinds of information from diverse sources. To exploit this
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flexibility, an XML query language must provide features for retrieving and
interpreting information from these diverse sources (W3C, 2010).
Therefore, XML is a versatile markup language, capable of labelling the
information content of diverse data sources including structured and semistructured documents, relational databases, and object repositories. A query
language that uses the structure of XML intelligently can express queries
across all these kinds of data, whether physically stored in XML or viewed
as XML via middleware. This specification describes a query language
called XQuery, which is designed to be broadly applicable across many
types of XML data sources (W3C, 2010).
In addition, XQuery is designed to be a language in which queries are
concise and easily understood. It is also flexible enough to query a broad
spectrum of XML information sources, including both databases and
documents. XQuery is designed to meet the first of these requirements. It is
derived from an XML query language called Quilt, which in turn borrowed
features from several other languages, including XPath 1.0, XQL, XML-QL,
SQL, and OQL (W3C, 2010).
5.4 XML Advantages
XML has a number of advantages over many other formats. For any
particular scenario, to be able to come up with a better format, you have to
include costs of converting and processing format. In addition, XMLspecific editing and searching tools are now very widely available. Some of
the advantages of XML include (W3C, 2012):

Redundancy: XML markup is very verbose. For example,
every end tag must be supplied, such as </description> in the
example. This lets the computer catch common errors such as
incorrect nesting.

Self-describing: The readability of XML and the presence of
element and attribute names in XML mean that people looking at an
XML document can often get a head start on understanding the format
and helps people to find mistakes.
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Network effect: Any XML document can be read and processed
by any XML tool. Of course, some XML tools might want specific
XML markup, but the XML format itself can be read by any XML
parser. Today, XML is the most widely-used format of its kind
anywhere in the world.
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6 STEP Standard
The international standard ISO 10303, informally known as STEP
(Standard for the Exchange of Product Model Data) is a family of standards
defining a robust and time-tested methodology for describing product data
throughout the life cycle of a product (Peak et al., 2004). The STEP standard
is designed to allow different manufacturing applications to share product
data (Hardwick et al., 1996). Therefore, STEP is widely used in computeraided design (CAD) and product data/life-cycle management (PDM/ PLM)
systems (Peak et al., 2004). STEP also is becoming increasingly recognized
by industry as an effective means of exchanging product-related data
between different CAD systems (Pratt et al., 2001).
Since 1984, the International Organization for Standardization (ISO) has
been working on the development of a comprehensive standard for the
electronic exchange of product data between computer based product life
cycle systems (Pratt, 2005). The first version of the standard was published
in 1994 (ISO, 1994)(Owen, 1997) after some 10 years of work by members
of the relevant standards committee, ISO TC184/SC4 (whose responsibility
is Industrial Data). The development of STEP has been one of the largest
efforts ever undertaken by ISO (Pratt, 2005).
In addition, the STEP standard is divided into many parts. Also the STEP
parts can be divided into Description Methods, Information Models,
Application Protocols, Implementation Methods, and Conformance Tools as
in figure 19 below.

Figure 19. High Level Structure of STEP
(Loffredo, 1999)
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STEP uses the EXPRESS data definition language to define its
information models; this language was defined by the STEP community
(Hardwick et al., 1996). The STEP standard categorizes the various types of
product data around Application Protocols (AP). The AP defines the
collection of information required as a base exchange unit (Loffredo, 1999).
Each AP is a formal document describing the activities in the lifecycle of a
product, called the Application Activity Model (AAM) and is applicable to
one or more life cycle stages of a particular product class (Pratt, 2005). In
addition, the pieces of product information that are needed for the activities,
called the Application Reference Model (ARM); and a formal EXPRESS
information model that captures everything in the ARM and ties it to a
library of pre-existing definitions (Loffredo, 1999).
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7 CORBA Standard
CORBA (Common Object Request Broker Architecture) specification
was introduced in 1991 as an application integration technology (Siegel,
1998)(Baker, 1994). CORBA specifies interfaces that allow seamless
interoperability among clients and servers under the object-oriented
paradigm (Pyarali & Schmidt, 1998). Its aim is to provide support for the use
and management of objects in a distributed system of heterogeneous
machines and operating systems (Baker, 1994). The CORBA is an emerging
standard for Distributed Object Computing (DOC) middleware. DOC acts as
middleware resides between clients and servers, to simplify application
development by providing a uniform view of heterogeneous network and OS
layers (Pyarali & Schmidt, 1998).
CORBA is designed by Object Management Group (OMG) to support
the development of flexible and reusable distributed services and
applications by: (1) separating interfaces from object implementations and
(2) automating many common network programming tasks (Harrison et al.,
2000).
As a result, the companies and organizations working in vertical markets
started to use the OMG Interface Definition Language (IDL) to specify
standard objects that all could share. This led OMG to expand its scope
through a major reorganization in early 1996, creating its Domain
Technology Committee that has grown to include subgroups in many
different aspects (Siegel, 1998).
CORBA systems are composed of objects-components with well-defined
interfaces that describe the services they provide to other objects in the
system. These objects may be components implemented using an objectoriented language such as C++ or Java, or they may be simple wrappers for
large amounts of code (Baker et al., 1997).
The CORBA specification includes: an IDL that defines the object
interfaces within the CORBA environment; an Object Request Broker
(ORB), which is the middleware that enables the seamless interaction
between distributed client objects and server objects; and Object Services,
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which facilitate standard client/server interaction with capabilities such as
naming, event-based synchronization, and concurrency control (Fay-Wolfe
et al., 2000).
All CORBA objects must have an interface defined using the IDL
(Baker, 1994). IDL can be defined as a simple language with a simple
underlying object model; it acts as an interface between different programs
and systems (Baker et al., 1997). The core of the CORBA architecture is the
ORB that acts as the object bus over which objects transparently interact
with other objects located locally or remotely (Emerald et al., 1997).
Hence, the ORB is responsible for all the mechanisms required to find
the object’s implementation, prepare it to receive the request, communicate
the request to it, and carry the reply back to the client. The object
implementation interacts with the ORB through either an Object Adapter
(OA) or through the ORB interface (Emerald et al., 1997).
The last version of CORBA specification was introduced in 2002. The
CORBA Component Model, v3.0 (formal/02-06-65), released as a
standalone specification, enables tighter integration with Java and other
component technologies, making it easier for programmers to use CORBA
(OMG, 2012).

Figure 20. The static and dynamic aspects of the core CORBA standard (Baker et al., 1997)
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In addition, ORBs support other capabilities such as the so-called
dynamic invocation interface and dynamic skeleton interface shown in
Figure 20 and allow access to objects without type specific stubs and
skeletons. Moreover, at runtime clients can (Baker et al., 1997):
 determine the interface to an object for which it has received an
object reference
 make calls to an object without having to know the object’s
interface at runtime
 control the parameters of the ORB itself
The CORBA Messaging Specification is one of the most solid
specifications ever considered for adoption by the OMG. It adds
asynchronous messaging, time independent invocation, and facilities for
specifying messaging Quality of Service (QoS) to CORBA in a way that
meshes well with existing CORBA features (Vinoski, 1998). In this case, the
interfaces defined in an IDL file serve as a contract between a server and its
clients. Clients interact with a server by invoking methods described in the
IDL (Emerald et al., 1997).
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8 OAGIS Standard
The OAGI (Open Applications Group, Inc.) has developed the largest set
of business messages and integration scenarios for enterprise application
integration and business-to-business (B2B) integration (Dubray, 2001). The
OAGIS (OAGI Integration Specification) standard aims to achieve
interoperability between disparate enterprise business systems by
standardizing the architecture of the messages they exchange. These
template based messages, called Business Object Documents (BODs), are
defined in XML and exchanged between software applications and/or
databases (Fiorentini and Rachuri, 2009).
The OAGIS includes a broad set of BODs and integration scenarios that
can be used in different business environments, such as A2A and B2B.
BODs are message definitions that can be used broadly across many
different industries (for example, telecommunications and automotive) and
aspects of Supply Chain Automation (for example, Ordering, Catalog
Exchange, Quotes, etc.) (Dubray, 2001). Figure 21 below shows BODs
contents.

Figure 21. Contents of a Business Object Document (BOD) (OAGI, 2012)
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9 DPWS Standard
DPWS (Devices Profile for Web Services), firstly submitted in May 2004
is currently a standard by the OASIS Web Services Discovery and Web
Services Devices Profile Technical Committee, since June 2009. It was
submitted as a proposal for using WS protocols for device networking.
DPWS is a common WS middleware and profile for devices, which defines
two fundamental elements: the device and its hosted services (Candido et al.,
2010). Therefore, it represents a relatively new specification based on Web
services that can be used as a cross domain distributed system technology
Bobek et al., 2008).
Hence, DPWS is a research which is designed for integration of the
devices (Yim et al., 2007). DPWS is an open networking standard that
enables industry partners to confidently invest in Web services for devices.
DPWS enables network connected devices to use industry standards-based
Web services mechanisms (Microsoft, 2006). DPWS was developed to
enable secure Web service (WS) capabilities on resource-constraint devices
(Moritz et al., 2010).
DPWS defines the minimal Web Service’s implementation requirements
for: (i) secure message exchange, (ii) dynamic discovery and (iii) description
and subscribing. In this context, DPWS specifically targets peripheral-class
and consumer electronics-class hardware for guaranteeing compliance
without constraining richer implementations (Riberio et al., 2008). Figure 22
shows the DPWS specification stack.

Figure 22. DPWS specification stack (OAGI,2012)
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It also represents a compact subset of the broad range of Web service
standards, which will be standardized by OASIS. It is designed for resource
constrained devices and comprises service discovery, event delivery as well
as service description. DPWS was pushed by Microsoft to become the new
standard for Plug & Play in this area now achieves the same ease of usage
for consumer electronics for Ethernet as USB does for serial connected
devices (Pöhlsen et al., 2009). DPWS also allows for the implementation of
devices and applications that combine several devices as Service Oriented
Architecture (SOA) (Bobek et al., 2008).
Web services and thus DPWS may be applied to heterogeneous
environments. They were formed by an open specification process and are
maintained by large communities which give them an enormous potential as
the future standard SOA (Bobek et al., 2008).
In accordance to client/server architecture used widely by web
applications, DPWS also specifies two different roles: devices and clients. A
DPWS device hosts zero or more Hosted Services and one Host Service. The
Host Service represents the device itself and announces the Hosted Services
which are the endpoint services. Every Hosted Service may have
miscellaneous operations. A core feature of DPWS is the automatic
discovery of devices and their Hosted Services, even in a dynamic changing
environment (Moritz et al., 2009).
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Figure 23. Discovery Phase of DPWS (Moritz et al.,
2010)

In general, DPWS requires two different transport patterns. As shown in
Figure 23, during the discovery phase, messaging requires group addressing
(multicast). This allows DPWS devices to announce their presence in or their
leaving of a network and DPWS clients to discover unknown devices
without any specific knowledge about network and/or devices infrastructure.
In contrast to the messaging during discovery phase, DPWS requires direct
end-to-end communication pattern between clients and devices (Moritz et
al., 2010).
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10 SOA
SOA can be defined as: “service oriented architecture (SOA) is a set of
architectural tenets for building autonomous and yet interoperable systems”
(Jammes and Smit, 2005). Another definition is that it represents “a design
framework for construction of information systems by combination of
service”. A service is a program unit which can be called by standardized
procedures, and can independently execute assigned function. Each service
is executed on hetero-environment, different hardware, OS, and
programming language (Komoda, 2006). The notion is to provide various
services over an enterprise bus that many diverse applications can be
accessed and used remotely (Epstein et al., 2006).
Moreover the concept of SOA supports autonomous systems to: provide
self-contained functionalities, be created independently of each other,
operate independently of their environment, and to be loosely coupled
(Barata et al., 2007). Therefore, SOA is a platform independent to use
standardized data format for information interchange, allow service
aggregation, and use service’s interfaces that hide the underlying complexity
of the system (Barata et al., 2007). Using SOA enables the published service
to be discovered and adopted as a service component to construct new
software systems, which can also be published and delivered as new services
(Laplante et al., 2008).
By using SOA, following benefits to eMaintenace and operations are
expected (Komoda, 2006):
1. System can be easily modified by replacement of services.
2. Rapid and low-cost system development by combination of
services is realized. (re-use, separated system development, usage of
standard)
3. Total system quality can be enhanced and homogenized by
using valid or proven services. And, fault isolation is easy.
4. Operation and maintenance cost can be reduced by realizing the
simple ease-to-understand system architecture.
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However, past architectural paradigms had to deal with three common
problems (Epstein et al., 2006):
 inability to create composite applications with parts borrowed
from multiple large enterprise applications,
 difficulty in defining clear services based on encapsulating
myriad diverse APIs from large enterprise applications, and
 Problems in containing and managing services in a centrally
reasonable way, leading to the proliferation of closely related but
difficult-to-manage clones.
SOA promises to address these three problems in one fell swoop, by
defining language and hardware independent protocols and representations
for loose coupling of software components.
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11 SOAP
Along with the available standards and services mentioned to help in
interoperability and integrity, SOAP provides a simple and lightweight
mechanism for exchanging structured and typed information between peers
in a decentralized, distributed environment using XML. SOAP does not
itself define any application semantics such as a programming model or
implementation specific semantics; rather it defines a simple mechanism for
expressing application semantics by providing a modular packaging model
and encoding mechanisms for encoding data within modules. This allows
SOAP to be used in a large variety of systems ranging from messaging
systems to RPC (Box et al., 2000).
A major design goal for SOAP is simplicity and extensibility. This means
that there are several features from traditional messaging systems and
distributed object systems that are not part of the core SOAP specification.
Such features include:
 Distributed garbage collection
 batching of messages
 Objects-by-reference (which requires distributed garbage
collection)
 Activation (which requires objects-by-reference)
SOAP consists of three parts:
 The SOAP envelope construct defines an overall framework for
expressing what is in a message; who should deal with it, and whether
it is optional or mandatory.
 The SOAP encoding rules defines a serialization mechanism that can
be used to exchange instances of application defined data types.
 The SOAP RPC representation defines a convention that can be used
to represent remote procedure calls and responses.
Therefore, the envelope and the encoding rules are defined in different
namespaces in order to promote simplicity through modularity while, the
SOAP encoding rules and the SOAP RPC conventions, acts as a
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specification that defines two protocol bindings that describe how a SOAP
message can be carried in HTTP messages either with or without the HTTP
Extension Framework (Fielding et al., 1997) (Nielsen et al., 2000).
12 SCADA
SCADA (Supervisory Control And Data Acquisition) systems are control
system for many national infrastructures. It refers to a system that collects
data from various sensors at factories, plants or in other remote locations and
controls equipment over the SCADA networks. Nowadays, the SCADA
systems increasingly use standard protocols. The structure of SCADA
systems is hierarchical. Figure 24 shows the simplified architecture of a
SCADA system (Choi et al. 2009).

Figure 24, SCADA system architecture (Choi et al. 2009).
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In addition, as the name indicates, SCADA is not a full control system,
but rather focuses on the supervisory level. As such, it is a purely software
package that is positioned on top of hardware to which it is interfaced, in
general via Programmable Logic Controllers (PLCs), or other commercial
hardware modules (Daneels & Salter, 1999).
A SCADA system usually consists of a number of different devices
communicating with each other, such as MTU (Master Terminal Unit), HMI
(Human Machine Interface), and RTU (Remote Terminal Unit). The detailed
explanation for each device is as follows (Robert et al. 2006) (Sciacca and
Block, 1995):
1. MTU (Master Terminal Unit): MTU is a root node of the entire
SCADA. It provides supervisory control of RTUs. The structure of a
SCADA system normally includes a central MTU, which
communicates with SUB-MTUs and RTUs. The MTU and SUB-MTU
have reasonable computational resources as a desktop computer.
2. RTU (Remote Terminal Unit): RTU is a device composed of sensors
that are used for data acquisition, a component that carries out
communications, and a component responsible for executing
instructions coming from the MTU. The RTUs have the limited
memory and processing power. Generally, RTUs are located remotely
from the control center. The location of the RTU makes them
physically insecure, so the RTUs should be protected from tampering.
3. HMI (Human Machine Interface): The operator interacts with the
system through the HMI. The HMI usually supports graphic interface.
The HMI for the SCADA systems has been developed to utilize a wide
range of client technologies, including PDAs, web browsers and
desktop PCs.
Therefore, some characteristics of SCADA systems can be pointed out as
follows (Vale et al. 2008):
 Today’s SCADA systems are able to take advantage of the
evolution from mainframe based to client/server architectures.
These systems use common communications protocols like
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Ethernet and TCP/IP to transmit data from the field to the central
master control unit;
 SCADA protocols have evolved from closed proprietary systems to
an open system, allowing designers to choose equipment that can
help them monitor their unique system using equipment from
variety of vendors;
 SCADA systems are widely used to monitor and control critical
infrastructure utilities;
 While SCADA protocols are more open today, there is not yet a
clear consensus of which protocol is best.
14.1 SCADA Advantages and Problems
The advantages one can expect by adopting a SCADA system for the
control of experimental physics facilities can be summarised as follows
(Choi et al. 2009):
1. A rich functionality and extensive development facilities.
2. The amount of specific development that needs to be performed by
the end-user is limited, especially with suitable engineering.
3. Reliability and robustness. These systems are used for mission
critical industrial processes where reliability and performance are
paramount. In addition, specific development is performed within a
well-established framework that enhances reliability and robustness.
4. Technical support and maintenance by the vendor.
While the use of standard protocols combined with increased
interconnectivity with other networks, has exposed SCADA to wide range of
network security problems. Thus the SCADA systems can be vulnerable to a
variety of attacks. Successful attacks on the SCADA systems could have
devastating consequences, such as endangering public health and safety
(GAO, 2004).
Therefore, the main problems regarding SCADA systems are security
problems. In order to prevent the damage to SCADA system, several
organizations have been developing several standards and reports. This work
can be described briefly as follows (Choi et al. 2009):
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 ISA (Instrumentation Systems and Automation)-SP99 committee
released two technical reports on the SCADA systems security
(ANSI/TSA-TR99.00.01-2007 & ANSI/ISA-TR99.00.02-2004).
These reports are to provide security guidelines to people in the
SCADA industry.
 NIST (National Institute for Standards and Technology) produced a
PP (Protection Profile) for the SCADA systems. The PP aims to
define the minimum security requirements.
 API (American Petroleum Institute) released API-1164 Pipeline
SCADA Security Standard. This standard provides guidelines,
operator checklist and a security plan template for system integrity
and security.
 AGA (American Gas Association) produced a standard for effective
implementation of cryptographic functions on SCADA networks to
protect communications (AGA 12 Part1 and Part2 standard).
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13 Other Ontologies
In this report, we have tried to describe the available ontologies that are
related to eMaintenance in more details. In addition to all mentioned
ontologies, there are other ones that have relation to some areas within
eMaintenance. We will try to describe these ontologies briefly. Table 1
shows the remaining ontologies with a short description for each one.

Table 1, Other Ontologies.

Ontology Name

S1000D

ATA iSpec 2200

Description
S1000D is an international specification for the procurement and
production of technical publications. The S1000D provides
ontology for the content of technical publications and also a
content model, based on XML schema (Karim et al. 2009).
Is a global aviation industry standard for the content, structure,
and electronic exchange of aircraft engineering and maintenance
information. It consists of a suite of data specifications pertaining
to maintenance requirements and procedures and aircraft
configuration control (Airlines, 2012).

S4000M

S4000M is an International Specification
Maintenance Analysis (AIA, 2012).

DAIS

Data Acquisition from Industrial Systems (DAIS) issued by the
OMG is intended for on-line data transfer (OMG, 2012)
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