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Abstract

Studies about the industrial standard IEC 61499 and its relation to the RTFM Model
of Computation represent the basis of this thesis. An overview of industrial automa-
tion software in general and in the scope of Svenska Kraftnät introduces the subject of
software related issues. The thesis focuses on selected properties, which are important
for software development to improve the robustness of industrial automation software.
Among others, timing is essential due to its importance in real-time applications. An
example case of the nuclear power plant Forsmark in Sweden illustrates problems cor-
related with timing issues and makes the lack of an overall system modelling (including
timing) evident. A review of the relevant industrial standards for software development
in industrial applications provides a background for various aspects of software compli-
ance to safety requirements. Special attention lies on the standards IEC 61131 and IEC
61499 for industrial software development and their programming and execution model.
The presented RTFM framework defines a concurrent model of execution based on tasks
and resources together with a timing semantics that was designed from the outset for the
development of embedded real-time systems. It can serve as a scheduling and resource
management for the run-time environments of industrial applications, while addressing
the aforementioned issues. Mappings from the functional layer (IEC 61499 function block
networks) and safety layer (PLCopen safety function blocks) to RTFM show the appli-
cability and possibility of using IEC 61499 as an overall, distributed, and hierarchical
model. A discussion on options for future work presents choices to pursue the second half
of the PhD studies. Formal methods for program specification and verification open up
an interesting path to further increase the robustness of industrial automation software.
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Chapter 1

Software related robustness issues
in industrial automation

1.1 Precise non-determinism

Modern industrial automation systems are computer-based. New developments in com-
puter technology enable more powerful and more effective control algorithms and thus
eventually find their way into the control systems. For example, concurrent computing
is possible due to multitasking operating systems, and parallel computing is possible due
to multiprocessor and multi-core processor systems. Distributing computations across a
network of computers opens up for both concurrency and parallelism. All these technolo-
gies have in common to introduce a new degree of freedom: non-determinism.

Non-determinism is not to be confused with ambiguity. A programming model for a
computer can support non-determinism but shall never be ambiguous. Non-deterministic

7



8 Software in industrial automation

programming models allow the specification of various alternatives for the program flow,
which are not decided by the programmer. For example, a programmer has no control
over the execution order of functions that are asynchronously called, as long as no other
synchronization techniques are used. A programming model defines an intended behavior
and consequently has exactly to specify which alternatives in the program flow are al-
lowed. An ambiguous programming model, with respect to non-determinism, is not clear
on which of the possible execution paths are part of the model. In this case, compilers
and run-time environments make implementation decisions based on their own interpre-
tation of such a programming model. That leads to different implemented behaviors as
a result of the ambiguity and the correctness of a program cannot be judged based on
the programming model. The correctness depends on the used compiler and run-time
environment.

As a consequence, a non-ambiguous execution semantics together with suitable pro-
gramming constructs for non-determinism allows the system developer to express the
intended program behavior without any assumptions on the compiler or run-time sys-
tem. The correctness of the program solely relies on the, ideally formalized, execution
semantics. Each compiler and run-time environment adhering to the specified execution
semantics render a correct implementation. This opens up for both static (compile time)
and dynamic (run-time) verification of a system, which is important to, e.g., safety certi-
fication. Run-time environments can exploit the specified non-determinism for improving
execution efficiency such as scheduling and resource usage optimization.

On the other side, an ambiguous execution semantics forces the programmer to make
assumptions on the selected compiler and run-time environment. As a result, a pro-
gram is only correct in relation to the used tools but not regarding the programming
model. Moreover, a non-formalized execution semantics makes verification cumbersome
and typically requires test-based approaches, which is fragile and time consuming.

1.2 Industrial control

This thesis makes a contribution to the field of industrial automation software. It ana-
lyzes a specific subset of software related issues, which can be found in modern industrial
control applications, and proposes a framework to address these issues. Goal is to im-
prove the robustness of industrial automation systems regarding the identified issues.
Robustness is, among reliability and others, one property of safety. For this reason,
safety in software for industrial automation is the outset of the studies.

Reliability in terms of the execution semantics is a key aspect of safe software, as
discussed in the previous Section. A not well-defined execution semantics can lead to
indeterminate execution results, which makes it very hard to write correct software or
even impossible. The problem becomes greater with multiple compilers interpreting a
given execution semantics differently. As we see in later chapters of this thesis, a non-
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deterministic execution can be highly desired but the underlying execution semantics is
still non-ambiguous and thus leads to determinate execution results.

Timing is another important aspect of safe software. It is needless to say reliability is one
basic requirement for safety. But when it comes to real-time systems, a timing semantics
is essential to reason about the time behavior of a given program. Without a timing
semantics, a safety-critical application whose safety parameters depend on response times
can never be realized, unless it is possible to analyze the response times of the whole
execution chain for the program on a given target platform. Also in this case, one can
argue the timing semantics is an intrinsic parameter of the platform.

We are not claiming those are the only software related issues that can be found in
industrial automation. They are the ones, we focus on in this work.

Figure 1.1 illustrates a simple automation system for controlling a water tank operated
by a supervisory control and data acquisition (SCADA) control system. A SCADA sys-
tem is a distributed control and monitoring tool for orchestration of sensors and actuators
to control industrial processes in plants or factories. A supervisory system gathers data
and controls remote units, which connect the sensors and actuators to a communication
channels. Human machine-interfaces and data acquisition servers enable interaction and
observation terminals for human operators.

SCADA is just one type of systems suitable for control of industrial processes. Here,
we use it as an example for industrial control systems in general. The concepts we talk
about are not limited to SCADA systems.

In the example of Figure 1.1, a pump and a valve regulate the water level in the tank
by controlling the water flow in and out of the tank. A flow sensor provides feedback for
the pump control, which is implemented in a dedicated programmable logic controller
(PLC), i.e., PLC 1. The second PLC controls the output valve and monitors the water
level in the tank via two level sensors. It is obvious that without communication between
the control algorithms running on both PLCs, the water level in the tank cannot be kept
within its boundaries for arbitrary output control.

1.3 SvK project (the application)

The main purpose of SCADA systems, such as the simple example in the previous section,
is to control actuators based on the predefinition of the industrial process and its sensor
input during operation. One type of actuators are electrical drives. Among them, variable
frequency drives (VFD) are a specific type, which varies frequency and voltage input of
an AC motor to adjust speed and torque of the rotor. Adjusting the speed of an AC
motor, commonly used for pumps or fans in industry, has a many advantages. For
example, it reduces the energy consumption if the device does not need to run at full
speed all the time or prolongs the lifetime of the motor by reducing the risk of electro-
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Figure 1.1: Simple example of a SCADA industrial control system for level regulation
in a water tank. Various sensors and actuators are connected to two PLCs, which are
communicating over a supervisory control system.

thermal overloads. Figure 1.2 shows a VFD in a laboratory setup for electromagnetic
compatibility (EMC) measurements.

Energy production plants typically have a high utilization of electrical drives for different
purposes such as pumping fluids or compressing gases. VFDs are affected by disturbances
in the power supply [1] and must be capable of handling them to provide a robust service.
In the worst-case, a failing drive as part of a safety-critical system in a power plant can
stop the whole energy production.

Svenska Kraftnät (SvK) is the owner and maintainer of Sweden’s national power grid.
To ensure a high quality in power supply, SvK demands continuous and flawless energy
production from the power plants connected to the grid. According to SvK, investigations
on failures in the energy production have often shown a relation to VFDs. For this reason,
SvK requested a pre-study to pinpoint the problem sources for further research.

As a result, the pre-study identified three interesting research topics to improve the
reliability and robustness of VFDs [1]: power semiconductor monitoring, electrodynamics
modeling for EMC studies, and software support for robust operation. SvK believed in
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Figure 1.2: A VFD is composed of an AC motor (front left) and an AC drive (rear
middle). The image shows a laboratory setup for EMC measurements at LTU.

the effectiveness of all approaches and decided to pursue each track. Luleå University
of Technology (LTU) started in 2014 a research project on improving the robustness of
Variable Frequency Drives funded by SvK. In this project, three PhD students focus on
the problem and address one of the perspectives each. The presented thesis, as part of
the SvK research project, is focusing on the software aspects for improving the robustness
of VFDs. It lays the foundation of dependable and verifiable software implementations.

Figure 1.3, which is an excerpt of Figure 1.1 from the previous section, extracts the
essential parts for an electrical drive within in a SCADA control application. The VFD
drives the AC motor and is connected to a PLC. The PLC provides control over the
motor and monitoring capabilities for the SCADA system. Software that affects the
functionality of the VFD can be found at two locations: locally in the drive itself and
globally in the SCADA control application, which consists of many components such as
PLCs.

Local VFD software Modern VFDs have an integrated control function, whose pa-
rameters are typically adjustable from a software based management unit, e.g., a micro-
controller running embedded software. The software running inside of the VFD is always
vendor specific and proprietary. Access to the source code or changing the programming
is in general not possible.
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Figure 1.3: Software domains affecting the functionality of a VFD.

Global SCADA software The global control function of a complex industrial process
is normally distributed among PLCs, which perform control actions automatically and
to some extend independently. Each PLC is responsible only for a subset of the complex
control function. Besides the software running on PLC, a SCADA system contains also
computer based components for user interaction or data monitoring and logging. Various
industrial standards, such as IEC 61131 or IEC 61499, are available for developing control
software. In Chapter 2, we take a closer look at these standards and their specifications
for safe software development.

In this thesis, we focus on the global software domain at SCADA level to find ways
of improving the robustness of VFDs. The software inside of a VFD is proprietary and
the source code normally closed. That makes it very difficult to get information to
investigate on. Furthermore, drive internal software can be considered to be very stable
and safe because vendors and regulatory authorities have high quality demands on VFDs
for safety-critical applications. In terms of software, the robust operation of VFDs has to
be scrutinized from the control system perspective. Due to the high degree of software
development standardization at SCADA level, newly developed concepts and proposals
are also more generally applicable and thus more beneficial for a broad range of users.
A clear and correct specification of properties at device-level is a requirement for safe
software development at SCADA level but out of the scope of this work.
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1.4 Example case: Forsmark

Forsmark Nuclear Power Plant (hereinafter abbreviated as Forsmark) is a nuclear power
plant in Sweden located at the east coast of the Uppsala County. It is connected to the
Swedish national grid, which is owned by SvK. As part of the SvK project, we have access
to the knowledge about and experience with VFDs of various power plants in Sweden
such as Forsmark. Forsmark operates two big cooling pumps designed as VFDs. This
Section describes the control system design of the power supply for those pumps and
discusses two design issues that caused unintended disconnections of the pumps from the
power supply. We investigate this example case to build an understanding for robustness
issues of VFDs in real applications.

1.4.1 General control system design

Figure 1.4 depicts the design of the uninterruptible power supply (UPS) for the two
cooling pumps at Forsmark. A pump is the load, which is supplied with power by
the grid through a transformer and a rectifier. While a transformer changes voltage
levels, a rectifier converts alternating current (AC) to direct current (DC). For reasons of
redundancy, the system consists of two pumps and two rectifiers. In addition to that, the
system is supposed to catch disturbances in the power grid. The specified operation of
the pumps requires the system to bridge supply gaps in the power grid for continuation of
the operation and shut down in a controlled manner in case of a longer power outage. For
this purpose, the power supply includes an energy storage in form of a rotating flywheel
capable of supplying the load for a specified amount of time.

All figures in this Section use abbreviations for:

• application program controller (APC),

• application machine controller (AMC),

• energy storage flywheel (ESF), and

• diode supply unit (DSU), which is a smart rectifier.

The APC is a controller connected to all active units of the system, which receives status
signals and sends control commands. The input bus is connected to the power grid and
input breakers, marked with a cross, protect components in case of a short circuit or
overloading events. A measurement transformer measures the power grid voltage and
provides it for the APC. This voltage is used to continuously detect whether the system
is supplied with power from the input bus. Connected to the input bus is the input
transformer, which is a passive component that converts the input voltage to a suitable
level for the rectifiers.
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Figure 1.4: An energy storage flywheel provides uninterruptible power supply for two
cooling pumps at the nuclear power plant Forsmark. The depicted control system has
design issues.

The rectifier subsystem is connected to the DC bus. It supplies the DC bus with power
from the input transformer in the normal operation state when the ESF subsystem is
offline. The two redundant DSUs from the rectifier subsystem can trip their respective
circuit breakers for self-protection in case of an error. Each DSU gives status signals to
the APC and acts like an individual diode allowing current to flow only from the input
transformer to the DC bus.

The load subsystem consists of the two pumps with individual speed controllers, denoted
AMC. They are controlled by the APC according to the specification. The ESF subsystem
consists of the rotating storage flywheel and its AMC, which controls the charging of the
flywheel and the power supply for the DC bus in case of an error. The AMC senses the
DC bus for intolerable conditions and decides when the system needs to be supplied with
energy from the flywheel. It also sends status messages to the APC and receives control
commands from the APC.
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1.4.2 System characteristics

Strictly speaking, this reactor supporting system is not providing reactor safety. But in
order to provide additional economical safety after a disturbance, the given system is
supposed to:

a) run the pumps for at least 700ms at full speed and
b) run them for 20s at minimal speed before
c) shutting them off completely.

The supply voltage for the pumps comes from the input bus through the rectifier sub-
system or from the ESF subsystem in this configuration. Under normal conditions, the
DSUs feed the DC bus with about 950V and the ESF subsystem is offline. In case of
an error, the AMC of the ESF subsystem detects bad DC bus conditions, i.e., −dV/dt
slope is too high or the absolute voltage is too low. It enters the net break mode, starts
supplying the DC bus with energy from the flywheel (1000V ) and notifies the APC. The
APC determines when it is safe to take the ESF subsystem offline and feeds the DC
bus from the rectifiers. When the ESF subsystem supplies the DC bus with 1000V , the
rectifiers act as a diode for the input and block current flowing back to the input bus.
The ESF subsystem feeds the DC bus until it goes offline even when the input voltage
recovers from an error and takeover can be handled in a controlled manner.

The system makes the assumption a simultaneous fault of both rectifiers is only due to
low input voltage, i.e., it exist no simultaneous component fault. As long as the input
voltage is present, at least one of the rectifiers supplies the DC bus with power. In case
the ESF subsystem is supplying the DC bus with power, the rectifiers can take over again
according to the above-mentioned principle as soon as the input voltage is back.

1.4.3 Scenario 1

During a real case of failure, the described design of the system revealed an issue. The
system uses only the input voltage as indication for proper grid voltage and bases control
decisions upon this. In the following scenario, both rectifiers simultaneously trip their
component protection breakers because of a phase disturbance, which passes unnoticed
by the APC. Figure 1.5 illustrates the chain of events, where:

1. a phase disturbance on the input occurs,
2. the rectifiers sense a phase angle faulty and trip their breakers as a component pro-

tection measure (breakers need to be manually recovered),
3. the ESF subsystem detects a fault on the DC bus, goes into net break mode, starts

supplying the DC bus, and sends a state notification message to the APC,
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Figure 1.5: The illustrated scenario shows a design issue during an error case, where a
power disconnection passes unnoticed by the APC. The alternate power supply from the
ESF subsystem is erroneously switched off. (Scenario 1)

4. the APC receives the message but also senses a valid input voltage and assumes the
rectifiers supply the DC bus, at which the APC sends a message to AMC of the ESF
subsystem to stop supplying the DC bus, and

5. the AMC of the ESF subsystem receives the message and thus stops power supply.
The DC bus voltage collapses, the pumps trip and the system safe state is not provided
as it should be.

1.4.4 Scenario 2

The issue of Scenario 1 was resolved by considering additional information of the rectifiers
for the control decisions. Each rectifier provides a RUNNING signal, which the APC uses to
determine if the rectifiers are ready to supply the DC bus with power. But this solution
introduces a new time-referenced design issue.
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Figure 1.6: The illustrated scenario shows an introduced time-referenced design issue
after solving the issue of Scenario 1. The system ramps down the pumps too early.
(Scenario 2)

The diagram at the input bus in Figure 1.6 shows the profile of a short input voltage
dip. According to the specification, the system is supposed to survive such a profile
without switching to the safe state mode of minimal pump speed. After 450ms, the
voltage reaches a level high enough for the rectifiers to start working again. The APC
assumes a settling time of 200ms for the rectifiers and thus expects the RUNNING signal
from the rectifiers 200ms before accepting supply from the rectifiers again. That implies,
the APC must receive the RUNNING signal from the rectifiers not later than 500ms after
the occurrence of the voltage dip. Under the assumption the RUNNING signal is delayed
by 50ms, this is possible for the given voltage dip profile.

The designers of the system assumed a RUNNING signal delay of 50ms based on knowledge
about other signals from the rectifiers and other signals from similar components. As it
turned out, the signal has a delay of 200ms. Figure 1.6 illustrates the chain of events,
where:
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1. at 0ms the input voltage drops from 100% to 0%,
2. at 0ms the ESF subsystem detects the fault on the DC bus, goes into net break mode

like in Scenario 1 and notifies the APC,
3. at 250ms the input voltage returns to 25% and linearly increases to 95% within the

next 500ms,
4. at 450ms the voltage level at the input bus reaches the minimum and the rectifiers

start to work again,
5. at 500ms the APC has not yet received the RUNNING signal from the rectifiers but

knows there is not enough time left to wait for the rectifiers to settle (i.e., 200ms) and
thus it sets the pumps to minimal speed in order to reach the system’s safe state, and

6. at 650ms the rectifiers send the RUNNING signal, too late.

The specification of the cooling system requires to bridge voltage dips without ramping
down the pumps if a recovery to normal operation is possible within 700ms. Even though
the voltage dip of the given scenario is within the specification, the APC started to switch
into the minimal speed state too early.

1.4.5 Issue evaluation

Scenario 2 is a very good example of how important timing is in industrial automation
systems. It also shows the importance of exact timing specifications of used components.
Ideally, a designer develops a control system as one unit of composed components. The
development tools verify based on the specification of the system if the chosen composition
of components and their individual properties ensure the required operation. Testing is
always an option but is never complete and very time-consuming.

The following list illustrates a couple of timing related questions that emerge from the
system design evaluation and their implications on the assumptions and the behavior of
the system.

• How long is the ESF subsystem not able to supply the DC bus again with power
after it had taken over the power supply and was stopped by the APC?

• What are the assumptions about disturbances from the grid on the input bus?
These assumptions are required for designing the system’s behavior and their timing
needs to be specified exactly.

• How long does it take for the ESF subsystem to charge itself again after a distur-
bance?

• What are the required settling times for system components to avoid systematic
resonance?
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Figure 1.7: Relation of the Forsmark example case to the software domains of a VFD in
a SCADA setup.

As the example case of Forsmark shows, the robust operation of a VFD is not only
dependent on the drive itself. Robustness is the reaction of a system against unexpected
events. Such events can have very complex patterns and can only be modeled and
addressed in a control system at SCADA level. Figure 1.7 relates the Forsmark issue to
our classification of software domains. Robustness properties for the cooling pumps are
established at system level.

1.5 Power converter example: concept

The simple power converter that is introduced in this section serves as an example for
the thesis. Contrary to what it seems, the intention of this is example is not to focus on
device-level software. Its purpose is to showcase the concurrent model of computation
(MoC) introduced with the real-time for the masses (RTFM) framework. The frame-
work is presented in various articles, which are appended to the thesis in Part III and
summarized in Chapter 4. The MoC was designed from the outset for formally verifiable
implementations. This concerns the whole chain of development, starting from high-level
modeling down to device-level execution.

Figure 1.8 shows the schematic of a step-down power converter developed by our group
of PhD students of the SvK project. It is based on an example of the book “Power
Electronics - A First Course” by Ned Mohan [2]. The schematic does not show any
control circuitry. The control loop is realized in software running on a microcontroller
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Figure 1.8: Simple schematic of a step-down power converter controlled by a microcon-
troller (not shown) connected to the PWM input and ADC output wires.

connected to the pulse-width modulation (PWM) input and analog-to-digital converter
(ADC) output.

The power converter has an input voltage of 30V . The value of the output voltage
depends on the PWM input signal as well as the connected load and external distur-
bances. The microcontroller measures permanently the output voltage at the ADC wire
and adjusts the PWM input accordingly to provide a constant output voltage, i.e., a
closed-loop control system. This design allows the power converter to compensate for
load changes and disturbances. Because our power converter implements the control loop
as software in a microcontroller, a continuous feedback control, as with an analog circuit,
is not possible. The microcontroller samples the output voltage at discrete points in
time and computes new PWM parameters. The new PWM signal persists until the next
sampling interval.

The control algorithm in the microcontroller implements a discretized transfer function,
which is synthesized based on the desired properties for the power converter. An example
for such properties is the velocity of the transient response. That means, how quickly the
closed-loop system responds on changes and settles without oscillations. The choice for
a suitable transfer function and its discretization method is an own research topic and
out of the scope of this work.

1.6 Thesis focus and outline

A computer program can never be trusted to be a correct implementation for a desired
task until it is verified. There are many ways to verify an implementation but all require
beforehand an appropriate specification to verify against. A program verification checks
if the implementation satisfies the given specification.

Each program is written in a programming language, which defines a programming
model. Without comprehension of the programming model and what each primitive of the
language is supposed to do, a verification cannot be accomplished. A correctness check
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is the validation if the semantics of an implementation complies with the specification.
Hence, a well-defined execution semantics is essential for analysis and verification, which
leads to improved reliability of software.

Three parts divide the thesis into an analysis of the background, contributions to field,
and appended research articles. Part I discusses the background of the work, relates
it to the research project, and studies relevant industrial standards. Part II connects
the software framework RTFM with state-of-the-art industrial software development and
discusses the contribution to reliable and robust software development in the context of
industrial automation systems. Part III appends a selection of published research articles
about the proposed software framework RTFM and its relation to industrial automation.

Part I contains the first two chapters. Chapter 1 introduces the research project and
software related robustness issues in industrial automation. Chapter 2 reviews a sub-
set of industrial standards for software safety and software development in industrial
automation with respect to execution and timing semantics.

Part II divides the discussion about RTFM and its relation to industrial automation
into three chapters. Chapter 3 gives an overview of the research work and relations
between the published articles. Furthermore, it shows two examples utilizing RTFM
for the safety and functional layer of industrial automation. Chapter 4 summarizes
all published research articles that I was involved in and indicates my contribution.
Chapter 5 concludes the contribution of the thesis and discusses plans for the second half
of the PhD studies.
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Chapter 2

Software and safety standards

2.1 Safe machine control

The question driving this work is that of how to improve the robustness of VFDs at the
software level. As mentioned in the first chapter, we focus on not the device-level software
but that at the industrial control system level. In a control system, the program logic
to handle a disturbance can involve multiple subsystems. Depending on the disturbance
that the control system must be able to handle for flawless VFD operation, different
SCADA subsystems can be involved in the corresponding program. Figure 2.1 presents
examples of two groups of subsystems (A and B) for handling two different disturbances.

Reliability and robustness are two different properties of a system that are not entirely

23
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Figure 2.1: Disturbance handling for VFDs at the SCADA level, involving different
groups of subsystems (A and B) for different types of disturbances.

independent. Whereas reliability can be seen as a design-time property, robustness is a
run-time property.

Reliable software is software that has a predictable behavior, which is known at de-
sign time from the execution semantics of the system being used, i.e., from the pro-
gramming language to the executing hardware. As long as the execution semantics is
known and non-ambiguous and allows for deterministic results (including support for
non-deterministic execution), the outcome of a given program, or at least all possible
execution paths and their results, can always be predicted. By contrast, software with
a deterministic execution will always have the same result for the same input, but if
the execution model is not fully understood and free of ambiguities, that software is not
reliable because the result is, in general, not predictable. To write a program that is
correct with respect to a given task is a different problem.

Robust software, meanwhile, is able to handle exceptional conditions during execution,
even those not known at design time. Robustness is the capability of software to survive
unanticipated circumstances [3]. Such software can, e.g., recover from failure states or
prevent error propagation in the system in abnormal situations.

Software that is reliable is not necessarily also robust. A program whose outcome is
always predictable for any input may still be unable to handle exceptions. Consider a
program that divides a given number by arbitrary integer inputs successively in a loop.
Let us further assume that the execution semantics defines that division by zero within
a loop results in a simple break of the loop. If we apply no counter-measures for that
case, our program is reliable but not robust if it is intended to run infinitely. We know
for each case what will happen, but our program is still unable to handle a specific input.



2.1. Safe machine control 25

Although it is possible to consider robustness independently from reliability, it is typ-
ically not very sensible. Unpredictable program behavior automatically decreases ro-
bustness. As a first step toward improving the robustness of VFDs, we concentrate on
developing reliable software in terms of execution and timing semantics. Robustness is
part of the system design, and thus is the focus of the second step, involving the par-
ticular application and the implementation of a specific problem in an industrial control
system.

To begin with, we study a selection of industrial standards that specify the state-of-the-
art software development principles for industrial automation and safety-critical systems.
Figure 2.2 depicts these standards and their relations to each other. IEC 61508 is an
umbrella standard for functional safety, which describes all phases of the safety life cycle,
from analysis and implementation to operation. Part 3 of this standard addresses soft-
ware requirements. IEC 61508 is universally defined and requires application-area-specific
interpretations. IEC 62061 is the machinery-specific implementation of IEC 61508, spec-
ifying requirements for the design of safety-related electrical control systems. ISO 13849
can also be regarded as a machinery-specific realization of IEC 61508, although it does
not explicitly refer to IEC 61508. In contrast to IEC 62061, ISO 13849 is not limited to
electrical control components and considers the safety-related control system elements of
all types of machines (e.g., electric, hydraulic, pneumatic, mechanical, and others).

IEC 61131 is the most important standard for programmable controllers. Part 3 of
this standard specifies the syntax and semantics of five programming languages. IEC
61499 combines the programming languages of IEC 61131 with a model for distributed
and event-based control systems. PLCopen TC5 addresses safety-related aspects of IEC
61131-3 and defines a safety framework compliant with IEC 61508.

NUREG/CR-6463 provides guidance for reviewing safety-critical software in nuclear
power plants. Guidelines are specified for programs written in six different high-level
languages, two of which are IEC 61131-3 languages. DO-178C is an avionics standard
without any direct relation to any of the other standards. Because of the high safety
demands of commercial aviation, its major emphasis is on software verification.

In this chapter, we review in greater detail the important aspects of the standards that
are relevant for this thesis. The following subsections analyze the general safety standards
(IEC 61508, IEC 62061, and ISO 13849) as well as language and verification standards
(NUREG/CR-6463 and DO-178C) to build a base understanding of the reliability and
robustness requirements for modern industrial software. The sections thereafter provide
a more thorough review of the latest programming standards (PLCopen TC5 - Safety,
IEC 61131-3, and IEC 61499), which form the basis for our research.

2.1.1 NUREG/CR-6463

NUREG/CR-6463 (Review Guidelines on Software Languages for Use in Nuclear Power
Plant Safety Systems, [3]) is a standard for assessing the high-integrity software of safety-
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critical systems. Its focus is exclusively on the implementation and not on any other stage
of the software life cycle (e.g., requirements analysis, design, verification and testing, etc.).
Although the title implies that its application is limited to safety systems for nuclear
power plants, the guidelines are general in nature and are useful for the development of
any kind of safety software.

The standard identifies software safety issues in relevant industrial standards and re-
search articles. Starting from the understanding that the method of programming can af-
fect safety, NUREG/CR-6463 provides guidelines directly aimed at safety-related aspects
of the programming style. The recommendations are split into general and language-
specific guidelines. In addition to Ada, C/C++, Pascal, and PL/M, the standard also
considers two IEC 61131-3 languages: sequential function charts and ladder logic.

The general guidelines, which are specialized for each language, consider a 3-level hier-
archy of software safety attributes defined with a different degree of abstraction at each
level. The top level encompasses the following four general attributes (Chapter 2 in [3]):

• Reliability,
• Robustness,
• Traceability, and
• Maintainability.

These attributes are important for safety and are further detailed in the second and
third levels of the hierarchy. Traceability is the ability to connect each part of the source
code to its respective specification and activities during the development process. Good
maintainability reduces the probability that faults will be introduced with changes to the
software. Neither attribute is of interest in this thesis. Instead, we focus on reliability
and robustness in this work, as described in the first part of this chapter.

The reliability attribute includes three sub-attributes at the second level (Section 2.1 in
[3]):

• Predictability of memory utilization,
• Predictability of control flow, and
• Predictability of timing.

We fully agree that the last attribute (predictability of timing) is an attribute that affects
reliability in safety-critical systems for real-time control and must be satisfactory. The
sub-attributes of the timing attribute at the third level are (Section 2.1.3 in [3]):

• Minimizing the Use of Tasking, and
• Minimizing the Use of Interrupt Driven Processing.

With these attributes, however, we do not, in principle, agree.
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The arguments presented by the standard against Tasking are related to timing uncer-
tainties due to different compilers, operating systems, and hardware platforms as well
as non-deterministic execution sequences and possible race conditions with deadlocks. A
model of computation with a well-defined execution and timing semantics does not incur
timing uncertainties. Such a model is important from the outset for real-time applica-
tions, and thus, the recommendation to avoid tasking can ultimately be eliminated.

The arguments regarding non-deterministic execution sequences and possible deadlocks
are based on a reluctance to accept concurrency and are not directly related to task-
based execution. It is possible to define a model of execution based on tasks with a
proven absence of deadlocks, as we show through our framework presented in [4]. Non-
deterministic execution is not a problem as long as the expected result is deterministic
and produced within the specified time constraints. We also claim that in this case,
it is possible to define a computational model that is suitable for analysis that allows
programs to be verified at compile time for a given specification, including timing; we
refer to our work presented in Articles C, E and M.

The standard explains the second attribute for predictable timing (minimizing the use of
interrupt-driven processing) in terms of non-deterministic maximum response times. This
argument cannot be generalized. A system that uses a sampling method for processing
input signals implicitly defines a minimum inter-arrival time for external events. If that
inter-arrival time is presented as a specification to our (suitable) model of computation,
an analysis step can serve to verify whether the system can guarantee the response times
under all circumstances and to derive an appropriate schedule of tasks. Given that this is
possible, the application of a simple filtering mechanism to the inputs can always ensure
the assumed minimum inter-arrival times.

2.1.2 DO-178C

The DO-178C standard (Software Considerations in Airborne Systems and Equipment
Certification, [5]) does not directly address software safety. Its focus is on proving the cor-
rectness of software operation through demonstration of compliance with requirements.
Safety requirements are specified by associated standards as part of the life cycle process
analysis of a system. DO-178C is not restricted to avionics software and is, in principle,
applicable to safety-critical software in general.

In contrast to NUREG/CR-6463, DO-178C does not focus on any particular program-
ming languages. For the software verification process, which consists of reviews, analyses,
and tests, the standard defines five software levels to categorize the effects that a system
failure can have on aircraft or people. Each level specifies a number of objectives, such
as source code accuracy and consistency.

All specified requirements must be covered during the verification process. It is not
permitted to leave requirements untested, and all tests together must cover the entire
source code. This ensures that each part of the source code is answerable to some
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requirement. The highest software level of DO-178C demands full traceability, from
requirement specification through design to implementation. Formal methods of testing
can be applied for extensive code coverage analysis to verify the correct implementation
of all requirements.

Although the standard has no language focus such as that of NUREG/CR-6463, reliable
languages facilitate the safety certification process. A well-defined execution semantics
that encompasses all language features is vital to ensure that the program behavior is
unambiguous and predictable. Ideally, methods for compile-time analysis are available
to prove the correctness of a program by demonstrating that the specified requirements
are strictly satisfied.

2.1.3 IEC 61508(-3), IEC 62061, and ISO 13849-1

IEC 61508 (Functional Safety of Electrical/Electronic/Programmable Electronic Safety-
related Systems (E/E/PE, or E/E/PES), [6]) is the most important industrial standard
for functional safety, i.e., the component of safety that depends on the correct functioning
of the safety system, as opposed to non-functional safety components such as fire or
noise protection. As indicated in Figure 2.2, IEC 61508 is a base standard or, more
specifically, a framework composed of seven parts. It covers requirements for the complete
safety life cycle, from analysis through implementation to operation. Application-specific
standards, i.e., the sub-standards of IEC 61508, interpret the safety life cycles for their
specific domains. IEC 62061 (Safety of machinery – Functional safety of safety-related
electrical, electronic and programmable electronic control systems, [7]) and ISO 13849-1
(Safety of machinery – Safety-related parts of control systems – Part 1: General principles
for design, [8, 9]) are two such domain-specific implementations of IEC 61508 designed
to address the safety of machinery. Although ISO 13849-1 makes no direct reference to
IEC 61508, it declares itself compatible with IEC 62061 and can therefore be regarded as
an implementation of IEC 61508 for machinery. Meanwhile, IEC 62061 establishes rules
for the integration of 13849-based subsystems because ISO 13849 covers safety-related
control system components, which are not covered by IEC 62061.

All three standards distinguish between two types of implementation languages and
two types of software. Software is categorized as a given type, either application software
or embedded software, depending on the role it plays. ISO 13849-1 defines these two
software types as follows (the other standards have similar definitions):

Application Software
Software specific to the application, implemented by the machine manufacturer
to meet the SRP/CS1 requirements.
(Taken from Chapter 3.1.36 of the standard.)

1Safety-Related Part of a Control System
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Embedded Software / Firmware / System Software
Software that is part of the system supplied by the control manufacturer and
which is not accessible for modification by the user of the machinery.
(Taken from Chapter 3.1.37 of the standard.)

SRAS (safety related application software) refers to a user program that implements a
safety function for a specific machine. SRES (safety related embedded software) essentially
consists of the firmware of a PLC, such as the operating or run-time system.

These standards do not restrict the choice of programming languages used to implement
application or embedded software. Each language is one of two possible types: a limited
variability language (LVL) or a full variability language (FVL). ISO 13849-1 defines these
language types as follows (the other standards have similar definitions):

Limited Variability Language (LVL)
Type of language that provides the capability of combining predefined, appli-
cation-specific library functions to implement the safety requirements specifica-
tions.
(Taken from Chapter 3.1.34 of the standard.)

Full Variability Language (FVL)
Type of language that provides the capability of implementing a wide variety of
functions and applications.
(Taken from Chapter 3.1.35 of the standard.)

LVLs are application software languages intended for implementing user-defined functions
on PLCs. Examples include the languages defined in IEC 61131-3. Designing software
using such languages is more similar to configuring a PLC than to programming. The
available languages for a PLC are provided by the manufacturer as a feature of that PLC.

FVLs are general-purpose system languages such as Assembler, C/C++, or Java. Man-
ufacturers use these languages to implementing PLC operating or run-time systems and
to implement tools for application software development. Although it is also possible to
use FVLs to program application software, they are typically used only for embedded
software development.

Figure 2.3 provides an overview of the standards and their applicability to different
language and software types. The requirements of IEC 61508 apply to both software
types (SRES and SRAS) as long as an FVL is used for programming, i.e., IEC 61508
does not specify different requirements for the two types of software. ISO 13849-1 and
IEC 62061, however, do make this differentiation and stipulate requirements specifically
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Figure 2.3: Overview of requirements for language and software types according to spe-
cific standards.

for the use of LVLs in SRAS development. Application software (SRAS) that is developed
using an LVL can comply with either ISO 13849-1 or IEC 62061.

All standards are based on the notion that complete safety is not achievable. For this
reason, they follow a probabilistic approach based on the principle of risk reduction.
Safety-critical systems perform safety instrumented functionss (SIFs) to reduce the prob-
ability of hazardous events.

At the beginning of the safety life cycle, the standards require the machine builder
to perform a risk assessment for each hazard of the system and define tolerable risk
thresholds for those hazards to establish the risk criteria for the application. This risk
assessment relies on one of two measures, depending on the usage of the system. The
probability of failure per hour (PFH) measure is more suitable for machines with a high-
demand or continuous operation mode, whereas the probability of failure on demand
(PFD) measure is better suited for machines with a low-demand operation mode.

The difference Δ between the assessed risk and the tolerable risk defines the required
risk reduction if the assessed risk is higher than the threshold, as illustrated in Fig-
ure 2.4, for a specific hazard. The safety integrity level (SIL) represents the necessary
risk reduction quantified as a relative level. SILs are four predefined risk reduction factor
intervals for the PFH and the PFD. They are used to specify both the risk reduction
performance provided by a safety function and the risk reduction performance required
by an application to meet its risk criteria. Part of the verification process is to show that
each safety function reduces the probability of a dangerous failure by the amount Δ that
is computed to be necessary to achieve the evaluated tolerable risk.

SIL is a notation used in IEC 61508. ISO 13849-1 defines the term performance level
(PF) to refer to a similar concept and provides tables defining the relationship between
the two measures.

A major aspect of these standards is the software safety life cycle. This is the process
by which the development of software is structured into phases and activities. The start-
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Figure 2.4: Risk assessment and computation of the required risk reduction for a specific
hazardous event.

ing point of this process consists of an initial analysis and specification of requirements.
The requirements specification considers the safety functions and their SILs as well as
the software safety properties required to achieve these SILs. The subsequent phases in-
clude, among others, software design decisions, selection of tools, deployment, operation,
modification and final validation.

IEC 61508-3 and ISO 13849-1 visualize the software safety and development life cycle
using a V-model, a simplified version of which is shown in Figure 2.5. This process applies
to the development of both application and embedded software, written in either an LVL
or an FVL. The only difference is the applicable standard, possibly with domain-specific
requirements, as explained previously and depicted in Figure 2.3.

Our work focuses on industrial automation software developed under IEC 61499 (see
Chapter 3) to improve the robustness of VFDs. As argued earlier, improving the robust-
ness of VFDs requires reliable software, and reliability is a property related to safety.
Therefore, applying a relevant safety standard to the software used to operate a VFD
increases its SIL and, consequently, its reliability and robustness. IEC 61508-3 applies
to embedded software running at the device level in a VFD. IEC 62061 or ISO 13849-1
applies to application software programmed under IEC 61499 (i.e., using an LVL).

We believe that an industrial control system designed based on the current version of
IEC 61499 cannot fulfill all requirements necessary to be certified in accordance with a
safety standard. IEC 61499 lacks a clear execution and timing semantics that is suitable
for LVL languages or the implementation of SRAS. Therefore, we investigate IEC 61499
with regard to its execution and timing semantics and strive to develop improvements.
The objective is to increase the reliability properties of IEC 61499. With the achievement
of this goal, the design of safe and robust software utilizing IEC 61499 would be possible.
A control system designer could use a suitably reliable version of IEC 61499 to implement
safety functions just as effectively as this standard can be used to ensure robust operation
of a VFD in a non-critical setting.
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Figure 2.5: Simplified version of the V-model used in IEC 61508-3 and ISO 13849-1 to
describe the software safety and development life cycle.

The most crucial portion of the safety life cycle is the validation against the specifi-
cations. Software validation requires a clear semantics for all parts of the development
process. We are particularly interested in the implementation aspect (i.e., code develop-
ment). IEC 61508-3 specifies the following requirements for programming languages:

To the extent required by the safety integrity level, the programming language
selected shall:

. . .
b) be completely and unambiguously defined or restricted to unambiguously

defined features;
c) match the characteristics of the application;
d) contain features that facilitate the detection of programming mistakes;
. . .

(Taken from Chapter 7.4.4.3 of the standard.)

In the case of b), it is obvious that programs written in an ambiguously defined language
cannot be fully validated. For example, unclear statements can be interpreted in different
ways, thus making it unclear what the programmer actually meant. The dangling else
problem is a famous example. Requirement c) essentially states that a language should
be suitable and expressive for the specific problem to be solved. We believe in the
fundamental concept on which IEC 61499 is based, namely, the modeling of modern
industrial control systems as distributed applications. Consequently, a language with
a clear definition for non-deterministic execution is vital. Meanwhile, non-determinism
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opens up the possibility of deadlocks as a result of race conditions, which should it should
be possible to detect with confidence (d)). Non-determinism is merely one example of
conditions that can lead to such a scenario, and timing is another property that must be
properly reflected in a language that is used for the development of industrial automation
software.

As previously discussed in Section 2.1.1 with regard to the NUREG/CR-6463 standard,
IEC 61508-3 also recommends a limited use of interrupts. This requirement reflects the
fact that the scheduling of processes is typically left to the programmer in embedded soft-
ware development. Correct interrupt handling with precautions for interrupt flooding is
a task that is difficult and prone to errors. However, given a programming language with
analyzable timing semantics and a run-time system that utilizes a mathematically proven
scheduling mechanism, as we propose in our work, this requirement can be eliminated.

2.2 PLCopen TC5 - Safety

PLCopen is an independent association that defines aspects of safety within IEC 61131-3
development environments. PLCopen TC5 - Safety (henceforth, PLCopen for brevity,
[10]) is an effort to provide a standard for extending software development tools based
on IEC 61131-3 to enable users to implement safety-related functionalities in parallel
with application development. Additionally, the standard simplifies the safety certifi-
cation of applications through the reuse of components previously developed under the
requirements of IEC 61508(-3)/IEC 62061.

Safety standards impose strict requirements on the safety life cycle and offer program-
ming guidelines for error avoidance, as our reviews in the preceding subsections show.
Furthermore, IEC 61508-3 requires the separation of safety- and non-safety-related func-
tions. If this is not possible in general or if it is not possible that “. . . adequate indepen-
dence between the functions can be demonstrated in the design . . . ”, then “. . . all of the
software shall be treated as safety-related . . . ”2. Consequently, machine builders develop
application and safety functions independently. This approach is inconsistent with an
overall safety strategy comprising all functionalities of the system. The goal of PLCopen
is to facilitate the integration of safety measures into the design of a system from the
beginning and to reduce the efforts required of machine developers to fulfill the normative
requirements of the safety standards.

The software architectural model of the standard does not separate the safety- and
non-safety-related (i.e., application) aspects of a system but does differentiate between
them. Each input and output signal belongs to either the safety layer or the application
layer, as depicted in Figure 2.6. Safety functions process the safety inputs and produce
safety outputs within the safety layer, whereas the regular application logic processes
the standard inputs and outputs. Interaction between the two layers is limited. The

2Taken from Chapter 7.4.2.7 of the standard.
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Figure 2.6: The software architectural model of PLCopen differentiates between the
safety layer and the application layer, between which there is limited communication.
Different signal types ensure the partitioning of the program into layers. A new data
type, SAFEBOOL, governs the data flow of safety signals in the safety layer.

application can read safety inputs but cannot directly write safety outputs. Safety func-
tions have the ability to consider signals from the application layer when making control
flow decisions. Moreover, the application is under no circumstances allowed to interrupt
the safety functions. Similar to the requirements of the previously reviewed safety stan-
dards, PLCopen also demands that the safety layer be executed in a single task. We
have already discussed our perspective on that conservative, simplified strategy.

PLCopen requires extended development environments that allow programs to be writ-
ten that include both the application layer and the safety layer. A new data type,
SAFEBOOL, identifies and differentiates binary safety signals, including safety inputs
and safety outputs, from standard signals. A type checker prohibits faulty connections
between the safety and application layers. It is also possible to annotate other data types
with the SAFE attribute, but this ability is not very critical because of their limited us-
ability in the safety layer. Whereas the application layer has access to the full range
of IEC 61131-3 programming languages, the languages for use in the safety layer are
limited to a defined subset of function block diagram (FBD) and ladder diagram (LD).
In addition, PLCopen provides definitions for a set of 19 standardized safety function
blocks to be used in the safety layer.

Each safety function block is defined as a state machine based on a 3-level generic state
diagram. A safety function block is either not active, in a safe state, or active at any given
time. PLCopen does not provide any implementation details for these safety function
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blocks. It provides only the interface description, the behavioral semantics, and informal
timing diagrams. The purpose of a safety function block specification is to provide a
basis for safety certification. Therefore, all requirements are in compliance with IEC
61508 to facilitate the certification process. The PLCopen standard cannot guarantee a
safety certification.

For PLCopen compliance, PLC suppliers must implement safety function blocks, in-
tegrate the split safety/application layer concept into their IEC 61131-3 development
environments, and optionally request a safety certification from a certification body for
their specific implementations. Machine builders can use PLCopen-compliant develop-
ment tools to design machine with combined application and safety functionality. They
benefit from using such safety-certified development tools in the form of simpler certi-
fication processes. Using a language from the supported subset in the safety layer and
the already-safety-approved function blocks reduces the safety requirements that must
be proven satisfied. PLCopen includes additional alternatives for cases in which the pro-
vided safety function blocks are not sufficient and supplementary functionality is needed,
which, in turn, also increases the necessary certification effort.

The safety function blocks intentionally have a high level of abstraction, hiding imple-
mentation details from the user. PLCopen is an extensible framework for the development
of components that are reusable across different hardware platforms. An application de-
signed using PLCopen is independent of the underlying hardware architecture and can
be deployed on arbitrary PLCopen-compliant PLCs from different vendors, as long as
the application uses only the predefined safety function blocks.

2.3 PLC programming with IEC 61131-3

IEC 61131 designates a family of standard documents for programmable logic controllers
(PLCs) that specify various aspects of their design, such as hardware and software re-
quirements, usage guidelines, and communication. Part 3 of this set of standards, IEC
61131-3 (Programmable controllers - Part 3: Programming languages, [11]), defines four
programming languages, one structuring language, and an architecture for the develop-
ment of software running on PLCs. The programming languages are divided into two
textual languages, named instruction list (IL) and structured text (ST), and two graphical
languages, named ladder diagram (LD) and function block diagram (FBD). The standard
defines syntactic and semantic rules for all programming languages. The structuring lan-
guage, sequential function chart (SFC), provides a means of graphically expressing the
sequential behavior of a program.

Figure 2.7 presents a simplified illustration of the software architectural model of IEC
61131-3. It shows only the parts that are relevant for the scheduling of program execution.
The configuration is typical of a PLC system. Within a given configuration, it is possible
to define multiple resources comprising multiple tasks and programs. Tasks control the
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Figure 2.7: A simplified version of the IEC 61131-3 software architectural model, illus-
trating relevant entities for the scheduling of program execution.

execution of programs; one task can control multiple programs, and multiple different
tasks can also control the same program. Several special cases exist, such as programs
without a task association that are directly associated with a resource. For simplicity,
we ignore these cases. The execution semantics is well defined and compatible with that
discussed for tasks in the following.

Multiple resources can run in parallel, but each resource executes only one program
entity at a time. This also holds for function block networks within a program, in which
case only one function block is evaluated at a time. Function block networks do not define
an execution order for their function blocks, which can lead to concurrency situations
with ambiguous results. IEC 61131-3 resolves this problem by means of a set of rules
that exactly specify the handling of data dependencies in function block networks.

Resources enable and disable tasks based on their specifications. Tasks trigger the
execution of sets of programs that are associated with them, either periodically or based
on the occurrence of an event. An INTERVAL input in a task definition specifies the
calling period for the set of programs. Alternatively, a SINGLE input allows a Boolean
variable to be specified for the calling of the programs with each occurrence of a rising
edge.

Moreover, task instances have a PRIORITY input, which sets the scheduling priority
for the associated programs. Based on the scheduling policy, programs can be preempted
during their execution depending on their relative priority. With a non-preemptive
scheduling policy, a resource determines the next program for execution after the cur-
rently running program has finished. If multiple waiting programs have the same priority,
it selects the program with the highest priority and longest wait time. In the case of a
preemptive scheduling policy, a scheduled program will immediately interrupts a program
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running on the same resource if the running program has a lower priority. As soon as
the interrupting program is finished, the preempted program resumes its execution.

As a result of the specified priorities, programs may not start immediately when they
are scheduled. For this reason, IEC 61131-3 stipulates that “. . . The Implementer shall
provide information to enable the user to determine whether all deadlines will be met in
a proposed configuration. . . ” and “. . . It shall be an error if a task fails to be scheduled
or to meet its execution deadline because of excessive resource requirements or other task
scheduling conflicts. . . ”.3 The standard defines a deadline as the instant at which a
program is scheduled for re-execution. A program may not be scheduled again before its
previous execution is finished.

Therefore, deadlines are implicitly set to the inter-arrival times of program-triggering
events. As we have seen, tasks trigger events with a given periodicity or as a result of an
arbitrary event setting a Boolean variable. If the triggering event is a Boolean variable, it
is not clear how a development tool vendor should provide information regarding whether
all deadlines can be met. This is a non-trivial problem and requires a complex program
analysis. In the case of periodic program execution, the problem is slightly simpler and
results in worst-case execution time (WCET) accumulation of all programs called in each
period.

In general, IEC 61131-3 has a weak timing model. The programming model does not
allow timing to be specified except in the case of periodic program execution triggered by
tasks. A programmer cannot explicitly specify execution instants for programs, postpone
executions to designated instants, or define deadlines for static or run-time analysis.
However, as long as the execution of all programs can be completed within a given
period, the execution of an IEC 61131-3 application is predictable with respect to its
timing behavior.

Another disadvantage of IEC 61131-3 is its limitation to a single device. The standard
provides no means of modeling distributed systems as a whole. Modern industrial con-
trol systems can easily contain hundreds of PLCs but still require software design and
development for each device individually.

2.4 Distributed control with IEC 61499

IEC 61499 (Function Blocks - Part 1: Architecture, [12]) is the most recent standard for
PLC development. It considers modern industrial automation demands such as distribu-
tion. In this section, we focus on part 1 of the standard, which defines the architecture of
function blocks (FBs) and their programming model. Function blocks as the term is used
in IEC 61499 are not equivalent to the function blocks defined in IEC 61131-3. However,
IEC 61499 is based on IEC 61131 and can be regarded as an extension to it.

3Taken from Chapter 6.8.2 of the standard.
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The major contribution of IEC 61499 is an integrated model for distributed industrial
control applications. Because IEC 61131-3 is limited to the development of software
for a single PLC device, the system designer must manually model and implement a
distributed functionality if the control system comprises multiple PLCs. In IEC 61499,
distribution is an inherent part of the model. The system designer models the entire
control application as a single network of function blocks and distributes segments of
it to devices as part of deployment. Consequently, the development environment auto-
matically inserts communication units at the borders in the segmented function block
network.

Distribution and event-driven execution are the basic principles of IEC 61499. Ideally, a
designer of a control system based on IEC 61499 does not need to think about distribution
during the development phase. The logic of the program is encoded in a network com-
posed of function blocks triggering each other’s execution by firing events. The program
logic does not change with any distribution of the function blocks across the devices in a
real network. It is equivalent to that of execution on a single device. In theory, an IEC
61499 function block network is an abstraction of the underlying infrastructure. This
conceptualization might not be valid for the timing properties of a program, but as our
review shows, a timing semantics is currently not part of the standard.

Industrial automation systems are concerned with physical processes. Events can ar-
bitrarily emerge from such processes that often have no causal relationship. A control
system must be able to handle these disordered events. IEC 61499 allows for concurrency
because it must cope with the non-determinism originating from disordered events. The
standard is thus designed with a non-deterministic execution semantics from the outset.

2.4.1 System and device model

Figure 2.8 illustrates the system and device model of IEC 61499 and how applications are
distributed across a network of devices. Each device (i.e., a PLC) has a communication
interface and a hardware interface. The communication interface provides support for
data exchange and is connected to a communication network, which can be either an
ordinary Ethernet network or a specialized fieldbus or similar. The hardware interface
makes the I/O ports of the PLC available to the software. In IEC 61499, resources are
the functional units that execute function blocks. A device can hold an arbitrary number
of resources. Applications can reside within a single resource (App C ) or can be spread
across multiple resources within one device (App A) or multiple devices (App B), as
shown in Figure 2.8. Each resource provides access to the communication and hardware
interface.
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Figure 2.8: The system and device model of IEC 61499 allows simple distribution of
applications across a network of devices. Communication and hardware interfaces provide
abstract access to I/O and network resources for the applications.

2.4.2 Resource model

A resource is a unit with independent control over the execution of the function blocks
it contains. Figure 2.9 shows the content of Resource b in Device 2 from Figure 2.8.
App C resides completely in Resource b, whereas only parts of App B reside in Resource
b. Applications are networks consisting of three different types of function blocks: basic
function blocks, composite function blocks, and service interface function blocks (SIFBs).
The SIFB type is the only type that is able to access the communication and hardware
interface for data exchange across resource borders, as illustrated in Figure 2.9.

2.4.3 Function block model

A graphical representation of a function block is presented in Figure 2.10. Function blocks
communicate with each other through event and data links. Events are simple signals
to trigger a function block execution, and data links transport information. Vertical
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Figure 2.9: A resource hosts applications or parts of applications and executes the cor-
responding function blocks independently of other resources.
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Figure 2.10: Graphical representation of a function block, showing its input and output
connections for event and data links.

connectors (labeled WITH) denote associations between events and data, i.e., on the
arrival of a specific event, the function block will read only data from links associated
with the incoming event. The IEC 61499 standard defines three types of function blocks.
A review of their specific features is not needed for the following discussion on execution
and timing semantics in this section. Article A in Part III of this thesis discusses the
execution details of the different types of function blocks in the context of a compilation
to bare-metal execution.

2.4.4 Non-deterministic execution semantics

IEC 61499 applications are networks of FBs, which are assigned to resources on devices.
A resource is the unit responsible for invoking the FBs of a network and executing their
program code (i.e., in the case of basic function blocks, evaluating the Execution Control
Chart and executing the corresponding algorithms). Each FB network defines the event
flow between FBs through event links, as exemplified in Figure 2.11. The IEC 61499
standard does not explicitly require synchronous or asynchronous event propagation,
but it explicitly allows multitasking execution of FB algorithms. Multitasking support
for algorithm execution only makes sense if multiple FBs are concurrently executable,
because the internal execution semantics of one basic FB is strictly sequential. Therefore,
only asynchronous event propagation and, accordingly, a non-deterministic execution
semantics are supported. Each IEC 61499 application has a single starting point, which
cannot lead to concurrency if events are synchronously propagated. This does not mean
that synchronous event propagation is prohibited, only that it is not required.

Considering the example depicted in Figure 2.11 and assuming that FB A simultaneously
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emits both output events, FB B and C are notified for execution at the same instant.
Depending on the scheduling order of B and C (in the case of non-parallel execution) or
their execution delays Δ1 and Δ2, FB D receives either event EI1 or event EI2 first. The
standard does not require any specific scheduling scheme. It requires only the following:

. . . systems complying with this standard may utilize alternative means for
scheduling of execution. Such alternative means shall be exactly specified . . .
(Taken from Chapter 4.4 of the standard.)

Hence, non-determinism is valid and must be considered. Yoong [13, 14] has proposed
a method of synchronizing the execution of FBs to define a deterministic behavior of an
FB network. His proposal results in the synchronization section depicted in the example
and, consequently, in the synchronous arrival of both events, EI1 and EI2. This alone
still does not eliminate the non-determinism because the standard requires consecutive
event processing at the FB level without specifying an order for the selection of active
events. Yoong has also proposed a solution for the event selection order, but this limits
the standard by defining a deterministic execution. With regard to the standard, FB D
is allowed to non-deterministically select any of the active input events for processing.
A specific implementation can stipulate a well-defined event input order, but this is, in
general, not required by the standard.

2.4.5 Scheduling function

An implementer of this standard provides a specific execution semantics for a resource in
the form of a scheduling function. IEC 61499 allows the implementer to provide multiple
scheduling functions with different execution semantics. The user can arbitrarily assign
those scheduling functions to resources and is not constrained to use the same scheduling
function for the entire system. In effect, each resource of a system can have a different
execution semantics.

Apart from introducing the concept of the scheduling function, the standard imposes
no restrictions. An implementer can choose arbitrary scheduling schemes to implement
desired execution semantics. The requirements for the execution model of basic FBs
emphasize the non-deterministic design of IEC 61499:

Resources might need to schedule the execution of algorithms in a multitasking
manner. The specification of attributes to facilitate such scheduling is described
in Annex G.
(Taken from Chapter 4.5.3 of the standard.)
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Figure 2.11: IEC 61499 leaves the scheduling function of a resource unspecified and thus
defines a non-deterministic execution semantics. The depicted FB network provides an
example of non-determinism and illustrates an attempt to eliminate the non-determinism
through synchronous execution.

Annex G of the standard provides a generic means of annotating components with addi-
tional information. These attributes support the software life cycle of FBs in implementa-
tion-specific environments. A set of examples illustrates various use cases. One example
is a Priority attribute associated with event connections, which

. . . may be used by a resource which supports preemptive multitasking to deter-
mine the priority of execution of an algorithm invoked by an EC action associ-
ated with an EC state which is activated by an event with the specified priority.
(Taken from Chapter G.3 of the standard.)

This is the only reference to specific scheduling mechanisms that can be used for the
development of a reactive or even a real-time system. Beyond this, the standard neither
defines requirements for predictable timing behavior nor provides any other information
in this respect.
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2.4.6 Events and event queuing

Information about event propagation is very sparse in the standard. Events are simply a
notification mechanism requesting a resource to invoke the execution of a function block.
In the case of basic function blocks and composite function blocks, IEC 61499 provides
very detailed information regarding the internal event processing. Only a single event
enters an FB and potentially triggers various algorithms for execution. At the end of
each algorithm, the FB can emit an outgoing event. The algorithm execution order is
well defined and deterministic. When there is no further algorithm for execution, the
FB is ready for the next incoming event. Because an FB can already emit outgoing
events during its execution, receiving FBs are ready for execution before the termina-
tion of the sending FB. Depending on the scheduling function of the resource, arbitrary
interleaving of algorithms from different FBs is possible. As a result, events can cause
non-determinism in an FB network and the execution semantics must be considered from
the scheduling function perspective.

The question of event queuing remains unclear. IEC 61499 does not require the schedul-
ing function to invoke the execution of an FB immediately after receiving an event, i.e.,
it allows asynchronous event semantics. As a consequence, multiple events can arrive at
the same event input link of an FB before the resource invokes its execution. The user
must know whether all arrived events or only a few of them will eventually be presented
to the FB. Depending on whether an event queue exists and its length if so, the imple-
mentations for a problem to be solved might differ. The complete absence of an event
queue, which is also a valid interpretation of the standard, would mean that each event
that is not immediately handled is lost. The lack of information regarding event queues
makes IEC 61499 unreliable and must be resolved.

2.4.7 Event and data decoupling

The application model of IEC 61499 establishes a distinct separation of events and data.
Furthermore, there is no synchronization between the data on a data link and their cor-
responding event. By contrast, the model for basic function blocks stipulates a synchro-
nization between events and data. FBs emit outgoing events directly after the execution
of algorithms, in which values are assigned to variables. WITH constructs define which
variables are made available on the data links with the emission of an event. Therefore,
the user can obtain the data-event relations by looking at the interface of an FB and can
rely on their synchronization.

Figure 2.12 illustrates a simple example of two FBs connected via one event link and
one data link. Suppose that FB A successively emits two events e1 and e2, with two
related integer values 5 and 1. The standard allows two interpretations with respect to
the execution of FB B. Either FB B reacts twice to incoming event EI and sees the
data value 5 at the first invocation followed by 1 at the second invocation, or FB B sees
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Figure 2.12: The presented example illustrates the temporal decoupling of event and
data links between function blocks. This leads to unpredictable behavior of the event
and data flow.

the data value 5 for both invocations. The first case is the one that is expected when
the scheduling function completes the execution of FB B before the second event arrives.
For the second case, two possible explanations exist.

Explanation 1: A basic FB samples the corresponding data inputs after the arrival of
an event. IEC 61499 does not define the two actions as an atomic process in the system
that cannot interleave with other actions. Therefore, based on the implementation-
specific scheduling function, it is possible that after the arrival of an event and before
the sampling of the input data, the sending FB A may emit another event, changing its
data output DO accordingly. FB B samples the new value 1 at its data input DI. After
completing its first execution, FB B executes a second time on behalf of event e2 and
again sees the value 1.

Explanation 2: The first explanation implicitly assumes an event queue of length 1
at the event inputs. Let us now assume that we have an event queue of length 2. If FB
A emits both events before the execution of FB B is invoked for the first time, then the
event queue of EI contains both events e1 and e2. Because the events and data are not
synchronized, the data value at DI from the second emitted event e2 is 1. FB B sees the
data value 1 for both invocations of its execution.

Although events and data are tightly coupled at the function block level, there is no
temporal coupling at the application level. The semantics of the standard leads to un-
predictable behavior if temporal coupling is needed, but that is not always the case. For
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example, one effect of this semantics is that a triggered function block always receives
the most recent available data values. In many cases, this is a desired behavior. IEC
61499 is aware of this problem and notes the following:

Depending on the problem to be solved, various requirements might exist for the
synchronization of the values of input variables with the execution of algorithms
in order to ensure predictability of the results of algorithm execution. Such
requirements could include, for example:
. . . assurance that the values of variables used by an algorithm correspond to the
data present upon the occurrence of the event at the event input which caused
the scheduling of the algorithm for execution . . .
(Taken from Chapter 4.5.3 of the standard.)

Within the standard, this problem can only be solved by means of feedback loops. A
receiving FB sends a signal back to the sending FB when an event is processed. The
sending FB emits no new event until the acknowledgment signal has been received. This
ensures that there will always be only one active event and data transmission on the link,
which, in turn, constitutes synchronization between an event and its data value.

2.4.8 Timing semantics

As mentioned in Section 2.4.5, IEC 61499 provides no information about timing seman-
tics from the scheduling perspective. In fact, the standard defines no timing semantics
for function block networks that allows an analysis that would yield predictable timing
behavior. Only the requirements for the basic FB model, the application model, and the
behavior specification of the FBs provide some information regarding the time awareness
of the standard.

The execution model for basic FBs defines Talg as the interval from the beginning of exe-
cution of an algorithm until the notification of the scheduling function that the algorithm
execution has terminated, i.e., the algorithm execution time. The standard refers to Talg

only as additional information that can be provided for the functional specification of
resources, without further specification of its usage. In addition, Annex G proposes an
attribute ExecutionTime, which

. . . specifies the worst-case time for execution of a particular algorithm of a
specified function block type in a particular resource type.
(Taken from Chapter G.3 of the standard.)

Development tools can integrate timing analyses for implementation-specific scheduling
functions and perform such analyses on an FB network with given values of Talg for all
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algorithms. However, correct implementations of IEC 61499 are not required to imple-
ment the ExecutionTime attribute or to specify a well-defined and analyzable scheduling
scheme. This implies that the plain standard has no predictable timing semantics because
it provides no means of analyzing the timing behavior of an FB network.

One method of directly influencing the start times of FB invocations in an FB network
is through the E_DELAY function block. This FB is part of the normative definitions of
the standard that must be provided by an implementation of IEC 61499. The E_DELAY
function block suspends event forwarding for a predetermined period of time after an
event is received. It provides an implementation-specific way of introducing time lags
in an FB network. However, its operating principle is also dependent on the scheduling
function and beyond the requirements of the standard. Therefore, the E_DELAY function
block is impractical for reliable timing control.

IEC 61499 defines a sequencing method for the specification of FB behaviors. These
service sequences describe causal relationships between incoming and outgoing events of
a single FB and describe communication patterns between different FBs or between FBs
and the resource. The standard merely stipulates the following for service sequences with
respect to time:

The following semantics shall apply: . . . Time increases in the downward di-
rection. . . .
(Taken from Chapter 6.1.3 of the standard.)

Service sequences indicate only the chronological order of events at the interface of an FB,
not the lag times between them. It is therefore impossible to perform a timing analysis
at the interface level based on service sequences.

Although IEC 61131-3 provides the option of triggering program execution based on
events, similar to IEC 61499, this alternative is not often used. Systems typically use the
cyclic approach, in which the PLC repeats its program execution in fixed intervals. The
cycle time allows conclusions to be drawn regarding the timing behavior and enables real-
time capabilities with guaranteed maximum execution delays. In a network of connected
PLCs, the signal propagation delay is the sum of the cycle times of all passed PLCs
if they are synchronized. Without synchronization, the worst-case signal propagation
delay is twice the sum of all cycle times. A timing analysis of an entire control system is
possible and yields a reliable timing semantics.

IEC 61499 offers nothing comparable to the timing properties of IEC 61131-3. This
standard has neither a well-defined timing semantics nor a sufficient means of specifying
the timing properties of a complete application that can be analyzed and verified. Only
a vendor-specific implementation of IEC 61499 with a well-defined scheduling function
and execution semantics can provide the reliability and analyzability demanded by the
safety standards. The standard alone allows too much freedom to be inherently suitable
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for safety applications. Moreover, it is too nonspecific to be directly implementable. For
each implementation, decisions must be made regarding the properties for which the
standard allows a choice.
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Chapter 3

Real-Time For the Masses
complementing IEC 61499

3.1 Research article relations

Real-time for the masses (RTFM) is a set of languages and tools intended to facili-
tate embedded software development of reliable real-time applications and to provide
highly efficient implementations geared to static verification. The programming language
RTFM-core and the run-time system RTFM-kernel are part of the framework RTFM.
A major focus lies on providing a model of computation (MoC) for concurrent real-time
programming, suitable for static analysis and run time verification. It is designed with
concurrency support for the needs of lightweight embedded devices and particularly real-

55
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time systems with guaranteed response times, such as embedded sensors and actuators.
For this purpose, the RTFM-MoC is reactive (i.e., event-driven), based on tasks with
timing specifications and critical sections (non-preemptive single-unit resources).

IEC 61499 is an industrial standard for the development of distributed industrial au-
tomation systems utilizing Function Blocks as a modularization paradigm for an event-
driven execution semantics. At device level, such models are traditionally implemented on
programmable logic controllers (PLC). PLCs execute application software on an operat-
ing system and a run-time environment, which implies high resource demands. Currently,
there is a trend to integrate small embedded devices (so called Internet of Things de-
vices) in such distributed control systems [15].The RTFM framework is a good outset for
real-time execution of Function Block based designs on light-weight controllers (MCUs)
with limited resources (memory and CPU).

In the recent two years, a couple of research articles were published around the RTFM
framework. While some articles refine the tools and languages of RTFM, other articles
investigate the feasibility of RTFM as an execution environment with analyzable execu-
tion and timing semantics for IEC 61499. Chapter 4 gives a summary for each article
related to this thesis. Among them, the ones with the strongest contribution to the thesis
are appended as full text in Part III.

Figure 3.1 depicts a graph with all articles chronologically sorted by the publication date
from left to right. The articles in the top region are related to the RTFM framework
and the articles in the bottom region are related to IEC 61499 execution. Each article
is denoted with its letter as used in Chapter 4 and an abbreviation of its title. Edges
between articles mark a relationship.

Article C is the main publication on the language RTFM-core and its compiler. All other
RTFM based articles relate to article C because they use, refine, or focus on a specific
subset of the language and its MoC. Article J refines RTFM-core by introducing control
flow primitives for correct-by-construction locking of resources and article G introduces
memory resources utilizing the memory protection hardware for isolated execution of
tasks. Article F introduces a run-time system for RTFM based on threads for execution
in hosted environments. Article B discusses a compiler construction course that uses the
language RTFM-core as an outset and the RTFM-RT run-time system for laboratory
assignments.

Article A is the first work towards IEC 61499 execution on small embedded devices
utilizing the RTFM MoC. It discusses a mapping from IEC 61499 Function Block net-
works to the RTFM MoC, while article I discusses an implementation on light-weight
controllers (MCUs) with limited resources (memory and CPU). Article E proposes a
real-time semantics for the standard IEC 61499, which defines no timing semantics. This
prepares the outset for reliable and analyzable IEC 61499 execution together with article
D, which investigates the capability of standard Ethernet hardware for hard real-time
communication in an IEC 61499 distributed application. While article D is a thorough
investigation invited for a journal publication, article K is a first work on the response
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time analysis published at a conference. Article L is the first attempt at using formal
methods for proofing properties of the IEC 61499 execution semantics and sets the outline
for future research of the PhD studies.

3.2 RTFM implementation of PLCopen safety func-
tion block

Section 2.2 discusses the standard PLCopen TC5 - Safety and its definition of safety
function blocks. Besides requirements for a generic safety function block, the standard
defines a set of specific safety function blocks and their architecture without providing any
implementation details. All requirements of PLCopen are compliant with the safety stan-
dards for safety-related systems and facilitate the certification process for implementers
of the PLCopen standard. Although the standard targets IEC 61131-3, its concepts can
be adapted and reused if IEC 61499 becomes important in the future for implementing
safety functions. Already today, IEC 61499 benefits from an implementation of the safety
function blocks as SIFBs utilizing the RTFM framework as run-time system.

Figure 3.2 depicts the state diagram of the equivalence safety function block. Main
purpose of this function block is to provide a comparison of two safe Boolean values.
Apart from the two Boolean values, the function block has a time value as input. This
discrepancy time specifies the maximum amount of time that the two input values are
allowed to differ. Once both input values are true, they must not individually toggle
anymore, i.e., as soon as one input switches its state, the other one must also switch
within the discrepancy time or the function block changes into an error state.

The safety standards require to avoid tasking and interrupt based processing, as seen
in Chapter 2. PLCopen is compliant to these standards and requires implicitly the
same. We argue against this perspective on safety in Chapter 2 and claim our RTFM
framework with its analyzable and verifiable set of tools is well suited for implementing
safety functions.

As an example, Listing 3.1 exemplifies the implementation of the core functionality
of the Equivalent safety function block using the RTFM MoC. The function block
is modeled with pseudo code for reasons of simplification. Syntax specific details of
RTFM-core are not of importance and distract from the structural ideas. Nevertheless,
an implementation to RTFM-core is straightforward and the appended articles provide
information about the language.

The implementation of the Equivalent function block in Listing 3.1 defines four tasks:
ActivateTask (lines 1-5), EventA (lines 7-12), EventB (lines 14-19), and TimerTask
(lines 38-47). The ActivateTask executes only once on activation of the function block
(cf. Activate transition of the state diagram in Figure 3.2) and sets it up. Upon each
change at one of the two Boolean inputs, the respective task EventA or EventB stores
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Figure 3.2: State diagram of the safety function block Equivalent from the standard
PLCopen TC5 - Safety, Part 1, Version 1.0, 2006-01-31, Figure 7. (Reprinted with
permission.)
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Listing 3.1 The RTFM MoC pseudo code implements the safety function block Equivalent
from the standard PLCopen TC5 - Safety.

1 ActivateTask ():
2 inputEventCounter := 0;
3 forceReInit := false ; A := false ; B := false ;
4 exec 8001;
5 enable interrupts ;
6
7 EventA ( S_ChannelA ):
8 claim R
9 {

10 A := S_ChannelA ;
11 EvaluateEquivalence ();
12 }
13
14 EventB ( S_ChannelB ):
15 claim R
16 {
17 B := S_ChannelB ;
18 EvaluateEquivalence ();
19 }
20
21 EvaluateEquivalence ():
22 inputEventCounter ++;
23
24 if (A XOR B)
25 async after discrepancyT TimerTask ( inputEventCounter , A, B);
26
27 S_EquivalentOut := false ;
28 if (! forceReInit AND A) --> exec 8004;
29 if (! forceReInit AND B) --> exec 8014;
30 if ( forceReInit ) --> exec 8005;
31 else
32 if (! forceReInit AND A) --> exec 8000;
33 forceReInit := true;
34 S_EquivalentOut := true;
35 if (!A) --> exec 8001;
36 forceReInit := false ;
37
38 TimerTask ( calledCounter , calledA , calledB ):
39 claim R
40 {
41 if ( inputEventCounter == calledCounter )
42 if (! forceReInit AND calledA ) --> exec C001;
43 forceReInit := true;
44 if (! forceReInit AND calledB ) --> exec C002;
45 forceReInit := true;
46 if ( forceReInit ) --> exec C003;
47 }
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the input value in a global variable and calls the function EvaluateEquivalence (lines
21-36). EvaluateEquivalence compares the input values and asynchronously calls the
TimerTask if the inputs are different. Occurrences of exec ....; in the code denote
the execution of all predefined actions in the standard for the respective state.

On activation of the function block, ActivateTask initializes the global variables, pro-
cesses the 8001 (Init) state and enables the interrupts. Variables inputEventCounter,
forceReInit, A, and B are global variables used by various tasks. Resource claim blocks
(lines 8-12, 15-19, and 39-47) prohibit interleaved execution of the tasks and protect
also concurrent access of those variables. Variable inputEventCounter keeps track of
all input changes, which is later needed by the TimerTask. Variable forceReInit is a
flag to keep track if the function block needs to see at the same time for both inputs the
value false again (cf. state Init). Variables A and B are caches for the input values to
ensure during execution the usage of the values related to the change events.

Changes at the inputs raise interrupts, which call EventA or EventB according to the
input channel. The respective task caches the input and calls the EvaluateEquivalence
function. EvaluateEquivalence increases the inputEventCounter first to bookmark
the occurrence of a new event. The next step compares both cached input values A and
B. If they differ (lines 25-30), the S_EquivalentOut needs to be set to the value false.
The flag for required re-initialization (forceReInit) and the current input value that
is true (A or B) determine which is the reached state (lines 28-30 and cf. the middle
region in Figure 3.2). Additionally, a TimerTask is pended for error handling after the
discrepancyT is elapsed (line 25). If both input values are equal (lines 32-36), the flag
for required re-initialization and the current input values determine whether the reached
state is 8001 (Init) or 8000 (Safety Output Enabled). Within the discrepancy time period,
multiple input changes can occur and subsequently pend a TimerTask. For this reason,
the TimerTask compares the current inputEventCounter value with the one when it
was called (line 41). Only in case they are equal, the respective TimerTask instance was
the one called from the last occurred input change. Earlier pended TimerTask instances
have no relevance anymore and must not execute. This special handling aborts pending
tasks.

Tasks EventA, EventB, and TimerTask have the semantics of crossing a transition in the
state diagram of Figure 3.2. Such a transition is atomic and thus all tasks execute their
code in a critical section protected by the resource R. Each transition of the specifying
state diagram is prioritized to denote the crossing precedence. Because a transition is
modeled as a task, those priorities apply to each task and can be modeled with explicit
deadlines (not shown in the example).

Assuming that the inter-arrival times for input changes are known, such an RTFM MoC
program can be statically analyzed for scheduling and deadlock free execution under the
RTFM-kernel. The assumption for given or at least specified and ensured inter-arrival
times is realistic (see our discussions in Chapter 2). Recommending to avoid interrupt
and task-based execution in safety environments is not appropriate anymore.
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Figure 3.3: The IEC 61499 service interface function block represents a possible interface
for an RTFM implementation of the Equivalent safety function block.

Having RTFM implementations of the safety function blocks from PLCopen is a first
step to lift implementations of safety functions into IEC 61499. Figure 3.3 depicts the
interface of a possible SIFB implementing the Equivalent safety function block. All
data inputs and outputs correspond to their counterpart from the PLCopen specification.
Additionally, the function block requires events related to the data because the execution
model of IEC 61499 is event-driven. The illustrated event inputs and outputs represent
the idea but their correct implementation is not shown in the pseudo code of Listing 3.1.

3.3 Power converter example: implementation

Chapter 1 introduces an example of a simple step-down power converter with adjustable
output voltage. The power converter is a suitable example for all aspects of an industrial
automation system. A microcontroller implements the control system that governs a
physical process, which is represented by the schematic from Figure 1.8 in Chapter 1.
A program running on the microcontroller implements the control loop including the
transfer function. The schematic shows the two connection points for the PWM output
and ADC input peripherals of the microcontroller. Like for many other embedded or
industrial systems, real-time execution is an important part of the application. Adding
features such as a button for adjusting the voltage or a display for monitoring the voltage
requires also concurrency considerations.

This Section discusses the implementation of the control software for the power converter
utilizing the RTFM-core language. RTFM helps the developer to concentrate on the
structure of the problem to be solved instead of focusing on scheduling design decisions
and concurrency modeling. It provides a task and resource based model for concurrency
and allows to specify timing parameters for real-time execution in the model.

Figure 3.4 depicts the task call graph with resource dependency of the program ar-
chitecture. Task Reset is the entry point of the program and task Idle a background
process with lowest priority. Reset pends three other tasks for execution, which period-
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Figure 3.4: The task call graph with resource dependency depicts the RTFM-core struc-
ture of the control implementation for the power converter example.

ically call themselves: task Trigger for the control function, task Checker for run-time
monitoring, and task Button for adjusting the set point of the power converter. Tasks
Trigger and Step implement together the control function. Step and Checker share
the resource Control that protects access to the ADC and PWM peripherals. Idle runs
in the background and periodically refreshes the display.

Listing 3.2, 3.3, and 3.4 show the RTFM-core code of the power converter control pro-
gram. RTFM-core captures from a program only the task and resource definitions along
with their communication structure and timing specifications. Embedded C code defines
the program logic, but it is compressed to comments in the depicted implementation. The
focus here is on the RTFM structure. Device specific C code clutters the implementation
without adding information to the discussion about RTFM-core.

Listing 3.2 shows the Reset and Idle task definitions. Task Reset executes automat-
ically after the device starts. It first initializes the input (ADC, button) and output
(PWM, display) peripherals. Following this, Reset pends the three main periodic tasks
of the system with an offset of 1s referred to its own time baseline. This ensures, all tasks
execute with the same time baseline. Idle starts directly after the termination of Reset
and runs as a background process with the lowest system priority. It implements an
infinite loop continuously updating the display. Because it runs with the lowest priority
in the system, all other tasks can preempt Idle at any time.

Listing 3.3 shows the implementation of the control function composed of the tasks
Trigger and Step. Trigger periodically calls itself and Step. The async statement
ensures a baseline of the called task instance referred to the baseline of the calling task
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Listing 3.2 Reset initializes the peripherals of the microcontroller and starts a task chain by
pending periodic tasks. Idle starts as a low priority background process after Reset terminates.

1 Reset {
2 // i n i t i n p u t s : ADC and button
3 // i n i t ou tput s : PWM and d i s p l a y
4
5 async after 1s before 3us Trigger ();
6 async after 1s Checker ();
7 async after 1s before 200 ms Button ();
8 }
9

10 Idle {
11 // w h i l e ( t r u e ) :
12 // read s e t p o i n t
13 // read power c o n v e r t e r output v o l t a g e
14 // update d i s p l a y
15 }

instance and the after modifier adds an offset to it. In this way, all Trigger tasks
execute in a 50us interval without adding up time lags. The before modifier of the
async statement defines an explicit deadline of 3us related to the baseline of the requested
execution of Trigger (equal to the first call in task Reset). Articles E, F and M discuss
these timing extensions for RTFM.

Main purpose of the Trigger task is to start the ADC peripheral for sampling the power
converter output. Step is called to handle the finished measurement after an offset of
4us, i.e., 1us after the deadline of the calling Trigger task. That ensures a gap of 1us,
which is the minimum amount of time needed by the ADC to sample the output. Step
sets the PWM output based on the measured voltage and the desired voltage in a critical
section that prevents concurrent access to the hardware.

Listing 3.4 shows the Checker and Button task definitions. Like Trigger, both tasks
periodically call themselves. Periodic task chains define implicitly a deadline, i.e., the
length of the loop. In case of Checker, the deadline is 50us because it only calls itself in
a loop. While the Button task adjusts a new desired output voltage, the Checker tasks
performs some sanity checks on the ADC measurement and the subsequently computed
PWM output value. If both values are out of the valid range, Checker stops the power
converter immediately and causes a 0V output.

Figure 3.5 visualizes the timing behavior of the power converter control program. A big
horizontal bar denotes the permissible execution window of a task instance (cf. Articles
E and F). The starting point is the baseline of a task, i.e., the earliest possible time
for execution, and the end point is the deadline. At time0, 1s after Reset started, the
execution windows of Button, Trigger and Checker start. The deadlines of Button and
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Listing 3.3 Trigger starts a sampling of the power converter output and pends Step for
handling the control loop feedback.

1 Task Trigger () {
2 async after 50us before 3us Trigger ();
3
4 // t r i g g e r ADC sampl ing
5
6 async after 4us before 5us Step ();
7 }
8
9 Task Step () {

10 // f e t c h ADC r e a d i n g
11 // read s e t p o i n t
12 // compute new output ( d i s c r e t i z e d t r a n s f e r f u n c t i o n )
13
14 claim Control {
15 // s t o r e s t e p input and output i n t o sha r ed memory
16 // s e t PWM output
17 }
18 }

Listing 3.4 Checker monitors the system safety and Button adjusts the output voltage.
1 Task Checker () {
2 async after 50us Checker ();
3
4 claim Control {
5 // f e t c h l a t e s t s t e p input and output from shar ed memory
6 // s a f e t y check and p o t e n t i a l s a f e t y l ockup
7 }
8 }
9

10 Task Button () {
11 async after 200 ms before 200 ms Button ();
12
13 // p r o c e s s button p r e s s e s
14 // update s e t p o i n t
15 }
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Figure 3.5: The timing diagram visualizes the specified timing properties of the power
converter program.

Checker are inferred from their periods, which are 200ms and 50us respectively. The
deadline of Trigger is explicitly defined as 3us. The baseline of Step has an offset of
4us relative to the baseline of Trigger and a deadline of 5us. Between the execution
windows of Trigger and Step is the 1us time gap for the ADC sampling delay. Trigger
and Checker have a high repetition rate of 50us, while Button repeats only each 200ms.

The presented power converter example shows the usability of RTFM-core. Task defi-
nitions and their timing specification form the system design. Time dependent systems
such as the power converter control with its discretized transfer function can be defined
in an easy way. If a suitable scheduling for a given RTFM-core program is provided,
executing all task instances within their execution windows is up to the run-time sys-
tem. The tools of RTFM facilitate the scheduling analysis for execution under the stack
resource policy (SRP, [16]) based RTFM-kernel [4], where plenty of options for static
scheduling analysis exist.

The example can be considered as a little industrial automation system. Besides the
control of the physical process, the device contains an input button to adjust a parameter
and a display to monitor properties. Considering RTFM as the run-time system for IEC
61499, function blocks can encapsulate RTFM-core programs. The run-time system can
provide function blocks for input (ADC, button, etc.), output (PWM, display, etc.) and
compound functionality such as a control function. A mapping of an IEC 61499 function
block network to RTFM, as proposed in Articles A and I, allows analyzable and verifiable
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function block applications down to the execution environment (see Articles D, E and
K). Given that the response time in the communication network is analyzable, as shown
for example in Articles D and K, even the response times for a distributed function
block network without missing specified deadlines can be guaranteed. Distributing the
display and button tasks to different devices is a useful distribution scenario for the power
converter to allow remote control.
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Chapter 4

Research contributions

4.1 Summary of Appended Articles

The following list contains all publications that are added to the compilation of articles in
the last Part of the thesis. The articles are chronologically sorted by their creation dates
to give a feeling about the work order and not the publication order. A short summary
is given and the authors contributions are highlighted.
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4.1.1 Article A

Title: RTFM-4-FUN.
Authors: Per Lindgren, Marcus Lindner, Andreas Lindner, Johan Eriksson, and Valeriy
Vyatkin.
Published in: 2014 9th IEEE International Symposium on Industrial Embedded Sys-
tems (SIES).
Summary: This article discusses a mapping for implementing a subset of IEC 61499
FB networks on light-weight embedded devices (MCUs). Traditionally, IEC 61499 FB
networks are deployed on programmable logic controllers or industrial PCs. We propose
and detail an event semantics and its mapping to the notions of tasks and resources for
Stack Resource Policy based analysis and scheduling. Moreover, we show how the pro-
posed mapping can be efficiently implemented under the RTFM-kernel, and we outline
a prototype tool-chain and discuss related, ongoing, and future work.
Contribution: The author took part in developing the mapping and took part in
discussions about the implementation for the RTFM-kernel. He participated in writing
the article as well as in addressing the review comments. The author presented the work
at the conference with follow-up discussions during a poster session.

4.1.2 Article B

Title: RTFM-core: Course in Compiler Construction.
Authors: Marcus Lindner, Andreas Lindner, and Per Lindgren.
Accepted for publication in: EMSIG Special Issue on Education.
Summary: This article is a publication on education outlining the course syllabus of the
Compiler Construction course of the masters program at LuleåUniversity of Technology
(LTU) and its relation to CPS/IoT as well as embedded systems in general. Contrary
to the typical bottom-up approach for teaching compiler technologies at universities, the
course follows the top-down approach introducing a domain specific language design with
the outset from the already given imperative RTFM-core language. We discuss with the
students design choices for the language, spanning from the programming model, compiler
design issues, back-end tools, and even run-time environments. The intention is to give
a holistic perspective and motivate the use of compilation techniques towards robust,
efficient, and verifiable embedded software. In the laboratory assignments, the students
extend a minimalist language and develop the compiler accordingly. The article discusses
the course and analyses the success of the approach.
Contribution: The author took part in planning discussions about the course syllabus
and accompanied the course during fall 2014. He participated in writing the first version
of the article as well as in addressing the review comments. The author presented the work
at the workshop ESWeek/WESE 2014 (New Delhi, India) with follow-up discussions. The
original article was invited for publication in the Journal for what the author rewrote the
article and addressed additional review comments.
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4.1.3 Article C

Title: RTFM-core: Language and Implementation.
Authors: Per Lindgren, Marcus Lindner, Andreas Lindner, David Pereira, and Luís
Miguel Pinho.
Published in: 2015 IEEE 10th Conference on Industrial Electronics and Applications
(ICIEA).
Summary: This article presents the programming language RTFM-core and a proto-
type compiler implementation for it. RTFM-core is designed to facilitate the development
process and provide highly efficient and statically verifiable implementations. The pro-
gramming model is reactive, based on concurrent tasks and (single-unit) resources. The
language captures only the static task, communication, and resource structure of the
system but allows embedding or externally referencing of C source code. The compiler
generates C code output that compiled together with the RTFM-kernel primitives runs
on bare metal. The proposed language and supporting tool-chain is demonstrated by
showing the complete process of compiling RTFM-core source code to bare metal exe-
cutables for a light-weight ARM Cortex-M3 target.
Contribution: The author took part in discussions about the language and compiler de-
sign. He participated in writing the article as well as in addressing the review comments.
The author presented a first version of the article at the workshop ESWeek/CPSArch
2014 (New Delhi, India) with follow-up discussions and presented the final version at the
conference ICIEA 2015 (Auckland, New Zealand) with follow-up discussions.

4.1.4 Article D

Title: End-to-End Response Time of 61499 Distributed Applications over Switched Eth-
ernet.
Authors: Per Lindgren, Johan Eriksson, Marcus Lindner, Andreas Lindner, David
Pereira, and Luís Miguel Pinho.
Submitted to: IEEE Transactions on Industrial Informatics.
Summary: This article proposes a low complexity implementation technique allowing
to assess end-to-end response times of event chains in IEC 61499 FB networks spanning
over a set of networked devices. Based on a translation of IEC 61499 to RTFM-MoC tasks
and resources, the response time for each task in the system can be derived using estab-
lished scheduling techniques. We develop a method to provide safe end-to-end response
time taking both intra- and inter-device delivery delays into account. As a use case, we
study the implementation on (single-core) ARM Cortex-M based devices communicating
over a switched Ethernet network. For the analysis, we define a generic switch model
and an experimental setup allowing us to study the impact of network topologies as well
as 802.1Q quality of service packet prioritization in a mixed critical setting. Our results
indicate that safe sub millisecond end-to-end response times can be obtained using the
proposed approach. The article was invited as a journal publication and bases on the
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shorter version summarized as Article K.
Contribution: The author took part in discussions about the capabilities of response
time analysis utilizing standard Ethernet components and 802.1Q packet prioritization
as well as queuing mechanism of Ethernet switches. He participated also in conducting
the experiments and studied the Cisco documentation to find reliable information about
the used queuing mechanisms and predictable behavior. The author took part in writing
the article, addressing review comments, and is in charge of the submission process with
the Journal editors.

4.1.5 Article E

Title: A Real-Time Semantics for the IEC 61499 standard.
Authors: Per Lindgren, Marcus Lindner, Andreas Lindner, Valeriy Vyatkin, David
Pereira, and Luís Miguel Pinho.
Published in: 2015 IEEE 20th International Conference on Emerging Technologies &
Factory Automation (ETFA).
Summary: This article addresses the fundamental shortcoming of IEC 61499 to provide
an appropriate timing semantics for the specification of timing requirements, reasoning
on timing properties at the model level, and for the timing verification of a specific
deployment. The key property of the proposed real-time semantics for IEC 61499 is the
preservation of non-determinism. It allows to reason on (and verify) timing properties at
the model level without assuming any specific scheduling policy or stipulating a specific
order of execution for the deployment. The proposed timing semantics is backwards
compatible to the current standard and thus allows for re-use of existing designs. The
transitional property allows timing requirements to propagate to downstream sub-systems
and can be utilized for scheduling at both device and network level. Based on a translation
to RTFM-MoC tasks and resources, IEC 61499 FB networks can be analyzed, compiled,
and executed. As a proof of concept, the timing semantics has experimentally been
implemented in the RTFM-core language and the accompanying (thread-based) RTFM-
RT run-time system.
Contribution: The author took part in discussions about the timing semantics and
was involved in the implementation for the RTFM-RT run-time system. He participated
in writing the article as well as in addressing the review comments. The author presented
the work at the conference with follow-up discussions during a poster session.

4.1.6 Article F

Title: RTFM-RT: a threaded runtime for RTFM-core - towards execution of IEC 61499.
Authors: Andreas Lindner, Marcus Lindner, and Per Lindgren.
Published in: 2015 IEEE 20th International Conference on Emerging Technologies &
Factory Automation (ETFA).
Summary: This article details the generic RTFM-RT run-time architecture, which
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allows RTFM-core programs to be executed on top of thread-based environments. We
discuss our implementation regarding scheduling specifics of Win32 threads (Windows)
and Pthreads (Linux and Mac OS X). For execution of IEC 61499 FB networks, we apply
a mapping from IEC 61499 to the RTFM-MoC task and resource model implemented
by the RTFM-core language. A compilation from RTFM-core can be targeted to both
the RTFM-kernel and the introduced run-time system RTFM-RT. Using our RTFM-RT
implementation for deployment, predictable IEC 61499 execution together with access to
operating system functions such as device drivers and protocol stacks are accomplished.
For further developments, we discuss the needed scheduling options to achieve hard real-
time and discuss analysis required to eliminate deadlocks.
Contribution: The author took part in discussions about the run-time design and was
involved in the implementation. He wrote major parts of the article as well as addressed
the review comments. The author presented the article at the conference with follow-up
discussions.

4.1.7 Article G

Title: Safe Tasks: Run Time Verification of the RTFM-lang Model of Computation.
Authors: Marcus Lindner, Andreas Lindner, and Per Lindgren.
Submitted to: 2016 IEEE 21st International Conference on Emerging Technologies &
Factory Automation (ETFA).
Summary: This article discusses safe verification of task execution given a specification
using the RTFM-MoC. For this purpose, we introduce memory resources to the declara-
tive language RTFM-core allowing compliance checks and propose a method for run time
verification exploiting memory protection hardware. An extension to the RTFM-core
infrastructure is outlined and tested with prominent use cases of embedded development.
As a proof of concept, we implement compiler support for program analysis and auto-
matic generation of run-time verification code together with an isolation layer for the
RTFM-kernel. With this verification foundation, functional run-time checks as well as
further overhead assessments are future research questions.
Contribution: The author took part in designing the memory resource extension to the
RTFM-core language and took part in discussions about the implementation of an iso-
lation layer for the RTFM-kernel exploiting the memory protection hardware. He wrote
major parts of the article. The author plans to present the article at the conference with
follow-up discussions.

4.2 Summary of Related Articles

This Section lists all publications, which have a relation to the work presented in this
thesis but are not added to the compilation of articles in the last Part of the thesis. The
list is chronologically sorted by work and publication date, gives a short summary of each
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article and highlights the authors contributions.

4.2.1 Article H

Title: RTFM-lang static semantics for systems with mixed criticality.
Authors: Per Lindgren, Johan Eriksson, Marcus Lindner, David Pereira, and Luís
Miguel Pinho.
Published in: Proceedings of Workshop on Mixed Criticality for Industrial Systems
(WMCIS’2014) - Ada User Journal.
Summary: This article discusses an approach to partition safety-critical and non-
critical functions of a system based on a predecessor of the RTFM-core and RTFM-cOOre
languages. Static semantic analysis is performed directly on the system specification ex-
pressed in form of an object oriented (OO) model written in the experimental language
RTFM-lang. This allows at compile time to distinguish between critical and non-critical
functions and assign to them appropriate access rights by means of statically checkable
typing rules. In particular, dynamic memory allocations could be restricted to non-
critical functions, while, on the other hand, direct interaction with the environment may
be restricted to the critical parts. With respect to scheduling, a static task and resource
configuration allows, e.g., stack resource policy (SRP) based approaches to be deployed.
In this article, we discuss how this can be achieved in a mixed critical setting.
Contribution: The author took part in discussions about the language’s syntax and
semantics design.

4.2.2 Article I

Title: Real-Time Execution of Function Blocks for Internet of Things using the RTFM-
kernel.
Authors: Per Lindgren, Marcus Lindner, Andreas Lindner, Johan Eriksson, and Valeriy
Vyatkin.
Published in: 2014 IEEE 19th International Conference on Emerging Technologies &
Factory Automation (ETFA).
Summary: Function blocks in terms of the IEC 61499 standard provide means to
model and program industrial control systems partitioned and executed in a distributed
fashion. At device level, such models are traditionally implemented on programmable
logic controllers that underneath have an operating system and a software run-time
environment, which implies high resource demands. However, there is a current trend to
integrate small embedded devices (so called Internet of Things devices) in such distributed
control systems. This article seeks to address the outsets for real-time execution of
function block based designs on light-weight controllers (MCUs) with limited resources
(memory and CPU). We propose a mapping of the function block execution semantics to
the RTFM-kernel and discuss opportunities for design-time analysis of response times,
overall schedulability, and memory requirements.
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Contribution: The author took part in developing the mapping and took part in
discussions about the implementation for the RTFM-kernel. He participated in writing
the article as well as in addressing the review comments. The author presented the work
at the conference and in a workshop with follow-up discussions.

4.2.3 Article J

Title: Well formed Control-flow for Critical Sections in RTFM-core.
Authors: Per Lindgren, Marcus Lindner, Andreas Lindner, David Pereira, and Luís
Miguel Pinho.
Published in: 2015 IEEE 13th International Conference on Industrial Informatics
(INDIN).
Summary: This article steps aside from the mainstream of embedded software de-
velopment, which is dominated by C programming and typically imposes a thread based
abstraction to concurrency. The article takes the outset of a language abstraction, RTFM-
core, where the system is modelled directly in terms of tasks and resources. In compliance
to the stack resource policy (SRP) model, the language enforces well-formed LIFO nesting
of claimed resources and thus SRP-based analysis and scheduling can be readily applied.
For the execution on bare-metal single core architectures, the RTFM-core compiler per-
forms SRP analysis of the model and renders an executable that is deadlock free and
exploits the underlying interrupt hardware for efficient scheduling utilizing RTFM-kernel
primitives. The RTFM-core language embeds C code and links to C object files and li-
braries. Hence, it is applicable to the mainstream of embedded development. However,
while the language enforces well-formed resource management, control flow in the em-
bedded C code may violate the LIFO-nesting requirement and thus the programmer is
responsible to ensure well-formed nesting through restricted control flow. In this article,
we address this issue by lifting a subset of C into the RTFM-core language allowing arbi-
trary control flow at the model level. In this way, well-formed LIFO nesting is enforced,
which ensures models correct by construction. We demonstrate the feasibility trough a
prototype implementation in the RTFM-core compiler. Additionally, we develop a set of
running examples and show in detail how control flow is handled at compile-time and
during run-time.
Contribution: The author took part in discussions about the extensions to the RTFM-
core language for the control flow primitives and their implementation. He participated
in writing the article as well as in addressing the review comments. The author presented
the work at the conference with follow-up discussions.

4.2.4 Article K

Title: Response Time for IEC 61499 over Ethernet.
Authors: Per Lindgren, Johan Eriksson, Marcus Lindner, Andreas Lindner, David
Pereira, and Luís Miguel Pinho.
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Published in: 2015 IEEE 13th International Conference on Industrial Informatics
(INDIN).
Summary: The IEC 61499 standard provides means to specify distributed control sys-
tems in terms of function blocks. The execution model is event driven (asynchronous),
where triggering events may be associated with data and be seen as a message. This
article proposes a low complexity implementation technique allowing to assess end-to-
end response time of event chains spanning over a set of networked devices. We develop
a method to provide safe end-to-end response time taking both intra- and inter-device
delivery delays into account. As a use case, we study the implementation on (single-
core) ARM Cortex based devices communicating over a switched Ethernet network. For
the analysis, we define a generic switch model and an experimental setup allowing us
to study the impact of network topologies as well as 802.1Q quality of service packet
prioritization in a mixed critical setting. Our results indicate that safe sub millisecond
end-to-end response times can be obtained using the proposed approach.
Contribution: The author took part in discussions about the capabilities of response
time analysis utilizing standard Ethernet components and 802.1Q packet prioritization
as well as queuing mechanism of Ethernet switches. He participated also in conducting
the experiments and studied the Cisco documentation to find reliable information about
the used queuing mechanisms and predictable behavior. The author took part in writing
the article, addressing review comments, and presented the work at the conference with
follow-up discussions.

4.2.5 Article L

Title: A Formal Perspective on IEC 61499 Execution Control Chart Semantics.
Authors: Per Lindgren, Marcus Lindner, David Pereira, and Luís Miguel Pinho.
Published in: 2015 IEEE Trustcom/BigDataSE/ISPA.
Summary: This article is a step towards a formal semantics for the event driven exe-
cution model of IEC 61499. We focus on the Execution Control Chart semantics, which
is fundamental to the dynamic behavior of basic function block elements. In particular,
we develop a well-formedness criterion that ensures a finite number of Execution Control
Chart transitions for each triggering event. Additionally, the article shows the first step
of automating a well-formedness checking algorithm in the Coq proof-assistant to proof
the correctness of the algorithm with respect to our proposed execution semantics. The
algorithm is extractable from the automation in a correct-by-construction way and can
be directly incorporated in a certified toolchain for analysis, compilation, and execution
of IEC 61499 models. As a proof of concept, a prototype tool RTFM-4FUN has been de-
veloped. It performs well-formedness checks on basic function blocks using the extracted
algorithm’s code.
Contribution: The author took part in discussions about the theoretical background,
i.e., the well-formedness criterion of the liveliness of basic function block ECCs and the
possibilities of proofing it in Coq.
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4.2.6 Article M

Title: Abstract Timers and their Implementation onto the ARM Cortex-M family of
MCUs.
Authors: Per Lindgren, Emil Fresk, Marcus Lindner, Andreas Lindner, David Pereira,
and Luís Miguel Pinho.
Published in: Embed with Linux Workshop (EWiLi 2015).
Summary: This article introduces a platform independent timer abstraction that re-
lies on the existing primitives of the RTFM-kernel, which is an architecture designed to
provide highly efficient and predicable Stack Resource Policy based scheduling, targeting
bare metal (single-core) platforms. Furthermore, we develop two alternative implemen-
tations for the ARM Cortex-M family of MCUs: a generic implementation using the
ARM defined SysTick/DWT hardware and a target specific implementation using the
match compare/free running timers. While sacrificing generality, the latter one is more
flexible and may reduce overall overhead. The article presents invariants for correct-
ness, discusses methods for static and run-time verification, and characterizes the bound
overhead. In both cases, the critical section from release time to dispatch is less than
2us on a 100MHz MCU. Queue and timer mechanisms are directly implemented in the
RTFM-core language and can be included in system-wide scheduling analysis.
Contribution: The author took part in discussions about the timer abstraction and
glitch-free implementation on existing timer hardware. He participated also in writing
the article and addressing review comments.
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Chapter 5

Conclusions and future work

5.1 Conclusions

The goal of the SvK research project is to increase the robustness of variable frequency
drives. In the context of SvK, VFDs are components of industrial automation systems in
Swedish power plants. For that reason, we concentrated on analyzing existing issues and
open questions in software development for industrial automation systems. A detailed
study of various industrial standards served as a starting point for building a basic under-
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standing of state-of-the-art industrial software development and safety requirements. We
investigated standard documents from the areas of industrial programming and software
safety.

In software systems, robustness is a run-time property and reliability a static property.
Both properties are essential for the functional and safety layer of an industrial control
system. Because reliability is vital for robustness and robustness is part of the system
design, we focused as a first step on reliability aspects of software in our studies. The
execution and timing semantics have a major impact on the reliability of a software system
used in real-time applications such as industrial automation. We propose a framework for
embedded real-time development and discuss its capabilities as a run-time environment
for industrial automation systems to address the identified reliability issues. Different
examples throughout the thesis connect the work to real scenarios.

IEC 61131 and IEC 61499 are the latest standards for industrial software development.
While IEC 61131 is established in the industrial community, IEC 61499 still fights for
acceptance. IEC 61131 is device-focused without specifications for distribution. It does
not capture the overview of an entire control system and concentrates solely on the
details. Moreover, IEC 61131 defines a precise execution semantics that is suitable for
safety-critical applications. The execution semantics allows an event-driven or scan-cycle
based system design, but the timing semantics is unclear for the event-driven design.
Utilizing the scan-cycle model allows a response time analysis based on the cycle times
of all used controllers in the automation system. The timing of the control behavior can
be deduced from the chain of program loops and devices a signal has to pass.

IEC 61499 can be seen as a continuation of IEC 61131. Its execution semantics is
exclusively event-driven and comprises a distribution model. We believe IEC 61499 has
the potential to become a widely accepted standard for industrial automation systems as
soon as all open issues regarding its execution and timing semantics are eliminated. Its
current specification lacks a clear execution semantics suitable for the requirements to
limited variability languages used in safety related application software. Furthermore, the
specification defines no timing semantics for function block networks that allows analysis
for predictable timing behavior. We cannot exclude that it is possible to encode arbitrary
program logics within the execution semantics of IEC 61499 in its current state, but the
insufficient requirements to the scheduling function make an analyzable and predictable
timing behavior impossible.

Our recently published work on the RTFM framework includes a well-defined model
of computation that defines an analyzable execution and timing semantics in a task
and resource based concurrency model. The timing semantics is explicit and free of
dependencies to a run-time system, which benefits both specification and verification.
We propose our complementary language and run-time system as a basis for IEC 61499
execution without changing the defined semantics of the standard. In this way, we ensure
reliability at function block level and allow for robust system designs.
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5.2 Future Work

Having a reliable programming model is one requirement for safe execution of industrial
automation systems. Functions for robust execution are implemented as part of the
system design and need to be correct to guarantee a stable operation of the control
system. Proofing the correctness of a function requires an appropriate specification and
a method to verify if the implementation of that function satisfies the given specification.
Formal methods for the specification and verification of program behavior is barely used.
Despite it is incomplete, testing is still the most common way for evaluating the program
behavior against an informal specification.

In the second half of the PhD studies, we plan to formalize the RTFM model of compu-
tation. Although not yet decided, structural operational semantics (SOS, [17]) or labeled
transition systems (LTS, [18]) are two promising options. Based on such a formalization,
formal program verification for a given program behavior specification is possible directly
on RTFM-core code.

Another discussed option for further research at function block level is the formalization
of adapters for a contract based system. IEC 61499 provides adapters as an interface
type between function blocks. Adapters encapsulate event and data flows with a defined
behavior that can be specified in a simple way by means of service sequences. Formalizing
adapters and thus formalizing the interface behavior of function blocks opens up for a
variety of research options. A Verified function block interface behavior allows to ensure
the compatibility of function blocks. Furthermore, reasoning on the compound behavior
of multiple function blocks is possible.

Besides formal methods, there are also other interesting research topics around the
RTFM framework or the IEC 61499 standard. For example, RTFM-core programs can be
executed under the SRP-based RTFM-kernel. SRP scheduling requires static assignment
of priorities to tasks. The RTFM MoC specifies a timing semantics, which allows the
developer to define baselines and deadlines per task. The RTFM-core compiler has
to analyze the timing specification of a given program and infer priorities for a valid
scheduling under the RTFM-kernel target. The deduction of priorities is not a trivial
task and enables subsequent research for optimization.

A distributed IEC 61499 function block network exchanges information through events
and data. The standard defines no timing semantics at device level and also not at
network level. Vyatkin et al. [19] propose an extension to IEC 61499 with time-stamped
events based on synchronized clocks to preserve a correct causality of the distributed
system execution in the event of hardware and software reconfiguration. That work
together with our proposal for a real-time semantics in Article E can be an outset for
further research on a reliable and analyzable timing semantics.
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RTFM-4-FUN

Per Lindgren, Marcus Lindner, Andreas Lindner, Johan Eriksson, and Valeriy Vyatkin

Abstract

Function Blocks provides a means to model and program industrial control systems.
The recently acclaimed IEC 61499 standard allows such system models to be partitioned
and executed in a distributed fashion. At device level, such models are traditionally
implemented onto programmable logic controllers and industrial PCs. In this paper, we
discuss work in progress on developing a mapping allowing to implement a subset of
IEC 61499 models onto light-weight embedded devices (MCUs). We propose and detail
an event semantics, and its mapping to the notions of tasks and resources for Stack
Resource Policy based analysis and scheduling. Moreover, we show how the proposed
mapping can be efficiently implemented under the RTFM-kernel. Finally we outline a
prototype tool-chain and discuss related, ongoing and future work.

1 Introduction

Industrial control systems are traditionally implemented using Programmable Logic Con-
trollers (PLCs). In order to improve portability of control applications standards such
as IEC 61131-3 [1] have been established. As a part thereof Function Blocks have been
introduced in order to provide a component based means to modularise designs and
improve design efficiency through reusability.

Recently, the standard IEC 61499 [2] has been approved, which introduces event based
communication and adds the possibility of distributing applications onto a network of
devices. Traditional implementation techniques for industrial PLCs rely on real-time
operating systems and software run-time environments that imply high resource demands,
hence prohibit the deployment to light-weight devices.

To this end, this paper attempts to address the outsets for execution of Function Block
based designs onto light-weight controllers (MCUs) with limited resources.

In this paper we introduce an extension of the model that allows to distinguish syn-
chronous and asynchronous events. The rendered model is still compliant to the IEC
61499 standard, as the synchronous events can be seen as just immediately served asyn-
chronous events.

We define a mapping from the extended IEC 61499 model to the notions of tasks and
resources under the Stack Resource Policy (SRP)[3]. The mapping provides:
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• an unambiguous execution semantics,
• an outset for analysis, e.g., response time, overall schedulability and stack memory

usage, and
• an outset for efficient scheduling.

In this paper we focus on detailing the extended IEC 61499 model, the mapping to SRP
and the implication to hardware assisted scheduling offered by the RTFM-kernel [4].

2 IEC 61499 Execution Semantics

In this section we briefly review the informal semantics of IEC 61499 based on the [2] IEC
document and common interpretation/understanding. The IEC 61499 standard covers
distributed control systems from a holistic perspective. For this work, we focus on device
level issues, and in particular the implications to scheduling and resource management
from a general real-time systems perspective.

Execution semantics are informally specified in the standard which leaves some room
for interpretation by implementers. (There is as of 2014 no reference implementation of
IEC 61499, 4DIAC is considered to be the closest to the currently approved standard.)

The IEC 61499 standard stipulates an (implicitly asynchronous) event-based communi-
cation model, where execution is triggered by the occurrence of a corresponding event.

2.1 Function Block Types

A Function Block (FB) is described in terms of a set of input events with associated input
data variables, and a set of output events with associated output data variables.

Basic Function Blocks

For basic FBs the functionality is described in terms of an Execution Control Chart
(ECC).

Service Interface Function Blocks

Internal operation of an SIFB is implementation/vendor dependent and is not explic-
itly covered by the IEC 61499 standard. However, their interaction behavior can be
expressed/specified in terms of a Service Sequence. They can be used to introduce
timers/delay elements and to implement interaction with the underlying hardware and
interfacing external code (such as communication libraries, etc.).
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Composite Function Blocks

A composite FB can be used to encapsulate an FB-network into a component for reuse
purposes. The encapsulated FB-network can consist of basic FBs and SIFBs as well as
another composite FBs.

2.2 IEC 61499 Resources, Devices and Scheduling

Each FB (including Composite FBs) instantiated in an application needs to be mapped to
a resource residing on a target device. All incoming and outgoing events from a resource
need to go through an SIFB.

Resource Scheduling

Each resource is associated with an event scheduler. Events should be provided from
the scheduler in sequential manner (each delivery contains a single event). When an
event is delivered to an FB the associated data variables are read (sampled) from the
incoming wire, and correspondingly, when an event is emitted from an FB the associated
data variables are written to the outgoing wire. To ensure consistency, events and their
associated data operations should be treated atomically. Besides that, the standard leaves
eventing semantics (at resource level) undefined. In effect, this leaves event delivery order
and buffering mechanism (size, event/data association, ageing, overflow handling, etc.)
up to the implementation.

ECC Execution Semantics

The ECC defines the state transition conditions and corresponding actions. These con-
ditions are of three forms;

• Form 1: a (single) input event,
• Form 2: logical expression on input variables, internal variables and output vari-

ables, and
• Form 3: Form 1 in conjunction with a Form 2 expression.

The ECC execution mechanism is captured by the state machine in Figure 1, starting
in S0.

When an input event is handled, the associated input variables are read (sampled) from
the environment (wire) (t1 in Figure 1), and possible ECC transitions are inspected in
S1. (If numerous possible transitions are possible, the standard stipulates the natural
order from the underlying XML specification.)
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Figure 1: ECC operation state machine.

When a transition is taken in the ECC (t3), a sequence of associated actions (defined in
the target state) are performed (S2). Each action identifies an (optional) algorithm to be
executed and (optional) output event. Algorithms can mutate (read/write) input, inter-
nal, and output variables (hence as a side effect change the values under which transition
conditions are evaluated). When an output event is handled, the associated data out-
put variables should be atomically written to the environment (before the corresponding
output event is visible). After the sequence of actions has been performed (t4), further
possible transitions are inspected and taken (t3) until no further transition is possible
(t2). An input event is considered to be consumed when taking either branch t3 or t2.

2.3 Implication to scheduling and input/output behavior

The execution semantics are not formally defined (and event handling ambiguities at
resource level have already been discussed). This has led to different interpretations and
implementation approaches, rendering diverging and inconsistent input-output behavior
for the same model (depending on run-time and operating system specifics). This goes
far beyond what would be considered as sound non-determinism, making it hard or even
impossible to reason on correctness, replaceability, interoperability etc. This is non-
satisfactory, as it prohibits re-use of models across vendors/frameworks. The lack of
formal semantics also limits the analysis of FB model behavior to the specific semantics
of the run-time system at hand.

3 Light-weight Scheduling under RTFM-kernel

In this section we review the basic properties of SRP and the RTFM-kernel.
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3.1 SRP Scheduling exploiting Interrupt Hardware

The Stack Resource Policy [3], is a general approach to preemptive scheduling under
shared resources. The requirement that resources are claimed/released in a LIFO order,
allows (deadlock free) execution on a single stack. As a priori information the set of
tasks are given along with information on their resource usages. For static priority
scheduling, e.g., deadline monotonic (DM), SRP analysis can be applied to derive a
(static) priority ceiling for each resource. This information can be directly applied to run-
time scheduling, and as shown in [4], allows an SRP-DM scheduler to efficiently exploit
preemptive interrupt hardware. Similar approaches to hardware assisted scheduling has
been shown e.g., in [5] and [6].

3.2 Hardware requirements

The approach to efficient SRP-DM based scheduling [4] assumes that the underlying
hardware (interrupt controller) support preemptive dispatching of incoming interrupts
(on basis of priorities). It also assumes that there is some mechanism to implement
task admittance under the SRP-current system ceiling (CS). Under RTFM-kernel this
amounts to prohibit the dispatching of interrupt service routines with priority less or
equal than CS.

Many modern MCUs (e.,g. the ARM M0/M3 families [7, 8]) have support for preemp-
tive interrupts and necessary means to prohibit dispatching, either directly (BASE_PRI
register or similar) or by disabling interrupts.

The kernel reported in [4] is parametrized w.r.t. vendor specific information, hence
is directly applicable to a vast variety of ARM based platforms. (It can straightfor-
wardly be adopted to support other architectures meeting the aforementioned hardware
requirements.)

3.3 The RTFM-kernel

From a programmers perspective the RTFM-kernel C code API is minimalistic by design.
It comprises

• binding of resources to resource ceilings,
• binding of tasks to the hardware interrupt vector,
• locking/unlocking of a resource, and
• the pending of a task.

Each kernel primitive boils down to only a few machine instructions on the ARM cortex
hardware. For details on the implementation and performance assessment we refer the
reader to [4].
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4 Mapping of IEC 61499 to the RTFM-kernel

In this section we discuss the execution model for FB based systems from a light-weight
scheduling perspective, and propose a mapping of FBs to the notions of tasks and re-
sources found in [4]. The mapping gives an unambiguous execution semantics, and allows
us to reason on properties of the system in terms of memory requirements (static foot-
print, heap and stack) as well as response time(s) and overall schedulability.

4.1 RTFM Events

We assume each FB in our extended IEC 61499 model to indicate whether an output
event is to be treated synchronously or asynchronously. (If no information is given, the
event is considered to be synchronous).

RTFM Synchronous Event

Emitting a synchronous event from a sending FB corresponds to a call to the receiving
FB (e.g., invoking the ECC).

RTFM Asynchronous Event

Emitting an asynchronous event from a sending FB amounts to the pending of a corre-
sponding task.

4.2 RTFM Tasks

Each chain of synchronous events is a task te. The head of such a chain is always triggered
by an asynchronous event e.

4.3 RTFM Priorities

We assume each asynchronous event in the model is associated to a priority p(e). The
corresponding task (chain of synchronous events) will be run at this priority.

4.4 RTFM Resources

The 61499 notion of a resource differs from the notion of a resource used in classic
scheduling theory (as undertaken by the RTFM-kernel). An RTFM resource is at any
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instance in time unlocked or claimed (locked) by a single task, (i.e., RTFM resource is a
single unit resource related to the original work in [3]).

Each FB b is associated to a resource r(b), and each wire w is associated to a resource
r(w). This allows us to see both FBs and wires as being stateful entities, protected from
race conditions through their associated resources.

4.5 Execution model

Whenever a task t enters an FB, the corresponding r(b) must be locked (and on exiting
unlocked). This ensures the LIFO order for SRP based scheduling.

Let r(e) denote the set of resources for the wires associated with the event e and the FB
b(e) itself. According to the IEC 61499 ECC execution semantics, the associated data
should be sampled when an event ein is delivered (t1) in Figure 1. This corresponds to
a critical section,

LOCK(r(ein)), RD(wires), UNLOCK(r(ein)) (1)

for sampling the associated data variables. Accordingly, when emitting an event eout,
writing the associated data variables,

LOCK(r(eout)), WR(wires), UNLOCK(r(eout)). (2)

4.6 Consistency and Compliance

This mapping ensures race free access to shared resources (FBs and wires). During
execution, RTFM-kernel guarantees that only one task may at any time access a shared
resource, i.e., the state of an FB will be protected as well as the contents of wires, under
the concurrent/preemptive execution model provided by the RTFM-kernel.

Side conditions

In order for an IEC 61499 model to provide a valid mapping to the RTFM-kernel, the
following must hold:

1. the model should be free of cycles in synchronous event chains, and
2. during run-time, asynchronous events should not re-occur before being dispatched.

Violating the first criterion would render a dead-lock (trying to claim an already claimed
resource), and is detected at compile time when deriving the task-set from the model. A
valid model can be derived implicitly or explicitly by breaking such synchronous event
chains by an asynchronous event.
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Violating the second criterion would render a missed event e since (besides the 1-sized
buffer provided by the interrupt hardware) we perform no buffering of events. This can
be detected at compile time. Let rt(te) be the response time for the task te and ia(te)
the inter-arrival time for te. Assume rt(te) < ia(te), then te will be both dispatched and
executed to completion before te will re-occur, hence it is sufficient to show rt(te) < ia(te)
to avoid missed events.

Even if rt(te) > ia(te) the system may still be scheduleable given adequate buffering of
outstanding events. Determining their required queue length boils down to the general
problem of queuing theory, and is out of scope for this presentation.

IEC 61499 Compliance

Given that the side conditions hold, we have a valid mapping from device level FB
models to the notions of tasks and resources. We claim that we uphold correctness with
respect to the IEC 61499 standard. From a semantic perspective, updates due to a
synchronously executed event, will not be visible to the sender (until next invocation of
the sender’s ECC), hence the synchronous execution model preserves the asynchronous
61499 semantics also in that respect.

5 Tool-Chain

We implemented the proposed theoretical mapping by developing a framework (RTFM-
4-FUN) to perform automatic code generation from device level FB models to RTFM-
kernel based executables. IEC 61499 models (FBs and system descriptions) are created
using the open source 4DIAC framework, where FB descriptions are annotated by input
event to output event relations. Events can be annotated as being either asynchronous
or explicitly synchronous. For asynchronous events, priority and inter-arrival time can
be optionally specified. The event annotations are used by the RTFM-4-FUN tool to
generate C code, that using the RTFM-kernel primitives can be executed on bare metal.
The prototype implementation has been successfully tested on the ARM Cortex M3
(LPC1769) and results validate its feasibility.

6 Related Work

As already mentioned, the IEC 61499 standard has already given rise to a number of
tool chains, but as of now there exist no complete reference implementation [9]. The
standardization committee is currently working to further refine the specification in order
to clarify the execution semantics (especially at resource level). An interesting approach
is found in [10], taking the outset from synchronous languages. They propose a Globally
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Figure 2: Example system with a periodic Timer, triggering the reading of a hard-
ware register In, which in turn triggers the computations in CTRL and in turn
the writing of another hardware register Out. Events are synchronous besides the
Out_INTO→TIMER_START (to avoid any synchronous cycle). By making In_DR asyn-
chronous, we can let the (potentially time consuming) computation in CTRL run at lower
priority (hence allow higher priority tasks preempt the computation). Alternatively, by
triggering the Out_SET directly from the timer Timer_Trig we can force the update to
be postponed in sync to the next data reading. This would minimise jitter at the expense
of additional delay.

Asynchronous Local Synchronous (GALS) execution model, where (instead of delivering
events in a sequential manner) all events are made available to all function blocks. Within
an FB network, execution is concurrent and locally synchronized in terms of ticks. The
execution model is formalized which opens up for reasoning and analysis. The approach
differs from ours in the sense that they deliberately stepped aside from the IEC 61499
execution semantics. Yoong [11] also propose an instantaneous execution model for FBs
similar to our proposal. However, we approach the problem from an real-time scheduling
perspective, identifying tasks/priorities and resources. We refer the reader to [4] for
motivation of SRP and further details for the RTFM-kernel.

7 Ongoing and Future Work

The underlying execution model opens up for offline analysis, e.g., response time and
overall schedulability (useful e.g., to validating real-time performance and side condition
2 mentioned in 4.6). Under the RTFM-kernel all tasks are running on a shared (execution)
stack. To derive safe and tight maximum stack requirement is another topic set for future
investigation based on previous work [12].

Synchronous events introduced in this text, do not allow data to be returned syn-
chronously, thus forcing data flow (feed forward) models, as seen in the example in
Figure 2. We are currently investigating the implications of extending the IEC 61499 stan-
dard by synchronous requests. Moreover, associating asynchronous events with arrival-
and response-times, would allow the programmer to precisely express timing requirements
and to provide and outset for models (and their execution under the RTFM-kernel) to
be free of scheduling artifacts such as jitter causing accumulated drift.
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8 Conclusions

In this paper we have discussed the IEC 61499 standard with a focus on scheduling FB
based models onto resource constrained platforms. As a main contribution of the paper,
we discuss in detail the outset for light-weight scheduling and propose a theoretical
mapping of device level FB models onto the RTFM-kernel for real-time execution. As
based on SRP scheduling, the mapping provides an unambiguous execution semantics to
device level FBs as well as a plethora of available methods for offline analysis.
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RTFM-core: Course in Compiler Construction

Marcus Lindner, Andreas Lindner, Per Lindgren

Abstract

The course in Compiler Construction is part of the Computer Science masters program
at Luleå University of Technology (LTU). Since the fall of 2014, the course is given by
the Embedded Systems group. This paper outlines the course syllabus and its relation
to CPS/IoT and embedded systems in general. In particular, the course introduces do-
main specific language design with the outset from the imperative RTFM-core language.
Students are exposed to design choices for the language, spanning from programming
model, compiler design issues, back-end tools, and even run-time environments. The
intention is to give a holistic perspective and motivate the use of compilation techniques
towards robust, efficient, and verifiable (embedded) software. Of course, developing ba-
sic skills is not overlooked and as part of the laboratory assignments, students extend
the minimalistic Object Oriented language RTFM-cOOre and develop the compiler ac-
cordingly targeting the RTFM-core language as an intermediate representation. As the
RTFM-core/-cOOre compilers are implemented using OCaml/Menhir, the students are
also exposed to functional languages and to their advantages in the context of compiler
construction. However, for their own development they may choose alternative design
tools and languages. This gives us the opportunity to review and correlate achievements
and efficiency to the choice of tools and languages and it is an outset for future course
development.

1 Introduction

Robustness, real-time properties, and resource efficiency are key requirements to- and
properties of- embedded devices of the CPS/IoT era. In this paper, we present the
newly designed course syllabus of the compiler construction course at LTU, based on
the domain specific language approach RTFM-core (alternatively referred to as -core in
the following). The language is geared towards facilitating the software development
for lightweight embedded devices, such as embedded sensors, actuators, and controllers
common to CPS and IoT applications. The paper discusses a new approach for teaching
the important topic of compiler construction in computer science studies and shows how
the concepts are presented using the example of a language specialized for embedded real-
time development. The design and compilation of the language is presented in context
of showing its capabilities for specification and verification of real-time properties.
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Figure 1: Common Compiler Architecture.

The -core compiler produces highly efficient implementations amenable for static ver-
ification of real-time properties and resource utilization. The programming model of
-core is reactive, based on the familiar notions of concurrent tasks and (single-unit) re-
sources. The language is kept minimalistic, capturing the static task, communication,
and resource structure of the system. Whereas C-source can be arbitrarily embedded
in the model (and/or externally referenced and linked) the step to mainstream develop-
ment is minimal and smooth transition of legacy code is possible. A prototype compiler
implementation for the -core language has been developed (implemented in the OCaml
language [1], using the modern Menhir tool [2] for parser generation). The compiler gen-
erates C-code output that compiled together with the RTFM-kernel primitives [3] runs
on bare metal. The RTFM-kernel guarantees deadlock-lock free execution and efficiently
exploits the underlying interrupt hardware for static priority scheduling and resource
management under the Stack Resource Policy [4]. This allows a plethora of well-known
and state of the art methods for static verification (response time analysis, stack memory
analysis, etc.) to be readily applied.

Another target for the C-code output of the -core compiler is the thread based run-time
system RTFM-RT [5]. Different from the RTFM-kernel, it executes -core programs on
mainstream and widespread thread based operating systems like Windows, Linux, and
Mac OS X.

A common construction of a compiler is shown in Figure 1. Its front-end creates an
internal representation of the input text. The structure used for that is called abstract
syntax tree (AST). Subsequently, the back-end emits the output text from this AST.
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1.1 Goal

Our primary goal is to demonstrate the potential of compilation techniques to address
domain specific challenges. Settings of CPS/IoT typically involve requirements on ro-
bustness, reactive real-time performance, and power efficiency of the target devices. To
this end, the specific design choices for the -core language, spanning from program-
ming model, compiler design issues, back-end tools, and even run-time environments are
motivated and scrutinized. The -core compiler allows the students direct hands-on ex-
perience. Due to its simplicity, the discussed problems and solutions can be presented
and demonstrated in terms of their concrete implementations. The complete compiler
including common definitions (Common.ml), error handling (Error.ml), command line
parsing (Cmd.ml), source code lexing and parsing (Lexer.mll/Parser.mly), AST rep-
resentation and pretty printing (AST.ml), and Main.ml amount in total only to a few
hundred lines of code.

1.2 Method

We strongly believe that the succinctness of representation due to the functional language
(OCaml) for the compiler implementation can be of great help to convey principles and
facilitate understanding. To this end, our compiler implementation relies only on the
standard libraries of OCaml, which are well designed, excessively proven by use, and very
well documented. With that said, we are aware of alternative and additional libraries (like
Core/Batteries), which may allow even more succinct, efficient, and elegant solutions.
However, simplicity was the key for our decision and introducing additional libraries
adds to the instep for understanding. One exception is the choice of Menhir. While being
(to a high degree) backwards compatible to ocamlyacc, Menhir offers more flexibility and
better error reporting and is to be considered as the preferred choice for new developments
(as stated, e.g., in the excellent Real World OCaml textbook [6]).

As the RTFM-core compiler is developed using OCaml/Menhir, the students are exposed
to the advantages of functional languages in the context of compiler construction, here
used to implement an imperative language. For their own development, they may chose
alternative design tools and languages (such as ANTLR/Java [7]). If doing so, they
themselves have to cover the ground of re-implementing the necessary parts of the -
cOOre compiler into their language of choice. A seemingly daunting task, however, the
-cOOre implementation is even smaller than the -core compiler, so it is indeed feasible
for the determined student.

1.3 Content

Of course, key content of the course aims at developing basic skills in the area of compiler
construction and is not overlooked. The main part of the laboratory assignments is
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dedicated to manifesting theories and principles by hands on experience into extending
a compiler for the (minimalistic) RTFM-cOOre Object Oriented language. W.r.t. code
generation, the students target the RTFM-core language as an intermediate program
representation. To this end, we step aside of the tradition of focusing low-level, register
allocation methods, stack layout schemes, etc. This is a very deliberate choice based
on the strong belief that students are more likely to deploy compilation techniques at
much higher level (rather than new back-ends to non-supported target architectures or
to compete with/improve on existing compiler back-ends).

Nevertheless, back-end issues and compiler optimizations are not left out of the course.
On the contrary, they are important and discussed, but not in the traditional way. Pro-
grams in -core and the OO -cOOre (fronted) language are purely static. This hugely fa-
cilitates analysis and methods to program specialization (omitting costly pointer derefer-
encing during run-time) are introduced. Targeting light-weight embedded systems RAM
is likely a sparse resource in comparison to FLASH/program memory storage. (E.g.,
the Cortex M3 LPC 1769 features 16/32 kb of RAM, and 512 kb of FLASH.) Hence,
the duplication of code (due to specialization) can be argued for and is favorable not
only w.r.t. speed (CPU cycles), but also register pressure (for the intermediate addresses
during dereferencing), for function calls (omitting parameters where target addresses
are known), etc. Also w.r.t. power consumption, the reduced number of clock cycles
allows the processor to return to low-power operation earlier. In the case of off-chip
memory referencing, memory operations per-se may also be a factor to the overall power
consumption.

1.4 Student Qualification

Students are expected to have good knowledge of imperative and object-oriented pro-
gramming, discrete mathematics (functions and relations, set theory, state automata),
and algorithms (searching and sorting, common data structures like queues, stacks, lists,
trees, and graphs), as well as basic skills in real-time systems and micro-computer en-
gineering (specifically stack-based assembly programming and analysis of automatically
generated assembly code from C).

1.5 Syllabus Overview

In brief, lecture 1 gives an introduction to compilers in general and the challenges specific
to CPS/IoT settings, such as resource constrained targets, support for reactivity/concur-
rency, and resource management as well as analyzability w.r.t. to resource usage, e.g.,
memory and power, as well as real-time properties.

Lectures 2-10 cover basics of compiler construction, all the way from parsing and static
analysis (well-formedness etc.) to code generation. Theory is followed closely by prac-
tice. The students work on extending the RTFM-cOOre language and compiler. The
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distinctive characteristic of both -cOOre and -core is their static nature. Hence, models
can be put to static analysis and offer a highly predictable behavior, required in many
CPS/IoT settings.

Lectures 11-15 introduce our prior, current, and future research directions related to
the RTFM-lang development at LTU. RTFM-lang is in this context the collection of lan-
guages, run-time systems, and tools for analysis, developed to address problems targeting
challenges of embedded, real-time, and multi-core/multi-cpu software. In this way, the
challenges stated in the course are revisited and students see how their own developments
relate to the current state-of-the-art research in the field of embedded real-time systems.
In contrast to standard courses in compiler technology, their own developed compiler
is not just a mere toy compiler for a toy language, but rather a useful extension (and
abstraction) to an already useful domain specific language. The challenges and concepts
discussed towards the end of the course can all be related to their own developments,
which hopefully may inspire students to dig deeper into the field.

2 Syllabus, Lecture by Lecture

Each subsection amounts to a lecture or a seminar of the course. In this paper, we focus
on the context and learning outcomes, not the detailed content.

The course is given as weekly lectures and seminars (15*90 minutes), accompanied by 6
laboratory assignments. Examination and grading is done on the evaluation of laboratory
work and a final exam (given at the end of the course).

Required tools are to a large extent installed and configured by the students (which
also adds to their skill set). Course material (background readings and references, slides,
examples, as well as installation and configuration instructions) is offered online and
made publicly available [8]. This allows students, engineers, and researchers worldwide
to dig in. The RTFM-core compiler is intended to be free to use in non-commercial
settings. In this way, the course material serves multiple purposes, on the one hand for
educational purposes and on the other hand for engineers and researchers that like a
deeper insight into the design choices behind the -core and -cOOre languages and their
supporting tools (compilers and run-time systems).

2.1 Introduction

Background

The first lecture gives an introduction to compiler construction at large, covering lan-
guage design (static and dynamic semantics), lexing and grammar rules formulation,
intermediate (internal representation) compilation steps (well-formedness, etc), and code
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generation. The RTFM-core language and its compiler rtfm-core are used as a running
example, relating each introduced concept to its concrete -core counterpart.

The RTFM-core language

The driving challenges of embedded software are presented and concepts of reactivity/-
concurrency, resource management, and real-time/resource analysis are covered in the
context of -core and the RTFM-kernel. Key characteristics of -core are its static task,
communication, and resource structure. This lends models/programs in -core exception-
ally well to compile time analysis, as well as to compilation into efficient executables.

The complete tool chain, from -core source to bare metal executables, is demonstrated.
Furthermore, driving challenges to multi-core and multi-CPU targets are presented and
concepts of threads and parallelism are covered in the context of the run-time system
RTFM-RT. It executes -core models by exploiting the available parallelism of the thread-
based hosting environments Mac OS X, Linux, and Windows.

We choose RTFM-RT as the preferred run-time environment for the compiler construc-
tion course. However, students may choose to evaluate their developments under the
bare metal target at will.

Assignment 1:RTFM-core

The students set up the tool-chain for RTFM-core. It consists of the OCaml/Menhir
installation, a development environment (Eclipse OcaIDE plugin), and the graphviz tool-
suite for visualizing task sets and resource utilization of -core programs.

Optionally, the back-end tools for executing RTFM-core on bare metal are installed. In-
ternally we target the LPC1769 ARM-Cortex M3 MCU under the Eclipse based LPCX-
presso environment.

First trials with the -core compiler are applied by the students and they explore the
compiler options for source code analysis, as well as the debugging options provided
by the back-end RTFM-RT and (optionally) debugging facilities provided by gdb under
either RTFM-RT or the bare metal RTFM-kernel.

In order to finish the assignment, the students solve a set of control questions together
with a given programming problem in -core. A set of given examples determines the con-
trol questions on syntax and semantics. The correctness of operation of the programming
problem is shown by exploiting the compilers debugging options.
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2.2 -core Compiler 1

OCaml from scratch 1

In order to efficiently work on the -core compiler, a gentle introduction to OCaml is given.
For additional references, we suggest the Real World OCaml book (available free as web
content [6]). It also includes a chapter on parsing using Menhir.

Lexing and Parsing

This lecture gives a brief introduction to the definition of a language (grammar), different
parsing methods, and their strengths. Regular expressions, Menhir, and LR(1) parsing
is more elaborately presented. We first look at some "textbook" examples and later go in
further detail on the core source files Lexer.ml, Parser.ml, and AST.ml and the AST
output from core [- d_ast]. In particular, nested parsing for inline C-code, single and
multi-line comments require a gentle introduction.

Finally, we define a new statement halt to the RTFM-core language and see what
necessary adaptations it requires to the compiler front-end.

2.3 -core Compiler 2

From front-end to back-end

Following the previous introduction to the compiler (front-end), we now follow the newly
added halt statement through the succeeding compilation stages, making necessary ad-
ditions all the way from compiler to code emission.

Assignment 2: Making a statement

Students define their own statement/built-in function, argue its use, and implement it
in the compiler. For passing the assignment, the compiler needs to emit corresponding
code. For a higher grade, the added functionality needs to be supported in the graphical
output. For the highest grade, dynamic semantics needs to be implemented and shown
in DEBUG mode of the RTFM-RT or logged by the RTFM-kernel.

2.4 -cOOre 1

RTFM-cOOre is a minimalistic OO front-end to the -core language.
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Syntax and Parsing of RTFM-cOOre

A grammar similar to MiniJava [9] (without inheritance at this point) is given to the
students. MiniJava is popular in teaching compiler construction and has been the outset
for the course previously given at LTU, which allows the re-use of some bread-and-butter
material. Here we cover precedences and fixities (and exemplify on the expressions of
RTFM-cOOre). We look at the dangling else problem [10].

A suggested AST is presented (in OCaml) and a set of example programs is introduced
(good suit/bad suit that should be accepted/rejected by the parser).

Assignment 3: Parsing of -cOOre

The students start implementing their parsers for -cOOre.

2.5 -cOOre 2

Static Semantics

Here, we discuss the importance of compile time (static) analysis to verify correctness,
resolving ambiguities (e.g., overloading of operators), and to guarantee soundness. Prob-
lems of unknown values and the general halting problem [11] are discussed.

Well-formedness of -cOOre

We discuss the type system of -cOOre and introduce inference rules for (a partially
incomplete) well-formedness checking. Suggested data structures and OCaml for type
checking is discussed (i.e, data types, associative lists/maps for environments). Simplicity
is preferred to performance.

Assignment 4: Well-formedness

The students complete the well-formedness inference rules and their parser should now
reject/pass the corresponding test suits.

2.6 -cOOre 3

Code generation is introduced.
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Dynamic semantics of -cOOre

We present a mapping from the OO model to tasks and resources of the -core language.
The mapping supports complete state encapsulation and state integrity, even in a concur-
rent setting. Through the implemented prototype compiler we demonstrate that -cOOre
code can be (safely) executed by the RTFM-RT run-time. The prototype compiler is
accessible to the students as a reference to which they can compare their compiler’s
behavior.

Code generation

We look in detail at the transformations required to go from -cOOre to -core.

Assignment 5: Code generation

At this point, the students start to implement code generation for the input language
and iteratively enlarge the supported subset until the input language is covered.

2.7 -cOOre 4

We give a general introduction to object orientation [12] and inheritance and discuss
alternative approaches.

Syntactic extensions

Syntax for inheritance for RTFM-cOOre is given.

Well-formedness criteria

The criteria for well-formedness is partially given in the form of inference rules. Checking
it involves computing the transitive hull for cycles. A general algorithm in OCaml is
presented and discussed.

Assignment 6: The -cOOre compiler

Completing the RTFM-cOOre compiler involves

1. completing all prior assignments (1-5),
2. implement parsing and type checking for the extended RTFM-cOOre language,



112 Article B

3. optionally completing the well-formedness inference rules to allow for inheritance
and subtyping, and

4. optionally implement code generation including inheritance.

2.8 -cOOre 5

At this point, we discuss alternative approaches to implement inheritance and possibilities
for optimization.

In particular, we discuss options for specialization of code, reducing or even completely
removing the overhead of pointer dereferencing. A prototype implementation is presented
and put to use, showcasing the benefits of specialization on a set of illustrative examples.

2.9 -cOOre + -core = TRUE

The RTFM-core language allows C-code to be embedded in tasks and functions. In
this way, -core is a complete language (allowing to interact with- and operate on- the
environment, e.g., memory and registers of the underlying platform or perform calls to
the hosting environment).

In this lecture, we discuss the integration of native -core constructs into -cOOre models
by introducing interface declarations. A prototype implementation is presented and the
implementation is described.

2.10 Module systems

The -core language allows the inclusion and linking of external C code. However, external
code is not seen as part of the -core model (as inclusion and linking is done outside the
core compiler). In this lecture, we show an extension to a simplistic module system and
its implication to scoping rules of the compiler. Furthermore, we discuss how -cOOre
could be extended in a similar fashion.

2.11 Dynamic Object Instantiation

Programs/models in -core/-cOOre are purely static, with the advantage of analyzability
and efficiency. This fits well in the context of embedded systems, like CPS and IoT
applications, where nodes are typically light-weight, resource constrained, and operat-
ing under real-time requirements. However, general purpose applications may be more
conveniently expressed by allowing objects to be dynamically allocated. We discuss the
implications both to compiler design and the supporting run-time environment. Specif-
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ically, we introduce the concepts of reference counting, copying collectors, and region
based memory managers.

2.12 Memory Protection

The static semantics of -cOOre guarantees the property of complete state encapsulation,
while the dynamic semantics enforces state integrity. Thus, in the ideal case of error
free run-time systems, error free compilation of all software, and error free hardware,
memory protection can be considered unnecessary. The question is whether we can trust
this? In practice no, unless all involved software and hardware has been formally defined
and proven correct (which is not yet the case). And even then, correctness of hardware
operations is only provided to a degree of probability. Moreover, whenever allowing
arbitrary C-code to be included (section 2.9), the risk of violating memory consistency
is evident.

2.13 Mixed Criticality Systems

Criticality of functions in a mixed criticality setting may range from implying collateral
damage, mission failure, or even just imply degraded quality of the perceived service. For
many reasons, cost, power, space, or convenience, it may prove advantageous to share
resources (e.g., CPU platform) between functions operating under different requirements.
Traditionally, this is approached by separation, sand-boxing partitions into virtual ex-
ecution environments. While relatively straightforward, this requires hardware support
and a managing hypervisor. Thus, in the context of light-weight systems this is in many
cases not a feasible solution.

Alternatively with support for memory protection (Section 2.12), we discuss the outsets
from a language perspective. We review previous work on defining sections of criticality
directly in the RTFM-language [13]. Such models, executed on bare metal by the RTFM-
kernel primitives, are robust against overload and memory allocation failures caused by
non-critical functions. Critical functions on their hand are implemented statically (hence
have no memory allocations, thus cannot fail). Access to hardware is exclusive to the
the critical parts. Thus, the degree of trust is only limited by the correctness of the tool
chain, the kernel implementation, and the underlying hardware.

2.14 CompCert

RTFM-core relies heavily on correctness of the C code compilation. This is currently also
the case for RTFM-cOOre, but the generated code is under full control of the compiler
allowing solutions where we generate assembly or even machine code directly. Another
approach is to turn to general C compilers that provide at least some degree of trust.
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To this end, the CompCert C compiler (ccomp, [14]) has an outstanding position. The
complex compilation stages from preprocessing to the generation of abstract assembly
syntax is purely defined in Coq [15] and has been verified through machine checked
proofs. The compiler itself is built from automatically extracted code (generated from the
Coq definitions) together with wrapping code (written in OCaml) for file I/O, compiler
options, and conversion from abstract assembly to text.

In this lecture, we review our recent work on extending the CompCert C compiler to
generate RTFM-kernel executables for the modern ARM Cortex family by porting the
already existing ARMv3 back-end to the ARMv6/7m thumb2 instruction set. Addition-
ally, we discuss our added language built-ins that gives the programmer full control of
the memory consistency and show how they are used to guarantee integrity of critical
sections scheduled by the RTFM-kernel.

2.15 RTFM-4-FUN

In the last lecture, we showcase how the RTFM-kernel and the -core language can be
used as intermediate representations in the context of model based design using Function
Blocks. We review our recent work on mapping device level models in the IEC 61499 stan-
dard [16] to the task and resource model of RTFM [17]. Our mapping allows properties
of resource usage and real-time behavior to be verified at compile time. The mapping is
implemented by the RTFM-4-FUN compiler, which translates IEC 61499 (XML format)
models to C code and RTFM-kernel primitives. Currently, Service Interface Function
Block (SIFB) semantics is undefined in IEC 61499, hence verification of IEC 61499 mod-
els builds on mere assumptions or external models of their behavior. We show how the
RTFM-4-FUN compiler can be altered in a straightforward way to produce -core/-cOOre
code. This allows arbitrary mixing of RTFM models with function blocks and provides
both semantics and a language for implementation of SIFBs. In this way, we provide a
single semantic underpinning to the reasoning on IEC 61499 models at device level.

2.16 Course wrap-up

An additional lecture is given, wrapping up the course and address questions. Together
with the students, we share and discuss our experiences and opinions interactively. Addi-
tional course evaluation is performed according to the university’s rules and regulations.

3 Methods and tools

Students get access to a git archive from all sources (including updates and bug-fixes).
The process of setting up and use an Eclipse environment (with git and OCaml support)
is explained and help is available. We anticipate this to greatly facilitate both our work
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������ ��� ::= #> CCode <#
| ISR �� ���{��	�}
| Task �� ���{��	�}
| Func ��( CCode){��	�}
| Reset {��	�}
| ��� ���

������ ��	� ::= #> CCode <#
| claim ��{��	�}
| pend �� ;
| sync ��( CCode) ;
| ��	� ��	�

Figure 2: Grammar for RTFM-core.

(supervising the students) and their own developments. Furthermore, it also gives the
students exposure and experience to modern teamwork environments and engineering
processes.

3.1 The -core compiler

The RTFM-core language (grammar is depicted in Figure 2) is designed from the outset
of simplicity, with a clear focus on constructs for concurrency and real-time operations.

The CCode terminal denotes the presence of embedded C-code in the language, occurring
either at the top level or inside a ISR/Task/Func/Reset statement. Each ISR/Task is
associated with a static integer priority, while Func’s merely facilitate modularization.
The claim is recursively defined (allowing nesting of resource claims).

The students are exposed to the -core compiler implementation in OCaml. They are
given the complete source for the working compiler and we scrutinize its design and
implementation.

Listing B.1 depicts the Menhir (yacc like) grammar, which is succinct and easily under-
standable (while being close to the EBNF given) and listing B.2 its corresponding AST.
This gives us an outset to discuss the principles for parsing and trade-offs (strength vs.
complexity) and demonstrate it in context of the Menhir LR(1) tool.

The lexing part is more challenging. Listing B.3 depicts an excerpt of the Lexer.mll.
Besides introducing regular expressions and ordinary lexing rules, we cover nested parsing
(for the multi-line comments and C inlining), as well as error reporting.

Common problems to lexing and parsing are brought up and the design choices for
the -core compiler are discussed. E.g., by choice of simplicity, params and C code are
stored and processed literally, hence is not understood by the compiler. This is fine, since
potential errors are spotted and reported by the back-end C compiler. In this context,
-core can be seen as an advanced pre-processor for the C language.
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Listing B.1 OCaml Menhir parser Parser.mly.
1 prog:
2 | top* EOF {Some (Prog ($1 ))}
3
4 top:
5 | CCODE {TopC ($1)}
6 | ISR ID INTVAL LC stmt* RC {Isr (HARD , $2 , $3 , $5)}
7 | TASK ID INTVAL LC stmt* RC {Isr (SOFT , $2 , $3 , $5)}
8 | FUNC ID ID PARAMS LC stmt* RC {Func ($2 , $3 , $4 , $6)}
9 | RESET LC stmt* RC { Reset ($3 )}

10
11 stmt:
12 | CCODE { ClaimC ($1)}
13 | CLAIM ID LC stmt* RC { Claim ($2 , $4)}
14 | PEND ID SC {Pend ($2)}
15 | SYNC ID PARAMS SC {Sync ($2 , $3)}

Listing B.2 OCaml AST.ml.
1 type stmt =
2 | Claim of string * stmt list
3 | Pend of string
4 | Sync of string * string
5 | ClaimC of string
6
7 type isr_type =
8 | HARD
9 | SOFT

10
11 type top =
12 | TopC of string
13 | Isr of isr_type * string * int * stmt list
14 | Func of string * string * string * stmt list
15 | Reset of stmt list
16
17 type prog =
18 | Prog of top list
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Listing B.3 OCaml lexer Lexer.mll with continuation in Listing B.4.
1
2 {
3 (∗ token s and d e p e n d e n c i e s ∗)
4 type token =
5 | PEND
6 ... etc
7 | ID of string
8 ... etc
9 | CCODE of string

10 | PARAMS of string
11 | SC
12 ... etc
13
14 open Parser
15 open Lexing
16 ... etc
17 exception SyntaxError of string
18 }
19
20 (∗ r e g u l a r e x p r e s s i o n s ( r e g e x p s ) ∗)
21 let white = [’ ’ ’\t ’]+
22 ... etc
23 let enter_c = "#>"
24 let exit_c = " <#"
25 let params = ( [^ ’*’ ’)’] [^ ’)’]* )?
26
27 (∗ l e x i n g r u l e s ∗)
28 rule lex = parse
29 | "pend" {PEND}
30 ... etc
31 | enter_c { set_info lexbuf ;
32 c ( Buffer . create 100) lexbuf }
33 | white {lex lexbuf }
34 | newline { next_line lexbuf ; lex lexbuf }
35 | "//" { set_info lexbuf ;
36 comment lexbuf }
37 | "(*" { set_info lexbuf ;
38 comments 0 lexbuf }
39 | ’(’( params as p) ’)’ { PARAMS (p)}
40 | eof {EOF}
41 | _ {raise Parser .Error}
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Listing B.4 OCaml lexer Lexer.mll continued.
42 and comment = parse
43 | newline { next_line lexbuf ; lex lexbuf }
44 | eof {EOF} (∗ at l a s t l i n e i s OK ∗)
45 | _ { comment lexbuf ;}
46
47 and comments level = parse
48 | "*)" {if level = 0 then lex lexbuf
49 else comments (level -1) lexbuf }
50 | "(*" { comments (level +1) lexbuf }
51 | newline { next_line lexbuf ;
52 comments level lexbuf }
53 | _ { comments level lexbuf }
54 | eof {bol lexbuf ;
55 raise ( SyntaxError ("(*..."))}
56
57 and c buf = parse
58 | exit_c {CCODE ( Buffer . contents buf )}
59 | newline { next_line lexbuf ;
60 Buffer . add_string buf
61 ( Lexing . lexeme lexbuf );
62 c buf lexbuf }
63 | enter_c { raise ( SyntaxError ("#>␣ nested "))}
64 | _ { Buffer . add_string buf
65 ( Lexing . lexeme lexbuf );
66 c buf lexbuf }
67 | eof {bol lexbuf ;
68 raise ( SyntaxError ("# >..."))}

Similarly, we cover the processing of the AST into target C code and the well-formedness
checks done at this stage (validating -core specific constructs). Compiler command line
processing and other commodity parts of the compiler are left to the students to inves-
tigate and understand on their own hand.

-core programs and run-time

The students have access to the source code of a set of example -core programs, as
well as run-time systems executing -core models on bare metal, POSIX environments
(OSX/Linux), and Win32 platforms. Exposure is ensured both through demonstrations
(at lectures throughout the course) and through their own lab developments.
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3.2 The -cOOre compiler

The basic -cOOre language (Figure 3) and corresponding compiler source is given to the
students. The grammar is defined such that a 1-1 mapping to Menhir grammar and AST
is possible. Likely a more elegant grammar could be presented, but it may somewhat
complicate the mapping to concrete rules for parsing, so we opted for simplicity in this
case.

Each program defines a Root class with a Reset construct. Root and its inner objects
are instantiated at compile time, while Reset is invoked by the run-time on startup. The
static structure allows a simple mapping to -core (Task, ISR, and Reset constructs).

An object instance o amounts to a -core resource ro and a method m amounts to a
Func construct that executes statements s within a -core claim r_o { s }. In this
way, state integrity is ensured by enforcing mutual exclusion between methods executing
on a common object. Method invocations and pending of tasks amount to corresponding
-core sync/pend statements.

The simple design allows for compile time instantiation of the complete model with zero
overhead for class arguments, as well as complete specialization of methods.

3.3 Assignments

Assignments were carried out in groups (typically 2 students in each group). Given the
-core and -cOOre language definitions and corresponding implementations, the students
first make themselves comfortable with the -core and -cOOre languages.

Assignment 1: core/-cOOre first experiences

As a first entry point, the tools are available online and executing through a web interface.
This allows students (and people around the globe) to access and play with the languages
without installing any code/tools locally. Actually, executing -core/-cOOre models is a
bit trickier to offer as an online service, since (at least in the -core language) user’s may
enter arbitrary C code in the models and thus executing these remotely imply security
issues. To this end, pre-compiled tools (compilers and run-time systems) are offered for
local installation under OSX/Linux and Win32 environments.

As part of the warmup, students install the compilers from source and see that they get
expected output (in comparison to the pre-compiled and online compilers).
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������ ���� ::= �����	
��

������ �����	
� ::= class � < ��������� > {�����	
���}

������ �������� ::= ����
 �

| ����
 �(�����)

������ ����
 ::= int
| bool
| char
| byte
| void

������ ���� ::= ����
 �

������ �����	
�� ::= ����
 � := ���� ;
| � < ������ > � ;
| ����
 �(�����){�����}
| Task � ���{�����}
| ISR � ���{�����}
| Reset {�����}

������ ���� ::= Pend �

| Pend � . �

| �

| �(������)
| � . �

| � . �(������)
| ���

| ����

| ����

| RT_rand (����)

������ ���� ::= ���� ;
| ����
 � := ���� ;
| � := ���� ;
| return ���� ;
| RT_sleep (����) ;
| RT_printf (������,������) ;
| RT_printf (������) ;

������ �����	
��� ::= List{�����	
��, ��}

� � ����������� ���������� ������� ������ ������ �����

Figure 3: Grammar for RTFM-cOOre.
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Assignment 2: Extending -core

The second assignment is to extend the -core language with an additional halt state-
ment (following the lecture). This involves the lexer, parser, AST, and code generation.
Students then suggest and implement their own -core statement.

Assignment 3: Extending -cOOre

The third assignment is related to more complex parsing problems. An extended grammar
(not depicted in this paper) is given to the students and they need to deal with Menhir
to solve occurring ambiguities. The grammar introduces operations to the primitive data
types and introduce (single dimensional) arrays.

Assignment 4: Well-formedness of -cOOre

The students implement an additional pass for well-formedness check for -cOOre models,
encoding scopes/environments (e.g., through associative lists in OCaml). More advanced
features, such as tracking errors back to source, can be implemented by the students
towards earning a higher grade.

Assignment 5: Code generation

The students implement code generation for the extended -cOOre language. More ad-
vanced features, such as ensuring safe array indexing, can be implemented towards earn-
ing a higher grade.

Assignment 6: OO addition to -cOOre

The first 5 assignments follow closely the lecture structure and students should now be
able to work more independently on extending the language with single inheritance OO
features. The requisite for pass is a working front-end and well-formedness check. Code
generation with complete specialization can be done towards earning a higher grade.

Bonus Assignment

Once the requirements for passing the course are fulfilled, students may revisit prior labs
and earn extra points for final evaluation. Alternative concepts that are discussed from
lecture 8 and on can be worked on, in particular, module system and dynamic object
instantiation seems within reach to ambitious students.
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4 Conclusions and Future Work

In this paper, we present the new syllabus for the compiler construction course of the
Computer Science masters program at the Luleå University of Technology. The course
aims to focus domain specific language design and compilation techniques for resource
constrained devices common to CPS and IoT applications in the embedded systems
domain. Concepts of lexing, parsing, well-formedness, and code generation are covered,
but put in a broader concept, taking the programming model and even the underlying
run-time system into consideration. In this way, we expect that students gain good
fundamental skills as well as valuable insights in the potential of compilation techniques
to solve domain specific problems.

Until now, the new course was given just one time during the fall of 2014. Among
the 16 enrolled students there was a large diversity of backgrounds. Some of them had
no background in real-time systems at all. We also encountered students without prior
knowledge about functional programming.

The course showed a very good throughput. All but one group completed the mandatory
assignments. The students took the chance to individualize their course assignments
in various directions. Two groups used Haskell and one group used SCALA for their
implementation of the -cOOre compiler, thus they had to implement the whole compiler
from scratch. Another group opted for developing editor support instead of working on
the language design.

The main reason for avoiding OCaml for the compiler implementation was prior knowl-
edge in Haskell and SCALA of the students due to previous courses at the university.
Implementing the whole compiler from scratch was considered easier than learning the
differences in both languages, even though both follow the functional paradigm.

Prior exposure to functional programming as a prerequisite would be beneficial for the
compiler construction course. A more thorough introduction to functional programming
with OCaml based on the excellent introductory slides by Stephen A. Edwards [18] could
then be another option for improvement.

In contrast to our suggestion to use the Eclipse plugin, almost all students worked with
the extendable highlighting text editor Sublime. Due to the simplicity of the source
languages -core/-cOOre and their compilers, a full-fledged development environment was
considered too distractive by the students. A simple text editor with text highlighting
and command line tools have been enough to focus on the topics.

Next time given, we plan to discuss a proposal for -cOOre allowing objects to be dynami-
cally instantiated. A prototype implementation of a simplistic (non-optimizing) reference
counting collector will be given, as well as the corresponding syntactic additions and new
inference rules for well-formedness will be highlighted.

Recent work at LTU investigated how resources in the -core language can be protected
by exploiting underlying hardware. As a result, memory protection support has been
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integrated in -core and its compiler, which will be presented in upcoming course cycles
to improve the topics of Section 2.12.
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RTFM-core: Language and Implementation

Per Lindgren, Marcus Lindner, Andreas Lindner, David Pereira and Luís Miguel Pinho

Abstract

Robustness, real-time properties and resource efficiency are key properties to embedded
devices of the CPS/IoT era. In this paper we propose a language approach RTFM-core,
and show its potential to facilitate the development process and provide highly efficient
and statically verifiable implementations. Our programming model is reactive, based
on the familiar notions of concurrent tasks and (single-unit) resources. The language
is kept minimalistic, capturing the static task, communication and resource structure
of the system. Whereas C-source can be arbitrarily embedded in the model, and/or
externally referenced, the instep to mainstream development is minimal, and a smooth
transition of legacy code is possible. A prototype compiler implementation for RTFM-
core is presented. The compiler generates C-code output that compiled together with
the RTFM-kernel primitives runs on bare metal. The RTFM-kernel guarantees deadlock-
lock free execution and efficiently exploits the underlying interrupt hardware for static
priority scheduling and resource management under the Stack Resource Policy. This
allows a plethora of well-known methods to static verification (response time analysis,
stack memory analysis, etc.) to be readily applied. The proposed language and support-
ing tool-chain is demonstrated by showing the complete process from RTFM-core source
code into bare metal executables for a light-weight ARM-Cortex M3 target.

1 Introduction

Embedded software development plays an ever increasing role to implement the function-
ality of embedded devices, and may often dominate the time-to market and development
cost. In the mainstream, C-code still remains the predominant means for software devel-
opment. To facilitate the development, a huge number of light-weight operating systems
have been developed, e.g., ChibiOS, RIOT, and FreeRTOS. In common, they typically
provide thread based abstractions, under which incorrect resource management may lead
to both race conditions and dead-locks. To the end of compile time (static) verification,
very little support is given by the programming models and supporting tools, thus at a
large, the programmer has to reside to manual test based methods. Moreover, although
light-weight in comparison to traditional full-fledged thread libraries and operating sys-
tems (e.g. POSIX threads under Linux), threads come with a run-time overhead. To
overcome this hurdle, timing critical operations can be performed directly by associated
interrupt handlers. However, these are treated non-uniformly (external) to the thread
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model, and special attention has to be put to the handling of shared resources, which
further adds to the complexity of the design.

Alternatively, the programmer turns to a bare metal solution, taking full control of
the underlying hardware, and thus, the complete responsibility for correctness of the
implementation without any help of abstraction.

In this paper we present an alternative approach, based on a reactive programming
model taking the outset of tasks and resources. The generic task/resource model can be
summarized as follows: each task is: associated to a priority and a triggering event; is
run-to-completion (without any notion of waiting for additional events); and may pend
other events arbitrarily (this can be seen as requesting asynchronous execution of the
corresponding task). A resource may be claimed for the duration of a critical section of
a task in a LIFO (hierarchical) manner (i.e., enforcing nested critical sections).

This model coincides with the notion of tasks and resources used in the context of the
Stack Resource Policy (SRP)[1].

With resource constrained systems in mind, the RTFM-core language and run-time
system implementation imposes further restrictions, namely: events are single unit (i.e.,
each event can be either pending or not); an event is considered to be consumed when
the corresponding task starts executing; resources are single unit, i.e., each resource can
either claimed or free; priorities are considered as being static (assigned e.g., from the
deadlines of the corresponding tasks).

In prior work we have shown how such models can be efficiently executed onto bare metal
hardware by the RTFM-kernel primitives [2]. The RTFM-kernel guarantees deadlock-free
execution, and efficiently exploits the underlying interrupt hardware for static priority
scheduling and resource management under SRP. This allows a plethora of well-known
methods to static verification (response time analysis, stack memory analysis, etc.) to
be readily applied.

In our prior work, the programmer manually invokes the RTFM-kernel primitives (pro-
vided as C-code macros). This approach is of course plagued with all the common
problems associated to the use of macros and libraries, since little compile time support
can be offered to prevent the user from violating the programming model. Furthermore,
in order to perform the necessary analysis (i.e., deriving the resource ceilings) for SRP
based scheduling, the programmer had to provide a model (in XML) of the (per task)
resource usage pattern to the Kernel Configuration Compiler (KCC) tool.

In this paper, we present a language (RTFM-core), which addresses the shortcomings of
prior work. Programs (models) written in RTFM-core are automatically translated into
C-code, where invocations of RTFM-kernel primitives are generated by the rtfm-core
compiler, and thus correct by construction w.r.t. the task and resource model. Further-
more, the necessary analysis for SRP based scheduling is performed by the rtfm-core
compiler directly on the given program, precluding the need for additional models (XML)
and tools (KCC). Thus models in RTFM-core are truly executable!
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2 RTFM-core Language

2.1 Syntax

The RTFM-core language (grammar is depicted in Figure 1), is designed from the outset
of simplicity, with a clear focus on constructs for concurrency and real-time operations.
The CCode terminal denotes the presence of embedded C-code. Each ISR/Task is as-
sociated with a static integer priority, while Func’s merely facilitate modularization.
Following the grammar, claim is recursively defined (enforcing well formed hierarchical
nesting of critical sections).

2.2 Well-formedness

The well-formedness criteria for the language involves satisfying the following constraints:
each ISR/Task/Func should have unique identifier Id; each pend Id should match a Task
or ISR Id; each sync Id should match a Func Id; transitive sync chains should be free of
cycles; and Reset/Idle should be uniquely defined. The well-formedness of RTFM-core
is agnostic of the semantics of the embedded C-code. Hence, even if a synchronous chain
would never occur in practice (due to the logic of the embedded C-code) it is considered
invalid. Moreover, the compiler does no attempt at matching formal parameter definitions
(in Func) to actual parameters (in sync), to this end, we rely on the (external) backend
tools for error detection and reporting.

Additionally, in order to uphold well formedness, we assume critical sections (defined
in terms of potentially nested claims) to have single entry and exit points. This implies
that the programmer must ensure that the embedded C-code does not contain control
flow constructs (return, break/continue, goto) crossing critical section boundaries.

2.3 Dynamic Semantics

In the following, we give an informal dynamic (run-time) semantics for the RTFM-core
language, following the notions of task’s and resource’s.

Each ISR, Task and the Reset, is bound to a sequence of statements and is referred
to as a task. Execution of a task (a task instance) is triggered by the occurrence of
a corresponding event and should run-to-completion (i.e terminate). (In the following
we use task and task instance interchangeably.) Reset is a task, invoked once by the
underlying run-time system at startup. A fully deterministic reset behaviour is achieved
as other tasks (pended by the Reset) are blocked until Reset is completed. Idle is a
(optionally non-terminating) background process in the system running at lower priority
than all other tasks in the system. This allows the user to implement target/application
specific power save modes, background jobs, or even hierarchical scheduling.
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Top ::= #> CCode <#
| ISR Id Int { Stmt }
| Task Id Int { Stmt }
| Func Id (CCode) { Stmt }
| Reset { Stmt }
| Idle { Stmt }
| Top Top

Stmt ::= #> CCode <#
| claim Id { Stmt }
| pend Id
| sync Id (CCode)
| Stmt Stmt

Figure 1: Simplified grammar for RTFM-core

The task’s are concurrent in our model (and may execute in parallel). Their associ-
ated priorities may be used by the underlying scheduler (and corresponding resource
and scheduling analysis). However, the execution model does not stipulate any single
scheduling policy, and hence can be applied in many settings, single-core non-preemptive
execution, concurrent/preemptive execution on single-cores, as well as to parallel execu-
tion onto multi-cores.

During execution a task may request (claim) a (single-unit) resource for the duration
of a critical section (limiting concurrency, e.g., as a means to avoid race conditions on
shared memory or specific hardware). Following the grammar, resources will be claimed
in a nested LIFO manner. Moreover, a task may trigger asynchronous execution (pend)
of other task’s. Functions execute synchronously (sync) on behalf of the sender, and may
in turn emit events (pend tasks for execution) and claim resources (which are not the
case for native C code).

As such RTFM-core is a generalization of the task/resource model underpinning the
RTFM-kernel, and hence, as shown in Section 3.1, RTFM-core programs can be straight-
forwardly targeted for scheduling by the RTFM-kernel primitives. Additionally, we offer
alternative targeting to hosted environments (Linux/OSX/Windows) for the scheduling,
which allows for parallel execution of RTFM-core programs onto multi-cores. 1

1Notice, we discriminate in between ISR’s and Task’s purely for practical reasons (in order to later
bind the RTFM-core entry-points to adequate positions of the underlying interrupt hardware ISR vector
for bare metal execution.) To this end, other design choices may be considered, e.g., defining everything
as tasks, with the option to (separately) bind specific tasks to the interrupt vector.
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3 RTFM-core Compiler

The rtfm-core compiler implementation follows the grammar defined in Figure 1, and
allows C-code stored literally in the AST. (The syntax is #> for escaping to C and <#
returning to RTFM-core). Errors in the model are reported by the compiler on first
occurrence, indicating line, column and gives textual feedback.

The backend options provided by the compiler, namely [-gcc | -ccomp | -clang],
allows specific C-code generation, while the target options [-rt|-kernel] selects tar-
geting the generated code according to type of execution environment. Additionally,
rtfm-core provides graphical representation of task sets and resource utilization using
[-gv_task | -gv_res], helpful in the development and documentation process (see
Figures 3 and 2 for respective output).

Inclusion of C-code is supported through #include as well as external linking. Notice,
that included C-code may not contain RTFM-core constructs, since includes are processed
externally to the rtfm-core compiler.

3.1 Targeting to the RTFM-kernel API

The RTFM-kernel, exploits the underlying interrupt hardware for performing scheduling
and resource management under SRP.

In short, (assuming a static priority, preemptive, vectorized interrupt controller) each
task (entry point) is implemented directly as an interrupt handler bound to the inter-
rupt vector. Requesting a task for execution amounts to pending the corresponding
interrupt, while claiming a resource for a critical section amounts to manipulating the
interrupt hardware such to reflect the semantics of the system ceiling under SRP. To
this end, e.g., the Cortex M3/M4 NVIC controller can be efficiently exploited by use
of its BASEPRI register. An interrupt is admitted (scheduled) only if its logic prior-
ity is higher than BASEPRI, thus the BASEPRI register of the NVIC can be used to
implement priority ceiling based scheduling in hardware. The NVIC supports atomic
SETBASEPRI(c)/SETBASEPRI_MAX(c) (where c correspond to a priority), the latter up-
dates BASEPRI only if c > BASEPRI. The RTFM-kernel encapsulate the operations re-
quired for SRP based scheduling in a minimalistic API implemented as C-code macros.
Those of interest are: RTFM_pend(i), which pends ISR[i]; RTFM_lock(c), which reads
and stores the old ceiling value old_c = BASEPRI on the stack and performs the oper-
ation SETBASEPRI_MAX(c); finally, RTFM_unlock(), which restores the old ceiling value
from the stack by performing SETBASEPRI(old_c). For architectures not supporting
setting a ceiling (BASEPRI or similar) the system ceiling can be implemented in terms of
masking the individual interrupts/tasks. In order to conserve interrupt handlers, a local
(FIFO) scheduler may be used for each priority level (out of scope for this presentation).

For further details of the RTFM-kernel primitives and performance advantages, we refer
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Listing C.1 IsrVector.ml for LPC1769.
1 type isr_type =
2 | K (∗ r e s e r v e d by the RTFM k e r n e l ∗)
3 | R (∗ r e s e r v e d by ARM ∗)
4 | O (∗ o v e r r i d a b l e but has d e f a u l t imp l ementa t i on ∗)
5 | F (∗ f r e e to use by the a p p l i c a t i o n ∗)
6 | U (∗ used by the a p p l i c a t i o n ∗)
7
8 let isr_vector = [
9 (∗ Core Leve l − CM3 ∗)

10 (K, "& _vStackTop "); (∗ The i n i t i a l s t a c k p o i n t e r ∗)
11 (K, " ResetISR "); (∗ The r e s e t h a n d l e r ∗)
12 (O, " NMI_Handler "); (∗ The NMI h a n d l e r ∗)
13 ...
14 (R, "0"); (∗ Reserved ∗)
15 ...
16 (O, " SysTick_Handler "); (∗ The SysTick h a n d l e r ∗)
17
18 (∗ Chip Leve l − LPC17 ∗)
19 (F, " WDT_IRQHandler "); (∗ 1 6 ; 0 x40 − WDT ∗)
20 (F, " TIMER0_IRQHandler "); (∗ 1 7 ; 0 x44 − TIMER0 ∗)
21 ...
22 (F, " CANActivity_IRQHandler "); (∗ 5 0 ; 0 xc8 − CAN A c t i v i t y i n t . ∗ )
23 ]
24
25 let isr_maxpri = 32

the reader to [2].

In order to generate code for a specific target, the interrupt vector layout, and range of
supported hardware priories is given. An example for the LPC1769 Cortex M3 is given
in Listing C.1. Each entry is associated an option {K|R|O|F |U} providing information
to the RTFM-core compiler used to automatically generate an appropriate mapping for
the target vector table.

In summary the RTFM-core compiler performs preprocessing and code emission.

The preprocessing is responsible for deriving the resource ceiling values by analyzing
the (static) resource dependencies (per task), allocating each ISR to an index in the
isr_vector according to name, and (iteratively) allocating each Task to a (unique) free
index in the isr_vector. During the prepossessing the model is checked for consistency
(i.e., each named ISR matches a isr_vector entry; each ISR can be assigned a unique
isr_vector entry; and the uniqueness and existence of ISR/Task/Func/Reset/Idle
definitions). The resource analysis traverse each entry point (transitive sync chain) for
resource claim’s and record for each resource the ceiling (the maximum priority of tasks
claiming each resource). Cyclic claims are rejected (hence recursive sync operations are
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not allowed in case any of the involved Func’s performs a claim).

The code emission includes: a mapping from logic to physical priories of the underlying
hardware (isr_maxpri); a RTFM-kernel preamble; and the top level definitions. The
preamble is composed of a set of adaptations for the hardware interrupt vector, setting
task/priority and resource ceiling bindings and for each ISR/Task, code for setting pri-
orities and enabling interrupts. For each top level definition in RTFM-core, a C function
is emitted. Code generated for a claim amounts to RTFM_lock(c), the statements of
the critical section, followed by a corresponding RTFM_unlock().

3.2 Backend Support for bare metal execution

The RTFM-kernel.c contains the main() which first calls the auto generated preamble
Section 3.1, then executes the Reset task, and when finished, enables other tasks and
enters the Idle task.

The generated application code is included by RTFM-kernel.c in order to facilitate
whole program optimization by the chosen backend compiler (GCC/CCOMP/LLVM).
For bare metal execution, system initialization code must be provided that sets up the
processor registers, peripherals, clocks etc. as well as initial heap contents, and calls
main().

The backend currently supports GCC and CCOMP (CompCert), while CLANG backend
is still experimental. While the C language itself can be considered portable across
compilers, we have considered and addressed the following issues: the build process (tool
parameters, section naming for linking etc.), the compiler memory consistency model (in
order to safely implement critical sections), and the method used for interrupt bindings.

3.3 Support for managed environments

RTFM-core has been developed from the outset of robustness, real-time performance,
resource efficiency and ease of verification. However, the language as such is not limited
to bare-metal targets, on the contrary the programming model based on reactivity, tasks
and resources, is likewise applicable to embedded systems running (u)Linux, Windows
Embedded/WinCE, and even to desktops and portables running Linux/OSX or Windows.
Moreover, the latter are likely the environments under which RTFM-core systems will
be designed and deployed from, and in many cases also communicate with, in a CPS or
IoT setting.

To this end, we have developed a cross platform run-time environment for RTFM-core,
allowing models to be compiled to native binaries and executed under Linux/OSX and
Win32 hosting environments. A cross platform (eclipse based) setup has been created,
which makes the source code for the RTFM-compiler and run-time system uniformly and
easy accessible.
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RTFM-RT Design and Implementation

From the outset of the RTFM-core execution model, Task’s and Isr’s are treated uni-
formly by the RTFM-RT.

Each task amounts to a statically allocated thread (implemented by Pthreads under OS-
X/Linux and windows threads under Win32). During run-time it waits (infinitely) for the
release of a (single-unit) 2 named semaphore (identified by the unique task name. When
released the corresponding function is invoked. When the task invocation is executed to
end, the thread returns to its waiting state.

Each resource amounts to a (statically allocated) mutex, while a resource claim amounts
to locking the mutex, performing the critical section, followed by unlocking the mutex.

Priority inversion and the deadlock problem Under POSIX (i.e., Linux/OSX
environments), scheduling policy and parameters are set such that threads are queued
per priority and only higher priority threads my preempt the currently running thread.
Mutexes are created as to emulate the priority ceiling protocol with the initial ceiling set
to the priority ceiling for the resource. Hence, it implies an immediate ceiling policy, and
should as such reduce overall priority inversion. However, as threads run concurrently
and potentially in parallel, this does not guarantee deadlock free execution.

To this end, the RTFM-core compiler, constructs a multigraph of resource claims for
all tasks in the system, and detects potential deadlocks by performing a topological sort.
Given the -gv_res option a .gv is generated for the multigraph, which facilitates the
programmer to identify and address the potential deadlock (see Figure 2).

While, potential deadlocks may be seen as a major limitation of RTFM-core/-RT, we
like to stress the fact that deadlocks are a major obstacle to any lock based concurrent
execution model, and not unique to RTFM-RT. In contrast to native use of Pthreads,
or most other threading APIs, we offer the service to the programmer of statically (at
compile time), analyze the program for potential deadlocks (and once and for all elim-
inate them). Hence, there is using RTFM-core no need for complex deadlock detection
during run-time, neither with the run-time system itself nor within the user application.
If RTFM-RT is seen merely as yet another threading library, this feature alone can be
argued as a huge step towards robust thread-based programming!

Targeting to the RTFM-RT API Code generation from RTFM-core models to C-
code, follows at a large the compilation process presented for targeting the RTFM-kernel.
Code generation for the RTFM-kernel has been carefully designed to infer a minimum

2The single-unit limitation mimics the hardware pend vector (which is implementing a one-sized
buffer for pending events). In this way, the run-time semantics comes close (but not equal) to the
RTFM-kernel semantics. This is of course a design choice, the implication of larger buffers can be put
to further investigation.
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of CPU and resource overhead, this is not an issue in any hosted environment (as the
overhead of the underlying operating system is likely magnitudes larger than the RT
primitives themselves).

This allows us the luxury of some additional book-keeping, which allows to further fa-
cilitate debugging and producing visual feedback. Each task is invoked with its identifier
(index in the thread pool), and sent as an additional argument to the RTFM-PT primi-
tives, which allows the run-time system to report both resource usage and communication
patterns.

Debugging facilities The RTFM-RT primitives are extended to support visual feed-
back during execution, the DEBUG option exposes the following:3

Action Description
Pend by task → of task pending of a Task/ISR
Sync by task → of function call to Func
Claim by task → of resource (potentially blocking)
Claimed to task ← of resource when resource locked
Released by task → of resource when resource un-locked
End of task when run-to end

Additionally the inner workings of the RTFM-RT can be observed by enabling the
DEBUG_RT option, it exposes the following:

Action Description
SPost by task �→ of semaphore success/saturated
SWait of task �→ on semaphore in waiting state
SReleased of task ←� of semaphore in released state
MLock by task �→ of mutex (potentially locked)
MLocked by task ←� of mutex when locked
MRelease by task �→ of mutex when unlocked

Notice, that the DEBUG_RT nicely reveals the duality in between the application (muta-
tor) and the run-time system.

The DEBUG option largely facilitate application development/debugging, and makes
manual instrumentation of task communication and resource utilization obsolete. The
DEBUG_RT option on the other hand is useful to understand and further develop the
run-time system (and as such of less importance to the end-user).

3Since the sync → Func is performed directly inside the application, there is no way for the run-rime
system to directly track (and report) such actions. To this end, the -D option to rtfm-core inserts
instrumentation code, which invokes the run-time system for (optional) presentation.
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Figure 2: Potential deadlock (shown as cycle), produced by the [-gv_res] compiler
option for the example application.

3.4 Example system

In order to showcase the RTFM-core language, compiler and target environments, we give
a small, yet illustrative example, showing the use of tasks, interrupt handlers, functions
and resources. The source file Example.core is depicted in Listing C.2, defining a system
a Task and an ISR and the shared resources R1/R2. The Reset code pends the task
twice, and TIMER0_IRQHandler (once). Due to the single buffer behaviour of events
(in interrupt hardware and our semaphore implementation) only a single event of each
type will be outstanding (and additional ones silently dropped). The task performs a
synchronous call (sync) to the function func, which in turn, claims (claim) the resources
R1 and R2 in a nested fashion. The TIMER0_IRQHandler has a similar behaviour while
claiming the resources in opposite order (i.e, R2 followed by R1).

The corresponding generated code for RTFM-RT and RTFM-kernel are shown in List-
ings C.3 and C.4 respectively.

4 Related Work

In context of light-weight operating systems targeting CPS/IoT, the majority undertakes
a thread based approach to concurrency, e.g., FreeRTOS [3], ChibiOS[4], and RIOT[5].
In such settings, real-time requirements, adds to the general problem of thread based
programming, hence, the programmer may need to step outside the given concurrency
model by manually managing timing critical actions directly in the interrupt handlers.
However, utter care has to be taken not to violate the integrity of the system in such
cases. In comparison RTFM-core and the RTFM-kernel provides superior performance
to the aforementioned thread based approaches, with CPU and memory overhead on
par with manual bare metal implementations [2]. Moreover, in general the thread based
approaches offer little or no help in verifying real-time/resource properties, forcing the
programmer to tedious and error prone testing. RTFM-core and the SRP based schedul-
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Listing C.2 Example.core with potential deadlock.
1 #>
2 # include <stdio .h> // p r i n t f , e t c .
3 <#
4 Reset {
5 pend task;
6 pend task; // w i l l be d i s c a r d e d due to s i n g l e b u f f e r
7 pend TIMER0_IRQHandler ;
8 }
9

10 Func void func () {
11 claim R1 {
12 #> printf ("func␣R1␣ claimed \n");<#
13 claim R2 {
14 #> printf ("func␣R2␣ claimed \n");<#
15 }
16 }
17 }
18
19 Task task 1 {
20 #> printf ("task\n");<#
21 sync func ();
22 }
23
24 ISR TIMER0_IRQHandler 2 {
25 #> printf (" TIMER0_IRQHandler \n");<#
26 claim R2 {
27 #> printf (" TIMER0 ␣R2␣ claimed \n");<#
28 claim R1 {
29 #> printf (" TIMER0 ␣R1␣ claimed \n");<#
30 }
31 }
32 }

ing of the RTFM-kernel, provides an excellent outset for formal verification, establishing
real-time and resource properties at compile time. The SLOTH kernel [6] undertakes a
similar approach to utilizing the interrupt hardware for efficient scheduling. However,
it is based on the OSEK programming model targeting mainly the AUTOSAR commu-
nity with a focus on safety critical applications. RTFM-core and the RTFM-kernel on
the other hand strives to bring Real-Time to The Masses (RTFM), and has the goal
facilitating embedded development and concurrent programming in general.

In the context of managed environments, we have shown that POSIX Pthreads[7], and
Win32 threads[8], can be used as vehicles for implementing RTFM-RT onto multi-core
/multi-CPU platforms. Under POSIX, RTFM-RT utilizes Pthreads to implement im-
mediate ceiling protocol, in order to minimize priority inversion. As being a lock based
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Listing C.3 Example.c targeted to RTFM-RT.
1 // Example . c o r e compi l ed Thu Ju l 24 1 3 : 5 3 : 3 2 CEST 2014 f o r RTFM−RT
2 enum resources {R2 ,R1 , RES_NR };
3 char* res_names [] = {"R2","R1"};
4 int ceilings [ RES_NR ] = {2, 2};
5 enum entry_nr
6 { user_reset_nr , task_nr , TIMER0_IRQHandler_nr , ENTRY_NR };
7 int entry_prio [] = {0, 1, 2};
8 void task(int );
9 void TIMER0_IRQHandler (int );

10 ENTRY_FUNC entry_func [] = {user_reset , task , TIMER0_IRQHandler };
11 char* entry_names [] = {" user_reset ", "task", " TIMER0_IRQHandler "};
12 // RTFM−A p p l i c a t i o n
13 void user_reset (int RTFM_id ) {
14 RTFM_pend (RTFM_id , task_nr );
15 RTFM_pend (RTFM_id , task_nr );
16 RTFM_pend (RTFM_id , TIMER0_IRQHandler_nr );
17 }
18 void func(int RTFM_id ) {
19 RTFM_lock (RTFM_id , R1 );
20 printf ("func␣R1␣ claimed \n");
21 RTFM_lock (RTFM_id , R2 );
22 printf ("func␣R2␣ claimed \n");
23 RTFM_unlock (RTFM_id , R2);
24 RTFM_unlock (RTFM_id , R1);
25 }
26 void task(int RTFM_id ) {
27 printf ("task\n");
28 func( RTFM_id );
29 }
30 void TIMER0_IRQHandler (int RTFM_id ) {
31 printf (" TIMER0_IRQHandler \n");
32 RTFM_lock (RTFM_id , R2);
33 printf (" TIMER0_IRQHandler ␣R2␣ claimed \n");
34 RTFM_lock (RTFM_id , R1);
35 printf (" TIMER0_IRQHandler ␣R1␣ claimed \n");
36 RTFM_unlock (RTFM_id , R1 );
37 RTFM_unlock (RTFM_id , R2 );
38 }
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Listing C.4 Example.c targeted to RTFM-kernel.
1 // Example . c o r e compi l ed Thu Ju l 24 1 3 : 5 9 : 5 2 CEST 2014
2 // f o r RTFM−KERNEL
3 # define H(x) (32 -x)
4 # define R2 2
5 # define R1 2
6 # define IRQ_NR_task 0
7 # define IRQ_NR_TIMER0_IRQHandler 1
8 # define IRQ_PRI_task 1
9 # define IRQ_PRI_TIMER0_IRQHandler 2

10 // RTFM−A p p l i c a t i o n
11 void RTFM_init_priorities () {
12 RTFM_set_priority ( IRQ_NR_task , IRQ_PRI_task );
13 RTFM_enable_irq ( IRQ_NR_task );
14 RTFM_set_priority ( IRQ_NR_TIMER0_IRQHandler ,
15 IRQ_PRI_TIMER0_IRQHandler );
16 RTFM_enable_irq ( IRQ_NR_TIMER0_IRQHandler );
17 }
18 void user_reset () {
19 RTFM_pend ( IRQ_NR_task );
20 RTFM_pend ( IRQ_NR_task );
21 RTFM_pend ( IRQ_NR_TIMER0_IRQHandler );
22 }
23 // Generated code same as f o r RTFM−RT, b e s i d e s :
24 // − h a n d l e r s f o r Tasks /IRQs a r e wi thout arguments ,
25 // − RTFM−k e r n e l macros and maps p r i o r i t i e s through H( x ) , and
26 // − RTFM−k e r n e l macros does not f e a t u r e s e n d e r i d .

solution, it is plagued with potential deadlocks [9]. In contrast to native Pthreads, and
most commonly available threading approaches, e.g. boost [10] , Ada, [11] and Java
Threads [12], the rtfm-core compiler natively provides design time analysis, and visual
feedback to facilitate the programmer in detecting and addressing potential deadlocks,
once and for all! This way, both the run-time system and the application, can be made
completely free from complex deadlock detection and handling mechanisms.

In contrast to other concurrency extensions of the C/C++ language (e.g., Concurrent
C/Real-Time Concurrent C[13], Real-Time C[14]), our model is static and declarative,
directly in terms of task and resources building directly on the notions used in context of
static schedulability analysis. TinyOS [15] provides through the NesC programming lan-
guage a static/declarative model, however, TinyOS tasks are executed non-preemptively
which largely limits real-time scheduling, whereas RTMF tasks are fully concurrent.

In a broader perspective, we find other concurrency and real-time programming models.
E.g., with a heritage to functional languages Erlang [16], Atom [17], Tower/Ivory [18]
and Timber [19] have been developed. While functional languages brings the benefit of
pure computations (being free of side effects) and thus facilitates program analysis, the
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functional programming paradigm has not reached to the mainstream of embedded pro-
gramming. Synchronous languages (e.g., Esterel, Signal, Lustre [20]) offers implicit con-
currency and resource protection, however the programming paradigm has only reached
uptake in safety critical applications.

5 Conclusions

In this paper we presented the RTFM-core language, the rtfm-core compiler and a set
of supporting run-time systems. The RTFM-kernel offers SRP based, CPU and resource
efficient execution onto light-weight platforms. SRP brings benefits of deadlock free
scheduling, single stack execution and a plethora of methods for static (offline) analysis
(for estimating response times and memory utilisation etc.). Moreover, we have presented
the RTFM-RT run-time system, which exploits parallelism of hosting multi-core/multi-
cpu systems running OSX/Linux/Win32. Yet simplistic, the presented language and
supporting tools offer a complete solution to the primary challenges of real-time and
parallel programming for static systems with shared resources. While programs can be
written directly in RTFM-core, it offers a succinct and semantically well-grounded outset
for being used as an intermediate representation for model based design and high-level
languages.
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End-to-End Response Time of 61499 Distributed
Applications over Switched Ethernet

Per Lindgren, Johan Eriksson, Marcus Lindner, Andreas Lindner, David Pereira, and
Luís Miguel Pinho

Abstract

The IEC 61499 standard provides means to specify distributed control systems in terms
of function blocks. For the deployment, each device may hold one or many logical re-
sources, each consisting of a function block network with service interface blocks at the
edges. The execution model is event driven (asynchronous), where triggering events may
be associated with data (and seen as messages). In this paper, we propose a low com-
plexity implementation technique allowing to assess end-to-end response time of event
chains spanning over a set of networked devices. Based on a translation of IEC 61499
to RTFM1-tasks and resources, the response time for each task in the system can be
derived using established scheduling techniques. In this paper, we develop a method to
provide safe end-to-end response time taking both intra- and inter-device delivery delays
into account. As a use case, we study the implementation onto (single-core) ARM-cortex
based devices communicating over a switched Ethernet network. For the analysis, we
define a generic switch model and an experimental setup allowing us to study the impact
of network topology as well as 802.1Q quality of service in a mixed critical setting. Our
results indicate that safe sub millisecond end-to-end response times can be obtained using
the proposed approach.

1 Introduction

Traditional SCADA control systems typically imply the use of costly PLCs communi-
cating over field buses, such as legacy Modbus[1]/PROFIBUS[2] and the more recent
Ethernet-based POWERLINK[3], EtherCAT[4] and PROFINET[5] buses. In order to
establish end-to-end timing behaviour, much attention has to be paid in general to the
control system design, partitioning, and deployment. In this paper, we take an alternative
approach based on the recent IEC 61499 standard [6].

In contrast to the traditional scan based (time triggered) PLC behaviour (as implied by
the IEC 61131 standard [7]), the IEC 61499 undertakes an event triggered (asynchronous)
execution model. In the presented work, we exploit the benefits of asynchronous exe-
cution both at device and network layer. In particular, asynchronous execution allows

1Real-Time For the Masses
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at device level preemptive execution of the function block network and at network layer
asynchronous communication over standard Ethernet (with optional 802.1Q quality of
service) frames, as implemented in Commercial Off-The-Shelf (COTS) as well as rugged
(industrial) Ethernet switches. In order to establish safe end-to-end timing properties of
distributed IEC 61499 models, the presented work covers the execution model, require-
ments for per-device scheduling, a generic Ethernet switch model, and impact of general
purpose traffic. This allows us to reason on timing properties under different network
topologies, link speeds, and quality of service configurations.

Our results indicate that the proposed approach is capable of safe sub millisecond end-
to-end response times even using cost efficient COTS components. In particular, we
show that, given the assumption that switches implement predictable 802.1Q quality of
service, the impact of non-critical traffic can be bound and safe response times can be
derived. This allows for flexible deployment, where the same physical network is shared
in between the timing critical control applications and general purpose usage. Our results
are safe to the worst case, while further improvements can be obtained if the Maximum
Transmission Unit (MTU) of general purpose (best effort) traffic is controlled.

We can conclude that the presented approach reduces complexity of distribution (in
comparison to the traditional SCADA approach), reduces device and network complexity
(does neither require complex time triggered architectures like scan based PLCs, nor
any dedicated network components/protocols), and is highly flexible (allowing network
sharing between real-time and best-effort devices). Moreover, the presented approach
opens up for the possibility to automate the generation of interfaces interconnecting
function block networks, for which correct-by-construction data delivery can be ensured.
Moreover, automation would allow the designer to focus on properties of the application
at model level, independent of networking and deployment specifics.

The paper is outlined as follows. Section 2 gives the background for the presented
work, 2.1 reviews the task and resource model undertaken. In 2.2 we review previous
work on mapping of IEC 61499 function block networks (at device/resource level) to
the aforementioned task and resource model. Device level (single-core) deployment and
end-to-end response time are discussed in 2.3, while 2.4 gives a brief review of Ethernet
technology. Our contributions are detailed in Section 3, where we present the model
of distribution (3.1) together with a general approach to end-to-end analysis (3.2). We
develop a generic network driver in terms of RTFM tasks and resources and as a use case
the driver design for the LPC1769 micro-controller is detailed and characterized. This
allows us to derive a holistic analysis at the device level (3.3). Implications of Ethernet
link layer are discussed in 3.4, enabling end-to-end response time analyses for point-to-
point networks (3.5). A generic switch model is proposed in 3.6 and applied to star (3.7)
as well as tree networks (3.8).

Our experimental setups and experiments are described in Section 4, while evaluation
and future work are discussed in Section 5. The paper is finally concluded in Section 6.
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2 Background

2.1 Task and Resource model

The task and resource model undertaken for this presentation follows the model of the
Stack Resource Policy (SRP) [8]. For this presentation we use task instance and task
interchangeably. In short, the SRP task and resource model is captured in the following:

• ti is a task with run to completion semantics,
• p(ti) is the static priority for ti,
• ei is an event triggering the execution of the corresponding task ti, and
• rj defines a resource, a task may claim resources in a LIFO nested manner.

SRP provides preemptive, deadlock free, single-core scheduling for systems with shared
resources. Given Worst Case Execution Times (WCETs) for tasks and their inner claims
(critical sections), response time analysis is readily available [8].

The RTFM-kernel has been developed from the outset of the SRP task and resource
model [9]. The kernel API amounts to C code macros, with predicable and low over-
head (typically a few machine instructions on the ARM-Cortex family of processors). It
extends the SRP task model with the ability to emit events (hence task chains can be
expressed). Under the (common) assumption that the inter-arrival of triggering events is
larger than the associated task’s response time, each task is associated with an interrupt
handler, the underlying interrupt hardware is exploited as a (single unit) event buffer2,
critical sections are enforced through interrupt masking, and preemptive static priority
scheduling is done directly by the interrupt hardware.

The RTFM-core programming language [10, 11] builds on the RTFM-kernel task model,
extending it with timing constraints. The RTFM-core compiler analyzes the input pro-
gram, derives static priorities and resource ceiling values according to SRP, and generates
plain C code. A bare-metal executable is obtained by passing the generated C code to-
gether with the RTFM-kernel scheduling primitives to the back-end C tool chain.

2.2 IEC 61499 to RTFM-core Task and Resource model

In previous work, a mapping from device/resource level IEC 61499 models have been
proposed [12, 13]. Under IEC 61499, function block networks are mapped to (scheduling)
resources. Each device may host one or several resources. At the edges of the IEC
61499 resources, Service Interface Blocks (SIFBs) are required for communication. The

2The 1-buffer assumption can be relaxed by user defined buffers, for which error handling semantics
can be tailored to the application.
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Figure 1: Example IEC 61499 system model.

standard does not cover the implementation of SIFBs. For this work we propose RTFM-
core as the means of implementation. This brings the advantage that the complete
system (at device level) can be implemented in a uniform manner, allowing the SIFBs
to be part of the device level scheduling without introducing any additional/external
run-time system.

System model example

IEC 61499 System model Figure 1 depicts an IEC 61499 model developed in the
4DIAC IDE [14]. The SIFB instances Ea1 and Ec1 capture the external events and trigger
the execution of actions associated to a_1.i_1 and c_1.i_1 respectively. Figure 2 depicts
the ECC3 of b1_b3, showing the associated actions taskb1 for input event i1 and taskb3
for input event i3 respectively. The execution model of IEC 61499 stipulates that events
are handled sequentially by the ECC. Transition conditions (guards) are evaluated in the
order determined by the programmer, in this case 1 (2) for i1 (i3) respectively. However
at network level, the standard does not stipulate the execution order of events.

RTFM System model Figure 3 depicts an example RTFM system model expressing
the same behaviour as the example model from Figure 1.

In RTFM-core the system is expressed in terms of event triggered tasks with named
3An Execution Control Chart defines the state machine of a basic Function Block in IEC 61499
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Figure 2: ECC of FB b1_b2.

Figure 3: Example RTFM system model. We have the (external) events ea1 and ec1

triggering the task chains headed by a1 and c1 respectively. Tasks b1 and b3 share a
resource under the protection of a critical section r.

critical sections. The external event ea1 triggers the execution of a1, which in turn triggers
the execution of b1, which in turn triggers b2. For a part of the execution, b1 and b3 enter
a named critical section r in order to get exclusive access of the shared resource (e.g.,
a data structure). This corresponds to the sequential behaviour of the ECC in b1_b3.
While each link in RTFM-core is treated as a message (i.e., event with associated data)
there is neither a need for explicit data wiring nor for multiplexing (F_MUX_2_1). Each
task in the model is associated with a static priority, allowing fine grained preemptive
scheduling at device level.

2.3 Monolithic single-core deployment

For deployment to single-core platforms, the rtfm-compiler derives the task set from the
input program and performs SRP analysis (i.e., derives the resource ceilings on basis of
the per-task resource utilisation). The generated code compiled together with the (target
specific) RTFM-kernel primitives render an executable for the deployment. The kernel
primitives implement the SRP scheduling policy by exploiting the underlying interrupt
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Figure 4: Point to point topologies, CSMA/CD collision detect and resend (left), collision
free full duplex (right). Each link is marked with the associated messages m.

hardware. (For the ARM-Cortex family of processors, the scheduling overhead is bound
to a few clock cycles [9].) As already mentioned, given WCETs for tasks (and their critical
sections), we can deploy available SRP based methods for deriving per-task response
times [8].

Monolithic response times

The end-to-end response times for a task chain can be safely estimated by accumulating
the response times along the chain. E.g., for the example system the response time of
the task chain ea1 → a1 → b1 → b2 is given as rt(a1) + rt(b1) + rt(b2). (More precise
methods exploiting precedence/offset information have been extensively studied, see e.g.,
[15], but is out of scope for this presentation.)

2.4 Ethernet technology

Ethernet based buses are emerging in industrial applications as a cost and performance
efficient alternative to proprietary field buses.

In the following, we briefly review a set common topologies. (Messages in the figures
relate to the distribution example later introduced in Section 3.) Figure 4 depicts point
to point topologies. In legacy systems, a single coaxial cable was used (left in Figure 4),
using a collision detection and resend mechanism, for which bound transmission times
are hard/impossible to guarantee. Alternatively, collision free communication is possible
by using multiple interfaces and dedicated (point to point) cabling. Such solutions are
costly and bulky however (right in Figure 4).

A switched (full duplex) star network mapping of the system is given in Figure 5. Figure
6 depicts the scenario of a network with local switches S1 and S2 and a backbone switch
S3. In this case, the network is shared between real-time traffic and best effort traffic.
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Figure 5: Full duplex switched star network topology. Each link is marked with the
associated messages m.

Figure 6: Tree switched network with mixed real-time (between nodes A, B, and C) and
best effort traffic (between nodes D and E). Real-time messages are marked m, while
best effort traffic is marked n. As seen, links S3 → S1 and S2 → S3 carry both real-time
and best effort traffic.
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Ethernet framing

An Ethernet frame (Figure 7, top) has a payload of 46 to 1500 bytes (octets). A 802.1Q
(VLAN) frame (Figure 7, bottom) has a payload of 42 to 1500. In both cases, this yields
a minimum packet size of 64 bytes (including the header and CRC/FCS). The large
minimal size packages is a legacy from non-switched (shared media) networks, for which
the collision detection (CSMA/CD) mechanism is dependent on the propagation delay
of the signal.

Including Preamble (8 bytes) and Inter Frame Gap (12 bytes), the total size of a
frame is 84 bytes. Hence, the transmission time for a complete minimal frame over
a link is 84 ∗ 8/ls (where ls is the link speed), amounting to 67.2/6.72/0.672μs over
10Mbit/100Mbit/1Gbit/s links respectively. This gives the minimum period for trans-
missions over a link (and hence the maximum blocking time inferred by tramission of a
minimal sized packet). Considering only packet delivery, we can exclude the Inter Frame
Gap (12 bytes), 57.6/5.76/0.576μs over 10Mbit/100Mbit/1Gbit/s links respectively. 4

2.5 Ethernet based field buses

The term Industrial Ethernet (IE) is commonly used, referring to rugged components
relying on Ethernet technology.

A gamut of Ethernet-based field buses (such as POWERLINK [3] and EtherCAT [4])
have been introduced, for an overview see, e.g., [18]. In common, they have a focus on
predictable timing, hence they are collectively referred to as Real-Time Ethernet. As
prominent examples thereof, we briefly review POWERLINK and EtherCAT.

POWERLINK [3] is a time triggered protocol that provides collision free and predicable
communication over shared link (hub) configurations. However, time triggered protocols
go outside the Ethernet standard and require all devices on the network to follow the time-
triggered protocol. The use of standard Ethernet switches in POWERLINK networks is
discouraged in order to uphold timing properties.

EtherCAT[4] is another filed bus system based on the Ethernet Phy technology (al-
lowing integration with standard Ethernet framing and overlaying UDP/IP protocols).
The EtherCAT protocol deploys a communication scheme, providing high precision syn-
chronisation (using IEEE 1588 Precision Time Protocol[19]). EtherCAT devices may be
designed to act as switches, allowing for a wide range and mix of network topologies to

4As a comparison, the minimal packet size is 8 bytes for CAN (a packet without payload, using 11 bit
address), giving a minimum transmission time of 8 ∗ 8/ls, amounting to 5.12/2.56/1.28ms for CAN-bus
speeds of 125 kbit/250 kbit/500 kbit/s respectively. While having considerably larger transmission times,
the CAN bus was designed with the outset of predictable prioritised scheduling, for which worst case
delivery times can be bound [16]. While originally developed for automotive applications, the CAN-bus
has gained a wider spread (including industrial control applications) due to its robustness, relative low
cost, and predictable behaviour [17].
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Figure 8: Distributed system model.

be implemented.

In common, these field buses deploy a master/slave configuration.

3 Distributed systems in RTFM-core

In the following, we discuss distribution aspects of RTFM-core models from a generic
perspective, allowing RTFM-core models to be derived from corresponding IEC 61499
models, written directly in the RTFM-core language [10], or any mix thereof.

3.1 Distributed single-core deployment

In a distributed setting, the task set (and associated) resources are partitioned in a set of
devices. For this presentation we make the assumption that resources cannot be shared
among tasks executing on different devices.

Figure 8 depicts a deployment scenario associating the tasks {a1, a2} to device A,
{b1, b2, b3} to B and {c1, c2} to C. The messages (events with optional payload) crossing
device borders are marked mi, e.g., m1 = a1 → b1 indicates an event (message) from task
a1 (on device A) triggering b1 (on device B). At this level, the model is network agnostic
(i.e., the type of media, protocol, and topology are not explicit).
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3.2 End-to-End Response Time, a holistic approach

A safe end-to-end response time estimate of a task chain spanning multiple devices can
be computed by the accumulated sum of intra-device response time and the inter-device
delivery times. Seemingly straightforward, this is a challenging task. In this paper, we
propose a holistic approach, taking into account the impact of scheduling at device level
as well as for each link involved.

As a use case, we study Switched Ethernet, the impact of network topologies, 802.1Q
quality of service configurations, and the sharing of physical links between real-time
and best effort domains. For the intra-device response time, we rely on the previous
discussion (Section 2.3). However, the modelling of and approach to analysis is generic,
and applicable to other device level programming models, network media, protocols and
topologies, as far as worst case response/delivery times can be assessed.

3.3 Holistic device level response times

In our setting, we consider device drivers as a part of the application at device level, and
this allows us to assess intra-device response times in a holistic manner.

Figure 9, depicts the device level task set for node A including the Ethernet drivers ARX
and ATX with associated resources (buffers) rRX and rTX. Figure 10 depicts the task set
for device B, having only a receiving Ethernet driver BRX with the associated receiving
resource (buffer) rRX.

The ARM-Cortex M3 based LPC1769 micro-controller provides an on chip Ethernet
MAC (EMAC) with DMA functionality triggering the event eaRX

when a buffer has been
received. The LPC1769 bus matrix allows the EMAC DMA to read and write package
data using a dedicated SRAM allowing interference to be isolated to reading out/setting
up package payload. This amounts for task aRX and function faT X to a few shared
memory accesses, for which worst case latency can be deduced from the data sheets.
Under the assumption that messages will be consumed before reoccurring, a single (non-
protected) buffer for each unique message is sufficient, hence accesses to rRX and rT X do
not require critical sections (hence marked white/transparent in figure). However, since
the function faT X can be executed (preemptively) on behalf of both tasks a1 and a2, its
operations on the EMAC must be protected in a critical section (marked blue/filled in
figure).

The EMAC transmit and receive functionality operates on circular description tables
using producer and consumer indexes as depicted in Figures 11 and 12.

Transmit The operation of faT X amounts to writing the message payload into the
dedicated send buffer (in the shared SRAM), allocating a descriptor (round robin), up-
date its packet pointer and size fields, and increasing the TxProducerIndex modulo



158 Article D

Figure 9: Device A with ARX and ATX. S is the network, typically a switch.

TxBufferNumber. The Figure 11 depicts the case where both m1 and m2 have been
enqueued (but not yet transmitted). Under the assumption that messages are delivered
before reoccurring, no overrun will occur.

Receive The operation of task bRX (triggered by the EMAC when RxConsumerIndex
!= RxProducerIndex) amounts to reading the destination port number and triggering
either task b1 (messages m1 and m2) or task b3 (message m3) with the corresponding
payload as argument. Figure 12 depicts the case where both m1, m3 and m2 have been
received (but not yet handled). Under the assumption that inter-arrival time for each
message is larger than its time to be conveyed (i.e., leaving the input buffer), no overrun
will occur.

Device Level Analysis

For the end-to-end response times, we consider the task chains from each triggering
event to task chain completion. Assuming that the size (in bytes) of payloads is given
as |m1| = 4, |m2| = 4, |m3| = 8 and |m4| = 4 in the following, we have the device level
response times for device A:

Drp(ea1) = rp(a1), (1)

Drp(ea
m4
RX

) = rp(am4
RX) + rp(a2) (2)
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Figure 10: Device B with BRX driver.

Notice that tasks a1 and a2 include the execution for the queuing function faT X . For
device B, we have the following:

Drp(eb
m1
RX

) = rp(bm1
RX) + rp(bm1

1 ) + rp(b2) (3)

Drp(eb
m2
RX

) = rp(bm2
RX) + rp(bm2

1 ) + rp(b2) (4)

Drp(eb
m3
RX

) = rp(bm3
RX) + rp(b3) (5)

For the scheduling analysis, we have the task instances bm1
1 and bm2

1 and bm1
RX , bm2

RX and
bm3

RX . In this way we can take into account payload size WCET dependencies for the
receiver task bRX . In this case WCET (bm1

RX) = WCET (bm2
RX) since the messages are

of same length, while WCET (bm3
RX) has a different (larger) WCET due to the copying

of the larger payload. Notice that analysis is based on the set of task instances, e.g.,
bRX implies the instances bm1

RX , bm2
RX and bm3

RX . As discussed in Section 2.1, our task and
resource model is SRP compliant, allowing a plethora of available methods for analysis
to be readily applied, and thus are not further discussed in the scope of this presentation.
However, worth to notice is that the proposed design isolates the impact of EMAC DMA
memory accesses to the copying of payload from/to the receive/send buffers (which reside
in the shared memory). The isolation facilitates safe WCET analysis.

3.4 Link Layer Model

In order to assess the impact of networking, we first study a simple (directly connected)
point-to-point topology, which allows us to isolate the link-layer, Figure 4 (right). For
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Figure 11: ATX driver operation. In this case two messages (m1 and m2) have been
buffered (by the software driver) for transmission, where m1 started transmission. When
a package has been sent, the EMAC will advance the TxConsumerIndex.

the discussion, we consider only nodes A and B (hence for each device a single network
interface suffices). 5

Output queueing

The actual scheduling of the output link is performed by the function faT X . For our im-
plementation, we deploy a simple FIFO mechanism, where packets are queued in the order
of their arrival to the task faT X . I.e., in the worst case, a message will be blocked/in-
terfered by all other outgoing messages. Assume that we have n outgoing messages, and
tr(mj) is the transmission time for a message mj, then the blocking time is given as:

b(mi) =
n∑

j=1
tr(mj), i �= j (6)

The total time for delivery includes the transmission time of mi, giving us the total
delivery time (or network delay) over a link:

l(mi) = b(mi) + tr(mi) =
n∑

j=1
tr(mj) (7)

5An actual collision free point-to-point implementation for the complete system would require ad-
ditional (external MAC/Phy) hardware and thus is impractical. However, the two-node scenario is
sufficient to highlight the impact of networking for each link.
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Figure 12: BRX driver operation. In this case three messages (m1, m3 and m2) have
been received by the EMAC but not yet received by the driver. The driver will update
RxConsumerIndex when a message has been internally dispatched to the corresponding
RTFM task. MS must be the largest frame size for the received messages as we do not
know in which buffer each message will be received.

In case all messages fit the minimum Ethernet payload (46/42 bytes for Ethernet II /
802.1Q respectively), we have a common d(m) = tr(m) ∗ n, which (as seen in Section
2.4) amounts to n ∗ 67.2/6.72/0.672μs over a 10Mbit/100Mbit/1Gbit/s link respectively.

Refinement One could think of improvements to the above queuing mechanism, ei-
ther by allowing non standard framing (reducing the transmission time), or by priority
queuing.

Input queueing

On the receiver side, packets arrive in the order defined by the output queueing discussed
above. The propagation delay over the link l can be computed as pd(l) = |l|/Pcopper,
where |l| is the length of the link and Pcopper is the propagation speed. For copper this is
(roughly) 2/3 of the speed of light (300 ∗ 106m/s), amounting to 0.005ns/m, and hence
can be neglected for most practical cases.
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3.5 Response time in a point-to-point network

We can now derive a safe response time for task chains spanning multiple devices over a
point-to-point Ethernet network.

Let T be a global set of tasks, and |T | the size of the set, M be a global set of messages,
and |M | its size. Let TC(ei) be a set of tasks triggered by the event ei (i.e., tasks along
the task chain headed by the event ei). Let MC(ei) be a set of messages along the task
chain headed by the event ei.

For a triggering event ei and a task chain involving the devices D and the links L, we
have:

Drp(ei) =
|T |∑

i=1
rp(ti), ti ∈ TC(ei) (8)

Lrp(ei) =
|M |∑

i=1
l(mi), mi ∈ MC(ei) (9)

Erp(ei) = Drp(ei) + Lrp(ei) (10)

with Drp(ei) being the accumulated response times over all devices, Lrp(ei) being the
accumulated link delays, and Erp(ei) being the total end-to-end response time (delay).

Taken the running example, we have the chain:

ea1 → a1 → m1 → eT X → bm1
1 → b2 (11)

with:

Drp(ea1) = rp(a1) + rp(bm1
1 ) + rp(b2) (12)

Lrp(ea1) = l(m1) (13)

Erp(ea1) = rp(a1) + rp(bm1
1 ) + rp(b2) + l(m1) (14)

Refinement Given the assumption that the inter-arrival time of ea1 is larger than
Erp(ea1), we can exclude the blocking and interference by tasks tj along the same chain
(tj ∈ TC(ea1)) for the computation of rp(ti) (at device level). The same reasoning goes
for the link delays, where messages belonging to the same chain cannot block each other.

However for the given example, the result would be the same, but for cases where
the task chain traverses the same nodes (and links) multiple times, a tighter, yet safe,
estimate can be obtained.
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Figure 13: Switching operation without QoS. We assume FIFO ordering of output queues,
in this example m3 was enqueued before m2 hence, m2 will be blocked by m3.

3.6 Switch Model

In order to derive the response time over a switched network, we first have to define a
model of the switch at hand. We take the outset that switches are non-blocking at link
speed, and able to store and forward all packages as long as the output bandwidth (for
each port) is sufficient. 6

Figure 13 gives an architecture outline; incoming frames are buffered and inserted (by
reference) into the corresponding output queue (or queues in case of multi-cast). The
frame (if any) referenced at the head of each output queue is transmitted from the input
queue, through the switching fabric, to the output port. (Actual implementations may
vary, e.g., storing input frames in a common memory and/or having separate output
buffers is still covered by the presented model.)

The output queuing mechanism may also vary: in Figure 13, we assume FIFO queuing,
i.e., merging streams in the order of arrival; while in Figure 14, we assume queueing w.r.t.
802.1Q quality of service (QoS), i.e., merging streams according to QoS/PCP priority.
(Actual implementations may feature extended QoS, based on VLAN priority groups,

6These assumptions are in line with the claims made for many modern switches such as the Cisco
Catalyst 2960 [20].
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Figure 14: Switching operation with QoS. In this example, m3 was enqueued before m2.
However, assuming per QoS priority ordering of output queues, and m2 having a higher
QoS priority than m3, the blocking by m3 is prevented. (QoS reordering marked in red.)

and/or stream management using double tagging inside service provider networks.)

In practice, switch implementations have limited buffer space and computational re-
sources, which brings implications to both functional and timing behaviour. Configura-
tion and characterization are further discussed in the experimental Section 4.

3.7 Response time in a switched star network

Taking the outset of our example from Figure 8 and the topology shown in Figure 15,
we take a closer look at the end-to-end response time for the task chains headed by ec1 .

(a) ec1 → c1 → m4 → aRX → a2 → m2 → bRX → b1 → b2
(b) ec1 → c1 → m3 → bRX → b3
(c) ec1 → c1 → c2

Focusing on the communication for (a) depicted in Figure 15. For chain (a), we find that
the messages m2 and m4 passes two links (indexes above show the order of delivery). Each
link delay can be derived analogously to Section 3.4, taking into account the queueing
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Figure 15: ec1 chain (a) implies 4 transmissions, m1
4, m2

4, m3
2, and m4

2.

characteristics and scheduling overhead of the switch as discussed in the previous section.
The end-to-end response time can then be derived analogously to Section 3.5.

3.8 Switched tree model

Figure 17 depicts a tree network topology with edge switches S1 and S2 and a backbone
switch S3. The ports connecting to the backbone switch are so called trunks, merging
traffic from different streams. In this case the links to/from S3 convey mixed traffic from
the real-time and the best effort domains, exposing the messages m2

4 an m3
4 to (potentially

unbound) blocking and queueing overhead.

Refinement The effect of blocking can be mitigated by faster trunk links (e.g., 1Gbit
Ethernet), but the potentially unbounded overhead still remains. However, under the
assumption that QoS mechanisms are predictable and real-time traffic is classified to be
of strictly higher priority than best effort traffic, an upper bound on blocking can be
obtained.

3.9 Response time in a switched tree network

Taking the outset of our running example, we take a closer look at the end-to-end response
time for the task chains headed by ec1 . The communication for (a) is depicted in Figure
17, indexes above show the order of delivery:

ec1 → c1 → m1,2,3,4
4 → aRX → a2 → m5,6

2 → bRX → b1 → b2
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Figure 16: Generic Switch model. Port separation between real-time and best effort
domains ensures that real-time traffic is free of interference (output queue blocking)
by best effort traffic. This holds independently of 802.1Q based queueing. However,
the internal scheduling of frames (updating output queues) may be load sensitive. The
depicted switch deploys QoS for both real-time and best effort traffic (reorderings marked
red/filled).
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Figure 17: ec1 (a) implies a transmission chain m1,2,3,4
4 , and m5,6

2 .

The response time can be derived analogously to Section 3.7, however we will need to
take into account blocking and queuing overhead implied by best-effort traffic for the
backbone (trunk) links, Figure 18.

Refinement Given a proper QoS configuration, the maximum interference (blocking
and queueing) from best effort traffic (at each trunk link) can be bound to the trans-
mission time of a single MTU. This holds, since in the worst case the transmission of a
best-effort frame has just started when the real-time frame is enqueued for transmission,
while queuing overhead is nullified through QoS. The tree topology at hand implies two
trunk links (between switches) in each direction.

4 Experiments

Devices

Experiments have been conducted on the Embedded Artist (EA) LPCXpresso1769 de-
velopment board running at 96MHz. The board features a LAN8720 PHY, connected to
a 10/100 Base-Transformer (RJ45 jack) featured on the EA base board. (100Mbit per
default for the experiments.)

Switches

The experiments were conducted using a set of modern Cisco Catalyst 2960 S switches
(running OS version 12.2) [20]. Cisco claims the Catalyst 2960 to be non-blocking at
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Figure 18: Real-time messages m will in the worst case be exposed to blocking by best
effort traffic n on each trunk (backbone) link.

link speed. For the experiments all automatic management and spanning tree options
were disabled, hence MAC address tables and trunk ports were statically assigned to the
switches. The Catalyst 2960 S provides ample configuration options for implementing
quality of service. The architecture follows the generic switch model presented. The
Catalyst 2960 S features output queueing based on Class of Service (CoS, 802.1Qp)
of incoming packages for trusted ports. The switch provides 4 output (egress) queues,
where queue 1 has priority (expedited unless empty). The other queues are expedited to
share or shape the remaining bandwidth under configurable Weighted Tail Drop (WTD)
parameters. QoS configuration is solely port based (the Catalyst 2960 S does not feature
VLAN based QoS). This does not pose any severe limitations to the deployment of QoS for
our purposes, since we assume a static port assignment. To the end of best effort devices,
the associated ports were set non-trusted. This implies a best effort egress queuing even
for packages tagged with (a higher) CoS. In this way, we can ensure differentiation in
between traffic from the real-time and best effort domains.

Basic Setup

Figure 19 depicts the generic experimental setup, allowing us to observe device/link layer
and switching overhead as well as implications of network topology and interference by
best effort traffic. An initial message (tagged with an index of 1) is produced by a1.
Upon receiving a correct package (w.r.t destination and index), device A generates a
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new message to device B with incremented index, while device B simply forwards any
incoming package (as received) to device A. Task a2 toggles a digital output on each
invocation (allowing external monitoring of the roundtrip time). The station addresses
were selected in the local administrated space, 0x02, 0x00, 0x00, 0x00, 0x00, 0x01 and
0x02, 0x00, ..., 0x00, 0x02 for A and B respectively. The minimal Ethernet frame size
(60+CRC/FCS) was deployed, out of which only 16 bytes (including MAC, EtherType-
/size, and index) were actually used.

802.1Q Setup

For the experiments involving 802.1Q, frames from the real-time domain were tagged
with the EtherType 0x8100, PCP/CoS 7 (network), DEI 0 (non-drop), and VLAN 2,
giving a frame size of 64 (according to Cisco’s interpretation of the minimal frame size)
7.

The best effort traffic was generated (and received) on ordinary PCs (devices D and E)
using the tools Ostinato 0.6 (for package generation) and Wireshark (for package anal-
ysis). The station addresses were assigned 0x02, 0x00, ..., 0x00, 0x03 and 0x02, 0x00, ...,
0x00, 0x04 for D and E respectively. Best effort frames were tagged with CoS 7, in order
to verify that QoS is neglected for untrusted ports (according to the Cisco specification).

4.1 Experiment 1: Point-to-point network

For this experiment, devices A and B were directly connected to each other, allowing us
to focus on the Real-Time Domain without the influence of switches in the network. This
shows the overhead of the link layer transmission time, EMAC hardware and device driver
overhead. For the round-trip time between A (receiving a frame, extracting payload,
verifying index, sending a frame) and B (receiving a frame, extracting payload, sending
a frame with same payload) we measured 33μs (with a jitter of < 1μs). This experiment
confirms the low link layer software and hardware overhead, indicating that end-to-end
response times in the range of 15μs are indeed possible using simple Ethernet based
devices and standard framing. A closer inspection of the LPC1769 EMAC indicates that
a receive buffer is deployed in order to implement MAC address filtering. This buffering
and the hardware CRC check result in an additional delay. In the experimental setup
(not depicted) the Reduced Media Independent Interface’s (RMII) receive data signal
was correlated to the EMAC RxProduceIndex, indicating a 7μs delay for the hardware
processing.8 The 33μs round trip time can thus be derived as: 6.5μs for transmit/receive

7Finer grained QoS can be achieved for switch architectures implementing traditional priority queues.
The Catalyst 2960 S implements hybrid queuing where egress queue 1 has priority over the other 3 egress
queues.

8Notice, this information is LPC 1769 specific, other MAC-layer implementations may express differ-
ent characteristics.
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Figure 19: Generic experimental setup to asses real-world network charactersistics.

7μs for MCU EMAC (hardware) processing and 3μs software processing. Totaling 2*6.5
+ 2*7 + 2*3 = 33μs.

4.2 Switched star network

For this experiment, devices A and B were connected over a (single) switch. This exper-
iment focuses on the Real-Time Domain (and isolates the influence of the switch on real
time traffic). No additional devices were connected. Again, for the round-trip time we
measured with the logic analyzer 55μs (with a jitter of < 1μs), compared to Ex1 these are
additional 22μs. In theory (without cut-through), passing 2 times over a 100Mbit link
implies a transmission time of approximately 14μs. This leaves us with a total queuing
overhead of 8μs, i.e., a 4μs queuing (and CRC check) delay per frame for the Catalyst
2960 switch. (This is a 50% improvement compared to the LPC1769.)
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4.3 Switched single-layer network with best effort traffic

For this experiment, real-time devices (A and B) and best effort devices (D and E)
were connected over a (single) switch. Real-time and best-effort traffic were separated
by port (i.e., all real-time traffic is transmitted between devices A and B, while all best
effort traffic is transmitted between devices D and E. For the experiment (on average)
5000 (MTU 1518 bytes) packages/s were sent in between devices D and E (emulating
a generic and heavy IP traffic load). To stress buffering effects, packages were sent in
bursts of 10 at the rate of 500 bursts/s). The measured round-trip time was still 55μs
(with a measured jitter of < 1μs), which verifies the assumption that port separation
allows us to share the same physical switch without affecting the real-time performance.
To this end, the Catalyst 2960 meets the claims (the switching fabric was able to forward
packages at link speed for the presented load9).

4.4 Switched tree network

For these experiments, we tunnelled all traffic over a common backbone (trunk) with link
speed set to 100Mbit (Ex4, . . . , Ex6) and 1Gbit for Ex7. Two edge switches were used,
connecting (A, D) and (B, E) respectively. One backbone switch connected the edge
switches. In the first experiment (Ex4), only real-time traffic was emitted. This allowed
us to assess the forwarding overhead across the trunks. A roundtrip delay of 103μs with
a jitter of < 1μs was observed. These are additional 48μs compared to Ex2. The tree
topology adds 2 transmit/receive delays and 2 buffering delays in each direction. Thus,
2*7 + 2*4 = 44us roughly correspond to the observed additional delay.

The second experiment (Ex5) contains both real-time and best-effort streams. The
observed best case delay was 103μs and the worst case delay was 340μs, which roughly
corresponds to the theoretical bound of 103 + 2 ∗ tr(MTU) = 103 + 2 ∗ 122 = 347μs.

In the third experiment (Ex6), we reduce the best effort MTU to 64 bytes. The addi-
tional blocking was masked by the internal queuing delay of the switch, showing that the
overhead of best effort traffic can be efficiently mitigated by controlling the MTU.

In the final experiment (Ex7), we observe the effect of a Gigabit backbone. Both
best and worst case behaviour were improved, and the effect of additional blocking was
effectively masked by the queuing mechanism of the switch. In comparison to Ex5 (where
the worst case additional delay compared to Ex2 was 295μs), a 10x speed improvement
would yield a delay of 30μs and thus 55 + 30 = 85μs. This roughly corresponds with
the measured times. This indicates that even without controlling the MTU of best effort

9We seek to characterise the switch behaviour on the link layer, thus the presented best effort traffic
is set within the bandwidth limit of the link (5000*(1518+8+12)*8=61.52Mbit/second). Assessing the
behaviour when saturating the link, (i.e., flow control), would require another type of experimental setup
where the frame payload is actually interpreted and acted upon in real-time by the devices D and E.
While being straightforward, such experiments are left out of scope for this presentation.
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Ex1 Ex2 Ex3 Ex4 Ex5 Ex6 Ex7
P2P Star Star + Tree Tree + Tree + GB Tree +

BE 1518 BE 1518 BE 64 BE 1518
33μs 55μs 55μs 103μs 103:340μs 103:103μs 77:78μs

Table 1: BE indicates the presence (and frame size) of best effort traffic over the shared
links. (All frame sizes include FCS/CRC.) GB indicates a Gigbit backbone.

traffic, a faster (Gigabit) backbone mitigates the blocking overhead and improves the
overall performance. And that the switch performs as expected even at Gigabit speeds.

All measurements are within +-10% of the theoretical results, thus validating the an-
alytic model. To mitigate the effect of Best-effort traffic, our experiments confirm that
lowering the MTU of BE traffic lowers the blocking time of the shared link. However, this
approach has the potential to create problems with the packet scheduler of the switch.
Since the switches are typically specified to manage packages at full speed with maximum
MTU, switching minimum size packages will generate 20 times the number of packages,
and thus putting an additional 20 times load on the internal packet scheduler. Hence,
special care must be taken to validate the behaviour of the switch(es) if utilizing this
approach.

5 Related and Future Work

Compositional analysis of real-time systems have been extensively studied in [21, 22].
Similar to the recent work [22], platform overhead is included in our analysis. In our
case, platform level scheduling is nonhierarchic, and end-to-end response time in a dis-
tributed setting is obtained by including communication overhead. Guaranteed real-time
services over standard Ethernet have been studied from a modelling and simulation per-
spective (e.g., in [23]). Response time of IEC 61499 has been studied at device level e.g.
[24], and over switched Ethernet e.g. [25]. Our models extend [23, 24, 25] and our exper-
iments indicate their validity. The problem of shared output queuing with QoS has been
identified and discussed in [26]. In our case we need only two priority classes in order to
provide real-time guarantees (given the assumption that switches are non-blocking). Our
experiments validate the feasibility to COTS switches (like the Cisco 2960), and show
that the impact of non-critical traffic can be bound and safe response times obtained.

Currently, there are attempts to add response-time predictability to switched Ethernet
by defining standards for Deterministic Ethernet [27]. Our approach is not becoming
obsolete by having networks following those standards. In fact, analysis for end-to-end
response times in a 61499 distributed application becomes then vendor independent. Our
approach is currently limited to Ethernet switches with a suitable and known priority
queueing implementation.
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Our results are safe to the worst case, assessing end-to-end response in a holistic manner
including the overhead of receive/transmit hardware and software. Further improvements
can be obtained if the MTU of best effort traffic is controlled. This however, requires
the switches to be configurable as well as being capable of segmenting and reassembling
packages at the edges of the network. Alternatively, each best effort device needs to be
configured to segment the traffic at the link layer, which might be not practical in the
general case. Firstly, the link layer drivers may not provide to set the MTU in a user
configurable way. And secondly, the usage of such devices outside the system will suffer
from decreased performance. Moreover, relying on configuration is fragile, and cannot be
trusted. However, our experiments show that the adversative effects of best effort traffic
can be effectively mitigated by a faster backbone.

In this way, our results challenge the common belief that specialised Real-Time Ethernet
protocols and components are required in order to offer predictable timing over Ether-
net. In cases where absolute performance requirements cannot be met by the presented
approach, specialised solutions and technologies (e.g., EtherCAT) may be combined with
the presented work, allowing to further reduce end-to-end response times, with (poten-
tially) tighter bounds to the analysis.

Set target of future work is to further automate the design process for distribution,
allowing networking components to be generated directly from 61499/RTFM models, and
to integrate the proposed methods for analysis in the RTFM-4-FUN tool suit. In order
to ensure correctness of the presented analysis and future automation features, rigorous
formalisation and extraction of certified code is possible through e.g., Coq[28]. Another
area of interest is deriving a generic test bed, allowing fast and accurate characterisation of
switch configurations, facilitating the deployment in real-life environments. In particular,
we would like to study the Netgear low-cost solutions (e.g., the GS10T-200), claiming to
implement strict priority queues.

6 Conclusions

In this paper, we have discussed end-to-end response times for distributed IEC 61499
applications communicating over switched Ethernet networks. The end-to-end analysis
takes device level response time, network link layer transmission times, network topology
as well as switch specifics (up to layer 2) into consideration. For the analysis and imple-
mentation, the system is translated into concurrent tasks and resources (critical sections)
in RTFM-core language. Such models can be expressed directly in the RTFM-core lan-
guage, derived from IEC 61499 system specifications, or any mix thereof. The static
nature of the RTFM-core model allows device level response times to be assessed using
available schedulability analysis. For each link, the number of (outstanding) messages in
the system is precisely bound, thus allowing the blocking and queuing time to be safely
estimated. To assess the impact of switches in the network, a generic model is presented,
and an experimental setup is developed allowing characterisation of the switch(es) at
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hand. Our experiments conducted on commercially available micro-controllers and Eth-
ernet switches indicate that safe end-to-end response times well below 1ms are feasible,
even over tree network (backbone) topologies and in the presence of un-managed best-
effort traffic.
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A Real-Time Semantics for the IEC 61499 standard

Per Lindgren, Marcus Lindner, Andreas Lindner, Valeriy Vyatkin,
David Pereira, and Luís Miguel Pinho

Abstract

The IEC 61499 standard provides an executable model for distributed control systems
in terms of interacting function blocks. However, the current IEC 61499 standard lacks
appropriate timing semantics for the specification of timing requirements, reasoning on
timing properties at the model level, and for the timing verification of a specific deploy-
ment.

In this paper we address this fundamental shortcoming by proposing Real-Time-4-
FUN, a real-time semantics for IEC 61499. The key property is the preservation of
non-determinism, allowing us to reason on (and verify) timing properties at the model
level without assuming any specific scheduling policy or stipulating specific order of ex-
ecution for the deployment. This provides for a clear separation of concerns, where the
designer can focus on properties of the application prior to, and separately from, de-
ployment verification. The proposed timing semantics is backwards compatible to the
current standard, thus allow for re-use of existing designs. The transitional property
allows timing requirements to propagate to downstream sub-systems, and can be utilized
for scheduling both at device and network level.

Based on a translation to RTFM-tasks and resources, IEC 61499 the models can be
analyzed, compiled and executed. As a proof of concept the timing semantics has been
experimentally implemented in the RTFM-core language and the accompanying (thread
based) RTFM-RT run-time system.

1 Introduction

The IEC 61499 standard provides an executable model for distributed control systems in
terms of interacting function blocks (FBs). The execution model is event-driven (asyn-
chronous), where triggering events may be associated with data. This allows for non-
deterministic execution (which is plausible as actual scheduling can be tailored to best
fit the underlying platform(s), network media etc., while correctness (as defined from the
underlying semantics) is a model property.

Non-determinism, by itself, allows for many correct traces of a given input (and state),
and can be observed (and reasoned on) using methods such as model-checking [1, 2].
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This allows separation of concerns, where validating correctness of the model per-se
(reasoning on the properties of the specification) can be done prior to, and separately
from, validating that a specific deployment (implementation) meets the specification. In
this way, the concern of the application designer is the specification and composition of
models, where as s/he can rely on automatic methods (as a concern of the tool vendor)
to validate that the deployment, (i.e., underlying platforms, run-time systems, networks,
etc.), collectively meet the specification. Separation of concerns is a key property to
dealing with systems of complexity, such as those emerging in industrial automation
(where we actually face systems-of-systems).

However, the current IEC 61499 standard lacks appropriate semantics to natively spec-
ify intended timing behavior requirements. Instead, timing properties emerge from the
implementation.

Related to real-time execution IEC 61499 model we find the work on TORERO [3].
Computations (actions) are implemented following the Java Real-Time Specification,
while per-event timing specification is given using the IAONA Real-Time Classes. In
the work of Zoitl [4], timing specification is expressed in terms of traditional notions of
deadlines, inter-arrival and execution times. In comparison to [3], timing specifications
in [4] are limited to source events. Another recent approach to real-time execution of IEC
61499 takes the outset from a Time-Complemented Event-Driven (TCED) control model
[5]. Pang et. al. demonstrates that a TCED systems can be implemented following IEC
61499.

The related industrial standards IEC-61131/60848 as well as their underlying Sequential
Function Charts (SFCs) and Grafcets have been extensively studied. In [6] an un-timed
formalization of Grafcets in terms of Stable Location Automaton is proposed. The text
nicely lays out the syntactic and semantic differences between the event driven Grafcet
and the scan based (PLC) SFC execution model. A unified timed semantics is presented
in [7]. Timing properties are expressed using 5 primitives (L, D, SL, SD, DS), each
one with a unique semantics. It is found in [7] that the SFC semantics is ambiguous
in the standard, and that a clear definition of well-formedness is lacking and open for
interpretation.

In this paper we address this fundamental shortcoming by proposing Real-Time-4-FUN,
a real-time semantics for the IEC 61499. We associate each event with a Permissible Ex-
ecution Window (PEW), defined by its baseline (indicating the absolute arrival time),
and a relative deadline (defining the timing requirement). Timing information is tran-
sitional (inherited), allowing a chain of events to operate under a common PEW (i.e.,
end-to-end timing requirement). Moreover, an emitted event can be associated a relative
baseline offset, postponing its (downstream) arrival. This allows for expressing complex,
yet statically analyzable, timing patterns free of accumulated drift (allowing e.g., delays
and periodic behavior as trivial cases). Similarly to [3] we allow for timing specification
of arbitrary events. While our timing semantics share similarities to [4] we propose a
transitional and compositional semantics by means of baseline inheritance and offsets.
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The timing semantics are influenced by previous work on the Timber language [8] and
the lightweight TinyTimber [9] C-code programming model. The experimental imple-
mentation is based on the original work on the RTFM-core language [10].

2 Background

2.1 IEC 61499

The IEC 61499 standard [11] provides a non-deterministic executable model for dis-
tributed control systems in terms of interacting function blocks. The executions se-
mantics is informally defined, and thus subject to interpretation (as no official reference
implementation is present). For the purpose of the presented work, we briefly summarize
key features of the standard. For a comprehensive overview see [12]

Design Elements

Function Block (FB) types:

• Basic Function Blocks (BFBs), used to specify general behaviour,
• Service Interface Function Blocks (SIFBs), used to interface the environment of a

FB network, and
• Composite Function Blocks, emerging from a composition of BFBs/SIFBs and

(inner) composite FBs.

In common all FB types provide an interface defining input events with associated input
data variables, and output events with associated output variables.

The operation of a BFB is defined (in a finite state machine like manner) by its Exe-
cution Control Chart (ECC), input/output events, and input/output/local variables. A
transition condition (edge in the ECC) is either a single input event, a Boolean expression
(guard) on input/output and local variables, or a combination thereof. Each state in the
ECC, implies an ordered set of zero or more algorithms to execute and output events to
emit. On the arrival of an input event (provided by the resource scheduler), the associated
input data connections are first sampled to the input variables, then transition conditions
from the current state are checked (in order given by occurrence in the underlying XML).
On a transition the algorithms of the target state are sequentially executed (implying
potential output events and local and output variable updates), the input event is (con-
ceptually) consumed, and further transition conditions (from the target state) inspected
transitively until no more transitions are possible.

The operation and implementation of SIFBs are left undefined in the standard. CFBs
provides a mere hierarchical abstraction and carry no functionality in their own right.
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Deployment

For the deployment, the application is partitioned onto a set of resources, which in turn
are mapped onto a set of devices. Communication crossing resource boundaries (e.g.,
inter device communication) must pass through SIFBs.

The standard also associates other properties to the notions of resources and devices,
allowing shielded execution and dynamic re-configuration.

Execution model

The execution model is event driven (asynchronous), where each event may be associated
with a set data connections. A device may provide one (or more) resource(s) responsible
for the scheduling of events. The order of events delivery and execution is undefined,
hence the execution model is non-deterministic.

2.2 Real-Time For the Masses

Real-Time For the Masses (RTFM) is a set of experimental languages and tools, designed
to bring state-of-the-art embedded software technologies to the mainstream. The Model
of Computation (MoC) has the outset of the Stack Resource Policy (SRP) [13], which
brings numerous advantages to preemptive scheduling of systems with shared resources,
e.g., deadlock free execution, bound priory inversion, as well as memory and CPU efficient
implementation. Given Worst Case Execution Times (WCETs) for the tasks and their
inner claims, schedulability test and response time analysis is readily available for single-
core systems [13], as well as and multi-cores [14].

RTFM, Model of Computation

The notation from [13] has been adapted to our use in the context of RTFM. For this
presentation we use task instance and task interchangeably: ti, is a task (job) with run-
to-completion semantics; rj, defines a resource, a task may claim (request and release)
resources in a LIFO nested manner; and ei, is an event (job request) triggering the
execution of the corresponding task ti.

To the end of SRP based analysis and deadline monotonic (DM) scheduling we define:
dl(ei), is the deadline for the execution of task ti; p(ti), is the static priority for ti; ia(ei),
is the minimum inter-arrival time (or period) of ei; c(ti), is the worst case execution time
for ti; and rp(ei), is the response time to the event ei (i.e., task ti).

In the context of RTFM, claiming a resource can be seen as entering a critical section.
It extends the SRP task model with the ability for tasks to emit events (hence allowing
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asynchronous task chains to be expressed). In comparison to SRP, resources in RTFM
are single unit.

RTFM Run-Time Systems

Models in RTFM be efficiently executed by the RTFM-kernel on single-core bare metal
platforms [15] and by the RTFM-RT [16] onto hosted environments that provide threading
primitives.

RTFM-core

The RTFM-core programming language [17, 10] builds on the RTFM MoC. From the
input -core program the RTFM-core compiler generates C code output referring to the
RTFM-kernel/RTFM-RT primitives for the scheduling. During compilation the task
set is analyzed for inconsistency (cyclic resource claims are rejected). For valid models
resource ceilings for SRP based scheduling are derived and provided as input for run-time
scheduling (as implemented in the RTFM-kernel/RTFM-RT).

2.3 IEC 61499 mapping to the RTFM Model of Computation

In previous work, a mapping from device/resource level IEC 61499 models to the RTFM
MoC (as provided by the RTFM-kernel API) has been proposed [18]. For this presenta-
tion, we adopt a similar approach, while mapping to the RTFM-core language instead of
the RTFM-kernel scheduling primitives. This has the advantage that model level analy-
sis and optimizations (performed by the RTFM-core compiler) can be put to use. (For
detailed descriptions of the original work, we refer the reader to [18].)

3 RTFM Timing Semantics

3.1 Permissible Execution Window

Each event (e) is associated with an baseline bl(e) (absolute point in time for the arrival
of the event), a relative deadline dl(e) (indicating the timing requirement), and a mini-
mum inter-arrival time ia(e). An event ei, is associated (triggers) a corresponding task
(instance) ti (can be seen as a job request related to SRP).

The Permissible Execution Window (PEW) for (an instance of) ti is the range in time
from its baseline bl(ti) = bl(ei) to its absolute deadline dl(ti) = bl(ei) + dl(ei), Figure 2.

A task ti, may emit further synchronous and asynchronous events ej, which by default
inherits the sender’s timing properties (bl(ej) = bl(ei), dl(ej) = dl(ei)), and hence the
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corresponding task tj executes under the sender’s PEW. On emitting a synchronous
event, the corresponding task is (directly) executed and the sender is suspended until tj

completes), while on emitting an asynchronous event the sender continues execution.

An asynchronous event ej can be associated explicit timing properties in terms of a
relative baseline offset af(ej) (such that bl(ej) = bl(ei) + af(ej)) and/or an explicit
dl(ej). We consider models valid only if the corresponding dl(tj) > bl(tj) (the size of
the PEW is > 0), and that dl(ej) ≤ ia(ej), which are common assumptions to real-time
scheduling. In the following, we assume systems to be schedulable if not else stated.

3.2 The RTFM-core language

Syntax

For this paper we extend on the original RTFM-core language [10] by introducing the
aforementioned time semantics. The async defines for the task instance (job request)
a permissible execution window (absolute base- and dead-lines), inherited or computed
from relative after and before timing information given in the -core program. The
pend defines a new baseline from the current time and an optional deadline.

A simplified grammar is depicted in Figure 1. The CCode terminal denotes the presence
of embedded C-code, occurring either at the top level, or inside a statement. (Func’s are
used merely to facilitate modularization.)

We discriminate between Task / ISR definitions given in the input program, and Task /
ISR instances derived by analyzing the input program. During compilation, (for current
run-time targets) static priorities are derived for each ISR (by deadline) and Task instance
from the timing constraints of the originating asynchronous event.

3.3 Dynamic Semantics

In the following, we give an informal dynamic (run-time) semantics for the -core language,
following the notions of tasks and resources.

Each ISR, Task and Reset/Idle definition is bound to a finite sequence of statements
and is referred to as a task definition. Execution of a ISR/Task (a task instance) is
triggered by the occurrence of a corresponding event and should run-to-completion (i.e
terminate). An event can either occur from the environment (typically an interrupt) or
be emitted internally. Idle is a (potentially non-terminating) process with the lowest
priority in the system, invoked once by the underlying run-time system at startup (after
run-to-end execution of the Reset task).

The Tasks are concurrent in our model (and may execute in parallel, besides Reset
that run before any other task is released). Their associated priorities may be used by
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Top ::= #> CCode <#
| ISR Id Before? { Stmt }
| Task Id { Stmt }
| Func Id (CCode) { Stmt }
| Reset { Stmt }
| Idle { Stmt }
| Top Top

Stmt ::= #> CCode <#
| claim Id { Stmt }
| async After? Before? Id ()
| pend Before? Id ()
| sync Id (CCode)
| Stmt Stmt

After ::= after Int

Before ::= before Int

Figure 1: Simplified grammar for RTFM-core

the underlying scheduler (and corresponding resource and scheduling analysis). During
execution a task may request (claim) a (single-unit) resource for the duration of a critical
section. Following the grammar, resources will be claimed in a LIFO manner. Functions
execute synchronously (sync) on behalf of the sender.

The event eReset has a baseline set to the current device time at the point when Reset
has run-to-end. In a distributed setting, device time may be synchronized and thus
common to all devices. In our model, the Reset task executed as part of device/scheduler
initialization, (not part of the run-time scheduling for the system), and thus has no notion
of specific deadline.

3.4 Cyclic task chains

Let d(t) denote the task definition of t. Assume a task chain ti
async→ ∗

tk. In case d(ti) =
d(tk), i.e., ti and tk refers to the same task definition, we have a cyclic task chain. The
period p of the task chain (and all its corresponding sub-task) is given as:

p =
k∑

n=i

Xn (1)

where Xn is the baseline offset (async after Xn).
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Listing E.1 Ex1.core simple task chain and message passing.
1 Task t1 () {
2 #> printf ("t1\n");<#
3 async after 1s before 1s t2 ();
4 }
5
6 Task t2 () {
7 #> printf ("t2\n");<#
8 }
9

10 Reset {
11 async before 500 ms t1 ();
12 }

Well-formedness

To ensure schedulability, each sub-task of a periodic task chain should have a deadline
shorter or equal to its inter-arrival time (dl(tn) ≤ p). Moreover, to ensure bound number
of task instances, task chains must originate form the Reset task and each d(t) may be
referred to by at most one cyclic chain.

3.5 Examples

For brevity, we exclude the execution of Reset in the timing diagram. Device time is
assumed 0 at the point when Reset has run-to-end, i.e., bl(eReset) = 0 .

Example 1

In our first example we demonstrate a simple delay. The task t1 is triggered with bl(t1) =
0s inherited from the Reset and the absolute deadline dl(t1) = 500ms derived from
the relative timing constraint (line 11, Listing E.1). Task t2() is triggered with arrival
bl(t2) = 1s and absolute deadline dl(t2) = 2s by the async event emitted from task t1
(line 3, Listing E.1).

Example 2

Our second example defines a system, that on reset triggers the periodic task t1 (with
bl(t1) = n, dl(t1) = n + 1s), where n increments by 1 for each task instance/invocation
(i.e., a period of 1s).
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Figure 2: Timing for Example 1.

Listing E.2 Ex2.core periodic task.
1 Task t1 () {
2 #> printf ("t1␣\n"); <#
3 async after 1s before 1s t1 ();
4 }
5
6 Reset {
7 async t1() before 1s;
8 }

Figure 3: Timing for Example 2.
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Event ::= async After? Before? Min?
| pend Before? Min?
| sync

After ::= after Int

Before ::= before Int

Min ::= min Int

Figure 4: RTFM event grammar for IEC 61499.

4 Timing Semantics for IEC 61499

In this section we propose how the aforementioned real-time semantics (Section 3) can be
adopted in the IEC 61499 standard. Our approach builds on, and extends, the mapping
of the IEC 61499 models to the RTFM MoC [18] (briefly reviewed in Section 2.3).

4.1 Mapping of design elements

Event properties

The definition of events follows that of the RTFM MoC, and the syntax (Figure 4).

Event source

An event source, injects events from the environment into the FB design. In IEC 61499,
event sources are defined using SIFBs. We propose RTFM-core as a (possible) specifica-
tion language for SIFBs. For bare metal implementation at device level, event sources are
implemented as ISRs (interrupt service routines), and the generated code automatically
infers the baseline for the event/task. If choosing to implement SIFBs outside the RTFM
MoC, the source event should be associated a baseline using the pend option (which
assigns the baseline to the current time). For the analyses the min option should be
used to define the minimum inter-arrival time for the event source. A SIFB output event
that occurs on behalf of conveying an IEC 61499 event e should propagate the timing
properties of e (i.e., PEW and inter-arrival).

Event chains

For (asynchronous) events we have the option inherit or explicitly state timing con-
straints, (Figure 4). The after option allows us to define complex timing patterns (for
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which delays and periodic behavior are trivial cases), without the need to infer special
design elements. Notice, the baseline offsets are statically assigned, which allows for com-
pile time analysis on the well-formedness of the design as well as offline schedulability
analysis.

Point of association

The IEC 61499 standard implies FBs as being loosely coupled components/elements
for application design. From the component point of view, one could argue that event
properties should therefore be stated as part of the FBs. This was also the outset for the
Real-Time Execution of IEC 61499 [4], as well as our previous work [18]. However, this
approach is somewhat limiting, as output events may be split. Associating properties to
each connection (at network level) increases the flexibility, allowing downstream event
handling under different timing constraints (similar to [3]).

In order to satisfy both the component view and allow for maximum flexibility we
propose that default event properties should be stated as part of the FB event outputs,
while allowing to be over-ridden by properties given for the connections at network level.

RTFM Tasks

Each chain of synchronous events is a task ti triggered by an asynchronous event ei. If
events are merged (i.e., several output events trigger the same input event), we see this as
distinct task chains (executing concurrently under the timing constraints of the specific
triggering event).

RTFM Resources

For the handling of resources, we adopt the mapping developed in [18].

4.2 System model example

IEC 61499 System model

Figure 5, depicts an IEC 61499 model developed in the 4DIAC IDE [19]. The SIFB
instances Ea1 and Ec1 capture the external events from the underlying platform (or plat-
forms if deployed onto different devices) and trigger the execution of actions associated
to a1.i1 and c1.i1 respectively. Figure 6 depicts the ECC of b1, showing the associated
actions (algorithms) taskb1 for input event i1 and taskb3 for input event i3 respec-
tively. The m is an FB (from the standard library) that merges (and serialize) incoming
events (and associated data).
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Figure 5: Example IEC 61499 system model.

Figure 6: ECC of FB b1.

Example: Event source

Assuming we deploy the system (application) onto a single device. The output events
from SIFBs Ea1 and Ec1 are obvious event sources (to the IEC 61499 network). In order
to define the baseline, and should thus either be implemented natively in RTFM-core
(and there originating from some ISR of the underlying hardware), or emitted with the
pend option. In either case for the analysis the minimum inter-arrival should be stated
using the min option. Figure 7, depicts the timing property of the event Ea1.o1 ->
a1.i1 at the network level.
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Figure 7: Timing property of Ea1.o1 -> a1.i1 at network level.

Example: Event chains

If not explicitly stated, events are considered to be synchronous, i.e. the event chains
originating from event sources will be treated as synchronous task chains in the model and
for execution. For the example, this amounts to the set of tasks and resources depicted
in Figure 8.

Example: Resources

The assumption that dl(t) ≤ ia(t) (and that the system is schedulable), only the RTFM
resources that are shared between tasks chains triggered by different event sources needs
to be protected. For the example, this gives us the (reduced) set of protected resources
r(m) (for the ECC of m), its data output r(o) (for the connection m.OUT_1 -> b1.di1)
and the r(b) (for the ECC of b1). Notice here, that the ECC of b1 triggers an output
event o1 only on a incoming i3 event, which in turn occurs on behalf of the single source
event Ec1.o1, thus neither the state of b2 nor the data connection b1.d -> b2.d1 needs
protection.

Example: Scheduling

At device level, RTFM models can be scheduled efficiently by the RTFM-kernel, ex-
ploiting the underlying interrupt hardware[15]. Each synchronous task chain, amounts
to a RTFM task. For the example, the task chain triggered by ea1 (with the sub-tasks
a1 : m1 : b1) and task chain triggered by ec1 (with the sub-tasks (c1) : a2 : m2 : b1,
(c1) : b3 : b2 and (c1) : c2). Notice, this gives an upper bound to the set of sub-tasks
executed on behalf of occurred source events ea1/ec1 . For a given configuration (ECC
specifications of the FBs and FB states), actual execution involves a proper subset of the
sub-tasks of the executing task.
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Figure 8: Example RTFM system model. We have the (external) events ea1 and ec1 ,
triggering the task chains headed by a1 and c1 respectively. Asynchronous events are
marked as dashed, tasks are denoted by circles, boxes r(m), r(b) are resources for the
corresponding FBs, while r(o) is a resource for a shared connection.

Example: Analysis

Given Worst Case Execution Time (WCET) bounds for all sub-tasks, SRP based response
time analysis can be readily applied. For a detailed description, see e.g., the original work
of Baker [13]. In the following c(ti) = Cti

denotes the WCET C of a sub-task ti.

Example: CPU utilisation

Assuming the WCETs given in Figure 8. The total WCETs of the task (chains) triggered
by ea1 = 50a1 + 1m1 + 1b1 = 52ms, and ec1 = 5c1 + 5a2 + 1m2 + 1b1 + 5b3 + 2b2 + 3c2 = 22ms
respectively. Assume ia(a1) = 1s, ia(c1) = 60ms, CPU utilization is 52/100 + 22/60 =
88.7/100, hence the system may be schedulable, (as total CPU utilization is less than 1).

Example: Response time

Assume that dl(ea1) = 100ms, and dl(ec1 = 30) respectively. During compilation, static
priorities are assigned (monotonically) based on decreasing deadlines, hence an assign-
ment p(ea1) = 1, p(ec1) = 2 meets this requirement (a higher value indicates a higher
priority).

The response time of a task t is under SRP computed as the sum of the WCET,
interference by higher priority tasks, and blocking by lower priority tasks (known as
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priory inversion). Under SRP blocking of a task ti is limited to a single section where a
lower priority task holds a resource, with a priority ceiling (	r
) larger or equal to p(ti).
The priority ceiling of a resource r is computed as the maximum priority for any task
that may access r. For our example 	r(m)
 = 	r(o)
 = 	r(b)
 = 2, since resources may
be accessed by tasks at priority 2 for these (shared) resources.

Preemption time can be safely estimated by the interference of all tasks occurrences
until its deadline. In our example dl(ea1) = 100ms, and ia(ec1) = 60ms, which implies
that (in worst case) the execution of ea1 will be preempted (at most) twice. This gives us
a response time rp(ec1) = c(ea1) + 2 ∗ c(ea2) = 52 + 2 ∗ 22 = 96ms (no blocking since no
lower priority task exists). Hence, we satisfy the deadline requirement for ea1 = 100ms.

Let us now assess the response time for ec1 . Since it is the highest priority task in
the system, interference (preemption) will not occur. However, it may be blocked by a
lower priory task. In the example the worst case is when resource m, is held by ea1 for
the section (sub-tasks) m1 : b1 (notice, the sequential execution of b1 on behalf of m1).
This gives us a blocking time of c(m1) + c(b1) = 1 + 1 = 2, and a total response time
rp(ec1) = c(ec1) = 22 + 2ms. Hence, we satisfy the deadline requirement for ec1 = 30ms.

Example: Conclusion

The given example demonstrate the device level mapping from IEC 61499 models to tasks
and resources of the RTFM MoC, and showcase the use of the proposed timing semantics,
both to specify timing requirements, to generate an outset for device level SRP based
scheduling, and the relation to established methods for response time analysis.

5 Conclusions

In this paper we have proposed a real-time semantics, Real-Time-4-FUN, for the IEC
61499 standard. Events are associated with base- and deadlines, providing an outset
for reasoning on timely properties at the model level. As allowing for non-deterministic
execution, correctness is defined by the execution semantics, not as currently on basis
of timing properties emerging from a specific deployment. This provides for a clear
separation of concerns, where the designer can focus on properties of the application
prior to, and separately from, deployment verification.

The proposed semantics is compositional, where baseline offsets provide a means to
express complex (yet statically analyzable) timing patterns directly at model level (thus
superseding the need for the implementation dependent timing components currently re-
quired using IEC 61499). Timing requirements are transitional and propagate to down-
stream sub-systems, (allowing the re-use of legacy IEC 61499 components), and can be
utilized for scheduling both at device and network level. In this paper we have shown
that, based on a translation to RTFM-tasks and resources, IEC 61499 models can be
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analyzed, deployed and verified. As a proof of concept the timing semantics has been
experimentally implemented in the RTFM-core language and the accompanying (thread
based) RTFM-RT run-time system.
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RTFM-RT: a threaded runtime for RTFM-core -
towards execution of IEC 61499

Andreas Lindner, Marcus Lindner, and Per Lindgren

Abstract

The IEC 61449 standard provides an outset for designing and deploying distributed
control systems. Recently, a mapping from IEC 61499 to the RTFM-kernel API has
been presented. This allows predictable real-time execution of IEC 61499 applications
on light-weight single-core platforms. However, integrating the RTFM-kernel (bare-metal
runtime) into potential deployments requires developing device drivers, protocol stacks,
and the like. For this presentation, we apply the mapping from IEC 61499 to the RTFM-
MoC task and resource model implemented by the RTFM-core language. The compila-
tion from RTFM-core can be targeted to both, RTFM-kernel and the introduced runtime
system RTFM-RT. In this paper, we detail the generic RTFM-RT runtime architecture,
which allows RTFM-core programs to be executed on top of thread based environments.
Furthermore, we discuss our implementation regarding scheduling specifics of Win32
threads (Windows) and Pthreads (Linux and Mac OS X). Using our RTFM-RT im-
plementation for deployment, predictable IEC 61499 execution together with access to
abovementioned operating system functions are achieved. For further developments, we
discuss the needed scheduling options to achieve hard real-time and analysis required to
eliminate deadlocks.

1 Introduction

Threads are the major means for modeling and implementing concurrency applications.
The model of tasks and resources in contrast to threads is an alternative way that is
slowly gaining acceptance. This can be seen in recent releases of task based libraries for
concurrency in established development tools [1, 2].

IEC 61499 programs are compiled for threaded platforms, since available runtime sys-
tems are based on threads [3]. Threads are a programming model with a lot of compli-
cations and even arguable misconceptions [4]. On the other hand, thinking in terms of
tasks and resources is both more natural and less complex. Our timed task and resource
model RTFM-MoC (outlined in Sections 2.1 and 2.2) follows these terms to make reliable
concurrent real-time systems available to a wider audience.

In this paper, we present RTFM-RT an abstract execution of RTFM-MoC under thread-
ed environments and two implementations for the major operating systems. That way,
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programs of our task based model, written in RTFM-core [5], can be executed on main-
stream and widespread thread based operating systems and libraries. RTFM-kernel [6]
is another execution environment implementing the RTFM-MoC and aiming at highly
efficient real-time execution on bare-metal.

A mapping from IEC 61499 to RTFM-MoC and consecutively RTFM-RT allows more
predictable and non-ambiguous execution, which in turn leads to more reliable appli-
cations. The proposal for the mapping of Function Blocks to the notions of tasks and
resources in [7] gives an unambiguous execution semantics allowing to reason on prop-
erties of the system. These properties cover memory requirements as well as response
times and overall schedulability.

The mapping extends the eventing mechanism and replaces the common event by two
new event types. A synchronous event is a plain function call, while an asynchronous
event marks the starting point of a chain of synchronous events associated with a priority.
A chain of synchronous events is mapped to a task with deadline in RTFM-core. All
stateful entities in an IEC 61499 model (i.e., data wires and Function Blocks) are mapped
to resources protecting access to the state.

The proposed mapping has some limitations. A chain of synchronous events needs to be
free of cycles, which is detectable and fixable. Furthermore, asynchronous events may not
reoccur before their associated tasks are dispatched, which is ensured by timing analysis.
With the outset from RTFM-core an additional extension to IEC 61499 would allow
schedulability and response time analysis, i.e., adding timing properties and constraints
to synchronous event chains [8]. Previous work relied on the SRP [9] based RTFM-kernel
to ensure deadlock free execution. However, RTFM-RT currently does not guarantee
deadlock freedom other than in special cases, thus deadlocks must be avoided by the
mapping process.

2 Background

RTFM-RT is part of a framework (RTFM-lang), which is intended to facilitate the de-
velopment of reliable real-time applications. A major focus lies on providing a model for
concurrent real-time programming, suitable for static analysis and run time verification.

To support a wide variety of users, especially less experienced in the field of real-time
development, a domain specific programming language with an easy-to-use and read-
ily understandable programming model is available. For this purpose, the RTFM-core
language is based on the outset of concurrent tasks with timing constraints and named
critical sections in contrast to commonly used threads. Figure 1 depicts the relation-
ship between the components of the RTFM-lang framework, which are detailed in the
following subsections.
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Figure 1: RTFM-RT as part of the RTFM-lang framework.

2.1 RTFM-core Language

RTFM-core is a programming language designed with concurrency support for the needs
of lightweight embedded devices and particularly real-time systems with guaranteed re-
sponse times, such as embedded sensors and actuators. Its model of computation (MoC),
like for the whole RTFM-lang framework, is reactive, based on tasks and (single-unit) re-
sources combined with timing specifications. Tasks in contrast to threads are well-known
to be suitable for real-time applications [10].

Tasks are the execution entities of a program, which encapsulate the executing code.
Started by a triggering event, a task always runs to completion without waiting for
additional events, i.e. a task has no option for blocking. Claiming a shared resource
for access inherently involves synchronization, which is not considered to be blocking in
RTFM-MoC. During execution a task may arbitrarily pend other tasks for asynchronous
execution. Additionally, timing constraints (before and after) to pend a task’s execu-
tion can be given.

Resources are logical entities to synchronize execution and protect critical sections
within tasks, defined by a resource claim. Two or more tasks cannot claim the same
resource at the same time, i.e., cannot enter their critical section. To enforce nested
critical sections tasks can only be claimed in a LIFO (hierarchical) manner.

Figure 2 depicts the basic concepts of the RTFM-core language with its simplified gram-
mar. Tasks (Task) and common functions (Func with parameters) are defined by a unique
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Listing F.1 Example.core.
1 Task t () {
2 claim r {
3 #> printf ("task␣t\n");<#
4 }
5 }
6
7 Reset {
8 #> printf ("User␣ reset\n");<#
9 async t ();

10 }

identifier (Id) at top level, as well as the two special tasks Reset and Idle. Reset sets
up the system, while Idle is an infinitely running task with lowest priority to support
background activities (e.g., sleep mode). Identifiers have to be unique, which is ensured
during the well-formedness check.

Functions are called with the sync keyword, while the asynchronous execution of a task
is requested with either the pend or the async keyword. Pend and async optionally allow
the specification of different timing constraints through before and after. Detailed
information to the timing semantics is available in Section 2.2.

Critical sections are delimited with a claim block within tasks and functions. The
identifier of the claim denotes a logical resource, which is claimed when entering the
block and released when leaving the block. Multiple claim blocks that use the same
identifier belong to the same resource and only one task can enter such a block at the
same time.

This way each program specifies the task and resource structure of the application,
as well as the timing dependencies between tasks. Actual program logic (commands,
expressions, etc.) is embedded via C code by usage of the escaping brackets #> and <#.

Listing F.1 illustrates a simple example program written in RTFM-core, which contains
a task definition for Reset and a common task t. Reset is executed during the set up
stage. It runs embedded C code for a console output and requests the asynchronous
execution of task t with implicit timing constraints after 0 and before ∞. I.e., the
execution is not delayed and there is no deadline specified. Task t executes its embedded
C code within a critical section defined by claiming resource r.

This example does not show a particular functionality. It only exemplifies the main
aspects of the RTFM-core language and is used later again in Section 2.3 for illustration
of the compiler output.
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Top ::= #> CCode <#
| Task Id { Stmt }
| Func Id (CCode) { Stmt }
| Reset { Stmt }
| Idle { Stmt }
| Top Top

Stmt ::= #> CCode <#
| claim Id { Stmt }
| async After? Before? Id ()
| pend Before? Id ()
| sync Id (CCode)
| Stmt Stmt

After ::= after Int

Before ::= before Int

Figure 2: Simplified grammar for RTFM-core

2.2 Timing Semantics

Tasks of the RTFM-lang framework can only be executed within a defined time frame,
i.e., Permissible Execution Window (PEW). The borders of this time frame are always
well-defined, either implicitly or explicitly, or a combination of both. The execution time
of a task may never exceed the size of the PEW, but can be shorter. In the latter case,
the execution starting point within the PEW is left to the actual scheduling.

Each task t has two timing properties, a baseline bl(t) and a deadline dl(t). The baseline
of each task is the earliest point in time, when the task execution is allowed. It specifies
the lower bound of the PEW. The deadline defines the latest point in time, when the
execution needs to be finished, which is the upper bound of the PEW.

Tasks can be triggered by another task (through pend or async) or by an external event.
E.g., in case of the bare-metal based RTFM-kernel an external event can be a hardware
interrupt caused by a peripheral of a microcontroller.

Statement async

The async statement in RTFM-core allows the declaration of two optional PEW modi-
fiers:

async (after Val)? (before Val)? Id()
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When a task ts requests the execution of task t, then t inherits the baseline of ts, which
can optionally be shifted by the value of the after modifier (after(t)):

bl(t) = bl(ts) + after(t) (1)

If after is not specified then after(t) = 0.

The value of the before modifier (before(t)) specifies the size of the PEW. The deadline
of task t is computed by its baseline and the PEW size:

dl(t) = bl(t) + before(t) (2)

For hard real-time systems, explicit deadlines should be specified, or inherited.

Statement pend

The pend statement in RTFM-core allows only the declaration of the PEW size by using
the before modifier:

pend (before Val)? Id()

The baseline of a task t is not inherited from the requesting task ts when using the
pend statement. In that case the baseline of t is set to the point in time when the pend
statement is actually executed (time(pend t)):

bl(t) = time(pend t) (3)

The semantics of the before modifier follows exactly the one of the async statement
and specifies the PEW size.

External event

An external event is mapped to the RTFM system using special tasks (not shown in the
grammar in Section 2.1). The baseline of such a task is implicitly the point in time when
the causing event was captured (time(e)):

bl(t) = time(e) (4)

The deadline is, similar to the pend and async statements, defined by a before modifier.
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Figure 3: RTFM-lang timing example.

Example

Figure 3 illustrates the timing diagram for a task ti that is triggered by an external event
ei and two tasks tj and tk, whose execution is requested by ti. The baseline bl(ti) is
computed by Equation 4 and dl(ti) set to 3s.

Execution of task tj is requested using the async statements. Both after and before
modifiers are given. Baseline bl(tj) and deadline dl(tj) are computed using the Equations
1 and 2 respectively. Independently when async is executed within the PEW of ti, the
PEW of tj is always at the same position.

Task tk is requested by ti using the pend statement without specifying the before
modifier. As a result tk has an infinite deadline. The baseline bl(tk), and thus the
starting point of the PEW, is computed by Equation 3. This point in time is dependent
on the actual execution of the pend statement, in contrast to the async statement for
which the baseline is dependent on the sender’s baseline.

2.3 Core Compiler

Besides RTFM-RT as an execution environment for RTFM-core programs, the RTFM-
lang framework provides also the RTFM-kernel execution environment (see framework
overview in Figure 1). It executes RTFM-core programs on bare metal microcontrollers
like the ARM Cortex-M3 series by exploiting the NVIC hardware for scheduling the
tasks.
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Both execution environments provide primitives as API for the task and resource based
programming model in terms of C macros and functions. These allow to initialize pri-
orities for the tasks and resources, as well as pending tasks and locking or unlocking
resources, which in turn affect the underlying run-time priorities. The APIs of RTFM-
RT and RTFM-kernel slightly differ due to reasons of efficiency and implementation
specific details.

Each RTFM-core program is compiled by the RTFM-core compiler to a C program,
which uses the specific API for the targeted execution environment. The following C
compiling stage invokes the respective set of C macros and functions to produce the
actual executable.

Task definitions in an RTFM-core program are represented as functions in the C compi-
lation, together with data structures storing their priorities and some other information.
These functions are installed as interrupt service routines (ISRs) when executing on bare-
metal hardware with the RTFM-kernel. The RTFM-MoC allows the same task t to run
more than once at the same time, i.e., task t can be requested for execution multiple
times with overlapping PEWs. Since an ISR can typically only be executing once at a
time, it is necessary to create for each occurrence of a task execution request (pend or
async) a task function (i.e., a task instance) in the C code. Hereby, multiple ISRs are
installed for the same task, which can run concurrently.

Task priorities are computed during the compilation based on the deadline specifications
(before modifier). The highest priority is assigned to the task with the shortest deadline
(deadline-monotonic priority assignment, [11]). Other approaches are possible.

All resources used in an RTFM-core program are represented as logical units with their
names and ceiling values in the C compilation. The ceiling of a resource is computed as the
maximum of all task priorities that claim this resource. This allows for the application of
the priority ceiling protocol during the execution under RTFM-kernel [9] and RTFM-RT
[12] on some platforms.

Each async statement in an RTFM-core program specifies implicitly or explicitly (after
modifier) the baseline for the new task. The RTFM-core compiler inserts code in the C
output to compute the starting point of the PEW for the new task. The targeted runtime
system aligns the scheduling for the task on its PEW.

Task and resource dependencies are analyzed during compilation by the RTFM-core
compiler. Due to the SRP based scheduling under the RTFM-kernel, deadlocks can
never occur. However, RTFM-RT has multi-core support and allows parallel execution
of multiple tasks. In such case, the Coffman conditions for deadlock free execution are
no longer guaranteed. To this end, each potential deadlock is detected at compile time
and reported to the user, who can take countermeasures (e.g., by enforcing a global
order of resource nesting). Passing off line analysis implies a guarantee for deadlock free
execution, thus neither the run-time nor the application need to be designed for deadlock
awareness. Future work will investigate alternative scheduling methods (e.g., MrsP [13]),



2. Background 207

Listing F.2 Example.c targeted to RTFM-RT (simplified).
1 enum resources {r, RES_NR };
2 int ceilings [] = {1};
3
4 void t();
5
6 enum entry_nr { user_reset_nr , user_idle_nr , t_nr , ENTRY_NR };
7 int entry_prio [] = {0, 0, 1};
8 ENTRY_FUNC entry_func [] = {user_reset , user_idle , t};
9

10 void user_reset () {
11 printf ("User␣reset \n");
12 RTFM_pend (0, 0, t_nr );
13 }
14
15 void user_idle () {
16 }
17
18 void t() {
19 RTFM_lock (r);
20 printf ("task␣t\n");
21 RTFM_unlock (r);
22 }

which provide bounded blocking time.

Listing F.2 is the simplified output of the RTFM-core compiler for the example program
shown in listing F.1. Resource r and its ceiling value is stored in an enumeration for
indexing and an array for the ceiling value (lines 1,2). Task indexes together with task
priorities and function pointers are stored in the enumeration and arrays of lines 6-8.
The actual task instructions are embedded in plain C functions (lines 10-22).

2.4 Threads

RTFM-RT executes RTFM-core programs on hosted environments like Windows and
Linux. Concurrency support on such modern operating systems are provided by a thread
architecture [14]. RTFM-lang tasks are mapped to threads and resources are modeled
with mutexes. Semaphores are used to implement the request for asynchronous execution
of a task, whereas a global clock is used to set its PEW accordingly.
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Figure 4: Mutex usage example.

Mutex

In a threading environment a thread is an independent instruction sequence that can
be executed in parallel to other threads. A critical section of a thread is a block of
instructions, which potentially interfere with instructions from other threads (e.g., access
to the same memory location). To prevent errors in the program execution, these blocks
may not be executed concurrently.

A mutual exclusion (mutex) object is a data structure with two atomically executed
access operations, lock and unlock. A thread that owns a mutex (i.e., executed lock)
is the only one who can release (i.e., execute unlock) it again and no other thread can
lock it in the meantime. By delimiting all critical sections in concurrent threads with
lock and unlock instructions on the same mutex, none of these sections are executed at
the same time.

Figure 4 illustrates the functionality of a mutex m. Threads t1 and t2 run in parallel
and have each a critical section. The first thread that reaches its critical section (t1) can
take the ownership of the mutex by executing lock(m)). As soon as the second thread
(t2) reaches its critical section, its execution is suspended until it can take the ownership
of the mutex (i.e., unlock(m)) by t1).
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thread t2thread t1
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Figure 5: Semaphore usage example. The semaphore s is initialized to 0.

Semaphore

Semaphores are intended for another type of synchronization in between threads. Their
main purpose is for access control and signaling in concurrent scenarios. Similar to mu-
texes there are atomically executable lock (take) and unlock (give) operations available
for semaphores. But in contrast to mutexes there is no ownership for a semaphore. Each
thread with access to the semaphore can release it, if it is already locked.

A special type of semaphores, used by the RTFM-RT, are binary semaphores. General
semaphores specify the maximum number of possible take operations. Each take op-
eration decreases a counter down to 0, while each give operation increases it up to the
maximum. Binary semaphores set the maximum to 1, i.e., take and give operations
alternate.

Figure 5 shows a simple example of using a semaphore s. Thread t2 executes its instruc-
tions until it tries to take the semaphore (take(s)). Since the semaphore was not yet
given (give(s)), t2 has to wait for the semaphore. As soon as s is given by t1 (give(s)),
t2 can continue. That way t1 can signal t2 for continuation, e.g., after t1 prepared work
for t2.
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3 Generic Implementation of RTFM-RT

The main focus of the RTFM-lang framework lies on bare-metal execution with the
RTFM-kernel scheduling system. However, RTFM-RT (as part of RTFM-lang) aims at
executing RTFM-core programs on feature-rich operating systems, like Windows and
Linux. That gives a broader range of target platforms for running RTFM-MoC based
programs, as well as access to built-in functions like protocols and drivers.

RTFM-MoC uses tasks and resources for concurrency, which is a significant difference to
the thread models used by common operating systems [10]. RTFM-RT defines a mapping
from the RTFM-MoC to a generic thread model, which is the basis for the RTFM-RT
architecture. Specialized implementations for the major operating systems and their used
thread models (Win32 threads [15], POSIX threads [16]) are available.

During run time, RTFM-RT verifies the specified timing requirements by checking all
deadlines. After termination of each task, its deadline (derived from the program speci-
fication) is compared to the global time value.

3.1 Requirements

RTFM-RT is designed as a runtime system for RTFM-lang, i.e., it has to satisfy the
RTFM-MoC. The three main aspects of the RTFM-MoC are tasks, resources, and tim-
ing properties given for the tasks. The API of RTFM-RT provides functionality to
execute RTFM-core programs while preserving RTFM-MoC semantics during execution
(i.e., scheduling). Therefore, tasks and resources are defined together with their priorities
and ceilings, given as output from the RTFM-core compiler. Instructions for requesting
asynchronous task executions are available, which keep all PEW timing properties for
computing the baselines and checking the deadlines during run time.

Table 1 shows implementation specific differences of the RTFM-kernel and the run-
time RTFM-RT with respect to the RTFM-MoC. The RTFM-kernel exploits directly
the peripheral hardware (ISRs, interrupt masking, timers), which makes it very efficient.
Without direct access to the hardware RTFM-RT uses instead available threading archi-
tectures for scheduling and representing tasks, resources, or baselines (threads, mutexes,
OS clocks).

3.2 Static Design

RTFM-RT executes arbitrary programs that follow its API. A program for RTFM-RT
is a C code file with certain data structures and function definitions (see Listing F.2).
Different variables store the task and resource properties (i.e., priorities and ceilings),
while the actual task instructions are encapsulated in functions.
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RTFM-kernel RTFM-RT
Parallel execution Single-core only Multi-core possible
Representation of tasks ISRs Threads
Representation of claims Interrupt masking Mutexes

Task scheduling SRP POSIX: FIFO
Windows: Win32

Resource locking Priority ceiling POSIX: priority ceiling
Windows: priority classes

Deadlocking Deadlock free Optional deadlock detection
Timing Hardware timers OS clocks

Table 1: Comparison of RTFM-kernel and RTFM-RT.

These data structures and function definitions form the configuration (as an applica-
tion file) for the runtime system. It is used for static initialization of threads (one per
task), mutexes (one per resource), and semaphores (one per task for signaling). Task
code (encapsulated in functions) can use the API instructions pend and async for task
execution requests, as well as the API instructions lock and unlock for claiming and
releasing resources. Timing properties for each task are encoded in the API instructions
pend or async that request the execution of the task.

The RTFM-core compiler transforms RTFM-core programs into the application file (C
code), which follows the described API specification. Subsequently, a C compiler takes
this application file together with the RTFM-RT base system (available as C code) and
outputs an executable for the target platform.

3.3 Dynamic Design

Based on the application file discussed in the previous section, the RTFM-RT system is
set up and can be started. The main thread executes the following steps:

1. setup scheduling (create threads and mutexes, configure priorities),
2. fork threads (wait for signal immediately),
3. call reset handler,
4. signal threads,
5. call idle handler,
6. sleep in a loop.

Each task instance is represented by one thread, which executes the following steps:

1. wait for async semaphore,
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task thread t

pass(blt,dlt)
give(st)

loop:
take(st)
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task handler
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take(st)

task thread ts

sleep(Δ)
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Figure 6: Pending a task thread in RTFM-RT.

2. sleep Δ (if baseline in future),
3. call task handler,
4. jump to 1).

Step 2 is the offset for the new baseline of the task, i.e., the starting point of the PEW.
It is computed using the after modifier in the RTFM-core program. The actual task
execution (step 3) may not begin outside of the PEW.

Figure 6 illustrates a request from source task ts for asynchronous execution of task
t. Task ts starts its execution after the defined baseline bl(ts), while task t is in wait
mode for its semaphore take(st). An async call for task t is composed of passing data
over to the target thread (i.e., the baseline and deadline for t) and signaling the target
thread (give(st)). This wakes up the thread of task t to handle the receiving data and
fall asleep again for time period Δ, if the baseline lies in the future. The actual task
execution takes place after entering the PEW.

Figure 7 depicts the interaction of the main and task thread from the RTFM-core
example F.1. It shows also the usage of a mutex (lock(mr) and unlock(mr)) to delimit
a critical section. In case of another task thread using the same mutex (i.e., claiming
the same resource), a mutual exclusion of both critical sections would be ensured by the
thread system.



4. Specific Implementations 213

task thread tmain thread tm

init(sglobal)

take(sglobal)

initialization

task handler t

init(mr)
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start(t)

reset()
#printf(..)#
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give(sglobal)

reset handler

reset done take(st)

lock(mr)
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#printf(..)#
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idle()

idle handler

sleeping
take(st)

Figure 7: Main thread and task thread of example Listing F.1 running under RTFM-RT.

4 Specific Implementations

Windows and Linux/Mac OS X are using different threading architectures. While Win-
dows has its own implementation with Win32 threads [15], Linux and Mac OS X are
using the standard POSIX threads [16]. The different architectures support different
mechanisms, which treat priorities and priority inversion in different ways. A separate
runtime system for each target platform considers the differences.

4.1 PTCORE

PTCORE is the RTFM-RT version for POSIX threads (Pthreads) supported by Linux
and Mac OS X. Pthreads support various thread scheduling policies. We opted for
the SCHED_FIFO scheduling, which is the one with minimal overhead and closest to the
behavior of the hardware based RTFM-kernel scheduling regarding predictability.
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SCHED_FIFO scheduling defines an implementation dependent number (between 32 and
99) of available priority levels. There is no time slicing for running threads. Once a
thread is started, it runs until:

• a new thread with higher priority is ready (preemption),
• it is blocked blocked by requesting an I/O operation,
• it is trying to lock an already locked mutex,
• or it yields.

Threads that are ready for execution are kept in a FIFO queue, whereas each priority has
its own queue. Preempted threads are inserted at the beginning, while new and yielding
threads are inserted at the end. The scheduling selects for next execution the thread
with the highest priority that is currently unscheduled and ready.

RTFM-RT uses for Pthread execution the PTHREAD_PRIO_PROTECT mutex protocol. A
thread that is requesting a mutex (lock) gets it and continues execution if the mutex was
not locked. The priority of the thread changes to the maximum of the current priority
and the priority ceiling of the mutex. The claiming thread is blocked, if the mutex was
already locked, until the mutex is unlocked and the scheduling rules allow to continue
the blocked thread.

When a thread releases a locked mutex the priority of the thread is reverted to the
old one valid before locking the mutex. All other threads waiting for this mutex can be
scheduled for execution based on the applicable policy.

4.2 WINCORE

WINCORE is the RTFM-RT version for Win32 threads provided by Windows. In con-
trast to Pthreads the scheduling policy is predefined and not adjustable. The applied
policy is similar to the Pthread SCHED_RR policy, but with random boosting to solve
starving priority inversion.

Within a process there are seven settable priority levels available for the threads. Prior-
ities of threads that are ready for execution are randomly increased by a priority boosting
strategy. I.e., the dynamic priority of a thread is its defined base priority plus a boost
value, which is set to a random value at a random time.

From the set of threads that are ready for execution, the one with the highest dynamic
priority is selected for scheduling. The execution is regularly interrupted to share the
processing time in between the threads (i.e., time slicing). The next thread with the
highest priority is selected in a round robin pattern.

The mutex protocol in Windows has no concept of priority ceiling. Locking and un-
locking of a mutex only manages the blocking of threads in order to enforce mutual
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exclusion. The random priority boosting strategy solves the thread starvation due to
priority inversion.

A thread, which is currently executing, can lock a mutex and immediately continue its
execution, if the mutex was not locked. The thread is blocked and cannot be scheduled
again, if the mutex was locked. In this case, the execution cannot continue before the
mutex is unlocked and the scheduler selects this thread again for execution based on the
scheduling policy.

5 Related work

RTFM-core is developed as an intermediate language for the object oriented application
level language RTFM-cOOre [17]. Modeling IEC 61499 in RTFM-cOOre is feasible (e.g.,
stateful entities as objects), but a different code emission for Function Block algorithms
is required, since embedded C code is not possible.

Erlang is a functional programing language with concurrency and distribution support in
its runtime system [18]. Message passing is the applied technique for data communication
between processes, which makes synchronization primitives obsolete. However, Erlang
has no means to specify timing properties and was developed for soft real-time. Therefore,
our RTFM-core approach gives this benefit to IEC 61499 execution.

Due to its easier comprehension, the integration of task-based programing models be-
come popular in modern languages or libraries (e.g., Java [2], C# [1]). Like Erlang,
they have no compile-time timing analysis and are also not intended for hard real-time
applications.

Other non-mainstream approaches include synchronous languages (e.g., Signal [19], Lus-
tre [20], Esterel [21]) and task-based languages like Ada [22]/SPARK Ada [23]. The effort
needed to introduce them in development is in general considered to be high, since their
programming paradigms largely differ from industrial state-of practice. A common fear
is the implication of large costs for migrating legacy solutions and the revision of the
whole design process in order to fully exploit the potential.

RTFM-lang on the other hand is very suitable for executing IEC 61499 models. It has
the goal of facilitating embedded development and concurrent programming in general
by giving guarantees for execution and compile-time timing analysis. The work in [8]
proposes a real-time semantics to the IEC 61499 standard based on the RTFM-MoC.
It details the mapping of timing requirements from IEC 61499 programs to the timed
task and resource model of RTFM-core. In prior work, the RTFM-kernel for efficient
deployment onto single-core platforms was developed.

In [24] various development tools and run-times for IEC 61499 are compared against
each other in terms of compatibility. Looking at FBDK/FBRT, the order of execution
within an FB network is similar to the resulting execution of our FB mapping. Events
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are modeled as synchronous function calls and they are handled immediately. All run-
times for ISaGRAF, FBDK, and 4DIAC (i.e., ISaGRAF Runtime, FBRT, and FORTE)
are generic and provide an abstract interface for the applications. In contrast to this,
our run-time is compiled together with its application allowing more narrow analysis of
constraints at a lower level. Furthermore, this ensures a higher degree of specialization
and efficiency.

6 Future Extensions to Hard Real-Time

RTFM-RT is dependent on the underlying thread architecture. Neither Windows (WIN-
CORE) nor Linux (PTCORE) provide a thread scheduling with guaranteed time bound-
aries, which makes hard real-time execution of RTFM-core impossible. Xenomai is a
Linux kernel extension, where the Linux system steps back and appears as a background
task behind Xenomai tasks [25], which are hard real-time tasks. It is hybrid solution
giving both advantages, real-time capabilities together with legacy Linux support.

WinCE is another platform with hard real-time support [26] and high level options, like
protocol and driver interfaces. It is by design suited to industrial applications in contrast
to Win32 and thus another option for further investigation for the RTFM-RT system.

In order to achieve deadlock free execution static analysis is performed at compile time,
reporting programs with potential deadlocks. The designer can then revise the program
to obtain a system free of deadlocks. Other automatic methods under investigation
are bound blocking time multi-core scheduling (MrsP) and lock transformations in the
program. The execution of IEC 61499 programs is free of deadlocks as long as events
are treated asynchronously. By transforming asynchronous events to synchronous ones
where possible, threading overhead can be reduced. However, we need to ensure that
synchronous chains will not appear and potential deadlocks are not introduced by the
optimization. The techniques and optimization tradeoffs are targeted for future work.

Another extension to make the execution safer can be memory protection specifically for
shared resource memory. Therefor reconfiguration of memory access hardware (MMU or
MPU) is applied when entering or leaving claim blocks. The MMU supports distinction
of virtual memory configurations for each schedulable entity (i.e., task). The MPU allows
definition of a limited number of access regions, what can be further optimized with an
intelligent memory layout.

7 Conclusion

The industry standard IEC 61499 lacks a clear specification for predictable execution. In
the presented paper, we use a defined execution and timing semantics (RTFM-MoC) as
an outset for a runtime system (RTFM-RT). The proposed RTFM-4-FUN mapping [7]
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from IEC 61499 models to RTFM-MoC is used for the execution under RTFM-RT.

We developed the generic runtime RTFM-RT to execute RTFM-core programs on
threaded platforms. It is intended for all threaded environments, which makes it hardware
independent and concrete implementations exist already for Windows and Linux/Mac
OS X. RTFM-RT can also handle multiple execution units (i.e., multi-core platforms) in
opposition to the RTFM-kernel.

Both runtime implementations suffer hard real-time support (due to the used thread
systems) and potential deadlock occurrence. Among others, that leaves room for im-
provement. Memory protection support to isolate shared memory access can be added
to further improve safety in terms of reliability.

PTCORE, as one possible implementation, is closer to interrupt based scheduling (e.g.,
RTFM-kernel or SLOTH [27]) and hence more predictable. WINCORE on the other side
is closer to thread abstraction, where priorities are only provided to allow for pushing best
effort execution in a direction (i.e., favor processing of one thread instead of another).

Next steps will be further investigation on support of hard real-time for RTFM-RT (see
Section 6), as well as adding support for timing specifications to the IEC 61499 standard.
This allows execution of IEC 61499 programs with specified timing behavior, while still
providing access to high level operating system functionality (i.e., legacy support and
compatibility).
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Safe Tasks: Run Time Verification of the RTFM-lang
Model of Computation

Marcus Lindner, Andreas Lindner, and Per Lindgren

Abstract

Industrial embedded systems for critical applications are typically specified with require-
ments on predictable timing and safety. While ensuring predictable timing, the RTFM-
lang model of computation (MoC) currently lacks memory access protection among real-
time tasks. In this paper, we discuss how to safely verify task execution given a specifica-
tion using the RTFM-MoC. Furthermore, an extension to the RTFM-core infrastructure
is outlined and tested with prominent use cases of embedded development. We propose
a method for run time verification exploiting memory protection hardware. For this pur-
pose, we introduce memory resources to the declarative language RTFM-core allowing
compliance checks. As a proof of concept, compiler support for model analysis and auto-
matic generation of run-time verification code is implemented together with an isolation
layer for the RTFM-kernel. With this verification foundation, functional run time checks
as well as further overhead assessments are future research questions.

1 Introduction

Industrial embedded systems for critical applications are typically specified with require-
ments on predictable timing and safety. Using RTFM-core, the system is modeled in
terms of concurrent and time constrained tasks with nested critical sections (named
single-unit resources). Task functionality is given in plain C, either manually written or
derived from high-level models. The static task and resource structure allows for com-
pile time analysis, and RTFM-core models can be compiled to efficient and predictable
executables scheduled preemptively by the RTFM-kernel primitives (Section 1.2).

In this paper, we contribute beyond prior work by proposing run time verification mech-
anisms ensuring safe execution. From the current RTFM-core Model of Computation
(MoC), invariants for correctness w.r.t. resource management and real-time scheduling
can be readily derived. However, the RTFM-MoC lacks sufficient information to derive
invariants ensuring isolation between tasks and between tasks and their environment
(e.g., I/O and kernel operations). To this end, we propose extensions to the RTFM-core
language allowing the user to specify memory resources and associate their availability to
tasks and critical sections of the RTFM-core program in a flexible, yet declarative, man-
ner (Section 2.1). Whereas resource management and scheduling compliance amounts to
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Figure 1: RTFM-kernel as part of the RTFM-lang framework.

checks at the kernel API level and task pre-/postludes, memory accesses must be checked
by the underlying hardware. Therefor, we scrutinize the ARM defined Cortex-M Mem-
ory Protection Unit (MPU) (Section 1.4) and define the conditions for a feasible layout
of declared memory regions (Section 2.2). As a proof of concept, compiler support for
model analysis and automatic generation of run time verification code is implemented
(Section 3.1) together with an isolation layer for the RTFM-kernel (Section 3.2). The
feasibility of our approach is demonstrated on a set of representative use cases demon-
strating the proposed verification features (Section 3.3). Finally, our contributions are
summarized and directions for future work are discussed (Section 5).

1.1 RTFM-lang

RTFM-core and RTFM-kernel are part of the framework RTFM-lang [1], which is in-
tended to facilitate the development of reliable real-time applications. A major focus
lies on providing a model of computation (MoC) for concurrent real-time programming,
suitable for static analysis and run time verification. It is designed with concurrency
support for the needs of lightweight embedded devices and particularly real-time systems
with guaranteed response times, such as embedded sensors and actuators. Therefor,
the MoC is reactive (i.e., event-driven), based on tasks with timing specifications and
critical sections (non-preemptive single-unit resources). Figure 1 depicts the relation-
ship between the components of the RTFM-lang framework, which support specification,
programming, and execution of embedded applications.
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A domain specific programming language (RTFM-core, [2]) with an easy-to-use and
readily understandable programming model following the RTFM-MoC is available.

RTFM-kernel [3] is an execution environment for RTFM-MoC aiming at highly efficient
real-time execution on bare-metal. Programs of our task based model, written in RTFM-
core, can be executed under the RTFM-kernel directly on bare-metal.

1.2 Tasks and Resources

Tasks are the execution entities of a program, which encapsulate the executing code
within the RTFM-MoC. Started by a triggering event, a task always runs to completion
without waiting for additional events.Claiming a shared resource for access inherently
involves synchronization, which is not considered to be blocking in RTFM-MoC. During
execution, a task may arbitrarily pend other tasks for asynchronous execution. Addi-
tionally, timing constraints to pend a task’s execution can be given.

RTFM-core captures the static task, resource, and communication structure of a pro-
gram, while the actual program logic is embedded using plain C code. Each RTFM-core
program is compiled to a C program, which uses the RTFM-kernel API. The following C
compiling stage includes the respective set of C macros and functions of the RTFM-kernel
API to produce the actual bare-metal executable. Scheduling of tasks and claiming re-
sources in the RTFM-kernel is based on static priorities utilizing the stack resource policy
(SRP [4]).

The contribution of the presented work is an extension to RTFM-lang for hardware
supported memory protection. A new layer is introduced in the RTFM-kernel for con-
trolling the memory hardware and enforcing memory access protection during task ex-
ecution. Section 3.2 discusses an implementation and impact of supervisor calls (SVC)
and additional specification compliance checks for claiming resources and pending tasks.
Section 3.1 discusses extensions of the language RTFM-core to apply memory protection
with a declarative paradigm. The notion of memory resources as a special resource type
is introduced (see Section 2.1).

1.3 Task Isolation and Resource Integrity

Each RTFM-core program defines the task interactions and resource usage of an ap-
plication. Program logic is embedded via C code, which is able to violate this given
specification. Figure 2 exemplifies the task structure of an RTFM program. The dashed
arrows depict non-specified (i.e., faulty) memory accesses. E.g., T1 accesses the memory
assigned to T2, and T4 accesses the kernel state to pend an arbitrary task.

To isolate the tasks as units of execution, we need to elevate the RTFM abstraction
layer (i.e., vertical isolation [5]). As manager of execution it needs to be assured with the
highest trust and protected against task interaction. Direct isolation among tasks is called
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Figure 2: Illustration of task isolation for run time verification: horizontal isolation
against memory access violations between tasks (a) and vertical isolation against non-
specified environment interaction (b) or illegal kernel state changes (c).

horizontal isolation [5]. Shared memory is an exception to allow for communication.

Run time verification of the specification from a program is enabled by vertical isolation.
Due to higher privileges, only the RTFM-kernel is allowed to change the configuration of
the memory protection hardware (referred to as MPU, see Section 1.4). Specific memory
protection configurations for each task execution prohibit kernel interaction and thus
non-specified resource claims or arbitrary task pends.

By extending the RTFM-MoC with memory resources, RTFM-core programs specify
all memory based accesses including memory mapped I/O accesses (i.e., interaction with
the environment) in terms of memory resources associated to tasks and logical resources
(see Section 2.1). Utilizing the MPU, horizontal isolation prevents non-specified memory
accesses between tasks and ensures run time verification of access violations.

Additions needed for MPU control are implemented in RTFM-kernel. The RTFM-core
compiler uses the new primitives for run time verification by vertical and horizontal
isolation.

1.4 Memory Protection Hardware

A memory protection unit (MPU) provides hardware-based protection for execution units
requiring isolation (see Section 3.3 in [6]). Run time verification support in RTFM-kernel
utilizes an MPU to enforce memory protection among tasks and resource claims.
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Figure 3: Cortex-M3 MPU memory region example. Location of two regions in linear
arranged memory (a) and their respective MPU configuration (b).

We exemplify the presented work with the MPU of a Cortex-M3 microcontroller. The
Cortex-M3 core specification stipulates a privileged and unprivileged execution state.
While privileged execution is enforced in handler mode (i.e., handling an interrupt ser-
vice routine), thread mode supports unprivileged execution. MPU configuration is only
permitted in privileged execution state.

The Cortex-M3 MPU can be configured for up to eight memory regions, whose start
address needs to be an integer multiple of the size. Each region can be further divided into
eight equally sized sub-regions for individual activation of access protection. According
to the Cortex-M3 manual, region definitions can be configured to overlap in order to
create more sophisticated memory protection schemes.

Figure 3 illustrates an example configuration for two memory regions. The MPU con-
figuration in (b) defines two memory regions for the linear memory in (a). Besides size
and start address, different parameters like access protection level and sub region config-
uration are specified.

2 Run time Verification

Section 1.3 introduced the problem of task isolation and resource integrity for safe exe-
cution. In this section, we propose extensions to the RTFM-MoC to associate memory
to tasks and resources. Subsequently, we show a method for checking during run time
the safe execution of an RTFM-core program under the RTFM-kernel.

2.1 MoC Extension

RTFM-lang is a framework to facilitate concurrent programming. Its model of computa-
tion RTFM-MoC is based on the notion of tasks and resources as seen in Section 1.2. We
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extend the MoC by renaming the original ’resource’ ’logical resource’ and introducing a
new resource type ’memory resource’.

Logical resources are used to name critical sections. To ensure mutual exclusion among
critical sections of the same name, logical resources are used by the scheduling. A logical
resource abstracts any kind of protected object.

The new resource type memory resource (MR) in RTFM-MoC allows to name memory
and associate it to tasks and logical resources. Figure 4 depicts a simple example for the
relation between tasks, logical, and memory resources. The logical resource R is claimed
in tasks T1 and T2. Memory resource r1 is associated to both logical resource claims, i.e.,
the memory described by r1 (variable x) is accessible in the critical section T1.R and T2.R
respectively. Memory resource r2 is associated to task T2 and thus accessible throughout
the whole task execution.

Algorithm G.1 is an RTFM-core example program. It defines 3 memory resources (lines
1 − 3), as well as two task definitions (lines 5 − 16 and 18 − 25) with nested critical
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Listing G.1 Example program with three memory resources assigned to two tasks using two
logical resources.

1 Mem MR1 int x;
2 Mem MR2 struct { int a, b; } y;
3 Mem MR3 : 512 @ 0 x7F12 ;
4
5 Task T1 () : MR1 {
6 claim R1 {
7 claim R2 : MR2 {
8 y.b = x;
9 }

10 }
11
12 claim R2 : MR3 {
13 *(( int *)0 x7F12 ) = x;
14 async T2 ();
15 }
16 }
17
18 Task T2 () : MR2 {
19 claim R2 {
20 claim R1 : MR1 {
21 async T1 ();
22 x = y.a;
23 }
24 }
25 }

sections each (i.e., claim blocks). This program will be further discussed in the rest of
this section.

2.2 Memory Layout

MR specifications are checked during run time by the MPU, that needs to be configured
accordingly. The configuration has some characteristics (i.e., restrictions and possibili-
ties) specific to the MPU hardware used. By laying out memory for the defined memory
resources, i.e., shuffling and shifting memory locations, we can exploit the possibilities
while respecting the restrictions.

The ARM Cortex-M3 MPU [7] has the following characteristics:

• up to eight memory regions available,
• each region’s base address has to be aligned to its size,
• each region allows eight equally sized sub-regions, and
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• regions can overlap for more flexibility.

Memory resources are associated to tasks and resource claim blocks. To allow only
specified accesses to the MRs, the MPU needs to be reconfigured for each entry and exit
of tasks and claim blocks. A memory layout is feasible for an RTFM-core program if a
valid MPU configuration exists for each task and claim block.

Given specific target MPU constraints, there might be RTFM-core programs for which
a feasible memory layout does not exist. For execution we need to find only one feasible
memory layout. A naive approach is to traverse the tree of all possible memory layout
choices to find one feasible memory layout.

Figure 5 shows parts of a feasible memory layout for the RTFM-core example program
in Algorithm G.1. Memory resource MR1 is associated to task T1 and thus accessible
throughout the whole task execution. The critical section R1 has no specific memory
resource association, but inherits access to MR1. MR MR2 is associated to the nested
critical section R2 and inherits also MR1. A sub-region MPU configuration is used to
grant all accesses to the claim block R2.

2.3 Building of Substacks

To isolate tasks and facilitate run time checking, protected substacks need to be created
for each task within the stack. On dispatching a task for execution, a new protected
substack is pushed on top of the stack for this task.

Executed in handler mode (i.e., implicitly privileged), tasks can change the MPU con-
figuration. MPU configuration changes must be restricted to the kernel for run time
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Figure 6: Stack memory diagram with sections required to build a substack for isolated
execution.

verification. This is achieved by moving tasks from execution in interrupt service rou-
tines (i.e., handler mode) to unprivileged thread mode. Subsequently, to isolate the task’s
stack memory it must be configured as a memory region in the Cortex-M3 MPU. That
requires to align the stack frame to an integer multiple of its size.

Figure 6 depicts the stack memory with data sections for building a task specific sub-
stack. On interrupt arrival, the service routine executes an entry procedure, which pushes
the current kernel context on the stack and calls the task function in thread mode. An
appropriate exit procedure, which pops the old configuration from the stack, is invoked
as an SVC by the finished task.

Entry and exit procedures do not involve complex computations. In fact, their com-
plexity is constant and the pushed configuration has a constant size, which depends only
on the hardware used.

Dispatching tasks in software yields the advantage of freedom for scheduling. E.g., the
kernel is able to kill and clean up faulty tasks.

2.4 MoC Model Preservation

The extensions of RTFM-lang preserve the specification of an RTFM-core program with
respect to the communication and resource structure. This is the relation among tasks,
reflected by actions they take during run time: pending of tasks and claiming of resources.
Verification utilizing memory hardware is applied to these primitive operations during
run time.

Vertical and horizontal isolation is assumed by the RTFM-MoC (see Section 1.3). Mem-
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Figure 7: (a) task-claim forest for example program in Algorithm G.1 with (b) annota-
tions to support run time verification.

ory resources are enforced by the MPU and its memory region configuration. While tasks
run unprivileged, they request privileged actions through kernel SVCs like pending in-
terrupts and raising the run time priority when claiming a resource.

Compliance checks according to the specified task and resource structure are performed
independently by the privileged and isolated kernel. Outset for the run time verification
is an annotated task-claim forest inferred from the RTFM-core program, as exemplified
for Algorithm G.1 in Figure 7. Each node in the task-claim forest stores the MPU
configurations for the associated memory resources and additionally the specified pend
operations in the related task or claim blocks. The static nature of the RTFM-MoC
allows to directly access the task-claim forest without the need for searching the current
execution position. Moreover, the compliance checks themselves are also constant in
time.

3 Implementation and Evaluation

Throughout Section 2, we propose and discuss a method for safe task execution by run
time verification using memory protection hardware. The following section describes
the implementation of our extension to the RTFM-lang framework and an assessment of
applicability to common use cases. We focus on the ARM Cortex-M3 core with MPU.

3.1 Language and Compiler

A program specification in RTFM-lang is given in the language RTFM-core. Analog to
the MoC extension described in Section 2.1 we extend RTFM-core, which is depicted
in Figure 8. Additions involve the definition of memory resources as well as the ability
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Toplevel

MemResource CCode ...

CTYPEIDMem ID ;

Task

Task ID : ID ...

Figure 8: Excerpt of RTFM-core parser grammar. Additions are dark gray.

to associate them to tasks and claim blocks. Memory resources are either variables or
memory mapped peripherals at fixed addresses.

Furthermore, the compiler needs to be extended to reflect the language changes and
create a feasible memory layout for execution (see Section 2.2). Our implementation
for laying out the memory resources is a proof of concept and relies on a simplification,
limiting the number of executable programs. Defining memory slots as memory sub-
regions sized to the maximum of all MRs’ sizes, serves as abstraction.

For the algorithm, we assume that each memory resource is small and the memory slots
are equally sized. Each slot is successively assigned with one memory resource while
building up MPU configurations. The program is rejected by the compiler if at least one
MPU configuration in the task-claim forest (see Section 2.4) requires more regions than
available, otherwise not.

The output of the extended compiler additionally contains the task-claim forest anno-
tated with the MPU configuration and pend list (see Section 2.4). This data structure
is used by the extended RTFM-kernel to verify the original specification during run time
by configuring the MPU and check compliance to the structure.

3.2 Kernel

The RTFM-kernel is extended to verify during run time a specification derived from the
extended language as seen in Section 3.1. While the MR associations are reflected in
the task-claim forest structure as compiled MPU configurations, the remainder of the
task-claim forest is the task and resource structure. The extension covers isolation of the
kernel (see Section 1.3) to facilitate independent checking.

Isolation of the kernel is achieved by replacing each kernel API call with an appropriate
SVC and restrict tasks to unprivileged execution. Additionally, the MPU is configured to
deny tasks’ unprivileged accesses to kernel memory. As tasks are triggered by interrupts,
the privileged interrupt service routines need to invoke an entry procedure creating a
substack for unprivileged task execution as outlined in Section 2.3. Our implementation
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Figure 9: Control flow featured by the kernel. Privileged software is dark gray and
unprivileged software is light gray.

serves as proof of concept and assumes a fixed maximum stack requirement in favor of a
simple alignment.

The kernel API consists of pend, lock, and unlock requests. Entering and leaving
claims (lock and unlock) resemble kernel requests to raise and reduce the base priority
(BASEPRI masking, [7]). A request to pend a task is requesting the privileged kernel to
pend a software interrupt in the NVIC hardware (nested vectored interrupt controller,
[7]). Eventually, the interrupt will be invoked by NVIC, issuing the entry procedure
and creation of a substack. The exit procedure is called after the task handler finishes,
causing a clean up and continuation with execution before the interrupt occurred.

Each kernel API call first checks eligibility of the task’s requested operation as outlined
in Section 2.4. Dependent on the fault model, an implementation can skip some checks
for performance reasons.

The control flow in the extended RTFM-kernel is depicted in Figure 9. It starts with
triggering an event or invoking asynchronous task execution and ends with dispatching
a task within its substack. In this flow, software intervention is added but only taken
where needed.

3.3 Use Cases

Typical tasks for embedded development involve periodic and state machine process-
ing. Our evaluation of the implementation from the sections above uses the STM32F4-
DISCOVERY board. It features four leds, a button, and a microcontroller with an ARM
Cortex-M3 compatible core.

We test the run time verification with simple example programs and artificial faults,
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Figure 10: Schematic of evaluation applications.

triggered by the button. Without checks, a fault becomes visible while the application
continues running. On the other hand, the implemented checks cause the microcontroller
to halt due to a positive fault-check. While halted, the board displays an error state.

The periodic task is part of a PWM dimmer application sketched in Figure 7.10(a). A
PWM controller is implemented with a periodic task in the system. While also being
faulty implemented, the button handler adjusts the duty cycle of the PWM controller.
When the button is held too long, the handler turns two LED controlling pins to inputs,
causing them to be off constantly.

The second application is a traffic light as outlined in Figure 7.10(b). A task containing
state machine logic represents the traffic light controller containing sequence and timing.
In this case, the button handler is requesting a pedestrian crossing causing the state
machine to continue. The artificial fault is triggered once the button is pressed too long
and the controller is disturbed. We set the internal timer variable causing the state
machine to freeze for some time.

4 Related work

The RTFM-lang framework is intended for embedded development offering integrated
specification and programming with a suited language. SLOTH as well as RTFM support
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task-based, real-time scheduling using SRP. This makes SLOTH the closest neighbor to
our work. It is an embedded operating system based on AUTOSAR/OSEK. However,
their safety extension Safer SLOTH [5] is different to ours. Logical resources are not
included in their memory access specification, instead they are used merely for scheduling.

Many embedded real-time operating systems are thread based, and applications are
programmed with plain C code. The applications are not specified in a special language,
but rather configured using C - either with macros or during run time. Possible methods
for run time verification in this area are not directly applicable to a task based scheduling
system. The RIOT operating system for IoT does not support MPU-based protection as
of yet, but there is an experimental version [8]. FreeRTOS on the other hand supports
MPU-based protection in a special porting bearing the overhead [9]. This porting wraps
the API calls in SVCs, but supports configuring privileged and unprivileged tasks.

Among embedded operating systems there are also some without offering real-time
predictability. As requirement for critical embedded systems, it makes them unusable.
E.g., TinyOS 2.1 features MPU assisted run time checks for bounding array accesses
and similar referenced memory accesses [10]. These checks are enabled or specified by a
keyword extending the TinyOS specific nesC language.

Opposing the embedded platforms mentioned above, the extended RTFM-lang frame-
work poses a safe development and execution environment in the task-based, real-time
domain. The safety measures added by the proposed method are fine grained and span
from specification to execution. Furthermore, they ensure safe execution in compliance
with a non-functional task specification.

5 Conclusion and Future Work

The development of industrial embedded systems typically involves safety critical ap-
plications. In the presented paper, we outline a method to verify memory, task, and
resource boundaries against a common specification given by programming. While per-
formed during run time, the verification serves a trusted safe foundation. From there on,
further functional run time checks can be added.

By adding kernel isolation, our solution increases overhead of the originally highly ef-
ficient hardware-based scheduling. On the other hand, the presented gain in safety is
achieved by compliance checks during run time.

The next step involves improving of the simplistic memory layout algorithm making
it applicable to real world problems. Assessing overhead and jitter in the future would
support a comparison with other embedded real-time operating systems. Moreover, an
interesting track is the inclusion and comparison with other MPU implementations car-
rying other constraints.

For RTFM-lang, we plan dynamic allocations to support non-critical parts in an ap-
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plication. In context of this work, memory protection and isolation needs to be studied
separately. The object oriented language RTFM-cOOre does not contain C code. There-
for, we can study the mixed inclusion of trusted parts (i.e., statically checked) combining
static verification with the costly run time verification.
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