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Abstract

The Industrial Internet of Things, in which devices are connected all over industrial
installations provides countless opportunities for improvement thanks to dynamic access
to systems and information that was previously obscured, in addition to performing the
duties of the automation systems of today.

Given the history of industrial process control systems it is clear that the development
of industrial systems has followed a very different path, compared to that of consumer
electronics. Among the foreseen challenges facing the European process industries in
the near future are adopting the increased expectations of information availability and
upgrading many of the old installations that use control systems that are facing the end
of their operational life time.

One of the large challenges in enabling the Internet of Things for the process indus-
tries is how to preserve and improve the performance of traditional Distributed Control
Systems while changing the core infrastructure and architectures from the current hier-
archical structure to a flat Service-Oriented Architecture.

The situation can be compared to financial and other enterprise IT-systems that
previously used more specialized hardware but now comprise specialized software running
mostly on generic client and server hardware. This similarity suggests that experiences
from the migration of IT-systems may be used as a starting point for the migration of
industrial systems towards more open and dynamic solutions.

This thesis presents a strategy for migrating large Distributed Control Systems, com-
mon in process industrial plants, to a Service-Oriented Architecture. The strategy com-
prises four main steps wherein different parts of the system are migrated in a way that is
intended to keep the plant operating with minimal disturbance and similar or improved
performance throughout the migration process. Part of the first step of this strategy
is illustrated by a technical demonstration at the LKAB pelletizing plant in northern
Sweden.

The proposed strategy is a first step towards allowing the process industry to take
advantage of the Internet of Things and the vision of a more connected, comfortable,
efficient, and productive society of tomorrow.
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Chapter 1

Introduction

“Always be wary of any helpful item that weighs less
than its operating manual.”

Terry Pratchett, Jingo

The world of electrical, communicating devices is growing at a rapid pace as a result
of the growth of consumer electronics in the 1980’s and 1990s, the internet in the 1990s
and the 2000s, and the increasingly mobile connected devices of the 2000s and 2010s.
The growth is expected to continue over the next decades with the breakthrough of the
Internet of Things (IoT) and Machine-to-Machine (M2M) communication; it is estimated
by Cisco to reach more than 50 billion connected devices by 2020 [1], and others expect
numbers that differ somewhat depending on the interpretation of “devices” and their
focus on different markets [2].

Although the first interconnected multicomputer control systems in the process in-
dustry were installed in the 1960s [3], the development of process control systems has not
followed the same pace as consumer electronic products in the last decades. The way that
the Distributed Control System was introduced in the mid-1970’s as complete systems
offered by individual vendors with each vendor developing a proprietary communication
bus [4] provides some insight into why much software and hardware in the industrial
control systems are still vendor specific and built on proprietary technology.

Given the much longer lifespan of industrial systems, having an expected operational
lifetime of at least one decade, combined with an exceptional need for robust and reli-
able systems, means that most systems are already approximately five years old when
installed.This has resulted in a market in which commercially less successful solutions
prevail longer, compared to consumer products, as there are still systems in operation
requiring maintenance, repairs, and qualified support decades after the technology on
which it is based was introduced.

The Internet of Things is envisioned to be a cornerstone in the connected, comfortable,
efficient, and productive society of tomorrow. The idea behind the Internet of Things is
to allow things to communicate directly with each other, e.g., to share related information
from different systems and to present the information to users in a more useful manner,
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4 Introduction

allowing humans to focus on decisions and actions rather than filtering and combining
information from different sources. Cisco presents one example in their infographic [5] in
which information from traffic systems, train systems and meeting schedules is aggregated
and communicated to the alarm clock and car systems.

Part of this vision is the Industrial Internet of Things (IIoT) whereby connected
devices in industrial installations, in addition to performing the duties of the automation
systems of today, provide countless opportunities for improvement thanks to dynamic
access, for human and electronic decision makers alike, to systems and information that
were previously obscured.[6]

ProcessIT.eu identifies in the European Roadmap for Industrial Process Automa-
tion [7] a large number of trends for industrial process automation across a set of research
and development areas. Notably, the following ten trends were identified, all relating to
industrial systems becoming more connected:

• Increased integration of production and business operations. Optimization through
cross-layer integration.

• Increased focus on the life cycle for managing the automation system.

• Scope of automation is extending to enterprise systems, forming a System-of-
Systems architecture.

• Production becomes more geographically distributed, requiring advanced commu-
nication solutions.

• Service-oriented architecture technology moves from enterprise-level to field-level
devices.

• Industrial expression of interest in Internet of Things technology.

• Need for open standard.

• The right information at the right time is critical for safety. When it is a question
of human, mechanical or external safety, getting the right information at the right
time is a key issue in avoiding risks.

• More information will be accessible using Internet protocols.

• Advances in information communication enable worldwide automation solutions.

Additionally, one of the prioritized ideal concepts in the roadmap to inspire new Research,
Development and Innovation (R-D-I) projects is phrased as “Increased information trans-
parency between field devices and enterprise-wide systems”.

The technology behind the Internet of Things is based on Internet Protocols (IP)
and Service-Oriented Architectures (SOA) as an open platform with tested technology.
Pereira et al. highlight in their study of the European Monitoring and Control market
from 2007 [8], that the main challenges of Monitoring and Control in the fields of both
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manufacturing and process industries for the European market appear to be characterized
by a) all IP and SOA architectures, b) Complex systems optimization and control and
c) flexibility, availability and maintenance control. The same study also lists three main
market barriers for Monitoring and Control in the process industry:

• Complexity of systems

• High installation costs

• Many old installations with legacy equipment

The last market barrier listed hints at a suitable entry point to overcome these chal-
lenges. A strong migration strategy that targets old installations would appear to have
a credible chance for market success. Using IP and SOA architectures should provide
the possibility for increased flexibility and visibility for activities such as maintenance.
At the same time, a migration strategy must look at legacy systems to see how those
systems solve the challenges of complex systems with high availability and reliability. If
performed well, a migration may also reduce both the complexity of the system and the
installation costs by utilizing existing structures and hardware where appropriate, thus
addressing all of the three main market barriers.

These studies all point towards a future with more integration between control systems
and enterprise systems. Web services embedded in devices have, through several projects
such as SIRENA [9, 10], SODA [11], SOCRADES [12] and IMC-AESOP [13, 14, 15],
been demonstrated to be a feasible solution to integrate monitoring and control devices
with Manufacturing Execution Systems (MES) and Enterprise Resource Planning (ERP)
systems.

Relating to the perspective of a migration strategy as a market enabler for the Indus-
trial Internet of Things, the IMC-AESOP project stated in 2010 that one of the main
objectives was to “propose a transition path from legacy systems (e.g. a 20-year old ma-
chine) to a SOA compliant system” [13]. This objective from the IMC-AESOP project
influenced the aim of the work presented in this thesis and contributed to the ambition
to investigate and attempt to answer the following research questions:

Q1 What would be a good way to organize and verify the migration of an industrial
process control system to an IoT cloud solution based on SOA?

Q2 What are the functional, performance and operational critical aspects of a successful
migration of an industrial control to an IoT-based cloud solution?

The research methodology used has its roots in experimental computer science. I
have used the following stepwise approach in my work:

1. The problem stated is analysed theoretically and a number of KPIs for a solution
are stated

2. A hypothetical solution is designed
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3. The proposed design is implemented

4. The implementation is tested for the stated KPIs

5. Return to 1 for a refined analysis



Chapter 2

General Considerations for System
Migration

The idea of modernizing systems of earlier generations by moving their functionality
to a new platform is by no means a new one. When the main focus is on preserving the
logical functionality while moving to a newer underlying structure, it is usually referred
to as migration, modernization or evolution.

Both the complexity and the justification for a migration vary greatly between differ-
ent fields as well as between different systems within the same field; however, there are
some aspects that are applicable to most system migrations.

2.1 Migration of IT systems

In the research field of computer science, much of the early work concerns the migration of
Information Systems (IS) and has resulted in several approaches to system migration with
names such as The Big Bang Approach, The Chicken-Little Strategy and The Butterfly
Methodology. Bisbal et al. [16] present an overview of some of these approaches and
analyses them based on five phases of a migration, which they suggest should be included
in any successful migration process:

• Justification

• Legacy System Understanding

• Target System Development

• Testing

• Migration

On the same theme, Bergey et al. [17] present a set of ten guidelines for migrating
information systems based on their experience migrating systems for the US Department

7



8 Migration Considerations

Figure 2.1: Project Management main phases. Illustration from Wikimedia commons, licenced
under GNU Free Documentation License.

of Defence. These guidelines re-emphasize some of the points made by Bisbal et al.
but also highlight the importance of the organization and management of the migration
project.

Viewed as a generic project that can be structured using a traditional project man-
agement approach, the migration can use the five phases of a traditional engineering
project that are illustrated in Figure 2.1. Mapped to the five phases proposed by Bisbal
et al., the Justification is made during Initiation; Legacy System Understanding is a part
of Planning and Design; Target System Development is part of Executing with a Testing
phase (Monitoring and Controlling), and possibly more Planning and Design before the
next phase of Executing, which would be either more Target System Development or
Migration, depending on the results of the Testing. This mapping also highlights the
need for the testing and validation of all systems after the migration as part of the final
Monitoring and Controlling before the project goes on to the Closing phase.

2.2 Migration approaches

Given the available studies and reports discussing system migration, such as [16, 17, 18],
the initial choice, regardless of domain, is between a step-wise approach and migrating all
at once (also known as the Big Bang approach or Cold Turkey or Vertical migration). In
general, the step-wise approach seems advisable for all general cases with the alternative
only being useful in cases in which there is a specific need to have the whole system
migrated after a single stop at the same time, as there are other that factors lower the
high risk associated with a full migration at once [18].

The Big Bang approach does simplify the migration process by turning it into a
scenario very similar to that of a greenfield deployment, enabling the use of standard
development and design procedures. In return, the requirements in terms of accuracy
and reliability go up, as there are fewer opportunities to test the system, and a small
fault may require a rollback of the complete system, compared to a step-wise migration
in which each step will be tested and, if necessary, rolled back.

Regarding the step-wise approaches discussed for IT-systems in the abovementioned
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studies and reports, they all seem to address in detail the hardware and software struc-
tures in a way that makes their application to the migration of industrial automation
systems difficult. However, it is worth noting that between them, there are different
approaches for dividing the system into manageable sections that can be migrated in
separate steps.

In general, there is a level of detail for any system according to which it is suitable to
address that part of the system at once, and the key decision is where to set that level,
as it depends on several factors such as the modularity of the legacy system, constraints
on time or cost, the similarities between the legacy and the new systems and possibly
other aspects.

In general, it can be assumed that migrating a larger section or subsystem at once
is more precarious as there are fewer opportunities for testing and verification, while it
may be profitable in terms of cost or time if it is executed well.

2.3 Migration of industrial automation systems

Compared to a generic IT-system migration, the procedure for migrating an automation
system does have some similarities that can be used to draw conclusions or at least
form a hypothesis. One similarity between the two is that they both have a core of
raw data and usually several different user interfaces, and in between these, there are
one or more layers of subsystems that combine and process the raw data into more
accessible information before it is presented for the user to act upon. However, there
are also significant differences between IT systems and industrial automation systems,
most significant are the direct connections from an automation system to the mechanical
components, sensors and actuators that are part of the physical process. This means that
there is an added level of complexity in migrating the sensors and actuators, compared
to the databases or similar systems of the IT world, and this complexity can carry over
to the layer of systems and applications that access those components.

To facilitate a general migration strategy using migration paths as described by Dels-
ing et al. [19] the IMC-AESOP project provided a set of key issues that should be
addressed in any migration plan for an industrial process control systems.

1. Current situation

(a) Analysis of the legacy systems including state of documentation, interfaces
and tools.

(b) Identification of systems characteristics and parts that should/could be mi-
grated. This is driven by internal strategies, available solutions and current
KPIs

2. Desired situation

(a) Identification of business needs, requirements and goals
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3. Transition/Implementation phase

(a) Evaluation of possible migration paths and choice of the most suitable ones

(b) Identification and evaluation of cross-relations between migration paths for
different KPIs

(c) Identification of needed migration tools

(d) Process migration steps and check-tests

(e) Execution of the migration and stepwise evaluation

4. Risk analysis and Risk mitigation strategies

(a) Risk analysis and impact

(b) Risk mitigation strategies

5. Measures and trends

(a) Evaluation and verification of the overall result (both at the system and pro-
cess level)

(b) Further optimization towards KPIs, e.g., reliability, performance, etc.

Looking back at the five phases suggested by Bisbal et al. [16] and the project man-
agement phases, there are many links to be found. The first is from the Desired situation
to Justification, which is part of the Initiation and provides part of the input to Planning
and Design. From the Current situation there is a link to Legacy System Understanding,
which is another requirement for Planning and Design. The Transition/Implementation
phase is focused on the plan for Migration, i.e., the result of Planning and Design that
is used for Executing. In the end, Risk analysis and Risk mitigation strategies together
with Measures and trends provide the basis for Testing or a plan for Monitoring and
Controlling.

All of these strategies and approaches have a common thread; however, there are
some differences, as for example, that these last key issues listed here are not strictly
different phases but aspects that should be considered for the migration process.

A general migration procedure for industrial automation systems could look some-
thing like this:

1. Justification
Including the desired improvements, new and existing requirements, conditions and
extent of the migration.

2. Select target solution
This process must take all technical, organizational, and business considerations
into account, such as maintainability, future availability of know-how, hardware
and software support, and all requirements that were identified in the justification
process.
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3. Find step-size for step-wise migration
This will define much of the migration strategy. As O’Brien and Woll [18] mentions
there are cases where an all-at-once strategy is advisable but this is likely to be
more rare the more modular both the existing and the target systems are.

4. Identify system modules for migration
This process should be based on knowledge of the existing system and may be
based on hierarchy, subsystems, hardware or software objects, functionality or other
concepts but it should always take the outcome of justification, target solution and
migration step-size into account.

5. Organize system modules into migration steps
At this stage it is vital to verify that all required functionality is available through-
out the migration process, meaning that special consideration must be taken to
verify that all required interconnections between system modules are available be-
fore and after each migration step.

6. Plan, execute and validate each migration step
Each individual step will require some more detailed analysis of the legacy system,
target system development, testing, commissioning and validation.

7. Monitor and validate
Before closing the migration project the situation as a whole should be documented
and validated with regards to the justification and requirements that were set at
the beginning.

8. Close the project
Evaluate the migration as a whole and try to find points for improvement of the
process that can be used in the future and shared with others.

The above process describes the considerations made when the strategy for migration
of ISA-95 structured Distributed Control Systems to a Service-Oriented Architecture
presented in paper C was developed. However, as the justification was somewhat forced
and the target solution was already defined in that scenario it was necessary to make
some assumptions. When the processwas used in the demonstration presented in paper
B it was halted in the middle of Plan, execute and validate each migration step
with the first step executed and validated but the following migration steps only planned
at a higher level.

2.4 Industrial automation and ISA-95/IEC 62264

Industrial process control systems come from a background of automatic control with
the complete focus on control of the industrial process rather than on providing data
to other systems. The first efforts to connect the process control system to enterprise
planning and management systems on a larger scale appears to be in the 1980s [4, 22],
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Figure 2.2: Functional hierarchy as defined according to ISA-95 / IEC 62264. [20, 21]
c©Springer International Publishing Switzerland 2014. Reprinted, with kind permission from
Springer Science+Business Media: Industrial Cloud-Based Cyber-Physical Systems, Chapter 2
- State of the Art in Industrial Automation, 2014, page 25, Figure 2.1.

and it was not until the ISA-95 standard, as illustrated in Figure 2.2, was accepted that
these procedures became common in industry [23]. ISA-95 was later accepted as IEC
62264 [20].

With this background, and a life-cycle of control system hardware components of 30
years or more, it was not until the last decade that most industrial process control systems
began to have a common structure and standardized interfaces between systems. Because
of this, most migration strategies for industrial process control systems are focused on
migrating from an old non-standard structure to the hierarchical structure of ISA-95.
Systems structured according to ISA-95 have traditionally been tightly interconnected
within as well as between the different levels described by the standard, as discussed by
Delsing et al. [19]. Therefore migration of one level have traditionally required significant
modifications if not complete migration of connected systems at neighbouring levels.

O’Brien and Woll have written a “Survival Manual” for the migration of control
systems [18], in which they discuss the challenges of migrating from an old to a newer
platform but with a focus on migrating from a pre-ISA95 structure using mainly hard-
wired I/O cards and non-standard communication protocols to an ISA95 structure with
Ethernet-based communication on higher levels and standardized fieldbuses on lower lev-
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els. In this guide, it is clear that the customer is limited by the options offered by the
main system providers, but it is recommended to keep using the same supplier if there
are no significant complications from doing so that can be anticipated. Much of this
guide provides valuable advise on general migration considerations such as when a mi-
gration should be made, in which cases a step-wise migration is preferable and some
general migration project recommendations. However, the central parts of the guide is
focused on the systems available from the leading DCS providers, leaving out the option
of migrating to a truly open and standardised platform as that of Industrial Internet of
Things.

Compared to the scenarios discussed by O’Brien and Woll the migration from an
ISA-95 structured system to an IoT-cloud should be easier to migrate in a step-wise
fashion, since the ISA-95 provides a clearer structure to systems with some separation
and Internet of Things is focused on separating systems with standardised interfaces
there is very little reason to attempt a Big Bang migration in this case.

One of the cornerstones of the ISA-95 model is the separation of systems and func-
tionality into different levels and that the interfaces between the levels should be well
defined. When discussing the general case of migrating an ISA-95 compliant system us-
ing a step-wise approach this allows several points of separation which, while all strongly
coupled can be used as points for separation between the migration steps.

In the case of migration of an ISA-95 compatible system using the method described
in section 2.4 the separation into levels would be most useful in the modularisation of
the system, where levels can be further divided into system modules and the well defined
interfaces can be used to identify functional connections that represents either system
modules or connections between system modules that influence their organization into
migration steps.
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Chapter 3

Migration to Service-Oriented
Architectures

Service-Oriented Architecture is an implementation-neutral concept pioneered by
IBM and others with some of its history and origins in object-oriented programming
and design as well as modern business management.

The use of services and service-oriented architecture has spread from internet and
business applications to the point at which they are now commonplace among software
solutions for the higher levels of the automation pyramid, such as Enterprise Resource
Planning (ERP) systems at level 4 and Manufacturing Execution Systems (MES) at level
3 in Figure 2.2.

The simultaneous growth of the Industrial Internet of Things and the use of Service
Oriented Architecture within the industrial domain have provided an opportunity for
more dynamic connections from the higher levels of the automation pyramid straight to
devices at the process level. The projects SIRENA [9, 10], SODA [11], SOCRADES [12]
and IMC-AESOP [13, 14, 15] have provided demonstrations of how web services at the
shop floor can be integrated directly with MES and/or ERP systems.

3.1 Key aspects of Service-Oriented Architectures

The OASIS consortium has published a reference model for service-oriented architecture.
This reference model [24] defines Service-Oriented Architecture as:

A paradigm for organizing and utilizing distributed capabilities that may be
under the control of different ownership domains. It provides a uniform means
to offer, discover, interact with and use capabilities to produce desired effects
consistent with measurable preconditions and expectations.

The Open Group [25] in a similar manner defines Service-Oriented Architecture as the
following:

15



16 Migration to SOA

Service-Oriented Architecture (SOA) is an architectural style that supports
service-orientation.

Service-orientation is a way of thinking in terms of services and service-based
development and the outcomes of services.

A service:

• Is a logical representation of a repeatable business activity that has a
specified outcome (e.g., check customer credit, provide weather data,
consolidate drilling reports)

• Is self-contained

• May be composed of other services

• Is a “black box” to consumers of the service

Erl [26] lists eight design principles for designing service-oriented solutions:

• Standardized Service Contracts

• Service Loose Coupling

• Service Abstraction

• Service Reusability

• Service Autonomy

• Service Statelessness

• Service Discoverability

• Service Composability

In essence a service-oriented architecture should consist of independent services that
are reused and combined into more complex systems and constructing a system of sys-
tems, making systems easier to maintain and extend as business requirements change
over time.

3.2 Migration of IT systems to SOA

Galinium and Shahbaz [27] present a case study of five migrations of legacy IT systems
to SOA, and in their review of previous research, they highlight five factors affecting the
success of migration to SOA.

• SOA Migration Strategy

• Potential of Legacy Systems
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• SOA Governance

• Business Process of the Company

• Budget Plan of SOA migration

According to their study, the SOA Migration Strategy, Potential of Legacy Systems,
and SOA Governance are of significant importance to the success rate of SOA migrations.

Lewis et al. [28] have published a technical note for migrating legacy (IT) systems to
SOA environments using their Service Migration And Reuse Technique (SMART). This
procedure is detailed and well described, but they also note that from the first three
years of using the SMART process in six projects, they have developed five variations
of the process, suggesting that it may be very difficult to find a detailed process that is
applicable to different scenarios.

3.3 Migration of industrial automation to SOA

Compared to the approaches and strategies described in Chapter 2.3 the SMART pro-
cess contains six activities which together are somewhat similar to the five first steps
suggested in Chapter 2.3. The first activity in the SMART process is called Establish
Migration Context and is quite similar to a combination of Justification and Select
target solution but with a strong focus on business aspects. The following three activ-
ities, which run in parallel with interconnections between all three, consists of Define
Candidate Services, Describe Existing Capability and Describe Target SOA
Environment and are all together similar to the activity Identify system modules
for migration. The following activity in the SMART process is Analyse the Gap
from which the process can step back to the previous three activities or go on to the final
activity Develop Migration Strategy, together these two final activities have many
aspects in common with the activities Find step-size for step-wise migration, Orga-
nize system modules into migration step and the planning part of Plan, execute
and validate each migration step.

This comparison exercise illustrates a difference in focus between the business centric
IT systems that the SMART process was developed for, the older, hardware centric IT
systems discussed in the first part of Chapter 2, and the production process focused
automation systems. The focus in the SMART process is very much on the business and
organisation compared to the method in Chapter 2.3 which is focused on requirements
and functionality that is required for the automated process to operate smoothly and
continuously.

However, if the process described in chapter 2.3 is to be detailed further into specific
migration guidelines for a less generic migration scenario many of the questions asked
as part of the SMART method could form a good starting point. For the specific case
of migration of an ISA-95 level 3 or level 4 system a method like SMART is likely to
be suitable as it is, considering the similarities between those systems and other IT and
enterprise systems.
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Chapter 4

Migration of SCADA and DCS

When discussing the migration of industrial process control systems structured ac-
cording to the ISA-95 as in figure 2.2 it is worth noting that Supervisory Control And
Data Acquisition (SCADA) systems are usually considered to represent level 2 in the
ISA-95 structure with Remote Terminal Units (RTU) or Programmable Logic Controllers
(PLC) acting as local controllers in level 1. Distributed Control Systems (DCS) on the
other hand are usually considered to span both level 1 and 2, sometimes including func-
tionality otherwise provided by level 3 systems. Higher level systems are usually not
considered part of the control system but rather connected to and interacting with it.

Although the difference in technical capabilities between SCADA/PLC solutions and
DCS have diminished over the years, there are still certain operational and architectural
differences that makes the process for migrating a DCS very different from migrating
SCADA/PLC-based systems.

4.1 Key differences between SCADA and DCS

Most of the differences between SCADA and DCS can be traced to the differences in
design goals and for most systems today it is possible to do everything with both types
of systems, but one is often simpler, cheaper or better suited for each case.

In essence, it can be said that a SCADA is data-gathering oriented, while a DCS is
process oriented. The controllers or PLCs in a DCS are characterized more by distributed
execution platforms rather than independent systems, and for that purpose, the commu-
nication networks within a DCS are often built redundantly so that communication is
always available.

In contrast, the local controllers in a SCADA configuration are designed with possible
interruptions in communication in mind, meaning that they are much more independent
and usually designed to continue their operation for some time without a connection to
the SCADA. In some cases, the system uses a Remote Terminal Unit (RTU) that manages
the communication to the central supervisory system, while in other setups, this may be
performed by components integrated in the PLC responsible for local control.
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A SCADA solution is more often used in scenarios in which all information required
for normal operation is available locally, such as long distance utility networks or factory
automation in which each station can perform its task independently of other stations.

The DCS solution is more often used in scenarios in which communication between
the local controllers is critical for operation, such as when the steps in an industrial
process are more of a series of systems operating in a continuous flow or even a short halt
in the process flow could cause serious accidents, meaning that the whole process has to
be stopped if any one station is unavailable even for a short period.

4.2 Migrating SCADA to SOA

As a SCADA system is more focused on communication and accessing information from
different systems, it is generally capable of using a number of different protocols and
communication standards.

Some SCADA RTUs, e.g., the ones used by Nabil and Mohamed [29], already have
web services implemented, and as the units often are truly distributed, such a system
should be a relatively easy to migrate to a service-oriented architecture as the system
can be more easily broken down into components that can be migrated one by one. Still,
there are many similarities between SCADA and DCS that may be used to draw some
conclusions from one case to another.

Gilgor and Turc [30] mention in their paper describing a service-oriented SCADA
system that migrating from an old system to their proposed system is possible using a
gradual migration approach.

Migrating a SCADA system according to the strategy outlined in chapter 2.3 would in
most circumstances be a straightforward gradual migration where the SCADA supervi-
sory system is migrated in as one system module and each RTU or PLC is considered its
own module. For the migration to be a smooth process it would be required that some
of the migrated modules have backwards compatibility, and most likely this would be
the supervisory system, or use mediators or similar technology to handle communication
between the migrated and the non-migrated system modules.

If some system modules can be migrated to backwards compatible systems it should
be a good choice to migrate these systems in the first migration step(s) and subsequently
migrate the remaining parts as required. As most SCADA systems are quite versatile in
compatibility with different protocols and technologies it should be possible to migrate
the supervisory systems to backwards compatible systems first and later migrate RTUs
and PLCs.

4.3 Migrating DCS to SOA

Although most commercial DCS today provide functionality that is somewhere between
object oriented and service oriented, with function blocks and control modules for ab-
straction and reusability, they usually have more and tighter connections over proprietary



4.3. Migrating DCS to SOA 21

links than a comparable SCADA would have.
Suppliers of Distributed Control Systems long had the commercial strategy to keep

the core parts of the system proprietary and closed to competitors. This makes the
system more easy to work with as long as all components are from the same supplier, but
in many cases, it has resulted in plants in which different sections of the same plant use
very different systems, which causes issues both from a technical perspective but even
more so from a maintenance, operation and engineering perspective, as many different
qualifications are needed and resources are more difficult to share.

The migration strategy proposed in Paper A breaks a tightly interconnected system,
which is a characteristic of Distributed Control Systems, into manageable pieces. The
strategy with four distinct migration steps and mediator technology allows full opera-
tional functionality throughout the migration process. This is an example of how the
strategy presented in Chapter 2.3 could be used in a less generic scenario. In this case the
scenario is limited to the migration of a modern DCS to the IMC-AESOP architecture
described by Karnouskos et al. [31]. In this scenario it is also assumed that the systems
at level 3 and 4 of the ISA-95 pyramid are already SOA compatible and only require
minor modifications, if any.

With the use case demonstration at LKAB, presented in Paper B, a first step in this
strategy has been shown to be technically viable and even with prototype technology the
commissioning could be performed in a timely manner during a scheduled maintenance
stop at the plant, showing that a migration could potentially be performed with minimal
interruption to the production process. This demonstration also followed the approach
described in Chapter 2.3 but as the demonstration only covers the first migration step
it could also be said to follow a traditional project management approach of Planning,
Executing and Monitoring.

However, the complete migration strategy proposed by the IMC-AESOP project also
requires two much more complex mediators than the one used in the demonstration for
step two (Configuration) and step three (Data processing).

The second step proposes the migration of all configuration management resources,
traditionally represented by the Engineering station in a DCS, whereby staff with the
required authorisation are able to make significant changes to the DCS. This will require
a mediator that is able to translate the functionality that is required to configure and
manage the systems not yet migrated.

The third step proposes the migration of all systems that are not involved in fast
control loops operating in the millisecond range. The mediator required at this point will
have to manage a vast data-flow at a reasonable speed to be able to give operators and
other systems a continuous overview of the systems performing the fast control loops.
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Chapter 5

Summary of appended papers

This chapter presents an overview of the appended papers and highlights the contri-
butions made by the author to each paper.

5.1 Paper A: Migration of Industrial Process Con-

trol Systems into Service Oriented Architecture

This paper presents the basic outline of the migration approach suggested by the IMC-
AESOP project, suggesting four main migration steps consisting of 1) Initiation, 2)
Configuration, 3) Data processing, and 4) Control execution.

Among the significant results presented in this paper is the analysis of interconnected
industrial control systems and how subsystems may be disconnected from each other; the
brief presentation of the communication between the migrated and the legacy systems
can be preserved using mediator technology, allowing continuous operation of the plant;
and the discussion of how this can be applied in the case of an industrial DCS.

The author’s contribution was to organize workshops with senior automation engi-
neers and system designers and collect their input on how a Distributed Control System
could be could be described in different characteristics and how these characteristics
are usually interconnected. This allowed grouping them together into the four steps
suggested by the paper, which through the discussion with the other authors could be
formed into the more complete migration approach.

5.2 Paper B: Migration of a Legacy Plant Lubrica-

tion System to SOA

This paper reports the technical demonstration of service-oriented technology integrated
in the control system of a live process plant. The paper shows how a combination of
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service-oriented devices from different partners, using different communication protocols
can work together in a challenging environment.

This is an illustration of how the “cloud” can be initiated with many different pro-
tocols enabled in a very limited system, allowing easier expansion of the cloud at later
migration stages or the addition of SOA systems to the migrated parts of the plant with
the possibility to communicate with the legacy systems.

The author’s contribution to this paper was twofold; initially it was as an organizer
of the demonstration and coordinator of integration tests and functional assessments for
which plant owners had some concerns that had to be laid to rest before the new tech-
nology was allowed at the plant. Second, the author described how this demonstration
of the Internet of Things technology in a real plant environment relates to a migration
strategy.

5.3 Paper C: Migration of Industrial Process Control

Systems into Service-Oriented Architectures

This paper summarizes papers A and B, in addition to some material published in [19],
and papers D and E. The paper presents the whole migration approach in detail and in
one source as well as how it has been tested in the demonstration.

The author’s contribution was mainly the collection and contextualization of results
from the conference papers and book chapters. The author shows how all of these results
together present a migration strategy that in the future can be used to allow a more
widespread adoption of the Industrial Internet of Things, as it can be more easily applied
to existing industrial process plants.

5.4 Paper D: Migration of SCADA/DCS Systems to

the SOA Cloud

This paper is the fifth chapter of the book produced by the IMC-AESOP consortium [15].
It expands on the results presented in paper A with a breakdown of the functionality
traditionally provided by a DCS into eleven functional aspects. The paper then describes
how each of these functional aspects can be implemented in a SOA cloud and how the
migration of the functional aspects fits with the four main migration steps presented in
paper A.

5.5 Paper E: Migration of a Legacy Plant Lubrica-

tion System to SOA

This paper is the seventh chapter of the book produced by the IMC-AESOP consor-
tium [15]. It is strongly based on paper B with only minor edits and improvements.
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The author’s contribution was similar to that of paper B, with one focus on managing
the integration of components from different partners, describing the functionality of ex-
isting systems and assessing the functionality of the new system, in addition to describing
the demonstration in terms of the migration aspects presented in papers A, C and D.
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Chapter 6

Conclusions and Future Work

6.1 Conclusions

The work presented in this thesis highlights the issue of how IoT-based cloud solutions
could replace the hierarchical, tightly interconnected automation systems that are com-
mon in the process industry. The migration process presented in this thesis is influenced
both by strategies for migration of IT systems to Service-Oriented Architectures as well
as by strategies for migration of earlier generations of industrial automation systems.

Q1 The migration of a modern industrial process control system to an IoT-based cloud
solution should in most cases be performed in a stepwise manner, regardless if the
system is a Supervisory Control And Data Acquisition (SCADA) system or a Dis-
tributed Control System (DCS). The process should in all cases include justification
of the migration, testing and verification of the technology and involve all affected
parts of the organization.

A SCADA system should typically be migrated starting with the supervisory system
and subordinate systems at later stages.

For a DCS the migration should generally start with circumferential systems, con-
tinuing with systems that provide functionality required by both migrated and
non-migrated systems if they can be implemented in a way that allows the same
migrated system to access both migrated and non-migrated systems. Systems that
are operation critical with high requirements for availability and robustness, such
as the parts of a DCS that are controlling the physical production process or safety
systems, are better left to a later stage of the migration when the IoT-based solu-
tion is already well established and is considered a well-know and reliable solution
within the organization.

Q2 The experience from the technical demonstration of a migration of an industrial
control system to an IoT-based cloud solution indicates that the basis for a suc-
cessful migration is that all requirements relating to the system are identified and
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subsequently tested and verified against. Preferably such tests should be performed
at all critical points of the migration process. This conclusion relates to functional,
performance and operational requirements as well as those relating to organization
and business.

6.2 Future work

There is still significant research and development work to be performed before the mi-
gration approach presented herein is ready for full implementation at an operating plant.

The mediator suggested for step two of the migration strategy is intended to allow
configuration of legacy equipment from an engineering station operating in the SOA
cloud. A first step in addressing this challenge is to study the possibility of altering
configurations through services and determine how to create an interface to manage all
or at least many of the heterogeneous devices connected in the SOA cloud.

Other directions for possible future investigation include studying other types of in-
dustrial process control systems. In this work, the focus is wholly on DCS, and while
some discussions concern SCADA systems, a separate analysis of the requirements for
those systems would be of interest. As shown in paper B, the technology for replacing
a PLC with IoT systems in some process automation scenarios is already available, but
the range of scenarios in which the proposed approach is viable should be studied more
extensively, both from a technological perspective as well as a commercial and enterprise
strategy perspective.
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Migration of Industrial Process Control Systems into

Service Oriented Architecture

Jerker Delsing, Fredrik Rosenqvist, Oscar Carlsson, Armando W. Colombo and Thomas
Bangemann

Abstract

The procedure of migrating SCADA and DCS functionality of the ISA-95 process
automation architecture to a Service based automation architecture is discussed. Chal-
lenges in such migration are discussed and defined. From here the necessary migration
technology and procedures are proposed. The critical migration technology is based on
the mediator concept. The migration procedure is based on a functionality perspective
and comprises four steps: initiation, configuration, data processing and control execu-
tion. Its argued that these steps are necessary for the successful migration of DCS and
SCADA functionality in to the automation cloud.

1 Introduction

There is a demand in the process industry to modernize the process control equipment
as aging process control systems become maintenance intensive; in addition older sys-
tems certainly lack technical capabilities and features of newer ones. Service Oriented
Architecture (SOA) is seen as a promising candidate to support cross-layer integra-
tion to make distributed systems more interoperable. Such technology shift has been
in progress at the enterprise system level for many years. The technology has been
pionered by IBM and others, important contributions has been made by many, some
examples can be found in [1] e.g. This statement is the result of certain European col-
laborative projects, such as SIRENA [2], SODA [3], SOCRADES [4, 5, 6], that demon-
strated the feasibility of embedding Web Services at the device level and integrating
these devices with MES and ERP systems at upper levels of an enterprise architecture
[5]. Other projects which indicate the same development of industrial control systems
include the European Initiatives PLANTCockpit, http://www.plantcockpit.eu/; KAP,
http://www.kapproject.eu/; ActionPlanT, http://www.actionplant-project.eu/the Eu-
ropean Embedded Systems Platform Advanced Research & Technology for EMbedded
Intelligence and Systems - ARTEMIS, http://www.artemis.eu/.

Those projects listed here were mainly addressing factory automation, whereas the
IMC-AESOP [7, 8, 9] project considers applying the SOA paradigm to approach the next
generation of SCADA/DCS systems with major focus to the process industry and indus-
trial process control systems. The SoA paradigm applied to Control and Automation
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Figure 1: ISA95 architecture of automation system, functional hierarchy according to (IEC
62264-3) [11, 12]

provides with technologies, methods and tools that can enhance interoperability by de-
coupling functionality and their implementation. As a consequence, the transparency of
the entire infrastructure, including systems development tools and devices, is increased.

Several provider of today’s enterprise systems, Level 4 in the ISA-95 architecture
please refer to Fig. 1, already support service-driven interaction e.g. via Web Services.
Service Oriented Architecture is an approach used at this level. Services are also used
for integration between Level 3 and Level 4 systems, available on the market. OPC UA
[10] is a technology spreading-up to be used. PLCopen in close cooperation with OPC
Foundation, defined a OPC UA Information Model for IEC 61131-3. A mapping of the
IEC 61131-3 software model to the OPC UA information model, leading to a standard
way how OPC UA server-based controllers expose data structures and function blocks
to OPC UA clients like HMIs was defined [2]. OPC UA relies on Web Service based
communication. Last year, a working group was established focussing on the definition
of communication mechanisms via OPC UA for MES integration of Level 2 systems as
well as the definition of the semantics for MES integration. Those activities can be seen
as attempts to move towards the use of common technologies across different levels of
production systems.

Legacy systems typically have proprietary protocols and interfaces resulting in ven-
dor lock-ins and possibly site specific solutions; however with SOA these systems can be
wrapped and integrated in a modern infrastructure. By abstracting from the actual un-
derlying hardware and communication-driven interaction and focusing on the information
available via services, the complete system is managed and controlled by service-driven in-
teractions. Services can be dynamically discovered, combined and integrated in mash-up
applications. By accessing the isolated information and making the relevant correlations,
business services could evolve; acquire not only a detailed view of the interworking of
their processes but also take real-time feedback from the real physical-domain services
and flexibly interact with them.

The legacy systems are typically implemented following the 5-level model as defined
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within the ISA 95 / IEC 62264 standard (http://www.isa-95.com). Operations, defined
by that standard, are inherent to established production management systems [11]. In
this context, concepts for integrating legacy systems, specifically on lower levels, into
Service Oriented Architecture based systems can be seen as business enablers to take the
customer from where she/he is today [9] into the future.

The novelty of migrating from a legacy process control system into a SOA, is to in a
structured way, gradually upgrade highly integrated and vendor-locked standards into a
more open structure while maintaining the functionality. This paper focuses on the pro-
cess of migrating industrial process control systems into a SOA-based architecture. The
challenges of step-wise migration of a highly integrated vendor-locked DCS (Distributed
Control System) and/or SCADA (Super-visionary Control and Data Acquisition) are dis-
cussed. The approach taken addressing functionality. From here the necessary migration
technology and procedures are proposed. The critical migration technology proposed is
based on the mediator concept. The migration procedure proposed is based on a function-
ality perspective and comprises four steps: initiation, configuration, data processing and
control execution. Its argued that these steps are necessary for the successful migration
of DCS and SCADA functionality into a service-based automation cloud.

2 CHALLENGES IN MIGRATING INDUSTRIAL

PROCESS CONTROL SYSTEMS

Today’s control systems, as used in process or manufacturing automation, are typically
structured in an hierarchical manner as illustrated in Fig. 1.

IEC 62264 (or originally ISA 95) [11] is the international standard for the integration
of enterprise and control systems, developed to provide a model that end users, integrators
and vendors can use when integrating new applications in the enterprise. The model
helps to define boundaries between the different levels of a typical industrial enterprise.
ISA 95/IEC 62264 define five levels. For each of these five levels certain problems and
challenges becomes eminent when considering their implementation using a SOA based
approach.

Whereas Level 0 is dedicated to the process to be controlled itself, Level 1 connects the
control systems to the process by sensors and actuators. Through the sensors the control
system can receive information about the process and then regulating the process through
the actuators. Sensors convert temperature, pressure, speed, position etc. into either
digital or analogue signals. The opposite is done by actuators. Including not only valves
but also motors and motor equipment such as frequency converters in actuators, it can
be said that the level of installed intelligence varies very much. Legacy implementations
use a scan based approach reading and writing data from/to sensors/actuators. Which
differs fundamentally to the event based nature of a SOA approach [8, 13]. Migration on
Level 1 has to some extent been described by Delsing et. al. [14] with focus on transition
from scan-based to SOA event based communication when it comes to analogue signals.

At Level 3, operational management of the production is done, where Manufactur-
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ing Execution Systems (MES) provide multiple information and production management
capabilities. In the context of control hierarchy, however, its main function is the plant-
wide production planning and scheduling. In a continuous process plant, the results of
scheduling are used as production targets for individual shifts, and consequently, trans-
lated by engineers and operators into individual set points and limits. Level 3 integrates
information about production and plant economics and provides detailed overview about
the plant performance. If the production is straight forward with few articles and small
production site, a dedicated Level 3 system might not bring added value. Some typical
MES/MIS functionality is instead put in Level 2 and/or in the ERP-system (Level 4). At
Level 4, typically Enterprise Resource Planning Systems (ERP) are installed for strategic
planning of the overall plant operation according to business targets. Migration into SOA
at Level 3 and 4 does not differ significantly for factory automation and process control
systems [6]

At Level 2 there are some non-resolved challenges of migration when it comes to the
process industry. Distributed monitoring and control enables plant supervisory control.
The distributed control system (DCS) of a large process plant is usually highly integrated
compared with a SCADA solution which is standard in factory automation. The SCADA
is a supervisory system for HMI and data acquisition and the system communicates
through open standard protocols with subordinated PLCs. The PLCs in the SCADA
solution are autonomous compared to their counterpart, which sometimes are referred to
as controllers, in the DCS. In this paper the process control system is defined as a DCS
including HMI workstations, controllers, engineering station and servers all linked by a
network infrastructure. A DCS is truly ”distributed,” with various tasks being carried
out in widely dispersed devices. Migration of Level 2 functionality in the form of a DCS
exhibits challenges when it comes to co-habitation between legacy and SOA as well as
the migration of the control execution [8, 13]. In this paper the DCS is exemplified by a
server/client based system as depicted in Fig. 2, which is a common topology.

When migrating the DCS into SOA there are certain requirements based on expecta-
tions from business, technical and personnel perspectives:

• The new architecture and the migration strategy must assure the same level of
reliability and availability as the legacy system.

• The migration procedure must not induce any increased risk for staff, equipment
or process reliability and availability.

• After the migration the plant must still provide the same or a better process,
extended service life of plant (process equipment e.g. pumps, vessels, valves), ad-
equate information and alarms depending on department and personnel skill and
improved vertical (cross-layer) communication with more information available at
plant wide level.

• Dynamic changes and reorganization is expected to be supported, on a continuously
running system.
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Figure 2: Legacy system architecture

• To handle to co-habitation between the legacy system and the SOA during the
migration phase, the SOA solution must support wrapping of legacy sub systems.

• Fieldbus systems, like Profibus PA today already define standardized ways of er-
ror indication by devices [15]. With the intelligence built into SOA devices trou-
bleshooting is expected to be improved.

In order to migrate a highly integrated DCS the following challenges should be ad-
dressed:

• Preserve functional integration: There are advantages with a highly integrated
DCS, which give a tight link between the HMI and control execution. Thus design
engineering, commissioning and operation can be pursued in a significantly more
uniform way. For instance, the HMI and control execution can be configured by
the same tools, which facilitates conformity. These advantages must be maintained
even though the integration is broken down and substituted by open standards.

• Grouping of devices: Within a given system, it must be determined which de-
vices should be migrated to SOA as devices and which devices should be grouped
together and the group migrated to SOA. As example a subsystem using feedback
and regulation might require legacy interfaces because of real-time demands, there-
fore such group of devices should be given an SOA interface for the group using
a Mediator and not at device level. This part of the system may be handled as
”black-box”

• Preserve real-time control: The real time control execution, which in the legacy
system is secured in the controllers, must be preserved.
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3 MIGRATION PROCEDURE

Interfacing and integrating legacy and SOA components of a DCS/SCADA system will
require some, for the purpose developed and/or adapted, technology. Such integration
may be based on some kind of integration component like Gateway or Mediator. Such
Gateway or Mediator have the task to bridge the communication from major standard-
ized protocols used close to field applications today: HART communication supported
by HCF, Profibus PA in combination with Profibus DP, Foundation Fieldbus, etc. These
protocols follow specific characteristics. Some commonalities can be monitored like con-
cepts for device descriptions or integration mechanisms into DCS (e.g. EDD, FDT, FDI).
The same bridging task exist regarding communication to higher level, technologies re-
lated to Enterprise Application Integration (EAI) or Enterprise Service Bus (ESB) or
OPC (OPC DA, OPC UA) are used having their own characteristics and configuration
rules.

The use of Gateways or Mediators is a well proven concept for integrating/connecting
and migrating devices, attached to different networks. It is used to transform protocols
as well as syntax of data. Semantic integration is hard to achieve. Nevertheless it is
possible to do transformation between data centric approaches, as typically followed by
fieldbus concepts, and service oriented, event centric, approaches.

The Mediator [16] concept used here is built on the basis of the Gateway concept
by adding additional functionality. Originally meant to aggregate various data sources
(e.g. databases, log files, etc.), the Mediators components evolved with the advent of
Enterprise Service Buses (ESBs) [17]. Now a Mediator is used to aggregate various non
WS-enabled devices or even services in SOAs. Using Mediators instead of a Gateways,
provides the advantage of introducing some semantics or to do pre-processing of data
coming from legacy networks, e.g. representing a package unit. Due to the diversity of
data, or different aspects of interest, that different applications request different types
(e.g. quality, quantity and granularity) of data, interface devices will normally be built
as a combination of Gateway and Mediator. As it may also be applicable to integrate
service oriented sections (e.g. retro-fit of a plant section or replacement of a package
unit) into existing systems, this Gateway and Mediator concept can be extended to
represent services into data centric systems (today’s legacy systems). Mediator as well
as Gateway concepts, both are powerful means for integrating single legacy devices or
legacy systems encapsulating “isolated” functionalities. Whereas the operational phase of
a system will benefit from the functionalities described above from the beginning of the
migration process, engineering will be characterized by a step-wise approach, starting
with defining services representing the legacy device or system, followed by separate
engineering steps for the legacy part and the SOA based part using those services defined.
Specific configuration effort for the Mediator or Gateway itself is needed. It is advisable,
that commissioning will also be done in a multiple step approach, starting at the isolated
components followed by their integration into the overall system.

Considering the layout of a server/client-based SCADA/DCS a stepwise migration
through four major steps is proposed. The four major steps may contain sub-steps and
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may be spread out over a long period of time but each major step should be completed
before the following step is initiated. The four major steps suggested are:

• Initiation

• Configuration

• Data processing

• Control execution

During the whole migration the system will require one or more mediators to allow
communication between the SOA components and the parts of the legacy system that
not yet has been migrated. The propagation of the mediator and the growth of the SOA
cloud are exemplary applied to the migration of the legacy SCADA/DCS presented in
Fig. 2. Making emphasis in the DCS-part, the set of Fig.s 3 to 6 shows the different
results reached throughout the whole migration process.

3.1 Step 1: Initiation

The initial SOA “cloud” needs some of the basic services presented in [18] in order to
support basic communication and management of the cloud. Once the basic architecture
is constructed the first peripheral subsystems can be migrated and new components
can be integrated in SOA. In migration of subsystems, as well as integration of new
components, some consideration must be made of the limitations of the mediator and its
communication paths.

The systems migrated in this step include sub system which are not directly part of
the highly integrated DCS:

• Low level black box

• High level systems for business planning and logistics such as maintenance systems

Migration is limited to the operational phase of the systems integrated. Within that
step, engineering is out of the scope of migration. An appropriate engineering approach,
dedicated to this migration step, is doing multi-step configuration:

• Configuration of every legacy system including the legacy interface within the me-
diator

• Configuring the SOA system

• Configuring the model mapping within the mediator

Exploiting machine readable legacy configuration information would be helpfull for
every step. Today, configuration information is available through different technologies
e.g. GSD, DD, paper documentation. This type of information is mostly available for
single devices. Engineering stations take these information as input and generate system
configuration information in proprietary formats.
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Figure 3: DCS after the first step of migration

3.2 Step 2: Configuration

This is the first step where components that are heavily integrated in the DCS are
migrated. The purpose of this step is to migrate parts of the DCS that do not require
very short response times or the regular transport of large amounts of data. Please refere
to Fig. 4. The majority of functions that qualify for this migration step are in some way
concerned with configuration of different parts of the DCS. The point of origin for most,
if not all, configuration is the Engineering Stations (ES) which is used for engineering
and configuration of most parts of the DCS.

Figure 4: DCS after the second step of migration

As the ES is migrated to SOA, this constitutes a major increase in the number
of services the Mediator needs to supply to the SOA cloud as it must in addition to
the operational data migrated in the first step represent configuration aspects of all
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legacy systems and devices not yet migrated, and allow configuration of all systems and
devices. This means that configuration of low-level devices and control is done on the
ES in a SOA environment using configuration services provided by the mediator, the
configuration is then compiled by the mediator into their respective legacy formats and
downloaded into the legacy controllers. Configuration of HMI, Faceplates and associated
systems is similarly done in SOA and converted by the mediator to a format that can be
downloaded into the legacy Aspect servers and other legacy systems. The configuration
of legacy devices from SOA might also require that the mediator is able to extract legacy
designs and configurations that may be stored in aspect servers or controllers so that old
designs and be reused and modified by the SOA Engineering stations.

As legacy systems usually do not provide sufficient meta-data, sufficient configuration
information can not necessarily be extracted by a Mediator from the installation (legacy
systems). Today, configuration information is available through different technologies
(GSD, DD, paper documentation, ...). This type of information is mostly available for
single devices. Engineering stations take these information as input and generate system
configuration information in proprietary formats not necessarily interpretable by other
tools.

Consequently, for overall engineering a SOA engineering station should being able to
import relevant configuration information of different legacy systems in addition to the
limited capabilities provided by the Mediator itself. If such a tool would be available,
one could design a mediator acting as configuration station for different legacy systems
(compile configuration information into legacy formats) while receiving basic configura-
tion information from the SOA engineering station.

This approach may be combined with doing multi-step configuration described in the
former step.

3.3 Step 3: Data processing

In this third step, the migration includes all components and/or subsystems that do
not require short response time (millisecond range) not currently achievable by the SOA
technology. Please refere to Fig. 5. This includes Operator Clients (OP) and Operator
Overview Clients (EOW) as well as Aspect Servers (AS) and Information Management
Servers (IM). As all points of user interaction with the system is now moved to SOA this
means that the legacy Domain Servers (DS) are redundant. However, as user management
and security needs to be available in SOA from the first step of the migration, there is
probably no need for the Domain Servers in the SOA cloud, although the functionality
can be considered to be migrated.

The migration the Operator Clients and the Aspect and Information Management
servers mean that the role of the mediator is once again fundamentally changed. In Step
3 of the migration there is less of a need for a flexible mediator that can communicate
with a lot of different legacy components, the new requirements are more concerned with
a need to present large amounts of data available from legacy controllers to the migrated
Operator clients and other data processors and consumers. This activity is closely related
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Figure 5: DCS after the third step of migration

to the purpose of the Connectivity Servers (CS) and it is suggested that the mediator in
Step 3 is implemented as a new interface in the Connectivity Servers.

3.4 Step 4: Control execution

In the fourth and final step of migration the time has come to migrate the functionality
traditionally provided by controllers. Please refere to Fig. 6. As control execution in the
legacy system can be grouped together with several control functions in one controller, or
in some cases spread out with different parts of a control function executed by more than
one controller, it is of outmost importance that control execution is migrated function
by function rather than controller by controller.

Depending on the performance requirements of each control function there may be a
need for different strategies for different functions. In the cases where SOA compliant
hardware is available for all functions an Active Migration may be suitable where a
detailed schedule can be made over the migration of all functions, enabling a controlled
migration towards a set deadline. In other cases it may be suitable to allow legacy
controllers to fade out as functions are migrated in the course of normal maintenance
and lifecycle management of the plant. The fade out option means that Step 4 of the
migration may take a very long time but it may save costs as legacy devices are used for
their full lifetime, while most benefits of SOA are already available.
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Figure 6: DCS after the forth step of migration

4 Conclusion

Following and extending the initial migration concepts introduced in [14], the novelty of
migrating from a ISA’95-based legacy process control system into a SOA is to proceed
in a structured way, gradually upgrading highly integrated and vendor-locked standards
into a more open structure while maintaining the functionality. A procedure migrating
the functionality of a DCS/SCADA to a cloud SOA based implementation is proposed.
The procedure comprises 4 distinct steps and make use of mediator technology. These
4 steps are designed to maintaining the feeling of conformity between HMI and control
execution and that the target system must exhibit full transparency and support open
standards. It is important that the initiation in Step 1 consider these issues in order
to enhance the plug-and-play feature of a SOA system even in an industrial process
control system. The parts of the DCS/SCADA where operations and engineering are
handled will in a structured way be migrated in Step 2 and Step 3. When it comes to
the control execution, its migration approach is decided upon based on functionality and
real-time requirements. If utilizing the fade out approach the most critical control loops
and control logics may stay with their legacy set-up, in which operational, engineering
and maintenance staff are confident. When these critical functions finally are upgraded
they will be completely SOA compatible, whereas the real-time execution is run on device
level.

Using this step vise approach, utilizing SOA and mediator technology, its is argued
that the SOA approach will: preserve functional integration, support grouping of devices,
preserve real-time control and successful addressing of safety loops. Making emphasis in
the DCS-part of an exemplary legacy SCADA/DCS, the authors applied the approach
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and present the results reached throughout the whole migration process.
Within the scope of IMC-AESOP project [7] the next step aims at evaluating the

results of applying the migration procedure in dedicated industrial use-cases. Having in
mind that one of the major results of the migration is the transformation of the ISA-95
architecture into a Automation Service Cloud. Future work will be oriented to extend
the migration process and procedures to comprise the full ISA-95 architecture including
security issues.
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Abstract

The use of Service Oriented Architectures (SOA) in industrial automation promises
an improved cross-layer integration as well as a, from the technical implementation,
decoupled functionality. Compared with earlier investigated manufacturing industry,
control systems in the process industry reveals additional challenges when it comes to
migration from a legacy control system to a SOA control system.

The successful migration of a highly integrated process control systems, without re-
ducing reliability or availability and at the same time preserving functionality and pro-
ductivity, requires a detailed plan and certain specialized technology.

This paper presents the challenges in migration of a process control system and pro-
poses a structured method for migration. The migration procedure proposed comprises
four steps: initiation, configuration, data processing and control execution. A technol-
ogy demonstration at pelletizing plant illustrates how the first of these steps could be
implemented.

1 Introduction

A demand exists in the process industry for modernization of process control equipment
as ageing process control systems become increasingly maintenance intensive. In addition,
older systems lack certain technical capabilities and features offered by newer equipment.
Service Oriented Architecture (SOA) is regarded as a promising candidate for supporting
cross-layer integration that will render distributed systems more interoperable. This tech-
nology shift has been in process at the enterprise system level for many years. This tech-
nology was pioneered by IBM and others, and important contributions have been made
by many sources; examples can be found in [1]. This statement is the result of certain Eu-
ropean collaborative projects, i.e., SIRENA [2], SODA [3], SOCRADES [4, 5, 6], etc. that
demonstrated the feasibility of embeddingWeb Services at the device level and integrating
these devices with MES and ERP systems at the upper levels of an enterprise architec-
ture [5]. Other projects that indicate the same development of industrial control systems
include the European Initiatives PLANTCockpit, http://www.plantcockpit.eu/; KAP,
http://www.kapproject.eu/; ActionPlanT, http://www.actionplant-project.eu/; and the
European Embedded Systems Platform Advanced Research & Technology for EMbedded
Intelligence and Systems - ARTEMIS, http://www.artemis.eu/.
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These listed projects primarily addressed factory automation, whereas the IMC-
AESOP [7, 8, 9] project considered application of the SOA paradigm to approach the
next generation of SCADA/DCS systems with a major focus on the process industry and
industrial process control systems. The SOA paradigm applied to control and automation
provides technologies, methods and tools that can enhance interoperability by decoupling
functionality from technical implementation. As a consequence, the transparency of the
entire infrastructure is increased.

Legacy systems typically include proprietary protocols and interfaces tied to the hard-
ware and communication infrastructure, resulting in vendor lock-ins and possibly site-
specific solutions. By focusing on the information available via services and abstract-
ing them from the actual underlying hardware and communication-driven interaction,
a complete system can be managed and controlled by service-driven interactions. By
accessing the isolated information and making the relevant correlations, business services
can evolve to acquire not only a detailed view of the interworking of the processes but
also gain real-time feedback from the real physical-domain services and flexibly interact
with them.

The legacy systems are typically implemented following the five-level model as defined
within the ISA 95 / IEC 62264 standard (illustrated in Figure 1). Operations defined
by that standard are inherent to established production management systems [10]. In
this context, concepts for integrating legacy systems (specifically on lower levels) into
SOA-based systems can be seen as business enablers that will move the customer from
where she/he is today [9] into the future.

The novelty of migrating from a legacy process control system into a Service Oriented
Architecture lies in the gradual upgrade of highly integrated and vendor-locked standards
into a more open structure while maintaining functionality. This paper focuses on the
process of migrating industrial process control systems into a Service Oriented Architec-
ture. The challenges in step-wise migration of a highly integrated vendor-locked DCS
(Distributed Control System) or SCADA (Supervisory Control And Data Acquisition)
are discussed.

The migration approach used in this paper is based on maintaining functionality
throughout the migration process and into the fully migrated system. The necessary mi-
gration technology and procedures are proposed and the critical migration technology is
based on mediator and other concepts to enable the integration between legacy and SOA
components. The proposed migration procedure is based on a functionality perspective
and contains four steps: initiation, configuration, data processing and control execution.
We argue that these steps are necessary for successful migration of DCS and SCADA
functionality into a service-based automation cloud.

2 Migration

Current legacy industrial systems are specified, implemented and operated following the
ISA95/IEC 62264-3 standard, which means that migration to a SOA-based industrial
system [11, 12] generally cannot be performed in only one level or in selected levels of
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Figure 1: ISA95 architecture of an automation system and functional hierarchy according to
[10]

the architecture shown in Figure 1 because specifications and system characteristics in a
defined level are closely related to specifications in other levels (e.g., a control specification
in Level 1 will only be well implemented if it considers information and actions performed
in the neighboring levels, such as the SCADA or MES above them). Thus, the migration
strategy must address how the migrated component can represent the legacy functionality
and how it is involved with other levels of the control system.

One or more migration paths must be identified for each specification and charac-
teristic in a level. Each time that a migration approach is applied, the first obligatory
activity is to define the goal of the migration and understand the legacy system and
infrastructure.

In defining each migration path, certain requirements should be taken into account
based on expectations from business, technical and personnel perspectives:

• The new architecture and migration strategy must assure the same level of relia-
bility and availability as the legacy system.

• The migration procedure must not induce any increased risk of reduced reliability
or availability for the equipment, affected staff or production process.

• After the migration, the plant must still provide the same or better processes, ex-
tended service life of the plant (process equipment, e.g., pumps, vessels, valves), ade-
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Figure 2: Migration approach from legacy to SOA-based systems.

quate information and alarms depending on the department and personnel skill and
improved vertical (cross-layer) communication with additional information avail-
able at the plant-wide level.

• The migration must provide the same or improved functionality in all aspects of
plant operation throughout the complete migration.

After identifying and understanding those differences and deciding to proceed with
the migration approach, we follow the specification of the migration path for a given
legacy system specification or characteristic, which will contain a set of steps that begin
with an analysis of the current structural and behavioral properties bound to the given
specification.

It is expected that several migration paths will exist and that each of those paths
will additionally contain their own number and type of migration steps. Because the
specifications in different levels are related, the migration paths will also contain cor-
relations and possibly conflicts. These interdependencies among migration paths occur
due to architectural and functional relationships between system characteristics. As such
the interdependencies are of great significance for the migration approach because these
cross-relationships among migration paths will drive a subset of the emergent behavior
in the new SOA-based system [12]. This migration approach from the current legacy
to a SOA-based industrial system is expected to follow a set of steps, as visualized in
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Figure 2.

It is important to recall that a well designed purpose for the migration must exist
from legacy systems to state-of-the-art SOA-enabled large scale systems; certain end users
might strive for a well defined goal, e.g., e-maintenance or a more standard-compliant ex-
tensible system, whereas other end-users might obtain SOA components virtually without
knowledge of it, e.g., if SOA components are integrated with other delivered functional-
ities.

Afterwards, it is important to evaluate the migration and assess whether the re-
quirements have been fulfilled. Therefore the requirements must be quantifiable and
measurable. For example, to minimize the negative impact of migration, measurable
requirements must exist for such effects as downtime, control problems, costs, interoper-
ability and performance as well as more qualitative aspects, i.e., personnel training and
employee satisfaction.

3 Challenges in migrating industrial process control

systems

As used in process or manufacturing automation, today’s control systems are typically
structured in an hierarchical manner as illustrated in Figure 1.

The IEC 62264 (based on ISA 95) is the international standard for integration of
enterprise and control systems [10] and was developed to provide a model that end users,
integrators and vendors can use when integrating new applications into the enterprise.
The model aids in defining boundaries between the different levels of a typical industrial
enterprise. The ISA 95/IEC 62264 define five levels, and for each of these five levels,
certain problems and challenges become imminent if considering their implementation
using a SOA-based approach.

Whereas Level 0 is dedicated to the process to be controlled, Level 1 connects the con-
trol system to the process with sensors and actuators. Via the sensors, the control system
can receive information on the process and subsequently regulate the process through the
actuators. The sensors convert temperature, pressure, speed, position etc. into either
digital or analogue signals. The opposite process is carried out by the actuators, and the
level of installed intelligence varies widely for the valves, motors and motor equipment
(i.e., frequency converters in actuators). Legacy implementations use a synchronous scan
based-approach to reading and writing data from/to sensors and actuators that differs
fundamentally from the event-based nature of a SOA approach [8, 13]. Migration on
Level 1 has been described to a certain extent by [14] with a focus on the transition from
scan-based to SOA-event-based communication via analog signals.

Migration of Level 1 devices proposes to use one of two approaches, depending on the
nature of the devices and their functionality:

• Devices can be exchanged or retro-fitted to provide a system of individually SOA-
compliant devices.
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• Devices can be wrapped as a complete legacy subsystem with a common SOA
interface to provide the functionality of the subsystem as a service to the SOA-
enabled service consumers.

It is envisioned within the project that both of these technologies will be required for
complete migration of a large system in a process monitoring and control scenario.

The operational management of the production is performed at Level 3 in which
Manufacturing Execution Systems (MES) provide multiple information and production
management capabilities. In the context of control hierarchy, however, the main function
is plant-wide production planning and scheduling. In a continuous process plant, the
results of scheduling are used as production targets for individual shifts and are conse-
quently translated by engineers and operators into individual set points and limits. Level
3 integrates information from production and plant economics and provides a detailed
overview of the plant performance. If the production is straight-forward and contains
few process steps in a small production site, a dedicated Level 3 system might not deliver
added value. In that case, selected or typical MES/MIS functionalities are commonly
integrated into Level 2 and/or into the ERP system (Level 4). At Level 4, Enterprise
Resource Planning Systems (ERP) are typically installed for strategic planning of the
overall plant operation according to business targets. Migration into SOA at Level 3 and
4 does not differ significantly for factory automation and process control systems [6].

At Level 2 certain non-resolved challenges of migration exist in the process industry.
Distributed monitoring and control enables plant supervisory control. The distributed
control system (DCS) of a large process plant is highly integrated compared with a
SCADA solution, which is standard in factory automation. The SCADA is a supervi-
sory system for HMI and data acquisition, and the system communicates through open
standard protocols with subordinated PLCs. The PLCs in the SCADA solution are au-
tonomous compared with their counterparts in the DCS, which often are referred to as
controllers. In this paper, the process control system is defined as a DCS including HMI
workstations, controllers, engineering stations and servers all linked by a network infras-
tructure. A DCS is truly ‘distributed’, with various tasks carried out in widely dispersed
devices. Migration of Level 2 functionality in the form of a DCS offers challenges for
co-habitation between legacy and SOA systems as well as the migration of the control
execution [8, 13]. In this paper, the DCS is exemplified by a server/client-based system,
as depicted in Figure 3, which is a common topology.

To migrate a highly integrated DCS, the following challenges should be addressed:

• Preservation of functional integration: There are advantages to a highly in-
tegrated DCS, which provides a tight link between the HMI and control execution.
Thus, design engineering, commissioning and operation can be pursued in a sig-
nificantly more uniform manner. For instance, the HMI and control execution can
be configured using the same tools, which facilitates conformity. These advantages
must be maintained although the integration is broken down and substituted by
open standards.

• Grouping of devices: Within a given system, it must be determined which de-
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Figure 3: Legacy system architecture

vices should be migrated to SOA as devices and which devices should be grouped
together and migrated to SOA a group. For example, a subsystem that uses feed-
back and regulation might require legacy interfaces because of real-time demands,
and therefore such a group of devices should be given an SOA interface for the
group using a mediator and not treated at the device level. This portion of the
system may be treated as a ‘black-box’.

• Preservation of real-time control: The real time control execution, which is
secured in the controllers in the legacy system, must be preserved.

4 Functional aspects

To present a broader picture of the migration process it is important to address the tech-
nological difference in preserved functionality between legacy and IMC-AESOP systems,
not only in terms of individual architectural components but also in terms of the func-
tionality that can be achieved through the combination of components. This chapter will
focus on describing the functionality provided by legacy systems, identifying the func-
tionalities that is critical and explaining how that functionality is maintained or improved
during (and after) migration to IMC-AESOP architecture.

• Local control loop: The function of a local control loop refers to the low-level
automated control that regulates a certain portion of the plant process with a
relatively low number of actuators and sensors. The control may be continuous
or discreet and may use analog as well as digital actuators and sensors. In many
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cases, the control will require low latency and short sample times, resulting in high
bandwidth.

• Distributed control: This function refers to all forms of control in which parts
of the control loop are located far away from each other geographically or architec-
turally, meaning that the control cannot be executed by a single device (controller)
with direct access to both sensors and actuators.

• Supervisory control: This form of control is often executed at a higher level
based on information from more than one subsystem and is usually much slower
than the local control loop. Often, the supervisory control has no direct access to
the sensors or actuators but uses aggregated process values as input and actuates
by changing the set point of a local control loop.

• System aggregation: Low-level devices and subsystems are often presented to
higher level systems in an aggregated form to provide an understandable overview
of the system to operators, engineers and others working with the system.

• Inter-protocol communication: Because different levels of the DCS use different
communication standards and protocols, all communication between components
that are not on the same or neighboring levels must pass the information through
one or more other components. These other components must therefore be able to
interpret or translate the information between the different standards and protocols.
The effort required for this type of communication varies greatly depending on the
standards and protocols involved.

• Data acquisition, display and storage: Process and system data gathered at
all levels of the DCS must ultimately be made available to operators and other
connected systems. The availability of correct data is vital to both operators and
management to optimize performance and analyze anomalies. In certain cases,
historical data storage is integrated into the DCS, but even in these cases, the
functionality is not an integral component of the DCS functionality and can be
treated as a peripheral system.

• Alarms and warnings: All systems have methods of indicating process anomalies
to the personnel working with the process. In a well-developed DCS, many functions
related to alarms and warnings allow distribution of information to the appropriate
staff and contain several modes of suppression and acknowledgement of alarms and
warnings.

• Emergency stop: The emergency stop is a vital component of most process
control systems and is often regulated by national laws and regulations. In a large
process plant the emergency stop may be much more complex than simply shutting
off the power to all components because this action may cause situations in which
a build-up of heat or pressure or a chemical reaction would cause a greater disaster
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than keeping the plant running. It is important that a process control system is
able to execute a reliable shut-down procedure even in unexpected situations.

• Operator manual override: In most plants, an operator is required be able to
control parts of the system manually via an HMI to handle irregular or unexpected
situations. This option may be intended to support maintenance operations in
which systems are disconnected in a controlled manner or for use if the operator
must address unexpected faults in the process or in the automation system.

• Operator configuration: Most operator stations allow alteration of selected pa-
rameters in the system, i.e., the plant or system operation mode or control set points
for subsystems, based on information not available in the automation system.

• User management and security: Because many components of the DCS are
interconnected and many people with different roles that work with a DCS, it is
important that each person is presented with a level of information that is sufficient
and relevant for their role. To limit human errors as well as malicious actions, it is
important that all personnel are authenticated for the role in which they are allowed
to access the system. The authentication may not always be limited to software
but may instead consist of limiting physical access to certain areas or stations.

5 Migration technology

Interfacing and integrating legacy and SOA components of a DCS/SCADA system will
require technology developed and/or adapted for this purpose. Such integration may be
based on certain types of integration components, i.e., Gateway or Mediator. Gateways
and Mediators are tasked with bridging the communication from the major standardized
protocols to the field applications used today (i.e., HART communication supported
by HCF, Profibus PA in combination with Profibus DP, Foundation Fieldbus, etc.).
These protocols follow specific characteristics. Certain commonalities can be monitored,
such as concepts for device descriptions or integration mechanisms for DCS (e.g., EDD,
FDT, FDI). The same bridging tasks exist for communication with higher levels, and
technologies related to Enterprise Application Integration (EAI) or Enterprise Service
Bus (ESB) or OPC (OPC DA, OPC UA) are applied per their own characteristics and
configuration rules.

Several providers of current Level 4 systems (e.g., enterprise systems, as shown in
Figure 1) already support service-driven interaction via Web Services. These systems
may support event-driven interaction, and Service Oriented Architecture is an approach
applied at this level. Services are also used for integration between Level 3 and Level 4
systems that are available on the market. OPC UA [15] is a spreading-up technology used
for this purpose, and in close cooperation with the OPC Foundation, PLCopen defined
an OPC UA Information Model for IEC 61131-3. A mapping of the IEC 61131-3 software
model to the OPC UA information models was defined and led to a standard method for
how OPC UA server-based controllers expose data structures and function blocks to such
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OPC UA clients as HMIs [2]. The OPC UA relies on Web-Service-based communication.
In 2011, a working group was established to focus on the definition of communication
mechanisms via OPC UA for MES integration of Level 2 systems as well as the definition
of semantics for MES integration. Those activities can be viewed as attempts to move
towards the use of common technologies across different levels of production systems.

The use of Gateways or Mediators is a proven concept for integrating/connecting and
migrating devices attached to different networks. The concept can be used to transform
protocols as well as data syntax. Although full semantic integration is difficult to achieve,
it is possible to use a Mediator to facilitate the transformation between data-centric
approaches, as typically followed by field-bus concepts and service-oriented, event-centric,
approaches.

The Mediator concept [16] discussed in this work is based on the Gateway concept
with additional added functionality. Originally intended to aggregate various data sources
(e.g., databases, log files, etc.), the Mediator components evolved with the advent of
Enterprise Service Buses (ESBs) [17]. Currently, a Mediator is used to aggregate various
non WS-enabled devices or even services in SOAs. Using Mediators instead of a Gateways
provides the advantage of introducing selected semantics or perform pre-processing of
data from legacy networks, e.g., representing a specific subsystem. Due to the diversity of
data (e.g. quality, quantity and granularity of data) requested by different applications,
interface devices will normally be built as a combination of Gateway and Mediator.
Because it also may be applicable to integrate service-oriented sections (e.g., retro-fit
of a plant section or replacement of a specific subsystem) into existing systems, this
Gateway and Mediator concept can be extended to represent services in data-centric
systems (today’s legacy systems). The Mediator and Gateway concepts are both powerful
means for integrating single legacy devices or legacy systems by encapsulating ‘isolated’
functionalities.

Whereas the operational phase of a system will benefit from the functionalities de-
scribed from the beginning of the migration process, the engineering will be characterized
by a step-wise approach, beginning with defining services to represent the legacy device
or system followed by separate engineering steps for the legacy portion and the SOA-
based portion using those defined services. Specific configuration efforts for the Mediator
or Gateway itself will be necessary. It is advisable that commissioning also should be
performed using a multi-step approach, beginning with the isolated components and
followed by their integration into the overall system.

Another component of the technical aspects of the migration strategy addresses how
to physically transfer systems from legacy approaches, i.e., 4–20 mA, M-bus, RS-232 etc.
to a service interface. Such translation to Service-Oriented Architectures solutions may
include the following:

• Use of wireless solutions that provide topological and hierarchical flexibility not
generally achievable using wired communication technologies is an approach that
is slowly getting acceptance by the industry even though the academic world has
long embraced it. New architectures, i.e., Wireless HART and 6LoWPAN, are
now used in various applications. The use of wireless, and even battery-powered



6. Migration of functionality 71

devices, allows for sensing of physical properties that were not previously possible
before (e.g., mobile sensors worn by human users) due to the high installation costs
with wires. However, even if wireless sensor and actuator networks can address
properties that wired solutions cannot, they are limited in terms of bandwidth and
latency, and an increased risk of packet losses exists. The use of verbose SOA
protocols adds further overhead. However, for sensor and actuator scenarios with
limited real-time requirements, the wireless approach offers interesting possibilities.

• Use of wired solutions is an option if determinism and a high performance level are
required. At the physical layer, wired solutions are primarily based on the use of
Ethernet cabling solutions and corresponding switches. The TCP/UDP standard
communication protocols are used in these situations, together with such SOA pro-
tocol stacks as DPWS or OPC-UA [15]. In such solutions, the architectures are no
longer centralized, and the intelligence is distributed among all available resources
in the form of web services. However, to gain acceptance, the new SOA solution
must provide a performance level comparable to that achieved using traditional
field buses. Previous studies demonstrated that a DPWS stack can provide this
high performance level if it uses EXI [18] instead of standard text-based XML [19].

6 Migration of functionality

To ensure and support the preservation of functionality throughout the migration process
each functional aspect identified in a DCS has been analyzed and an example is presented
for each aspect to explain how the migrated system could provide the functionality in
question. These examples are not necessarily the only or the optimal implementations of
the functionality, but they should provide a sufficient example that covers the complete
DCS.

6.1 Local control loop

At the level of the local control loops, the main benefit of applying the SOA communi-
cation infrastructure is a richer set of diagnostic and monitoring information that can be
delivered and easily integrated into the SCADA systems. Using standard service proto-
cols for the sensor and actuator data delivery, the provisioning stage can be automated
to a higher degree than that possible with the current approaches. Additionally, mod-
ifications and upgrades to the system are better supported with modular and loosely
coupled services and support for event-based interactions and resource discovery. As a
component of the IMC-AESOP project, two main approaches are available to migrate
the existing control loops to SOA-based solutions proposed by the project:

• For control loops with low real-time requirements (loop times near 100ms or greater),
the IMC-AESOP services ‘Sensory data acquisition’ and ‘Actuator output’ can be
deployed directly to the embedded sensor/actuator devices. With the use of EXI
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and CoAP technologies, it is possible to provide extensive and non-intrusive diag-
nostics and monitoring information through wireless links. In many scenarios, the
achieved efficiency is envisioned to support the communication of process values via
low-bandwidth wireless solutions. Legacy devices that support firmware updates
can be migrated directly to this architecture. For closed black-box devices, the
IMC-AESOP services ‘Gateway’ and ‘Service Mediator’ are required to provide an
SOA interface and protocol mapping.

• For control loops with strict timing requirements and short loop times (less than
100 ms) the direct deployment of ‘Sensory data acquisition’ and ‘Actuator output’
requires deterministic and high-bandwidth PHY/MAC layers such as Industrial
Ethernet solutions. Low-bandwidth links, e.g., (Wireless) HART, would likely re-
quire gateway/mediator wrapping to migrate the low-level real-time protocols used
for the loops with a SOA-ready interface. Thus, the simple and time-critical sen-
sors/actuators portion of real-time control loops are not migrated to SOA but are
instead wrapped on a higher level.

6.2 Distributed control

Service architecture supports the distribution of the treatments on several systems or
devices. If possible, the control is located at the lowest level such that the treatments
can be more appropriate for the knowledge of local context. Moreover, the amount of
data needed to communicate to the upper levels can be reduced.

The intelligence of the control is pushed down in the devices such that treatments
remaining at the controller level may be performed in types of devices other than con-
trollers, e.g., network infrastructure devices. A portion of the control can be temporarily
disconnected without affecting the complete equipment, either for normal replacement or
for upgrading functionalities. Configurations containing the control logic are stored in a
central repository such that exchange of devices is possible without manual reprogram-
ming. A Service Bus middleware component can typically support such a decentralized
control:

• The components of the Service Bus may be physically distributed on:

– Existing devices in the system (as the case in Figure 4)

– Existing infrastructure devices such as gateways

– Dedicated devices

• Certain devices contain their own local logic so that they can expose high-level
services.

• Other devices cannot expose such SOA services and are either legacy devices or
small devices that do not support local logic. Due to the Service Bus, these devices
can nevertheless interoperate in the system.
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• The remaining logic is required to ensure that the global control of the system
is distributed within the Service Bus, i.e. in this example on the two devices
supporting a Service Bus component.

Figure 4: Distributed control with Service Bus middleware

6.3 Supervisory control

In the SOA approach, devices can directly expose their data to the other systems at
different levels, thus eliminating a hierarchical structure in which device data are first
collected by controllers that feed the supervisory control system. The visibility of the
devices is therefore improved without additional workload. Maintenance and evolution
of the supervisory application are also decoupled from other underlying systems such as
controllers or OPC servers.

Supervisory control systems can also provide a richer interface, and their development
is easier due to the use of tools that understand the standard interfaces exposed by the
controllers and the devices. These interfaces are typically described via WSDL files.

The OPC-UA additionally provides a feature known as programming against type
definitions (see Figure 5). The principle is that an OPC-UA server supports the definition
of complex object types, which can be recognized by a client application, i.e., supervisory
control. In the server address space, both the object type and the object instances are
exposed. The supervisory control either already knows the object types exposed by the
server or discovers them during the engineering phase. In both cases, the treatments
applied to each object instance are programmed only once due to knowledge of the
object type. In this manner, supervisory control applications can be quickly developed
with libraries of components that correspond to standard object types.
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Figure 5: Programming against object types with OPC-UA

6.4 System aggregation

As indicated in Figure 6, the process plants are separated into several sections. Depend-
ing on the nature of the process represented by a section, control can be realized in an
encapsulated but coordinated manner via master control. This case is even more impor-
tant in batch applications than in continuous processes. Batch control is a more flexible
method for mastering the market demands of producing small quantities of changing
products (chemical, petrochemical, medical, etc.) at the same production site. In this
work, the production equipment, i.e., boiler, heat exchanger, distillation column, etc, is
dynamically combined and controlled according to recipe needs. Support functions such
as air compression for auxiliary energy provision or cooling aggregates are normally built
as a package unit with its own controls.

As noted, today’s classical process plants and associated automation systems are
already or partially characterized by:

• Aggregation of information dedicated to specific plant sections

• Individual engineering and control of those sections (black boxes)

• Hierarchical engineering concepts for overall/master control

• Supervision down to the black-box level

Additionally, one can begin from the process level to identify plant sections, e.g.
performing individual control loops or contributing information to dedicated aspects
(e.g., maintenance) of a plant view, to define data that are related to each other. Those
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Figure 6: General architecture of a process control system

relationships may lead to the definition of application-related services that contribute to
the SOA. Certain elementary services are already defined in the IMC-AESOP architecture
[20].

According to the step-by-step migration approach, those typical representations can
be treated as starting points for a specific migration step that supports dedicated inte-
gration technologies. The overall migration process is a series of individual migration
steps [14].

Integrating and aggregating data for this purpose requires knowledge of the access
path to and methods for handling data as well as the syntax and semantics of the data
accessed. This information may be derived from project documentation provided by the
vendor with delivery of the control equipment for a plant section or from pre-established
knowledge in the case of conformance to well established standards. Well established
standards exist to target information management at different levels of the ISA-95 layered
model that are exploitable for integration tasks:

• ISA-95

• S 88

• Device Profiles
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Use of standard conforming equipment is highly recommendable because this practice
ensures reimbursement of investments. Afterwards, a summary of the concept for aggre-
gation of data and definition of services at Level 1 and 2 is given continuing attention as
begun in SOCRADES [6, 21].

The Gateway and/or Mediator concept [22] was introduced as suitable for realizing
integration tasks within the IMC-AESOP framework. This concept supports represen-
tation of single resources (i.e., a legacy device) in an SOA-based environment as well as
aggregation and mediation of data from single or multiple resources.

6.5 Inter-protocol communication

Interoperability of applications requires fundamental communication capabilities, even if
applications are running on inhomogeneous communication platforms, which is the usual
case for integration tasks. Two or more communication channels must be mapped to
each other by considering the different characteristics at all protocol layers. Different
approaches known from the literature include:

• Bridge

• Gateway

• Router

The introduction of SOA into a process control environment necessitates integration
tasks for different types of communication (i.e., 4-20 mA standard wired signals, HART
protocol, fieldbus protocols such as Profibus PA and others), which all must be mapped
to a single protocol as agreed on for use in communication within the SOA.

Within the IMC-AESOP approach, the Gateway or Mediator concepts are used for
protocol mapping, covering the interfaces of different protocols, interpreting syntax and
semantics of data operated at each communication channel (possibly in a different way)
and mapping data to an internal data model of the integration components. The Web
Server (interface to SOA) accesses the internal data model and maps the data to an
appropriate Web service with conformance to the IMC-AESOP architecture definition
[20].

Configuration of this mapping requires a multi-step approach with configuration for
each of the individual communication channels and use of an internal object model that
represents the targeted view of the underlying system as well as definition of the mapping
roles to the Web services. Knowledge is required for all of the targeted protocols and
applications.

6.6 Data acquisition, display and storage

In terms of the current state of the art, data acquisition has many possible solutions
and implementations, most commonly via a PLC or some sort of RTU connected to a
fieldbus to transfer data as required. In terms of the IMC-AESOP architecture, the main
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objective is to change or migrate from this type of traditional systems to smart embedded
devices capable of both acquiring the necessary data and encapsulating it in Web Services
that can later be consumed by any interested party. An example of this migration could
be taken from the Use Case 2 Oil Lubrication of the IMC-AESOP project.

At the lowest level, this use case requires computers capable of calculating flow rates
from positive displacement flow meters. These volumetric flow meters generate pulses
at frequencies ranging from 1-500 Hz depending on the model chosen. Any conventional
PLC or RTU unit has inputs that can detect a frequency of roughly 50 Hz. Although
this level is sufficient for certain flow meters, it is not nearly sensitive enough to cover
the enitre range of possibilities. Two possible solutions to this migration problem are
described:

1. One possible solution is to use a legacy flow computer with legacy communication
capabilities, i.e., a modbus, which would enable the flow computer to perform the
necessary high-frequency calculations and transfer the data to a modbus register
that could be read by any WS-capable device. The data would subsequently be
processed from pulses into a flow rate and encapsulated into a WS-Event or message
depending on the requirements.

2. Another possible solution is to use a fast counter card or specialized inputs in-
tegrated into a WS-Capable device, which would imply that the device must be
capable of counting, pre-processing and calculating flow rates without any external
assistance. Therfore, the task would only be a matter of encapsulating the data in
WS form to make it available to any interested parties.

Whichever solution is chosen, it is important to keep in mind that legacy flow metering
computers, while limited, have well-defined and well-tested algorithms that calculate flow
rates. In the case of migration, it is necessary to evaluate whether accuracy or scalability
and easy access are more important. The common theme in both solutions, however, is
the need for WS encapsulation, which would imply exactly the same work in both cases.
It would be necessary to design the corresponding WSDL file such that the device that
captures the information could be discovered and subscribed, although this effort might
depend on how the WS-Capable device is designed to work.

6.7 Alarms and warnings

Alarms can be raised at different levels, either directly by the devices or by upper level
systems which have processed information originating from one or several sources.

In addition to the definition of standardized interfaces that define the content of the
alarms, an SOA approach proposes communication mechanisms to insure that:

• The right information will reach the right person in the plant and with an appro-
priate level of details

• The communication network of the plant will not be overcrowded by useless data
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These two goals are achieved by filtering and routing mechanisms typically implemented
by a Complex Event Processing (CEP) technology as investigated in the IMC-AESOP
Project.

For the end user, the benefit of a SOA approach is that s/he will receive only the
necessary alarms and warnings. The content of the alarms will be filtered depending
on the user logged into the system and will provide only the information required for
the user actions. For example, an operator will be informed that the process is stopped
without any further detail, whereas a maintenance team will receive details of the machine
breakdown.

6.8 Emergency stop

Detection of abnormal conditions that require an emergency stop can be performed at
various levels. In addition to emergency stop buttons at the shop-floor level, the events
raised in the different layers of the system can indirectly inform the operators of critical
alarms, typically within the supervisory control system. Moreover, complex event pro-
cessing systems can correlate the information originating from different sources located
in any component of the system to raise such emergency alarms.

Once the operator has physically pressed a shop-floor button or has selected the emer-
gency stop in an HMI, the equipment must shut down in a controlled manner, which
depends on the exact state and topology of the system. The agility of the SOA infras-
tructure allows management of several shut down-strategies depending on the various
emergency conditions as well as adaption of these strategies along the life-cycle of the
equipment.

In certain contexts, typically for regulation purposes, the shut down of the equipment
must be carried out in a given time frame and with a precise sequence of operations. In
those cases, safety protocol solutions must be used to manage these particular constraints.
Currently, different add-ons exist for classical fieldbuses, but for the envisioned systems
in which IP protocol over Ethernet is largely used, safety solutions based on Ethernet
must be carefully considered.

6.9 Operator manual override

The devices expose standardized interfaces such that the operators can use a unique (or
at least a limited) set of tools for taking local control. Therefore, operators can be well
trained and efficient, which is particularly important if an unexpected situation happens,
which is the typical case in which manual override is required.

The portions of the system in which operators have overridden the automatic control
must be easily noted in the upper-level applications, even if the event consists of a
scheduled maintenance in which a portion of the system is disconnected intentionally.
The SOA makes possible a direct connection between the upper level and the devices
such that such critical information is easily available. The information is used not only
by the operator but also by the upper level applications for reconfiguring themselves.
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Due to the loose coupling of the SOA approach, most applications at Level 2 or Level
3 will continue interacting with the manually controlled portion of the system without
consideration of its operating mode. Only applications involved with the operating mode
will be informed, typically via alarms and event mechanisms.

6.10 Operator configuration

The devices expose standardized configuration services such that a limited set of tools
can be used for local configuration. Therefore, operators do not require access to many
different tools and do not undergo training for all of them. The changes enacted in
the device configuration must be pushed to the configuration repository so that after
replacement of a device, the same configuration can be downloaded to the new device.
Different strategies can be used in this case; either the operator explicitly decides that
the new settings are valid and manually initiates the backup, or the device configuration
may be compared periodically with the reference, which is updated if the actual device
configuration is different but valid.

Figure 7 describes a system in which the standard service DeviceManagement is sup-
ported by an IMC-AESOP device. A local configuration tool can be used to perform the
following actions:

1. The current configuration of the device is obtained. The response of the GetCon-
figuration operation is defined in a generic format, and virtually any type of device
configuration can be retrieved.

2. The operator edits the device configuration with the configuration tool HMI.

3. The tool uploads the new configuration in the device (SetConfiguration operation).

4. As an option, the new configuration is pushed into the configuration repository.
This repository will be used in case of device replacement.

6.11 User management and security

Up to now, a common procedure used locally authenticated users (e.g., on-device or in-
department) and devices (if at all). However, this practice created ‘islands’ within the
infrastructures that were difficult to control, e.g., adherence to corporate policies and cost
of maintenance. However, in the IMC-AESOP vision, the security framework should be
implemented company-wide, and the ‘visibility’ of devices in the cloud makes it easier to
gain a system-wide view. However, the migration towards this infrastructure will require
a lengthy transition process and potentially significant efforts to reassess the relevant
security and risk aspects, test configurations and impacts and move towards integrated
management of both users and their rules.
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Figure 7: Operator local configuration with a Service Bus

7 Migration procedure

Integration of systems that belong to different levels and migration from today’s state-of-
the-art control systems to those that exploit up-coming technologies have become crucial
areas of innovation. Whereas integration represents a technological snapshot of today’s
available and in-use technologies, migration describes an approach with a time dimension.
Migration represents the process of moving towards a technological challenge involving
several steps and intermediate stages. Migration and integration are complementary
processes, and a migration path may contain several steps of integration while potentially
exploiting different integration technologies.

Considering the layout of a server/client-based SCADA/DCS, a stepwise migration
through four major steps is proposed. The four major steps can contain sub-steps and
may be spread out over a long period of time, but each major step should be completed
before the following step is initiated. The four major steps suggested are:

• Initiation

• Configuration

• Data processing

• Control execution
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During the entire migration, the system will require one or more mediators to allow
communication between the SOA components and the portions of the legacy system that
have not yet has been migrated. The propagation of the mediator and the growth of the
SOA cloud are applied to the migration of the legacy SCADA/DCS presented in Fig.
3. Putting an emphasis in the DCS portion, Figs. 8 through 11 presents the different
results reached throughout the entire migration process.

7.1 Step 1: Initiation

The initial SOA ‘cloud’ requires a subset of the basic services presented by [20] to support
basic communication and management of the cloud. At this point, User management
and security must be considered, although depending on the scenario, it may not be
necessary to implement a full company-wide security framework if it is implemented in
a manner that can later be extended to the entire company.

Figure 8: DCS after the first step of migration

Once the basic architecture is constructed, the first peripheral subsystems can be mi-
grated and new components can be integrated into the SOA. In migration of subsystems
as well as integration of new components, certain considerations must be implemented
to address the limitations of the mediator and its communication paths.

The systems migrated in this step include sub systems that are not direct components
of the highly integrated DCS:

• Low-level black boxes

• High-level systems for business planning and logistics, such as maintenance systems
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Migration is limited to the operational phase of the integrated systems. Within this
step, engineering lies beyond of the scope of migration. An appropriate engineering
approach dedicated to this migration step implies multi-step configuration:

• Configuration of every legacy system including the legacy interface within the me-
diator

• Configuration the SOA system

• Configuration the model mapping within the mediator

Exploiting machine-readable legacy configuration information would be helpful for
every step. Today, configuration information is available through different technologies,
e.g., GSD, DD, paper documentation, etc. This type of information is mostly available for
single devices. Engineering stations take this information as input and generate system
configuration information in proprietary formats.

At this, point several components of the functional aspects can be considered at least
partially migrated. Most likely, a subset of the Local control loop functionality is
migrated. Inter-protocol communication is required both in the migrated and the
traditional portions of the system, and User management and security must be at
least partially implemented in the SOA-system without compromising existing security
or creating unnecessary obstacles for users or user administrators. System aggrega-
tion, Emergency stop, Alarms and warnings, Operator manual override and
Operator configuration have all been implemented in the SOA-system to the extent
required by the migrated subsystems, whereas the respective functionality in the tradi-
tional system is virtually untouched.

7.2 Step 2: Configuration

This is the first step where components that are heavily integrated into the DCS are
migrated. The purpose of this step is to migrate portions of the DCS that do not require
short response times or regular transport of large amounts of data (please refer to Fig. 9).
The majority of functions that qualify for this migration step are tangentially concerned
with configuration of different portions of the DCS. The point of origin for most (if not
all) configuration is the Engineering Stations (ES), which are used for engineering and
configuration of most portions of the DCS.

As the ES is migrated to SOA, this process constitutes a major increase in the number
of services that the Mediator must supply to the SOA cloud beacuse it must represent
configuration aspects of all legacy systems and devices not yet migrated and allow con-
figuration of all systems and devices in addition to the operational data migrated in
the first step. This situation means that configuration of low-level devices and control
is carried out on the ES in the SOA environment using configuration services provided
by the mediator; the configuration is subsequently compiled by the mediator into their
respective legacy formats and downloaded into the legacy controllers. Configuration of
HMI, faceplates and associated systems is similarly carried out in SOA and converted
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Figure 9: DCS after the second step of migration

by the Mediator to a format that can be downloaded into the legacy aspect servers and
other legacy systems. The configuration of legacy devices from SOA might also require
that the Mediator is able to extract legacy designs and configurations that may be stored
in the aspect servers or controllers such that old designs can be reused and modified by
the SOA engineering stations.

Because legacy systems usually do not provide sufficient meta-data, sufficient con-
figuration information cannot necessarily be extracted by a Mediator from the instal-
lation (legacy systems). Today, configuration information is available through different
technologies (GSD, DD, paper documentation, etc.), this type of information is mostly
available for single devices. Engineering stations take this information as input and gen-
erate system configuration information in proprietary formats that are not necessarily
interpretable by other tools.

Consequently, for overall engineering, a SOA engineering station should being able
to import the relevant configuration information of different legacy systems in addition
to the limited capabilities provided by the Mediator itself. If such a tool were avail-
able, one could design a mediator that acts as configuration station for different legacy
systems (compiles configuration information into legacy formats) while receiving basic
configuration information from the SOA engineering station.

Because most of the functionality of everyday operations should be unaffected by the
migration of engineering and configuration tools, only a small portion of the functionality
discussed in the section Functional aspects is affected. Most notably, there will be an
increased need for Inter-protocol communication, and there exist the possibility of
using more of the functionality described in Supervisory control. In addition to the
migration of the engineering station, this step means that certain additional parts of
User management and security are migrated, but apart from these, most functional
aspects should be similar to those of the first step in the migration.

This approach may be combined with the multi-step configuration described in the
previous step.
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7.3 Step 3: Data processing

In this third step, the migration includes all components and/or subsystems that do not
require short response times (millisecond range) not currently achievable by the SOA
technology (please refer to Figure 10). This category of components includes Operator
Clients (OP) and Operator Overview Clients (EOW) as well as Aspect Servers (AS) and
Information Management Servers (IM). Because all points of user interaction with the
system are now moved to the SOA, this means that the legacy Domain Servers (DS) are
redundant. However, because user management and security must be available in SOA
from the first step of the migration, there is likely no need for the Domain Servers in the
SOA cloud, although this functionality can be considered as migrated.

Figure 10: DCS after the third step of migration
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The migration of the Operator Clients and the Aspect and Information Management
servers mean that the role of the mediator is once again fundamentally changed. In
Step 3 of the migration, there is less need for a flexible mediator that can communicate
with many different legacy components, and the new requirements are more concerned
with the need to present large amounts of data available from legacy controllers to the
migrated Operator clients and other data processors and consumers. This activity is
closely related to the purpose of the Connectivity Servers (CS), and it is suggested that
the mediator in Step 3 is implemented as a new interface in the Connectivity Servers.

At this stage, several operator-centric portions of the functionality are completely
migrated. Most significantly Operator manual override and Operator configura-
tion are fully migrated. All of Data acquisition, display and storage, except for the
first level of acquisition of data from the devices up to the controllers, are also migrated
at this step. Because the functionality for data acquisition is migrated, selected addi-
tional functionalities for System aggregation might be required to present the data
from underlying systems for the case in which this need is not sufficiently covered by
the traditional systems. In addition, all of the Alarms and warnings functionalities,
apart from selected generation of alarms at the controller level, are migrated together
with User management and security.

7.4 Step 4: Control execution

In the fourth and final step of migration, the functionalities traditionally provided by
controllers must be migrated (please refer to Figure 11). Because control execution in
the legacy system can be grouped together with several control functions in one controller,
or in certain cases spread out with different portions of a control function executed by
more than one controller, it is of outmost importance that control execution is migrated
function-by-function rather than controller-by-controller.

Depending on the performance requirements of each control function, there may be a
need for different strategies for different functions. In the cases in which SOA-compliant
hardware is available for all functions, an active migration may be suitable in which a
detailed schedule can be designed over the migration of all functions to enable a controlled
migration towards a set deadline. In other cases, it may be more suitable to allow legacy
controllers to fade out as functions are migrated in the course of normal maintenance
and lifecycle management of the plant. The fade-out option means that Step 4 of the
migration may require a long duration, but this process may save costs if legacy devices
are used for their full lifetime, whereas most benefits of the SOA are already available.

During this fourth step, most of the migrated functionality relates to control at a
certain level because most of the monitoring, engineering and administration has already
been moved to the SOA-system. In particular, this step relates to the migration of Local
control loop, Distributed control and Supervisory control. Another key function
that is migrated in this step is the Emergency stop, which can be considered as a form
of human-in-the-loop control with rather specific conditions. As each specific control
function is migrated, so are the related support functions, i.e., System aggregation,
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Figure 11: DCS after the forth step of migration

Data acquisition, display and storage and Alarms and warnings.

8 A first step - Migration of a lubrication system

In this section, we detail the development, implementation and evaluation of a demon-
strator on the premises of LKAB in Sweden (please refer to Figure 12) to show the first
step of the migration procedure and highlight some of the challenges in migrating an
existing plant lubrication system from a classical control system to the new approaches
addressed by the IMC-AESOP project. This demonstrator was part of the IMC-AESOP
project and was first presented by [23].

Lubrication systems are typical critical systems for almost all process industries. The
lubrication control system provides important information that can be used by operators
to avoid critical and damaging incidents, by operators, planning staff and management
to improve production and plant efficiency and by maintenance staff and management
to analyze and improve predictive maintenance.

The plant lubrication use case addresses a number of key points, i.e., migration from
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Figure 12: The LKAB pelletizing plant KK4 in Kiruna, Sweden

a scan-based PLC to an event-based SOA system, enabling the SOA on low-level devices
and in closed-loop control, and integration into an actual plant environment. [8] dis-
cuss the advantages of using SOA-based solutions for industrial process monitoring and
control.

The lubrication system presented in Figure 13 is deployed at the LKAB pelletizing
plant [24], as one of a number of independent black-box systems supporting the main
process. Such systems are characterized by limited data exchanges between the lubrica-
tion systems and the larger distributed control system (DCS). This lubrication system
was migrated from the current implementation using a PLC to a SOA system.

8.1 Existing system

As shown in Figure 13, the existing lubrication system includes two lubrication circuits
controlled by a PLC (Programmable Logic Controller) that receives start/stop commands
from a DCS. Each lubrication circuit is connected to a pump controlled by the DCS
through a digital output. More than 70 AS-i [25] position switches combined with various
digital inputs are scanned periodically by the PLC to obtain fluid distribution status-
updates for each lubrication circuit. Based on the sensor information the PLC controls
each pump and directs the fluid to the appropriate circuit. As mentioned previously,
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rather limited communication occurs with the operational layer, although a touch panel
provides a local supervision capability.
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Figure 13: Existing system

8.2 Demonstrator setup

The prototype used for the demonstration consists of replacement of the existing PLC
with an SOA-based system. Thus, the current PLC cabinet is replaced with a SOA-based
cabinet and connected to a maintenance station, as shown in Figure 14. As a precaution
during the migration a multiplexer was installed to allow quickly switching back to the
PLC cabinet, should there be any issues with the SOA installation.

8.3 SOA components

The proposed SOA architecture is illustrated in Figure 15. Only the DCS portion (dot-
ted line) and the AS-i slaves are inherited from the legacy system; other components
(including the SCADA) belong to the SOA demonstrator. From top to bottom:

• The SCADA provides advanced local control and monitoring capabilities.
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Figure 14: Proposed Prototype

• The Mediator provides an interface between the device layer (with the DPWS
protocol) and the control and supervision layers (with both Profibus and OPC UA
protocols).

• The Service Bus provides an abstract layer on top of the field devices, providing
both synchronous and asynchronous data collection mechanisms; it also implements
the control logic that was originally run from the PLC.

• Wireless sensors and actuators (Mulle nodes and edge router) provide process I/O
facilities as services.

SCADA

To replace and extend the HMI functionality provided in the legacy system by an in-
tegrated touch panel connected to the PLC, a commercially available SCADA solution
was selected and configured for this use case. This solution provides a flexible method of
presenting data and configuring the system parameters.

Using an OPC UA client that accesses the server provided by the Mediator, the system
can be accessed from anywhere on the connected network rather than by current local
access only. At the same time, the OPC UA server provides a flexible method to access
the system with other standardized tools that provides a wide array of possibilities.
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Figure 15: Proposed prototype of Service Oriented Architecture

Mediator

The Mediator provides a runtime system for monitoring and control of process facilities
by integrating both legacy as well as SOA-based technologies. The core section con-
sists of a data model that describes the logical view of the monitored facilities and also
contains all relevant information for acquiring data, including communication. The Me-
diator communicates with the Service Bus through the DPWS and also supports basic
authentication over SOAP.

For integration of different communication protocols and information models of vari-
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ous devices and other data sources, an abstract data access layer is introduced. For the
application described in this paper, the PROFIBUS protocol (for connecting to the DCS)
has been implemented as well as the DPWS protocol (for connecting to the Service Bus).
In a similar fashion, any processing of data for pre-processing, control, KPI calculation or
presentation to the SCADA HMI layer is easily extendable by providing the appropriate
adapters.

Within the framework of this SOA system described above, the Mediator data model
(including alarms) is presented to the HMI of the maintenance application using the OPC
UA protocol.

Distributed Service Bus (DSB)

As a complement to the Mediator, the Distributed Service Bus provides an additional
integration of heterogeneous systems that support various communication media, pro-
tocols, and data models, as shown in Figure 16. Such integration is enabled via loose
coupling-based protocol connectors. Each protocol connector reifies devices and services
of an existing system into the DSB data model representation. Thus, using a defined
abstract layer, the Service Bus provides a common representation of those devices and ser-
vices. This abstract layer enables a wide variety of common operations on the underlying
systems and devices, including management, diagnostic, maintenance and monitoring.

Moreover, the distribution of the Service Bus provides scalability and evolution be-
cause each instance can be configured for a specific application domain by implementing
dedicated interfaces, quality of service and security requirements. Devices and services
handled by an instance of the Service Bus are reified, and their information is shared
between the other instances through the DPWS protocol.

The distribution feature provided by the DSB is particularly suited to the man-
agement of large-scale distributed systems, which is central to IMC-AESOP and this
demonstrator in particular.

The Service Bus was implemented on two Raspberry Pi devices running the Linux
operating system and featuring 512 MB of RAM and 700-MHz ARMCPUs. As illustrated
in Figure 16 the main software components of the Service Bus are a pivot data format, a
set of connectors acting as external interfaces (DPWS, REST, CoAP, and Modbus), an
event module, a time synchronization (PTP) module, a logging (syslog) module and the
AESOP logic, which reproduces the application logic from the existing PLC.

The two instances of the Service Bus dynamically discover each other at startup
using WS-Discovery and rely on DPWS for message exchanges. Basic cyber-security
protection is provided by the combination of Role Base Access Control (RBAC) and a
user authentication mechanism.

Wireless sensor and actuator network (WSAN)

Mulle devices [26] serve as I/O nodes that connect lubrication pressure switches, air
pressure switches, pump valves, reversing valves, and indication lights. To render the
system scalable and integrate it with the IMC-AESOP service cloud, IPv6 was chosen



92 Paper C

Figure 16: DSB architecture

as the network protocol. To ensure that the IPv6 network layer complies with the IEEE
802.15.4 Link layer, the 6LoWPAN adaptation layer is used, and 6LoWPAN compresses
and reduces the data overhead such that less energy is required to transfer the information
between wireless nodes.

Mulle nodes communicate using the Efficient XML Interchange (EXI) (www.w3.org/XML/EXI)
and CoAP on top of 6LoWPAN. The services hosted by the Mulles support input, output,
filtering, logging, and configuration services. All data are EXI encoded and transmitted
using CoAP over 6LowPAN.

The edge router performs translation between IPv4 over Ethernet and IPv6 over
6LoWPAN (IEEE 802.15.4) networks. The edge router also hosts time synchronization
services (NTP and PTP) and such CoAP services as data proxy and logs the performance
of the WSAN. The CoAP is a protocol designed for scalability and simplicity [27] and is
backwards compatible with the frequently used HTTP protocol.

Representation of the information measured by the sensors in an efficient yet self-
explanatory manner is desirable. Because the bandwidth in the wireless sensor network
is limited and the energy available in each sensor node is also limited, the efficiency
parameter requires extra attention. The concept of Service Oriented Architecture (SOA)
is highly interesting in this context because each measured parameter can be represented
as a service to the other nodes but is also represented globally because the sensors are
connected to the internet using IPv6.

In the demonstration setup, a total of 14 CoAP services (4 actuators, 6 sensors, and 4
outputs used to indicate the system status) were implemented. These components were
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located on three nodes, each executing on a Mulle v6.2 from Eistec [26].

A key component of the migration of legacy systems to SOA is the use of standard and
globally accepted formats for representing the exchanged information. One important
result of this demonstration is that it is possible to use EXI for integration of sensor
and actuator devices with the SOA automation infrastructure. This method enables
the implementation of RESTful web services based on CoAP and EXI for industrial
application with low real-time requirements.

8.4 Data modeling

Enabling interoperability of the service specifications and data models is a key techno-
logical challenge that SOA systems are intended to resolve. Full interoperability requires
that the syntax and semantic service descriptions are well defined, unambiguous and
enable dynamic discovery and composition. Thus far, most if not all SOA installations
enable pure syntax interoperability with little or no support for standard-based seman-
tic descriptions. The use of structured data formats only partially resolves the problem
by supplementing the exchanged data with meta-information in the form of tags and
attributes such as in the case of XML/EXI. The tag names are ambiguous and usually
insufficient to describe the service functionality in full.

Use of application-level data model standards is often used as a solution to this prob-
lem because the syntax to semantics mapping is predefined. An example of such standard
is the Smart Energy Profile 2 that clearly states the physical meaning of the tag names
and structures defined for the service messages in the domain of energy management.
One problem in compliance with such standards is that they are almost always domain
specific, which requires mapping of the semantic descriptions from one standard to all
others in use.

Another approach defines a generic semantic data model that is applicable to wide
range of use cases. This approach is selected for the work presented in this paper. The
initial investigation highlighted the Sensor Model Language (SensorML) [28] developed
by Open Geospatial Consortium (OGC) as a promising specification for generic semantic
description of sensory data. However, the complexity and size of SensorML specifications
limit its use to more capable devices. Small-scale experiments with a number of sample
SensorML messages showed that even EXI representation will not be sufficiently small to
fit battery-powered wireless sensor nodes that contains low-power/low-bandwidth radios.

Another possible specification for sensor data is the Sensor Markup Language (SenML)
[29], which has a rather simple design that is consistent with RESTful architecture and is
targeted at resource-constrained devices. The evaluation of SenML specifications shows
that it meets the requirements for hardware utilization, but there are areas that are too
highly simplified and insufficient to describe the data with the level of detail required
by the target application. An example of such a limitation is the precision of the time
stamping for sensor data; SenML allows for up to seconds of resolution, which is not
sufficient for most use cases. This situation led to the use of a custom generic data
representation that reuses many of the design choices in SenML.



94 Paper C

8.5 Migration aspects

The overall prototype was installed in a cabinet similar to that installed in the plant
in order to facilitate the on-site temporary installation of the prototype. As discussed
earlier in this paper, migration of a large DCS into the SOA can be initiated with a
smaller step in which certain key functionalities are migrated and the basis of the SOA
infrastructure is established in a subset of the plant.

This use case provides an example of migration of a number of functional aspects that
have been identified in the existing system and also provides a minimum requirement of
functionality for the SOA-enabled system. The most significant of these aspects are
described in the following subsections.

Local control loop

In the existing system, local control is performed within the PLC using the internal timers
and the pressure switches distributed throughout the system to trigger the start/stop of
the lubrication pump and activation of the solenoid valves.

In the IMC-AESOP use case, this functionality is distributed primarily to the Service
Bus, which accesses both the CoAP services provided by the Mulle nodes for sensing and
actuating and the AS-i sensor data. The main advantage of the SOA design is that it
provides added monitoring capabilities on the control loop (the timers and sensors data
are available as services).

Inter-protocol communication

In the existing system, only two communication protocols are involved. The communi-
cation to the DCS is handled through Profibus, and the collection of data from a large
number of field devices is handled through AS-i.

In the demonstrator, several new protocols are introduced in the architecture to allow
communication within the SOA system, whereas the existing communication interfaces
remain accessible through the commercially available AS-i and Profibus master modules,
respectively. The conversions between different protocols are handled by the Service Bus
and the Mediator, as previously described.

Alarms and warning

In the existing system, alarms are handled via lists of Fault- and Reset-bits with a
corresponding list of alarm texts, which are both controlled in the PLC.

In the SOA solution, those alarms are implemented as events collected from the alarm
sources and brokered by the Service Bus. Any interested party can subscribe to these
alarms from the Service Bus. In the demonstrator, the SCADA, the DCS (both through
the Mediator) and the Service Bus web client are subscribers of the process level alarms.
Polling-based alarms remain available, which is particularly interesting in a migration
context.
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Operator manual override and Operator configuration

Operator manual override and Operator configuration are the two key functionalities
provided by the touch panel HMI in the existing system.

In the SOA alternative, the Service Bus exposes those two functionalities as services
that can be called by any (authenticated and authorized) client application. In the
demonstrator, two client applications consume these services: the SCADA (through the
Mediator) and the Service Bus web client.

As mentioned previously, the loose coupling provided by this approach can be lever-
aged in future maintenance operations by allowing transparent and independent replace-
ment either by the server or the client of those services.

8.6 Functional assessment

The functionality to be delivered was based on an analysis of a backup copy of the
code running on the existing PLC, which was written by Midroc and confirmed with
the LKAB technicians. This analysis was used both to construct the logic implemented
in the DSB and to write a protocol for verifying the functionality. The test procedures
and the protocol were first used in the initial integration of components in which the
components were first brought together and connected in a local network.

The test procedure was based on the common industrial practice employed by Midroc
in most industrial projects, and Midroc templates were used for the test protocols. The
procedure consists of a series of acceptance tests beginning with the Internal Acceptance
Test (IAT), which is performed by the engineers integrating the system and without any
customer representatives. Once the IAT has been passed with acceptable performance,
the customer is invited to the system integrator site for a Factory Acceptance Test (FAT)
to verify that the functionality provided is in accordance with the customer expectations.
To finally verify that the functionality is accurate, a Site Acceptance Test (SAT) is
performed at the site after commissioning.

This common practice was used during the development of the demonstrator, and as
the system was developed the test procedure was extended at several points. The final
version of the test procedure and protocol was used in the FAT at the Midroc facilities in
Stockholm, Sweden with representatives from LKAB acting as the customer to verify that
the functionality and reliability was satisfactory for use in the process plant. Figure 17
shows one page of the 18-page FAT protocol describing the prerequisites for the tests and
step-wise instructions for 11 scenarios with the expected results at each step.

The final functional validation of the overall architecture was performed on-site during
a scheduled plant maintenance break. The IMC-AESOP prototype was connected to
the lubrication system by disconnecting the operating cabinet and connecting the SOA
cabinet.

The lubrication system was run for several hours to validate the functional behavior
of the prototype and to collect timing data.
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Figure 17: Extract from the FAT protocol
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8.7 Performance assessment

To measure the overall performance of the prototype, the components of the Service
Oriented Architecture synchronized their timing using the PTP protocol (IEEE 1588).
All of the components were configured to send their logs to a centralized syslog server
(IETF RFC 5424) for timing analysis. Table 1 summarizes the average time it took for
an End-of-line pressure switch event to propagate from the Mulle device to the Mediator
through the Edge Router and the Service Bus.

Table 1: Time Measurements
Event Node Time offset (ms)
End-of-line Mulle (sensor) 0
pressure Edge Router 11
switch Service Bus 13

Mediator 21

In this example, the CoAP Edge Router receives the event 11 ms after the Mulle
sensor detects the end-of-line pressure switch, the Service Bus acknowledges the event 2
ms later, and finally, the Mediator receives it 8 ms later. The total transmission time
between the sensor (Mulle) and the Mediator is 21 ms, which is longer than the current
PLC cycle time but compatible with the application requirements.

8.8 Wireless assessment

One parameter of interest that is important for successful deployment of 6LoWPAN
devices is the size of the messages that the devices must exchange. Use of XML is
beneficial for integration of the devices with the data models and the message formats
used in the upper layers of the automation. Using EXI in strict XML schema mode
for the low-bandwidth wireless links, the size of the XML messages is reduced by a
factor of more than 20. Therefore, the size of an EXI encoded digital IO process value
with a timestamp and quality indicator is 10 bytes compared with 228 bytes for its plain
XML counterpart. Another key performance indicator for wireless applications, especially
in noisy industrial environments, is the occurrence of retransmissions of packets. A
retransmission wastes bandwidth, uses additional energy and increases latency. During
the tests, retransmissions were observed at a low level with a stable wireless network as
a result.

8.9 Overall drawbacks and benefits

A general drawback of the proposed solution is obviously its lack of maturity, in the sense
that it consists of a set of prototypes provided by different partners, with none of them
yet industrialized. This situation translated into both unreliability issues and integration
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complexity. A portion of the integration difficulties consisted of the requirement for a
specific configuration and monitoring interface for each partner component.

This heterogeneity and relative complexity in the demonstrator can in turn be per-
ceived as an opportunity to validate the SOA approach, with each component of the
architecture exposing and consuming services to/from other components with a fairly
high level of loose coupling.

In a productized version of the demonstrator, all middleware components (Mediator,
Service Bus, Edge Router and potential AS-I gateway) would ideally be merged into one
product, thus reducing the main complexity of the system. However, a projection to a
productized version of the SOA middleware would still lead to a higher level of internal
complexity compared with that of a less versatile PLC-based solution.

The main benefit of the proposed solution compared with the installed solution is
facilitation of the overall system installation and maintenance. Although the installation
benefit was not obvious in the demonstrator due to the multiplicity of technologies (and
partners) involved, the maintenance and monitoring value was fairly obvious due to the
advanced monitoring capabilities provided by the added services and displayed through
the SCADA (timers, sensors values, alarms).

9 Conclusion

Delving deeper into the migration concepts first introduced and detailed by [14, 30], the
strategy for migrating from a ISA’95-based legacy process control system to the SOA
involves proceeding in a structured manner by gradually upgrading the highly integrated
and vendor-locked standards into a more open structure while maintaining functionality.
A procedure used to migrate the functionality of a DCS/SCADA to an SOA-based im-
plementation is proposed. The procedure is comprised of four distinct steps and makes
use of mediator technology. These four steps are designed to maintain the feeling of
conformity between HMI and control execution and to ensure that the target system
exhibits full transparency and supports open standards. It is important that the initia-
tion in Step 1 considers these issues to enhance the plug-and-play features of the SOA
system even in an industrial process control system. The portions of the DCS/SCADA
in which operations and engineering are handled are migrated in Step 2 and Step 3, in a
structured manner. At the fourth step, the migration of control execution, the migration
approach is decided based on functionality and more detailed performance requirements.
If using the fade-out approach, the most critical control loops and control logic might
stay with the legacy set-up in which the operational, engineering and maintenance staff
has confidence.

Using this step-wise approach with SOA and mediator technology, it is argued that the
SOA approach will preserve functional integration, support grouping of devices, preserve
real-time control and successfully address safety loops. Emphasizing the DCS-portion of
an example legacy SCADA/DCS, the authors applied the approach and presented the
results obtained throughout the entire migration process.

Within the scope of IMC-AESOP project [7], the first step of the migration was
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implemented with prototype technology from several partners in a use case at the LKAB
pelletizing plant in Kiruna, Sweden. The on-site validation of the IMC-AESOP prototype
provided positive feedback, considering that both functional and performance results were
in line with customer expectations and were combined with added supervision and control
capabilities at the SCADA level.

The SOA proved to be valuable both at the device and application levels by providing
a high level of loose coupling between the various components of the system. Events
complemented the SOA architecture quite well by reducing the overall latency of the
information flow.

On the wireless side, the tests show that CoAP-based services over 6lowPAN can be
used for process monitoring and control applications with no low-latency requirements.
However, additional research is required to improve both scalability and robustness and
to minimize latency.

One of the major results of the migration is the transformation of the ISA-95 ar-
chitecture into a Automation Service Cloud. Future work will be focused on extending
the migration process and procedures to comprise the full ISA-95 architecture, including
security issues.
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Hübner, Armando W. Colombo, Philippe Nappey, Bernard Bony, Stamatis Karnouskos,

Johan Nessaether, Rumen Kyusakov

Abstract

As process control and monitoring systems based on a Service-Oriented Architecture
(SOA) are maturing, the need increases for a systematic approach to migrate systems.
The legacy systems are traditionally based on a strict hierarchy and in order to gradually
allow additional cross-layer interaction, the migration procedure needs to consider both
- functionality and architecture of the legacy system. The migration procedure proposed
here aims to preserve the functional integration, organize the SOA cloud through grouping
of devices, and maintain the performance aspects such as real-time control throughout
the whole migration procedure.

1 Introduction

In order to include Service-Oriented Architecture (SOA) in the continuous evolution of
control and monitoring systems there is a need for a strategy for successive migration
of a legacy system into a complete SOA plant. This chapter provides a discussion on
how to migrate a system to a Service-Oriented Architecture and how a migration can be
expected to affect operations.

This process of migrating from a legacy process control and monitoring system to a
Service-Oriented Architecture supports focus on the functionality and the loose coupling
of heterogeneous systems to fit dynamic business needs. The legacy systems typically
have proprietary protocols and interfaces resulting in vendor lock-ins and possibly site
specific solutions; however with SOA these systems can be wrapped, extended or replaced,
and integrated in a modern infrastructure.

There is a considerable need to meet various migration requirements for small as well
as large scale investments, projects and upgrades of a process control and monitoring
system. Here the focus is on migration of large distributed automation systems. The
migration towards new functionality, new technology as well as new systems, is risky and
therefore the risks of downtime, poor performance and even failure to train personnel
must be eliminated. Structured use of risk analysis facilitates the evaluation of different
migrations paths.

The migration strategy has its starting point in the business needs, and ideally makes
it possible to migrate from a legacy to new system seamlessly without noticeable in-
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terruptions at shop-floor and business levels. A migration plan for the pertinent plant,
should be compiled, and this has to be validated against global migration plans in or-
der to assure that there are no direct interdependencies with other systems (local and
enterprise wide).

It is important to evaluate the migration afterwards and question whether the require-
ments are fulfilled. Therefore the requirements must be quantifiable and measurable. For
example, in order to minimize negative impact of the migration enterprises need mea-
surable requirements for effects like downtime, control problems, costs, interoperability,
performance and possibly personnel training. Generic migration strategies, where the
different paths and steps are discussed in some more detail, are described hereunder. For
this generic migration, the proposed methodology will be developed providing general
directions to implement an efficient and low-risk transition from an old system to a SOA
based monitoring and control system in process industry environment.

The legacy systems are typically implemented following the hierarchically organized
5-level model as defined within the ISA-95 / IEC 62264 standard (www.isa-95.com).
Operations, defined by that standard, are inherent to established production management
systems [1]. In this context, concepts for integrating legacy systems, specifically on lower
levels, into Service-Oriented Architecture based systems can be seen as business enablers
to take the customer from where she/he is today [2] into the future.

Several provider of today’s enterprise systems, Level 4 in the ISA-95 architecture
(please refer to Chapter 2) already support service-driven interaction e.g. via Web ser-
vices. Service-Oriented Architecture is an approach used at this level. Services are also
used for integration between Level 3 and Level 4 systems, available on the market. OPC-
UA [3] is a technology spreading-up to be used. PLCopen in close cooperation with OPC
Foundation, defined a OPC-UA Information Model for IEC 61131-3. A mapping of the
IEC 61131-3 software model to the OPC-UA information model, leading to a standard
way how OPC-UA server-based controllers expose data structures and function blocks to
OPC-UA clients like HMIs was defined [4]. OPC-UA relies on Web service based com-
munication. Such activities can be seen as attempts to move towards the use of common
technologies across different levels of production systems.

By abstracting from the actual underlying hardware and communication-driven in-
teraction and focusing on the information available via services, the complete system
is managed and controlled by service-driven interactions. Services can be dynamically
discovered, combined and integrated in mash-up applications. By accessing the isolated
information and making the relevant correlations, business services could evolve; acquire
not only a detailed view of the interworking of their processes but also take real-time
feedback from the real physical-domain services and flexibly interact with them.

The novelty of migrating from a legacy process control system into a SOA, is to
do that in a structured way, gradually upgrade highly integrated and vendor-locked
standards into a more open structure while maintaining the functionality. The challenges
of step-wise migration of a highly integrated vendor-locked DCS and/or SCADA are
discussed. From here the necessary migration technology and procedures are proposed.
The critical migration technology proposed is based on the mediator concept (as described
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in Chapter 2). The migration procedure proposed is based on a functionality perspective
and comprises four steps: initiation, configuration, data processing and control execution.
It is argued that these steps are necessary for the successful migration of DCS and SCADA
functionality into a service-based automation cloud.

2 Challenges in migrating industrial process control

systems

Today’s control systems, as used in process or manufacturing automation, are typically
structured in an hierarchical manner as illustrated in Chapter 2 in figure 2.1.

IEC 62264 (or originally ISA-95) [1] is the international standard for the integration of
enterprise and control systems, developed to provide a model that end users, integrators
and vendors can use when integrating new applications in the enterprise. The model
helps to define boundaries between the different levels of a typical industrial enterprise.
ISA-95/IEC 62264 define five levels. For each of these five levels certain problems and
challenges become eminent when considering their implementation using a SOA based
approach.

Whereas Level 0 is dedicated to the process to be controlled itself, Level 1 connects the
control systems to the process by sensors and actuators. Through the sensors the control
system can receive information about the process and then regulating the process through
the actuators. Sensors convert temperature, pressure, speed, position etc. into either
digital or analogue signals. The opposite is done by actuators. Including not only valves
but also motors and motor equipment such as frequency converters in actuators, it can
be said that the level of installed intelligence varies very much. Legacy implementations
use a scan based approach reading and writing data from/to sensors/actuators. Which
differs fundamentally to the event based nature of a SOA approach [5, 6]. Migration on
Level 1 has to some extent been described [7] with focus on transition from scan-based
to SOA event based communication when it comes to analogue signals.

At Level 3, operational management of the production is done, where Manufactur-
ing Execution Systems (MES) provide multiple information and production management
capabilities. In the context of control hierarchy, however, its main function is the plant-
wide production planning and scheduling. In a continuous process plant, the results of
scheduling are used as production targets for individual shifts, and consequently, trans-
lated by engineers and operators into individual set points and limits. Level 3 integrates
information about production and plant economics and provides detailed overview about
the plant performance. If the production is straight forward with few articles and small
production site, a dedicated Level 3 system might not bring added value. Some typical
MES/MIS functionality is instead put in Level 2 and/or in the ERP-system (Level 4). At
Level 4, typically Enterprise Resource Planning Systems (ERP) are installed for strategic
planning of the overall plant operation according to business targets. Migration into SOA
at Level 3 and 4 does not differ significantly for factory automation and process control
systems [8].
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At Level 2 there are some non-resolved challenges of migration when it comes to the
process industry. Distributed monitoring and control enables plant supervisory control.
The distributed control system (DCS) of a large process plant is usually highly integrated
compared with a SCADA solution which is standard in factory automation. The SCADA
is a supervisory system for HMI and data acquisition and the system communicates
through open standard protocols with subordinated PLCs. The PLCs in the SCADA
solution are autonomous compared to their counterpart, which sometimes are referred to
as controllers, in the DCS. In this paper the process control system is defined as a DCS
including HMI workstations, controllers, engineering station and servers all linked by a
network infrastructure. A DCS is truly “distributed” with various tasks being carried
out in widely dispersed devices. Migration of Level 2 functionality in the form of a DCS
exhibits challenges when it comes to co-habitation between legacy and SOA as well as the
migration of the control execution [5, 6]. Here the DCS is exemplified by a server/client
based system as depicted in figure 1, which is a common topology.

Figure 1: Legacy system architecture

When migrating the DCS into SOA there are certain requirements based on expecta-
tions from business, technical and personnel perspectives:

• The new architecture and the migration strategy must assure the same level of
reliability and availability as the legacy system.
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• The migration procedure must not induce any increased risk for staff, equipment
or process reliability and availability.

• After the migration the plant must still provide the same or a better process,
extended service life of plant (process equipment e.g. pumps, vessels, valves), ad-
equate information and alarms depending on department and personnel skill and
improved vertical (cross-layer) communication with more information available at
plant wide level.

• Dynamic changes and reorganisation is expected to be supported, on a continuously
running system.

• To handle to co-habitation between the legacy system and the SOA during the
migration phase, the SOA solution must support wrapping of legacy sub systems.

• Fieldbus systems, like Profibus PA today already define standardized ways of error
indication by devices [9]. With the intelligence built into SOA devices troubleshoot-
ing is expected to be improved.

In order to migrate a highly integrated DCS the following challenges should be ad-
dressed:

• Preserve functional integration: There are advantages with a highly integrated
DCS, which give a tight link between the HMI and control execution. Thus design
engineering, commissioning and operation can be pursued in a significantly more
uniform way. For instance, the HMI and control execution can be configured by
the same tools, which facilitates conformity. These advantages must be maintained
even though the integration is broken down and substituted by open standards.

• Grouping of devices: Within a given system, it must be determined which de-
vices should be migrated to SOA as devices and which devices should be grouped
together and the group migrated to SOA. As example a subsystem using feedback
and regulation might require legacy interfaces because of real-time demands, there-
fore such group of devices should be given an SOA interface for the group using
a Mediator and not at device level. This part of the system may be handled as
”black-box”

• Preserve real-time control: The real time control execution, which in the legacy
system is secured in the controllers, must be preserved.

3 Functional aspects identified in a DCS

To support the preservation of key functionality during and after the migration certain
functional aspects of a generalised Distributed Control System have been identified. In
this section a short description is presented for each aspect in order to provide a frame
of reference for the migration approaches presented in the following section.
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• Local control loop: The function of a Local control loop refers to the low-level
automated control that regulates a certain part of the plant process, with a rel-
atively low number of actuators and sensors. The control may be continuous or
discreet and may use analogue as well as digital actuators and sensors. In many
cases the control will require low latency and short sample times, resulting in high
bandwidth.

• Distributed control : This refers to all forms of control where parts of the control loop
are located far away from each other, geographically or architecturally, meaning
that the control cannot be executed by a single device (controller) with direct
access to both sensors and actuators.

• Supervisory control : This form of control is often executed at a higher level based
on information from more than one subsystem and is usually much slower than the
Local control loop. Often the Supervisory control has no direct access to sensors
or actuators but uses aggregated process values as input and actuates through
changing the set point of a Local control loop.

• System aggregation: Low level devices and subsystems are often presented in an ag-
gregated form to higher level systems in order to show an understandable overview
of the system to operators, engineers and others working with the system.

• Inter-protocol communication: As different levels of the DCS use different com-
munication standards and protocols all communication between components that
are not connected to the same network type and in the same or neighbouring seg-
ment need to pass the information through one or more other components. These
other components must therefore be able to interpret or translate the information
between the different standards and protocols. The effort needed for this kind of
communication varies greatly depending on the standards and protocols involved.

• Data acquisition, display and storage: Process and system data gathered at all
levels of the DCS must ultimately be made available to operators and other con-
nected systems. The availability of correct data is vital to both - operators and
management in order to optimize performance and analyse anomalies. In some
cases historical data storage is integrated in the DCS but even in these cases the
functionality is not an integral part of the DCS functionality and can be treated as
a peripheral system.

• Alarms and warnings : All systems have some way of indicating process anomalies
to the personnel working with the process. In a well-developed DCS there are many
functions related to alarms and warnings that allow distribution of information to
the appropriate staff and several modes of suppression and acknowledgement of
alarms and warnings.

• Emergency stop: The Emergency stop is a vital part of most process control sys-
tems, often regulated by national laws and regulations. In a large process plant the
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emergency stop may be much more complex than simply shutting off the power to
all components as this may cause situations where a build-up of heat or pressure, or
a chemical reaction would cause a greater disaster than to keep the plant running.
It is important that a process control system is able to execute a reliable shut-down
procedure even in unexpected situations.

• Operator manual override: At most plants it is required that the operator can
control parts of the system manually, via an HMI, to handle irregular or unexpected
situations. This may be to support maintenance operations where systems are
disconnected in a controlled manner or when the operator has to handle unexpected
faults in the process or in the automation system.

• Operator configuration: Most operator stations allow changing of some parameters
in the system such as plant or system operation mode, or control set points for
subsystems based on information not available in the automation system.

• User management and Security : As many parts of a DCS are interconnected and
there are many people with different roles that work with a DCS, it is important
that each person is presented with a level of information that is sufficient and
relevant for their role. In order to limit human errors as well as malicious actions
it is important that all personnel are authenticated for the role in which they are
allowed to access the system. The authentication may not always be limited to
the software but may instead consist of limiting physical access to certain areas or
stations.

4 Migration of functionality

In order to ensure and support the preservation of functionality throughout the migration
process each functional aspect identified in a DCS have been analysed and for each aspect
an example is presented on how the migrated system could provide the functionality in
question. These examples are not necessarily the only or the optimal implementations
of the functionality but they should provide a sufficient example covering the complete
DCS.

4.1 Local control loop

At the level of local control loops, the main benefit of applying the SOA communication
infrastructure is the richer set of diagnostic and monitoring information that can be deliv-
ered and easily integrated into the SCADA systems. By using standard service protocols
for the sensor and actuator data delivery, the provisioning stage can be automated to a
higher degree than what is possible with the current approaches. Also modifications and
upgrades to the system are better supported by using modular, loosely coupled services
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with support for event-based interactions and resource discovery. As part of the IMC-
AESOP project two main approaches are available to migrate the existing control loops
to SOA-based solutions proposed by the project:

• For control loops with low real-time requirements (loop times around 100ms or
higher), the IMC-AESOP services “Sensory data acquisition” and “Actuator out-
put” can be deployed directly to the embedded sensor/actuator devices. By the use
of EXI and CoAP technologies it is possible to provide extensive and non-intrusive
diagnostics and monitoring information through wireless links. In many scenarios
the achieved efficiency is envisioned to support even the communication of process
values via low-bandwidth wireless solutions. Legacy devices supporting firmware
updates can be migrated directly to this architecture. For closed black box de-
vices the IMC-AESOP services ”Gateway” and ”Service Mediator” are required to
provide SOA interface and protocol mapping.

• For control loops with strict timing requirements and short loop times (below 100
ms) the direct deployment of “Sensory data acquisition” and “Actuator output”
requires deterministic and high-bandwidth PHY/MAC layers such as Industrial
Ethernet solutions. For low-bandwidth links, e.g. (Wireless) HART, would likely
require gateway/mediator wrapping to migrate the low-level real-time protocols
used for the loops with a SOA-ready interface. Thus, simple and time-critical
sensors/actuators part of real-time control loops are not migrated to SOA but
rather wrapped on a higher level.

4.2 Distributed control

A service architecture supports the distribution of the treatments on several systems
or devices. As far as it is possible the control is located at the lowest level so that the
treatments can be more appropriate due to the knowledge of the local context. Moreover,
the amount of data needed to communicate to the upper levels can be reduced.

Intelligence of the control is pushed down in the devices so that treatments remain-
ing at controller level may be performed in other kinds of devices than controllers, like
for example network infrastructure devices. Part of the control can be temporarily dis-
connected without affecting the complete equipment, either for normal replacement or
even for upgrading the functionalities. Configurations containing the control logic are
stored in a central repository so that exchange of devices is possible without manual
reprogramming. A Service Bus middleware can typically support such a decentralized
control:

• The components of the Service Bus may be physically distributed on:

– Existing devices of the system (case of the figure 2)

– Existing infrastructure devices like gateways

– Dedicated devices
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• Some of the devices have their own local logic so that they can expose high level
services.

• Other devices cannot expose such SOA services. They are either legacy devices
or small devices that do not support local logic. Thanks to the Service Bus these
devices can nevertheless interoperate in the system.

• The remaining logic required to make the global control of the system is distributed
within the Service Bus, i.e. in this example on the two devices supporting a Service
Bus component.

Figure 2: Distributed control with a Service Bus middleware

4.3 Supervisory control

In a SOA approach devices can expose directly their data to the other systems at different
levels; there is no more a hierarchical structure where device data are first collected
by controllers which then feed the supervisory control system. The visibility of the
devices is then improved without additional workload. Maintenance and evolutions of the
supervisory application are also decoupled from other underlying systems like controllers
or OPC servers.

Supervisory control systems can also propose a richer interface while their develop-
ment is easier thanks to the usage of tools understanding the standard interfaces exposed
by the controllers and the devices. These interfaces are typically described through
WSDL files.

OPC-UA provides additionally a feature known as programming against type defini-
tions (see figure 3 below). The principle is that an OPC-UA server supports the definition
of complex object types which can be recognized by a client application like a supervisory
control. In the server address space both the object type and the object instances are
exposed. The supervisory control either already knows the object types exposed by the
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server or discovers them during the engineering phase. In both cases, the treatments
concerning each object instance is programmed only once due to the knowledge of the
object type. In this way, supervisory control applications can be quickly developed with
libraries of components corresponding to standard object types.

Figure 3: Programming against object types with OPC-UA

4.4 System aggregation

As indicated in figure 4, process plants are separated into several sections. Depending
on the nature of the process represented by a section, control can be realized in an
encapsulated, but coordinated by master control, manner. This is even more the case in
batch applications than in continuous processes. Batch control is a more flexible way for
mastering market demands of producing small quantities of changing products (chemical,
petrochemical, medical, etc.) at the same production site. Here production equipment
like boiler, heat exchanger, distillation colon, or alike, are dynamically combined and
controlled according to recipe needs. Support functions like air compression for auxiliary
energy provision or cooling aggregates are normally built as package unit also having own
controls.

As it can be seen, today’s classical process plants, and associated automation systems
are already, even if partially, characterized by

• Aggregation of information dedicated to specific plant sections

• Individual engineering and control of those sections (black boxes)
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Figure 4: General architecture of a process control system

• Hierarchical engineering concepts for overall/master control

• Supervision down to black box level

Additionally, one can start from the process level to identify plant sections, e.g. per-
forming individual control loops or contributing information to dedicated aspects (like
Maintenance) of a plant view, to define data related to each other. Those relations may
guide to the definition of application related services, contributing to the SOA. Some
elementary services are already defined in the IMC-AESOP architecture [10].

According to the step-by-step Migration approach, those typical representations can
be seen as starting point for a specific migration step supporting dedicated integration
technologies. The overall migration process will be a series of individual migration steps
[7].

Integrating and aggregating data for that purpose requires, knowledge about access
path and methods to data as well as syntax and semantics of the data accessed. This
information may be derived from project documentation provided by the vendor with the
delivery of the control equipment for a plant section or from pre-established knowledge
in case of conformance to well established standards. There are well established stan-
dards targeting information management at different levels of the ISA-95 layered model,
exploitable for integration tasks, like:
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• ISA-95

• S 88

• Device Profiles

Use of standard conformant equipment is highly recommendable, as they ensure re-
imbursement of investments. Afterwards, a summary of a concept for aggregation of data
and definition of services at Level 1 and 2 is given continuing work started in SOCRADES
[8, 11].

A Gateway and Mediator concept [12] has been introduced as being suitable for
realizing integration tasks within the IMC-AESOP framework. This concept supports
representing single resources (like a legacy device) to a SOA based environment as well
as aggregating and mediating data from a single or multiple resources.

4.5 Inter-protocol communication

Interoperability of applications requires fundamental communication capabilities, even
if applications are running on inhomogeneous communication platforms. That, in fact,
is the usual case for integration tasks. Two, or more, communication channels have to
be mapped to each other considering the different characteristics at all protocol layers.
There are different approaches known from literature:

• Bridge

• Gateway

• Router

Considering introduction of SOA into process control environment, one will be faced
with integration tasks of different type of communication (4 . . . 20mA standard wired sig-
nals, HART protocol, fieldbus protocols like Profibus PA and others). All to be mapped
to a single protocol, as agreed to be used for communication within the SOA.

Within the IMC-AESOP approach Gateway or Mediator concepts are used for proto-
col mapping, covering interfacing of different protocols, interpreting syntax and semantics
of data operated at each communication channel (possibly in a different way) and map-
ping data to an internal data model of the integration components. The Web Server
(interface to SOA) accesses the internal data model and maps the data to an appropriate
Web service, conformant to the IMC-AESOP architecture definition [10].

Configuring this mapping is a multi-step approach, while doing configuration for
each of the individual communication channels, instantiating an internal object model,
representing the targeted view of the underlying system, and defining the mapping roles
to the Web services. Knowledge is needed for all the protocols and applications targeted.
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4.6 Data acquisition, display and storage

Data acquisition, in terms of the current state of the art has many possible solutions
and implementation, most commonly using a PLC or some sort of RTU connected to
a fieldbus to transfer data as required. In terms of the IMC-AESOP architecture the
main objective is to change, or migrate from this kind of traditional systems to smart
embedded devices capable of both acquiring the necessary data and encapsulating it in
Web services that can later be consumed by any interested party. An example of this
migration could be taken from Use Case 2 Oil Lubrication of the IMC-AESOP project.

At the lowest level this use case requires computers capable of calculating flow rates
from positive displacement flow meters. These volumetric flow meters generate pulses at
frequencies ranging from 1−500Hz depending on the model being used. Any conventional
PLC or RTU unit has inputs that can detect a frequency of roughly 50Hz. While this is
good enough for certain flow meters it is not nearly enough to cover the whole range of
possibilities. There are two possible solutions to this migration problem:

1. One possible solution is to use a legacy flow computer with legacy communication
capabilities i.e. modbus. This would enable the flow computer to do the high
frequency calculations necessary and transfer the data to a modbus register that
could be read by any WS-capable device. The data would then be processed from
pulses into flow rate and encapsulated into a WS-Event, or message depending on
whatever the requirements are.

2. Another possible solution is to have a fast counter card or specialized inputs in-
tegrated to a WS-Capable device. This would imply that the device would both
have to be capable of counting, pre-processing and calculating flow rates without
any external help. Then it would only be a matter of encapsulating the data in
WS form in order to make it available to any interested parties.

Whichever solution is chosen however, it is important to keep in mind that legacy
flow metering computers, while limited, have well-defined, well-tested algorithms that
calculate flow rate. In the case of migration it is necessary to evaluate whether accuracy or
scalability and easy access are more important. The common in both solutions however,
is the need for WS encapsulation, which would imply exactly the same work in both
cases. It would be necessary to design the corresponding WSDL file so that the device
capturing the information could be discovered and subscribed to. Although this might
depend on how the WS-Capable device is designed to work.

4.7 Alarms and warnings

Alarms can be raised at different levels, either directly by the devices or by upper level
systems, processing various information coming from one or several sources.

Additionally to the definition of standardized interfaces defining the content of the
alarms, an SOA approach proposes communication mechanisms insuring that:
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• The right information will reach the right person in the plant and with an appro-
priate level of details

• The communication network of the plant will not be overcrowded by useless data

These two goals are achieved by filtering and routing mechanisms, implemented typically
by a Complex Event Processing (CEP) technology as investigated in the IMC-AESOP
Project.

For the end user, the benefit of a SOA approach is that he will receive only the needed
alarms and warnings. The content of the alarms will be filtered depending on the user who
is logged into the system, giving the information just required for the actions of the user.
For example an operator will be informed that the process is stopped without any further
detail while a maintenance team will receive details about the machine breakdown.

4.8 Emergency stop

Detection of abnormal conditions requiring an emergency stop can be performed at var-
ious levels. Additionally to emergency stop buttons at shop-floor level, the events raised
in the different layers of the system can indirectly inform the operators of critical alarms,
typically within the supervisory control system. Moreover, complex event processing sys-
tems can correlate the information coming from different sources located in any location
of the system in order to raise such emergency alarms.

Once the operator has pressed physically a shop-floor button or has selected the
emergency stop in an HMI, the equipment must shut-down in a controlled manner which
depends on the exact state and topology of the system. The agility of a SOA infrastruc-
ture allows managing several shut-down strategies depending on the various emergency
conditions as well as adapting these strategies all along the life-cycle of the equipment.

In some context, typically for regulation purpose, the shut-down of the equipment
must be done in a given time frame and with a precise sequence of operations. In those
cases, safety protocols solutions must be used to manage these particular constraints.
There are currently different add-ons existing for classical fieldbuses but for the envi-
sioned systems where IP protocol over Ethernet is largely used, safety solutions based on
Ethernet must be carefully considered.

4.9 Operator manual override

The devices expose standardized interfaces so that a unique or at least a limited set of
tools can be used by the operators for taking the control locally. Then the operators
can be well trained and efficient, what is particularly important when an unexpected
situation happens, which is a typical case where manual override is required.

The parts of the system where operators have overridden the automatic control must
be easily pointed out in the upper levels applications, even if this is a scheduled main-
tenance where a part of the system is disconnected intentionally. SOA makes possible a
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direct connection between the upper level and the devices so that such critical informa-
tion is easily available. Such information is used not only by the operator but also by
the upper level applications to reconfigure themselves.

Thanks to the loose-coupling of the SOA approach, most applications at level 2 or
level 3 will continue interacting with the manually controlled part of the system without
considering its operating mode. Only applications interested by the operating mode will
be informed, typically by alarms and events mechanisms.

4.10 Operator configuration

The devices expose standardized configuration services so that here also a limited set
of tools can be used for local configuration. Then operators have not to get a lot of
different tools and to be trained for them. The changes made in the device configuration
must be then pushed to the configuration repository in order that after replacement of
a device, the same configuration can be downloaded to the new one. Different strategies
can be used here, either the operator decides explicitly that the new settings are valid and
initiates the backup manually, or the device configuration may be compared periodically
to the reference, which is updated if the actual device configuration is different but valid.

The figure 5 below describes a system where a standard service DeviceManagement is
supported by an IMC-AESOP device. A local configuration tool can be used to perform
the following actions:

1. Get the current configuration of the device. The response of the GetConfigura-
tion operation is defined with a very generic format. Virtually any kind of device
configuration can be retrieved.

2. The operator edits the device configuration with the configuration tool HMI.

3. The tool uploads the new configuration in the device (SetConfiguration operation).

4. Optionally the new configuration is pushed in the configuration repository. This
repository will be used in particular in case of device replacement.

Notes:

• In this example the configuration repository is managed within the Service Bus
introduced in chapter 4

• The right side of the Figure 4 demonstrates that the Service Bus can provide a
service view also for legacy devices. It translates legacy protocols and legacy data
formats so that it can expose the DeviceManagement service on behalf of the legacy
devices.
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Figure 5: Operator local configuration with a Service Bus

4.11 User management and security

Up to now, a predominant behaviour was to have locally authenticated users (e.g., on-
device or department) and devices (if at all). However, this practice created ”islands”
within the infrastructure that were difficult to be controlled e.g. if they adhere to the
corporate policies, and are costly to maintain. However in the IMC-AESOP vision,
the security framework should be company-wide and the “visibility” of devices in the
cloud makes it easier to have a system-wide view. The migration however towards this
infrastructure, will require a lengthy transition process and potentially significant effort
to reassess security and risk relevant aspects, test configuration and impact, and move
towards integrated management of both users and their rules.

5 Migration procedure

Interfacing and integrating legacy and SOA components of a DCS/SCADA system will
require some, for the purpose developed and/or adapted, technology. Such integration
may be based on some kind of integration component like Gateway or Mediator. Such
Gateway or Mediator has the task to bridge the communication from major standardized
protocols used close to field applications today: HART communication, Profibus PA
in combination with Profibus DP, Foundation Fieldbus, etc. These protocols follow
specific characteristics. Some commonalities can be monitored like concepts for device
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descriptions or integration mechanisms into DCS (e.g. EDD, FDT, FDI). The same
bridging task exists regarding communication to higher level, technologies related to
Enterprise Application Integration (EAI) or Enterprise Service Bus (ESB) or OPC (OPC
DA, OPC-UA) are used having their own characteristics and configuration rules.

The use of Gateways or Mediators is a well proven concept for integrating/connecting
and migrating devices, attached to different networks. It is used to transform protocols
as well as syntax of data. Semantic integration is hard to achieve. Nevertheless it is
possible to do transformation between data centric approaches, as typically followed by
fieldbus concepts, and service oriented, event centric, approaches.

The Mediator [12] concept used here is built on the basis of the Gateway concept
by adding additional functionality. Originally meant to aggregate various data sources
(e.g. databases, log files, etc.), the Mediators components evolved with the advent of
Enterprise Service Buses (ESBs) [13]. Now a Mediator is used to aggregate various non
WS-enabled devices or even services in SOA [12].

Using Mediators instead of a Gateways, provides the advantage of introducing some
semantics or to do pre-processing of data coming from legacy networks, e.g. representing
a package unit. Due to the diversity of data, or different aspects of interest, that different
applications request different types (e.g. quality, quantity and granularity) of data, inter-
face devices will normally be built as a combination of Gateway and Mediator. As it may
also be applicable to integrate service oriented sections (e.g. retro-fit of a plant section or
replacement of a package unit) into existing systems, this Gateway and Mediator concept
can be extended to represent services into data centric systems (today’s legacy systems).
Mediator as well as Gateway concepts, both are powerful means for integrating single
legacy devices or legacy systems encapsulating “isolated” functionalities.

Whereas the operational phase of a system will benefit from the functionalities de-
scribed above from the beginning of the migration process, engineering will be charac-
terized by a step-wise approach, starting with defining services representing the legacy
device or system, followed by separate engineering steps for the legacy part and the SOA
based part using those services defined. Specific configuration effort for the Mediator
or Gateway itself is needed. It is advisable, that commissioning will also be done in a
multiple step approach, starting at the isolated components followed by their integration
into the overall system.

Considering the layout of a server/client-based SCADA/DCS a stepwise migration
through four major steps is proposed. The four major steps may contain sub-steps and
may be spread out over a long period of time but each major step should be completed
before the following step is initiated. The four major steps suggested are:

• Initiation

• Configuration

• Data processing

• Control execution
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During the whole migration the system will require one or more mediators to allow
communication between the SOA components and the parts of the legacy system that
not yet has been migrated. The propagation of the mediator and the growth of the SOA
cloud are exemplary applied to the migration of the legacy SCADA/DCS presented in
figure 1. Making emphasis in the DCS-part, the set of figure 6 up to figure 9 shows the
different results reached throughout the whole migration process.

5.1 Step 1: Initiation

The initial SOA “cloud” needs some of the basic services presented in [10] in order to
support basic communication and management of the cloud. Once the basic architecture
is constructed the first peripheral subsystems can be migrated and new components
can be integrated in SOA. In migration of subsystems, as well as integration of new
components, some consideration must be made of the limitations of the mediator and its
communication paths.

The systems migrated in this step include sub system which are not directly part of
the highly integrated DCS:

• Low level black box

• High level systems for business planning and logistics such as maintenance systems

Figure 6: DCS after the first step of migration

Migration is limited to the operational phase of the systems integrated. Within that
step, engineering is out of the scope of migration. An appropriate engineering approach,
dedicated to this migration step, is doing multi-step configuration:
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• Configuration of every legacy system including the legacy interface within the me-
diator

• Configuring the SOA system

• Configuring the model mapping within the mediator

Exploiting machine readable legacy configuration information would be helpful for
every step. Today, configuration information is available through different technologies
e.g. GSD, EDD, paper documentation. This type of information is mostly available for
single devices. Engineering stations take these information as input and generate system
configuration information in proprietary formats.

At this point several parts of the functional aspects can be considered to be at least
partially migrated. Most likely some of the Local control loop functionality is migrated.
Inter-protocol communication is required both in the migrated and the traditional parts
of the system and user management and security must be at least partially implemented
in the SOA-system without compromising existing security or creating unnecessary ob-
stacles for users or user administrators. System aggregation, emergency stop, alarms
and warnings, operator manual override and operator configuration have all been imple-
mented in the SOA-system to the extent required by the migrated subsystems, while the
respective functionality in the traditional system is virtually untouched.

5.2 Step 2: Configuration

This is the first step where components that are heavily integrated in the DCS are
migrated. The purpose of this step is to migrate parts of the DCS that do not require
very short response times or the regular transport of large amounts of data. Please refer
to figure 7. The majority of functions that qualify for this migration step are in some way
concerned with configuration of different parts of the DCS. The point of origin for most,
if not all, configuration is the Engineering Stations (ES) which is used for engineering
and configuration of most parts of the DCS.

As the ES is migrated to SOA, this constitutes a major increase in the number of
services the Mediator needs to supply to the SOA cloud as it must in addition to the
operational data migrated in the first step represent configuration aspects of all legacy
systems and devices not yet migrated, and allow configuration of all systems and devices.
This means that configuration of low-level devices and control is done on the ES in a SOA
environment using configuration services provided by the mediator, the configuration is
then compiled by the mediator into their respective legacy formats and downloaded into
the legacy controllers.

Configuration of HMI, Faceplates and associated systems is similarly done in SOA
and converted by the mediator to a format that can be downloaded into the legacy Aspect
servers and other legacy systems. The configuration of legacy devices from SOA might
also require that the mediator is able to extract legacy designs and configurations that
may be stored in aspect servers or controllers can be reused and modified by the SOA
Engineering stations.
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This approach may be combined with doing multi-step configuration described in the
former step.

Figure 7: DCS after the second step of migration

As legacy systems usually do not provide sufficient meta-data, sufficient configuration
information can not necessarily be extracted by a Mediator from the installation (legacy
systems). Consequently, for overall engineering a SOA engineering station should being
able to import relevant configuration information of different legacy systems in addition
to the limited capabilities provided by the Mediator itself. If such a tool would be
available, one could design a mediator acting as configuration station for different legacy
systems (compile configuration information into legacy formats) while receiving basic
configuration information from the SOA engineering station.

As most of the functionality of everyday operation should be unaffected by the mi-
gration of engineering and configuration tools, only a few of the functional aspects are
affected. Most notably there will be an increased need for inter-protocol communication
and there may be a possibility to utilize more of the functionality described in Super-
visory control. In addition the migration of the Engineering station means that some
additional parts of user management and security is migrated, but apart from those,
most functional aspects should be similar to that those of the first step in the migration
procedure.

5.3 Step 3: Data processing

In this third step, the migration includes all components and/or subsystems that do not
require short response time (millisecond range) not currently achievable by the SOA tech-
nology (refer to figure 8). This includes Operator Clients (OP) and Operator Overview
Clients (EOW) as well as Aspect Servers (AS) and Information Management Servers
(IM). As all points of user interaction with the system is now moved to SOA this means
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that the legacy Domain Servers (DS) are redundant. However, as user management and
security needs to be available in SOA from the first step of the migration, there is prob-
ably no need for the Domain Servers in the SOA cloud, although the functionality can
be considered to be migrated.

Figure 8: DCS after the third step of migration

The migration the Operator Clients and the Aspect and Information Management
Servers mean that the role of the mediator is once again fundamentally changed. In Step
3 of the migration there is less of a need for a flexible mediator that can communicate
with a lot of different legacy components, the new requirements are more concerned
with a need to present large amounts of data available from legacy controllers to the
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migrated Operator Clients and other data processors and consumers. This activity is
closely related to the purpose of the Connectivity Servers (CS) and it is suggested that
the mediator in Step 3 is implemented as a new interface in the Connectivity Servers.

At this stage several operator-centric parts of the functionality are completely mi-
grated. Most significantly Operator manual override and Operator configuration are
fully migrated. All of Data acquisition, display and storage, except the first level of
acquisition of data from the devices up to the controllers, are also migrated at this step.
As the functionality for data acquisition is migrated some additional functionality for
System aggregation might be required to present the data from underlying systems in
the case where this is not sufficiently covered by the traditional systems. In addition all
of the Alarms and warnings functionality, apart from some generation of alarms at the
controller level, is migrated and so is most of User management and security.

5.4 Step 4: Control execution

In the fourth and final step of migration the time has come to migrate the functionality
traditionally provided by controllers (shown in figure 9). As control execution in the
legacy system can be grouped together with several control functions in one controller,
or in some cases spread out with different parts of a control function executed by more
than one controller, it is of utmost importance that control execution is migrated function
by function rather than controller by controller.

Depending on the performance requirements of each control function there may be a
need for different strategies for different functions. In the cases where SOA compliant
hardware is available for all functions an Active Migration may be suitable where a
detailed schedule can be made over the migration of all functions, enabling a controlled
migration towards a set deadline. In other cases it may be suitable to allow legacy
controllers to fade out as functions are migrated in the course of normal maintenance
and lifecycle management of the plant. The fade out option means that Step 4 of the
migration may take a very long time but it may save costs as legacy devices are used for
their full lifetime, while most benefits of SOA are already available.

During this fourth step most of the functionality migrated relates to control at some
level, as most of the monitoring, engineering and administration already has been moved
to the SOA-system. In particular this relates to Local control loop, Distributed con-
trol and Supervisory control. Another key function that is migrated in this step is the
Emergency stop, which can be considered a form of human-in-the-loop control with some
very specific conditions. As each specific control function is migrated so are the related
support functions such as System aggregation, Data acquisition, display and storage and
Alarms and warnings.

6 Conclusion

Following on and extending the initial migration concepts introduced in [7] and further
detailed in [14], the novelty of migrating from a traditional hierarchical ISA95-based
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Figure 9: DCS after the forth step of migration

legacy process control system into a SOA-compliant ISA-95-based process control system
is to proceed in a structured way, gradually upgrading highly integrated and vendor-
locked standards into a more open structure while maintaining the functionality. Note:
The migration concept presented here is not modifying the structural hierarchy of an
ISA-95-based process control system but allowing it to functionally behave as a highly
distributed flat architecture based on services located on physical components and/or on
the cyber-space represented by a service-cloud.

A procedure for migrating the functionality of a DCS/SCADA to a cloud SOA based
implementation is proposed. The procedure comprises 4 distinct steps and makes use of
mediator technology. These 4 steps are designed to maintain the feeling of conformity
between HMI and control execution and to ensure that the target system exhibits full
transparency and supports open standards.

The migration procedure is further analysed through a breakdown of the functionality
of a DCS/SCADA and how the functionality can be migrated to SOA. A short description
of an exemplifying proposed implementation for each functional aspect is provided and
table 1 provides a summary of how these functional aspects are related to each migration
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Table 1: Functional aspects mapped to Migration steps
Functional Aspect Step 1 Step 2 Step 3 Step 4
Inter-protocol communication ∗ ©
User management and security ∗ ∗ ©
Operator manual override (∗) ©
Operator configuration (∗) ©
System aggregation (∗) (∗) (∗)
Data acquisition, display and storage © ∗
Alarms and warnings © ∗
Local control loop ∗ ©
Emergency stop (∗) ©
Supervisory control (∗) ©
Distributed control ©

step. Many aspects are partially migrated (indicated by ’∗’) or can be migrated depending
on the scenario (indicated by ’(∗)’) at different steps of the migration while there is a
certain step where the main part of the functionality is migrated (indicated by ’©’).

Using this step-wise approach, utilizing SOA and mediator technology, it is argued
that the SOA approach will preserve functional integration, support grouping of devices,
preserve real-time control and successfully address safety loops. With an emphasis on
the DCS-part of an exemplifying legacy control system, the authors applied the approach
and present the results reached.
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Migration of a Legacy Plant Lubrication System to

SOA

Philippe Nappey, Charbel El Kaed, Armando W. Colombo, Jens Eliasson, Andrey
Kruglyak, Rumen Kyusakov, Christian Hübner, Thomas Bangemann, Oscar Carlsson

Abstract

IMC-AESOP investigations have been articulated around key use cases in order to
better capture user needs and corresponding requirements. This particular use case
explores how Service-Oriented Architecture can ease the installation and maintenance of
one of the lubrication system of the world largest underground iron mine run by LKAB in
north Sweden, with a focus on migration aspects. We demonstrate that the loose coupling
provided by the SOA approach combined with the eventing capabilities of EDA (Event
Driven Architecture) can benefit to both engineering, installation and maintenance of
an industrial process control system, with the exception of hard real-time based control
loops.

1 Introduction

The IMC-AESOP project has been investigating how a Service-Oriented Architecture
(SOA) would benefit to large scale distributed systems in Batch and Process Control
applications. The project addresses in particular architectures where large number of
service-compliant devices and systems distributed across a whole plant-wide system ex-
pose SCADA/DCS monitoring and control functions as services.

One essential investigated aspect has been the cooperation between currently used
synchronous DCS and SCADA and the new asynchronous SOA-based monitoring and
control system, going beyond what the currently implemented control and monitoring
systems typically deliver today. In this chapter we will detail the development of an IMC-
AESOP demonstrator at the premises of LKAB in Sweden (see figure 1), implementing
an overall control scenario for an existing plant lubrication system and addressing the
migration process from classical control systems to the new concepts addressed by the
project.

Lubrication systems are typical critical systems for almost all process industries. The
lubrication control system provides important information that can be used by operators,
maintenance department, planning department and management to avoid critical and
damaging incidents, improve production and plant efficiency, analyse the state of the
system and implement predictive maintenance.

The IMC-AESOP plant lubrication use case addresses a number of key aspects of
the project, such as enabling SOA on low level devices, SOA in closed-loop control,
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Figure 1: LKAB Plant for Fe-Mineral Processing

integration into an actual plant environment and migration from a scan based PLC to
an event based SOA system. The advantages of using SOA-based solutions for industrial
process monitoring and control, as well as their impact have been already recognized
[1, 2, 3] and an architecture has been proposed [4], including the key relevant technologies
[5].

In the following sections, we first outline the existing control and monitoring system,
after which we describe the proposed architecture and components in-line with the overall
IMC-AESOP vision [4, 5]. Subsequently we provide the main implementation details and
aspects of migration into a SOA based solution. Finally, we summarize the results of the
validation in the real plant.

2 Prototype Architecture

The lubrication system, presented in figure 2, is deployed in the LKAB pelletizing plant
1 on a number of independent systems which have limited data exchanges with the larger
distributed control system (DCS), and from this perspective they behave as black boxes.
One of these systems will be migrated from the current implementation using a PLC to

1http://www.lkab.com/en/About-us/Overview/Operations-Areas/Kiruna/
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a SOA system.

Similar migration efforts are described in [6] where XML/DPWS is used exclusively
as a SOA implementation. In order to extend the service approach to highly constrained
embedded devices we propose to use binary encoding for XML and the application pro-
tocols which is not investigate in the aforementioned work.
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Figure 2: Existing system

As shown in figure 2, the existing lubrication system includes two lubrication circuits
controlled by a PLC (Programmable Logic Controller) receiving start/stop commands
from a DCS. Each lubrication circuit is connected to a pump controlled by the DCS
through a digital output. More than 70 AS-i (www.as-interface.net) position switches
combined with various digital inputs are scanned periodically by the PLC to get fluid
distribution status over each lubrication circuit. Based on this sensors information the
PLC controls each pump and directs the fluid to the appropriate circuit. As mentioned
above, there is a very limited communication with operational layer, although a touch
panel provides a local supervision capability.

The prototype proposed for IMC-AESOP consists in replacing the existing PLC with
an SOA-based system. Thus, the current PLC cabinet is replaced with a SOA-based
cabinet and connected to a maintenance station (SCADA), as shown in figure 3.
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Figure 3: Proposed Prototype

3 SOA Components

The proposed Service-Oriented Architecture is illustrated in figure 4. Only the DCS
part (dotted line) is inherited from the legacy system, other components, including the
SCADA, are part of the SOA demonstrator. From top to bottom:

• The SCADA provides advanced local control and monitoring capabilities;

• The Mediator provides an interface between the device layer (with the DPWS pro-
tocol) and the control and supervision layer (both Profibus and OPC UA protocols);

• The Service Bus provides an abstract layer on top of field devices, providing both
synchronous and asynchronous data collection mechanisms. It implements as well
the control logic that was originally running from the PLC;

• Wireless sensors and actuators (Mulle nodes and edge router) provide process I/O
facilities.

3.1 SCADA

To replace and extend the HMI functionality provided in the legacy system by an in-
tegrated touch panel connected to the PLC, a commercially available SCADA solution
was used and configured for the use case. The solution used provides a flexible way of
presenting data and configuring the system parameters.
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Figure 4: Proposed prototype Service-Oriented Architecture

Using an OPC UA client, accessing the server provided by the Mediator, the system
can be accessed from anywhere on the connected network as opposed to the current local
access restriction. At the same time the OPC UA server provides a flexible way to access
the system with other standardized tools providing a wide array of possibilities.

3.2 Mediator

The Mediator provides a runtime system for monitoring and control of process facilities
by integrating both legacy as well as SOA-based technologies [7]. It has been built based
on an actor-based middleware for fault-tolerant, distributed SCADA systems [8]. The
adoption of the actor model [9] for the Mediator implementation results in less complex-
ity and increased reliability compared to conventional (thread-based) approaches to the
programming of concurrent processes. As all relevant subsystems are actors that interact
with each other only by message passing without sharing common data structures, the
actor-based design of the Mediator also greatly simplifies the distribution of parts of the
Mediator system.

Figure 5 shows the basic structure of the Mediator. Its core part consists of a data
model that describes the logical view of the monitored facilities and also contains all
relevant information for acquiring data including communication. The Mediator com-
municates with the Service Bus through DPWS and also supports basic authentication
over SOAP.



138 Paper E

Figure 5: Mediator structure

For the integration of different communication protocols and information models of
various devices and other data sources, an abstract data access layer has been introduced.
By providing adapters implemented as actors, any required protocol can be integrated.
For the application described in this chapter, the PROFIBUS protocol (for connecting
to the DCS) as well as the DPWS protocol (for connecting to the Service Bus) has
been implemented. In a similar fashion, any processing of the data for pre-processing,
control, KPI calculation or presentation to the SCADA HMI layer is easily extendable
by providing appropriate adapters.

Within the framework of this SOA system described above, the Mediator data model
(including alarms) is presented to the HMI of the maintenance application using the
OPC UA protocol. The Mediator software is implemented using the Scala programming
language (www.scala-lang.org) and therefore requires a Java Virtual Machine (JVM)
at runtime. For the realisation of the actor system, the Scala-based library Akka (www.
akka.io) is used, which is designed for building highly concurrent, distributed, and fault
tolerant event-driven applications on the JVM. It is developed using Scala but can also
be used in Java.

Akka actors efficiently implement the actor model. Therefore, the resource usage of
individual actor instances is very small, allowing the creation of more than 2 million
actors per GB of RAM [10]. The DPWS protocol has been implemented by using a
customized version of the open source framework WS4D-JMEDS. For the OPC UA server
adapter implementation the .NET based OPC UA stack of the OPC Foundation was used.
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Because of this, the Mediator software must run on a Windows-based PC. In this use
case, an industrial PC was used with 2.20 GHz Intel Atom CPU and 2 GB of RAM
running Windows 7. The PROFIBUS connection to the DCS was realized using a USB
connected PROFIBUS master that was con-trolled by the Mediator software via OPC.

3.3 Service Bus

In complement to the Mediator, the Distributed Service Bus provides an additional in-
tegration of heterogeneous systems supporting various communication media, protocols,
and data models. Such integration is enabled through loose coupling-based protocol
connectors. Each protocol connector connects devices and services into the DSB data
model representation. Thus, the Service Bus provides, through a defined abstract layer,
a common representation of those devices and services.

In this demonstrator:

• A Modbus connector is used to connect to the AS-I subsystem through the Modbus
to AS-I gateway;

• A CoAP connector is used to connect to the CoAP subsystem through the CoAP
edge router;

• A DPWS connector is used to connect to the Mediator.

The distribution feature provided by the DSB is particularly suited to the manage-
ment of large scale distributed systems, and to the distributed nature of this demonstrator
in particular. As illustrated in figure 6, one node of the Distributed Service Bus handles
both the wireless nodes while the other node handles the AS-I sensors. Different commu-
nication technologies and different quality of service requirements are served by different
nodes. The wireless subsystem for instance handles several control functions (start, stop
. . . ) which are more critical than AS-I sensors information. The distributed architecture
allows uncoupling those two subsystems.

The Service Bus has been implemented on two Raspberry Pi devices running Linux
operating system and featuring 512 MB of RAM and 700 MHz ARM CPUs. As illustrated
in figure 6 the main software components of the Service Bus are a pivot data format, a
set of connectors acting as external interfaces (DPWS, REST, CoAP, and Modbus), an
eventing module, a time synchronisation (PTP) module, a logging (syslog) module and
the IMC-AESOP logic which is reproducing the application logic from the existing PLC.

The two instances of Service Bus dynamically discover each other at startup with
WS-Discovery and rely on DPWS for message exchanges between them. A basic cyber-
security protection is provided by the combination of Role Base Access Control (RBAC)
and user authentication mechanisms.

3.4 Wireless Sensors and Actuators

The recent use of internet protocols and web technologies for distributed sensor network
installations is gaining wider acceptance [11]. The wireless sensor and actuator network
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Figure 6: Distributed Service Bus Architecture

(WSAN), i.e. an industrial approach to Internet of Things (IoT) [12], is built on the
868MHz version of the IEEE 802.15.4 radio standard, which enables low-power commu-
nication through concrete walls and long-range communication at line of sight operation.
The use of Industrial Internet of Things (IIoT) is suitable to use in combination with
lightweight embedded systems that are used to measure (and control) physical parameters
of interest.

To make the system scalable and integrate with the IMC-AESOP service cloud, IPv6
was chosen as network protocol. To make the IPv6 network layer comply with the IEEE
802.15.4 Link layer, the 6LoWPAN adaptation layer is used, 6LoWPAN compresses and
reduces the data overhead so less energy is required to transfer the information between
wireless nodes. IPv6 also enables unique identification of every sensor node using 128bit
IPv6-address. The use of IPv6 also by default includes the network layer security feature
of IPsec.

Figure 4 shows the edge router which performs translation between IPv4 over Ethernet
and IPv6 over 6LoWPAN (IEEE 802.15.4) networks. The edge router also hosts time
synchronisation services (NTP and PTP) and CoAP services such as data proxy, and
also logs the performance of the WSAN. CoAP is a protocol designed for scalability and
simplicity [13], whilst being backwards compatible with the much used HTTP protocol.

Mulle devices (www.eistec.se) serve as I/O nodes connecting lubrication pressure
switches, air pressure switches, pump valves, reversing valves, and indication lights. Mulle
nodes communicate using Efficient XML Interchange (EXI) (www.w3.org/XML/EXI) and
CoAP on top of 6LoWPAN. The services hosted by the Mulles support input, output, fil-
tering, logging, and configuration services. All the data are EXI encoded and transmitted
using CoAP over 6LoWPAN.
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Representing the information measured by the sensors in an efficient yet self-explanatory
way is desirable. As the bandwidth in the wireless sensor network is limited, and the
energy available in each sensor node is also limited, the efficiency parameter needs extra
attention. The concept of Service-Oriented Architecture (SOA) is highly interesting in
this context as each measured parameter can be rep-resented as a service to the other
nodes, but also globally, as the sensors are connected to the Internet using IPv6.

I/O nodes

In the demonstration setup, a total of 14 CoAP services (4 actuators, 6 sensors, and 4
outputs used to indicate system status) were implemented. These were located on three
different sensor nodes, each executing on a Mulle v6.2 [14, 15], equipped with a M16C/62P
MCU running at 10 MHz and an 868 MHz low-power IEEE 802.15.4 transceiver.

Figure 7: End node communication stack

The software on Mulles was implemented on Contiki, with built-in support for CoAP
and 6LoWPAN; support for EXI was added to decrease the size of CoAP packets, which
allowed us to avoid fragmentation of CoAP packets and improve robustness of communi-
cation. The clock of each node was synchronized to the clock of the edge router using the
NTP protocol. In order to improve the time synchronisation performance, the solution
proposed in [16] is an interesting approach that needs to be further investigated. The
complete communication stack is shown in figure 7. To enhance the system’s security,
IPsec is planned to be deployed on the WSAN architecture as well. The use of IPsec on
Contiki and 6LoWPAN has already been demonstrated [17].

CoAP and EXI

To implement a SOA-concept in a low-bandwidth 6LoWPAN WSAN used in this ap-
plication, an efficient compression of the text-based XML service description and data
is required. For this purpose EXI (Efficient XML Interchange) was used to represent
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the XML-based information in binary data format, this reduces the amount of bytes re-
quired to represent and transfer the service information. At the application layer,CoAP
is used, as it is designed for resource constrained devices like the WSAN nodes used in
the demonstration setup.

A key component of the migration of legacy systems to SOA is the use of standard
and globally accepted formats for representing the exchanged information. One impor-
tant result of this demonstration is that it is possible to use EXI for integration of sensor
and actuator devices with the SOA automation infrastructure. This enables the imple-
mentation of RESTful Web services based on CoAP and EXI for industrial application
with moderate real-time requirements.

4 Migration Aspects

Migration [14, 15]of a large DCS into SOA can be initiated with a smaller step where
some key functionality is migrated and the basis of a SOA infrastructure is established in
a part of the plant. A key aspect of the first step in a migration is to provide a platform
for integration of more systems and functionality as the migration progresses. As such
a first step this use case provides an interesting example of how a relatively simple
system such as the PLC can be migrated and with the SOA infrastructure provide a
possibility to connect different systems using a number of protocols without disturbing
the functionality of the existing system.

This use case provides an example of migration of all required functional aspects
which have been identified in the existing system and provides a minimum requirement
of functionality for the SOA-enabled system. Most significant of these are:

• Local control loop: In the existing system local control is performed within the PLC
using internal timers and the pressure switches distributed throughout the system
to trigger the start and stop of the lubrication pump and activation of solenoid
valves. In the IMC-AESOP use case the functionality of the local control loop is
as-signed primarily to the Service Bus, accessing the CoAP services provided by the
Mulle nodes for sensing and actuating. The main advantage of the SOA design is to
provide added monitoring capabilities on the control loop (timers and sensors data
are available as services). The performance of the local control loop was considered
one of the more challenging aspects of the migration as it involved going from a
high performance PLC, with synchronous polling of all devices, to a distributed
system with asynchronous event-based communication.

• Inter-protocol communication: In the existing system there are two communication
protocols involved: The communication to the DCS is handled through Profibus
and the collection of data from field devices is handled through AS-i. In the demon-
strator several new protocols are introduced as part of the architecture to allow
communication within the SOA system, while the existing communication inter-
faces remain accessible through commercially available AS-i and Profibus master
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modules, respectively. The conversion between different proto-cols is handled by
the Service Bus and the Mediator, as previously described.

• Alarms and warning : In the existing system alarms are handled through lists of
Fault- and Reset-bits with a corresponding list of alarm texts, both in the PLC. In
the SOA solution, those alarms are implemented as events collected from the alarm
sources and brokered by the Service Bus. Any interested party can then subscribe
to those alarms from the Service Bus. In the demonstrator, the SCADA, the DCS
(both through the Mediator) and the Service Bus web client are subscribers of
process level alarms. Polling based alarms remain available, which is particularly
interesting in a migration context.

• Operator manual override and Operator configuration: Operator manual override
and Operator configuration are the two key functionalities provided by the touch
panel HMI in the existing system. In the SOA alternative, the Service Bus is expos-
ing those two functionalities as services that can be called by any (authenticated
and authorized) client application. In the demonstrator two client applications are
consuming those services: the SCADA (through the Mediator) and the Service Bus
web client. As mentioned before, the loose coupling provided by this approach can
be leveraged in future maintenance operations by allowing replacing transparently
and independently either the server or the client part of those services.

5 Validation Results

5.1 Functional assessment

The functional validation of the overall architecture was performed on-site during a sched-
uled maintenance break of the plant. The IMC-AESOP prototype was connected to the
lubrication system, by switching from the normally used operating cabinet to the new
SOA cabinet. The lubrication system was then run for several hours to validate the
functional behaviour of the prototype and collect performance data.

5.2 Performance assessment

In order to measure the overall performance of the prototype, the components of the
Service-Oriented Architecture synchronized their time using the PTP protocol (IEEE
1588). All the components were configured to send their logs to a centralized syslog
server (IETF RFC 5424) for timing analysis. table 1 summarizes the average time it
takes for a End of line pressure switch event to propagate from the Mulle device to the
Mediator through the Edge Router and the Service Bus.

In this example, the CoAP Edge Router receives the event 11 ms after the Mulle
detected the end of line pressure switch, then the Service Bus acknowledges the event 2
ms later and finally the Mediator 8 ms later. The total transmission time between the
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Table 1: Time Measurements
Event Node Time offset (ms)
End of line Mulle (sensor) 0
pressure Edge Router 11
switch Service Bus 13

Mediator 21

sensor (Mulle) and the Mediator is 21 ms which is above the current PLC cycle time but
stays compatible with the application requirements.

5.3 Wireless assessment

One parameter of interest that is important for successful deployment of 6LoWPAN de-
vices is the size of the messages that the devices must exchange. Using XML is beneficial
for integration of the devices with the data models and message formats used in the
upper layers of the automation. By using EXI in strict XML schema mode for the low-
bandwidth wireless links, the size of the XML messages is reduced more than 20 times.
With that, the size of an EXI encoded digital IO process value with timestamp and
quality indicator is 10 bytes as compared to 228 bytes for its plain XML counterpart.
Another key performance indicator for wireless applications, especially in noise industrial
environments, is the occurrence of retransmissions of packets. A retransmission wastes
link bandwidth uses energy and increase latency. During the tests, retransmissions were
at a low level, with a stable wireless network as a result.

5.4 Data modelling

Enabling interoperability of the service specifications and data models is a key technolog-
ical challenge that SOA systems are aimed to resolve. The full interoperability requires
that the syntax and semantic service descriptions are well de-fined, unambiguous and
enable dynamic discovery and composition. Thus far, most if not all SOA installations
are enabling pure syntax interoperability with little or no support for standard based
semantic descriptions. The use of structured data formats only partially resolves the
problem by supplementing the exchanged data with meta-information in the form of
tags and attributes in the case of XML/EXI for example. The tag names are ambiguous
and usually insufficient to describe the service functionality in full.

Applying application level data model standards is often used as a solution to that
problem as the syntax to semantics mapping is predefined. Example of such standard
is Smart Energy Profile 2 that clearly states the physical meaning of the tag names and
structures defined for the service messages in the domain of energy management. One
problem when complying with such standards is that they are almost always domain
specific which requires mapping of the semantic descriptions from one standard to all
others in use.



5. Validation Results 145

Another approach is to define generic semantic data model that is applicable to wide
range of use cases. This is the approach selected for the work presented in this paper. The
initial investigation highlighted the Sensor Model Language (SensorML) [18] developed
by Open Geospatial Consortium (OGC) as a promising specification for generic semantic
description of sensory data. However, the complexity and size of SensorML specification
limit its use to more capable devices. Small scale experiments with a number of sample
SensorML messages showed that even EXI representation will not be sufficiently small to
fit a battery powered wireless sensor nodes that have low-power, low-bandwidth radios.

Another possible specification for sensor data is the Sensor Markup Language (SenML)
[19]. It has a very simple design that is consistent with RESTful architecture and is tar-
geted at resource-constrained devices. The evaluation of SenML specification showed
that it meets the requirements for hardware utilisation but there are areas that are too
much simplified and insufficient to describe the data in the details required by the target
application. Example of such limitation is the precision of the time stamping of the
sensor data – SenML allows for up to seconds resolution that is not enough for most use
cases. This led to the use of custom generic data representation that is reusing many of
the design choices in SenML.

5.5 Overall assessment

A general drawback of the proposed solution is obviously its lack of maturity, in a sense
that it consisted of a set of prototypes provided by different partners, none of them
being productised yet. This translated into both unreliability issues and integration
complexity. Part of the integration difficulties consisted in having a specific configuration
and monitoring interface for each partner component.

This heterogeneity and relative complexity of the demonstrator can in turn be per-
ceived as an opportunity to validate the SOA approach, each component of the architec-
ture exposing and consuming services to/from other components, with a fairly high level
of loose coupling.

In a productised version of the demonstrator, all middleware components (Mediator,
Service Bus, Edge Router and potentially AS-I gateway) would ideally be merged into
one product, thus reducing the main complexity of the system. However, a projection to
a productised version of the SOA middleware would still lead to a higher level of internal
complexity compared with a less versatile PLC based solution.

The main benefit of the proposed solution, compared with the installed solution, is
to facilitate the overall system installation and maintenance. Although the installation
benefit was not obvious on the demonstrator due to the multiplicity of technologies (and
partners) involved, the maintenance and monitoring value was fairly obvious thanks to the
advanced monitoring capabilities provided by the added services and displayed through
the SCADA (timers, sensors values, alarms . . . ).
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6 Conclusion

The on-site validation of the IMC-AESOP prototype provided very positive feedbacks
considering that both functional and performance results were in line with customer
expectations, combined with added supervision and control capabilities at the SCADA
level. SOA proved to be valuable both at device and application level by providing a
high level of loose coupling between the various components of the system. Eventing
complemented nicely the service-based architecture by reducing the overall latency of
the information flow. On the wireless side, the tests show that CoAP-based services
over 6LoWPAN can be used for process monitoring and control applications with no
low-latency requirements. More research is needed though in order to improve both
scalability and robustness and minimize latency.
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