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Luleå, Sweden

Supervisor:
Prof. Jerker Delsing

ii

To Natasha and Nicklas

iv

Abstract
Embedded systems are resource-constrained special-purpose computers capable of both
sensing and controlling their environment. An embedded system usually consists of
both hardware and software. The hardware can be composed of sensors, actuators,
processors, memory storage devices, communication peripherals, and power supplies.
The software typically includes an operating system, device drivers, and an applicationspecific algorithm for controlling the system’s behavior. A special class of embedded
systems comprises systems that can communicate using standard Internet protocols. Such
systems, called Embedded Internet Systems (EIS), can transmit sensor data directly to
the Internet without using specialized gateways.
Sensor nodes (nodes in a sensor network) are an example of specialized embedded
systems. Sensor nodes with wireless communication capabilities can form a wireless
network of sensors. Two types of wireless networks are usually distinguished - Wireless
Sensor Networks (WSN) and Personal Area Networks (PAN). Wireless sensor networks
may consist of hundreds or even thousands of sensor nodes and can be used in industrial
applications and deployed in hazardous environments, such as battlefields, volcanoes, and
forest fires. Personal area networks are normally composed of a relatively small number
of devices, thus minimizing the scalability requirement. PAN devices use general-purpose
technologies and standard protocols, such as Wi-Fi and Bluetooth, and are designed for
applications such as video and audio streaming, web browsing, and file transfer.
Today’s research on WSN technology is focused on creating power-efficient large-scale
networks using highly specialized protocols and technologies; they are usually intended for
scientific, military, and industrial usage scenarios. Research on PAN technology targets
consumer needs, which have two important requirements: interoperability, through the
use of general-purpose technologies and protocols, and usability, which is often achieved
by supporting dynamic address allocation and well-known service discovery protocols.
When sensor nodes are used in Personal area (sensor) networks, they should support features normally characteristic of WSN nodes as well as those more typical of PAN nodes.
A sensor network based on general-purpose technologies should be power-efficient while
enabling interoperability with consumer devices. By using consumer devices, such as
mobile phones, and widely available access networks, such as GPRS and UMTS cellular
networks, such sensor nodes can achieve worldwide mobility. This is in contrast to traditional wireless sensor networks where the focus is on achieving efficient communication
within the network using highly specialized protocols and technologies.
This thesis investigates the feasibility of using Embedded Internet Systems as wirelessly networked sensor nodes using standard protocols and commercial off-the-shelf
v

vi
(COTS) components. The focus is on reducing sensor nodes’ power consumption while
still allowing interoperability with standard consumer devices, such as mobile phones,
PDAs, and computers. In other words, the goal is to merge WSN and PAN technologies
to produce a new type of wirelessly networked sensor nodes with an operational lifetime
in the range of months to years, which communicate using well-known protocols, such
as Bluetooth and TCP/IP. Bluetooth was chosen since it is by far the most wide-spread
protocol supported by existing consumer devices, and we call the resulting sensor networks Bluetooth Sensor Networks (BSN). BSN nodes are EIS devices used in the context
of sensor networks, and the main motivation for this type of sensor networks is to allow sensors, such as GPS receivers and pulse oximeters, to be used in conjunction with
standard consumer devices and applications.
The work presented in this thesis has resulted in a system architecture, which supports sensor networks consisting of EIS devices with a lifetime of several years, energy
scavenging capabilities, and user-oriented low-power operation. The use of TCP/IP and
Bluetooth enables interoperability with existing infrastructures, such as the Internet,
and mobility, when Bluetooth-enabled mobile phones are used as gateways to cellular
networks. This thesis has also demonstrated that it is feasible to utilize Bluetooth and
TCP/IP on resource-constrained networked sensor nodes, while still enabling system operational lifetimes in the range of months to years and using a total system volume of
less than 10 cm3 .
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Chapter 1
Introduction
1.1

Thesis Introduction

Embedded systems can be found in a wide range of commercial, industrial, and military
products ranging from toys and cars to tanks and airplanes. Embedded systems are
miniature special-purpose computers equipped with a number of inputs and outputs
embedded in their environment. Examples of embedded systems range from flight control
systems in airplanes to the control logic in ordinary washing machines. An embedded
system with communication capabilities, either wired or wireless, and various types of
sensors or actuators can be referred to as a networked sensor- or actuator-node. An
embedded system capable of using standardized Internet protocols, and thus capable
of communicating with electronic consumer devices such as Personal Digital Assistants
(PDAs), computers, and mobile phones, is called an Embedded Internet System (EIS)
[1].
The research performed in this thesis is driven by the need for small networked sensor
nodes suitable for ambient intelligence and ubiquitous computing [2, 3], with wireless
capabilities and multi-year operational lifetimes. This type of sensor nodes can be used
in a multitude of applications, such as environmental monitoring, health care and patient
monitoring, multimedia, and home automation [4, 5, 6, 7, 8].
The concept of ubiquitous computing, when computational power such as smart sensors is embedded in the environment, was first introduced by Mark Weiser at Xerox
PARC in 1993 [9]. Today, we are starting to see these ideas being realized, for example,
in intelligent refrigerators, Internet-connected district heating measurement stations, and
smart homes. The use of EIS technology, with intelligent sensors embedded in everyday
objects, can help further realize the idea of ubiquitous computing.
This thesis investigates a number of aspects when designing Embedded Internet Systems based on commercial off-the-shelf (COTS) components from a communication and
energy-efficiency perspective. The goal is to investigate if Bluetooth-equipped EIS devices used in the context of Bluetooth sensor networks (BSNs) can reach operational
lifetimes in the range of months to years.
1

2

1.1.1

Introduction

Networked Sensors, WSN, PAN, and BSN

A (wirelessly) networked sensor node is a device capable of both sensing physical properties in its environment and transmitting sampled data to other sensor nodes or base
stations. A simple networked sensor node might only sample its sensors and forward sensor data to a remote peer. More intelligent sensor nodes, however, can also perform local
data processing and make decisions, such as whether to send a message immediately (e.g.
in the case of a fire detector) or to aggregate data for later transmission. Today’s stateof-the-art sensor networks can be divided into two main network categories: Wireless
Sensor Networks (WSNs) [10] and Personal area (sensor) networks (PANs) [11].
WSN nodes, or motes, are typically more specialized than PAN nodes, and they can
be a cost-efficient solution for a number of application scenarios in harsh environments,
such as industrial control, environmental monitoring, and battlefield surveillance [12, 13].
Motes are usually resource constrained; i.e. they have low computation power, low storage
capacity, and limited energy storage capabilities. Wireless Sensor Networks typically
consist of a large number of heterogeneous motes (Fig. 1.1) equipped with broadcastenabled radios [12, 14]. The use of broadcast radios enables the formation of multihop networks, where sensor data can be forwarded from one node to another to reach
dedicated data sinks at the network’s edge.
PAN nodes are usually based on general-purpose technologies, have higher processing
capabilities, and are more often used on, or in the vicinity of, human users. A PAN
network normally consists of a number of battery powered devices connected together
(Fig. 1.2) using suitable wireless technologies [15]. PAN devices are equipped with general
purpose radio technologies, such as Wi-Fi and Bluetooth. Bluetooth-equipped networked
sensor nodes can achieve good interoperability with consumer devices, have lower power
consumption than Wi-Fi, and have a lower cost. Bluetooth is also by far the most widespread technology supported by existing consumer devices, which further makes it an
interesting technology to use for Personal Area (Sensor) Networks. A sensor network
composed of Bluetooth-equipped EIS devices used in the context of sensor networks is
called a Bluetooth Sensor Network (BSN). The main motivation for this type of sensor
network is to allow sensors, such as GPS receivers and pulse oximeters, to be used in
conjunction with standard consumer devices and applications.
Current research in the field of sensor networks, WSN as well as PAN, is focused on
the following areas:
Scalability A Wireless Sensor Network may be required to include a very large number
of nodes, hundreds or even thousands, for some applications. This means that the
network must be able to support routing [16, 17, 18] from any node to a data sink.
This must be performed without human intervention since the sheer number of
nodes can make the task of manual configuration impossible. Scalability is thus a
very important research area in the WSN field. By contrast, PAN sensor networks
usually do not require a large number of nodes, and scalability is therefore not as
important in PAN research.
Lifetime Some sensor networks need to function only for a limited period of time (e.g.
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Figure 1.1: Wireless Sensor Network

those used in war zones or for sports monitoring), while others need to operate for
extensive periods of time, typically months to years. This category includes networks for environmental, agricultural, and habitat monitoring. Replacing drained
batteries can have a high cost, depending on the nodes’ locations. It is therefore
important that sensor nodes make extensive use of low-power modes [19, 20].
Unobtrusiveness In some situations, a sensor network must be unobtrusive, enabling
monitoring of sensitive environments [12]. When used on people, for example, in
health care applications, sensor nodes need to be small enough so that they do not
prevent the monitored person from participating in normal daily activities [6].
Security Measures need to be taken to prevent unauthorized users from obtaining sensor
data and to make sure that malicious users do not insert false data into the network
or in any other way interfere with its functionality [21].
Interoperability A sensor network often needs some means of communicating with existing infrastructures. This can be achieved by using gateways [22], middleware

4

Introduction

sensor
sensor

PDA
laptop

mobile
phone

sensor
sensor

Figure 1.2: Personal Area (Sensor) Network

applications [23], or by using sensor nodes that communicate using the same protocols as the infrastructure they interface [24, 25].
Mobility Some applications may require that its networked sensor nodes support mobility, i.e. they must be able to handle changes in support infrastructure [26]. Sometimes there is no available infrastructure, which means that sensor nodes must be
able to function without fixed gateways or services (i.e. use ad-hoc networking).

1.1.2

Thesis Objective

The overall goal of this thesis is to develop networked sensor nodes based on the concept
of Embedded Internet Systems. Users of Personal area (sensor) networks must be allowed
to be fully mobile; i.e. a sensor network must be able to function around the world, even
in rural areas. The best way of addressing this is by using the Internet. However, using
Internet protocols alone is not enough since nodes need a way of accessing the Internet
wirelessly from anywhere in the world. The most feasible way of achieving this is to
connect to a mobile phone and then, through it, to a cellular network, such as GPRS and
UMTS. Mobile phones can then be used as gateways to the Internet. Many of today’s
mobile phones are equipped with Bluetooth, and it would therefore be desirable to also
equip networked sensor nodes with Bluetooth, thereby enabling them to easily establish
an Internet connection from anywhere in the world. The use of general-purpose technologies, such as TCP/IP and Bluetooth, however, introduces a few limitations. One of the
most important issues is how to reduce the power consumption so that the sensor nodes
can operate for extensive periods of time. Using large, high-capacity, batteries might
not be an adequate solution since sensor nodes placed on a person should be unobtrusive and thus should not impose restrictions on personal activities. Another limitation
imposed by the use of TCP/IP and Bluetooth is complexity. TCP/IP requires complex
software stacks, and the Bluetooth specification contains a large number of layers, which

1.1. Thesis Introduction
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requires that commercial components are used. Development using Application-Specific
Integrated Circuits (ASIC) technology would result in time-consuming, and thus very
expensive, design cycles. A system based on commercial components, however, can be
modified and upgraded with much shorter development cycles. The work in this thesis,
therefore, has to meet the requirement that networked sensor nodes should be able to
connect to existing access cellular networks. Sensor nodes should be composed of readily
available COTS components to reduce design cycle time. Finally, standardized protocols
should be used to enable sensor nodes to communicate directly over the Internet without
utilizing proprietary gateways or middleware applications.
Though the concept of using wireless Embedded Internet Systems in the context of
sensor networks adds to the network new properties such as mobility and interoperability,
Bluetooth technology has limited scalability and operational lifetime, which might limit
its use for sensor network applications. Therefore, this thesis has been focused on investigating if the operational lifetime of sensor nodes, based on EIS technology, for Bluetooth
Sensor Networks can be improved while maintaining support for mobility and interoperability. The scalability of Bluetooth is not a key issue for Personal Area Networks, and
has therefore not been addressed in this thesis.
Thus, the main objective of this thesis can be summarized as follows: to develop
an architecture for networked sensor nodes with EIS technology based on commercially
available technologies normally found on PAN devices, thereby supporting communication
using standardized protocols and available access networks while also supporting WSNlike behavior in terms of power consumption and node operational lifetime.
To break down the overall objective into smaller, manageable parts, three research
questions have been formulated. The main research question in this thesis is:
Q1: Are standards-based EIS devices a viable design choice for present and future
sensor network architectures?
From this main thesis question, we can also derive other questions that will help break
down the overall project into smaller pieces. The research sub-questions are:
Q2: Can COTS-based EIS devices achieve an operational lifetime in the range of
months to years while still enabling interoperability with existing consumer devices?
Q3: How can transparent and user-oriented low-power operation be achieved through
the use of existing protocols and infrastructures?
These three questions are the main motivation for some of the design choices later in
this thesis. Further information regarding EISLAB’s research on Embedded Internet Systems can be found in Åke Östmark’s Ph.D thesis [27] and Magnus Lundberg’s licentiate
thesis [28].
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1.1.3

Introduction

Research Approach

Designing a system for low-power operation is a complex task, and a pragmatic ’realworld’ approach was chosen for this thesis. Proposed methods and design approaches are
tested by experiments. Mathematical models are used where applicable, but using only
models and simulations can produce false results because of the complexity of networked
sensor nodes and wireless networks. By using real-world measurements and experiments,
a researcher can obtain more accurate results if, and only if, the test environment is
an accurate reflection of the real world. The research process has been divided into
three phases: Investigation, Implementation, and Confirmation. The Investigation phase
includes identifying an issue to investigate, a literature study, problem definition, scope
declaration, and hypothesis declaration. The Implementation phase consists of mapping
the problem definition to either software or hardware in order to obtain an efficient
and correct solution. The Confirmation phase consists of performing functional tests
and performance evaluations. These three phases are used in an iterative cycle. If the
Implementation phase fails to bring the proposed solution within the design boundaries
(e.g. energy bounds, size constraints, memory limitations, etc.), the Investigation phase
is reinitialized to find a more efficient solution. If the Confirmation phase fails to accept
or reject the proposed solution, the Implementation phase starts again. By producing a
working design (e.g. a prototype), the hypothesis can be proved to be viable. A good
source of information on how experimental research was conducted in this thesis is found
in [29].

1.2

Thesis Outline

This thesis consists of two parts. Part I starts with an introduction of the research area,
presents the scientific method, and states the research questions and overall purpose of
this thesis. A thesis summary and suggestions for future work conclude Part I. Part
II contains the papers on which this thesis is based. All papers included in this thesis
are peer-reviewed publications from conferences and journals. All papers have been
reformatted from their original layout to match this thesis, and their contents have not
been altered.

Chapter 2
Networked Sensor Nodes
2.1

Bluetooth and Wireless Sensor Networks

Wireless Sensor Networks (WSN) are a relatively new technology that has received a
great deal of attention from the worlds of both academia and industry in recent years
[30, 31, 32]. Even though this thesis addresses Bluetooth Sensor Networks (BSNs) and
not traditional WSNs, this section provides a brief overview of the WSN research area. A
Wireless Sensor Network is composed of a large number of heterogeneous sensor nodes,
or sources, that sense phenomena in the physical world [33]. Sensor networks also include gateways, or sinks, whose task is to forward sensor data from nodes in the internal
network to an external network [34]. Research on WSN technology originally targeted
military applications, such as battlefield surveillance [35], land mine detection, and soldier monitoring. Current research on wireless sensor networks is also motivated by an
increasing number of civil usage scenarios, such as environmental and habitat monitoring, seismic and volcanic monitoring, structural monitoring, and industrial applications
[14, 36, 37].
Sensor nodes, or sources, are the core building blocks of a sensor network and perform
distributed data gathering and analysis. Individual nodes gather data, perform local
processing, and transmit their results to other nodes in the network. All nodes thus
collaborate in a distributed fashion to address the task assigned to the network. Since the
network consists of a large number of nodes, individual nodes may break down without
causing total network failure. When nodes within a sensor network have detected an
anomaly in the phenomena that they are monitoring, an alarm is typically sent out to
a monitoring station for further processing. A gateway, or sink, is used to enable sensor
nodes, which typically use highly specialized radios and protocols, to communicate with
external networks, such as IP-networks and cellular networks [38].
Wireless sensor networks, with their inherent support for distributed data gathering and processing, are predicted to be able to solve a large number of problems that
traditional measurement systems fail to address [39]. Furthermore, by enabling sensor
networks to communicate with the Internet, an even wider range of new exciting appli7
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Figure 2.1: Multi-hop Wireless Sensor Network

cations is enabled [40, 41].
Sensor networking nodes, or motes, are a major research area in the WSN field.
Another important area is scalability [42]. Some applications might require dense sensor
networks that consist of hundreds or even thousands of nodes. One technique that can
address this is ’multi-hop routing’ [43, 44, 45]. Multi-hop routing allows a network to
set up paths from any node in the network to other nodes or data sinks on the edge of
the network. Fig. 2.1 shows the data path from one source node to a sink using three
intermediate nodes as forwarding agents. Routing protocols are designed to enable nodes
to find the path, i.e. to discover which other nodes it should use, to successfully deliver
a packet to a peer using a minimum amount of resources.
Below are a few well-known sensor nodes used in the WSN and BSN research fields:
Smart Dust The Smart Dust project [46], which was initiated in 2001 by Kahn and
Pister at Berkeley, is perhaps the best known project within the sensor networking
research field. The idea was to have hundreds or thousands of motes, which are in
the size of a grain of sand or dust particle, capable of monitoring different phenomena and transmitting sensor data wirelessly. The Smart Dust project influenced
the development of COTS (Commercial off-the-shelf) based sensor nodes such as
the Mica line of motes (Mica, Mica2, Mica2dot and Mica-Z) even though the initial
idea was to use ASIC (Application-Specific Integrated Circuit) sensor nodes.
Mica motes The Mica was the first sensor node in the line of platforms that originated
from Berkeley. This COTS-based mote is currently available as a commercial product from Crossbow Inc. [47]. The Mica, which is based on an Atmel ATmega128L
microcontroller and runs TinyOS [48], is a generic platform suitable for large scale
wireless sensor networks and distributed computing applications. The Mica was
later upgraded to Mica2, which featured a radio upgrade to a Chipcon CC1000
transceiver, support for wireless reprogramming, and reduced power consumption.
The newest version, as of today, is the MicaZ. This mote, which has the same
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microcontroller as the older motes in the Mica series, features a Chipcon CC2420
IEEE 802.15.4 radio transceiver, thus enabling communication using the ZigBee
specification [49].
Telos Telos is, as of today, one of the latest designs from UC Berkeley and is commercially available from Moteiv [50]. The Telos architecture is COTS-based and
based on a Texas Instruments MSP430 low-power microcontroller. It is equipped
with a Chipcon CC2420 IEEE 802.15.4 compliant radio. Prominent features are
extremely short wake-up times, an on-board USB port for easy reprogramming,
and an ultra-low power consumption of only 5.1 µA in sleep mode.
SPEC The SPEC is a mote from Berkeley, built as a single-chip ASIC. The SPEC
includes a microcontroller running at 4 MHz, 3 kB of RAM, and a built-in 900
MHz FSK radio. The SPEC’s size is only 5 mm2 , but it still includes pads for an
ADC, a 4-bit I/O port, and an UART. The SPEC has an impressively low power
consumption of 3 mW when active and only 3 µW when sleeping. The SPEC uses
TinyOS as operating system.
BTnode The BTnode [51] is a prototyping platform for ad hoc networks and was developed at ETH Zurich. The BTnode also uses an Atmel ATmega128L microcontroller
like the Mica and Mica2 nodes. The BTnode, however, features a dual-radio approach. The first radio is a Chipcon CC1000 ISM-band broadcast radio, and the
second radio is a Zeevo ZV4002 Bluetooth module. This enables the BTnode to be
used both in traditional WSN networks as well as Bluetooth sensor networks. The
BTnode can use both TinyOS and NutOS [52] as operating system.
iMote The iMote, or Intel mote, [53] was developed at Intel together with UCLA. The
iMote is based on a Zeevo Bluetooth module with an integrated ARM7 microcontroller. The iMote does not conform to the higher layers in the Bluetooth
specification and uses proprietary protocols instead. The iMote’s operating system
is TinyOS.
Mulle The Mulle is a Bluetooth-equipped networked sensor node [54]. It was originally
developed at EISLAB, Luleå University of Technology (LTU) [55], but it is now
a commercial product from EISTEC AB [56]. The Mulle is based on a Renesas
M16C/62P [57] microcontroller with 31 kB of RAM and 384 kB of flash memory,
and its communication architecture supports commonly used Bluetooth protocols.
This enables the Mulle to communicate with a large variety of devices, ranging
from mobile phones and access points to computers and PDAs. The use of TCP/IP
further increases interoperability since the Mulle can connect to IP-based networks
such as the Internet.
All nodes except the Mulle are normally used in WSN applications. The BTnode,
iMote, and Mulle can also be used in Bluetooth Sensor Networks. Other well-known sensor nodes not included in this list are, for example, the MANTIS [58] and the SHIMMER
[59].
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Nodes built using ASIC or SOC (System on-chip) technologies can outperform COTSbased nodes in terms of power consumption, price, and size, but they have longer design
cycles and higher development costs. Where a COTS-based node can be redesigned in a
few weeks, ASIC development might require design cycles of months to years.

2.2

The Bluetooth Technology

The first Bluetooth specification [60] was developed in 1994 by Ericsson Mobile Platforms
[61]. Bluetooth was initially designed to be a cable replacement technology that would
allow devices to communicate wirelessly without the need for time-consuming configurations. The Bluetooth Special Interest Group (SIG) [62], which was created in 1998,
allowed a large number of companies to work together to make the Bluetooth specification an open and widely spread standard. The first Bluetooth specification versions,
1.0 and 1.0b, had many problems with interoperability, making it difficult to establish
connections between devices from different manufacturers. Later versions, 1.1 and 1.2,
resolved many of these issues. Consumers could now enjoy the benefits of having products
from a wide range of different manufacturers that could communicate with each other.
Mobile phones and Personal Digital Assistants (PDAs) were the first product types where
Bluetooth became the de-facto standard for short range, low-bandwidth wireless communication. Today, the current specification has reached version 2.1 with Enhanced Data
Rate (EDR) [63]. The maximum bandwidth is 2.1 MBit/s, and the price has dropped
below $3 for a Bluetooth chip. This has contributed to its popularity, and Bluetooth can
now be found in a large number of consumer electronic devices. Recently, Bluetooth also
adopted the Wibree [64] specification from Nokia, enabling Bluetooth to be used as a
wireless medium for sensors located in cheap accessories for sports, entertainment, and
health care. Wibree is a low-cost, short-range wireless technology that shares RF components with Bluetooth to reduce cost. Bluetooth is a connection-oriented technology,
meaning that one device cannot send a packet directly to another device in the network.
Instead, Bluetooth uses a master/slave topology, shown in Fig. 2.2, where the master
arbitrates which slave can use the channel. Transmissions between slaves must always
pass through the master.
After Bluetooth became a widely spread technology for cable replacement and wireless
Personal Area Networks (PANs), an interest emerged in the sensor networking research
community [41, 65, 66]. The frequency-hopping approach makes Bluetooth relatively insensitive for electro magnetic interference [67], and the large number of Bluetooth-enabled
consumer electronic devices, such as mobile phones and computers, can provide an infrastructure that can be utilized by sensor nodes to achieve Internet connectivity. Bluetooth
is also reported to be suitable for sensor network backbone establishment since Bluetooth
links have a relatively high bandwidth and may provide a reliable communication channel
[68].
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Figure 2.2: Connection-oriented Bluetooth Sensor Network

2.2.1

The Bluetooth Protocol

Bluetooth uses an adaptive frequency-hopping spread spectrum with time division multiple access (TDMA) approach in the 2.4-2.4835 GHz band. All devices in a Bluetooth
network (Piconet) must be synchronized with a master clock. The master clock is used
to calculate which frequency should be used in a certain time slot. The Bluetooth radio
operates using 79 different channels of 1 MHz each and hops between these 1600 times
per second. All time slots have a duration of 0.625 ms.
Since Bluetooth is designed for a wide range of usage scenarios, from simple cable
replacement to networking and complex audio/video applications, it requires a highly
layered protocol stack. The two lowest communication layers in the Bluetooth protocol
stack are ACL (Asynchronous Connection-Less) and SCO (Synchronous ConnectionOriented). These two layers, both residing on top of the radio protocol, are used to
transmit data between peers. SCO is primarily used for audio and voice applications,
while ACL provides a reliable packet-based channel suitable for data communication. A
Bluetooth piconet is a wireless network composed of one master and up to seven active
slaves. A piconet can also have an additional 255 slaves in sleep mode. A Bluetooth
piconet consisting of one master (1) and three slaves (2,3,4) is shown in Fig. 2.3. When
a node has either a master or slave role in one piconet and the slave role in another, it
is part of a Scatternet. A scatternet comprises several piconets joined by devices acting
in a dual master/slave role. Scatternets are described in more detail in Section 2.2.3.
When a device wants to join a piconet, it must first connect to the piconet’s master and
then perform a master-slave switch, in which the device takes the role as slave in the
piconet. The master node arbitrates when slaves can transmit data, and all data being
transmitted in a piconet must pass through its master. Thus, no slave-to-slave traffic is
possible, preventing Bluetooth from being a suitable technology for multi-hop networks
and thereby limiting the use of Bluetooth in traditional WSN applications. Further
information about Bluetooth can be found in the official specification [63].
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Figure 2.3: Piconet example: one master and three slaves
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Figure 2.4: Scatternet example: one master, one master/slave and three slaves
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Bluetooth Low-power Modes

Bluetooth supports three low-power modes: Sniff, Hold, and Park. These three modes
have their own approach on how to allow a Bluetooth transceiver to switch off its radio
hardware during unused time slots. The use of these low-power modes is common to
reduce energy consumption [69, 70, 71]. These modes can also be used to create piconets
with more than seven slaves. It is a common misconception that Bluetooth does not
support more than seven slaves. In fact, Bluetooth only supports seven active slaves
with an Active Member (AM) address, but it can have a large number of parked slaves
without AM addresses in a piconet. The AM address is used as an identifier to distinguish
between slaves in a piconet. This enables the master to time multiplex which seven slaves
that should be active and put all other slaves in the Park low-power mode. Whenever a
parked slave wants to transmit data, it must request permission from the master to be
un-parked. When a slave is successfully un-parked, it receives a new AM address and
can again be active in the piconet.
Sniff Mode: When Sniff mode is used, a Bluetooth module’s radio hardware is put in a
sleep mode and wakes up only periodically to send and receive data. The number of
time slots that the module sleeps can be set between 2 and 65534, where each time
slot is 0.625 ms. This sets the sleep time to a value between 1.25 ms and 40.9 s.
The sleep interval can be set dynamically, allowing the sleep interval to adaptively
change depending on the system context (e.g. changes in bandwidth requirements).
Sniff mode is activated using the Bluetooth HCI Sniff Mode command and is active
until a HCI Exit Sniff Mode command is issued.
Hold Mode: Hold mode is similar to Sniff mode, but with the difference that it is nonperiodic. The module can be put to sleep for a duration of 1.25 ms to 40.9 s. While
sleeping, the module keeps the AM address it was assigned by the master. Hold
mode can also be utilized to temporarily leave one piconet and join another, i.e.
to form scatternets. Hold mode is activated when a HCI Hold Mode command is
issued and cannot be aborted.
Park State: Park state is similar to Hold mode, but with the difference that the slave
releases its AM address. Park state can thus be used to create piconets with more
than seven nodes, which is accomplished by having slaves in Park state when no data
exchange is taking place, thus allowing other nodes to reuse the AM address. The
sleep interval can be set dynamically, which makes it possible to adaptively change
the sleep interval as the system’s context (e.g. latency requirements) changes.
Park mode is activated when a HCI Park State command is issued, and it remains
active until a slave requests to exit the park state using the HCI Exit Park State
command.
Another possibility to make the Bluetooth module more power efficient is to use
power control. Power control is used to dynamically adjust the signal strength of the
radio transmission, and it is normally performed automatically by the Bluetooth module.
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The Bluetooth standard specifies three different power output classes: 1 mW, 2.5 mW,
and 100 mW. Class 2 is the most commonly used class in consumer devices.

Table 2.1: Bluetooth transmitter power output classes

Power class
Class 1
Class 2
Class 3

2.2.3

Max output power
100 mW
2.5 mW
1 mW

Range
100+ m.
10 m.
1 m.

Bluetooth Scatternets

Bluetooth does support a limited form of multi-hop networking - the scatternet. A
scatternet is a number of interconnected piconets. Masters in one piconet can be slaves
in another, thereby allowing nodes to switch which piconet they are participating in. This
approach enables some multi-hop functionality, but it has a number of disadvantages that
prohibit Bluetooth from being used in an efficient manner in large scale sensor networks.
Researchers at ETH Zurich, however, have shown that scatternets consisting of up to 70
nodes are feasible [72], even though this is considered be to a relatively small network in
WSN applications. Using scatternet technology is also a common low-power approach
for Bluetooth-based networks [70]. See Fig. 2.4 for an example of a scatternet where
node 1 is master for slaves 2 and 3 as well as for master/slave node 4, which is in turn
master for slave node 5.

2.2.4

Bluetooth Profiles - Enabling Interoperability

A Bluetooth profile [73] is a standardized specification of how Bluetooth-enabled devices
should communicate with each other. By conforming to widely known profiles, devices
from different manufacturers can establish connections and exchange information. See
Table 2.2 for an overview of commonly used Bluetooth profiles.
The use of Bluetooth profiles and the Bluetooth Service Discovery Protocol (SDP)
[74] enables devices to establish a connection with each other without manual configuration. Even though a majority of all consumer devices support profiles, Bluetooth-based
sensor nodes tend to not utilize these features when establishing connections since doing
so might introduce too much overhead. This limits interoperability since human configuration is required. The Bluetooth specification unfortunately lacks a suitable profile for
resource constrained networked sensor nodes even though the Human Interface Device
(HID) Profile does have some support for sensors. Still, the HID profile is, as of today,
not suitable for networked sensor nodes. Commonly used approaches by Bluetoothbased networked sensor nodes include transmitting sensor data using the ACL, L2CAP,
or RFCOMM layers directly [75]. An advantage of this approach is that a minimum of
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Table 2.2: Bluetooth profiles

Profile name
Generic Access Profile (GAP)
Dial-up Networking (DUN)
LAN Access Point (LAP)
Personal Area Networking (PAN)
Serial Port Profile (SPP)
File Transfer Profile (FTP)

Description
Base for most other profiles.
Provides modem-like functionality.
Provides transmission of IP packets.
Bluetooth network emulation.
Emulates a physical serial port.
Provides access to remote file systems.

Bluetooth stack layers need to be implemented, and it might also reduce data transmission overhead. One drawback is that interoperability with other devices will be reduced.
The approach used in this thesis is quite different, and section 2.3.1 and Papers G and
H in Part II discuss how service discovery is addressed in this thesis.

2.3

The EIS Architecture

Wireless sensors can help enrich the daily life of individuals in everything from health
care to monitoring the elderly and children to safety and security. To enable sensor nodes
equipped with different types of sensors and actuators to interact with users, both human
and machine, a number of features are required, such as:
• Device discovery: Users and nodes must be able to automatically discover all nodes
in the network.
• Service discovery: Users and nodes must be able to automatically discover all service(s) advertised by any node in the network.
• Transparent low-power operation: Nodes and services should support a user-oriented
low-power operation. A user should not be required to configure what kind of sleep
modes that a node or network should use. Instead, users should only need to configure how often sensor nodes should use their radios and sensors should be sampled.
A sensor networking architecture should also be designed to handle the fact that
nodes might break or have their batteries depleted, thus informing users that an
anomaly has occurred in the network.
• Encryption and authentication: Sensor and actuator data and commands must be
sent in a secure fashion to authenticated peers only. Precautions must be taken to
prevent malicious users from affecting network functionality and performance.
• Fault detection, error handling and recovery: All nodes in a sensor network should
support error detection and recovery. A sensor network must be able to detect
faulty sensor nodes and the presence of incorrect sensor data without degrading to
the point where the network ceases functioning correctly.
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A framework, the EIS architecture, developed by researchers at EISLAB focuses on
providing a framework for communication, service discovery, and zero-configuration networking. The work performed in this thesis has extended the EIS architecture with
low-power operation and sensor nodes capable of multi-year operational lifetime. The
EIS architecture ranges from networked sensor nodes to users and database servers. The
EIS architecture consists of the Mulle networked sensor node, and it defines how standardized protocols should be used to provide support for zero-configuration networking,
low-power operation, interoperability, and delivery of sensor data to users and database
servers. To enable users to automatically discover Mulles, the multicast DNS with Service Discovery (mDNS-SD) protocol is used. This allows users to rely on standardized
mechanisms for locating available devices and their services. The NAT Port mapping
protocol (NAT-PMP) is used together with DNS Dynamic Updates to enable users to directly access Mulles. The Ostmark Link Protocol (OLP) is used for direct communication
between a user and a Mulle device. The use of NAT-PMP and Dynamic Updates even
allows users to directly access Mulles operating behind firewalls, given that the firewalls
also support NAT-PMP. NAT-PMP is also used to provide a transparent, user-oriented,
low-power operation. This feature is now a core building block in the Time-synchronous
operating mode. Further details can be found in Papers E and G in Part II of this thesis.

2.3.1

Device and Service Discovery

These two issues were addressed by Östmark et. al in 2006 and are explained in detail
in [27]. By utilizing automatic device and service discovery, low-power operation can
be enhanced. The Service-Oriented Architecture (SOA) developed by Östmark et. al
and extended with the low-power techniques developed in this thesis, is used by Mulle
networked sensor nodes to:
A Automatically discover devices and services, such as time servers and databases, when
connecting to a local network or the Internet.
B Present an activation schedule for distributed duty-cycling.
C Expose operational modes to users while hiding their internal mapping to available
low-power modes.
By using the service-oriented EIS architecture, sensor nodes can operate using lowpower modes behind firewalls while still enabling users to retrieve sensor data. This is a
key feature since the EIS devices are supposed to operate in the vicinity of human users
and must therefore support zero-configuration networking and automatic address allocation. The architecture must allow sensor nodes to operate transparently even behind
firewalls and routers.

2.3.2

Transparent Low-power Operation

The EIS architecture is designed to be accessible by human users and must therefore
support flexible and transparent low-power operation. Human users do not want to be
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required to wait an unknown number of minutes, hours, or days before a sensor node
transmits data. The communication infrastructure must be aware that wireless sensor
nodes may be in sleep mode without any possibility of waking them up. Users must
then be informed when a particular sensor node is in sleep mode, but users probably
do not care about which particular low-power mode the node is in but about if it is
reachable or not. In the latter case, a user will want to know when the node, or service,
will be available. A sensor node’s low-power operation should thus be transparent for
its users. Though some low-power modes can be utilized without any restrictions on
node operation, some modes, typically regarding the wireless communication subsystem,
can reduce the usability of the system to the point where it is no longer of any real
value for its users. Some examples of this include earthquake sensors that report an
earthquake warning long after the earthquake has devastated nearby cities or volcano
monitors that send an early indication of an eruption after the volcano has erupted and
probably covered all sensor nodes in molten lava anyway.
Extending sensor nodes’ operational lifetime is not only about minimizing energy
consumption, it can also include introducing new energy into a node. The simplest
but perhaps least cost-efficient solution is just to have someone replace the batteries
every time a node ceases to function. This process is, of course, time-consuming and
very expensive, and sometimes replacing batteries might not even be a feasible solution
due to the location of the nodes. Some nodes may be placed in hazardous or sensitive
environments such as volcanoes or bird habitats. A more elegant solution is to have nodes
scavenge energy from their environment. This solution is discussed further in Section 3.5.

2.4

The Mulle Embedded Internet System

The Mulle [54] is a Bluetooth-equipped EIS device based on a Renesas M16C/62P microcontroller. The first version, shown in Fig. 2.5, was developed in 2004 at EISLAB
[55] and was designed to be a generic prototyping platform capable of interfacing a wide
range of sensors and actuators. An updated generation, v2 (shown in Fig. 2.6), was
designed to have its sensor integrated on the PCB, thus minimizing the size as well as
production costs. The current version, v3 (shown in Fig. 2.7), is a combination of both
v1 and v2. Version 3 has a 60-pin I/O-connector for interfacing sensors, actuators, and
daughter boards. It is also equipped with the same temperature sensor, a Dallas/Maxim
DS600, as version 2. Fig. 2.8 shows a simplified block diagram of Mulle v3, which features two high-efficiency voltage regulators with a total of three power channels, which
are indicated by dashed lines in the figure. Channel 0 provides power to the microcontroller and Real-time clock (RTC), channels 1 and 2 power the Bluetooth module and
external sensors, respectively. Mulle v3 has an extensive support for interfacing external
exponents. Available interface ports are UART, SPI, I2 C, digital inputs and outputs,
analog inputs and outputs, interrupt inputs, and LED driver outputs. The Mulle also
features a battery monitor chip, a 2 MB flash memory, and on-board LEDs for debugging
purposes. The Mulle’s form factor is 25x24x6 mm, and has a weight of 2 grams. The
Mulle is now a commercially available platform produced by EISTEC AB [56].

18

Networked Sensor Nodes

Figure 2.5: LTU EISLAB Mulle v1

Figure 2.6: LTU EISLAB Mulle v2 IR

2.4.1

Mulle Communication Architecture

The Mulle communication architecture, shown in Fig. 2.9, is based on a combination of
Bluetooth and TCP/IP, and it supports many commonly used Bluetooth protocols (e.g.
HCI, L2CAP, SDP, BNEP, RFCOMM, and PPP). This enables the Mulle to communicate
with a large variety of devices, ranging from Bluetooth access points and mobile phones
to PDAs and computers. The use of TCP/IP further increases interoperability since the
Mulle can connect to IP-based networks, such as the Internet, thereby enabling users
anywhere in the world to retrieve sensor data directly without the need of customized
gateways or middleware applications. The lwBT Bluetooth stack [76] was developed
in-house at EISLAB and is designed to have a small code and RAM footprint. The
supported Bluetooth profiles are LAN Access Point (LAP), Dial-up Networking (DUN),

Figure 2.7: LTU EISLAB Mulle v3
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Figure 2.8: LTU EISLAB Mulle v3 block diagram

Personal Arena Networking (PAN), with all three roles: NAP, GN, PANU, and Serial Port
Profile (SPP). This extensive support for different Bluetooth profiles enables a multitude
of different network configurations to be supported.
IP-support is provided by the lwIP [77] lightweight IP stack developed at SICS [78].
The support for the Multicast DNS and Service Discovery (mDNS-SD) protocol [79]
provides automatic device and service discovery, and IP address allocation is normally
performed by DHCP. A more detailed description can be found in [54, 80], and the Mulle
Service Discovery architecture is summarized in [81].
application(s)
TCP

UDP
IP

BNEP
L2CAP
HCI
Bluetooth
Figure 2.9: Mulle communication stacks

An example of a typical Mulle network is shown in Fig. 2.10. A Mulle that discovers
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Figure 2.10: Mulle communication infrastructure

a Bluetooth-equipped mobile phone will try to gain Internet access through it by using
the Dial-up Networking (DUN) profile. When an Internet connection is established,
the Mulle initiates its own PAN-NAP service, thus enabling other Mulles and users to
connect to the Internet through it. In the figure, the Mulle named Mulle-NAP provides
Internet access for Users #1 and #2 as well as for other Mulles. Experiments performed
at EISLAB show that a Mulle PAN network can consist of at least 15 devices, and work
is in progress to expand that by a factor of two or three. When a Mulle has established a
network connection, it uses the mDNS-SD service discovery protocol to browse available
services in its vicinity. In most cases, the Mulle will scan the network for NTP servers
and Mulle database servers. When the correct time is obtained from an NTP server,
the Mulle will log in and start transmitting sensor data to the database server. Users
can also log in to the same server and view sensor data in real-time. Furthermore, the
Mulle supports dynamic DNS updates, which, together with the NAT Port Mapping
Protocol (NAT-PMP), enables the Mulle to advertise available services globally on the
Internet, even when operating behind a firewall. The following protocols are supported
by the Mulle through the use of the lwIP TCP/IP stack: IP, TCP, UDP, ICMP, and
DHCP. The following protocols are added by researchers at EISLAB: DNS, mDNS-SD,
NAT-PMP, HTTP, NTP, and OLP.
The Mulle uses the Ostmark Link Protocol (OLP) when transmitting sensor data
over TCP. OLP, shown in Fig. 2.11, is a simple protocol developed at EISLAB, and
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Figure 2.11: Ostmark Link Protocol header

consists of a 5 byte header with an optional payload ranging from 0 to 65536 bytes. This
protocol is used for all Mulle communication (i.e. Mulle-to-Mulle and Mulle-to-user).
The OLP protocol’s primary task is to encapsulate packets sent over TCP, which is a
stream-based protocol. Commands and sensor data are appended to the five byte header
and transmitted over TCP. The remote peer must read in the header and the following
’length’ bytes to assemble a packet. A few header types are defined below in the C++
programming language. More types will be added when required.
const
const
const
const
const
const
const

uint8
uint8
uint8
uint8
uint8
uint8
uint8

OLP_UPDATE
OLP_START
OLP_LOGIN
OLP_SENSORTYPE_REQ
OLP_SENSORTYPE_RESP
OLP_SHUTDOWN_REQ
OLP_SHUTDOWN_RESP

0x0B;
0x03;
0x0B;
0x32;
0x33;
0x44;
0x45;

//
//
//
//

command to keep connection open
to start transmit data
login command
identify type of sensor

// request to close connection

The Ostmark Link Protocol will be submitted to IETF for acceptance as a draft
specification document in the near future.

2.4.2

Comparison between Bluetooth Networked Sensor Nodes

Bluetooth has not been widely used by sensor nodes due to its limited support for multihop communication, and few sensor nodes use Bluetooth. Below, however, is a brief
summary of two of the most known: the BTnode from ETH Zurich and the iMote from
Intel.
The BTnode [51, 68] is a prototyping platform for ad-hoc networks. It was developed
at ETH Zurich [72] in a joint cooperation by the Computer Engineering and Networks
Laboratory (TIK) department and Research Group for Distributed Systems. The BTnode is composed of an Atmel ATmega128L microcontroller and two separate radios. The
first radio is a low-power Chipcon CC1000 [82] ISM-band broadcast radio, the same as on
Berkeley Mica2 [83] motes. This enables the BTnode to form multi-hop networks. The
second radio system is a Zeevo ZV4002 [84] Bluetooth module. The BTnode has been
used in a number of projects and is also used by universities for educational purposes.
The BTnode software architecture is based on either Nut/OS [52] or TinyOS [48]. Wireless communication can be performed by the two radios independently. The Chipcon
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Table 2.3: Comparison between known Bluetooth networked sensor nodes

MCU
MCU frequency
RAM
Flash
EEPROM
Size
CPU sleep, BT off
CPU on, BT off
CPU on, BT listen
Nr of I/Os

Mulle v3
BTnode rev3
iMote
Renesas M16C/62P Atmel ATmega 128L
ARM7
10.0 MHz
7.37 MHz
12 MHz
31 kB
256 kB
64 kB
384+4 kB
128 kB
512 kB
16 Mbit
4 Kbit
24x26 mm
58.2x32.5 mm
30x30 mm
0.012 mW
9.9 mW
9 mW
25.1 mW
39.6 mW
27 mW
28.4 mW
92.4 mW
62.1 mW
60
55
20

radio operates in the 433-915 MHz frequency range, and it uses proprietary protocols.
By contrast, the Zeevo Bluetooth radio can be operated using parts of the Bluetooth
protocol stack. The BTnode Bluetooth stack supports the HCI, L2CAP and RFCOMM
layers, thus enabling some interoperability with other Bluetooth devices.
The iMote [85] was developed by Intel together with UCLA [86]. The iMote uses a
Zeevo TC2001 Bluetooth module with an integrated ARM7 microcontroller. The platform is stackable, thus enabling a multitude of different sensors and power supplies to
be attached to it. The operating system is TinyOS. No standard Bluetooth profiles are
supported; instead, customized protocol layers written for TinyOS are used. These layers
provide support for topology establishment and formation of both single and multi-hop
networks. The use of TinyOS simplifies code reuse from other mote platforms. More
information about the iMote can be found in [87].
Each of these nodes has its own approach of using Bluetooth technology for sensor
networking purposes. The BTnode implements a dual radio approach, where the Bluetooth radio is complemented with a Chipcon CC1000 broadcast radio, thus making it
capable of handling a wide span of applications. The iMote uses a custom layer on top
of Bluetooth radio links, which limits interoperability with consumer devices but which
enables formation of scatternet multi-hop networks. Finally, the Mulle utilizes standardized protocols and Bluetooth profiles, which prevents it from being used as a true WSN
node but which enables communication with standard consumer devices. This makes the
Mulle suitable for PAN sensor networking applications. See Table 2.3 for a brief overview
on some interesting characteristics of each node. Mulle characteristics are taken from [88],
while data for the BTnode and the iMote are taken from the Sensor Network Museum
[89].
As shown, the nodes have quite different characteristics, which probably depend on
the usage scenario for which each node was designed. See Paper G for further information
regarding Bluetooth in sensor networking applications and Bluetooth-based sensor nodes.

Chapter 3
Low-Power Design Methodologies

3.1

Introduction

Power management is perhaps the most important issue concerning battery powered
embedded systems [90, 91, 92], and this chapter will introduce the reader to power saving
techniques suitable for embedded systems and wirelessly networked sensor nodes. When
a sensor node has a target operational lifetime in the range of 5-20 years, simply utilizing
low-power modes may not be a sufficient solution. Instead, nodes must scavenge energy
from their environment [93]. Today, commonly used renewable energy sources are wind,
vibration, heat, and solar radiation. Some well-known sensor nodes that use energy
scavenging to prolong their operational lifetime as well as some common methods for
energy scavenging are presented in this chapter. Solar cells are the most energy efficient
and perhaps the most common energy scavenging method used by sensor nodes to extend
node and network lifetime. The Grätzel cell is a relatively new type of photovoltaic cell,
and it is believed to be especially suitable for powering low-cost sensor nodes since Grätzel
cells can be produced using much cheaper materials than silicon cells. Research on how
to utilize Grätzel cells has therefore been an important part of this thesis. However,
using solar panels only can reduce the usability since sensor nodes will not be able to
operate during periods without solar radiation, typically during the night or on cloudy
days. The use of energy storage devices addresses this issue and allows a sensor node to
store the scavenged energy for later use.
A new energy-aware coarse-grain task scheduler for the Mulle platform will also be
presented. The task scheduler is a core component in the Mulle platform’s new Power
Management Architecture (PMA), which is a direct result from the work performed in
this thesis. Details and characteristics of the interaction between PMA hardware and
software will also be presented in this chapter.
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Power Saving Techniques

When working with wirelessly networked sensor sensors, the foremost issue to deal with is
reducing the energy consumption [19]. Actually, a more correct description would be that
the most important goal is to extend the network operational lifetime, but these two issues often go hand in hand. There are, however, many ways of increasing the operational
lifetime, such as reducing the power consumption, increasing sample and transmission
intervals, using renewable energy sources, or just by having bigger batteries. All these
approaches have their advantages and disadvantages. Using low-power optimization techniques is cheap, since great energy savings can be achieved just by intelligent software
changes. Disadvantages are that network performance might degrade since nodes will
spend a majority of the time in sleep mode. Using energy scavenging is a great solution
for extending network lifetime, since a node that can scavenge more energy than it uses
can live for an infinite time, or until the node hardware breaks. Disadvantages are that
the node price and complexity increase. The solution of just using bigger batteries can be
very expensive, and it can increase the size of the nodes. Batteries also scale badly; i.e.
a battery of twice the capacity will double a node’s operational lifetime, but low-power
techniques can allow a node to live ten, a hundred, or even a thousand times longer. One
of the main objectives with this thesis has been on reducing the power consumption of
a Bluetooth-equipped networked sensor node. Further details can be found in Papers A,
C, D, E, F, and G.
A sensor node’s energy consumption can be divided into three main categories: the
first category is the quiescent power consumption (i.e. the power that is consumed when
the node is in sleep mode). The second category is the energy consumed by the node
when sampling its sensors and processing sensor data, and the last category is the wireless
communication. These three categories can be addressed using different approaches. To
design an energy-efficient sensor node, all three issues must be managed.
Common approaches to reduce the power consumption of sensor nodes are presented
below.
Dynamic Voltage Scaling A sensor node should dynamically adjust the microcontroller’s supply voltage. Modern microcontrollers can reduce the voltage when
running at low clock frequencies. Dynamic voltage scaling is therefore often used
together with Dynamic frequency scaling. A microcontroller’s power consumption
is highly dependent on the supply voltage (i.e. the power consumption depends on
the supply voltage squared), which makes DVS a powerful approach to reducing
overall power consumption.
Dynamic Frequency Scaling A sensor node should dynamically adjust its microcontroller’s clock frequency to, depending on the workload, minimize power consumption. It is, however, worth noticing that just keeping the clock frequency low might
actually increase the energy consumption since a lower clock frequency also means
that some operations will take longer to perform. It can, for some cases, be beneficial to execute as quickly as possible so the microcontroller can return to sleep
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mode quickly. A microcontroller’s power consumption depends almost linearly on
its operating clock frequency, which makes DFS an interesting approach to reduce
system power consumption.
Power down unused components Components suitable for power control are radio
transceivers, sensors, memory storage devices, and even parts of the node’s microcontroller. By turning off unused components, a system’s power consumption can
be greatly reduced. Designers must take into account, however, that some components, such as radio transceivers and some sensors, may have a high power up cost
in terms of energy and time. In some cases, putting a component into sleep mode
instead of powering it down may be more efficient. Therefore, it is vital to characterize all components within a system to fully investigate their power consumption
of various operations, start-up times, and their interaction with other parts of the
system. See Paper C for further details on how this was addressed in this thesis.
Duty-cycling Great energy reductions can be achieved by having a sensor node in
sleep mode, with peripheral components powered off or in a low-power state, for a
majority of the time. The node will periodically wake up and perform measurements
after turning on necessary components. After a measurement is taken, the node
can return to sleep mode or activate its radio transceiver if required. Wake-up
can also be reactive in the sense that system activation is not (only) controlled by
its Real-time Clock (RTC). Instead, the system can be activated by reactions, or
interrupts, from sensors, its radio transceiver, and the power supply. See Section
3.6.1 and Paper D for further details on how this issue was addressed in this thesis.
Data transmissions One of the main contributors to a system’s total power consumption is the radio. One reason for this is that the microcontroller is normally also
active whenever the radio is active. By reducing the energy consumed by the
radio system, the system’s operational lifetime can be drastically extended [94].
Different radio technologies have different approaches to low-power operation, but
common design solutions are dynamic bandwidth allocation, data aggregation, data
compression, and control of the radio’s power amplifier using signal strength or biterror as indicators of channel quality. Context awareness can also be used by sensor
nodes to decide if a measurement value needs to be transmitted immediately, if it
can be discarded, or if it can be processed in any other way before transmission.
Papers A and G present how this issue was addressed in this thesis.
Normally, a node will try to use as many of these techniques as possible to reduce
the energy consumption, but, depending on node hardware, type of sensor attached,
application requirements, and type of wireless communication system, not all of the
above mentioned techniques might be available. If an application requires sensor nodes
to have a high duty cycle or an operational lifetime that exceeds what is feasible to achieve
using batteries, energy scavenging is an interesting design approach. Energy scavenging
will be discussed in the next section.
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Energy-Scavenging

Efficient usage of low-power modes can only extend the system’s lifetime so much. Eventually the battery will be depleted regardless of the device’s power consumption. To
enable a sensor node to operate for tens of years, energy must be introduced continuously into the system. This can involve users replacing batteries, which of course requires
human intervention. For some networks, this might not be a viable alternative due to
the location of its sensor nodes or the sheer size of the network with hundreds or even
thousands of nodes. Another solution is to have the nodes themselves scavenge energy
from their environment (e.g. solar energy, vibration, heat, and sound). To fully utilize
renewable energy sources, each node should be aware of the status of all energy sources
and storage devices. This adds complexity to system hardware and software as well as
to the communication infrastructure. Table 3.1, taken from [95], shows power outputs
for typical energy scavenging devices.

Table 3.1: Power output from various energy scavenging technologies

Harvesting technology
Solar cells (at noon)
Piezoelectric (shoe inserts)
Vibration (microwave oven)
Thermoelectric (10 ℃ gradient)
Acoustic noise(100 dB)

Power density
15 mW/cm3
330 µW/cm3
116 µW/cm3
40 µW/cm3
0.96 µW/cm3

COTS-based energy-scavenging nodes often use solar panels. One reason for this is
the relatively high power output compared to other scavenging technologies and the fact
that there are no moving parts, which makes solar panels maintenance-free. For efficient
utilization of scavenged energy, a sensor node also needs to buffer energy. Supercapacitors
have an unlimited number of charge cycles and do not require any special charge circuitry.
This simplifies the power supply design, but, since supercapacitors have a relatively high
self-discharge compared to batteries, they must be recharged frequently. Batteries have
a high energy density and low self discharge, especially primary lithium cells, but they
have high requirements on charging. Rechargeable batteries must also be periodically
conditioned (i.e. deep discharged and then fully charged) to maintain optimal operation.
Energy storage is normally achieved by one of the following four combinations, outlined
below.
A: Rechargeable batteries only The use of rechargeable, or secondary, batteries as
sole energy storage device is the strategy used by networked sensor nodes [95, 96,
97]. This design approach enables large amounts of scavenged energy to be stored
but may require large solar panels capable of producing a sufficient high current
suitable for recharging batteries. It also restricts the possibility of performing
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battery deep discharge cycles needed to prolong the battery’s life time.
B: Supercapacitors only Supercapacitors have a virtually unlimited number of recharge
cycles and do not require any special charging techniques. This makes them highly
suitable for short-term buffering of renewable energy. Drawbacks are that supercapacitors have lower energy density than batteries and suffer from a relatively high
self-discharge.
C: Rechargeable batteries w/ supercapacitor buffer This approach draws from the
best of the two previously mentioned options. Rechargeable batteries provide longterm and high-density energy storage, while supercapacitors reduce the number of
battery charge-cycles, thus prolonging battery lifetime. Drawbacks are that system
size and price increases drastically since batteries and supercapacitors are expensive
compared to many other components.
D: Non-chargeable batteries w/ supercapacitor buffer The use of a non-rechargeable,
or primary, battery together with supercapacitors is another design approach. Primary Lithium cells can have an operational lifetime in the range of 10-20 years,
are cheaper than rechargeable cells, and eliminate the need for a battery-charging
circuitry, which further reduces cost and minimizes node size. This is the design
approach taken for the Mulle platform, which will be further discussed in Section
3.6.
One major drawback of using multiple energy storage devices is that the system needs
a switch capable of selecting which storage device should be used. Since a modern sensor
node only consumes a few micro amps in sleep mode but as much as 100 milliamps when
transmitting at full power, the switch needs to be able to deliver a full range of current
without a high overhead. A power consumption of 1 mW might be acceptable when the
node is consuming 200 mW - 300 mW itself, but not when the node consumes 20-30 µW
in sleep mode. The energy source selector therefore is an extremely important design
choice. Characteristics of energy storage technologies are presented in Section 3.4.

3.4

Energy Storage Devices

Batteries are the most widely used energy storage technology for all electronic devices [98].
Therefore, it is vital to investigate the characteristics of a battery type when designing
a sensor node since the battery is the most important design choice regarding system
lifetime. Today, a number of competing battery technologies exists, all with different
strengths and weaknesses. Some have a low discharge rate but may be dangerous to
the environment. Others can store a large amount of energy but have a high discharge
rate. All these factors, shown in Table 3.2, must be taken into consideration when node
operational lifetime is estimated.
LiPo and NiMH are used by most sensor nodes today due to their high energy density,
low self discharge, and high number of recharge cycles. Today’s sensor nodes, such as

28

Low-Power Design Methodologies

Table 3.2: Battery parameters

Voltage
Capacity
Specific Energy
Energy Density
Internal resistance
Self discharge
Re-charge cycles
Charging procedure

Nominal cell voltage
The amount of electrical charge that can be stored
The weight-related content, measured in energy/weight
The volume-related content, measured in energy/volume
Characterizes the ability to handle a specific load
The internal leakage, and aging effects
The number of charge cycles before performance degrades
Type of charge circuit required

Table 3.3: Battery types

Type
Lead-acid
Nickel Cadmium
Nickel Metal Hydrid
Lithium-Ion
Lithium-polymer

Voltage Energy density
2.0 V
60-75 Wh/dm3
1.2 V
50-150 Wh/dm3
1.2 V 140-300 Wh/dm3
3.6 V
270 Wh/dm3
3.7 V
300 Wh/dm3

Specific energy
30-40 Wh/kg
40-60 Wh/kg
30-80 Wh/kg
160 Wh/kg
130-200 Wh/kg

Self discharge
3-20%/month
10%/month
30%/month
5%/month
1-2%/month

the MicaZ, Telos, and Mulle, have a power consumption in sleep mode that is lower than
most batteries’ self discharge. This makes it increasingly important to choose efficient
battery cells when designing sensor networking nodes. Batteries thus play an important
role in determining a node’s lifetime [99].
Another technology with some interesting features is electrochemical double layer
capacitors (EDLC), which are also known as supercapacitors. Supercapacitors can hold
a substantial amount of energy compared to normal capacitors, are insensitive for overand under-charge, and can be recharged a virtually unlimited number of times. The
unlimited number of recharge cycles and relaxed requirements on charge current makes
supercapacitors ideal to be used by sensor nodes equipped with energy scavenging devices,
since energy-scavenging devices often cannot produce a 100% stable charge current over
time. A major drawback with EDLCs is the extremely high self-discharge rate since a
supercapacitor can drain itself in only a few days.
To fully utilize energy storage devices in the most efficient way, it is important not
only to look at the characteristics of the actual device but also to investigate how to
charge the device. Some batteries, such as LiPo and NiMH, have relatively sensitive
charging and discharging procedures. NiMH batteries can often be recharged up to
a 1000 times if managed properly, but the charge current can be several hundreds of
milliamps for several hours, which is not a feasible output from solar panels. LiPo
batteries have similar requirements on charge current. One option is to trickle charge
the battery, i.e. keeping the battery fully charged by charging it constantly with a very
small current. This can be achieved even by small solar panels. Some battery types can

3.5. Energy Scavenging Sensor Nodes

29

have a severely reduced lifetime if they are recharged incorrectly. To address this issue,
rechargeable batteries should be only charged under suitable conditions with the correct
charge current. It is also good to condition batteries (i.e. fully discharging and then
recharging them) to prolong their lifetimes. One problem that then arises is that the
system will need a secondary energy storage to be powered by when the battery is being
cycled. Supercapacitors can be used for this purpose.

3.5

Energy Scavenging Sensor Nodes

This section presents a number of well-known sensor nodes capable of energy scavenging.
Energy scavenging is an interesting design approach when sensor nodes must be able
to function for extensive periods of time, or if they need a high duty-cycle level. Most
sensor nodes usually spend most of their time, typically more than 90 %, in sleep mode,
but some applications might require that the nodes are active 100 % of their time. This
high duty-cycle level can quickly drain batteries, and energy scavenging can therefore be
a suitable approach. A brief overview of sensor nodes capable of energy-scavenging is
presented in Table 3.4.

Table 3.4: Sensor nodes capable of energy scavenging

Name
EverLast
HelioMote
Prometheus
DuraNode
Mulle
ZebraNet

Scavenging device
Solar panels
Solar panels
Solar panels
Solar panel, wind mill
Solar panels
Solar panels

Energy storage
100F Supercapacitor
Rechargeable NiMH battery
22F Supercapacitor, Li battery
Rechargeable LiPo battery
LiPo battery + 2F Supercapacitor
Li-ion cells

As shown, most sensor nodes use solar panels, with supercapacitors and/or rechargeable batteries as energy storage devices. Supercapacitors have some desirable features
that make them suitable for wireless sensor networking applications, such as virtually unlimited charge cycles, maintenance-free operation, and low charge requirements. Below
are brief presentations of each node outlined:
EverLast The EverLast node [100], which was developed at the Center for Embedded
Computer Systems at the University of California in Irvine (UCI), is designed for
maintenance free operation for up to 20 years and can measure acceleration and light
intensity. The charging system consists of a 22F supercapacitor and solar panels
and uses a pulse-frequency modulated converter that also performs solar panel
maximum power point tracking (MPPT). This enables the EverLast to maintain a
high data transmission rate and run self-sufficiently 24 hours a day.
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HelioMote The HelioMote [95] is an add-on system, consisting of dual solar panels and
energy storage devices, for sensor nodes such as Crossbow’s Mica2 and MicaZ and
Moteiv’s Telos. The HelioMote was developed at the Center for Networked Embedded Sensing (CENS) [101] at University of California in Los Angeles (UCLA).
The Heliomote consists of a complete power supply unit with energy scavenging,
energy storage, protection circuitry, and full monitoring of all components. The
monitoring enables power-aware software to fully utilize any available renewable
energy.
Prometheus Prometheus [102] is a solar powered system based on Berkeley’s Telos
[103] sensor networking node. Prometheus also uses both a supercapacitor and
a Lithium battery as energy storage devices. This approach, combined with an
advanced charge mechanism, is predicted to achieve a 40-year lifetime on a 1%
system load and 4 years on 10% system load.
DuraNode The DuraNode[96] is a powerful multi-cpu sensor node originally developed
at the Center for Embedded Computer Systems at the University of California
in Irvine (UCI). The DuraNode is composed of two low-end 8-bit PIC18s from
MicroChip and one Freescale HSC12 16-bit microcontroller. Communication can
be performed over both wireless and wired media. The power supply consists of
solar panels, a windmill, and a rechargeable battery.
Mulle The Mulle can be equipped with a power supply consisting of solar panels and
supercapacitors to minimize the energy required to be drawn from its battery. The
Mulle’s power supply unit is expected to reach system operational lifetimes of up
to 5 years when using Bluetooth and TCP/IP to communicate.
ZebraNet The ZebraNet system [97] is a research project for wildlife monitoring developed at Princeton University. It uses sensor nodes with long-range radios and
GPS receivers to monitor migration of wildlife, such as zebras, in vast rural areas.
The ZebraNet node uses a built-in 32-bit Hitachi microcontroller in the GPS unit
as the main CPU. GPS positions are taken every third minute and transmitted a
few times per day to mobile base stations using a delay-tolerant multi-hop network.
The ZebraNet node is equipped with a 5W solar panel and 14 rechargeable Lithium
batteries. The system’s lifetime is expected to reach at least one year.

All the above nodes, except the Mulle, are sensor nodes designed for WSN applications. Energy-scavenging on PAN nodes are, as of today, not commonly used. PAN
nodes can usually rely on human users to change drained batteries when required and
thus do not have the same requirements on operational lifetimes as sensor nodes for
wireless sensor networks.
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The Mulle Power Management Architecture

The Mulle uses an advanced Power Management Architecture (PMA), which is one of
this thesis’s research results, to efficiently utilize available energy sources. The PMA,
shown in Fig. 3.1, consists of both hardware and software. The PMA is completely
integrated with the overall EIS architecture, allowing a Mulle node to efficiently utilize
available low-power modes when executing a duty-cycle based operation. The PMA also
allows users to tweak system parameters such as sample-rate and transmission intervals.
The hardware block layout of the power supply unit within the PMA is depicted in Fig.
3.2.

Sensor(s)

Bluetooth

RTC

PSU *

Task manager

Activation schedule

*source selector,
battery monitor,
boost converter
, ...
Control applicaton

Figure 3.1: Mulle Power Management Architecture

The PMA consists of a number of components that allow the Mulle to monitor and
control its power supply. The PMA exports an Application Programming Interface (API)
in the C programming language that simplifies code reuse and improves performance. The
PMA design is distributed in the sense that all subsystems manage their own low-power

Battery

Switch

Solar panel

Boost converter

Super-capacitor

Figure 3.2: Mulle Power supply init

Sensor node
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operation as long as the rest of the system is not affected. For example, the Bluetooth
stack takes care of powering on and off the Bluetooth module and controls which Bluetooth low-power mode to use depending on system requirements. These requirements are
handled dynamically by the central Task manager (TM). Another example is the sensor
driver that controls in detail how the system’s sensor(s) should operate. The system,
however, is also centralized in that the core of the system, the Task manager, receives
status messages from all subsystems and can distribute information between different subsystems. The Task manager also controls how the microcontroller unit (MCU) should
be operate (e.g. the system clock frequency and which low-power mode that should be
used). This precludes the need for each subsystem to be aware of all other systems.
Instead, it is enough for each system to be aware of the central Task manager. This
reduces the number of states each subsystem must expose, and it can drastically reduce
the complexity of the low-power architecture. The Task manager is responsible for initiating node low-power operation by gathering status information from all energy-aware
subsystems in the system. The TM decides, based on its status information, which mode
to activate. This approach of centralized management simplifies subsystem development
and allows a more extensive reusability of source code.

3.6.1

The Mulle Platform’s Reactive Approach

An embedded system can in general be described to be either polling or reactive. A
system based on polling will constantly check, or poll, its different subsystems to check
if some event has occurred that needs attention. Polling allows a simple programming
interface to be used, but it does waste system resources since the system must spend time
and energy on checking if an event has occurred or not. A true reactive system, however,
does not perform any polling, relying instead on a mixture of software and hardware
support for detecting events that need attention. Reactions can be hardware interrupts
or messages sent between software objects. Reactive systems can also perform better
energy-wise since, whenever no active event needs to be processed, the system can enter
a low-power mode [104]. The approach taken in the Mulle hardware and software design
is that the system uses a reactive design method for energy-aware events and polling
when performing Bluetooth communication. Work is in progress, however, to enable
true event-driven operation for communication as well. Subsystems, such as the Realtime Clock (RTC), the Power supply unit (PSU), the Bluetooth module, and intelligent
sensors, can generate hardware interrupts that are processed as reactions, as shown in Fig
3.3, by the energy-aware Task manager in the heart of the Mulle low-power architecture.
This design approach allows the Task manager to work in a reactive manner even though
the Mulle software architecture does not, as of today, include a true reactive kernel or
operating system.
Work is now in progress to embed functionality from the Task manager into the
tinyTimber [105] runtime system, thereby allowing the Mulle to operate as a true reactive system. This approach will further reduce the power consumption and simplify
energy-aware programming. Unlike most other operating systems for real-time systems,
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Figure 3.3: Task manager reactions

tinyTimber has explicit timing information built into its programming paradigm.

3.6.2

Task Scheduling

Task and process scheduling is a key feature in most computer systems and real-time
systems. Scheduling is a technique that allows multiple tasks, or processes, to be executed in parallel on a microprocessor or microcontroller. Processes are usually assigned
a priority, which tells the scheduler the importance of the process. Processes with higher
priorities are scheduled so that they can utilize the processor more than low-priority processes. Real-time systems extend the notion of scheduling with the notion of deadlines.
A deadline is the time when a process must be finished. A missed deadline means that
the system is unstable and that it might not function as designed. Real-time systems are
usually divided in two categories: soft and hard. A system with soft real-time requirements can miss deadlines without failure, while hard real-time systems consider a missed
deadline as fatal as an incorrect computation. Illustrative examples are automatic brake
controllers and airplane flight computers since missing a deadline could result in disaster.
The system used in this thesis is not equipped with a traditional scheduler. Instead,
all tasks are executed using a single thread. This prohibits it from being used as a realtime system since no task is guaranteed to be given enough processing time. One major
benefit from this, however, is that it is relatively easy to use low-power modes. This is
because there will never be a problem with multiple threads blocking each other. The
Mulle software architecture is, however, equipped with a coarse grain energy-aware task
scheduler capable of discarding and delaying energy-demanding tasks. The following
section will describe in more detail how the issue with energy-aware scheduling was
addressed in this thesis.

3.6.3

Multi-dimensional Task Scheduling

Traditionally, task and processes have been scheduled by one single parameter: time.
Though this is sufficient for most computers and embedded systems, scheduling tasks
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only on time may not be a viable solution when dealing with sensor nodes with target
lifetimes in the range of tens of years [106, 107]. This is particularly important for systems
with energy scavenging devices since it is not only important how much energy flows into
the system but also when that energy is at its peak [108]. For example, solar cells can fill
up a system’s energy storage devices periodically, so it is important to schedule energyconsuming tasks to be issued at the right time (i.e. when the storage devices are fully
charged) [19]. To fully exploit the behavior of solar cells, a wireless sensor node should
be able to make decisions run-time whether to issue, to delay, or even to discard a task.
Tasks must also be given meta-information so that the power management system does
not discard critical tasks just because the energy levels are low when a critical event
occurs [92]. Tasks should, therefore, be aware not only of time and energy but also of
the context of the node. As an example, a sensor node performing forest fire detection
should not postpone a critical alarm because the levels of renewable energy are low even
though its battery has enough energy to transmit an alarm.
Energy-aware task scheduling can be performed by two approaches: Fine- and Coursegrain [109]. Fine-grain scheduling requires a kernel capable of both time- and energyaware classification and scheduling of tasks or processes. Course-grain scheduling does not
require a real-time kernel for its scheduling, and it can instead use a simplified approach
for deciding when tasks should be executed. A system capable of both fine-grain time
scheduling and energy scheduling can fully exploit renewable energy since it decide how
and when a task should be executed for optimal performance. A course-grain system,
without a real-time kernel, can only decide when a task should be executed. Once a
decision is taken, the task is executed without any concern for how the timing is affected.
The approach taken in this thesis has been to develop a coarse-grain system, with finegrain support planned to be added with the use of the Timber [110, 111] programming
language and its real-time kernel. To further increase the power-efficiency, it is vital that
a system can make decisions concerning the use of scarce resources, such as renewable
energy, dynamically during run-time. Systems designers and programmers should ideally
work with an abstraction layer rather than trying at compile time to manually cover all
situations.
When operating from non-rechargeable batteries only, it does not matter when data
transmissions occur during a day, only how many that take place. When solar cells or
other renewable energy sources are used together with supercapacitors, however, it is
imperative that a networked sensor node utilize the scavenged energy as efficiently as
possible, thus minimizing the amount of energy needed to be consumed from a (nonrechargeable) battery. Ideally, a sensor node should only use its battery for emergency
transmissions or to process critical events, so it must monitor the status of all renewable energy storage devices. Energy-consuming tasks, such as data transmission, and
computational-intensive operations, such as data compression and encryption, should
therefore be issued when the system is not powered by its battery.
As shown in Fig. 3.4, the typical power output from solar panels 1 on an ideal day
is not evenly distributed, and does not, reflect the power consumption of a sensor node,
1

Data taken from http://www.heliotronics.com/papers/SPGraphs rev4.pdf
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Figure 3.4: Daily solar power output

which typically takes measurements evenly spread over time. At night, the solar panels
will not be able to power the node; therefore, the energy must be buffered in a storage
device, such as supercapacitors or rechargeable batteries.

3.6.4

Mulle PMA - Photovoltaic Cells

The Mulle Power Management Architecture is designed to fully utilize energy coming
from solar panels. The work performed in this thesis was in cooperation with Monash
University in Melbourne, Australia. The work was divided in such a way that EISLAB
performed research on low-power design of networked sensor nodes while Monash University performed research on dye-sensitized photovoltaic cells. The most commonly used
solar cell types are the monocrystalline silicon (c-Si) and poly- or multicrystalline silicon (poly-Si or mc-Si). Silicon-based cells provide a high peak power output, but their
performance degrades rapidly when the light-intensity drops or the light source is not
perpendicular to the cell, i.e. when the angle of incidence is not 90◦ . Another, relatively
new, type of photovoltaic cells is the dye-sensitized solar cell (DSSC). Dye-sensitized
solar cells, also known as Grätzel cells, are cheaper to produce than silicon cells and do
not require advanced semiconductor technology for manufacturing. The low cost makes
them suitable for use with sensor nodes. DSSCs are also believed to outperform silicon
cells in low-light conditions, even though their overall efficiency is lower. Dye sensitized
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solar cells (DSSCs) [112] are currently being investigated by numerous groups around
the world as a low cost alternative to amorphous silicon photovoltaic cells. In low light
applications, DSSCs outperform silicon solar cells and have been seen to match or outperform silicon in large scale outdoor applications. As a result, DSSCs are expected to
find a market as an inexpensive portable power source for low powered devices, such as
networked sensor nodes.
A typical Grätzel, or dye-sensitized, solar cell, is composed of a pair of flat glass
electrodes whose surfaces are coated by a transparent conductive oxide layer (TCO). On
one of these electrodes (the working electrode) is a film of a nanoporous semiconductor, usually titanium dioxide (TiO2 ), which is coated by a thin layer of light-absorbing
dye. Between the electrodes is an electrolyte, which consists of a redox couple, usually
iodide/triiodide (I− /I3 − ) in an organic solvent. The other electrode (counter electrode)
has a thin layer of platinum to catalyze the regeneration of the electrolyte. A number of
research institutions perform research on Grätzel cells around the world [113, 114, 115].

Figure 3.5: Dye-sensitized solar cells

Currently, the weakness of dye-sensitized photovoltaic cells is the electrolyte used in
the regeneration of the dye. The volatile and corrosive nature of this substance makes
sealing the cells difficult and greatly reduces the lifetime of the cell. To overcome this
problem, researchers are investigating many alternate electrolytes. These include: ionic
liquids [116], plastic crystals [117], and solid state electrolytes [118]. Currently, these
alternatives are not as efficient as the liquid electrolyte currently employed.
Even though mono- or poly-crystalline solar cells have the highest peak power output,
Grätzel cells are believed to perform better in many sensor networking applications since
they are less sensitive to the angle of incidence and can produce some power even at
night. A typical silicon cell drops to around 76% of its maximum performance at a 45
degree angle, while DSSCs are still performing around 90% [119]. A short comparison of
silicon and dye-sensitized cells is presented in Table 3.5.
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Table 3.5: Comparison of photovoltaic cell technologies

Silicon
Dye-sensitized
High peak efficiency (15%)
Low peak efficiency (11%)
Performance degrades when angle of incidence grows Less sensitive to angle of incidence
Temperature sensitive
Temperature insensitive
Expensive
Low-cost
Long lifetime (10-20 years)
Short lifetime (up to 5 years)

3.6.5

Power Consumption Characterization Techniques

Before a designer starts the iterative cycle of low-power optimizations, all components
must be characterized to identify the system’s dynamic and static power consumption,
timing issues, and dependencies. This approach enables the designer to focus on the
components that consume the largest amount of energy and start optimizing there. Due
to the complexity of a networked sensor node, it is a difficult task to make a formal
analysis of the power consumption. Instead, a model of the power consumption is derived
by characterizing measurements. The model, which can capture static and dynamic
power consumption, timing, and dependencies between different parts of a system, is
robust and intuitive, and it enables comparisons between expression and real lifetime
experiments. Further information about characterization techniques can be found in
Paper C in Part II.

3.6.6

Mulle Power Consumption

The power consumption of different Mulle versions under typical workloads is shown in
Table 3.6. The results are average values measured over several hours. The first line shows
the power consumption for a Mulle in its deepest low-power mode. The Mulle can then
periodically wake up and sample its sensor(s). Line two shows the power consumption in
listening mode; i.e. the Mulle has its Bluetooth transceiver on to allow other devices to
connect to it. The third line shows the power consumption when the Bluetooth module
is in connected state but with Park mode activated.

Table 3.6: Mulle platforms’ power consumption

Activity
MCU sleep,
MCU sleep, Bluetooth listening
MCU sleep, Bluetooth Parked (200 slots)

Mulle v1 Mulle v2 IR
3.2 mW
0.009 mW
6.6 mW
3.4 mW
13.1 mW
8.8 mW

Mulle v3
0.012 mW
3.4 mW
8.8 mW
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Figure 3.6: Bluetooth connection and TCP data transmission power consumption

We see here that the Mulle platform has undergone some substantial changes in
power consumption. The next version, Mulle v3.5, is predicted to further reduce the
power consumption when Bluetooth is in the connected state. Mulle v3.5 is believed
to consume only 0.5 W when using Sniff mode with 150 timeslots. This is achieved
by replacing the CSR-based Bluetooth [120] module with a newer module from NXP
Semiconductor [121].
The typical power consumption of a Mulle node performing periodic data transmissions is shown in Fig. 3.6. The power consumption is less than 10 µW when the system
is in sleep mode between transmissions. The power consumption is evenly distributed
over time, and the average energy consumed per day can be calculated using Eq. 3.1.
Etotal = T ∗ Pquiscent + Esample ∗ Nsamples +

nX
conn

Econn (i)

(3.1)

i=0

As an example, by using Eq. 3.1, the daily energy consumption for a Mulle in sleep
mode can be calculated to be only 0.77 Ws, or 770 mJ. When performing one data transmission (requiring 246 mWs) per hour, however, the daily energy consumption increases
to 6.67 Ws, or 6670 mJ. Note that no energy is assumed for sampling of attached sensors
since this is highly application-specific. For example, a GPS receiver can consume more
power than the node itself. See Papers F and G for more information regarding the Mulle
platform’s power consumption.
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A Mulle v2’s extrapolated operational lifetime versus microcontroller clock frequency
during active periods is shown in Fig. 3.7. A duty cycle of 1% for the microcontroller
was chosen. When using a Saft LS14500 2250 mAh Lithium battery, the Mulle can use
its microcontroller for 600 ms per minute and live up to 10.4 years when running at
1.25 MHz and 3.3 years when running at full speed. These values exclude the power
consumption for attached sensors since some sensors (e.g. GPS-receivers), can consume
more power than the sensor node itself. Internal leakage and aging of the battery cells are
omitted from the calculations. Thus, the extrapolation is only indicative to the actual
lifetime of the system. In many cases, the battery’s internal leakage limits the system’s
lifetime, not the energy capacity.
A Mulle v2’s extrapolated lifetime, when using the Bluetooth module at different
transmission intervals to send data, is shown in Fig. 3.8. The cost of initiating a connection is measured to be 259 mWs, and an extra 2.2 mWs is added for each additional
128 bytes of payload. Because the payload accumulates with 2 bytes/second, the lifetime does not scale linearly with the transmission interval. Instead, it is bounded by the
amount of sensor data that needs to be transmitted. We can also see in Fig. 3.8 that
data aggregation extends the lifetime by reducing overhead because connection establishment dominates the power consumption for the lower intervals. A high interval leads
to higher efficiency even though the end-to-end delay increases. The presented results
are also valid for Mulle v3 since the two platforms use the same type of components, but
the Mulle v3’s improved design can further reduce the power consumption. This is, as of
today, not fully investigated and is considered future work.
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Chapter 4
Thesis Summary

4.1

Summary of Appended Papers

This section contains a short introduction to the appended papers found in Part II of
this thesis. Paper A presents initial proposals for power-saving techniques suitable for
Bluetooth-based networked sensor nodes. The results influenced the design of the Mulle
embedded system, which is presented in Paper B. Paper C describes power consumption characterization techniques for wireless embedded systems under various workloads
and activities. Paper D introduces the Time-synchronous operating mode, which can
drastically reduce an EIS device’s power consumption. It also introduces the concept
of integrating low-power modes with service discovery techniques. This resulted in the
novel idea of treating available low-power modes as a service, thus hiding node lowlevel operation for users. Paper E presents the characteristics of a Mulle device when
using service discovery techniques in combination with Bluetooth low-power modes. Paper F introduces the Task manager, a software component that simplifies energy-aware
low-level programming while still reducing the power consumption. The Mulle is also
equipped with an advanced Power Management Architecture capable of solar powered
operation and thus enabling a multi-year operational lifetime. Paper G presents a brief
overview of several Bluetooth-equipped sensor nodes and a detailed description of the
Mulle’s communication and low-power architecture. Finally, Paper H presents the novel
idea of using wireless networked sensor nodes as a means of reducing setup time, and
thus cost, for automotive testing. The Mulle, together with its TCP/IP-based service
discovery architecture, was used to demonstrate the feasibility of using Bluetooth sensor
networks in vehicular testing.

4.1.1

Paper A - Context Aware Power Optimizations of Wireless Embedded Internet Systems

Authors: Magnus Lundberg, Jens Eliasson, Linus Svensson, and Per Lindgren
Published: Proceedings of the 21st IEEE Instrumentation and Measurement Technology
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Conference (IMTC 2004), Como, Italy, May 2004
Summary: A key issue in research concerning Embedded Internet Systems (EIS)
is to extend their operational lifetime, and this paper introduces context-aware lowpower techniques targeted battery powered EIS devices. Several techniques are utilized
to reduce the power consumption while minimizing the introduction of constraints on
system operation. By using Bluetooth power save modes, the power consumption of the
module can be reduced by up to 50 %. By controlling the power save modes adaptively,
this can be achieved with sustained performance. The proposed approach analyzes an
EIS device’s components in order to extract their power/performance characteristics and
makes aggressive use of available low-power modes.
Contribution: My main contribution to this paper was concerning how to utilize
low-power techniques available on an EIS device’s microcontroller and Bluetooth module.
I also assisted with measurement setup and data analysis.

4.1.2

Paper B - MULLE: A Minimal Sensor Networking Device
- Implementation and Manufacturing Challenges

Authors: Jonny Johansson, Matthias Völker, Jens Eliasson, Åke Östmark, Per Lindgren, and Jerker Delsing
Published: Proceedings of IMAPS Nordic Conference, Helsingör, Denmark, September
2004
Summary: This paper introduces the MULLE platform, an embedded system designed for Bluetooth sensor networking applications. The MULLE is a new generation
of previous EIS-platforms developed at EISLAB. This paper presents the advanced PCB
techniques that are utilized in order to realize the MULLE platform. The MULLE software architecture is also presented.
Contribution: My contribution to this paper was input on the design of the MULLE,
primarily on the hardware requirements for low-power operation. Results and experiences
from previous work were utilized in order to design a power-efficient platform.

4.1.3

Paper C - Power Characterization of a Bluetooth-Equipped
Sensor Node

Authors: Magnus Lundberg, Jens Eliasson, Jason Allan, Jonny Johansson, and Per
Lindgren
Published: Workshop on Real-World Wireless Sensor Networks (REALWSN’05), Stockholm, Sweden, June 2005
Summary: A wireless networked sensor node is a complex system consisting of a
number of components. A sensor node’s energy consumption depends particularly on the
performance of individual components but also on the interaction between components.
In order to develop efficient low-power techniques, it is imperative that the appropriate
components and systems are chosen. To assist a system designer in making these decisions, we propose that characterization techniques should be used to obtain the power
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consumption and timing of individual components and systems. The proposed characterization techniques capture transient behavior of individual components, as well as the
static and dynamic behavior of the system as a whole.
Contribution: This paper explores a number of microcontroller and Bluetooth module low-power modes and activities, and my contribution mainly concerned design and
development of software to investigate parameters of interest. I also assisted with measurement setup and evaluation of test results.

4.1.4

Paper D - Time Synchronous Bluetooth Sensor Networks

Authors: Jens Eliasson, Magnus Lundberg, and Per Lindgren
Published: Proceedings of the 3rd IEEE Consumer Communications and Networking
Conference (CCNC 2006), Las Vegas, Nevada, USA, January 2006
Summary: Accurate time is an important factor for time stamping sensor data,
encryption, and authentication. In this paper, the feasibility of using IP-based time
synchronization, such as NTP, in Bluetooth sensor networks in investigated. This conference paper also introduces the Time-synchronous operating mode for the Mulle platform. The Time-synchronous mode is a context-aware low-power mode primarily designed for Bluetooth-equipped networked sensor nodes. Sensor nodes use a dynamic
human-readable activation schedule in order to control the behavior of their duty-cycle
operation.
Contribution: I came up with the concept of distributed activation schedules for
duty-cycle control together with Per Lindgren. I also did most of the implementation
and worked with test setup and performance evaluation.

4.1.5

Paper E - An Infrastructure for Service Oriented Sensor
Networks

Authors: Åke Östmark, Jens Eliasson, Per Lindgren, Aart van Halteren, and Lianne
Meppelink
Published: Journal of Computers (JCP), vol 1, August 2006
Summary: In this paper, the applicability of a number of well-known service discovery protocols in the context of networked sensor nodes is reviewed, and the concept of
treating low-power operation as a service is evaluated. This paper is based on previous
work and combines the Time-synchronous mode with a service-oriented framework. This
approach allows sensor nodes to perform node-to-gateway low-power operation transparently for users. This is achieved by combining existing low-power modes with dynamic
duty-cycle operation.
Contribution: My contribution to this paper was the low-power architecture that
was integrated with the Mulle’s service discovery protocols. Other contributions concerned implementation, testing, and evaluation of the proposed architecture.
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Paper F - A Power Management Architecture for Wireless Sensor Nodes

Authors: Jens Eliasson, Per Lindgren, Jerker Delsing, Simon J. Thompson, and Yi-Bing
Chen
Published: Proceedings of the 5th IEEE Wireless Communication and Networking Conference (WCNC 2007), Hong Kong, China, March 2007
Summary: The use of photovoltaic cells is a feasible alternative energy source for
networked sensor nodes. When properly used, energy scavenging may extend a sensor node’s operational lifetime substantially. An energy-aware task scheduler, the Task
manager, was implemented to perform run-time decisions regarding whether energyconsuming tasks should be issued, postponed, or canceled. The combination of the Task
manager with an advanced power supply unit resulted in a Power Management Architecture, which, together with the Time-synchronous mode, can enable a sensor node to
reach operational lifetimes in the range of tens of years.
Contribution: I invented the Task manager architecture and designed a power supply unit suitable for resource constrained networked sensor nodes. The system was tested
under real-world conditions outdoors in Australia in cooperation with Simon J. Thompson from Monash University in Melbourne, Australia.

4.1.7

Paper G - A Bluetooth-based Sensor Node for Low-Power
Ad Hoc Networks

Authors: Jens Eliasson, Per Lindgren, and Jerker Delsing
Published: Accepted for publication in Journal of Computers (JCP), vol 4/5 2008
Summary: This paper gives an overview of networked sensor nodes using Bluetooth,
including the Mulle platform’s low-power architecture and communication infrastructure.
The constraints imposed by the use of general purpose protocols and technologies can
be greatly reduced by exploiting characteristics of the communication scheme in use
and efficient and extensive use of available low-power modes. The Mulle, along with its
advanced power management architecture, is presented.
Contribution: I did the design and implementation of the proposed low-power architecture, including experimental measurements and performance evaluation.

4.1.8

Paper H - An Ad-hoc Sensor Network for Automotive
Testing

Authors: Jens Eliasson, Jan van Deventer, and Mathias Johanson
Published: Proceedings of the 5th IEEE Consumer Communications and Networking
Conference (CCNC 2008), Las Vegas, Nevada, USA, January 2008
Summary: This paper describes an ad-hoc sensor network based on the EISLAB
Mulle architecture in the context of vehicular testing. An ad-hoc sensor network can
be deployed rapidly, which is desirable for vehicle manufacturers. The Mulle embed-
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ded system, with support for the mDNS-SD (Bonjour) service discovery protocol, can
automatically browse and advertise services in a local network or on the Internet.
Contribution: I did most of the implementation, setup of the test environment, and
performance evaluation.
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Chapter 5
Conclusions
5.1

Conclusions

This thesis has resulted in an architecture for Bluetooth sensor networks. The architecture is composed of COTS-based EIS devices with multi-year lifetime, energy scavenging capabilities, and transparent low-power communication. The use of TCP/IP
and Bluetooth enables interoperability with existing infrastructures, such as the Internet, and mobility when using Bluetooth-equipped mobile phones as access points. Users
anywhere in the world can access sensor nodes of interest regardless of node location,
which can enable a wide range of new application areas. Since Bluetooth and IP are,
however, general-purpose technologies, and thus not designed to be used on resourceconstrained networked sensor nodes, this thesis has focused on implementing low-power
design methodologies. The proposed methods are capable of drastically extending a
sensor node’s operational lifetime while also minimizing the limitations imposed on the
communication architecture.
Contributions of this thesis have been largely in the following areas:
• Low-power design. The use of general-purpose technologies and protocols can limit
the use of low-power modes; therefore, the investigation of how low-power modes
can be applied to standardized protocols has been an important part of this thesis.
The use of duty-cycling can prolong a node’s operational lifetime at the expense of
increased communication delay, but, when operational lifetimes in the range of tens
of years are required, traditional low-power techniques might not be sufficient. One
interesting solution is to have sensor nodes scavenge energy from their environment.
At the same time, enabling sensor nodes to be both energy- and context-aware can
result in a drastic improvement of system operational lifetime. Experimental tests
performed on a COTS-based EIS device using the low-power design methodologies
presented in this thesis indicate that the operational lifetime can reach months or
even years when using standardized Bluetooth profiles and the TCP/IP protocol
suite.
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• Interoperability. The use of well-known protocols and technologies (i.e. TCP/IP
and Bluetooth) enables sensor nodes in a Personal area (sensor) network to communicate with a large number of standard consumer devices, such as mobile phones,
PDAs, and computers. This allows sensor data to be transmitted to users anywhere in the world. Sensor nodes can be fully mobile and continue to operate,
even in rural areas. This is beneficial in health care, military, and sport monitoring
applications.
• Service-oriented low-power architecture. The approach of treating low-power operation as a service enables transparent integration of networked sensor nodes in a
PAN and standard applications. The Mulle platform utilizes an activation schedule
for duty-cycle control, allowing it to distribute information about its next activation to remote peers. Users can automatically detect when a node fails to go online
according to its schedule and can then take appropriate measures, such as replacing
faulty nodes or exchanging drained batteries.

The research results from this thesis have shown that it is feasible to utilize standardized protocols on resource-constrained COTS-based wirelessly networked sensor nodes,
which answers the main research question Q1 in section 1.1.2.
It is also confirmed that EIS devices can achieve an operational system lifetime in
the range of months to years with a volume of less than 10 cm3 while still enabling
interoperability with standard consumer devices. This answers research question Q2.
To address the third research question of how transparent low-power operation can
be achieved, EIS devices use a service-oriented architecture combined with distributed
duty-cycle control. The approach of treating low-power operations as services thereby
enables users to transparently access sensor nodes.
An architecture using technologies normally found on PAN devices has been successfully implemented for wireless networked sensor nodes. This has been achieved with
an operational lifetime in the range of months to years using commercially available
components. The aim of this thesis has thus been achieved successfully.

5.2

Future Work

One issue that needs further investigation is the scalability of Bluetooth sensor networks.
The scatternet support in the Bluetooth specification is not suitable for multi-hop networks today, and this issue has be addressed. Other solutions could also be implemented
to enable Bluetooth-based sensors to create larger networks than what is feasible today.
One approach that could enable this consists of adding support for a broadcast channel,
which could be used as a wake-up radio and also enable formation of multi-hop networks.
IP has for a long time been the dominant network protocol throughout the world.
Much of its success comes from the fact that IP was designed to be independent of the
underlying network layer, thus making it robust and easy to use on a variety of different
network architectures. With today’s increasing number of wireless hand held devices
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such as PDAs, mobile phones, and laptops, it would be beneficial to add some network
awareness to IP in order to allow power saving modes to be more efficiently used. The
usage of NAT-PMP in this thesis can be a guideline for how low-power modes on wireless
links can be transparently utilized. The notion of treating low-power modes as services
might also be an interesting approach for more powerful devices, such as laptops and
PDAs.
Finally, one interesting idea that needs to be investigated further is the feasibility of
integrating dye-sensitized solar cells directly on a printed circuit board (PCB). This will
allow designers to use unused space, such as copper pours, on a node’s printed circuit
board as a solar panel, and hence further minimize system size.
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Embedded Internet Systems
M. Lundberg, J. Eliasson, L. Svensson, P. Lindgren

Abstract
A key issue in research around embedded Internet systems (EIS) is to reduce power
consumption. We envision EIS devices with lifetimes in the range of months or even
years. This calls for developing aggressive power management techniques with a high
degree of context awareness. As a first step towards this goal we introduce a design
methodology for making context aware power optimizations of EIS. The presented design methodology which is verified by experimental results is a promising first step in
prolonging operating time of battery powered wireless EIS.

1

Introduction

The power consumption of embedded Internet systems (EIS) is an important research
issue. Reducing the power consumption is especially important for battery powered devices. Our goal is to prolong the operating lifetime of battery powered EIS devices. To
achieve this we need to develop aggressive power management techniques with a high
degree of context awareness. As a first step towards this goal we introduce a design
methodology for making context aware power optimizations of embedded Internet systems. The proposed approach is to first analyze the components of the system to extract
their power/performance characteristics. The next step is to make a trade-off between
the application requirements and the power characteristics of the system. After that the
context aware power optimizations are implemented and the results are verified through
experimental measurements. To demonstrate this methodology we apply it to a typical
embedded Internet system. The system consists of a microcontroller, a generic interface
used to attach sensors and a Bluetooth module for wireless communication. The generic
interface allows for a wide variety of sensors to be attached to the platform. Some examples of sensors that are used with this platform are in the area of mobile medical
applications and in sporting events, which includes pulse oximeters and accelerometers
[1][2]. Pulse oximeters are used to measure pulse rate and blood oxygen saturation and accelerometers are used for monitoring movement of the person under care. The Bluetooth
module makes it possible to communicate with the sensor system either locally using
a handheld computer or remotely by routing the traffic onto Internet via a Bluetooth
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Figure 1: Wireless EIS platform (57 x 27 mm).

equipped cell phone or a Bluetooth access point. The platform features a lightweight
TCP/IP stack and a web server. This enables the data from the sensor to be viewed
using a standard web browser. The outline of this paper is to first describe the system
used as an example, this is done in section 2. In section 3 the system is characterized
to find possible power optimizations. Section 4 discusses the power/performance tradeoffs involved in making power optimizations. Section 5 describes the experimental setup
and the results are discussed in section 6. Section 7 holds the conclusion and section 8
describes future work.

2
2.1

System Description
Hardware Platform

The wireless EIS sensor platform is representative for a wide range of wireless embedded
system. An IO-interface for interaction with the surroundings, a microcontroller for data
processing, a unit for wireless communication and batteries as power supply.
For interaction with its surroundings, the EIS platform uses an RS232 serial interface,
component J2 in Figure 1. The interface makes it possible to send and receive data
or control signals both to and from a connected sensor. Since RS232 is a widespread
standard it is possible to attach a wide range of both custom made and commercially
available sensors. The microcontroller used on the platform is a 16-bit low-power singlechip component manufactured by Mitsubishi/Renesas (component U3 in Figure 1) [3]. It
features 256 kB FLASH and 20 kB RAM as on-chip memories. It requires a supply voltage
of 2.2 to 3.6 V depending on configuration and clock frequency. In our system a 4.608
MHz crystal oscillator (component X1 in Figure 1) is used as external clock source, even
though the microcontroller has capacity to be clocked up to 10 MHz. A second 32.768
kHz oscillator is used as sub-clock source that can be used when the microcontroller is
operating in low-power mode. The microcontroller has several other features such as
AD and DA converters, programmable IO ports and a CRC (Cyclic Redundancy Check)
calculation circuit. The means for wireless communication is Bluetooth, a standardized
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Figure 2: Software architecture.

radio technology suitable for portable devices. The Bluetooth module used is a Mitsumi
Bluetooth single-chip class 2 unit with integrated antenna (component BT1 in Figure
1) [4]. It has a nominal range of up to 10 m (at 0 dBm) and requires a power supply
of 1.8/3.3 V. The module is compliant with Bluetooth version 1.1 which, among other
things, implies that it has support for different power save modes [5]. Besides the obvious
HCI interface to the Bluetooth software stack, parts of the upper layer of the software
stack can be run on-chip in the Bluetooth module. More specifically this means that the
L2CAP-, SDP- and RFCOMM-protocols can be provided by the module, thus reducing
the load on the microcontroller[figure 2]. Finally, the Bluetooth module has a number
of external interfaces, including UART- and USB-interfaces. Requirements such as small
size and low weight are often in conflict with requirements of long battery lifetime, leaving
the choice of type and size of batteries an open issue. In our experiments the EIS sensor
platform was supplied by two rechargeable AAA 1.2 V Ni-MH batteries in series with a
total capacity of 600 mAh. A DC-DC converter is used to step-up the voltage to supply
the microcontroller, while the Bluetooth module has a built-in voltage regulator.

2.2

Software Architecture

The software required in the sensor platform is naturally application dependent, but by
complying with the principle of IP all the way, the need for proprietary protocols can be
reduced to a minimum.
The software architecture of the EIS platform is shown in Figure 2. The protocols
handled by the Bluetooth module together with the protocols in the lightweight Bluetooth
stack (lwBT) and the lightweight TCP/IP stack (lwIP) makes it possible to communicate
with the application using a standard web browser [6][7]. As a result, when new types
of sensors are attached to the EIS platform, only the application software needs to be
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updated. Both lwBT and lwIP are small independent implementations of the Bluetooth
and TCP/IP protocol suites, respectively, with focus on low resource utilization and at
the same time providing full functionality.

3
3.1

System Characterization
The Bluetooth Module

The Bluetooth standard speciﬁes, besides active mode, three special modes: Sniﬀ, Hold
and Park that can be used to save power. When one of the special modes is used
the module is powered down for certain intervals. Instead of using the active mode
considerable power savings can be done. The power consumption is speciﬁed to be up to
108 mW in active mode. No power consumption values were speciﬁed for the Bluetooth
module for the power save modes. But when we measured power consumption for the
module in Idle-mode it was 9 mW. This shows that there are considerable power savings
to be done using the Sniﬀ mode.
Sniﬀ Mode: When Sniﬀ mode is being used the Bluetooth module is powered down
and only wakes up periodically to send or receive data. The number of timeslots
the module sleeps can be set between 1 and 65535, where each timeslot is 0.625
s.
ms. This sets the sleep time to a value between 0.625 ms and 40.9ás.
Hold Mode: Hold mode is very similar to Sniﬀ mode, but Hold mode is non-periodic.
The module sleeps for 0.625 ms to 40.9 s and then wakes up. While sleeping the
module keeps the AM (Active Member) address it was assigned.
Park Mode: Same as Hold mode but the device looses its AM address. The sleep interval can be set dynamically which makes it possible to adaptively change the sleep
interval as the systems context changes. Another option to make the Bluetooth
module more power eﬃcient is power control. Power control is used to adjust the
signal strength of the radio transmission.

3.2

Characterization of the Bluetooth Module

To characterize the Bluetooth module some measurements where made. The measurements using Sniﬀ mode shows that in some cases signiﬁcant power savings can be made.
The characterization was made with data transmitted using TCP/IP as that was the
chosen protocol suite for the sensor system; this was done to get a representative result.
The measurement results in ﬁgure 3 shows that allowing the module to sleep for less
than 100 timeslots actually increase the power consumption compared to not using Sniﬀ
mode. And that if the module sleeps for more than 700 timeslots the power consumption
levels out towards 10 mW. Using sleep interval longer of 2000 or more will result in a
PPP time out. No characterization of transmission power control was made.
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Figure 3: Power consumption depending on the number of time slots the module sleeps in Sniff
mode.

3.3
3.3.1

The Microcontroller
Wait Modes

The microcontroller has three operating modes: Normal Operation Mode, Wait Mode
and Stop Mode [8]. The two later can be used to save power. Instead of allowing the
micro-controller to run at full speed when no useful instructions are being performed,
the microcontroller can be powered down.
Normal Operation Mode: The microcontroller operates with a system clock, generated by either the main clock or the sub-clock. The internal peripherals operate
with individually configured clocks.
Wait Mode: The microcontroller core stops its operation in this mode but oscillators
are not affected. This mode is initiated by the WAIT instruction and the microcontroller returns to the normal operation mode upon receipt of an external interrupt
request or a hardware reset.
Stop Mode: All oscillators stop in this mode. As a result, not only the microcontroller
core but also all internal peripherals stop operating. The microcontroller returns
to the normal operation mode upon receiving an external interrupt request or a
hardware reset. Resuming from Stop mode can take up to three seconds.
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Normal Mode Wait Mode Stop Mode
48 mW
30 mW
23 mW
Table 1.1: Power consumption depending on microcontroller operating mode.

4.608 MHz
38 mW

2.304 MHz
21 mW

Table 1.2: Power consumption depending on operating frequency.

3.4

Characterization of the Microcontroller

In table 1.1 below the characterization measurements for the microcontroller are shown.
The value represents the microcontroller power consumption in Normal, Wait and Stop
mode.
3.4.1

Frequency Reduction

The dynamic power consumption of digital circuits scale linearly with the frequency as
shown in equation 1 where P is the dissipated power, c is the switched capacitance, V is
the voltage and f is the switching frequency.
P = cf V 2

(1)

Originally the microcontroller was clocked with the main clock from a 4.608 MHz
crystal. An internal clock divider can be used to lower the used clock frequency to 2.304
MHz and thereby the power consumption for the microcontroller can be reduced to almost
in half, while maintaining functionality. If the microcontroller has a context dependent
load it is possible to dynamically adapt the operating frequency as the context of the
system changes. The power consumption reduction can be seen in the measurements in
table 1.2 below. The reason that the reduction is not quite 50% is that not all parts of
the microcontroller are clocked by the main clock and hence their power consumption is
not dependent of the frequency.
3.4.2

CRC Calculations

A significant part of the calculations involved in sending PPP packets over RFCOMM
is to calculate the CRC checksums. Analyzing the examined system with a profiling
tool shows that the CRC calculation is one of the most time consuming routines. The
microcontroller has a dedicated circuit for performing CRC calculations. Using the CRC
circuit gives approximately 4 times speedup compared to a CRC calculation in software.
The time saved by using the CRC circuit can be used to power down the microcontroller
or reduce the frequency and thereby save power.
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Transport Layer Protocols

The two main transport layer protocols are TCP and UDP, the most significant difference
between the two is that TCP is a reliable protocol meaning that all data sent is guaranteed
to reach its destination while UDP uses a ”best effort” approach. TCPs higher service
level comes at the cost of sending ACKs and retransmissions that have a negative effect
on the system power consumption.

4
4.1

Application Requirements
The Bluetooth Module

The power consumption of the Bluetooth module can be reduced by using Sniff mode.
However if the sensor application generates heavy traffic, the bandwidth requirements
might restrict the possible Sniff interval settings as Sniff mode limits the bandwidth. If
the application is dependent on fast response times, a long sleep interval will also have a
negative impact on the systems performance. If the bandwidth requirement of the system
varies it is beneficial to adapt the interval setting depending on the current bandwidth
requirement. In the system used as an example the bandwidth requirement is such that
an interval setting higher than 200 time slots results in packet loss.

4.2
4.2.1

The Microcontroller
Wait Mode

Allowing the microcontroller to sleep when it is idle is a good way to reduce power
consumption. In some cases a real time operating system will use hardware timers which
cause interrupts that will wake up the microcontroller; in such cases the gain of using
Wait mode is insignificant. In applications that demands quick response times it is not
wise to use Wait or Stop modes as they can severely increase the systems response time.
4.2.2

Frequency Reduction

In applications where the response time is important or where the real time operating
system makes Wait mode an inefficient way to reduce power consumption, frequency
reduction can be used. When reducing the frequency of the microcontroller it is vital to
analyze the system to make sure it is still able to fulfill its real-time constraints.

4.3

Transport Layer Protocols

When choosing protocol for the transport layer it is important to look at the application,
if some data loss is acceptable UDPs ”best effort” delivery can give some power savings.
This power save comes from not having to send ACKs and retransmissions. In application
where data loss is not accepted TCP guarantees the delivery of data at the expense of
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Figure 4: Power Consumption (mW) of the sensor system depending on Bluetooth Sniff interval.

slightly higher power consumption. When connecting the sensor platform locally to a
handheld computer using only the Bluetooth link, the Bluetooth protocol stack ensures
that no data is lost so there is no need to use the TCP protocol. UDP is particularly
beneficial when Bluetooth Sniff mode is used as it save bandwidth so the Sniff interval
can be prolonged.

5

Experimental Setup

The experimental setup consists of a SourceMeter from Keitley named 2400, it was used
as voltage source and the current drawn by the device under test was measured. The
SourceMeter was controlled via a GPIB interface and the measurements were analyzed
in Matlab. The characterization measurements of the Bluetooth module were made with
the module isolated on a private printed circuit board [9].

6

Low Power Optimizations and Experimental Results

As a final step the proposed power optimizations are tested on the full system equipped
with a pulse sensor from Nonin.
The final tests presented in Figure 4 shows a good correlation with the characterization results in Figure 3. However the improvements are not as clearly seen in the final
measurement, as the measurement is done on the whole system including a pulse sensor.
The sensor application was written to maximize performance when sending data.
To achieve this Wait mode could not be used, so no reduction in power consumption
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Sending Data
Idle

Wait Mode No Wait Mode
122 mW
30 mW
92 mW
113 mW

Table 1.3: Power consumption of the Sensor system depending of Wait mode usage on the
Microcontroller.

could be seen while the application was sending data. However in situations with lower
performance requirements Wait mode can be efficiently utilized

7

Conclusion

Several conclusions emerge from the presented design methodology. Our experiments
show that by using the Bluetooth power save modes the power consumption of the module
can be reduced by up to 50 %. By controlling the power save modes adaptively this can
be achieved with sustained performance. As shown by our measurements the power
consumption of the microcontroller approximately scales linearly to the clock frequency.
By dynamically controlling the clock frequency depending on the current load situation a
good power/performance trade-off can be reached. A real time operating system can be
an impediment when making power optimizations as it does not give the system designer
full control over the hardware. The presented design methodology which is verified by
experimental results is a promising first step in prolonging operating time of battery
powered wireless embedded Internet systems.

8

Future Work

To further improve the characterization of the Bluetooth module it is suggested that the
available bandwidth for each Sniff interval is examined. In order to take full advantage
of the Wait modes in the microcontroller, it is necessary to make changes to the sensor
application. To reduce the required bandwidth IP header compression could be implemented. The dynamic power consumption scale exponentially with the supply voltage
according to equation 1, hence it is possible to reduce the power consumption of the
microcontroller significantly by applying an adaptive approach that reduces the supply
voltage when the frequency is lowered. By moving some of the Bluetooth protocols from
the microcontroller to the Bluetooth module, it is expected that the power consumption
will be reduced since the built-in microcontroller-core in the Bluetooth module is using
a lower supply voltage than the microcontroller.
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MULLE: A Minimal Sensor Networking Device Implementation and Manufacturing Challenges
J. Johansson, M. Völker, J. Eliasson, Å. Östmark, P. Lindgren, J. Delsing

Abstract
Network connected sensors are today increasingly used in the industry. In cases where
these sensors also are equipped with computational and ad-hoc networking capacity they
can form a system for ambient intelligence. To make such a system cost-effective and
easy to install it is important to avoid cabling, thus setting requirements for battery operation and wireless communication capacity. In this paper we discuss the perspectives of
wireless networked sensors using standardized Internet communication. We also present
the design of a minimal CPU / communication unit designed for this purpose. The size
of a complete unit is (25x23x10) mm including battery supply. The use of advanced PCB
manufacturing and bare die mounting techniques allows hosting of a Bluetooth chipset
and a microcontroller, as well as a number of other SMD components. On-chip software
includes a full web server, TCP/IP and Bluetooth communication stacks. The choices
and design trade-offs for the system are discussed, and the future use together with compact ultrasound industrial sensors and health monitoring systems is briefly presented.
Keywords Embedded, Internet, EIS, Bluetooth, TCP/IP, sensor.

1

Introduction

Sensors and actuators are widely used devices in various system implementations. Devices that are intelligent and accessible to the Internet open new possibilities for system
fault detection, control, maintenance and support. We approach this challenge by the
development of an Embedded Internet System (EIS) architecture for small mobile devices. This architecture comprises three major components. First, very light-weighted
sensor/actuator devices with embedded communication capability. Second, the mobile
connection of such devices to the global Internet in a simple and cheap way. Third,
ad-hoc Internet networking of such devices.
The above criteria spans a huge design space. By basing design choices on today’s
state of the art technologies, feasibility studies and proof of concepts can be conducted in
order to provide working solutions as well as gather deeper understanding of the underlying problems. The evolution of embedded microcontrollers with onboard memory and
interfaces have rendered a wide selection of suitable building blocks for networked sensors
[1, 2, 3]. Providing mobile access to the global Internet states a number of challenges with
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respect to sensor network communication, global Internet access and deployment of suitable communication protocols. Over the last years, Bluetooth has emerged as a standard
for short-range radio communication [4]. By the use of protocols and profiles, devices
can identify services and create networks in an ad-hoc manner. In this way Bluetooth
can provide communication means for networked sensors applicable today. Furthermore,
the increasing deployment of Bluetooth technology in Internet connected consumer electronics, for example GPRS/UMTS mobile phones, handheld computers and Bluetooth
gateways, opens up an ambient communication infrastructure viable today. Both simplicity and cost are key issues for global Internet access of networked sensors. Deployment
of proprietary protocols for the communication is precluded as it would imply custom
configuration of the access point(s), e.g. mobile phone or Bluetooth gateway. Instead we
seek a more general solution to the problem relying on standardized protocols. Communication cost is largely determined by the access technology, GPRS/UMTS traffic is likely
to have a higher per-byte cost than traffic intermediated to a wired gateway. Hence, we
seek a communication solution that can seamlessly roam between access technologies to
provide cost effective access to the global Internet.
In this paper, we demonstrate the feasibility of EIS architectures by applying state of
the art design and manufacturing techniques in the development of MULLE; a minimal
light-weighted EIS sensor platform with processing and communication capability. The
implementation is described in detail, and some possible applications are briefly discussed.
The embedded application and standardized TCP/IP communication software is designed
for minimal CPU and memory usage. The mobile connection to the global Internet is
made via a Bluetooth enabled GPRS/UMTS mobile phone. Thus, by giving EIS devices
a Bluetooth communication channel it is possible to tunnel the EIS sensor communication
through a mobile phone nearby the sensor. The ad-hoc networking is achieved through
Bluetooth piconet technology together with the NAT protocol providing IP-addresses to
the EIS devices [5]. Thus, the solution makes it possible to in an ad-hoc manner connect
an infinite number, in theory, of EIS devices to the Internet using a single mobile phone.

2

Evolution of Networked Sensors

Today devices such as sensors and measurement instruments are widely used to get systems working. These devices have the capability to communicate data by either a display
or some electronic data communication means. For a long time most sensor communication schemes deployed were point-to-point communication like RS-232 or current loop. In
the 1980’s instrumentation busses like the IEEE-488 standard [6] was developed. Later
came the Fieldbus standard targeting sensors, actuators and instrumentation in industrial environments with tight real time requirements [7, 8]. Other approaches are the ASi
standard [9] targeting sensor communication and the IEEE 1451 standard [10, 11] targeting the conversion of low level communications like RS-232 and current loops to a bus
structure. However, all these approaches make data available only to a few predetermined
users.
Based on these types of standards we now see the evolution of virtual measurement
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environments. By the adoption of Internet technology to these virtual environments,
sensors and actuators become available to users worldwide. Internet access is often
implemented by the connection of sensors, actuators or other devices to a base unit
(large server) on which a gateway application is running that enables the device(s) to be
visible on the Internet [12, 13, 14, 15]. Applications where such architectures are applied
are found around the measurement of medical quantities, see for example [16, 17, 18].
The large server architecture suffers from the need to develop a specific application
that is capable of communicating with the connected devices, e.g. the Mobihealth BANware [18]. Such a base unit is required to have the hardware communication capabilities
that enables the device communication. To make sensors mobile in this architecture it
is possible to use suitable radio or optical communication. However, the access (radio or
optical) infrastructure has to be built for the particular case.
Massively distributed systems is a well established research area in the realm of computer engineering. Results naturally apply to sensor networking. Examples of interesting
papers that give an overview of requirements and problems are [19, 20, 21]. Here we also
find examples of sensor networking that requires less computational resources, e.g. the
Time Triggered Architecture investigated in the car industry [22, 23]. The, so far, most
challenging and ground breaking ideas on small device networking is the electronic dust
project from Berkeley [24, 25, 26]. However, in all these cases the sensor networks utilize
non-standard or proprietary protocols. Substantial work has been made on the networking problem related to massively distributed sensors, e.g. [27, 28]. Power consumption
issues are critical in the design of small networked sensor devices. There are a large
number of papers targeting this field, e.g. [29, 30].
For the future we project that many, if not all, sensors and measurement devices will
be given the capability to act on its own as a node in the public Internet. This is achieved
by embedding the Internet communication capabilities into the device itself. This will
be possible even in very light-weighted devices. Recent achievements in the direction of
light-weighted Embedded Internet Systems (EIS) can be found in [31, 32, 33, 34]. White
papers from market research institutes predict similar developments, particularly in the
machine to machine (M2M) business [35]. The EIS architecture provides new means to
distribute data to users worldwide. In turn this may lead to new applications and ways
of doing business. Of course this will also give rise to new problems; technical, legal as
well society oriented.
We envision ambient intelligent environments with an infrastructure based on heterogeneous IP-enabled devices. These devices may range from simple sensors and actuators
with minimal hardware resources for consumer electronics to large heavy duty devices
with major hardware resources available, all accessible over the Internet. The ultimate
solution would be to have an architecture where sensor and actuator devices can connect
to an application using an existing access network in an ad-hoc manner. Furthermore,
the devices should declare their functionalities and capabilities to any user or application
that is allowed access to the device.
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3

MULLE - A Platform for Networked Sensors

At EISLAB at Luleå University of Technology the development of various applications
requires a platform to form networked sensors and ambient intelligence as discussed in
the sections above. The evolution towards such an Embedded Internet System (EIS) has
been underway for a number of years. The most recent result has been named MULLE.
This section describes the requirements on the system, and the solutions chosen to reach
a working prototype.

3.1

System requirements

Based on the discussion above, a list of requirements for MULLE was created. In the
procedure to create the requirements list, effort was put to use solutions that where
actually realizable or already in use.
• Web server. The system should have memory capacity to host an on-board web
server.
• Communication. The system should be able to perform wireless communication.
• Time stamp. The system should be capable to time stamp events in real time.
• Size. The system size should be maximum 25x25x5 mm without battery supply.
• Battery supply. The system should be possible to supply from various battery
types, ranging from one single LI-Poly cell to 4 series connected Ni-MH or Ni-Cd
accumulators. This sets the nominal supply voltage range to (3.6 - 4.8) V.
• Low Power. Focus should be on low power consumption, with efficient power down
mode to conserve power.
• Analog I/O. The system should have capacity to handle analog inputs signals, as
well as to source analog output signals.
• Digital I/O. The system should communicate via digital serial I/O, for programming and connection of digital sensors. General purpose I/O should be available
for i.e. timer and interrupts.
• Power supply output. The system should provide power supply for externally connected sensors.

3.2

Hardware solutions

This subsection describes the hardware solutions used for MULLE. A block schematic of
the design is shown in figure 1.
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Figure 1: Block diagram of MULLE.

3.2.1

Digital core

The design is centered around computational and communication capability. The chosen
microcontroller is a Renesas M16/62A (M30624FGA). It is a 16-bit architecture with
20 kB RAM and 256 kB flash ROM on chip memory as well as on chip 8-10 bit analog
I/O. The component was made available to EISLAB as bare die, enabling the use of
Chip-On-Board (COB) mounting to reduce the size of the circuit board. The footprint
of the M16 layout including bondpads and bond head working area measures (13x13) mm,
to be compared with a foot print of (19.5x25.5) mm for a standard M16 in fine pitch
package. A 10 MHz ceramic resonator provides clock signal to the M16. Real time clock
as well as reset logic and extended non-volatile memory is provided in one single chip,
the Xicor X1288. Although the chip was unavailable in bare die format, the integration
of all functionality in one single chip allows a space and power efficient solution. The
X1288 provides 256 kbit of non-volatile memory and connects to the M16 via I2C serial
interface. The real time clock in the X1288 requires a 32.768 kHz crystal. The X1288
provides a selectable sub clock to the M16, which can be set to 32 kHz, 100 Hz, or 1 Hz.
Programming of the M16 is made through a serial interface which is routed through the
main 26 pin I/O connector.
Bluetooth is chosen for wireless communication. The used module is a Mitsumi
WML-C10AHR, which is a Class 2 Bluetooth unit with integrated antenna [36]. The
footprint area of the module is (19x14) mm. Communication to the M16 is done via
serial interface. No external components apart from one decoupling capacitor is needed
to get a functional module. Configuration of the module is made via a serial peripheral
interface (SPI) routed to the main I/O connector.
Power supply is realized with a fixed 3.0 V linear regulator XC6204. All components
on the board will work down to 2.9 V if necessary. The choice of the relatively low
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supply voltage gives a fairly large headroom for load dependent supply voltage variations
from i.e. a LI-Poly battery. The drop-out voltage of the regulator is maximum 0.2 V
at 100 mA load current, which gives an absolute minimum battery supply voltage of
3.1 V. Initially a switched regulator was considered to increase efficiency at high battery
voltages. This option was however discarded due to concern over injection of switching
noise. Also, for the target battery supply of 3.7 V and board voltage of 3.0 V, even a high
efficiency switched regulator would not give significantly higher overall efficiency than a
linear regulator.
The digital interface for external connections contains serial connections as well as
peripheral functions like timer and interrupt pins. These are all connected to a main
26 pin I/O connector, which is shared between digital and analog functionality. The
digital supply voltage is also routed to the I/O connector. To increase the possibility
to save power, the power supply pin is routed through a switch transistor to give the
possibility to switch connected sensors off through the M16.
3.2.2

Analog interface

The board provides up to 3 single ended inputs for voltages between 0 and 2.5 V, and one
differential input routed via an instrumentation amplifier. The used differential amplifier
is housed in a standard 8-pin package, with one external resistor to set the desired gain.
This offers the possibility to decide on type of amplifier and gain during assembly of the
board. The default amplifier is an INA122 set to 10 times gain. The single ended inputs
as well as the output from the differential amplifier are all routed to the M16 integrated
A/D converter, which provides a selectable resolution of 8 or 10 bits. For a supply voltage
of 3.0 V the manufacturer recommends the use of 8 bits, which gives a maximum sample
rate of 357 kHz at a 10 MHz clock. Two on board voltage references are used, one 1.2 V
reference for the differential amplifier midpoint, and one 2.5 V reference for the A/D
converter. The M16 also houses two on chip 8 bit D/A converters. These are routed to
the main I/O connector together with the analog inputs and both reference voltages.
3.2.3

Board design

Traditional glass fiber FR4 substrate was chosen as carrier for the electronics. Another
choice would have been to use a ceramic substrate as carrier. The use of e.g. a Low
Temperature Co-fired Ceramic (LTCC) would yield similar line widths and isolation
distances as FR4. Additionally, passive components could be integrated in the substrate,
which also withstands a higher temperature range than FR4. For MULLE, the number of
passive components is fairly small, so this was not a decisive issue. Further, the foreseen
temperature range for MULLE is limited up to 85 o C, which is well within what can be
handled by the FR4. The board is a six layer design where two layers (no:s 3 and 4) are
dedicated for power supply. To minimize the area through-hole vias are avoided. Blind
micro vias connecting within layer 1 through 3 and layers 4 through 6 respectively are
used extensively. The minimum conductor width used is 150 µm, with minimum isolation
of 150 µm. Copper thickness is 35 µm on outer layers and 18 µm on inner layers.
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Figure 2: Both sides of a complete MULLE board with main components indicated.

In order for the serial programming of the M16 to work, a boot code must be parallel
programmed into the integrated flash memory. The manufacturer normally loads this
basic program only after packaging. As the M16 on MULLE is mounted as bare die,
the board has to provide a one-time parallel programming interface. The additional
programming connections are made using two removable break-off board parts. Each
of these parts contains a 20 pin edge connector which is removed after programming.
The needed on-board reconfiguration of several interconnections is made by wire bonds
after first-time-programming. Apart from the removal of several bonds from the M16,
also additional bonds are made on the board to provide zero ohm connections after the
completed parallel programming sequence. The M16 chip is glued to the board with heat
curing epoxy. After curing, the chip is connected to the board with 25 µm gold wire
bonds. To facilitate good bonding adhesion the board is covered with chemical Ni/Au.
After completed bonding the M16 and all zero ohm bond connections are covered with
a glob-top. Photographs of the mounted board are shown in figure 2.

3.3

Software solutions

The software system running on the MULLE platform can be divided into three categories. At highest level, a generic sensor application resides responsible for the user
interaction as well as a web server providing the users with the interface (i.e. java applets) to the sensor application. Depending on the attached sensor, appropriate software
driver adapted for the interfaced sensor is linked during compilation. The application
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Figure 3: Overview of TCP/IP and Bluetooth stacks.

reads data either from the on-board AD-converter or appropriate digital I/O. The second
category is the network protocol stacks, used by the user application for network communication. Using the Internet Protocol (IP) for communication has numerous advantages
over developing proprietary protocols, e.g., inter-operability with existing systems, flexibility, and ease of maintenance. Running the TCP/IP suite on the MULLE platform
together with Bluetooth wireless technology, any Bluetooth enabled device may interact
through standard WWW-browser technology. Figure 3 gives an overview of the protocol
layers implemented, making it possible to create an ad-hoc network of MULLE platforms.
The last category is the real-time operating system, managing the system resources (excluding dynamic buffer memory which is managed by the TCP/IP and Bluetooth stacks).

3.3.1

Device driver

At lowest level, the software driver encapsulates the functionality required to communicate with the Bluetooth module or attached sensor. The upper layer stack (or userapplication) uses these functions to send Bluetooth (or sensor) commands and data
packets, and receive data packets and events. Internally, the driver for the Bluetooth
module uses one of the M16 UART channels. During normal operation mode of the
microcontroller, the device driver utilizes the direct memory access controller (DMAC)
to allow data to be sent directly to memory, hence relieving the CPU from the low level
work. However, this option to use the DMAC is not possible if the intention is to enter
any of the low-power control modes of the microcontroller and hence, the driver can also
interface the microcontroller UART peripheral directly.
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Protocol stacks

To be able to run the TCP/IP stack on the MULLE platform having limited resources, a
stack with focus on low resource utilization [37] has been used. For wireless communication, a Bluetooth stack [38] was developed, extending the TCP/IP stack with Bluetooth
access capabilities. Both protocol stacks share the same characteristics, e.g. utilizing
zero-copy of buffer data as data is passed through the various layers of the stacks. They
are also highly configurable e.g. memory usage for packet buffers, number of Bluetooth
clients allowed, which Bluetooth profiles (see below) to support etc.

3.3.3

Profiles

The Bluetooth standard defines a set of profiles for communication. For Internet connectivity, the LAP (LAN Access Point) and Dial-up-Networking (DUN) profiles are implemented. For highest mobility, the MULLE platform may use a mobile phone as a
wireless modem for connecting to a dial-up Internet access server. Selection of the profile
to be used is configurable, either one can be used depending of the targeted application.
It is also possible to configure the platform to operate in dual-mode, i.e. both acting as a
Data Terminal (DT) connected to a mobile phone while at the same time, act as a LAP
for other platforms.

3.3.4

Ad-hoc network

By deploying a number of MULLE platforms, they can associate in an ad-hoc manner to
form a network. To create an ad-hoc network, a control application on board utilizes the
built-in service discovery protocol of the Bluetooth stack together with profiles mentioned
above. The control application initiates an inquiry to search for other Bluetooth devices
in the close proximity providing access to a public network. The other device may be
a mobile phone with GPRS or a Bluetooth LAP, connected to a wired network. When
connected, the MULLE platform also makes the LAP service available, if configured
to operate so, for other devices to connect to and thus creating a spontaneous private
network. Naturally, the communication protocol for the network is TCP/IP based, and
every MULLE platform acting as a LAN access point must be able to provide an IP
address to its peer. On-board, the IP address allocation is implemented by the NAT
layer [39], by utilizing one of the reserved address spaces for private networks [40]. The
NAT-implementation allows the MULLE platform to create a private network that shares
a single connection to an external network. Finally, the NAT implementation utilizes the
IP forwarding capabilities provided by the TCP/IP stack when needed.

3.4

Measurements
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3.4.1

Current consumption

System tests have been performed with MULLE set to various configurations to get
measurements of the power consumption of the system. For these measurements a 3.6 V
supply voltage source was used, and the mean current consumption of the system was
measured. The results for various configurations is summarized below. The measurement
data presented use different setups and software, and represent different usage scenarios.
This means that the measurements are not to be compared relative to each other, but to
be taken as indications on power consumption for various system tasks.
• Stop mode; 2.3 mA. All internal clock nets and external interfaces in the M16 are
stopped, and the CPU core is disabled. The Bluetooth chipset is set to deep sleep
mode. The M16 can be woken up by external interrupt only, e.g. from a timer on
the RTC or external reset. Stop mode is useful for longer periods of inactivity, as
the response time can be up to a few seconds.
• Wait mode; 14 mA. Clock nets and external interfaces are functional, but the CPU
core is disabled. The Bluetooth chipset is set to deep sleep mode. The M16 can be
woken up by internal as well as external interrupts.
• High frequency mode; 24 mA. The M16 is fully functional, with activity every clock
cycle. The Bluetooth chipset is set to deep sleep mode.
• Bluetooth mode; 35 mA. Bluetooth and M16 are active. Various tasks are performed
by the M16, with periods of wait state in between. The amount of data handled
by the M16 and transferred over Bluetooth is in the order of 1 kB per second.
• Full system mode; 51 mA. Same setup as for Bluetooth mode above, but includes
also current consumption for a Nonin Xpod 3012 format 2 sensor.
The conclusion is that large power savings can be implemented when a sensor application
does not require a continuous high bandwidth data stream. We have initially found a
few strategies to minimize the communication power needed. One is to send data in
batch mode storing data in the memory in the Real Time Clock. This memory is enough
to store three hours of data from a Nonin format 1 sensor [41]. When the memory is
almost full, the MULLE can connect via its Bluetooth interface to the Internet and send
all data to a central server. It can after flushing all data close the Bluetooth connection
and hence continue to execute at a low power mode. Another power saving strategy is
to not store and communicate all measured data unless data meeting for the application
certain or critical values are obtained from the sensor.
If the application does not demand continuous sampling the MULLE can deactivate
the sensor as well, and only have it active during data collection. When a network of
MULLE:s are connected to one GPRS-phone with Bluetooth/NAT, the NAT-clients can
reduce their operating frequency, and hence save power, while the NAT-proving MULLE
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operates a full speed to be able to handle a large number of clients. Another possible
solution to reduce the power consumption is to let a central server control each MULLE.
By the use of a control protocol the server can decide which MULLE:s to activate, and
what sensor data that are requested if the MULLE:s have multiple sensors. The server
can then remotely switch an attached sensor on and off. Yet one way to save power is to
use the sub clock for the M16. Unfortunately these measurements were not concluded at
the writing of this paper.
3.4.2

Temperature test

As the system shall be used in outdoor as well as indoor applications, it is of interest
to test the behavior over temperature. To do this, two types of preliminary tests have
been performed. The first involves a temperature cycle from room temperature down
to -20 o C, up to +70 o C, and back to room temperature in steps of 20 o C. Stabilization
time on each temperature was one hour. The second test was an overnight 16 hours test
at -20 o C. The relative humidity (RH) was not controlled in the tests, but monitored.
During the overnight test the RH was stable at 67±2%. The results of the temperature
tests were highly positive, with the system operating properly throughout the testing.
To simulate a real usage situation the MULLE was powered by a single 3.7 V Li-Ion
cell during the temperature tests. The chosen cell was a Varta LIC18650-22C WC, which
has a specified operating temperature down to -20 o C and a capacity of 2200 mAh. If
the system is not to be subject to low temperatures, Li-Polymer battery technology can
be used to provide very small dimensions. One example is the Varta LPP402025, with
dimensions of (25x20x4) mm and a capacity of 130 mAh. With this cell the complete
system is confined in a volume of (25x23x10) mm.

4

Applications

Applications for a system like MULLE can be found in a variety of situations in the
industry and in our everyday life. Two applications targeted within the research at
EISLAB are industrial ultrasound sensors and mobile health care.

4.1

An ultrasound sensor

Piezoelectric ceramic materials are widely used in ultrasound measurement systems. In
the industry, measurements include properties of suspensions and fluids, density, flow
etc. Traditionally these systems have a low degree of sensor and electronics integration.
They are built to be powered using a mains outlet, and data are transmitted to and from
the system with wires.
Ease of installation is one important factor in the cost picture of a measurement
system. Here, data and power supply cabling are cost drivers. If these could be omitted,
the system cost would be lowered. The removal of all cabling sets two requirements:
battery operation and wireless transmission of data. As one step towards these goals a
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Figure 4: Overview of the system used at Vasaloppet cross country ski event.

compact ultrasonic transducer has been developed at EISLAB [42, 43]. In the system,
the driver electronics is mounted as bare die directly at a piezoelectric disc. This gives
a system with small dimensions, low power consumption, and very good pulse control
possibilities. The target is to combine this transducer with MULLE to create a complete
stand alone ultrasound measurement unit. The MULLE can be cast into the backing of
a sensor or in other ways mounted adjacent to the transducer element.

4.2

Mobile health care

Monitoring of medical parameters often limits the mobility of the patient, e.g. to the hospital. Health monitoring in out-of-hospital conditions has been of interests to researches
and practitioners for a long time, but has been concentrated on health monitoring at
home. With wireless sensors, a patient could be monitored where the patient keep on
living their daily life. In previous work [44], experiments confirmed that within GPRS
coverage, a predecessor to the MULLE platform successfully provided Internet access
and was able to present data for on-line monitoring over the Internet. Furthermore, the
generic hardware platform enables us to attach a variety of sensors, not limited to sensors
measuring medical parameters. In a larger scale trial, a GPS receiver module and a heart
rate sensor (situated in a chest belt) was interfaced by EIS devices. The devices were
merged with a context-aware platform to give sport event viewers an enriched media
experience [45]. The system as illustrated in figure 4 was developed as a proof of concept, and demonstrated in real-life use at the Vasaloppet cross country ski event. By the
use of wireless ad-hoc networking and GPRS technology, sensor data such as heart rate,
position, altitude, and speed was transmitted to the context-aware platform Alipes [46],
which in turn presented the sport event viewer with a personalized view. Experiences
from such a large test provide valuable input for further directions in our research to be
conducted with the MULLE platform.
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5

Conclusions

A very light-weighted implementation of an Embedded Internet Sensor platform, MULLE,
has been described. It implements a complete ad-hoc sensor networking device with
TCP/IP and Bluetooth protocol stacks. The Internet communication is based on Bluetooth as the first uplink to the Internet. The final hardware size is 23x25x10 mm including
a small Lithium battery cell. The base is a 6 layer FR4 PCB, featuring 150 µm conductors with 150 µm isolation distance, buried micro vias and COB mounting of the
µP.
For the future, intermittent usage and minimization of data communication will be
investigated to reduce power consumption. For an even smaller implementation smaller
feature sizes will be used based on a sequential build up circuit board technology.
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Abstract
Wireless Sensor Networks (WSNs) consist of small, autonomous devices with wireless networking capabilities. In order to further increase the applicability of WSNs in
real world applications, minimizing energy consumption and size are important research
topics. A WSN node itself is a complex system consisting of numerous components,
and the energy consumption of the node depends heavily on the interaction between
its components and their respective operation modes. To develop a power consumption
model, we have investigated the power characteristics of a Bluetooth(BT)-equipped node
based on COTS (commercial off-the-shelf) components running standardized protocols
for communication. The characterization captures the transient behavior of the individual components as well as the dynamic behavior of the system as a whole. Although the
parameters of the model are derived for a specific node, the model and our conclusions
can be applied to WSN nodes in general. Based on our model the estimated lifetime of
a battery powered BT-equipped node can range from a couple of days to several months
depending on battery and usage. This result indicates that COTS based sensor nodes
can be used in a wide range of applications.

1

Introduction

Wireless Sensor Networks (WSNs) provide unique opportunities in environmental monitoring, industrial, health care, and military applications. WSNs are networks of several
small, autonomous devices equipped with wireless communication. Over the years, WSNs
has evolved from tiny data gathering networks [1] to functionally rich distributed systems
[2]. Comprehensive surveys on WSNs can be found in [3, 4] where different aspects of
sensor networking are discussed.
Minimizing energy consumption and size are important research topics in order to
make WSNs deployable. As most WSN nodes are battery powered, their lifetime is
highly dependant on their energy consumption [5]. In cases with hundreds of nodes,
changing batteries can be an almost unachievable task due to the sheer number of nodes.
Due to the low cost of an individual node, it is perhaps more cost effective to replace
the entire node than to locate the node and replace or recharge its battery supply. In
other scenarios the location of the node make battery changes infeasible; the node might
be physically inaccessible (as embedded into the hosting equipment), the node may be
located in an environment where human intervention is undesirable (such as a bird nest
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[6]), the node is situated in a dangerous environment (such as a chemical plant), or the
node resides in rugged unaccessible terrain.
An effective solution to prolong the operational lifetime of a node is to apply energy
scavenging methods such as solar technology [7], or vibrations [8][9]. Another approach
is to apply a local RF field to temporarily power an individual node in order to retrieve
data [10].
The work presented in this paper is based on COTS components and standardized
protocols for communication, in our case the microcontroller based platform MULLE
[11] featuring Bluetooth and TCP/IP communication. COTS based solutions provides
valuable insight of the underlying problems and serve as a basis for experimental work
and development of real world applications.
As wireless communication is one of the key issues for WSN nodes, the problem
of energy-aware routing has been the focus of recent research [12, 13]. We however,
investigate the power characteristics of an individual node in a single-hop network in order
to develop a power consumption model. The node itself is a complex system consisting
of numerous components. As the energy consumption of the node depends heavily on
the interaction between its components and their respective context (operation mode), it
is necessary to regard the transient behavior of the individual components as well as the
dynamic behavior of the system as a whole. To formally analyze a WSN node would be
intractable using today’s methodologies and tools. Component characteristics are often
publicly unavailable due to proprietary issues. Even if we could obtain such information,
there would still be a lack of formal methods for complex system analysis. So we ask
ourselves, given the complexity of a node, is it at all possible to derive a model of its
energy consumption. If so, will the model be robust, intuitive, and applicable?
To address this problem, we undertake an applied approach, based on real life measurements conducted for representative contexts (operation modes for the node as a
whole). In this paper we extend the general design methodology previously proposed in
[14], by developing a model for the MULLE node. Although the parameters of the model
are derived for this specific node, the model and our conclusions can be applied to WSN
nodes in general.
The outline of the paper is as follows; chapter 1 gives an introduction, chapter 2
describes the system setup, chapter 3 gives information on measurement setup, chapter
4 is a description of the characterization, chapter 5 explains the model, and the paper is
concluded with discussion and results.

2
2.1

System Setup
WSN Architecture

A WSN node consists of a sensor, a microcontroller (MCU) and a communication device.
The MCU acquires data from the sensor and transmits it using the communication device
either raw or preprocessed.
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Figure 1: MULLE: front and back.

2.2

Hardware

The MULLE, shown in Figure 1, is a wireless sensor node developed at EISLAB [15],
Luleå University of Technology. The physical size of the sensor node is 25x23x5 mm.
The batteries used are a selection of lithium or lithium-ion with capacity ranging from
120 mAh to 2200 mAh. It holds a Renesas M16 [16] microcontroller with 20 kB of RAM,
mounted as a bare die to save space on the PCB. The wireless communication device
chosen is a Bluetooth module [17]. The MULLE has a 3.0 V linear regulator controlling
the power supply. A real-time clock (RTC) is also integrated and serves several purposes,
it; provides the MCU with a sub clock, generates timer interrupts, and serves as nonvolatile storage. A 26 pin connector allows a multitude of sensors to be connected to the
MULLE using both analog and digital I/O’s.

2.3

Software

To give the node the possibility to use available communication infrastructure, such as
cellular networks and the Internet, all communication is performed using standardized
protocols. Contained in the highest layer of the software hierarchy (Figure 2) are the
applications; a generic sensor application which acquires and communicates data from
the sensor, and a web server. The web server provides the user interface for the sensor
application in the form of a Java applet. TCP/IP communications are handled by a
lightweight stack lwIP [18] and Bluetooth communications are handled by lwBT [19]. No
realtime operating system is used, all low level functionality is handled by an in-house
hardware abstraction layer. In [20] several data delivery models are presented. The data
delivery model used by the MULLE in this work is continuous, this means that data is
sent at a pre-specified rate. Between transmissions, the MCU and the BT-module sleep
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Figure 2: The MULLE software stack.

and only wake up to send data or store data for later transmission.

3

Measurement Setup

To capture the power consumption, a digital oscilloscope Tektronics TDS7254 was set up
to measure the voltage over a series resistor. The oscilloscope has a vertical resolution
of 8 bits with a gain accuracy of 2%. During measurement the oscilloscope has been
setup to use as much as possible of the available resolution. The resistor was chosen to
10 Ohm to get a reasonably large signal to measure while keeping the voltage fluctuation
over the MULLE low. The steady state current measurements were made with a digital
Sourcemeter Keithley 2400. As the voltage provided to the MULLE is held constant we
can calculate the power consumption. The Sourcemeter has a accuracy of 0.012% and a
resolution of 5 1/2 digits. In order to validate the derived model (presented in chapter
5) real world life time tests were made. To give the MULLE a lifetime in the range of
minutes, convenient for conducting repeated experiments, a capacitor was used as power
supply in a similar manner to [12].

4

Characterization

To make a complete characterization of the MULLE. The measurements were made on
three representative operating modes; sleep mode, data acquisition, and data transmission. These modes should apply to WSN nodes in general.
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Components
MCU + Regulator
Voltage References
Instrumentation Amplifier
Bluetooth module
Total Sum

Power
270 µW
470 µW
450 µW
270 µW
1460 µW

Table 3.1: Power consumption of different parts on MULLE in sleep mode.

4.1

Sleep mode

In order to reduce the power consumption, the MULLE utilizes the sleep mode whenever
possible. To investigate how much power individual components consume, measurements
began with only the MCU, and the basic components it requires to operate, such as the
RTC and voltage regulator mounted. The next step was to measure with the voltage
references mounted, the voltage references are used by the MCU internal AD converter.
The last component mounted was the instrumentation amplifier. The instrumentation
amplifier is used to give MULLE an analog differential input. The results of the measurements are shown in Table 3.1. This characterization shows that for the MULLE, the
sleep mode power consumption could be reduced from 1460 µW to 270 µW by introducing switches to completely power down the BT-module, voltage references, and the
instrumentation amplifier when they are not used.

4.2

Data Acquisition

To characterize the MULLE during data acquisition, measurements were taken when the
MULLE was reading analog values from a temperature sensor at a specific periodic rate
controlled by interrupts generated by the RTC. Figure 3 shows ten overlayed measured
activations. Each activation consists of the RTC generating an interrupt, the MCU
initiating and acquiring one sample. During characterization tests where made with the
MCU running at different clock frequencies. A comparison between 1.25 MHz and 10
MHz is shown in Figure 4. The tests showed that running the MCU at full speed (10
MHz) was most energy efficient. To fully take advantage of the reduced frequency an
accompanying reduction in supply voltage would be required. As the supply voltage could
not be adjusted the faster clock speed was preferred, allowing the MULLE to return to
the low power sleep mode earlier.

4.3

Data Transmission

To be able to characterize the data transmission, measurements were made when the
MULLE created a Bluetooth connection to a LAN-access point and sent 16 bytes of
sampled data. The by far most energy consuming component of the MULLE is the
Bluetooth-module, where most of the energy is spent during the connection phase. Sending of the actual measurement data only corresponds to about 1% of the energy used by
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Figure 3: Ten overlayed measurements of the MULLE power consumption when acquiring one
sample. At time a an interrupt is generated by the RTC and the MCU wakes up from sleep
mode and starts initialization. At time b the MCU switches from 1.25 MHz to 10 MHz and
acquires the sample. The MCU returns to sleep mode at time c.
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Figure 4: MULLE power consumption while running at 10 MHz vs 1.25 MHz. The total energy
consumption for these cases are 2.8 and 3.4 µJ respectively, obtained by integrating the above
curves.
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Figure 5: Ten overlayed measurements of the MULLE power consumption during a Bluetooth
connection

the Bluetooth-module during transmission.
In order to decrease the time required to make the Bluetooth connection, a fixed
Bluetooth address was used. By using this approach, there is no need to make a time
consuming Inquiry Scan before each connection. The recommended time for scans is set
to 10.24 s by the Generic Access Profile [21], so by reusing the previously used address,
the connection setup time is reduced and made more predictable.
In many cases, such as when using a mobile phone or LAN Access Point as the
Internet provider, the Bluetooth address will in fact remain constant over time. The
only occasion it is necessary to make an Inquiry scan is when the provider is no longer
operational, in which case the MULLE must find a new Internet providing device within
its vicinity. A Bluetooth connection starts by synchronizing the Master and Client clocks.
The next step is to set up an ACL radio link. When the ACL link is established, the
power consumption initially fluctuates, leveling out at around 0.17 W, as seen in Figure
5.
The next steps involve setting up L2CAP, RFCOMM and PPP connections. All of
these steps are considered to only be data traffic on the ACL link and do not cause any
major variations on the power consumption.
When a PPP connection is established between the Client and the Master, TCP
traffic flows from the Master to a server on the Internet. Once all TCP data is sent, the
Master shuts down the ACL link causing all other layers to abruptly disconnect.
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Variable
Description
Psleep
Power Consumption while sleeping
Eacq
Energy Consumption while acquiring data
Econ
Energy Consumption for a connection
facq
Frequency of acquisition
fcon
Frequency of connection

Unit
W
J
J
Hz
Hz

Table 3.2: Expression description

Time between
Activations
1 ms
1s
>1s

10 sec
129 mW
127 mW
127 mW

Transmission interval
1 min
1h
24h
25 mW 4.5 mW 4.1 mW
22 mW 1.8 mW 1.5 mW
22 mW 1.8 mW 1.5 mW

Table 3.3: Average power consumption depending on time between activations and transmissions.

5

Energy Consumption Model

During characterization, the energy consumption for MULLE was measured in three
representative operating modes, based on these measurement the model was formulated.
The expression is given in Equation 1 with a description of the variables given in Table
3.2.
E = T × (Psleep + facq × Eacq + fcon × Econ )

(1)

This model describes the total energy consumption for the MULLE platform given
periodic data acquisition and transmission. It captures the complex interaction between
the hardware and software components and incorporates operation mode transitions. In
this way, the model provides the system designer with a simple tool that conceals the
complex system implementation when dealing with application development and system
dimensioning, e.g. battery capacity, sampling frequency and data aggregation.
Table 3.3 shows the average power consumption for MULLE depending on time in
between activations/connections. It is obvious from the results that the communication
interval has by far the most influence on energy consumption. To validate the model real
world life time tests were made. Preliminary results indicate a good agreement with the
model.
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Conclusions

Wireless Sensor Networks are gaining increasing interest, and can be useful for example
in; environmental monitoring, industrial, health care, and military applications. As
most of the nodes are battery operated the dominant constraint for WSNs is power
consumption. Due to the complexity of a WSN node, it is a difficult task to make a
formal analysis of the energy consumption. Instead, we derive a model of the energy
consumption by characterizing measurements, and we show that the model is robust,
intuitive and applicable by comparison between expression and real lifetime experiments.
The model is useful to target operational lifetime and modes of operations, and to
make design decisions to minimize energy consumption. The model can be used as a
design tool e.g. to;
• Estimate battery operating life, given activation and connection frequency.
• Decide the number of activations or connections for a certain battery capacity.
• Make decisions on battery capacity, given a requested lifetime.
The derived model has been validated experimentally with promising results, but the
internal resistance of the capacitance gives rise to voltage drops. This can cause the
MULLE to reset, so further refinements to the measurements are needed. The characterization of the MULLE indicates possible improvements, for example by switching off the
voltage references for AD conversion and power down the instrumentation amplifier and
the BT-module. Such modifications are projected for the next revision of the MULLE.
Future work also includes extending the model with support for routing costs in ad-hoc
sensor networks.
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Time Synchronous Bluetooth Sensor Networks
J. Eliasson, M. Lundberg, P. Lindgren

Abstract
Bluetooth-equipped wireless sensor nodes can be quickly integrated in small home
networks. These networks can be utilized e.g. for surveillance, home monitoring and
automation. Accurate time is an important factor for time-stamping of sensor data, encryption/authentication and it can also to used to implement time synchronous schemes
for low power radio communication. We argue that IP-based time synchronization, such
as various flavors of the NTP protocol, can be used with Bluetooth networks. This in
combination with a Service Discovery Protocol allows an efficient trade-off between energy consumption and communication delay, and provides easy integration with available
infrastructure. The proposed approach in this paper is well suited for smaller wireless
home networks, typically single-hop networks with access points that are always available. Our approach is verified by experiments performed on a COTS-based platform
using Bluetooth.

1

Introduction

In battery powered wireless sensor devices, the wireless communication usually dominates
the energy consumption [1, 2, 3]. Therefore, there is a need to minimize the number of
transmissions and reduce the time required to either make a transmission or to be listening
for incoming connections, as listening in some cases can be as costly as transmitting.
The device used in this paper is a COTS (Commercial Of-The-Shelf) based system. The
advantages with COTS-system is that the development time can be kept much shorter
compared to ASIC (Application Specific Integrated Circuit) based systems, even if the
ASIC systems can be made smaller and more cost efficient for large scale production.
In traditional Wireless Sensor Networks, communication between nodes are usually
performed using a low delay, customized radio system. By the use of high precision time
synchronization, it is possible to turn off the radio system when it is not used, without
adding extra communication delay. As shown in many studies [3, 4], time synchronization
solutions for traditional wired networks, such as IP-based synchronization protocols like
NTP or SNTP, are inappropriate for wireless networks where the radio systems require
fine granularity timing resolution for optimal performance. Instead proprietary hardware
and software solutions are often utilized for high resolution time synchronization [5]. A
clock error greater than the communication delay will severely degrade the performance
and hence increase the power consumption. Bluetooth provides a synchronized high
precision clock between two connected devices, that can be used for various low power
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Figure 1: MULLE overview

modes [1]. This clock can however not be used in situations where the Bluetooth module
is switched off or the link is disconnected. To overcome this problem, we propose a time
synchronization scheme based on TCP/IP. We believe that (S)NTP over a Bluetooth
network will provide sufficient time accuracy for a time scheduled communication scheme.
By embedding the time schedule into a Service Discovery Protocol, such as zeroconf [6] or
SSDP [7], the potential power reductions of scheduled communication can be efficiently
utilized.

2

The MULLE

The experimental platform used during the writing of this paper is the MULLE, see
Figure 1, a minimal embedded system with a bare die Renesas M16C/62 microcontroller
[8], with 20 kB of RAM running at 10 MHz, and a Mitsumi Bluetooth module [9] as
the main components. The MULLE has a number of digital and analog I/O’s, on-board
instrumentation amplifier and a real-time clock with non-volatile EEPROM. The MULLE
system is described in more detail in [10]. Previous papers by the authors, see [1] and [2],
described various techniques to characterize the power consumption under representative
modes of operation, and proposed ideas to minimize system energy consumption. To
further enhance the ability to save energy, two more protocol layers were added to the
lwBT Bluetooth stack. These two are BCSP [11], and BNEP [12]. BNEP is a replacement
for the RFCOMM and PPP layers in the old stack, see [2]. With the introduction of
these two new layers, more efficient low power modes can be introduced in the system as
shown in sections 2.2 and 2.3.
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Figure 2: MULLE software architecture

2.1

System Architecture

The MULLE software stack, see Figure 2, shows the usage of standardized protocols,
such as TCP/IP and Bluetooth. This approach eliminates proprietary communication
and radio solutions and thus allows interoperability with existing infrastructures; GPRS,
Internet or Bluetooth equipped devices. The two main components are lwIP [13] and
lwBT [14], lightweight IP- and Bluetooth-stacks, respectively. The MULLE does not use
any real-time operating system, instead a minimal hardware abstraction layer (HAL) is
used.

2.2

BlueCore Serial Protocol

BCSP [11] is used for communication between the microcontroller and the Bluetooth
module over UART or USB. It is more advanced than H4, the standard protocol for HCI
communication between a host and a Bluetooth module. BCSP handles retransmission
of lost packets, an important feature when using low power modes on both the microcontroller and the Bluetooth module since packets can be lost during sleep or wakeup
periods. BCSP also uses a Link Establishment procedure to detect if one of its peers
reboots. Link Establishment is also used to synchronize the microcontroller and the
Bluetooth module during booting.
BCSP allows access to any of the stack layers inside the Bluetooth module (see Figure
3), and it can also act as a 2-way communication link between the microcontroller and
the CPU inside the Bluetooth module, enabling applications executing on the Bluetooth
device to communicate with the microcontroller. BCSP is a proprietary protocol developed by CSR, and can, for now, only be used with Bluetooth modules equipped with
CRS’s chipsets.
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Figure 3: BCSP access to the software stack inside a CSR Bluetooth module

2.3

Bluetooth Network Emulation Protocol

BNEP [12] is used to transmit Ethernet frames over the L2CAP layer in the Bluetooth
software stack. The Bluetooth profile using BNEP is the PAN (Personal Area Networking) profile. PAN gives both an increase in bandwidth and lower complexity than using
the old LAP profile with PPP (previously used on the MULLE). PPP also has timers
that periodically transmits keep-alive packets between its peers. These packets will not
be transmitted when a link is in Hold or Park mode, and will cause a time-out, so PPP
cannot be used to save power or allow more than 7 devices in a piconet. BNEP however
does not rely on timers, and can therefore be used with Bluetooth low-power Hold and
Park mode, and is also more suitable for larger networks. A device using BNEP can have
any of the following three roles: PANU (PAN User), GN (Group Ad-hoc Network) or
NAP (Network Access Point). PANU is the role a node has when it is a client, while GN
and NAP are the two roles that are providing a network service. The difference between
GN and NAP is that a GN does not provide a connection to any additional networks
while NAP acts as a bridge to other networks, such as Ethernet or GPRS.

2.4

Requirements for power saving

To save power, parts of the system are powered down when they are not used, e.g. the
analog system, the Bluetooth module or the attached sensor(s). The power supply can for
this purpose be controlled by the microcontroller to switch off unused parts of the system.
One problem that arises is that the different parts do not wake up instantaneously, a
short time is required for them to boot up after being in a low power mode. This is
especially true for both the microcontroller and the Bluetooth module. Therefore, the
two parts must inform each other when they are able to receive data. By the usage of
the Link Establishment protocol provided by BCSP, this problem can be solved. Even
more flexibility is added by the usage of interrupts from the Bluetooth module to inform
the microcontroller about occurring events.

3

Modes of Operation

In the case of the MULLE system, the most energy consuming part is the Bluetooth
communication [1, 2]. The ideas proposed here have a potential to allow reductions on
energy consumption, while keeping the system response time low. This is accomplished
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by a combination of two operating modes that have been used previously on the MULLE,
passive and active mode. The new mode, called time-synchronous uses low granularity
time synchronization between nodes and an activation schedule to inform the ad-hoc
network of when each node will activate the Bluetooth module in the future.

3.1

Modes for power saving

Below follows an explanation of each mode, with advantages and disadvantages outlined.
Active: The node decides when to make a connection, either to a mobile phone, LAN
access point or to another node. This is the most energy saving mode since the
node never needs to waste energy by having the Bluetooth module on, except from
periodic transmissions. Even if this is the best mode from an energy point of view,
it is the mode with the highest delay since an outside user cannot obtain sensor
data until the MULLE decides to make a connection. A connection is typically
performed when a timer expires or data buffers starts to fill.
Passive: The node acts as a server, and listens continuously for incoming connections
from users, or other nodes in active mode. This is the most energy consuming mode
since the Bluetooth module needs to be powered on in listening mode the whole
time in order to accept incoming connections. This mode gives the lowest delay
since the MULLE is always ready to deliver its data to a user at any given time.
Time-synchronous: This mode uses a clock to control when the Bluetooth module is
active, i.e. it is a combination of the first two modes using synchronized system
clocks. The result is a compromise between energy consumption and delay. A node
in active mode that is programmed to transmit data one time each day can for
example enter passive mode a short period every hour. This will give a slightly
increased energy consumption but the delay decreases from 24 hours to 1 hour.
This requires that the system clocks are synchronized and that the clock drift is
sufficiently low. A requirement is also that all other devices that wishes to access
the node must have their clocks synchronized, as well as being notified what time
the node will enter passive mode. A notification scheme is therefore used between
all nodes to exchange information about their activation schedule. The MULLE
uses an Xicor X1288 Real-time clock [15] with programmable alarms to maintain
time synchronization. The listening duty cycle are typical in tens of seconds. This
is needed due to the long upper bounds on Bluetooth Inquiry Scans.
With the addition of a clock and a notification scheme of when a node will be online
the next time, energy consumption can be reduced while keeping the total delay low.
See Table 4.1 for a summary of the delay versus the system energy consumption for a
MULLE set to transmit its data one time per day. The reduction in delay is induced by
the Bluetooth module entering a listening mode for a period of one minute. The increase
in energy is caused by the slightly higher energy used by the module to be in listening
state.
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Figure 4: WML-C10 boot characteristics(10 overlaid curves)

By integrating the schedule into a Service Discovery Protocol, the network will not only
know what kind of services a node has, but also which operating mode it is in and when
these services will become available the next time. The protocol recommended by the
BNEP specification [12] for ad-hoc networks is zeroconf, but other protocols may also be
used, such as Bluetooth SDP [16] or SSDP [7].

3.2

Extra costs for Bluetooth module shutdown

When the Bluetooth module is not used, it will enter a low power mode, Deep Sleep, which
reduces the power consumption to 225 µW. To reduce this unnecessary consumption, the
Bluetooth module can be powered down between its active periods. This way the power
consumption can be reduced, but it also causes the need to boot up the Bluetooth
module before it is used. This procedure takes time and costs some additional energy.
Measurements performed, see Figure 4, indicates that the boot time for a WML C-10
is around 1.3 seconds, and the total energy consumption is 46 mJ. This corresponds to
nearly 3 minutes in Deep Sleep, which leads to the conclusion that it is better to stay in
Deep Sleep if the duty cycle is less than 3 minutes. In Figure 4, a reset is performed at
(a). The module has performed a complete boot at (b) and after a configurable delay at
(c), the module prepares for Deep Sleep. At (d), the module is in Deep Sleep mode.
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Time Synchronization

Time synchronization between nodes within an ad-hoc network, as well as with databases
on the public Internet can be achieved by a number of techniques. Three protocols are:
TP - Time Protocol [17], the more advanced NTP - Network Time Protocol [18] and
a simplified version of NTP, Simple NTP [19]. SNTP requires less computations than
NTP, and is hence more suitable for embedded systems. Many embedded systems use
wake-up radio systems [3] in parallel with the normal radio used for data communication.
That gives more flexibility and accuracy within the sensor network, however, by having
extra radio circuits, the size and cost of the system increases. Another benefit by using
standardized protocols such as (S)NTP is that any IP-enabled system, i.e. smart phones
or computers, can also function both as servers and clients, and finally; high precision
time servers on the Internet can be utilized in an efficient way. A sensor node equipped
with a GPS receiver can also act as a high accuracy (S)NTP clock server for all other
nodes in the local network. When a MULLE has received a timestamp, it will program the
Xicor Real-Time Clock [15] with the correct time information. This approach increases
accuracy and allows the MCU to be switched off without the need for re-synchronization.

5

Summary

By a combination of state of the art COTS components, efficient usage of low power
modes and a distributed time scheduling mechanism, it is possible to reduce the standby power consumption drastically. Our approach allows to efficiently trade off decreased
power consumption against the cost of increased delay. Standardized time synchronization protocols, such as NTP or SNTP, are not as accurate for the local sensor network
as dedicated hardware solutions, but have the advantages of utilizing time servers on
the Internet, and simplifies interoperability with other non-sensor nodes, for example
users with computers or smart phones. For embedded systems where size must be kept
minimal, the extra space required by a time synchronization / wake-up radio may be
unacceptable. The major problem with the proposed approach is that the network must
be aware of each node’s time schedule, and that the periods where the Bluetooth is in
listening mode must be kept fairly long, in order of tens of seconds due to the long upper
bound on Bluetooth Inquiry scans. Measurements performed on the MULLE embedded
system, see Table 4.1, indicates that a reduction in delay from 24 to 1 hour, a decrease
of 24 times, leads to only 2.5 times higher energy consumption. We also see that by
allowing a delay of 30 minutes (compared to passive mode), we can reduce the energy
consumption by 80%.

6

Future Work

One topic that needs to be investigated is to seamlessly integrate the time scheduling
mechanism into a standard Service Discovery Protocol, preferably zeroconf [6]. This
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Table 4.1: Delay vs. energy consumption during 24 h. with a one minute listen cycle each
period

Mode
Active
ts 1 hour
ts 30 min
ts 10 min
Passive

Energy [J]
0.9
3.2
5.5
15
69

Delay [h]
24
1
0.5
0.16
0

approach will enable users on the Internet as well as in the local network to both receive
and set the duty cycle of sensor nodes. The usage of GPS based time synchronization
is another way of obtaining correct time, and finally the precision of (S)NTP over high
delay radio links (GPRS, UMTS), must be further investigated. The usage of synchronous
Bluetooth data packets (SCO) with low delay and jitter may be used to decrease the clock
error between nodes. A mechanism for a sensor node to cache the time schedules of other
nodes in its vicinity may also prove useful.

7

Conclusions

The usage of small battery powered wireless sensor nodes have great potential for home
automation, monitoring and security. Two important requirements are low power consumption and low communication delay. The ideas proposed in this paper, achieves a
good compromise between these two requirements, while enabling interoperability with
existing infrastructure. The usage of standardized protocols, such as Bluetooth and
TCP/IP, makes integration with local IP-based networks as well as the Internet possible.
With the combination of clock synchronization and a time activation schedule, communication delays and energy consumption can be optimized. The activation schedule makes
the behavior of each node in the sensor network more predictable and delays can easily
be estimated. The proposed approach is well suited for applications such as home monitoring and surveillance, Personal/Body Area Networks and other situations where easy
integration with available infrastructure is an important requirement.
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Åke Östmark, Jens Eliasson, Per Lindgren, Aart van Halteren, and Lianne Meppelink

Reformatted version of paper originally published in:
Journal of Computers - JCP

© 2006, JCP 2006, Reprinted with permission.

119

120

Paper E

An Infrastructure for Service Oriented Sensor
Networks
Åke Östmark, Jens Eliasson, Per Lindgren, Aart van Halteren, Lianne Meppelink

Abstract

Emerging wireless technologies enable ubiquitous access to networked services. Integration of wireless technologies into sensor and actuator nodes provides the means for
remote access and control. However, ad hoc deployment of nodes complicates the process
of finding, selecting and using these in a meaningful way. The use of a service discovery framework enables nodes to present themselves and the resources they hold. In this
paper, we review the applicability of a number of well-known service discovery protocols
in the context of networked nodes. Multicast DNS and Service Discovery (mDNS-SD)
stands out with its auto-configuration, distributed architecture, sharing of resources, and
wide area access. For wireless battery operated and resource constrained nodes, we seek
to integrate SD and power management techniques. This leads us to a standards based
infrastructure for service oriented sensor networks where; 1) nodes collaborate in an ad
hoc fashion by using SD techniques to discover (and announce) resources locally and
over the public Internet, 2) nodes preserve power through aggressive utilization of low
power (sleep) modes, while yet being reachable for clients according to defined schemas,
and 3) clients may access and configure nodes, and (if possible) access sleeping nodes
by implicit wake-up procedures. To demonstrate the proposed infrastructure a complete
experimental setup has been devised featuring; Bluetooth enabled nodes, lightweight
implementations of mDNS-SD and communication stacks, Internet access through cellular/wired gateways, together with a public DNS server. Our experiments verify that
mDNS-SD can be effectively deployed on small wireless sensor and actuator nodes and
provides the basis of a service oriented infrastructure for low power sensor networks.
Index Terms: Service discovery, wireless sensor, sensor networks, activation schedule,
low power, ad hoc.
This paper is based on ”Service and Device Discovery of Nodes in a Wireless Sensor Network”,
by Å. Östmark, P. Lindgren, A. van Halteren, and L. Meppelink which appeared in the Proceedings of the IEEE Consumer Communications and Networking Conference (CCNC06), Las
Vegas, USA, January 2006. © 2006 IEEE.
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Introduction

Sensors are an integral part of our environment. Smaller chips, emerging wireless communication standards, and more capable sensors and actuators are pushing the development
towards wireless sensor networks. Wireless sensor networks are composed of multifunctional miniature sensor devices with limited processing and storage capabilities, that are
often battery operated, and interconnected with each other over wireless links. Over the
past years, networked sensors have received more attention in various sectors. One application area is a health Body Area Network (BAN), consisting of a network of sensors
carried by, and moving around with, the patient. The benefits from mobile (wireless)
monitoring in out-of-hospital environments have been the focus in several studies and a
number of prototypes have been developed e.g. [1], [2], [3], [4]. These systems incorporate a range of wireless devices with varying capabilities. Even though a small number of
nodes might be carried at the same time, the network of sensors may be configured quite
differently over time (e.g. depending on how the medical condition of a patient develops
over time). Another application area is environmental monitoring where networked sensors monitor various environmental parameters; e.g. water level, temperature, and wind
sensors can be deployed along a river bank, issuing automatic warnings in the case of
possible flooding [5], [6].
The common basis for the above application areas is the introduction of new sensors,
often constructed by various manufacturers. This requires a specific understanding of the
type of signal produced by the device and the proprietary protocol for communicating
with (and controlling of) the sensors. One such example is a lightweight pulse oximeter
sensor, providing either 3 or 375 bytes per second depending on configuration [7].
Furthermore, the deployment of a large number of sensor nodes complicates the process of finding, selecting and using these nodes in a meaningful way. And as already
mentioned, sensor nodes are also often battery operated and there is a trade-off between
node power and the cost of replacing the batteries in time. To bring together these
issues, we seek an architecture where: (1) nodes can be represented and presented for
applications through application oriented interfaces; (2) support of low power operation
to prolong sensor nodes’ operational lifetime; (3) access to nodes has to be as transparent
as possible (even in low power mode) thus enabling remote monitoring and control both
in an infrastructureless and in an infrastructure topology to support a wide variety of
applications.
We address the first issue by exploring a number of well-known established service
discovery protocols, which may be used to manage the complexity of sensor networks.
By using a service discovery protocol, it becomes possible to make sensor nodes and sensor data available to an application through application oriented interfaces. Multicast
DNS-Service Discovery (mDNS-SD [8]), based on well-known standards, stands out with
its auto-configuration, distributed ad hoc architecture, sharing of resources, and potentially lightweight implementation. To demonstrate that an emerging standards-based
service discovery protocol actually can be deployed on small sensor nodes, we develop a
lightweight mDNS-SD implementation for our prototyping sensor platform MULLE [9].
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To reduce power consumption, we utilize low power modes of operations found in
existing hardware, e.g. both in sensor node radio and microcontrollers. These are well
established techniques to reduce power consumption and hence, prolong a node’s operational lifetime [10].
Enabling transparent access is performed by merging node discovery and node power
management, and we present a technique for integration of the proposed service discovery
protocol with the sensor node’s low-power architecture. This technique can seamlessly
manage sensor nodes in low power mode, while still allowing users to access the nodes as
if they were online.
The motivation for our research activity is the vision of an architecture where nodes
collaborate, for example in a medical application where sensor nodes can be used to
assist monitoring of patients. Sensor nodes are added in an ad hoc fashion to the BAN
and when switched on, they utilize service discovery techniques to instantly discover
(and announce) resources to peer nodes. To save energy, nodes enter low power mode
but may be reachable for clients according to a defined schema, again found by using
service discovery techniques. Access to nodes is either from users in close vicinity by
using a Personal Digital Assistant (PDA) or from a remote location using a standard
web browser.
This paper is organized as follows. Sec. II presents an overview and related work. An
overview of our architecture and our development and prototyping platform is introduced
in Sec. III. Sec. IV presents design considerations of our implementation of the Service
Discovery Protocol. In Sec. V, an application example is presented. Finally in Sec. VI,
the paper is concluded.

2
2.1

Overview and Related Work
Service and device discovery

Service discovery protocols enable services and service users to dynamically advertise and
find available services in a network. They provide the necessary means to describe services
so that the service users can determine if a discovered service matches its requirements,
as well as utilize this service.
In general, service discovery protocols defines three entities (software elements) interacting together. A service manager holds information about the device and the services
it is providing. In the analogy of the client/server paradigm, the service manager can
be seen as the server providing a set of services to clients. Continuing the client/server
analogy, a client in a service discovery protocol is represented by the service user entity,
which sends queries for a specific service or device of interest, and selects the most appropriate found. Finally, some service discovery techniques implements a service cache
manager (an entity tracking all available services) and is the entity where service managers register the services and services user queries for available services. Today, there
exist a number of proposed service discovery protocols and the common building blocks
and techniques of service discovery protocols include:
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Table 5.1: Short overview of service discovery protocols.

Service catalogues
Capability
description
Service registration
Service discovery
Utilization
Service status

SLP [11]
Centralized or
distributed
Service
templates
Unicast to DA
or multicast advertisements
Unicast to DA
or multicast to
SA
Unspecified
Polling only

Jini [12]
Centralized

UPnP [13]
Distributed

mDNS-SD [8]
Distributed

Interface and
Entry objects
Contact lookup
service

XML
device
templates
Multicast
advertisements

DNS
TXT
records
Multicast
advertisements

Query
to
lookup service

Multicast
query

Multicast
query

Proxy objects
SOAP
Unspecified
Polling or noti- Polling or noti- Polling or notification
fication
fication

• Service Catalogues: Service discovery protocols can be categorized as either a centralized directory-based protocol or distributed directory-less protocol. In the former, nodes register their available services with a central repository where service
users query for available services. In the latter scheme, the protocol is inherently
peer-to-peer and the service catalogue is distributed over the nodes.
• Service Description: The service discovery protocol must define a data description
language, representing and describing the service. In addition, the additional capabilities of the service, or attributes, usually have a standard naming convention.
• Registration & Discovery: For service users (clients) to be able to find other nodes
and available services, the services must be registered and a discovery process has
to take place. To discover services, the discovery process can either be active (by
issuing queries) or passive (by listening on service announcements from peer nodes).
• Utilization: Other important characteristics for service discovery protocols are the
techniques for supporting service delivery and service invocation. For some service
discovery protocols, the responsibility for service invocation is controlled by higher
level protocols apart from the actual service discovery protocol. Other protocols
provide the necessary means to utilize the service by exporting a service interface.
• Service Status: To maintain a consistent state, it is necessary that the service
discovery has a mechanism to notify the service users, ensuring that a clients’
knowledge of an announced service is still valid. Either a client can receive a
change of a service state by receiving asynchronous notification of a specific event,
or by frequently polling the service.
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Depending on the application area and usage scenario, the service discovery protocol
has a number of requirements. In e.g. pervasive environments, it can be expected that
the service discovery protocol must be able to cope with a number of different devices.
In such environments, it is anticipated that devices are heterogeneous, ranging from very
resource limited tiny nodes to more resource rich devices, e.g. PDAs and laptops carried
by human users. For small devices, the processing power, storage capabilities in terms of
memory, and communication capabilities must be taken into consideration. In addition,
nodes are expected to be in a low-power state with a low duty cycle to conserve power.
If the node is not reachable in this state, cooperative techniques must be handled by the
service discovery protocol.

2.2

Well known service discovery protocols

Well known service discovery protocols include Service Location Protocol (SLP), Jini,
UPnP, and mDNS-SD. Table 5.1 summarizes our comparison of these protocols. The
presented service discovery protocols have taken different approaches to enable dynamic
service registration, discovery, and service invocation. For example, mDNS-SD and UPnP
have a clear focus on enabling address allocation without DHCP servers, automatic discovery of computers, devices, and services on IP-based networks (as known as zeroconfiguration networking). Furthermore, in Jini, services are delivered as Java objects to
service users requesting the service, making it possible to perform ordinary method calls.
Service delivery and invocation in SLP and mDNS- SD, is on the other hand entirely left
out from the protocol description.

2.3

Choice of service discovery protocol

The choice of service discovery protocol for our sensor node is based on a number of
properties associated with ad hoc sensor networks. Our target platform is a resource
constrained sensor node, hence we seek a lightweight solution that enables devices and
their services to auto-configure, cooperate, adapt to changes, and to dynamically advertise and find available services in a sensor network. The storage, processing, and
communication capabilities precludes some of the mentioned protocols. In such environments, initiatives have been made to support resource-constrained devices, for example
the Jini Surrogate Architecture (for devices without a Java Virtual Machine) [14]. In
this framework devices may join the service federation with the aid of a surrogate host,
a resource rich device, representing and acting on behalf of the non-Jini capable device.
On one hand, the Jini Surrogate Architecture may solve the issue of nodes having limited
capability, but on the other hand, it enforces clients searching for services provided by
the device to apply Java/Jini technology. Others have outsourced large and complex
tasks to dedicated and more powerful nodes, allowing small nodes to become a part of an
UPnP environment [15]. However, both approaches require a hosting environment that
must be provided by a resource rich device. Furthermore, due to intermittent network
connectivity in ad hoc environments, nodes may appear and disappear without notification. For an application that needs to maintain a consistent view of the available services,
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the node may either poll the network repeatedly or receive a notification when a change
occurs. As seen in Table 5.1 Jini, UPnP, and mDNS-SD support the notion of detecting a
change of the service status state by either polling or receiving a notification event. SLP
relies on polling, but work has been performed to support notification as well to detect
changes [16]. In addition, in ad hoc networks with devices acting as routers and hosts
at the same time, forming an arbitrary topology, the service discovery protocol must
not rely on a centralized architecture (e.g. as Jini presuming the existence of a central
repository for service registration and service lookup). Finally, dynamic service discovery
protocols are often designed to be scalable in local networks [11], [17]. Extending from
searching and browsing for services in radio proximity, the possibility to register services
and perform lookups from the global Internet would be beneficial. SLP and mDNS-SD
present solutions to operate in a local scope as well as searching for services in a global
scope. This is achieved by utilizing extensions to existing standards (DNS) thus enabling
remote service discovery. Since mDNS-SD in particular is based on DNS, whereas SLP
adds it for remote wide area service discovery, we have selected the mDNS-SD device and
service discovery protocol as being suitable for our implementation on the sensor nodes.
This gives the nodes the option (as required by the target application area) of publishing
services both in the .local domain as well as in a public domain using Dynamic DNS
updates, which enables nodes to register and dynamically update their service records
whenever changes occurs.

2.4

Low power operation

Continuing the last section, the research effort related to resource and service registration
and lookup in sensor networks has generally been biased towards middleware systems.
In such systems, both services and sensor readings may be sent to a central service
gateway, collected, and stored for future use by service clients. However, pushing service
discovery techniques into the sensor network itself appears to be less explored. One
exception to this is found in the area of routing, where network routes in the wireless
sensor network are interpreted as services, and where service discovery techniques are used
for building energy-efficient network paths. This power saving technique is however not
restricted to the network layer. For example scheduled (or duty-cycle based) activation
for power efficient MAC layer protocols is a well known and popular technique to minimize
the power consumption of sensor nodes (i.e. nodes coordinate their (sleep) schedule to
support low duty-cycle operation).
Our approach is similar, using existing low power modes provided by the sensor node
and utilizing node scheduling to optimize power consumption. The differences being that:
(1) in e.g. [18], [19], [20], the target network is a large number of distributed sensors,
interconnected in a multi-hop network and the focus is on developing new MAC layers to
address power constraints, whereas we foresee applications in smaller existing single-hop
Personal/Body Area Networks; (2) In the mentioned traditional Wireless Sensor Networks, the scheduling is on a node-to-node communication level whereas a PAN involves
node-to-node as well as user-to-node communication, and therefore also requires a high

Paper E

127

level scheduling in order to preserve energy.

2.5

Transparent access

The integration of Internet enabled sensor and actuator nodes into measurement systems
has been reported before in several cases ([21], [22], [23]). Furthermore, in [24] it is
stated that open protocols and a network structure are needed where all nodes are able
to conveniently communicate (with each other). To solve the above, access from external
Internet and communication within the sensor network, many projects propose conceptually similar solutions. In [25], an IP sensor node to seamlessly integrate a device level
network to a management level network is presented. The IP sensors export their functionality (capability and self-description) and a user-friendly name is mapped to a node
and the mapping of sensors is made by a central server during system configuration. In
[26], a middleware architecture and a network of MicaZ nodes are presented. The sensor
nodes broadcast messages, intercepted by a gateway, and forwarded to a home service
framework always running at a home gateway. Access to, state change of, and monitoring
of nodes are performed by sending the application-level protocol HTTP, and a mapping
is performed by the middleware into MicaZ ”understandable” packets. Finally, in [27]
a service-oriented platform (a sensor node) as well as a middleware architecture hosting
the nodes is presented. During boot phase, the node uploads a given (unique) identification, a device driver bundle, and the representation of the nodes’ sensor (modeled as a
service) is inserted into the middleware system based on the OSGi framework [28]. The
physical nodes are stack-based meaning that a number of different heterogeneous sensors
and actuators might be connected, and the OSGi framework enables a mechanism for
translating the connected sensor (or actuator) into a software service. For an application
(external to the networking sensors e.g. from the Internet) accessing the service, a bundle
implementing a proxy interface to the middleware is provided.
Although the above examples have different application areas, such as industrial networks, home networks and home appliances, or smart houses, they envision that sensors,
actuators, and sensor networks will become a part of the future Internet. As a result, the
proposed architectures may solve the issues of discovering resources (locally and remote),
allow low power modes of operation, and initiate wake-up procedures to access nodes.
However, the operation of the above is based on the following assumptions: (1) although
the deployment of nodes might be ad hoc, an infrastructure exists for sensor nodes as
well as clients to connect to; (2) the development of a large gateway solution, dealing
with the communication activities on behalf of the sensors and actuators is more or less
de facto, which proxies all application interaction thus hides the internal structure of
the networked sensors. These systems could well satisfy the established constraints set
on the system, but would suffer if future flexibility is needed. Hence, these assumptions
may infer limitations on the range of applications that can be supported by networking
sensor platforms. One such application example could be decentralizing processing of
a thermostatic control-loop to nodes [29], where the nodes communicate with nearby
nodes and perform the appropriate action depending on the inputs, without the need of
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a master controller node.
Thus we seek an architecture where data can be exchanged between nodes without
the support from intermediate nodes and at the same time provides global access to all
individual nodes. This would give us the possibility of application control and monitoring
of each and every node in the sensor network. However, such an architecture must not
preclude the usage of gateway access points, service-oriented backend frameworks etc.
if needed by the application environment. In fact, many applications do need a service
backend infrastructure, e.g. to store samples of measured data from the sensors into a
standard relational database, but the main difference is that the gateway does not need
to be the focal point of entrance to the sensor network, converting external standards
based protocols to internal non-proprietary protocols.

3

Architecture Overview

We created the system from available commercial-off-the-shelf (COTS) components and
communication technologies as a base for the service oriented infrastructure for low power
sensor networks. As depicted in Fig. 1, the symbolic functionality represents a highlevel view of clients’ interest of measurements sampled by (and possible control of) the
networking nodes. The concrete implementation consists of a number of networking
sensor platforms, interconnected over a short range radio link (the license-free industrial,
scientific, and medical (ISM) frequency band). Nodes are presented, and their capabilities
announced, to local and remote clients using mDNS-SD as previously described. To
support low power operation, nodes duty cycle are scheduled and announced to clients.
Supporting ”anywhere” remote access and control by e.g. a standard web browser (and
depending on the application) nodes may connect to a fixed access point attached to e.g.
Ethernet, or connect to an appropriate mobile phone for applications requiring enhanced
mobility.

3.1

The MULLE platform

Over the years, a number of prototypes of wireless networking sensor nodes have been
developed. Many of these devices are built using COTS components. COTS hardware
platforms such as the Berkley Mica motes [30] have often been used when developing applications. Another platform is the BTNode [31], a demonstration and research platform.
Others are the already mentioned IP sensor [25] and the Atlas node [27]. Our representation of a node is similar. The major hardware components on our prototyping sensor
platform MULLE [9] are a 16-bit microcontroller, a Bluetooth single-chip module with
integrated antenna, and an interface to connect sensors and actuators. The software
architecture consists of lightweight TCP/IP and Bluetooth stacks. Utilizing standard
protocols for communication has several advantages over developing proprietary protocols. For example, it makes it possible for nodes to operate seamlessly with different
types of devices (other nodes, access points, mobile phones, PDAs etc). Also, Bluetooth
is a widely accepted wireless standard and enables short-range wireless data commu-
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Bluetooth/TCP/IP
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Figure 1: System overview. The symbolic functionality of the system illustrates a user request
for remote sensor data, and the architecture implementation represents the concrete implementation.

nication between devices. It has been argued that a wireless sensor node, having the
limited computation, memory, and communication resources is precluded from the use of
the ”heavyweight” networking protocols [3], [32]. It is true that the components assembled on the development platform incorporate more powerful components than normally
found on small sensor nodes [33], [34]. However, it has been shown that the TCP/IP
protocol can be used on COTS devices, similar as those traditionally used as sensor nodes
[35]. Finally, achieving interoperability with a large number of devices makes Bluetooth
valuable, especially when prototyping sensor-based applications.

3.2

Operational modes

One of the most important design issues when it comes to embedded systems is the
power consumption. Often, nodes are situated in places that make it difficult and time
consuming to change batteries. If nobody is around to replace empty batteries, the sensor
node may also cease to operate properly. Therefore, it is vital to monitor the battery
capacity, and inform the user of the estimated lifetime. It is also equally important to
minimize the power consumption. In most systems, the wireless radio communication is
the most power consuming part, and also the one that is the most difficult to minimize.
By using an activation schedule, a node can be instructed to transmit its data at
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Figure 2: The operational modes mapped to Bluetooth states.

certain times and intervals. The schedule allows a user to control how often and how
long a sensor node turns on the radio, and therefore gives an easy way of calculating the
power consumption. The calculations can thereafter be used to find the required capacity
of the battery, or give an indication on how often a node can use the radio given a fixed
battery capacity. The operational mode on the MULLE that is based on an activation
schedule is called Time-synchronous. For an in depth description, all available modes for
the MULLE is extensible described in [36], but a brief summary is outlined below:
• Active mode Initiates a connection according to (its) requirements; otherwise the
radio is turned off. This mode gives low power consumption, but long and nonpredictable latency.
• Passive mode The radio always on (listening). This allows a low and predictable
latency, but relatively high power consumption.
• Time-synchronous mode Uses a schedule to switch the radio on (in Active or Passive
mode) or completely off.
The Time-synchronous operating mode can have its modes mapped against different
low power modes that are supported by the radio technology it is used with. Since the
MULLE is Bluetooth based, we mapped Active, Passive, and Time-synchronous against
the following Bluetooth states: Connected and Listening. The low power modes in use
are; Park state and Sniff mode. This mapping scheme is depicted in Fig. 2.
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Activation schedule

An activation schedule is maintained by the user, and downloaded into the MULLE
node. This schedule controls when and, by using different operational modes, how the
MULLE activates its radio. When a node switches off its radio, and hence stops all
radio traffic, a user will be notified that the node is no longer available. However, the
system will inform the user, with the date and time, when the node will be available
next time. The wake-up schedule is described in a calendar file. See Fig. 3 for an
example of a vCal-based activation schedule, which instructs the MULLE to go into
Passive mode every 20 minutes every day starting the 24th of December 2006. Active
mode can also be described in a similar schedule. The MULLE node may also publish
the activation schema (a link to the calendar file) using standard techniques for example
using the public service calTalk. tcp.< domain > [37]. Clients uses mDNS-SD to find
devices publishing the calendar service, downloads the calendar description using http,
or even subscribes to the calendar using webcal. Clients are notified about a change
of state of the MULLE node (e.g. Active/Passive) through events, as stated by the
calendar file. An example of the simplest case is using the BEGIN:VALARM, ACTION:
DISPLAY which displays a message. If other (more advanced) actions should be taken
on an event, additional event-programs must be implemented, e.g. using AppleScript on
MacOSX. This is possible due to the calendar specification includes the possibility to use
attachments containing executable programs. It must be noted though that these types
of alarms are subject to any virus or malicious attack that might occur as a result of
executing the attachment, hence scripts and software has to be pre-installed (however
they can be downloaded from the MULLE node), or in some other way be validated.
When sensor node has its activation schedule, it also needs to keep track on the clock
to be able to turn the radio on at the right times. The MULLE uses the Network Time
Protocol (NTP) to obtain a correct time and date. The date information is thereafter
programmed into its Real-time Clock (RTC). Experimental results in [36] verify that NTP
over a Bluetooth network gives satisfactory precision for high granularity scheduling. A
MULLE can host both NTP client and server functionality.

3.4

Access model

If the MULLE node is in Active mode (radio on, assuming an IP address has been
allocated, ”online”) the activation scheduled as describe in the calendar file can be located
and downloaded using standard techniques, which works well both in the .local domain
as well as using wide area service discovery. In the .local domain, clients utilizes multicast
to find the appropriate services, whereas performing wide area service discover involves
querying a Domain Name Server, with records updated by the nodes using Dynamic
Updates. However, if the node is in Passive mode (radio on, Bluetooth controller in e.g.
inquiry scan sub-state) someone else has to respond/activate and connect to the device.
One solution in the .local domain can be by utilizing a Sleep Proxy [8], where a Sleep
Proxy service at a peer sensor node can respond to general queries, for example PTR
records transferred to the node implementing the Sleep Proxy. Such scheme works well for
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BEGIN:VCALENDAR
VERSION:2.0
UID: 0001
BEGIN:VEVENT
DTSTART:20061224T100000Z
RRULE:FREQ=DAILY;BYMINUTE=0,20,40
SUMMARY:Passive mode
END:VEVENT
END:VCALENDAR
Figure 3: Example of a node’s Activation Schedule, expressed in a standard vCalendar file

example, when clients browse for available node services’ in the sensor network. However
if the client decides to access the service (to get the node name and the mapping between
the node name and an IP address) then the Sleep Proxy must ”wake-up” the node so it
can answer the queries. This access model of the wake-up/respond procedure must also
be supported if access is being made from an external network (i.e. not link-local access).
The access model is however further complicated by the policy and the de facto standard utilized by Internet Service Providers. It is not uncommon that a client, accessing
the Internet by the use of mobile phones is provided with a private IP address, NATed
and hence restricted from running server services accessible from the global Internet.
Even though we want the nodes to be a first class entity, where facing three scenarios
depending on the access network and policy of telecom operators: (1) Public IP address
allocation. Nodes are assigned a public IP address and service records are published in
the .local domain as well as in a public domain; (2) Legacy NAT device. The nodes are
assigned a private IP address and outgoing traffic are translated using various techniques
(address and/or port number). In this scenario, services may only be announced in the
.local domain; (3) Port forwarding enabled devices. Various techniques exist to open
NAT devices, typically needed by peer-to-peer file-sharing programs. If the device that
the nodes connect to (an access point or a peer node) supports this feature, the node
may request a port mapping to be performed. In this scenario, we implement NAT-PMP
[38] and hence services may be published as in scenario (1) above.
We propose an architecture where nodes are accessible both in Passive mode and
Active mode transparently from the clients’ point of view. At each node acting as the
default gateway for other nodes (typically a Bluetooth Master implementing the Personal
Area Networking (PAN) profile), we utilize a Time-Synchronous daemon (TSd). The
TSd annotates the Bluetooth connections to slave devices with the current operating
mode, mapped from one of the low power modes as describe above. This enables clients
transparent, i.e. independent of the nodes operational mode, access to the sensor nodes.
For example, a client accessing one of the services provided by one of the nodes (e.g. if
we for simplicity assume the activation schedule announces the Active mode), it can not
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distinguish between the actual Bluetooth state (connected, parked, sniff) mapped by the
TSd. What is relevant to the clients is that the node may be accessed, and its services
utilized, according to the announced activation schedule. Less important is the actual
low power mode activated on the MULLE node; we have to recall though that there is a
trade-off between low power consumption and non-predictable latency. This is the case
when using e.g. Park state with long beacon interval settings which gives very low power
consumption, but high latency.
Preliminary measurements performed on the Bluetooth module, indicates that large
power savings can be performed by the proposed architecture, while keeping the total
communication delay low and controlled. Depending on the activation schedule, the
desired latency can be obtained while keeping the power consumption low. However,
more measurements are required to study the overall performance, and its impact on
communication latency.

3.5

Software architecture

To conclude this section, an overview of the sensor node software architecture is depicted
in Fig. 4. As shown, the left-hand side represents the architecture when using an access
point with the necessary functionality implemented. For example, the access point may
provide nodes with an IP address using DHCP, respond to sensor nodes requests of
port mapping (if needed), provide time synchronizing of the node’s RTC, responsible for
sending a ”wake-up” message to parked nodes, and initiating a connection to listening
nodes. In the right hand side of the figure, the corresponding software architecture on the
sensor nodes is presented. Notably are the similarities between the software architectures,
difference being that a sensor node has a sensor driver and a tiny hardware abstraction
layer (HAL). The appropriate sensor driver is linked during compile time depending on
the attached sensor and target application, and the HAL allows the node software to be
executed in emulated mode (e.g. on a PC) during sensor application developing phase.
The similarities imply that a sensor node also can act as an access point, providing the
services and functionality as described to other networking sensor nodes within radio
proximity.

4

Design Considerations

Our lightweight implementation of mDNS-SD enables the sensor node to announce its
services, both in a small network of devices in the .local domain and updating resource
records in a DNS. This presentation of services requires the capability of announcing and
responding with appropriate DNS messages to wide area clients as well as peer nodes. A
significant portion of the DNS messages is used by the representation of domain names.
On our platform, the scarcest resource on the node is memory. The 16-bit microcontroller
on the platform has 256 kB of flash memory for program code, and 20 kB RAM. Given
that in the target environment, almost all information is known at compile time, i.e. the
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Figure 4: The software architecture implemented on the networking platforms. The right hand
side represents the MULLE node, and the left hand side represents a prototype access point
platform (connected to Ethernet) respectively.

service or set of services, hence we store the appropriate domain names in ROM reducing
the amount of dynamic memory needed to be allocated during runtime.
Information not known at compile time, which has to be allocated during boot, is
typically the node host name, IP address and the instance part of the mDNS-SD service
instance name. The intention of the instance part is to represent a user-friendly name,
containing any UTF-8-encoded text. Table 5.2 shows the size of the code compiled with
[39] and executed on the M16C 16-bit microcontroller. In this example, one service is
announced by the node. As an indication of the size, we also compiled the code from the
mDNS-SD project [40] for the M16C platform and the 32-bit Intel x86- architecture. As
an evaluation, those figures cannot be directly compared; the target environments are
simply different. For example, the open source code supports much larger DNS messages
(up to Ethernet Jumbo frames). However, in our target network technology, such large
DNS messages are unlikely to be generated and as a result, we have opted to support
the original maximum size of UDP DNS messages (512 bytes). This also gives us an
estimation of the memory consumption when processing a query. Even though multiple
records might exist in a DNS query message, they are processed one at a time marking
potential answers of the nodes services. Assuming the maximum sized DNS message,
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Table 5.2: Code size and allocation of memory when announcing one service.

Code & constant size
RAM usage, 1 service

Lightweight code
11 kB
329 bytes

MDNS-SD code
132 kB (M16c architecture)
11 kB (x86 architecture)

and the maximum resource record extracted and supported by the node, the processing
of queries needs to allocate at most 1 kB of memory during runtime.

5

Theory of Operation

When the sensor node is switched on, an onboard control application initiates an inquiry
to search for other Bluetooth devices in the close proximity. The Bluetooth standard
defines a set of profiles for communication. Our platform currently supports the Serial
Port Profile (SPP), LAN Access Profile (LAP), the Dial-Up Network (DUN), and the
Personal Area Networking Profile (PAN) to access a remote network. The peer device
may be a mobile phone with GPRS or a Bluetooth access point, connected to a wired
network. During our experiments, we use a gateway prototype platform bridging the
Bluetooth and Ethernet networks.
The gateway platform has the same microcontroller as the sensor nodes, Bluetooth
hardware, same networking stacks as described in Fig. 4, and is connected to wired
Ethernet. The profile role being used is the Network Access Point (NAP), providing
a traditional LAN data access point. When connected, a node joins the multicast address assigned for mDNS-SD, and announces its services (both in .local and at a preset
DNS). Currently, we experiment with announcing a number of services. The first service is a web-server, announced using the appropriate DNS PTR record with the name
http. tcp.local., and with record data pointing to the specific sensor node. The scenario
is depicted in Fig. 5, where the Internet Explorer plug-in is used to show the HTTP services found in the local domain. In this example, a standard PC is connected to a wired
Ethernet network as well as connected over Bluetooth acting as a PAN User (PANU) or
a Data Terminal (LAP-DT). The plug-in multicast DNS queries for e.g. PTR records
to browse the .local domain, and unicast DNS queries to a preset wide area domain, to
find out all available web servers, and receives a number of responses. The HTTP service
is conveniently utilized, as shown in the figure, by clicking on the appropriate instance
found by the lookup process. Other services being elaborated are ntp (for announcing a
Network Time Protocol service) and calTalk (publishing the node’s activation schedule).
The final service type is the application-specific service, depending on type of sensor
attached to the platform. Currently, the abstract service type ’eis’ is used, matching any
type of physical sensor connected to the development platform. This usage relies on a
higher level application protocol in order to utilize the service i.e. the client application
must know the specific details how to access data sampled by the sensor, as well as
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Figure 5: Snapshot of Internet Explorer with mDNS-SD plug-in [41] when connected in a Bluetooth piconet.

the format and type of the data. In the case of people accessing the platform by the
use of a standard browser, the application protocol could be embedded in a Java applet
downloaded from the web server. The use of a generic service type to represent the
physical sensor demonstrates one of the strengths with mDNS-SD. In fact, the service
discovery protocol supports any application level protocol running on IP based networks.

6

Conclusion

This paper presents the feasibility of the deployment of an emerging lightweight service
discovery protocol on wireless sensor network nodes. The target platform is a small sensor node which implements an ad hoc sensor networking device with IP and Bluetooth
protocol stacks. We have shown that the nodes are capable of advertising and hosting
services both in the .local domain in a Bluetooth piconet and for service browsing in a
wide area domain. The lightweight implementation of the device and service discovery
protocol is based on well known standards-based communication protocols, thus providing a familiar environment when developing applications for the sensor network. In
addition, to reduce power consumption we presented an activation schedule, based on
the mapping of the nodes’ operational modes to Bluetooth states. By announcing the
activation schedule as a service, a representation of the state of the nodes is exposed to
client applications. Finally, an overall architecture is presented incorporating the ideas
of device and service discovery techniques and low power operation mode scheduling.
Our experiments on a complete testbed featuring sensor nodes, lightweight implementation of mDNS-SD, TCP/IP and Bluetooth stacks, local and wide area access through
cellular/wired gateways together with a public DNS server verify that service and device

Paper E

137

discovery of nodes in an ad hoc sensor network is feasible.
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A Power Management Architecture for Wireless
Sensor Nodes

Abstract
Wireless sensor nodes are a versatile, general-purpose technology capable of measuring, monitoring and controlling its environment. Even though sensor nodes are becoming
ever smaller and more power efficient, there is one area that is not yet fully addressed;
Power Supply Units (PSUs). Standard solutions that are efficient enough for electronic
devices with higher power consumption than sensor nodes, such as mobile phones or
PDAs, may prove to be ill suited for the extreme low-power and size requirements often
found on wireless sensor nodes. In this paper, a system-level design of a Power Management Architecture (PMA) is presented. The PMA is an integration of PSU hardware
and various software components, and is capable of supplying a sensor node with energy
from multiple sources, as well as providing status information from the PSU. The heart
of the architecture is a context- and power-aware Task manager, which controls when
the nodes low-power modes are activated, and is highly integrated with PSU hardware
as well as other software components in the system. Its main responsibility is to schedule
when energy consuming tasks can be dispatched. Depending on the task priority and
system configuration, a task can be either dispatched, discarded or delayed. This approach ensures that only critical tasks will be allowed to use the battery, and that the
system will be powered by renewable energy when performing other non-critical tasks.

1

Introduction

Sensor nodes are becoming a versatile general-purpose technology capable of measuring,
monitoring and controlling their environment. These nodes are usually capable of wireless
communication, and can create clusters, known as Wireless Sensor Networks (WSNs).
WSNs have the potential to be deployed in even the harshest environments, e.g. in natural
disaster areas, fires or other dangerous situations. Sensor networks are also suitable for
long-term environmental monitoring. A great deal of research, both in the academic
world as well as by the industry, have been targeted various issues; power consumption
[1, 2], data aggregation [3], multi-hop routing [4], and middleware [5, 6]. But even though
sensor nodes are becoming ever smaller and more power efficient, and that the routing
problems for small and large sensor networks are being addressed by a large community,
there is one area that is not yet fully addressed; power supplies for low-power sensor nodes.
Section 2, provides an overview over related work, and shows that power electronics, such
as energy storage units and energy harvesters, cannot be miniaturized in the same degree
as other circuits [7]. The quiescent current by the PSU itself can be multitudes higher
than other components of a sensor node. Microcontrollers and radios have a number of
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Figure 1: MULLE overview

power reducing modes, which when applied, can reduce the quiescent current down to the
µA range. We seek an architecture, which can efficiently provide a sensor node with fixed
voltage(s), and support currents in the µA range (node in sleep mode), to tens or even
hundreds of mA’s (with microcontroller, radio and sensor(s) active). Section 3, presents
a few usage scenarios with their power and latency characteristics. The architecture must
also have the ability to monitor each part of the PSU; e.g. batteries, supercapacitors,
solar panels and boost converters. Section 4, outlines our design considerations and gives
an overview of the requirements, such as ease of integrating the PSU with existing node
hardware, size constraints, number of I/O’s required to interface the PSU, price, and
which information it can provide to its host node. This information must be possible to
retrieve without a high overhead in energy consumption, and it should also be sufficient
accurate in terms of measurement errors to support the energy-aware operations.
The sensor node used for demonstrating the proposed architecture is the MULLE [8],
which for the purpose of this project was equipped with either silicon or dye sensitized
photovoltaic cells. The cells, with their characteristics, are presented in Section 5. Test
setup and results are found in Section 6, while Section 7 and 8 contains conclusions and
future work, respectively.

2

Background and related work

Many of the widely used sensor platforms today are designed to be used with a single
energy source, namely batteries. Since batteries are the optimal technology today for
energy storage, this is not a surprising fact. Battery manufacturers are competing to
push the limits for reduced size and higher capacity further. Saft Technologies [9] has
released the LM 33600, which is a primary Li-MnO2 battery. It can deliver an impressive
10500 mAh at 3.0 V, with a diameter of 33.7 mm and a length of 61.5 mm, weighting
just 116 grams. GP Batteries [10], has rechargable AA sized NiMH batteries, capable
of delivering up to 2700 mAh at 1.2 V, with up to a 1000 recharge cycles. Even though
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these batteries can power a wireless sensor node for months or even years, they are
relatively large compared to some common sensor nodes [11, 12], and they will eventually
be depleted. However, for many situations, the size of the sensor platform is not critical,
and high-capacity batteries are an excellent design choice. In these cases, it is enough
to have efficient voltage regulator(s) to provide the node with fixed voltage(s). Many
commercial and academic sensor nodes fall into this category [12, 2]. There are however,
some very interesting design approaches for devices based on energy harvesting. One of
the most known systems is the Heliomote [7] from CENS [13], which is a modified Mote
platform equipped with NiMH batteries and solar panels for energy scavenging. Another
platform is the DuraNode [14], which uses a combination of solar panels, a windmill and
rechargable batteries as energy sources. However, the small form factor of the MULLE
platform used in this work, prohibited the use of such large solar panels and energy
storage devices found in both the Heliomote and DuraNode platforms. Where these
platforms have solar panels capable of delivering over 120 mA, our platform is limited to
a solar panel capable of delivering only one tenth of the current, approximately 12 mA.
Our platform also has a total storage capacity of 2 F, while the Heliomote has NiMH
batteries and the DuraNode holds a large 100 F capacitor. Both the Heliomote and
the DuraNode utilizes customized low-power radios, while the MULLE use TCP/IP and
Bluetooth for improved interoperability with computers, mobile phones and PDAs.

3

Scenarios and Requirements

To be able to design the architecture for a large number of scenarios with quite different
low-power requirements, the scenarios were divided into several classes. The classes
are mainly categorized by their maximum operating lifetime and desired communication
latency. The term latency is defined as the maximum time it can take for a user, either
human or machine, to successfully make a connection to a sensor node.

3.1

Scenario Classes

The MULLE, see Fig. 1, system has successfully been used in a number of projects,
ranging from monitoring of elderly to deployment on cross-country skiers during a cold
Swedish winter. A classification was needed to be able to identify both soft and hard requirements of the most commonly used scenarios. All these usage scenarios have different
requirements on latency and power consumption, and were divided into three classes.
• Short-time, low latency. This class has the following requirements; the sensor
node should only live for a limited time (ranging from hours up to a few days),
and transmit its data frequently, e.g. multiple transmissions every hour or even
continuously. Typical scenarios include sport events and patient monitoring, where
a user can replace empty batteries easily.
• Medium-time, variable latency. Scenarios in this class can require a sensor node to
perform measurements and transmission for a number of months. The latency is
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not critical, and transmissions can occur up to a few times per day. This scenario
includes for example using GPS to monitor the position of a boat during summer,
or keeping track of the temperature of a summer house during winter. A user can
here replace batteries typically once per year.

• Long-time, unimportant latency for data. The famous Great Duck Island monitoring experiment [15] falls into this class. Other sensor types can include fire alarms
or scenarios where it is difficult for users to replace empty batteries because of the
nodes location. The requirement for this class is that the sensor node should live for
more than a few years, or even as long as possible. Data transmission occurs when
data buffers starts to fill up, or when the sensor node registered a critical event
(e.g. a fire alarm). Even though radio transmissions must be avoided to conserve
energy, nodes should be configured to periodically transmit keep-alive messages so
that users know if nodes are performing their tasks or if they have malfunctioned.
The need of a sophisticated PSU in the first class is not as important as in the two
latter. With knowledge of the expected system lifetime and latency requirements, the
required battery capacity can easily be calculated if the system power consumption is
known. When designing for the second class, the PSU should provide the sensor node
with (at least) the battery status. In the third class, the PSU must try to prolong the
lifetime, while still meeting latency requirements (such as the maximum interval for keepalive messages). The PSU must also take into consideration that the available renewable
energy can vary over time.

4

Design Considerations

The MULLE embedded system [8], which was used as a prototype platform during the
making of this paper, is a small Bluetooth-enabled sensor node. Typical usage scenarios
include patient monitoring, sport events and other situations where data from sensor(s)
should be transmitted to the Internet or into a local network using TCP/IP. To enable the
MULLE to reach a system lifetime in the range of months or even years, an energy harvesting strategy using photovoltaic cells was chosen. The MULLE size is approximately
4 cm2 , and hence the PSU should be in the same order of size. The PSU size constraints
was set so that the solar panels should not be larger than 8-10 cm2 , i.e. not to increase
the area with more than approximately 100%. Ideally, the solar panels should match the
size of the MULLE, see Fig. 1. The hardware design should provide a common base,
while allowing software modifications to optimize the behavior of the PSU for different
application scenarios. The PSU should support a variety of different battery types, such
as Lithium, Lithium-Ion and NiMH, and also handle energy harvesting devices, such as
photovoltaic cells (solar cells).
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4.1

Hardware

The PSU hardware consists of several components, see Fig. 2. The heart of the system
is an Analog Devices ADM691A [16] switch, that selects which energy source to use.
The ADM691A has two inputs and hence supports two energy sources. The switch is
connected to a Lishen SP0425AB [17] Li-Ion Polymer battery and an energy harvesting
system. The latter system consists of solar panels, with either silicon or dye sensitized
cells. The cells are in turn connected to a high-efficiency Maxim MAX867 [18] boost
converter, which produces a fixed 4.5 V output. A low-power comparator monitors the
output voltage from the cells, and when the level is higher than the minimum startup
voltage (approximately 1.1 V), the boost converter is activated. The task of the converter
is to ramp up the voltage to 4.5 V (the maximum input level of the MULLE) and thereby
to charge two supercapacitors of 1 F each.
CV 2
(1)
2
These supercapacitors can hold a substantial amount of energy, see Eq. 1, and are
insensitive for over- and under-charge, and can be recharged virtually an unlimited number of times. Batteries however, are more or less sensitive to improper charge currents
and have a limited number of recharge cycles. The capacitors do however suffer from
a high leakage current, i.e. they can be drained in less than 24 h. without any load.
The hardware also includes a number of analog and digital signals, which are used to
read status information. The information includes voltages over the solar panels, output voltage of the boost converter and the battery voltage. Digital signals are used to
give interrupts, e.g. when the boost converter is activated or when the switch changes
source. To minimize the power consumption, a design choice was made to place the
boost converter in front of the supercapacitors. This way, the converters high current
consumption of 100 µA, will be drawn when the capacitors are being charged, and not
when they are being used as a source. And by placing the boost converter in front of
the supercapacitors, it will also act as a buffer; ensuring that the solar panels operates
at a good bias point. When the MULLE is powered by the solar panels, a MOSFET
transistor is used to to disconnect the battery from the ADM691A switch. This reduces
the current, taken from the battery, from 940 µA to 72.5 µA (which is consumed by the
battery monitor chip). During our experiments, the most important goal was to monitor
all voltages, however in real world applications, the MOSFET will be placed so that it
E=

150

Paper F

Sensor(s)

Bluetooth

RTC

PSU *

Task manager

Activation schedule

*source selector,
battery monitor,
boost converter
, ...
Control applicaton
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disconnects the battery monitor as well, further minimizing the current drawn from the
battery. All current measurements were performed with a Keithly 6485 Picoammeter.

4.2

Software

The software supports a number of low-power modes, as well as monitoring of the PSU
hardware. The Task manager, see Fig. 3, receives information from the power supply;
e.g. battery levels and status of the energy harvesting system. It also receives requests
from energy demanding tasks, such as turning on a sensor or making a data transmission.
Depending on the priority of the task, and the available energy levels; the task can be
dispatched, delayed or discarded. The estimated energy required for each task must be
given at compile time, and is obtained by characterization techniques [19]. The Task
manager also has a configuration which is given at compile time, which sets e.g. priority
levels (i.e. which level that is allowed to use the battery), and what kind if actions that
are to be performed when a task request is received. The Task manager acts as a contextand energy-aware task scheduler, controlling when energy consuming tasks are allowed
to be dispatched.

4.3

Power consumption model

The power consumption can be described with Eq. 2, and depends on the node power
consumption in sleep mode together with radio activity consumption. The consumption
caused by the wireless system can be calculated by the frequency of activations, either
in listening mode or outgoing connections.
Enode = T × (Psleep − Pharvest ) + Ebt

(2)

Ebt = flisten × Elisten + Eincon + fcon × Eoutcon

(3)

151

Paper F

Figure 4: Dye sensitized solar cells

Together with Eq. 2, the activation schedule and the Task manager rules, a node can
during runtime estimate the remaining lifetime. It can also compare energy levels with
the model to see if the node is using more energy than estimated.

5

Photovoltaic Cells

Dye sensitized solar cells (DSSCs) [20] are currently being investigated by numerous
groups around the world as a low cost alternative to amorphous silicon photovoltaic
cells. In low light applications, DSSCs outperform silicon solar cells and have been seen
to match or outperform silicon in large scale outdoor applications. As a result DSSCs
are expected to find a market as an inexpensive portable power source for low powered
devices such as sensor networks.
A typical dye sensitized solar cell, Fig. 4, comprises of a pair of flat glass electrodes
whose surface is coated by a transparent conductive oxide layer (TCO). On one of these
electrodes (the working electrode) is a film of a nanoporous semiconductor, usually titanium dioxide (TiO2 ), which is coated by a layer of light absorbing (ruthenium complex)
dye. Between the electrodes is an electrolyte, which consists of a redox couple, usually
iodide/triiodide (I− /I3 − ), in an organic solvent. The other electrode (counter electrode)
has a thin layer of platinum to catalyse the regeneration of the electrolyte.
The process for electricity generation is as follows. Light is absorbed by the dye,
exciting an electron in the ruthenium, which is then transferred into the conduction
band of the TiO2 . The dye has been left in an oxidised state. The electron is transported
to the electrode via the semiconductor film and through the load circuit. The process is
completed by the redox couple which is reduced at the counter electrode, catalysed by
the platinum layer, converting I3 − to I− , and is subsequently oxidized by the dye, which
returns the dye to its ground state and converts I− back to I3 − . The voltage produced is
determined by the potential difference between the redox couple and the conduction band
of the semiconductor, and the current is determined by the number of photons absorbed
by the dye. This power generation methods differs from silicon solar cells which absorbs
photons which have more energy than the band gap of the semiconductor. In DSSCs,
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light is absorbed by the dye, which transfers an excited electron to the semiconductor.
The advantage of this is that the absorption spectrum is reliant on the dye and not
the band gap of the semiconductor, making it easier to tune the spectral harvesting of
light. This property could be used to create transparent power harvesting windows for
skyscrapers, etc [21]. Another advantage of the DSSC is that the components are cheap.
Instead of having a single crystal of silicon, a DSSC typically consists of nanoparticles of
TiO2 , a readily available material, already used in many applications. These applications
include white house paint and toothpaste, as well as more novel applications such as self
cleaning glass and air filtration. During operation DSSC are not sensitive to elevated
temperatures experienced in some operating environments, conversely a silicon solar cell’s
performance decays as the temperature increases.
Currently the weakness of the DSSC is the electrolyte used in the regeneration of the
dye. The volatile and corrosive nature of this substance makes sealing of cells difficult
and greatly reduces the lifetime of the cell. To overcome this problem there is research
into many alternate electrolytes. These include: ionic liquids [22], plastic crystals [23]
and solid state electrolytes [24]. Currently none of these alternatives are as efficient as
the liquid electrolyte currently employed.
The DSSCs used were made at Monash University. The components used were P25
(Deguassa) (TiO2 ), tech 16 FTO glass (Hartford), N719 dye ((nBu4 N)2 [Ru(Hdcbpy)2 (NCS)2 ])
where dcbpy is 4,4´-dicarboxylate-2,2´-bipyridine) and the electrolyte consisted of; 0.6
M tetrabutylammonium iodide (Aldrich), 0.5 M LiI (Lancaster), 0.04 M I2 (Lancaster)
and 0.05 M 4-tert-butylpyridine (Aldrich) in acetonitrile.

6

Test Results

The test setup consisted of one MULLE system, a Bluetooth access point (D-Link
DBT900-AP [25]), one workstation acting is a NTP server and a laptop for logging
purposes. When the MULLE was turned on, it connected to the access point. After an
IP-address was obtained using DHCP, the NTP protocol [26] was used to synchronize
the MULLE Real-time Clock (RTC). After all these stages were performed, the MULLE
disconnects from the access point and starts to execute a duty-cycle based operating
mode called Time-Synchronous [27]. It uses an activation schedule to periodically enable
the Bluetooth module to listen for incoming connections. This listening mode increases
the current consumption from 100 µA to 1 mA, causing the supercapacitors to drain at
a faster rate. The activation schedule, which is provided by the user, either at compile
time or dynamically during runtime, must be adjusted to suite the solar panels. All tests
utilized a schedule which caused the MULLE to activate its Bluetooth module for a 2
minute period, every 20 minutes between 08.00 and 17.00.
All tests were performed outdoors during late summer in Luleå (lat. 65.61725, lng.
22.13795), northern Sweden. A data acquisition system, with four 10-bit inputs, was
used to monitor the PSU. Data from the acquisition system was sent to the laptop for
further processing and logging purposes. All results and pictures were generated using
MATLAB. All tests were performed during the end of August. Two different types of
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Figure 5: Solar panel charge

solar panels were used, one 6-cell silicon panel capable of producing 4 V open-circuitvoltage (OCV) and 12 mA short-circuit-current (SSC) and one dye-sensitized cell capable
of 3 V OCV and 1 mA SSC. Due to the sealing problem with the DSSCs, the 10 cm2
6-cell silicon solar panel was used for long term tests.

6.1

Supercapacitor charge without load

As shown in Fig. 5, the system is powered by the battery, and that the PSU indicator for
battery usage (batt on) is high. 600 seconds after the solar panel was attached, the input
voltage of the boost converter reached 1.1 V, and caused the comparator to activate the
boost converter to charge two 1 F supercapacitors. After another 250 seconds, when the
voltage over the capacitors reaches the battery voltage, the ADM691A indicates (with
the batt on signal) to the MULLE that it is now powered by the solar panels and switches
from the battery to the supercapacitors. The voltage over the capacitors reaches 4.5 V
after about 1100 seconds and then slowly levels out. To fully charge the capacitors takes
less than 20 minutes,

6.2

Bluetooth connection

Fig. 6 shows an example of a performed Bluetooth connection when the system is powered
by the solar panels. Approximately 480 s after the measurement is started and the
MULLE has enabled the Bluetooth module, a Bluetooth connection was performed. After
successful connection, an ICMP ’echo request’, (ping) IP-packet was used to transmit
data to the MULLE. After eight packets were transmitted and recieved, the connection
was shut down. As indicated, the voltage over the supercapacitors is reduced from 4.6
V to 4.1 V. When the connection is closed, we see how the solar panels charge the
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supercapacitors and the voltage increases until they are fully charged again. For this
experiment, a capacitor of 0.44 F was used to allow measurements with higher accuracy.
The usage of the ping command enabled easy monitoring of packet loss and round-trip
time estimation.

6.3

Supercapacitor self-discharge

Preliminary measurements indicates, see Fig. 7, that the supercapacitors are discharged
in 11 hours, with a sensor node in sleep mode as load. This high discharge rate requires
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that the capacitors are recharged on a daily basis by the solar panels.

7

Conclusion

This paper demonstrates a power management architecture designed for wireless sensor
nodes. Important design requirements are: small form factor, power efficiency, ease of
integration with the host node and the possibility to monitor the behavior of the entire
power supply. The proposed Task manager uses the PSU monitoring system to dynamically make decisions whether energy consuming tasks should be dispatched, delayed or
discarded. If the system is running on the battery, the Task manager only allows high priority tasks to be dispatched while postponing all other tasks until the system has enough
stored renewable energy. This approach ensures that the system never wastes energy on
tasks that cannot be completed, and keeps the sensor node operating with a high utilization of available renewable energy. The proposed design combines PSU hardware, duty
cycling and an activation schedule into an efficient power management architecture. The
architecture is verified with real-world experiments, where a MULLE sensor node was
equipped with solar panels. Experimental results indicate that the power consumption
can be drastically reduced while maintaining system performance.

8

Future Work

All tests that were conducted were performed during a time span of a few hours. What
needs to be investigated further is the long-term performance of the system. This is
scheduled to be performed in January 2007 in Australia. The possibility to distribute
the status of a sensor node’s energy levels to other sensor nodes in the network were not
investigated. This will enable Task managers from different nodes to communicate with
each other over the network, and to distribute the workload among a number of available
sensor nodes.
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Abstract
TCP/IP has recently taken promising steps toward being a viable communication architecture for networked sensor nodes. Furthermore, the use of Bluetooth can enable a
wide range of new applications, and in this article, an overview of the performance and
characteristics of a networked sensor node based on TCP/IP and Bluetooth is presented.
The number of Bluetooth-enabled consumer devices on the market is increasing, which
gives Bluetooth an advantage compared to other radio technologies from an interoperability point of view. However, this excellent ability to communicate introduces disadvantages since neither TCP/IP nor Bluetooth were designed with resource-constrained
sensor nodes in mind. We, however, argue that the constraints imposed by general purpose protocols and technologies can be greatly reduced by exploiting characteristics of
the communication scheme in use and efficient and extensive use of available low-power
modes. Furthermore, we claim that a Bluetooth-enabled networked sensor node can
achieve an operating lifetime in the range of years using a total volume of less than 10
cm3 . The Mulle Embedded Internet System (EIS), along with its advanced power management architecture, is presented as a case-study to support the claims.
Index Terms: Mulle, EIS, Bluetooth, TCP/IP, sensor networks, power consumption,
low-power design, motes.

1

Introduction

The first Bluetooth [1] specification was developed in 1994 by Ericsson Mobile Platforms.
It was initially designed to be a cable replacement technology, capable of allowing devices
to communicate wirelessly without the need for time-consuming configurations. The
Bluetooth Special Interest Group (SIG) [2], which was created in 1998, allowed a large
number of companies to work together in order to make the Bluetooth specification an
open and widely spread standard. The first specification versions (1.0 and 1.0b) had
many problems with interoperability, making it difficult to create connections between
devices from different manufacturers. Following versions (1.1 and 1.2) resolved many
of these issues. Consumers now enjoy the benefits of owning products, from a wide
range of different manufacturers, that can communicate with each other. Mobile phones
and laptops were the first product types where Bluetooth became the de-facto standard
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for low bandwidth wireless communication. Today, the current specification has reached
version 2.1 [3] with Enhanced Data Rate (EDR). The maximum bandwidth is 2.1 MBit/s
and the price has dropped below $3 for a Bluetooth chip. This has contributed to its
popularity and Bluetooth can now be found in a large number of consumer electronic
products. Recently, Bluetooth also adopted the Wibree [4] specification from Nokia,
enabling Bluetooth to be used as a wireless media for sensors located in cheap accessories
for sports, entertainment, and health-care.
Shortly after Bluetooth started to increase in popularity as a technology for cable
replacement and began to provide a base for wireless Personal Area Networks (PANs),
interest also emerged in the sensor networks research community [5]. The frequency
hopping approach makes Bluetooth relatively immune to electromagnetic interference
[6], and the large number of Bluetooth-enabled consumer electronic devices provides an
infrastructure that can be utilized by sensor nodes to achieve global Internet connectivity.
Bonnet et al. reported in 2003 [7] that Bluetooth has some advantages, such as high
throughput and resilience against interference, but also a number of disadvantages:
• Device discovery is slow, meaning that it can take a considerable amount of time
and energy for devices to discover each other.
• Keeping connections open is expensive, meaning that Bluetooth has a higher power
consumption while communicating than do other similar radio technologies.
• A layered stack prohibits fine-granularity time synchronization and restricts crosslayer optimizations.
However, Negri et al. proposed in [8] that the use of power-management policies can
make Bluetooth suitable for a wider range of sensor networking applications than what
could otherwise be achieved.
Networked sensor nodes, or motes, based on Bluetooth can be divided into two main
categories: The first category only uses the Bluetooth radio hardware to set up connections. Data communication is performed using proprietary protocols directly on top of
the radio layer. This approach requires only a fraction of the Bluetooth specification to
be supported and gives increased capabilities to adjust parameters for a specific application. The second category adheres to the Bluetooth protocol stack specification, which
requires a much more advanced stack. However, this increase in stack complexity and
size allows nodes to communicate with virtually any Bluetooth-enabled device, e.g. computers and mobile phones. The use of TCP/IP can further increase the communication
possibilities by allowing a sensor node to transmit data directly to the Internet without
the need of customized gateways or middle-ware applications.
In this paper, we present arguments concerning power consumption, accessibility, mobility and interoperability, showing the advantages of using TCP/IP over Bluetooth as a
communication suite for networked sensors in Mobile Ad-hoc Networks (MANETs). The
Mulle, a Bluetooth-enabled Embedded Internet System (EIS), [9] is used to demonstrate
the performance and feasibility of the combination of Bluetooth and TCP/IP in sensor
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networking applications. We chose a pragmatic research approach, where claims and
hypotheses are tested using real-world experiments.
The following Section presents Bluetooth in sensor networks and provides a brief
overview of related work in the research area of wireless sensor networks. Section 3
provides a brief overview of issues concerning TCP/IP in sensor networks, followed by
Section 4, which gives an in-depth discussion on the characteristics of Bluetooth-based
networked sensor nodes. A detailed description of the Mulle embedded system, with
its communication infrastructure and low-power architecture, is presented in Sections 5
and 6. Section 7 presents experimental results from real-world measurements and finally,
Sections 8 and 9 outline future work and conclusions, respectively.

2

Bluetooth for Networked Sensors

Sensor networks are emerging as a technology that can address a large number of application scenarios where it is crucial to perform measurements and take actions, such as
sending an alarm or updating a control loop. Sensor networks can be divided into two categories: broadcast-based and connection-oriented. Traditionally, most sensor networks
have been built using broadcast-enabled radios, but Bluetooth, a connection-oriented
link topology, is growing in popularity as a design choice for smaller networks used in the
vicinity of human users, e.g. for home-automation and health-care applications [10, 11].
Bluetooth is a radio technology which has been used in a number of sensor nodes. As
mentioned earlier, Bluetooth-based sensor nodes can be roughly divided into two main
categories: A) The first category only uses Bluetooth (IEEE 802.15.1) as a radio link
technology, without utilizing the standardized higher layers of the Bluetooth protocol
stack. This approach keeps the communication code footprint small, reduces software
development complexity and allows fine-tuning of the behavior of the radio to suite a
certain application. The drawback of utilizing proprietary protocols is that only nodeto-node and node-to-gateway communication is possible. In this category, we find sensor
nodes such as the BTnode [12] from ETH Zurich [13] and the iMote [14] from Intel [15].
To enable sensor networks based on proprietary protocols to communicate with IP-based
networks, such as the Internet, a gateway is required to convert the proprietary protocol
used within the sensor network to TCP/IP. The approach of using special gateways,
or in some cases middle-ware applications, is widely used. The approach of not using
Bluetooth Profiles and higher protocol stack layers also enables formation of true multihop networks, which are currently not supported by the Bluetooth specification.
B) Nodes in the second category, such as the Mulle node [9], conform to standardized protocols and Bluetooth profiles. This gives improved interoperability, since sensor
nodes can communicate with Bluetooth-enabled consumer devices, e.g. computers, PDAs
and mobile phones directly. However, the code footprint can increase substantially and
thus imposes higher memory and resource requirements. This may prohibit the use of
Bluetooth on low-end microcontrollers. However, many modern Bluetooth modules with
built-in microcontrollers can provide a full Bluetooth stack. This reduces the amount of
additional code required, and shortens software development time. Drawbacks with this
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design approach are that low-level access to the protocol stack layers can be limited. Less
control over the communication system may result in higher power consumption and also
prohibits link-level time synchronization.
The Bluetooth specification for Scatternets, a form of multi-hop network, is not fully
developed to date, resulting in point-to-point network support only. This restricts the
usability when creating sensor networks built upon standardized protocols, and proprietary solutions are often used to address this issue. Bluetooth, as a connection-oriented
technology (Fig. 1), has some limitations in terms of scalability [7, 16]. Furthermore,
even Scatternet-based networks can only support a relatively small number of nodes
compared to what other, more specialized technologies such as 433-915 MHz broadcast
radios or IEEE 802.15.4 can manage. Such dense networks, which are often referred to
as Wireless Sensor Networks (WSNs) (Fig. 2), have distinct characteristics compared to
sensor networks based on Bluetooth. Research is performed on wireless sensor networks
by a number of institutions [17, 18] and companies [19, 20].

3

IP Sensor Networks

IP as a communication base for sensor networks has had an increase in popularity during
the last years. It was long believed that TCP/IP on resource constrained sensor nodes was
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not feasible, but recent research and development [21, 22, 23] have shown that TCP/IP
can be utilized in a wireless sensor network. IP-based sensor networks enable a new range
of applications where traditional proprietary networks fail to meet the requirements. A
detailed description of issues concerning TCP/IP in sensor networks can be found in [24].
Below are some advantages and disadvantages of IP-based sensor networks:

3.1

Advantages

The Internet has, as of today, around 400 million hosts, and the possibility to integrate
sensors directly to it may prove to be beneficial in a number of application areas. Essentially, there are two different ways of achieving this: the first approach is to have a
dedicated gateway that converts IP-traffic to the proprietary protocol used by the sensor
nodes. The other approach is based on IP-all-the-way, where sensor nodes in the network
perform all communication using the TCP/IP protocol suite. This eliminates the need
for a gateway, but can increase requirements on the nodes in terms of processing power
and memory consumption. In MANET applications, where no infrastructure exists, sensor nodes must be able to communicate with the (mobile) devices that wish to obtain
sensor data, without using a gateway.
Below are short descriptions of the most two important benefits of using TCP/IP in
a sensor network:

3.1.1

Interoperability

This is one of the key points of using the IP protocol suite. The nodes can directly access
the Internet using commercially available gateways, e.g. mobile phones, WiFi routers
and computers. Mobile users can also access sensor data using standard PDAs, laptops
or smart phones.

3.1.2

Mobility

Sensor nodes, using, for example, Bluetooth, can use mobile phones with GPRS/UMTS
as access points. Since mobile phones are commonly used, the nodes can be deployed
easily without the need to first build an expensive communication infrastructure. Mobile
phones equipped with GPRS or UMTS currently provide better radio coverage, even in
rural areas, than any other technology. The combination of Internet access using GPRS
roaming allow sensor nodes to be deployed virtually anywhere, while still allowing users
all over the world to access them directly, given that the appropriate mechanisms for
node localization are in place. Such mechanisms can, for example, be static IP address
assignment, static hostname combined with dynamic DNS updates, or by using a proxy
with known URL to forward data from sensors to users.
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Disadvantages

TCP/IP was designed to primarily be used by computers and not small sensor and actuator nodes. Sensor nodes, with very limited memory and processing resources, may not
always be capable of using memory consuming protocols such as TCP. Below are the most
significant drawbacks and issues concerning TCP/IP in sensor networking applications.
• Code overhead: Implementations of TCP/IP have shown that it is possible to use
IP with only 6.3 kB of added code space, and less than 1 kB of RAM on an 8bit microcontroller platform [25]. This may of course be a substantial part of the
total resources available on the low-end microcontrollers often found on motes.
More complex software also increases the processing load on the sensor node, thus
increasing the power consumption as well.
• Communication overhead: Communication overhead is defined as the number of
bytes (or percent) that the communication system adds to the payload when transmitting a packet. If a single byte is transmitted using TCP, the actual packet size
will be 41 bytes, consisting of a 20 byte IP header [26] followed by a 20 byte TCP
header [27]. This will result in a packet where less than 3 percent is useful data and
the remaining 97% is overhead. One solution to this problem is data aggregation,
where as much sensor data as possible is sent as a single packet, thus reducing
the overhead. However, the end-to-end delay will increase. Another solution is
to apply header compression techniques [28]. TCP has also been shown to be illsuited for wireless networks [29], with bandwidth limitations, energy consuming
re-transmissions and high memory requirements.

4

Bluetooth-based Sensor Nodes

This Section presents an overview of, and comparison between, several Bluetooth-based
sensor nodes. Other nodes, not included in the previous list, are the WISA [30] platform
from ABB, which uses a modified IEEE 802.15.1 transceiver optimized for industrial
control applications, and the Sanjay [31] mote. The WISA node is omitted due to
the fact that it does not conform to the Bluetooth specification. Technical details on
the Sanjay platform are, as of today, not available. Another interesting technology for
wireless sensors is Wibree [4], which was recently adopted as a part of the Bluetooth
specification. Wibree may further establish Bluetooth as a viable technology for wireless
sensor networking applications.

4.1

ETH Zurich BTnode

The BTnode [12, 32] is a prototyping platform for ad-hoc networks. It was developed
at ETH Zurich in a joint cooperation by the Computer Engineering and Networks Laboratory (TIK) department and Research Group for Distributed Systems. The BTnode,

167

Paper G

Figure 3: ETH Zurich BTnode

shown in Fig. 3, is composed of an Atmel ATmega128 microcontroller and two separate radios. The first radio is a low power Chipcon CC1000 [33] ISM-band broadcast
radio, the same as on Berkeley MICA2 [34] motes. This enables the BTnode to form
multi-hop networks. The second radio system is a Zeevo ZV4002 [35] Bluetooth module. The BTnode has been used in a number of projects and is also used by universities
for educational purposes. The BTnode software architecture is based on either Nut/OS
[36] or TinyOS [37]. Wireless communication can be performed by the two radios independently. The Chipcon radio operates in the 433-915 MHz frequency range, and uses
proprietary protocols. The Zeevo Bluetooth radio can, on the other hand, be operated
using parts of the Bluetooth protocol stack. The BTnode Bluetooth stack supports the
HCI, L2CAP and RFCOMM layers, enabling some interoperability with other Bluetooth
devices. However, no support exists for the Bluetooth Service Discovery Protocol (SDP).
This requires users to manually configure all connections and hence places the BTnode
in between standards- based and proprietary architectures. Researchers at ETH Zurich
have successfully created scatternets consisting of more than 70 BTnode rev3 devices,
indicating that the scalability issues with the Bluetooth technology can be circumvented.
However, the Bluetooth specification concerning scatternets is still unfortunately vague.
There are still issues that are considered vendor-specific, which make is difficult to create
networks with heterogeneous nodes.

4.2

Intel Mote

Intel has developed the Intel mote [38], or iMote, together with UCLA [39]. The iMote,
shown in Fig. 4, is based on the Xscale microcontroller and uses a Zeevo TC2001 Bluetooth module. The platform is stackable, enabling a multitude of different sensors and
power supplies to be attached to it. The operating system is TinyOS. No standard Bluetooth profiles are supported; instead, customized protocol layers written for TinyOS are
used. These layers provide support for topology establishment and formation of both
single and multi-hop networks. The use of TinyOS simplifies code reuse from other (non
Bluetooth) mote platforms. More information about the iMote can be found in [40].
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Figure 4: Intel mote

Figure 5: LTU EISLAB Mulle

4.3

LTU EISLAB Mulle

The Mulle, shown in Fig. 5, is a Bluetooth-enabled sensor node [9]. It was originally
developed at EISLAB, Luleå University of Technology (LTU) [41] but is now a commercial product from EISTEC AB [42]. The Mulle is based on a Renesas M16C/62 [43]
microcontroller with 31 kB of RAM and 384 kB of flash memory, and its communication
architecture (Fig. 6) supports the most commonly used Bluetooth protocols, e.g. HCI,
L2CAP, SDP, BNEP, RFCOMM and PPP. This enables the Mulle to communicate with
a large variety of devices, ranging from mobile phones and access points to computers
and PDAs. The use of TCP/IP further increases interoperability since the Mulle can be
connected to any IP-based network, such as the Internet, and hence allow users anywhere
in the world to retrieve sensor data directly without the need of customized gateways
or middle-ware applications. The lwBT Bluetooth stack [44] is developed in-house and
is designed to have a small code and RAM footprint. The supported Bluetooth Profiles
are: Lan Access Point (LAP), Dial-up Networking (DUN), Personal Area Networking
(PAN) with all three roles: NAP, GN, PANU, and the Serial Port Profile (SPP). This
extensive support for different Bluetooth Profiles enables a multitude of different network
configurations to be created.
IP-support is provided by the lwIP [45] lightweight IP stack developed at SICS [46].
Support for the Multicast DNS and Service Discovery (mDNS-SD) protocol [47] provides
automatic device and service discovery, and IP address allocation is normally performed
by DHCP. A more detailed description can be found in [9, 48], and the Mulle Service
Discovery architecture is summarized in [49].
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Table 7.1: Comparison of nodes

MCU frequency
RAM
size
CPU sleep, BT off
CPU on, BT off
CPU on, BT listen

4.4

Mulle v2
10.0 MHz
31 kB
23.2x23.3 mm
0.009 mW
25.1 mW
28.4 mW

BTnode
7.37 MHz
256 kB
58.2x32.5 mm
9.9 mW
39.6 mW
92.4 mW

iMote
12 MHz
64 kB
30x30 mm
9 mW
27 mW
62.1 mW

Comparison of Bluetooth Sensor Nodes

This section contains a brief summary of the three Bluetooth sensor nodes mentioned
previously. Each node has its own approach of using the Bluetooth technology for sensor
networking purposes. The BTnode implements a dual radio approach, where the Bluetooth radio is complemented with a broadcast radio. Thus, it is capable of handling
a wide range of applications. The iMote uses a custom layer on top of Bluetooth radio links, which limits interoperability with consumer devices but enables formation of
multi-hop networks. Finally, the Mulle uses only standardized protocols and Bluetooth
Profiles, which prevents its use as a true WSN node, but enables communication with
standard consumer devices. This makes the Mulle suitable for MANET sensor networking applications. See Table 7.1 for a brief overview on some interesting characteristics of
each node. Mulle characteristics are taken from [50], while data for the BTnode and the
iMote are taken from the Sensor Network Museum [51].

5

Mulle Communication Infrastructure

The Mulle communication architecture is based on a combination of Bluetooth and
TCP/IP. A Mulle can communicate with: Bluetooth access points, mobile phones, PDAs
and computers. An example of a typical Mulle network is shown in Fig. 8. Any Mulle
that discovers a mobile phone will use the DUN profile to gain Internet access. When an
Internet connection is established, the Mulle initiates its own PAN-NAP service, thereby
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Figure 7: Ostmark Link Protocol

enabling other Mulles and users to connect to it. In the figure, we see how one Mulle
provides Internet access for Users #1 and #2 as well as for other Mulles. Experiments
performed at EISLAB show that a Mulle PAN network can consist of at least 15 devices,
and work is in progress to create Mulle networks with more than two times as many
nodes. The Park mode is utilized for creating Piconets consisting of more than seven
slaves, as well as for reducing the power consumption. When a Bluetooth slave enters
Park mode, it releases its Piconet active member (AM) address. The seven AM addresses
that are available can be shared by a large number of nodes in a time-division multiplexed
fashion. Once a Mulle has established a network connection, it uses the Multicast DNS
with Service Discovery (mDNS-SD) [47] service discovery protocol, to locate available
services in its vicinity. In most usage scenarios, the Mulle will scan the network for NTP
servers and Mulle database servers. NTP is used by the Mulle to (re-)synchronize its
Real-time Clock. When a Mulle discovers a database server, it will attempt to establish
a TCP connection to it. Sensor data is then transmitted from the Mulle to the server
where it is stored. Users can also log in to the server and view sensor data in real-time.
The following protocols are supported by the Mulle communication architecture: IP,
TCP, UDP, ICMP, DHCP, DNS, mDNS-SD, NAT-PMP, IGMP, NTP and HTTP. The
Mulle also supports dynamic DNS updates, which together with the NAT Port Mapping
Protocol (NAT-PMP), enables it to advertise available services globally on the Internet
even when operating behind a firewall.
The Mulle uses the Ostmark Link Protocol (OLP) when transmitting sensor data over
TCP. OLP (Fig. 7) is a simple protocol developed at EISLAB and consists of a 5 byte
header with an optional payload. The type field, bits 0 to 7, indicates the type of packet,
e.g. LOGIN or SENSOR DATA. Bits 8 to 23 forms the length field in little endian, which
tells the number of bytes of payload that are appended to the 5 byte header. Bits 24 to
31 and 32 to 39 are reserved for future use and could be used for encryption purposes.
This simple packet format is used for all Mulle sensor communication, i.e. mulle-to-mulle
and mulle-to-user.

6

Mulle Low-Power Architecture

The Mulle software is based on a few major components: Bluetooth- and IP-stacks, a
Hardware Abstraction Layer (HAL) which encapsulates low-level hardware behavior, an
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optional Real-time Operating System (RTOS), RTXC [52], and the sensor system. To
resolve the issue of having multiple software components trying to utilize different lowpower modes simultaneously, a new type of power management was developed for the
Mulle: the energy-aware Task Manager [53]. The Task Manager, as shown in Fig. 9,
coordinates all subsystems in order to efficiently conserve energy resources, both fixed
and renewable. Solar cell support is successfully implemented and tested in real-world
trials. The Task Manager consists of an API in the C programming language, which is
to be used by all energy-aware software components and a context- and energy-aware
scheduler. The scheduler uses a set of rules, which consists of alarm levels and various
operations’ energy consumption, an activation schedule, and status information from the
main components to dynamically change the MCU clock frequency, and the usage of
stop mode(). This mode stops all MCU clocks and enables the Mulle to reduce its power
consumption by three orders of magnitude. The activation schedule controls the dutycycle based operation of the Bluetooth subsystem. In other words, it controls how often
the Bluetooth module is powered on and the sampling interval for the sensor system.
To address the issues mentioned in Section 2, the Mulle uses a combination of different
techniques:
• Device discovery: Bluetooth specifications 1.2 and newer introduced two faster
and more efficient device discovery mechanisms: Enhanced inquiry and Interlaced
inquiry scan. These two new features reduce the maximum inquiry time from 10
to 5 seconds and can perform connection establishment in half the time compared
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to Bluetooth 1.1 and older. The Mulle is therefore equipped with a Bluetooth 2.0
compatible module from Mitsumi. The Mulle also caches Bluetooth addresses from
devices, e.g. access points, in its vicinity and thus enabling the number of required
inquiry scans to be minimized.

• Keeping connections: The Mulle makes aggressive use of sniff and park low-power
modes when connected. It can also operate the Bluetooth module with the MCU
in sleep mode by using the BCSP protocol [54]. The largest reduction of energy
consumption can be achieved by powering down the Bluetooth system when it is
not used, i.e. duty-cycling.
• Layered stack: The use of BCSP allows the host to interface different layers directly,
which in turn simplifies low-power management. BCSP also enables the MCU to
enter sleep mode while the Bluetooth module is connected. This is possible because
the packets that are sent over the UART may be lost, due to the time it takes for
the MCU to wake up. They are then re-transmitted. The Bluetooth module is
also programmed to generate an interrupt which will wake the MCU up from sleep
whenever data is received over the radio link.
The Mulle communication low-power architecture uses three different levels of synchronization granularity in order to minimize delay while still allowing energy-efficient
operation. The three levels of granularity are fine, medium and course. Their respective
power consumption and communication delay can be seen in Table 7.2.
• fine: Bluetooth supports bandwidths up to 3 MBit/s, but the maximum bandwidth
a Mulle can deliver is 57.6 Kbit/s due to baud rate limitations in the UART that
connects the Bluetooth module and the microcontroller. This allows the Mulle to
use the Sniff mode to reduce the Bluetooth bandwidth and thus conserve energy
efficiently.
• Medium: When only sporadic transmissions are required, but the Mulle still needs
to be connected, it uses the Park state. This mode enables a Piconet to have more
than 7 clients and can reduce the power consumption drastically.
• course: When the Mulle is not required to maintain a connection, it can disconnect and turn off the power to the Bluetooth module, thus reducing the power
consumption by three orders of magnitude.
To support a large variety of applications and different low-power requirements, the
Mulle has three different operational modes. Each mode models a certain application
class. Classes are separated by a) how the Mulle should sample its sensors and b) the
requirements on the communication system. Where WSN nodes typically are optimized
for node-to-node and node-to-gateway communication, the Mulle is designed to be used
by human users. This fact reflects how the Mulle normally operates [48], with a useroriented approach.
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Figure 9: Mulle low-power architecture

err_t pwrmgr_inform(uint8 *event);
err_t pwrmgr_action(uint8 clk);
err_t pwrmgr_setMCUspeed(uint8 clk_div);
uint8 pwrmgr_getMCUspeed(void);
Figure 10: Task Manager API

As shown in Fig. 10, the Task Manager API consists of four functions. The pwrmgr inform() function is called whenever a subsystem changes state, e.g. when the
Bluetooth system goes from Idle to Listen state. The Bluetooth subsystem then calls the
pwrmgr inform() function in order to tell the power manager that a change of state just
occurred. The pwrmgr action() function is called by the HAL system, and triggers the
Task Manager to see if the system can enter any low-power mode. This design approach
keeps each subsystem unaware of what state other systems are in, while still being able to
efficiently activate available system power-save modes. The pwrmgr setMCUspeed() and
pwrmgr getMCUspeed() functions are used to indicate the minimum clock frequency a
subsystem needs and read the current MCU clock frequency. Below are short descriptions
of all available operating modes:
• Passive mode When a Mulle is in Passive mode, it has its Bluetooth transceiver
on in listening mode. Unused components are powered down in order to conserve
energy and the MCU is typically in stop mode, while the Bluetooth module is in
listening mode.
• Active mode In this mode, the Mulle initiates outgoing connections. Once a connection is established, the Mulle starts to stream sensor data to a user or database
server. The power consumption usually depends on the specific type of sensor(s)
attached to the Mulle.
• Time-synchronous mode This mode, which combines the two previous modes using
an activation schedule, is a form of distributed duty-cycling and allows the Mulle to
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conserve a considerate amount of energy. The activation schedule can be modified
dynamically, and allows users to make trade-offs between system life-time and endto-end delay. The Mulle spends most of its time, typically 95-99 %, in sleep mode
where it consumes less than 10 µW. Periodically it wakes up to either: listen for
incoming connections or establish its own outgoing connections.

The decision of which of these modes to use is highly application specific and must
always be decided at compile time.

7

Experimental Results

In order to evaluate the performance of the proposed low-power techniques, a series of
real-world tests were performed. These tests were constructed in a way that reflects
how a sensor node behaves during normal operation, i.e. periodically waking up from
sleep mode in order to sample its sensor or to transmit sensor data. Table 7.2 provides
a short summary of a Mulle’s power consumption and system delay in various modes.
High-efficiency voltage regulators provide the system with 3.3 V. In all measurements,
a Real-time Clock was used to wake the MCU every 1000 ms in order to measure the
system current consumption using a Dallas DS2782 high-precision battery monitor chip,
which measures the voltage drop over a small (0.020 Ohm) series resistor with a sampling
frequency of 18 kHz. In order to get a good reading of the average current for each mode,
the system was measured over a time period of approximately 20-30 minutes. The current
measurement resolution was chosen to be 80 µA. One drawback to this solution is that
the energy-consumption caused by the measurement is included in the total result. The
communication delay is calculated from the number of time slots that are in between two
consecutive timeslots in which the Bluetooth module has its radio active.
Fig. 11 shows the extrapolated node lifetime versus MCU clock frequency during
active periods. A duty cycle of 1% for the MCU was chosen. We see here that by using a
standard Saft LS14500 2250 mAh Lithium battery, the Mulle can utilize the MCU for 600
ms per minute and live 10.4 years when running at 1.25 MHz and 3.3 years when running
at full speed. Note that these values exclude the power consumption for attached sensors,
since some sensors, e.g. GPS-receivers, can consume more power than the sensor node
itself. Internal leakage and aging of the battery cells are omitted from the calculations.
Thus, the extrapolation is only indicative to actual lifetime of the system.
All measurements with the Bluetooth module in connected state, using Sniff or Park
low-power modes, were performed with full TCP/IP communication. DHCP was used
for automatic IP address allocation and NTP for programming the on-board RTC with
the correct date and time. Dynamic DNS updates were performed against a DNS server
on the Internet, and the use of the mDNS-SD and NAT-PMP protocol enabled users to
navigate to the Mulle using a standard web browser.
Fig. 12 shows extrapolated lifetimes for a Mulle using the Bluetooth module at
different transmission intervals in order to send data. The cost of initiating a connection
is measured to be 259 mWs, and then an extra 2.2 mWs for each additional 128 bytes
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Table 7.2: Mulle v2 power consumption

Mode
All systems sleep
MCU 10.0 MHz, BT off
MCU 5.0 MHz, BT off
MCU 2.5 MHz, BT off
MCU 1.25 MHz, BT off
MCU sleep, BT listen
MCU sleep, BT active
MCU sleep, BT sniff (210 slots)
MCU sleep, BT sniff (2010 slots)
MCU sleep, BT parked (18 slots)
MCU sleep, BT parked (200 slots)
MCU sleep, BT parked (4094 slots)
MCU sleep, BT parked (8094 slots)

Delay
2-12 s.
131 ms.
1256 ms.
13 ms.
130 ms.
2560 ms.
5000 ms.

Power
0.0089 mW
25.1 mW
16.8 mW
10.1 mW
7.3 mW
3.3 mW
132.9 mW
27.8 mW
9.1 mW
24.9 mW
8.8 mW
6.0 mW
6.0 mW
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Figure 11: Extrapolated system lifetime vs. MCU frequency
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Figure 13: Transmission current consumption for un-optimized system

of payload. The payload accumulates with 2 bytes/second and is the reason that the
lifetime does not scale linearly with the transmission interval but instead is bounded by
the amount of sensor data that need to be transmitted. Fig. 12 also shows that data
aggregation extends the lifetime by reducing overhead since connection establishment
dominates the power consumption for the lower intervals. A higher interval leads to
higher efficiency even though the end-to-end delay increases.
The power consumption of a Mulle node performing a data transmission without any
low-power techniques applied is shown in Fig. 13. The total energy consumption is measured to be 1920 mWs. The figure shows a boot of the Bluetooth module followed by
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Figure 14: Transmission current consumption for optimized system

an Inquiry scan. After the scan is successful, the Mulle performs an L2CAP connection,
BNEP connection and a DHCP discover. When an IP address is allocated by DHCP,
the NTP protocol is used to obtain the correct date and time. Finally, a TCP connection is performed against a Mulle database server. A Mulle performing the same TCP
communication, but without an Inquiry scan or DHCP discover is shown in Fig. 14. By
caching addresses to use, the connection setup time can be minimized. Sniff mode and
Dynamic Frequency Scaling (DFS) are also used in order to reduce the power dissipation.
The second connection only consumes 246 mWs, compared to the first which consumes
1920 mWs. The total energy consumption is reduced by over 87%. Measurements for
Figures 13 and 14 were performed using a high-performance Tektronix TDS 7254 digital
oscilloscope with a sample rate at 25 kHz using a 10-bit resolution. A small resistor of
5.00 ohms was connected in series with the Mulle, and the oscilloscope was measuring
the voltage drop over the resistor. The current measurement resolution was set to 40 µA.
A Keithley 6487 Picoammeter high-precision current measurement instrument was used
to measure the static system current consumption in sleep mode. All data analysis were
performed using MATLAB.
In 2003, Leopold et al. reported that the power consumption was 89 mW for a BTnode
with the Bluetooth module in pagable and inquirable mode, and approximately 136 mW
to maintain a connection [16]. This high power consumption was one of the reasons
behind the conclusion that Bluetooth is ill-suited for sensor networking applications.
However, a Mulle can perform the same operations today consuming only 3.4 mW and 7
mW, respectively. The next generation of the Mulle platform is designed with a projected
power consumption of less than 0.5 mW when using Sniff mode in a connected state.
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Future Work

Even though Bluetooth-based networked sensor nodes can have the power consumption
greatly reduced, there are still issues when it comes to scalability. Experiments performed
have shown that it is feasible to create networks consisting of up to 15 nodes. However,
many applications require more nodes than this and further research will be targeted
to address this issue. Other limitations are long connection setup times, which restrict
Bluetooth to be used in scenarios where nodes are traveling at high speeds, and the
relatively high energy cost and long time delay of establishing a connection.
We also believe that, by extending the Bluetooth specification with support for broadcast channels, the issues of scalability, long connection setup times, and power consumption can be addressed much more efficiently.

9

Conclusions

We conclude that Bluetooth, as a technology for ad-hoc networked sensor nodes, has
made tremendous progress in terms of power consumption. Still, there are limitations
on how large a Bluetooth network can be, but for moderate network sizes, we claim that
Bluetooth is a feasible alternative for Personal Area (Sensor) Networks. In this article,
we have demonstrated that the relatively high power consumption of Bluetooth-based
sensor nodes, communicating using the TCP/IP protocol suite, can be reduced by orders
of magnitude while still enabling interoperability with existing infrastructure. We claim
that a system lifetime in the range of months to years is made feasible by exploiting
characteristics of the communication scheme and efficient and extensive use of available
low-power modes, requiring a total volume of less than 10 cm3 .
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Abstract
In this paper, the feasibility of using a sensor network for automotive testing is investigated. Testing is becoming ever more important for the car industry, where the
demands for quicker time-to-market and shortened development cycles are increasing.
Car testing is time consuming, and is often performed in remote rural areas. Traditional
methods include wiring up a vehicle with sensors connected to a data logging device.
We envision that the use of wireless sensors can drastically decrease the time required to
perform a set of test cases. A sensor network based on Bluetooth was used to validate
our design approach. The network supports real-time monitoring of sensor data, and
precludes the need of manually configuring each sensor node. Preliminary tests indicates
that the proposed design is well suited for vehicle testing, due to its inherent support for
ad-hoc networking and auto configuration of services.

1

Introduction and Related Work

A clear trend in the automotive industry is that more and more functionality is being
built into the products, while development lead times must be shortened in order to be
competitive on the global market [1]. Consequently, the need for testing of components
and systems in realistic conditions is increasing, while the time available to do the testing
is getting shorter. In the case of winter testing of vehicles and vehicle components, simply
increasing the volume of the testing can be prohibitively costly. In automotive testing
today, a lot of highly skilled test engineers must travel to remote locations for extended
periods of time. Traveling is time consuming, and it is of course expensive to have highly
qualified engineers away from the development site for long times. By making heavy
use of network infrastructure available at many automotive proving grounds in Sweden
and elsewhere, and by developing new work procedures based on distributed collaborative work, automotive testing can be performed with less need to send highly qualified
personnel to remote regions. The specialists on a subsystem of a car can stay at the
car manufacturer’s development site, where they can be more productive in their work,
while still having immediate access to the measurement data of the tests being performed
elsewhere. Less qualified test engineers can be hired for conducting the tests, with data
being analyzed, and the tests being coordinated, from a remote location. Furthermore,
the opportunity of conveying test results in real time over a network to the development
site means that people traditionally not involved in testing until a much later stage, can
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be involved earlier, and thus development lead times can be shortened. In previous work
[2], tools and methods have been proposed for making use of wireless local area networks
(i.e. IEEE 802.11b) at proving grounds for real-time acquisition of measurement data,
and then sending the data back to the development site of the company performing the
tests. The technical set-ups for these experiments rely on standard measurement systems
installed in the cars, which are interfaced and integrated into a framework for wireless
communication, enabling remote access to the measurement data in real time. Traditionally, the installation of measurement systems in cars requires a lot of cabling and
introduction of bulky equipment into the car. In an effort to take wireless testing one
step further, and to reduce the need for intrusive equipment and cabling, we now propose
to use a wireless sensor network within the cars for acquisition of measurement data in
a more convenient way. The sensor network is based on the Bluetooth technology and
TCP/IP. End-to-end TCP/IP allows sensor data to be easily relayed over a WLAN network, and the Internet (see Fig. 1), for remote access, for instance from the development
site of an automotive company. Apart from more convenient installation procedures and
less space requirements, a wireless sensor network based on small embedded devices has
the advantage of low heat dissipation, which is very important for climate testing, since
any introduced heat source will disturb the tests. Low-power battery powered nodes may
also eliminate the need of additional wires for power distribution. While applications of
ad-hoc sensor network technology in the automotive industry is a fairly well established
research field (see e.g. references [3, 4, 5]), less attention has hitherto been given to
the use of sensor networks in automotive testing. We believe that the introduction of
wireless sensor network technology in automotive testing can help make test engineers
more efficient, and also make it possible to perform more testing and validation work
remotely, reducing the need for traveling and reducing overall development lead times.
Although more extensive evaluation studies are needed to fully substantiate these claims,
we believe that our work not only contributes knowledge about the technical realization
of sensor networks in automotive testing, but also can serve as a springboard for further
experiments with wireless automotive testing.

2

Network Architecture

The Mulle embedded system [6] which was used as a prototype platform, is a Bluetoothenabled sensor node which utilizes the TCP/IP protocol suite for communication. This
enables interoperability with standard consumer devices such as smart phones, laptops
and PDAs. To enable quick and easy installation of sensors inside a test vehicle, it is
important that the deployment of sensors and data logging equipment is fast and without
time consuming configuration. Since the main goal of our sensor network is the reduce
the overall installation time required to fully equip a test car, the sensor network must
support zero-configuration networking. The Mulle architecture supports the multicast
DNS and Service Discovery (mDNS-SD) protocol, which enables it to both advertise its
own services as well as to discover other devices and their services.
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Figure 1: Mulle communication infrastructure

3

Tests

Real-world tests has been performed with a car fitted with Mulle sensor nodes. In one
test, a custom designed Windows application, also supporting mDNS-SD, was used for
logging sensor data from a Mulle node placed in different locations inside the car. The
car was then driven around, in normal city traffic, while the nodes were transmitting data
to the logging application. All important events, such as stopping the car or turning off
the engine, were documented together with the time the event took place. The log file
was used together with a plot over the car’s temperature, see Fig. 2, to create a complete
view over how different activities affected the temperature. At a), the measurement is
started with the car parked outside, b) indicates when the car was started and driven
away. At c), the engine was turned off for 25 minutes, and at d) the car was started
again and returned to a garage with arrival time at e). To get a high granularity view,
a sampling rate of 4 Hz was used. All data analysis were performed with MATLAB.

4

Future Work

For extended test capacity, it is important to support a large sensor network. As of
today, up to 15 Mulles has been successfully connected in one network, and work is in
progress to extend that to over 40 nodes. However, more work is needed to investigate
the performance of such large networks.
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Figure 2: Test drive with Mulle in back seat

5

Conclusions

This paper has presented a Bluetooth-based sensor network for automotive testing. Sensor nodes equipped with temperature sensors were deployed inside a car. The architecture
supports ad-hoc networking as well as auto-configuration of services. Preliminary tests
indicates that Bluetooth, with its frequency hopping approach, is suitable for vehicular
use. TCP/IP enables seamless integration with the Internet, allowing users, anywhere in
the world, real time monitoring of the test vehicle. We believe that the use of wireless
technologies will improve test and verification methods in the automotive industry. The
use of auto configuration of IP-addresses and auto detection of available services reduces
the time required to fit a vehicle with the necessary test equipment.
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“MULLE: A Minimal Sensor Networking Device - Implementation and Manufacturing Challenges,” in IMAPS Nordic 2004, (Helsing”or, Denmark), pp. 265–271,
September 2004.

