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Abstract

Detection of faults, such as clogged valves, broken bearings or biased sensors, has been
brought more and more into focus during the last few decades. There are two main
reasons why faults are important to detect at an early stage. Firstly, faults in safety
critical applications, such as aircraft, nuclear reactors, cars and trains, may create risks of
personal injuries. Secondly, faults in the manufacturing or process industry, e.g. flotation
processes and steel plants, may cause decrease in quality or interruptions of production.

A fault detection algorithm consists of two parts, the residual generator, which gen-
erates a residual, and the residual evaluator, which compares the residual, or a function
of it, with a threshold to determine if a fault is present. The residual generation contains
a process model and the residual can be described as a filtered difference between the
measured and estimated process outputs.

When no fault is present, the residual will be nonzero due to residual disturbances,
i.e. measurement disturbances, process disturbances and model uncertainties. Therefore,
the residual evaluation must be robust against these disturbances to avoid false alarms.

Due to the model uncertainties, the residual is affected by the known input signals,
which are, in general, time varying. To achieve a threshold that is as tight to the residual
as possible, the threshold should also depend on the known input signals.

To make this possible, parametric uncertainty in the process model is considered
in this thesis. The dynamic threshold generator is introduced, a dynamic system whose
output is the threshold and the inputs are the known process inputs. A dynamic threshold
generator is developed for full-state measurement systems, assuming that the residual
disturbances are constant and unknown but bounded. This dynamic threshold generator
is then generalized to non-full state measurement systems with time-varying but bounded
residual disturbances.

Both generators depend on the unknown upper bounds of the residual disturbances.
These upper bounds are replaced by design parameters, which are determined by min-
imizing the threshold for a set of fault free data. A nonlinear optimization solution is
discussed. It is also shown that the residual generator state vector can always be param-
eterized such that the designing of the parameters can be done by linear optimization.

A part of the generalized dynamic threshold generator is a system whose impulse
response is an upper bound to another impulse response. Automatic methods to find
realizable upper bounds are derived.

To validate the methods in this thesis, two applications have been considered, de-
tection of clogging in the valves of a flotation process and detection of faults in the
compressor inlet temperature sensor of a jet engine.
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Chapter 1

Introduction

Knowledge about the condition of technical systems has been of interest ever since hu-
mans started constructing them. In the beginning, the condition of these systems had to
be determined by using the human senses such as e.g. vision, hearing and smell. These
senses are not enough to notice all changes in more complex systems, and therefore,
devices to measure quantities, sensors, were developed. When measurements became
available, the next problem was, and still is, how to use the information provided by the
sensors, to determine if a system was working well or not. In some cases, the system op-
erators looked at the measurements and by experience learned to determine the condition
of the technical system. When the first computers were developed, it was soon realized
that they could be an aid in this. The computers were used to collect and combine
information from sensors and the first fault detection algorithms were developed. In the
beginning, computers were really expensive and bulky and were only used for expensive
technical systems which justified them, e.g. the steel industry, paper making machines
and power plants.

With the introduction of microprocessors and the increased capacity of computers,
the intensity of developing fault detection algorithms increased significantly. Micropro-
cessors are small and cheap, which justifies, in terms of economy and space, the use of
fault detection algorithms in a larger number of systems, e.g. a temperature sensor in
a jet engine [Johansson and Norlander, 2003], car engine control sensors and actuators
[Gertler et al., 1995] and hydraulic actuators [An and Sepehri, 2003].

Despite the fact that the research about fault detection has been extensive during the
past few years, there are several reasons why continuation of the research is important.
Fewer missed fault detections are desirable and earlier detection of faults is necessary,
without an increase of the false alarm rate, since

1. Faults connected to manufacturing often decrease the production.

2. Faults can cause breakdowns in machines and create a great risk for people nearby.

An example of the first point is a flotation process where the company may sustain
heavy financial losses due to faults which cause the process to stop. The estimated cost
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2 Introduction

of a production stoppage is 30.000 euros/hour for a specific flotation process in Sweden.
Therefore, it is desirable to detect these faults at an early stage, so that they can be taken
care of during planned maintenance work, and unnecessary breaks in the production can
be avoided. A single engine fighter is an example of the second point. A fault in an engine
can cause the aircraft to crash, which will have catastrophic consequences for the pilot
and also cost a huge amount of money. To avoid this scenario, maintenance is carried out
regularly no matter if it is required or not, which is expensive. Therefore, it is desirable
to develop algorithms which detect these faults so that maintenance can be carried out
at the right time and thereby lower the costs. A working fault detection system would
also give continuous information of the engine condition, which might help avoiding the
scenario of a fighter crashing.

Faults to be detected can be divided into two categories depending on their rapidness,
abrupt and incipient. An abrupt fault is a nearly instantaneous occurring fault, while
an incipient one is slowly developing. The faults can also be divided into three different
categories depending on in what part of the system they occur,

• Process faults: Changes in plant parameters and when the plant is subject to
unknown input signals, e.g. leakage and loads, are categorized as process faults.
These faults can be divided into,

– Additive faults: Unknown input signals are well described as additive faults.

– Multiplicative faults: Changes in process parameters can be considered as
multiplicative faults.

• Sensor faults: These are faults occurring in measuring devices and are often best
described as additive faults, e.g. bias. There are however situations where a mul-
tiplicative description is better, e.g. sticking or complete failure.

• Actuator faults: Faults occurring in e.g. valves are actuator faults and these can
be described in a similar way as the sensor faults described above.

In e.g. [Patton et al., 1989] and [Frank, 1990], detection of faults in sensors is called
instrument fault detection (IFD); in actuators it is called actuator fault detection (AFD),
and if malfunction of the process is of interest to detect, then it is called component fault
detection (CFD).

One method of detecting faults, mainly instrumental ones, is hardware redundancy.
Hardware redundancy means that three or more sensors measure the same quantity,
then a voting is carried out to determine if any sensor is faulty. This method is tradi-
tionally common, since there have not existed alternatives until recently, and it is also
the most intuitive solution. Some publications about hardware redundancy were pre-
sented in the second half of the 60s and the first half of the 70s. In [Willsky, 1976]
and [Venkatasubramanian et al., 2003c], a section about voting techniques can be found
along with several references.

The drawback of hardware redundancy is the costs for purchasing and installing ad-
ditional sensors. Also, extra space is required, which might not exist. Another drawback
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is that equal sensors installed at the same time have a tendency to become faulty almost
simultaneously, since they have similar useful length of life.

In the beginning of the 70’s, researchers started to investigate how to achieve re-
dundancy by using information obtained by sensors measuring different quantities, see
[Willsky, 1976] and references therein. If the connection between these sensor measure-
ments is known, then they can be recalculated to be compared, and this is called an-
alytical redundancy. An advantage is that it is applicable to IFD as well as to AFP
and CFD, while hardware redundancy is mainly applicable to IFD. This analytical re-
dundancy can be divided into two categories, temporal and direct redundancy, see e.g.
[Chow and Willsky, 1984], [Patton et al., 1989], [Venkatasubramanian et al., 2003c], and
[Frank, 1990]. Redundancy that can be accomplished by algebraic relationships between
the different information sources is called direct redundancy. Temporal redundancy is
achieved if the connection between the different information sources can be described by
differential or difference equations. Direct redundancy can be viewed as a special case
of temporal redundancy and, therefore, fault detection by using the latter is considered
here.

The demands on fault detection algorithms have increased over the years and two
important properties for a fault detection algorithm to possess are

• Few missed detections

• Low false alarm rate

The first point, Few missed detections, is important, as mentioned above, since the conse-
quences of not detecting a fault can be expensive and catastrophic with respect to human
injuries. The second point is closely related to the first point since, if a large number of
false alarms are generated, then there is a great risk that when a fault has occurred, it
will be treated as a false alarm and therefore missed. Unfortunately, it is quite common
for large numbers of false alarms to be generated. The properties of Low false alarm rate
and Few missed detections are contradictory and a trade-off between them is required.
Another property which is contradictory to Low false alarm rate is

• Promptness of detection

In some applications, the time between the onset of a fault and detection of the fault,
which is called detection delay in [Patton et al., 1989], [Basseville and Nikiforov, 1993],
and [Gertler, 1998], is crucial. In these applications, a higher false alarm rate needs to
be tolerated. A fourth property which might be important is

• Sensitivity to incipient faults

If the faults are expected to be slowly developing, then the fault detection algorithm is
required to be sensitive to incipient faults.

The four properties mentioned above, should be considered when designing fault
detection algorithms. In some publications, the fault detection algorithm is designed with
respect to the properties Robustness and Sensitivity. If the fault detection algorithm is
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said to be robust, then it does not produce false alarms while sensitive means that small
faults can be detected. This sensitivity property is related to Few missed detections.

If a quantitative model of the process can be derived, then this model can be used for
fault detection. Different quantitative models for fault detection algorithms will be dis-
cussed in Chapter 2. Another possibility is to design a knowledge-based fault detection
algorithm. For this kind of algorithm, a qualitative process model is required. Qualitative
process model fault detection algorithms will not be discussed here, surveys of the sub-
ject are e.g. [Venkatasubramanian et al., 2003a] and [Frank and Köppen-Seliger, 1997].
Books containing information about it are [Pouliezos and Stavrakakis, 1994] and
[Patton et al., 1989].

A third possibility is to use process history fault detection methods. An advantage
of these methods is that no a priori process model is required. Instead, a process model
is estimated by using the collected data, however. The demand for a large amount of
measurement data is a drawback. The method of parameter estimation will be discussed
here, see Chapter 3.3. Other process history fault detection algorithms are not dealt with
in this thesis. A survey of the subject is [Venkatasubramanian et al., 2003b].

The thesis will continue with a discussion about quantitative process models for tem-
poral fault detection in Chapter 2. This is followed by Chapter 3, presenting different
residual generation methods and Chapter 4, where residual evaluation methods are dis-
cussed. Chapter 5 gives a summary of the research contributions reported in the six
papers, Papers A-F, which constitute the remainder of the thesis.



Chapter 2

Quantitative process models for
temporal fault detection

Several survey articles have been presented over the years on fault detection using a quan-
titative process model, e.g. [Frank et al., 2000], [Gertler, 1997], [Patton and Chen, 1991],
[Willsky, 1976], [Frank, 1990], [Frank, 1994], [Frank, 1997], and [Isermann, 1997]. Some
books on the subject are e.g. [Patton et al., 1989], [Pouliezos and Stavrakakis, 1994],
and [Gertler, 1998].

A short historical overview can be found in [Gertler, 1998], where aerospace and
chemical industry related research are pointed out as two of the areas where model-based
fault detection research began.

Figure 2.1: A general structure for fault detection systems.

Model-based fault detection algorithms are composed of two parts, residual generation
and residual evaluation. Figure 2.1 shows the structure of a general fault detection system
as a block diagram.

The residual generation, see Chapter 3, contains an estimator which uses a quantita-

5



6 Quantitative process models for temporal fault detection

tive process model and derives an estimate of the process output. The residual is defined
as the output of the residual generator and can be described as a filtered difference
between the measured and estimated process output.

In the next step, the residual evaluation compares the evaluation signal, i.e. the
residual or a function of it, with a threshold to determine if a fault is present or not.
In the ideal case, the residual will be equal to zero as long as no fault is present and
different from zero when a fault is present. In this case the choice of threshold is triv-
ial; a low constant threshold would be suitable. Unfortunately, since all processes are
nonlinear, of infinite order, and time-varying, it is not reasonable to expect that they
can be described exactly. A mathematical model will only be an approximation and,
therefore, contain uncertainties. Furthermore, it is not possible to know all the input
signals to the process and, therefore, the model will be subject to unknown disturbances.
Measurements will always contain disturbances, since all sensor signals are subject to
electronic noise and, furthermore, nothing can be measured exactly. So, the residual
will depend on residual disturbances, i.e. model uncertainties, process disturbances and
measurement disturbances, and will be nonzero even when no fault is present. Therefore,
both the residual generation, Chapter 3, and the residual evaluation, Chapter 4, should
be designed considering the residual disturbances.

A model of the process is required in the majority of the suggested residual generation
algorithms in Chapter 3. For this thesis, only processes which can, with good accuracy,
be approximated by a linear model of finite order are considered. A commonly used
process model is the linear approximation,

ẋ(t)=Apx(t) +Bpu(t) + Edd(t) + Eff(t)
y(t)=Cpx(t) +Dpu(t) + Fdd(t) + Fff(t)

(2.1)

The vectors x(t) ∈ Rn, u(t) ∈ Rm, d(t) ∈ Rp, y(t) ∈ Rl, and f(t) ∈ Rq are the state,
known input, unknown input, output, and fault vector, respectively. The matrices Ap,
Bp, Cp, Dp, Ed, Fd, Ef , and Ff are of appropriate dimensions. When using the model
(2.1), it is assumed that the process only depends on the disturbances linearly. It has
been neglected that e.g. the disturbance will probably also be multiplied with the state
or the input signals due to uncertainties in the parameters of the matrices Ap, Bp, Cp,
and Dp.

Another process model which is often used in the residual generation is the Laplace
domain model

(s) = u(s) (s) + d(s) (s) + f (s) (s) (2.2)

where (s), (s), (s), and (s) are the Laplace transforms of the signals y(t), u(t),
d(t), and f(t), respectively. The transfer function matrices u(s) ∈ Cl×m, d(s) ∈ Cl×p,
and f (s) ∈ Cl×q are the connection between the output and input, disturbance, and
fault, respectively. The model (2.1) can be expressed as (2.2) by defining

u(s)
�
=Cp(Is− Ap)

−1Bp +Dp

d(s)
�
=Cp(Is− Ap)

−1Ed + Fd

f (s)
�
=Cp(Is− Ap)

−1Ef + Ff

(2.3)



Chapter 3

Residual generation

A general structure for observer-based residual generation is pictured in Figure 3.1, where
f(t), dp(t), and dm(t) are the fault, process disturbance, and measurement disturbance
signal vectors, respectively. As mentioned earlier, the model of the process will not be

Figure 3.1: A general observer-based residual generation structure.

perfect, i.e. it will contain uncertainties. Therefore, to get as good fault detection as
possible, the residual generation should be determined such that the dependence of the
residual on disturbances is minimized, while the effect of faults is maximized. Over the
years, research has been extensive in the area of determining the residual generation to
accomplish perfect decoupling. Perfect decoupling means that the residual is unaffected
by the residual disturbances and that each residual only depends on one fault. If this is

7



8 Residual generation

possible, which is an ideal case, then a residual vector r(t) from the residual generator is

• r(t) = 0 as f(t) = 0 and r(t) �= 0 as f(t) �= 0, for fault detection

• rı(t) = 0 as fı(t) = 0 and rı(t) �= 0 as fı(t) �= 0, for fault isolation

• limt→∞(r(t) − f(t)) = 0, for fault identification

where fı(t) represents the ı:th fault and rı(t) is the ı:th residual.
The residual generation can be constituted by one or several estimators that contain a

quantitative process model which calculates an estimate of the process output. Different
observer design methods for linear process models and discussions about these structures
can be found in Chapter 3.1.

If fault detection is desired, only one estimator is required, while a bank of estimators
is, in most cases, required if fault isolation is desired. For the isolation case, the bank of
estimators can be arranged in different schemes. Two observer schemes are presented in
Chapter 3.2.

In Chapter 3.3 a different type of residual generator is discussed. This residual gener-
ator uses the measurements mainly to create a residual and no process model is required
in advance.

3.1 Different observer design methods

If the process is described by the linear model (2.1), linear observers are suitable for the
residual generation part. Over the years, different linear time-domain designed observers
have been investigated. A state space observer which can be used for fault detection is the
Kalman filter [Mehra and Peschon, 1971]. A drawback of the Kalman filter is that the
feedback gain matrix is determined in a way that considers the sensitivity with respect
to disturbances and not faults. Therefore, other observers such as a Luenberger observer
[Luenberger, 1966] is commonly used in the residual generation part. The process model
in an observer can be extended with integral state variables that represent functions of
the faults which will then be estimated. Assuming that the system is observable, the
number of integral state variables must be equal or less than l for the observer to remain
observable. Therefore, the number of faults to be supervised, by using one observer, can
only be equal to or less than the number of outputs. If more faults are desired to be
detected, an observer scheme, Chapter 3.2, is required.

When designing the observer, in some cases only the feedback gain is chosen to be
designed in the Luenberger observer. Then the following method has been used for fault
detection,

• Fault detection filter, see Chapter 3.1.1

Another situation is when all the matrices in the Luenberger observer are chosen to be
designed. In this case, the following method has been used for fault detection,

• Unknown input observer, see Chapter 3.1.2



3.1. Different observer design methods 9

The third time-domain designed observer which is frequently used for fault detection is
the

• Parity space observer design, see Chapter 3.1.3

The frequency domain description in (2.2) has also been used to design observers for
residual generation,

• Frequency domain observer design, see Chapter 3.1.4

Considerable research on fault detection using nonlinear estimation theory has been car-
ried out recently and some survey articles in the area are e.g. [Garćıa and Frank, 1997],
[Frank et al., 2000] and [Krishnaswami and Rizzoni, 1994]. In [Hammouri et al., 1999]
a high-gain observer for uniformly observable systems is derived and sliding mode ob-
servers are presented in [Floquet et al., 2004] and [Edwards et al., 2000]. A nonlinear
parity space residual generation scheme is presented in [Krishnaswami et al., 1994], while
[Zhang et al., 2002] presents a nonlinear adaptive estimator for fault detection.

3.1.1 Fault detection filter

Assume that the process can be described by the linear process model (2.1). Then a
linear observer which can be used in the residual generator is

˙̂x(t)=Apx̂(t) +Bpu(t) + L(y(t) − ŷ(t))
ŷ(t)=Cpx̂(t) +Dpu(t)

(3.1)

Define the estimation error as e(t)
�
= x(t)− x̂(t) and the residual as r(t) = V (y(t)− ŷ(t)),

where V ∈ Rn×n, then

ė(t)=(Ap − LCp)e(t) + Edd(t) + Eff(t) − L(Fdd(t) + Fff(t))
r(t)=V (Cpe(t) + Fdd(t) + Fff(t))

(3.2)

The feedback gain matrix L and the matrix V are the design parameters.
In the beginning of the 70s, Beard [Beard, 1971] suggested a criterion to be used

when designing the feedback gain matrix. In [Beard, 1971], it is suggested that the filter
should be designed to place the reachable subspace of each fault into invariant subspaces
which do not overlap each other. So, if the process contains a fault, then the residual is
nonzero and the fault is detected. Since each fault is projected onto invariant subspaces,
the fault can also be identified. In [Frank, 1994] this philosophy was illustrated in a figure
which is similar to Figure 3.2. An example of fault detection filter design can be found
in [Willsky, 1976].

If the number of faults, q, to be detected is less than the number of process outputs,
l, then only one observer is required; otherwise an observer scheme, presented in Chapter
3.2, can be used.

Different design methods for the fault detection filter have been suggested when
it is assumed that the process model is perfect and no disturbances are present. In
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[Massoumnia, 1986], a geometric formulation of the fault detection filter is presented,
while a spectral analysis of it can be found in [White and Speyer, 1987]. However, due
to process model uncertainties and disturbances, the complete separation of different
faults and disturbances can only be accomplished in rare cases. Therefore, a number of
methods have been suggested where the task is to design the detection filter such that it
is optimized with respect to two conditions, to minimize the dependence of disturbances
and to maximize the dependence and separation of faults. A fault detection filter de-
signed by using optimization theory was suggested in [Chen and Speyer, 2002]. A Linear
Matrix Inequality (LMI) approach together with optimization can be used in the design
of the filter and was suggested in [Zhong et al., 2001]. In [Douglas and Speyer, 1995] and
[Niemann and Stoustrup, 1996], H∞-optimization theory was used.

The fault detection filter developed for linear time-invariant systems has been ex-
tended to a class of linear time-varying systems in e.g. [Edelmayer et al., 1997] , linear
parameter-varying systems in e.g. [Bokor and Balas, 2004] and nonlinear systems in e.g.
[Floquet et al., 2004].

Figure 3.2: Geometric interpretation of the philosophy behind the fault detection filter for a
two component example. The detection filter can be transformed such that each residual only
depends on one fault.

3.1.2 Unknown input observer

In the second half of the 80s, another observer was introduced in fault detection, the
unknown input observer. Some early references discussing properties of observers for sys-
tems with unknown input signals are, e.g. [Basile and Marro, 1969], [Wang et al., 1975],
and [Guidorzi and Marro, 1971]. An early publication where an unknown input observer
is used in fault detection is [Viswanadham and Srichander, 1987].

The unknown input observer is derived for different process models. In
[Patton et al., 1989], (2.1) is used but with Dp = 0, Fd = 0, and Ff = 0. A more general
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process model is

ẋ(t)=Apx(t) +Bpu(t) + Edd(t) + Eff(t)
y(t)=Cpx(t) + Fdd(t) + Fff(t)

(3.3)

which is considered in e.g. [Frank, 1994].
A definition of the unknown input observer is given in [Chen et al., 1996] and it says,

Definition 1 An observer is defined as an unknown input observer for the system (3.3),
if its state estimation error vector e(t) = x̂(t) − Tx(t) approaches zero asymptotically
regardless of the presence of the unknown input (disturbance) in the system.

A commonly used unknown input observer is

˙̂x(t)=Hx̂x̂(t) +Huu(t) +Hyy(t)
r(t)=Kx̂x̂(t) +Kyy(t)

(3.4)

where the matrices Hx̂, Hu, Hy, Kx̂, and Ky are of appropriate dimensions. Define the

estimation error as e(t)
�
= x̂(t) − Tx(t). The estimation error and the residual can then

be written as

ė(t) =Hx̂e(t) + (Hx̂T +HyCp − TAp)x(t) + (Hu − TBp)u(t)
+(HyFd − TEd)d(t) + (HyFf − TEf )f(t)

r(t) =Kx̂e(t) + (KyCp −Kx̂T )x(t) +KyFdd(t) +KyFff(t)
(3.5)

If the following system of equations is satisfied,

Hx̂T − TAp=HyCp, Hx̂ stable
TBp=Hu

KyCp −Kx̂T=0
HyFd − TEd=0

KyFd=0

(3.6)

the observer (3.4) is an unknown input observer. The estimation error and residual, in
this case, become,

ė(t)=Hx̂e(t) + (HyFf − TEf )f(t)
r(t)=Kx̂e(t) +KyFff(t)

(3.7)

and in the fault free case, then x̂ → Tx as t → ∞ since Hx̂ is stable. Considering
the residual, it has to be ensured that the faults do not cancel each other and that is
accomplished if [Frank, 1994]

rank(TEf )=rank(Ef )

rank

([
Hy

Ky

]
Ff

)
=rank(Ff )

(3.8)
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If the description (3.3) is a perfect model and the conditions (3.6) and (3.8) are satisfied,
then r(t) = 0 as long as f(t) = 0 and r(t) �= 0 if f(t) �= 0.

It is important to note that the number of allowed disturbances is limited for the
matrix equations (3.6) to be satisfied, which is necessary for decoupling between the
disturbances and residual to be possible. Necessary and sufficient conditions for the
existence of an unknown input observer, when the process is described by the model
(3.3), can be found in [Wuennenberg, 1990]. When also Ff = 0 and Fd = 0, the necessary
and sufficient conditions for the existence of the unknown input observer are derived in
[Chen et al., 1996]. If the dimension on d(t) is larger than that allowed in the conditions
(3.6), which it often will be, then r(t) �= 0 even if f(t) = 0 and then the residual evaluation
will be more difficult than to determine if the residual is zero or not.

3.1.3 Parity space observer design

The introduction of parity relation techniques in fault detection are claimed, in e.g.
[Gertler, 1998], [Gertler, 1997] and [Frank, 1990], to come from two different sources,
chemical process control and aerospace related research. Parity relations for robust resid-
ual generation were introduced in the mid-80s, see e.g. [Chow and Willsky, 1984] and
[Lou et al., 1986].

One of the parity relation formulations is based on the assumption of a discrete time
state space model as

x[k + 1]=Apx[k] +Bpu[k] + Edd[k] + Eff [k]
y[k]=Cpx[k] +Dpu[k] + Fdd[k] + Fff [k]

(3.9)

where x[k] ∈ Rn, u[k] ∈ Rm, d[k] ∈ Rp, y[k] ∈ Rl, and f [k] ∈ Rq are the discrete
time state, known input, unknown input, output, and fault vector, respectively. The
matrices Ap, Bp, Ed, Ef , Cp, Dp, Fd, and Ff are of appropriate dimensions and k is the
sample number.

The output at time k + 1 is

y[k + 1] =CpApx[k] + CpBpu[k] + CpEdd[k] + CpEff [k] +Dpu[k + 1]
+Fdd[k + 1] + Fff [k + 1]

Writing the output equation for the next M time-instances gives,

⎡
⎢⎢⎢⎣

y[k]
y[k + 1]

...
y[k +M ]

⎤
⎥⎥⎥⎦=Hp

xx[k] +Hp
u

⎡
⎢⎢⎢⎣

u[k]
u[k + 1]

...
u[k +M ]

⎤
⎥⎥⎥⎦+Hp

d

⎡
⎢⎢⎢⎣

d[k]
d[k + 1]

...
d[k +M ]

⎤
⎥⎥⎥⎦+Hp

f

⎡
⎢⎢⎢⎣

f [k]
f [k + 1]

...
f [k +M ]

⎤
⎥⎥⎥⎦(3.10)
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where

Hp
x =

⎡
⎢⎢⎢⎢⎢⎣

C
CAp

CA2
p

...
CAM

p

⎤
⎥⎥⎥⎥⎥⎦
, Hp

u =

⎡
⎢⎢⎢⎢⎢⎣

Dp 0 0 . . . 0
CpBp Dp 0 . . . 0

CpApBp CpBp Dp
. . .

...
...

. . . . . . . . . 0
CpA

M−1
p Bp . . . . . . CpBp Dp

⎤
⎥⎥⎥⎥⎥⎦

(3.11)

The matrix Hp
d has the same structure as Hp

u but with Fd and Ed instead of Dp and Bp,
respectively, while Hp

f is structurally equal to Hp
u but with Ff and Ef instead of Dp and

Bp.
Define the difference

e[k]
�
=

⎡
⎢⎢⎢⎣

y[k]
y[k + 1]

...
y[k +M ]

⎤
⎥⎥⎥⎦−Hp

u

⎡
⎢⎢⎢⎣

u[k]
u[k + 1]

...
u[k +M ]

⎤
⎥⎥⎥⎦ (3.12)

and the residual as

r[k]
�
= vT e[k] (3.13)

where v ∈ RM+1 is the parity vector which is a design vector. The residual r[k] is
independent of the known input signal vector but depends on the disturbance and fault
signal vector.

3.1.3.1 Perfect decoupling

When perfect decoupling is achieved, then the following characteristics for the residual
are true,

• When f [k − ı] = 0 ∀ı = 0, . . . ,M then r[k] = 0.

• When f [k − ı] �= 0 for some ı ∈ [
0 . . . M

]
then r[k] �= 0.

First of all, the parity vector, vT must satisfy

vTHp
x = 0 (3.14)

for the residual to be decoupled from the initial conditions Hp
xx[k]. The parity space is

thus the left null space of Hp
x and the number, M + 1, is called the order of the parity

space. To achieve perfect decoupling it is also required that the residual r[k] is decoupled
from the disturbances, i.e.

vTHp
d = 0 (3.15)



14 Residual generation

A necessary condition to detect faults is

vTHp
f �= 0 (3.16)

but (3.16) is not a sufficient condition, since different faults can cancel each other and
therefore become undetected. In [Frank, 1994] a more restrictive condition is stated
which is sufficient for perfect decoupling. Instead of looking at all the faults at the same
time, as (3.16), a condition which each fault should satisfy separately is derived. This
condition is

vTHp
f,ı �= 0 ∀ı = 1 . . .M + 1 (3.17)

where, for sensor faults,

Hp
f,ı =

⎡
⎢⎢⎢⎢⎢⎣

Ff,ı 0 0 . . . 0
0 Ff,ı 0 . . . 0

0 0 Ff,ı
. . .

...
...

. . . . . . . . . 0
0 . . . . . . 0 Ff,ı

⎤
⎥⎥⎥⎥⎥⎦

and for component and actuator faults

Hp
f,ı =

⎡
⎢⎢⎢⎢⎢⎣

0 0 0 . . . 0
CpEf,ı 0 0 . . . 0

CpApEf,ı CpEf,ı 0
. . .

...
...

. . . . . . . . . 0
CpA

M−1
p Ef,ı . . . . . . CpEf,ı 0

⎤
⎥⎥⎥⎥⎥⎦

The vectors Ff,ı and Ef,ı are the ı:th column of the matrices Ff and Ef , respectively.
If fault isolation is desired, then there are two possibilities when using parity space

residual generators. Either a bank of generators can be designed and treated in the way
described in Chapter 3.2. Another possibility is to design a parity space matrix which has
as many rows as the number of faults q. This method was introduced in [Lou et al., 1986]
and is called generalized parity space.

3.1.3.2 Approximate decoupling

If the conditions (3.14, 3.15, 3.17) are satisfied, then the parity space vector can be
designed such that the residual is only sensitive to one fault and unsensitive to all other
faults and disturbances. A solution can often not be found, since the conditions (3.14,
3.15, 3.17) are very restrictive. Instead, methods which use approximate decoupling have
been developed.

The aim of approximate decoupling parity space residual generation is to design the
parity vector such that the sensitivity to disturbances is minimized and the sensitiv-
ity to faults is maximized. Optimization with respect to the 2-norm is suggested in
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[Frank, 1994] which gives the optimal parity vector,

vopt = arg min
vT Hx=0

vTHp
dT

p
dH

p
dv

vTHp
fT

p
fH

p
fv

(3.18)

where T p
d and T p

f are weighting matrices. This optimization method is used in e.g.
[Frank, 1994] and [Hamelin et al., 1995] but with T p

d and T p
f chosen as identity matrices

in the latter. A discussion of how to solve this optimization problem can be found in
e.g. [Frank, 1990] and [Frank, 1994]. In [Hamelin et al., 1995], two explicit methods of
how to find the solution to (3.18), assuming general weighting matrices, is discussed. In
[Ding et al., 1999] a solution was derived for a unified norm which represents both 1−,
2− and ∞−norm compared to (3.18) which is valid only for the 2−norm.

3.1.4 Frequency domain observer design

The design of the residual generation part in chapter 3.1.1-3.1.3 is carried out in the
time domain, while in the second half of the 80’s it was suggested to design the resid-
ual generation in the frequency domain, see e.g. [Viswanadham and Minto, 1988] and
[Viswanadham et al., 1987]. In [Ding and Frank, 1989] and [Ding and Frank, 1990], the
problem was solved by using factorization technique. In the frequency domain observer
design, a common and suitable process model is (2.2), and [Frank and Ding, 1994] show
that this process model can represent sensor, actuator and process disturbances and
uncertainties.

For fault isolation, a bank of residual generators is required. The ı:th residual genera-
tor should be designed such that it produces a residual which is sensitive to the ı:th fault
and unsensitive to all other faults and all disturbances. The frequency domain residual,

(s), which has been used in e.g. [Frank and Ding, 1994], [Hamelin and Sauter, 2000],
[Ding and Frank, 1990], [Ding et al., 1993], [Qiu and Gertler, 1993], and [Frank, 1994],
is

(s) = u(s) (s) + y(s) (s) (3.19)

where u(s) and y(s) are transfer function matrices which are stable and proper.
In [Ding and Frank, 1990] and [Frank, 1994], it is shown, by using factorization the-

ory, that the residual can always be expressed as

(s) = (s)( ˆ
y(s) (s) − ˆ

u(s) (s)) (3.20)

where

ˆ
y(s)=I − Cp(Is− Ap + LCp)

−1L
ˆ

u(s)=Cp(Is− Ap + LCp)
−1(Bp − LDp) +Dp

The transfer function matrix (s) is a design matrix and L, the Luenberger observer
feedback matrix, should be designed such that the matrix (Ap−LCp) has negative eigen-
values. Substituting (2.2) and (2.3) into (3.20) gives

(s) = (s)( ˆ
d(s) (s) + ˆ

f(s) (s)) (3.21)
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where [Frank, 1994]

ˆ
f(s)=Cp(Is− Ap + LCp)

−1(Ff − LEf ) + Ff

ˆ
d(s)=Cp(Is− Ap + LCp)

−1(Fd − LEd) + Fd

3.1.4.1 Perfect decoupling

One requirement for achieving perfect decoupling is that the residual in (3.21) should
not depend on the disturbance, i.e.

(s) ˆ
d(s) = 0

A second requirement is that each residual should only depend on one fault,

(s) ˆ
f(s) = diag(υ(s))

where υ(s) is a vector of transfer functions and diag(υ(s)) is a diagonal matrix with the
elements in υ(s) on its diagonal. The following conditions must be satisfied for perfect
decoupling to be possible [Frank and Ding, 1994]

rank
([

d(s) f (s)
])

=rank ( d(s)) + rank ( f (s))
rank ( f (s))=q

(3.22)

The conditions (3.22) mean that the faults and the disturbances must have totally decou-
pled effects on the measurements. Therefore, it is rare that perfect decoupling is possible,
since the number of allowed disturbances will be limited, due to (3.22), but the number
p is often very high in a real process.

3.1.4.2 Approximate decoupling

Because perfect decoupling is unlikely to be achieved, methods for approximate decou-
pling have been developed. Approximate decoupling means that the dependence between
the residual and the faults should be maximized and the dependence of the disturbances
on the residual should be minimized. A commonly used performance index is

J =
‖ (s) ˆ

f(s)‖
‖ (s) ˆ

d(s)‖
(3.23)

where ‖ · ‖ is a system norm.
Over the years, different norms have been used in the performance index (3.23) when

determining the transfer function matrix (s). The transfer function matrix (s) can
be determined by using the 2-norm, see e.g. [Ding and Frank, 1989] and [Frank, 1990],
as

opt(s) = arg max
(s)

‖ (s) ˆ
f(s)‖2

‖ (s) ˆ
d(s)‖2
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Another possibility is to use H∞−theory, see e.g. [Qiu and Gertler, 1993] and
[Ding et al., 1993],

opt(s) = arg max
(s)

‖ (s) ˆ
f(s)‖∞

‖ (s) ˆ
d(s)‖∞

A third performance index which has been used is [Ding and Guo, 1997]

opt(s) = arg sup
(s)

‖ (s) ˆ
f(s)‖−

‖ (s) ˆ
d(s)‖∞

where

‖ (s) ˆ
f(s)‖− = inf

(s) �=0

‖ (s) ˆ
f(s) (s)‖rms

‖ (s)‖rms

The notation rms stands for root mean square and the norm, ‖·‖− represents the minimum
influence of the faults.

3.1.5 Similarities between parity space and state observers

During the 90s, similarities between residual generators designed with the state space
approach and the parity space approach were investigated, see e.g. [Gertler, 1991],
[Hou and Müller, 1995], [Frank, 1994], and [Ding et al., 1998].

It was shown that [Gertler, 1991], if the observers in Chapter 3.1 are designed for
discrete time, then the residual can always be expressed as

(z) = (z)( (z) − u(z) (z)) (3.24)

no matter if parity space relations, Chapter 3.1.3, or a state space observer, Chapter
3.1.1-3.1.2, is used in the residual generator. The transfer function matrix (z) is a
design matrix.

In [Ding and Frank, 1990] it was shown that the residual, when using any observer in
Chapter 3.1.1-3.1.2, can be rewritten as (3.20). In [Ding et al., 1994], the investigation
was extended with the conclusion that the residual can be represented as

(s) = (s)( (s) − ˆ (s)) (3.25)

The notation ˆ (s) means the estimated output of any linear observer, e.g. Luenberger
observer or parity space estimator.

A one-to-one transformation between the parity space relation estimator and the state
space observers is shown in [Ding et al., 1998] and [Frank et al., 2000].

Since the parity space relations and the state space observers can be converted into
each other, it is possible to design the residual generator by using one representation and
then rewrite it into the other representation. The two representations will have equal
dynamics with respect to unknown inputs and faults, but the implementation will be
different. The state space observers are recursive filters, while the parity space relation
observers are non-recursive filters.
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3.2 Observer schemes

If more faults are desirable to be detected than the design methods in Chapter 3.1 can
handle, then multiple observers are required. Two different observer schemes have been
suggested, the dedicated observer scheme, Chapter 3.2.1, and the generalized observer
scheme, Chapter 3.2.2.

3.2.1 Dedicated observer scheme

The dedicated observer scheme was first introduced by Clark [Clark et al., 1975] for
IFD and is also discussed in e.g. [Clark, 1978], [Clark, 1979], and [Frank, 1990]. In
[Patton et al., 1989] and [Wuennenberg, 1990], it is utilized for both IFD and AFD.

This dedicated observer scheme requires q observers to detect q faults. In IFD, only
the ı:th measurement is connected to the ı:th observer and for AFD only the ı:th input
is connected to the ı:th observer. This can be generalized to say that the basic idea of
the dedicated observer scheme is to have a bank of observers where each observer only
depends on one fault and is approximately decoupled from all of the other faults and from
all disturbances. The observers should be designed such that the ı:th residual, coming
from the ı:th observer, depends on the ı:th fault. In the ideal case this scheme is able to
detect q faults simultaneously. A dedicated observer scheme is shown in Figure 3.3.

Figure 3.3: The fault detection structure when using a bank of observers.
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3.2.2 Generalized observer scheme

Another possible observer scheme is called the generalized observer scheme, for which
an early reference is [Frank, 1987]. The generalized observer scheme is similar to the
dedicated observer scheme and can be described by the same structure, Figure 3.3. If
q faults are to be detected, then q observers are required. In [Patton et al., 1989] and
[Wuennenberg, 1990], it is shown for both IFD and AFD. For IFD, the ı:th observer is
connected to all inputs and all outputs except the ı:th, while in AFD the ı:th observer
is connected to all inputs except the ı:th. In more general terms it can be said that the
ı:th observer should be designed such that the ı:th residual depends on all faults except
the ı:th fault.

3.3 Parameter estimation residual generation

Another possibility for residual generation is to use parameter estimation methods. For
parameter estimation algorithms, a suitable time domain description of the process is

yκ[k] = ψκ[k]ϕκ + wκ[k] (3.26)

where wκ[k] represents white noise disturbances, ϕκ is the parameter vector, and the
elements in ψκ[k] are the regression variables. An estimate of the parameter vector, ϕ̂κ,
can be used to determine an estimated output as

ŷκ[k] = ψκ[k]ϕ̂κ (3.27)

Define the error signal,

eκ[k]
�
= yκ[k] − ŷκ[k] = yκ[k] − ψκ[k]ϕ̂κ (3.28)

For the least squares optimization algorithm, the parameters ϕ̂κ should be determined
such that a quadratic loss function is minimized, i.e.

ϕ̂κ
opt = arg min

ϕκ
Ψ[k] (3.29)

where Ψ[k]
�
= (eκ[k])2 is the loss function. Two conceptually different formulations of

the least squares criterion are stochastic least squares and deterministic least squares,
[Gustafsson, 2000]. To use parameter estimation approaches, the order of the model has
to be determined. There are different methods of doing this, see [Gustafsson, 2000] and
references therein.

The optimization (3.29) can be carried out for a batch of measured data by using the
least squares, see e.g. [Söderström and Stoica, 1989]. Assuming that the process model
(3.26) is an Auto-Regressive model with eXogenous input (ARX) and that deterministic
least squares optimization is employed, then the estimation of the parameter vector is
given by

ϕ̂κ[k] =
(
(Θκ[k])T Θκ[k]

)−1
(Θκ[k])TY κ[k]
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where

Θκ[k]=

⎡
⎢⎢⎢⎣

ψκ[k]
ψκ[k − 1]

...
ψκ[k −M ]

⎤
⎥⎥⎥⎦ , Y κ[k]=

⎡
⎢⎢⎢⎣

yκ[k]
yκ[k − 1]

...
yκ[k −M ]

⎤
⎥⎥⎥⎦ (3.30)

The required number of time samples in the batch is M ≥ n(m+ 1).
If the process is not satisfactorily described by the ARX model, then an Output Error

(OE) model or Auto-Regressive Moving Average model with eXogenous input (ARMAX)
might be better. For the case when these models are used, approaches for parameter
estimation can be found in [Gustafsson, 2000].

When the parameter estimation approach is used for fault detection, a nominal model
is obtained by using physical modelling or system identification. Quite often the nominal
model, ϕκ

0 , is identified by using parameter estimation of past data while the model, ϕ̂κ[k],
is identified by data from a sliding window of a predetermined size. The measurements
used to identify the nominal model and the measurements used for ϕ̂κ[k] are not allowed
to coincide. The estimate ϕ̂κ[k] should be recalculated for every sample, therefore, the
time dependence.

A residual can be defined to be the difference between the nominal estimated param-
eters and the sliding window estimated parameters as

r[k]
�
= ϕ̂κ[k] − ϕκ

0 (3.31)

The residual (3.31) can then be used in the residual evaluation to determine if a fault is
present, see Chapter 4.

Often, the estimated parameters, ϕ̂κ[k], do not represent the physical parameters,
e.g. the fault. A transformation between the parameters of interest and the estimated
parameters can sometimes be found [Gertler, 1995].

There are some similarities between parameter estimation methods and parity relation
methods. A comparison between them can be found in e.g. [Delmaire et al., 1994] and
[Gertler, 1995].



Chapter 4

Residual evaluation

The previous chapter presented different residual generators for fault detection algo-
rithms. When an ideal case is considered, the resulting residual is equal to zero when
no fault is present and different from zero otherwise. The design of the residual evalu-
ation then becomes trivial. It only has to determine if the residual is equal to zero or
not. However, the situations when perfect decoupling can be accomplished are rare. The
residual will, therefore, be nonzero all the time and a more advanced residual evaluation
is required. Instead of comparing the threshold with the residual, it can be compared
to an evaluation signal which is some function of the residual. The residual evaluation
problem can thus be decomposed into two design issues:

• Choice of evaluation signal

• Design of threshold

By taking the characteristics of the faults into consideration, the evaluation signal, θ(t),
can be chosen such that it brings out the contribution of faults in the residual. The
threshold, Φ(t), should then be designed such that

θ(t) ≤ Φ(t) ∀t ≥ 0 when f(t) = 0
θ(t) > Φ(t) ∀t ≥ 0 when f(t) �= 0

(4.1)

A discussion about statistical residual evaluation algorithms can be found in Chapter
4.1. In Chapter 4.2 residual evaluation functions and different thresholds are discussed
from a deterministic point of view.

4.1 Statistical residual evaluation approaches

As was shown in Chapter 3, the residual can be derived in different ways. For the residual
evaluation approaches in this chapter, the residual is a Gaussian signal with zero mean.
So, a suitable signal is the innovation signal from a Kalman filter, which is briefly dis-
cussed in the introduction to Chapter 3.1 and is used in e.g. [Mehra and Peschon, 1971].
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Another suitable signal is the model validation residual, Chapter 3.3. Detection of a fault
can be expressed as a hypothesis testing problem. Define the following two hypotheses,

H0(·, 0) : No change has occurred in f .
H1(ka, fa) : A change in f of magnitude fa has occurred at time k = ka.

(4.2)

The time when a fault is occurring, ka, is never known but for some evaluation algorithms
it is necessary to know the change magnitude, fa.

Before going into the evaluation approaches, a discussion about distance measures,
[Gustafsson, 2000] and [Basseville, 1988], is presented in Chapter 4.1.1. If the charac-
teristics of the faults are known, a distance measure can be used which highlights this
specific behavior in the residual. Several statistical residual evaluation approaches use
distance measures in the generation of the evaluation signal.

Three different approaches for generating the evaluation signal and the corresponding
threshold will be discussed here. Chapter 4.1.2 presents the CUSUM-test which uses a
cumulative sum of the distance measure while the Generalized Likelihood Ratio (GLR),
Chapter 4.1.3, uses the maximum likelihood approach. If the residual is generated by
a parameter estimation algorithm, Chapter 3.3, model validation methods can be used.
Derivation of suitable evaluation signals and corresponding thresholds for the model
validation approaches can be found in Chapter 4.1.4.

4.1.1 Distance measures

When the residual is an innovation signal from e.g. a Kalman filter, then the residual by
itself can be used as distance measure, i.e.

θ̂[k] = r[k] (4.3)

which is suitable for detection of a change in the mean of the residual. An alternative
measure is

θ̂[k] =
r[k]

(E(r2[k]) − E(r[k])2)
1
2

(4.4)

which is the residual normalized with respect to its variance. The function E denotes
the expected value. A distance measure which is suitable for detection of changes in the
variance is

θ̂[k] = r2[k] (4.5)

or its normalized version,

θ̂[k] =
r2[k]

(E(r4[k]) − E(r2[k])2)
1
2

(4.6)

The probably most common distance measure in change detection is the log-likelihood
ratio. Assume that pf1(θ̃) is the probability density function for the random variable
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Figure 4.1: Two typical density functions for the example of a scalar observation, θ̂.

θ̃, parameterized by the unknown parameter f 1. In figure 4.1, two typical probability
density functions are shown where the variable f 1 is assumed to be equal to 0 and
fa, respectively. If the probability density function is calculated for an observation, θ̂,
then pf1(θ̂) = p(θ̂|k1, f 1) which is called likelihood function, see e.g. [Scharf, 1991] and
[Therrien, 1992].

It can be shown that the joint density function, for a vector of independent obser-
vations, can be written as the product of the density functions for each observation.
Therefore, the likelihood function can, in this case, be expressed as the product of all
the separate density functions [Therrien, 1992]. The log-likelihood function can be used
instead of the likelihood function and then the multiplication becomes a summation.

For fault detection, the log-likelihood ratio is commonly used as distance measure.
This ratio is between the likelihood that a change has occurred and the likelihood that
no change has occurred, i.e.

log
p(θ̂|H1(ka, fa))

p(θ̂|H0(·, 0))
= log

p(θ̂|ka, fa)

p(θ̂|·, 0)
(4.7)

If any of the measures (4.3)-(4.7) is chosen, then it is possible to use a number of different
residual evaluation approaches, e.g. Sequential Probability Ratio test and CUSUM-test,
Chapter 4.1.2. The Generalized Likelihood Ratio test, Chapter 4.1.3, can be used if the
log-likelihood measure (4.7)

4.1.2 CUSUM-test

The CUSUM-test based on a repeated use of the sequential probability ratio test is,
[Basseville and Nikiforov, 1993] and [Nikiforov et al., 1993],

θ[k] =max{θ[k − 1] + θ̂[k], 0}
k̂ =min{k : θ[k] > Φ}

θ̂[k] =log
pfa (r[k])

p0(r[k])

(4.8)



24 Residual evaluation

where k̂ and Φ are the alarm sample number and the threshold, respectively. The log-
likelihood ratio is chosen as distance measure. For the algorithm (4.8), the fault mag-
nitude, fa, is required to be known in advance. In [Basseville and Nikiforov, 1993], a
weighted CUSUM-test is presented where the level fa is allowed to be unknown but has
a known distribution. In [Gustafsson, 2000] a slightly modified version of the CUSUM-
test algorithm is suggested as

θ[k] =θ[k − 1] + θ̂[k] − υc

θ[k] =0 and k̂a = k if θ[k] < 0

θ[k] =0 and k̂ = k and alarm if θ[k] > Φ > 0

where υc is a design parameter and θ̂[k] is chosen as any of the distance measures presented
in Chapter 4.1.1. When an alarm is raised, k̂a is the estimated change time instance and k̂
is the alarm time instance. The parameter υc is sometimes called drift [Gustafsson, 2000]
and is introduced to prevent false alarms due to positive drift. Negative drift is avoided,
since the algorithm is reset when θ[k] becomes negative. This resetting also results in a
decreased time between the occurring of the fault and the detection.

Another design parameter which has not been discussed so far is the threshold. It
is often designed with respect to either of the two measures, Mean Time between False
Alarms (MTFA) or Mean Time to Detection (MTD). Mean Time between False Alarms
(MTFA) or its reciprocal quantity, False Alarm Rate (FAR), is a measure of how often
an alarm will be raised when no fault has occurred. Mean Time to Detection (MTD) is
the time from when the fault has occurred until it is detected. A measure which is a
generalization of MTFA and MTD is the Average Run Length (ARL(ξ)), which represents
the time between the occurrence of a fault of size ξ and the detection of the fault. A
rigorous treatment of the ARL-function can be found in [Basseville and Nikiforov, 1993].

The CUSUM-test has been used frequently and here are a couple of examples. In
[Weyer et al., 2000] it is used to detect abrupt positive jumps in the estimated heat trans-
fer coefficients in heat exchangers. A complete fault detection and isolation system, using
the CUSUM-test, for a gas-liquid separation unit is presented in [Kinnaert et al., 2000].
In [Gustafsson, 1996a], a comparison between a couple of methods, where one is the
CUSUM-test, for detection of friction changes between tire and road in a car is presented.
It has been used for fault detection in aircraft inertial and inertial/radio navigation sys-
tems in [Nikiforov et al., 1993].

4.1.3 Generalized likelihood ratio test

Further on, the maximum likelihood function will be required. In Figure 4.1, an example
of a probability density function is pictured for two specific values, f 1 = 0 and f 1 = fa.
In many situations where fault detection is required, the fault magnitude fa is unknown.
It is then possible to calculate the most likely level, fML, for the set of observations, θ̂,
as

fML = arg max
fa

p(θ̂|ka, fa)
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where ka is assumed to be known. When the change magnitude, fa, and the change time
instance, ka, are unknown, then the Generalized Likelihood Ratio test (GLR) is suitable.
Maximum likelihood functions are used to find the most likely values kML and fML. This
GLR-test can be constituted as a double maximization of the log-likelihood ratio, i.e.

fML(ka)=arg maxfa
log p(θ̂|ka,fa)

p(θ̂|k,0)

kML=arg maxka
log p(θ̂|ka,fML(ka))

p(θ̂|k,0)

(4.9)

together with the test defined as

log p(θ̂|kML,fML(kML))

p(θ̂|k,0)
<Φ (4.10)

when no fault is present. In [Willsky and Jones, 1976], a time-window-limited GLR
detector for detection of additive changes in state space models was proposed. Ac-
cording to [Basseville and Benveniste, 1983] the problem with the GLR method pre-
sented in [Willsky and Jones, 1976] is the choice of the window length and threshold.
In [Lai and Shan, 1999] a suggestion of how to choose the threshold and window length
can be found.

The GLR method has been used for isolating incipient leakages in the valves of a pul-
verized coal injection vessel for a blast furnace process in [Johansson and Medvedev, 1999].
Two examples where the GLR is used for detection of faults in heat exchangers are
[Aı̈touche et al., 1998] and [Peng et al., 1997]. In the latter, sensor faults are to be de-
tected while in the former, flow gross errors and temperature gross errors are of interest.

An alternative to the generalized likelihood test is the Marginalized Likelihood Ratio
test (MLR) which is presented in [Gustafsson, 1996b] and [Gustafsson, 2000]. In the GLR
method, the change magnitude, fa, is assumed to be a constant while in the MLR it is
considered as a random variable with known distribution. An advantage of the second
method is that no threshold is required since it is an estimation approach.

The MLR has been tested for detection of friction changes between tire and road in
a car, see [Gustafsson, 1996a].

4.1.4 Model validation test

When parameter estimation methods are used in the residual generation, Chapter 3.3,
then model validation through sliding windows can be used as detection method. This
means that the reference model parameters, ϕκ

0 , are calculated by using one batch of
measurement data and the estimated parameters, ϕ̂κ, using another batch.

The parameters, ϕ̂κ, can be estimated by using the M2 +1 latest measurements while
the time instances M0 to M1 are used to estimate ϕκ

0 . Assuming that 1 ≤M0 < M1 and
M1 < k −M2, the measurement data is thus partitioned according to:

yκ[M0], y
κ[M0 + 1], . . . , yκ[M1]︸ ︷︷ ︸

ϕκ
0

, . . . , yκ[k −M2], . . . , yκ[k − 1], yκ[k]︸ ︷︷ ︸
ϕ̂κ[k]

(4.11)
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When the reference model has been found and the estimated parameters are determined,
then the residual can be expressed as,

r[k] = ϕ̂κ[k] − ϕκ
0

A common assumption for the model validation test approach is that the residual can
be described as a Gaussian noise signal with zero mean. Then, the standard statistical
tests in Chapter 4.1.2 and 4.1.3 can be used to determine if a fault is present.

A distance measure for the model validation test can be formulated by using a norm
of the simulation error, i.e.

θ̂κ[k] = ‖Y κ[k] − Y0[k]‖2
Q

�
= (Y κ[k] − Y0[k])

TQ(Y κ[k] − Y0[k]) (4.12)

where Y κ[k] is defined in (3.30) and Q is a design parameter matrix. The vector Y0[k] is
equal to Θκ[k]ϕκ

0 where Θκ[k] is defined in (3.30) and ϕκ
0 is the nominal model parameter

vector.
If the variance for the noise εκ[k] in (3.28) is constant and known, then the distance

measure (4.12) is quite general and incorporates several measures [Gustafsson, 2000]. In
[Gustafsson, 2000], some measures can be found for situations when the noise variance is
unknown or changing.

4.2 Deterministic residual evaluation approaches

When the approaches for residual generation in Chapter 3 are used, it is unlikely that
the generator will work so perfectly that the residual becomes a Gaussian signal with
zero mean. Therefore, statistical methods are difficult to use in the residual evaluation.

If some of the characteristics of the faults are known, an evaluation signal, which is a
function of the residual, can be used to compare with a threshold. This evaluation signal
should be chosen such that faults are highlighted and the influence from disturbances are
reduced. Different evaluation signals can be found in Chapter 4.2.1. When this signal is
chosen, a threshold can be designed to fulfill (4.1). In Chapter 4.2.2, different thresholds,
determined in a norm-based setting, are suggested.

4.2.1 Residual evaluation function

One possible evaluation signal is the signal 2-norm of the residual, i.e.

θ = ‖r(t)‖2 =

√∫ ∞

0

|r(τ)|2dτ (4.13)

An advantage of the evaluation signal (4.13) is that it is straightforward to optimize
the residual generator such that the sensitivity of the evaluation signal is maximized
with respect to the faults and minimized with respect to the disturbances, see Chapter
3. The 2-norm has been suggested as evaluation signal in e.g. [Ding et al., 2002] and
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[Ding et al., 2003a]. The drawback of the evaluation signal (4.13) is that it is noncausal
and can only be evaluated when t→ ∞. Therefore, a modified version of (4.13) has been
suggested as, see e.g. [Emami-Naeini et al., 1988] and [Frank, 1997],

θ(t) =

√
1

βt

∫ t

t−βt

|r(τ)|2dτ (4.14)

The evaluation signal (4.14) is used in [Zhong et al., 2001] while a discrete time version
can be found in [Nazih and Michel, 2001]. The optimality of the residual generation part
is however lost [Ye et al., 2002].

A third possible evaluation signal is the absolute value of the residual,

θ(t) = |r(t)| (4.15)

The evaluation signal is, in general, related to the residual as

θ = Sr
where the evaluation operator S is necessarily causal, i.e.

r1(τ) = r2(τ), ∀τ ≤ t implies that (Sr1)(t) = (Sr2)(t)
if the fault detection is to be carried out in real time.

In [Johansson and Norlander, 2003], an evaluation operator based on a weighted ab-
solute integral is used and the evaluation signal is

θ(t) = (S1
wr)(t)

�
=

∫ t

0

w(t− τ)|r(τ)|dτ (4.16)

where w(t) is e.g. a window function. A general evaluation operator which includes all
of the above-mentioned evaluation operators, except the noncausal (4.13), is

(Sα
wr)(t)

�
=

(∫ t

0

w(t− τ)|r(τ)|αdτ
) 1

α

(4.17)

Let wδ be a unit impulse and wθ a window function of width βt. Then (4.15) and (4.14)
can be expressed as θ = S1

wδ
r and θ = S2

wθ
r, respectively.

In [Ye et al., 2002], two cases are considered. The modulus of the residual (4.15) is
chosen as the evaluation signal in the first case and a modulus of the wavelet transformed
residual in the second case.

Other evaluation signals than the ones presented here have been suggested, see
[Ding et al., 2003b].

All the above-mentioned evaluation signals are defined in the time domain but design
in frequency domain has also been considered. To start with, the transfer function 2-
norm, [Skogestad and Postlethwaite, 1996] and [Weinmann, 1991], can be used and then
the evaluation signal can be expressed as,

θ = ‖ (jω)‖2 =

√
1

2π

∫ ∞

−∞
∗(jω̄) (jω̄)dω̄ (4.18)
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where ∗(jω̄) is the complex conjugate of (jω̄). If the faults are known to con-
tribute to the residual in a certain frequency band, then a suitable evaluation signal
is [Frank and Ding, 1994]

θ(ω) =

√
1

βω

∫ ω

ω−βω

∗(jω̄) (jω̄)dω̄ (4.19)

where βω is the width of the frequency window.

4.2.2 Norm-based thresholds

Assuming that the disturbances are bounded as ‖d‖ ≤ ε, where ε is a real number and
‖ · ‖ denotes some norm, then a threshold should be determined such that,

Φ(t) ≥ sup
f=0,‖d‖≤ε

(Sα
wr)(t) (4.20)

or

Φ ≥ sup
f=0,‖d‖≤ε

(θ) (4.21)

depending on if the evaluation signal is causal or non-causal, respectively.
If (4.20) or (4.21) is satisfied, this means that, as long as no fault is present and

the disturbances are within their bounds, then the threshold will be larger than the
evaluation signal, i.e. no false alarms.

From the results in Chapter 3.1.4 and (3.21), the residual can be written as

(s)= (s)( ˆ
d(s) (s) + ˆ

f(s) (s))

= ˜
d(s) (s) + ˜

f(s) (s)
(4.22)

where ˜
d(s) = (s) ˆ

d(s) and ˜
f(s) = (s) ˆ

f(s). If the evaluation signal (4.18) is
used, then

‖ (jω)‖2 =‖ ˜
d(s) (s) + ˜

f(s) (s)‖2 ≤ ‖ ˜
d(s)‖∞‖ (s)‖2 + ‖ ˜

f(s)‖∞‖ (s)‖2(4.23)

The inequality (4.23) is a constant upper bound of the residual which can be used to
design a threshold as,

Φ = ‖ ˜
d(s)‖∞‖ (s)‖2 (4.24)

In [Frank and Ding, 1994] the process is assumed to have uncertainties in the form
of additive, input multiplicative and output multiplicative perturbation described as

u,a(s), u,i(s) and u,o(s), respectively. Assume that (s) is the measurement distur-
bances. Then the output, in the Laplace domain, is

(s) =((I + u,o(s)) u(s)( u,i(s) + I) + u,a(s)) (s) + w(s) (s) + f (s) (s)
=( u(s) u,i(s) + u,o(s) u(s) u,i(s) + u,o(s) u(s) + u,a(s)) (s)

+ u(s) (s) + w(s) (s) + f (s) (s)
(4.25)
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Define d(s)
�
= w(s)

[
I I

]
and

(s)
�
=

[
Δ
u (s)

(s)

]

where Δ
u = −1

w (s) ( u(s) u,i(s) + u,o(s) u(s) u,i(s) + u,o(s) u(s) + u,a(s)),
then the output can be summarized as

(s) = u(s) (s) + d(s) (s) + f (s) (s)

A constant upper bound for the 2-norm of the disturbance is,

‖ (jω)‖2 ≤ εw + εΔ‖ (jω)‖2 (4.26)

where εw = ‖ (jω)‖2 and εΔ = ‖ Δ
u (jω)‖∞.

The pioneering work of designing the threshold by using the evaluation operator (4.14)
was [Emami-Naeini et al., 1988]. The process model in [Emami-Naeini et al., 1988] can
be described by (2.1) but Ed and Ef are assumed to be zero. Sensor faults are to be
detected and therefore Ff = I and Fd �= 0, since measurement noise is considered.
The model uncertainty is linear time-invariant unstructured output multiplicative, (I −

Δ(s)) u(s), where Δ is stable, causal and bounded. The process output is estimated
by a time-invariant Kalman filter and controlled by (s) = c(s)( r(s)− ˆ (s)), where

c(s), r(s) and ˆ (s) are the controller transfer function, reference signal and Kalman
estimated output, respectively. A threshold is derived which is a function of the bounds
on the measurement disturbances and model uncertainties. It also depends on the class
of reference and fault signals and the convergence rate of the residual generator. The
threshold is designed with respect to the minimum detectable fault.

In [Ding et al., 1993], the threshold is also designed with respect to the minimum
detectable fault. The process model is

(s) = ( u(s) + u,Δ) (s) + ( f (s) + f,Δ) (s) + w(s) (s)

where w(s) is known while u,Δ(s), f,Δ(s) are unknown but have bounded maximum
singular values, σ̄( u,Δ(jω)) and σ̄( f,Δ(jω)), respectively. The 2-norm of the measure-
ment disturbance ‖ (jω)‖2 is assumed to be bounded.

In [Frank, 1997] and [Ding et al., 1993], the evaluation signal (4.19) is used, which
results in a threshold resembling (4.24) and (4.26).

By using factorization theory it is shown [Frank and Ding, 1994] that the threshold
can be designed only considering the maximal energy of the disturbances, (s), over the
frequency range, βω, (4.19). The frequency domain model uncertainties are assumed to
be described as in (4.25).

A recent publication using the evaluation signal (4.14) is [Zhong et al., 2001], where
an LMI-approach is used to determine the threshold. The process model, in
[Zhong et al., 2001], is (2.1) and the model uncertainties are in the matrices Ap = Âp+AΔ

and Bp = B̂p +BΔ.
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In [Ye et al., 2002], the modulus evaluation operator (4.15) is used and the threshold
is defined as,

Φ
�
= sup

d
|r(t)|

where the residual is defined as (3.21). The process model is assumed to be expressed
in the Laplace domain as (2.2). Model uncertainties and disturbances are collected in
the term d(s) (s). This model is also used in [Ye et al., 2002], where the modulus of
the wavelet transformed residual signal is chosen as evaluation signal and the threshold
is defined as,

Φ
�
= sup

d
|Wr(t)(αw, tΔ)|

The wavelet transform of the signal r(t) is defined as,

Wr(t)(αw, tΔ) =

∫ ∞

0

rT (τ)Υ∗
αw,tΔ

(τ)dτ

where the function Υ∗
αw,tΔ

(τ) is the complex conjugate of the wavelet function Υαw,tΔ(τ)
which is

Υαw,tΔ(τ) =
1√
αw

Υ[(τ − tΔ
αw

)]

The function Υ is often called the mother wavelet and the parameters tΔ and αw are a
time-shift variable and a scale factor, respectively. The threshold is then designed with
respect to the minimum fault that is desired to be detected.

Let the process be described as (2.1) with all the matrices uncertain except Ef and
Ff . Some of the matrices are also affected by the faults. The matrices are defined as

Ap
�
= Âp +AΔ +Af , Bp

�
= B̂p +BΔ +Bf , Cp

�
= Ĉp +CΔ +Cf , Dp

�
= D̂p +DΔ +Df , Ed

�
=

Êd + EΔ and Fd
�
= F̂d + FΔ. The uncertainty matrices, AΔ, BΔ, CΔ, DΔ, EΔ and FΔ are

defined as [
AΔ BΔ CΔ

DΔ EΔ FΔ

]
�
=

[
Π1

Π2

]
Σ(t)

[
Π3 Π4 Π5

]
ΣT (t)Σ(t) ≤δΣI, δΣ > 0

where Πı, ı = 1 · · · 5 are of appropriate dimensions. The matrices Ef and Ff , correspond-
ing to the faults, are assumed to be known while Af , Bf , Cf , and Df are unknown. With
this process model, an LMI-technique is suggested for derivation of a number of different
thresholds in [Ding et al., 2003b].

In both [Ding et al., 2002] and [Ding et al., 2003a] the same model as the one above
was used, but in [Ding et al., 2002] the matrices DΔ, EΔ and FΔ are assumed to be zero.
For both, the thresholds are defined as (4.24) and designed using LMI-technique. The
thresholds are [Ding et al., 2003a] designed to allow a certain false alarm rate, using a
probabilistic approach. In [Ding et al., 2002], the false alarm rate is fixed and the design
is with respect to minimizing the set of undetectable faults.



4.2. Deterministic residual evaluation approaches 31

The same trade-off, minimizing the set of undetectable faults under a given false
alarm rate, is also used in [Ding et al., 2000]. There, the model is defined in the Laplace
domain as in (2.2).

In [Zhang et al., 2002] and [Zhang et al., 2003], a nonlinear process model is used.
A bank of nonlinear adaptive observers are included in the residual generator and the
modulus of the residual is chosen as evaluation signal (4.15). In [Zhang et al., 2003] the
aim is detection of sensor faults and the process model is

ẋ(t)=Apx(t) + γ(y(t), u(t)) + ηx(x(t), u(t), t)
y(t)=Cpx(t) + ηy(x(t), u(t), t) + wθ(t− T0)Ff(t)

where γ(y(t), u(t)) is a smooth function of appropriate dimension and

wθ(t− T0) =

{
0 if 0 ≤ t ≤ T0

1 if t ≥ T0

The model uncertainties ηx(x(t), u(t), t) and ηy(x(t), u(t), t) are unknown, smooth and of
appropriate dimensions. They are assumed to be bounded by known functions, i.e.

|ηx(x(t), u(t), t)|≤η̄x(y(t), u(t), t)
|ηy(x(t), u(t), t)|≤η̄y(y(t), u(t), t)

∀t ≥ 0

A drawback of the approach in [Zhang et al., 2003] is that it is only derived for sen-
sor faults and that the bounding functions are allowed to depend on the time, known
input signals and output signals but not the state. Another approach is presented in
[Zhang et al., 2002] where the following process model is used,

ẋ(t)=γ(x(t), u(t)) + ηx(x(t), u(t), t) + wθ(t− T0)f(x(t), u(t))

where f(x(t), u(t)) denotes a nonlinear fault function. The modelling uncertainties
described by the unknown nonlinear functions, ηx(x(t), u(t), t), are unstructured but
bounded by some known function, i.e.

|ηx(x(t), u(t), t)| ≤ η̄x(x(t), u(t), t) ∀t ≥ 0

A drawback of the approach presented in [Zhang et al., 2002] is that it is only derived
for full state measurement systems.

In [Johansson and Norlander, 2003], it is assumed that the parametric uncertainties
are constant and the evaluation operator (S1

wr)(t) is used with the weighting function
w(t) = μe−μt. A time-varying threshold is derived for the application of a temperature
sensor in an RM12 jet engine.

Interval models have been used in [Puig et al., 2002] to generate time-varying thresh-
olds. The process model is assumed to be described as (2.1) but with Ed = 0, Ef = 0,
Ap ∈ [

A−
p , A

+
p

]
, Bp ∈ [

B−
p , B

+
p

]
, Cp ∈ [

C−
p , C

+
p

]
, and Dp ∈ [

D−
p , D

+
p

]
. The notation

Mp ∈ [
M−

p ,M
+
p

]
means that M−

p ≤ Mp ≤ M+
p , where the inequality is element-wise.

A Luenberger observer is suggested for the residual generation. Due to the interval
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of the matrices, the threshold can be defined as the bounding values on the residual,
which is calculated using numerical optimization. If the residual exceeds these bounds
a fault is assumed to be present. Two methods to calculate these bounding values are
discussed in [Puig and Quevedo, 2001], simulation approach and prediction approach.
The drawbacks of the former are, see [Puig et al., 2002], [Puig and Quevedo, 2001], and
[Puig et al., 2003], that it tends to diverge very easily and is time consuming owing to
the complexity of the required computations. The latter does not have the same problem
but is only working for systems which are full state measurement.

Most of the methods presented above generate constant or essentially constant thresh-
olds but it has been pointed out that the evaluation signal will depend on the known input
signals due to the model uncertainties. Assuming that the known input signals vary over
time, the threshold should be designed to depend on the known input signals to achieve
a threshold which is tight to the evaluation signal. In [Johansson and Norlander, 2003],
[Zhang et al., 2002], [Zhang et al., 2003], and [Puig et al., 2002], time-varying thresholds
have been suggested which can be said to be generated by dynamical threshold gener-
ators, i.e. a dynamical system that generates the threshold. This dynamical system
depends on the uncertainties in some way, e.g. their bounds, and is driven by the known
input and measurement signals.



Chapter 5

Summary of Research
Contributions

The research in this thesis deals with time-varying deterministic residual evaluation when
model uncertainties are described as parametric. The windowed time-domain modulus
operator is chosen as evaluation function and this choice together with the parametric
model uncertainty creates a possibility to derive time-varying thresholds.

In Paper A, a fault detection algorithm for clogging detection of valves in a flota-
tion process is investigated. It is shown that the evaluation signal is time-varying and,
therefore, to achieve a tight threshold, it should also be time-varying.

The evaluation function is shown to depend on the known input and measurement
signals when considering parametric model uncertainties in Paper B. An advantage of the
time-domain modulus evaluation signal is that a time-varying threshold can be designed
to depend on the known input and measurement signals. This is used in the design of a
dynamic threshold generator for clogging detection of valves in a full state measurement
flotation process in Paper B. There, it is assumed that the residual disturbances can be
described by bounded constant parameter errors. The upper bounds of these errors are
used in the threshold generator.

The dynamic threshold generator from Paper B is extended to non-full state mea-
surement systems and to allow time-varying residual disturbances in Paper C. In the
generalized threshold generator, an upper bound of the modulus of the state vector is
required. An inequality is given that provides an upper bound which is time-varying and
depends on the known input and measured signals. The thresholds derived by using this
inequality depends on upper bounds for the residual disturbances and an upper bound
for an impulse response matrix. A second application is introduced in Paper C, detection
of faults in the T25 temperature sensor of an RM12 jet engine.

The residual disturbance upper bounds are not known but can be replaced by design
parameters. It is shown in Paper D that the residual generator, using a Luenberger
observers, can always be transformed such that linear optimization can be used for design
of the parameters.
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If the observer is transformed in another way, then the design of the parameters can
be expressed as nonlinear optimization with inequality conditions. In Paper E this more
general design problem is discussed.

The dynamic threshold generator, derived in Paper C, requires an upper bound for
an impulse response. In Paper F, three different methods are presented for determining
an impulse response that is an upper bound for another impulse response.

The author carried out some research on vibration control by using external model
control, Papers 1-5, and this was the subject for the licentiate thesis where Papers 1-3
were included.

Papers 6 and 7 are not included in this thesis since the contents of them are included
through Paper B and Paper C, respectively.
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Model-Based Supervision of Valves in a Flotation

Process

Michael Bask and Andreas Johansson

Abstract

An observer based approach for detecting clogging in valves in flotation processes is in-
vestigated. Integral action and linear feedback applied to a nonlinear process model
constitutes the observer for which local stability is shown. The integral terms give es-
timates of the clogging in the valves of the process and this estimate is compared to
a constant threshold. Experiments on real data from Boliden’s flotation series at the
Boliden Area Concentrator, Sweden, show no false alarm during any of the two working
conditions, PI control and LQ control. It is also shown that cloggings, simulated by ma-
nipulating measurement data, are promptly detected. The observer based fault detection
algorithm is compared to an algorithm based on parameter estimation and advantages
of the two approaches are highlighted.

1 Introduction

Froth flotation is an important and versatile mineral-processing technique in which the
differences in physico-chemical surface properties of particles from different minerals is
used. By using flotation reagents it is possible to separate the valuable minerals from
the rocky material called gangue. In reverse flotation the gangue is separated into the
froth but in direct flotation the minerals are transferred to the froth. An introduction to
flotation can be found in [1].

In both reversed and direct flotation it is important to control the levels of the flotation
tanks, see [2] for an account on a multivariable LQ-controller for a flotation plant. The
levels are controlled with valves on the outflow of each tank and to ensure that the
controller is able to fulfill its performance requirements, a fault detection algorithm is
needed to detect clogging of these valves in an early stage. Surveys of fault detection
algorithms can be found in [3], [4] and for nonlinear systems in particular in [5], [6].
State observers are commonly used and examples of state observers for nonlinear systems
are the Extended Kalman Filter (EKF), [7], [8], the Constant Gain EKF, [9] and the
Extended Luenberger observer, [10]. A survey of nonlinear state observers can be found
in [11] and a table comparing different nonlinear observer approaches in [12].

In [13], a two step algorithm for estimating valve parameters in a flotation plant
is developed which can be used for detecting clogging. In the first step, an observer
estimates the flow through the valves. The second step consist of a recursive estimation
algorithm that uses the estimated flow from the first step to estimate a linear valve
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model. Drawbacks of this approach are that analysis regarding stability and robustness
is not straightforward and that the valve model is restricted to be affine in the unknown
parameters.

In this article we present an observer based one step algorithm to detect the clogging.
The algorithm uses a non-linear model of the process extended with integral action and
corrected with a linear feedback term. The integral terms are shown to be estimates of
the clogging.

Furthermore, an experimental comparison between the observer based algorithm and
the parameter estimation technique, in [13], with respect to the clogging estimation is
presented. See [14] for a theoretical comparison between observer based and parameter
identification fault detection approaches for linear time invariant systems.

The article is composed as follows. First, a description of the flotation process model
is presented in section 2 followed by an identification algorithm of the valve parameters
in section 3. The next section (4), treats the residual generation and is divided into two
parts. In the first part, a short description of the valve parameter estimation technique in
[13] is given and in the second part, an observer estimating the clogging is introduced. In
section 5, calculations and experimental results for a real flotation process is presented.
Finally some conclusions are drawn in section 6.

2 Flotation process model

The flotation process consists of cascade coupled tanks with control valves after each
tank for the purpose of controlling the levels. The measured level in tank i is denoted
hi(t) where i = 1..n and n is the number of tanks. The input signals to the process is the
valve control signals ui(t) and the external inflows to the tanks qin,i(t). The levels are
measured in meter and the inflow in m3/h. Figure 1 shows, as an example, a flotation
process with four tanks.

Figure 1: The flotation process

The continuous time model of the levels h(t) in the tanks can be described as a system
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of first order differential equations.

ḣ(t) = F (h(t), u(t),ΔCv(t)) +Bqin(t) (1)

where h(t) ∈ Rn, ΔCv(t) ∈ Rn, u(t) ∈ Rn, qin(t) ∈ Rm and B ∈ Rn×m are, respectively,
the state, clogging area, valve control signal, inflow and input matrix. The time argu-
ment t is droped in the sequel to enhance readability. The vector of nonlinear functions
F (h, u,ΔCv) is

F (h, u,ΔCv) =

⎡
⎢⎣
f1(h, u,ΔCv)

...
fn(h, u,ΔCv)

⎤
⎥⎦

where

f1(h, u,ΔCv) = − (Cv,1(u1)+ΔCv,1)

α1

√
H1(h)

and

fi(h, u,ΔCv) =
(Cv,i−1(ui−1)+ΔCv,i−1)

αi

√
Hi−1(h) − (Cv,i−1(ui)+ΔCv,i)

αi

√
Hi(h) (2)

for i ≥ 2. The function Cv,i(ui) gives the valve opening area of valve i, in m2, and αi is
the liquid surface area of tank i, also in m2, assuming it is a constant independent of the
level in the tank. The functions Hi(h) are defined as

Hi(h) = 2g(hi − hi+1 + Δhi)

where g is the acceleration of gravity and Δhi is the physical height difference between
the zero-levels of tank i and i + 1. For the last tank Hn(h) = 2g(hn + Δhn) where
Δhn is the height difference between the zero-level and the outflow valve. A reasonable
assumption is that the clogging in the valves develops slowly and therefore Δ̇Cv(t) = 0.

A process model for the extended state vector x =
[
h ΔCv

]T
can then be written as

ẋ = F̄ (x, u) + B̄qin
h = C̄x

where F̄ (x, u) ∈ R2n and B̄ ∈ R2n such that

F̄ (x, u) =

[
F (h, u,ΔCv)

0

]
, B̄ =

[
B
0

]
, C̄ =

[
I 0

]

3 Valve model identification

The manufacturer of the valves suggests the following nonlinear model of the valve open-
ing

Cv(u) = a1d
2a2u+ a3u

2

1 + ea4u
(3)
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where a1, · · · , a4 are constants and d is the diameter of the valve. The control signal u is
in the interval 0 ≤ u ≤ 1 where u = 0 and u = 1 represents closed and open, respectively.
A common and often sufficient approximation of the nonlinear valve model is the linear
function

Cv(u) = Ku+ c (4)

which is used in e.g. [13].
Simulations with the measurement data that are used in the experiments in section 5

have shown that the model (3) used with constants a1, · · · a4 provided by the manufacturer
does not work well so the linearized model (4) is used instead. The valve parameters
K and c have to be identified which can be done by using the Least-square method.
Assuming no clogging, the flow through a valve i can be expressed as

qi(t) = (Kiui(t) + ci)
√
Hi(h(t))

From the process model (1) it follows that

qin(t) − α1ḣ1(t) = q1(t)

which, integrated from time t0 to time t1, yields

∫ t1
t0
qin(τ)dτ−α1(h1(t1) − h1(t0)) =

∫ t1
t0
q1(τ)dτ =

=
∫ t1

t0
(K1u1(τ) + c1)

√
H1(h(τ))dτ =

=
[ ∫ t1

t0
u1(τ)

√
H1(h(τ))dτ

∫ t1
t0

√
H1(h(τ))dτ

] [K1

c1

]

The constants K1 and c1 can thus be estimated by the least-squares method since qin, h
and u are measured. Similar calculations can be done for the remaining valves utilizing
the fact that the inflow to tank i is the outflow from tank i− 1.

4 Residual generation

The fault detection task is to achieve an automatic supervision system for clogging in the
control valves. The problem consists of designing an observer to estimate the amount
of clogging and construct thresholds that indicate when there is too much clogging in a
valve.

Fault detection algorithms can generally be divided into two parts. First, a state
observer or a parameter estimation algorithm is utilized to generate a residual which is
supposed to be nonzero in case of fault and zero otherwise. Then, a threshold is employed
to take a decision if a fault is present.

In the sequel, a parameter estimation algorithm for clogging detection [13] is briefly
recapitulated in section 4.1 and a state-observer based approach is introduced in section
4.2. The estimates of the clogging area is used as residual and it is compared to a constant
threshold.
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4.1 A short summary of the parameter estimation algorithm
from [13]

The algorithm presented in [13] is a residual generator consisting of two steps. First,
observer based estimates of the flows through the valves are generated. Analysis shows
that these flow estimates are low-pass filtered versions of the actual flows.

Second, estimates K̂i and ĉi of the parameters of the valve model qi = Kiui + ci are
generated by using a recursive directional forgetting algorithm, [15]. For more details see
[13].

An estimate of the clogging area can be calculated as the difference between the valve
opening obtained from the on-line estimated parameters K̂i and ĉi and the valve opening
calculated by using parameters estimated off-line with e.g. the algorithm in section 3.

Δ̂Cv,i,pe = K̂iui(t) + ĉi − (Kiui(t) − ci)

which can be directly compared to the estimate Δ̂Cv, generated by the observer intro-
duced in the next section.

4.2 Observer

The suggested observer structure for estimating the clogging ΔCv of the valves is

˙̂
h=F (ĥ, u, Δ̂Cv) +Bqin + L1(h− ĥ)

˙̂
ΔCv=L2(h− ĥ)

where L1, L2 ∈ Rn×n are the observer gain matrices. The observer can also be written as

˙̂x = F̄ (x̂, u) + B̄qin + L̄(h− ĥ)

ĥ = C̄x̂
(5)

where L̄ =
[
L1 L2

]T
.

Other observer structures have been considered, such as the EKF, [7], [8] and the
Luenberger like observer [16]. However, as will be shown later, the linear feedback term

is sufficient to stabilize the estimation error system since ∂F̄ (x,u)
∂x

does not vary too much.
An advantage with choosing the feedback term linear is that Thau’s theorem [17] can be
utilized to show stability of the observer. Different algorithms have been suggested of
how to design the feedback gain L̄. In [9] a method based on the EKF is suggested and
other approaches are described in [18] and [19].

A definition of the Lipschitz condition is needed for the stability analysis of the
observer.

Definition 1 Assume the function Φ(x, u) is continuous in x and there exist a finite
constant γ such that for all x1, x2 ∈ X and u ∈ U the inequality

‖Φ(x1, u) − Φ(x2, u)‖ ≤ γ‖x1 − x2‖
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holds where ‖ ·‖ denotes the euclidian vector norm. Then Φ is said to be locally Lipschitz
and γ its lipschitz constant. If X = Rn then it is said that the function Φ is globally
Lipschitz.

A condition established by Thau [17] can be used to investigate the stability of the
observer (5).

Theorem 1 (Thau [17]): Assume that the process is described by

ẋ = Ax+G(u, qin) + Φ(x, u)
h = Cx

(6)

and the observer is

˙̂x = Ax̂+G(u, qin) + Φ(x̂, u) + L(h− Cx̂) (7)

If (A,C) is detectable and

γ <
λmin(Q)

2λmax(P )
(8)

where the matrices P and Q are symmetric and positive definite and satisfy the Lyapunov
equation

(A− LC)TP + P (A− LC) = Q

then
lim
t→∞

(x(t) − x̂(t)) = 0

It has been shown in [20] that the ratio in (8) can be maximized by choosing the
matrix Q = I.

To show stability by using Thau’s theorem, the process has to be rewritten in the
form of (6). In order to obtain a small value for the Lipschitz constant γ, Φ(x, u) is
chosen as the higher order terms of a Taylor expansion of F̄ (x, u).

F̄ (x, u) = F̄ (x0, u0) + F̄x(x0, u0)(x− x0) + F̄u(x0, u0)(u− u0) + Φ(x, u)

where F̄x = ∂F̄
∂x

and F̄u = ∂F̄
∂u

. By defining A = F̄x(x0, u0) and β = F̄u(x0, u0), Φ(x, u)
and G(u, qin) can be expressed as

Φ(x, u)=F̄ (x, u) − F̄ (x0, u0) − A(x− x0) − β(u− u0)
G(u, qin)=F̄ (x0, u0) − Ax0 + β(u− u0) + B̄qin

From the inequality formulation of the mean value theorem [21] it follows that if the func-
tion Φ is continuous and differentiable on the set D and has bounded partial derivatives,
then γ is the 2-norm of the jacobian matrix of Φ(x, u).

The function F̄ (x, u) is continuous and differentiable and thus also Φ(x, u) since

∂Φ(x, u)

∂x
= F̄x(x, u) − ∂

∂x
(Ax) = F̄x(x, u) − A

If inequality (8) is fulfilled then the observer is asymptotically stable and x̂→ x as t→ ∞
which implies that

Δ̂Cv → ΔCv (9)
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5 Experimental results

Experiments have been carried out on data from Boliden’s flotation series at the Boliden
Area Concentrator, Sweden. This is a direct flotation process and consists of four tanks
i.e. n = 4 and the only inflow is to tank one. Levels and valve control signals for all four
tanks and the inflow are measured.

The flow qin into the process is around 200m3/h but is varying severely between
50m3/h− 350m3/h.

Identification of the valve parameters using the presented algorithm from section 3
resulted in

K=
[

5.566 4.158 5.918 5.716
]T

10−4

c=
[

30.02 61.59 35.85 −11.66
]T

10−4

By experiments, it has been found that suitable values for the feedback gain are

L =

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

6 0 0 0
0 6 0 0
0 0 6 0
0 0 0 6

0.04 0 0 0
0 0.04 0 0
0 0 0.04 0
0 0 0 0.04

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

To check for stability of the observer, the matrix A in (7) is expressed as the jacobian

matrix of the function F̄ (x, u) at the equilibrium point x = x0 =
[
h0 ΔCv,0

]T
, u = u0

and qin = qin,0. The equilibrium values of the control signals u0 are found by choosing
x0 and qin,0 and solving the equation

F̄ (x0, u0) +Bqin,0 = 0

which is obtained by setting ẋ = 0 in the process model. The chosen equilibrium point
and some physical parameters are

h0=
[

0.4 0.4 0.4 0.4
]T

ΔCv,0=
[

0 0 0 0
]T

qin,0=200

α=
[

17 25 17 17
]T

Δh=
[

0.4 0.4 0.8 1.5
]T

(10)

Choosing Q = I, L = L̄, C = C̄ and A = F̄x(x0, u0), it is straightforward to calculate

the quotient in (8) and obtain λmin(Q)
2λmax(P )

= 0.0398.
In order to calculate the lipschitz constant γ some reasonable assumptions on the

state x must be made. Specifically, it is assumed that the levels will not vary more than
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±0.1 m and that the clogging will not be larger then 50 % of the maximum valve opening.
If the valve control signal is allowed to vary between

0 ≤ u(t) ≤ 1

then the lipschitz constant is γ = 0.0287 and since the inequality (8) is thus fulfilled, the
observer is shown to be locally stable. With the assumption that the level variations are
±0.1 m, the clogging can be allowed to be as much as 98 % before the stability limit,
γ = 0.0398 is reached. If the clogging is allowed to be 50 %, the levels can be allowed to
vary ±0.225 m while maintaining stability of the observer.

Two different working conditions exist, either the flotation process is controlled by a
multivariable LQ-controller, described in [2], or by four separate PI-controllers. When the
PI-controllers are used, the levels and the control signals vary extensively. An example
of this can be seen in Figure 2, which shows the level measurement in tank 2 for a time
interval with PI-controller and another time interval when the LQ-controller is operating.

0 10000 20000
0.25

0.35

0.45

0.55

0 10000 20000
0.25

0.35

0.45

0.55

Figure 2: The level measurement of tank 2 when using PI control (upper picture) and LQ control
(lower picture).

The amount of clogging in a valve in a real process can not be measured in practice,
so to investigate if the presented algorithm produces a satisfying result, a clogging has
to be simulated. A clogging means that the actual valve opening is less than expected
and can thus be simulated by adding a positive quantity to the control signal which gives
total control of the fault. A reasonable assumption is that when clogging occurs it is
a relatively slow process and then the valve control signal will increase as almost the
only evidence of a clogging. In our experiment, a ramp has been added to the control
signal of valve 2. The ramp rises 0.10 units starting at t = 4000 seconds and finishes
at 14000 seconds thus imitating an increasing clogging in the valve. The modified and
the unchanged control signal of valve two is shown in Figure 3 for an interval with the
PI-controller and one with the LQ-controller in operation.
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0.30

0.50

Figure 3: The control signal of valve 2 is shown when using PI control (upper picture) and
LQ control (lower picture). Each picture shows the modified (solid) and unmodified (dashed)
control signal.

The clogging estimate from the observer in section 4.2 is compared to a constant
threshold which is ten percent of the fully open valve area. There are more advanced
methods then a constant threshold, for example statistical methods [22] and deterministic
methods [4], but this is to be a topic of future development of the clogging detection
algorithm. Both working conditions are evaluated, Figure 4 shows the clogging estimation
when the PI-controllers are used and Figure 6 when the LQ-controller is in operation.
It can be noted that there is no false alarm in either of the conditions since no clogging
estimate except for the clogged second valve exceeds the threshold. However, with the
PI-controller, the estimates are closer to the limits so there is an imminent risk of false
alarms.

An interesting comparison is when using the observer based algorithm presented in
section 4.2 and the parameter estimation algorithm, [13] described in section 4.1. None
of the algorithms are optimized so a performance comparison is not relevant. What is
more interesting is to see that the results from the two algorithms seem to be quite
similar. The final values of the estimated clogging areas seem to be fairly similar and
even the behavior, compare Figure 4 to Figure 5 and Figure 6 to Figure 7. It can also
be noted that the recursive algorithm seems to be more sensitive to disturbances and
produces false alarms in valve 3 and 4, but this may be caused by poor tuning of the
algorithm. Finally, it can be concluded that a robust threshold needs to be derived in
order to decrease the risk for false alarms, independent of which residual generator that
is used.

An advantage with the parameter estimation algorithm is that estimates of the valve
parameters are obtained on-line which can provide information on other faults in the
valve.

For the observer based approach two advantages may be pointed out. First, concern-
ing the clogging estimation, the results are similar to the parameter estimation algorithm
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−0.004

0

0.004

0.008

Figure 4: The observer based clogging estimates (section 4.2) and thresholds (straight lines) are
shown when PI controllers are in operation and with simulated clogging in valve 2. Clogging
estimate for valve 1 (dotted), valve 2 (solid), valve 3 (dash-dotted) and valve 4 (dashed).

0 10000 20000
−0.004

0

0.004

0.008

Figure 5: This shows the same situation as in Figure 4 above but using the parameter estimation
based algorithm from [13] instead.

but the algorithm is more straightforward to analyze. Therefore, it is also very likely that
designing a robust thresholds is easier. Second, changing to a more complex valve model,
e.g. the nonlinear function (3), is simple.

6 Conclusion

An observer based algorithm to estimate the amount of clogging in the valves of flotation
processes is proposed and evaluated. This algorithm is also compared to a parameter
estimation algorithm presented in [13].

In the observer based approach, the observer consists of a nonlinear process model
extended with integral action and corrected by a linear feedback term. Local stability
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−0.004

0

0.004

0.008

Figure 6: The observer based clogging estimates (section 4.2) and thresholds (straight lines) are
shown when LQ controllers are in operation and with simulated clogging in valve 2. Clogging
estimate for valve 1 (dotted), valve 2 (solid), valve 3 (dash-dotted) and valve 4 (dashed).

0 10000 20000
−0.004

0

0.004

0.008

Figure 7: This shows the same situation as in Figure 6 above but using the parameter estimation
approach from [13] instead.

of this observer is shown. The integral terms give estimates of the clogging which are
compared to constant thresholds.

Experiments have been carried out with measurement data from Boliden’s flotation
series at the Boliden Area Concentrator, Sweden. The flotation process operates under
two different working conditions, either four separate PI-controllers or a multivariable
LQ-controller is used. The fault detection algorithms are shown to be effective for both
working conditions but the risk of false alarms is higher when the PI-controllers are used
since there are more variations in the levels in this case.

The observer based algorithm is compared to a parameter estimation approach and
both algorithms have similar problems regarding disturbances. Therefore, it is desirable
to derive a robust threshold for evaluating the clogging estimate.
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[14] E. A. Garćıa and P. M. Frank, “On the relationship between observer and param-
eter identification based approaches to fault detection,” in Proceedings of the 13th
Triennial World Congress, 1996, pp. 25–29.

[15] L. Cao and H. Schwartz, “A directional forgetting algorithm based on the decom-
position of the information matrix,” Automatica, vol. 36, no. 11, pp. 1725–1731,
2000.

[16] G. Ciccarella, M. D. Mora, and A. Germani, “A luenberger-like observer for nonlinear
systems,” International Journal of Control, vol. 57, no. 3, pp. 537–556, 1993.

[17] F. E. Thau, “Observing the state of nonlinear dynamic systems,” International
Journal of Control, vol. 17, no. 3, pp. 471–479, 1973.

[18] R. Rajamani, “Observers for lipschitz nonlinear systems,” IEEE Transactions on
Automatic Control, vol. 43, no. 3, pp. 397–401, 1998.

[19] S. Raghavan and J. K. Hedrick, “Observers design for a class of nonlinear systems,”
International Journal of Control, vol. 59, no. 2, pp. 515–528, 1994.

[20] R. V. Patel and M. Toda, “Quantitative measures of robustness in multivariable
systems,” in Proceedings of the American Control Conference, 1980, San Fransisco.
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Model-Based Time-Varying Fault Detection

Thresholds for a Full State Measurement Flotation

Process

Michael Bask and Andreas Johansson

Abstract

Robust thresholds for observer-based residuals are developed for the purpose of detecting
clogging in the valves of a flotation process. The observer in the residual generator is a
linear model of the flotation process extended with integrals and corrected with a linear
feedback term. The integral states in the observer constitute the residual. The resid-
ual does not just incorporate contribution from the faults but also from uncertainties
in measurements, model parameters and working point. To avoid false alarms gener-
ated by these uncertainties, robust time-varying thresholds depending on bounds on the
uncertainties are derived.

Experiments are carried out successfully on a froth flotation process with four cascade
coupled tanks. The data was provided by Boliden Area Concentrator in Boliden, Sweden.

1 Introduction

Froth flotation is an important and versatile mineral-processing technique in which the
differences in physico-chemical surface properties of particles from different minerals is
used. By using flotation reagents it is possible to separate the valuable minerals from
the rocky material called gangue. In reverse flotation the gangue is separated into the
froth while in direct flotation the minerals are transferred to the froth. An introduction
to flotation can be found in [1].

In both reversed and direct flotation it is important to control the level of the flotation
tank, see [2] for an account on a multivariable LQ-controller for a flotation plant. The
levels are controlled with valves on the outflow of each tank and to ensure the controller
is able to fulfill its performance requirements, a fault detection algorithm is required to
detect clogging of the valves at an early stage.

1.1 Fault detection

Fault detection and isolation (FDI) algorithms can be divided into two steps, residual
generation and residual evaluation. Design and analysis of model-based fault detection
and isolation algorithms has received significant attention in the literature over the years
(see survey articles [3], [4], [5] and books [6], [7], [8]).
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The residual generator produces a signal, the residual, which ideally is nonzero in the
presence of fault and zero otherwise. Three different methods to generate the residual is
by parameter estimation algorithms, see [9] and references therein, parity space methods
[10], and state observers, i.e. Kalman filters [11] and Luenberger observers [12]. Different
observer structures can be found in the fault detection literature, e.g. the dedicated
observer scheme (DOS) [13] or the generalized observer scheme (GOS) [3], [6]. The
dedicated observer is constructed such that each residual is only sensitive to one fault
compared to the generalized observer where each residual is sensitive to all faults except
one.

In some rare cases it is possible to achieve perfect decoupling between uncertainties
and faults, i.e. making the residual independent of the uncertainties. The conditions and
solution of perfect decoupling are derived in several ways, see [14] and references therein.
The residual will thus be zero unless there is a fault and thus residual evaluation, to
determine if a fault has occurred, can be reduced to comparing the residual with a
constant low threshold. The drawback with this method is that the conditions for a
perfect decoupling to be possible are very restrictive.

In the case where decoupling does not work, more robust thresholds are required to
avoid false alarms while maintaining high sensitivity to faults.

Some work in this direction can be found in the literature. In [15], robustness against
unstructured additive uncertainty in the frequency domain is considered, [16] presents
a robust threshold for detection of clogging in the coal injection lines of a blast furnace
and [17] for sensor fault detection for a turbofan jet engine. Other recent publications of
robust thresholds are [18], [19].

In [20] a deterministic robust threshold is presented and a fault detection algorithm
is derived for a nonlinear system with full state measurement. A GOS architectural
framework adaptive observer is used and the threshold is derived to be the output of a
linear system. The algorithm in [20] is complicated in the sense that it has many degrees
of freedom, but has been shown to work in simulation.

1.2 Fault detection in the flotation process

Two papers that concern fault detection of valves in flotation processes are [21], [22].
In [21], the authors use a parameter estimation algorithm to estimate clogging in valves
and in [22] a nonlinear observer is used. Experiments with these two algorithms, see
[22], shows that the residuals are not decoupled from the uncertainties and that constant
thresholds, which are used in [22], can consequently not be made both robust and sensitive
to faults. Therefore, more robust thresholds which are sensitive to faults are required.

1.3 Outline of the paper

The article is composed as follows. First, a description of the flotation process model is
presented in Section 2 followed by a presentation of the residual generation algorithm,
Section 3. Section 4 treats the residual evaluation step and is divided into two parts. In
the first part, a sensitivity analysis is carried out to assess the impact on the residual
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by uncertainties and disturbances. A method for threshold calculation is suggested in
the second part. Section 5 shows experiments on a real floatation process and some
conclusions are drawn in Section 6.

2 Flotation process model

The flotation process consists of cascade coupled tanks with control valves after each
tank for the purpose of controlling the levels in the tanks. The measured level in the
tanks are denoted hi(t) where i = 1..nh and nh is the number of tanks. The input signals
to the process are the valve control signals ui(t) and the external inflow to the tanks is
denoted q(t). The levels are measured in meter and the inflow in m3/h.

The continuous time model of the levels h(t) in the tanks can be described as a system
of first order differential equations.

ḣ(t) = F (h(t), u(t), v(t)) +Dq(t) (1)

where D ∈ Rnh×nq , h(t) ∈ Rnh , v(t) ∈ Rnv , u(t) ∈ Rnu and q(t) ∈ Rnq are, respectively,
the input matrix, state, fault, control signal and inflow. The time argument t is dropped
in the sequel to enhance readability. The vector of nonlinear functions F (h, u, v) is

F (h, u, v) =

⎡
⎢⎣

F1(h, u, v)
...

Fnh
(h, u, v)

⎤
⎥⎦

where

F1(h, u, v) = −Cv,1(u1)

αΩ1

√
H1(h) − 1

αΩ1
v1

where v1 = γCv,1

√
H1(h) is the volume flow loss due to clogging in Valve 1 and γCv,1 is

the clogging area. The function Cv,1 and the constant αΩ1 are, respectively, the opening
area of Valve 1 and liquid surface area of Tank 1 which is assumed to be a constant
independent of the level in the tank. For i ≥ 2

Fi(h, u, v) =
Cv,i−1(ui−1)

αΩi

√
Hi−1(h) + 1

αΩi
vi−1 − Cv,i−1(ui)

αΩi

√
Hi(h) − 1

αΩi
vi

where Cv,i is the valve opening area of valve i and αΩi
is the liquid surface area of tank

i. The functions Hi(h) are defined as

Hi(h) = 2g(hi − hi+1 + αhi
)

where g is the acceleration of gravity and αhi
is the physical level difference between the

zero-levels of tank i and i+ 1. For the last tank Hn(h) = 2g(hn + αhn) where αhn is the
level difference between the zero-level and the outflow valve.
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2.1 Linearization

The process model is possible to linearize around the working point h0, u0, q0. The
parameters h0, q0 are chosen and u0 calculated by setting the derivative in equation (1)
equal to zero, i.e. solving

0 = F (h0, u0, 0) +Dq0

A Taylor expansion of the right hand side of equation (1) with respect to h, u, v and q
gives the linearized model

Δ̇h=AΔh +DΔq +BΔu + EvΔv + Γ
y=Δh + δw

(2)

where Δh,Δu,Δq and Δv are defined by

h = h0 + Δh

u = u0 + Δu

q = q0 + Δq

v = v0 + Δv

and δw is measurement disturbance. The matrices A,B,Ev,Γ are

A=F
′
h(h

0, u0, 0)
B=F

′
u(h

0, u0, 0)
Ev=F

′
v(h

0, u0, 0)
Γ=F (h0, u0, 0) +Dq0

where prime indicates derivative with respect to the index, i.e.

f
′
a

�
=
∂f

∂a

Explicit expressions for the matrices A,B and Ev are given in Appendix A. The matrix
Γ will be equal to zero if neglecting uncertainties but nonzero otherwise and thus affect
the process, see Section 4.1, and is therefore retained.

The derivative of the fault signal v(t) can be expressed as

v̇i(t)=
∂
∂t

(γCv.i
(t)
√
Hi(h))

=γ̇Cv,i
(t)
√
Hi(h) + γCv,i

(t) ∂
∂t

√
Hi(h)

In the working point, the clogging γCv,i is defined to be zero, γCv,i
(t) = 0. Furthermore,

a reasonable assumption is that the clogging develops slowly, i.e. γ̇Cv,i
(t) ≈ 0, and thus

v̇(t) = 0

An augmented state vector can thus be defined as x =
[

Δh v
]T

for which the dynamics
are

ẋ = Āx+ D̄Δq + B̄Δu + Γ̄
y = C̄x+ δw

(3)
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where

Ā =

[
A Ev

0 0

]
, D̄ =

[
D
0

]
, B̄ =

[
B
0

]

C̄ =
[
I 0

]
, Γ̄ =

[
Γ
0

]

3 Residual generation

In order to estimate the state x in the linear system, (3), a Luenberger observer can be
used, see [12]. The feedback will be the difference between the measured level Δh and
the estimated level Δ̂h and therefore,

˙̂x=Āx̂+ D̄Δq + B̄Δu + Γ̄ + L(y − ŷ)
ŷ=C̄x̂

(4)

where x̂
�
=
[

Δ̂T
h v̂T

]T
is the state estimate and L =

[
LT

h LT
v

]T
where Lh ∈ Rnh×nh ,

Lv ∈ Rnv×nh .
In the design of the feedback gain it should be noted that the matrices A and B

depend on the working point and therefore changes in the working point result in a time-
varying process model (2). To simplify the threshold calculation a time-invariant error
system is required. This can be achieved by designing a feedback matrix which cancels
the time dependence in the matrix Ā(t). In Proposition 1 it is shown that this is possible
to achieve while maintaining the ability to design the characteristics of the error system.

Propostion 1 Let the process and the observer be defined by (3) and (4) respectively
and assume that Ev is time-invariant and of full rank. If the feedback gain is constructed
as

Lh = Ā+ Lm

then the error system, ẋ − ˙̂x, is a linear time-invariant system. Then, it is possible to
place the observer poles arbitrarily by selecting Lm and Lv.

Proof. The error system, ė = ẋ− ˙̂x is

ė = (Ā− LC̄)e− Lδw

so (Ā− LC̄) should be independent of time. Choosing Lh = A+ Lm gives

Ā− LC̄=

[
A− A− Lm Ev

−Lv 0

]
=

[ −Lm Ev

−Lv 0

]

=

[
0 Ev

0 0

]
−
[
Lm

Lv

]
C̄ = Ām −

[
Lm

Lv

]
C̄
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where Ām =

[
0 Ev

0 0

]
is independent of time since Ev is time-invariant. The eigen-

values of Ā − LC̄ can be placed arbitrarily by choosing the feedback gain
[
LT

m LT
v

]T
if and only if (Ām, C̄) is observable. The observability matrix

[
C̄

C̄Ām

]
=

[
I 0
0 Ev

]

has full rank if the matrix Ev has full rank which completes the proof. �

4 Residual evaluation

An observer which will produce an estimate of the clogging was presented in Section 3.
This estimate will be different from zero even when no clogging is present since there are
uncertainties in the model which are neglected in the observer. These uncertainties come
from e.g. valve parameter errors, linearization errors and measurement errors.

In [22] the fault detection algorithm uses constant thresholds to compare with the
residuals to detect clogging. As can be seen in [22] there is an imminent risk of false
alarms and therefore more robust thresholds are required. The thresholds must exceed
the residuals as long as no clogging has occurred and yet low enough to be sensitive to
the faults. A possible solution is to design the thresholds to depend on upper bounds of
the uncertainties.

4.1 Sensitivity analysis

A model for Valve i, according to the manufacturer, is

Cv,i(t) = αCv,i,1d
2αCv,i,2ui + αCv,i,3u

2
i

1 + eαCv,i,4ui

where αCv,i,j are constants and d is the diameter of the valve. A linear valve model, which
is common in process industry and also used in [21], [22], is

Cv,i(t) = Kiui(t) + ci (5)

where Ki, ui, ci are the i:th element of vectors K,u, c respectively. Tests have shown that
significantly better results are not achieved by using the nonlinear valve model instead
of the linear model and therefore (5) is used in the sequel.

Exact values for the valve parameters, K, c in (5) can not be obtained and therefore
estimated parameters K̂, ĉ are used instead. The uncertainties in the valve model con-
stants K and c causes uncertainties in the working point h0, q0 and u0. The measurement,
Δq, and the valve control signal, Δu, can also be assumed to be uncertain. Uncertainties
in the measurement y can be described as an uncertainty in C̄. The uncertainties can be
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summarized as

h0 =ĥ0 ◦ (1nh
+ δh0)

q0 =q̂0 ◦ (1nq + δq0)
u0 =û0 ◦ (1nu + δu0)
Δq =Δq̂ ◦ (1nq + δΔq)
Δu =Δû ◦ (1nu + δΔu)

K =K̂ ◦ (1nh
+ δK)

c =ĉ ◦ (1nh
+ δc)

C̄i =Ĉi ◦ (1nh
+ δy)

(6)

where ◦ denotes the Hadamard (or element-wise) product and 1n is a column vector of
dimension n with each element equal to 1. The vectors C̄i and Ĉi are the i:th column of
C̄ and Ĉ, respectively.

The matrices Ā, B̄, D̄, C̄, Γ̄ in equation (3) depend on the uncertainties in (6),

δ=
[
δT
h0 δT

q0 δT
u0 δT

Δq
δT
Δu
δT
K δT

c δ
T
y δ

T
w

]T ∈ Rnδ

The dependence is nonlinear but can be approximated by first order Taylor expansions
as

Ā(δ)≈ Ā(0) +
∑nδ

i=1 Ā
′
δi
(0)δi

�
= Â+

∑nδ

i=1Aiδi
�
= Â+ δA

B̄(δ)≈ B̄(0) +
∑nδ

i=1B
′
δi
(0)δi

�
= B̂ +

∑nδ

i=1Biδi
�
= B̂ + δB

D̄(δ)≈ D̄(0) +
∑nδ

i=1D
′
δi
(0)δi

�
= D̂ +

∑nδ

i=1Diδi
�
= D̂ + δD

C̄(δ)≈ C̄(0) +
∑nδ

i=1C
′
δi
(0)δi

�
= Ĉ +

∑nδ

i=1Ciδi
�
= Ĉ + δC

Γ̄(δ)≈ Γ̄(0) +
∑nδ

i=1 Γ
′
δi
(0)δi

�
= Γ̂ +

∑nδ

i=1 Γiδi
�
= Γ̂ + δΓ

(7)

where δi represents the uncertainty at the i:th position in the vector δ. The process
description in (3) can be rewritten using the matrices from (7)

ẋ =(Â+ δA)x+ (D̂ + δD)Δq̂ ◦ (1nq + δΔq)

+(B̂ + δB)Δû ◦ (1nu + δΔu) + (Γ̂ + δΓ)

y =Ĉx+ δCx+ δw

(8)

and the observer in (4) is, by using matrices Â, B̂, Ĉ, D̂, Γ̂ which only contain known
parameters, modified to

˙̂x=Âx̂+ D̂Δq̂ + B̂Δû + Γ̂ + L(y − ŷ)

ŷ=Ĉx̂
(9)
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The derivation of the explicit coefficients of the matrices Â, δA, B̂, δB, D̂, δD, Γ̂ and δΓ for
the flotation process can be found in Appendix B.

The dynamics of the error, e = x − x̂ can be calculated by combining equations (8)
and (9) into

ė =(Â− LĈ)e+ δAx+ D̂(Δq̂ ◦ δΔq) + δDΔq̂ + δD(Δq̂ ◦ δΔq)

+B̂(Δû ◦ δΔu) + δBΔû + δB(Δû ◦ δΔu) + δΓ − LδCx− Lδw
(10)

where δD, δΔq , δB, δΔu are assumed to be small and therefore δD(Δq̂◦δΔq) and δB(Δû◦δΔu)
can be neglected. The inputs of (10) all depend linearly on δ as

δAx =(
∑nδ

i=1Aiδi)x =
∑nδ

i=1Aixδi
=
[
A1x · · · Anδx

]
δ

δDΔq̂ =(
∑nδ

i=1Diδi)Δq̂ =
∑nδ

i=1DiΔq̂δi
=
[
D1Δq̂ · · · Dnδ

Δq̂

]
δ

δBΔû =(
∑nδ

i=1Biδi)Δû =
∑nδ

i=1BiΔûδi
=
[
B1Δû · · · Bnδ

Δû

]
δ

δCx =(
∑nδ

i=1Ciδi)x =
∑nδ

i=1Cixδi
=
[
C1x · · · Cnδ

x
]
δ

δΓ =(
∑nδ

i=1 Γiδi)
=
[

Γ1 · · · Γnδ

]
δ

D̂(Δq̂ ◦ δΔq) =
[

0n1×n2 D̂diag(Δq̂) 0n1×n3

]
δ

�
=
[
D̂1 · · · D̂nδ

]
δ

B̂(Δû ◦ δΔu) =
[

0n1×n4 B̂diag(Δq̂) 0n1×n5

]
δ

�
=
[
B̂1 · · · B̂nδ

]
δ

Lδw =
[

0n1×n6 L 0n1×nh

]
δ

�
=
[
L1 · · · Lnδ

]
δ

where n1 = nh+nv, n2 = nh+nq +nu, n3 = 3nu+2nh, n4 = nh+2nq +nu, n5 = 2nu+2nh

and n6 = nh + 2nq + 4nu. The notation diag(Δq̂) is a diagonal matrix with the elements
of Δq̂ on the diagonal. Similar for diag(Δû) but with Δû on the diagonal. The error
system (10) can thus be expressed as

ė =(Â− LĈ)e+ δAx+ D̂(Δq̂ ◦ δΔq) + δDΔq̂

+B̂(Δû ◦ δΔu) + δBΔû + δΓ − LδCx− Lδw
=(Â− LĈ)e+ Eδδ

(11)

where the columns of Eδ are given by

Eδ,i =Aix+DiΔq̂ +BiΔû + Γi + D̂i + B̂i − LCix− Li (12)

Note that the matrix Eδ is time-varying but depends only on measured signals and known
parameters. Explicit expressions for Eδ can be found in Appendix C.
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Limits on the uncertainties are required to be able to use equation (11) to construct
robust thresholds. The uncertainties are assumed to be bounded by

|δh0|<δβ1

|δq0|<δβ2

|δu0|<δβ3

|δΔq |<δβ4

|δΔu|<δβ5

|δK |<δβ6

|δc|<δβ7

|δy|<δβ8

|δw|<δβ9

(13)

When all the uncertainties are within their bound then |δ| < δβ where δβ is a vector of

constants as δβ =
[
δT
β1

· · · δT
βnδ

]T

.

4.2 Threshold calculation

To be able to infer the existence of a clogging, an evaluation signal s(t) and a threshold
Φ(t) must be defined. The threshold Φ(t) shall be derived such that if s(t) > Φ(t) then
a clogging has taken place. It is important that s(t) < Φ(t) while no clogging occurs
and the uncertainties are inside the bounds, specified in (13), to avoid false alarms. A
common choice of evaluation signal is the 2-norm, i.e.

s(t) ≡ ‖e‖2
�
=

√∫ ∞

0

|e(τ)|2dτ

The benefit of using the 2-norm is that it is then straightforward to optimize the residual
generator to minimize the influence of disturbances on s(t) [14]. Unfortunately, the above
evaluation function can not be realized exactly, since the value of ‖e‖2 is not known until
t = ∞ and thus s(t) must be modified to e.g.

s(t) =

√∫ t

t−τ

|e(θ)|2dθ (14)

However, as shown in [23], the optimality of the residual generator is then lost and
therefore the authors instead suggest the evaluation signal

s(t)
�
= |e(t)| (15)

which is the choice in [16] and [23]. In general, the evaluation signal is related to the
residual by

s = Se
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where the evaluation operator S is necessarily causal i.e.

e1(τ) = e2(τ),∀τ ≤ t implies that (Se1)(t) = (Se2)(t)

In [17] the following class of evaluation operators is proposed

(Swe)(t)
�
=

∫ t

0

w(t− τ)|e(τ)|dτ (16)

In general, the purpose of the weighting function w is to increase the influence from the
most recent data, e.g. by windowing or exponential forgetting, in [17] the exponential
forgetting weighting function μe−μt is used. Note also that the evaluation signal (15)
proposed in [23] can be expressed as s = SΘd

e, where Θd is the dirac delta function.
Furthermore, by generalizing the above evaluation operator to

(Sp
we)(t)

�
=

(∫ t

0

w(t− τ)|e(τ)|pdτ
) 1

p

then the 2-norm based evaluation signal defined by (14) can be represented as s = S2
wτ
e,

where

wτ (t) =

{
1, 0 ≤ t ≤ τ
0, otherwise

Concerning the flotation process the clogging estimate v̂ is used as residual. The
weighting function is chosen to be the dirac delta function and thus the threshold function
Φ(t) should satisfy

Φ(t) ≥ sup
|δ| < δβ

v(t) ≡ 0

(SΘd
v̂)(t) (17)

Assuming that v(t) ≡ 0 yields

v̂(t) =
[

0 −I ]
e(t) (18)

The error system in (11) is a linear and time-invariant differential equation which has
the solution

e(t) = e(Ā−LC)t

(∫ t

0

e−(Ā−LC)τ ũ(τ)dτ + e(0)

)
(19)

where

ũ(t) = Eδ(t)δ

By putting the initial conditions of the observer to zero, i.e. v̂(0) = 0, and neglecting
h(0) − ĥ(0) yields the initial condition, e(0) = 0.

Using (18) and (19), an expression for the estimated clogging can be obtained, which
is used to derive a robust threshold.
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The input signal ũ(t) in (19) can be written as

ũ =

nδ∑
i=1

Eδ,iδi

where Eδi
is the i:th column vector of the matrix Eδ and δi is the i:th uncertainty. This

gives the solution to the error system in equation (11) as

e(t) = e(Â−LĈ)t
∫ t

0
e−(Â−LĈ)τ

∑nδ

i=1Eδi
δidτ

The thresholds are calculated by applying the operator in equation (17) to the error
signal v̂, i.e.

|v̂(t)| =
[

0 I
] |e(t)| (20)

where

|e(t)| =|e(Â−LĈ)t
∫ t

0
e−(Â−LĈ)τ

∑nδ

i=1Eδi
δidτ |

=|∑nδ

i=1 δie
(Â−LĈ)t

∫ t

0
e−(Â−LĈ)τEδi

dτ |
≤∑nδ

i=1 |δi||e(Â−LĈ)t
∫ t

0
e−(Â−LĈ)τEδi

dτ |
≤∑nδ

i=1 δβi
|e(Â−LĈ)t

∫ t

0
e−(Â−LĈ)τEδi

dτ |
�
=
∑nδ

i=1 δβi
|ϕi(t)|

The threshold, Φ(t) is defined as

Φ(t)
�
=
[

0 I
] nδ∑

i=1

δβi
|ϕi(t)| (21)

To simplify the calculation of the threshold the expression for ϕi(t) is constructed as a
system of differential equations. The expression for ϕi(t) above is the solution to the
differential equations

ϕ̇i(t) = (Â+ LĈ)ϕi(t) + Eδi
(22)

A special case is when all bounds on the uncertainties can be chosen equally. The
advantage of this is that the heavy calculations of (21) and (22) then can be alleviated.

4.2.1 The uncertainties are equal

Assume all the uncertainties to be equal, δ1 = δ2 = · · · = δnδ

�
= δ0 and bounded by

|δ0| ≤ δβ0 . The solution to (11) is

e(t) = δ0e
(Â−LĈ)t

∫ t

0

e(Â−LĈ)τ ũs(τ)dτ

where the input signal is
ũs(t) = Eδ1nδ
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In this special case, when the operator in (17) is applied to the error signal v̂, the result
can be expressed as in equation (20) but where |e(t)| is

|e(t)|= |δ0e(Â−LĈ)t
∫ t

0
e(Â−LĈ)τ ũs(τ)dτ |

≤ |δ0||e(Â−LĈ)t
∫ t

0
e(Â−LĈ)τ ũs(τ)dτ |

≤ |δβ0 ||e(Â−LĈ)t
∫ t

0
e(Â−LĈ)τ ũs(τ)dτ |

�
= |δβ0 ||ϕ(t)|

(23)

The function ϕ(t) is the solution to the linear system

ϕ̇(t) = (Â− LĈ)ϕ(t) + ũs(t)

which can easily be implemented. The threshold is defined as

Φ(t)
�
=
[

0 I
]
δβ0 |ϕ(t)| (24)

5 Experiments with measured data

Experiments have been carried out on data from Boliden’s flotation series at the Boliden
Area Concentrator, Sweden. This is a direct flotation process and consists of four tanks
i.e. nh = 4 and the only inflow is to the first tank. Levels for all four tanks and the
inflow are measured.

Two different working conditions exists, either the flotation process is controlled by a
multivariable LQ-controller, described in [2], or by four separate PI-controllers. When the
PI-controllers are used, the levels and the control signals vary extensively. An example
of this can be seen in Figure 1, which shows the level measurement in Tank 2 for a time
interval with PI-controller and another time interval when the LQ-controller is operating.
The measurement of the level varies a lot more when using the PI-controller compared to
the LQ-controller. Therefore, the critical case, regarding false alarms, will be when the
PI-controllers are used, see [22]. The flow q is varying severely between 50m3/h−350m3/h
with a mean of 170m3/h. The chosen equilibrium point and some physical parameters
are

h0=
[

0.42 0.40 0.40 0.38
]T

αΩ=
[

17 25 17 17
]T

αh=
[

0.4 0.4 0.8 1.5
]T

The control signal working point is

û0 =
[

24.1 25.7 13.8 15.6
]T

and by using these working condition the matrices Â, B̂u, B̂q, Ĉ from equation (4) can be
determined. The working point is time invariant so the feedback gain L from equation
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Figure 1: The level measurement of Tank 2 when using the LQ-controller (upper picture) and
the PI-controller (lower picture).

Table 2.1: Limits on uncertainties.

Uncertainty Tank 1 Tank 2 Tank 3 Tank 4
δh0 0 0.05 0.05 0.2

δq0 0 -- -- --

δu0 0 0 0 0

δΔq 0.02 -- -- --

δΔu 0 0.1 0.02 0.2

δK 0.05 0.2 0.1 0.2

δc 0 0 0 0

δy 0 0 0 0

δw 0 0 0 0

(4) can be calculated according to Kalman theory or pole placement theory. In this
experiment the feedback gain is calculated by using Kalman theory.

The uncertainties in (6) are expected to be different and therefore their limits, (13),
are chosen differently so equation (21), (22) are used to calculate the threshold. The
limits of the uncertainties have been tuned manually and are shown in Table 2.1. The
criterion used is that the threshold should be as close as possible to the residual but still
larger at all times and have similar behavior as the residual. It shall be noted that it
is difficult to distinguish between the effects of all of the uncertainties although they, in
principle, all have different impact on the process, see Appendix C. An automatic way
to determine the limits of the uncertainties should be developed in the future.

The fault detection method is tested on measured data collected from the flotation
process at Boliden Area Concentrator in Boliden. The data has been manipulated in order
to simulate clogging. A clogging means that the actual valve opening is less than expected
and can thus be simulated by adding a positive quantity to the logged control signal which
gives total control of the fault. A reasonable assumption is that when clogging occurs it



82 Paper B

is a relatively slow process and then the valve control signal will increase as almost the
only evidence of a clogging. A ramp signal starting at time t = 4000 is added to the
control signal to simulate a clogging in Valve 2 which is shown in Figure 2.

Figure 3 shows the result when an experiment ,without clogging, is carried out. As
can be noted, the residual is strictly smaller then the threshold and no alarm is raised.

The experiments, with clogging, are shown in Figure 4. It can be seen that the
residual for Valve 2 exceeds the threshold from time t = 5644 and thus the clogging has
been detected. None of the other residuals are indicating any clogging so there is no false
alarm.

0 10000
0.1

0.3

0.5

Figure 2: The Valve 2 control signal where the lower and upper curve represent the unchanged
and manipulated control signal, respectively.

0 10000
0

0.005

Time

0 10000
0

0.02

Time

0 10000
0

0.01

Time

0 10000
0

0.025

Time

Figure 3: The clogging estimate of Valve 1(upper left), Valve 2 (lower left), Valve 3 (upper right)
and Valve 4 (lower right). The solid lines show the estimates and the dashed lines represent the
threshold. It can be noted that no alarm is raised.
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Figure 4: The clogging estimate of Valve 1(upper left), Valve 2 (lower left), Valve 3 (upper right)
and Valve 4 (lower right). The solid lines show the estimates and the dashed lines represent the
threshold. It can be noted that the clogging in Valve 2 is detected.

6 Conclusion

A nonlinear model of the froth flotation process has been linearized and the resulting
linear process model extended with integrals and corrected by a linear feedback term
constitutes the observer. The estimation of the clogging is given by a part of the observer
state vector.

An explicit expression for how the residual depends on the process uncertainties has
been derived. Robust thresholds have been derived depending on assumptions about the
limits of the process uncertainties.

Experiments on data collected at Boliden Area Concentrators in Boliden, Sweden
have been carried out successfully. During the experiments no false alarm occurred and
simulated faults were detected quickly.
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Appendix A The process model matrices

Explicit expressions for the matrices A,B and Ev are

A=

⎡
⎢⎢⎢⎢⎢⎣

− gA
1

αΩ1

gA
1

αΩ1
0 0

gA
1

αΩ2
−gA

1 +gA
2

αΩ2

gA
2

αΩ2
0

0
gA
2

αΩ3
−gA

2 +gA
3

αΩ3

gA
3

αΩ3

0 0
gA
3

αΩ4
−gA

3 +gA
4

αΩ4

⎤
⎥⎥⎥⎥⎥⎦

B=

⎡
⎢⎢⎢⎢⎢⎣

− gB
1

αΩ1
0 0 0

gB
1

αΩ2
− gB

2

αΩ2
0 0

0
gB
2

αΩ3
− gB

3

αΩ3
0

0 0
gB
3

αΩ4
− gB

4

αΩ4

⎤
⎥⎥⎥⎥⎥⎦

Ev=

⎡
⎢⎢⎢⎣

− 1
αΩ1

0 0 0
1

αΩ1
− 1

αΩ2
0 0

0 1
αΩ2

− 1
αΩ3

0

0 0 1
αΩ3

− 1
αΩ4

⎤
⎥⎥⎥⎦

(25)

where

gA
i =

(Kiu
0
i +ci)

√
2g

2
√

h0
i−h0

i+1+αhi

gA
4 =

(K4u0
4+c4)

√
2g

2
√

h0
4+αh4

gB
i =(Kiu

0
i )
√

2g
√
h0

i − h0
i+1 + αhi

gB
4 =(K4u

0
4)
√

2g
√
h0

4 + αh4

(26)

for i = 1 . . . 3 and h0
i and u0

i are the i:th elements of the vectors h0 and u0, respectively.
The vector Γ is composed of two parts and can be written as

Γ = F (h0, u0, 0) +Dq0 =

⎡
⎢⎢⎣

−gΓ
1 + q0

−gΓ
1 + gΓ

2

−gΓ
2 + gΓ

3

−gΓ
3 + gΓ

4

⎤
⎥⎥⎦ (27)

where

gΓ
i =(Kiu

0
i + ci)

√
2g
√
h0

i − h0
i+1 + αhi

gΓ
4 =(K4u

0
4 + c4)

√
2g
√
h0

4 + αh4

(28)

for i = 1 . . . 3.
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Appendix B Error system matrices

The matrices Â and δA as defined by (7) represent the first two terms of a Taylor expansion
of

Ā(δ) =

[
A(δ) Ev

0 0

]
(29)

with respect to δ. To determine the elements of Â and δA it is enough to evaluate the first
two equations in (26) with respect to the uncertainties in (6) since Ev does not depend
on the uncertainties. The elements in A as a function of δ are

gA
i (δ) =(K̂i(1 + δKi

)û0
i (1 + δu0

i
) + ĉi(1 + δci

))
√

2g

2
√

ĥ0
i (1+δ

h0
i
)−ĥ0

i+1(1+δ
h0

i+1
)+αhi

(30)

where δKi
, δu0

i
, δci

and δh0
i

are the i:th element in the vectors δK , δu0 , δc and δh0 , respec-
tively. Equation 30 can be approximated by the first two terms in the Taylor expansion
as

gA
i (δ) ≈ ĝA

i + δA,i

where ĝA
i

�
= gA

i (0) and δA,i
�
=
∑nδ

j=1
∂gA

i (0)

∂δj
δj. The coefficients are explicitly

ĝA
i =(K̂iû

0
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√
2g

2
√

ĥ0
i−ĥ0

i+1+αhi

δA,i =−(K̂iû
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√
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4(ĥ0
i−ĥ0

i+1+αhi
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3
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(ĥ0

i δh0
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− ĥ0

i+1δh0
i+1
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+(K̂iû
0
i δu0

i
+ K̂iδKi

û0
i + ĉiδci

)
√

2g

2
√

ĥ0
i−ĥ0

i+1+αhi

Finally, Â and δA are given by (29) and (25) with gA
i (δ) in A(δ) replaced by ĝA

i and δA,i

respectively.
Similar calculation can be carried out for

B̄(δ) =

[
B(δ)

0

]
(31)

to determine the matrices B̂ and δB. They represented the two first terms of the Taylor
expansion of B̄(δ) with respect to δ. To evaluate the elements of B̂ and δB it is enough
to evaluate the last two equations of (26) with respect to the uncertainties in (6). The
elements of B̄(δ) are

gB
i (δ) =Ki(1 + δKi

)
√

2g
√
h0

i (1 + δh0
i
) − h0

i+1(1 + δh0
i+1

+ αhi (32)

and can be approximated by the first two terms in the Taylor expansion as

gB
i (δ) ≈ ĝB

i + δB,i
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where ĝB
i

�
= gB

i (0) and δB,i
�
=
∑nδ

j=1
∂gB

i (0)

∂δj
δj. The coefficients are explicitly expressed as

ĝB
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i+1 + αhi
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δB,i = K̂i

√
2g

1
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(ĥ0
i δh0
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− ĥ0
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) + K̂iδKi
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ĥ0

i − ĥ0
i+1 + αhi

The matrices B̂ and δB are given by (25) and (31) with gB
i (δ) in B(δ) replaced by ĝB

i

and δB,i respectively.
The input vector has the structure

D̄(δ) =
[
D(δ) 0

]T
=
[

1 0 0 0 0 0 0 0
]T

and is independent of the uncertainties in equation (6). Therefore, from (7) the matrices
D̂ = D̄ and δD = 0 are obtained.

The vectors Γ̂ and δΓ defined in (7) describe the first two terms in the Taylor expansion
of

Γ̄(δ) =

[
Γ(δ)

0

]
(33)

with respect to δ.To determine the elements of Γ̂ and δΓ it is enough to evaluate (28)
with respect to the uncertainties in (6). The elements in the vector Γ are composed of
functions depending on δ as

gΓ
i (δ) =(K̂i(1 + δKi

)û0
i (1 + δu0

i
) + ĉi(1 + δci
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i+1(1 + δh0
i+1

) + αhi
)

(34)

which can be approximated by the first two terms in the Taylor expansion as

gΓ
i ≈ ĝΓ

i + δΓ,i
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0
i + ĉi)
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)

Finally, Γ̂ and δΓ are given by (33) and (27) with gΓ
i (δ) in Γ(δ) replaced by ĝΓ

i and δΓ,i

respectively.
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Appendix C The matrix Eδ

To analyze how each uncertainty affects the threshold it is convenient to partition the
input matrix Eδ given in (12) into sub-matrices as

Eδ =
[
Eδh0 Eδq0 Eδu0 EδΔq

EδΔu
EδK

Eδc Eδy Eδw

]
The first sub-matrix Eδh0 determines how the error system is affected by the uncer-

tainties in the reference value of the level, and is given by

Eδh0 =
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where the first, second and third term comes from δA,ix, B̂u,iδΔu and δΓ,i respectively.
How the uncertainty in control signal reference affects the error system is determined

by the sub-matrix Eδu0 which can be expressed as

Eδu0 =
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where the first and second term comes from δA,ix and δΓ,i respectively.
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The uncertainty matrices EδΔu
, EδK

, Eδc determine how the error system is affected
by uncertainty in the control signal and the valve parameters. The matrices have the
same structure as Eδu0 but with gu0,i replaced with gδΔu ,i, gδK ,i, gδc,i which are
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i+1 + αhi

Δui

+ û0
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The vectors Eδq0 and EδΔq

EδΔq
= Eδq0 =

[
1 0 0 0 0 0 0 0

]T
They determine how the uncertainty in the inflow and the uncertainty in its reference
value affect the error system. Finally, the matrices Eδw and Eδy are

Eδw=L

Eδy=L

⎡
⎢⎢⎣

Δh1 0 0 0
0 Δh2 0 0
0 0 Δh3 0
0 0 0 Δh4

⎤
⎥⎥⎦

where Eδw and Eδy determine, respectively, the affect of the measurement noise and
uncertainty of the measurement on the error system.
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Dynamic Threshold Generators for Robust Fault

Detection in Linear Systems with Parameter

Uncertainty

Andreas Johansson and Michael Bask and Torbjörn Norlander

Abstract

The problem of developing robust thresholds for fault detection is addressed. An in-
equality for the solution of a linear system with uncertain parameters is provided and
is shown to be a valuable tool for developing dynamic threshold generators for fault de-
tection. Such threshold generators are desirable for achieving robustness against model
uncertainty in combination with sensitivity to small faults.

The usefulness of the inequality is illustrated by developing fault detection algorithms
for two applications, detection of sensor faults in a turbofan engine and detection of
clogging in the valves of a flotation process. Both of the proposed algorithms consist of
a state observer with integral action. Dynamic threshold generators are derived under
the assumption of parametric uncertainty in the process model. Successful simulations
with measurement data show that the algorithms are capable of detecting faults without
generating false alarms.

1 Introduction

Technical systems are inherently exposed to faults such as leaking valves, broken bearings,
faulty sensors, etc. In most applications it is vital that these faults are detected and
isolated in an early stage and accommodated for. In e.g. a single engine aircraft, a fault
that leads to a shut down of the engine will inevitably have hazardous consequences. This
is of course not allowed to happen, instead continuous operation despite any occurring
faults must be ensured. As faults in mechanical systems mainly are due to wear, stress or
poor quality, it is not likely that there will be less faults in the future so a good strategy
for detection and handling is of great concern.

The idea behind model-based fault detection is to utilize the redundancy in informa-
tion obtained from measurement in combination with a process model. If the measured
output does not match the expected output produced by a process model, then the pres-
ence of a fault can be deduced. If the process model is combined with models for different
faults, then conclusions on the kind and magnitude of the fault may also be drawn. The
two main properties that are desired in a fault detection algorithm are robustness and
sensitivity. The former, in this context, means that the fault detection system does
not produce false alarms while the latter should be understood as sensitivity to faults.
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Obviously, these two properties are conflicting.

When an analytical process model is available, fault detection methods based on
analytical redundancy may be utilized. During the past three decades, extensive research
has been carried out in this area and many methods have been developed[1]. All of these
consist essentially of two steps, residual generation and residual evaluation. The purpose
of the first step is to generate a signal, the residual, which is supposed to be nonzero in
the presence of fault and zero otherwise. This problem has been treated extensively in
the literature and solutions based on e.g. state observers, parity equations [2], or on-line
identification algorithms [3] have been suggested. The issues of sensitivity and robustness
have been addressed by optimizing the residual generator to be sensitive to faults and
insensitive to disturbances.

However, the residual is almost always nonzero due to disturbances and model un-
certainty, even if there is no fault. The purpose of the second step of the fault detection
algorithm is thus to evaluate the residual and draw conclusions on the presence of a
fault. This is done by comparing some function of the residual, the evaluation signal, to
a threshold and then to declare the presence of a fault if the former exceeds the latter.
The method selected for this second step depends mostly on the assumptions on the
disturbances, e.g. whether they are stochastic or deterministic. The residual evaluation
problem considering stochastic disturbances has been treated in e.g. [4] but the main
source for nonzero residuals is often model uncertainty which is more convenient to de-
scribe in a deterministic setting. Instrumental for achieving robustness in this context is
a robust detection threshold, i.e. an upper bound for the evaluation signal under admis-
sible model uncertainty while sensitivity implies that this threshold should be as tight as
possible.

Detection thresholds that are robust against frequency domain uncertainty are devel-
oped in e.g. [5] and [6]. However, the thresholds that result from this kind of uncertainty
description are generally functions only of some signal norm of the known inputs and are
thus essentially constant. In contrast, experience shows that the residual in a real fault
detection application is often correlated with the inputs, as a result of model uncertainty.
It is therefore desirable that also the detection threshold varies with the inputs in order
to be as tight as possible. The threshold generator should thus be a dynamic system
with the measurement signals as inputs. Furthermore, the possibility to detect faults
is highly dependent on the accuracy of the process model. It is therefore desirable to
be able to utilize the high-order, nonlinear dynamical process models that often are the
result when the model is based on process physics. In conclusion, this motivates the
search for methods to be able to utilize uncertainty descriptions in the time-domain.

In [7] and [8], unstructured uncertainty in a nonlinear state-space process represen-
tation is treated for some special cases e.g. full state measurement. Another way of
representing the model uncertainty is to assume uncertain parameters. This kind of
uncertainty description has been considered in e.g. [9] for a special class of nonlinear
systems and more recently in [10] and also [11], [12].

An uncertain parameter in a general, nonlinear system, can clearly affect the sys-
tem response in many different ways. However, considering a Taylor approximation of
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a state-space representation of the system (see Section 3) motivates distinguishing be-
tween additive and multiplicative parameters. In this context, it is clear that parameters
entering mutiplicatively with the state constitutes the main difficulty. In this paper, we
will therefore consider systems of the type

ẋ = Ax+N(π ⊗ x) + g (1a)

y = Cx (1b)

where x(t) ∈ R
n is a state vector and π(t) ∈ R

m are the parameter uncertainties while
g(t) ∈ R

n is some input that may also depend on the uncertain parameters. One straight-
forward example of this structure is provided in Section 3 where an error system of the
form (1) results from applying a Luenberger observer to a linear system with uncertain
parameters. As the output of this error system is a residual, it is motivated to search
for an upper bound for y in (1). In this paper, an upper bound for the modulus of x in
(1) is provided as a dynamic system with g as input. Since it may be assumed, without
loss of generality, that C = [I 0] (see Remark 1), this inequality immediately provides
an upper bound for the residual. Two applications, a turbofan engine and a flotation
process, demonstrate that it is a powerful tool in determining fault detection algorithms
that are robust against model uncertainty and yet sensitive to faults.

1.1 The RM12 turbofan engine

Mechanisms that prevents faults from leading to catastrophic failures are today stan-
dard when developing aircraft jet engines. The most commonly used method is to utilize
hardware redundancy, typically sensor redundancy, computing redundancy and even pro-
cess redundancy (more than one engine). The fault detection mechanism are in these
cases based on voting or out-of-range checks but the introduction of electronic units into
the control system has enabled the use of model-based fault detection methods. Model-
based techniques are expected to provide improved fault detection methods, decreasing
the number of aborted missions, and reduction of the need for redundant sensors, re-
sulting in lower cost and weight, e.g. for the military low bypass turbofan engine RM12
installed in the single engine aircraft JAS-39 Gripen. See [13] for a survey a model-based
fault detection applied to jet engine systems.

In normal mode, demanded thrust in the RM12 is obtained by controlling the com-
pressor speed (NH). This is achieved by computing an NH-reference from the demanded
thrust (PLA - Pilot Lever Angle) and the compressor inlet temperature (T25, actually
T2.5). For the PLA, there are redundant measurements, but the temperature T25 is
measured by a single sensor only, which makes it very important to determine the health
of this sensor.

1.2 The flotation process

Froth flotation is an important and versatile mineral-processing technique in which the
differences in physico-chemical surface properties of particles from different minerals is
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used. By using flotation reagents it is possible to separate the valuable minerals from
the rocky material called gangue. In reverse flotation the gangue is separated into the
froth while in direct flotation the minerals are transferred to the froth. An introduction
to flotation can be found in [14].

In both reversed and direct flotation it is important to control the level of the flotation
tank, see [15] for an account on a multivariable LQ-controller for a flotation plant. The
levels are controlled with valves on the outflow of each tank and to ensure the controller
is able to fulfill its performance requirements, a fault detection algorithm is needed to
detect clogging of the valves at an early stage.

1.3 Outline of the paper

The continuation of this paper begins with some mathematical notations and prelimi-
naries in Section 2 followed by motivation for the problem under study in Section 3. In
Section 4, the main result is presented, an inequality for the solution of a linear system
with uncertain parameters while in Section 5, some comments on the general residual
evaluation problem are given. The results are, in Section 6 and Section 7, applied to the
problem of sensor fault detection in a jet engine and clogging detection in the valves of
a flotation process, respectively. The paper ends with some conclusions and suggestions
for future work in Section 8 and acknowledgements in Section 9.

2 Preliminaries

All signals are assumed causal, i.e. are defined on R+
�
= {t ∈ R|t ≥ 0}. The truncation

operator Pτ is defined as

(Pτx)(t) =

{
x(t) t ≤ τ
0 otherwise

Define the p-norm, 1 ≤ p <∞ and the ∞-norm as

‖x‖p
�
=

(∫ ∞

0

‖x(t)‖pdt

)1/p

‖x‖∞ �
= sup

t≥0
‖x(t)‖

where ‖ · ‖ is some matrix norm. The space L
n×m
p , 1 ≤ p ≤ ∞ is then the set of functions

from R+ to R
n×m such that ‖x‖p <∞ while L

n×m
pe , 1 ≤ p ≤ ∞ denotes the set of function

from R+ to R
n×m such that ‖Pτx‖p <∞ for all τ ≥ 0.

A star between two functions F ∈ L
n×m
pe and G ∈ L

m×k
qe denotes convolution, i.e.

(F ∗G)(t)
�
=

∫ t

0

F (t− τ)G(τ)dτ
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The condition 1/p + 1/q = 1 ensures that the result is finite for all t ≥ 0 which follows
from the Hölder inequality. A linear operator defined by convolution by a weighting
function is denoted by the symbol of the weighting function written in bold-face font.
Thus e.g.

FG
�
= F ∗G

The identity operator is denoted I, i.e. IG
�
= G. An induced operator norm is denoted

by the same symbol as the signal norm from which it is induced, i.e.

‖F‖p
�
= sup

G�=0

‖FG‖p

‖G‖p

Short-hand notations for differentiation of a matrix with respect to one or two row vectors
will be convenient in the sequel. Thus, with xT ∈ R

n and yT ∈ R
m,

F ′
x

�
=

∂F

∂xT
=

[
∂F

∂x1

· · · ∂F
∂xn

]

F ′′
xy

�
=

∂F ′
x

∂yT
=

[
∂F ′

x

∂y1

· · · ∂F
′
x

∂ym

]

The n×m-matrix with each element equal to zero is denoted 0n×m while the identity
matrix of order n is denoted In. A column vector with dimension n where each element
is equal to 1 is denoted 1n. If the dimension is clear from context, then the index is
omitted.

Inequalities between matrices is to be interpreted element-wise, e.g. with

X
�
=

⎡
⎢⎣
x11 · · · x1m
...

...
xn1 · · · xnm

⎤
⎥⎦ Y

�
=

⎡
⎢⎣
y11 · · · y1m
...

...
yn1 · · · ynm

⎤
⎥⎦

then X ≤ Y means that xij ≤ yij for all i ∈ {1..n} and all j ∈ {1..m}. A relation that
is easy to show is the following.

Property 1 Let A, B, and C be matrices of compatible dimension. If A ≥ 0 and B ≥ C,
then AB ≥ AC and BA ≥ CA.

Let | · | denote the matrix modulus function, i.e. element-wise absolute value. Thus,

|X| �
=

⎡
⎢⎣

|x11| · · · |x1m|
...

...
|xn1| · · · |xnm|

⎤
⎥⎦

Some elementary relations involving the matrix modulus are given in the following prop-
erty, see [16].
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Property 2 Let c be an arbitrary scalar and let A, B, and C be matrices of compatible
dimensions.Then

a) |A+B| ≤ |A| + |B|

b) |AC| ≤ |A||C|

c) |cA| = |c||A|.

For functions, | · | is to be interpreted pointwise, so that |F |(t) �
= |F (t)|. Inequalities

between functions is also intended pointwise, i.e. F ≤ G means F (t) ≤ G(t) for all
t ∈ R+.

The Kronecker product ⊗ (also known as the Tensor product or Direct product) is
used in the sequel to achieve compact notations and avoid extensive use of a summation
symbol. Some basic relations involving the Kronecker product are the following.

Property 3 Let A ∈ R
n×m, B,C ∈ R

p×q, D ∈ R
m×r, and E ∈ R

q×s for arbitrary
natural numbers m,n, p, q, r, s. Then

a. |A⊗B| = |A| ⊗ |B|

b. (A⊗B)(D ⊗ E) = (AD) ⊗ (BE)

c. If A ≥ 0 and B ≥ C, then A⊗B ≥ A⊗ C and B ⊗ A ≥ C ⊗ A.

The Hadamard product, i.e. element-wise product between two matrices A and B of the
same dimension is denoted by A ◦ B. For the Hadamard product between two vectors,
the following property holds

Property 4 Let x, y ∈ R
n. Then x ◦ y = diag(x)y.

3 Background

3.1 A description of linear systems with uncertain parameters

A general description of a nonlinear, uncertain process with linear measurement is

ẋ = f(x, u, π) (2a)

y = Cx (2b)

where x(t) ∈ R
n are the state variables and y ∈ R

k are the outputs while u(t) ∈ R
p

are the measured inputs and π(t) ∈ R
q are the inputs that are not measured. The

latter are inputs in wide sense, i.e. π consists of both disturbances but also parameter
uncertainties. It is assumed that the disturbances are bounded by |π(t)| ≤ Π for some
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constant vector Π. Without loss of generality, it can be assumed that f(0, 0, 0) = 0. A
second order Taylor expansion of the right hand side of (2a) can then be expressed as

ẋ =Ax+Buu+Bππ +Nxx(x⊗ x) +Nuu(u⊗ u) +Nππ(π ⊗ π)
+Nxu(u⊗ x) +Nxπ(π ⊗ x) +Nuπ(π ⊗ u) + fh(x, u, π)

where fh(x, u, π) denotes the terms of order 3 or higher and

A
�
=f ′

x(0, 0, 0) Nxx
�
=1

2
f ′′

xx(0, 0, 0) Nxu
�
=f ′′

xu(0, 0, 0)

Bu
�
=f ′

u(0, 0, 0) Nuu
�
=1

2
f ′′

uu(0, 0, 0) Nxπ
�
=f ′′

xπ(0, 0, 0)

Bπ
�
=f ′

π(0, 0, 0) Nππ
�
=1

2
f ′′

ππ(0, 0, 0) Nuπ
�
=f ′′

uπ(0, 0, 0)

Since u⊗ u is measured, it can be included into the vector of inputs u and thus Nuu can
be assumed to be zero without loss of generality. It will also be assumed in the sequel,
that the system is, in a sense, near linear, so that the quadratic-in-the-state term Nxx

and the bilinear term Nxu as well as the higher order terms fh(x, u, π) can be neglected.
Furthermore, it will be assumed that the uncertainties are small, so that π ⊗ π may be
neglected.

Under the conditions above, (2) can thus be approximated by

ẋ = Ax+Buu+Bππ +Nxπ(π ⊗ x) +Nuπ(π ⊗ u) (3a)

y = Cx (3b)

which is of the form (1).

Remark 1 Provided that the measurement matrix C in (1) has full rank, it may be
assumed that C = [Ik 0k×(n−k)] without loss of generality. This is true since it is then

possible to find a matrix T1 ∈ R
(n−k)×n such that T

�
= [CT T T

1 ]T is nonsingular. Defining

the new state vector ξ
�
= Tx = [yT (T1x)

T ]T yields, using Property 3(b), the transformed
system

ξ̇=T ẋ = TAx+ TN(π ⊗ x) + Tg
=TAT−1ξ + TN ((Imπ) ⊗ (T−1ξ)) + Tg
=TAT−1ξ + TN(Im ⊗ T−1)(π ⊗ ξ) + Tg

which also is of the form (1) with the output as y = [Ik 0k×(n−k)]ξ.

3.2 Residual generation

A central part in any fault detection algorithm is the residual generator, which is often
constructed as a state estimation algorithm. It will now be shown that applying a
Luenberger observer to (3) will generate an error system which is also of the form (3).

Let us consider the Luenberger observer for the system (3). Since nothing is known
about π(t) except that −Π ≤ π(t) ≤ Π for all t ≥ 0, the best assumption in the observer
is π(t) ≡ 0, i.e. the center of the allowed interval. The Luenberger observer then becomes

˙̂x = Ax̂+Buu+K(y − Cx̂)
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Introducing the estimation error x̃
�
= x− x̂ yields the error system

˙̃x = (A−KC)x̃+Nxπ(π ⊗ x) +Bππ +Nuπ(π ⊗ u)

The error system above is not of the form (1) due to the term Nxπ(π ⊗ x). One way to
get around this problem is to express x in other variables, e.g. x = x̃+ x̂ and proceed to
rewrite the error system in the form of (1). Examples of this procedure are shown in the
examples in Section 6 and Section 7. Another way is to augment the error system with
the process dynamics (3) as demonstrated below.

By defining the augmented state vector z
�
= [x̃ x]T and noting that x = [0n×n In]z,

π ⊗ x can, using Property 3(b), be rewritten as

π ⊗ x = (Imπ) ⊗ ([0n×n In]z) = (Im ⊗ [0n×n In])(π ⊗ z)

Furthermore, the observer residual can be expressed as

r = y − Cx̂ = Cx̃ = C[In 0n×n]z = [Ik 0k×(n−k)][In 0n×n]z = [Ik 0k×(2n−k)]z

It is thus clear that the error system with the residual r as output also can be expressed
in the form (1). In a similar manner, error systems from many residual generators based
on state estimation, augmented with e.g. filtering of the residual or integral action, can
be expressed in the form (1).

3.3 Residual evaluation

Due to the model uncertainties and other disturbances the residual is, in general, always
nonzero. Thus, to be able to infer the existence of a fault, an evaluation signal s and a
threshold σ must be defined. A fault is then declared to have occurred if s(t) > σ(t). To
achieve robustness against parameter uncertainty, the threshold should satisfy

σ(t) ≥ sup
|π(t)|≤Π

s(t)

Typically, the evaluation signal s is some function of the modulus of an observer residual,
see Section 5.2. Since it has been established that the residual may be obtained as a part
of the state vector in a system of type (1), the problem of finding an upper bound for
|r(t)| translates into finding an upper bound for |x(t)| in (1). To be as tight as possible,
this bound should be time-varying and depend on the initial state x(0), the input g(t),
and known bounds for the uncertain parameters π(t). The following section is devoted
to finding such a bound.

4 Main result

Before stating the main result, three lemmas to facilitate its proof are given. The first
lemma is a property of the Kronecker product between two vectors.
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Lemma 1 Let x ∈ R
n and y ∈ R

m. Then x⊗ y = (x⊗ Im)y = (In ⊗ y)x

Proof.

x⊗ y = (x1) ⊗ (Imy) = (x⊗ Im)(1 ⊗ y) = (x⊗ Im)y

x⊗ y = (Inx) ⊗ (y1) = (In ⊗ y)(x⊗ 1) = (In ⊗ y)x

where Property 3(b) was used in both cases. �
The second lemma provides some useful inequalities involving the convolution oper-

ator.

Lemma 2 Let F ∈ L
n×m
pe and G,H ∈ L

m×r
qe , 1 ≤ p ≤ ∞ and 1/p+1/q = 1. Furthermore,

let J ∈ L
r×s
∞e and define

J̄(t)
�
= sup

τ∈[0,t]

|J(τ)|

Then

a. If F (t) ≥ 0 for all t and H ≥ G then F ∗H ≥ F ∗G
b. |F ∗G| ≤ |F | ∗ |G|
c. If F (t) ≥ 0 for all t then F ∗ |GJ | ≤ (F ∗ |G|)J̄

and all the convolutions above are finite for all t ≥ 0.

Proof. See Appendix A �
The third lemma concerns the complementary sensitivity function T = (I−G)−1 − I

of a system G with positive unity feedback. In short, it says that if the impulse response
of G is nonnegative, then the impulse response of T is also nonnegative.

Lemma 3 Let G ∈ L
n×n
p , 1 ≤ p ≤ ∞ and define the linear operator G by GF

�
= G ∗ F .

Let T
�
= (I −G)−1 − I and define T as the function such that TF

�
= T ∗F . If ‖G‖p < 1

and G(t) ≥ 0 for all t ≥ 0 then ‖T‖p <∞ and T (t) ≥ 0 for all t ≥ 0.

Proof. It is well known (see e.g. Theorem 7.3-1 in [17]) that if ‖G‖p < 1 then
(I − G)−1 exists and is bounded and thus also T is a bounded operator. Define the
operator C by CF = G+G ∗ F . Clearly, C is a contraction, since

‖CA− CB‖p=‖G+G ∗ A−G−G ∗B‖p = ‖G(A−B)‖p ≤ ‖G‖p‖A−B‖p

and ‖G‖p < 1 by assumption. Furthermore, T is a fixed point of C since, for an arbitrary
F ,

(T − CT ) ∗ F=(T −G−G ∗ T ) ∗ F
=(T − G − GT + I − I)F
=((I − G)(T + I) − I)F
=((I − G)(I − G)−1 − I)F = 0
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which shows that T − CT is zero and thus T = CT . Since C is a contraction with T as
fixed point and the space L

n×n
p is complete, it is concluded from the Banach fixed point

theorem that the sequence of functions defined by T0 = G, Ti+1 = CTi will converge to
T . Furthermore, if Ti(t) ≥ 0 for all t ≥ 0 then it follows from Lemma 2(a) that also
Ti+1(t) ≥ 0 for all t ≥ 0. Since T0(t) ≥ 0 for all t ≥ 0, it follows by induction that
T (t) ≥ 0 for all t ≥ 0. �

The following theorem is the main result of this study. It provides an upper bound
for the modulus of the state vector of a linear system with parametric uncertainty acting
multiplicatively on the state vector. The upper bound is time-varying and depends on
both the input g and the initial condition x0 of the system.

Theorem 1 Consider the bilinear differential equation

ẋ = Ax+N(π ⊗ x) + g (4a)

x(0) = x0 (4b)

where A ∈ R
n×n is Hurwitz, N ∈ R

n×nm, π ∈ L
m
∞ and g ∈ L

n
pe, 1 ≤ p ≤ ∞. Assume

that |π(t)| ≤ Π ∈ R
m for all t ≥ 0 and let G(t)

�
= eAt. Let H ∈ L

n×n
p be a function that

satisfies H ≥ |GN |(Π ⊗ In). If ‖H‖p < 1 then ‖(I − H)−1‖p <∞ and

|x| ≤ (I − H)−1|Gg +Gx0|

Proof. Introduce the auxiliary system

ξ̇ = Aξ + g (5a)

ξ(0) = x0 (5b)

for which the solution is

ξ(t) = eAtx0 +

∫ t

0

eA(t−τ)g(τ)dτ

= (Gg +Gx0)(t)

Similarly, the solution to (4) can be expressed implicitly by

x(t) = eAtx0 +

∫ t

0

eA(t−τ)(N(π(τ) ⊗ x(τ)) + g(τ))dτ

or, by utilizing the convolution operator,

x=Gx0 +G ∗ (N(π ⊗ x) + g)
=ξ + (GN) ∗ (π ⊗ x)
=ξ + (GN) ∗ ((π ⊗ In)x)
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where the last equality follows from Lemma 1. An upper bound for the absolute value
of the state x can thus be derived as

|x| =|ξ + (GN) ∗ ((π ⊗ In)x)|
≤|ξ| + |(GN) ∗ ((π ⊗ In)x)|

where the inequality follows from Property 2(a). In the above, GN is the impulse re-
sponse of a linear system and thus bounded on any closed interval. Furthermore, it is
straightforward to verify that the right hand side of (4a) satisfies a global Lipschitz con-
dition in x and thus x is bounded on any closed interval. Since also π(t) is bounded, it
can be concluded that the conditions of Lemma 2(b) are satisfied and thus

|x| ≤|ξ| + |GN | ∗ |(π ⊗ In)x|
≤|ξ| + |GN | ∗ (|π ⊗ In||x|)
≤|ξ| + |GN | ∗ ((Π ⊗ In)|x|)
=|ξ| + (|GN |(Π ⊗ In)) ∗ |x|
≤|ξ| + H|x|

where the first inequality follows from Lemma 2(b), the second inequality from Lemma
2(a) and Property 2(b), and the third inequality from Property 1, Property 3(c), and
Lemma 2(a). The equality is a trivial consequence of the definition of convolution and
the last inequality follows from the definition of H. Obviously, the above implies that

(I − H)|x| �
= ζ ≤ |ξ| (6)

Furthermore, by defining the linear operator T
�
= (I −H)−1 − I, |x| can be expressed as

|x| = (I − H)−1ζ = Tζ + ζ (7)

By Lemma 3, it is clear that T is bounded and that T (t) ≥ 0 for all t ≥ 0. Finally, from
Lemma 2 (a) it follows that |x| = T ∗ ζ + ζ ≤ T ∗ |ξ| + |ξ| = ((I − H)−1 − I)|ξ| + |ξ| =
(I − H)−1|ξ|. �

Theorem 1 will be instrumental in developing the fault detection algorithms in the
sequel. A major issue that remains to be solved is, however, how to find a system
H with impulse response H ≥ |GN |(Π ⊗ In) given A and Π. An exact solution, i.e.
H = |GN |(Π ⊗ In) requires, in general, a system of infinite order and thus approximate
solutions are of interest. The following lemma gives a solution for the case when A has
n linearly independent eigenvectors and only real eigenvalues.

Lemma 4 Let T (t) = CeAtB where A has only real eigenvalues and is diagonalizable as
A = SDS−1 where D is a diagonal matrix with the eigenvalues of A on the diagonal and
the columns of S consist of n linearly independent eigenvectors of A. Then

|T (t)| ≤ U(t) = |CS|eDt|S−1B|
Proof. The modulus of the impulse response matrix is

|T (t)| = |CeAtB| = |CSeDtS−1B| ≤ |CS||eDt||S−1B| = |CS|eDt|S−1B| (8)

where the inequality follows from Property 2(b). �
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5 Residual evaluation

In this section, all signals are scalar-valued for simplicity.

5.1 Disturbance assumptions

Parameter uncertainty is a powerful way of describing the discrepancy between mea-
surement data and the predictions of a model. It is, however, not the best tool in all
situations, e.g. for describing measurement noise, which is an important disturbance in
the jet engine example in Section 6. Thus, to be able to utilize Theorem 1 when e.g.
measurement noise is present, a suitable deterministic, time-domain description of such
disturbances is required.

One such deterministic description is proposed in [18] where the disturbances are
assumed to be bounded in the sense of the norm

‖x‖v
�
= sup

t≥0

∫ t

0

v(t− τ)|x(τ)|dτ v(t) ≥ 0, v(t) �≡ 0 (9)

It is straightforward to verify that the above is a norm, e.g. that it satisfies the triangle
inequality and that ‖x‖v = 0 implies that x ≡ 0 almost everywhere. Note that ‖x‖v can
be expressed concisely as ‖v ∗ |x|‖∞. To get an intuitive understanding of the meaning
of this norm, it is instructive to consider a particular case of v, e.g. a window function.
In this case, the norm (9) represents the largest integral of the absolute value of the
disturbance, taken over all time-shifted windows v.

An elementary result regarding the space of functions x such that ‖x‖v < ∞ is that
v may be chosen so that this space contains the union of all Lp-spaces, 1 ≤ p ≤ ∞.
This result may be proven with the Hölder inequality and requires that v belongs to all
Lp-spaces, which is the case if v is e.g. a window function or a decreasing exponential
function.

The advantage of using this norm as disturbance bound is that, in combination with
the residual evaluation operator introduced in Section 5.2, efficient ways of calculating
robust fault detection thresholds can be achieved as will be shown in the sequel.

By defining the set D
ε
v as the set of signals x from R+ to R such that ‖x‖v ≤ ε, a

deterministic assumption on a disturbance d(t) can be formulated concisely as d ∈ D
ε
v

for some nonnegative function v(t) and some nonnegative constant ε.

5.2 Evaluation operator

In order to make a decision on whether a fault has occurred or not, an evaluation signal
s(t) is compared to a threshold σ(t). The evaluation signal is some function of the residual
and a common choice is the 2-norm i.e.

s(t) ≡ ‖r‖2
�
=

√∫ ∞

0

|r(θ)|2dθ
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The benefit of using the 2-norm is that it is then straightforward to optimize the residual
generator to minimize the influence of disturbances on s(t) [1]. Unfortunately, the above
evaluation function can not be realized exactly, since the value of ‖r‖2 is not known until
t = ∞ and thus s(t) must therefore be modified to e.g.

s(t) =

√∫ t

t−τ

|r(θ)|2dθ (10)

although the optimality of the residual generator is then lost, as shown in [19].
In general, the evaluation signal is related to the residual by s = Sr where the

evaluation operator S is necessarily causal i.e. r1(τ) = r2(τ) for all τ ≤ t implies that
(Sr1)(t) = (Sr2)(t).

We propose to use the following class of evaluation operators

(Swr)(t)
�
=

∫ t

0

w(t− τ)|r(τ)|dτ = (w ∗ |r|)(t) (11)

The purpose of the weighting function w is to increase the influence from the most recent
data, e.g. by windowing or exponential forgetting.

The proposed class of evaluation operators has two major advantages; Firstly, the
absolute value of the residual is likely to be less sensitive to outliers than the square
and secondly, as will be shown in the sequel, it provides efficient ways of calculating the
robust threshold σ, in particular when choosing the weighting function w the same as
the weighting function v of the disturbance bound. Note also that the evaluation signal

s(t)
�
= |r(t)| proposed in [19] can be obtained as a special case of (11) by choosing w as

the Dirac delta function. Furthermore, by generalizing the above evaluation operator to

(Sp
wr)(t)

�
=

(∫ t

0

w(t− τ)|r(τ)|pdτ
)1/p

then the 2-norm based evaluation signal defined by (10) can be represented as s = S2
wr

with w as a window function of length τ .

6 Application to jet engine fault detection

6.1 Process model of the compressor inlet

The temperature at the compressor inlet (T25), in the RM12, is modeled by the following
linear time-varying, first order differential equation,

ẋ(t) = (a(t) + π(t))x(t) + b(t)

y(t) = x(t) + e(t)

where x is the T25 temperature expressed in Rankine (R), y is the measurement of the
same temperature, and e is a measurement disturbance. The signals a and b are nonlinear
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functions of other measurements in the jet engine, but the details of these functions are
omitted here. In the sequel, the time argument t is dropped to enhance readability.

The uncertainty in the process model is represented by the unknown function π(t)
which is assumed to belong to a Sobolev space, implying a bound on π as well as π̇. To
be specific, it is assumed that ‖π‖∞ ≤ Π and ‖π̇‖∞ ≤ Π1 for some nonnegative constants
Π and Π1.

The measurement disturbance is assumed to be bounded in the norm (9). A bound
is also assumed in the ∞-norm, but this is only a technical assumption to prevent the
initial values of the estimation error system from blowing up. The assumptions on the
measurement disturbance can thus be summarized as ‖e‖v ≤ εv and ‖e‖∞ ≤ ε∞ for some
weighting function v and some constants εv and ε∞ or, more concisely, as d ∈ D where

d
�
= (e, π, π̇) and

D
�
= (Dεv

v ∩ D
ε∞∞ ) × D

Π
∞ × D

Π1∞
The task is to detect faults in the T25 sensor. Experience has shown that such faults

are first manifested as increased sensor noise and the fault hypothesis is therefore defined
as ‖e‖v > εv.

6.2 Residual generation

An observer with integral action and time-varying feedback is chosen as residual gener-
ator. The observer can be represented by

˙̂x = ax̂+ b+ ı+K(y − ŷ)

ı̇ = L(y − ŷ)

ŷ = x̂

The purpose of the time-varying feedback K(t)
�
= a(t) + k, for some positive constant k,

is to make the estimation error dynamics time-invariant as will be shown in the sequel.

The integral action, introduced by the term ı, will force the residual r
�
= y− ŷ to converge

to zero even in the presence of the uncertainty π. This can also be viewed as introducing
high-pass filtering of the residual, which is desirable since the fault detection system is
supposed to detect increased sensor noise. The observer is given the initial conditions
x̂(0) = y(0) and ı(0) = 0.

The dynamics of the estimation error x̃
�
= x − x̂ can, after some straightforward

manipulations, be expressed as

˙̃x = −kx̃+ πx− ı−Ke

The purpose of the integral term ı is to cancel the effects of the uncertainty π and

therefore ξ
�
= πx− ı is introduced as a state variable. The dynamics of this state variable

are

ξ̇=π(ax+ πx+ b) + π̇(y − e) − L(y − ŷ)
=π(ay + b+ ı) + πξ − aπe+ π̇(y − e) − Lx̃− Le
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where the second equality was obtained by adding and subtracting ı in the first term.
By neglecting products of disturbances (πe and π̇e) and defining the the state vector
z = [ξ x̃]T and the matrices

A
�
=

[
0 −L
1 −k

]
N

�
=

[
1 0
0 0

]
B1

�
=

[
1
0

]
B2

�
=

[
0
1

]
C

�
=
[

0 1
]

the dynamics of the observer residual can be expressed as

ż = Az +N(π ⊗ z) +B1(πu− Le+ π̇y) −B2Ke (12a)

r = Cz + e (12b)

where u
�
= ay + b + ı. The initial value of the state vector is z(0) = [ξ(0) x̃(0)]T =

[π(0)y(0) − e(0)]T if the product π(0)e(0) is neglected.

6.3 Dynamic threshold generator

To prevent false alarms caused by the measurement disturbance and the uncertainty, the
threshold function σ should satisfy

σ(t) ≥ sup
d∈D

(Svr)(t)

Using Theorem 1, an upper bound for |z| can be expressed as

|z| ≤(I − H)−1|G(B1(πu− Le+ π̇y) −B2Ke) +G(B1π(0)y(0) −B2e(0))|
=(I − H)−1|(GB1) ∗ (πu− Le+ π̇y) − (GB2) ∗ (Ke)

+(GB1)(π(0)y(0)) − (GB2e(0))|
≤(I − H)−1 (|GB1| ∗ (|πu| + |Le| + |π̇y|) + |GB2| ∗ |Ke|)

+(I − H)−1 (|GB1||π(0)y(0)| + |GB2||e(0)|)

where G(t) = eAtand H is chosen so that its impulse response satisfies H ≥ |GN |(Π ⊗
I2) = Π|GN |. In combination with (12b) this gives an upper bound for the residual as

|r| ≤ h1|πu| + h1|Le| + h1|π̇y| + h2|Ke| + |π(0)y(0)|h1 + |e(0)|h2 + |e|

where h1 and h2 are linear operators defined by the impulse responses h1 ≥ C(I −
H)−1|GB1| and h2 ≥ C(I −H)−1|GB2|, respectively. An upper bound for the evaluation
signal s = v ∗ |r| can, considering the fact that v is scalar function and thus commutes
with h1 and h2, be expressed as

s ≤h1(v ∗ |πu|) + h1(v ∗ |Le|) + h1(v ∗ |π̇y|) + h2(v ∗ |Ke|)
+|π(0)y(0)|h1 ∗ v + |e(0)|h2 ∗ v + v ∗ |e|

≤h1(π̄(v ∗ |u|)) + h1(Lw ∗ |e|) + h1(¯̇π(v ∗ |y|)) + h2(K̄(v ∗ |e|))
+|π(0)y(0)|(h1v) + |e(0)|(h2v) + v ∗ |e|
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Figure 1: The impulse response matrix G and its upper bound Γ

where the second inequality was obtained using Lemma 2 (c). From the assumptions on
the disturbances, it follows that π̄(t) ≤ Π, ¯̇π(t) ≤ Π1, (v ∗ |e|)(t) ≤ εv, π(0) ≤ Π, and
e(0) ≤ ε∞, which, in combination with Lemma 2(a) yields the robust threshold

s ≤ h1v(Π|u| + Π1|y|) + εvLh1θ + εvh2K̄ + Π|y(0)|h1v + ε∞h2v + εv
�
= σ (13)

where θ denotes a unit step function. It should be noted that outputs of the process and of
the residual generator (y and ı) are used in the calculation of the robust threshold above.
This means that the obtained threshold is only correct as long as the uncertainty and
the measurement disturbance satisfy their assumed bounds, which presents no problem
since a violation of these bounds is supposed to raise an alarm. Thus, the fact that y and
ı are used in the calculation of the robust threshold can only result in a missed detection
and not in a false alarm.

In order to find expressions for the operators h1 and h2 in the threshold above, upper
bounds for |GN |, |GB1|, and |GB2| are required. Since all elements of N , B1, and B2 are
either zero or one, this reduces to finding upper bounds for the elements of G. Such upper
bounds may be found using Lemma 4 but, since G represents a second-order system,
tighter bounds may be obtained by strightforward hand calculations. These bounds are
|G(t)| ≤ Γ(t) where G(t) and Γ(t) are shown in Figure 1 and may be expressed in the
Laplace domain as

(LG)(s) = (sI − A)−1 =

[
(LG11)(s) (LG12)(s)
(LG21)(s) (LG22)(s)

]
=

1

s2 + ks+ L

[
s+ k −L

1 s

]

(LΓ)(s) =

[
(LΓ11)(s) (LΓ12)(s)
(LΓ21)(s) (LΓ22)(s)

]
=

1

s2 + ks+ L

[
s+ k L

1 ks/2+L√
k2/4−L

]
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6.4 Experimental results

The fault detection algorithm described in the previous sections has been successfully
tested with test-bed data from an RM12 turbofan engine. The weight of the evaluation
operator was chosen to v(t) = μe−μt. Convolution by v can thus be implemented as a
simple first-order transfer function, which motivates the choice. The parameters of the
observer k = 5 and L = 2 where tuned manually in order to obtain an observer residual
resembling white noise. The parameter of the disturbance weight μ = 0.1 yields a time
constant of 10 seconds in the exponential weighting function v in the evaluation operator
(11). Experiments with different values of μ have shown only minor differences in the
results and therefore no further tuning has been performed.

The bounds of the disturbance and the uncertainty were adjusted manually so that
the evaluation signal s(t) does not exceed the detection threshold σ(t) anywhere in the
2000 seconds of available test-bed data. The values are ε = 0.06, ε∞ = 5, Π = 0.15, and
Π1 = 10−4.

Figure 2 (top) shows the measured T25 temperature y during a time interval of 130
seconds. Note the temperature jumps at time t = 65 and time t = 100, caused by sudden
changes of the pilot lever angle. The bottom part of the same figure shows the evaluation
signal s (solid), calculated by (11). The corresponding detection threshold σ, from the
dynamic threshold geneerator (13), is represented by the dash-dotted line. Note the
reaction of the evaluation signal at the time instants of the sudden changes in T25, due
to the uncertainty in the process model. However, the detection threshold also reacts to
these changes and stays above the detection signal during the whole time interval, thus
creating no false alarm. The bump in the evaluation signal and the detection threshold
near the beginning of the time interval is due to the initial conditions of the observer.

Figure 3 (top) shows another time interval of the measured T25 signal with simulated
sensor noise added from time t = 100 and onwards. Note that the noise is barely visible
for the naked eye. The bottom part of the same figure shows the evaluation signal (solid)
and the detection threshold (dash-dotted) for the same time interval. Note that the
increase in the evaluation signal due to this sensor noise causes it to exceed the detection
threshold at time t = 110 and thus the fault is detected after 10 seconds. The dotted
line shows, for reference, the evaluation signal for the same data set but without noise
added to the measurement signal.

7 Application to clogging detection in a flotation

process

7.1 Flotation process model

The flotation process at Boliden Area Concentrator, Sweden, consists of four cascade
coupled tanks with control valves after each tank for the purpose of controlling the levels
in the tanks. The input signals to the process are the valve control signals u(t) ∈ R

4

and the external inflow to the tanks is denoted q(t). The level in the tanks are denoted
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Figure 2: Top: Measured T25 temperature. Bottom: detection threshold (dash-dotted) and
evaluation signal (solid)
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Figure 3: Top: Measured T25 temperature with sensor fault from t = 100. Bottom: Detection
threshold (dash-dotted), evaluation signal with fault introduced at t = 100 (solid) and without
fault (dotted)
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h(t) ∈ R
4. All four tank levels are measured but in this example only the level in Tank

4 is utilized.
The continuous time model of the tank levels h(t) can be described as a system of

first order differential equations.

ḣ(t) = F (h(t), u(t), v(t)) +Dq(t) (14)

where v(t) ∈ R
4 is the fault signal, i.e. the clogging of each control valve, see [20] for

more details on the model. The time argument t is dropped in the sequel to enhance
readability. The vector of nonlinear functions F (h, u, v) is possible to linearize around
the working point h0, u0, q0 where the parameters h0, q0 are chosen and u0 is calculated
by setting the derivative in (14) equal to zero, i.e. solving 0 = F (h0, u0, 0) + Dq0. A
Taylor expansion of the right hand side of equation (14) with respect to h, u, v and q
gives the linearized model

Δ̇h = AΔh +DΔq +BΔu + EΔv +Q (15a)

y = CΔh + πw (15b)

where πw is additive measurement noise and Δh,Δu,Δq and Δv are defined by

h = h0 + Δh, u = u0 + Δu, q = q0 + Δq, v = v0 + Δv

and the matrices A,B,E,Q by

A = F
′
h(h0, u0, 0), B = F

′
u(h0, u0, 0), E = F

′
v(h0, u0, 0), Q = F (h0, u0, 0) +Dq0

The matrix Q will be equal to zero if neglecting uncertainties but nonzero otherwise and
thus affect the process and is therefore retained.

7.2 Sensitivity analysis

In the function F , there are two parameter vectors K, c ∈ R
4. These parameters are

uncertain which causes uncertainty in the working point h0, q0 and u0. The measurement
Δq and the control signal Δu are also assumed to be uncertain. Uncertainties in the
measurement, y can be described as an uncertainty in C. In summary

h0=ĥ0 ◦ (14 + πh0) q0=q̂0(1 + πq0) u0=û0 ◦ (14 + πu0) Δq=Δq̂(1 + πΔq)

Δu=Δû ◦ (14 + πΔu) K=K̂ ◦ (14 + πK) c=ĉ ◦ (14 + πc) C=Ĉ(1 + πy)
(16)

where hat signifies nominal value and ◦ denotes the Hadamard product.
The matrices A, B, and Q in equation (15) depend nonlinearly on the uncertainties

in (16),

π =
[
πT

h0
πq0 π

T
u0
πΔq π

T
Δu

πT
K πT

c πy πw

]T ∈ R
24

and can be approximated by first order Taylor expansions as

A(π)≈A(0) + A′
π(0)(π ⊗ I4)

�
=Â+ Ã(π ⊗ I4)

B(π)≈B(0) +B′
π(0)(π ⊗ I4)

�
=B̂ + B̃(π ⊗ I4)

Q(π)≈Q(0) +Q′
π(0)π

�
=Q̃π

(17)

Explicit expressions for these dependencies are, however, left out in order to save space.
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7.3 Residual generation

In order to estimate the state Δh in the linear system, (15), a Luenberger observer can
be used, see [21]. To receive an estimate of the fault the observer is extended with an
integral, ı(t). The feedback will be the difference between the measured level in Tank 4,
y and the estimated level ŷ and therefore,

˙̂
Δh = ÂΔ̂h +DΔq̂ + B̂Δû + Eıı+ Lh(y − ŷ)

ı̇ = Lı(y − ŷ) (18)

ŷ = CΔ̂h

where Lh ∈ R
4, Lı ∈ R are the feedback matrices and Eı determines how the integral

action is connected to the observer.
The dynamics of the estimation error, Δ̃h = Δh − Δ̂h can be calculated by combining

the observer (18) with the process model (15) and the uncertainty description (16) and
(17). Neglecting products between uncertainties yields, after some rearrangement,

˙̃Δh =(Â− LhĈ)Δ̃h + Ã(π ⊗ I4)Δh − LhĈπyΔh + B̃(π ⊗ I4)Δû + Q̃π +DΔq̂πΔq

+B̂(Δû ◦ πΔu) − Lhπw + EΔv − Eıı

In the above, Δh represents the true state vector of the process and is thus not known
but it can be expressed as Δh = Δ̃h + Δ̂h and thus

˙̃Δh =(Â− LhĈ)Δ̃h + Ã(π ⊗ I4)Δ̃h − LhĈπyΔ̃h + Ã(π ⊗ I4)Δ̂h + B̃(π ⊗ I4)Δû

+Q̃π − LhĈΔ̂hπy +DΔq̂πΔq + B̂diag(Δû)πΔu − Lhπw + EΔv − Eıı

where also Property 4 was used. Noting that πy = [01×22 1 0]π and utilizing Property
3(b) yields

πyΔ̃h =πy ⊗ Δ̃h = ([01×22 1 0]π) ⊗ (I4Δ̃h)

=([01×22 1 0] ⊗ I4)(π ⊗ Δ̃h)

=[04×88 I4 04×4](π ⊗ Δ̃h)

and thus, by defining Hh
�
= [04×9 DΔq̂ B̂diag(Δû) 04×8 −LhĈΔ̂h −Lh], it follows that

˙̃Δh =(Â− LhĈ)Δ̃h + Ã(π ⊗ Δ̃h) − LhĈ[04×88 I4 04×4](π ⊗ Δ̃h) + Ã(π ⊗ I4)Δ̂h

+B̃(π ⊗ I4)Δû + Q̃π +Hhπ + EΔv − Eıı

=(Â− LhĈ)Δ̃h + (Ã− LhĈ[04×88 I4 04×4])(π ⊗ Δ̃h) + Ã(I24 ⊗ Δ̂h)π

+B̃(I24 ⊗ Δû)π + Q̃π +Hhπ + EΔv − Eıı

where Lemma 1 was used in the second equality. Similarly,

ı̇ =Lı(y − ŷ) = Lı(ĈΔ̃h + ĈπyΔh + πw)

=Lı(ĈΔ̃h + ĈπyΔ̃h + ĈπyΔ̂h + πw)

=LıĈΔ̃h + LıĈ[04×88 I4 04×4](π ⊗ Δ̃h) +Hıπ
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where Hı
�
= [04×22 LıĈΔ̂h Lı]. Defining the new state vector z

�
= [Δ̃T

h ı]
T and noting that

Δ̃h = [I4 04×1]z yields

π ⊗ Δ̃h = (I24π) ⊗ ([I4 04×1]z) = (I24 ⊗ [I4 04×1])(π ⊗ z)

where Property 3(b) was used. In summary, choosing the integrator ı as residual, the
dynamics of the error system can be written as

ż = Azz +N(π ⊗ z) + Eππ + Evv

r = Czz

where

Az =

[
Â− LhĈ −Eı

LıĈ 0

]

N =

[
Ã− LhĈ[04×88 I4 04×4]

LıĈ[04×88 I4 04×4]

]
(I24 ⊗ [I4 04×1])

Eπ =

[
Ã(I24 ⊗ Δ̂h) + B̃(I24 ⊗ Δû) + Q̃+Hh

Hı

]

Ev =

[
E

01×4

]

Cz = [01×41]

Note that the matrix Eπ is a function of time but depends only on measured signals and
known parameters. Limits on the uncertainties are needed to be able to construct robust
thresholds. The uncertainties are assumed to be bounded by |π| < Π ∈ R

24.

7.4 Dynamic threshold generator

The evaluation signal chosen as the absolute value of the residual, i.e.

s(t)
�
= |ı(t)| = Cz|z(t)|

The weighting function v is thus the Dirac delta function and therefore the threshold
function σ(t) should satisfy

σ(t) ≥ sup
|π|<Π,v≡0

(Sδı)(t)

An upper bound of |z|, by using Theorem 1, is

|z|≤(I − H)−1|GEππ +Gz(0)|
≤(I − H)−1|G ∗ (Eππ)| + (I − H)−1|Gz(0)|
≤(I − H)−1(|G| ∗ |Eπ|)π̄ + (I − H)−1|Gz(0)|
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where the second inequality follows from Lemma 2(a) and Property 2(a) while the last
inequality is from Lemma 2(c). It is assumed that the observer has converged before
the fault detection algorithm is started and therefore z(0) = 0. Using the assumption
|π(t)| ≤ Π yields an upper bound of the evaluation signal s = |ı| as

s ≤ Cz(I − H)−1Γ|Eπ|Π �
= σ

In the above threshold generator, upper boundsH(t) ≥ |G(t)N |(Π⊗I4) and Γ(t) ≥ |G(t)|
have been determined using Lemma 4.

7.5 Experimental results

Experiments have been carried out on data from Boliden’s flotation series at the Boliden
Area Concentrator, Sweden. The limits Π of the uncertainties have been tuned manually
and lie between 0 and 0.3. The criterion used is that the threshold should be as close
as possible to the residual but still larger at all times and have similar behavior as the
residual. It should be noted that it is difficult to distinguish between the effects of the
uncertainties although they, in principle, all have different impact on the process. An
automatic way to determine limits of the uncertainties from measurement data will be
developed in the future.

The data has been manipulated in order to simulate clogging. A clogging means that
the actual valve opening is less than expected and can thus be simulated by adding a
positive quantity to the logged control signal which gives total control of the fault.

Figure 4(b) shows the evaluation signal and the corresponding threshold for an experi-
ment without clogging. As can be noted, the residual is strictly smaller than the threshold
and no alarm is raised. Also, the threshold imitates the bumps in the evaluation signal
caused by oscillations in the control signal to Valve 4 (Figure 4(a)).

The results of an experiment with clogging is shown in Figure 4(c). In this example, a
ramp signal starting at t = 2000 and ending at t = 3000 is added to the measured control
signal of Valve 4 to simulate clogging. Note that the clogging is detected at t ≈ 2500 as
the evaluation signal rises above the threshold.

8 Conclusions and future work

An inequality for the solution of a linear system with uncertain parameters was developed.
This inequality is expected to be a valuable tool for providing the time-varying fault
detection thresholds that are desired to achieve robustness against parametric uncertainty
in combination with sensitivity to small faults.

The usefulness of the inequality was illustrated by developing a method for detecting
sensor faults in a turbofan engine and an algorithm for detecting clogging in the valves of a
flotation process. The proposed methods consists of Luenberger observers extended with
integral action. Robust detection thresholds were calculated under the assumption of
parametric uncertainty in the process models. Successful simulations with measurement
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Figure 4: (a) Control signal to Valve 4. (b) No clogging. (c) Simulated clogging. In (b) and
(c), the solid line shows the evaluation signal s(t) while the dashed line represents the detection
threshold σ(t).

data show that the obtained detection thresholds exhibit the desired behaviour, i.e.
imitate the behavior of the evaluation signal when no fault is present.

Some issues that need to be considered in the future are how to find numerical values
for the uncertainty bounds and a systematic procedure for finding an upper bound for
the modulus of an impulse response.
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Appendix A Proof of Lemma 2

The Hölder inequality ensures that F ∗ G, F ∗ H, |F | ∗ |G|, F ∗ |G|, and F ∗ |GJ | are
finite for all t ≥ 0. Part (a) of the lemma is straightforward to show using Property 1
and basic properties of integrals. To prove Part (b), assume that t ≥ 0 arbitrary. Then

|F ∗G|(t) =

∣∣∣∣
∫ t

0

F (t− τ)F (τ)dτ

∣∣∣∣
≤

∫ t

0

|F (t− τ)G(τ)|dτ

≤
∫ t

0

|F (t− τ)||G(τ)|dτ

= (|F | ∗ |G|)(t)

where the second inequality follows from Property 2(b). Part (c) is proven by

F ∗ |GJ |(t) =

∫ t

0

F (t− τ)|G(τ)J(τ)|dτ

≤
∫ t

0

F (t− τ)|G(τ)||J(τ)|dτ

≤
∫ t

0

F (t− τ)|G(τ)|J̄(t)dτ

=

∫ t

0

F (t− τ)|G(τ)|dτ J̄(t)

= (F ∗ |G|)(t)J̄(t)

where the first inequality follows from Property 2(b) and the second inequality from
Property 1.
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Linear Optimization of Parameters in Dynamic

Threshold Generators

Michael Bask and Andreas Johansson

Abstract

A model-based fault detection algorithm for linear systems with uncertain parameters
is treated. An error system, bilinear in the uncertainties, generates the residual. The
residual is compared to a threshold, which is generated by a linear system with the
unknown uncertainty upper bounds as parameters. These unknown uncertainty upper
bounds can be substituted by design parameters and this article suggests an algorithm to
choose design parameter values such that the threshold is larger than the residual when
no fault is present. This parameter design algorithm is applied to a sensor fault detection
algorithm for a jet engine.

1 Introduction

A fault detection algorithm contains essentially two parts, residual generator and residual
evaluator. One way to design the residual generator is to use dynamic process models.
Methods which have been used during the years are e.g. state observers, [1], parity
equations [2] and on-line identification algorithms [3]. To determine if a fault is present,
the residual evaluator compares the residual, or a function of the residual, to a threshold.
The character of the threshold will depend on the assumptions on the disturbances and
uncertainties. The case of stochastic disturbances are treated in [3] while frequency
domain uncertainty is considered by [4] and [5]. Time-domain uncertainty description
are utilized in e.g. [6], [7], [8] and [9]. In the latter, the threshold is generated by a linear
system with the uncertainty upper bounds, which are unknown, as parameters. The
upper bounds are substituted by a vector of parameters which, so far, has been tuned
manually in [8] and [9]. The main purpose of this study is thus to provide an algorithm
to choose these parameters in an automatic way.

The class of systems considered in this paper are linear with uncertain parameters
and can be described by the following system of bilinear differential equations

ẋ=Ax+N(π ⊗ x) +Bu+ Eπ
y=Cx+Du+ Fπ

(1)

where x(t) ∈ Rn, u(t) ∈ Rm and y(t) ∈ Rl are the state, known input and output vector,
respectively. The matrices A, N and C and the matrix valued functions B(t), D(t), E(t)
and F (t) are of appropriate dimensions. Furthermore, it is assumed that rank(C) =
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l < n. Disturbances and parametric uncertainties are represented in π(t) ∈ Rp which is
bounded as |π(t)| ≤ Π. With this assumption it is easy to show that the right hand side
of (1) satisfies a Lipschitz condition and thus (1) has a solution.

If a Luenberger observer is applied to (1) then the error system will also have the
form of (1) but no known input signal will be present, i.e. B = D = 0. In this case, x

represents the estimation error and y
�
= r is the residual.

A process where fault detection algorithms may be a significant advantage is the jet
engine in a single engine aircraft where faults can have catastrophic consequences. A
fault detection algorithm with a dynamic detection threshold for a sensor in a turbofan
engine is presented in [10]. There, constant parameter uncertainties are assumed and
the uncertainty bound design parameters are tuned manually. In [9] the approach from
[10] is generalized to allow time-varying parameter uncertainties but the bounds are still
tuned manually. In this paper, an automatic method to determine the threshold design
parameters, substituting the upper bounds, is derived. The design method is successfully
tested on data from a turbofan engine.

2 Preliminaries

An inequality between two matrices X,Y ∈ Rn×m is to be interpreted as element-wise.
The notation | · | means matrix modulus, i.e. element-wise absolute value. The following
inequalities for matrix operations are trivial but included in order to increase readability
of the proofs in the sequel.

Property 1 Let A, B, and C be matrices of compatible dimension.

a. If A ≥ 0 and B ≥ C, then AB ≥ AC and BA ≥ CA.

b. |A+B| ≤ |A| + |B|
c. |AC| ≤ |A||C|
Throughout the article the notation 1n represents a column vector of ones of dimension

n and In is the identity matrix of size n. The pseudoinverse of a matrix A ∈ Rn×m is
denoted A+. If rank(A) = n < m then AA+ = I since in this case A+ = AT (AAT )−1.

Some properties regarding the Kronecker product ⊗ will be required further on in the
article.

Property 2 Let A ∈ Rn×m, B ∈ Rp×q, C ∈ Rm×r and D ∈ Rq×s for arbitrary natural
numbers m,n, p, q, r, s. Then

a. (A⊗B)(C ⊗D) = (AC) ⊗ (BD)

b. A⊗ (B ± C) = A⊗B ± A⊗ C

c. (x⊗ A) = (x⊗ Im)A = (Ip ⊗ A)(x⊗ Im)
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Proof. Part (a) and (b) can be found in [11], and (c) is straightforward to prove using
part (a). �

All signals are assumed to be causal. A star between functions denotes convolution,
i.e.

(F ∗G)(t)
�
=

∫ t

0−
F (t− τ)G(τ)dτ

where F (t) ∈ Rn×q and G(t) ∈ Rq×m are matrix-valued signals. Instead of writing the
convolution with a star it can be expressed as a linear operator written with the symbol

of the weighting function in bold-face font, i.e. FG
�
= F ∗G. Some inequalities involving

the convolution are derived in [9] and is also stated in Lemma 1 below.

Lemma 1 Let F (t) ∈ Rn×m and H1(t), H2(t) ∈ Rm×q then

a) F ≥ 0 and H1 ≥ H2 then F ∗H1 ≥ F ∗H2

b) |F ∗H1| ≤ |F | ∗ |H1|
Proof. See [9]. �

The modulus and inequalities of functions are intended to be point-wise. Assume

that F (t), G(t) ∈ Rn×q then the modulus |F | is defined by, |F |(t) �
= |F (t)| for all t ≥ 0,

and the inequality, F ≤ G means that F (t) ≤ G(t) for all t ≥ 0.

3 Inequalities for linear systems with parameter un-

certainty

An inequality for the modulus of the state of a linear system with a general input signal
g(t) and uncertain time-varying parameters π was given in [9] as

Theorem 1 Consider the bilinear differential equation

ẋ=Ax+N(π ⊗ x) + g
x(0)=x0

(2)

where A ∈ Rn×n, N ∈ Rn×np, π(t) ∈ Rp and g(t) ∈ Rn. Assume that |π(t)| ≤ Π for all

t ≥ 0 and let G(t)
�
= eAt. Let H(t) ∈ Rn×n be a function that satisfies H ≥ |GN |(Π⊗In).

If ‖H‖ < 1 for some induced operator norm ‖ · ‖ then (I − H)−1 is a bounded operator
and

|x| ≤ (I − H)−1(|Gg +Gx0|) (3)

Proof. See [9]. �
In the special case (1) of (2) the input, g, is composed of both known, u and unknown,

π input signals linearly.
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Corollary 1 Consider the uncertain system (1) and define G(t) and H(t) as in Theorem
1. Let Γ(t) ≥ |G(t)| for all t ≥ 0, then

|y| ≤|C|(I − H)−1(|GBu| + Γ|E|Π + |Gx0|)
+|Du| + |F |Π (4)

Proof. The modulus of the output is

|y| =|Cx+Du+ Fπ|
≤|C|(I − H)−1(|Gg +Gx0|) + |Du| + |F ||π|
≤|C|(I − H)−1(|GBu| + Γ|E||π| + |Gx0|) + |Du| + |F ||π|

where the first inequality comes from Property 1(a)-1(c) and Theorem 1. The second
inequality results from using g = Bu + Eπ in combination with Property 1(b), Lemma
1, and the assumption |G| ≤ Γ. Utilizing the assumption |π| ≤ Π completes the proof.
�

4 Threshold parameter design

The residual evaluation algorithm is composed of a threshold σ which is compared to
the modulus of the residual |r| and an alarm is raised at time t if |r|(t) ≥ σ(t). The
threshold is generated by a linear dynamical system and depends on the upper bounds
on the uncertainties, Π which are unknown. So far the thresholds have been designed
by manually tuning a set of parameters, π∗, see [9], [8], such that the threshold is larger
than the residual for a set of test data. In this section, an automatic way to determine
the parameters π∗ is suggested.

Assume that the fault detection residual can be described as the output of an error
system of the form (1) with B = D = 0. Then an upper bound for the modulus of the
residual is given by Corollary 1, i.e. |r| ≤ |C|(I − H)−1(Γ|E|Π + |Gx0|) + |F |Π. This
expression would be an ideal threshold but unfortunately Π is unknown. This problem
is solved by substituting Π with the design parameters π∗ in the threshold. Another
problem is finding H to satisfy H ≥ |GN |(π∗ ⊗ In) which may be solved by finding a
realizable

Γ(t)
�
= CΓe

AΓtBΓ ≥ |G(t)| (5)

and choosing

H∗(t)
�
=Γ(t)|N |(π∗ ⊗ In)
≥|G(t)||N |(π∗ ⊗ In)
≥|G(t)N |(π∗ ⊗ In)

(6)

The resulting threshold is

σ =|C|(I − H∗)−1(Γ|E|π∗ + |Gx0|) + |F |π∗ (7)
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and the design parameter π∗ is chosen such that σ ≥ |r| when no fault is present. Later
on, it will be convenient to express the error system in transformed coordinates which is
enabled by Lemma 2.

Lemma 2 Assume the bilinear system is described by (1) and let

z = Txx+ Tππ (8)

then, assuming that the uncertainties are small so that π ⊗ π may be neglected, the
dynamics of z can be expressed as

ż=AT z +NT (π ⊗ z) +BTu+ ETπT

y=CT z +DTu+ FTπT
(9)

where

AT =TxAT
−1
x ET =

[
TxE − TxAT

−1
x Tπ Tπ

]
BT =TxB NT =TxN(Ip ⊗ T−1

x )
CT =CT−1

x FT =
[
F − CT−1

x Tπ 0
]

DT =D πT =
[
π π̇

]T
(10)

Proof.

ż =Txẋ+ Tππ̇
=Tx(Ax+N(π ⊗ x) +Bu+ Eπ) + Tππ̇
=TxAT

−1
x z + TxAT

−1
x Tππ + TxN(π ⊗ (T−1

x z))
−TxN(π ⊗ (T−1

x Tππ)) + TxBu+ TxEπ + Tππ̇
=TxAT

−1
x z + TxN(Ip ⊗ T−1

x )(π ⊗ z)
−TxN(Ip ⊗ T−1

x Tπ)(π ⊗ π) + TxBu
+(TxE − TxAT

−1
x Tπ)π + Tππ̇

where the second, third and fourth equality comes from (1), (8) and Property 2(a),
respectively. The output can be described as

y=Cx+Du+ Fπ
=CT−1

x (z − Tππ) +Du+ Fπ
=CT−1

x z +Du+
[
F − CT−1

x Tπ) 0
]
πT

=CT z +DTu+ FTπT

where (8) was used. Utilizing the assumption that π⊗ π can be neglected completes the
proof. �

The design parameters, π∗, shall be determined such that σ ≥ |r|. The purpose of the
following theorem is to recast the problem of finding π∗ into satisfying a linear inequality
condition.
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Theorem 2 Let the residual r be generated by the error system (1) with B = D = 0,
r = y and assume that |N |(Ip ⊗ |C|+|F |) = 0. Define σ, Γ and H∗ as in (7), (5) and

(6), respectively, with G(t)
�
= eAt and let

Ω
�
=Γ|E| + |C|+|F | + Γ(|N |(Ip ⊗ |C|+|r|))
β

�
=|C|+|r| − |Gx0|

Choose π∗ such that
Ωπ∗ − β ≥ 0

then σ ≥ |r|.

Proof. Define the function ζ
�
= Ωπ∗ − β ≥ 0. The last term of Ωπ∗ can be written as

Γ(|N |(Ip ⊗ |C|+|r|))π∗=Γ ∗ |N |(Ip ⊗ |C|+|r|)π∗

=Γ ∗ |N |(π∗ ⊗ In)|C|+|r|
=H∗|C|+|r|

where Property 2(c) and (6) was used. Furthermore,

H∗|C|+|F | =Γ ∗ |N |(π∗ ⊗ In)|C|+|F |
=Γ ∗ |N |(Ip ⊗ |C|+|F |)(π∗ ⊗ Ip) = 0

(11)

where Property 2(c) was used in the second equality and the last equality follows from
the assumption that |N |(Ip ⊗ |C|+|F |) = 0. Thus

0 =Ωπ∗ − β − ζ
=Γ|E|π∗ + |C|+|F |π∗ + H∗|C|+|r| − H∗|C|+|F |π∗

+H∗|C|+|F |π∗ − |C|+|r| + |Gx0| − ζ

Some rearrangement yields

(I − H∗)|C|+|r| = Γ|E|π∗ + |Gx0| − ζ + (I − H∗)|C|+|F |π∗ + H∗|C|+|F |π∗

Applying the operator (I − H∗)−1 results in

|C|+|r|=(I−H∗)−1(H∗|C|+|F |π∗−ζ)+(I−H∗)−1(Γ|E|π∗+|Gx0|)+|C|+|F |π∗

Using (11) and multiplying with |C| form the left and using the knowledge that |C||C|+ =
I gives

|r| =|C|(I − H∗)−1(Γ|E|π∗ + |Gx0|) + |F |π∗ − |C|(I − H∗)−1ζ
=σ − |C|((I − H∗)−1 − I)ζ − ζ

Finally, since ζ ≥ 0 and the impulse response of (I − H∗)−1 − I is positive (see Lemma
3 in [9]) it is concluded that σ ≥ |r|. �
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Remark 1 In Theorem 2 it was assumed that |N |(Ip ⊗|C|+|F |) = 0. Since, by Property
2(a), |N |(Ip ⊗ |C|+|F |) = |N |(Ip ⊗ |C|+)(Ip ⊗ |F |) this is true if either of the following
is true.

|N |(Ip ⊗ |C|+) = 0
|F | = 0

(12)

The latter can always be accomplished by the transformation described in Lemma 2 so that

the new matrix F becomes F−CT−1
x Tπ = 0. To achieve this, choose e.g. Tπ =

[
F T 0

]T
and T−1

x =
[
C+ Λ

]
where Λ is chosen such that Tx is invertible which is possible since

C+ ∈ Rn×l and rank(C+) = l.

4.1 Optimizing the threshold

When the vector π∗ is to be determined, using Theorem 2, measurements without faults
are required. These measurements will be discrete in time and consequently the condi-
tions in Theorem 2 may be checked at the time instances kh where h is the sampling
interval and k is the sample number. Since it is also desirable that (I −H∗)−1 is stable,
the set of admissible parameters is defined as D = {π∗ ≥ 0|Σπ∗ ≥ ς, (I−H∗)−1 is stable}
where

Σ=
[

Ω(h)T Ω(2h)T · · · Ω(Mh)T
]T

ς=
[
β(h)T β(2h)T · · · β(Mh)T

]T
and M is the total number of time instances. It is desirable to write the criterion that
π∗ ∈ D as simple as possible. Therefore, the condition that (I − H∗)−1 is stable, will be
approximated by a linear inequality in π∗, see Lemma 3.

Lemma 3 Let H(t) = CeAtB ≥ 0. Then (I − H)−1 is stable if

−CA−1B1n − 1n ≤ 0 (13)

Proof. The small gain theorem states that if ‖H‖ < 1 then (I−H)−1 is stable. The norm
‖H‖ is any induced operator norm, e.g. the ∞-norm defined by ‖H‖∞ = maxi ‖Hi‖1

where Hi(t) is the i :th row of the impulse response of H and ‖ · ‖1 is the 1-norm for
signals. Thus

‖Hi‖1=
∫∞

0
|Hi(τ)|1ndτ =

∫∞
0
eT

i |H(τ)|1ndτ
=eT

i

∫∞
0

|H(τ)|dτ1n = eT
i

∫∞
0
H(τ)dτ1n

=−eT
i CA

−1B1n

where ei is column i of an identity matrix. The last equality is easy to show by taking
the Laplace transform of the impulse response and using the final value theorem. Thus
‖H‖∞ < 1 if and only if −eT

i CA
−1B1n < 1 ∀i or equivalently −CA−1B1n < 1n �

By using Lemma 3, a stability criterion for (I − H∗)−1 can be defined as
−CΓA

−1
Γ BΓ|N |(π∗ ⊗ In)1n < 1n which using Property 2(c) may be written as

−CΓA
−1
Γ BΓ|N |(Ip ⊗ 1n)π∗ < 1n.
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In conclusion, the criterions on π∗ can be expressed as linear inequality conditions.
An optimal choice of π∗ can be found by minimizing Ωπ∗− ς with respect to some norm.
When the 1-norm is used then this is equivalent to minimizing

∑Mn
i=1 Σiπ

∗ where Σi is
the i :th row of Σ. The linear optimization problem to find π∗ can thus be stated as

min⎧⎨
⎩

Σ∗π∗ ≤ ς∗

π∗ ≥ 0

Ψπ∗ (14)

where

Ψ= 1T
MnΣ, ς∗=

[
ςT 1T

n

]T
Σ∗=

[
ΣT (CΓA

−1
Γ BΓ|N |(Ip ⊗ 1n))T

]T
Equation (14) can be solved by linear programming and the global minimum can be
found.

5 Application to jet engine fault detection

5.1 Jet engine process model

The temperature at the compressor inlet (T25), in a turbofan engine, is modelled by the
following linear time-varying, first order differential equation,

ẋ(t)=a(t)x(t) + b(t)
y(t)=x(t) + πy(t)

(15)

where x(t) and y(t) are the T25 temperature and the measurement of T25, respectively.
The signal πy is measurement noise while a(t) and b(t) are nonlinear functions of other
measurements in the jet engine, but the functions in detail are omitted here. The func-
tions a and b are uncertain and it is thus assumed that a = â+ πa and b = b̂+ πb where
hat signifies the known nominal value. The uncertainties can be collected into one vector
as π =

[
πa πb πy

]

5.2 Residual generation

As residual generator a linear observer with integral action and time-varying feedback is
chosen. The observer is

˙̂x=âx̂+ b̂+ ι+Kx(y − ŷ)
ι̇=Lι(y − ŷ)
ŷ=x̂

(16)

By choosing Kx(t)
�
= â(t) + Lx, the estimation error dynamics becomes time-invariant.

The initial conditions, x̂(0) and ι(0) are chosen to be zero. Due to the integral action
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the residual, r
�
= y − ŷ, will converge to zero even in the presence of the uncertainties π.

The integral action introduces high-pass filtering of the residual, which is desirable since
increased sensor noise is to be detected by the fault detection algorithm.

The dynamics of the estimation error, x̃ = x− x̂ and the integral state can be written
as

˙̃x=−Lxx̃+ πax− ι−Kxπy + πb

ι̇=Lι(y − ŷ) = Lιx̃+ Lιπy
(17)

This system will not fulfill |N |(Ip ⊗ |C|+|F |) = 0, see Remark 1, so it needs to be
transformed which can be accomplished using Lemma 2. In [10] another parametrization
was used and will also be chosen here. A new state variable is introduced as ξ = πax− ι
for which the dynamics are

ξ̇ =πa((â+ πa)x+ b̂+ πb) + π̇ax− Lι(y − ŷ)

=πa(ây + b̂+ πb + ι) + πaξ − πaâπy + π̇a(y − πy) − Lιx̃− Lιπy

(18)

where ι was added and subtracted in the first parentheses to get the equality. Products
between uncertainties, πaaπy, πaπb and π̇aπy are assumed to be small and are therefore
neglected. The transformed system together with the residual, r = y − ŷ, can thus be
written as

ξ̇=−Lιx̃+ πaξ +HξπT

˙̃x=−Lxx̃+ ξ +HxπT

r=x̃+HrπT

(19)

where

Hξ=
[
ây + b̂+ ι 0 −Lι y

]
Hx=

[
0 1 −Kx 0

]
Hr=

[
0 0 1 0

]
πT =

[
πa πb πy π̇a

]

By defining the new state vector z =
[
ξ x̃

]T
the error system can be written in the

form (1) with

A
�
=

[
0 −Lι

1 −Lx

]
N

�
=

[
1 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0

]
B

�
=0

E
�
=

[
Hξ

Hx

]
C

�
=
[

0 1
]
D

�
=0 F

�
=Hr

(20)

It is then straightforward to show that |N |(Ip ⊗ |C|+) = 0 which, according to Remark
1 implies that |N |(Ip ⊗ |C|+|F |) = 0, which is a prerequisite for Theorem 2.
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5.3 Uncertainty level derivation

The threshold for the detection algorithm is (7). The observer is assumed to have con-
verged before using the detection algorithm and therefore the initial value x0 is assumed
to be zero. The threshold can thus be written as

σ = C(I − H∗)−1Γ|E|π∗ + Fπ∗

where H∗(t) = Γ(t)|N |(π∗ ⊗ I2). In the threshold, an upper bound Γ(t) for the modulus
of the impulse response matrix G(t) = eAt is required. It is straightforward to show that
a suitable Γ, expressed in the Laplace domain, is

(LΓ)(s)= 1
s2+Lxs+Lι

[
s+ Lx Lι

1 sLx/2+Lι√
L2

x/4−Lι

]

Furthermore, a vector of parameters, π∗, needs to be obtained which can be done by
using (14). The functions β and Ω in Theorem 2 are

Ω=ΓE + |C|+F + Γ|N |(I4 ⊗ |C|+|r|)
β=|C|+|r|

where |C|+ =
[

1 0
]T

.

5.4 Experimental result

The fault detection algorithm has been tested on data collected from an turbofan engine.
The observer parameters are

Lx = 5, Lι = 2

which were tuned manually in order to obtain an observer residual resembling white
noise.

The total identification data set, from which π∗ is obtained using (14), is 450 seconds
and a part of the this data set is shown in Figure 1(a). A validation data set where
no fault in the temperature sensor is present is shown in Figure 1(b). The third figure,
Figure 1(c), shows the residual and the threshold when a fault is simulated by adding a
disturbance to the measured signal, y(t), from time t = 60. The disturbance is a white
noise signal with standard deviation 0.85. The residual exceeds the threshold and an
alarm is raised at 1.1 second after the fault has occurred.

6 Conclusions and future work

A model-based fault detection algorithm for linear systems with parameter uncertainty
is presented. The residual is the output of a bilinear system with the uncertainties as
input. The modulus of the residual is compared to a threshold which is generated by a
linear system with upper bounds on the uncertainties as parameters. These bounds are
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Figure 1: A part of the identification data set is shown in figure a. Figure b shows the validation
data set without any fault and c the validation data set with a white noise disturbance added to
the measured T25 signal from t = 60s.

in general unknown and are therefore replaced by a vector of parameters that has, so
far, been tuned manually. In this paper, an automatic way to determine them by linear
optimization is presented.

A fault detection algorithm to identify faults in a temperature sensor in the turbofan
engine is developed using the presented algorithm and tested successfully with measured
data.
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Design of Dynamic Threshold Generators for Robust

Fault Detection

Michael Bask and Andreas Johansson

Abstract

Methods for robust residual evaluation in fault detection are developed in this article.
The problem considered is, how to determine design parameters in a threshold such that
the threshold exceeds the residual as long as no fault is present.

It is shown that an upper bound on the residual can be expressed as a linear sys-
tem depending on measured signals and upper bounds of the residual disturbances, i.e.
model uncertainties, process disturbances and measurement disturbances. The dynami-
cal threshold is then defined as the output of this linear system but with the unknown
upper bounds on the residual disturbance substituted by design parameters.

The design parameters are determined by minimizing the difference between the resid-
ual and the dynamical threshold, such that the threshold is larger than the modulus of the
residual as long as no fault is present. This parameter design problem can be expressed
as an optimization problem with inequality conditions. Optimization with respect to the
∞−norm, 1−norm and 2−norm are investigated here.

Using these results, fault detection algorithms for two different applications are de-
veloped and tested with measurement data. The first application is a flotation process
and the second is an RM12 jet engine.

1 Introduction

A huge problem in many companies are faults in the processes, actuators and sensors.
There are two main reasons why it is desirable to detect faults,

• Faults often lead to lower production.

• Faults can cause break downs in machines and create great risks for people nearby.

An example of the first point is a flotation process where a fault, e.g. clogging,
can cause the process to stop and the company loses a lot of money. Therefore, it is
desirable to detect faults at an early stage so these can be taken care of during planned
maintenance work and unnecessary breaks in the production can be avoided. A single
engine fighter is an example of the second point. A fault in an engine can cause the
aircraft to crash which has catastrophic consequences for the pilot and also costs a huge
amount of money. To avoid this scenario, maintenance is carried out regularly which is
expensive. Therefore, it is desirable to use fault detection in order to detect these faults
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so that maintenance can be done at the right time, instead of regularly, and thereby
lower the costs. A fault detection system would also give continuous information about
the condition of the engine which might help avoiding the scenario of a fighter crashing.

A fault detection algorithm consists of two parts, the residual generator, which gener-
ate a residual, and the residual evaluator, which compares the residual with a threshold
to determine if a fault is present. In practice, it is quite common that the process output
signal is treated as residual and compared to a threshold.

The drawback with using the process output as residual is that, if no fault is present
but the output signal is large then the residual will be large and, consequently, the
threshold needs to be large in order to avoid false alarms. At another time, the output
signal might be small and then small faults may pass undetected. Therefore, it is more
advantageous to design the residual generator to incorporate an estimator which contains
a process model. If a linear estimator, e.g. Luenberger observers, is used in the residual
generator then the residual can be described as a filtered version of the difference be-
tween the estimated and measured output signal, [1], and this difference is independent
of the input signal. Different approaches for residual generations have been suggested
throughout the years, e.g. state observers, [2], [3], [4], [5], [6], parity equations [7], [8],
or on-line identification algorithms [9]. In an ideal case, the estimated output and the
measured output would be equal as long as no fault is present. Therefore, the residual
would be nonzero when a fault is present and zero otherwise. For this ideal case the
residual evaluation is trivial. However, the residual is always affected by residual distur-
bances, i.e. model uncertainties, process disturbances and measurement disturbances.
These residual disturbances will cause the residual to be nonzero all the time. For this
situation, the residual evaluation algorithm needs to be designed in such a way that it
can distinguish between changes in the residual caused by faults, which are desirable
to detect, and changes caused by residual disturbances, which are supposed to pass by
unnoticed. To sum up, two properties which are important in robust fault detection are
robustness and sensitivity. Robustness means that the algorithm does not produce false
alarms while sensitivity means that small faults are detected.

The conflicting properties of robustness and sensitivity have been dealt with in differ-
ent ways over the years. Some work have been presented where decoupling between the
residual and the residual disturbances is performed, [1]. The conditions for this decou-
pling to be possible are, however, rarely satisfied. Some suggestions of how to design the
residual generator when decoupling is not possible can be found in [1]. Then, the residual
generator is designed to minimize the influence of residual disturbances and maximize
the influence of faults on the residual.

When the residual can not be decoupled from disturbances then the trivial residual
evaluation, mentioned above, can not be used. To achieve robustness in the robust
fault detection algorithm, more advanced residual evaluation is required. Designing this
advanced residual evaluator can be summarized as choosing an evaluation signal, which
depends on the residual, and designing a threshold, [10].

The threshold shall be designed such that the faults are detected and false alarms are
avoided. One way of designing thresholds is to use statistical methods, see e.g. [9] and
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[11]. Another approach is the so called norm based residual evaluation method which
can be divided into different categories depending on the characteristics of the residual
disturbances and if the design is carried out in frequency or time domain. Frequency
domain design is performed in [12] and [13]. In the former, robustness against noise and
frequency domain uncertainties is accomplished while in the latter, robustness against
parametric uncertainties and noise is achieved. The drawback with the norm-based design
algorithms mentioned above is that they generate robust thresholds that depend only on
some norm of the known inputs and are thus essentially constant. They are thus very
conservative since they are designed for a worst case scenario. In [14] the authors handle
this problem by accepting a certain amount of false alarms. Probabilistic theory is used
to calculate the thresholds and the false alarm rate.

However, from the results in e.g. [15], [2] and [3], it can be concluded that a time-
varying robust threshold, i.e. a dynamic threshold, is better than a constant since the
known input signals will affect the residual due to the model uncertainties. Therefore,
to design the threshold to be as tight as possible to the residual it must depend on these
inputs.

In [16], [17], robust thresholds are suggested where the uncertainty is described by
an unstructured and unknown but bounded nonlinear function which depends on time
and known input signals. In [16], the bounding nonlinear function also depends on the
state while in [17] it is instead a function of the output. The drawback is that these
methods are developed for special cases such as full state measurement systems. In [2],
parametric uncertainty is considered and suggestions are given of how to derive dynamic
robust thresholds for clogging detection in a flotation process. The approach derived in
[2] is also for the special case of full state measurement systems.

To obtain a more general method, a method to derive a dynamic robust threshold
for a non-full state measurement system is derived in [3]. In [2] and [3], the design of
the dynamic robust threshold depends on the upper bounds of the residual disturbances
which are, in general, unknown. In this article a suggestion is given of how to determine
parameter values, which substitute these upper bounds, such that the designed dynamic
robust threshold will fulfill the requirement that no false alarm is produced. Two dif-
ferent algorithms are derived depending on whether the system is full or non-full state
measurement.

1.1 The flotation process

Froth flotation is an important and versatile mineral-processing technique in which the
differences in physico-chemical surface properties of particles from different minerals are
used. By using flotation reagents it is possible to separate the valuable minerals from
the rocky material called gangue. In reverse flotation the gangue is separated into the
froth while in direct flotation the minerals are transferred to the froth. The experimental
process considered here is a direct flotation process. An introduction to flotation can be
found in [18].

The flotation process consists of four cascade coupled tanks where the level in each



144 Paper E

tank is controlled by a valve on the outflow. Control of the levels is important and a
suggestion for a LQ-controller can be found in [19]. To ensure that the controller can
fulfill its requirements, a fault detection algorithm, for detecting clogging in the valves, is
desired. In [2] a detection algorithm, which depends on the upper bounds of the residual
disturbances, is suggested. Parameters which substitute these upper bounds have so far
been determined by hand, [2], but an automatic way of determining them is desirable.

1.2 The RM12 turbofan engine

Another process where fault detection is desirable is the jet engine in a single engine
fighter. Faults in the jet engine can have catastrophic consequences if they are not
detected in time.

In [3] a model-based fault detection algorithm is derived for non-full state measure-
ment systems. The detection algorithm is tested on a jet engine where increased measure-
ment disturbances in a temperature sensor is desirable to detect. The jet engine process
is a full state measurement system but is treated as a non-full state measurement sys-
tem, in this article and in [3], with the purpose of verifying the theoretical results with
measurement data. The robust fault detection algorithm in [3] depends on the upper
bounds of the residual disturbances which are unknown. A vector of parameters, which
substitute these upper bounds of the residual disturbances, is determined by hand in [3]
but an automatic way of determining this vector of parameters is desired.

1.3 Outline of the article

The paper continues with some mathematical notes and preliminaries in Section 2 and a
background to the problem in Section 3. Section 4 presents inequalities for the modulus
of the solution of bilinear and linear systems. Two theorems are stated in Section 5
on the optimization of dynamic robust threshold parameters. The design algorithms for
dynamic robust threshold parameters are tested on two applications, a flotation process
in Section 6 and a turbofan jet engine in Section 7. The conclusion and future work are
stated in Section 8 and acknowledgements in Section 9.

2 Preliminaries

Throughout the article the notation 1n represents a column vector of ones of dimension
n and In is the n×n identity matrix. If no subscript is used, then I denotes the identity
operator of suitable dimension.

The pseudoinverse of a matrix A ∈ Rn×m is denoted A+. If rank(A) = n < m then
AA+ = In and in this case, A+ = AT (AAT )−1.
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For a vector x =
[
x1 x2 · · · xn

] ∈ Rn, the following notation is defined,

diag(x)
�
=

⎡
⎢⎣
x1 0 0

0
. . . 0

0 0 xn

⎤
⎥⎦

An inequality between two matrices X,Y ∈ Rn×m e.g. X ≤ Y means that the matrix
X is less than or equal to Y element-wise, i.e. xij ≤ yij ∀i ∈ { 1 · · · n } and ∀j ∈
{ 1 · · · m }.

In Property 1-4 below, some relations involving matrix operations are given. Some
of them are quite elementary but are included in order to facilitate the reading of the
proofs in the sequel.

Property 1 Let A, B, and C be matrices of compatible dimensions. If A ≥ 0 and
B ≥ C, then AB ≥ AC and BA ≥ CA.

Let | · | denote the element-wise absolute value, i.e. matrix modulus. In [20] some
matrix modulus relations are given and the relations required for this article are stated
in Property 2 below.

Property 2 Let A,B ∈ Rn×m and C ∈ Rm×p then

a) |A+B| ≤ |A| + |B|
b) |AC| ≤ |A||C|
c) |A⊗B| = |A| ⊗ |B|

where ⊗ denotes Kronecker product.
Some more properties regarding the Kronecker product will be useful further on in

the article.

Property 3 Let A ∈ Rn×m, B ∈ Rp×q, C ∈ Rm×r, D ∈ Rq×s, E ∈ Rp×q, x ∈ Rn and
y ∈ Rm for arbitrary natural numbers m,n, p, q, r, s. Then

a) (A⊗B)(C ⊗D) = (AC) ⊗ (BD)

b) A⊗ (B ± E) = (A⊗B) ± (A⊗ E)

c) (x⊗ y) = (x⊗ Im)y = (In ⊗ y)x

d) If A ≥ 0 and B ≥ E, then A⊗B ≥ A⊗ E and B ⊗ A ≥ E ⊗ A

Property 3(a) and (b) can be found in [20], a proof of Property 3(c) is derived in [3] and
Property 3(d) is easy to verify.

A property regarding the Hadamard product, i.e. element-wise product, will be
required. It can be found in [20] and is restated here in Property 4.
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Property 4 Let x ∈ Rn and y ∈ Rn. Then (x ◦ y) = diag(x)y

All signals are assumed to be causal. A star between functions denotes convolution, i.e.

(F ∗G)(t)
�
=

∫ t

0−
F (t− τ)G(τ)dτ

where F (t) ∈ Rn×q and G(t) ∈ Rq×m are matrix-valued signals. Instead of writing the
convolution with a star it can be expressed by

FG
�
= F ∗G

where the bold-face font indicates a linear operator. Some inequalities involving convo-
lution are stated in Property 5 below.

Property 5 Let H1(t), H2(t) ∈ Rm×q, H3(t), H4(t) ∈ Rq×n and F (t) ∈ Rn×m then

a) If F (t) ≥ 0 ∀t and H1 ≥ H2 then F ∗H1 ≥ F ∗H2

b) |F ∗H1| ≤ |F | ∗ |H1|
c) If F (t) ≥ 0 ∀t and H3 ≥ H4 then H3 ∗ F ≥ H4 ∗ F

Proof. Proof of part (a) and (b) can be found in [3] and part (c) is straightforward to
show using Property 1 and basic properties of integrals. �

The modulus and inequalities of functions are intended to be point-wise. Assume that

F (t), G(t) ∈ Rn×q then the modulus is, |F |(t) �
= |F (t)| for all t > 0, and the inequality,

F ≤ G means that F (t) ≤ G(t) for all t > 0.
Some definitions regarding induced operator norms are required. Assume that G(t) ∈

Rn×q and u(t) ∈ Rq then an induced operator norm is defined as

‖G‖ �
= sup

u �=0

‖Gu‖
‖u‖

and, in particular,

‖G‖∞ = sup
u �=0

‖Gu‖∞
‖u‖∞ = max

i=1...n

∫ ∞

0

q∑
j=1

|Gij(τ)|dτ �
= ‖G‖1

A lemma concerning the complementary sensitivity function T = (I − G)−1 − I of
a system G with positive unity feedback is presented in Lemma 1. In short, it says
that if the impulse response of G is nonnegative, then the impulse response of T is also
nonnegative.

Lemma 1 Let G(t) ∈ Rn×n and define the linear operator G by GF
�
= G ∗ F . Let

T
�
= (I −G)−1 − I and define T as the function such that TF

�
= T ∗ F . If ‖G‖ < 1 and

G(t) ≥ 0 for all t ≥ 0 then ‖T‖ <∞ and T (t) ≥ 0 for all t ≥ 0.
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Proof. A formal proof is given in [21] but in order to facilitate the reading, an outline
of a proof is provided below.

The impulse response for T (t) can be written as

T (t) =((I − G)−1 − I)δ(t) = (G + G2 + . . .)δ(t)
=G(t) + (G ∗G)(t) + (G ∗G ∗G)(t) + . . . ≥ 0

(1)

where δ(t) is the unit impulse and Property 5(a) is used �

3 Background

A general description of a nonlinear process, with known and unknown input signals, is

ẋ(t)=f(x(t), u(t), π(t))
y(t)=Cx(t) +D(t)u(t) + F (t)π(t)

(2)

where C, D(t) and F (t) are matrices of appropriate dimensions and x(t) ∈ Rn, u(t) ∈ Rm,
π(t) ∈ Rp and y(t) ∈ Rl are the state vector, vector of known inputs, vector of unknown
inputs and the output vector, respectively. The unknown input vector, π(t), is assumed
to be bounded as |π(t)| ≤ Π where Π is a constant vector. In the sequel, the time
argument t is dropped to enhance the readability. Without loss of generality, it can be
assumed that f(0, 0, 0) = 0. By using Taylor expansion the nonlinear process in (2) can
be approximated by the bilinear model

ẋ =Axx+Bu+ Exπ +Nxx(x⊗ x) +Nuu(u⊗ u) +Nππ(π ⊗ π)+
Nxu(u⊗ x) +Nxπ(π ⊗ x) +Nuπ(π ⊗ u) + fh(x, u, π)

y =Cx+Du+ Fπ

where

Ax
�
= ∂f

∂xT

∣∣
0

B
�
= ∂f

∂uT

∣∣
0

Ex
�
= ∂f

∂πT

∣∣
0

Nxx
�
= ∂2f

∂xT2

∣∣∣
0

Nuu
�
= ∂2f

∂uT2

∣∣∣
0

Nππ
�
= ∂2f

∂πT2

∣∣∣
0

Nxu
�
=2 ∂2f

∂uT ∂xT

∣∣∣
0
Nxπ

�
=2 ∂2f

∂πT ∂xT

∣∣∣
0
Nuπ

�
=2 ∂2f

∂πT ∂uT

∣∣∣
0

and fh(x, u, π) denotes the terms of order 3 and higher.
In the sequel, it will be assumed that the system is, in a sense, near linear so the terms

Nxx, Nxu and the higher order terms fh(x, u, π) can be neglected. The term (u⊗ u) can
be included in the vector of inputs u since (u ⊗ u) is measured and thus Nuu can be
assumed to be zero without loss of generality. Under the above mentioned assumptions
the process in (2) can be described by the bilinear system

ẋ = Axx+Bu+ Exπ +Nxπ(π ⊗ x) +Nuπ(π ⊗ u) (3)

y = Cx+Du+ Fπ (4)
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3.1 Residual generation

A commonly used observer is

˙̂x=Axx̂+Bu+K(y − ŷ)
ŷ=Cx̂+Du

(5)

which is a Luenberger observer, [22].
The residual is the difference between the process output, y, and the estimated output,

ŷ, as r = y − ŷ. Then, if the process is described by (3, 4) and the Luenberger observer
by (5), then the error system is

˙̃x = (Ax −KC)x̃+Nxπ(π ⊗ x) + Exπ +Nuπ(Ip ⊗ u)π −KFπ (6)

r = Cx̃+ Fπ (7)

where the estimation error is x̃
�
= x− x̂ and Nuπ(π⊗u) is, by using Property 3(c), written

as Nuπ(Ip ⊗ u)π. The estimation error system in (6, 7) can be described by the bilinear
system

˙̃x=Ax̃+N(π ⊗ x̃) + Eπ
r=Cx̃+ Fπ

(8)

where the matrix E summarize the matrices Nuπ(Ip ⊗ u), KF and Ex and (π ⊗ π) are
assumed to be small and neglected. The explicit matrices for full and non-full state
measurement systems can be found in Appendix A and Appendix B, respectively.

In [1] it is stated that all linear residual generators can be expressed as an observer
with a linear filter applied to the observer residual. Remark 1 shows that the description
in (8) incorporates all these filtered residuals.

Remark 1 Assume the process is described by (3, 4) and the Luenberger observer by
(5). A filtered residual can be defined as r∗ = Qr = Q(y − ŷ) where the operator Q is
realized as

ẋf=Afxf +Bfr
r∗=Cfxf +Dfr

(9)

where xf ∈ Rnf . Assume that

Am
�
=

[
Ax 0
BfC Af

]

Nm
�
=

[
N
0

] (
In ⊗ [

Ip 0nf

])

Em
�
=

[
Ex

BfF

]

Cm
�
=
[
DfC Cf

]
Fm

�
=[DfF ]

(10)
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and define the extended state vector x̃m
�
=
[
x̃T xT

f

]T
. Then the filtered residual is given

by

˙̃xm=Amx̃m +Nm(π ⊗ x̃m) + Emπ
r∗=Cmx̃m + Fmπ

(11)

which has the same structure as the system (8). To see this, note that x̃ =
[
Ip 0nf

]
xm

and, therefore,

(π ⊗ x̃) = (Ipπ ⊗ [
Ip 0nf

] [
x̃ xf

]T
) =

(
Ip ⊗

[
Ip 0nf

])
(π ⊗ x̃m)

3.2 Residual evaluation

Residual evaluation means comparing some function of the residual with a threshold
to determine if a fault is present. The residual depends on the unknown input signals
π which in the introduction was called residual disturbances and consists of process
disturbances, measurement disturbances and model uncertainties. Since the residual
depends on π, the residual is always nonzero even if no fault is present. The threshold
shall be larger than the residual, when no fault is present, but as tight to the residual
as possible to be able to detect small faults. By looking at the structure of E in (66)
and (68) it becomes obvious that the system describing the residual, (8), depends on
the known input signals to the process due to the residual disturbances. To achieve a
threshold that is as tight to the residual as possible it is desirable for the threshold to
depend on the known input signals in the same way as the residual, see e.g. [15], [2] and
[3]. A robust threshold can be described as

σ(t) = sup
|π(t)|≤Π

(Sr)(t) (12)

where S is an evaluation operator. A common choice of operator, S, is the modulus
operator, see e.g. [2], [3] and [16], which is also chosen for this article. The modulus of
the residual in (7) can be expressed as

|r| = |Cx̃+ Fπ| ≤ |C||x̃| + |F ||π| (13)

To determine an upper bound of |r|, presented in (13), an upper bound of the modulus
of the estimation error, |x̃|, needs to be determined. An upper bound for |x̃| is derived
for both full and non-full state measurement systems in Section 4.

4 Inequalities for the modulus of the solution to bi-

linear and linear systems of differential equations

The non-full state measurement system described by (8) and with the matrices as in (68)
is a bilinear system. A dynamical upper bound of the modulus of the state of a bilinear
system is needed in (13) and is derived for a general input signal g(t) in [3]. Theorem 1
in [3] is restated here.
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Theorem 1 Consider the bilinear differential equation

ẋ=Ax+N(π ⊗ x) + g
x(0)=x0

(14)

where A ∈ Rn×n, N ∈ Rn×np, π(t) ∈ Rp and g(t) ∈ Rn. Assume that |π(t)| ≤ Π for all

t ≥ 0 and let G(t)
�
= eAt. Let H(t) ∈ Rn×n be a function that satisfies H ≥ |GN |(Π⊗In).

If ‖H‖ < 1 for some induced operator norm ‖ · ‖ then (I − H)−1 is a bounded operator
and

|x| ≤ (I − H)−1(|Gg +Gx0|)
Proof. The proof can be found in [21]. �

Corollary 1 states an upper bound of the state and the output of a bilinear system
with linear input signals

Corollary 1 Assume the bilinear system is described as

ẋ(t)=Ax(t) +N(π(t) ⊗ x(t)) +B(t)u(t) + E(t)π(t)
y(t)=Cx(t) +D(t)u(t) + F (t)π(t)
x(0)=x0

(15)

where x ∈ Rn, u ∈ Rm, π ∈ Rp, y ∈ Rl and the matrices are of appropriate dimensions.
Let G(t), H(t) and Π be defined as in Theorem 1 and assume that |G(t)| ≤ Γ(t), then

|x| ≤(I − H)−1(|GBu| + Γ|E|Π + |Gx0|)
|y| ≤|C|((I − H)−1(|GBu| + Γ|E|Π + |Gx0|)) + |Du| + |F |Π (16)

Proof. Theorem 1 with g = Bu+ Eπ yields

|x| ≤(I − H)−1(|G(Bu+ Eπ) +Gx0|)
≤(I − H)−1(|GBu| + |GEπ| + |Gx0|)
≤(I − H)−1(|GBu| + |G| ∗ |E||π| + |Gx0|)
≤(I − H)−1(|GBu| + Γ|E|Π + |Gx0|)

(17)

where Property 2(a) and Property 5(a) gives the second inequality and the third inequal-
ity comes from Property 2(b), Property 5(a) and 5(b). The assumption that |G| ≤ Γ and
|π| ≤ Π are used in combination with Property 5(a) to get the fourth inequality. The
modulus of y is

|y| =|Cx+Du+ Fπ|
≤|C||x| + |Du| + |F ||π|
≤|C|(I − H)−1(|GBu| + Γ|F |Π + |Gx0|) + |Du| + |F |Π

where the first inequality comes from Property 2(a) and 2(b). Property 1, equation (17)
and |π| ≤ Π are used in the second inequality. This completes the proof. �

If the process is a full state measurement system then the error system in (6) is linear,
instead of a bilinear since N = 0, see (66). The upper bound of the modulus of both the
state and the output of a general linear system are stated in Corollary 2.
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Corollary 2 Assume the process is described by the system of linear differential equa-
tions

ẋ(t)=Ax(t) +B(t)u(t) + E(t)π(t)
y(t)=Cx(t) +D(t)u(t) + F (t)π(t)

(18)

where x ∈ Rn, u ∈ Rm, π ∈ Rp, y ∈ Rl and the matrices are of appropriate dimensions.
Let G(t), H(t) and Π be defined as in Theorem 1 and assume that |G(t)| ≤ Γ(t), then

|x|≤|Gx0| + |GBu| + Γ|E|Π
|y|≤|C|(|Gx0| + |GBu| + Γ|E|Π) + |Du| + |F |Π (19)

Proof. Since N = 0 one can choose H(t) ≡ 0 in Theorem 1 and the operator (I −H)−1

becomes the identity operator, thus

|x| ≤I(|GBu| + Γ|E|Π + |Gx0|)
≤|GBu| + Γ|E|Π + |Gx0|

By using the upper bound of |y| from Corollary 1 in combination with the knowledge
that N = 0 it is straight forward to prove the upper bound of |y| in (19). This completes
the proof. �

5 Parameter determination for thresholds

In Section 5.1 and Section 5.2, ideal thresholds are presented which are linear dynamical
systems depending on upper bounds of the residual disturbances, Π ≥ |π(t)| for all
t. Since Π is unknown, the vector of design parameters π̂, which substitutes Π in the
thresholds, is determined such that the threshold σ is larger than |r| at all times. The
vector of parameters π̂ is chosen by minimizing the difference between σ and |r| for a set
of sampled measurement data. Optimization is then done with respect to three different
norms, the ∞−norm, 1-norm and 2-norm. Section 5.1 and Section 5.2 states inequalities
that guarantee that σ ≥ |r|. How to choose the vector π̂ in an optimal way is presented
in section 5.3.

5.1 Full state measurement systems

The residual in the fault detection algorithm for a full state measurement system is the
output of the system (8) with N = 0. An upper bound for the modulus of the residual
can be derived by using the upper bound of the output signal in Corollary 2 with r = y
and Bu = Du = 0, thus

|r| ≤ |C|(|Gx0| + Γ|E|Π) + |F |Π (20)

The expression (20) can unfortunately not be used directly since the upper bound of
the residual disturbances, Π, generally is unknown. Therefore, it is desirable to design



152 Paper E

the threshold to resemble (20) but depend on a vector of design parameters π̂ ≥ 0 instead
of Π as

σ = |C|(|Gx0| + Γ|E|π̂) + |F |π̂ (21)

Theorem 2 states an inequality for π̂ such that the threshold is larger than the residual,
|r|(t) ≤ σ(t) as long as no fault is present.

Theorem 2 Assume the residual r is generated by the error system (6, 7) with N = 0.
Define G(t) = eAt, Γ(t) ≥ |G(t)| and

Ω=|C|Γ|E| + |F |
β=|r| − |C||Gx0| (22)

Let π̂ ≥ 0 be chosen such that

Ωπ̂ − β ≥ 0 (23)

then, with the threshold σ as in (21),

σ ≥ |r|

Proof. First, define the quantity ζ such that

Ωπ̂ − β
�
= ζ ≥ 0

Then

0=Ωπ̂ − β − ζ = (|C|Γ|E| + |F |)π̂ − |r| + |C||Gx0| − ζ
=σ − |r| − ζ

(24)

where the second equality comes from (21). From (24) it follows that σ = |r| + ζ ≥ |r|
which completes the proof. �

5.2 Non-full state measurement systems

The residual in a fault detection algorithm for a non-full state measurement system can
be viewed as the output of the bilinear system (8). By using the upper bound of the
output equation in Corollary 1 with y = r an upper bound of the modulus of the residual
can be described as

|r| ≤ |C|(I − H)−1(Γ|E|Π + |Gx0|) + |F |Π (25)

The expression (25) would be an ideal threshold but the vector Π is unknown. Instead,
the threshold shall be designed to resemble (25) but not depend on Π which can be
achieved by substituting Π by a vector of design parameters π̂ ≥ 0. It shall also be noted
that the operator H includes the impulse response |GN | which can be difficult to realize.
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Therefore, it is desirable to use Γ̂ ≥ |GN | instead. With the knowledge that Γ̂ shall be
used instead of |GN |, a threshold can be expressed as

σ = |C|(I − Ĥ)−1(Γ|E|π̂ + |Gx0|) + |F |π̂ (26)

where

Ĥ(t)
�
= Γ̂(t)(π̂ ⊗ In) (27)

Theorem 3 provides an inequality for the parameter vector π̂ such that the threshold is
larger than the residual as long as no fault is present.

Theorem 3 Assume the residual r is generated by (8) with rank(|C|) = l. Let G(t) =
eAt, Γ(t) ≥ |G(t)| and Γ̂(t) ≥ |G(t)N | with Γ and Γ̂ as corresponding operators. Define

Ω1=Γ|E| + |C|+|F | + Γ̂(Ip ⊗ |C|+|r|)
Ω2=−Γ̂(Ip ⊗ |C|+|F |)
β=|C|+|r| − |Gx0|

(28)

and let π̂ ≥ 0 be chosen such that

Ω1π̂ + Ω2(π̂ ⊗ π̂) − β ≥ 0

‖Ĥ‖ < 1
(29)

where Ĥ(t) is defined in (27). Then, with the threshold σ as in (26),

σ ≥ |r|
Proof. Define the function ζ as

Ω1π̂ + Ω2(π̂ ⊗ π̂) − β
�
= ζ ≥ 0 (30)

The last term of Ω1π̂ can be written as

Γ̂ ∗ (Ip ⊗ |C|+|r|)π̂ =Γ̂ ∗ (π̂ ⊗ |C|+|r|) = Γ̂(π̂ ⊗ In) ∗ |C|+|r| = Ĥ|C|+|r|
where Property 3(c) is used in both the first and second equality and (27) is used in the
last equality. The term Ω2(π̂ ⊗ π̂) can be written as

−Γ̂ ∗ (Ip ⊗ |C|+|F |)(π̂ ⊗ π̂)=−Γ̂ ∗ (π̂ ⊗ |C|+|F |π̂)

=−Γ̂(π̂ ⊗ In) ∗ |C|+|F |π̂
=−Ĥ|C|+|F |π̂

where Property 3(a), 3(c) and (27) are used in the first, second and third equality,
respectively. With this knowledge (30) can be rewritten as

0 =Ω1π̂ + Ω2(π̂ ⊗ π̂) − β − ζ

=Γ|E|π̂ + |C|+|F |π̂ + Ĥ|C|+|r| − Ĥ|C|+|F |π̂ − |C|+|r| + |Gx0| − ζ
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and by rearranging the terms,

(I − Ĥ)|C|+|r|=Γ|E|π̂ + |Gx0| + (I − Ĥ)|C|+|F |π̂ − ζ

Applying the operator (I − Ĥ)−1 gives

|C|+|r| =(I − Ĥ)−1(Γ|E|π̂ + |Gx0|) + |C|+|F |π̂ − (I − Ĥ)−1ζ

and multiplying by |C| from the left yields

|r|=|C|(I − Ĥ)−1(Γ|E|π̂ + |Gx0|) + |F |π̂ − |C|(I − Ĥ)−1ζ

=σ − |C|(I − Ĥ)−1ζ

where the knowledge that |C||C|+ = I and (26) were used in the last equality. The
equation |r| = σ − |C|(I − Ĥ)−1ζ can be written as

σ = |r| + |C|((I − Ĥ)−1 − I)ζ + ζ ≥ |r|
The last inequality is true since |C| and ζ are nonnegative and, since ‖Ĥ‖ < 1, according
to Lemma 1, the impulse response of (I − Ĥ)−1 − I is also nonnegative when Ĥ(t) is
nonnegative. �

5.3 Optimizing the threshold

When the vector π̂ shall be determined, either by using the conditions in Theorem 2
for a full state measurement system or the conditions in Theorem 3 for a non-full state
measurement system, measurements without faults are required. These measurements
will be discrete so the conditions in Theorem 2 and Theorem 3 can be checked at the
discrete time instances, kh, where h is the sampling interval and k is the sample number,
k ∈ [

1 · · · M
]
. The number of discrete time instances, M , needs to be larger than

the number of inequality conditions in the used theorem. The choosing of the design
parameters π̂ can be formulated as different optimization problems which are shown in
Section 5.3.1 and 5.3.2. Some comments about how to solve the optimization problems
can be found in Section 5.3.3.

5.3.1 Full state measurement

The condition (23) in Theorem 2 can, in the sampling time instances, be written as

Ω(kh)π̂ − β(kh) ≥ 0, k = 1, 2, ..,M (31)

The set where π̂ fulfills the conditions in (31) can be formulated as

Υ = {π̂ ≥ 0|Σπ̂ ≥ ς} (32)

where

Σ=
[

Ω(h)T Ω(2h)T · · · Ω(Mh)T
]T ∈ RMl×p

ς=
[
β(h)T β(2h)T · · · β(Mh)T

]T ∈ RMl
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To obtain a threshold which is as tight as possible to the modulus of the residual, the
design parameters π̂ shall be chosen to minimize Σπ̂ − ς. Optimization with respect to
three vector norms is presented here, the ∞-norm

π̂∞ = arg min
π̃∈Υ

|Σπ̃ − ς|∞ (33)

the 1-norm,

π̂1 = arg min
π̃∈Υ

|Σπ̃ − ς|1 (34)

and the 2-norm

π̂2 = arg min
π̃∈Υ

|Σπ̃ − ς|2 (35)

The 1-norm optimization algorithm will generate a linear optimization problem which
can be solved using linear programming,

π̂1 = arg min
Σπ̃≥ς

π̃≥0

Ψπ̃ (36)

where Ψ = 1T
MlΣ. The objective function in (34) can explicitly be expressed as 1Ml(Σπ̃−ς)

but the term 1T
Mlς is a constant and is therefore superfluous and not incorporated in the

objective function in (36). The optimization problem when using the infinity vector norm
can explicitly be expressed as

π̂∞ = arg min
Σπ̃≥ς

π̃≥0

max{|Σiπ̃ − ςi| : i = 1 · · · M } (37)

where Σi is the i :th row in the matrix Σ and ςi is the i :th element in the vector ς. As
can be noted in (37), the objective function is nonlinear. If the 2-norm is used then the
objective function is also nonlinear, square root of a second order polynomial, as can be
seen in

π̂2 = arg min
Σπ̃≥ς

π̃≥0

(
Ml∑
i=1

(Σiπ̃ − ςi)
2

) 1
2

(38)

In Section 5.3.3 a discussion of how to solve these nonlinear optimization problems is
carried out.

5.3.2 Non-full state measurement system

The condition Ω1π̂ + Ω2(π̂ ⊗ π̂) − β ≥ 0 from Theorem 3 can, in the sampled time
instances, be written as Ω1(kh)π̂ + Ω2(kh)(π̂ ⊗ π̂) − β(kh) ≥ 0, k = 1, 2, ..,M . For the
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norm condition in (29) the norm can be chosen as the infinity induced operator norm,
‖Ĥ‖∞ < 1, which gives linear conditions, see Lemma 2. Another norm which can be
chosen is the 2−norm and then a H∞−condition is achieved. The set of parameters π̂ ≥ 0
that fulfills the conditions above can be written as

Υ = {π̂ ≥ 0|Σπ̂ + Ξ(π̂ ⊗ π̂) ≥ ς, ‖Ĥ‖∞ < 1} (39)

where

Σ=
[

Ω1(h)
T Ω1(2h)

T · · · Ω1(Mh)T
]T

Ξ=
[

Ω2(h)
T Ω2(2h)

T · · · Ω2(Mh)T
]T

ς=
[
β(h)T β(2h)T · · · β(Mh)T

]T

Lemma 2 Let H(t)
�
= CeAtB ≥ 0. Then ‖H‖∞ < 1 if and only if

−CA−1B1n − 1n < 0

Proof. The proof of Lemma 2 can be found in Appendix C. �
Note that Ĥ(t), defined in (27), with Γ̂(t) = CΓ̂e

AΓ̂tBΓ̂ can thus be written as Ĥ(t) =

CΓ̂e
AΓ̂tBΓ̂(π̂ ⊗ In). Applying Lemma 2 on Ĥ(t) gives that −CΓ̂A

−1

Γ̂
BΓ̂(π̂ ⊗ In)1n < 1n.

The condition can be rewritten by using Property 3(c) as

−CΓ̂A
−1

Γ̂
BΓ̂(Ip ⊗ 1n)π̂ = Λπ̂ < 1n

where
Λ = −CΓ̂A

−1

Γ̂
BΓ̂(Ip ⊗ 1n)

and the norm condition has been rewritten to be a linear condition. To sum up, for the
non-full state measurement system the three criterions are: π̂ ≥ 0, the linear inequalities
Λπ̂ − 1n < 0 and the quadratic inequalities Σπ̂ + Ξ(π̂ ⊗ π̂) ≥ ς.

To receive a threshold which is as tight as possible to the modulus of the residual,
the design parameters should be chosen such that the equation Σπ̂ + Ξ(π̂ ⊗ π̂) − ς is
minimized. Optimization with respect to three different vector norms is presented here,
the ∞−norm

π̂∞ = arg min
π̃∈Υ

|Σπ̂ + Ξ(π̂ ⊗ π̂) − ς|∞ (40)

the 1−norm

π̂1 = arg min
π̃∈Υ

|Σπ̂ + Ξ(π̂ ⊗ π̂) − ς|1 (41)

and the 2−norm

π̂2 = arg min
π̃∈Υ

|Σπ̂ + Ξ(π̂ ⊗ π̂) − ς|2 (42)

The second order term Ξi(π̂ ⊗ π̂), which is the i :th row of Ξ(π̂ ⊗ π̂), can be transformed
into standard quadratic form by using Lemma 3.
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Lemma 3 Let x∈Rn, y∈Rp and AT
i ∈Rp ,i = 1, 2, .., n. Define A=

[
A1 A2 · · · An

]∈
R1×np, A∗ =

[
AT

1 AT
2 · · · AT

n

]T ∈ Rn×p and Q = 1
2
(A∗ + A∗T ) then

{
A(x⊗ y) = xTA∗y
A(x⊗ x) = xTQx

Proof. The proof of Lemma 3 can be found in Appendix D. �
The second order term Ξi(π̂ ⊗ π̂) can be written into standard quadratic form as

π̂T Ξ̃iπ̂ where

Ξ̃i =
1

2

(
Ξ∗

i + Ξ∗T
i

)
and

Ξ∗
i =

[
ΞT

i1 ΞT
i2 . . . ΞT

ip

] ∈ Rp×p

where Ξij ∈ R1×p is defined by partitioning Ξi into

Ξi =
[

Ξi1 Ξi2 . . . Ξip

] ∈ R1×p2

For a non-full state measurement system the 1−norm optimization algorithm will gener-
ate a nonlinear optimization problem with quadratic inequality conditions and a quadratic
objective function, QCQP. The 1−norm optimization problem can, explicitly, be written
as

π̂1 = arg min
Σiπ̃ + π̃T Ξ̃iπ̃ − ςi≥0 ∀i

Λπ̃ − 1n≥0
π̃≥0

Ml∑
i=1

Σiπ̃ + π̃T Ξ̃iπ̃ (43)

where
∑Ml

i=1 ς is omitted in the objective function since it is a constant and has no effect
on the optimization. By choosing a different estimation error system state vector it is
possible to transform this QCQP problem to achieve a linear optimization problem which
can be solved by linear programming, [23]. The optimization algorithm using the infinity
vector norm is a nonlinear optimization problem as

π̂∞ = arg min
Σiπ̃ + π̃T Ξ̃iπ̃ − ςi≥0 ∀i

Λπ̃ − 1n≥0
π̃≥0

max{|Σiπ̃ + π̃T Ξ̃iπ̃ − ςi| : i = 1, . . . ,M} (44)

The optimization problem when the vector 2−norm is used can be expressed as

π̂2 = arg min
Σiπ̃ + π̃T Ξ̃iπ̃ − ςi≥0 ∀i

Λπ̃ − 1n≥0
π̃≥0

(
Ml∑
i=1

(Σiπ̃ + π̃T Ξ̃iπ̃ − ςi)
2

) 1
2

(45)

which is a nonlinear optimization problem where the objective function is the square root
of a polynomial function of order 4.



158 Paper E

5.3.3 Methods to solve the nonlinear optimization problems

The drawback with nonlinear programming problems are that the finding of the global
optimum can often not be assured. A general nonlinear optimization problem can be
written as

min
f1(x) ≤ 0

..

.
fj(x) ≤ 0

x ∈ X

f0(x)

If the nonlinear programming problem can be rewritten as a d.c. programming problem
then it can be assured that the global optimum can be found, [24]. An optimization
problem can be called d.c. programming problem if the objective function, f0(x), and
the inequality conditions, fi(x) where i ∈ [

1 · · · j
]
, can be written as d.c. functions,

i.e. the difference between two convex functions. This is not a very restrictive condition
since, according to Proposition 2.3 in [24], all functions f : Rn → R whose second order
partial derivative is continuous everywhere can be represented as d.c. functions. It can be
noted that the 1-norm and 2-norm optimization algorithm generate objective functions
which are polynomials and, therefore, always have continuous second order derivatives.
Proposition 2.1 in [24] states that

max
i=1,...,j

fj(x)

is a d.c. function if the functions fj(x) are d.c. functions. The objective function from
the infinity norm optimization algorithm is, therefore, a d.c. function. It can be noted
that if the branch-and-bound algorithm, see section 5.1 in [24], is used then a global
minimum can be found. Another possible d.c. algorithm which can be used is given in
[25] where also an example similar to the QCQP problem (43) is presented.

A function can often be decomposed into d.c. functions in many ways. The article
[26] presents a comparison between different d.c. algorithms together with different d.c.
decompositions for quadratically constrained optimization problems. The conclusion in
[26] is that the performance of the d.c. algorithms depend on the d.c. decompostion.
Lemma 3 can be used to rewrite each of the quadratic inequality conditions to standard
quadratic form which is required in order to apply the results from [26].

6 Application to a flotation process: A full state

measurement system

A common problem in flotation processes is clogging in the level control valves. Therefore,
a robust fault detection algorithm is suggested, in this section, for detection of clogging
in the valves.
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6.1 Flotation process model

The flotation process considered here is situated at Boliden Area Concentrator, Sweden.
It consists of four cascade coupled tanks with a control valve after each tank with the
purpose of controlling the levels in the tanks. The valve control signals, u(t) ∈ R4 and the
external inflow, q(t) ∈ R are the known input signals. All four tank levels are measured
and the level is denoted, x(t) ∈ R4.

The continuous time model of the tank levels can be described by a system of nonlinear
first order differential equations as

ẋ(t) = f(x(t), u(t), v(t)) +Dq(t) (46)

where v(t) ∈ R4 are the fault signals, i.e. the clogging of each control valve. A more
detailed description of the flotation process model can be found in [15]. The nonlinear
model in (46) can be linearized around a working point where x0, q0 are chosen and u0 is
calculated by solving f(x0, u0, v0) + Dq0 = 0. The linearized process model is achieved
by using a Taylor expansion of the right hand side of (46) with respect to u, x, v and q
and can be expressed as

Δ̇x=AΔx +DΔq +BΔu + EvΔv +Q
y=CΔh + πw

(47)

where πw is additive measurement noise and Δx,Δq,Δu and Δv are defined by

x
�
=x0 + Δx

u
�
=u0 + Δu

q
�
=q0 + Δq

v
�
=v0 + Δv

In the sequel the working point of the faults are assumed to be zero, i.e. v0 = 0. The
matrices A,B,Ev and Q in (47) are defined as

A
�
=f ′

x(x0, u0, 0)

B
�
=f ′

u(x0, u0, 0)

Ev
�
=f ′

v(x0, u0, 0)

Q
�
=f(x0, u0, 0) +Dq0

where the notation f ′
x(ϑ) means the derivative of the function f with respect to x evalu-

ated at the point ϑ. The constant term Q in (47) is expected to be zero if neglecting the
uncertainties but nonzero otherwise and thus affect the process and is therefore retained.

6.2 Uncertainty analysis

The process model depends on the input signal Δq and Δu, the working point x0, q0
and u0 and the valve parameters K ∈ R4 and c ∈ R4 which all contain uncertainties.
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The parameters K and c are identified parameters in a linear valve model and contains
uncertainties and these valve model uncertainties also causes uncertainties in the working
point and therefore also in Δu. Measurements can always be assumed to be uncertain,
therefore, Δq is assumed to be uncertain. The measurement y is assumed to contain an
additive disturbance πw which is already included in the model (47). In summary

x0 =x̂0 ◦ (14 + πx0) q0 =q̂0 ◦ (1 + πq0) u0 =û0 ◦ (14 + πu0)
Δq =Δq̂ ◦ (1 + πΔq) Δu =Δû ◦ (14 + πΔu)

K =K̂ ◦ (14 + πK) c =ĉ ◦ (14 + πc)
(48)

where hat signifies the nominal value and ◦ denotes the Hadamard product.
The uncertainties in (48) can be collected as

π =
[
πT

x0
πT

q0
πT

u0
πT

Δq
πT

Δu
πT

K πT
c π

T
w

]T ∈ Rp

where p = 26. The matrices A,B,D and Q in (47) depend on the uncertainties and can
be approximated by first order Taylor expansions as

A(π)≈A(0) + A′
π(0)(π ⊗ I4)

�
=Â+ Ã(π ⊗ I4)

B(π)≈B(0) +B′
π(0)(π ⊗ I4)

�
=B̂ + B̃(π ⊗ I4)

D(π)≈D(0) +D′
π(0)π

�
=D̂ + D̃π

Q(π)≈Q(0) +Q′
π(0)π

�
=0 + Q̃π

(49)

6.3 Residual generation

A Luenberger observer, [22], is used to generate an estimate of the clogging in the valves
and this estimate constitutes the residual. The observer uses the process model from
(47) extended with four integrals, ι̂(t) ∈ R4, one for each tank, to estimate the clogging
in the four control valves. The difference between the measured level and the estimated
level of each tank is used to correct the level estimate and the integral state variables for
the corresponding tank. The observer is

Δ̇x̂=ÂΔx̂ + D̂Δq̂ + B̂Δû + Eιι̂+ Lx(y − ŷ)
˙̂ι=Lι(y − ŷ)
ŷ=CΔx̂

(50)

where Eι = I4 determines how the integral action is connected to the process and Lx, Lι ∈
R4×4 are the feedback matrices.

The estimation error system, with the error state Δ̃x = Δx − Δx̂, can, by using
the process model (47), the observer (50) and the uncertainty description (49) while
neglecting products between uncertainties, be described as

˙̃Δx = ÂoΔ̃x + Ã(π ⊗ I4)Δx + B̃(π ⊗ I4)Δu + D̃πΔq̂ + Q̃π + EvΔv − Eιι̂+Hxπ (51)

where Âo
�
= Â− LxC and Hx

�
=
[

04×9 D̂diag(Δq̂) B̂diag(Δû) 04×8 Lx

]
.
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The equation (51) depend on Δx which will cause problem when designing a robust
threshold. Since the flotation process is a full state measurement system the state vector
Δx can be substituted by Δx = C−1y−C−1πw which makes it possible to design a robust
threshold. Equation (52) can be rewritten as

˙̃Δx = ÂoΔ̃x + Ã(I26 ⊗ C−1y)π + B̃(I26 ⊗ Δu)π + Δq̂D̃π + Q̃π + EΔv − Eιι̂+Hxπ (52)

where Property 3(c) is used and Ã(π⊗C−1πw) is neglected since it is a product between
two uncertainties. Similar calculations for the integral state variables lead to

˙̂ι = Lι(y − ŷ) = LιCΔ̃x + Lιπw = LιCΔ̃x +Hιπ (53)

where Hι
�
=
[

04×22 Lι

]
. Assuming there is no clogging in the process, i.e. Δv = 0,

and defining the new state vector z
�
=
[

Δ̃T
x −ι̂T ]T

gives that the equations (52) and
(53) can be described by the system in (8) with

A=

[
Âo Eι

−LιC 0

]

N=0
g=Eππ

(54)

where

Eπ=

[
Ã(I26 ⊗ C−1y) + B̃(I26 ⊗ Δu) + Δq̂D̃ + Q̃+Hx

−Hι

]
(55)

It can be noted that Eπ depends only on measured signals and known parameters but
is time-varying. The fault detection residuals are defined to be the four integral state
variables and can be expressed as

r(t) = −ι̂(t) =
[

0 I4
]
z(t)

6.4 Threshold parameter selection

In Section 5.1, a threshold for a full-state measurement system is stated, (21). The
matrices in (21), for the error system of the flotation process presented in Section 6.3,
are

C=
[

0 I4
]

E=Eπ

F=0

and G(t) = eAt where A is defined in (54). The nonnegative impulse response matrix
Γ(t) ≥ |G(t)| is calculated by using Lemma 4 in [21]. The observer is expected to have
converged before starting the fault detection so the initial value of the estimation error
is set to zero. To conclude, the threshold is

σ =
[

0 I4
]
Γ|Eπ|π̂ (56)
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The vector of design parameters, π̂, needs to be determined which is done by using
Theorem 2 where the functions in (22) are

Ω=
[

0 I4
]
Γ|Eπ|

β=|r|

6.5 Experimental result

The experiments are carried out on data from the direct flotation process at Boliden Area
Concentrator. When controlling the levels in the tanks, there are two working conditions,
either an LQ-controller, see [19] for more details, or four separate PI-controllers are used.
When the PI-controllers are used the tank levels vary extensively and is the more critical
case regarding false alarms in the fault detection, [15].

The clogging of valves are expected to be a slow process and therefore a 5th order
low-pass filter is applied to the control signals, level and inflow measurements to keep
only the low frequency contents of the signals.

In Figure 1, the residual of the four tanks are shown that are used to identify π̂.
Figure 1 also shows the thresholds when π̂ is optimized with respect to the 1−, 2− and
the ∞− vector norm.

The resulting thresholds have also been tested on a validation data set which is shown
in Figure 2. The thresholds are similar for the different tanks since only a few of the 26
parameters in π̂ are different from zero and these affects all the tanks in similar ways.
Though, as can be noted, the levels of the thresholds are different for different tanks.

7 Application to a jet engine: A non-full state mea-

surement system

A problem in a jet engine is that faults in the compressor inlet temperature sensor (T25)
might occur. Therefore, a robust fault detection algorithm is derived in this section to
detect increased measurement noise in the temperature sensor.

7.1 Jet engine process model

The temperature at the compressor inlet (T25), in a RM12 turbofan jet engine, is mod-
elled by the following linear time-varying first order differential equation,

ẋ(t)=a(t)x(t) + b(t)
y(t)=x(t) + πy

(57)

where x(t) and y(t) are the T25 temperature and the measurement of T25, respectively.
The signal πy is measurement noise and the signals a(t) and b(t) are nonlinear functions
of other measurements in the jet engine, but the functions in detail are omitted here.
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Figure 1: The residual used for identification is shown and the resulting thresholds. The resid-
uals, (solid line) and the thresholds when optimized with respect to the 1−norm, (dashed lines),
the 2−norm, (dotted line), and the ∞−norm, (dash-dotted lines), are pictured for Valve 1,
(upper left), Valve 2, (lower left), Valve 3, (upper right) and Valve 4, (lower right).

7.2 Uncertainty analysis

There are uncertainties in the model which gives uncertainties in the parameters in a(t)
and b(t) i.e

a=â+ πa

b=b̂+ πb
(58)

where hat signifies the nominal value. The residual disturbances can be collected into
one vector as

π =
[
πa πb πy

]T
(59)

7.3 Residual generation

A linear observer with integral action and time-varying feedback is chosen as residual
generator. The observer is

˙̂x=âx̂+ b̂+ ι̂+Kx(y − ŷ)
˙̂ι=Lι(y − ŷ)
ŷ=x̂

(60)
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Figure 2: The residual used for evaluation is shown with the resulting threshold. The residuals,
(solid line) and the thresholds when optimized with respect to the 1−norm, (dashed line), the
2−norm, (dotted line), and the ∞−norm, (dash-dotted line), are pictured for Valve 1, (upper
left), Valve 2, (lower left), Valve 3, (upper right) and Valve 4, (lower right).

It is possible, by choosing Kx(t)
�
= â(t) + Lx, to achieve time-invariant estimation error

dynamics. The initial conditions, x̂(0) and ι̂(0) are chosen to be zero. As a result of the

integral action, the residual, r
�
= y − ŷ, will converge to zero even in the presence of the

residual disturbances π. It is desirable to introduce high-pass filtering of the residual to
detect increase in the sensor noise and this is accomplished by the integral action.

Define the estimation error as x̃ = x− x̂, then the estimation error dynamics is

˙̃x=−Lxx̃+ πax− ι̂−Kxπy + πb

=−Lxx̃+ πa(x̃+ x̂) − ι̂−Kxπy + πb
(61)

To illustrate the method for non-full state measurement systems presented in Theorem
3, the estimation error is chosen as x̃ = x − x̂, so that the matrix N in (8) is different
from zero. The dynamics of the integral state variables can be written as

˙̂ι = Lι(y − ŷ) = Lιx̃+ Lιπy (62)

Collected and rewritten, the estimation error system (61), the integral state variable (62)
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and the residual, r = y − ŷ, can be written as

˙̃x=−Lxx̃− ι̂+ πax̃+Hxπ
˙̂ι=Lιx̃+Hιπ
r=x̃+Hrπ

(63)

where

Hx=
[
x̂ 1 Kx

]
Hι=

[
0 0 1

]
Hr=

[
0 0 1

]

Defining the new state vector z
�
=
[
x̃ ι̂

]T
gives that the system in (63) can be written

in the form of the bilinear system in (8) with

A
�
=

[ −Lx −1
Lι 0

]

N
�
=

[
1 0 0 0 0 0
0 0 0 0 0 0

]

g
�
=

[
Hx

Hι

]
π

(64)

7.4 Threshold parameter selection

In Section 5.2 a suitable threshold (26) is stated for a non-full state measurement system
like the system presented in (3, 4) with matrices as in (68). The matrices in the threshold
(26) for the jet engine presented in Section (7.3) are

C=
[

1 0
]

E=
[
HT

x HT
ι

]T
F=Hr

also, G(t) = eAt where A is defined in (64) , Γ ≥ |G| and Ĥ = Γ̂(π̂ ⊗ I2). The matrix of
transfer functions (LG)(s) is

(LG)(s) =

[
G11(s) G12(s)
G21(s) G22(s)

]
=

1

s2 + Lxs+ Lι

[
s −1
Lι s+ Lx

]

and a system with impulse response Γ̂ ≥ |GN | is

Γ̂ =

[
Γ11 0 0 0 0 0
Γ12 0 0 0 0 0

]

where Γ ≥ |G| is obtained by hand as

(LΓ)(s) =

[
Γ11(s) Γ12(s)
Γ12(s) Γ22(s)

]
=

1

s2 + Lxs+ Lι

[
sLx/2+Lι√

L2
x/4−Lι

1

Lι s+ Lx

]
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The observer is assumed to have converged before using the detection algorithm and
therefore the initial condition are assumed to be zero. The threshold can be written as

σ∗ =
[

1 0
]
(I − Ĥ)−1

(
Γ
∣∣∣[ Hx Hι

]T ∣∣∣ π̂)+Hrπ̂

To be able to use this threshold the vector of parameters, π̂, needs to be identified
and that can be done by using Theorem 3. The functions Ω1, Ω2 and β in (28) required
for Theorem 3 are

Ω1=Γ
[
HT

x HT
ι

]T
+ |C|+Hr + Γ̂(I3 ⊗ |C|+|r|)

Ω2=−Γ̂(I3 ⊗ |C|+|Hr|)
β=|C|+|r|

where |C|+ =
[

1 0
]T

7.5 Experimental result

The fault detection algorithm is tested on data collected from a turbofan jet engine. The
choice of parameters in the observer is,

Lx = 5, Lι = 2

which was tuned manually in order to obtain an observer residual resembling white noise.
The design parameters π̂ are calculated by using the function ”fmincon” in matlab.

Figure 3(a) shows the results with validation data. It shows the residual for a data set
without fault and two corresponding thresholds where one is optimized with respect to
the ∞−norm and the other with respect to the 1−norm. When using the 2−norm the
threshold becomes equal to the threshold of the 1−norm, in this case.

In Figure 3(b), a measurement disturbance is added to the measurement signal, y(t),
from the time t = 60s and forward which also affects the residual. The disturbance is
a white noise signal with standard deviation 1. Both the ∞−norm threshold and the
1−norm threshold is crossed by the residual so an alarm will be raised and this fault is
detected.

It should be noted that it is possible to obtain tighter thresholds than those shown
in Figure 3 by using a different state vector parametrization of the residual generator,
see e.g. [3], [21] and [23]. However, with the state vector chosen in this article, the term
Ω2 = −Γ∗(I3 ⊗ |C|+|Hr|) becomes nonzero so that the full potential of Theorem 3 may
be illustrated.

8 Conclusion and future work

A robust residual evaluator for fault detection is suggested. The robust residual evaluator
contains a robust dynamical threshold which is described as an output of a linear system.
An ideal threshold is pointed out which depends on unknown upper bounds of the residual
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Figure 3: In picture a and b the residual is the solid line while the dashed line and dash-dotted
line are the thresholds optimized with respect to the 1− and ∞−norm, respectively. Picture
a shows the validation data while a white noise disturbance is added to the T25 measurement
signal from time t = 60 s in b.

disturbances. Instead, the dynamical threshold is designed to structurally resemble the
ideal threshold but substitutes the upper bounds of the residual disturbances with a
vector of design parameters. The main results in this article are automatic methods to
determine this vector of parameters such that the threshold is larger than the residual as
long as no fault is present. Two different methods, one for full state measurement systems
and one for non-full state measurement systems are presented. Choosing values for this
parameter vector is formulated as optimization with respect to three different norms,
the 1−norm, the 2−norm and the ∞−norm. In most cases the optimization algorithm
will generate a nonlinear programming problem. Since the objective function and the
inequality conditions, for the cases in this article, can be written as d.c. functions, it will
always be possible to find the global optimum.

The algorithm for determining the vector of parameters for a full state measurement
system has been tested on measurement data from a flotation process. The flotation
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process contains four cascade coupled tanks with control valves after each tank. The
fault detection algorithm shall detect clogging in the control valves. Three different
optimization norms, the 1−, 2− and ∞−norm, have, in a successful way, been used to
identify a vector of design parameters.

Measurement data from a jet engine process is used to test the design algorithm for
a non-full state measurement system. The jet engine fault detection algorithm identifies
faults in the temperature sensor in a RM12 turbofan engine. Three different optimization
norms, the 1−, 2− and ∞−norm, have, successfully, been used to identify a vector of
parameters.

A problem which remains to investigate is how to, in a systematic way, determine a
linear dynamical system which has an impulse response matrix that is larger than the
modulus of another impulse response matrix.
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Appendix A Matrices for full state measurement sys-

tems

By using (4), the state vector for a full-state measurement system can, since C is invert-
ible, be expressed as x = C−1y − C−1Du− C−1Fπ and thus

Nxπ(π ⊗ x)=Nxπ(π ⊗ (C−1y − C−1Du− C−1Fπ))
=Nxπ(π ⊗ C−1y) −Nxπ(π ⊗ C−1Du) −Nxπ(π ⊗ C−1Fπ)
=Nxπ(Ip ⊗ C−1y)π −Nxπ(Ip ⊗ C−1Du)π −Nxπ(Ip ⊗ C−1F )(π ⊗ π)

(65)

where Property 3(b) was used in the second equality and Property 3(a) and 3(c) in the
last equality. The terms Nxπ(Ip ⊗ C−1Du)π and Nxπ(Ip ⊗ C−1y)π are included in Eπ
while Nxπ(Ip ⊗C−1F )(π⊗π) is neglected since it is a product between two uncertainties
which are assumed to be small. In conclusion, the matrices in (8) can be expressed as

A=Ax −KC
N=0
E=Ex +Nxπ(Ip ⊗ C−1y) −Nxπ(Ip ⊗ C−1Du) +Nuπ(Ip ⊗ u) −KF

(66)

for a full state measurement system.

Appendix B Matrices for non-full state measurement

systems

The quantity Nxπ(π ⊗ x) in (6) can be written as

Nxπ(π ⊗ x)=Nxπ(π ⊗ (x̃+ x̂))
=Nxπ(π ⊗ x̃) +Nxπ(π ⊗ x̂)
=Nxπ(π ⊗ x̃) +Nxπ(Ip ⊗ x̂)π

(67)

where Property 3(b) and Property 3(c) are used in the second and third equality, respec-
tively. The matrices in (8) can, thus, be expressed as

A=Ax −KC
N=Nxπ

E=Ex +Nxπ(Ip ⊗ x̂) +Nuπ(Ip ⊗ u) −KF
(68)

for a non-full state measurement system.

Appendix C Proof of Lemma 2

First a lemma, Lemma 4, is presented to help facilitate the proof of Lemma 2. Lemma
4 treats the integral from zero to infinity of an impulse response matrix.
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Lemma 4 Let Γ = CeAtB be a impulse response matrix of an asymptotically stable
linear system, then

∫ ∞

0

Γ(τ)dτ = −CA−1B

Proof. The Lemma is easily shown by transforming the impulse response into the
Laplace domain and using the final value theorem. �

The proof of Lemma 2 is stated below.
Proof. Let ei be the i :th column of an n× n identity matrix and use that ‖H‖∞ =

maxi ‖Hi‖1 where Hi(t) is the i :th row of the impulse response of H and ‖ · ‖1 is the
1-norm for signals. Thus

‖Hi(t)‖1=
∫∞

0
|Hi(τ)|1ndτ =

∫∞
0
eT

i |H(τ)|1ndτ
=eT

i

∫∞
0

|H(τ)|dτ1n = eT
i

∫∞
0
H(τ)dτ1n

=−eT
i CA

−1B1n

where H(τ) ≥ 0 ∀τ ≥ 0 was used in the fourth equality and Lemma 4 in the last equality.
Thus ‖H‖∞ < 1 if and only if −eT

i CA
−1B1n < 1 ∀i or equivalently −CA−1B1n < 1n. �

Appendix D Proof of Lemma 3

Proof.

A(x⊗y)=A(x⊗Ip)y=
[
A1 A2 · · · An

]
⎡
⎢⎢⎢⎣
x1Ip
x2Ip

...
xnIp

⎤
⎥⎥⎥⎦y=

[
x1 x2 · · · xn

]
⎡
⎢⎢⎢⎣
A1

A2
...
An

⎤
⎥⎥⎥⎦y=xTA∗y

where Property 3(c) was used in the first equality and the rest are just rearrangements.
When x = y then

xTA∗y=xTA∗x = 1
2
xTA∗x+ 1

2
(xTA∗x)T = 1

2
xTA∗x+ 1

2
xTA∗Tx = 1

2
xT (A∗ + A∗T )x

=xTQx

�
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Realizable Upper Bounds for the Modulus of

Impulse Responses

Michael Bask and Andreas Johansson

Abstract

This article treats the problem of finding a linear system whose impulse response is an
upper bound for the modulus of the impulse response of another given system. These
upper bounds are required for a newly developed fault detection algorithm [1]. Three
different methods to calculate a realizable upper bound for an impulse response, which
contains multiple real poles and distinct complex poles, are presented.

The triangular inequality and linear optimization are used in the first and second
method, respectively. In the third method, the original impulse response is used combined
with time-delays.

The upper bounds are calculated for a fictitious impulse response and compared with
its modulus.

1 Background

The research in the area of fault detection has been extensive in the last two decades.
Some books have been written on the subject, see e.g. [2], [3], and [4]. A fault detection
algorithm consists of two parts, the residual generation and the residual evaluation.
The former contains a process model and calculates the residual, r(t), which is a filtered
difference between a measured process output and the corresponding output of the process
model. The latter compares the evaluation signal, a function of the residual, with a
threshold to determine if a fault is present. Since the process model will always contain
model uncertainties, the residual will depend on the known input signals [5]. These
known input signals are, in general, time-varying [6]. Therefore, the threshold should be
a function of the known input signals to be as tight to the evaluation signal as possible.
The error system in a residual generator, when parametric uncertainties are considered,
can be described as

ẋ=Ax+N(δ ⊗ x) + ζ
r=

[
I 0

]
x

x(0)=x0

(1)

where A ∈ Rn×n and N ∈ Rn×np, see e.g. [1] and [7]. The state, input, and residual
signals are x(t) ∈ Rn, ζ(t) ∈ Rn, and r(t) ∈ Rl, respectively. Parametric uncertainties
are denoted as δ(t) ∈ Rp and are bounded as |δ(t)| ≤ Δ ∈ Rp. The evaluation signal,
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chosen as the modulus of the residual, |r(t)|, is compared to a threshold, Φ(t), in order to
determine if a fault is present, see e.g. [1], [5], and [7]. The threshold shall be designed
to be as small as possible and yet satisfy

Φ(t) ≥ |r(t)| =
[
I 0

] |x(t)| (2)

when no fault is present. From (2), it is clear that an upper bound for the modulus of
the state, |x(t)|, is required. A theorem providing such an upper bound is presented in
[1] and is restated below.

Theorem 1 Consider the bilinear differential equation (1). Assume that |δ(t)| ≤ Δ for

all t ≥ 0 and define P (t)
�
= eAt. Let Γ(t) ∈ Rn×n be a function that satisfies Γ ≥

|PN |(Δ ⊗ In) and define the operators Γ and P as the convolution with Γ(t) and P (t),
respectively. If ‖Γ‖ < 1 for some induced operator norm ‖·‖, then (I−Γ)−1 is a bounded
operator and

|x| ≤ (I − Γ)−1(|Pζ + Px0|) (3)

To use (3), it is required that an upper bound H(t) ≥ |G(t)| where G(t) = P (t)N is
determined. This can be divided into two steps,

1. Design a realizable impulse response upper bound, h(t) ≥ |g(t)| for each element
in |G(t)|.

2. Determine a minimal realization of the impulse response upper bound matrix H(t).

The latter problem has been solved, see e.g. [8], [9], and [10]. The former problem is
discussed in this article. So far, the upper bounds have been determined by hand, see e.g.
[1] and [7], but an automatic method to find them is of great interest. Three different
methods to determine an upper bound for an impulse response are derived in this article.

An outline of the paper is as follows. The next section, Section 2, states the problem
formulation. Section 3 provides different realizable upper bounds for the modulus of an
impulse response generated by a second order system with a complex conjugated pair of
poles. Three different methods to derive a dynamical system whose impulse response is
always larger than the modulus of the impulse response of a system with real multiple
poles and distinct complex poles are given in Section 4. A numerical example is presented
in Section 5 where the methods from Section 4 are applied. In Section 6, the conclusions
are found followed by acknowledgements in Section 7.

2 Problem formulation

Throughout this article, all impulse responses are assumed to be causal, i.e. equal to
zero for t < 0.

Consider an impulse response,

g(t)=
∑K

ı=1

∑qı

j=0 r
r
ıjt

jepr
ı t +

∑L
ı=1

(
rc
ı e

pc
ı t + r̄c

ı e
p̄c

ı t
)

(4)
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where the bar denotes complex conjugate. The integers L, K, and qı are the number
of complex pole pairs, distinct real poles, and the multiplicity of the ı:th real pole,
respectively. The parameters pr

ı and pc
ı denote the ı:th real and complex pole, respectively,

while rr
ıj, r

c
ı , and r̄c

ı are the corresponding coefficients. The impulse response (4) can

be written in real form by defining, aı
�
= 2�{rc

ı}, bı �
= −2�{rc

ı}, cı �
= �{pc

ı}, and

ωı
�
= �{pc

ı} ≥ 0 where �{·} and �{·} denote the real and the imaginary part of a
complex variable, respectively. The impulse response is thus

g(t) =
∑K

ı=1

∑qı

j=0 r
r
ıjt

jepr
ı t +

∑L
ı=1 (aı cos(ωıt) + bı sin(ωıt)) e

cıt (5)

An automatic method to determine a realizable upper bound for the modulus of the
impulse response (5), |g(t)|, is required and this upper bound shall satisfy

h(t) ≥ |g(t)| ∀t ≥ 0 (6)

To be realizable, the upper bound is allowed to contain complex exponential functions
multiplied by polynomials [8]. Time-delays are also allowed in h(t) since they are today
a standard component in simulation programs.

3 Upper bounds for the modulus of a second order

oscillating impulse response

If the impulse response (5) contains a complex conjugated pair of poles, then an upper
bound, for this part of the impulse response, can be determined by using Lemma 2.
A lemma deriving upper bounds for the modulus of sine and cosine functions is stated
before Lemma 2 to facilitate its proof.

Lemma 1 Let α ≥ 3
4
, then

a) h1(t) = α+ (1 − α) cos(2ωt) ≥ | cos(ωt)|
b) h2(t) = α− (1 − α) cos(2ωt) ≥ | sin(ωt)|

Proof. The upper bound in Lemma 1a, h1(t), can be written as

h1(t) =α+ (1 − α) cos(2ωt) = α+ (1 − α)(2 cos2(ωt) − 1)
=(2α− 1) + 2(1 − α)| cos(ωt)|2 (7)

and shall satisfy | cos(ωt)| ≤ h1(t), i.e.

| cos(ωt)| ≤ (2α− 1) + 2(1 − α)| cos(ωt)|2 (8)

Define ε as ε
�
= 1− | cos(ωt)|, then 0 ≤ ε ≤ 1. This definition can be used to write (8) as,

1 − ε ≤ (2α− 1) + 2(1 − α)(1 − ε)2
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and by some rearrangements,

0 ≤ 2ε2 − 3ε+ (4ε− 2ε2)α (9)

If ε = 0, then (9) is true for any α. Since 4ε− 2ε2 > 0 for 0 < ε ≤ 1, then

α ≥ 1 − 1

−2ε+ 4
(10)

The right hand side of (10) is maximized when ε ⇒ 0. Therefore, if α ≥ 3
4
, then

h1(t) ≥ |g(t)| and this proves the upper bound in a). For the proof of Lemma 1b, it is
important to note that

− cos(2ωt) = 2 sin2(ωt) − 1

The continuation of the proof of Lemma 1b is omitted here since it is similar to the proof
of Lemma 1a. �

Remark 1 In Lemma 1, it is desirable to choose α so that the bounds are as tight as
possible in some sense, e.g. by minimizing

min
α≥ 3

4

∫ ∞

0

(h(t) − |g(t)|) dt

when h(t) ≥ |g(t)| ∀t ≥ 0. Let the impulse response be g(t) = cos(ωt) and consider the
upper bound in Lemma 1a. The integral with respect to |g(t)| is a constant and can,
therefore, be neglected. When integrating with respect to h1(t), which is periodic, it is
enough to consider one period. With v = ωt, then

∫ π
ω

0
h1(t)dt =

∫ π

0
(α+ (1 − α) cos(2v)) dv

=
∫ π

0
(α+ (1 − α)(2 cos2(v) − 1)) dv

=πα

Since
∫∞

0
h(t)dt is a monotone increasing function, the smallest value of α, α = 3

4
, is the

optimal value.
Similar calculations can be done for g(t) = sin(ωt) and the upper bound in Lemma 1b

to show that α = 3
4

is the optimal choice.

Some upper bounds for the impulse response of a second order system with a pair of
complex conjugated poles are given in Lemma 2.

Lemma 2 Let g(t) = (a cos(ωt) + b sin(ωt))ect and

a) h1(t) = (a2 + b2)
1
2 ect

b) h2(t) = (|a| + |b|ωt)ect

c) h3(t) =
(

3|a|+|b|
4

+ |a|−|b|
4

cos(2ωt)
)
ect
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then hı(t) ≥ |g(t)| ∀t ≥ 0, ı = 1, 2, 3

Proof. Rewrite |g(t)| as

|g(t)| =|a cos(ωt) + b sin(ωt)|ect

=(a2 + b2)
1
2 | cos(ωt+ φ)|ect (11)

By using (11) and that | cos(x)| ≤ 1, the upper bound in Lemma 2a is obvious. Another
way to rewrite |g(t)| is

|g(t)| ≤(|a|| cos(ωt)| + |b|| sin(ωt)|) ect

and now the results in Lemma 2b and 2c can be shown.

• Use that | cos(x)| ≤ 1 and | sin(ωt)| ≤ ωt to prove Lemma 2b.

• Use the upper bound from Lemma 1a and 1b to prove Lemma 2c.

�

Remark 2 An important issue regarding the upper bound of |g(t)| is the dimension of
the state vector for a minimal realization of the system generating the upper bound. The
original impulse response, g(t) in Lemma 2, is generated by a system which is realized,
in state space form, with a state vector of dimension two. A state space system realizing
the upper bounds from Lemma 2 requires a state vector of dimension

• one for Lemma 2a

• two for Lemma 2b

• three for Lemma 2c

This is easy to see by taking the Laplace transform of the impulse responses and looking
at the order of the denominators.

4 Dynamic system generated upper bounds for an

impulse response

Three different methods to determine an upper bound for the modulus of the impulse
response (5) are derived in this section.
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4.1 An upper bound by using the triangle inequality

Upper bounds for (5) can be calculated by using the triangle inequality combined with
the upper bounds from Lemma 2, see Theorem 2.

Theorem 2 Let the impulse response, g(t), be described by (5) and the upper bounds as

a) h1(t) =
∑K

ı=1

∑qı

j=0 |rr
ıj|tjepr

ı t +
∑L

ı=1 2|rc
ı |ecıt

b) h2(t) =
∑K

ı=1

∑qı

j=0 |rr
ıj|tjepr

ı t +
∑L

ı=1 (|aı| + |bı|ωıt) e
cıt

c) h3(t) =
∑K

ı=1

∑qı

j=0 |rr
ıj|tjepr

ı t +
∑L

ı=1

(
3|aı|+|bı|

4
+ |aı|−|bı|

4
cos(2ωıt)

)
ecıt

then hı(t) ≥ |g(t)| ∀t ≥ 0, ı = 1, 2, 3

Proof. The modulus of the impulse response (5) can be expressed as

|g(t)| =|∑K
ı=1

∑qı

j=0 r
r
ıjt

jepr
ı t +

∑L
ı=1 (aı cos(ωıt) + bı sin(ωıt)) e

cıt|
≤∑K

ı=1

∑qı

j=0 |rr
ıj|tjepr

ı t +
∑L

ı=1 |aı cos(ωıt) + bı sin(ωıt)| ecıt
(12)

where the triangle inequality is used. If the result from Lemma 2a is used to approximate
the trigonometric part in (12), then

|g(t)| ≤∑K
ı=1

∑qı

j=0 |rr
ıj|tjepr

ı t +
∑L

ı=1 (a2
ı + b2ı )

1
2 ecıt

≤∑K
ı=1

∑qı

j=0 |rr
ıj|tjepr

ı t +
∑L

ı=1 2|rc
ı |ecıt

=h1(t)

which proves Theorem 2a. If Lemma 2b is used to approximate the upper bound of the
trigonometric contribution in (12), then

|g(t)| ≤∑K
ı=1

∑qı

j=0 |rr
ıj|tjepr

ı t +
∑L

ı=1 (|aı| + |bı|ωıt) e
cıt

=h2(t)

which proves Theorem 2b. The trigonometric part, in (12), can be approximated by
Lemma 2c. Then

|g(t)| ≤∑K
ı=1

∑qı

j=0 |rr
ıj|tjepr

ı t +
∑L

ı=1

(
3|aı|+|bı|

4
+ |aı|−|bı|

4
cos(2ωıt)

)
ecıt

=h3(t)

which proves Theorem 2c. �

4.2 An upper bound derived by linear optimization

Assume that the upper bound, h(t), can be written as a weighted sum of functions.
Reasonable choices of functions are powers of time, exponentials and cosine functions
since these are realizable. The upper bound can be written as e.g.

h(t, r̂, p̂, ω̂, ϕ̂) =

N1∑
ı=1

N2∑
j=0

r̂ıj cos(ω̂ıjt+ ϕ̂ıj)t
jep̂jt (13)
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One possible way to find suitable parameter values for r̂, p̂, ω̂, and ϕ̂, in the upper bound
h(t, r̂, p̂, ω̂, ϕ̂), is to minimize the difference between the upper bound and the modulus of
the original impulse response at M number of discrete time instances. The upper bound
(13) can, at the discrete time instances, be expressed as

h(kT, r̂, p̂, ω̂, ϕ̂)=
∑N1

ı=1

∑N2

j=0 r̂ıj cos(ω̂ıj(kT ) + ϕ̂ıj)(kT )jep̂j(kT ) (14)

where k is the sample number and T is the sampling interval. The modulus of the impulse
response (5) is, at the discrete time instances,

|g(kT )|=
∣∣∣∑K

ı=1

∑qı

j=0 r
r
ıj(kT )jepr

ı (kT )+
∑L

ı=1 (aı cos (ωı(kT ))+ bı sin (ωı(kT ))) ecı(kT )
∣∣∣

�
=βk

(15)

It is desirable that the values r̂, p̂, ω̂, and ϕ̂ are chosen such that the difference
between the modulus of the impulse response and the upper bound is minimized with
respect to some norm, i.e.

{r̂, p̂, ω̂, ϕ̂} = arg min
h(kT, r̆, p̆, ω̆, ϕ̆) ≥ βk∀1 ≤ k ≤ M

‖h(kT, r̆, p̆, ω̆, ϕ̆) − βk‖ (16)

A drawback of the minimization (16) is that it is, in general, nonlinear and thus the
global optimium can often not be assured to be found. The problem can be simplified
by predetermining all parameters except the weighting parameters, r̂, then the nonlinear
inequality condition, h(kT, r̂, p̂, ω̂, ϕ̂) ≥ βk, becomes a linear condition. The nonlinearity
in the objective function will then only depend on the optimization norm which can be
chosen such that the objective function becomes linear, as will be shown later. The upper
bound can be expressed as

h(kT, r̂) =
N∑

ı=1

r̂ıfı(kT ) = Σkr̂ (17)

where the vector Σk is defined as

Σk
�
=
[
f1(kT ) f2(kT ) · · · fN(kT )

] ∈ R1×N

and f1(kT ) . . . fN(kT ) are the functions in (14) with p̂, ω̂ and ϕ̂ predetermined.
The objective function is linear if the vector 1−norm is used in the optimization, i.e.

‖h(kT, r̂) − βk‖1=
∑M

k=1 (h(kT, r̂) − βk)

=Ψr̂ −∑M
k=1 βk

(18)

where Ψ =
∑M

k=1 Σk.
Define,

β
�
=
[
β1 β2 · · · βM

]T ∈ RM

Σ
�
=
[

ΣT
1 ΣT

2 · · · ΣT
M

]T ∈ RM×N
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and remember that
∑M

k=1 βk is a constant. The optimization problem (16) can then, by
using (17) and (18), be written as the linear optimization problem,

r̂ = arg min
Σr̆≥β

Ψr̆ (19)

The optimization problem (19) can be solved by linear programming and therefore it is
always possible to find the coefficients r̂ such that the global minimum is found.

A disadvantage of the above mentioned linear optimization method is that the con-
dition, h(t) ≥ g(t) when t �= kT , can not be assured. However, if the sampling interval,
T , is small and MT is large enough so the impulse response almost has decayed, then
this problem can be neglected. A suitable choice of functions fı(t) are to use the same
functions as g(t) contains. Regarding the choice of functions fı(t), it is clear that in-
creasing the set of functions, i.e. increasing N , will yield a better upper bound h(t).
The drawback of the increasing set of functions is that the implementation of the system
realizing the upper bound becomes more complicated.

4.3 The optimal upper bound determined by time-delays

In Theorem 2 and subsection 4.2, h(t) is an upper bound for |g(t)| but h(t) can describe
|g(t)| exactly by using the original impulse response g(t) in combination with time-delays.
Theorem 3 presents a way to construct a realizable h(t) such that h(t) = |g(t)|.

Theorem 3 Define τı as the ı:th zero crossing of g(t) such that |g(τı)| �
= 0 and let τ =[

τ1 τ2 · · · τΛ
]T ∈ RΛ where Λ is the number of zero crossings for |g(t)|. Assume,

without loss of generality, that g(ε) > 0 for 0 < ε < τ1. Let Θ(t) be a unit step function
and define

s(t)
�
= Θ(t) + 2

Λ∑
ı=1

(−1)ıΘ(t− τı) (20)

and let

h(t) = g(t)s(t) (21)

then |g(t)| = h(t) ∀t ≥ 0

Proof. Note that, |g(t)| = g(t)sign(g(t)) and, therefore, it is enough to show that
s(t) = sign(g(t)) when t ≥ 0 and t �= τı ∀ı, since g(τı) = 0 ∀ı.

Assume that η is an even number and τη < t < τη+1, then

s(t)=1 + 2
∑η

ı=1(−1)ı = 1 = sign(g(t)) (22)

The second case is when η is odd, then

s(t)=1 + 2
∑η

ı=1(−1)ı = (1 + 2(−1)) = −1 = sign(g(t)) (23)
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By combining (22) and (23), it is shown that s(t) = sign(g(t)) and, therefore, h(t) =
g(t)sign(g(t)) = |g(t)| for all times t ≥ 0 which completes the proof. �

Remark 3 discusses the realization of h(t) = g(t)Θ(t)+2
∑Λ

ı=1(−1)ıg(t)Θ(t− τı) from
the upper bound in Theorem 3.

Remark 3 Assume that the impulse response g(t)Θ(t − τı) shall be realized and that
g(t) = CeAtBΘ(t). Define gτı(t) as

gτı(t)
�
=g(t+ τı)Θ(t) = CeA(t+τı)BΘ(t) = CeAτıeAtBΘ(t) = Cτıe

AtBΘ(t)

=

{
0 t < 0
Cτıe

AtB t > 0

thus g(t)Θ(t − τı) = gτı(t − τı)Θ(t − τı). The latter is a standard time-delayed impulse
response and is possible to realize. Let Gτı(s) be the Laplace transform of gτı(t), then the
Laplace transform of gτı(t− τı)Θ(t− τı) is,

e−sτıGτı(s)=e−sτıCτı(Is− A)−1B=e−sτıCτıG
′(s)

where G′(s) = (Is− A)−1B.
The realization of the upper bound from Theorem 3 can thus be illustrated as in Figure

1.

Figure 1: Realization of the upper bound from Theorem 3.

5 Example

A numerical example of an impulse response is

g(t) =(1 + 2t)e−2t + (cos(20t) − 2 sin(20t))e−3t − 3e−5t (24)

Four different realizable upper bounds for (24) are determined and the first upper bound
is derived by using the results from Theorem 2a which yields

h1(t) = (1 + 2t)e2t + 2(1.25)
1
2 e−3t + 3e−5t
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The second upper bound can be written as

h2(t) = (r̂1 + r̂2t)e
−2t + (r̂3 + r̂4t)e

−3t + r̂5e
−5t

where the trigonometric functions in (24) are exchanged with the upper bound from
Lemma 2b. To determine the coefficients r̂1 . . . r̂5 by linear optimization, the impulse
response g(t) is calculated at M = 10000 discrete time instances between t = 0 and t = 2
and collected in the vector β. The upper bound h2(t) is, at these discrete time instances,
h2(kT ) = Σkr̂ where

Σk=
[
e−2kT kTe−2kT e−3kT kTe−3kT e−5kT

]
r̂=

[
r̂1 r̂2 r̂3 r̂4 r̂5

]T
When carrying out the optimization (19) the coefficients

r̂ =
[

52.0537 17.7295 34.9609 64.8572 20.2824
]T

are obtained.
The third upper bound is calculated by using the linear optimization (19) in combi-

nation with Lemma 2c instead of Lemma 2b which was used in h2(t). Structurally, the
upper bound, h3(t), is

h3(t) =(r̂1 + r̂2t)e
−2t + r̂3

(
3
4

+ 1
4
cos(40t)

)
e−3t + r̂4

(
3
4

+ 1
4
sin(40t)

)
e−3t + r̂5e

−5t (25)

where r̂1 . . . r̂5 are determined by linear optimization. The upper bound, h3(kT ), can be
determined in the same way as the second upper bound but with functions from (25)
evaluated in discrete time. When the optimization (19) with M = 10000, is carried out
the resulting coefficients, for h3(kT ), are

r̂ =
[

1.8421 2.0713 −1.1402 −1.1787 1.8956
]T

The fourth upper bound is determined by using time-delays as presented in Theorem

3. It can be noted that g(t) has three zero crossings, τ =
[

0.1891 0.3609 0.4494
]T

and the resulting upper bound is

h4(t) =−1 (g(t) (Θ(t) + (−1)2Θ(t− τ1) + (−1)22Θ(t− τ2) + (−1)32Θ(t− τ3)))
=−g(t) + 2g(t)Θ(t− 0.1891) − 2g(t)Θ(t− 0.3609) + 2g(t)Θ(t− 0.4494)

(26)

Simulations of the three first upper bounds, h1(t), h2(t), and h3(t) are presented in
Figure 2 where also |g(t)| is pictured. The fourth upper bound, h4(t), is compared to
g(t) in Figure 3 since h4(t) = |g(t)|.

It can be noted that h1(t) and h2(t) are really poor approximations of the impulse
response when t is close to zero. This means that the upper bound would react much
more than the true response. The difference between h1(t) and h2(t) is that h2(t) has
an additional pole and the coefficients in h2(t) are designed by optimization. The third,
h3(t), is a much better approximation over the whole time interval and especially in the
beginning. The drawback with the third method is that it uses yet another pole so it uses
two more poles than h1(t). The upper bound, h3(t), contains cosine and sine functions
and therefore captures some of the oscillating behavior.
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Figure 2: The solid line is the impulse response, |g(t)|, of the numerical example and the dash-
dotted, dotted, and dashed line shows the upper bounds h1(t), h2(t), and h3(t), respectively.
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Figure 3: The solid line is the impulse response, g(t), of the numerical example and the dashed
line is the upper bound derived by using time-delays, h4(t).

6 Conclusions

In this article, three different methods to calculate realizable upper bounds for the mod-
ulus of an impulse response containing multiple real poles and distinct complex poles are
derived.

Different upper bounds for the modulus of impulse responses generated by systems
with a complex conjugated pair of poles in combination with the triangular inequality
constitutes the first method. An advantage of the bounds generated by the first method
is that they are straightforward to calculate and realize.

The second method uses linear optimization combined with the above mentioned up-
per bounds for the modulus of impulse responses generated by systems with a complex
conjugated pair of poles. A sum of predetermined functions constitutes the bound gen-
erated by the second method. Its coefficients are optimized such that it is larger than
the original impulse response. The optimization is carried out such that the difference
between the bound and the impulse response is as small as possible, with respect to some
norm. The drawback is that it can only be guaranteed to be larger than the original
impulse response at the chosen discrete time instances. The order of the system realizing
this upper bound depends on the functions and the number of functions chosen. This is
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an advantage since few and simple functions can be chosen if desired.
Time-delays in combination with the original impulse response constitutes the third

method. The upper bound generated by this method is optimal since it is equal to the
modulus of the original impulse response. A drawback is that, if the slowest decaying
exponential is complex, then infinitely many time-delays are required.

The three methods are tested on a numerical example to illustrate their advantages
and disadvantages.
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