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Abstract

Given the growing range of wireless access 
technologies with different characteristics along with 
users’ desire for mobility future access network 
environments are likely to be heterogeneous. However, 
handling the mobility and ensuring the proper quality of 
service in a heterogeneous network is not a trivial task. 
In this thesis the relationship between the network layer 
performance and the user perceived Quality of Service 
is investigated in order to determine a good metric for 
choosing between heterogeneous network connections. 
Real-time traffic like VoIP is typically sensitive to 
delay and jitter while ftp traffic benefits from the 
highest available bandwidth therefore different metrics 
should be used depending on traffic type. A relation 
between the delay, jitter and the maximum available 
bandwidth is presented. Furthermore an evaluation of 
an existing formula to calculate the Mean Opinion 
Score (MOS) value for a VoIP transmission from delay 
and jitter is evaluated. To evaluate these metrics a 
measurement tool was implemented and used.
Results show that the maximum bandwidth metric 
gives good estimation of available bandwidth in an
802.11 wireless network. The MOS estimation formula 
produces results that are very close to results measured 
with a specialized VoIP diagnostic tool. Along with the 
ability to measure unidirectional delay these metrics 
can be used to provide an optimized network selection
for a given application or user requirement.
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1 Introduction

Research performed at the Mobile Networking and computing division in cooperation with 
Skellefteå Kraft is focused towards multimedia distribution in heterogeneous networking 
environments. The research activities involves both development of algorithms and metrics 
for network selection and procedures for vertical hand-overs and consist of analytical work, 
simulations in various network simulators (Glomosim, OPNET Modeler, etc.), and prototype 
development. In earlier thesis work, the SEMO [1] and M4 [2] prototypes were developed and 
refined and include a metric, the Relative Network Load (RNL) [3], for decision-making 
purposes. RNL is basically composed of network latency in combination with latency jitter.

Besides providing information about network capacity, it would be beneficial if the latency 
and jitter values also could be used for predicting user-perceived quality of service in various 
applications. Today, there exists a number of user-perceived quality of service metrics, the 
MOS (Mean Opinion Score) and the related R-value being the most widely used for VoIP 
communication. The IETF also has a working group focusing on IP Performance Metrics. The 
main idea in this work is, therefore, to determine whether or not there is a correlation between 
network parameters and user-perceived quality of service and to find a model describing it.

1.1 Aims

The aim for this master thesis is to identify and evaluate ways in which a network connection 
can be tested to determine how well it is suitable for a specific application, e.g. a VoIP 
application. The primary goal of such a test is to compare two or more connections to each 
other in order to determine the most suitable connection. A model for calculating a metric for 
this comparison will be developed, evaluated and compared to actual experienced quality. 
Further more, a method optimized for the M4 platform will be proposed.

1.2 Methodology

To fulfil the aims of this thesis work, a lot of experimenting was carried out. A tool for 
measuring and collecting data was implemented. Collected data was then processed and 
analysed in various ways using e.g. statistical mathematics software.
The work developing a model for a network performance metric was therefore divided into 
two parts; how to measure the network and how to process the achieved result in order to 
present a valuable result. 
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2 Background

This chapter will cover some background about the M4 prototype and also some basics about 
VoIP applications, how they utilize the network and most important; how they react to 
different types of network performance characteristics.

2.1 M4 mobility prototype

2.1.1 Mobile IP

The M4 prototype [2] is a mobility platform to provide layer 3 mobility in a heterogeneous 
networking environment. Multi homed mobile IP [4] is used with co-located IP addresses to 
handle network layer complications related to mobility such as IP address changes. The term 
multi homed refers to the fact that a mobile node, MN can have multiple physical connections 
to a common network, typically the internet. A mobile node is always assumed to belong to a 
home network where it has an ordinary IP address referred to as the home address, HoA. A 
co-located care-of address CoA is the topologically correct address that the mobile node 
accepts on the visited network whereas the HoA is the address associated with the MN 
irrespective of its location. A co-located care-of address CoA is the topologically correct 
address that the mobile node accepts on the visited network whereas the HoA is the address 
associated with the mobile node irrespective of its location.
Because of the hierarchical architecture of IP networks the network portion of the IP address 
is always used to locate the destination network. Therefore a home agent HA is placed on the 
home network. When a mobile node attaches to a visited network it registers to the HA, 
informing it of the care of addresses(es) used. The HA then encapsulates traffic destined to 
the MN and tunnels it to the MN’s CoA. Traffic in the opposite direction is tunnelled from the 
MN to the HA which will decapsulate the packet and send it out to the peer according to 
normal IP routing.

M4

Mobile Node

WLAN
Access Point

CDMA2000
Base Station

Correspondent Node

M4

Home Agent

Tunnel

BU/BA messages

Virtual interface

Figure 1M4 Overall architecture
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2.1.2 Policy decision model

In the multi-homed case, i.e. when the MN has multiple possible physical connections a 
problem arises in determining which connection to use. Since a MN, e.g. a laptop computer is 
likely to have connections of different capabilities when it comes to bandwidth, coverage, 
stability and cost. Therefore a policy model that lets the user decide which of the mentioned 
characteristics are preferred is used to make this decision. The policy model in the M4

architecture is based on three parameters; monetary cost, battery consumption and network 
performance. Using this model a numerical policy value PV is calculated and used to compare 
network connections to each other from the user’s perspective. Because network performance 
can vary over time, especially in a wireless environment the network is being continuously
measured and evaluated. How to make these measurements in an effective way and to 
produce a valid result is the major goal of this thesis. The policy decision principle is based on 
the IETF policy model.

Enforce policy decision

Policy Enforce-
ment Point (PEP)

Take decisions based
on policies

Policy Decision
Point (PDP)

User preferences

Policy Repository
(PR)

Figure 2 The IETF policy model

2.1.3 Software Implementation

The M4 software consists of two parts, the MN and the HA software. The MN is a Windows
XP based software with a graphical user interface for settings. When the software is running 
the computer appears to the applications as being directly connected to the home network at 
all times. This is handled by a virtual adapter, the MIP driver which is configured with the 
HoA. The HA implementation is made on a Linux machine running Fedora Core 5. Since the 
HA is typically not managed by an end-user it is only equipped with a text interface for debug 
purposes.

2.2 VoIP protocols and applications

Voice over IP, VoIP is a technique for sending voice conversations over an IP network.
Typical applications are telephony and web conference using well known software like Skype 
[5], MSN Messenger [6] and Marratech [7]. The somewhat complicated task of transferring a 
voice conversation over a computer network is composed of several steps. First the actual 
sound is captured by the sound card using e.g. a microphone. The analogue electrical signal 
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from the microphone is then converted to a digital signal by an A/D converter on the sound 
card. A/D conversion is done by sampling the analogue signal at a specific interval.

The shorter the interval is, the more samples are collected per time unit and thus achieving
better quality of the digital representation. However, more samples mean more data to transfer 
so a compromise has to be made. The Nyquist-Shannon sampling theorem states that the 
sample frequency has to be at least twice the frequency of the sampled analogue signal. 
Telephony typically supports audio frequencies ranging from 300 – 3400 Hz. Voice signals 
are typically sampled at a fixed rate of 8000 Hz which with 8 bit samples this produces 8000 
Hz * 8 = 64 Kbits/s. Since this data rate is too high for e.g. a GPRS connection the sampled 
data can be compressed using a number of very efficient compression algorithms which will 
be described later. There is also need for a transmission protocol to handle the data 
transmission over the network as well as managing sessions, e.g. handling session setup, 
session update and session termination.

2.2.1 Audio compression

As mentioned earlier, several techniques exist for compressing voice data. The most 
commonly accepted technique is Adaptive Differential Pulse Code Modulation, ADPCM 
which is included in the ITU standards G.721, G.723, G.726 and G.727 [8].
Since compression of audio is a complex process that involves a lot of mathematics etc. only 
a brief description of ADPCM will be provided here.

Audio compression is typically handled entirely by a software entity called a codec.
The ADPCM codec works by recording only the differences between discrete samples and 
since these variations are likely to have less magnitude than the entire sample then consume 
less data bits. Because the differences between samples can vary between very small and very 
large values the coding scheme is adjusted accordingly.
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2.2.2 Transmission protocols

VoIP communication protocols fall into three different categories; media (bearer), signalling 
and supporting protocols. Media protocols are primarily responsible for carrying the actual 
voice data over the network while signalling protocols provide functionality such as call 
session handling e.g. call setup/teardown etc. as well as providing support for other VoIP 
related functionality such as application layer mobility (SIP) [9].
Supporting protocols are protocols that assist both media- and signalling protocols 
transmission over a computer network. Examples include ARP, ICMP, certain QoS handling, 
DNS etc.

Since VoIP traffic is considered Real-time media timing is more important than actually 
receiving all data, therefore connectionless UDP transfers are typically used. A certain 
amount of packet losses (1-5%) are typically allowed. UDP is a transport layer protocol that 
doesn’t have either acknowledgements of reception nor error control with retransmission in 
contrast to TCP. UDP therefore enables an efficient transmission with minimal overhead at 
the cost of risk for lost packets. An example of a media protocol is the Real-time Transfer 
Protocol, RTP[10]. RTCP is a sister protocol to RTP which is used to send control 
information “out of band” in order to keep track of transmission statistics etc. RTCP 
information can be used to for instance govern the choice of codec based on the current 
transmission situation. RTP along with RTCP uses UDP to carry encoded voice data over an 
IP network.

To handle call sessions the most common protocols are SIP, MGCP and SGCP etc.
Session Initiation Protocol, SIP is a fairly simple text based VOIP handling protocol 
implemented at the application layer. SIP uses a special address which is often composed of 
the user name or telephone number.  A central point in the SIP architecture is the SIP server 
which holds information about users and forwards calls.
Media Gateway Control Protocol MGCP [11] is a protocol used in telephony solutions to 
network control gateways. The telephony gateway connects the IP network to the legacy 
PSTN circuit. A node in the MGCP network contains a call agent which communicates with 
the gateway. The call agents synchronize amongst each other and send commands to the 
gateway in order to establish a call.

Valid commands are:
• CreateConnection
• DeleteConnection
• ModifyConnection
• Notify
• NotificationRequest
• AuditConnection
• AuditEndpoint
• RestartInProgress

Evidently the first four commands are associated with call setup and tear down and are being 
sent by the call agent whereas the other commands are used during a call do pass call 
information between agent and gateway.
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SGCP [12], Simple Gateway Control Protocol works in a pretty similar way with distributed 
intelligence in the agents. However it has commands that are encoded as plain text messages.

Besides the protocols mentioned an entire ITU-T standard exists for handling VoIP 
transmissions, H.323 [13]. H.323 specifies protocols as well as components and procedures 
for VoIP. An H.323 system consists of the following essential components:

• H.323 Terminal
A terminal is a network endpoint for a multi- or unidirectional VoIP communication, 
typically an IP-telephone or a PC.

• H.323 Gateway
A gateway is used to provide the H.323 interface to components and system outside of
the H.323 network. A gateway is typically used to connect the VoIP system to a 
PSTN.

• H.323 Gatekeeper
The gatekeeper is an optional component in the H.323 system. It is used to handle 
access control and authorization in the network e.g. permitting or refusing 
communication between entities.

• H.323 Multipoint Control Unit
The Multipoint Control Unit or MCU is in charge of handling multi user scenarios i.e. 
when three or more entities communicate with each other on the same channel.
An obvious example of this is a conference call which can consist of both voice and 
video distributed to multiple participants.

H.323 uses a sub protocol, H.245 for media transmission. When a call is made a reliable TCP 
connection is initiated to a dynamically assigned port to act as a control channel, then a UDP 
channel is opened to carry the conversation data. The call control signaling is handled by 
another sub protocol, H.225 which is a reliable TCP protocol on port 1720 used for managing 
call sessions.

2.2.3 Impact of low network performance
Basically, three types of quality degrading can happen to a VoIP packet during transmission 
over a network; it can be delayed, packets could be reordered and packets can be lost. Jitter is 
also a very important factor that affects the VoIP transmission. The jitter indicates the 
deviation in delay between sequential packets. Most VoIP applications addresses these issues 
more or less efficient by using e.g. play out buffers in the receiver, sequence numbers and 
even sending redundant information in packets. This however is often insufficient because 
there is for example a limitation of how much buffering that can be done before it produces a 
noticeable delay in the user conversation.
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The graphic below demonstrates different kinds of transmission problems.

Figure 3 Effects of various quality degrading parameters

Delay, jitter and packet loss can be caused by a number of things; long distances or many 
router hops, low speed connection such as modem over PSTN, collisions on shared medium, 
network congestion / overload, improperly configured buffering/queuing etc. Packet 
reordering and asymmetric delay i.e. the upstream delay is significantly different from 
downstream can be caused by packet losses due to collisions, load sharing or 
asymmetric/multi-path routing and usage of asymmetric channels like ADSL and various 
types of cellular networks. However, there are ways to minimize such problems by optimizing 
network design, configurations and to implement QoS support in the network.

2.2.4 Quality of Service, QoS
QoS is a wide term as it can be implemented in a variety of ways in the OSI-model in order to 
provide a certain quality of service to the end user. The original purpose of QoS is to let 
certain traffic have higher priority when forwarded over the network. Examples of this 
include prioritizing in queuing buffers during congestion, allowing faster access to a shared 
medium for high priority traffic and discarding low priority packets first when buffers 
overflow. Theoretically, four times as many VoIP calls with high demands on low jitter and 
delay can be forwarded on a network when QoS is implemented correctly [14].
As mentioned before, QoS can be implemented on different layers. The Differentiated 
Services Code Point, DSCP is a field in the IP header which is a 6 bit value used to mark the 
packet with the appropriate traffic class. Non marked traffic is forwarded using “best effort” 
which is the lowest traffic class. At the MAC layer the VLAN tagging protocol IEEE 802.1q 
is used to mark frames for QoS.   
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2.2.5 Ways to measure and determine user-perceived QoS in a VoIP 
application
From a user perspective it is easy to say whether an incoming call has good or bad 
quality but since different users have varying hearing capabilities, different demands 
and expectations and also various playback devices it is hard to make a general 
assessment of the perceived QoS. Since this problem does not only apply to VoIP but to 
all audio communication such as regular telephony, television, radio communication 
etc. there has been a lot of research in this area over the last four decades.
One of the most pervasive results from this research is the ITU-T E-model [15] which 
was developed in the early nineties by a Swedish scientist named Nils-Olof 
Johannesson. The E-model is used for expressing the sound quality from end to end.
A numerical value called the Transmission Rating Factor, R is used to express the audio 
transmission quality. The R-value is calculated by the following equation:

AIeIdIsRoR +−−−= (1)

where Ro is the basic signal-to-noise ratio which includes the received signal’s relation 
to acoustic and electrical noise. The parameter Is denotes impairments that occur 
simultaneously with the voice signal, that might include quantization noise etc. Id 
represents the impairments that are due to effects caused by delay and echo. The 
parameter Ie is the effective equipment impairment factor. This means that it represents 
impairments due to such things as low quality codecs and randomly distributed packet 
losses. This parameter without the packet loss included is given for a number of codecs.
The term A is used to describe an “advantage factor” which is used to provide 
compensation for the advantage a system might have against a conventional system. 
This could be noise cancellation, silence suppression and also more physical properties 
such as mobility and other things that might improve the users overall experience.

The results of equation (1) falls within the range of 0 • R • 100 where a higher number 
means better quality.

Range of E-Model Rating R Speech transmission 
quality category User satisfaction 

90 ≤ R < 100 Best Very satisfied 
80 ≤ R < 90 High Satisfied 
70 ≤ R < 80 Medium Some users dissatisfied 
60 ≤ R < 70 Low Many users dissatisfied 
50 ≤ R < 60 Poor Nearly all users dissatisfied 

Table 1 Quality vs. R-value (taken from ITU-T Rec.G.109)

Another metric used to express perceived voice quality is the Mean Opinion Score or 
MOS. The MOS value is a numerical value ranging from 1 to 5 where a higher score is 
better. MOS 1 indicates very low quality but however present sound. As opposed to the 
R-value, the MOS is not calculated from measurable parameters such as SNR but 
instead is based on subjective tests where a number of listeners rate the quality from 1 
to 5. The average of these ratings are then considered to be the MOS.
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The ITU-T P.800 suggests that the following phrases are suitable to rate the quality 
since they cover most sounds in the English language:

• You will have to be very quiet
• There was nothing to be seen
• They worshipped wooden idols
• I want a minute with the inspector
• Did he need any money?

Although MOS and R-values are very dissimilar in terms of measuring, in most cases a 
very accurate transformation between MOS and R-value can be made using the 
following formula [16]:

)100)(60(
10

7035,01 6 RRRRMOS −−++=
− (2)

The following figure shows a plot for equation 2.

Figure 4 MOS related to R-value
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MOS value for different codecs
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Figure 5 Maximum MOS value for a set of codecs
This diagram shows the maximum achievable MOS for a set of codecs (please note that the y-
axis starts at 3). This MOS limit for each codec is caused by impairments due to lower bit rate
and higher/more lossy compression. Transmission issues will of course cause an additional 
degradation of the MOS value which is mentioned earlier in the previous paragraph. 

3. Determining metrics
In this chapter a number of practical experiments are presented to investigate and propose two 
kinds of metrics, to predict maximum throughput and to predict the VoIP MOS value for a 
network transmission. Also a method for measuring asymmetric delay on an access network 
in a heterogeneous environment is presented. Experimental topology and methodology will be 
described in detail as well as the results for each measurement.

3.1 Bandwidth estimation

3.1.1 Background
Depending on what type of services being used on the M4-platform different demands are put
on the network. A user application that is not depending on real-time media like web traffic, 
FTP file transfer and E-mail is more eager to use the network with maximum available 
throughput. Therefore a metric for estimating available throughput will be investigated in this 
thesis work. Some related work exists on this topic, e.g. [17] where Oppenheimer investigates 
the correlation between end-to-end latency and bandwidth and states that no strong correlation 
is found. Jitter is not used in this study.
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The idea is to take this a step further introducing jitter as a parameter into the regression. The 
reason for this is mainly that in the case of high load and congestion on a network packets are 
likely to be buffered and dropped in a random fashion rather than uniformly and thereby 
producing a high jitter. Jitter could also indicate issues associated with asymmetric routing or 
other routing problems which in fact will affect the total available bandwidth.

3.1.2 Experimental setup
The experimental setup consists of 4 computers running Fedora Core 5 linux connected as 
shown:

Figure 6 Bandwidth measurement topology

The computers are set to a maximum speed of 10 Mbits/s and connected to a common D-link 
hub which implies a single collision domain, pretty much the same as would exist in an 
802.11 wireless network.

3.1.3 Measurements

Bandwidth is measured between the sending- and receiving node. To vary the available 
bandwidth, jamming traffic is sent between the two other nodes. The jamming traffic consists 
of fixed size UDP-packets which are sent at a constant rate and is generated by Iperf [18] 
which is a freely available tool for measuring network performance and traffic generation. 
The jamming traffic is then deducted from the total available 10 Mbits/s to calculate the actual 
available bandwidth. Additionally small ICMP ping messages are used to measure the round-
trip delay between nodes. Each measurement is made for 60 seconds, measuring delay every 
second. This is done 10 times each for the bandwidths 10, 9, 8, 7, 6, 5, 4, 3, 2, 1 and 0.5 
Mbits/s which results in a total of 600 values for each bandwidth. The round-trip delay is 
measured between the sending and receiving node using pings with the size of 16 bytes, same 
as M4 registration messages. 
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From the results a number of statistical values are calculated; mean (D’), standard deviation 
(Jitter), variance (V), max, min and median using the following formulas:

(3)

(4)

(5)

3.1.4 Measurement results

The measurement results are presented in the graph below

Figure 7 Available bandwidth vs. Delay and Jitter

Since the hypothesis is that the delay and jitter would be the parameters that have the greatest 
impact on the result these values are looked into first. This graph shows the mean delay and 
standard deviation for each bandwidth. It shows clearly that neither the delay nor the jitter has 
a linear correlation to the actual bandwidth rather a curved and somewhat uniform path can be 
identified. Intuitively this curve can be recognized a natural logarithm or ln-curve. To further 
investigate this MS Excel was used to make a simple one variable regression analysis and 
place a so called trend line in the graph. As expected the ln line was the best fit, see graph in 
figure 6.
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Figure 8 Available bandwidth with trendlines

To test this, an ln transform is made on both the delay and the jitter for each bandwidth, 
plotted values in figure 5 shows that the values are much closer to form a linear relation to the 
available bandwidth.
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Figure 9 Ln transform of Delay and Jitter

Using these values along with the other calculated values including Max, Min, Variance and 
Median as describing variables a multiple regression analysis was performed using statistical
software called Minitab. Minitab takes several input variables and one response variable and 
makes the best possible regression fit. Below is an output from a regression fit with all 
describing variables included:

Regression Analysis: ABW versus ln(Delay); ln(Jitter); ... 

The regression equation is
ABW = - 2112 - 1751 ln(Delay) - 487 ln(Jitter) - 0,164 Variance + 195 Median

+ 4,21 Max + 26504 Min

Predictor       Coef  SE Coef      T      P
Constant       -2112     4588  -0,46  0,669
ln(Delay)    -1751,4    520,5  -3,36  0,028
ln(Jitter)    -487,5    316,2  -1,54  0,198
Variance    -0,16373  0,06420  -2,55  0,063
Median         194,9    119,0   1,64  0,177
Max            4,214    2,303   1,83  0,141
Min            26504    13236   2,00  0,116

S = 283,877   R-Sq = 99,7%   R-Sq(adj) = 99,2%

Analysis of Variance

Source          DF         SS        MS       F      P
Regression       6  104904928  17484155  216,96  0,000
Residual Error   4     322345     80586
Total           10  105227273

Source      DF    Seq SS
ln(Delay)    1  98415522
ln(Jitter)   1   5161611
Variance     1    308111
Median       1    215109
Max          1    481456
Min          1    323118

Unusual Observations

Obs  ln(Delay)     ABW    Fit  SE Fit  Residual  St Resid
10       4,67  1000,0  991,3   283,6       8,7      0,70 X
11       5,09   500,0  509,5   283,8      -9,5     -1,33 X

X denotes an observation whose X value gives it large leverage.
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This output shows a model with very high R2-value of 99,2%. The R2-value is defined as the 
total squared error that is described by the model which generally means that the closer the 
R2-value is to 100% the better the explanation degree of the model. However, since it is not 
very convenient to include 8 different variables in the final model. Therefore Minitab is used 
to determine the two most significant predictors:

Best Subsets Regression: ABW versus Delay; Jitter; ... 

Response is ABW

l
l n

  V       n (
a       ( J

J r M     D i
D i i e     e t

 e t a d     l t
 l t n i M M a e

Mallows          a e c a a i y r
Vars  R-Sq  R-Sq(adj)       Cp       S  y r e n x n ) )

2  98,4       98,0    106,9  454,17              X X
2  98,2       97,8    123,4  486,43   X       X
2  98,2       97,7    124,7  488,87          X     X
2  98,2       97,7    124,9  489,19    X           X
2  98,2       97,7    124,9  489,26  X             X
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As expected, Minitab indicates that ln(Delay) and ln(Jitter) are the two most significant 
variables with a R2-value of 98,0%. With this confirmed, a regression analysis is made using 
only there two predictors:

Regression Analysis: ABW versus ln(Delay); ln(Jitter) 

The regression equation is
ABW = 7344 - 284 ln(Delay) - 1024 ln(Jitter)

Predictor      Coef  SE Coef      T      P
Constant     7344,1    171,1  42,92  0,000
ln(Delay)    -283,6    249,5  -1,14  0,289
ln(Jitter)  -1024,0    204,7  -5,00  0,001

S = 454,167   R-Sq = 98,4%   R-Sq(adj) = 98,0%

Analysis of Variance

Source          DF         SS        MS       F      P
Regression       2  103577133  51788566  251,07  0,000
Residual Error   8    1650140    206268
Total           10  105227273

Source      DF    Seq SS
ln(Delay)    1  98415522
ln(Jitter)   1   5161611

Unusual Observations

Obs  ln(Delay)   ABW   Fit  SE Fit  Residual  St Resid
5       0,54  6000  5190     287       810      2,30R

R denotes an observation with a large standardized residual.
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3.1.5 Result analysis

This regression analysis model can be viewed in a lot of ways, but to summarize the results a 
high R2 value can be identified which most likely indicates that the chosen predictors result in 
an acceptable prediction model. Note that the calculated bandwidth is used in the M4 software 
for comparison only between network connections and therefore the model is not supposed to 
give a precise numerical value of the available bandwidth but rather to enable a linear 
comparison.

One can question why the value of the constant is 7344.1 when the theoretical maximum 
bandwidth is 10000 kbps and both the delay- and jitter values are deducted from the available 
bandwidth. This is explained by the fact that for low values the natural logarithm takes 
negative values which then in effect increases the available bandwidth. Another questionable 
result is the P-value for the ln(Delay) coefficient. To ensure that the value has significance the 
P-value should be <0,005. However, removing it from the model severely decreased the R2-
value. The residuals from the regression are shown in the plot below. 
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Figure 10 Residual plots for available bandwidth regression analysis

The upper right plot shows that the standardized residuals seem randomly distributed around 
0 and that the maximum distance is no more than •2 standard deviations which also is a good 
criterion for a good model. To try to verify this model it is tested against data produced by a 
network simulator called OPNET Modeler [19].
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The following topology was used, which is exactly the same as in the practical measurements 
with node_0 and 3 as measuring nodes and node_1 and 2 sending interfering traffic.

Figure 11 Opnet test topology

Results from these measurements were processed and analyzed in the same way as previously 
stated. The regression model showed quite different values on the coefficients but in every 
case the R2 and model standard deviation were roughly the same. Also the P-value for the 
delay coefficient was below 5% which should motivate the use of it. But the most important 
result is that Minitab determined the ln(Delay) and ln(Jitter) to be the most significant 
predictors in every case which confirms the theory and correctness of the transformation.

3.1.6 Conclusions
The result from these experiments is mainly the determined model for estimating available 
bandwidth based on end-to-end delay and the delay jitter. The equation is stated as follow:

)ln(1024)ln(2847344 JitterDelayABW ×−×−= (6)

As mentioned earlier, this equation is not expected to give an accurate measure of the exact 
available bandwidth but rather a base for linear comparison between network connections. 
However, for a 10Mbps shared medium network a good value of the maximum available 
bandwidth will be approximated. Since an IEEE 802.11 wireless network is likely to have the 
same shared medium characteristics should be suitable for such a network as well.
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3.2 MOS value
3.2.1 Background
Since an important purpose for the M4 platform is to provide mobility for user of multimedia
applications, e.g. VoIP the MOS value is an important metric to use for assessing and 
comparing available access networks. The task to estimate the MOS value is in many ways 
much more difficult than to estimate the available bandwidth since there are no predetermined 
MOS values for an access network. Just as in the bandwidth case, the available information 
about the network is a repetitive delay measurement which also can be used to calculate jitter 
etc. However LTU has access to a software component, NetAlly[20] from Viola Networks
that can be used to measure the MOS value over a network connection. NetAlly calculates the 
MOS value using a modified version of the E-model that uses both delay and jitter which is 
proven to be accurate. The exact mathematical formula used by NetAlly is not known. 
However Nessoft [21] presets an algorithm that they use in their tool PingPlotter Pro to 
calculate MOS values that resembles the E-model to first calculate the R-value and then 
transform it to a MOS value using equation (2).

The following flowchart explains this algorithm:

Figure 12 Nessoft’s MOS calculation algorithm
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This algorithm introduces a term Efficient Latency which in fact represents the term Id that is 
the impairment due to delay in the E-model. Packet loss is also included in this algorithm 
which would fall under the term Ie which represents impairments due to equipment.
The following figure is a surface plot of this algorithm with MOS value on the horizontal 
axis.
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Figure 13 Surface plot of Nessoft’s MOS algorithm

This plot shows how delay and jitter affects the MOS value according to the algorithm, and it 
is evident that jitter has a larger effect on the MOS value than the delay. Because this 
modification of the E-model seems to be correct, the goal is to test this algorithm by 
measuring delay with small packets sent at a low frequency against NetAlly which simulates 
an actual call and measures on that traffic. The exact formula / algorithm that NetAlly uses is 
not known but it is claimed to be based on the E-model.
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3.2.2 Experimental setup

Just like the bandwidth measurements this setup consists of 4 computers running linux, but 
along with a NetAlly Test Center server which is based on Microsoft Windows 2000 Server.

Figure 14 MOS value measurement setup

The NetAlly software uses so called Traffic Agents, TAs in each node and a central Test 
Centre server that manages measurements and since the server is placed on the campus 
network a connection is made to it from the experiment network. In order to keep the 
experiment isolated a firewall is placed between to keep unwanted / irrelevant traffic from
interfering with the measurements. A fifth external PC (not shown in figure) is also used to 
access the Test Centre using a graphical user interface. From that PC measurements are 
started, measurement data is then gathered by the Test Centre Server and are available for
download later.

3.2.3 Measurements

The measurements are carried out in the same way as for the bandwidth experiment. The 
MOS values are measured during a roughly 130 second call followed by a 60 second delay 
measurement with 1 second interval. This is then repeated 10 times for each bandwidth. Just 
like in the previous experiment interfering traffic is injected with 1000 kbps steps down to 



-29-

1000 and also 500 kbps is included. Note that the sending of interfering traffic is initiated 5 
seconds before a measurement and ended 5 seconds after to ensure a steady data stream. This 
results in 110 MOS measurements along with 6600 individual delay values. NetAlly uses the 
ITU-T G.711 codec for these type measurements.

3.2.4 Measurement results

The measurement results are presented in the Graph below
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Figure 15 Calculated MOS values compared to measured values

The jitter and delay for bandwidths above 3000 kbps are so low that it does not significantly 
have an effect on neither the measured, nor the calculated value. However, below 3000 kbps a 
slight difference can be seen between these values even though they are within the 95% 
confidence interval marked around the calculated values. The important thing to notice here is 
that both values seem to give an equal indication of when the MOS value decreases below an 
acceptable limit in that they both fall rapidly and almost equal below 2000 kbps.
This indicates that MOS calculations based on delay and jitter using small packets using the 
Nessoft MOS algorithm (figure 10) are similar to measurements done on an actual simulated 
call in NetAlly and can therefore be used to give a prediction of the expected MOS values for 
a network connection.
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3.3 Measurement tool

3.3.1 Introduction

The MOS and available bandwidth should be introduced as metrics in the M4 architecture. To
test the MOS and available bandwidth prediction algorithms a small test tool has been 
implemented and described in this chapter.

3.3.2 Implementation details

The chosen programming language is Java since it is a powerful object oriented language with 
a lot of readily available components which allow a rapid program development. Another 
important reason is that this tool will be used in future research and since java offers cross 
platform support it will be possible to run the tool on several different operating systems and 
platforms. The program has a GUI which allows the user to enter the remote IP address and 
display the measured values. The remote IP address in this case is the IP address of a M4

home agent to which the measurement tool will send a faked registration message once every 
second and measure the response time. This measured round trip times are then used in the 
calculations.

Figure 16 Measurement tool UML diagram
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The measurement results are displayed both in the GUI and in a console window (if the 
application is started in a console). The console output is convenient if the user wants to pipe 
the output to a text file e.g. to create a graph that shows values over time.
This image shows a screenshot of both the GUI window and the command prompt console 
window output.

Figure 17 Measurement tool screen shot

The Java source code for the Performance class is enclosed in appendix I.

Since the measurement tool only measures the round trip times to the M4 home agent it has 
not been tested in the topology used previously for measuring the available bandwidth for 
comparison. However, the tool has been tested on a number of network connections and the 
results correspond to the expected value for that connection.
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3.4 Measurement methodology

3.4.1 Delay measurements and asymmetry
Throughout this thesis the term delay has referred to the round-trip time being the time it 
takes for a probe packet of certain size to make its way to a destination and back to the source 
again. However delay can also be unidirectional i.e. the time it takes for the packets to travel 
one way. The two different values are denoted up- and downlink delay where the uplink refers 
to the way from source to destination and downlink is the other way around. Ideally and 
theoretically both up and downlink delay should be equal but due to prioritization of downlink 
traffic implemented by many ISPs along with the risk for asymmetric routing etc. these times 
can vary quite a lot. Also the access network can have asymmetrical characteristics like 
ADSL.

On high speed links with low delays this difference is not of great significance for real-time 
critical applications. However, on e.g. WWAN like UMTS connections the difference can be 
quite substantial and therefore the round-trip delay is likely to give an incorrect indication of 
the link performance in a specific direction. So, depending on the type and direction of traffic 
on the MN the M4 client would benefit from knowing the unidirectional delays in order to 
make a correct decision on what connection to use.

The round-trip delay is relatively easy for the M4 client to measure by simply sending a 
registration message to the HA and time the reply. However, measuring the unidirectional 
delay is somewhat harder since the MN has no indication of when the message arrives at the 
HA. This is a relatively well-known problem and the most common solution is to use 
timestamps which is sent along with the message. This method has a few drawbacks which 
are described in the next section. The section 3.4.3 specifies another way to measure that I 
have developed myself and uses the fact that the M4 has multiple network connections.

3.4.2 Asymmetric delay measurement using timestamps

By inserting a timestamp indicating the reception time at the HA before sending the reply 
both up- and downlink delay can be calculated by the following formulae:

(7)

(8)

Where TS is the send time, THA is the reception time recorded by the HA (according the the 
HA clock) and TR is the reception time at the MN. One major drawback with this technique is 
that it requires high precision synchronizing of the clocks on the MN and the HA or that the 
difference is known (denoted • in the formulae 7 and 8).
Time synchronization is also a well-known problem and has been for a long time. Another 
problem is that because of drifts in the computer clock, periodic synchronizations have to be 
made in order to maintain the accuracy. The most common solution is to use the Network 
Time Protocol, NTP [22] to synchronize the computer clock against a NTP server.
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However, network fluctuations affect the synchronization and even though mechanisms are 
implemented in NTP to resist fluctuations, better accuracy than10 milliseconds is hard to 
maintain which is insufficient for this measurement purpose.

Another way to synchronize clocks is using the Global Positioning System, GPS.
GPS is a satellite navigation system mainly intended for geographic positioning.
More than 30 satellites are dispersed around the globe which periodically sends information 
about their position. By timing these messages a GPS receiver is able to pinpoint it’s location 
with an accuracy of <10m. The GPS satellites are also equipped with atomic clocks that have 
an accuracy of nanoseconds. Timing information is also sent to the receiver and by 
determining the distance to the satellite using triangulation a very precise timing can be 
achieved down to microsecond resolution.

GPS hardware that can be used to synchronize computer time typically utilizes a method 
called Pulse per Second, PPS. The GPS receiver is typically connected to the PC using a serial 
interface through which data is sent indicating position, elevation, speed, direction etc. Using 
PPS, one of the flow control lines in the serial interface are toggled exactly when information 
is received from the satellite and can thereby give an indication of when the time information 
is valid.
The obvious drawback of this method is that a GPS receiver has to be provided at both the 
MN and the HA.

A problem when using slow computers and fast network is that the actual processing time 
within the computer can make a significant contribution to the delay. This delay is referred to 
as the host time [23]. Both the application that handles the message as well as the protocol 
stack introduces a small delay. By using timestamps the application processing time at the HA 
can be measured by recording one timestamp upon reception and one when sending the reply 
and send them along with the message.
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3.4.3 Asymmetric delay measurement using alternate paths

In order for M4 to be able to choose the best interface for a connection it is required that at 
least two or more feasible connections exist to choose between. By alternating the round-trip 
paths of the registration messages i.e. sending out a message on one interface and receiving 
the reply on another it is possible to determine the asymmetry.
This kind of measurements does not provide enough information to determine the 
unidirectional delay. However, it is possible to determine which connection has the lowest 
unidirectional delay in either direction.

Figure 18 Asymmetric measurement topology

For example, the following values are assumed:

TAup 5 ms
TAdown 7 ms
TBup 17 ms
TBdown 21 ms

Table 2 Example times

the measured values will then be:

TAup + TAdown 12 ms
TBup + TBdown 37 ms
TAup + TBdown 26 ms

Table 3 Measured values
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The following expressions can then be stated:

(9)

(10)

Even though we have not calculated the actual values of Txx we can say that TAup is 12 ms 
better than TBup and TAdown is 14 ms better than TBdown accordingly.
If more than two connections are available, the same method can be used. It is sufficient to 
make only one asymmetric measurement for each interface and for that purpose the link with 
the lowest jitter should be used as “reference” so the jitter will have minimal effect on the 
result. When it comes to measuring jitter it can be somewhat risky to do using this method 
because it is impossible to tell which direction is responsible for introducing the jitter. For this 
purpose timestamps should be used as mentioned in earlier sections. Because jitter is a 
relative measure the need for clock synchronization is eliminated.
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4 Conclusions

4.1 Bandwidth estimation
The task of finding a proper way of measuring available bandwidth on a link without flooding 
it with traffic turned out to be a difficult, yet interesting task. The basic idea was to use the 
fact that load introduces collisions, buffer overflow and other performance issues in the 
network resulting in higher and more varying delay.
The model proposed in chapter 3.1 is a rough model to describe this relationship and it can 
not be expected to yield a precise value of the bandwidth. It rather shows that a relationship 
exists between delay/jitter and bandwidth.

It should be pointed out clearly that this model is based on an Ethernet network where 
collisions may occur. In e.g. WAN connections where access can be regulated by timeslots 
the result may be different. Another parameter that might affect the measurement result is 
QoS settings. The probe traffic may have low priority opposed to the actual payload making 
the measurement unjust. Another thing one might consider is that when using high speed 
links, the delay will be very small (<5ms).
The smaller the delay is, the harder it is to get a good measurement since measurement errors 
are always introduced by protocol stack processing time and delays in the measuring 
application. One way to minimize errors and variations in processing time is to increase the 
process priority of the measuring process to ensure that events are handled on time.

If the application running on top of M4 uses high bandwidth this bandwidth estimation model 
should be used in order to make the appropriate decision regarding which network to use.

4.2 MOS estimation
Estimating the MOS value from network layer parameters proved to be a more exploited area. 
Using the prevalent Nessoft formula the R-value can be directly calculated from delay and 
jitter which then is transformed to MOS using formula 2. The ability to use MOS as a metric 
for network selection really brings a valuable addition to the M4 prototype since the original 
purpose of the M4 prototype is to handle multimedia (VoIP) mobility. Because VoIP traffic 
typically uses lower bandwidth and more widely dispersed packets this method is likely to 
work satisfactory on a variety of technologies.

An interesting thing to notice on the surface plot (figure 11) of the MOS value is that below a 
delay of approx. 150 ms and a jitter of 80 ms the surface is almost entirely flat. This shows 
the “boundary” for when network characteristics starts to affect the sound quality.

Of course the choice of codec will also affect the MOS value. For the calculations in chapter 
3.2 the low compression codec G.711 is used. If higher compression is used, the MOS value 
is less likely to be sensitive to network conditions. However a lower maximum MOS value is 
achieved due to things like losses in compression and lower sample rates etc.
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4.3 The measurement tool
The purpose of the measurement tool was to make an implementation based on the results in 
chapters 3.1 and 3.2 in order to have a practical application of the results produced in chapter 
3.1 and 3.2. The tool is basically composed of three components; a measurement entity, a 
result processing entity and a GUI for presenting the result. 
One outcome from this was the verification that the algorithms can be successfully 
implemented and run. The measurement entity is implemented to exactly mimic the behaviour 
of the M4 mobile node software. Therefore, the algorithm for calculating MOS and available 
bandwidth can be used directly in the M4 prototype to report the MOS and ABW values to the 
policy engine.

4.4 Asymmetric measurements
The ability to measure asymmetric delay of a network connection can be of great advantage, 
especially if the traffic pattern of the MN is almost unidirectional, e.g. when listening to web 
radio broadcasts (downlink traffic) or streaming webcam video (uplink traffic).
Since the M4 MN software itself handles the tunnelling of packets it can determine the traffic 
pattern and therefore have great use of the asymmetry information.
Ideally, this information could be used to determine the best up- and downlink interface and 
then M4 would send traffic out through the best uplink interface and the HA will be 
responsible for tunnelling it back to the best downlink interface. More information about this 
is provided in the next chapter.

Many of today’s smart phones and some smaller laptops typically have a GPS unit built into 
them. Such devices can therefore benefit from using GPS time synchronization instead of the 
alternating path measurement. 

5 Future work and considerations

5.1 M4 implementation
The results presented in this thesis can easily be implemented and evaluated in the M4

prototype. One question to address is how to make a good integration into the policy model. 
Currently the user is able to set his/hers preferences regarding network performance, power 
consumption and monetary cost. One idea is to let the user select whether the network 
performance should reflect relative network load, available bandwidth or MOS using e.g. a 
checkbox in the M4 GUI. Another way is to use ABW or MOS as a sole metric upon request 
regardless of cost or power consumption to optimize performance (temporarily) for a certain 
application.

5.2 Asymmetric routing and load sharing
As mentioned in chapter 4.4 the information about symmetry between connections can be 
used to optimize the M4 connection by using the best uplink in combination with the best 
downlink according to the preferred metric. Another possibility is that when e.g. downloading 
a larger file M4 should be able to perform load sharing between all available connections in 
order to provide the maximal possible bandwidth. Although it may sound like a simple task to 
send traffic through different interfaces both this asymmetric routing and load sharing are 
associated with a number of difficulties. 
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The biggest problem is to know when and what traffic to handle separately. One idea is to 
provide the option to put the M4 in two different modes; optimize delay and optimize 
bandwidth. If delay optimization is chosen, the fastest uplink should be used in combination 
with the fastest downlink. When using bandwidth optimization load sharing should be 
performed between all active interfaces. The available bandwidth metric can be used to 
estimate the load sharing ratio i.e. how large percentage of the traffic to utilize each 
connection with. Another problem is that the HA has to be aware of the MN’s decision 
because otherwise it till not be able to determine which CoA to use as tunnel endpoint. 
Currently, a flag is set in the registration message to indicate whether the source interface for 
the message is chosen or not. A handover to another connection is then detected by looking at 
the source address of the message which has this flag set. If only using asymmetric routing 
the MN can “fool” the HA by setting the flag on the message from the interface with lowest 
uplink delay and thereby causing the HA to tunnel traffic to it while the MN sends out traffic 
on the interface with lowest downlink delay. Note that this is only a problem if the fastest 
uplink interface is different from the fastest downlink.

On the other hand load sharing is used a separate flag will have to be used for this along with 
a dedicated field indicating the current ratio for each interface. Since the calculated ratio may 
vary over time because of dynamic network conditions the MN will have to continuously 
update the ratio for each interface and send it to the HA which will act accordingly.

5.3 Flow based mobility
Taking the above mentioned idea one step further it is possible that the user runs different 
applications simultaneously that has different network requirements e.g. a VoIP application 
along with a FTP file download. To optimize this, different types of traffic will have to be 
handled differently depending on the user’s choice. Both the MN and the HA will have to 
differentiate paths depending on what application the incoming packets belong to, typically 
identified by a port number. For M4 to be able to perform this way the user has to specify a 
specific policy for a certain application and/or service or a group of services. Decisions based 
on this policy information will then have to be communicated in some way to the HA 
including the involved source and destination port numbers.

One of the strengths with M4 is that all calculations and decisions are performed at the MN in 
order to relieve the HA which can have several MNs connected to it. This means that all 
decisions taken should be continuously communicated to the HA. One way to do this is to 
specify certain port numbers in the registration message to the HA in order for it to know 
where to send traffic.

A possible scenario is that a user specifies a certain policy, e.g. delay optimization for a 
specific application, e.g. Skype and lets all other applications use the default policy. In this 
case the MN will determine the downlink with lowest delay and send Skype port information 
along with registration messages going out on that interface. It will then tunnel traffic 
matching Skype port numbers out via the interface with lowest uplink delay. The HA in turn 
will tunnel returning Skype traffic to the fastest downlink interface.
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5.4 Registration message modification
In order to support the proposed changes mentioned in chapters 5.2 and 5.3 the registration 
message structure will have to be altered. The figure below shows the current message layout:

Figure 19 Current registration message

H = Handoff

The current message is composed of 16 bytes of data as shown above including the necessary 
information to perform a binding to the HA. However, 2 reserved bites and 7 reserved flags 
exists which can be used for additional signaling.
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In order to support the new functions, the following message is proposed:

Figure 20 New registration message

H = Handoff
A = Asymmetric measurement
L = Load balancing
R = Reserved
P0-3 = Port numbers

In this new message, six flags, one field and the ability to insert additional fields for port 
numbers are added. The flag A indicates that an asymmetric measurement should take place. 
The MN will then insert an IP address in the CoA field that is different from the CoA actually 
used to send the message to tell the HA to reply to that address instead. The A flag remains 
unchanged in the reply. The L flag indicates that load balancing should be performed by the 
HA towards the MN and that the current interface should participate in the load balancing.
The 8 bit ratio field is then used to indicate how large percentage of the downlink traffic 
should be sent to the current interface. 

The ratio field is otherwise left empty.
To differentiate flows based on port numbers the HA is signalled by inserting one or many 
port numbers between the Sequence number and the HoA in the message. The number of 
ports that can be expected is then indicated by the flags P0-3. When receiving a message from 
a interface with P0-3 > 0 the HA will extract the port number(s) from the message and direct 
traffic that matches the chosen port numbers to that interface regardless of the H flag.
If P0-3 = 0 no ports are expected in the message.
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Appendix 1 Performance measurement code
package m4perf;

public class Performance extends Thread
{
 private double avgDelay, avgJitter;
private Gui gui;
 private Message mess = new Message();
 private String ip = "";
 private boolean running;

 
Performance(Gui gui)
{
 this.gui = gui;
avgDelay = avgJitter = -1;

}

 public void run()
{
 if(ip == "")

 return;
running = true;
 try
{

 while(running)
{
  int del = mess.send();

 if(del<0)
{
 gui.setABW(-1);

  gui.setMOS(-1);
 avgDelay = avgJitter = -1;

 }
 else
 {

 newDelay(del);
 gui.setABW(getABW());
 gui.setMOS(getMOS());

 }
 Thread.sleep(1000);

 }
 mess.close();

 }
 catch(Exception e)
 {

 System.out.println("Sleep problem in thread" + e);
 }

 }

 public void _stop()
 {

 running = false;
 }

 
 private double MOS(double Delay, double Jitter,int PacketLoss)
 {

 double EffectiveLatency = Delay + 2 * Jitter + 10;
 double R;
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 if(EffectiveLatency < 160)
 R = 93.2 - (EffectiveLatency / 40);

 else
 R = 93.2 - (EffectiveLatency - 120) / 10;
 R = R - 2.5 * PacketLoss;

 if(R<0)
 return 1;

 else
 return 1 + 0.035 * R + 0.000007 * R * (R-60) * (100-R);

 }

 private double ABW(double Delay, double Jitter)
 {

return 7344 - 284 * Math.log(Delay) - 1024 * Math.log(Jitter);
 }

 public double getMOS()
 {

 return MOS(avgDelay, avgJitter, 0);
 }

 public double getABW()
 {

 return ABW(avgDelay,avgJitter);
 }

 public void newDelay(double newDelay)
 {

 if(avgDelay==-1)
 {

 avgDelay = newDelay;
 return;

 }
 if(avgJitter==-1)

 avgJitter = Math.abs(avgDelay-newDelay);

 avgDelay = 0.2 * newDelay + 0.8 * avgDelay;
 avgJitter = 0.2 * Math.abs(newDelay - avgDelay) + 0.8 * avgJitter;

 }

 public boolean setIP(String IP)
 {

 if(!mess.bind(IP))
  return false;

 this.ip = IP;
  return true;
 }

}


