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Abstract 
IQ-Man™ is a software system developed by Operax AB. The IQ-Man™ System 
manages a QoS scheme in a standard IP network, by allowing applications to reserve 
bandwidth on the routes through the network. This requires knowledge about the 
topology in the network in order to maintain an accurate map over where traffic could 
be sent. Currently, the IQ-Man™ System’s internal map is kept up-to-date by a probe 
specialized for traditional IP networks. However, demand for a similar probe for MPLS 
networks exists as well. 
 
This report presents the implementation of a probe for the Operax IQ-Man™ System, 
intended for MPLS networks. In order to do this, a number of possible ways to extract 
the necessary information about the entities in an MPLS network are investigated. 
 
Two of the investigated approaches were selected for implementation. The first 
approach selected was to use SNMP to collect the data about the routers in the 
network. Using the TELNET protocol to access the CLI of the routers was the other 
method. The implementation of these methods was divided in separate plug-ins for the 
probe to use. These plug-ins are dynamically loaded by the probe, which means that 
additional plug-ins easily can be created and be added to the probe at runtime. 
Another important design choice was to run the probing phase in threaded mode. This 
vastly increased the efficiency of the probe, regarding the time to complete a single 
probing session. 
 
Testing of the software was made both in a small lab network and in an MPLS network 
emulator [Pe03] developed in parallel with this project. 
 
All implementation and testing was performed at Operax AB in Luleå. 
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1 Abbreviations 
ATM Asynchronous Transfer Mode, network technology to transfer data in 

cells or packets of fixed size 
CLI Command Line Interface, text based user interface 
IAB Internet Architecture Board, technical advisory group of the Internet 

Society 
IEEE Institute of Electrical and Electronics Engineers, organization best 

known for developing standards for the computer and electronics 
industry 

IETF Internet Engineering Task Force, main standards organization for the 
Internet 

IP Internet Protocol, addressing scheme for the Internet 
IQ-Man™ IP QoS Manager, product developed by Operax AB that is used to 

perform QoS management in an IP network 
IS-IS Intermediate System to Intermediate System, routing protocol 
ISO International Organization for Standardization, international organization 

composed of national standards bodies from over 75 countries 
LDP Label Distribution Protocol, protocol that is used to distribute MPLS 

labels 
LSP Label Switched Path, route through an MPLS network 
LFIB Label Forwarding Information Base, routing table for MPLS 
MIB Management Information Base, database of objects that can be 

monitored by a network management system 
MPLS Multi Protocol Label Switching, IETF initiative that integrates Layer 2 

information about network links into Layer 3 in order to simplify and 
improve IP-packet exchange 

OSPF Open Shortest Path First, interior gateway routing protocol developed 
for IP networks based on the shortest path first algorithm 

POSIX Portable Operating System Interface for UNIX, a set of IEEE and ISO 
standards that define an interface between programs and operating 
systems 

QoS Quality of Service, networking term that specifies a guaranteed 
throughput level 

RFC Request For Comment, series of notes about the Internet 
SDK Software Development Kit, programming package that enables a 

programmer to develop applications for a specific platform 
SGMP Simple Gateway Monitoring Protocol [Da87], predecessor to SNMP 
SNMP Simple Network Management Protocol, protocol for managing complex 

networks 
TCP Transmission Control Protocol, protocol that enable two hosts to 

establish a connection and exchange streams of data, with guaranteed 
delivery 

TELNET Network Virtual Terminal Protocol, terminal emulation program for 
TCP/IP networks 

VPN Virtual Private Network, network that is constructed by using public 
wires to connect nodes 
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2 Introduction 
The software systems built by Operax AB perform admission control for QoS features 
in IP networks. The Operax IQ-Man™ product has topology awareness features, 
which are used to make path sensitive admission control decisions. 
 
The research background for the current Operax product portfolio was all focused on 
IP networks and the topology awareness features currently supported are based on 
traditional IP routing, i.e. routing based on the IP forwarding tables of routers. Recent 
development and market trends indicate that the Operax IQ-Man™ product would 
benefit from having broader support for topology awareness. One area of special 
interest is topology awareness for MPLS networks, where LSPs connect to form the 
topology. 
 
MPLS is a powerful toolkit for network operators, which among other things, allow 
operators to run multiple logical IP networks on top of the same network infrastructure. 
VPN services implemented with MPLS are a common MPLS application used by 
operators. In short, many operators would like to see MPLS support in the Operax 
IQ-Man™ and similar products. This thesis is an important step in that direction. 

2.1 Operax IQ-Man™ System 
The Operax IQ-Man™ System is a program suite that provides resource and service 
control in a network. With effective control over network resources by using QoS 
mechanisms, it is possible to deliver more traffic and more services using less 
bandwidth than before. 
 
The Operax IQ-Man™ mainly consists of a core system and probes. The core 
contains the database used to store resource reservations and topology map and is 
responsible for handling resource reservations. The Operax IQ-Man™ probes 
implements topology monitoring. Applications interface to Operax IQ-Man™ via a 
specific protocol that supports resource reservation requests and corresponding 
replies. A picture over how the components are cooperating can be found in figure 2.1. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
An overview over how the Operax IQ-Man™ System operates is available in figure 
2.2. Operax IQ-Man™ connects to the network (1) and builds a live resource map (2) 
including routing topology and link resources in a database. This information is 
valuable as feedback to the operator and is also used for admission control purposes. 
As admission requests (3) arrive to the system, the resource map and the allocations 
(4) are reviewed in order to perform a path-sensitive evaluation when replying to the 
requesting application. 
 

Figure 2.1 Operax IQ-Man™ in the network 
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In this thesis a version of an IQ-Man™ probe that operates in MPLS networks is to be 
developed. In figure 2.1, the MPLS probe would replace the IQ-Man™ probe, and 
would be responsible for keeping an up-to-date image of the MPLS network. The 
Operax IQ-Man™ System contains an SDK to interface the IQ-Man™ System from an 
external application. This SDK is to be used to transfer the information collected by the 
probe to the IQ-Man™ System. 

2.2 Background 

2.2.1 Topology Awareness 
The concept of topology awareness is an important network management feature. 
When knowledge about a network’s topology is available, several management tasks 
could be simplified. Topology awareness can for instance be of good help when trying 
to cause packets to traverse fewer hops, which in turn reduce routing overhead 
[Ka02], or when trying to locate link and router failures. Another area of use would be 
when using admission control, where the traffic is classified into different priority 
levels, based on the source, destinations and the type of the traffic. Different links in 
the topology can be utilised depending on the type of traffic being sent, or depending 
on the load of the links. 
 
The features mentioned above make topology awareness one of the most important 
QoS mechanisms. Without knowledge of the underlying network, it would be much 
harder to achieve, for example, forwarding based on traffic of different priorities. 

2.2.2 MPLS 
As the Internet is growing larger and routes are becoming more and more complex, a 
demand for new efficient methods to maintain and handle route information arises. 
 
The IETF MPLS Working Group was formed in 1997 and in 2001 the first MPLS RFCs 
were released [Bl02]. The MPLS protocol was originally designed to make router 
calculations faster and to simplify the integration between IP and ATM. Today, 
however, MPLS is mainly used because of its versatility when setting up VPNs and 
tunnels, due to its capability of stacking labels. 
 
Instead of using the IP header in packets to determine their destination, MPLS sets up 
virtual connections, LSPs, between the source and destination hosts. An LSP is 
identified at each router by the use of labels. These labels are local for each router 
and are either inserted in the packet between layer 2 and layer 3 (i.e. between the 
Ethernet header and the IP header), or merged in the layer 2 header. The length of 
the labels is short and of fixed length (32-bits), which provides for fast comparisons. 

Figure 2.2 Overview of Operax IQ-Man™ 
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Packet forwarding is managed by the use of a table, LFIB, where incoming labels are 
matched with outgoing labels. Each entry in the LFIB contains information about the 
incoming label, incoming interface, outgoing label and outgoing interface of a packet. 
When a packet enters a router, the incoming label is read and normally replaced by 
the corresponding outgoing label. In some cases the incoming label is left untouched, 
and the outgoing label is simply stacked over the incoming label. This approach is 
used for instance in case of tunnelling, since the first label then would be concealed 
for the intermediate routers. 
 
The interfaces of routers in a MPLS network can act in three different ways, either as 
ingress, core, or egress interfaces. An ingress MPLS interface is an interface where 
the incoming packets originate from a non-MPLS interface, the router of this ingress 
interface is responsible of creating new LSPs and submitting LSP data to other MPLS 
enabled routers. New protocols or extensions to existing protocols are needed for this, 
for example LDP that distributes labels between MPLS routers. 
 
Core MPLS interfaces are interfaces located inside the MPLS network. They have no 
contact with non-MPLS interfaces, so the packets between two core interfaces are 
forwarded by the use of label switching. 
 
Finally, the egress MPLS interface is the last MPLS enabled interface in an LSP. The 
egress MPLS interface is responsible of popping the hierarchy of labels associated 
with a packet before forwarding it. An egress interface is usually also an ingress 
interface, and vice versa, since dataflow often are bi-directional.  
 
Examples of new features provided by MPLS are: 
 

• VPNs 
• Traffic Engineering 
• Guaranteed bandwidth services 
• Multi-Protocol Lambda Switching (MP�S, used in optic networks) 

 
Below two close-up examples of different MPLS patterns of behaviour are shown. 
Figure 2.3 illustrates a network where a tunnel is set up at router C by the use of label 
stacking. New labels of incoming packets from MPLS router A and B are stacked 
(pushed) in the packet at MPLS router C, before forwarding it to MPLS router D. Thus 
router C is the orifice of the tunnel in this example. 
 
 

A 

C 
c 

a 

b 
B 

IN OUT 

a.11 c.Push 29 

b.22 c.Push 29 

...  

 

D 
b a 

IN OUT 

a.29 b.14 

...  

 

Eth 22 IP Data 
 

Eth 11 IP Data 
 

Eth 29 11 IP Data 
 

Eth 29 22 IP Data 
 

Eth 14 11 IP Data 
 

Eth 14 22 IP Data 
 

Figure 2.3 Example of label stacking in MPLS 
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In figure 2.4 the tunnel set up at router C is ended in MPLS router E, i.e. the label on 
top of the stack is popped. Interface b and c of MPLS router F are connected to 
non-MPLS interfaces, thus interface b and c are egress interfaces. The last label in 
packets going out on those interfaces is popped, and the router in the other end will 
receive ordinary IP packets without any trace of MPLS. 
 

2.2.3 SNMP 
When the Internet began to grow in the late 1980’s, the networking community saw an 
interest in a network management tool that would simplify the complex procedure of 
setting up and maintain a functional network of a significant size. The IAB was notified 
of this desire, and produced an RFC, [Ce88], that listed the recommendations for 
developing such a tool. In [Ce88] the IAB recommended that this kind of protocol had 
to be done 

a) in as large a scale as is possible 
b) with as much diversity of implementation as possible 
c) over as wide a range of protocol layers as possible 
d) with as much administrative diversity as we can stand 

 
At that point, a number of strategies had already been suggested and those were 
reviewed during the meetings which resulted in [Ce88]. The approach that later 
formed into SNMP, was then called SGMP and was developed by a group of 
engineers and specified in [Da87]. 
 
The power of SNMP lies within its simplicity, only a couple of operations are available, 
but these cover the needs of most network administrators. The first revision of an 
SNMP RFC [Ca88] was published in August 1988. It was however superseded by 
both [Ca89], in April 1989, and by [Ca90] in May 1990. 
 
Later additional versions of SNMP have been standardized, version 2 [Ca93] in 1993, 
which supported additional security when accessing the configurable elements. It was 
however criticised for its lack of compatibility with version 1, and also because it 
increased the complexity of the protocol. 
 
Version 3 [Ca02] was just recently standardized and features enhanced security as 
well as addresses the compatibility issues from version 2. 
 

IN OUT 

a.11 b.Pop 

a.22 b.Pop 

...  

 

E 
b a 

IN OUT 

a.14 b.Pop 

...  

 

Eth 14 11 IP Data 
 

Eth 14 22 IP Data 
 

Eth 22 IP Data 
 

Eth 11 IP Data 
 

F 

c 

a 
b 

Eth IP Data 
 

Eth IP Data 
 

Figure 2.4 Example of transition between an MPLS and a non-MPLS network 
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Devices running SNMP can be accessed over a network. When the device receives 
an SNMP packet, it looks for the requested data in its MIB tree, and sends back the 
requested data to the requesting host. In most routers, the MIB trees contain data 
about the interfaces and other general information in the part of the tree called MIB-II. 
However, different vendors have their own implementations of certain areas, such as 
the MPLS MIBs, which are used to acquire information about LSPs throughout the 
network. 
 
There are other operations that might be performed by SNMP as well, but these are 
beyond the purpose of this thesis, and are consequently not brought up here. 

2.2.4 TELNET 
The TELNET protocol is a protocol to remotely connect to hosts on a network. The 
first version of the protocol was documented in June 1980 in [Po80]. In this document 
it is stated that “the purpose of the TELNET protocol is to provide a fairly general, 
bi-directional, eight-bit byte oriented communications facility”. TELNET uses the TCP 
protocol in the communication between the participating entities, and uses an option 
negotiation mechanism to determine certain communication settings for the nodes to 
use. The options available are usually documented in their own RFCs, and a list of 
them and their corresponding RFCs can be found in [Re02]. 
 
A disadvantage with TELNET is that the data sent over the network can not be 
encrypted, unless using TELNET extensions. This means that sensitive information, 
for example passwords, could be extracted from the network by a malicious user. 

2.3 Goals and Requirements 
The main goal with this thesis is to design and implement a probe to extract routing 
information from an MPLS network. 
 
To reach the main goal, a method to collect the topology data from the network must 
be defined. It is required that a couple of methods are investigated. The final choice of 
method should aim to fulfil the goals of correctness, scalability, efficiency and stability 
listed below in this section.  
 
The original requirements of this master thesis are specified below. Section 7 
analyses and compares the requirements with the results. 

Requirements 
 

1. Changes in the topology must be detected dynamically by the probe. 
2. The probe shall be designed and implemented with respect to the current 

Operax guidelines for platform and programming language. 
3. The probe shall be tested, both in a lab network and in an MPLS emulator 

[Pe03] developed in another thesis. 
4. The probe shall be integrated with Operax IQ-Man™ through the special 

extensions for MPLS in the Operax IQ-Man™ SDK. 
5. The level of complexity of the implementation should be kept as low as 

possible. 
6. The development of the probe software shall be documented in a report. 

2.3.1 Correctness 
In a QoS product like IQ-Man™, awareness of the network topology is required in 
order to reserve bandwidth over certain links in a network, and to be able to schedule 
reservations in the future. However, the state of a network may change constantly, 
from a stable state through a state where it is in transition, and then to a new stable 
state. Because of this, the probe must be able to collect an image of the network it is 
monitoring at a regular basis. 
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There are two apparent ways to collect an up-to-date image of the network. Either the 
probe must gain information about topology changes by getting call-backs from an 
application that keeps track of these changes. Another method would be to let the 
probe periodically poll the entities in the network to gain the information required to 
determine the topology. 
 
With the polling approach the probe is not aware of fluctuations occurring in the 
network. After a change in the topology, the image of the network kept by the probe 
will be out of date until the next poll conducted by the probe occurs. This is true 
independently of whether the fluctuations occurred in the middle of a probing or 
between two separate probing sessions. The time between the polls must therefore be 
carefully determined. 
 
The consequence of having an incorrect image of the network in the IQ-Man™ 
System is that reserved traffic that is to use a link that is actually down, uses other 
links to reach its destination, which may cause congestion due to an overload of 
reservations on a certain link. Another problem with an incorrect map could be that 
reservations can be denied, despite the fact that they actually should fit in. 
 
The network administrator must take into account the type of the network, and 
preferably also if the network tends to fluctuate often, when deciding what time to use 
for the probing intervals. In a stable network, where fluctuations might occur about 
once a week, the polling interval of the probe does not have to be very small, whereas 
in a more rapidly changing network, the interval has to be smaller. 
 
If this approach is selected, experiments in the mapped network have to be conducted 
to be able to choose the most adequate polling interval of the probe. It is not possible 
to state a universal time that fits all possible type of networks. 
 
To verify the correctness of the implementation, several test cases are designed. The 
results from these are evaluated. Information about the tests can be found in the 
section about testing later in this report. 

2.3.2 Scalability 
It is preferably that in a worst case scenario, the time cost of the probings and 
calculations performed by the probe scales linearly with the number of routers in the 
network being probed, i.e. in O(n) time. Exponentially increasing time with respect to 
the number of routers being probed is to be avoided. 

2.3.3 Efficiency 
The final implementation must be productive with minimal waste or effort, meaning 
that it should be possible to run the probe on an arbitrary network without diminishing 
the quality of the network due to the probe traffic. The probe is intended to run on an 
ordinary workstation, without risking overloading the computer at any time.  

2.3.4 Stability 
The probe must be stable, meaning no memory leaks should exist which may cause 
the probe to crash when running for a long time. The probe must not crash due to 
other errors in the code either. 
 
The requirements of correctness, scalability and efficiency are of greater importance 
than that of stability. This is because this thesis is not intended to result in a complete 
product in any way, not even a beta stage product. Therefore correctness, scalability 
and efficiency, if fulfilled in this stage, might confirm that our choice of method may be 
suitable to use in a future product. 



 

16 Section 3 Considered Approaches 

LSP topology awareness for MPLS networks 

2.4 Delimitations 
In this project the probe need only support the Cisco routers in Operax test lab. Data 
about these routers can be found in appendix B, table B.2. 
 
The information about routers in the network is dynamically given to the probe, e.g. via 
a file, instead of having the probe discover it by itself. 

3 Considered Approaches 
In this section different approaches to collect data from an MPLS network are 
discussed. There are two main possibilities to gather the data, the first and most 
apparent way is to poll the routers in the network and fetch the information explicitly. 
Another alternative would be to snoop on the network for already existing data, for 
example the packets with information that are sent between the routers by the routing 
protocol, and then letting the probe get this data by using call-back functions. A short 
description of these approaches and a motivation to why certain approaches were 
chosen and others not follows below. 

3.1 Snooping the Routing Protocol 
Snooping on the routing protocol means that the data used to form the network 
topology is gathered by the probe software by listening to the routing protocol in the 
network. This can be done by letting the host running the probe program emulate a 
router, whereas the host will receive information about the routers and routes in the 
network.  
 
To emulate a router, the host must run at least one of the more common routing 
protocols, like OSPF or IS-IS. However, this approach can only be used to gain 
knowledge about the existence of a router, but not of its LSPs. To find the LSPs some 
other method must be used as well. Worth mentioning is that this concept is the 
approach used in the IQ-Man™ probe for IP networks. 

3.2 Snooping the Label Distribution Protocol 
LSPs are possible to find by snooping on the protocol that is used to distribute the 
labels throughout the network. There are several ways to do this in an MPLS network. 
Either the specialized LDP can be used, but labels can also be distributed by letting 
the LSP data piggy-back on the packets sent by the routing protocol. By collecting this 
data, it is possible to gain information about the LSPs that goes through the network. 
However, the major problem is that the LDP traffic is not broadcasted, resulting in the 
need of a probe at each link, which of course is not applicable, since a physical 
connection to each link then would be required. 

3.3 Polling Routers with SNMP 
If the routers in a network are polled with SNMP, very much information can be 
gathered from their MIB trees. Most router vendors have their own MPLS MIB 
implemented if the router is capable of running MPLS. There is an Internet draft for an 
MPLS LSR MIB [Sr02], published by IETF, but as of today, not all router vendors 
strictly follow this, which means that it might be required to implement several versions 
of the probe software, depending on which router types that exists in the network. 

3.4 Polling Routers with TELNET 
For the most common routers today, it is possible to both manage and view the 
current status of it by using its CLI. The CLI is used by connecting to the router, for 
example with a TELNET client, and thereafter issuing commands to the router through 
the TELNET connection. The data is then received on a socket on the probing host, 
and must be parsed to separate the useful information from the superfluous data. This 
method can be used to extract the MPLS specific information from most routers, but it 
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is bound to become a very vendor-specific task, since a single implementation for 
every router manufacturer represented in a large network is needed. 

3.5 Discussion 
To select the most appropriate method to use in the probe, the pros and cons of each 
approach were regarded. 

Snooping the Routing Protocol 
+ Minimum redundancy, the packets are sent anyway 
+ Instant knowledge about when the network topology changes 
- Not possible to get much MPLS-specific information from this approach 
- Implementation very complex 

Snooping the Label Distribution Protocol 
+ Minimum redundancy, since label distribution has to be done anyway 
- Wide variety of methods to distribute labels, several versions must be 

implemented 
- LDP traffic is not broadcasted 
- Complex implementation 

Polling with SNMP 
+ Information can be gathered with great precision 
+ Internet draft exists; one method can be used on many different routers 
- There is a risk to flood the network 
- Must determine how often to poll the routers to keep an up-to-date 

network topology 

Polling with TELNET 
+ Almost all information can be fetched with one call to the router 
- Very vendor specific interface, several versions must be implemented to 

cover all routers in a large network 
- Must determine how often to poll the routers to keep an up-to-date 

network topology 
 
Since the implementation of the probe would be far too time-consuming if all of the 
methods were to be implemented, some of them had to be selected for 
implementation. 
 
The conclusions drawn is that the methods snooping on existing protocols in the 
network are very effective in dynamically detecting changes in the network topology, 
while the methods that poll the network have better precision, and do not receive any 
unnecessary data. The main problem with the polling approach is to determine the 
polling interval, since a change in the topology is impossible to predict. 
 
Another important aspect to consider is that the methods that use snooping are a lot 
more complex to implement, due to the massive overhead of information that is 
received and the need to emulate a real router’s behaviour. Routing daemons are 
available on the market today, but none that would be suitable for a project like this 
due to the high license costs. On the contrary, there are free APIs that could be used 
for the SNMP approach, and a rudimentary TELNET API is not difficult to implement. 
 
The methods that were chosen for implementation was the SNMP-polling of the 
routers, because of the standardized interface that probably will surface in the future, 
and the CLI calls using the TELNET protocol, because of the efficiency of this method, 
where only one call is required to fetch the significant information from the router. The 
TELNET method was also needed because one of the routers in the Operax test 
network did not support the MPLS LSR MIB [Sr02]. 



 

18 Section 4 Design 

LSP topology awareness for MPLS networks 

4 Design 
In this section the probe and its peripherals will be described. First an abstract layout 
is given, and then a more detailed description is presented where the internal design 
of the probe is presented. 

4.1 Abstract Design 
The MPLS probe is designed to provide the Operax IQ-Man™ system with data about 
the network being probed. The probe is using different methods to collect the 
information from the routers in the network, depending on the type of router, version of 
OS etc. For the probe to be as adaptive as possible to the networking environment, 
the data-gathering part of the probe is separated into different shared objects, referred 
to as plug-ins. These plug-ins can be loaded dynamically into the probe at runtime, 
with the intention to keep the probe running as much as possible. 
 
If new hardware is added to the network being probed, which the probe is unable to 
cope with, the probe itself is not required to be enhanced and recompiled. One can 
simply code a new plug-in, based on one of the existing plug-ins, that is able to handle 
the new hardware. The new plug-in is then placed at a certain location on the host 
running the probe, and the probe software will discover and integrate this new plug-in 
into its core. Thus the probe itself does not have to be shut down in order to update its 
settings. 
 
Plug-ins can also be removed at runtime. The probe will discover the loss of a plug-in, 
and consequently unload the related code from memory. 
 
There is also an emulator available for the probe, made by Mattias Persson in another 
master’s thesis [Pe03]. The emulator is used to emulate fictive routers to be able to 
verify the functionality of the probe in a large network. The emulator is transparent to 
the probe, which means that the emulated routers do not stand out in any way. 
 
Below in figure 4.1, an illustration of the probe environment is shown. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Network 
    being probed 

Figure 4.1 The probe environment 
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4.2 Probe Design 
A more detailed description of the probe is presented in this section. First off the 
complete course of events is declared and illustrated, thereafter the probe 
configuration file, containing all the necessary settings for the probe is described. It is 
important to fully understand the settings, if one is to run the probe. 

4.2.1 Course of Events 
Below, in figure 4.2, the course of events is depicted when the probe is running in 
threaded mode with a maximum thread count of two. The actions performed in the 
different stages are described afterwards. 
 

Figure 4.2 Schematics over the probe running in threaded mode with a 
maximum thread count of two. 
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Stage 1 – Probe Setup Phase 
When the probe is started, it reads the settings specified in the configuration file. If any 
vital setting is missing or incorrect, the probe will exit here with an error message. 
After a successful setup, the probe will advance to stage 2. 

Stage 2 – Plug-in Update Phase 
This is the beginning of the main loop in the probe. The first action in the main loop is 
to check the plug-in directory for changes. If there are new plug-ins, those will be 
loaded into the probe, and if the probe discovers that there are missing plug-ins 
(removed), it will unload them from memory. Any router affected by a removed plug-in 
is informed immediately. 

Stage 3 – Router Update Phase 
In the router update phase, the probe rereads the configuration file and checks the 
router list for changes. If there are new routers present, they are added to the internal 
router structure, and assigned a plug-in, if any matching plug-in can be found. If there 
are routers that have been removed, they are marked as deleted in the internal router 
structure, to be deleted from the IQ-Man™ Core System and eventually from the 
internal router list in a later stage. 

Stage 4 – Assignment Update Phase 
Each router in the internal router structure must be assigned a plug-in to operate. The 
probe calls abstract functions, mapped to a plug-in, when communicating with the 
router. In this stage the probe updates the plug-in assignments on the routers in the 
internal structure. There are two events that trigger this update; the addition or 
removal of a plug-in. If neither of those events has occurred in the current iteration, 
this stage is skipped. In case of a plug-in addition, each router is re-evaluated to 
decide if the newly added plug-in is a better one to be used, or if the old plug-in still is 
the best. In case of a plug-in removal, only the affected routers are re-evaluated and 
assigned a new plug-in, given that a matching plug-in was found.  

Stage 5 – Data Update Phase 
In this stage the communication with the routers is engaged by the probe. Threads are 
started, one for each router. In this case the maximum thread count is set to two, 
which means that no more than two threads are started simultaneously, no matter the 
total number of routers to poll. If there are more than two routers to poll for data, the 
probe will wait until the first two threads finish, before creating new threads for the next 
two routers, and so on. The thread communicates with the router via calls to the 
assigned plug-in that fetches data about the router itself, the interfaces on the router, 
and the LFIB entries from the routers MPLS forwarding table. 
 
In the mean time, the parent is responsible for keeping the connection to the 
IQ-Man™ Core System alive, by responding to heartbeats etc. 

Stage 6 – Comparison Phase 
After all routers have been polled for data, a comparison phase will be started, to 
distinguish what information is new, modified or no longer existing. The router data 
from the last iteration is compared with the data of this iteration, making this possible. 

Stage 7 – Operax IQ-Man™ Communication Phase 
At this point the internal structure in the probe is up to date. Now it’s time to tell the 
IQ-Man™ Core System about the changes in the topology that were discovered. The 
necessary messages containing information about the changes are assembled and 
sent to the IQ-Man™ Core System. 
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Stage 8 – Probe Sleeping 
This is the final stage of one loop. All necessary phases have been completed. In this 
stage the probe process is awaiting the next iteration. While waiting, the probe 
processes acknowledgements from IQ-Man™ for the messages sent by the probe in 
stage 7. When the loop restarts, the probe returns to stage 2 in figure 4.2. 
 
For more detailed information about the probe design, an abstract UML design of the 
probe can be found in appendix A. 

4.2.2 The Probe Settings File 
When the probe is first started, it initializes all of its settings based on the contents of a 
configuration file. Merely one parameter is required when starting the probe; the path 
to the configuration file. The different attributes in the configuration file are commented 
in the same file, but will be described in this section in more detail. The different 
settings described here are lined up and separated in the same way as in the original 
configuration file. 

Probe settings 
It this section of the configuration file, the native probe settings are defined. 
 
probe_log_level defines which type of events is logged by the probe. The value is 
of integer type and must reside in the range 0 to 6, see table 4.1 below. 
 

Value Log level 
0 No logging 
1 Errors 
2 Warnings 
5 Information 
6 Debug 

 
 
 
All events with a log level equal to or less than probe_log_level will be logged, i.e. 
a log level value of 5 will log error, warning and information events, but it will not log 
debug events. If probe_log_level is not defined, the probe will use a default value 
of 5. 
 
probe_logfile is an optional setting which enables logging to be directed to a file 
instead of to the screen. If logging to file is not desired, this option can be out 
commented or removed. 
 
plugin_path defines the absolute path to the directory containing the plug-ins used 
by the probe. If the path is not absolute, the probe will search for the plug-ins with the 
user’s LD_LIBRARY_PATH environment variable as root directory, then with 
/usr/lib and finally with /lib as root directory. The plugin_path setting must be 
present for the probe to work. 
 
probe_interval defines the interval in seconds between the iterations of the probe. 
If probe_interval is not defined, the probe will use a default value of 600 seconds. 
 
probe_iterations defines the number of iterations the probe will run before 
terminating. Any number can be entered, if 0 is entered, the probe will run an infinite 
number of iterations. If probe_iterations is not defined, the probe will use the 
default value of 0. 
 
probe_wait_acks allows the user to force the probe to wait for all expected 
acknowledgements from IQ-Man™ before continuing with next iteration. This option 
can be useful when experimenting with the network and the user wants to be certain 

Table 4.1 Available probe log levels 
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that all messages are treated by IQ-Man™. The value of probe_wait_acks can be 
either true or false, the default value is false. 
 
thread_max defines the maximum number of simultaneous threads allowed to be 
created by the probe. A value of 0 forces the probe to run in unthreaded mode. 
Unthreaded mode is not recommended due to its ineffectiveness compared to the 
threaded mode. If thread_max is not defined, a default value of 3 is used. 
 
thread_burst_delay offers the possibility to pause a number of seconds between 
the creations of threads. This might be a good option if the network seems to be 
overloaded by too many threads bursting at the same time. If this value is missing in 
the configuration file, no pause is introduced between the creations of the threads. 
 
thread_max_runtime defines the maximum allowed runtime of a thread, in 
seconds, before it is terminated. If thread_max_runtime is not defined, a default 
value of 60 seconds will be used. 

Probe debugging 
rtr_dumpfile allows the user to dump information about the routers in a certain file. 
Information about the routers is appended to the file every time significant changes 
have been applied on the routers. 
 
rtr_dumplevel defines the level of detail of the router dump. A value of 0 will dump 
only the basic attributes of the router, a value of 1 will also dump information about the 
interfaces of the routers, and a value of 2 will dump the LFIB information as well. 
 
msg_dumpfile offers the possibility to dump information about the communication 
between the probe and IQ-Man™ Core System. Information about messages sent, 
messages received, acknowledgments received and unacknowledged messages is 
appended to the file as they occur. 

Emulator settings 
emu_cfg_file defines the path to the emulator configuration file, which is supplied 
to the emulator during its setup. The emulator is initialized by the probe at probe 
start-up, and finalized when the probe is shutting down. If emu_cfg_file is missing, 
the probe will not start the emulator, hence no emulated routers must occur in the 
probe configuration file. 
 
emu_so_file defines the path to the emulator dynamic library. As with 
plugin_path, this path must be absolute. If this setting is present in the probe 
configuration file, the emulator will be loaded into the memory space of the probe and 
started, provided the emu_cfg_file also is defined. If emu_so_file is missing, the 
probe will not load the emulator and no emulated routers must exist in the probe 
configuration file. 

Operax IQ-Man™ connection related settings 
iqman_enabled can be either true or false, and defines whether the probe is 
going to communicate with the IQ-Man™ server or not. If iqman_enabled is not 
defined, the probe will use the default value of true. 
 
iqman_addr defines the address to the IQ-Man™ server. Both name addresses and 
IP addresses are accepted. 
 
iqman_port defines the listening port of the IQ-Man™ server. A numeric port is 
expected. 
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iqman_retries defines the number of connection retries before giving up 
connecting to the IQ-Man™. 
 
iqman_pause defines the number of seconds to pause between each connection 
retry. 
 
iqman_login defines the login name to use when commencing password login to 
IQ-Man™. 
 
iqman_passwd defines the password to use when commencing password login to 
IQ-Man™. 
 
iqman_compression defines whether or not compression will be used in the 
communication with IQ-Man™. A value of 1 enables compression, 0 disables it. 
 
privkey defines the path to a file containing the private key used when commencing 
encrypted login to the IQ-Man™. If privkey is not present, password login will be 
used instead. 
 
pubkey defines the path to a file containing the public key used when commencing 
encrypted login to the IQ-Man™. If pubkey is not present, password login will be used 
instead. 

Routers 
In this section, a list of all the routers that will be contacted by the probe is defined. 
Each router in the list is identified by an IP address, thereafter a line of attributes 
follows: 
 
snmp_community defines the community name to use when contacting the router 
via SNMP. If snmp_community is not stated, the default public community will be 
used. 
 
snmp_port defines the listening SNMP port on the router. If snmp_port is missing, 
a default port value of 161 is used. 
 
telnet_username defines the username to be used with a TELNET connection to 
the router. If telnet_username is missing, the probe will try to connect without a 
username. 
 
telnet_password defines the password to be used with a telnet connection to the 
router. If telnet_password is missing, the probe will try to connect without a 
password. 
 
telnet_port defines the listening TELNET port on the router. If telnet_port is 
missing, a default port value of 23 is used. 
 
retries defines the number of connection retries to a router, either by SNMP or by 
TELNET, before giving up. If retries is missing, a default value of 5 is used. 
 
timeout defines the time in seconds to wait before a connection attempt by the 
plug-in times out. If timeout is missing, a default value of 1 second is used. 
 
emulated defines whether the specific router is emulated or not. If the router is 
emulated, connections will go through the emulator, instead of trying to connect to a 
real router. A value of true means the router is emulated. Any other value, including 
no value at all, means the router is not emulated. 
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A sample of the configuration file can be found in appendix A, where the precise 
syntax of the settings and router list is described. 

4.3 Plug-in Design 
Plug-ins for the probe are libraries, loaded dynamically by the probe at runtime when 
they are found in the library defined in the probe’s configuration file. 
 
The plug-ins are specific for different types of routers. However it is required to use a 
standard interface between the probe and the plug-ins, since the probe does not 
require knowledge about the plug-ins internal design. A number of methods are 
defined in each plug-in, and each method with the same name accomplishes the 
same task, but uses different ways to do this. 
 
Plug-ins can be of different types, and use varied approaches to fetch the desired 
information from the routers. One way is to use SNMP, another way would be to use 
TELNET to access the CLI of the router. Another type of plug-in is the type used to 
fetch information from the MPLS network emulator [Pe03]. Note that some plug-ins 
can use both SNMP and TELNET to fetch all the information required. 
 
There are three types of operations that the plug-ins supports: 

1. Checking the type of the plug-in 
2. Checking if the plug-in matches with the current router 
3. Fetching topology information from the current router 

 
These operations are described in greater detail below 

4.3.1 Checking the Type of the Plug-in 
There is a method in each plug-in, returning the type of the plug-in. No additional 
initialization is required, but just one call is enough to fetch the type of the plug-in. The 
type could be SNMP, TELNET or emulated. There is also a possibility that a plug-in is 
of both emulated and either SNMP or TELNET type. 

4.3.2 Checking if the Plug-in Matches with Current Router 
To check whether a specific plug-in can be used with a router, three steps are 
required: 

1. Establish connection(s) to the router 
2. Determine if the plug-in can be used on this router 
3. Close connection(s) to the router 

 
The plug-in then returns the result to the probe, and if several plug-ins are usable, the 
probe determines which plug-in to use. 

4.3.3 Capturing Topology Information from Current Router 
In order to fetch the desired data from each router a number of steps have to be done: 

1. Establish connection(s) to the router 
2. Fetch the router specific information from the router 
3. Fetch the interface specific information from the router 
4. Fetch the LSP specific information from the router 
5. Close the connection(s) to the router 

 
The probe keeps track of the order the methods are executed, so the plug-ins only 
task is to write the correct information to the internal router structure of the probe. 

5 Implementation 
The MPLS probe is fully implemented in C, according to Operax standards. C++ is not 
allowed due to compatibility issues, since the IQ-Man™ product is intended to run on 
several different kinds of platforms. The POSIX threads library is used for the 
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threading of the probe. Threading might be considered complex, something that 
should be avoided if possible, due to platform compatibilities. In the MPLS probe 
however, using the selected approaches, it is pretty much necessary. The MPLS 
probe is implemented on Linux Red Hat 7.3 platforms, using the gcc v2.96 compiler. 
 
The plug-ins are implemented with the same programming language, OS and compiler 
as the probe. The SNMP plug-in uses the UCD-SNMP library [US02] for the SNMP 
calls to the routers. In the TELNET plug-in a small TELNET API, implemented 
specially for connecting to the CLI in Cisco routers, is used. This API has limited 
functionality, but supports the minimal requirements needed by the plug-in. 

6 Testing 

6.1 Test Cases 

6.1.1 Correctness in a Small Test Network 
without Outside Interference 

Description 
This test case is designed to verify that the probe returns an actual image of the 
network monitored by it. The information collected from this test is whether the probe 
manages to create an exact copy of the routers and LSPs in the small test network at 
Operax. 

Environment and Start Condition 
The probe is to be executed with the settings listed in appendix B, section B.3. It is to 
be run on the MPLS test network available at Operax, depicted in figure B.1. The 
probe is to be hosted on mpls1, and the test will include routers cisco-2651-1, 
cisco-3620-2 and cisco-3620-3. Data about the entities in the network can be found in 
table B.2. All routers are used in this test at all times. Cisco-2651-1 uses the TELNET 
plug-in, while the two others use the SNMP plug-in. 

Actions and Expected Results 
The probe is allowed to run on the Operax test network for 20 iterations. The output 
from each iteration is saved in a file. After 20 iterations, the topologies in the file are 
examined and compared with the actual topology in the network. Since no outside 
interference is involved, the probe should be able to cope with this situation, and 
present a correct topology map without any problems. 

Observations 
The probe succeeds in correctly gather the topology of the network in this case. Data 
is only sent to the IQ-Man™ Core System in the first iteration, since the LSPs do not 
change during this test. 
 
This test can be interpreted as if the probe has no problems to discover a current 
topology, at least not in a small network where the topology does not change.. 

6.1.2 Correctness in a Small Test Network 
with Outside Interference 

Description 
This test case is used to verify how the probe responds to “random” changes in the 
network topology. The data collected from this test is whether the probe can detect 
these changes and present a correct map of the current network topology, even when 
the network is manipulated from outside. 
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Environment and Start Condition 
The probe is to be executed with the settings listed in appendix B, section B.4. It is to 
be run on the MPLS test network available at Operax, which is shown in figure B.1. 
The probe is to be hosted on mpls1, and the test will include routers cisco-2651-1, 
cisco-3620-2 and cisco-3620-3. Data about these entities are available in table B.2. All 
the routers are used in these tests, but the cables between them are disconnected 
arbitrarily to simulate the links going up and down. Cisco-2651-1 is using the TELNET 
plug-in, while the two others are using the SNMP plug-in. 

Actions and Expected Results 
When running the probe on the Operax test network, cables are “randomly” 
disconnected in order to simulate routers and links going up and down. The probe is 
allowed to run for 20 iterations and must not report any unusual events during this 
period of time. The results should be that the probe discovers the changes in the 
network topology and reports them to the IQ-Man™ Core System. The topology 
collected by the probe should not differ from the actual topology of the network. 

Observations 
The probe manages to discover the changes introduced by the tampering with the 
cables. If a router is disconnected from the probing computer, it disappears from the 
topology, but the LSPs through it remain. If a link between two routers is 
disconnected, the LSPs through them are modified, and the probe is able to discover 
these changes. Since the topology reported to the IQ-Man™ Core System is correct, 
and the probe does not encounter any serious errors during the test, the test is 
deemed to be successful. 

6.1.3 Correctness in a Network Emulator 
without Fluctuations 

Description 
This test case is designed to verify the correctness of the probe in a bigger, emulated 
network. The network topology is going to be stable, and no routers or LSPs are going 
up or down in this situation. The information gathered during these tests is if the probe 
manages to return a correct image of the emulated networks. 

Environment and Start Condition 
The probe is to be executed with the settings listed in appendix B, section B.5. It is to 
be run on the MPLS network emulator implemented by Mattias Persson [Pe03]. The 
probe is to be hosted on mpls1 (see table B.2), and the number of routers emulated by 
the emulator will be varied in order to examine that the probe returns the correct 
image on large networks of different sizes. 

Actions and Expected Results 
Several networks with 5, 25, 50, 75 and 100 routers are created, and the probe is 
allowed to probe them for 20 iterations. The output after each iteration is then 
compared against the topology of the emulated network. The result should be that the 
probe is able to return the correct image of every network emulated by the emulator. 
For the comparison a small test program that compares the content of the IQ-Man™ 
System’s database and the network configuration file inputted in the emulator is used. 

Observations 
The probe is able to correctly determine the topology of all the emulated networks. 
This test implies that the probe successfully can determine the topology of networks 
with a significant number of routers. 
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6.1.4 Correctness in a Network Emulator 
with Fluctuations 

Description 
This test case is designed to verify whether the probe can cope with a large network 
that is in an unstable state, i.e. the routers are randomly going up and down. The data 
of interest in this test is the ability of the probe to detect the changes caused by the 
constantly changing network. 

Environment and Start Condition 
The probe is to be executed with the settings listed in appendix B, section B.6. It is to 
be run on the MPLS network emulator implemented by Mattias Persson [Pe03]. The 
probe is to be hosted on mpls1 (see table B.2), and the number of routers emulated by 
the emulator will be varied in order to examine how the random behaviour of these 
networks will affect the correctness of the probe data. 

Actions and Expected Results 
Networks with 5, 25, 50, 75 and 100 routers are created for this test case. The probe 
is then allowed to run on each of the created networks, and the results are compared 
to the images of the “real” networks, in the emulator. The probe will run for 20 
iterations, and should be able to detect the changes that occur in the network. For the 
comparison a small test program that compares the content of the IQ-Man™ System’s 
database and the network configuration file inputted in the emulator is used. 

Observations 
The probe is able to successfully determine current network topology, despite the 
routers going up and down in the network. 
 
This implies that the probe should be able to map a real network correctly. 

6.1.5 Scalability in a Small Test Network 

Description 
This test case is used to verify how well the probe software scales. The test is run on 
Operax small MPLS test network. The time for one probe iteration to complete is the 
data gathered during this test. 

Environment and Start Condition 
The probe is to be executed with the settings listed in appendix B, section B.7. It is to 
be run on the MPLS test network available at Operax. An image of this network is 
available in figure B.1. The probe is to be hosted on mpls1, and the test will include 
routers cisco-2651-1, cisco-3620-2 and cisco-3620-3. The hardware used in this test 
case is listed in table B.2. The routers used in each test is varied between the tests to 
discover the impact of the number of routers in the network versus the probing time. 
Only one plug-in type will be used in each test, to determine if the type of the plug-in 
has an impact on the scalability. 

Actions and Expected Results 
This network is far too small to actually prove anything about the scalability, but the 
reason for this test is just to show that the probing time does not increase 
exponentially, at least not for a small number of routers. The probe runs for 20 
iterations and the total time is divided with 20 in order to find the time for one probe 
iteration. 
 
The time it takes to iterate once, regardless of the amount of routers, is not expected 
to increase in this test, due to the threaded approach used in the probe software. The 
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calculations in the end of a probe loop are not expected to have any significant impact 
either, but the time per iteration should be constant, no matter of the number of routers 
probed. 

Observations 
The test showed that the scalability of the probe was about as good as expected. The 
data extracted from the tests can be found in table 6.1. 
 

TELNET  SNMP  
Number of routers Time (s) Number of routers Time (s) 
1 2.35 1 8.90 
2 2.55 2 9.30 
3 3.15   

 
 
 
For both of the plug-ins, it looks like the probe scales better than O(n), but more data 
would be required to verify this. The scalability requirement was that the probe must 
be able to scale in O(n). The tests implies that the scalability of the probe is better 
than O(n), but more data is required to absolutely verify this. 

6.1.6 Scalability in a Network Emulator 

Description 
This test case is used to verify how well the probe software scales. The test is run on 
an MPLS network emulator, where the number of routers in the network easily can be 
varied. The data collected in this test case is the time it takes for the probe to go 
through one probe iteration. 

Environment and Start Condition 
The probe is to be executed with the settings listed in appendix B, section B.8. It is to 
be run on the MPLS network emulator implemented by Mattias Persson [Pe03]. The 
probe is to be hosted on mpls1 (see table B.2), and the number of routers emulated by 
the emulator will be varied in order to determine the impact of the number of routers 
versus the time it takes to complete one probe iteration. 

Actions and Expected Results 
To be able to measure the time for one probe iteration, the program is due to run for 
20 iterations using both the TELNET and the SNMP plug-in, equally divided. The time 
consumed by one iteration is then calculated by dividing the total time of all the 
iterations minus the sleep time by the total number of iterations. 
 
Since the emulator has limited thread support, and does not simulate network delays, 
this is probably going to show that the time increases a great deal when additional 
routers are added. Also, in these emulated topologies, LSPs in both directions exists 
between all the edge routers. This causes the amount of LFIB entries in the routers to 
increase heavily as the number of routers increases, hence the polling time of the 
routers increases. 

Observations 
The test showed that the scalability of the probe using emulated topologies was about 
as good as expected. With a small amount of routers, the probe scales better than 
O(n), but when the number of routers increases to 25 and more, the probe scales 
worse than O(n) time. The data extracted from the tests can be found in table 6.2. 

Table 6.1 Scalability results 
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6.1.7 Efficiency 

Description 
This test case will be used to verify if the probe software is as efficient as desired. The 
test is run in a small network, and Ethereal [Et02] is used to determine how much 
traffic is added to the network due to the probing process. The processor usage on the 
probing host is measured as well, using the UNIX command “top”. 

Environment and Start Condition 
The probe is to be executed with the settings listed in appendix B, section B.9. It is to 
be run on the small test network available at Operax, as depicted in figure B.1. The 
probe is to be hosted on mpls1, and the test will include routers cisco-3620-2 and 
cisco-3620-3. Technical data about these units are available in table B.2. Tests will be 
run with only one plug-in type at a time, i.e. just one of the SNMP- or TELNET plug-ins 
will be used in each test, to distinguish if there are large differences between the 
plug-ins. 

Actions and Expected Results 
The probing is allowed to execute for 2 minutes. The processor usage is monitored by 
“top” at all times, and the processor usage is recorded in 5 second intervals. Data sent 
to the routers are recorded with Ethereal, and afterwards the total amount of data 
transferred is divided with the total running time of the probe. 
 
The probing is not expected to utilize more than an average of 2% of the total 
bandwidth of the 2 10-Mbit links on the routers used to transfer data between the test 
host and the routers during the test, and the processor usage is not expected to use 
more than 25% of the Intel Pentium™ III 550 MHz processor’s capacity at any time. 

Figure 6.2 Emulator scalability results 
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Observations 
The processor usage during the tests was almost the same for both the SNMP- and 
TELNET plug-in. An average was calculated and a graph can be found in figure 6.3. 
Here it is clear that the processor usage does not exceed the maximum allowed limit 
of 25%. 
 

 
For the network utilization an average was calculated. When using the 
TELNET-plug-in, an average of 38.3 kB/s was used. However, the SNMP plug-in used 
far more network resources, finishing with an average of 139.8 kB/s. For the TELNET 
plug-in this means that an average of 0.19% of the 2 10-Mbit links on the routers is 
utilized during the test. When using the SNMP plug-in, this number equals 0.70% of 
the 10-Mbit links. 
 
The results are interpreted as if the probe does not violate the efficiency criteria. 

6.1.8 Stability 

Description 
This test case will be used to test the overall stability of the probe, i.e. if there are any 
memory leaks or if the program is due to crash after a long period of running. The 
tests will be run on the Operax MPLS test network for 16 hours, and the memory 
usage and possible crashes will be recorded. Because of the low priority of this 
requirement, and the amount of time required to run the tests, only a small number of 
tests will be made. 

Environment and Start Condition 
The probe is to be executed with the settings listed in appendix B, section B.10. It is to 
be run on the small test network available at Operax, depicted in figure B.1. The probe 
is to be hosted on mpls1, and the test will include routers cisco-2651-1, cisco-3620-2 
and cisco-3620-3. Data about these entities can be found in table B.2. Cisco-2651-1 is 
using the TELNET plug-in, while the two others are using the SNMP plug-in. 

Actions and Expected Results 
The program is started and is allowed to stabilize by running 3 iterations. Its memory 
usage when it reaches the stable state is then noted. After 16 hours the probe is 

Figure 6.3 Efficiency results 
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checked for crashes and, if not crashed, the current memory usage is compared with 
the starting memory usage in order to detect memory leaks. 

Observations 
The probe is able to run for 16 hours without crashing. No memory leaks appeared 
during the test. It is considered thereby that the stability requirement is fulfilled. 
 

7 Results 
In this section the goals and requirements of Section 2.2 are analysed and compared 
with the results of the probe implementation and the results of the probe testing. 

7.1 Requirements 

Requirement 1, changes in the topology must be detected dynamically 
by the probe. 
Polling with TELNET and SNMP were chosen as the methods to implement. By polling 
the network, requirement 1 is fulfilled.  

Requirement 2, the probe shall be designed and implemented with 
respect to the current Operax guidelines for platform and programming 
language 
The MPLS probe was implemented using C only, on two Red Hat v7.3 Linux 
platforms, thereby requirement 2 is fulfilled.  

Requirement 3, the probe shall be tested, both in a lab network and in 
an MPLS emulator. 
The MPLS probe was tested in the lab network at Operax and in an MPLS emulator 
[Pe03]. The test cases and the results of the tests are presented in Section 6. 
Requirement 3 is fulfilled. 

Requirement 4, the probe shall be integrated with Operax IQ-Man™ 
through the special extensions for MPLS in the Operax IQ-Man™ SDK. 
The MPLS probe was successfully integrated with Operax IQ-Man™, using the 
Operax IQ-Man™ SDK. Requirement 4 is fulfilled. 

Requirement 5, the complexity of the implementation should be kept as 
low as possible. 
The MPLS probe utilizes threads. This was found to be a necessity due to the poor 
performance caused by long idle periods of time. The probe also uses dynamically 
loaded modules (shared object files) to provide for flexibility when support for new 
hardware is needed. No unnecessary complexity was introduced in the 
implementation of the probe. Requirement 5 is fulfilled. 

Requirement 6, the development of the probe software shall be 
documented in a report. 
The development of the MPLS probe is documented in this report. Requirement 6 is 
fulfilled. 
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7.2 Goals 

Correctness 
When testing the probe in the Operax MPLS test network, the probe manages to 
discover the topology without any problems. This network is, however, not big enough 
to prove that the probe would work in any network, regardless of size. Instead tests in 
the MPLS network emulator have been conducted in order to verify the functionality of 
the probe in larger networks. 
 
The tests performed in the MPLS network emulator showed that the probe also is able 
to correctly determine the topology of larger networks. Up to 100 routers have been 
emulated, and the probe can create a correct map of these networks. If changes occur 
in the networks, these are detected as well. 
 
Based on the results of these tests, the probe is considered to fulfil the correctness 
criteria. 

Scalability 
The tests of the scalability implies that the probe might manage to perform probings in 
O(n) time, at least in the real network. This test was of course limited to the 3 routers 
in the Operax MPLS test network, and it would be interesting to try the probe in a 
larger network. 
 
As expected, tests in the emulator did not scale as well as the tests in the real 
network. However, it seems like the probe scales linearly when running on an 
emulated network. 
 
Since the probe never scales worse than O(n), the scalability goal could be fulfilled, 
but more tests would be needed to verify this. 

Efficiency 
The efficiency goal was fulfilled in the tests in the test network. Since it is difficult to 
estimate the impact of adding more routers to the probe, this goal has not been 
verified in a comfortable fashion. Tests in a larger network are needed to confirm the 
efficiency of the probe. No network communication occurs between the probe and the 
network emulator, so it is unfortunately not possible to verify this goal in the emulator 
either. 

Stability 
The probe is able to run for a very long period of time without crashing or leaking 
memory. The stability criterion is therefore fulfilled. 

8 Discussion and Conclusion 
The threaded approach of the probing process was a necessary measure in order to 
decrease the time it takes for one probe iteration to complete. Using dynamically 
loaded plug-ins that supports different router manufacturers seems to be a good idea. 
New plug-ins can be implemented without any modification to the source code of the 
probe “core” system. 
 
A version of the probe that supports both snooping on networking protocols and active 
polling with SNMP or TELNET would have been interesting to implement. As of today 
the probe just takes a list of the routers in the network and fetches the information 
from these. If the probe also got the routing messages, routers could be detected 
dynamically without interference from a network administrator. 
 
Tests in large networks have only been run in the MPLS network emulator [Pe03]. 
Since an emulated environment never can be as accurate as a real network, it would 
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be interesting to test the probe in a real, larger MPLS network, in order to determine if 
the size of the network infers with the functionality of the probe. 

9 Related Work 
The work in this project has been influenced mostly by products developed at Operax 
AB. The Operax IQ-Man™ probe designed for IP networks has been reviewed, and 
some of the features in it has been reused in this project. Other work at Operax AB, 
such as general code for different storage type etc. has been used as well. 
 
However, some other work has also influenced this thesis. In a manuscript [Si98] from 
1998 some methods to extract topology information in a network are discussed. One 
of the methods is to use SNMP to discover the topology of a network. A similar way to 
gather the information from the routers has been used in this thesis. Another project 
where SNMP polling of routers is used is in “The Remos Project” [RP02]. However, in 
[RP02] the information is not only extracted, as in this project, but the entire topology 
is calculated by the application. 
 
In parallel with this thesis, an MPLS network emulator [Pe03] was developed in order 
to test the MPLS probe in a simulated environment. Because of the close relation of 
the two projects, thoughts and ideas have been shared between each other. 

10 Future Work 
Multiple links between routers, e.g. a serial point-to-point link and an Ethernet link, can 
not be taken care of by the probe. The problem is that the same LSP might be used 
for both links, which complicates the parsing when using TELNET plug-ins. The 
parsing problem of LSPs with multiple links is a minor problem, but the main issue is 
that the next hop (opposite peer) of a serial link is not announced with an IP address 
in TELNET. A similar problem arises when using the SNMP plug-in, where the next 
hop IP address of a serial connection is announced as 48.48.48.48 in the SNMP 
MPLS LSR MIB [Sr02]. 
 
When the probe collects information about the interfaces of routers, it does not 
consider whether a specific interface is up or down. Functionality can be added to the 
plug-ins to consider this, and discard interfaces that are down. However, this is not a 
major problem, since interfaces that are down do not contain any LSPs, and therefore 
will not affect the calculations and reservations of IQ-Man™ even though they are 
inserted. 
 
A possible feature addition to the probe would be to enable dynamic polling intervals. 
If the probe detects any changes in the topology, it will decrease the polling interval by 
a certain amount of time. This might provide for faster recognition of changes in the 
topology. A case where an alternation in the topology sets off a course of consequent 
changes will be taken into consideration faster by the probe. Then when the network 
tends to be stable, and no more changes are occurring, the probe will increase its 
polling interval, until finally reaching its predefined polling interval. 
 
To further increase the efficiency of the tests, it should be possible to run “MPLS for 
Linux” [MP02] on a test network where ordinary computers are used to simulate 
routers. This way, it will be much cheaper to test the probe software on a “real” 
network, i.e. not just in a network emulator, but in real hardware. Tests on a network 
emulated in software can never be as accurate as tests performed in real life, and 
because of the relatively low cost of a regular computer compared to the cost of a 
router, the tests in hardware are going to be much cheaper. 
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Appendix A – Probe Design 

MPLS probe abstract UML Design 
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Probe Configuration File Sample 
################## 
# Probe settings # 
################## 
 
# Set the level of verbosity for the probe. 
#  value    loglevel 
#      0    No logging 
#      1    Errors 
#      2    Warnings 
#      5    Information 
#      6    Debug 
# Default 5 
probe_loglevel 5; 
 
# Set probe_logfile to a filename when logging should be done to file. 
# Just comment or remove this line to direct logging to screen. 
probe_logfile "probe_log.txt"; 
 
# Path to folder containing plugins. 
# Path MUST be absolute ( starting with a / ). 
plugin_path "/home/pelle/work/coding/mpls_prototype/mpls-thesis/probe/plugins"; 
 
# Time to sleep in seconds between two probings of the network. 
# Default 600 
probe_interval 10; 
 
# Set probe_wait_acks to true to force the probe to wait for acknowledgements 
# for all messages before continuing with next iteration. 
# Default false 
probe_wait_acks true; 
 
# Number of iterations executed by the probe before it will exit. 
# 0 = infinite number of iterations. 
# Default 0 
probe_iterations 2; 
 
# Maximum no of threads that are allowed to be created by the probe. 
# If set to 0, the probe will run in unthreaded mode. 
# Default 3 
thread_max 6; 
 
# Delay in seconds between thread executions when running in threaded mode. 
# Default 0 
thread_burst_delay 0; 
 
# Maximum runtime in threaded mode for the plugin threads in the assembler. 
# Default 60 (seconds) 
thread_max_runtime 100; 
 
################### 
# Probe debugging # 
################### 
 
# Enable this setting to force a router dump to file after major router 
actions. 
# Only router information will be dumped, no matter the value of loglevel. 
# If no debug_dumpfile is set, the dump will be sent to screen, provided the 
# loglevel is set to LOGDEBUG. 
rtr_dumpfile "rtrdump.txt"; 
 
# Set the detail level of the router dump 
# value     detail level 
#     0     only router information is dumped 
#     1     router and interface information is dumped 
#     2     router, interface and LFIB information is dumped 
rtr_dumplevel 2; 
 
# Enable this setting to force a message dump to file after sending/processing 
# IQ-Man(tm) messages. 
# Only message information will be dumped to this file, no matter the value of 
# loglevel. If no msg_dumpfile is set, the dump will be sent to screen, 
# provided the loglevel is set to LOGDEBUG. 
msg_dumpfile "msgdump.txt"; 
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##################### 
# Emulator settings # 
##################### 
 
# When using the emulator, point this parameter to the config file for the emu. 
emu_cfg_file 
"/home/pelle/work/coding/mpls_prototype/mpls-thesis/emulator/emu_domain.conf"; 
 
# When using the emulator, point emu_so_file to the emulator shared library. 
# Path MUST be absolute ( starting with a / ). 
emu_so_file 
"/home/pelle/work/coding/mpls_prototype/mpls-thesis/emulator/libemu.so"; 
 
################################## 
# IQ-Man(tm) connection settings # 
################################## 
 
# Specifies whether IQ-Man(tm) will be used by the probe. 
# Default is true. 
iqman_enabled false; 
 
# Address to IQ-Man(tm) server 
iqman_addr mpls1; 
 
# Port to IQ-Man(tm) server 
iqman_port 7015; 
 
# Number of connection retries before giving up connecting to IQ-Man(tm) 
iqman_retries 5; 
 
# Number of seconds to pause between each retry 
iqman_pause 1; 
 
# Login name to use with IQ-Man(tm) 
iqman_login "mpls"; 
 
# Password to use with IQ-Man(tm) 
iqman_passwd "mpls"; 
 
# Compression of the communication data with IQ-Man(tm). 
# Set iqman_compression to 1 to use compression, otherwise set 
# it to 0. 
iqman_compression 0; 
 
# Private key to be used with IQ-Man(tm) encrypted login. 
# If privkey is left out, the probe will try to log on 
# using password instead. 
privkey "private_key"; 
 
# Public key to be used with IQ-Man(tm) encrypted login 
# If pubkey is left out, the probe will try to log on 
# using password instead. 
pubkey "public_key"; 
 
########### 
# Routers # 
########### 
 
# Definition of routers to be contacted by the probe 
routers { 
    "192.168.200.6" { 
        # SNMP community name 
        # Default public 
        snmp_community public; 
 
        # SNMP port number 
        # Default 161 
        snmp_port 161; 
 
        # Telnet username 
        # Default none 
        telnet_username user_name; 
 
        # Telnet password 
        # Default none 
        telnet_passwd password; 
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        # Telnet port number 
        # Default 23 
        telnet_port 23; 
 
        # No of connection retries on connection timeout 
        # Default 5 
        retries 7; 
 
        # No of seconds to wait before a timeout occurs when connecting 
        # Default 1 
        timeout 2; 
 
        # Emulated or real router 
        # Default false 
        emulated false; 
    }; 
}; 
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Appendix B – Test Configurations 

Topology 
The network depicted in figure B.1 is an image of the Operax MPLS test network. The 
routers 192.168.200.3, 192.168.200.5 and 192.168.200.6 are all routers that run 
MPLS. The hosts 192.168.1.23 and 192.168.1.24 are the test hosts from where all 
tests are run. The network marked 10.0.0.0/8 is an ordinary IP test network made up 
of several routers and router-emulating hosts, which are not MPLS activated. LSPs 
are built between the small 10.2.1.40/29-network and the bigger 10.0.0.0/8-network. 
These LSPs are used in the tests described in the Testing section in this report. 
 

 
 

Figure B.1 The Operax MPLS test network 
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Entities 
Data about the entities used in the network described in the Topology section above 
are listed in table B.2. Most tests were run on mpls1, with the IQ-Man™ Core System 
running on mpls2. 
 

Host: 192.168.1.23 
Name: mpls1.operax.com 
OS/Kernel: Red Hat Linux release 7.3/Linux 2.4.18-3 
Processor: Intel Pentium™ III 550 MHz 
Memory: 384 MB SDRAM 
Other: X Server version 11.0, KDE version 3.0.0-10 
  
Host: 192.168.1.24 
Name: mpls2.operax.com 
OS/Kernel: Red Hat Linux release 7.3/Linux 2.4.18-3 
Processor: Intel Pentium™ III 600 MHz 
Memory: 384 MB SDRAM 
Other: X Server version 11.0, KDE version 3.0.0-10 
  
Router: 192.168.200.3 
Name: cisco-2651-1.operax.com 
Type: Cisco 2600 
OS: IOS™ version 12.2(8)T5 
  
Router: 192.168.200.5 
Name: cisco-3620-2.operax.com 
Type: Cisco 3600 
OS: IOS™ version 12.2(13)T 
  
Router: 192.168.200.6 
Name: cisco-3620-3.operax.com 
Type: Cisco 3600 
OS: IOS™ version 12.2(2)T 

 Table B.2 Test setup hardware 
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Test Settings 

B.3 Testing the Correctness in a Small Test Network without Outside 
Interference 
################## 
# Probe settings # 
################## 
 
probe_loglevel 5; 
probe_logfile "test1_debuglog.txt"; 
plugin_path "/home/pelle/work/coding/mpls_prototype/mpls-thesis/probe/plugins"; 
probe_interval 5; 
probe_wait_acks true; 
probe_iterations 20; 
thread_max 3; 
thread_burst_delay 0; 
thread_max_runtime 60; 
 
################### 
# Probe debugging # 
################### 
 
rtr_dumpfile "test1_rtrdumplog.txt"; 
rtr_dumplevel 2; 
msg_dumpfile "test1_msgdumplog.txt"; 
 
################################## 
# IQ-Man(tm) connection settings # 
################################## 
 
iqman_enabled true; 
iqman_addr mpls2; 
iqman_port 7015; 
iqman_retries 5; 
iqman_pause 1;  
iqman_login "mpls"; 
iqman_passwd "mpls"; 
iqman_compression 0; 
 
########### 
# Routers # 
########### 
 
routers { 
    "192.168.200.3" { 
        telnet_username operax; 
        telnet_passwd operax; 
        telnet_port 23; 
        retries 5; 
        timeout 1; 
        emulated false; 
    }; 
    "192.168.200.5" { 
        snmp_community public; 
        snmp_port 161; 
        retries 5; 
        timeout 1; 
        emulated false; 
    }; 
    "192.168.200.6" { 
        snmp_community public; 
        snmp_port 161; 
        retries 5; 
        timeout 1; 
        emulated false; 
    }; 
}; 
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B.4 Testing the Correctness in a Small Test Network with Outside 
Interference 
################## 
# Probe settings # 
################## 
 
probe_loglevel 5; 
probe_logfile "test2_debuglog.txt"; 
plugin_path "/home/pelle/work/coding/mpls_prototype/mpls-thesis/probe/plugins"; 
probe_interval 60; 
probe_wait_acks true; 
probe_iterations 20; 
thread_max 3; 
thread_burst_delay 0; 
thread_max_runtime 60; 
 
################### 
# Probe debugging # 
################### 
 
rtr_dumpfile "test2_rtrdumplog.txt"; 
rtr_dumplevel 2; 
msg_dumpfile "test2_msgdumplog.txt"; 
 
################################## 
# IQ-Man(tm) connection settings # 
################################## 
 
iqman_enabled true; 
iqman_addr mpls2; 
iqman_port 7015; 
iqman_retries 5; 
iqman_pause 1;  
iqman_login "mpls"; 
iqman_passwd "mpls"; 
iqman_compression 0; 
 
########### 
# Routers # 
########### 
 
routers { 
    "192.168.200.3" { 
        telnet_username operax; 
        telnet_passwd operax; 
        telnet_port 23; 
        retries 5; 
        timeout 1; 
        emulated false; 
    }; 
    "192.168.200.5" { 
        snmp_community public; 
        snmp_port 161; 
        retries 5; 
        timeout 1; 
        emulated false; 
    }; 
    "192.168.200.6" { 
        snmp_community public; 
        snmp_port 161; 
        retries 5; 
        timeout 1; 
        emulated false; 
    }; 
}; 
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B.5 Testing the Correctness in a Network Emulator without Fluctuations 
################## 
# Probe settings # 
################## 
 
probe_loglevel 5; 
probe_logfile "test3_debuglog.txt"; 
plugin_path "/home/pelle/work/coding/mpls_prototype/mpls-thesis/probe/plugins"; 
probe_interval 5; 
probe_wait_acks true; 
probe_iterations 20; 
thread_max 100; 
thread_burst_delay 0; 
thread_max_runtime 60; 
 
################### 
# Probe debugging # 
################### 
 
rtr_dumpfile "test3_rtrdumplog.txt"; 
rtr_dumplevel 2; 
msg_dumpfile "test3_msgdumplog.txt"; 
 
################################## 
# IQ-Man(tm) connection settings # 
################################## 
 
iqman_enabled true; 
iqman_addr mpls2; 
iqman_port 7015; 
iqman_retries 5; 
iqman_pause 1;  
iqman_login "mpls"; 
iqman_passwd "mpls"; 
iqman_compression 0; 
 
########### 
# Routers # 
########### 
 
routers { 
    ###################################### 
    # Depend on the network being tested # 
    ###################################### 
 
}; 
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B.6 Testing the Correctness in a Network Emulator with Fluctuations 
################## 
# Probe settings # 
################## 
 
probe_loglevel 5; 
probe_logfile "test4_debuglog.txt"; 
plugin_path "/home/pelle/work/coding/mpls_prototype/mpls-thesis/probe/plugins"; 
probe_interval 60; 
probe_wait_acks true; 
probe_iterations 20; 
thread_max 100; 
thread_burst_delay 0; 
thread_max_runtime 60; 
 
################### 
# Probe debugging # 
################### 
 
rtr_dumpfile "test4_rtrdumplog.txt"; 
rtr_dumplevel 2; 
msg_dumpfile "test4_msgdumplog.txt"; 
 
################################## 
# IQ-Man(tm) connection settings # 
################################## 
 
iqman_enabled true; 
iqman_addr mpls2; 
iqman_port 7015; 
iqman_retries 5; 
iqman_pause 1;  
iqman_login "mpls"; 
iqman_passwd "mpls"; 
iqman_compression 0; 
 
########### 
# Routers # 
########### 
 
routers { 
    ###################################### 
    # Depend on the network being tested # 
    ###################################### 
 
}; 
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B.7 Testing the Scalability in a Small Test Network 
################## 
# Probe settings # 
################## 
 
probe_loglevel 5; 
probe_logfile "test5_debuglog.txt"; 
plugin_path "/home/pelle/work/coding/mpls_prototype/mpls-thesis/probe/plugins"; 
probe_interval 5; 
probe_wait_acks false; 
probe_iterations 20; 
thread_max 3; 
thread_burst_delay 0; 
thread_max_runtime 60; 
 
################### 
# Probe debugging # 
################### 
 
rtr_dumpfile "test5_rtrdumplog.txt"; 
rtr_dumplevel 2; 
msg_dumpfile "test5_msgdumplog.txt"; 
 
################################## 
# IQ-Man(tm) connection settings # 
################################## 
 
iqman_enabled true; 
iqman_addr mpls2; 
iqman_port 7015; 
iqman_retries 5; 
iqman_pause 1;  
iqman_login "mpls"; 
iqman_passwd "mpls"; 
iqman_compression 0; 
 
########### 
# Routers # 
########### 
####################################################### 
# Note that only one plug-in type is tested at a time # 
####################################################### 
 
routers { 
    "192.168.200.3" { 
        telnet_username operax; 
        telnet_passwd operax; 
        telnet_port 23; 
        retries 5; 
        timeout 1; 
        emulated false; 
    }; 
    "192.168.200.5" { 
        snmp_community public; 
        snmp_port 161; 
        telnet_username operax; 
        telnet_passwd operax; 
        telnet_port 23; 
        retries 5; 
        timeout 1; 
        emulated false; 
    }; 
    "192.168.200.6" { 
        snmp_community public; 
        snmp_port 161; 
        telnet_username operax; 
        telnet_passwd operax; 
        telnet_port 23; 
        retries 5; 
        timeout 1; 
        emulated false; 
    }; 
}; 
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B.8 Testing the Scalability in a Network Emulator 
################## 
# Probe settings # 
################## 
 
probe_loglevel 5; 
probe_logfile "test6_debuglog.txt"; 
plugin_path "/home/pelle/work/coding/mpls_prototype/mpls-thesis/probe/plugins"; 
probe_interval 5; 
probe_wait_acks false; 
probe_iterations 20; 
thread_max 100; 
thread_burst_delay 0; 
thread_max_runtime 60; 
 
################### 
# Probe debugging # 
################### 
 
rtr_dumpfile "test6_rtrdumplog.txt"; 
rtr_dumplevel 2; 
msg_dumpfile "test6_msgdumplog.txt"; 
 
################################## 
# IQ-Man(tm) connection settings # 
################################## 
 
iqman_enabled true; 
iqman_addr mpls2; 
iqman_port 7015; 
iqman_retries 5; 
iqman_pause 1;  
iqman_login "mpls"; 
iqman_passwd "mpls"; 
iqman_compression 0; 
 
########### 
# Routers # 
########### 
########################################################## 
# Note that both plug-in types are tested simultaneously # 
########################################################## 
 
routers { 
    ###################################### 
    # Depend on the network being tested # 
    ###################################### 
 
}; 
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B.9 Testing the Efficiency 
################## 
# Probe settings # 
################## 
 
probe_loglevel 5; 
probe_logfile "test7_debuglog.txt"; 
plugin_path "/home/pelle/work/coding/mpls_prototype/mpls-thesis/probe/plugins"; 
probe_interval 5; 
probe_wait_acks false; 
probe_iterations 0; 
thread_max 3; 
thread_burst_delay 0; 
thread_max_runtime 60; 
 
################### 
# Probe debugging # 
################### 
 
rtr_dumpfile "test7_rtrdumplog.txt"; 
rtr_dumplevel 2; 
msg_dumpfile "test7_msgdumplog.txt"; 
 
################################## 
# IQ-Man(tm) connection settings # 
################################## 
 
iqman_enabled true; 
iqman_addr mpls2; 
iqman_port 7015; 
iqman_retries 5; 
iqman_pause 1;  
iqman_login "mpls"; 
iqman_passwd "mpls"; 
iqman_compression 0; 
 
########### 
# Routers # 
########### 
####################################################### 
# Note that only one plug-in type is tested at a time # 
####################################################### 
 
routers { 
    "192.168.200.5" { 
        snmp_community public; 
        snmp_port 161; 
        telnet_username operax; 
        telnet_passwd operax; 
        telnet_port 23; 
        retries 5; 
        timeout 1; 
        emulated false; 
    }; 
    "192.168.200.6" { 
        snmp_community public; 
        snmp_port 161; 
        telnet_username operax; 
        telnet_passwd operax; 
        telnet_port 23; 
        retries 5; 
        timeout 1; 
        emulated false; 
    }; 
}; 
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B.10 Testing the Stability 
################## 
# Probe settings # 
################## 
 
probe_loglevel 5; 
probe_logfile "test8_debuglog.txt"; 
plugin_path "/home/pelle/work/coding/mpls_prototype/mpls-thesis/probe/plugins"; 
probe_interval 60; 
probe_wait_acks false; 
probe_iterations 0; 
thread_max 3; 
thread_burst_delay 0; 
thread_max_runtime 20; 
 
################### 
# Probe debugging # 
################### 
 
rtr_dumpfile "test8_rtrdumplog.txt"; 
rtr_dumplevel 2; 
msg_dumpfile "test8_msgdumplog.txt"; 
 
################################## 
# IQ-Man(tm) connection settings # 
################################## 
 
iqman_enabled true; 
iqman_addr mpls2; 
iqman_port 7015; 
iqman_retries 5; 
iqman_pause 1; 
iqman_login "mpls"; 
iqman_passwd "mpls"; 
iqman_compression 0; 
 
########### 
# Routers # 
########### 
 
routers { 
    "192.168.200.3" { 
        telnet_username operax; 
        telnet_passwd operax; 
        telnet_port 23; 
        retries 5; 
        timeout 1; 
        emulated false; 
    }; 
    "192.168.200.5" { 
        snmp_community public; 
        snmp_port 161; 
        retries 5; 
        timeout 1; 
        emulated false; 
    }; 
    "192.168.200.6" { 
        snmp_community public; 
        snmp_port 161; 
        retries 5; 
        timeout 1; 
        emulated false; 
    }; 
}; 

 


