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Abstract

This paper describes the security research for a web application designed by BehavioSec.
The application uses JavaScript to record keystrokes to generate data that is sent back
to a server for veri�cation. As this type of applications are often used in systems used
for sensitive data, they are often targets for various attacks. The purpose of this paper
is to decide what can be done to, if not prevent these attacks, then at least make it more
di�cult to succeed with an attack.

Information has been gathered through web research, mainly based on the current pro-
gramming languages that are being used in the application but alternatives has also been
taken into consideration. Requests from BehavioSec has also been evaluated.

There are many ways to increase the security around these kinds of applications. Web
replay attacks could be countered by generating a JavaScript on the server side for each
user that has the same functionality but with a di�erent format each time. One way to
prevent man in the browser attacks could be to use a veri�cation based on the performed
request from the client. Hashing the data could also help verify that the data has not
been altered since it was transmitted from the client to some extent. To increase the
security further a salt could be used with the hash function. No matter what solution
is used, the use of sessions is recommended as it enable the possibility to store sensitive
data on the server side instead of passing it to the client.
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1 Glossary of terms

CSEE Computer Science And Electrical Engineering.
Department at Luleå University Of Technology

DOM Document Object Model. A cross-platform and language-
independent interface for creating, accessing and updating the
content of a document

Hash Also called message digest. A mathematical representation of a
set of data, used to verify data.

HTML Hypertext Markup Language. Language for creating web sites
LTU Luleå University of Technology. The University where the the

education has taken place.
MITB Man in the browser. Attack where the victims computer

is infected with code that makes it possible to control the tra�c
that goes through the victims computer

MITM Man in the middle. Attack where the communication is
intercepted by a third part

OWASP The Open Web Application Security Project. An organization
that focuses on improving security of application software

PHP PHP: Hypertext Preprocessor. A server side scripting language
used to create dynamic web pages

SSL Secure Sockets Layer. A technology that enables encrypted
communication between two computers on the internet.

TLS Transport Layer Security. The Follower to SSL
XML eXtensible Markup Language. A format for creating documents in

machine readable form
XMLHTTP eXtensible Markup Language HyperText Transfer Protocol

an API that enables using requests to a web server
directly from a web page

5



2 Introduction

When using services in a web environment, security is of great importance. This implies
both for the user and the provider. The information in use must be handled in a way that
does not compromise its security. Passwords are only secure as long as the user keeps
them secure. Not everyone is aware of the risks that comes with compromised passwords
and other security leaks.

2.1 Background

BehavioSec has developed a method for verifying a user based on a new set of parameters,
the behaviour of the user. By analysing the way people type it is possible to determine if
the person trying to log in is the person he claims to be. Even if someone gets hold of a
password and tries to use it, the system will reveal the impostor and take the necessary
actions to stop the intrusion.

However there are still �aws with the security as the information that has been gath-
ered is stored locally on the client side in a so called hidden form �eld until it is sent
to the server for veri�cation. Anyone with the right knowledge can access and alter the
information to his bene�t.

The two threats that are focused in this work are man in the browser and web replay
attacks. The problem with man in the browser is that the attack goes undetected on
both the server and client side and is able to change the data that is transmitted or just
collect sensitive data. Web replay attacks can cause problem if the server is not prepared
for handling old messages that has already been used once.

These threats has been addressed before [2] [4]. Solutions has been discussed but in-
ternet security is an area that is in constant need of improvement as the attackers always
�nds new ways to exploit the applications. Many of the solutions used today will be
outdated in time.

The task at hand is to investigate the possibilities to secure the data that is gener-
ated at the client side of the application mainly against above named threats. If the data
is altered by the user or any external source it should be discovered. At the moment the
application is coded with JavaScript on the client side and PHP on the server side and
any security implementation should be install free.

2.2 Purpose

To make the application usable in a real web site. Before that happens, one must be able
to trust the data that is transmitted by the client. That is not the case in the current
version as anyone can alter the data before it is being transmitted to the server.
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2.3 Delimitation:

• the application is aimed towards web sites that

� uses some sort of authentication to verify the users

� has high standards when it comes to user integrity and security

• The application should

� not require any installation

� at least work in a windows environment

� at least work with Microsoft Internet Explorer and Mozilla Firefox

2.4 Goal

The goal of this work was to �nd one or more ways to reduce the security risks with the
web application developed by BehavioSec. If the data is tampered with by a user, it should
not result in any unexpected behaviour or security risks. Ultimately the application
should be free from security risks but if that is not possible the goal is to �nd out what
could be done to increase security.
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3 Theory

There are many methods for increasing the security. Di�erent security risks and some
techniques that could be used are covered in this chapter.

3.1 Current model

The client side of the server consists of a html page with one or more text boxes and a
JavaScript that catches key events (key up and key down) in the text boxes and generates
data based on those events. The data that is gathered by the JavaScript consists of:

• Key code: A reference to which key is being used.

• Type: Key up or key down. Tells whether the key is being pressed or released.

• Time: The time of the event.

• Target: Source of the key event. Tells in which text �eld or text box the event
occurred.

The data is stored in a XML document. Each key event generates one item in the docu-
ment. An example where the g key is pressed in the �rst name text box is shown below.

<item>
<type>0</type>
<key>71</key>
<time>1283772270785</time>
<target>text��rstname��rstname</target>
</item>

When the text boxes has been �lled in the foundation for the user pro�le has been
gathered. After the data has been submitted to the server, the data is extracted from
the XML document and compared to the user pro�le on the server by a PHP script.

3.2 Man in the browser (MITB)

MITB-attacks take place on the client side of the connection. The client computer is
infected with a trojan giving the attacker access to the data that the browser is han-
dling [2]. This makes it possible to change the web transactions in real time. The web
form could look something like in �gure 1. MITB-attacks are more di�cult to discover
since it takes place between the user and his browsers security mechanisms.

The most common counter to MITB-attacks today is to perform an out of band veri-
�cation of the transaction, meaning that the user gets to verify the transaction using a
di�erent type of connection than what was used, for instance with a phone call or an
e-mail [3].
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Figure 1: Example of a web form altered during a man in the browser attack.

3.3 Web replay attacks

A web replay attack is a method of exploiting a captured packet or packets, and re-
send that tra�c to cause unexpected or unwanted behaviour from the server [4]. If the
server does not detect the reused data and accepts the repeatedly transmitted packets,
the attack is successful. If an attacker would come across the data from a victim that
is generated by the JavaScript, it would be possible to log in as the victim without the
server noticing any di�erence. The data is usually gathered either by listening to the
tra�c or by installing malicious software on the victims computer.

Usually web replay attacks are prevented by using some kind o� session token to make
each connection di�erent, for instance hashing with di�erent keys or using timestamps.
Using secure channels like SSL or TLS is also recommended as it makes it a lot harder
to access the information needed to perform these kind of attacks.

3.4 Other threats

There are also other threats that should be taken into consideration. This section will
cover some of them. A "Man in the middle attack" occurs when someone manages to
eavesdrop on web tra�c by fooling the the other parts to connect to the attacker instead
of connecting to each other like shown in �gure 2.

Figure 2: Visualisation of a man in the middle attack. Picture from www.owasp.org

One of the most common ways to counter MITM-attacks is to use a secure channel
like SSL when sensitive data is transmitted between the client and server. SSL veri�es
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servers by using certi�cate authorities to guarantee that they are who they claim to be [1].

"Brute force attacks" implies trying every possible alternative until you �nd the right
one. In this case it would mean to alter the XML document piece by piece until a match
has been found.

Precautions against these kind of attacks would normally be to only allow a certain
amount of login attempts or to cause a delay after a failed login attempt or simply block
a user after to many failed attempts [5].

"One click attacks" or "cross-site request forgery" is an attack where an unknowing
person that has been authenticated by a web page is used to send unwanted requests to
the server.

"Cross site scripting" implies injecting harmful code into the server with the user in-
put. While one click attacks focuses on the trust the server has for an authenticated user,
cross site scripting focuses on the trust that a user has for a speci�c website.

Normal ways to counters one click attacks are to add unique form-keys to either ev-
ery request or to each session or checking the HTTP referrer to �nd out the origin of the
request. Cross site scripting is usually countered by sanitising user inputs and having
rules and clear de�nitions of what user input should look like [6] [7].

These threats will not be focused on in this work. It is however important to take
these threats into consideration and institute proper precautions.

3.5 Personas and scenarios

Using personas in the design phase of a project helps �nding the problems that are
probable to occur in a real environment. Problems that are easily left out are put in
focus. A persona shall consist of some key elements:

• They shall have some characteristic behaviour.

• A personal goal that is related to the product.

• It should have as little in common with the other personas as possible.

One can also put the personas into speci�c scenarios to enlighten the behaviour of per-
sonas and to discover possible design �aws. A scenario should consist of small tasks that
the persona needs to complete in order to progress through the scenario. The scenarios
should contain:

• A purpose for doing the tasks in the scenario.

• A description of the events in the scenario.

• A result that is given at the end of the scenario.

[8] [9] [10]
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3.6 Server side scripting language

A server side scripting language will be used to process the data that is being submitted
form the client. There are a lot of di�erent server side languages. The languages that
comes up in almost every comparison are ASP (or the newer ASP.net), ColdFusion,
JavaServer Pages (JSP), PHP, Perl, Python and Ruby.

3.6.1 Interpreted vs compiled

Compiled language means that the written code is being translated into machine code
once. After that the machine code is used every time the application is called. An
interpreted language on the other hand is saved in the same code as was written. Then the
code is translated into machine code every time the application is being called. Compiled
languages generally runs faster than interpreted languages. On the other hand interpreted
languages are more dynamic and can be modi�ed at runtime. Development is also easier
with interpreted languages as a compiled language would require lots of compilations
during that time [11].
Examples of compiled languages are C and C++.
Examples of interpreted languages are Perl, PHP and Ruby.
Lately most languages have started to use some form of compilation where the code is
translated into byte code that is faster to interpret. Python, ASP.net (C# or Visual
Basic) and Java are some languages that uses this method.

3.6.2 Features

All languages in this comparison has support for databases and sessions. All languages
but PHP and Perl has support for threading.

Ruby, Java, C# and Perl has built in security features that controls the origin of the
code and grants di�erent permissions depending on if the code comes from a secure
source. Unfortunately this will not help against most MITB attacks as the malicious
code interacts with the browser and not the code presented at the web page [12].

Asp.net has some built in features to validate and constrain user input to increase the
security against malicious inputs such as Viewstatekey which is an identi�er for each
user and a function called ValidateRequest. These features helps preventing cross site
scripting and one click attacks [13].

3.6.3 Requirements

The minimum hardware requirements does not vary much from each other. They all
lie around 1 GHz processor and 512-1,024 MB RAM or the same requirements as the
operating system. Perl, Python, PHP, Ruby and JSP are platform independent and the
licence is free. ASP.net is restricted to some Windows versions (from some versions of
Windows 2000 and forward). No support for Linux/Unix. ColdFusion works in both
Windows and Linux environments but require a licence which costs from $1,299
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3.6.4 Frameworks

A software framework is a set of code or libraries which provide functionality common
to a whole class of applications. Having most of the functionality in a framework will
save time and avoid bugs when developing applications. All of the languages above have
frameworks and some of them are listed at Wikipedia's Comparison of web application
frameworks. All of the languages also has frameworks that are oriented towards security.
Mainly encryption and authentication. [14] [15]

3.6.5 Performance

It is di�cult to get a fair comparison between the languages when it comes to performance.
One can �nd benchmarks that shows that a any language is the fastest on the market.
People argue that it is more important how you write your code then what language you
use.

3.6.6 Other

PHP is by far the most popular language with over 75.5% of the market share followed by
ASP.net with 23.3%. The rest are under 5%. However PHP is used mainly in low tra�c
sites while JSP is used mostly in high tra�c sites. The Open Web Application Security
Project (OWASP) which is an organization that focuses on improving the security of
application software has projects for all languages in this comparison except ruby and
ColdFusion. These projects aim to help developers create secure applications. [16] [17]

3.6.7 Summary

With all above taken into consideration the di�erences between the di�erent languages
are not big enough to justify a change to another language. Since this application might
be implemented in several di�erent web sites written in di�erent languages, a good choice
would be to �nd solutions that works with most if not all of the languages.

3.7 Client side scripting language

When it comes to client side scripting, the selection of languages is a lot smaller. The
market is dominated by JavaScript and Flash with Silverlight and Java far behind [18].

The requirements in 2.3 makes JavaScript the only viable choice as Flash, Silverlight
and Java is not supported by the browsers but requires an installation to work.

There is one more scripting language called VBScript that looks much like JavaScript
but it is only supported by Microsoft Internet Explorer and does not add any special
features making it inferior to JavaScript.

Flash or Java would have the advantage that they are compiled meaning that the appli-
cation is sent to the client in form of byte-code instead of plain text like JavaScript is.
This would improve the security with people altering the data before transmitting it to
the server as it would be harder to know what data that was collected by the application.
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The data could still be altered but it would be more di�cult to �nd out the functionality
and mechanics behind the application that is gathering the data [19].

One drawback of using �ash is the low support for Linux/Unix and Apple systems. A
matter which has been discussed widely on internet forums.

JavaScript is widely used and the community has developed some extensions that could
be useful in this project. One example is jQuery. jQuery is a JavaScript library built to
simplify the JavaScript code. It makes it easier for both the viewer and the programmer
as the code becomes shorter and more viewable.

3.8 Sessions:

A session provides a way to identify a user across more than one page request or visit to
a Web site and to store information about that user. [20].

Unlike communication without sessions it is possible to implement implement states in
the communication between the server and client. This means that the communication
can be dependent of past events in the communication between the server an client in con-
trary to stateless communication where the only thing that matters s the present request.

Sessions are ideal for storing sensitive data on the server side where it is safe from attacks.
It also makes it possible to associate information with individual users making it possible
to adapt the data and functionality to the user that is connected and grant users di�erent
permissions like in �gure 3. All languages in this report has support for sessions in some
way.

Figure 3: Illustration of a server with a separate session for each client where the data is
stored.

3.9 Hashing

In short hashing is a method to create a mathematical representation of a set of data.
The result of the hash function is called hash or message digest. For this type of prob-
lem, when one would have to verify that the data has not been altered, a cryptographic
hash function is recommended. One of the reasons that these are used is that it is hard
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to reverse the hash process to acquire the original data [21]. The same set of data will
always generate the same message digest [22].

To verify that the data is unchanged, a hash has to be generated on the server side
and compared with the hash that was transmitted from the client. The client side hash
would be submitted with the rest of the data to the server and compared with the server
side hash. The idea is covered in [21] where a cryptographic hash function is suggested
to be used on both the transmitting and receiving end of the communication in order to
verify the authenticity of a piece of data.

3.10 Salt

A salt is a random string or value that is combined with the data that is going to be
hashed. In a normal case, a salt is used to increase security with hashed passwords [23].
Below is a simple example of how hashing with a salt with the length 10 is performed.

salt = rand(10);

hashed_value = hash_function(salt + original_value)

Using a salt is usually done to prevent attacks where the hash is compared with other
pre-hashed values in order to get the data, a so called dictionary attack. In this project
however, the attacker has both the data and the hash on the client side. This can cause
some problems. If the attacker changes the data after the hashing he is still able to
generate a new hash based on the altered data and the changes would not be discovered
on the server side.

If the salt could be kept hidden from the attacker, he could not reproduce a correct
hash after altering the data. The salt can not be directly implemented in the JavaScript
but instead need to be gathered from the server some other way. Unfortunately JavaScript
Does not provide any way to keep data secret. The best thing that could be done is to
send the salt over an encrypted connection to reduce ways for the attacker to extract it.

3.11 Dynamic JavaScript

Sometimes one can bene�t from using a dynamic JavaScript that looks di�erent de-
pending on who is using it. This could be useful when the script has to meet di�erent
requirements depending on who is using it and what permissions they have been given
on the server. For instance if two di�erent users requires di�erent functionality from the
script depending on what type of user they are. When using this technique the script is
generated programmatically and can be submitted to the client or stored on the server
side.

Session variables makes it possible to make dynamic JavaScripts that are unique for
each client that connects to the server. This would make it more di�cult for an attacker
to use the data from an old session in a web replay attack since he would have to adapt
to a di�erent JavaScript than the session where the data was collected. This would have
the same e�ect as the counter methods described in the section about web replay attacks.
In this application one can change the JavaScript from each session so that the format of
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the XML document where the data is gathered is di�erent each time someone uses the
application. Changing the JavaScript every time would also make it more di�cult for an
attacker to analyse the script in order to be able to manipulate the data.

There are some similar solutions in use called JavaScript obfuscators. One of them are
made by people from Beijing University of Posts and Telecommunications. Their appli-
cation transforms the JavaScript into code that is more di�cult for a human to interpret.
This is done by changing the names of variables and functions, changing the order that
the code is executed or by adding fake code and mix it with the real code to mislead
an attacker. Results from their own tests show that they have been successful when it
comes to prevent attacks [24]. The JavaScript is not the only part of the page that can
be protected. The same group of people has created a method for obfuscating HTML
code [25].

JavaScript is the only client side language that is applicable to this method as it is
interpreted. The other languages that are compiled will probably require to much server
power to generate a new script each time. Most server side languages support generating
JavaScripts on the server side [26] [27] [28] [29] [30] [31].

3.12 Submitting the data as it is generated

Since storing data on the client side makes it vulnerable to tampering, one could try to
transmit the data as soon as it is generated. This could be done by transmitting newly
generated data with an asynchronous call. There are lots of examples of how to send data
multiple times with asynchronous call [32] [33]. If the data was sent this way it would
make it more complicated for an attacker to manipulate it than before. It is still possible
to change the data but it would require more work than before.

The drawback of this is the increased bandwidth that is used for the application. This
is due to the amount of data that is transmitted. It is vastly increased as the amount
of keystrokes is registered. The reason is the headers that are used for communication
such as HTTP header, TCP header, IP header and Ethernet header. Each time an asyn-
chronous call is made to transfer data to the server there is also a response going in the
other direction as well. To �nd out how much more data would be transmitted, some
tests where made. The results of the tests can be found in Appendix C.

The amount of data generated by the script could be lowered by recoding the XML
document. For instance by shortening the attribute and element names and by rede�n-
ing the target data. However by doing this one may make it more di�cult to combine
asynchronous calls with some other techniques like the one in 3.11 as it requires those
extra bytes for the element names to create di�erent JavaScripts for each user. Also the
biggest increase in data transmitted comes from all the packet headers and not the XML
data itself.

The increased bandwidth could be a problem in web sites that has lots of users. If
the data is only transmitted on keyup events the use of bandwidth could be kept down
a bit.
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3.13 Detecting user behaviour anomalies

Analysing and comparing the users sur�ng behaviour can be used to stop attacks. This
method has been highlighted by companies such as RSA [34] and in di�erent conferences
and publications [35] [36]. If unusual behaviour is detected the activities could either be
controlled by a person or the user could be prompted to contact the company providing
the web service.

There are two di�erent methods [35]. The �rst, called signature-based methods, monitors
the activity and compares it to known fraudulent behaviour. Behaviour that could be
monitored are for instance sudden change of IP address during a session or if a suspicious
recipient is added. A list of known fraudulent account numbers could be used to �nd out
if someone is trying to add a recipient without the users notice.

The second, anomaly detection methods, analyses the users behaviour and creates a
user pro�le. Every time the user logs in the behaviour is compared with the pro�le to
detect fraudulent behaviour. Behaviour that could be monitored are for instance pay-
ment activity or login activity. For instance if a user who only uses his account to pay
his rent suddenly makes a transaction to a foreign account there it should be counted as
suspicious behaviour. In addition , if it only takes a few seconds to �ll out the transaction
form it might be a good idea to investigate the transfer further.

The second method might face opposition as it would interfere with personal integrity
since the user pro�ling would keep track on a users habits and interests.

Some suggests that the data could be gathered on the client side [36]. Examples could be
to analyse system calls and network tra�c to �nd fraudulent behaviour. That would be
di�cult to do without installing software on the client computer. Simpler user behaviour
tracking can be made with programs like google analytics [37] and jquery heat map [38]
with the disadvantage that the client side can see what is being tracked.

3.14 Transaction veri�cation based on the request

By requiring an extra veri�cation that uses the users typing pattern but is based on the
performed request one can make it harder for an attacker to perform a MITB attack. For
instance, a user wants to pay his rent. A request to transfer money from his account to
the landlords account is made. A receipt is transferred back to the user who has to verify
once again by typing a text generated at the server and this time the typing pattern is
used to verify that the request was made by the user. As in �gure 4.

If a man in the browser attack has occurred and the request was altered, the veri�-
cation would look di�erent and the user could notice that veri�cation line he is asked to
type in is not based on his request. As in �gure 5.
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Figure 4: The dialogue when nothing unexpected occurs.

Figure 5: The dialogue when an attacker tries to change the form data. The response
from the server does not match the request.

If an attacker would alter the incoming request for a veri�cation to match the users
original request, the veri�cation would not match the request altered by the attacker as
shown in �gure 6.

Figure 6: The dialogue when an attacker tries to change both the form data and the
response from the server. The veri�cation does not match with the request.
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Finally if the attacker tries to alter the veri�cation string. Since the false veri�cation
string is created by the attacker, the typing pattern will not match the user pro�le like
in �gure 7. Therefore the server will not perform the request.

Figure 7: The dialogue when an attacker tries to change the form data, the response from
the server and the veri�cation string. The typing pattern will not match with the user
pro�le.

A similar solution was discussed by Philipp Gühring [39] when he suggested a dialogue
between the server and the client in order to spot attacks. The idea is that if one would
alter a transaction form it would be revealed later in the dialogue.

The veri�cation would have to be based on the request and the end-user would have
to know that it was based on the request. Some banks has a similar function on their
web pages where requests are veri�ed with the security token device provided by the bank
when the amount or account number has to be used as a key for the security token device.
The suggestion above would make it possible to use the users typing pattern instead of
regular passwords or security token devices. This technique does not require any speci�c
features thus it can be used in any server side language.

Like Gühring says, this solution will not permanently prevent a man in the browser
attack. It will however increase the cost for the attacker making it more di�cult to suc-
ceed without further work. In this case an attacker would have to monitor a victim for
some time and analyse the typing pattern until enough data had been gathered to be
able to use the victims typing pattern.
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4 Implementation

The implementation is a proof of concept that shows how some of the security features
discussed in the theory part would look. It contains two separate solutions. One showing
how data would be gathered and transmitted in a login session and one showing how a
transaction could work. PHP was used as server side scripting language and JavaScript
with the jQuery extension was used for the client side scripting. Apache was used as web
server software. A MySQL server was also used on the server machine. Windows 7 was
used as server platform.

4.1 Requirements

To limit the implementation to what can be useful to these kind of applications and
to increase the e�ectiveness of the work these requirements was developed to get some
guidelines for the implementation.

• The implementation should preferably not increase the learning curve or work for
the users. To keep peoples interest in the applications the e�ort a user should have
to put down should be kept at a minimum. Ultimately the user should not notice
the security features.

• It should depend as little as possible on licenses and other developers work. One
e�ective way to keep expenses at a low level is to avoid using licensed software.
Using other developers software can also cause some legal actions if the software is
used in a way that is prohibited by the license agreement.

• It should be as modular as possible and be applicable in as many systems as possible.
As this should be an example of how the security could work the di�erent parts
should be implemented separately and function as stand alone features to increase
the re-usability.

• The workload should be kept as low as possible. To make the implementation
applicable in as many applications as possible it is important to keep the system
requirements as low as possible.

4.2 Functionality

Key features of the implementation.

• If no activity is recorded for a speci�c time a time out will occur.

• The session will always be updated or renewed when the page is accessed. Regard-
less if the page is accessed normally by entering the address or by going back on
the browser, the session will be updated.

• A new JavaScript will be generated every time the page is accessed. There will not
be any checks to make sure that the same script will not be generated twice but it
will be made complex enough to keep the risk of reusing a script at a minimum.

19



• A hash will be generated from the client side data combined with a salt when the
data in the XML document changes. The salt is unique for every session.

• The server side software can extract the data form the XML document regardless
of how it is formatted.

• When the data has been received by the server. It will be controlled that it has the
right format and that it matches a hash that has been generated by the server with
the same hash function as on the client side.

• For the transaction part of the solution, the server side will also control that the
right string was typed in.

• The time spent on each page will be stored in a database in both cases. New sessions
will be compared to the average of the old sessions.

• For the transaction part a database will store account numbers that are known as
fraudulent.

4.3 System Overview

The system consists of a PHP-server that handles calls from a web client and a MySQL
database that stores the time spent on pages and fraudulent account numbers. In the
real version, the user pro�les would also be stored in a database.

4.3.1 Login part

When the server is called a session is created. After that a JavaScript is generated and
transmitted to the client. The JavaScript is based on the session variables stored in each
session on the server. The �ow of events is speci�ed in Appendix A.

On the client side the data is gathered from the users typing pattern and �nally the
data is transmitted to the server where it is validated, extracted and processed. The
time spent is also evaluated and stored in the database. Appendix A describes the �ow
of events.

4.3.2 Transaction part

When a request is submitted to the server a session is created. After that a veri�cation
string based on the request is generated along with a JavaScript and a web page that asks
the user to type in the veri�cation string. The web page and the JavaScript is transmitted
to the client.

On the client side, when the user types in the veri�cation string the data is gathered. Fi-
nally the data and veri�cation is transmitted to the server where it is validated, extracted
and processed. The time spent is also evaluated and stored in the database. Appendix
A describes the �ow of events from the request to the extraction of the data.

20



4.4 Client Side

The client side of both implementations consists of a web page with one or more text
boxes and a JavaScript that generates an XML document form key events.

Hashing is used in both parts. The hash function is changed for each script. At the
moment there are 3 di�erent hash functions with the possibility to add more if wanted.
The hash scripts has not been written by me but by the users sweb and alexweber from
jquery.com [40] [41] [42].

When the JavaScript is loaded on the client, it performs an XMLHttpRequest to re-
trieve the salt from the server. This feature is used whenever hashing is performed. This
is only done once per session.

4.4.1 Login part

The �rst page index.html or index2.html is the start page for the login part. The two
pages have the same functionality but the XML document is shown in index2.html. It
consists of two text boxes where the user is prompted to type in a string. This is where
the user is supposed to log in to the web page where the user by typing a set of prede�ned
strings.

The second page is generated by result.php. Here the result from the processed data
is presented. If everything was correctly performed in the �rst step, the data will be
shown in an array. If not an error message will show what went wrong.

4.4.2 Transaction part

The �rst page, index3.html is the start page for the transaction part. It consists of a
drop down list and some text boxes. Here the user has to choose an action to perform.
The possible actions are transfer, withdraw and deposit.

The second page is generated by verify.php. Here the user is prompted to type a string
that matches the request that the user made. The user is also informed that the text line
is generated from the users request.

The third page is generated by result2.php. This page shows the result from the ver-
i�cation. If the string was typed in correctly and the data came to the server without
being tampered with, the data from the XML document will be presented in an array. If
not an error message will show what went wrong.

4.4.2 Refreshing the page

There are di�erent ways to refresh the page each time it is accessed. I choose to execute
a JavaScript with the following line.

location.reload();
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This line will reload the page. To make sure the page was reloaded once when it was
accessed again, i.e. when pressing the back button a variable is stored in a cookie on the
client telling if the page has been reloaded or not. The JavaScript is �red by the body
onLoad event.

4.5 Server side

The server side of the implementation consists of di�erent PHP scripts. They are used
to generate JavaScripts and web pages before and during the session and to extract and
analyse the data when it has been transmitted to the server and communicate with the
MySQL server.

4.5.1 Login part

The server side implementation consists of three PHP �les.
The �rst, behavio.php is called when the client enters the web page. This script is used
to generate the JavaScript for the client side. This is also where the session variables that
are being used are generated and the time out variables are set.

The second, salt.php is only used to send the salt to the client as a response to the
XMLHttpRequest. Since one can call a function with an XMLHttpRequest it would be
possible to have this code in behavio.php and only call a salt function. This however
would require all code to be wrapped around a check to control if the salt was requested
or not, resulting in less readability of the code [43]. Thus salt.php was used to create a
simpler more readable code.

The third, result.php is the �le that is called by the client when the data is transmitted to
the server. It's task is to check if the submitted data has been altered or not. When the
data is received from the client, a hash value is calculated with the same hash function
as on the client side. If the hash values match, the format of the XML document is
controlled and the data is extracted. The time spent is compared with the average of the
previous sessions. If the time di�ers to much a security notation is added both to the
database and to the session variables.

At the moment a result is passed to the client telling if the data came to the server
tampered or not or if any other complication occurred. In the BehavioWeb application,
the data would be compared with the user pro�le if the controls did not �nd anything
wrong with the data.

4.5.2 Transaction part

The server side implementation consists of four PHP �les.
The �rst and second, behavio.php and salt.php which is the same �le as in the login part.

The third verify.php that is used to generate the veri�cation code. It is called when
the user has submitted a request. When the data is received from the client, it is ex-
tracted and translated into a string that is submitted back to the client. The string is
also stored in a session variable for future use. The time spent is compared with the
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average of the previous sessions. If the time di�ers to much a security notation is added
both to the database and to the session variables.

The forth script, result.php compares the veri�cation string that the user typed with
the string stored in a session variable. If the string matches the data is extracted from
the XML document. If not, a message telling the user that the wrong string was typed in
will be returned to the user. The time spent is compared with the average of the previous
sessions. If the time di�ers to much a security notation is added both to the database
and to the session variables.

The BehavioSec application does not have any features like transactions at the moment
so this part does not have an equivalent in the real application.

4.5.3 Sessions

De�ning and managing sessions in PHP is quite easy. Most of the functionality is handled
by the server software. Every PHP �le that is intended to use sessions need to start a
session programmatically. That is done with the code line.

session_start();

If a session exists for the client, it will be used and the session variables will be available
for the PHP script. Else a new session will be created. Session variables are created and
accessed by using the variable name that looks like the code below.

$_SESSION['variable name']

A session and its variables are ended with the respective commands.

session_destroy();

$_SESSION = array();

Other than that PHP will handle the session managing and every client that connects
will have a unique session with the possibility to store data on the server side.
The data that is stored in a session variable at the moment are:

• Hash type: A variable that keeps track of what hash function is being used in the
speci�c session.

• XML type: A variable that keeps track of the XML format that is being used in
the speci�c session. There are �ve di�erent XML formats included at the moment
with a possibility to use 16 di�erent formats if order in which the elements and
attributes appear is not taken into consideration.

• Time: The time is stored to be able to determine whether a time out has occurred.

• Names of the XML entries: The names consists of random strings of the length
8. To prevent problems with the XML format, only lower case letters are used to
name the XML elements and attributes.

• Salt: The salt is used with the hash function to increase the security.
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• Security notation: The number of security notations for each session is stored as
well.

All the session data is stored in a folder that can be speci�ed by in the server con�guration.
Old session data is handled by the PHP garbage collection which is also con�gurable.

4.5.4 Generating JavaScript

The only thing that is needed to create a JavaScript from PHP is to set the content-type
in the HTTP header to JavaScript. That is done in the PHP script as shown below.

header("content-type: application/x-javascript");

The JavaScript is then created from a string that is echoed from the PHP script. To
integrate server variables into the JavaScript simply concatenate the session variables
with the JavaScript string like in the example below.

echo "document.write(" . $_SESSION['variable_name'] . ");"

The di�erent XML formats are hard coded in the sever script. If more alternative for-
mats are to be implemented one might consider using the XML DOM (Document Object
Model) instead. It would make it easier when making changes to the code. It would also
make the code easier to overview and increase the possibility to reuse the code.

Much like the rest of the implementation, the PHP �le that generates the JavaScript
has been designed to increase the modularity and the script can be used as a whole or
just pieces of it.

4.6 Testing

In order to test the functionality of the application and �nd �aws or further security
risks, two personas was created to help the testing. Persona number one is an experi-
enced computer user with low moral. He will try to �nd �aws in the system to use to
his advantage. Persona number two is a regular but absent minded person. He is only
interested in using the application as it was intended to but has a few shortcomings when
it comes to using computers.

The �rst persona is designed to test the security against attacks of di�erent kinds and the
second persona was designed to test the functionality and to �nd unexpected behaviour
from the application. To perform the tests, the personas was put into di�erent scenarios.
Some of the scenarios can be found in appendix B.

In extension of the personas and scenarios, support and functionality in di�erent browsers
has been tested as well. The server side has only been tested on a Windows 7 computer
both with and without SSL. The Client side has been tested in both Windows and Linux
environments. Internet Explorer (version 8 and later), Opera (version 10 and later),
Google Chrome (version 5 and later) and Mozilla Firefox (version 3.6 and later) was
used.
The di�erent versions had some impact on how the page refresh from the onLoad event
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worked. Some tweaking was needed before all browsers updated the page properly. Other
than that the functionality was the same.

In addition to functionality, the performance has also been tested. The average typ-
ing speed lies between 50 and 80 words per minute according to di�erent sources on the
web [44]. I chose 80 for this test. The time it takes to execute the client side script has
been measured and compared with the typing speed of an average user. 80 words per
minute is the same as 400 chars per minute The result of the performance tests are in
Appendix C.
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5 Evaluation

The purpose of the implementation was to show how one of the possible solutions could
look. It has been constructed so that the whole thing can be used or just parts of it if
depending on what BehavioSec chooses to use in their own implementation. The security
features does not add any extra work for the user nor does it increase the learning curve
of the application. Most of the security features have been taken away from the normal
users attention.

All parts can be used in a wide variety of web applications as all functions are platform-
and language independent. No feature in the implementation requires a license that
costs money to use. The only thing that has been created by other developers are the
JavaScript hash functions and they use the BSD license meaning that users that redis-
tribute the code in any form has to display the original copyright notice.

SSL can easily be implemented with most web servers and if it is used the communication
that is initiated between the server and client will inherit the SSL encryption. This will
include the XMLHttpRequest and the submission of the data from the JavaScript. This
will not hide anything from man in the browser attacks though.

The idea with the salt was to keep some information hidden from the client as every-
thing that is included in the JavaScript is visible to the client. However, the salt is still
viewable with software like Firebug even with SSL. It is still useful in some ways as it is
still encrypted to tra�c logging software like Fiddler. It also helps preventing web replay
attacks as it helps creating a unique hash for each session. On the other hand the same
protection against replay attacks is received from the dynamic JavaScript.

Hashing was introduced to be able to verify the integrity of the data. However much
like with the salt everything is still visible in the browser and can be used by an attacker.
If an attacker wants to make it look like the data is intact, he could produce a new hash.
It would cause some extra work for the attacker but also extra payload on the application.

The risks with man in the browser attacks are reduced with the technique in 3.14. It puts
some of the responsibility on the client side user to stay aware and reveal the attacks.
It also makes it possible for the user to reveal the attack as the information that was
changed by the attacker would have gone unnoticed on both the client side or the server
side of the communication if this was not implemented. Like stated before, this only
increases the cost for the attacker and will not prevent MITB attacks forever. This and
3.11 combined would raise the cost for the attacker even more as it would be di�cult to
interpret the JavaScript.

It is di�cult to increase the security in any other way as man in the browser attacks
are not detected by the systems protection even though it takes part in the client side
computer. For this solution i have assumed that it is possible to gather enough data
regarding the users typing pattern to determine if the right user is behind a speci�c re-
quest. The veri�cation string might need to be combined with some other string to make
it accurate enough to use in this solution. One other way would be to do a number to
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text conversion. 123 becomes one hundred and twenty three and so on. This way there
would be several words to use in the pro�le comparisons.

Both the client side and server side workload has increased with this implementation.
The hashing increases the cost for each client that uses the application. On the server
side, the hashing, the generating of the JavaScript and the other controls of the format
that has been added are the new features that increases the workload. The client side
hashing gets slow when the input gets larger. However the test results in Appendix C
shows that the application works with up to 50 chars with the hash functions that was
tested in the application. That should be enough as the usability would be lowered if the
user would have to type in to much text.

The client side workload can also be lowered a bit by hashing only on keyup events
instead of both keyup and keydown. If that is done one would have to add an extra
control for the enter-key since the data can be submitted when enter is pressed.

In web sites that does not have to many users one does not have to store the data
on the client side. However when the amount of connections increases, the bandwidth
used will increase to levels that could be to much to handle. Also using asynchronous calls
as covered in 3.12 would not prevent anyone from changing the data. It would increase
the work for an attacker though.

The user's typing pattern is far more complex than a regular password. Guessing is
not an option that will work. The choices for an attacker to pass the authentication is
either brute force, replaying someone else's session or analyse the users typing for a longer
time to be able to imitate its victim. By implementing the techniques in 3.11, 3.13 and
3.14 these kind of attacks will be very di�cult to perform and succeed with.

No matter what parts will be used, as much data as possible should be kept on the
server side to increase security.

The use of personas and scenarios has been helpful when designing the functionality
and security of the application. Stepping into a persona with speci�c characteristics
while developing and testing the features and controls of the system helped �nding the
parts that was more open to attacks or careless users. It made it easier to determine both
intended and unintended behaviour and behaviour that can cause problems or security
issues and correct them. There where some occasions when this was not enough. The
PHP server generated some error messages that had to be �xed by regular troubleshoot-
ing. This was mainly errors regarding the sessions and session variables.

These kind of applications are often a balance between usability and security. The appli-
cation should be as easy as possible to use and require as little as possible from the user
to get started. It is never ideal to use JavaScript as the base for a web application with
high security requirements as it is impossible to keep anything completely hidden from
the client side. In this work it has been necessary to use it as it does not require any
installation on the client side. It also has the advantage that it will not have problems
when new versions of web browsers are released since all the technology already exists
and will not be changed with a new version of the browser.
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6 Discussion

This project has been a very good experience. Most of the parts has been new to me
and it has therefore been very rewarding in terms of new knowledge. Since most of the
work has been through web research, a lot of the work has been di�cult to include in
the report as it might not lead to anything constructive in the end. I have tried to in-
clude everything that could be of interest and I am satis�ed with the result and the report.

Security in web applications is of great importance if we want to be able to use sen-
sitive data about ourself, money or any other information that someone wants to keep
secret on the web. Without it the internet would be limited to web pages made by people
who wants to tell everyone about themselves and their favourite music.

Most of the examples and suggestions are related to the �nancial industry. This is where
the need for strong authentication is needed the most. Of course this application could
be used in other environments as well. Some changes might need to be made depending
on what features are implemented. An anomaly detection system might work with a
di�erent set of rules if it is used in another environment. For instance a company that
lets their employees log in form anywhere and alter data on the company servers could
use programming style as a method for detecting intrusion.

6.1 Conclusion

The Requirements set up in the o�set has been ful�lled. It is possible to create this appli-
cation using install free technology and still acquire a satisfying level of security meaning
that the application would be ready to use in a real application. The solution works
in all operating systems and in all browsers that support JavaScript. Most languages
support generating JavaScript on the server side so it could be implemented in almost
any application. Hashing and sessions are supported by all the languages.

6.2 Future work

The login part of the implementation in this work has been developed so that it could
easily be implemented in the web application from BehavioSec. If they decide to use this
solution that would be the �rst thing to do. Any method in the implementation can easily
be integrated in the web application independently as well as the whole implementation.

More rules to �nd anomalies should be implemented to help �nding more attacks. The
list of illegal recipients should be updated regularly if the application should be used in
banking or similar services to stay one step ahead of the attackers. New trojans should
also always be analysed to �nd more behaviour that could be indicating that an attack
has been made.

The dynamic JavaScript is another part that could use some additions in the future
as well. If another variable could not be found in the future, one could add a bogus
variable to make it even more di�cult for an attacker to analyse the code and raise the
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cost for the attacker to an extent where it is hopefully no longer worth performing the
attacks. The PHP script that generates the script should also be updated to make the
JavaScript more di�cult to read and understand for a normal person.

Web security is always in development. New ways to break old security methods are
constantly developed and therefore the security research need to be in constant progress.
The method described in the report could easily be implemented in many applications.
This would give some protection from most sort of attacks that are used today.

HTML5 and IPv6 will soon be standard. This will give developers some new features
but also risks to take into consideration. HTML5 will include some new ways of storing
data on the client side. At the moment these storage methods are considered unsafe but
it could be worth keeping an eye out in case new features are implemented. IPv6 will
bring the possibility to encrypt connections on the network layer level.
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8 Appendix

Appendix A System overview

Figure 8: Flow of operations when the client connects to the server

Figure 9: Flow of operations when the data is gathered and transmitted to the server
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Figure 10: Flow of operations when the data is gathered and transmitted to the server

Figure 11: Flow of operations when the data is gathered and transmitted to the server
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Appendix B Evaluation tools

Persona 1 Johnny Persona 2 Bill
age 26 38
Occupation Student
Character Curious, impulsive absent-minded, calm
Interests Computers, Cars, Gambling, Par-

tying
Economics, Sports

Computer
experience

Johnny is experienced in
computers. He knows some
programming- and scripting
languages and retrieves new
information from web forums
almost on a daily basis

Bill knows how to handle a com-
puter as he needs it in his work.
He knows about the basic pro-
grams he is using at work

Moral val-
ues

Johnny does not care much for
other people and is not bothered
by people who are a�ected by his
choices and lifestyle.

Bill was raised on high moral val-
ues and has lived by them his
whole life. He would never do
something that he believes could
a�ect others in a bad way.

Persona 1 John Persona 2 Bill

Examples of scenarios with Johnny.

1 Johnny is browsing his banks web page which uses the security software form Be-
havioSec. He notices that the data is generated with a JavaScript and he knows from
before about the security problems that comes with it. Johnny wants to try to log in as
someone else. He �lls in the form but uses a third party software that makes it possible
to change the data before it is being posted. He transmits the data and waits for the
reply form the server but it is not what he expects. The result from the server was an
error message telling him that he had been tampering with the data. Johnny tries a few
times before he gives up.

2 Johnny has been eavesdropping on his sister using her computer and has come over the
data that was sent back to the server when she logged in to her bank account. He goes
to the banks web page and starts the login session. He uses his sisters account details
and uses the data that he captured and submits it to the server. Yet again the response
is not what Johnny expected. Instead of his sisters bank page he gets a message that he
has been tampering with the data. Johnny gives up.

Examples of scenarios with Bill.

1 Bill is going to pay his bills on the internet. He browses to his banks web page where
he is asked to login. He follows the instructions and types the text that he is asked to
and ends with pressing the submit button. Bills personal pages appear on the web page
as he is now logged in and he pays his bills.

2 Bill wants to check his bank account. He browses to his banks web page where he
is asked to login. He starts �lling the forms as requested but gets distracted by a pop
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up window from another web page and forgets about the bank page. About 15 minutes
later he returns to the bank page and continues to �ll the form. However when he sub-
mits the data, a time out message appears and he is asked to redo the login phase. Bill
goes back and starts over with the login phase. This time he manages to keep focus on
the login form and manages to transmit the data for processing before the time out occurs.

3 Bill is going to transfer money to a friends account. He enters his friends account
details and the amount to transfer and clicks the submit button. The page is updated
with a request to verify the transaction but the veri�cation does not look like the request
he made. Bill realizes something is wrong and cancels the request.
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Appendix C Test results

In these tests Google chrome v15.0.874.106, Internet Explorer v9.0.8112.16421, Mozilla
Firefox v5.0.0.4183 and Opera v11.52 was used.

The hash functions has been tested separately to see how the script worked with in-
put of di�erent sizes. The result is shown in �gure 12 13 and 14. In all cases the time
to calculate the hash increases linearly with the increased input.

Figure 12: time it takes to hash a speci�c amount of chars

Figure 13: time it takes to hash a speci�c amount of chars
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Figure 14: time it takes to hash a speci�c amount of chars

A test with the whole application was also performed. In this test, a speci�c amount of
key events was generated and the time to process all the key events. Both key up and
key down event was used. The amount of key events in this test is equal to typing 100
letters. Each letter means one key up and one key down event. To give a good view on
the spread of the result a box plot was used for each test. The result is shown in �gure 15.
The box plots show max min values and the �rst and third quartile which represents 25%
and 75% of the test results.

Figure 15: Box plot of the result with 100 keystrokes

To �nd out if the performance was within acceptable numbers a gauss distribution was
made from each test. The gauss distribution will show how big share that will perform
within acceptable time. The tables below will show the mean value, standard deviation
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and how many times the application will run within acceptable time. The average values
and standard deviation for each test will be shown in table 1.

Average MD5 SHA1 SHA256 Standard
deviation.

MD5 SHA1 SHA256

Chrome 1436.9 1098.2 3074.0 Chrome 143.7 103.7 316.1
IE 3681.1 2394.3 5248.4 IE 376.1 166.6 475.5
Mozilla 4677.3 2174.3 2219.1 Mozilla 790.0 727.9 718.9
Opera 4406.9 3380.9 4476.2 Opera 403.2 320.8 507.8

Table 1: Average time and standard deviation for 100 keystrokes

Last the gauss distribution. The percentage shows the amount of attempts that will
execute within acceptable time according to the requirements. Results are shown in
table ?? ?? and 2.

Gauss dis-
tribution

MD5 SHA1 SHA256

Chrome 100.00% 100.00% 100.00%
IE 100.00% 100.00% 100.00%
Mozilla 100.00% 100.00% 100.00%
Opera 100.00% 100.00% 100.00%

Table 2: amount of occasions that will take less time to process than it takes for an
average user to type in for 100 keystrokes

According to the gauss distribution, all functions can be used and will be fast enough for
at least 100 characters.
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Old design of communication versus multiple asynchronous calls

In this test, the current version where a web form that contains the data is compared
with an example where the data is transferred with multiple asynchronous calls. Two
versions of the new version where made. one that transferred data on all key events and
one that transferred only on keyup events. Fiddler v2.3.7.8 was used to keep track of the
data. In the �rst test, only the data that was transmitted to the server was monitored.
Figure 16 shows only the data that is transmitted from the client to the server.

Figure 16: Amount of data transmitted from the client to the server.

Already here one can clearly see how the data increases with increased amount of keystrokes.
The next test monitored all data that was sent in both directions. Figure 17 shows the
data that is transmitted in this test.
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Figure 17: Amount of data transmitted in both directions.

The di�erence is even bigger when all data is taken into consideration. The biggest
percental increase is in the data that is sent from the server to the client after each call.
The data that is sent from the client to the server is still the biggest part though.
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Appendix D Design and functionality examples

Login part

Figure 18: Start page

Figure 19: Alternative start page where the hidden �eld has been replaced by a text box
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Figure 20: Example where some keys have been �lled in. The XML document is shown
in the big text box
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Figure 21: Result page where the data has been transmitted without tampering. The
�gure shows both server side and client side hash and the extracted data. Only data from
the two �rst key events are shown in the �gure
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Figure 22: Result page where the data in the XML document has been tampered before
it was transmitted. Server side and client side hash are di�erent
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Figure 23: Result page where an XML document from an old session has been used
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Figure 24: Other errors like time-outs or missing sessions
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Transaction part

Figure 25: Start page showing the di�erent options

Figure 26: Veri�cation page. The user is prompted to verify and is also informed where
the veri�cation comes from.
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Figure 27: Result page. The same as for the login part.

Figure 28: Error messages
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