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ABSTRACT

To be able to provide data collecting services to customers, service provides are required by law
to design privacy policies and present their content to users as privacy notices that informs the user
on privacy consequences and demonstrate that an explicit informed consent of the user has been
collected before processing of the data. However, despite the increase in data collection by services
and hence increase of privacy impact, yet privacy notices do not implement proper mechanisms
that can assure that data subjects are well informed and their consent are provided with
comprehension. The root of this problem is the fact that typically only theoretical description of
what consent is and what it involves is offered by existing literature but no “practical” design
guides are available for decision makers and practitioners on how to effectively integrate a targeted
consent level in privacy notices. This thesis work addresses the need for explicit integration of
consent in privacy notice designs by presenting the Extended Privacy Notice Design Space
(XPNDS) construct that guides on explicitly incorporating different levels of consent in privacy
notices. This thesis uses theories of eye movement in reading and technical references from
computer vision for comprehension and attention determination to prove the feasibility of
integrating higher level of consent in the design space that may guide to assured informed consent.
The construct can be used by managers to communicate, practitioners to design, and regulators to
analyze informed consent incorporation in privacy notice designs. Unlike most works available in
the literature on consent which only provide theoretical opinion of what informed consent is, this
work cast the conceptual consent guidelines in to a practical privacy notice design space to provide
an XPNDS that guides to the practicality of achieving assured informed consent in privacy notices.
It is the hope of the author that the XPNDS will be useful to both practitioners and academicians

in incorporating informed consent in privacy notice designs to an assured level.

Key Words: Privacy Notice, Informed Consent, Privacy Notice Design Space, Design Science

Research.
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CHAPTER ONE

INTRODUCTION

1.1  Overview

Privacy notice presents a portion of privacy policy to the data subject to notify on the occurrence
and/or consequence of a data collection activity. Privacy policies are established principle in legal
domains to codify data collection and usage practices [18]. They are used to describe organizations
data practices on data collection, use, and disclosure [57]. They are much popular among online
service vendors for communicating privacy attitude among their users. Privacy policies are

considered to build a notion of fair warning and informed consent [58].

Application of privacy notice is visible in different domains such as public areas, health services,
financial services, and most of services that have privacy policies (written or otherwise). With the
growth of the internet, the adaptation of online services has also increased [59] and different
technological ideas have been transformed into services such as online: education, commerce,
communication, health, and other utility based services. For a long time, privacy notices have been
used to communicate the privacy policies to the subject, in major parts of the world the presence

of such notices is required by law [1].

Government and international organizations requires the privacy notice to provide the data subject
with certain level of consent, and for critical environments, informed consent is required [2].
Moreover, for environment where there is a close tie between the notice provider and the subject,

assured informed consent may be required.

Therefore, privacy notices are required for privacy policy presentation and subject’s consent
determination. Notices from different services may require different levels of consent and some
environments may require assured levels of consents beyond what is suggested by regulatory

bodies.

Privacy notices plays an important role in conveying privacy policies and ensuring that the consent

of the subject is collected, the subject are well informed of the policy, and the subject comprehends



the notice contents. However, the significance of the privacy notice depends heavily on its design
and design principles followed [12]. Although the rules exist, without explicit design guides, most
of the notice designed for use do not meet the requirements established by the law and others are
struggling in need for higher level of informed consent determination assurance to be able to

provide their privacy intensive services.

1.2 Problem Statement

To be able to provide data collecting services to customers, service providers are also required by
law [1] to design privacy policies and to present their content to users as privacy notices which
should inform a user on the privacy consequences and demonstrate that an explicit informed
consent of the user has been collected before processing of the data. Enormous efforts are imposed
by regulatory bodies such as the European Council (EC) requiring that data subjects’ consent to
processing of their personal data must be freely given, specific, informed, and unambiguously
revealed through either statement or a clear agreeing action to signify agreement, and a consent
must be explicit for sensitive data [2]. However, despite the increase in data collection by services
and hence increase of privacy impact, yet privacy notices do not implement proper mechanisms
that can assure that data subjects are well informed and their consent are provided with
comprehension [3]. The root of this problem is the fact that typically only theoretical description
[4] of what consent is and what it involves is offered by existing literature but no “practical” design
space guides are available for decision makers and practitioners on how to effectively integrate a

desired consent level in privacy notices.

1.3 Motivation

The motivation for this research comes from the need to find solutions for the problem of
inappropriate claim of integration of informed consent in notice designs by service vendors and
the use of old consent determination techniques while new technologies are available that can
redefine informed consent determination in notices. It is the researcher’s belief that achievement
of proper ways to determine data subject’s assured informed consent will help providing enough

trust and stimulate the rise of provision of sensitive services remotely through the internet.



For example, patient’s informed consent is critical in e-therapy where physician provides treatment
over the internet [7]. Accomplishing assurance of informed consent determination will unlock
more e-health services that can be provided remotely through the internet via special consumer
devices. In essence, even mobile phone devices are now able to be used for symptom assessment,
remote treatment monitoring, and treatment progress tracking [8],[9] and hence much can be

provided to satisfy remote diagnostics.

1.4 Research Objectives

Informed consent involves disclosing to data subject on potential privacy sensitive action of a
service in a way that it can be comprehended and an agreement or declination decision can be
made [5]. Friedman et al. [6] proposed a conceptual model of online informed consent that
demands fulfillment of agreement, comprehension, disclosure, competence, and voluntariness.
However, still there are claims [3],[60] on the current notion of consent and its effectiveness on
managing with the changing information technologies. This research work has the following goals:
(1) It aims at addressing the need for privacy notice design space construct that explicitly guides
on consent integration in privacy notice design to an assured informed level. (2) It aims at
developing design construct that provide practical design guide on achieving different level of

consent in privacy notices.

1.5 Methodology and Contribution

To achieve the aforementioned goals of the research, a design science research (DSR)
methodology was used to design a new construct for guiding privacy notice design referred as
Extended Privacy Notice Design Space (XPNDS). The term “extended” exists because the design
space was built on top of an existing construct which was refactored and extended to explicitly
integrate consent. This fulfill the DSR requirement for improvement and extension of contents of
the knowledge base for further research and practice [10]. To integrate higher level of consent in
the design space that may guide to assured informed consent, theories of Eye movement in reading
and computer vision technicalities were used to prove the possibility of determining
comprehension requirement for informed consent. Besides methodological contribution, the
benefit of XPNDS also includes (1) practitioners are provided with explicit practical design guide

for integrating consent in privacy notices, (2) managers are able to use the construct guide in
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determining the level of consent to be used in the design based on policy or privacy impact, and

(3) it provide standard design communication platform between managers and practitioners.

1.6 Delimitation

Although privacy notice covers different application domains, the scope of this design work is
based on privacy notice designs for software services (online or offline). However, the resultant

artifacts proved to accommodate design application beyond the targeted domain.

1.7 Thesis Organization

The organization of the thesis follows the publication scheme for design science research study as
in [11] and therefore, the rest of the chapters are organized in the following themes. Chapter Two
analyses literatures on prior design knowledge and artifacts deducing limitations that helps in
designing requirements. Chapter Three describes the methodologies used with reference to their
respective authorities. Then, XPNDS description covers Chapter Four and Chapter Five in which
the former test the validity of requirements and their applicability in real world through design
search, and the later provide description of the final construct design. Chapter Six provide
evaluation of the XPNDS followed by discussion in Chapter Seven and lastly Chapter Eight

concludes the thesis.



CHAPTER TWO

LITERATURE REVIEW

2.1 Literature Review Methodology

Having the problem and objectives clearly identified in Chapter One, in this chapter, the
requirements for fulfilling the objectives of the proposed solution are defined. The requirement
formulation process begins by conducting an extensive literature review on state of the art privacy
policy presentation design artifacts on their implementation of informed consent and reflect these
artifacts to the only current privacy notice design theory which has been chosen because of its
recentness and dynamism of its authors that includes both researchers and practitioners from
leading industry (Google, RAND). The primary and only utilized search engine for the purpose of
this research is Google Scholar (chosen for its ability to perform search from within many journals
sources and other academic search portals such as Science Direct and IEEE). To maximize the
cover of related works, a Cite-Up-Reference-Down (CURD) literature search technique was used
in addition to key word search. The technique is explained in details in the methodology section
(Chapter Three). The artifacts are classified and their shortcoming are analyzed, and reflected to
the privacy notice design space to reveal the general weakness in informed consent implementation

and propose the requirements that the new solution should consider.

Prior approaches to improve the problem of consent in privacy policies design for better user
reading and comprehension (i.e. providing informed consent) were first categorized based on the
efforts used to improve consent. To ground the classification to existing academic (Descriptive
knowledge [11]) and practical (Prescriptive Knowledge [11]) knowledge base, the articles are

dialyzed using the privacy notice design space proposed by Schaub et al. [12] in 2015.

2.2 A Design Space for Privacy Notice Design

In their design construct, Schaub, Balebako, Durity, and Cranor proposed and evaluated a privacy
notice design space that provides a taxonomy and vocabularies that helps system designers and
privacy engineers in considering different dimensions of privacy notice. The construct provides

four privacy notice design dimensions which are notice’s Timing (when it is presented), Channel



(how it is presented), Modality (communication model used), and Control (how are the choices

provided) [12] as illustrated by Figure 1 below.

| Privacy Notice |

//\\.

Timing ‘ Channel ‘ | Modality ‘ Control
at setup primary visual blocking
just in time secondary auditory non-blocking

context- . ' . . (
dependent public haptic decoupled
eriodic machine-
P readable
persistent
on demand

Figure 1. Privacy Policy Notice Design Space [12].

Timing of the privacy notice has been found to have a significant influence in the way the notice
is perceived by the user [13, 14, 15]. A privacy notice can be presented once during software setup,
or just in time of privacy sensitive event, or on change of context like location or network. Also
the notice can be a periodic reminder for the user, persistently displayed throughout out the use of

the service, or can be accessed separately on demand.

Channel states how the privacy notice is presented to the user. A primary channel is the one in
which the privacy notice is presented on the same platform as the one the service itself is provided
with. For example, if a service is provided through a web interface, then the policy notice will be
integrated as part of the web interface. A secondary channel use other platform different from the
main like email and public channel utilize publicly available platforms like billboards and posters.

Modality specify the way in which the privacy notice is communicated to the user. These include

visual, auditory, haptic(vibration), and machine-readable. For online services, the most common
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are visual presentation of the policies as texts and graphics [16] and the machine-readable format
using privacy policies presentation languages like P3P [17], APPEL [18], and PrimeLife Policy
Language [19] which are commonly used in implementations of Privacy Enhanced Technologies
(PET).

Control provides the user with decisions on possible control of their data. Options to opt-in and
opt-out of data activity may be available to the user. The user may need to pause and make choices
and therefore provide consent. Controls may wait for user action (blocking) or not (no-blocking),
or can be placed separate from the main notice (decoupled). Here some level of consent

consideration can be deduced but not explicitly addressed.

There are however, other conceptual design proposals such as that by Friedman et al. [6] which
also proposed design principles for informed consent online and also the one by Bonnici [61] who
improved the Friedman et al.’s initial online informed consent definition. However, these designs

do not provide practical guide on how to achieve the quality of their proposals.

2.3 Consent in Prior Privacy Notice Artifacts

From the above privacy notice design space, it can be observed that informed consent is not given
enough attention on the design, it can be achieved with in the output of the design process but no
explicit guides have been set forth to govern. With the findings form the design constructs, the
study shifted to the how the privacy notice artifacts design does to achieve informed consent. The
efforts to make users read and understand online services privacy policies had been categorized in
five categories. The categorization is based on prioritized order of design dimensions. The order
of prioritization starts with Timing (high priority), Modality, Control, and Channel having the least
priority. It should be noted that the focus for this case was on online software services privacy
notice artifacts, and changing of the order of priorities may result to different categories.
Nevertheless, this research found the aforementioned prioritization scheme as the best fit for
classifying software services privacy policy presentation for improving of user’s consent and

understanding.

Table 1 bellow summarizes the five categories of existing of privacy notice designs in the context

of software services. It has been observed that while the common privacy notice Channel used in



software services remains to be primary (integrated with in the service itself), Timing and Control
dimensions of the notice design have been the tuning-knob in searching for effective privacy policy
presentation that are meant to be easy for customer to read and understand. Moreover, the visual
(Modality) is the basic way of presenting the policies in online services as even machine-readable
(Modality) is usually encapsulated with visual representation for the user to comprehend and

interact where necessary.

Table 1. Categorization of the existing privacy notice artifacts using the Privacy Notice Desigh Space.

at setup visual primary non-blocking
I on demand visual primary decoupled [26.27]
I periodic visual primary blocking [29]
IV just in time visual primary blocking [30]
v persistent machine-read primary non-blocking [31]

Category | comprises of privacy policy presentation artifact models that are presented during the
setup/installation/registration of a service. As the normal policy documents are argued by several
researches to be very long and difficult to understand [20], these models focused on refining the
visual design of the policies to improve data subject’s understanding and readability of polices. In
the effort, Layered privacy policies notice [21] that provides a brief summary of the policies in
well standardized headings were proposed. Yet studies on the effectiveness of the text based
privacy presentation formats [22] found that these formats were not good to the tested participants.
A proposal by Passera [23] suggest going beyond the wall of text by incorporating layout and
visual design to achieve visibility and understanding of the policies. Text and images were
combine to increase the understanding as hypothesized by the Cognitive Load Theory [24]. The
approach provides some positive results but still challenged by lengthy policy documents. In
tackling end user license agreement presentation, Key and Michael [25] employed Factoids,
Vignettes, and Icons to a license summary that is presented at the end of the installation process.
Their findings showed that the design has managed to increase user concern on the license terms

of the software.



Category Il involve those privacy policies presentation models that are presented on demand
(Timing) throughout the use of the service. They can be accessed at any point in time of the use of
the Online Service through a link or otherwise. The visual (Modality) presentation is improved by
summarizing the policy using tables and icons to reduce the length of the policies and increase
cognition respectively. The policy summary is decoupled (Control) from the main policy
document as they provide an overview and cannot be a total replacement [26]. Inspired by the
Nutrition Labels from the food industries, Kelly et al. [26] designed the Simplified Grid for privacy
policies in a form of two dimensional table with nutrition labels like styles of icons representing
different state of data policies. The tables are automatically generated using the P3P policy
language. Privacy Policy Icons [27] have been also proposed in finding the cure for this problem
of privacy policies understanding by the users. The problems with the privacy icons is that there
are several implementations and it is difficult to have a set that is accepted by all. In addition to
that icons interpretation may require a learning process especially for large and growing domain

like privacy and therefore cannot guarantee the comprehension required for consent determination.

Category 11l encompass those privacy policy models that are presented periodically (Timing) in
order to remind the customers and increase the odd of their understanding of the policies by
frequently facing the same notification with the hope that if the user ignored the notice in one
occasion, another occasion may find the user in a better mood to read the notice and consent.
Factors such as time, action, or context can be used to set the notification frequency. However,
users have the tendency to habituate [28] with frequent notifications by developing abilities to
respond to them without even giving their full attention. Noticing this, Brustoloni and Ricardo [29]
developed Polymorphic dialogs aiming in attracting enough user attention on their notice by
having dynamic properties such as of color, positions of contents and buttons, and even disabled
(Control) buttons with count down timer to give a user time to read the notification message and

hence improve the chance of achieving informed consent, yet it is not assured.

Category IV covers the privacy policy presentation designs that presents a notification just in time
(Timing) of an action associated with the policy section. The user may be blocked (Control) and
required to make decisions in order to proceed with the service. The aim is to present the privacy
notice to the data subject at time which is in the context of data processing action so that the validity
of the consent is boosted. Patrick and Kenny [30] proposes the “Just-In-Time Click Through
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Agreement” (JITCTA) which provides smaller agreements dialogs when a user performs an action

that collects personal information.

Category V focus on the privacy presentation artifacts that aims to provide persistent (Timing)
notification to an online service user. These model typically uses machine-readable (Modality) as
they provide constant and persistent monitoring of the privacy settings match with the user’s
predefined privacy preferences. The user is presented with visual (Modality) indication of the
policy matching status. For instance, Levy and Gutwin [31] decided the notification should be
taken to a more granular level and proposed the Integrated Privacy View (IPV) that used P3P
policy language to map policy conflicts with their corresponding input fields on the web page
form. As with other PET, the problem of prerequisite user knowledge on privacy preferences
settings is a draw back with this model. Also the model only shows the conflict and not conveying
the actual policy information. Hence, the consent provided by this design is not necessarily
informed as the user can be warned without understanding the notice content. Table 2 illustrates
the Comparison of existing proposed consent improvement models by their relevance and
shortcomings in integrating consent in privacy notices. From the table it can be observed that still
guide on consent and explicit integration is lacking as does assured informed consent.

Table 2. Comparison of existing proposed consent improvement models by their relevance and shortcomings in
integrating consent in privacy notices.

Conceptual Model Tells what informed consent ~ Does not guide on achieving
is practicality
Practical Guides Guides on practical privacy

notice design Addresses consent implicitly

Artifacts Reveal techniques used to Only lower levels of consents
achieve consent are addressed

2.4 Identified Research Gap

All the five categories use Timing and Modality dimensions to convey the policies and improve
readability and comprehensibility of the policies. However, all these efforts do not guarantee that
the user read and understand the policies and hence informed consent cannot be assured. In cases

where the services are very critical and the user must be proved to read and/or comprehend the
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policies. The model and the existing implementations do not provide a reliable means (dimension)
to do so as illustrated in Table 2. Therefore, in addition to explicitly integrating consent in the
design space, to achieve this extent of informed consent the privacy notice design space needs to
be revised and extended to fulfil the following requirements.

a) Assured processing of the information presented by the privacy notice to the user.

b) Determine user’s cognition/comprehension of information presented by the privacy notice.

2.5 Problem Relevance

None of the previous models which has been found by this study have met all the objectives and
requirements listed above. They focus extensively on the notification part without involving the
impact assurance of the design on the subject that is being notified. For instance, it is not
theoretically correct to determine the consent of a reading activity by a click of a button or dragging
around notification contents. In fact, a button may be clicked without even reading or
comprehending the displayed information. But due to the limitation of the design space, even the
designed artifact could not escape the same fate. The remainder of this thesis work dives in
cognitive science domain in the search for realistic informed consent assurance design space

artifact.
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CHAPTER THREE

METHODLOGY

3.1 Design Science Research Methodology

As opposed to customary scientific research methodologies that are used to explore and confirming
hypothesis [32] this thesis work adopts a Design Science Research (DSR) [33] approach as its
adequately align with its goal of designing an artifact as the primary output of the project. The
thesis follows a DSR procedural model suggested by Peffers et al. [34] using a problem centered
approach as its research entry point. The approach is super imposed with the design science
research artifact evaluation guidelines by Sonnenberg and Brocke [35] that are used as feedback
sources for the iteration between the build and evaluate processes. Figure 2 illustrate the six steps
of Design Science Research employed for this research work and the rest of this chapter explain
in detail how each stage was conducted in this thesis and grounded to befitting authorities to

achieve the desired research rigor.

Process lteration

Metrics,
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Inference Theory Knowledge Knowledge Knowledge
Identify Define Ob- Design & DG
Problem & jectives of a Develop- gy Evaluation
o stration
Motivate Solution ment
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problem a better contect effective, publications
artifact effecient
é’ Show accomplish? Use artifact Professional
Importance to solve [terate back publications
§ problem to design
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Figure 2. Design Science Research methodological procedures [34].
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3.2 DSR Methodological Procedures

3.2.1 Problem Identification

Identification of problems has been achieved through literature search and brainstorming, and has
been used as the entry point to the research. Several review stages have been conducted to arrive
to the final problem definition. At first, the Privacy Policy domain was found of interest and
furthers literature search was conducted. Second the problem of users not reading and understand
privacy policies was found to be claimed by many. Finally, it has been found that even with the
effort to present the privacy policies in an understandable way, there is still weakness in means for

determining and approving user’s consent in privacy notices.

3.2.2  Objectives of the Solution

Obijective of the solution were achieved through an extensive review of literatures covering both
design theories and instantiations as suggested by Gregor and Hevner [11]. The review focused on
analyzing the design space and the existing artifacts in parallel to deduce the antagonistic
drawbacks that exists between the artifacts and design theories. The literature review was
conducted by performing key words search on Google Scholar. To maximize the cover of related
works, a Cite-Up-Reference-Down (CURD) search technique was used in addition to key word

search.

The Cite-Up-Reference-Down (CURD) work in recursive fashion succeeding the following steps

of execution.

1. Using key word search, the Most Relevant Articles (MRA) are identified and listed.
2. For each MRA,
a. A Cite-Up operation is performed which checks for other MRA in the list of articles
that cited this given MRA (best for old articles).
b. A Reference-Down operation is performed which checks for other MRA in the list
of references of the current MRA (best for recent articles).
3. New MRAs found are added to the new MRA list.

4. The process is repeated for the new list of MRA until the researcher is satisfied.
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1 woid curd({List<MRA> MRAList){ i1

2

3 foreach (wvar MRA in MRALisT) fi2

4 {

5 {fLook for MRA in the cyted by list

6 MNewMRAListT = LookInCitedBy(MRA); fla
8 /fLook for MRA in the reference list

9 NewMRAList = LookInReferences(MRA); fib
11 }

12

13 if(NewMRAList.Count > 8){ {3

14 curd({MNewMRALLsT); fi4

17 return 4;

18 }

Figure 3. Pseudocode representation of CURD algorithm.
Figure 3 present the algorithmic description of the CURD technique for literature search in any
given problem domain. CURD allows quicker identification of most relevant articles and enable

covering a wider publication timeline.

The combination of CURD and keywords search allowed enough literatures to be acquired for the
study of existing privacy presentation approaches to achieve improved readability and consent.
The findings were mapped to a privacy notice design space developed by association of academic
researches and practitioners from leading internet industry (Google, RAND), and used to outline
shortcomings and propose requirements for new artifacts to solve the problem. But for the
requirements to be fulfilled, an extension of the privacy notice design space is a necessity.

3.2.3 The Design and Development

Design and development stages has been carried out in four transitions each of which iterated
multiple times and individually contributed to the design and development of the XPNDS. Figure

4 illustrates the four transitions and their evolution sequences as follows;
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3.2.3.1 Iteration 1

In the first iteration, the design process started with the literature review (Chapter Two) where
design theory, constructs, and instantiations from prescriptive knowledge were used to generate
requirements for the proposed objectives.

3.2.3.2  Iteration 2

For the second iteration, a design search process was initiated as in Chapter Four where descriptive
knowledge on theories of eye movements in reading were used to validate the proposed

requirements.

3.2.3.3  Iteration 3

The design search continued by iterating back to prescriptive knowledge where existing academic
artifacts and consumer products were used to determine the applicability of the requirements in
the real world setting. The design search has been extended to both prescriptive and descriptive
knowledge to add research rigor.

Prescriptive knowledge

Eye tracking :
Evaluation
® Industrial consumer

artifacts
=  Academic artifacts

Descriptive knowledge

Experimental Phycology Privacy Notice Design Space

= Theory of eye Development

mavement in reading

Prescriptive knowledge
Privacy Notice

*  Design theory
* Models
* Instanfiation

Figure 4. Design search's knowledge bases iterations for privacy notice design space development.

After these three transitions, a prototype of the XPNDS was ready for Demonstration, and hence
evaluation and testing.
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3.2.3.4 Iteration 4

The final design and development iteration involved the design feedback collected form the
evaluation stage in Chapter Six. The evaluation involved expert reviews and application of the
XPNDS in real world setting.

3.2.4 Evaluation

Evaluation of the XPNDS has been carried out following evaluation patterns for design science
research as proposed in [35]. The pattern proposes four evaluation (Eval) activities from which the
first two are ex-ante and the remain are ex-post as seen in Figure 5 below. Evall Activity serves
to ensure that meaning full research problem is selected and formulated. This has been
accomplished through the use of literature search and assertion to identify critical issues in privacy
notice, research gap, objectives, and the requirements for bridging the gap. Eval2 Activity serves
to show that an artifact design ingrains the solution to the problem in hand. A design search process
has been used to demonstrate feasibility and accessibility of the requirements through
mathematical proof and logical reasoning.
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Figure 5. Evaluation activities within a DSR process [35].

Eval3 Activity serves to demonstrate how well the artifact performs while interacting with

organizational element. In this activity the XPNDS’s effectiveness and efficiency is demonstrated
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by implementing it on use case scenarios that provides real tasks to the evaluation. More so,
simplicity and understandability was determined through expert reviews. Eval4 Activity serves to
finally show that the artifact is both applicable and useful in practice. For the XPNDS, a case study
has been used to naturalistically determine the applicability, generality, and fidelity with real world

phenomenon.

3.2.5 Communication

Communication of the XPNDS has been done first, through sending it to experts for reviews.
Second, the work has been presented as a master’s thesis research publication which is then made

publicly available for references through the university library services.
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CHAPTER FOUR

DESIGN REQUIREMENTS VALIDATION

4.1 Overview

Governing the design search for the new privacy notice design space are the requirements proposed
to enforce the objectives in Chapter Two. The efforts for the establishment of the validity of the
requirements lead for the search of theoretical grounding in several study domains to support the
fulfillment of the requirements. The main promising domains that attracted the attention of the
design search process of this work are those in Cognitive Science, Computer Vision, Human
Computer Interaction, and Experimental Psychology. The goal of the design search is to find
available knowledge in theory and practice that can support the effectiveness and feasibility of the
proposed requirements and their inclusion in the development of the privacy notice design space
in helping achieving the stated objectives.

In online services as it has been observed in Chapter Two, visual is the commonly used modality
in design and presentation of privacy notice. Therefore, to assure that a subject comprehends notice
contents, first it should be able to determine if the subject at least looked at, read, and comprehend
the notice contents. Hence, the following sections dives in theories of eye movement in reading in

search for possibilities of achieving processing and cognition consent levels requirements.

4.2 Eye Movement in Reading and Cognition

Studies on eye movement reports that an eye behaves differently during the reading of texts, scene
(image) perception, and visual search [36]. This research work utilizes the laborious work done on
examining cognitive processing tasks using eye movements to design implementable solutions for

the proposed requirements for consent integration in privacy notice designs.

Eye movements has been widely adopted in investigation of cognitive processes during reading
[36]. The research works on eye movement during reading are far ahead of those of scene
perception and visual search. Eye movements consist of two main states, the saccades which is
when the eye is in motion jumping from one location to another, and the fixation which is when

the eye remain relatively fixed at a point [37] (see Figure 7). During fixation is when an eye is able
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to acquire new information from the visual array. As information from different tasks like reading,
scene perception and visual searching are also different with respect to cognitive mechanism
involved, and hence fixation duration differs among them. Eye movements takes time to plan and
execute as they are the simply motor responses [38]. The amount of time an eye takes to actually
move is a function of the distance moved. Letters (most preferred as long as the texts are in a
normal size [39]) or visual angels (degree) can be used to determine the distance. The average
fixation duration of an eye during reading roughly lasts 200-250ms. From Table 3, in which FD
and SL stands for fixation duration and saccade length respectively, it has been observed that
fixation have a tendency to be longer in scene perception than in reading, also is longer in oral
reading then in its silent counterpart. This observation is used by this research as has been used by
many others to reach a decision that eye movements during reading can be distinguished from the
one produced as a result of an eye engaging in other non-reading tasks. Most importantly, silent
reading which is the most expected during the reading of policy notification, can also be
distinguished from oral reading.

Table 3. The range of mean fixation durations and the mean saccade length in silent reading, oral reading, scene
perception, and visual search [38].

SL
FD (ms) Deg Letters
Silent reading 225-250 2 7-9
Oral reading 275-325 1.5 6-7
Scene perception 260-330 4-5
Visual search 180—-275 3

Sophisticated devices such as high speed cameras are required to detect such fast movements. For
experimental proposes, cameras with up to 1000 Hz (sampling rate/frame rate) and more are used
in studying eye movements. These can capture changes within one millisecond which can be
argued to be way more than what is required for tracking simple eye moment. However, for a
camera to be considered high speed it needs the capability of frame rates in excess of 250 frames

per second [40], which means it can take samples at an interval of 4 milliseconds. The speed is
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continually increasing with other cameras having multiple times more frame rates than the original

definition of a high speed camera.

Table 4. The effects of targeted cognition level on the experiment behavior.

Letter Microscopic Higher
Word Small Medium
Line Significant Moderate

Table 4 qualitatively illustrates how eye motion (saccade), and “relative” camera power
requirements differ with respects to cognition level detection target of the experiment. Detecting
letter by letter cognition requires more camera power than word by word cognition because it
occurs very quickly. However, eyes make a more significant motion while scanning a line (words)
than in reading an individual word. In the following section logical and mathematical proof are

provided for possible determination of the suitable cognition levels.

4.3 Requirements Feasibility Proof Using Eye Movements Analysis

After having insight of eye movement theories above, this section uses mathematics, logic, and
existing artifacts to set a proof of usability of these theories in adding assured informed consent in
privacy notices. The section proceeds by searching and demonstrating what the theories have for

each of the proposed requirements.

4.3.1 Processing

By “processing”, the recommendations require that the proof that the user is receiving and
processing the appropriate notice using a suitable sense organ. The processing depends on the form
of modality used to convey the privacy notice. Snice the focus is mainly on software services in

this context, the common modality is visual.

The above findings from Table 4 suggest that the line cognition levels are more favorable to be
used for determining user processing and cognition of the privacy notice with the available and

future to come camera powers in mobile computing devices. For processing detection, a Gazing
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technique which is based on line cognition level is proposed. The following subsections discusses

the technique in details, and suggest their implantation.

4.3.1.1 Gazing

Gazing basically involves detecting where on the screen the user’s eyes are pointing at. In the
context of notice presentation, it does not give assurance that the user fully reads and understands
the notice presented. However, it can at least assure that users sweeps the eyes across and get a
glimpse of the notice. This is important in fulfilling that the privacy notice has been processed with

the appropriate sensory organ.

There are several implementation of gazing detection, most of which use gazing to detect what the
user is doing (reading, skimming) [41], testing the usability of interface designs [42],
implementing human computer interaction, and several others problem domains. This strengthen
the concept of applicability of the gazing detection as it is assured that the algorithms exist and are

implementable.

This research however, focuses only on eye motion (saccade) when it comes to gazing. As fixation
is associated with cognition which is not the primary interest of the “processing” requirement. It
is nevertheless understood that, even in gazing the user may stop and pick some of the words and
skip a lot of them while searching for interesting parts of the texts, the user has to surely fixate at
some points. Eyes moves from start of the line to the end of the line (go-sweep) and jump back to
the start of the new line below (return-sweep) and repeats to the end of the texts. For a notice with
N lines of text, the normal number of sweeps (go-sweeps plus return-sweep) the eyes performs is

given by the following equation.

f(N)=(N=2)-1

For determining “processing”, it should not require that the eye should sweep the whole text
document but instead an Appreciation factor (A) where 0 <A4 <1 should be introduced to limit the
number of sweeps required for a notice to be considered processed. Hence the number of

appreciated sweeps should be defined by the following equation.

f(N,A) = A(N * 2)
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If quarter of the notice lines are required to be swept for the processing appreciation to be given,
then A=0.25. Though the recommendation in this research is that the value of the appreciation
factor should be 0.5 to allow half of the notice lines to be gazed. Any half line gaze should be
ignored. Figure 6 illustrates a notice with N=3 and A=0.5. The order of which text lines are swept
should not affect the appreciation of the processing. The user can skip some lines but should
complete sweeping the minimum number (f(3,0.5)) required for appreciation to be granted, which

in this case is 3.

Policy Notice
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Figure 6. A sample illustration of acceptable gazing patterns for a notice with 0.5 Appreciation factor.
Finally using eye movements, the processing of a privacy notice can be achieved through gazing
detection with a specified appreciation factor. This fulfils the first requirement for the
improvement of privacy notice design to assure modalities are processed by their appropriate

receiving organs. This design requirement engages the user more in determining informed consent
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depending on the necessity set in the design of the notice. The following subsection examine the

second requirement proposal for the objectives.

4.3.2 Cognition

The second requirement set for the objectives is a determinable cognition which requires the
privacy notice design to include feature definition that can tell if the receiver of the notice
comprehend the content of the notice so that the consent collected is an assured informed consent.
Cognition involves mental action or process of gaining knowledge through thoughts, experience,
and senses [43]. With online services as it has been noted earlier, the most commonly used
modality in privacy notice design and presentation is the visual modality for which eyes are the
subject’s organs for sensing visual stimuli. Through reading, the cognition of privacy notice is
mostly achieved and therefore the consent collected becomes assured informed consent. The
following subsection examines the applicability of the reading process as an assurance to cognition

of information presented by a notice.

4.3.2.1 Reading

Reading is a cognitive precise process involving a detailed sequential perception and identification
of letters, words, spelling patterns, and larger language units [44]. During silent reading the eyes
are engaged in unique characteristic behavior [45] composed of, as illustrated by Figure 7,
saccades, return-sweep, regression, and fixation which is when the eye stops at a point and process
the information. Almost all researches including [38] agrees that this is when cognition process
takes place. This is supporting the regression concept in that, when a user finds a word difficult it
is re-fixated to process it for the second time.

Findings shows that reading detection can be achieved in two ways. First by analyzing eye
movement patterns through looking for fixations, saccades, regression and return-sweeps. This
provide a one way reading confirmation as it can tell, in this context, if the user is reading but not
necessarily tell what the user is reading or assure if the notice is the one the user is focusing on at

the instance.
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Figure 7. Eye movement during reading [46].

The second is by having a two-way confirmation by involving user’s eye movement and gazing
detection on the privacy notice canvas. This assures that the user is reading the specific privacy
notice and that the specified notice is the one on the foreground. Detecting reading for a whole

policy notice may be relevant for some scenarios but for others gazing should be enough.

This research’s focus on reading detection is to reveal the subject’s cognition process while reading
the privacy notice. The frequent regression patterns and long fixations for example, can tell that
the subject is having difficulties in understanding the words. However, it should be noted that the
aim here is not to test the memory strength of the subject, but to assure that at that moment in time

the subject comprehended what he was reading.

In addition, instead of just observing deviation of the fixation patterns from the average normal,
the alignment of the fixation patterns to the generally expected pattern can also be used as
determinant of user cognition of the privacy notice. Models for eye movement guidance [47] can
be used to generate a pre-defined fixation patterns that will be matched with the real time user
fixation positions to deduce the effectiveness of the reading. As concluded by Rayner, determining
the next fixation position while reading is made on nonrandom basis [47]. More so, because factors
such as conditional probability that a word will be fixated given that a prior word was or was not
fixated [47], provides the requirement for the fixation order determination to be also conducted in
real time and therefor established the pattern based on the user real-time fixation order by
calculating probability of the next fixation point based on the previous and other essential factors
such as word and saccade lengths. This approach of cognition determination is more appealing as
it is localized to a specific reader instead of generalizing using pre-defined expected fixation

patterns.
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4.4 Practical Suitability of Eye Movements Detection Approach

It is common for people to access software services with their mobile computing devices such as
laptops, tablets, and mobile phones. Desktop computers are also used especially in office and home
environment. Therefore, the applicability of the above requirements fulfilling techniques needs to
be possible on day to day user platforms used to access the services. In search for practicality of
performing eye movement tracing using devices available on the market, as camera plays a key
role in the service setting, a study for camera power in consumer divides devices was conducted.
In the findings, a November 2015 released Apple 12.9 inch iPad Pro tablet was found to have slow-
motion video support for 720p at 120 frames per second [48], which means it can take samples at
an interval of 8.3 milliseconds with roughly half the speed of the of the definition of high speed
camera. The March 2016 released Samsung Galaxy S7 has a slow-motion video support for 720p
at 240 frames per second [49], allowing it to take samples at an interval of roughly 4.1 milliseconds
with roughly the same speed as of the definition of a high speed camera. Although these particular
cameras with such capabilities are the rear cameras that can’t be practically used to capture the
users face at the time of reading a privacy notice, such a powerful camera in less than 8-millimeter-
thick devices proves the possible mobility of the service setup and ability to be used on demand
while integrated within normal computing devices. It can also be noted that the frame rate doubled
with in the relative four months between the two releases.

Conclusively, this section successfully prove that the processing and cognition requirements can
be achieved using existing knowledge on eye movements, and consumer products capacity at an
experimental level. That is, these features can be integrated in day to day products having the
necessary requirements as discussed above. The research uses the claim of the requirements and
the proof of the applicability as contribution in the design search for modification and extension

of the privacy notice design space as the next section details.
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CHAPTER FIVE

THE EXTENDED PRIVACY NOTICE DESIGN SPACE

5.1 Design Process

The Privacy Notice Design Space originally proposed by Schaub et al. [12] underwent a rigorous
design process including iterations on multiple expert reviews to its release stage. Nevertheless,
they still called for further extension of the design space to accommodate future technology
expansion. The design process for the construct in this research work introduces two main changes
to the original design space. First, the existing design space has been refactored (i.e. improve the
contents of the control dimension without replacing the dimension itself). Second, the design space

has been extended to explicitly accommodate consent in the design of privacy notice.

The design process traces back to the objective identification stage in which, as illustrated Figure
4, prescriptive knowledge from models, instantiations, and design theory were reviewed to propose
requirements for the prospective improved design space. The demand of the requirements steered
the search to descriptive knowledge from Experimental Phycology domain where theories of eye
movements were used to approve the validity of the requirements. More so, the search iterated
back again to prescriptive knowledge where academic and industrial instantiations were combined
to prove the possible applicability of the requirements at an artifact instantiation level. The details
gathered from each knowledge domain were used iteratively providing rigor to development of the

new privacy notice design space construct.

The goal of the design and development has been to introduce the notion of consent in privacy
notice design space so that engineers, developers, and managers can explicitly decide and
understand the level of consent that their privacy notice should have or has respectively. All the
iterated stages contributed to the design and development. The execution was not straight forward,
instead, back and forth marches between the knowledge bases were active until the final acceptable

design space was achieved.
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5.2

Development Process Consideration

As it has been mentioned above, the development of the design space took contribution from

different research steps. The development of the Extended Privacy Notice Design Space has been

conducted in a way to fulfill the objectives and requirements initially proposed. Different design

ideas were collected from the above research sections to arrive to the final design space construct.

Figure 8 shows how these research components contributed to the design and development of the

extended privacy notice design space construct and the development process is described as

follows as numbered in the figure:

1)

2)

3)

4)

5)

6)

As consent was required to be integrated with in a privacy notice design construct, a robust
existing privacy notice design space was selected to be the foundation of the new design

space.

A consent dimension was added in the design space in response to the first objective that
requires an explicit integration of consent in the design. The new design space has five

dimension with that of consent explicitly identified.

From the literature review and artifact analysis, two consent levels were observed to be
implemented, these include the “assumed” and those that demanded “interaction”. Hence,

these levels were therefore included in the design as consent levels.

The literature study ended with proposing requirements for the new design space. After
they were validated through design search process, the processing and cognition consent
levels were added to the design space. Only these consent levels were taken through the

design search because they were not found in literatures to be applied in privacy notices.

At his point, the four consent levels added to the design space fulfilled the second objective
of defining different levels of consent in the new design space. These levels started from

assumed consent to assured informed consent (cognition).

Finally, the control dimension was improved as part of design process through feedbacks
from iteration processes. And hence optional and settled components were introduced to

the design space.
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Figure 8 Contributions of different research steps/actions/iterations to the design and development of the XPNDS.
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5.3 The Extended Privacy Notice Design Space Construct

Figure 9 presents the Extended Privacy Notice Design Space (XPNDS) from the last development
iteration. It should be noted that most of the components remains from the original work by Schaub
et al. [12] where full credits are attribute to them. The addition and modification contributed by
this research work is highlighted with green outline. The control dimension remains from the
previous construct but its components have been changed and a new consent dimension has been

added along with its new four components.

Privacy Notice
L, | e

| | | | | | |
at setup primary visual | optional | | assumed |
just in time secondary auditory | settled | | interaction |
context dependent public haptic |m|
periodic machine-readable |W|

persistent

on demand

Figure 9. The Extended Privacy Notice Design Space.

The dimensions in the refactored design space are; Timing which tells when the privacy notice is
presented, Channel which specifies the platform used to present the notice, Modality which
specifies the interaction means provided to the subject, Control which specify what controls the
subject has to notice, and Consent which establish the control that the notice has on the subject in
assuring a desired level of consent is achieved. Timing, channel, and modality dimensions have
not changed and therefore their discussion in Chapter Two holds. Also the original work may be
referenced in need for further detailed description. Here the discussion focus mainly on the
improved and added dimensions. The following subsections discusses the control and consents

dimensions’ design features widely.
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5.3.1 Control

In privacy notice design the Control dimension provides data subjects with certain level of
negotiation on the way their collected data are stored, processed or shared by the service provider
(customer-to-vendor privacy) or control over accessibility of their data by other users of the same
service (customer-to-customer privacy). The former has been customarily (not necessarily)
provided as a binary option opt-in or opt-out while the later can have more than two choices. It is
a good practice to give users control of their data and as many options as the policy can supply, as
this increased user’s trust [50] to the service. However, still there are polices that find themselves

unnegotiable.

Below are the two components of the Control dimension proposed by this research, unlike the
original design space (see Figure 1), the proposed design space does not include “Decoupled”
component which describes privacy controls that are separated from the notice as part of the
Control dimension. This research argue that a privacy notice is a subset of a privacy policy and
each privacy notice can apply the design space dimensions’ components in parallel, both
horizontally and vertically. Therefore, separated privacy options mean that part of the privacy
policy (privacy notice) utilize a different Timing dimension component, for example a policy may

provide notice “at setup”, and also have the privacy options notice available “on demand”.

5.3.1.1 Optional

Control is optional when the notice design gives a user options to control some of either usage,
sharing, or processing of their data in a customer-to-vendor privacy agreement. The standard
control options are the one brought forth by W3C’s machine readable privacy policy languages
such as P3P [17] that provides user with options to agree on data collection policy (opt-in) or deny
a data collection policy (opt-out). These options can be presented to the user through “secondary”
Channel using Privacy Enhanced Technologies [22] tools or browser privacy setting windows. The

options may also be presented through “primary” Channel by being part of the software system.

On the other hand, there are also consumer-to-consumer privacy settings which gives more broad

options to the users to establish control on what the other users sharing the same service with can
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access among their data. A good example is the Facebook’s privacy Public, Friends, and Private

privacy notice control options available for the user data sharing on the platform.

The opinion of this research differ from the original work on placing of “blocking” and “non-
blocking” components as part of Control dimension. This research argues that Control should
explicitly provide what users can do to the system and not what the system can do to the user. In
fact, blocking and non-blocking addresses the efforts in accomplishing user’s informed consent.

This is an example of cases where the consent in notice design is addressed implicitly.

5.3.1.2  Settled

Settled privacy notice do not provide the data subject with any options, the service provider
requires the subject to agree with the whole policy notice requirements to use the service. In case
the subject is not comfortable with the policy notice or some part of it, has to avoid using the
service entirely in the first place. Most simple website and consumer devices use “settled” Control
on privacy notice. But for complex data sharing platforms “optional” Control should be considered

in the design of the privacy notice.

5.3.2 Consent

The Consent dimension of privacy notice design provides the privacy notice with certain control
of the user. It allows the notice to specify the level of attention the user should provide to satisfy
that an informed consent has been collected. Informed consent encompasses notifying users on the
potential privacy notice and giving them explicit opportunity to consent or decline [5]. Assured
informed consent focuses on both notice presentation and user understanding of the notice

contents.

This design space proposes four design categories for consent determination in privacy notice
design which are Assumed, Interaction, Processing, and Cognition. Consent design choices for
privacy notice design should be determined by conducting privacy impact measurement of the
service in question. This research work does not provide any privacy impact ratings, but the
designers should consult appropriate authority for criteria to reach suitable privacy impact rating

for each consent level in their context.
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The design principles proposed by this privacy notice design space dimension explicitly
implements four of the five components of informed consent as proposed by Friedman et al. [6]
which are Agreement, Competence, and Comprehension. Disclosure is covered by other
dimensions while Voluntariness still need more effort to assure and for now is just assumed. Also,
the design space further guides privacy notice designers in helping users interact effectively with
the notice so that they understand the notice and hence informed consent is collected. The

following are the consent design categories in detail.

5.3.2.1 Assumed

A privacy notice Consent is “assumed” when the privacy notice design does not require any
approved subject’s awareness of the privacy notice. That is, the notice does not have to explicitly
assure that the subject is aware of its presence, is competent, or is engaging voluntarily. Instead,
by just using the service itself it is assumed that the subject understands and agrees with the privacy

notice.

Most of the time “assumed” Consent notice designs are applied in frequently used common
services like consumer products and websites, in which the service providers do not necessarily
know their service users (no user registration for the service). For instance, notice that uses
“public” Channel are more likely to apply “assumed” Consent. An example is a public CCTV
privacy notice; it does not guarantee the user is aware of it but it is only assumed so. Consequently,
“assumed” Consent design practice should only be used for services that has as little privacy

impact as possible.

5.3.2.2  Interaction

Privacy notice designs that implements “interaction” Consent requires the user of the service to
perform an interaction with the privacy notice to prove agreement with the notice. The notice may
require a user to perform interactive action like clicking an agreement button, scrolling down the
notice content’s end, or drag and drop some of the notice contents [51] so that the assurance that
the user is aware of the presence of the notice is achieved. It should be noted however, “interaction”
Consent in a privacy notice design does not guarantee that the user has either read or understand
the notice, instead assures that enough minimum attention to perform the interaction has been

provided by the user. This minimum attention is what Bravo-Lillo et al. referred to as habituation
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[28]. Frequent user’s exposure to similar “interaction” notice designs increase their ability to
interact with minimum possible attention. It is upon the designer of the privacy notice to use their
creativity in crafting interactions that will take enough attentions of the user to achieve more than
just interaction. A proper planed interaction can convince the assumption of user reading the

privacy notice.

Interaction Consent is a widely used in personal data collecting services, although it can be argued
that it is not fair for a legally binding agreements be depending just on interaction as it provides a
loophole for service providers to abuse the customer’s impatience of using services. It is
recommended for the designers to act ethically and fairly in helping collecting a reliable customer’s

informed consent.

5.3.2.3  Processing

Processing Consent in privacy notice design requires the privacy notice to be processed by an
appropriate recipient means based on the Modality used. The notice should also be able to confirm
the occurrence of the processing action. The recipient means should be suitably selected based on
the Modality used. For instance, “visual” Modality will require subject’s eyes for determining
processing. As “interaction” Consent cannot guarantee if the user at least looked at the notice,
“processing” Consent aims to tell if the user processed the notice with appropriate means, in this
case passing the eyes on the notice. In this way processing can also be used to assure the
competence of the subject as required by [6]. If a policy requires the recipient to be in certain age
group for example, facial recognition can be used to determine if the notice recipient really belong

to the required age group.

The growth of technology and the spread of internet of things and everything in everyday life
provides opportunities to improve interactions between the user and the services. “Processing”
provides a reasonable consent claim and a good way to help users face the privacy notice and make

informed decisions.

5.3.2.4 Cognition

The main goal of the privacy notice is for the service providers to be able to claim that the subject

has read and comprehend the privacy notice. But this has not yet been affectively integrated in the
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previous design space. Hence, “cognition” Consent in privacy notice design requires the privacy
notice to be able to determine and study cognitive patterns of the subject while interacting with the
privacy notice. This will allow the notice to be able to determine subject’s insight of the notice.
For example, determining words, phrases, and sections of the notice that provides difficulty or
ambiguity to the subject, identifying areas that most users face difficulties in comprehending, and
generally being able to assess the effectiveness of the notice in conveying the message. This allows
the privacy notice design consideration to also go deeper into the design of the contents of the

notice themselves.

Cognitive Consent is mostly applicable in service domains were service users have much closer
relation with the service provider. And thus, the service provider needs assurance that the user has
read and comprehend the policy notices. This can be exemplified within organization domains in
which the service provider (employer) provides privacy notice to the subject (employee). Surely
the service provider has a comparatively closer relation with the subject (employer-employee) and
therefore the employer may need to make sure on the employee’s cognition of the privacy notices.
All in all, the privacy and legal impact of services should be used in determining the requirement

of assured informed consent in the privacy notice design.
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CHAPTER SIX

EVALUATION

6.1 Overview

Avrtifact evaluation is vital part of design science research used to demonstrate utility, validity,
quality, efficacy, and fitness of the designed artifact as well as the rigor of the design process. This
section documents the ex-post evaluation of the proposed Extended Privacy Notice Design Space.
Never the less, other ex-ante evaluations such as literature review and review of practitioners’
initiatives have been carried out prior the design stage. The evaluation stage itself also contributed
to the design of the artifact and hence it is difficult to alienate it from the development process.
Efforts were made to assure that both naturalistic (case study, use case) and artificial (expert
review, research rigor) evaluations were involved so that a stronger proof of the artifact utility is
established.

The section proceeds as follows: First, the evaluation uses a case study to determine the utility of
the design space using a “real system” reality. Then, use cases with “real task™ determines fidelity
of the Extended Privacy Notice Design Space with real world phenomenon and its effectiveness.
Furthermore, validity and quality of the design space is deduced from the reviews of the experts
in privacy notice design from both the industry and academia. Finally, the research rigor is

evaluated against the seven design science research guidelines by Hevner and Chatterjee [10].

6.2 Case Study Evaluation (ericsson.com)

Erricsson.com is a “website” for a Swedish multinational communication technology corporation.
The website is used for publicizing the company information to the general public and does not
require visitor registration. As with most websites, ericsson.com also provides it users with privacy
policy through privacy notices. As study on the privacy policy communication by ericsson.com to
its potential visitors revealed that the website implements three interlinked layers of privacy
notices which are below analyzed and mapped to the Extended Privacy Notice Design Space as

follows.
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6.2.1 Privacy notice layer I

The first layer of privacy notice notifies the visitor on ericsson.com use of cookies. As a website
that operates within the European Union, it is required by the law that the website should explicitly
notify the user on the use of tracing cookies. Ericsson.com fulfills this by presenting visitors with
a “persistent” (Timing) notice (Figure 10) blended at the top of every page of the website
(“primary” Channel). The notice does not provide any options to the visitor (“settled” Control) and
visitor’s consent on the notice is merely assumed by continuation of browsing the website. The
notice also collects the visitor’s consent through clicking of “I Accept” button (“interaction”
Consent). However, whenever multiple consent determination levels are used, the minimum
consent level remains practical and therefore, in this case, even if the interaction consent is present,

the assumed consent is the real consent of the privacy notice.

This website uses cookies. If you continue to browse the site, we assume you are fine with how we use cookies on the web. Read More 1 Accept

Figure 10. First Layer cookies privacy notice for ericsson.com
The use of multiple consent level is among the tricks used by some notice providers to demonstrate
that an informed consent is collected from the user while in reality is not necessarily so. The notice
however proved the visitor with a link to the next layer of privacy notice through “Read More”.

Figure 11 below illustrate XPNDS model of the notice.

Privacy Notice

Timing | | Channel | | Modality | | Control | | Consent ]

persistent primary visual | settled | | assumed |

| interaction |

Figure 11. Layer | notice design interpretation on XPNDS.

6.2.2 Privacy notice layer 11

The second layer of privacy notice provide detailed information on cookies and internet privacy
policies. The notices are available for visitors to access them “on demand” (Timing) through

hyperlinks leading to dedicated webpages on the website (“primary” Channel). Both notice
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contains large content of “settled” (Control) policies and they neither provide user with any options
over the policies nor does their consent collection is determined (“assumed” Consent). However,

as with the first layer, the second layer also provides reference to the next layer of privacy notice.
Figure 12 below illustrate XPNDS model of the notice.

Privacy Motice

Timing | | Channel | | Modality | | Control | { Consent ]

on demand primary visual | settled | | assumed |

Figure 12. Layer Il notice design interpretation on XPNDS.

6.2.3 Privacy notice layer 111

The third layer of privacy notice is available “on demand” (Timing) from browsers privacy settings
(“secondary” Channel). The notice provides the user with several privacy options (“optional”
control) setting including whitelisting and blacklisting websites’ cookies through allow, block, or

clear-on-exit options, specifying cookies life time, and view existing cookies. Figure 13 illustrates
cookies settings as in Google Chrome web browser.

Makame} — O %
£t Settings - Content setting X
&« C | [} chrome://settings/content Qe & =
i Apps E Dictionary > Fronter & Google Scholar IEEE ) Springer Library »
. x
Content settings
Cookies
® Allow local data to be set (recommended)
Keep local data only until you quit your browser
Elock sites from setting any data
Block third-party cookies and site data
Manage exceptions... All cookies and site data...
Done

Figure 13. Cookies content setting in Google Chrome.
The user preferences are then communicated between the browser and the web server via
“machine-readable” (Modality) and hence the web browser prevents the site from implanting or
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accessing cookies on the user’s machine. Summary diagram below, conclusion on the fitness of

the model on the architecture. Figure 14 below illustrate XPNDS model of the notice.

Privacy Notice

Timing | | Channel | | Modality | | Control | | Consent |

on demand secondary machine-readable | optional | | assumed |

Figure 14. Layer 111 notice design interpretation on XPNDS.

6.3 Use Cases Evaluation

Here the XPNDS is evaluated by reflecting it in different real world use cases. Its suitability with
the existing privacy notice designs is established to demonstrate its utility, efficacy and validity.
Also, the ability for the design space to support new technologies for privacy notice presentation
with a focus on applying appropriate informed consent. Since the privacy notice design space is
intended not only for software services but all possible domains where privacy notices are

applicable, here some of these domains are discussed as follows.

6.3.1 LinkedIn Profile Privacy Notice

The first use case is drawn from online software service. A notice design implementation from
social networking platform LinkedIn is analyzed using XPNDS. LinkedIn.com provides it users
with persistent (Timing) privacy notice on their profile page (“primary” Channel) that gives the
users options (“optional” Control) on whether their profile changes are published to other users in

their network or not. Figure 15 illustrate the notice appearance.

The notice has a default “yes” option and unfairly the notices is not visible to the user until the
page is scrolled down (at least at 100% browser zoom level on a large screen device). The users
may perform profile changes without being able to see the notice and their informed consent be
assumed (“assumed” Consent). Hence, even if the user is given options, the consent level applied
does not guarantee the user will be aware of the notice. Figure 16 shows the analysis using XPNDS

construct.
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Motify your network?

No, do not publish an update to my Ir/- NDE\

1
LY ri

network about my profile changes. \ S

Figure 15. LinkedIn profile privacy notice.

Privacy Notice

Timing ] | Channel ] | Modality ] | Control ] | Consent ]
persistent primary wvisual | optional ‘ | assumed ‘
| interaction ‘

Figure 16. XPNDS analysis of LinkedIn profile privacy notice.

6.3.2 Windows 10 Phone Location Access Notice

Some mobile phone applications require location information of the device and hence of the user
to operate orderly. Application accessing device location in windows 10 mobile provides a
“visual” (Modality) notification only at the first time the application attempt to do so (“just in
time” Timing). The user is presented with options to allow or deny the request (“optional”
Control). Consent is collected by users’ interaction with the notice’s “yes” or “No” buttons

(“interaction” Consent) and therefore user cannot use the app until the interaction is fulfilled.

Privacy Notice

Timing ] | Channel ] | Modality ] | Control ] | Consent ]

just in time secondary visual | optional ‘ | interaction ‘

Figure 17. XPNDS analysis of Windows 10 mobile location access notice.

The notice design structure presentation on the XPNDS construct is as shown in Figure 17 above.
On the next page, Figure 18 illustrates a Windows 10 mobile location access notice discussed

above in action.
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We need your permission
Let Maps access an

To change this later, go to the Settings app.

Figure 18. Windows 10 mobile location access interactive notice.

However, windows 10 mobiles also provide another layer of privacy notice on location access
(Figure 19). A location icon (‘visual” Modality) appears on the task bar every time an application
access device location (“just in time” Timing). Knowing the user has already allowed access to the
application in the first place (“settled” Control), the notice does not require any additional user
consent approval (“assumed” Consent). In Figure 19 the location icon pointed with the silver

arrow. Finally, the analysis of the notice on the XPNDS is as in Figure 20 next page.

all S 7% 3 B © «

Figure 19. Just in time location access notification in Windows 10 mobile.
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Privacy Notice

Timing | | Channel | | Modality | | Control | | Consent |

just in time secondary visual | settled | | assumed |

Figure 20. XPNDS analysis of Windows 10 mobile just-in-time location access notice.

6.3.3 Assured Informed Consent Use Cases

The last two Consent categories (processing and cognition) aims for bringing about assured
informed consent in the designs. Although they extend “interaction” category, they specifically
provide assured informed consent specific actions to the notice i.e. they add assurance of
comprehension, competence, and agreement as suggested in [12]. This research has not come
across a privacy notice design that takes consent to these categories. However, proof on implement
ability of these categories exists in some Human Computer Interaction researches and artifacts as
in [41, 52, 53] as well as in computer vision as proved by the design search process in Chapter

Four.

Cognition can also be determined as theorized in eye moments research works [34, 54]. These
categories have their place in privacy notices as described in the design space description above.
Current devices (cameras power) capabilities are matured enough to support. The existing problem
is the difficulty in implementation as not every developer has the resource to implement these
complex algorithms. However, with the growth of cloud API services such as Microsoft Cognitive
Services [55] which provides several cognitive service API easily for developers to integrate in
their applications. And if assured informed consent determination service API are provided,
assured informed consent in privacy notices will become the new normal. Their availability will
also give chance for data regulators to push for higher consent requirement in notices. Processing
and cognition API for assured informed consent needs also to be provided the same way to be

widely adopted.

6.4 Experts Evaluation

As part of evaluation and communication, the XPNDS construct was communicate to four privacy

notice design experts through email for reviews. This expert group involves the ones that
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participated in the design on the initial privacy notice design space (which did not address consent
explicitly) that was used as the foundation for the XPNDS. In general, positive reviews were
received from the experts, in such, bellow is a comment from one of the expert after reviewing

construct.

This is a very interesting idea. | encourage you to build out a few examples
(like we did in the paper) that show how notices could fall into these additional

categories and what they might look like.

The expert seems very interested with the XPNDS and asked for use case sample demonstration
of the construct. In response, the use case samples were conducted. Despite the unfortunate events
of some participant not replaying. In general, the XPNDS achieved additional face of validity form

the available expert reviews.

6.5 Evaluation of Research

Previous sections extensively demonstrate the building and evaluation rigor of the Extended
Privacy Notice Design Space (XPNDS) to clearly establish construct’s utility, completeness, ease
of use, and understandability. In addition to that, evaluation of research is conducted by following
Hevner and Chatterjee’s 2010 [10] guidelines for conducting and evaluating design science
research in Information System. Seven guidelines are proposed and has been fulfilled by this

research work as follows.

Guideline 1 calls on ensuring that the problem brought forward by the research has significant
relevance in the field. This work presented the problem of lake of clear consent integration in
privacy notice design to achieve assured informed consent, and the fact that there are no practical
consent design guides allows unethical policy providers to provide illusive consent and claiming
they are abiding with the regulatory standards. Therefore, it is important to have explicitly
established consent in design space construct to help privacy notice designers integrate required
level of consent in their notice and regulators to be able to analyze and identify applied consent

levels in applied notices.

Guideline 2 is on ensuring the research process uses rigorous methodology in construction and

evaluation of the design artifact. Following Peffers et al. [34] design science research methodology
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the XPNDS has been achieved through multiple iterations between design and evaluation. Both
build and evaluation processes were conducted with reference to respective authorities in design

science research domain.

Guideline 3 is about implementing the design of the artifact as a search process. The development
of the XPNDS involved design search form academic literatures and practitioners, testing
relevance of requirements from eye movement theories, and proving of applicability of the
objectives from consumer electronic artifacts. All these fields have been traversed in search of

proper design for XPNDS.

Guideline 4 is about ensuring that the designed artifact is effectively presented, to enable
application and implementation in appropriate environment. In this work the artifact has been
presented as a construct which extends the vocabulary and taxonomy for privacy notice design to
include desired consent levels. A detailed description of the model has been provided along with
sample use cases that helps in demonstrating implementation of the XPNDS in different scenarios.

Guideline 5 is on ensuring well-executed evaluation methods are used to demonstrate the quality
and efficacy of the design artifact. The evaluation of the XPNDS followed evaluation patterns as
presented in [35], the process included observational evaluation methods such as Case Study to
demonstrate the utility of the artifact. Also, analytical evaluation methods such as Static analysis
(through Demonstration and Logical reasoning) and Architecture analysis (through expert
reviews) have been used to examine the artifact quality, completeness, ease of use, simplicity,
elegance, and understandability which are evaluation criteria suggested by March et al. [56].

Guideline 6 calls on presenting a clear contribution of the research. The contribution of this
research work is clearly presented in the discussion chapter. This includes explicit integration of
consent levels in the privacy notice design space as well as introducing additional vocabularies for
consent in the design space that helps privacy notice designers and managers have the common

tongue on consent design in privacy notices.

Guideline 7 requires presentation of design science research to management audience. Though
expert reviews and feedback. The XPNDS construct has proven to be well presentable to

managerial audience with less efforts. The construct is also provided to open source community
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via GitHub and the research publication is made available online for academic search through

university library.
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CHAPTER SEVEN

DISCUSSION

7.1 Overview

This section provides the holistic overview of the achievements obtained throughout the research
work in the development of the XPNDS construct. Though this work, several contributions can be
claimed in practice, method, and theory. More so, the results from the evaluation of the XPNDS
well proves the artifact utility and research strength. A detailed discussion proceeds by considering
the following aspects.

7.2  Design Output Interpretation

The XPNDS has been proven to stand strong as a design science research product by multiple
rigorous evaluation methods used. Case studies demonstrated the utility of the XPNDS and its fit
with existing privacy notice designs, this is important as it validate backward compatibility of
XPNDS to existing privacy notice designs. That is, the XPNDS can be used for analysis of existing
privacy notice designs as well as a guide for development of new privacy notices. Furthermore,
positives reviews form privacy notice design space expert evidences XPNDS acceptance by the

research community and hence demonstrate the understandability and elegance of the XPNDS.

7.3 Objective Fulfillment

The XPNDS succeeded in accomplishing the initial objectives of the research, it successfully
provides guidelines for privacy notice designs, integrate consent in the designs, and most
importantly its categorize the consent implementation in different possible levels of user’s consent
determination. The design space provides opportunities in shifting from the olds ways of consent
determination and support the embrace of new technologies in search for assured informed consent
determination. The main contrast of XPNDS with previous models like that of Friedman et al. [6]
is that its goes beyond telling what an informed consent is and also tells how a certain level of it
can be practically achieve in a design. The use of Schaub et al. [12] privacy notice design space as
the base foundation for XPNDS allows the construct to exceed research expectation by not only
provide explicit consent in privacy notice but also resulted to a full flagged privacy notice design
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space that inherits the rigor from its design foundation. Hence, the XPNDS is a synergy of the
Friedman’s informed consent conceptual model and Schaub’s practical privacy notice design

space.

7.4 Contribution to Practice

This thesis work contributed to practical knowledge that allows explicit integration of consent in
the design of privacy notices. The significance of XPNDS to practice includes (1) practitioners are
provided with explicit practical design guides for integrating consent in privacy notices, (2)
managers are able to use the construct guides in determining the level of consent to be used in the
design based on policy or privacy impact, (3), it provides the regulatory bodies with means of
evaluating the level of consent implementation in privacy notices and ability to detect illusive
consent design that circumnavigate the regulatory requirements and (4) it provides standard design
communication platform between regulators, managers, and practitioners. This collectively bridge
the prior existing gap on informed consent in privacy notice design.

Furthermore, the research works also provides some practical methodological contribution on
effective implementation of literature review search. A CURD model for conducting literature
review takes advantage of the modem features of academic search engines that provide “cited by”
and “references” lists to quickly and widely cover academic domain literatures while overcoming

the barrier caused by keyword or title mismatch.

7.5 Implication to Knowledge

This research argues that the XPNDS provides an addition to the body of knowledge by providing
design guide that explicitly integrate consent in the design of privacy notice before which it was
just implicitly assumed to exist. Its provide the “less-covered” practical guide instead of just stating

what a good consent is.

7.6 Limitation of the Research

The XPNDS has been formally evaluated using case studies from the industry which demonstrated
its applicability in the analysis of informed consent determination of existing privacy notice

designs. However, further evaluation that will apply the model in the industry as a guideline for
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designing privacy notice and have feedback from practitioners and managers should be done to

firm the artifact utility in both areas.

The research also involved experts in the area privacy notice designs, four experts were
approached. Despite the selected experts having stronger ties to the field and their academic and
industrial diversity, the greater the sample size of reviewing experts the belter the strength of the

result.

Also, although the experts were approached individually, since the request was about the idea they
have work on together before, they carbon copied each other on their response that lead to some
of them assume they have the same opinion as the one suggested by their colleague and therefore

did not provide their individual review.

Finally, despite the huge efforts invested in the design and development of the construct, still the
construct is not complete or absolute and therefore needs further improvement and development

iterations.

7.7 Lesson Learned

Much has been learnt from the research process experience including the difficulty of documenting
design science research report incrementally during the research period. Due to the trial and error
[10] nature of the design iteration process, it is much proper to spare a thesis scale report writing

process after the build or evaluation processes are completed.

7.8  Future Works

This thesis has presented a design guide for privacy notices for explicit integration of informed
consent. It provides different levels of consent, from assumed, informed consent, to assured
informed consent. Despite the proof of concept of assured informed consent presented in this work,
not all service providers have resource to implement these high level algorithms and it will be
much easy to have such functionalities provided as cloud service APIs that can be easily integrated
in in privacy notice designs. This will boost the adaptation of using higher level of consent
determination among venders where necessary and will also allow the regularity bodies to have

argument for asking for higher consent level implementation.
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Moreover, the XPNDS has to incorporate voluntariness component of online informed consent
achievement requirements. Further work is also required in this area to perfect informed consent

online.
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CHAPTER EIGHT

CONCLUSION

This thesis works addressed the need for explicit integration of consent in privacy notice designs
by presenting the Extended Privacy Notice Design Space construct that explicitly guides on
incorporating different levels of consent in privacy notices. Theories of eye movement in reading
were are used to establish and incorporate higher level of consent determination to an assured
informed consent level. Unlike most works available in the literatures on consent, this work guides
to the practicality of achieving assured informed consent in privacy notices and not only on
theoretical opinion of what informed consent is. The developed construct can therefore be used by
managers to communicate, practitioners to design, and regulators to analyze application informed

consent in privacy notice designs. Hence, effectively fulfilling the prior established objectives.

The utility and effectiveness of the XPNDS have been proved with case studies and use cases from
real world scenarios, and its understandability and completeness demonstrated with positive expert
reviews. It is the hope of the author that the XPNDS will be useful to both practitioners and

academicians in incorporating informed consent in privacy notice designs to an assured level.
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