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Abstract

When public Wi-Fi networks are being used, it can be hard to know who else that is using
the same network or is monitoring the traffic that is traveling across the network. If the
network is public and unencrypted anyone can monitor the traffic and to use these networks
for work can be very risky. This is a big problem that needs a solution because the infor-
mation that travels across the public network might have organizational secrets or sensitive
personal information that shouldn’t be read by outsiders.

One way to significantly increase the security while using these public networks is by con-
figuring and setting up a VPN-tunnel, all traffic will then be sent encrypted. But nowadays
many computers and mobile phones runs applications in the background that are actively
asking for updates. It can for example be news apps, mail clients or instant messaging ser-
vices like WhatsApp or Telegram. Since the apps is pushing for updates in the background
there is a big risk that these programs are asking for updates and therefore transmit and
receives information unencrypted over the public network before they have been able to set
up their VPN-tunnel.

People might be unaware about this problem and this research can be used to explain the
problem and offer a solution to it and that is the reason why this research is important.
This research tries to solve the problem and find answers to the research questions, “How
to design and implement an affordable intermediate device that offers the user secure access
to Internet on public Wi-Fi networks?" and “What are the design principles of that method?”.

The proposed solution to solve this problem was to design and implement a new intermedi-
ate device, which was called EzMole, in between the public Wi-Fi and the users’ personal
devices. The new device will operate and secure the users’ devices from potential malicious
users on the public Wi-Fi while the VPN-tunnel is being established. It will also create a
new encrypted wireless network that will be used to connect the personal devices to EzMole,
for example mobile phone or laptop.

The methodology that was used to design and develop the new EzMole-device was the De-
sign Science Research Methodology. It includes six steps that was used during three phases
of the project that worked in an iterative process with development, testing and evaluation
until the device met the initial requirements of a successful device. There were tests for both
functionality and security to make sure that it worked in the right way and that it didn’t
have any known security weaknesses or flaws. This was very important since EzMole will
be and represent an Internet-of-Things(IoT)-device and therefore the security had a big focus.

After the tests, it was time to evaluate it against the initial requirements and the new
device lived up to 9/12 requirements and was therefore classified as successful. The research
contributes with a universal solution for the research problem and it gives answers to the



i

research questions and in the meantime, reduces the gap in the literature. It also contributes
with providing a new piece of hardware that will can help people to connect to the Internet
in a more secure way when they are using public Wi-Fi networks.



Acknowledgements

[ want to express my gratitude to Dr. Ali Ismail Awad, my supervisor, for his good guidance
and engagement throughout this master thesis.



Contents

Abstract . . . . . ...
Acknowledgement . . . . . .. ...

Chapter 1 Introduction
1.1  Problem area and research questions

1.2 Proposed solution . . . . . ... ...
1.3 Solution requirements . . . . . . . ..
1.4 Expected outcome . . . ... .. ..
1.5 Research delimitations . . . . .. ..
1.6  Outline of the thesis . .. ... ...

Chapter 2 Background

2.1 Wi-Fi technology . . .. ... .. ..

2.2 EzMole as an IoT-device . . . . . ..

2.3 EzMole-concept . . . . ... ... ..
Chapter 3 Literature review

3.1 Simple solutions . . . . ... .. ...

3.2 More complex solutions . . . . . . ..

3.3 Comparing the solutions . . . . . ..

Chapter 4 Research methodology

4.1 Phase1-Design . ... .......
4.2 Phase 2 - Implement . . .. ... ..
4.3 Phase 3 - Evaluate . .. ... .. ..
Chapter 5 Design and implementation
5.1 Hardware requirements . . . . . . . .
5.2 Development of the device . . . . . .
5.3 Tests and improvements . . . . . ..

Chapter 6 Performance evaluation

6.1 Operational parameters. . . . . . . .
6.2 Security parameters . . . . . .. . ..
6.3 Characteristic parameters . . . . . .
6.4 Summary . .. ... .........

Chapter 7 Discussion

7.1 Limitations . .. .. . .. ... ...
7.2 Design principles . . . . .. ... ..
7.3 Contributions . . . . .. . .. .. ..

v

= =1 =1 Ot = NN

17
17
19
20

23
24
25
26

27
27
27
29

35
35
38
39
40



Chapter 8 Conclusion and future work
8.1 Conclusions . . . . . . . . . . e
8.2 Future work . . . . . .. e



List of Figures

1.1
1.2

2.1
2.2
2.3
2.4

3.1

4.1
4.2
4.3
4.4

5.1
5.2
2.3

6.1
6.2
6.3
6.4

How an attacker monitors wireless traffic . . . . . ... ... .. ... .... 4
How EzMole prevents an attacker from spying . . . . .. ... ... ..... 5)
An overview of a Wi-Fi topology . . . . . .. .. ... .. ... ... 9
A network topology in an apartment without cables . . . . . .. ... .. .. 10
How EzMole can beused . . . . . . . . . .. ... ... ... ... ... 13
A Raspberry Pi under the hood . . . . . . . . ... ... ... ........ 15
A simple figure on how VPN works . . . . . . .. ... ... ... ... ... 18
The DSRM Process Model . . . . . . .. .. ... ... .. ... ....... 24
DSRM Steps used in Phase 1 . . . . . . .. ... ... ... ... ...... 24
DSRM Steps used in Phase 2 . . . . . . .. ... ... ... ... ... 25
DSRM Steps used in Phase 3 . . . . . ... ... ... ... ... ... 26
Test-topology for functionality testing . . . . . . ... ... ... ... .... 29
Test-topology for vulnerability assessment . . . . .. .. .. .. ... .... 30
How the firewall-rule works . . . . . . . . .. ... .. ... ......... 34
An overview of the EzMole-prototype . . . . . . . .. ... ... ... .... 36
How to choose network . . . . . . . . . ... ... ... 36
The measurements of the prototype . . . . . . . . .. . ... ... ... ... 39
Size comparison between EzMole and a matchbox . . . . ... ... .. ... 40

vi



List of Tables

3.1

5.1
5.2
5.3

6.1
6.2

Comparison of available solutions . . . . . . ... .. .. ... .. ...... 21
Hardware requirements . . . . . . . . . . ..o 27
Nessus Vulnerability Assessment . . . . . . . . .. .. ... ... ... .. 31
OpenVAS Vulnerability Assessment . . . . . . .. ... ... ... .. .... 33
Evaluation of the initial requirements . . . . . . . . . . . .. ... ... ... 41
Comparing EzMole against the other solutions . . . . .. .. ... .. .. .. 42



Chapter 1

Introduction

Nowadays employees are not restricted to only work from their desks at the office from 09:00-
17:00. In a survey made by Citrix and Forrester Consulting the result showed that 65% of
the respondents work remotely at least one day per week and 37% work remotely two or
more days per week [1]. Remotely doesn’t always mean from home, many employees work
from coffee shops, hotels, airports etc.

Since the number of people working remotely is increasing for each day it is very impor-
tant to make sure that the employees can work in a secure way. There is always an increased
risk to let employees work remotely since it isn’t the employees company that is responsible
for the internet connection that is being used. Employees at big companies and politicians
are big targets for malicious hackers that wants to get over confidential data and they can
easily steal data from employees without leaving traces.

One popular way to steal information is by configure and setting up a rogue access point
in popular places where the attacker just copies the SSID from the legit wireless network
and tricks people to connect to the bad one. Then the attacker can monitor all kind of
traffic that transfers across the network. One example on when this kind of attack have
happened was at the “Folk och forsvar’-conference in Sélen last year where a politician from
“Piratpartiet” named Gustaf Nipe configured a rogue access point which some famous people
from the security elite in Sweden connected to and did use to connect to governmental mail
servers [2].

1.1 Problem area and research questions

One way to significantly increase the security while using public networks is by setting up a
VPN-tunnel. All traffic will then be sent encrypted. Nowadays many computers and mobile
phones runs applications in the background and they are actively asking for updates. It
can for example be news apps, mail clients or instant messaging services like WhatsApp or
Telegram. Since the application are pushing for updates in the background there is a big
risk that they transmit and receives information unencrypted over the public network before
the user have been able to set up the VPN-tunnel and that is a really serious problem. If a
person with malicious intensions is on the same network, they can easily capture that traffic
and that can be a large problem for people working with confidential data and it’s also a con-
cern for normal people that doesn’t want anyone to monitor their traffic to keep their privacy.

To be able to mitigate this problem there need to be a feature that is actively working
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against the problem and one way to do that is by blocking all non-VPN traffic until the
VPN-tunnel have been established. There are a few solutions that are available today that
in some way helps to mitigate this problem but none of them are good enough. Some solu-
tions only work for certain operating systems, cost a lot of money or require a lot of technical
knowledge and that is not optimal since people without the required technical knowledge
shouldn’t handle advanced methods since it can be a big risk if something goes wrong.

The solutions that are available today have different approaches, some are just configuration
instructions while others are software applications or other more complex and comprehensive
solutions. We think that it can be done better by designing and creating a new, intermediate
device that will make sure that the user is secure from the time of connecting to a public
Wi-Fi and until the VPN-tunnel has been set up.

Research questions

1. How to design and implement an affordable intermediate device that offers the user
secure access to Internet on public Wi-Fi networks?

2. What are the design principles of this method?
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1.2 Proposed solution

The idea is to design and implement a new intermediate device that will operate between the
unsecured public Wi-Fi and the end-users personal devices. It should be usable everywhere
where a wireless internet connection is available. The most effective are of use would of
course be in situations where the user don’t trust the network owner or the other people
that are using the same network.

Internet
Service
Provider

Figure 1.1: What it can look like when a malicious hacker monitors traffic that are crossing the
network on a public unsecure network.

You might think that you solve the problem by just turning on your VPN and in that
way, be safe. But as was mentioned earlier your portable devices are configured to work
smoothly for you in a safe environment by pushing for updates automatically to for example
check if there are new mail in your inbox or check if you have new messages in your instant
messaging apps. They are programmed to push for updates as soon as there are a working
internet connection and that is not optimal in such an unsecure environment as a public
network are.

The new device will, as mentioned earlier, work as an intermediate device between the
unsecured public network and the users’ personal devices. It will help with setting up a
VPN-connection in a secure way and when the tunnel is up and running the device will
provide the user with a secure wireless network that can be used without the risk of sending
or receiving traffic, like the automatic updates, unencrypted over the public network. All
traffic will be sent encrypted through the VPN-tunnel which can be seen in Figure 1.2.
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Figure 1.2: When EzMole is used to establish the VPN-tunnel the malicious hacker won’t be able
to spy on any unencrypted traffic.

The device will be named EzMole and it will be designed and developed with the Design
Science Research Methodology(DSRM) to make sure it is done in a structured way. Since
this device will be classed as an Internet of Things(IoT)-device the security is important and
this together with other related concepts will be explained in the background chapter.

1.3 Solution requirements

To be able to design, implement and afterwards evaluate the new device there are several
requirements that needs to be fulfilled if the prototype should be classified successful. These
requirements were determined by the researcher and is based on the researchers’ idea of
which capabilities an ideal device should have. The requirements have been divided into
three categories of parameters. Operational-, security- and characteristic-parameters.

Operational parameters

These parameters need to be fulfilled to make sure that the device operates in the desired
way.

e Quick bootup
The system needs to be quick started so the user doesn’t need to wait too long until
they can use the internet.

e Easy to use
To not confuse the end-user with multiple choices the system should require just a few
steps to make all features and functionalities work.
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e Stable system
The system needs to be stable so it performs in the same way every time it is used.

e Platform independency
The system needs to work on all platforms and be compatible with all devices that
supports Wi-Fi.

e Compatible with all Wi-Fi networks
The system needs to be compatible and work on all available Wi-Fi networks.

e Independent solution
No extra modification or configuration should be required to use the solution. Neither
on the users’ personal devices nor the utilized public Wi-Fi.

Security parameters

These parameters need to be fulfilled to make sure that the device is secured and operates
in a secure way.

e Secured from known weaknesses
The system needs to be free from known weaknesses and flaws that can be exploited.

e Block all non-VPN traffic
No traffic from the new wireless network should be able to pass the device without
going through the VPN-tunnel so if the VPN-connection gets interrupted all traffic
should be dropped immediately.

e Fault-tolerant system
The system must be fault-tolerant and allow misclicks from the end user without the
risk of destroying the whole system.

Characteristic parameters

These parameters need to be fulfilled to make sure that the device is designed in a way to
make it small and portable since the users should be able to carry the device with them.

e Small size
The device must be small so it is easy to handle and carry.

e Light weight
It’s also important that the device has a light weight to make it easier to carry.

e Durable
The device must be durable so it won’t get harmed when it is used regularly or breaks
when it is placed in a bag or a pocket.
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1.4 Expected outcome

The expectations are that the device will perform well, be secure and help users to become
more secure when using public WiFi. That will be made by securing the users devices from
traffic leakage while they setting up the VPN-tunnel.

This research will also, hopefully, fill the gap in the literature so there are a real solution for
this problem.

1.5 Research delimitations
This section will describe the scope of the project and the delimitations this research has.

The research is limited to a time-frame of one semester and that creates limitations on
what can possibly be achieved. This study won’t contribute with a complete product that
is ready for market. It will rather be a prototype device that will show how an independent
device can be created to solve the research problem.

The research will be limited to and have the focus on securing the connection to Inter-
net while the device is used on public networks and it won’t focus on the application-layer
at this stage.

The researcher limited the reviewed literature to solutions and projects that have been
published and peer-review or solutions that are already successful in the market. Solutions
that can be found on blogs or similar websites won’t be dealt with since there is no way
to ensure that these projects work in the way the author writes. Another delimitation in
this study is that due to insufficient time and finance all development of the device, design
of tests and performing the test will be done by one single researcher. With more serious
testing and with real test groups the prototype can be evaluated in a better way and the
risk of bias can be reduced.

Since EzMole is a new solution and a new kind of device the completed prototype will
have many parts and features with development potential which can be improved in the
future.

1.6 Outline of the thesis

Following this introduction, Chapter 2 will present a few background topics that are related
to this research that will help the reader to get a better understanding of the whole picture.
A literature review is performed in Chapter 3 where the academic literature is scanned to
find potential solutions to the research problem that are available today. Chapter 4 describes
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which research methodology that was used for the project, how it was used and why it was
chosen.

Chapter 5 explains how the EzMole-device was designed, implemented and tested. In Chap-
ter 6 the device is evaluated based on its performance and if it meets the initial criterias for a
successful device. In Chapter 7 there will be a discussion about how the research went, which
parts that felt good and bad and what the results mean. There is also a contribution section
where information about what the project contributes with and to whom are explained. In
the end, in Chapter 8, conclusions will be drawn and possible future work is discussed.



Chapter 2

Background

This chapter will explain the basics and the most essential background information about a
few topics that are realted to this research.

2.1 Wi-Fi technology

This chapter is divided into two parts were the first one will present the history of Wi-Fi
and the second part is dealing with some of the security problems that wireless networks are
facing today.

Internet
Service
Provider

Figure 2.1: An overview on how the devices are using Wi-Fi Technology to access the internet.

History

The first step in developing the wireless communication technique that we today call Wi-Fi
was taken in 1985 when the Federal Communications Commission (FCC) eased the rules
and allowed access to the earlier restricted radio bands, at 900MHz, 2.4GHz and 5.8GHz,
for communication entrepreneurs [3]. That was the beginning of wireless networking but it
didn’t work out great from the beginning since different entrepreneurs were developing new
technique for communication but a device from one vendor couldn’t talk to a device from
another vendor at that point since there were no standard on how to connect to each other [4].
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It wasn’t until 1988 when the Institute of Electrical and Electronics Engineers(IEEE) were
approached with a task of developing a standard for wireless traffic. A committee was formed
with the task but it took time since vendors and entrepreneurs had different requirements.
Nine years later, in 1997, the committee agreed on the specifications for the new standard. A
few years later 802.11a and 802.11b was formed and companies started to build devices that
was compatible with the new standards but the specifications were very long and complex
so the compatibility problem remained [4].

In august 1999 some of the biggest companies in the industry was tired of the problems
and formed a new organization called Wireless Ethernet Compatibility Alliance(WECA) [5],
that later became Wi-Fi Alliance [6]. The idea with the organization was that they would
certify new devices from vendors to ensure that the device was compatible with others. The
organization also understood that the new technology needed a new, catchy name to build
up the hype and after some time the name Wi-Fi was chosen [4].

By the time broadband internet connections became more popular the new technique got
a serious boost since the possibility of being able to share the internet connection between
many devices at home or in an office without the need of installing physical cables everywhere
was very exciting.

Figure 2.2: All devices in the apartment can share the same internet connection without cables.

The IEEE-group have continued to develop the 802.11-protocol and they have released
several new versions. As the technology develop the popularity increased and companies
wasn’t slow to realize that if they could provide Wi-Fi for their customers they would be
more likely to visit their store or restaurant. Nowadays you find free Wi-Fi almost everywhere
in big cities which is great.
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Security Problems

The increased availability of public Wi-Fi networks is not only positive. More networks mean
more potential security flaws that a person with malicious intensions can take advantage of
and exploit. These networks are often open and free for public and without security to make
it as easy and smooth as possible for the visitors. But with no security it makes it much
easier for a malicious hacker to take advantage of that.

If the network doesn’t provide any encryption an attacker doesn’t even need to be con-
nected to analyze the traffic since it is being sent in clear text in the air. Even encrypted
traffic is no guarantee for anonymity. A proof on that was recently published by a group of
researchers that proved that they from remote could capture traffic without connecting to
the network, then analyze the encrypted traffic with help of a classifier that uses machine
learning. By only analyzing the package direction, the frame size and the interarrival time
between frames they could find out which apps that were being used [7].

Another way a malicious hacker can take advantage on that is by setting up a rogue ac-
cess point and configure it to use the same Service Set Identifier(SSID) to look like the
legitimate one. If an attacker is doing that in a popular place like a coffee shop and people
connects to the new network the malicious hacker can monitor what people are doing on the
network and steal sensitive information without the affected peoples’ knowledge [8].

Another critical problem is that usually wireless networks by default are being saved in
the systems cache so the device automatically connects to the network again when the per-
son is nearby. If a person is connected remotely to their corporate-network via VPN, it will
create a bridge between the public wireless network and the corporate network. A deter-
mined hacker can then hack the device that uses that bridge-connection and then use the
bridge as a way into the company and avoid getting caught by firewalls and TPS/IDS since
the corporate network will see the hijacked connection as legit [9].

These problems that are being discussed and the main problem of this project might seem
like small problems for some people but even small problems can have dire consequences if
sensitive information are leaked to wrong people.



CHAPTER 2. BACKGROUND 12

2.2 FEzMole as an IoT-device

By the time this chapter is being written there are millions of new smart devices that are
being shipped out to vendors around the world. By giving the machines internet access
they become smart devices that can perform tasks they never could do before. They get the
ability to “think” with help from sensors and devices and this concept is called Internet of
Things(IoT). Since EzMole will be an IoT-device it feels important to describe some back-
ground of IoT, its common problems and how these problems were kept in mind during the
design and development of the new device.

Gartner Inc., forecast that there were 6,4 billion devices connected in 2016 and that in
the future there will be a big increase in connected devices. They expect over 20 billion
connected devices by 2020 [10]. With all these connected devices, many new opportunities
open but there are also downsides that can lead to dire consequences. When the new de-
vices are being connected, and works together an exploited flaw in one device can lead to
problem with a person’s whole set of devices and a small attack can escalate and lead to big
consequences.

When new devices are created in a rapid speed there is a risk of weaknesses in the sys-
tems and there have been many security weaknesses to many of the IoT-devices that have
been released lately. Example on known weaknesses:

e Hardcoded keys [11]

e Open Telnet and exposed to the Internet [12]
e Weak default firewall settings [13]

e Weak authentication [12]

When IoT-devices have these weaknesses, it becomes much easier to attack them and some
of the weaknesses can be exploited on multiple devices at the same time and then be used
in big synchronies attacks from all over the world.

One example on an attack like was in October 2016, where a big DDoS-attack targeted
the big, DNS-provider “Dyn” that made many big sites inaccessible [5]. That attack was
performed by a botnet of ToT-devices such as IP-cameras and digital video recorders. The
devices that was used for that attack had hardcoded passwords and open telnet [5]. These
attacks are a big problem that probably will grow even bigger in the future since a huge
number of new devices are being shipped out every day. Without control of the security
and the weaknesses in the systems there will be even more problem in the future. It is
easy to blame just these weaknesses that was mentioned and think that there will be no
problem if they get solved but like Lindqvist and Neumann stated “it is generally foolish to
put all the blame on any one weak link, when almost everything is a potential weak link.”[13].
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Even if it impossible to create a device that is free from weaknesses and flaws we found
it important to prioritize the security while developing the new EzMole-device in capacity of
a [oT-device. It was important to keep the security level high so no simple weakness will be
used to jeopardize the security and privacy of the users of EzMole. There were also multiple
vulnerability assessments performed when the prototype was completed to find weaknesses
and flaws in the system and in that way be able to increase the security even more.

2.3 EzMole-concept

This section handles the EzMole concept and is written to help provide the reader with a
good overview on how the new device will work and there will also be an explanation on
what’s under the hood of the EzMole.

How EzMole will be used

This subsection will explain the predicted are of use for EzMole and how it can be used.

Start —J — )

EzMole

Find a public Plug in EzMole Connect EzMole to
Wi-Fi to turn it on the public Wi-Fi
@‘ EzMolc —::-:—“
D > Run the script
Enjoy connecting to Connect your devices to
Internet securely the new EzMole network

Figure 2.3: An overview on how EzMole will be used.
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Figure 2.3 shows how EzMole will be used to provide a secure connection to the internet
while using public Wi-Fi and the different steps are explained in more detail in the list below.

e Find a public Wi-Fi
First step is to find a place that offers public Wi-Fi for visitors and settle down some-
where in the range of the Wi-Fi.

e Plug in EzMole to turn it on
Next step is to plug in the EzMole-device into a wall outlet to start up the device and
then wait for it to bootup.

e Connect EzMole to the public Wi-Fi
When the desktop shows the bootup is ready and then the next step is to connect
EzMole to the public Wi-Fi.

e Run the script
When EzMole is connected to the public Wi-Fi it is ready for executing a script will con-
nect EzMole to a preconfigured VPN-provider and when the tunnel is up and running
the script will automatically start access point-software and create a new, encrypted,
wireless network that will be named “EzMole Wi-Fi”.

e Connect your devices to the new EzMole network
Now the VPN-tunnel is up and running and the connection is secured so it’s time to
connect the personal devices, like mobile phone or laptop, to EzMole by connect to the
newly created “EzMole Wi-Fi” network.

e Enjoy connecting to Internet securely
Now when the personal devices are connected to EzMole the user can enjoy using the
internet without the risk of sending out traffic unencrypted over the public Wi-Fi since
all traffic is tunneled and encrypted.

EzMole under the hood

This subsection will explain which components that are needed for creating EzMole.

Raspberry Pi

Starting off with the main part, the computer, which will be the small, credit-card-sized,
computer from Raspberry Pi Foundation that runs an ARM-processor[14]. It is a small com-
puter but it capable to do many things that a normal desktop computer can and they are
often used in electronic- and programming-projects [14]. Raspberry Pi Foundation has since
its start released many different versions which all have been very popular. In November
2016 over 11 million devices had been sold [15]. In this project a Raspberry Pi 3 Model B is
used.
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4x USB ports

RJ-45

40pin GPIO
e Lan Port

Wi-Fi
Antenna

HDMI Port

MicroSD
Card Slot

Micro USB /

Power Input

Figure 2.4: An overview on the Raspberry Pi and the different functionalities.

Case

A case is needed for protecting the device from external damage and keeping all parts to-
gether and to fit the parts for this project a custom case is needed and will be built in Lego.

Hard drive

A hard drive is needed to install the operative system and other files. In this project a
MicroSD card will be used as a hard drive. It will be inserted in the MicroSD card slot that
can be seen in Figure 2.4.

Power source

To power EzMole external power is needed and for this project a power adapter from Rasp-
berry Pi Foundation will be used to power it via the Micro USB power input that also can
be seen in Figure 2.4.

Touchscreen

A screen is needed to be able to see the information and in this project a 3,5"-touchscreen
will be used with a touchpen. The touchscreen will be connected to the 40pin GPIO-contact
that can be seen in Figure 2.4.

Network card

To make EzMole able to communicate with other devices on the Internet a network card
is needed and by default the Raspberry Pi can communicate both via a RJ-45 cable and
the Wi-Fi antenna that can be seen in Figure 2.4. For this project, another Wi-Fi antenna
is needed so it will be inserted into an empty USB-port. Two wireless network cards are
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needed because the built-in card will be used to connect to the public Wi-Fi and the new
USB wireless network card will be used for the newly created network “EzMole Wi-Fi”. It
can be done with only one wireless network card if it supports master-mode but the reason
why two will used in this project is because two network cards is available and the new
device will probably perform better with two separate network cards.



Chapter 3

Literature review

This chapter reviews relevant literature with the goal of finding a solution to the research
problem. This literature review will provide an overview on the current stage of the aca-
demic literature and explain why this research is needed. Since this topic develops every day
it may happen that the academic literature isn’t always up to date and because of that a
few non-academic references are included too. These references are needed since they add
relevant information to the topic and that will help to provide a more perspicuous view.

The purpose of this literature review is to
e Find out about the current stage of the academic literature.
e Display flaws in the current solutions.

e Explain how this subject has been studied before and identify the gap in the existing
literature that this research tries to fill.

3.1 Simple solutions

The first thought might be to just use a Virtual Private Network(VPN)-tunnel and then
everything is fine, but it isn’t that easy. This section will discuss the simple solutions that
might be good, but have serious flaws that will be explained.

1: Use a VPN and disable file-sharing

The first solution is to use a VPN-service to create an encrypted, virtual tunnel between the
client and the VPN-provider. That will encrypt all traffic until it reaches the VPN-server
which will increase the security|8].

17
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VPN

Provider

Internet

4 2
Client

Figure 3.1: An overview of how a VPN-connection works. The client is sending traffic encrypted
until it reaches the VPN-provider and then out on the internet.

Turning off file-sharing across the public network is the next step to prevent other users
on the network to easily find you and your files and on a public network you don’t want to
share anything or get shared files from someone else |16].

The downsides with this solution is that the user are not secure while setting up the VPN-
tunnel so the solution are not handling the research problem at all. If you are lucky and
no sensitive information is leaked before the VPN-tunnel has been established you are fine,
but it is a very big risk that traffic might sneak through and be available for a hacker. The
solution also requires you to turn off file-sharing on all your devices and set up a VPN-tunnel
from each device that you want to use and that might take time if you for example have a
laptop, a tablet and a smartphone.

2: Use a VPN, disable file-sharing and configure the firewall

The second simple solution works in the same was as solution 1 but it also adds another level
of security. That will be done by configuring the software firewall to only allow VPN-traffic.
Allowing traffic destined to the VPN-provider is needed for setting up the VPN-tunnel, but
except that all other traffic should be blocked if it’s not through the VPN-tunnel [17].

This method is effective but the firewall will need to be reconfigured every time a trusted
network is used and that is very time consuming and requires technical knowledge so it won’t
fit everyone. You can run with the same VPN-configuration and firewall rules but is not
optimal to work with that when you are in a trusted environment since using a VPN will
add delay and overhead [18]. It is also needed to do these configurations on all devices that
will use the public network. Since this method requires frequently configurations it is not an
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optimal solution for users with lacking technical knowledge since there are a risk that there
will be errors that the user can’t solve and it will take a lot of time and effort to make this
method usable.

3.2 More complex solutions

This section will handle the more complex solutions.

3: Cloak

The first one is “Cloak”, which is an application that is designed for Apple-devices only.
They offer an application that automatically establishes a VPN-connection as soon as the
user connects to a new network. The user can whitelist his/her own home-network and other
networks that is trusted but by default every network is listed as unsecure and the VPN will
be used. It is a simple solution that is very easy to manage [19].

The disadvantages with this application is that it is restricted and only works on Apple
products and it costs about eight dollars per month. Installation is also needed on all de-
vices [19]. Since “Cloak” is a closed-source application and we haven’t found any detailed
information about how it exactly works it’s also unclear if it blocks traffic before the VPN-
tunnel has been established.

4: SWISH

The next one is “SWISH” that is a more complex system that creates a private connection
between the users’ home network, the public network and the users’ portable devices. The
system requires software to be installed on all involved’ devices, both on the portable device,
on the network device that is providing the public internet connection and in the users’
home. In this way the users can’t connect to the network anonymously and that helps the
companies that are providing the public Wi-Fi-networks since they won’t be responsible for
all traffic that is being sent. Everyone that wants to use these services need a login to get
the internet access [20].

This system seems like a good solution that would facilitate the use of public networks
but it hasn’t been a hit yet. It might be a great solution in the future but until these solu-
tions are available worldwide they are not a good enough since if you implement a system
like this in an organization you expect it to be available.

5: Hotspot 2.0

And then there are Hotspot 2.0 which is a new technology that was launched in 2012 by the
Wi-Fi Alliance [21]. It is a new technology that are making hotspots smarter by a smooth
system that lets the users roam between available access points.
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The user creates an account and authenticates by logging in one time. When the user
is walking around in a city or travels to other cities their devices will automatically connect
to hotspots that are available from the same author, in most cases ISPs. That will favor
users since in this way they won’t need to manually connect to a network every time they
want to use them since they are already authenticated. If these networks are available the
user won’t need to check for available public WiFi and that will lead to a reduced risk of
connecting to a “bad” network. This new technique is also great for the providers since
when their customers are using the Hotspot 2.0 Wi-Fi the traffic is reduced on their cellular
networks [21].

Since the technology is relatively new it isn’t available everywhere yet but some companies
arein the front-seat and have already adapted this technology. For example Spectrum|22],

earlier Time Warner Cable(TWC), uses this technique for thousands of access points with
their network “TWCWiFi-Passpoint” [23].

This is a good system that have a big potential but as long as it isn’t available worldwide it
won’t be an adequate solution. It might work if you for example are living and working in
New York but since the system is mainly distributed by a company that is operative in one
or a few countries it isn’t good enough to solve the research problem.

3.3 Comparing the solutions

The solutions that have been discussed have different pros and cons and to get a better
overview on what each solution offers and if some solution is good enough a comparison was
done. The comparison was done by comparing each solution against the solution require-
ments that was explained in Section 1.3. It was not possible to use all requirements in the
comparison since the solutions are designed in different ways. Four of the most important
and most general requirements was therefore selected to be able to provide a fair comparison
between the different solutions.



CHAPTER 3. LITERATURE REVIEW 21

Table 3.1: Comparison of available solutions

) VPN, disable
Namg of VPN & d1§able file-sharing & CLOAK | SWISH | Hotspot 2.0
solution file-sharing
configure firewall
Easy to use No No Yes Yes Yes
; Platform Yes Yes No Yes Yes
independency
Compatible
with all Wi-Fi Yes Yes Yes No No
networks
Indeper}dent No No No No No
solution

As can be seen in Table 3.1 the simple solutions 1 and 2 both works on all platforms
and can be used on all Wi-Fi networks. No modification is needed on the utilized network
but configuration is needed on all personal devices and therefore it can’t be classified as an
independent solution. They both require technical skills from the end-user and configura-
tion is needed both for setting it up and then afterwards when the user switches back to a
trusted network again so they are not easy to use and because of these deficiencies they are
not optimal solutions.

Solution 3, “Cloak” is easy to use but isn’t platform independent since it is only available
on Apple-devices and will therefore not be a universal solution. It’s also required to install
the application on each device and is therefore not an independent solution. The idea looks
good but since it’s a closed source application it is hard to know exactly how it works and
it haven’t been tested to find out if traffic can be sent out before the VPN-connection has
been established.

Solutions 4 and 5, “Swish” and “Hotspot 2.0”, are both interesting concepts. They don’t
work in the same way so they shouldn’t be associated with each other but they have similar
problems. None of them are independent solutions since they both require modification on
the utilized network so they can’t be used on all Wi-Fi networks. They both have big po-
tential but until they are available worldwide and works on all Wi-Fi networks they can’t be
an optimal solution to the problem.

Research gap

An optimal solution would be a solution that works on all platforms, is compatible with all
Wi-Fi networks, is easy to use and independent solutions in the way that they don’t require
configuration of the personal devices or on the public Wi-Fi.
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There is no solution available today that can fulfill all these requirements and this research
gap needs to be filled so people can connect to the internet in a more secure way when they
are utilizing public Wi-Fi networks. This literature review legitimizes and strengthens the
idea that a new solution is needed and makes the research questions even more interesting
to answer.



Chapter 4

Research methodology

This chapter presents the research methodology and approach that was used for this research
to develop the EzMole-device. This chapter works as a blueprint for the process of creating

the new device. To be able to design and develop the device in a good and structured way the

Design Science Research Methodology(DSRM) [24] will be used. It was defined and described
by Ken Peffers, Tuure Tuunanen, Marcus A. Rothenberger and Samir Chatterjee in 2007 [24].

The DSRM includes the following six steps [24]:
e Step 1: Problem identification and motivation
e Step 2: Objectives for a solution
e Step 3: Design and development
e Step 4: Demonstration
e Step 5: Evaluation
e Step 6: Communication

This research aims to create and evaluate a new device that doesn’t exist before and the
DSRM is designed for research like this one where a new IT artifact will be created and
evaluated [24|. The methodology is a widely accepted methodology and it’s clear in its
framework which helps both the reader and the researcher to understand all steps and these
are the reasons why the DSRM was chosen for this qualitative research.

The research was divided into three phases, design-, implement- and evaluate-phase for

the iterative process of developing the new device. The DSRM’s six steps was divided and
used in these three phases and that will be explained more detailed later in this chapter.

23
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Figure 4.1 is the DSRM process model that is used to describe the iterative process of
developing the new device with the six steps. By using and following this iterative process
the development of the device will continue until the evaluation ensures that all requirements
are met and then the iteration ends and the results are communicated.
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are highlighted.
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The first phase is the design phase where the design of the research is done. This phase uses
DSRM step one and two, which are highlighted in Figure 4.2, to help structuring up the
research and provide answers to questions like:

What is the background to the research?

What is the research problem?

What is the motivation to solve the problem?

Which obtainable requirements would characterize a successful research?

This phase contributes with building up the structure of the research which is the first step
in the process of finding a solution for the research problem. The result of this phase is
described in the introduction chapter where these questions are answered and the design of
the study is described.

4.2 Phase 2 - Implement
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Figure 4.3: An overview of the DSRM process where the steps that are used in the Implement-phase
are highlighted.

The second phase is the implement phase where the device is being developed, constructed
and tested. The implement-phase uses DSRM step three to design and develop the new
device in a structured way and step four to demonstrate it by performing extensive testing.

The process is described in a detailed way in Chapter 5 with hardware requirements, how
the device was made. The chapter also explains how the functionalities was tested and how
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the device was assessed to reduce security flaws and weaknesses in the system. This phase
is the most crucial phase in the search for a solution to the research problem since this is
the phase where the new device will be constructed and tested so this phase will contribute
with a prototype that is ready for evaluation.

4.3 Phase 3 - Evaluate
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Figure 4.4: An overview of the DSRM process where the steps that are used in the Evaluate-phase
are highlighted.

The last phase of the research is the evaluation phase where the device will be evaluated in
different ways like for example:

e What was the results from the tests in phase 27

Do all expected functionalities work in an appropriate way?

Which were the security weaknesses of the device and how are they being handled?

e How does the device live up to the expectations and does it meet the criterias for a
successful device that was defined in the introduction-chapter?

This last phase uses DSRM step five for evaluating the new device. The evaluation can
be seen in detail in chapter 6. DSRM step six is being used to communicate the results
of this research and that is done by the finalized version of this master thesis. This phase
contributes with an evaluation of the whole project and the final version of the master thesis
that hopefully have a solution to the research problem and by that can help to fill the gap
in the literature.



Chapter 5

Design and implementation

This chapter explains how the design and implementation of the device was done.

5.1 Hardware requirements

To be able to build the device there are some requirements on what is needed to make it
possible.

Table 5.1: Hardware requirements

Name Comment, Price

Raspberry Pi 3 Model B The single-board computer that will be | 385kr
used.

Touchscreen 3.5 inches A touchscreen that will be connected to | 200kr

the Raspberry Pi.
16GB Micro SDHC memory card | The memory card that in this project | 100kr
will work as a hard drive.

USB Wi-Fi adapter Used for the new wireless network. 150kr

Power adapter A power adapter that is needed to give | 150kr
the single-board computer power.

Material for a case The case will protect the hardware from | 100kr

physical damage. Lego was used to
build the case in this project

Table 5.1 shows which hardware that is required for creating the EzMole-device. It also
shows what each part is used for. The price-section indicate how much each part was bought
for. The total price was 1085kr but the parts can certainly be bought cheaper from other
places and especially if they are bought in bulk. There could also be other parts that perform
better and /or are cheaper but since this project is to develop a new device it wasn’t the most
important thing to find the best performing or cheapest part in this case. This can be tested
and developed in the future and it will be discussed more in Chapter 7.

5.2 Development of the device

The process of creating the device starts with putting all hardware together. The first step
was to build and modify a case for the single-board computer. It’s important to make sure

27
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that the device is protected while the screen, all sockets and connecters are available.

Next thing to do is installing the operating system on a SD-card, which works as the hard
drive for this computer. Then it’s time to connect all things and start the computer for the
first time. After updating all software it’s time to install and configure the software that is
needed, like ‘hostapd’ and ‘OpenVPN’.

When all software has been installed and everything works it is time to design the script
that will automate the process of setting up a tunnel to the VPN-provider, checking that
the VPN-connection have been established and creating the new private Wi-Fi-network.

In this project the device will be configured to establish an encrypted VPN-tunnel to an
external VPN-provider. By paying for an account it is possible set up a tunnel to their
VPN-server. The EzMole-device can also be used by companies where EzMole sets up a
tunnel to the companies own VPN-server. The only difference is the configuration from
the start. In this project where OpenVPN was used in combination with an external VPN-
provider it was needed to download client key-, certificate-, and configuration-files from the
VPN-provider that was moved into OpenVPNs configuration-folder.

When the script works there is only one last step left and that is to add some security
to the wireless network and that will be done by:

e Configuring Wi-Fi Protected Access 2(WPA2)
By configuring and enabling WPA2 the wireless signals will be encrypted and the users
will have to authenticate with a pre-shared key to access the network.

¢ Reducing the signal strength
By reducing the transmitting power of the external wireless antenna the new wireless
network will have a shorter range and in that way, a potential malicious hacker needs to
be closer to the device than before which is reducing the overall risk of getting hacked.

e Hiding the SSID
By not broadcasting the SSID your wireless network won’t show. In this way, the
average user cannot see the SSID and cannot connect to the network [25]. A hacker
that knows his stuff can still very easily find the SSID but it will at least add a
preliminary level of security.

e Enabling Mac-address filtering
By enabling mac-address filtering just some specific devices will be able to connect.
Even if an attacker does figure out the pre-shared key they still won’t be able to use
the network if they don’t have the right mac-address. It is the same in this case that
a hacker that wants can relatively easy find out which mac-addresses that are being
allowed on the network and then trick the access point that they have one of these
mac-addresses.
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These settings will of course not prevent a dedicated and experienced hacker from stealing
information. But these settings will definetely make it harder and it might change the
attackers focus to other targets on the public networks.

5.3 Tests and improvements

After the device has been build it needs to be tested to make sure it works as it should and
lives up to the expectations. The device will be tested both for the functionality and the
security.

Functionality test

The first test that will be performed is a functionality test. The device will be used in a test
environment that will be built to be as close to a real-life scenario as possible. During the
test, the new device will utilize the home network and then test all functionalities.

VPN
_— - Provider

device

Internet
Service
Provider

Network

Figure 5.1: An overview of the topology for the functionality test.

The important measurable functionalities that will be tested are the following:

e When the device is turned on it should be possible to choose a wireless network to
connect to in an easy way with the touchscreen.

e When the device is turned on and connected to a wireless network is should be possible
to run the script with one or a few clicks.

e The VPN-connection should be automatically set up the encrypted tunnel and start
the access point software.
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o [f the VPN-connection gets interrupted, the traffic should be blocked immediately.

Vulnerability Assessment

After the functionality tests are finished a vulnerability assessment will be performed to look
for flaws and weaknesses in the system. Two different vulnerability assessments-tools will
be used since no standalone solution is optimal. The open source-based tool OpenVAS [26]
and Tenable’s tool Nessus [27] will be used. They both scans for open ports, services and
programs and tries to find weaknesses and flaws that could potentially be exploited. By per-
forming these assessments, it will be easy to get a good overview on which ports that doesn’t
need to be open and which services that should be shut down. Vulnerability assessment is a
good and effective cyber defense technology that should be done regularly [28].

For the vulnerability assessments the topology and setup looked like the one in Figure 5.1.

The only difference is that in this scenario an extra laptop was added to the home network
to perform the vulnerability scans.

VPN
- Provider

Pa/\ The new
Home . device

Q Network
<>

Internet
Service
Provider

Figure 5.2: The topology that will be used for vulnerability assessment.

Nessus

The first vulnerability assessment was made with Tenable’s tool Nessus home-edition [29).
It is free for personal use in home environment. It was installed on a laptop using the linux-
based operating system Ubuntu. After some basic configuration, it was time to analyze the
EzMole-device that was connected to the same network as can be seen in figure 5.2.
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Table 5.2: Nessus Vulnerability Assessment

Number

Classification

Problem

Explanation

1

Medium

IP Forwarding enabled

The remote host has IP forwarding en-
abled. An attacker can exploit this to
route packets through the host and po-
tentially bypass some firewalls/routers.

Info

Port 123 UDP/NTP

A NTP server with an insecure con-
figuration is listening on port 123. It
provides information about its version,
current date, current time, and possi-
bly system information.

Info

Traceroute-information

A traceroute was able to be made.

Info

OS Identification

By wusing a combination of remote
probes it’s possible to guess the name
and version of the remote operating
system in use. A Linux Kernel is used
with a a confidence level of 30.

Info

mDNS Detection

The remote service understands the
Bonjour protocol, which allows anyone
to uncover information from the remote
host such as its OS type and version, its
hostname, and the list of services it is
running.

Info

ICMP Timestamp Request
Remote Date Disclosure

The remote host answers to an ICMP
timestamp request which may assist a
remote attacker in defeating time-based
authentication protocols

Info

Host FQDN Resolution

Nessus was able to resolve the FQDN
for 192.168.1.72 to raspberrypi.lan.

Info

Ethernet Card Manufac-
turer Detection

Each MAC-address starts with a 24-bit
identifier. These identifiers are registr-
ered by IEEE and the scan found that
the adress is registred by the Raspberry
Pi Foundation.
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Table 5.2 shows the result from the assessment with eight records. Nessus is using the
industry standard vulnerability metric Common Vulnerability Scoring System(CVSS) [30]
and classifies the vulnerabilities based on which score they get. The classification has a
gradation system with the following ratings.

e Info

e Low

Medium

High

Critical

Info is the lowest rating that just provides information that a system administrator might
be interested in. Then it increases from Low, Medium, High up to Critical which are the
rating for vulnerabilities that needs to be fixed immediately.

OpenVAS

The second vulnerability assessment was done with the popular Open Source vulnerability
scanner OpenVAS [31]. This assessment used the same topology as the previous scan and it
can be seen in Figure 5.2.

The scan that was made was a “Full and fast ultimate”™scan. It includes the whole library
of Network Vulnerability Tests(NVTs) [32]. The database is constantly growing and by the
time the scan was made, after synchronizing and updating, there was 52401 test that was
executed against the EzMole-device.
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Table 5.3: OpenVAS Vulnerability Assessment

Number | Classification | Problem Explanation
1 Log ICMP  Timestamp | The remote host responded to an ICMP
Detection timestamp request. This information

could theoretically be used to exploit
weak time-based random number gen-
erators in other services.

2 Log OS Detection Con- | This script consolidates the OS infor-
solidation and Re- | mation detected by several NVTs and
porting tries to find the best matching OS.

Found out that Linux is running with
100% confidence.

3 Log Record route A traceroute was able to be made.

4 Log CPE Inventory This routine uses information collected
by other routines about CPE identi-
ties of operating systems, services and
applications detected during the scan.
192.168.1.72|cpe: /o:linux:kernel

Table 5.3 shows the result from the assessment with four records. OpenVAS is like Nessus
using the CVSS classification system [33| but are using the following classifications.

e False positive
e Log
e Low
e Medium
e High
The four records from the scan was classed as “Log”. “Log” is similar to Nessus “Info”-class

and the information is provided just as a heads-up for the system administrator.

Improvements

When the functionality tests and the vulnerability assessment was done there were some
problems that needed a solution.

The functionality tests didn’t encounter any problem and the device worked as it should.
The vulnerability assessments found some information about the system, most of the records
were classified as “log” and “info”. These records are not really weaknesses; they are rather
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recorded to give information that some services are available that might be exploitable but
there is no current risk.

There was only one record with a real risk and it was that [P Forwarding was enabled.
The IP forwarding-function is crucial for the EzMole-device functionality so that is nothing
that can be disabled in this case. But the risk that an attacker can exploit it and route
packets through the EzMole-device can still be mitigated.It was done by modifying the soft-
ware firewall to block incoming traffic from all hosts on the local network except the default
gateway as can be seen in Figure 5.3.

The new
EzMole-device

Figure 5.3: An overview of how the firewall rule works.

This solution will reduce the risk of this kind of attacks even if some other attacks still
might be possible.



Chapter 6

Performance evaluation

This chapter will provide the evaluation of the new EzMole-device. The device will be
evaluated based on initial requirements for a successful device that was stated in Section
1.3. All requirements will be assessed one by one to see if the new device lives up to the
expectations. In the end of the chapter a summary will be provided to get an overview on
which criterias that could be fulfilled and which not.

6.1 Operational parameters

1. “Quick bootup - The system needs to be quick started so the user doesn’t need
to wait too long until they can use the internet.”

This criterion is a bit trickier to evaluate since there are not good way to measure the
time each solution take without a structured test with a big test group and a proved test
method. But to get an estimation of the time perspective it takes 52 seconds from plugging
in the FzMole-device in the wall until everything has started, the VPN-tunnel is up and the
new wireless network are available to connect to.

Even if there has been no test on how long time each solution need I can tell that x seconds is
not that long and that it would be considered as fast and time saving. Therefor this criterion

is fulfilled too.

2. “Fasy to use - To not confuse the end-user with multiple choices the sys-
tem should require just a few steps to make all features and functionalities work.*

The goal was to build it to work flawless with a few easy steps. The finished device re-
quires just a few steps and by following them all functionalities works flawless.

Step 1: Start the device
Plug in the power cable to start up the device and wait until the desktop shows.

35
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Figure 6.1: What the desktop looks like when the device have booted up.

Step 2: Connect to an available wireless network
The second step is to press the Wi-Fi symbol in the top menu and choose which network
that should be used.
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Figure 6.2: What it looks like when choosing network.

Step 3: Run the VPN-script
After choosing network it is time to run the script. It is done by double clicking on the
script on the desktop, as can be seen in Figure 6.2, and then press execute. By doing that
the device will automatically establish a VPN-connection to the preconfigured VPN-provider
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and start a wireless network named “EzMole” as soon as the VPN-tunnel is up and running.
The user can now connect all personal devices to the new network.

Step 4: Enjoy!

Now all traffic from the personal devices is sent through the encrypted VPN-tunnel. No
configuration or modification is needed on the phones, tablets or laptops, the users can just
connect like it was their home-network.

By just following these four steps everything works as expected without problem so this
criterion is met.

3. “Stable system - The system needs to be stable so it performs in the same
way every time it 1s used.”

It is of course important that the device works in the same way every time it’s used. During
the project the device has worked solid during all tests nothing strange have happened but
it of course hard to promise something without more extended testing. It would be great
to test it in a real scenario by people that are working remotely and are using public Wi-FI
networks daily but there hasn’t been time for that during this project but it might be inter-
esting to do in the future. But based on how it has been used until now it has worked great
and stable so the criterion is fulfilled.

4. “Platform independency - The system needs to work on all platforms and
be compatible with all devices that supports Wi-Fi.”

To reach out to as many potential users as possible it’s important that the system works
on all platforms. The EzMole-device just requires an available Wi-Fi network to run and
after that the user can connect all personal devices to the device no matter which operating
system they run as long as the personal device supports Wi-Fi. Therefor this criterion is
considered as fulfilled.

5. “Compatibility with all Wi-Fi networks - The system needs to be compatible
and work on all available Wi-Fi networks.”

It’s important that the device can be used everyone where there is an available Wi-Fi net-
work. Right now, the EzMole-device just works for open public Wi-Fi networks so it’s not
optimal yet. But in the future, it can be developed to handle networks that require agree-
ment of Terms of Service(ToS) and encrypted networks that requires a pre-shared key. To
be able to manage these networks EzMole would need a virtual keyboard and a tiny web
browser to accept ToS. More information about how it can be done is discussed in Section 8.2.

Since the device doesn’t work for all networks right now this criterion can’t be seen as
fulfilled since it only works with a certain type of Wi-Fi networks. 6. “Independent solu-



CHAPTER 6. PERFORMANCE EVALUATION 38

tion — No extra modification or configuration should be required to use EzMole.
Neither on the users’ personal devices nor the utilized public Wi-F1.”

The solution should work without relying on a third party. Some solutions requires the
Wi-Fi network they want to use to adapt to their technology to make the solution work and
that is not optimal. The EzMole-solution is independent and works on all available networks
and devices as long as they support Wi-Fi. Therefor this criterion is fulfilled.

6.2 Security parameters

7. “Secured from known weaknesses - The system needs to be free from known
weaknesses and flaws that can be exploited.”

The importance of the security cannot be overstated and that was kept in mind during
the development. The device was also tested for flaws and weaknesses by running two vul-
nerability assessments on the device.

The assessments resulted in 14 records where only one was classified as a risk while the
other 13 was just informational messages. The risk that was recorded was that IP Forward-
ing was enabled and that is a crucial function for the device functionality so the risk was
mitigated by blocking traffic from all hosts except the default gateway on the public Wi-Fi
that EzMole is using. Only one risk was found and it was mitigated so overall the EzMole
have a good level of security and therefor the criterion is met.

8. “Block all non-VPN traffic - No traffic from the new wireless network should
be able to pass the device without going through the VPN-tunnel so if the VPN-
connection gets interrupted all traffic should be dropped immediately.”

This is an important aspect since if the device sends out traffic that is not sent through
the VPN-tunnel it is a big risk and the device will be useless. To be sure that traffic only
can be sent through the tunnel the firewall was configured to only allow traffic that was
destined to the VPN-provider and deny all other traffic.

To make sure that the firewall-settings worked as they should a test was done by connecting
a laptop to EzMoles new wireless network and then send ping to a webserver on the inter-
net. Next step was to shut down the VPN-tunnel on the EzMole-device to stop the tunnel
and then watch what happened to the ping-messages. The result was that the traffic was
successfully dropped and that proves that the EzMole-device works as it should and that it
lives up to the criterion.

9. “Fault-tolerant system - The system must be fault-tolerant and allow maisclicks
from the end user without the risk of destroying the whole system.”
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The device works as it should and if the steps are followed there won’t be any problem
and it’s pretty fault-tolerant for a normal user. But since it was built on Linux and is run-
ning a normal Linux distribution there is a risk that if a child get their hands on the device
and plays with it there might be damage to the functionality.

This problem can be solved in the future by creating a custom GUI that only allows the
user to run relevant programs and functions. Another thing can also be to change the rights
for the user so the script can be executed but nothing else can be modified. One thing that
currently can be done is to keep a backup of the “.img’-file and if something goes wrong
everything can be restored by writing the “.img”file to the memory card again.

This part with fault-tolerance and allowing misclicks has potential for development even

if it works ok now. I still don’t think that the device totally meets the expectations and
therefore not fulfills the criterion fully.

6.3 Characteristic parameters
10. “Small size - The device must be small so it is easy to handle and carry.*
The goal with the design was to build a small portable device since the end-users should

carry the device with them so it was a big advantage to build it from a Raspberry Pi since
they are small from scratch.

Height = 3.5 cm

Width = 11cm

Length = 8 cm
Figure 6.3: An overview of the figure that demonstrates the size of the new device.
The measurements can be seen in Figure 6.3 and with that small size the device fulfills

the criterion. To get a better view on the size Figure 6.4 below shows the EzMole-prototype
compared to a matchbox.
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Figure 6.4: A size comparison between the EzMole-device and a matchbox.

11. “Light weight - It’s also tmportant that the device has a light weight to
make 1t easier to carry.

This criterion didn’t have the highest priority when developing the device but the final
prototype has a weight of 183g including the robust case, memory card and the touchscreen.
So right now, it doesn’t weight more than a mobile phone and it can get even a lighter weight
in the future by building the case in a different material. With a total weight that is as low
as 183g this criterion is fulfilled.

12. “Durable - The device must be durable so it won’t get harmed when it is
used regularly or breaks when it is placed in a bag or a pocket.”

It is important that the device won’t get harmed and destroyed when it is used and this
is an area that must be developed in the future. Right now, the case protects the device
when it is used carefully but with a little bit of violence it would break since its built with
Lego. In the future, a better case can be developed to protect all components better. This
criterion can therefore not be classified as fulfilled.

6.4 Summary

All twelve criterias have been evaluated and an overview on which eriterias that was fulfilled
can be seen in in the table below.
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Table 6.1: Evaluation of the initial requirements

Number | Criterion Fulfilled?
1 Quick bootup Yes

2 Easy to use Yes

3 Stable system Yes

4 Platform independency Yes

5 Compatibility with all Wi-Fi | No

networks

6 Independent solution Yes

7 Secured from known weaknesses | Yes

8 Block all non-VPN traffic Yes

9 Fault-tolerant system Partly
10 Small size Yes

11 Light weight Yes
12 Durable No

As can be seen in the table the device fully lived up to 9/12 criterias and then there was

one which was partly fulfilled.
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Now when the prototype is completed it’s also interesting to compare the new EzMole-
device with the other available solutions that was discussed in chapter 3 to find out if the
new device works better than the other solutions. To get a good and clear overview the
comparison between the new prototype and the other solutions was done by extending Table
3.1 that was presented in Chapter 3.
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Table 6.2: Comparing FzMole against the other solutions

Nameof | VEN& | T

amme o disable eShatie | o1 0AK | SWISH | Hotspot 2.0 | EzMole
solution . & configure

file-sharing
firewall

Easy to use No No Yes Yes Yes Yes
Platform

indepen- Yes Yes No Yes Yes Yes

dency
Compatible

with all

WiiFi Yes Yes Yes No No No
networks
Indepepdent No No No No No Yes
solution

As can be seen in Table 6.2 the current version of EzMole is easy to use, platform in-
dependent and it’s an independent solution. As was mentioned before the prototype is not
compatible with all Wi-Fi networks and the idea is that it should be that in the future. But
as the prototype work now it is only compatible with open public Wi-Fi networks and that’s
a shortcoming. EzMole however don’t require modification on the existing Wi-Fi networks
to work as Hotspot 2.0 and SWISH does so in that way EzMole performs better but it is
still not good enough in that area.

All in all, there were three requirements that the prototype didn’t quite live up to but
since there are no other deficiencies in neither the functionality or the security and the fact
that the EzMole-prototype works better than the earlier solutions this research is considered
as successful.
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Discussion

This chapter will discuss if the research has offered answers to the research questions, my
research findings and the current problems with the prototype. It will also discuss the
limitations, design principles and contributions.

Research questions

This research provides an explanation on how to build an intermediate device that offers
secure access to the internet. After development, testing and evaluation it was clear how to
build and implement an affordable device that worked better than the earlier solutions. The
design principles of this research have also been extracted and they are being discussed later
in this chapter.

Research findings

Overall the research was successful since it provides answers to the research questions and
the new prototype lives up to its expectations. The prototype completely fulfilled nine out
of twelve criterias and works in a great way.

This new prototype provides a way to connect to the internet in a smoother and more
secure way with minimal configuration. By just starting the EzMole-device, connecting it to
a public network and running the script a new secure wireless network will be available where
all traffic is encrypted and tunneled. By following these steps, it is possible to use public
networks in a more secure way without being afraid of the other people that are connected
to the same public Wi-Fi.

Current problems with the prototype

This prototype is not finished and ready for the market since there are many parts and fea-
tures that can be added and developed in the future. The reason why these things haven’t
been done already is because there was a limited time period for this research.

Better hardware would have made the overall impression better. Right now, the prototype
works as it should but with more exclusive hardware the whole system would feel smoother.
But more exclusive hardware makes the it more expensive to produce the device so that
must be tested and evaluated to find the optimal hardware.
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The security should also be improved before the device is ready for the market. The vul-
nerability assessments proved that the current version doesn’t have any known flaws and
weaknesses in the system but there are other aspects and viewpoints that needs to be exam-
ined and improved too.

A big security problem is that it doesn’t have any kind of authentication. Right now, it
is possible for anyone to power-on the device and use it to connect to the pre-configured
VPN-provider. If an attacker steals the device, they can easily get over sensitive information
and that must be mitigated. Another thing that is important to improve is the script. If the
script gets deleted from the desktop now the device becomes useless. Another big security
problem is that the EzMole-device is vulnerable for other kind of attacks like Denial of Ser-
vice(DoS). These kind of attacks is a growing problem that shouldn’t be ignored. This and
the other problems that can be developed in the future are being discussed in Section 8.2

7.1 Limitations
This section explains the limitations with this research.

e The first limitation is time. There is always a limit on how much that can be done in
one semester. With more time, more thing could have been developed and tested.

e Since this is the first version of the device it will probably not be a perfect product
ready for the market. It will be more like a prototype or a proof of concept

e All testing and development was done in home environment because neither time or
resources was available. More comprehensive tests with a dedicated test group would
probably lead to more reported problems and bugs in the system which could have led
to more improvements of the device.

e Another thing that can’t be ignored is that all design, development, testing and eval-
uation was conducted by one person. Then it is unavoidable that there can be some
subjectivity in the research.

7.2 Design principles

This section explains the design principles of this project.

e Platform Independency
It is important that the device works everywhere for all operating systems. It is
compatible with all devices that supports Wi-Fi.

e Easy to use for end-user
There are many solutions available today that requires high technical skills from the



CHAPTER 7. DISCUSSION 45

end-user. To help people with less technical skills to become more secure it is important
that the device is easy to use and can be set up with a few simple steps.

e Keep a low cost
To reach out to more people it is important that the price stays low. Even if the price
wasn’t the main focus when developing this device, it was still important that the price
was affordable.

e Open-Source (Probably, haven’t made my final decision yet)
After this research the device will be published on a new website with information
about the device. There will be a step-by-step guide on how to build it and how it
works. By doing that everyone can try it out and then more people can use public
Wi-Fi with less risk of getting spied on.

e Use proper and secure default settings
It is important to use good default settings to make it easier to use the device. It’s
better to use good defaults and strong security from scratch so the user can run the
device quickly rather than overwhelming them with options. It’s also important to
not add unnecessary features since every feature added will increase the overall risk of
being attacked since it will increase the attack surface area.

7.3 Contributions

This section explains in what ways this research contributes and to whom.

e First of all, it provides a universal solution for the research problem and it gives answers
to the research questions.

e It will also fill or at least reduce the gap in the literature. There were solutions but
none of them were suited for this research problem but now the new device will be
used to fill the gap.

e Contributes with providing a new piece of hardware that will help people in the ev-
eryday life to connect to the internet in a more secure way when they are using public
Wi-Fi networks.

e The research will contribute by helping people to build their own EzMole-device. After
this project a website will be created with more information about how the device
works and a step-by-step guide on how people can build their own. In this way, it also
contributes with a more secure usage of public networks and that will hopefully lead
to a reduced number of victims of this kind of attacks.
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Conclusion and future work

8.1 Conclusions

I have with this research provided an explanation on how to design and implement a new
device that can be used to connect to internet in a more secure way when public Wi-Fi
networks are being used. I also came up with design principles of the device so both research
questions have been answered.

By performing multiple tests, I have proved that the security is good and that the de-
vice works according to the expectations. I have also proved that the EzMole-device can be
used by people with limited technical knowledge.

This research has filled the research gap and the information about EzMole will be com-
municated both by this report and by the new website that will be released. Overall the
research went well and the device operates flawless and lives up to the requirements. The
device works good but it needs more development and testing before it will be ready for the
market.

8.2 Future work

In the conclusion, you could see that the EzMole-device works as it was supposed to do but
it isn’t a perfect product yet without limitations and potential development. Due to lack of
time during this project all my ideas haven’t been real yet. There are many different things
that can be developed and tested and this section will discuss some of them.

Evaluate and compare different types of hardware

It would be interesting to test how the device performs with different hardware. There are
many parts that can be replaced with other alternatives and it would be interesting to find
out which parts that performs best.

Parts that can be tested

e Single-board computers, both different types of Raspberry Pi but also from other
manufacturers.

e Touchscreens
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e Memory cards
e Wiki-adapters

By doing real performance test on all different kind of parts you could find out which parts
that performs best. You can also put the performance in comparison with the price of the
hardware to find out which parts that performs best per Swedish krona(SEK). By analyze
how the different parts perform the EzMole-device can be modified based on the require-
ments of the user. If the user just wants a working device for to try out the project a
cheaper hardware might be useful while a company might want a more stable version that
works better with more exclusive hardware.

Another interesting thing to test is how many devices the EzMole-device can handle and
which bandwidth it can offer. It’s not always the Ethernet-port that is the bottleneck so
it would be interesting to see tests on that. It would also be interesting to test how the
EzMole-device performs with only one wireless network card. If the network card supports
“master-mode” it won’t be a problem theoretically but how does it perform in comparison
to two network cards?

Adding new features

The prototype can also be improved by adding new features and functionalities. Many
features can be improved to work in a more secure and effective way. The following improve-
ments are the most crucial that needs to be fixed before the device will be ready for the
market

e Make the device work on all networks
Right now the prototype only works on open, public Wi-Fi and it would be great to de-
velop it to also work on networks that require the user to accept Terms of Service(ToS)
and also for encrypted networks that requires a pre-shared key.

e Make it more portable by adding a battery
It would also be interesting to add a built-in power source to make it more portable.
Right now, the prototype requires an available power outlet to connect its power plug
to and that limits the usage area.

e Add DoS/DDoS-protection
It would be great to find a mitigation strategy against DoS and DDoS-attacks. It
would be a great feature even if it might not be a big problem for this products area of
use since it’s not always connected to the internet and it won’t use the same network
every time and therefore not use the same IP-address.

e Add authentication
Right now the prototype does not have any authentication at all. Anyone can plug
in the device and start it without any requirement of authentication. If someone
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steals the device, they can use it to connect to the owners’ company and get over
sensitive information easy. This is a big risk and in the future, it could be improved
by implementing two- or three-factor authentication for starting the device and also
implement authentication when the screen is locked.

e Improving the script
In the future it would also be crucial to upgrade the script. Right now, everything is
based on this script and if someone deletes it the device will become useless. In the
future, it would be better if the script is not accessible by the normal user and instead

runs in the background and triggers automatically every time the user connects to a
Wi-Fi.

e A system for updating the device
A system for continually updating the system against new vulnerabilities is needed so
the device can get patched quick and smoothly when updates are needed.

e Prevent physical damage to the device
By developing a new case in a stronger and more robust material the device will get

better durability. It could also be a good idea to create a bag to make it even more
durable.
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