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Abstract This research addresses the issue of information security risk assessment 

(ISRA) on cloud solutions implemented for large companies. Four companies were 

studied, of which three used cloud services and conducted ISRA, while one provided 

cloud services and consultancy to customers on ISRA. Data were gathered 

qualitatively to (1) analyze the cloud using companies’ practices and (2) to identify 

regularities observed by the cloud providing company. The COAT-hanger model, 

which focuses on theorizing the practices, was used to study the practices. The results 

showed that the companies aimed to follow the guidelines, in the form of frameworks 

or their own experience, to conduct ISRA; furthermore, the frameworks were altered 

to fit the companies’ needs. The results further indicated that one of the main 

concerns with the cloud ISRA was the absence of a culture that integrates risk 

management. In addition, the companies’ boards lacked interest in and/or awareness 

of risks associated with the cloud solutions. Finally, the finding also stressed the 

importance of a good understanding and a well written legal contract between the 

cloud providers and the companies utilizing the cloud services. 
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Introduction 

Cloud solutions have been firmly embedded into the fabric of many 

organizations. Statistical data show steady and remarkable growth in the 

implementation of cloud solutions (Paxton, 2016) owing to the benefits that they 

bring along with their implementation. Some of these benefits include (1) on-

demand self-service, (2) broad network access, (3) resource pooling, (4) rapid 

elasticity, and (5) measured service (Mell et al., 2011). 

Cloud solutions come with a cost, even though it may not be monetary. Security 

is one of the main concerns in a cloud. Drissi et al. (2016) even mention that 

organizations have ceased the implementation of cloud solutions owing to the 

security risks. Paxton (2016) explains that the main reason for security being more 

at risk than in the traditional on-premises solutions lies in the outsourcing aspect, 

i.e., a third party is being trusted for managing the data. Another cause for concern 

is the multi-tenancy, wherein the resources (i.e., the storage servers) are shared with 

other organizations. These factors have together led to concerns about the 

confidentiality and integrity of data (Paxton, 2016). 

In addition, the customers’ data are processed and managed on a place alien to 

the customers, which gives them a feeling of a lack of control on important data. Not 

knowing where the actual data are stored is one of the major concerns. Since a very 

wide network is used and resources are being shared, a concern on data leakage 

arises, which poses further threat to the confidentiality and integrity of the data 

(Arjun & Vinay, 2016). 

Insiders 2018 report reveals that cloud security is an area of emerging concerns. 

The report states that the area causing the most concern is the data loss and leakage 

followed by data privacy and breach of confidentiality. The report also reveals that 

84% of the IT personnel did not think that traditional on-premises security solutions 

could be applicable on cloud, and even if they did, they were thought to be limited. 

(CyberSecurity, 2018)  

As there have also been security concerns previously within the on-premises 

traditional solutions, information security risk management (ISRM) models have 

been developed and used. Within ISRM resides the information security risk 

assessment (ISRA), which is a process that is integral to ISRM, and its task is to 

identify, analyze, categorize, and evaluate security risks (Wangen, Hallstensen, & 

Snekkenes, 2016). Different frameworks have been developed to assess the 

information security risks. OCTAVE and ISO are two well-known frameworks. These 

consist of guidelines that help organizations analyze risks (Agrawal, 2017a). 
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It is important to understand that if the data, whose leakage may pose a risk for 

an organization are not secured, it can be exploited leading to serious losses for the 

organization. Furthermore, scarce resources need to be used in an effective manner 

to minimize these losses. Therefore, the more precise the risk assessment is, the 

better its management becomes (Shameli-Sendi et al., 2016). 

Recent research shows that even for on-premises ISRA, models are not adequate 

as they many times fail to address all the risks pertaining to an organization 

(Wangen, 2017). The cloud is being added to the ISRA models, even as the existing 

models already face problems in their recent applications. 

Thus, the traditional ISRA models do not address the cloud risks adequately, as 

do not include elements to address the typical characteristics of the cloud. Therefore, 

new models and modifications to the existing models are designed in an attempt to 

address the cloud risks, and examples of such models can be found in the work of 

Drissi et al. (2016) and Sivasubramanian et al. (2017). The models and the theories 

of how to approach the cloud risks are not always consistent with the actual solutions 

that are practically implemented in the organizations. 

 

Research Question 

Addressing the issues mentioned in the introduction, this study attempts to 

answer the following research question: 

“How do practitioners conduct ISRA on cloud based solutions?” 

 

Aim 

The aim of this research is to explore how ISRA were conducted in companies, 

by studying their practice. The theory and academic literature may advocate the 

benefits of using a model. However, the intent of this research is not to study any 

particular model; rather, it is to explore how the actual practice addresses the issues  

raised in the academic literature pertaining to ISRA within a cloud. The findings are 

intended to improve its practice. 

 

Limitation 

The research does not intend to evaluate a specific model; instead, it looks at how 

ISRA is conducted for cloud solutions with the key functions, namely the risk 

identification, analysis and evaluation, which are used to assess the cloud security. 

All the companies studied in this research are located in Sweden, except one which 

is based in Finland and Sweden. 
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Literature Review 

The following literature review is an attempt to capture the current theoretical 

aspects of the research topic; hence, the main areas of interest are; ISRA, Cloud 

Computing, and ISRA within cloud computing. When gaining knowledge in regard 

to these subjects, the databases of Google Scholar, IEEE, Springer, and SCOPUS 

were used. 

 

Information Security Risk Assessment 

The trend and the need of electronically storing sensitive data are increasing year 

by year. Hence, it could be very costly if this valuable information were compromised 

due to a breach in the systems as Shameli-Sendi et al. (2016) state. They also 

emphasize on the importance of ISRM, and particularly, ISRA, which is the foremost 

part of the management (Wangen et al., 2016). Shedden et al. (2016) opine that the 

terms ISRA and ISRM should not be used interchangeably as there is a significant 

difference between them. 

Agrawal (2017a) emphasizes on the importance of a well-constructed risk 

assessment because important management decisions are built upon them. 

One of the areas that are being addressed in risk assessment is the estimation of 

the resulting severity of an exploited vulnerability. If the severity is expected to be 

high, then relatively high precautionary tools should be implemented; however, if 

the severity is of low degree then the use of expensive defense tools may actually 

cause a loss to the organization. Hence, it is important to find a perfect and accurate 

balance (Shameli-Sendi et al., 2016). 

Figure 1 depicts The ISO/IEC 27005:2011 ISRM process. As can be seen in the 

figure, the risk assessment is integral to ISRM, and ISRM addresses a wider scope 

of elements. 

 

ISRA Phases 

Pan & Tomlison (2016) conducted a systematic literature review wherein they 

have studied several cases over the time period 2004–2014. Their study clearly 

shows that there are some knowledge gaps within the ISRA models because most of 

the research studies were conducted with the intention of improving the existing 

practices. ISRA can be divided into subcategories, namely risk identification, risk 

analysis, and risk evaluation according to Pan & Tomlison (2016), whereas Wangen 

et al. (2016), divided them into risk identification, risk estimation, and risk 

evaluation, as can be seen in figure 1. The current study uses the subcategories 

suggested by Pan & Tomlison (2016) for convenience. 
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Figure 1: ISO/IEC 27005:2011 ISRM process (reproduced from Wangen et al. 2016, p. 682) 

 

Risk Identification 

Pan & Tomlison (2016) mention that the risks are found and recognized in the 

phase of Risk identification. Dong & Yadav (2014) define risk identification as a 

process in which the assets of an organization are identified. The general ISRA 

models do contain this stage; however, there are specific models that have been 

developed to increase the accuracy of this stage, for example, Pan & Tomlison 

(2016). Shedden et al. (2016) provide a business prospective, and therefore, apart 

from an academic level also integrate the practical perceptive of risk identification. 

Furthermore, they suggest that the phase of risk identification can be divided into 

two parts: (1) asset identification and (2) threats and vulnerability identification. 

The latter part identifies the threats to confidentiality, integrity, and availability 

(CIA), and the vulnerabilities related to the identified assets. 
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Risk Analysis 

Pan & Tomlison (2016, p.273), through a reference to ISO 27005:2011, provide 

the following definition of risk analysis: 

“Risk analysis is the process of comprehending the nature of risk and 

determining the level of risk”,  

From their definition two stages can be extracted, namely comprehending the 

nature of risk and determining its level. The risks are then quantified in terms of 

what impact the exploitation of the vulnerabilities would have versus the likelihood 

of its occurrence and its consequences. Pan & Tomlison further state that the risk 

analysis phase can be divided into qualitative and quantitative, which are elaborated 

below. 

 

Quantitative  

Shameli-Sendi et al. (2016) explain that the quantitative ISRA models assign 

numerical values to all the risk units and results. Hence, they are based on objective 

measurements. The advantage of this type of model is that it forms a good ground 

for cost-effective decision making; however, it is time consuming owing to the 

calculations involved. Fulford (2017), on the other hand, mentions that while this 

type of model (quantitative) is extensively referred to in the academic literature, it 

is not widely practiced owing to its high level of statistical and mathematical 

complexity. Shameli-Sendi et al. (2016) and Wangen (2017) mention that the models 

in general, not specifically quantitative ones, are deficient in addressing all of the 

areas of risk assessment. Furthermore, Shameli-Sendi et al. (2016) suggest a 

taxonomy, whereas Wangen (2017) presents a model that integrates 11 existing ISRA 

models. ISRAM and IS are two models that are based on quantitative risk 

assessment (Agrawal, 2017a). 

 

Qualitative  

The qualitative ISRA models rely more on the non-mathematical explanation or 

opinion of the experts on the security risk issues. Some numerical values may apply, 

even though the scope of these numerical values is low when compared with the 

quantitative models, where the numerical values are extensively used, and therefore, 

are easier to compare with others (Shameli-Sendi et al., 2016), (Agrawal, 2017a), 

and (Fulford, 2017). In the qualitative models more time is given to understand the 

problem and then find counter measurements. However, Shameli-Sendi et al. 

(2016) argue that owing to their lack of quantification, their measurement or 

assessment of the security risk is rather abstract. Fulford (2017) explains that these 

methods are more commonly used by the practitioners as they are easier to 
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understand, when compared to the quantitative models. CORAS and CIRA are two 

models that are based on qualitative risk assessment (Agrawal, 2017a). 

 

Risk Evaluations 

As per the definition of provided by Pan & Tomlison (2016, p.277) while referring 

to ISO 27005:2011,  

“Risk evaluation is the process of comparing the results of risk analysis with 

risk criteria to determine whether the risk and/or its magnitude are acceptable or 

tolerable”.  

They mention that this phase of risk assessment has limited literature. Dong & 

Yadav (2014) propose a framework for ISRA where they divide the evaluation phase 

into two parts, the comparison of results and the evaluation of results. In the former 

the existing security mechanism is compared to the security mechanism that is in 

demand, and the latter part addresses and recommends the correct security 

mechanism based on the risk of each asset (Dong & Yadav, 2014). 

 

ISRA Limitations 

The ISRA models fail to identify all the areas in which there are potential 

vulnerabilities, as Wangen (2017) highlights. He explains this flaw and also mentions 

that an integration of these models may compensate for the flaws. For example, one 

model might help identify the vulnerabilities pertaining to area X but not those of 

area Y, whereas another model might address area Y. Hence, by integrating the two 

models, the resulting model may address both the areas. 

Fulford (2017) states that though significant research was conducted in the field 

of risk analysis, the practitioners fail to implement its models specially the 

quantitative models. He furthermore, implies that the models have not been tested 

extensively within small to medium sized businesses which are the dominant 

numerically, but are overshadowed by big corporations, leading to another 

knowledge gap within the field. Webb et al. (2014) are in agreement with Fulford 

(2017) when they stress that there is not much practical research within 

organizations implementing ISRA; instead, the focus has been on the ISRA models 

and concepts. They state that there are three major deficiencies in the ISRA 

implementations: (1) information security risk identification is commonly 

perfunctory; (2) information security risks are commonly estimated with little 

reference to the organization’s actual situation; and (3) information security risk 

assessment is commonly performed on an intermittent and non-historical basis. 

Shedden et al. (2016) also agree with the above. In their article they mention faults 

or gaps in the present ISRA models, especially OCTAVE. They state the “ISRA 
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methodologies tend to focus on technological assets such as hardware and software 

rather than on people, knowledge, and practice” (Shedden et al., 2016, p. 300). 

Shameli-Sendi et al. (2016) are in agreement with Shedden et al. (2016) and 

opine that there are deficiencies in the risk assessment models. However, they focus 

on the risk analysis part and claim that it is not wide enough to conduct an in-depth 

analysis. As mentioned previously, the risk analysis is mainly divided into qualitative 

and quantitative (Pan & Tomlison, 2016). Shameli-Sendi et al. (2016) criticize the 

minimalistic nature of this categorization and suggest an expanded taxonomy that 

takes other factors into consideration in the risk assessment stage, including 

qualitative/quantitative measures. 

 

ISRA Frameworks  

ISO-27005, OCTAVE, and NIST are ISRA frameworks that are commonly used 

within larger companies. 

ISO 27005 ISRM standard is a commonly used ISRM framework. It consists of 

guidelines for ISRM. The predecessor step for the assessment is “establishing the 

context”, in which the organizational objectives are identified. After this step, the 

risk assessment is conducted, which in turn, is divided into three phases, namely 

risk identification, risk analysis, and risk evaluation. The assets, the owner of the 

assets, and the threats to the assets are identified in the first phase. In the second 

phase the risks are analyzed, wherein the consequences and the probability of the 

exploitation of a vulnerability are stated. The ISO 27005 guidelines cover both 

qualitative and quantitative analyses. At the risk evaluation phase, the risks are 

prioritized and ranked in an order to decide what actions should be taken (Agrawal, 

2017b). 

The National Institute of Standards and Technology (NIST) standard is another 

known ISRM standard. William (2018) explains that the NIST standard for risk 

assessment can be summarized into four stages: (1) preparing for assessment; (2) 

conducting the assessment; (3) communicating the results; and (4) maintaining the 

assessment. The first stage, like the ISO 27005 standard, is concerned with the 

preparation for the ISRA, in which a context is established for the risk assessment. 

The second stage is the actual risk assessment stage, which in turn, consists of five 

phases (Williams, 2018). These are (1) identifying the threat, its sources, and the 

events; (2) identifying vulnerabilities and predisposing conditions; (3) determining 

the likelihood of occurrence; (4) determining the magnitude of impact; and (5) 

determining the risk. 

The operationally critical threat, asset, and vulnerability evaluation (OCTAVE) 

method consists of three phases; however, these are non-linear and iterative. The 
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phases are (1) building asset based threat profiles, (2) identifying infrastructure 

vulnerabilities, and (3) developing security strategy and plans. Even though the 

method is nonlinear, phase 3 is dependent on phases 1 and 2. In the phase of 

building asset based threat profiles, the organizational view is studied. In the phase 

of identifying infrastructure vulnerabilities, the technical view is studied. Based on 

the outcome of these two, the organization can move over to phase three, wherein 

they can begin developing a security strategy and come up with a plan. This whole 

process is conducted in a qualitative matter, in which information gathering is done 

by regular workshops involving relevant actors (Alberts & Dorofee, 2002). OCTAVE 

was developed in a way that does not bind itself to people who are information 

security experts. Hence, it is not required to have relevant advanced qualifications 

to conduct OCTAVE (Wangen et al., 2016). As OCTAVE uses workshops and 

conducts qualitative analyses, it carries the advantage of being able to address the 

unique needs of an organization (Pan & Tomlison, 2016). 
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Cloud Computing 

“Cloud computing is a model for enabling ubiquitous, convenient, and on-

demand network access to a shared pool of configurable computing resources (e.g., 

networks, servers, storage, applications, and services) that can be rapidly 

provisioned and released with minimal management effort or service provider 

interaction” (Mell et al., 2011, p. 2).  

They further mention that cloud computing consists of five essential 

characteristics namely (1) on-demand self-service, (2) broad network access, (3) 

resource pooling, (4) rapid elasticity, and (5) measured service. Cloud computing 

can be seen as an IT service that is offered on-demand like utilities, such as water, 

electricity, and gas according to Buyya et al. (2009), who explain cloud computing 

in a way people can relate with. They further elaborate that the common attribute of 

these traditional utilities and cloud computing is that the consumers do not need to 

know where the services originate and how they are provided. Gandhi & Gandhi 

(2016, p. 3858) on the other hand, state that  

 “Cloud computing stores, manages, and processes data which are hosted on the 

Internet using servers. It is basically Internet based computing”.  

Cloud computing is rapidly growing owing to the economic benefits it provides 

and the scalability it offers. The resources can be requested on demand, which in 

turn, enhances the allocation of resources and decreases the losses that the 

extravagant resources may contribute to (Sharma et al., 2017). Ahmad (2017) also 

highlights the benefits mentioned above and adds that cloud computing services 

support a wide range of technologies and tools minimizing the compatibility issues, 

which further increases its attractiveness. 

 

Cloud computing: Categories and Divisions 

Cloud computing can further be divided into three major categories: (1) software 

as a service (SaaS), (2) platform as a service (PaaS), and (3) infrastructure as a 

service (IaaS) (Gandhi & Gandhi, 2016). SaaS utilities are used by both organizations 

and individuals and Dropbox® is an example of such a service. Traditionally, 

software must be installed and executed; however, since this software is hosted in 

the cloud, the user does not have to follow these traditional steps, and is almost 

immediately presented with the application. As for PaaS, this is the layer below 

software that is offered as the service. In the PaaS, software can be developed and 

executed (Sharma et al. 2017). IaaS is yet another level below; here, the user can 

manage his/her application, data, and operating system (Gandhi & Gandhi, 2016). 

Figure 2 depicts the different categories of cloud and how each category’s 

resources are divided. The entities in green are managed directly by the user and 
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those in red are controlled by the cloud providers. An important point to be noted 

on IaaS is that even though the actual operating system, virtualization, servers, 

storage, and networking are hosted by the service provider, the user does have access 

to them and can partially manage them via the middleware (Sharma et al., 2017). 

Another categorization of cloud is public, private, and hybrid cloud, which will 

be discussed now. There are still some more categorizations in this area, and those 

are not within the scope of this study. 

 

 
Figure 2: Different categories of cloud and their resources (reproduced from Sharma et al. 2017, p. 562) 

Public cloud 

This has its root in the traditional cloud, where the services are offered via a 

network (Paxton, 2016). Nayak et al. (2017) explain that the public cloud is like a 

black box where only the input and output are visible to the user, who will have no 

knowledge as to where the actual infrastructure lies and where the service is 

installed. In a public cloud, the resources are shared among the users and both SaaS 

and PaaS can be delivered (Paxton, 2016). Examples of services provided via a public 

cloud are e-mails, such as Gmail and Yahoo (Dewangan et al., 2016). Buyya et al. 

(2009) highlight that the services provided over a public cloud are remarkably 

cheaper for its users.  

 

Private Cloud  

These services are provided without the consumers concerning themselves with 

how and where the services are hosted. This ignorance has made organizations 

skeptical towards the public cloud and has led to the development of private cloud. 

Even though the infrastructures of the public and private clouds are similar, the 
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main difference is that the resources that are delivered by the cloud provider are not 

shared with other users. They are limited to the organization, and hence offer more 

control over the resources (Paxton, 2016). In contrast to the public cloud, a private 

cloud is much more expensive (Dewangan et al., 2016). Sharma et al. (2017) also 

highlight that this type of cloud is much more secure because the usage of the 

resources is limited to specified users. 

 

Hybrid 

Dewangan et al. (2016) advocate the third division of cloud, which is a 

combination wherein both the public and private clouds are implemented according 

to the demands of the organization. Hence, they claim that the organization can take 

advantage of the positive qualities that are specific to either of the clouds. 

Saa et al. (2017) also highlight the fact that established and larger companies 

choose to have their infrastructure and other computational tools on-premises as 

the cost is not the primary concern for them. They have their IT personnel in charge 

of the systems and its maintenance. However smaller to medium companies are 

more likely to consider cloud solutions. According to Utzig et al. (2013, p. 3).  

“The total cost of ownership for a cloud-based solution can be 50 to 60 % less 

than that for traditional solutions over a 10-year period.” 

 

Data breach 

Data breach is a concern in all organizations and again, due to the nature of 

cloud, some extra vulnerabilities arise. Data breach is where the data end up in the 

hands of an unauthorized user with malicious intentions. Hence, it affects the 

confidentiality of the data. Additionally, once the data are in the control of a 

malicious individual, he/she can tamper with the data or even delete the same, 

posing a threat to the integrity of the data (Barona & Anita, 2017). Furthermore, they 

mention that cyber theft is one way to obtain passwords used at different locations 

to reuse them later to access data in an unauthorized manner. Paxton (2016) 

explains that the cloud is more susceptible to data breach as it contains data from 

multiple vendors, thus attracting malicious hackers. Encryption is a countermeasure 

for the data breach (Paxton, 2016). 

Figure 3 depicts different categories of cloud and how they are used. SaaS is a 

service meant for usage; PaaS is a service used to build applications; and IaaS is used 

to migrate one’s data/servers. It also depicts some issues and concerns within  the 

cloud and suggests security algorithms as a counter measure. 
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Figure 3: Different categories of cloud services (reproduced from Barona & Anita 2017, p. 3) 

Data integrity may not always be feasible to achieve in a cloud because of the 

environment it operates in. Therefore there is a risk of the data being deleted or 

modified. Hence, when migrating to a cloud, or placing one’s data into a cloud 

storage, the user may not know whether the data are actually getting saved, or if it is 

altered (Arjun & Vinay, 2016). It is too expensive and complex to download all of the 

data from the cloud-based server to verify its integrity. However, they suggest some 

alternatives namely, a PDP (Programmed Data Processor) solution, where the user 

is given metadata and can verify the integrity of the server with his/her metadata 

whenever he/she wishes. Another alternative is a third-party auditing solution 

where a third trusted party is asked to verify the integrity of the data. 

Another common issue with cloud security is the black box like nature, which 

was mentioned earlier. The input and output are presented to the user but the 

underlying mechanism is hidden, subjected to the guarantee of confidentiality and 

integrity. To solve this problem, a function/program can be delivered where the 

cloud provider informs their users how their data have been processed and where 

they are located (Dewangan et al., 2016). 

Paxton (2016) found in his research that vendors claim that they have a solution 

for the security concerns that Paxton addressed in his research. These concerns 

include data breach, account hijacking, and multi-tenancy threats. The problem of 

security is rather directed towards the customers because they lack the expertise for 

securing their data. 
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Information Security Risk Assessment in Cloud 

It has been previously mentioned that there are some issues with regard to the 

existing ISRA models, and hence, researchers have targeted this subject to further 

elaborate and tackle the existing flaws within the models. The previous section gave 

a brief introduction to cloud, namely what it is, its infrastructure, and most 

importantly, the existing security issues within the cloud. As an extension, this 

section highlights how existing ISRA models fail to take into consideration the 

security issues in the cloud. These security issues are mainly related to the data 

issues as a third party is being trusted to handle the organizational data and in 

certain cases the network where the resources are stored is publicly accessible, thus 

leading to further issues. These security issues as such are not a gap in the theory; 

rather they contribute to the theory as the researchers have explained and 

elaborated the solutions to these issues. However, all of these security issues are 

vulnerabilities with the potential to be exploited and to cause various degrees of 

damage. Hence it is of great importance that the organizations consider these issues 

before migrating to a cloud and constantly manage them when a cloud solution is 

implemented. Wangen et al. (2016) states that ISRM is a continuous process where 

assessment is repeatedly carried out as new data arrive in the organization and new 

vulnerabilities arise in the IT-world. 

 

ISRA models for Cloud 

There are ISRA models that take the cloud into consideration. However there are 

only a few. Wangen et al. (2016) present in their findings that only three models out 

of the 11 studied models take cloud related issues into consideration, namely MD, 

FAIR, and NIST. Even though MD is a good choice for issues pertaining to the cloud, 

it fails to consider other general issues. Drissi et al. (2016) go further and state that 

even if there are ISRA models that take the cloud into consideration, they do not 

adequately do so. One may also not disregard the fact that the cloud solutions not 

only have the same security issues as the on-premises solutions, but also have some 

more additional issues owing to their nature. OCTAVE, EBIOS, and MEHARI are 

some traditional models for ISRA that Sivasubramanian et al. (2017) state are 

inefficient when it comes to ISRA in a cloud. This is because the cloud goes beyond 

the scope of the traditional information system. Sivasubramanian et al. (2017) also 

mention that these models are static in nature, whereas the cloud computing 

environment is very dynamic, and hence, these models fail to address the cloud 

risks. 

Likewise Drissi et al. (2016) also state that the traditional ISRA does not take 

cloud based solutions into consideration. Its main issue lies within the resource-
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pooling, which is one of the essential characteristics of the cloud as mentioned by 

Mell et al. (2011), who have provided the NIST definition of cloud. Drissi et al. (2016) 

explain that traditionally an IT service is provided by an IT department; however, 

due to the expansion into the cloud, the service is provided elsewhere, and thus, 

expanding the boundaries of the location which is not addressed in the traditional 

models of ISRA. The main step that Sivasubramanian et al. (2017) find fault with is 

the risk identification step and they state that many risks may be overlooked when 

using the current ISRA models. 

Drissi et al. (2016) mention that there is a need for assessing the cloud execution 

environment, which cannot be performed by the customers. They need a 

certification that there is a continuous self-assessment done by the actual cloud 

provider. To ensure this the customers may require to participate in the assessment 

of the cloud execution environment, if this alternative is not feasible a third party 

may participate on the behalf of all costumers and afterward report to the customers. 

 QUIRC is a framework used to assess the risks within clouds and addresses six 

aspects of the security objectives (SO), which include not only the classical CIA triad 

(confidentiality, integrity, and availability), but also three more, namely multi-party 

trust, mutual audit ability, and usability. SEBCRA is another risk assessment that is 

tailored for cloud providers. Drissi et al. (2016) hence emphasize on the demand of 

an ISRA that addresses both the cloud provider and the customers. 

 

Cloud Top Threats 

The Open Web Application Security Project (OWASP) has listed 10 risks 

associated with cloud computing. The most critical among these is the risk of 

accountability and data ownership. This risk concerns the control of the 

organizational data. Once the data have been migrated to a cloud, the issue of 

accountability arises if data are breached, altered, and/or deleted (OWASP, 2011). 

The Cloud Security Alliance (CSA) also lists top threats, among which data loss is 

included, as mentioned by OWASP (Alliance, 2018). 

Another risk is related to the legal and regulatory compliances — the cloud 

provider may be located in a different country than the customer, and hence, 

different legal and regulatory compliances may be in force. There may be different 

interpretations of what is considered secure in different countries. Thus, while the 

cloud comes with the advantage of multi-tenancy, it also poses a risk as well, due to 

its structure.  

“It increases dependence on logical segregation and other controls to ensure 

that one tenant deliberately or inadvertently cannot interfere with the security 
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(confidentiality, integrity, availability) of the other tenants.” (Petit, 2011, OWASP, 

2011). 

The CSA also lists data breaches as one of their top threats within cloud 

computing (Alliance, 2018). 
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Cloud ISRA theory gap: Practice and impact 

There have been many recent studies on the cloud that highlight shortcomings 

in the ISRA models. Their focus lies on the models themselves, and how inadequate 

they are. There are models that have been designed to target ISRA within the cloud; 

however, these have been criticized. When searching for studies in regard to the 

impact and the practical aspect of the cloud ISRA, there have been no studies, except 

those that focus on the migration to the cloud. These studies focused on the practical 

aspects of the actual migration of an organization from the traditional on-premises 

solutions to the cloud solutions. However, studies in regard to the regular and 

continuous practice of assessing information security risks within already 

implemented cloud services are scarce. Hence this research tries to address the 

practical aspects of cloud ISRA, their impact and the practical conduct. 
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Theoretical Framework/ COAT-hanger model 

In their article, Päivärinta & Smolander (2015) focus on “theorizing about 

software development practices” as their title states. They recognize that there are 

many established and ground breaking theories and models focusing, discussing, 

and improving the existing models for software development but there is a gap when 

it comes to theorizing about the practical aspect. Their research uses existing models 

and studies to form a model. Hence the model is based on a previous work that has 

been integrated to one model. The purpose of the model is to assist the researcher 

who is intending to study the application, impact, and practical implementation of 

a model. They further define practice as  

“the recognizable patterned actions in which both individuals and groups 

engage. They are not a mechanical reaction to the rules, norms or models, but a 

strategic, yet regulated improvisation responding to the dialectical relationship 

between a specific situation in a field and habitus” (Bourdieu, 1973, p. 67 as cited 

by Päivärinta & Smolander).  

They explain that a methodology does not reflect the actions taken in practice. 

 

Reflection-in-action  

Päivärinta& Smolander (2015) chose reflection-in-action as a mode of thinking. 

In this mode of thinking, it is believed that practice is not separate from knowledge, 

in contrast to the technical rationality which argues that knowledge and practice 

should be separate, and that practice is secondary to science. Instead, both practice 

and the action taken by individuals are based on their knowledge, and when a model 

is presented to them it will be altered depending on their perception of the model, 

and their educational and practical background. Therefore, studying a practical 

aspect leads to forming theories about the practices. 

 

The COAT-hanger model  

Their model is named the coat-hanger as the depiction of it resembles a coat-

hanger, which can be seen in Figure 4. The model consists of four elements, learning, 

rationale, practice, and impact. The focus of the model is the practice. The model is 

iterative as it is used routinely. Practices are based on a person’s knowledge which 

has been gained by learning; the performance/actions that are taken yield an 

impact; and the practitioner learns from this impact, and thus the cycle continues. 
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Figure 4: The Coat-hanger model (reproduced from Päivärinta & Smolander 2015, p. 127) 

 

Applying the COAT-hanger model on ISRA 

The coat-hanger model is designed for software development, even though, the 

key elements in the model do not indicate that the model may only be used 

exclusively for software development practices. The model can be used on ISRA 

because it shares practices similar to software development, utilizing a concept or 

model in practice in an iterative manner. Organizations are most likely to preform 

ISRA on their solutions, and as cloud is introduced in their organization, a new 

aspect will be added in the existing ISRA. Hence, the people in charge of the 

assessment must make adjustments as the rationale changes and this also entails 

learning about the new risks. This, in turn, leads to alterations in present practices. 

Using this model as a framework, different stages of the models have been studied 

in this work to gain an understanding of the practical implementation of ISRA. 
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Method: Case Study 

A Complex but Common Case 

According to Yin (2014), a case study should be conducted when the issue in 

question is a complex phenomenon (even though it may be widespread), or very 

distinctive in character and constitutes a rare case. Furthermore, he provides 

thorough guidelines for researchers who wish to conduct a case study. It was 

imperative that a case study should be conducted in this research study as well. 

Referring to his work has provided a convenient way to design a method and plan 

for the current study. The problem that is being addressed in this research is a 

common but complex one. Section 2, which provided an elaborate literature review 

suggests that cloud computing comes with many benefits and not implementing 

even a few of its services would mean a missed opportunity. However, implementing 

them requires a thorough assessment of (1) what data are to be placed on cloud and 

(2) how to secure the cloud (Sharma et al., 2017). Wangen (2017) highlights that, 

cloud computing aside, information risk assessment in itself has flaws that are 

commonly encountered, as there is no information risk assessment that covers all 

the areas that need to be secured in a company. Nevertheless risk assessment in 

cloud therefore becomes even more complex (Drissi et al., 2016). Drissi et al. (2016) 

even express that some companies have decided to avoid implementing cloud 

computing because they are unsure of the security risks. 

 

An Exploratory Research 

The key research question in this study is “How do practitioners conduct ISRA 

on cloud based solutions?” 

Yin (2014), explains that there are mainly three types of studies: exploratory, 

descriptive, and explanatory. These methods have their own strengths and 

weaknesses. The following three points can help one decide what method to use: (1) 

the form of research question; (2) whether the study requires control; and (3) if the 

study is contemporary. The research question in the current study starts with “how”. 

Therefore it is of exploratory nature, and hence, does not require control of the 

behavioral environment. It only deals with contemporary events. Hence, the 

research methods suggested for this study are case study, survey, or archival analysis 

according to Yin(2014)’s, guidelines. There is an overlap between the methods; yet 

the case study method has been chosen for this research. The reason for this is that 

the aim of this research is to make an analytical generalization and not a statistical 

generalization which is mostly the end result of a survey. The reason for eliminating 

archival analysis or historical documents is owing to the limited data collection this 

method would have provided, which in turn, is because the data is confidential. 
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When conducting a case study one may make direct observations, conduct 

interviews, and read documents, and this method suits the current research 

question and aim the best. 
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Data collection 

Semi structured interviews were conducted with open-ended questions because 

close-ended questions may lead to specific predicted answers. The intent was to 

identify the problems related to ISRA within a cloud. The following section explains 

what methods were used to collect the data, how the interviews were designed, and 

how the participants were chosen. 

 

Interviews  

When preparing, conducting, and analyzing the interviews, the guidelines by 

Kvale & Brinkmann (2009) were followed. In their book, Kvale & Brinkmann discuss 

how interviews can be utilized to extract knowledge and what methods can be used 

to understand the interviewee’s perspective on a certain topic. The interviews that 

were conducted were semi-structured, which Kvale & Brinkmann advocate. When 

conducting a semi-structured interview, the topics and areas are predetermined; 

however, the questions are not. Hence, it is not as strict as in questionnaires; rather 

the interviewee is given space to elaborate, and the interviewer is allowed to ask 

follow-up questions that may not have been anticipated beforehand. This method 

opens up doors to problems and perspectives that might not have been taken into 

account when planning the interview. Kvale & Brinkmann also mention that 

interviews are a great tool to gain knowledge about people’s views and practices that 

they adhere to. This study’s aim was to learn about the actual practices of ISRA, and 

hence interviewing was viewed as the ideal tool. They also mention that it may be 

beneficial to observe the environment and behavior of the people being interviewed 

before conducting the interviews to set a good stage. This allows the interviewer to 

be well integrated with the environment of the people being studied. Even though 

this would benefit this study and its aim, it goes beyond the scope of this research, 

and therefore the study was limited to interviews only. 

Stages of Interview Inquiry 

Kvale & Brinkmann state that the interview process can be divided into several 

stages, namely thematizing, designing, and Interviewing. This research method 

adhered to the above methodology. 

 

Thematizing 

This stage consists of answering the questions, why? and what? 

Why 

“Why are the interviews conducted?” — To obtain knowledge in regard to how 

cloud information security risks are assessed in practice; hence, the interviews’ aim 

was to interview the people who assessed cloud security risks in their organizations. 
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Kvale & Brinkmann mention that an interview could be hypothesis testing or 

exploratory. In this case it is the latter, as has been discussed in the aim of this 

research. When conducting the interviews there were no expected results that had 

been extracted from the theory which were then tested; rather, the theory addressed 

the topics and areas within ISRA, which the open interviews addressed.  

What 

In this section “what aspects of the subject matter do the questions center upon 

and which aspects remain in the background” (Kvale & Brinkmann, 2009, p.107) is 

addressed. The subject matter was related to the coat-hanger model, in which four 

elements were addressed: (1) rationale, (2) practice, (3) impact, and (4) learning. 

These were the central focus point of the interview. Underlying these elements was 

the risk assessment context, which the interviewer was acquainted with before 

interviewing the people in question. 

 

Designing 

In this section “how” the interview was conducted is discussed. The practical 

aspect of ISRA was the central point. The purpose was to determine how the 

assessment was made from the start to the end, how the previous cycle of assessment 

affected the present assessment, and how the present assessment would impact the 

following. The interviewer firstly introduced herself and the research that was being 

conducted, after which the interviewee was asked to introduce himself and his 

background. The interviewee was asked to explain how the assessment was 

conducted, and when required, questions were asked for more elaboration. Then, it 

was enquired as to what impact the assessment had on each other. Furthermore, the 

interviewee was asked if he had noticed patterns from one assessment to another, 

and if at some point there was a deviation from the regular assessment pattern, what 

could have been the cause. Fulford (2017) has addressed qualitative and quantitative 

methods, and therefore it was asked if any of these were used and why. Barona & 

Anita (2017) highlighted the concerns regarding data breaches in a cloud. When the 

interviewee mentioned these, more questions for elaboration were occasionally 

asked. The aim was also to focus on the deficiencies that Webb et al. (2014) 

mentioned. In other words, if there was a deficiency in addressing the risks, it was 

asked whether the risk assessments were made with reference to the organization 

and the assessments were conducted on a regular basis. These latter questions were 

addressed and answered indirectly through the course of the interview’s other 

questions. 
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Interviewing 

When interviewing, there are some general guidelines that are useful to gather 

concise and relevant information. Many researchers face difficulties in the stage of 

analysis which is usually the result of the interviews not being well constructed. To 

overcome this issue, it is suggested that control questions may be asked if further 

clarity is needed. Additionally, some questions may be understood differently 

depending on who the question is presented to. To have the same understanding of 

the questions being posed, consideration may be given to language and background. 

Kvale & Brinkmann (2009) suggest that the questions should be short and concise. 

The interviewer should be a good listener and should not interrupt the process 

frequently. The interviewer tried to follow these guidelines; however, on some topics 

longer questions had to be asked. The interviewer did not want to interrupt the 

interviewee and hence, did not ask for clarifications. Instead the interviewee’s words 

were recorded and the recordings were later listened to, and additional clarifications 

were sought if something was unclear. On the other hand, control questions were 

asked directly when needed. 

Participants 

Three companies were chosen to represent the three cases. The initial intent was 

to study smaller companies; however, the small companies that this research 

encountered did not conduct any ISRA on their cloud solutions and their services 

were usually limited to SaaS. Therefore larger companies were interviewed instead. 

It was concluded that the aim of the study could not be addressed if the interviews 

were conducted on smaller companies. Therefore the focus shifted toward larger 

companies that utilized IaaS and PaaS. Referring back to figure 2, it can be seen that 

when utilizing IaaS and PaaS, more responsibility is being put on the user. Hence, 

they are pushed to conduct an ISRA. 

The companies were given the pseudonyms Alfa, Beta, Gamma, and Delta, The 

interviewees were also given pseudonyms to keep the participants anonymous.The 

categories of cloud were not taken into consideration when choosing the 

participants. The interviews were conducted on 2 companies (Beta and Gamma) that 

used similar open clouds, whereas one company (Alfa) used a hybrid cloud. This 

meant that the consequences of a data leakage would be more severe for Beta and 

Gamma. 

After gathering the data from these companies, an ISRM consultant from 

company Delta was interviewed. Delta is a company that provides cloud solutions. 

The ISRM consultant was asked to contrast and relate his experience with the 

findings from the three previously mentioned companies. 

The time spent on interviewing each company was on average 45 minutes.   
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Data Analysis 

Five people of interest were interviewed. The interviews were recorded and 

transcribed. Mayring’s (2004) approach for Qualitative Content Analysis was used 

for decoding the transcriptions, where I used Deductive Category Application in 

which the aspects of analysis were derived from the theory. The transcripts were 

thoroughly studied to determine “under what circumstances a text passage can be 

coded with a category” (Mayring, 2004, p. 164). The transcriptions were divided into 

categorizes, where the categories in turn were derived from the theoretical aspect of 

how ISRA are conducted. The text passages pertaining to each category was gathered 

then studied; similarities and differences were observed, when needed sub-

categories were derived. Even though the intent was to solely approach the 

transcriptions using Deductive Category Application, I realized that there was a 

significant amount of text passage that had not been categorized and hence I 

inductively developed a few categorizes. These inductively developed categories 

were developed by observing consistencies in the text passages from the transcripts 

of all companies. The inductively developed categories mainly pertained to (1) 

business concepts and, (2) legal regulation and trust with cloud provider.  

Category  Example 

Risk Identification David said: “… two methods, one is scenario based, 

where we identify everything that can go wrong 

without really knowing what can make them go wrong, 

t.ex. What if amazon is down, what if amazon is hacked 

and the like. The second method is a more traditional 

method, where we identify threats, are we subjected to 

hackers, financial crimes, what are the vulnerabilities, 

what can be exploited, then we give it a score, to 

prioritize risks.”  

Risk Analysis David said: “The goal is to always be quantitative, 

however, it is not always possible, however it is 

possible for some situations e.g. one hour of downtime 

will cost that much money, reimbursing the customer 

will cost this much and the like, however, mostly it is 

qualitative, where there is 1-5 scale, where 5 is the 

worst situation, we try to rank them in order of impact 

it is a difficult task to say how much money we will 

lose.”  

Risk Evaluations Isaac said: “For the technical point of view when it 

comes to configurating items, each item in line and 
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element should be handled separately and you may 

spend several minutes contemplating, “what is the 

impact if we change the option” … must be able to 

evaluate so that needs not only technical knowledge 

but you must understand the impact” 

Data Breach 

countermeasures 

David said: “… we use encryption on the connection 

sides … when we have data at rest it is being encrypted 

most of the time. … costumer records, they are 

encrypted to some extent, but we don't encrypt 

everything since it would make it quite difficult to work 

with it on a day to day basis”  

Rationale/Concept Isaac said: “the only reason why the risk analysis is 

done really is to mitigate the risks. So that the 

receptiorial risk is none existing or much much lower 

than the original.”  

Impact/Lesson 

Learned 

Qasim said: “We have a process within … (our 

company) called risk assessment framework, which is 

stearing how risk assessments should be done, and 

how it is done, there is a process in place and it is 

implemented within our organization”  

*Regulations 

(within the company) 

(Inductively 

Developed Category) 

Isaac said “Business side must understand that 

they have responsibility as well and this is in the 

governance level… they must be able to provide the 

information and the governance kind of aspects 

needed by the IT.” 

*Legal Agreement 

(outside the company, 

cloud provider) 

(Inductively 

Developed Category) 

Isaac said: “In cloud policy, the company should 

have control over how the governance is being done for 

the cloud services. You cannot govern what you cannot 

follow so it is about report. Third parties and 

subcontractors must follow your policy, it must be in 

the agreement.”  

Risk Culture 

(Inductively 

Developed Category) 

Qasim said: “it is not an easy task to change 

mentalities and to bring a change when people are 

used to do it in a certain way but that is definitely 

something that is needed and that we strive to do 

anyway. So the implementation of those changes can 

take time but at least we are focusing on updating our 

processes when needed.” 
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Results 

The results are presented in 4 sections where each section represents each 

company that was interviewed. The results for the organizations are presented in the 

light of the COAT-hanger model and with reference to the security issues addressed 

in the theory. The espoused practice and actual practice are presented together. 

 

Company Alfa 

Cloud ISRA Context 

Alfa is a company that provides residences (housing) and also builds residence. 

It was established in 1923. 

 

Participant 

Jordan is in charge of IT communication and security for Alfa. He has been 

working for Alfa since 2007 and is currently the IT COO. Previously, Jordan worked 

as the person in charge of IT communication and security in another company for 

20 years. He has worked in IT security area for 31 years and has accumulated 

significant experience. 

 

Rationale 

When asked about the rationale and the logical thinking in regard to why Alfa 

conducts ISRA, a general and a more specific answer was given. Jordan first 

explained that currently the rationale is to comply with the General Data Protection 

Regulation (GDPR). He further explained that ISRA was generally conducted out of 

a business perspective to map the existing information, and answer the questions 

“does it require protection?” and “is the information critical to the business?”. 

 

Practice  

The regular ISRA was conducted annually, and typically lasts a couple of days to 

one week. The ISRA comprises both the on-premises and cloud solutions; hence the 

assessment method was not different for cloud-based solutions. However, Jordan 

did mention that the on-premises servers had more monitoring authority and 

accessibility rights, whereas these rights were given to the cloud provider for the 

outsourced data. It was explained that the cloud servers were located within the 

firewalls of the company, and therefore all traffic (including the cloud) entered the 

company via their central firewalls, which were on-premises. 
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There was no formal model used for conducting the risk assessments; instead the 

practice was based on experience and thoughts/ideas that had been gathered from 

an internal Alfa forum. 

From a business perspective the board decided the level of vulnerability and risks 

associated with the data, e.g. invoices, project management, and the like. The 

technical staff further investigated how this can be implemented in practice. For 

example, the board may decide that some documents are not allowed to leave the 

premises; the technical staff then chooses the best alternative for its storage. in the 

exemplified case, Jordan mentioned that because alfa still has a few in-house 

Servers, the best alternative would be to store the data in a server in-house (on-

premises). Jordan further explained that if no in-house (on-premises) servers were 

available, then it would have to be addressed in a different way. 

When analyzing the risk, qualitative methods were used in which every risk was 

discussed. The espoused practice was the use of quantitative analysis, which Jordan 

believes will become a reality in the future. 

Alfa is a company with 28 smaller organizations, and can only advise and discuss 

what methods for risk assessment are optimal for these smaller organizations. The 

actual implementation is done by each organization, which can choose to disregard 

the advice Alfa gives them. It should further be noted that all these organizations do 

not always have the same expertise with regard to risk assessment. 

Penetration tests are also conducted from outside sources twice annually, and 

they have an intrusion detection system (IDS) as well. Additionally, they use an 

outside aid that analyzes all the servers to confirm that they are not affected. 

Even though ISRA was not divided into cloud-risk management and on-premises 

risk management, Jordan still recognized that the servers in cloud were less secure 

than the servers on-premises. He explained that once data were put on the cloud it 

was outsourced and therefore the data was accessible to the cloud service providers. 

It was still possible to log the data and enforce other functions to ensure its integrity. 

However, the risk of outside accessibility was still higher. Alfa trusted their cloud 

provider; however, when an ISRA was conducted, the assessment included the risk 

of the cloud provider gaining access to the data. Jordan did not believe that their 

cloud provider accessed their data but pointed out that the risk was there. 

Their cloud provider used a private cloud. Alfa purchased a small area of the 

cloud. Other companies also had their data stored there. However, their data was 

not accessible to Alfa and vice versa; data leakage had not been observed and was 

not considered. The cloud provided was physically located in Stockholm. Therefore 

Jordan felt more secure regarding the same. Had it been a larger cloud provider like 

Amazon or Microsoft, then Jordan would have felt more insecure because, in that 

case, they would have to consider the fact that data may be stored outside Europe 
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and hence could require other laws and regulations to be considered. Even though 

the physical server was in Sweden, the server was being monitored and managed by 

personnel in the Czech Republic. This was something they were comfortable with at 

the time of the interview. 

The company did not use encryption and explained that encryption was very 

demanding and that he would rather avoid it if possible. 

 

Impact 

Jordan was confident that the practice was in line with their rationale, which was 

to identify the information that was critical to the company. The more the risks were 

assessed, the more rapid the assessments became, because the one conducting the 

ISRA learned what to assess quickly. Jordan explained that everything was new the 

first time ISRA was conducted. Therefore everything had to be looked upon and 

analyzed thoroughly. What to analyze and look up had already been identified before 

and was known therefore when conducting ISRA the second or third time. The ISRA 

was similar to the first ISRA (unless there were drastic changes within the 

environment). 

 

Lesson Learned  

The previous cycle of ISRA did affect the upcoming one, because the one 

conducting the assessment looked at the changes that have been made in the 

environment since the last ISRA was conducted. The areas that had not been 

subjected to any changes did not require a risk assessment in the next cycle; instead 

a sample was taken from the previous environment to assess that area and to ensure 

that it was still in line with the required demands. When conducting ISRA, the ISRA 

from the previous year was always present for reference. The main positive impact 

the previous cycle had on the upcoming was that it decreased the workload because 

the risks were known. 
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Company Beta 

Cloud ISRA Context 

Beta is a company that provides entertainment to customers, in the form of 

television, radio, and gaming. Beta started in the late 80s as TV-channel; today it 

stretches from Europe to America. Beta’s services are available for international 

customers as well. 

 

Participant 

David was, at the time of the interview, the CISO of Beta, and he has over 20 

years of experience in the IT field. 

 

Rationale 

When questioned about the rationale, David explicitly divided the rationale and 

logical thinking into two categories: (1) complying with the regulations and (2) own 

risk management. He explained that complying with the regulations was when the 

ISRA is conducted to comply with the regulations e.g., GDPR. The rationale for the 

own risk assessment was to identify concerns, determine which of these concerns 

were actually risks, and how to influence the risk. 

 

Practice  

Beta conducts different assessments related to risks; there were an annual ISRA 

assessment and a monthly vulnerability assessment. The vulnerability assessment 

was conducted to confirm that the service was operating as it should, and if not, the 

intention was to identify the deviations/problems and pinpoint the root cause. A 

more comprehensive and detailed risk assessment was conducted annually, as well 

as in the case of a remarkable change within the company. This annual risk 

assessment comprised the whole system, which included cloud. Their cloud 

providers were Google, Amazon, and Microsoft, and the services they used were 

PaaS, SaaS, and IaaS. 

The risk identification was mainly done by the ones in charge of security at a 

central level and the business also conducted risk identification. The risk was then 

documented, and was discussed with the CEO or the person closest to the risk. After 

an agreement was reached, they started working on the risk. If they did not agree 

regarding the risks then the matter was taken to a group that consisted of the seniors, 

and the CEO strategy group. If they could not reach an agreement then the matter 

was taken further to the Board. 

Beta used their own framework to conduct the ISRA, which in turn was based on 

the COSO model. The framework was modified. Some aspects where chosen to be a 



33 
 

part of the framework, whereas some activities were removed because they were too 

formal; the alteration was based on the company’s demand. 

The company used two methods: a scenario-based method and a method that 

identified threats. The scenario-based method was used to identify everything that 

could go wrong, addressing questions similar to the following: “what if Amazon is 

down or hacked”. This method does not entail identifying the cause, rather its focus 

is in the scenarios “what if”. The second method which identified the threats 

answered questions similar to  

“are we subjected to hackers, and financial crimes?, what are the 

vulnerabilities?, what can be exploited”  

  after these had been identified, they were given a score in order to prioritize risks. 

When a new cloud service or server was in the process of being developed, the 

risks related to it were addressed. These included confirming that the correct people 

were involved, and the right technology was used. The technical architecture was 

also reviewed, to identify what interconnections were in place, if adjustments were 

needed to the firewall, and if the service was manageable. The service was then 

deployed in cloud, and regular vulnerability assessments were conducted monthly 

where they assessed if the service was operating as it should, if something was 

deviating, and if a problem was evident then its root cause was identified. 

The analysis of the risk was related to the impact, and they tried to identify the 

consequences if the risk were to materialize. The impacts could be operational but 

eventually, they would boil down to some kind of financial impact. Therefore they 

tried to identify the monetary loss by allocating the cause or causes behind the risk’s 

materialization. These causes could end up being the technical limitations. To 

address the same they may have chosen to spend more time in upgrading the 

technology or buy some security products. The cause could also be a weakness in the 

process. In that case there may be some gaps in how the work was conducted. The 

cause of the risk could also be originating from the premises e.g., the process was 

working as expected, but there was too much exposure of the data. The risk was 

viewed in as widely as possible. The findings were then presented to the company 

and the ones managing the risks were instructed to either do nothing, mitigate it (in 

this case money and time was spent) or reject it (remove that service to avoid facing 

the risk). 

The intention was always to analyze the risk in a quantitative manner, even 

though, this was not always feasible. It was difficult to always determine how much 

monetary loss the risk would result in. 

Calculating the loss of downtime in a system was a case where it was possible to 

determine the actual cost and therefore a quantitative analysis could be conducted. 

Generally, they used qualitative analysis and quantitative analysis was seldom used.  
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David explained their technological information security risk, under which they 

had risk assessment for technologies. They had both in-house technology as well as 

technology that was leased or purchased from outside. The cloud security would fall 

under the second category, and was not a category on its own. David mentioned that 

there were not many changes in the ISRA conducted for clouds, and the changes that 

did exist were changes that facilitated their resources. There were some aspects of 

the cloud, which in contrast to the on-premises, did not need to be in focus when 

conducting ISRA. For example, the discussion of the security and risk related to the 

network structure and some basic system routines. These did not have to be 

considered when assessing information security risks in cloud because the cloud 

server addressed them. 

David mentioned that the framework addressed the cloud related risks 

adequately. The framework was not very technological; rather, it focused on 

scenarios as mentioned earlier. Therefore this method worked for both on-premises 

and cloud solutions. 

Encryption was used in some cases, for example. SSL, VPN, and PLS. The data 

at rest was mostly encrypted. All the data could not be encrypted as “it was quite 

difficult to work with it on a day to day basis” but there were some data that required 

encryption at all time e.g., the content that is watched on VIAPLAY and customer 

records. 

In the company they tried to create an environment where they encouraged 

everyone to work with risks on a daily basis. They impressed upon the local 

managers and the CEO to keep their registry updated. In addition, they had regular 

monthly meetings with the senior members of the groups, in which they reviewed 

and discussed the top 20 risks. The company was trying to train the employees to be 

able to deal with the risks and to fully formulate the risks into statements e.g.,  

“we see a risk of this happening because we have not implemented this policy 

or have not taken these measures”.  

The employees usually did not turn to the security staff for assistance when 

handling risks; instead, the security staff had to address the employees and ask them 

regarding their stance towards risks. This was something David was concerned 

about because it should have been the other way around. In his words  

“they were supposed to write their risks in a form and give them to us, but this 

was never done in a proper way, so we stopped using the risk register in excel, and 

moved it to a system with more constraints on what you are allowed to write.” 

 The employees did not input the risks even in this new system; In fact, the 

security staff had to enter the risks here as well; however, they encouraged the 

employees to use the system. Some employees were not well educated and lacked 

the risk reporting awareness and some employees did not bother. There was a risk 
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registry which was not very detailed so as to avoid overwhelming the staff with the 

risks. 

Beta trusted their cloud providers. Therefore, if a need for introducing a new 

cloud service appeared, they tried to “steer the people towards the known cloud 

provider.” Even though there was a clear trust, David, identified that there is an 

inseparable risk when outsourcing one’s data. He also pointed out that their cloud 

provider was a large well-known company and had a reputation to hold up. Beta also 

had their legal documents in place addressing the cloud provider’s responsibility to 

protect their data. Thus, any breach of contract could result in a lawsuit against them 

with claims for damages. Even though there was a clear and evident risk associated 

with the cloud services, David mentioned that the benefits of using the cloud services 

over-weighed the risks, because many resources were required to have those services 

on-premises. 

They had some servers on-premises; but these were not chosen to be on-premises 

because of security reasons. The company had a good insight regarding the nature 

of the data (audio visuals, satellite links). 

In David’s words  

“To some extent we also feel forced to use the cloud as people would like to use 

for their work, the same services that they use in their private life, e.g., Dropbox.” 

 

Impact 

The practices they implement were intended to justify the rationale which was 

their own risk management; to identify concerns and figure out which of these 

concerns were actually risks and how to influence the risks. In practice they tried to 

identify the concerns by organizing meetings, keeping the staff updated with the 

newest threats, and turning to the employees and asking them for risks they had 

encountered. The practice did to some extent address the rationale; however, it had 

been a hard task to make the employees turn to the ISRA staff for their concerns. 

The concerns were then usually analyzed qualitatively and evaluated, in line with the 

ISRA framework. 

 

Lesson Learned  

Previous experience in ISRA assisted in addressing the risks that had been 

assessed before. The framework was intended to be a guideline that the company 

could follow to address risks, and the company had tried to develop a framework in 

accordance with the best practices and the company’s context. They realized that it 

was difficult to have a finite framework that is 100% ready, owing to the shifts in 
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practices and the peoples’ behavior. Every second or third month they looked at the 

framework itself and made small changes and adjustments to it. David stated  

“it also took a lot of time to get engagement from outside; not everyone is 

equally happy to spend time every month looking at the risks and thinking what 

changed and what can be done about it.”  

Therefore, the security staff learned the importance of having a good top 

management support. In the beginning this type of support was absent and therefore 

employees were not turning towards the security staff when handling the risks, 

which is vital for a good ISRA model and practice. The security staff also learned that 

the executives preferred quantitative methods. 

In the annual risk assessment, the previous risk assessments were revisited. The 

risks identified from the previous risk assessment were brought to the table and were 

evaluated by answering the question: 

“ Have they (the risks) been mitigated? Has the situation changed?” 

The trust in cloud had grown gradually, it was expanding because they preferred 

to avoid spending time internally to handle trivial services. They had not received 

any complaints with regard to the cloud, and therefore felt that there was no reason 

for them to restrain themselves from buying cloud services. 
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Company Gamma 

Cloud ISRA Context 

There were approximately 100 information and data privacy practitioners, and 

these were in turn divided into different units/groups. Qasim worked in the business 

function at the group level and he supported information security and data privacy 

for mangers in different countries. Within each group, there were 9 people, and the 

risk assessment was conducted at a group level. Gamma works on a global level. 

Therefore, each country had their own security manager. Every big unit had an 

information security and data privacy specialist attached to it. Qasim’s role was to 

work on the management system; therefore, he was not the main person in charge 

of the actual conduct of the risk assessment. Instead, he worked on developing 

policies, guidelines and models. Hence ISRA was a relatable subject for him. The 

people assessing the risks were the information security co-ordination team that was 

working for the IT department, and they conducted ISRA once a week.  

“We have a process within Gamma called risk assessment framework, which is 

steering how risk assessments should be done, and how it is done. There is a process 

in place, and it is implemented within our organization.” 

 

Participant 

Qasim was the information security leader working for the Gamma section in the 

chief security office, which is a group functioning under “risk and compliance” 

reporting to the CFO. He had worked in this post for one year. Prior to this post, he 

had been working as a management consultant in Gamma for many years. He has 

been involved in projects related to security payments. In Gamma they refer to ISRA 

as Business Impact Assessment (BIA); therefore, in this section these terms are used 

interchangeably.  

Jatinder works with the maintenance of the ISRA framework. He was also 

interviewed. 

 

Rationale 

The rationale of Gamma was extracted from their ISRA framework, which they 

have designed for their company. The framework was put into practice three years 

ago. Both Jatinder and Qasim explained that they felt that the company complies 

with their framework quite well. Their ISRA document was provided by Jatinder 

who works with developing the ISRA framework. The company’s rationale 

addressed the compliance with the internal requirements and regulations, better 

business decision-making, and using resources effectively with a balance between 

opportunity and risks. 
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Practice  

The risk management framework as Jatinder mentioned was based on the 

ISO3100 model and has been tuned for Gamma. Jatinder mentioned that the 

original ISO3100 was too complicated. The framework had been simplified to 

comply with the Gamma’s practices. The framework was designed from scratch and 

has not been updated. Jatinder mentioned that there was no section or 

categorization specifically for the cloud; however, the framework did take the cloud 

into consideration as the framework was very granular. The business impact 

assessment focused on identifying possible impacts on CIA. If any high impact was 

found in any of these domains (CIA) these were taken to the risk assessment and the 

probability its occurrence was evaluated. Risk assessment was conducted when the 

solution was being launched, during its production and within its life-cycle (when it 

was in use). The ISRA within its life-cycle was conducted when changes occurred 

and on a regular basis. The reason for assessing risks before the solution has been 

identified completely was to address as many risks as early as possible to avoid 

surprises later on. Qasim states some questions that may be asked before launching 

a solution:  

“What vendors are in question and what risks are connected to that specific 

vendor? . . . What type of integration are we talking about and what risks might 

arise from that integration?”  

“Maybe a solution is located in a certain country and we do not have any data 

processing agreement with that country.” 

The idea was that the risk assessment was to be continuously conducted on 

solutions that had been launched. However, sometimes there were older solutions 

that were launched some years ago and no risk assessment had been conducted on 

those. For these current solutions they were deploying a new process, which was to 

review, assess and follow up the solutions, and risk assessment was a part of the 

steps. Some parts of the organization were more mature than the others; therefore 

there were some units/groups that conducted more ISRA than the others. They were 

better in assessing risks and asking for assistance. There were however, other parts 

of the business that had very limited knowledge of risk assessment. Qasim said  

“This process is about compliance, compliance with our information security 

privacy standards and policies. We are deploying this process to give the tools to 

our business and our countries (Gamma companies outside Sweden),to do their 

own risk assessment.” 

The risk analysis was mainly qualitative. When it was possible, they tried to 

quantify it. There was a focus on quantifying the risks in future and to attain the 

tools to be able to conduct quantitative analyses. It would be easier to compare the 

actual risk to the risk tolerance if the risk was quantified. Financial risks were easier 
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to quantify than the other areas. However, Gamma used both methods; the default 

approach was qualitative, but the preferred approach was quantitative because of its 

measurability. 

Trust in the cloud and their providers. In Gamma they used both IaaS and PaaS. 

They had contractual agreement with the biggest cloud service providers, and they 

used their services and prioritized its usage. When a new solution was about to be 

developed, the staff encouraged them to use the cloud and specifically the clouds 

that Gamma were already using. Gamma operates on a global level; therefore, when 

it came to customer database, each country has its own database. Gamma preferred 

to use PaaS because they did not want to extend their data center to the cloud; yet, 

they still intended to use the good functionalities of cloud. IaaS was used 

occasionally when it was not possible to use PaaS. An assessment was made prior to 

acquiring and signing contracts with the cloud providers. In terms of PaaS contract 

agreements, Gamma confirmed that the security function was violated while to 

activating, which is in contrast to SaaS, in which they ensured that the security 

functions were already there and activated. Hence, there was an assessment 

conducted on the actual cloud provider’s environment as well, which they took into 

consideration when deciding to use a particular solution in the cloud provider’s 

environment. 

Qasim explained that a trust existed; however, it was not a blind trust. In other 

words, they had estimated that they had a good enough assurance to trust their cloud 

providers. They had contractual agreements in which they could negotiate and 

influence the terms of the contract from an information security and data protection 

perspective. They had regular follow-ups on the contracts, which were either weekly 

or monthly, depending on the level of dependence on the supplier. In Gamma they 

had a policy that they should be able to audit the data, and if they were not able to 

audit the data, they could review the cloud provider’s certifications which were 

usually based on the ISO 2700 standard, and they could get reports from the audit. 

Encryption was used on their cloud solutions depending on their state and their 

classification. In low classification encryption for data in transit was required, even 

for public solutions. As for encryption of data at rest, it was only required for 

confidential or strictly confidential information. 

 

Impact 

The company’s rationale is concerned with the compliance with the internal 

requirements and regulations, to make better business decisions, and to use 

resources effectively with a balance between the opportunities and risks. 
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The practice was in line with the company’s rationale. The framework they used 

was designed mandating a fixed number of steps before launching a process. These 

steps included compliance of the internal requirements and regulation. Having 

other staff members involved in the process made it possible to address the other 

part of the rationale —  

“to make better business decisions, and to use resources effectively with a 

balance between opportunity and risks”.  

The idea was to have a life cycle management for all the processes, and if 

weaknesses within the processes were identified, ways were found to conduct these 

in a better manner, thus making better business decisions and using the resources 

in an optimal way. 

 

Lesson Learned  

When a risk assessment was conducted, and risks were identified they were kept 

in their risk registry. If the same risk could be identified multiple times, then the risk 

was aggregated on a higher level if it is possible. Therefore, Qasim said  

“of course, we are learning from our risks, we are learning how to define our 

risk landscape. . . so, when we do the risk assessment on the same solution, 

platform, or infrastructure, we review the previous assessment and the risks that 

were connected to that solution, and check that the risk has been mitigated. . . ” 

They reviewed their processes and improvements were done when they needed 

to be improved based on their acquired experience.  

“It is not an easy task to change mentalities and to bring a change when people 

are used to (conducting their work) in a certain way but that is definitely 

something that is needed and what we strive to do anyway. So, the implementation 

of those changes can take time, but at least we are focusing on updating our 

processes when needed.” Qasim said. 

They were at time of the interview involved in educating the business about the 

projects that existed, the importance of conducting risk assessment, and who they 

could contact and how they could get assistance. It was the employees’ duty to 

contact the personnel involved in risk management. In the past the employees had 

not contacted them. Therefore Qasim mentioned that they (Qasim and his 

colleagues) needed to be there and show support. 
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Company Delta 

Company Delta is a cloud providing company and not a company that uses cloud 

services. Therefore, this interview did not follow the COAT-hanger model, and was 

more open than the previous ones. 

 

Participant 

Isaac works as a consultant in Delta. He shared his experience in consulting for 

companies that use cloud. 

 

Practices 

“You have to mitigate risk; the only reason why risk analysis is done really is 

to mitigate the risks, so that the resulting risk does not exist or is much lower than 

the original.” 

Isaac mentioned that there should be a clear cloud policy within the organization 

that is using or is planning to use cloud services, because storing data in the cloud is 

different from storing it on-premises. Having said that, he mentioned that It was 

usual that companies treated their cloud risks the same way they treated their 

normal risks. The IT department should address how the data are being used and its 

maintenance. However, the employees within the company must be trained with 

regard to the risk, and their attitude should be risk based. Business side may 

consider the cloud services as an IT matter and may not indulge in them; however, 

this was not the correct attitude; the business side must understand that they have 

responsibility as well, and provide the governance aspect needed by the IT and input 

their business reasoning. The IT risks must be regarded as the business risks that 

are allocated in the IT department. It is very hard to fight the attitude of people. One 

may have to bypass them with support from higher lever, for example, through 

assistance from the CEO. This could also be seen in the case of Beta. 

The cloud policy should cover the governance of the data being stored in the 

cloud. One cannot govern what one cannot be followed-up; therefore reporting is 

important. The companies must figure out what reporting they want from the cloud 

provider to know how the cloud security is being managed continuously. The 

company needs to gain assurance that the cloud provider is  actually working in a 

way that is expected. Furthermore, some issues may not be mentioned in the 

contract. Therefore, by reading their audit or related reports, the company is able to 

be update the security agreement with their outsourced data. These points were 

taken into consideration by company Gamma. 

Isaac mentions that he, as a consultant, uses a maturity model which is based on 

a scale of 0–5. Usually, he has found companies being in the level 1.5 to 2. He 
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mentions that a company on level 2 may be able to purchase cloud services but that 

they may not necessarily be governing the cloud service in a correct way. There are 

companies with high maturity level because of their business environment or their 

size, e.g., some organizations work on a global level. Thereforethey are pushed to 

have a higher maturity level. 

A company may not be able to mitigate a risk immediately, so they may choose 

to follow it and have an awareness. In other cases, the company may accept a risk, 

and this may result in a trust between companies and third parties; however, this is 

again a business decision and not an IT-decision, which is something Company Alfa 

also mentioned.  
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Summary of Results  

This study has found that both external and internal relationships of an 

organization have an evident role in conducting a successful ISRA. Internal 

relationships include those between the IT-department and the business staff, the 

culture within the organization and the attitude of the employees towards risks. As 

of the relationship between the business and the IT-department, the consultant from 

Delta mentioned that it is essential for the companies to reach a higher level of 

maturity, without which, the company should not use the cloud services. In Gamma 

it was evident that there was a high maturity level, which could also be seen by the 

interviewee, Qassim, who was not from the technical department. He was able 

answer all the questions related to ISRA. David from Beta mentioned that they (the 

IT-staff) realized the importance of having a good understanding with the CEO for 

a good ISRA. Both companies Beta and Gamma mentioned that it was the 

responsibility of the employees to return to the IT-staff when risks were identified. 

Thus, this can be considered the espoused practice. Owing to the employees not 

returning to the IT-staff with risk related questions, both Beta and Gamma are 

focusing on awareness programs, which was an adaptive practice.  

The research addressed external relationships, namely the relationship with the 

cloud providers. The relationship is documented within the policy and the 

contractual agreements. The current study shows that, to some extent, there exists 

a trust in the cloud. This trust is a risk in itself, as Jordan from Alfa mentioned. 

However, to avoid this blind trust, there is a constant interaction between the 

companies and the cloud providers. The interviewees from Beta, Gamma, and Delta 

stressed the importance of having a good contract agreement. Isaac, from Gamma, 

mentioned that it was advisable for the companies to follow up on the contractual 

agreements, which was implemented in practice by Gamma. Furthermore, if the 

company is not able to audit, as an alternative, it asks for a report of the Audit. The 

agreement forms the foundation of how the data stored in cloud should be handled. 

Isaac mentioned that it was important for the cloud provider to know how the 

company wished to store and handle their data. Delta, which is a company that also 

provides cloud services, mentioned that their personnel were actually given full 

control of the data. They have the opportunity to misuse it; though, this would call 

for legal actions if they were discovered. Therefore, as mentioned by Jordan and 

David, there is a risk in using the cloud but the disadvantage of not utilizing the cloud 

services is so high that the risk is taken. Then again as Isaac stresses that this should 

be a business decision and not an IT decision. Thus, this study again shows the 

importance of awareness and good relationship between the business and the IT 

department. 
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Company Alfa did not have an actual model that they followed. In fact, their way 

of conduct is purely based on practices. This may be due to the fact that Jordan has 

an experience with IT security for over 2 decades, and company Alfa is by nature is 

not as receptive to risks as the other two. In addition, the company is not as large as 

the others in this study. Hence, the scope of the company also plays a role as to what 

practices they may chose. As of companies Beta and Gamma, they both mentioned 

that they used a framework that had been toned to fit the companies demands. They 

both mentioned that the actual model was too complex for them to implement, and 

hence adjustments had been made and some features had been removed. The study 

shows that no specific model for cloud solution is used in practice; rather, the regular 

ISRA is used. All the companies, Alfa, Beta, and Gamma do not categorize the cloud 

related risks separately. However, in accordance with other categorizations within 

the framework, the cloud risks are addressed in an adequate manner according to 

the interviewees. 

The study showed that encryption was used within the larger cloud providers, 

specially within public, but not necessarily within the smaller organization. When 

addressing security within a cloud there is a risk of data leakage. Hence, companies 

Beta and Gamma use encryption. David from Beta mentioned that encryption could 

not be applied for all the data as it might delay the processes within the company. 

This was also mentioned by Isaac who advises to do a ISRA on the usage of 

encryption before implementing it. Even though the encryption provides some 

confidentiality, it does not necessarily provide integrity in the same manner, because 

the personnel from the cloud provider are able to delete and alter the data (even 

though this is illegal). The availability of data is decreased due to the decryption and 

encryption process. The company Gamma tries to find a middle path where they 

implement PaaS instead, where the data servers are on-premises, but the solutions 

are in cloud. 
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Discussion 

As mentioned previously in this study, the cloud is constantly growing, and risks 

associated with it are continuously being found. ISRA models are being developed 

to address the cloud solutions. This study adds to the literature by addressing how 

ISRA is conducted in practice for cloud solutions. Before migrating to a cloud, ISRA 

is usually preformed, and there are studies addressing migration to cloud. However, 

this research addresses ISRA conducted on cloud services that have already been 

implemented. Hence, the focus is on the maintenance of the cloud service security 

via ISRA. This study followed the coat-hanger model shown in Figure 4. Hence, now 

the discussion will follow those elements that build the coat-hanger model in light 

of the results that have been gathered. This section will discuss the insights that this 

study contributes to the practices for assessing information security within the 

cloud. 

Following the COAT-hanger model, the rationale which is the first element of its 

model was identified. The companies were asked what their logical reasoning behind 

conducting ISRA for Cloud was. It was deduced that the organizations utilizing the 

services of cloud knew that there were risks and security issues related to any service 

provided, especially when this service was from an external party. The risk 

awareness prompted the organizations to rationalize the conducting an ISRA. The 

rationale for the companies was the logical reasoning behind conducting an ISRA 

within the cloud solutions. Hence, the rationale was to identify, analyze and evaluate 

security risks within cloud solutions to manage the risks correctly and to prevent 

them from becoming threats and exploited. The rationale for an ISRA within a cloud 

addressed two factors: 1) the internal regulations and 2) the external regulations. 

Internal regulations are how the organizations have decided to secure and categorize 

the data and its processes, e.g., penetration tests, use of passwords. The external 

regulations dictate how external organizations impose regulations on the 

organization in question, such as GDPR. The rationale should aim to assess if the 

existing practices comply with these regulations. The results of company Beta and 

Gamma showed that some employees outside the IT department were not always 

aware of what a risk was and how to address it, or they were simply not interested 

in identifying the risks. 

Rationale is an element that is extracted from the COAT-hanger model, and since 

the practical aspect of cloud ISRA has not been studied at all (in the literature), this 

study adds the aspect of how companies rationalize cloud ISRA in practice. 

 The study showed that the espoused practice consisted of steps and guidelines 

which addressed risk identification, analysis, and evaluation. It is important to 

stress that these guidelines aimed to address the whole organization and included 
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all of its departments, stockholders — both external and internal. These guidelines 

were in the form of best practices and frameworks. In the case of Company Alfa the 

person in charge of conducting the ISRA was experienced; hence he did not need an 

external framework and based his ISRA on some best practices. Company Beta used 

COSO, whereas company Gamma used ISO3100. Both of these however, altered 

their frameworks to fit the companies’ needs. The models used by Beta and Gamma 

were considered complex which required altering the models. 

Fulford (2017) suggested that the models were too complex to use in practice. 

Wangen (2017) expressed that the models did not consider all of the aspects needed 

for a complete risk assessment. This study strengthens Fulford’s claim as the two 

companies that did use external models actually found the models too complex and 

had to adjust them. However, this study also provides new insight into practices 

within the use of models, as they both adjusted their models to fit their needs. Hence, 

in practice according to the results of this study the models are not blindly followed 

by companies; rather they were studied and altered to fit the company which is 

something Webb et al. (2014) advised wherein they mentioned that ISRA should be 

conducted based on the company’s needs. 

Shedden et al. (2016) stressed on a business perspective on the ISRA and 

mentioned that the risk identification may be divided into two: (1) asset 

identification and (2) threats and vulnerability identification. Shedden et al. (2016) 

mentioned that the practice lacks in integrating a business perspective with the 

ISRA. 

Company Beta stressed that there has been somewhat of a struggle to engage the 

board, and to convince them to be involved with the decision-making when it comes 

to cloud. Companies Alfa and Gamma did not mention that there had been a struggle 

in this aspect, but they did mention the importance of having a concurrence of the 

board when conducting the asset identification based on the board’s classification of 

the data and when the technical countermeasures are put into place. Company Delta 

mentioned that when advising companies for cloud ISRA their maturity level is a 

key parameter. Hence, the awareness of the company’s board is very important for 

a secure and well-functioning ISRA. 

In companies Alfa, Beta, and Gamma, the employees conducting the ISRA were 

members of the IT department because they were educated in this field. 

Nevertheless, the risks from all departments are required. However, identifying all 

the risks can be hard or impossible, but the companies strove to identify as many 

risks as possible to manage them, lest they should become threats. Company Beta 

explained that risks were identified in a technical and informational manner. For 

example, technical updates were performed on the electrical devices that used cloud, 

and penetration tests were conducted to identify risks and patch the bugs. In an 
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informational manner, the board decided how to categorize the information, and 

explained what internal and external demands and regulations the data needs to 

comply with. 

In the case of company Beta, the members within the organization were required 

to report risks when observed. Even though Shedden et al. (2016) mentioned ISRA 

in general and not cloud ISRA per se, this study confirmed that to some extent the 

practice lacks in integrating a business perspective. 

Shameli-Sendi et al. (2016) mentions that the most cost-effective risk analysis is 

the quantitative one; however, it is time-consuming. Fulford (2017) also mentions 

that the quantitative analysis is not widely practiced. The companies Alfa, Beta, and 

Gamma all used both quantitative and qualitative analyses. According to company 

Beta the advantage of quantitative analysis is that the estimated loss can be 

measured in numbers, i.e., a monetary value (cost) in the event of exploitation of a 

risk , which makes it easier to evaluate the risk. These companies preferred 

quantitative analysis, though it is not always possible. Hence this study shows that 

quantitative risk analysis is actually used in companies, though along with 

qualitative risk analysis. Overall, qualitative risk analysis is used more within the 

companies. 

Webb et al. (2014) explained that it was preferable to preform ISRA on a regular 

basis, and that companies many times waited too long to preform ISRA. The state of 

an organization is not constant, and with different organizational circumstances new 

risks emerge. Furthermore, with cloud services there are new security risks 

constantly being identified and to be able to manage these risks ISRA should be 

performed regularly. Companies Alfa, Beta, and Gamma preformed ISRA annually, 

monthly, and weekly, respectively. Even though all the three companies preformed 

their ISRA at different time intervals, they were content with how often they were 

preformed, and believed that the risks were addressed in a correct manner. Hence, 

this study establishes that the companies do not always preform ISRA at short time 

intervals. Instead, what they take into consideration is the scope of the organization, 

the number of members and/or number of ongoing processes and services being 

used, and how much data/services is being outsources and their security levels. 

Company Alfa, is relatively small in comparison to Gamma, as Gamma operates at 

international level and Alfa operates at a national level. Hence, in Beta there are 

more number of ongoing processes and they have many more customers. Therefore, 

company Beta chooses to conduct ISRA weekly. 

The study also addressed, that in practice, even though ISRA should be 

conducted regularly, at some special circumstances ISRA may be performed, outside 

of what was scheduled, which 
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company Alfa did. Certain sudden changes occurred that effected the company 

— the demand of GDPR compliance. The way they processed their data could have 

caused an unlawful breach and non- compliance with GDPR and would have led to 

the risk of a lawsuit. 

There are many cloud services, and this study viewed primarily IaaS and PaaS. 

SaaS was also touched upon as all the companies used SaaS. Revisiting Paxton 

(2016),it can be observed that SaaS uses mostly cloud resources, and the cloud 

providers are responsible for providing the application, data, OS, Virtualization, 

server, storage, and networking. In PaaS the customer is responsible for the 

applications and data, and in IaaS the responsibility of applications, data, and the 

OS management is in the hands of the customer. Paxton (2016) and Sharma et al. 

(2017) explain these different services offered by cloud; however, they do not explain 

how companies relate to these in practice when implementing ISRA. 

Company Gamma explained that they mainly used PaaS and SaaS. They further 

explained that even though the company was not able to manage its applications, 

data, OS, Virtualization, server, storage, and networking, they were being managed 

by the cloud provider. However, they still find themselves responsible for its 

security. They may not be able to secure it technically; however, they explained that 

the cloud provider contract detailed the security of the SaaS at each level 

(application, data, OS, Virtualization, server, storage and networking). Hence, the 

contract enforced the cloud provider to secure their service and provide the company 

with a follow-up. 

Gamma also used PaaS, and they explained that they used PaaS because they 

wanted to access the platform to develop applications. The data used were from their 

on-premises server which they did not want to outsource. As for company Alfa, they 

used IaaS and they themselves conducted penetration tests on their cloud servers. 

Company Beta also explained that the contract between the cloud server and them 

was very detailed and had follow ups. Hence, in the case of SaaS a well formed 

contract was signed addressing security concerns for all the layers (application to 

networking). As for PaaS, the security of applications and data is left to the customer. 

The cloud provider controls the layers from the OS to networking, therefore the 

cloud provider is held accountable for the security of these layers. For IaaS the 

customer is given control over more layers,  and the cloud provider is responsible 

for only securing the layers of virtualization to networking. 

Once the contract was signed, the contract got revisited, reviewed and followed 

up (sometimes in form of logging) which ensured that the cloud providers are not 

breaching their contract, and that security issues are addressed in the way the 

companies intended. 
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Paxton (2016) mentions the issues with data breach and suggests encryption as 

a counter-measure. Arjun & Vinay (2016) suggest a third-party auditing to ensure 

integrity. They also explain that the cloud was akin to a black box, as the service of 

virtualization is not transparent. 

 In the case of companies Alfa and Gamma, there were some data that were 

regarded as strictly confidential, and these data were chosen to be stored on-

premises. In the other hand, encryption was used by company Beta, who opined that 

the time for encryption and decryption affected the availability of the data on 

demand. Hence, the static data and data with higher security level were chosen to 

be encrypted, while the data in transit was left unencrypted to optimize the 

availability. This was a compromise that had to be made. Hence, this study 

contributes to the literature because it explains that companies may at certain 

points, have to make a decision on whether or not to use a cloud service for sensitive 

data, encrypt it at the cost of affecting the availability, or choose only to encrypt data 

at rest. — 

The reason behind the espoused practice is to meet the goal/rationale which is 

to identify, analyze, and evaluate security risks within the cloud solutions to manage 

the risks correctly, and to prevent them from becoming threats and being exploited. 

The actual practice should follow the espoused practice to meet the rationale. If the 

actual practice diverts from the espoused practice and the goals from the rationale 

are still met, then the espoused practice should be revisited. If the actual practice 

diverts from the espoused and the rationale is not met, then the actual practice 

should be revised, and the organization should identify what causes the actual 

practice to divert itself from the espoused. It may be possible that the espoused 

practice needs to be revised as it may not be adoptable in real-life practice or it may 

take certain aspects for granted e.g., ISRA awareness and interests among all the 

members in the organization which could be seen from company Beta. Company 

Beta assumed that the employees had a certain awareness of risks and hence, had 

an espoused practice for reporting the risks. The practices were not followed because 

of lack of awareness and interest therefore Company Beta had to change their 

espoused practice. The lesson learned is the outcome of comparing the actual 

practice with the espoused; analyzing their differences and how they related to the 

rationale. E.g. it may be realized that the rationale of conducting ISRA is not the 

whole company’s rationale rather only that of the board and the IT-departments, 

and steps towards making sure that all the members of the organization have the 

same rationale may be taken, this could be seen from company Gamma. Gammas 

framework stated a rationale; however, this rationale was not observed by all the 

members/units and hence, steps were taken to increase awareness and support was 

given to those units that lacked awareness. 
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Limitations 

To conduct a reliable study a detailed method was followed. This implies that if 

this research were to be retested it should yield similar results. The retest would have 

to be conducted on similar companies, and thus, this is a limitation. The results and 

outcome of this study only apply to large companies that are geographically limited 

to Europe. These companies were heavily dependent and relied on European laws 

and regulations and accordingly, their ISRA considered this area. 

Larger companies similar to those studied in this paper may not be economically 

constrained to use resources that are in demand, hence, a different practice may be 

observed in smaller companies with restricted resources. 

The method of data collection was primarily based on interviews. Observation 

would have been a good alternative or even an additional method of data collection 

because of its advantages. One of the advantages of observations is that the 

researcher is able to observe the practices directly without an intermediate person’s 

interference and views; hence, it can be more objective than the interviews. This 

study conducted interviews but adhered to valid and reliable methods, and these 

methods can be viewed under the section method and data collection. 

 

Further studies 

The studied companies stressed that they preferred quantitative risk analysis to 

qualitative risk analysis. They were restrained from conducting quantitative risk 

analysis owing of its complexity. Hence, it can be deduced that there is a demand for 

an applicable model that assists the practitioner in conducting quantitative analysis. 

It would be of interest if studies were conducted addressing the complexity of these 

models and explaining how the practical aspects of conducting a quantitative 

analysis can be improved. 

The companies that were studied were large companies. Hence, an area of 

interest would be to analyze small companies as well. The initial intent of this 

research was to study small companies. However, , because of the difficulties in 

finding small companies that conduct risk assessments, this research was restricted 

to larger companies. Not conducting ISRA entails a risk in itself. Even small 

companies may have risks that could lead to a serious damage. Therefore, a study 

could be conducted where the researcher assesses the information security risks 

related to cloud on small companies that do not themselves conduct ISRA on cloud. 

Hence, the researcher would have to identify, analyze, and evaluate the risks. An 

outcome of this study could be a simple model that assists small companies with 

limited expertise and resources to assess basic but important risks. 
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Conclusion 

This research studied four companies, three of which preformed ISRA on their 

cloud services, and one company was a cloud provider. This study followed the 

COAT-hanger model (Päivärinta& Smolander, 2015) and according to its elements 

presented the rationale behind the cloud ISRA, the espoused practice, the actual 

practice, the impact of the practices, and the lessons learned at the end of the ISRA. 

The outcome of this study may contribute to further theorizing practical ISRA for 

cloud solutions. Based on the successes and mistakes made by these companies, 

advisable practices can be formulated which may assist practitioners in designing 

their ISRA for cloud solutions. 
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Appendices 

Interview Questions 

Introduction I will introduce myself as a student and what my thesis is about in 

brief. 

Jag  vill  klargöra  att  det  endast  gäller  moln-lösningar  (infrastruktur)  och  att  

de  bedömningar som är särskilda för moln som frågorna är kring. 

I will ask him to introduce himself (educational background, how many years as 

assessing risks, how many years in company) 

General Questions about ISRA When was the last time there was an ISRA? 

När var det senast det gjordes en Informations Säkerhets Risk Bedömning inom 

moln lösningarna? How long does one cycle usually take? 

Hur lång tid tar det för en cykel? 

How many people are involved is the Risk Assessment? Hur mänga är 

involverade i Risk bedömningen? 

 

Identifying Risks How do you go about identifying risks? 

Hur identifieras risker? 

Does anyone influence how to identify risks? (what perspective does he look at, 

as from one perspective it may be seen as risk and from another it may not be seen 

as risk) 

Påverkar någon risk identifieringen?(Vilket perspektiv ser han ifrån, vissa 

perspektiv må bedöma en faktor som en risk medan ett annat perspektiv inte gör 

det) 

How is security in regards to data leakage, data protection, data stored at a 

different place perceived when identifying the risks? 

Hur skiljer säkerheten sig i moln inom data läckage, data skydd, data lagring?  

how do you identify vulnerabilities arising out of complex relationships between 

multiple information assets? 

Hur identifierar du sårbarheter som uppkommer pga komplexa relationer?  

(service provider, och kunden t.ex.) 

how do you identify emerging indications of malicious threats such as fraud, 

espionage, or sabotage? (they have a third party as white hat hackers)? 

Hur identifierar du skadliga hot som bedrägeri, spionage eller sabotage? 

 

Risk Analysis How is the risk analysis done? 

Hur sker risk analysen? 

Is a quantitative method used or a qualitative? - has there always been this 

method, or has increasing knowledge and impact changed the method that you used. 
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A¨ r  det  en  kvalitativ  metod  eller  en  kvantitativ?   -  har  alltid  denna  metod  

används,  eller  har utökad kunskap ¨ändrat metoden ni använt? 

 

Risk evaluation How is the evaluation done? 

Hur sker risk utvärderingen? 

What are the factors that determine whether or not the risk should be 

considered? Vilka faktorer avgör om risken bör hanteras eller inte? 

Who determines these factors? Vem avgör dessa faktorer? 

Overall questions regarding ISRA What factors may effect the overall ISRA 

(ISRA con- text) 

Vilka faktorer må påverka ISRA i helhet? 

How was this cycle different from the previous one? Hur var denna cykel 

annorlunda från föregående? 

How much influence did the previous cycle have on this one? 

Hur  mycket  påverkade  föregående  cykel  denna?   Is  there  always  an  impact  

from  the  previous cycle to the succeeding one? 

Påverkar alltid föregående cykel den kommande? 

What might be the impact of this present cycle to the next? Hur skulle nuvarande 

cykel ha en inverkan på kommande? 

 

The one who does the ISRA You do not follow a model I therefore wonder, how 

did you learn how to do the ISRA? 

Med tanke på att du inte följer någon modell vid risk bedömning undrar jag, hur 

har du lyckats utföra risk bedömningar på ditt systematiska sätt? 

Do you yourself divide the ISRA into phases?- what phases and how did you 

arrive at these phases? 

Delar du in risk bedömningen i delar?  Vilka ¨ar dessa och hur kom du fram till 

dessa?  have you identified attack patterns? 

Har du identifierat attack mönster? 

Are the information security risks estimated with reference to the organization’s 

actual situation? 

Är risk bedömningen anpassad till organisationen? 

When is the next cycle due? När är nästa cykel? 

 

I wish you all the success  

Jag önskar dig all framgång 


