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Abstract

Risk management in information security is relevant to most, if not all, organizations.
It is perhaps even more relevant considering the opportunities offered by the
digitalization era, where reliably sharing, creating, and consuming information has
become a competitive advantage, and information has become an asset of strategic
concern. The adequate protection of information is therefore important to the whole
organization. Determining what to protect, the required level of protection, and how to
reach that level of protection is considered risk management, which can be described as
the continuous process of identifying and countering information security risks that
threaten information availability, confidentiality, and integrity.

The processes for performing risk management are typically outlined in a sequence
of activities, which describe what organizations should do to systematically manage their
information security risks. However, risk management has previously been concluded to
be challenging and complex and as something that must be kept alive. That is, routines
for performing risk management activities need to be continuously adapted to remain
applicable to organizational challenges in specific contexts. However, it remains unclear
how such adaptations happen and why they are considered useful by practitioners, as
there is a conspicuous absence of empirical studies that examine actual security practices.

This issue is addressed in this thesis by conducting empirical studies of governmental
agencies and organizations. This was done to contribute to an increased understanding
of actual security practices. The analysis used for this study frames formal activities as
‘dead routines, since they are constructed as instructions that aid in controlling
performance, such as risk management standards. Practitioners’ performance, experience,
and understanding are denoted as ‘alive routines, as they are flexible and shaped over
time. An explanation model was used to elaborate on the contrast between dead—
controlling—and alive—shaping—routines of risk management.

This thesis found that when dead and alive routines interact and influence each other,
they give rise to flexible and emergent processes of adaptations, i.e., dynamic routines.
Examples of dynamic routines occurred in response to activities that were originally
perceived as too complex and were adapted to simplify or increase their efficiency, e.g.,
by having a direct relation between security controls and asset types. Dynamic routines
also appeared as interactions between activities in response to conflicting expectations
that were adjusted accordingly, e.g., the cost or level of complexity in security controls.
In conclusion, dynamic routines occur to improve risk management activities to fit new
circumstances.

Keywords

Risk management, information security, routine, practice, asset identification, risk
analysis, risk treatment, organizational aspects.
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1 Introduction

1.1 Importance and Problem

Information security risk management—hereafter risk management—has been a
topic of ongoing research since the 1970s (Fenz and Ekelhart 2011) and has become
increasingly relevant alongside the challenges and opportunities of the digitalization era
(Schirrmacher et al. 2018). Risk management is theoretically described as a continuous
process to identify and protect the confidentiality, integrity, and availability of
information assets to reach an acceptable level of risk (Gerber et al. 2001; Spears and
Barki 2010; Whitman and Mattord 2014). Securing information has undergone a
transformation since the 1970s from mainly being understood as a precise, technical
problem emphasizing computer properties to becoming a part of organizational
governance. Thus, information is emphasized as an important competitive asset and is
therefore of strategic concern (Gerber et al. 2001; Hedstrom et al. 2011; von Solms
2006; von Solms and von Solms 2004). Delayed, unavailable, inaccurately manipulated,
or leaked confidential information, causes serious setbacks to organizations (Gerber and
Von Solms 2001). Identifying valuable information and protecting it with safeguards—
i.e., security controls—is therefore highly relevant to most, if not all, organizations and
key to risk management. Acts and incidents that negatively impact information or its
intended usage could therefore be considered a threat to the whole organization.
However, threats can, to varying degrees, be managed and thereby controlled. By better
understanding vulnerabilities—i.e., the circumstance that made the threat possible in the
first place—the source, odds, and impact of the threat can be reduced or removed.

Over the years, developments in risk management made by researchers and
practitioners alike have led to various standards, guidelines, and frameworks—hereafter
simply referred to as formalized processes—that may guide organizational strategies in
performing activities, i.e., helping them to focus on ways to systematically identify and
protect their information assets (Al-Ahmad and Mohammad 2013; Siponen and Willison
2009; Whitman and Mattord 2014). Formalized processes are therefore vital since they
describe generic templates for risk management work routines. However, little is known
about how organizations actually protect themselves (Baskerville et al. 2018), as there is a
conspicuous absence of empirical studies regarding security practices due to their
sensitive nature (Cram et al. 2019; Hsu 2009; Kotulic and Clark 2004; Webb et al. 2014).
This absence can be seen in the uncertainty surrounding how described patterns of
activities in formalized processes are adapted to fit a particular organization and how
they are practised in actual work routines (Siponen and Willison 2009). It has been
concluded that such organizational fit is an ongoing effort of reflective and adaptive
practitioners that can override formalized processes in practice (Njenga and Brown
2010, 2012). This indicates that risk management is a challenging process which work
routines must be kept alive and shaped over time as practitioners adapt their strategy to
organizational challenges and specific contexts (Coles-Kemp 2009; Niemimaa 2016).



Martin Lundgren, Making the Dead Alive

While it is tempting to assume that formalized processes will control the
performance of risk management activities, they simply provide a limited guidance of
action and therefore can not determine performance since context varies (Pentland and
Feldman 2005). Formalized processes can, in this sense, be described as controlling but
dead (Cohen 2007). It might even be possible to argue that formalized processes can be
viewed as ends, rather than means, in the sense that fulfilling a particular risk
management standard is equivalent to having good information security (Webb et al.
2013). Risk management is thus in danger of being viewed as a final product rather than
a learning process (Wangen and Snekkenes 2013). Such a limited perspective may be
based on two organizational standpoints. The first standpoint holds that formalized
processes can be readily understood and will be correctly adopted by all practitioners.
However, research has discovered that there are many different perspectives on risk
management and its process, which has led to some confusion about what activities
should be included (Gerber and Solms 2005; Pan and Tomlinson 2016; Shedden et al.
2016). The second standpoint presumes that formalized processes operate well when
implemented. However, research has concluded that social and organizational difterences
must be considered in this assumption, and there is no single approach that fits every
situation (Al-Ahmad and Mohammad 2013; Choobineh et al. 2007; Williams 2007).

1.2 Purpose

Risk management can therefore be theoretically described through formalized
processes as controlling, dead instructions dictating which activities to perform.
However, it is also a process that is alive and shaped over time, as practitioners adapt their
strategies for performing risk management activities to fit specific organizational
challenges in specific contexts. Understanding the interplay between controlling—dead
routines—and shaping—alive routines (Cohen 2007)—is central for adaptations of
strategy and for the continuous improvement of risk management. While research has
noted a contrast between dead and alive routines—i.e., that formal processes support
control and that actual performance gives rise to new strategies—it is still unclear how
these adaptations of strategy happen and why they are considered useful by practitioners.
The purpose of this thesis is therefore to explore how and why these adaptations occur
in risk management.

1.3 Delimitation

To study adaptations, the scope of risk management was narrowed down to three
core activities, namely, asset identification, risk analysis, and risk treatment. This was done
to unify different risk management processes to move focus away from the processes
themselves and towards how the activities were carried out. With respect to adaptation,
the study uses an explanation model adapted from the concept of dead and alive
routines (Cohen 2007) and organizational routines (D’Adderio 2011; Pentland and
Feldman 2008). The focus has thereby been placed on risk management activities
performed within the context of organizations.

The study took place in close relation with government agencies and public sector
organizations in Sweden. The organizations represent different functions within society
and different relationships to risk management work, as well as different levels of
maturity in risk management. Data were collected through interviews and observations.
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2 Theoretical Domain

2.1 Information Security

Information security aims to protect information—e.g., facts, ideas, and knowledge—
regardless of the medium or form it is in—be it physical or digital, in people’s minds, or
in verbal or visual forms of communication—from “unauthorized access, use, disclosure,
disruption, modification, or destruction in order to ensure confidentiality, integrity, and availability.”
(ISO/IEC 27000 2018; Nieles et al. 2017, p. 2; von Solms and von Solms 2018)
Confidentiality, integrity, and availability are commonly referred to as the CIA-triad, or
CIA-triangle, and are agreed to be the principles for which aspects of information
should be protected (von Solms and van Niekerk 2013). In this regard, confidentiality
refers to information only being available to authorized people with sufficient privileges;
integrity refers to information being whole, that is to say, complete and not corrupted by
any unauthorized, unintentional, or wrongful manipulation or deletion; and availability
refers to information being accessible and in a usable format, when needed (Whitman
and Mattord 2014). Information security is the preservation of confidentiality, integrity,
and availability (ISO/IEC 27000 2018).

2.2 Risk Management

Information security is not static but requires “continuous monitoring and management to
protect the confidentiality, integrity, and availability of information as well as to ensure that new
vulnerabilities and evolving threats are quickly identified and responded to accordingly.” (Nieles et
al. 2017, p. 10) These requirements also align closely with definitions of risk
management (Wangen et al. 2018; Wangen and Snekkenes 2013) and are therefore often
seen as the core of the management of information security (Blakley et al. 2001; Spears
2005;Yang et al. 2016). That is, while information security represents the general domain
of protecting information, and the carrier of theories for what it means to protect
information—i.e., the CIA triad—, risk management drives those theories into practice
by identifying and prioritizing what to protect and how it should be protected
(ISO/IEC 27000 2018). As such, risk management is a process consisting of a set of
organized activities within the domain of information security (ISO/IEC 27000 2018;
Nieles et al. 2017).

2.2.1 Assets, threats, vulnerabilities, risks, and controls

Risks within information security consist of three components: assets, threats, and
vulnerabilities (Gerber and Von Solms 2001; Ozkan and Karabacak 2010). Assets are
information resources, e.g., intellectual property, employee details and financial details
(ISO/IEC 27000 2018). As with any other organizational resource of value, assets must
be adequately protected from threats. Threats can be defined as any potential cause of
unwanted incidents that may cause harm (e.g., damage or otherwise compromise) an
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organization’s assets (ISO/IEC 27000 2018; Peltier 2010). The source of a threat can
vary (Nieles et al. 2017; Whitman and Mattord 2014), including the following:

* natural, e.g., fire, flooding, lightning,
* human, e.g., accidents, unauthorized access, theft, or
* technical, e.g., malicious code, hardware failure, software bugs

For a threat to be effective, however, there must be a vulnerability that it can exploit.
A wvulnerability 1s what enables a threat to become an actual incident. It can be a
weakness in a system, procedure, or environment that leaves that component of the
organization susceptible to adversarial or non-adversarial threats, coming from within or
outside of the organization (Nieles et al. 2017). To counter or treat a risk, security
controls—also known as counter measures or safeguards—can be implemented. A
security control can be defined as “any process, policy, procedure, guideline, practice or
organizational structure, which can be administrative, technical, management, or legal in nature
which modify information security risk.” (ISO/IEC 27005 2013, p. 2)

There are a few common categories of security controls. These categories are often
referred to as treatment or mitigation strategies. Although different strategies go by
different names, depending on their particular risk management approach (e.g.,
ISO/IEC 27005 2018; NIST SP 800-30 2012; Whitman and Mattord 2014), they can
be summarized as the following categories: defend, transfer, mitigate, accept, and avoid

(ISO/IEC 27000 2018; Peltier 2010; Whitman and Mattord 2014), where:

* The defence strategy aims at removing or reducing the risk of a vulnerability and
may include security controls such as security policies, training, access controls,
and technical safeguards (Whitman and Mattord 2014).

*  The transfer strategy aims at shifting the risk to other areas of the organization or
outside of the organization, and may include security controls such as
outsourcing, the purchase of insurance, and service level agreements with third
parties (Peltier 2010; Whitman and Mattord 2014).

* The mitigation strategy aims to reduce the impact to the organization if a
vulnerability is exploited and is thus a reactive strategy. This strategy includes
security controls such as disaster recovery plans, incident response plans, and
business continuity plans (Whitman and Mattord 2014).

*  The acceptance strategy involves, as its name suggests, accepting the risk without
further modification. It could be the most appropriate strategy if, for example, the
cost of controlling the risk is deemed to be higher than its estimated benefit
(Whitman and Mattord 2014).

* The avoidance strategy refers to moving or discontinuing the asset from the
environment that it was in, and thereby removing the risk altogether (ISO/IEC
27005 2018; Peltier 2005).

The process of identifying and prioritizing information assets, probable threats and
vulnerabilities and determining what treatment strategy to use to implement appropriate
security controls to manage risks is risk management (ISO/IEC 27000 2018).

2.2.2 Formalized processes

In 2011, a study estimated that there are more than 200 different risk management
processes (Saleh and Alfantookh 2011), each developed to meet its own particular needs
and objectives (Shameli-Sendi et al. 2016). As such, they often difter in particular process
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parts, and have subtly different definitions (Pan and Tomlinson 2016). Although the
formalized processes differ, they also commonly share some goals, such as the
identification of assets, the analysis of risks, and the treatment of risks to bring them to
an acceptable level (Saleh and Alfantookh 2011). Three common industry risk
management processes (Silva and Jacob 2018) are NIST SP 800-30 (2012), ISO/IEC
27005 (2018), and OCTAVE Allegro (Caralli et al. 2007).

NIST SP 800-30 (2012) is suited for large organizations and government agencies
and offers a comprehensive guide to implementing risk management (Hashim et al.
2018). Its process relies heavily on the skills and experience of security analysts, technical
experts, and system owners to evaluate and manage the risks in I'T systems (Kunder and
Clarke 2013; NIST SP 800-30 2012). Its process consists of the following four parts.
First, framing risk aims to set the scope and boundaries for what is to be protected.
Thus, framing risk begins by identifying critical assets, and then clarifies how threats,
vulnerabilities, impacts, and the probability of incidents occurring should be defined and
prioritised. Next is the risk assessment, as defined in NIST SP 800-39 (2011). Based on
the definition formulated during the ‘framing’ part of the process, the risk assessment
aims to identify the threats and vulnerabilities of assets, estimate how likely incidents are
to occur, and what the impact could be. The output of this activity is a series of
potential risks, which serves as input for the response part of the process, to determine
the most appropriate treatment strategy. The last part of the process is risk monitoring,
which aims to continuously analyse whether treated risks or new assets are within an
accepted level (NIST SP 800-30 2012). The NIST SP 800-30 (2012) process parts are
listed below:

¢ Framing risk

*  Assessing risk

*  Responding to risk

* Monitoring risk

Other risk management processes, such as the ISO/IEC 27005 (2018, p. 1), is similar
in structure to NIST SP 800-30 (2012) but designed to fit “all types of organizations.” The
ISO/IEC 27005 process consists of the following parts: context establishment, which
aims to first define how to evaluate risk and potential impact, and then to set the scope
and boundaries for what to protect. Next is the risk assessment, which consists of three
sub-parts: risk identification, risk analysis, and risk evaluation that aims at identifying
assets, their impact on the organization, possible threats to these assets, and their
vulnerabilities. This information serves as the input for the risk treatment part of the
process, which determines which treatment strategy should be applied based on the risk
assessment. The last part in the process is risk monitoring and review, serving as a
feedback operation, aiming to continuously analyse whether the treated risks, as well as
new assets, are within an accepted level. In addition, communication and consultancy
runs parallel to the other parts of the process (ISO/IEC 27005 2018). The ISO/IEC
27005 (2018) process parts are listed below:

* Context establishment

e Risk assessment

* Risk treatment

* Risk monitoring and review

* Communication and consultancy
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The OCTAVE Allegro (Caralli et al. 2007) process is specifically developed to be a
light version of risk management and offers a self-assessed approach intended to be
applied by employees within an organization as a dedicated team. Its process consists of
the following eight parts. First, a risk measurement criteria is established, which aims to
define risk evaluation criteria and set the scope and boundaries for areas to protect in
the organization. The next part focuses on developing information asset profiles,
meaning that valuable assets are identified for further analysis and documented, along
with important security requirements for that asset. OCTAVE Allegro uses and identifies
information asset containers to group assets into. Containers can be technical, physical,
or human and are defined as the locations where identified assets are stored, transported,
and processed. The next part of the process aims to identify areas of concern. Here, the
first real world scenarios that come to mind as being able to pose a threat to the
identified information assets are noted. These scenarios are then further detailed and
grouped together during the following step, the identification of threat scenarios. The
impacts and consequences of the identified threats are then investigated during the next
two steps, identification and analysis of risks, respectively. Finally, each resulting risk is
prioritised, and an appropriate mitigation approach is selected and implemented (Caralli
et al. 2007). The OCTAVE Allegro process parts are listed below:

e Establish risk measurement criteria

¢ Develop information asset profile

* Identify information asset containers
* Identity areas of concern

* Identity threat scenarios

e Identify risks

*  Analyse risks

*  Select mitigation approach

Research has led to the suggestion of additional risk management processes (Amraoui
et al. 2019; Pan and Tomlinson 2016). The following five-part process is an example
(Straub and Welke 1998), in which the first part aims at recognizing security problems
and formulates potential security problems and issues with respect to an organization’s
information systems. These identified areas of concern are then incorporated into a risk
analysis, in which potential threats exploiting these problems and issues are identified to
establish and prioritise risks. The identified risks then serve as the input for the next part
of the process, the generation of alternatives. This part aims to generate security
solutions to meet the risks that were previously identified. Next is the decision part, in
which the final security solutions are selected and prioritised. Finally, the selected
security solutions are then implemented in the prioritised order. The risk management
process parts are listed below:

*  Recognition of security problems
e Risk analysis

* Generation of alternatives

¢ Decisions

¢ Implementation

It has been proposed that other processes benefit from following the six-sigma
process (Saleh and Alfantookh 2011), consisting of the following five parts. First is the
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definition part, which aims to establish the scope and context and to map the current
situation with regards to existing organizational assets, threats, vulnerabilities, and
controls, as well as to specify the assets’ locations, owners, sources of threats, and security
requirements. The output from this step represents the current state of the information
security considerations in the organization and serves as the input into the measurement
part of the process. During the measurement part, assessments of the current state of the
assets and their threats, vulnerabilities, and controls are compiled for each asset. The
output of the assessment step then serves as the input for the analysis part of the process.
Here, potential gaps between current security controls (as assessed in the measurement
part of the process) and the required state of security (as defined earlier in the process)
are identified. Each gap is further considered in the improvement part, in which a plan
of action for closing each gap is developed to achieve the required state of security.
Finally, the control part of the process selects, implements, monitors, and documents
each improvement plan. The six-sigma process parts are listed below:

* Define

* Measure
* Analyse

¢ Improve
e Control

CORAS is another example of risk management (Djordjevic et al. 2002; Fredriksen
et al. 2002). Originating from a research and technology development project, CORAS
outlines a five-part process. Context identification, which is the first part, aims to
identify areas of concern and security requirements, as well as identify and evaluate assets
(Djordjevic et al. 2002; Wangen et al. 2018). The next part is risk identification, which
aims to recognize threats and vulnerabilities to the identified assets and areas of concern.
Each of the threats identified are then assessed in a risk analysis and assigned a value to
indicate their level of potential consequences and their likelihood of occurrence. The
resulting level of threat and consequence are then considered in the risk evaluation part
of the process to determine and prioritise the level of risk for each threat. The resulting
series of prioritized risks then serves as the basis for the risk treatment, in which
different treatment options are identified, assessed, and selected (Djordjevic et al. 2002;
Fredriksen et al. 2002). The CORAS process parts are listed below:

* Identify context
* Identify risks

*  Analyse risks

e Risk evaluation
*  Risk treatment

2.2.3 Challenges

Formalized processes are valuable tools, as they organize risk management activities
into sequences of distinct parts, thus providing instructions for a strategy to accomplish
the work. However, they have also been criticized for concentrating mainly on generic
guidance and output, while leaving the practitioner to determine the content of those
parts (Shameli-Sendi et al. 2016; Siponen 2006). Research has identified a number of
related challenges regarding the practice of risk management (Fenz et al. 2014; Wangen
and Snekkenes 2013). Several of these relate to the required skills and knowledge
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needed to perform risk management activities, as well as to interpret the results (Kunder
and Clarke 2013). This has resulted in formalized processes often being perceived as too
complex and as requiring help from outside consultants to implement and achieve
(Peltier 2010). The complexity can, for example, be seen in the challenges associated
with information valuation. To adequately protect information assets, an asset’s value to
the organization is commonly established first, so as not to over- or under-protect the
asset (Wei et al. 2018). However, the evaluation of information has been shown to be
difficult to agree upon between practitioners due to difterences in perspectives (Kaarst-
Brown and Thompson 2015). Therefore, there is the possibility of causing erroneous
results further along in the process due to an inaccurate asset evaluation (Foroughi
2008), since asset evaluation is one of the cornerstones of risk management (Wangen et
al. 2018). Even when given clear instructions for how to evaluate information, the
subjectivity in valuations causes different practitioners to value assets difterently
(Mersinas et al. 2016).

Similarly, the identification and the evaluation of risks have also been shown to be
difficult to carry out and can sometimes lead to worse results—e.g., more time
consuming and costly than what is justifiable—for an organization than not having risk
management in place at all (Douglas 2009). To overcome some of the challenges
associated with risk identification, checklist-based methods have been proposed.
However, because of their generic nature, checklists offer a limited view of threats facing
the organization (Shedden et al. 2010) and therefore miss risks that arise only in specific
contexts, e.g., as a result of poor work practices (McEvoy and Kowalski 2019). In
addition, checklists can also result in practitioners choosing and addressing non-existing
risks from the list, possibly due to a lack of information security experience or skills
(Wei et al. 2018). Thus, practitioners end up spending time and resources on risks that
may never occur. However, even among practitioners with considerable security
experience, risk evaluations have been shown to differ. Security professionals have been
found not only to evaluate risks differently from one another but also to manage and
treat them differently due to preferences, different standpoints, and previous experiences
(Mersinas et al. 2016).

Therefore, several formalized processes have been suggested using quantitative
methods based on, for example, statistical data to better perform accurate risk
evaluations. However, in practice, there is little information regarding how to obtain
such quantitative data (Taylor 2015; Wangen et al. 2018). Furthermore, the use of
quantitative methods requires organizations to have personnel with the necessary skills
to apply these methods—often requiring extensive mathematical calculations—which
organizations do not always have (Ozkan and Karabacak 2010). In addition, it also
assumes practitioners are rational and are able to interpret and use the data correctly to
identity adequate security controls. However, research has shown that risk management
practitioners do not always act rationally but often base their decisions on heuristics and
optimistic perceptions (Taylor 2015).

2.3 Dead and Alive Routines

There is a difference between the theoretical description of formalized processes and
how they are performed in practice (Miner 1990; Pentland 2003). Because
circumstances not covered by the formalized process sometimes arise, practitioners may
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have to be creative and develop new ways of performing activities to overcome those
challenges (Miner 1990). In this sense, practitioners are understood to act
knowledgeably as they introduce adaptations to their work routines (Higgins 2009;
Pentland 2003). Therefore, while formalized processes provide a sound strategy for what
to do, risk management cannot solely be understood by their instructions. Rather,
formalized processes should be viewed as a pattern of activities that are shaped over time
as circumstances change and as new experiences are drawn from and applied anew in
practice, i.e., what can be referred to as ‘knowings.” (Orlikowski 2002) In other words, it
is in practice “that knowledge comes to life, stays alive, and fades away.” (Nicolini et al. 2004,
p. 26)

The term ‘knowing, is in this case used as a verb to indicate actions, or enactment,
rather than factual ‘knowledge’ This illustrates an important distinction between the
former, as an activity that takes place in practices and unfolds over time; and the latter,
which can be conceptualized as a specific concept, that can be easily shared and codified
(Gherardi 2009; Nonaka et al. 2000). For example, formalized processes can be described
as a set of explicit instructions manifested in and codified on, for example, paper,
software, and tools (D’Adderio 2011). However, risk management has been reported as
being difficult to implement and perform (Maneerattanasak and Wongpinunwatana
2017; Osborn and Simpson 2018). These difficulties appear even with additional
supporting tools, such as software, to help guide the process (Gritzalis et al. 2018;Yang et
al. 2016). Thus the implementation and performance of risk management has proven to
be challenging, particularly for security novices who have little or no previous
experience and know-how (Wangen 2017). On the other hand, practical training and
experience have been found to be key in obtaining the necessary know-how (Haqaf and
Koyuncu 2018). Knowing how to perform the instructions outlined in the formalized
processes thus rises in the practice itself (Orlikowski 2002), which is learned and shaped
through participation. As such, there is a relationship between knowing how things get
done and knowing what to do (Cox 2012; D’Adderio 2011).

The word ‘routine’ can be defined as the framework used to explain the interrelations
between the formulated strategy of activities and the actual, specific performance of
activities, and their relation to formalized processes (Pentland and Feldman 2005). For
some time, formalized processes have been presented as opaque, lifeless objects that lie
outside of routines and gravitate them towards the automatic, mindless effort that for so
long has been the idea of routine work (D’Adderio 2011). This instructional view of
routines suggests that they are rigid, mindless, and can be explicitly stored, and that the
creation of new work routines is a matter of introducing new instructions, rules,
checklists, or software (Pentland and Feldman 2008). Similar approaches have commonly
been proposed for the implementation of risk management activities in organizations
(Dhillon and Backhouse 2001; Njenga and Brown 2012).

This instructional view of routines can be defined as a ‘dead’ routine (Cohen 2007),
conducted as controlled activities. Dead means not so much inconsequential, but rather
that it promotes a hardened, or solidified, approach (D’Adderio 2011). The importance
of dead routines can be seen, for example, in the implementation of formalized
processes. For example, they help structure risk management so that activities are not
overlooked and enable the benchmarking and certification of standardized approaches
(von Solms 2000). Although formalized processes can be viewed as dead, they contain
some traces of “previous lives” (D’Adderio 2011, p. 207) in the sense that they consist of
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codified compilations of combined experiences and practices (von Solms 2000). Dead
routines can therefore be seen as the glue that holds the patterns of risk management
activities together, thereby playing an important role in laying out a path for human
actions to take place (D’Adderio 2011) and guiding them away from being performed
ad hoc (Parnas and Clements 1986). The notion of dead routines has, however, been
criticized in the risk management literature for often omitting individual and social
aspects (Ashenden 2008; Coles-Kemp 2009) and for assuming the predictive capacities
of its practitioners (Njenga and Brown 2010, 2012).

Alive routines can be described as recognized, emerging patterns of activities that are
enacted by multiple, reflective, and knowledgeable practitioners (D’Adderio 2011;
Feldman et al. 2016; Pentland and Feldman 2008). Activities performed as alive routines
can therefore vary as practitioners reflect, gain new insights, and accumulate new
experiences. Variations in performance and adaptations to activities may be introduced
because “easier, more effective, more fun, more familiar, or more attractive or aesthetically pleasing”
ways are found by the practitioners (Feldman et al. 2016, p. 508). Alive routines can, as
such, be seen as an emergent accomplishment, continuously shaped as practitioners
interpret and make sense of real situations and adapt their actions accordingly. The
sequence in which activities are performed is therefore often meaningful and contains
insights into what brings about variations and adaptations (Feldman et al. 2016).
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3  Research Approach

3.1 Research Environment

This research has been conducted in close relation with public sector organizations
and government agencies in Sweden. There are three reasons for this. First, the ability of
the public to access official records made internal policies of public organizations more
accessible. Second, the organizations that were investigated provide services and data that
are critical to society. Risk management is therefore an important aspect of the
organizations studied, as the disruption or destruction of these organizations’
information systems could, for example, affect national capabilities to emergency
responses. Third, public sector organizations and government agencies in Sweden are
required to systematically conduct risk management—which is further mandated by
external requirements such as the EU’ general data protection regulation and the
network and information security directive. Nevertheless, there is no enforced
formalized process to abide by. This has led to an access to study different practices,
simultaneously providing an environment in which it has been possible to interact with
practitioners, to investigate their approaches to and their different formalized processes
of risk management, and to explore their reasoning for utilizing the approaches and
method as they do.

3.2 Research Methodology

This study has followed an explorative, qualitative research approach. The data that
have been collected come mainly from interviews, document analysis, and observations
and have been analysed using a text analysis method. Considering the research purpose,
the qualitative approach was selected because it provides an opportunity to study
organizational behaviour and practices in richer detail, thus providing insight and
understanding that would have otherwise not been accessible by adopting a quantitative
approach (Marshall 1996). This is not to say that a qualitative approach comes without
limitations. For example, the findings cannot easily be generalized.

A quantitative research method, such as a survey study, could gather data about which
risk management practices are used in organizations, for example. While such an
approach could lead to valuable insights, it cannot capture the practitioners’ experiences
and reflections about how those practices are enacted or why they are implemented.
Thus, a quantitative approach would describe the general, but not cover the particular
(Hyde 2000). Therefore, an explorative, qualitative approach was selected as it is able to
support the attainment of empirical insights into the studied phenomena.

3.3 Data Collection

Data for this research were collected from public sector organizations and
government agencies in Sweden through interviews, document analysis, and
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observations. Reasoning about implemented processes and their enactment were
presented and discussed with an expert panel as a validation session. Data were also
captured through observation. The interpreted information was brought back to the
respondents to ensure that it was accurate to their own experiences (Silverman 2015).

It should be noted that rich insights can be found from studying particular interest in
a chosen and limited area (Kvale 1996; Patton 2014). Saturation of the chosen topic,
patterns, and recurring themes are all measures of whether additional data collection is
needed (Mason 2002). Table 1 below presents an overview of the studies in which the
data have been collected.

Table 1 — Overview of data in relation to studies.

Part of Study |Type of Data

Paper A Literature review targeting seven different journals, resulting in 73
articles collected; 27 of these articles were relevant, included, and
analysed in the study.

Paper B Empirical study including interviews carried out in four different
government agencies and one pilot interview. In addition, internal
guidelines and standards were collected from each respective
organization.

Paper C Empirical study including interviews carried out in four different
government agencies and one validation session of the findings. In
addition, internal policy documents were collected from each
respective organization.

Paper D Empirical study including observations carried out in two different
public sector organizations. This study included two group
interviews, one joint group interview, and one validation session of
the findings. In addition, internal documents outlining the
organizations’ internal risk management documentation were
collected.

3.3.1 Literature review

The literature review was adopted as the first conceptual study to analyse and
synthesize literature related to practical aspects of risk management capabilities. Using
Ritchie and Spencer’s (2002) framework of analysis, and Okoli and Schabram’s (2010)
steps for conducting a systematic literature review, a predefined search protocol was
established. The search protocol included a plan for how the review process should
proceed and consisted of a search strategy, a practical screening, a quality appraisal, and
data extraction and synthesis.

The search strategy focused on journals within the field of information systems and
used the following search phrases to identify relevant articles: “information security”
AND (“risk management” OR “risk practice” OR “risk mitigation” OR *“risk
assessment”). This search resulted in 73 articles that were available for practical screening.
Articles that reflected on abilities to adapt, integrate and reconfigure skills, resources and
competencies to achieve various risk management-related activities were included for
data extraction and synthesis. This resulted in 27 relevant articles retained from the
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original 73 for further analysis and extraction. The data extraction and synthesis method
followed this process, consisting of five steps as proposed by Ritchie and Spencer (2002).
This process consisted of (1) familiarization, (2) identifying a thematic framework, (3)
indexing, (4) charting, and (5) mapping and interpreting. Extracted data were mapped
into a concept matrix, further synthesized, and analysed into themes.

3.3.2 Secondary data collection

Internal risk management guidelines and standards of the public sector organizations
and government agencies that were used for this study, as well as established standards,
e.g., ISO/IEC 27005 (2018) and NIST SP 800-30 (2012), were analysed. This provided
a theoretical backbone, as the organizations’ formal processes supplied important
background information into how such processes are intended to work. The analysis
further provided an understanding of what of rules and expectations the formal
processes suggested. Apart from providing richer insight into the practices, the internal
guidelines and standards that were collected also provided input to the interview guide
needed for the follow-up interviews, as described below.

3.3.3 Semi-structured interviews

Semi-structured interviews characterized by open-ended questions were used to
collect data directly from respondents (Longhurst 2003). An interview guide was
prepared beforehand and used during the interviews. The guide consisted of thematic
questions and scenarios. The interviews were recorded. Notes were taken not only to
help capture ideas and impressions but also to help interviewers encourage elaboration
of topics and to assist in going back to certain points of interest during the interview.
The interviews were conducted with one researcher asking questions and another
taking notes as well as following up by asking additional questions if something needed
clarification or further elaboration. The interviews started by explaining the focus of the
study, followed by the researchers asking for permission to record the interview.
Similarly, to make the respondents feel free to speak freely, the material was anonymized.

3.3.4 Observations

Observations were carried out in a series of workshops within two public sector
organizations which had a novice-level understanding and implementation of security. A
university-level commissioned risk management educator, currently educating public
sector risk management practitioners, was contacted to get in touch with the novice risk
management practitioners willing to participate in the study. Each workshop covered a
particular topic, for example, asset identification or risk analysis.

Throughout the observation, the researchers acted as complete observers, meaning
that they took no part in the workshops (Oates 2005). The conversations from the
workshops were recorded, but video recording was not possible. The observations were
followed up by interviews with the participants from the respective organizations, both
in separate group interviews and in a joint group interview. That is, a group interview
was conducted directly after each observation and a joint group interview with
participants from both organizations was also conducted. The interviews were
conducted to ask clarifying questions, for example, about documentation practices, and
more reflective questions about the learning that was taking place in the workshop.

13
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3.4 Analytical Perspective

Considering the different formalized processes, there are some challenges to
investigating risk management as parts of a process since activities are often described
differently. However, although various processes differ in their individual parts, an
abstraction has been made based on some of their shared common goals. A set of
common risk management activities that are not biased towards any particular
formalized process has been defined based on such goals, i.e., identification of assets,
analysis of risks, and treatment of risks. The use of an established and more
comprehensive process, such as NIST SP 800-30 (2012) or ISO/IEC 27005 (2018), as a
frame of reference, was found to place more focus on the process itself. In contrast, this
set of common risk management activities was found to be more inclusive and was used
to categorize risk management activities as discussed by the respondents. Thus, a series of
descriptions detailing what was excluded or added in relation to a particular process
could be avoided.

Practice, which, according to Schatzki (2012) and Cox (2012), can be defined as a set
of organized human activities, or doings, linked by shared understandings and
instructions, has provided an analytical lens. Understanding refers to how a desired
action is to be carried out, whereas instructions refer to formulated rules or directives
outlining what to carry out (Schatzki 2012). Similarly, an activity is a practice if the
action of engaging in that activity gives meaning to it and is consequential for its
existence and development (Feldman and Orlikowski 2011). That is, practice is about
doing, and the meaning of practice is socially constructed through the expected
outcome of engaging in it and knowing how to do so.

This type of perspective offers an analytical concept that enables interpretation of the
way in which people achieve activities, and of how practices become socially recognized
as ways to perform a particular activity (Gherardi 2009).

3.5 Data Analysis

The recorded material from the interviews and observations was first transcribed, and
the notes were aggregated (Schmidt 2004). The analyses focused on capturing the
reasoning in practice, highlighting the enactment of activities by the respondents.

The analysis followed concept-driven coding to categorize the transcribed data. This
was done in four steps. First, each researcher individually read through the material, and
they highlighted relevant excerpts in the transcript and noted these down along with
key concepts, suggestions for codes, and motivations for inclusion. Second, the
highlighted text from the transcripts was joined, sorted, and grouped according to the
suggested codes. Third, the researchers jointly examined each suggested code, its
extracted transcript text and its key concepts. Fourth, after discussions, each key concept
was synthesized into a coherent text under the agreed upon set of codes. Difterences
between researchers were resolved by discussing and examining the motivations for
inclusion and the suggested codes.

3.6 Overview of Papers

The initial research was based on a literature study, which aimed to establish the
organizational risk management capabilities that could be found in the literature. The
purpose was to understand the underlying intentions and knowledge required to
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conduct risk management, as presented in previous studies. The literature review resulted
in eight capabilities (Letter A, Figure 1), which were seen as potential challenges for
organizations conducting risk management. Using the identified challenges as a
perspective, the subsequent study focused on whether those challenges had implications
for risk management in practice—and it so, how. Interviews were thus conducted with
four different government agencies. The interview questions were derived from the
identified challenges. The findings indicated a tension between dead and alive routines—
i.e., guidelines and actual performance—which affected how the formalized processes
were carried out (Letter B, Figure 1). Figure 1 below shows an overview of the enclosed
papers and their findings.

Research Journey

Paper A
Literature Review

Challenges
. inLiterature

Paper B
Interviews

Paper C Guidelines i Paper D
Interviews ! in Practice | Observations

Knowings | Stress
8 b Thesis ; 1

in Practice in Practice

Figure 1: An overview of the conducted research and the enclosed papers (A, B, C, and D)

To further understand how risk management is performed in practice, four challenges
as identified by Fenz et al. (2014) were analysed. Drawing from the findings of Paper B,
the focus in Paper C was on understanding what practical insights and reasoning could
be found in overcoming the challenges, suggested by Fenz et al. (2014). The resulting
study was based on interviews with four different government agencies and resulted in a
series of knowings—i.e., themes of actions carried out to overcome some practical
difficulty and to keep risk management alive (Letter C, Figure 1). Up to this point, the
studies that had been conducted had focused on organizations with a history of previous
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risk management experience but also reflected on the challenges faced by security-
novice practitioners. This led to the next study to determine whether—and if so, how—
security-novice practitioners, when faced with the challenge of implementing and
conducting risk management activities within their respective organizations, were
influenced in their security decisions. The study involved two difterent public sector
organizations and confirmed a tension between dead and alive routines that caused stress
for the security-novice practitioners and influenced the decisions that they made in
practice (Letter D, Figure 1).
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4  Summary of Appended Papers

4.1 Paper A

Lundgren, M. (2020) ‘Rethinking capabilities in information security risk
management: a systematic literature review, Int. J. Risk Assessment and Management,
Vol. 23, No. 2, pp.169-190.

4.1.1 Summary

In Paper A, the concept of capabilities within risk management was investigated.
While previous research has made important contributions to risk management, there is
an incomplete understanding of the underlying capabilities necessary to perform its
activities in the literature. Studying capabilities embedded in routine work could,
however, give insight into what enable people to practice risk management, such as their
underlying know-how and intentions.

A theoretical framework was therefore proposed in which capability is distinguished
by ‘knowing’ and ‘intent, and is defined as an on-going accomplishment that is
constructed and reconstructed as practitioners engage in risk management activities. In
this framework, ‘knowing’ refers to the ability to define, prepare, shape, and learn to solve
a task or a challenge and ‘intent’ as the desired future outcome that shape the practice in
the present. As such, capability constitutes the alignment between the ‘intent to do’ and
‘*knowing how to do. The suggested framework is an effort to further this explanation
and to propose a foundation for a common perspective on capabilities.

Using the framework combined with a set of general risk management activities,
capabilities were identified by collecting and analysing information security literature. As
a result, eight capabilities in total were identified that affected each risk management
activity in terms of the identified intent and knowing. The study concludes, however,
that capabilities can be associated with intent and knowing on a conceptual level but
not in an instrumental sense. Capabilities are, for example, not something that an
organization has but something that can be achieved as people engage in tasks and
challenges. In other words, the capabilities identified in this study did not define actions
to take and follow but rather identified what enabled or constrained a particular activity.
In this regard, each of the eight identified capabilities could become challenges if not
managed accordingly.

4.1.2 Relation to thesis

This study highlights the tension between the intent to do something and knowing
how to do it. Hence, it tries to encapsulate and point to the importance of the practical
know-how necessary to carry out different activities and the role that meaning has on
actions. In short, what enables people to perform risk management.

4.1.3 Division of work between authors
As the sole author, I did all the work myself.
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4.2 Paper B

Lundgren, M. and Bergstrom, E. (2019) ‘Dynamic interplay in the information
security risk management process, Int. J. Risk Assessment and Management,Vol. 22, No. 2,
pp-212-230.

4.2.1 Summary

In this paper, the effect of social and organizational challenges on risk management in
practice were studied. Risk management in this context was depicted and described as a
predominantly instrumental process. To this end, such descriptions serve as rational
guidance in terms of the implementation of a sound process.

Considering that actual processes are shaped within the enactment of day-to-day
activities and their respective challenges, a rational process gives rise to the perception
that these activities are not dynamic, but static. Because of this, the rational description
of the process may be overvalued while simultaneously the situated enactment, i.e., how
practice adapts its processes to real situations, is undervalued. In Paper B, it was proposed
that risk management processes are not static but that there is a dynamic interplay
between activities that shape and affect each other as a consequence of organizational
and social challenges that ‘lie between’ each activity. It was proposed that by investigating
this dynamic, clues could be found about how the enactment of risk management
activities adapts to a particular context and shapes its process within the context.

To investigate this matter, Paper B targeted four major Swedish government agencies
using the eight capabilities identified in Paper A—but here they were framed as
challenges instead—as the basis for interview questions. The interview questions focused
on the agencies’ risk management activities, their day-to-day practices, and their
formalized processes to gain insight into underlying motivations and reasoning.

As a result, twelve characteristics of both social and organizational natures were
identified that illustrated an interplay between different risk management activities. It
was found that, contrary to what rational descriptions of formalized processes suggest,
different risk management activities were performed in an order that, at the time, made
the most sense. This was influenced by organizational factors, such as budget or use of
technology, which could motivate altering an activity’s outcome. However, socially
constructed concepts, such as asset value or held beliefs, could justify omitting a
particular risk management activity altogether. This led to deviations from what had
otherwise been described as a guiding process.

4.2.2 Relation to thesis

This paper reports on the dynamics between instructions and actual practice. In
particular, it illustrates an interplay between normativity and meaning of practice and
how this affects the process. It was also indicated that the process was not static but
emergent, as a result of the tasks that the practitioners had to solve.

4.2.3 Division of work between authors

In this paper, the study design, planning, data collection and analysis were performed
together with the second author. Since this paper built heavily upon the findings from
Paper A as a foundation for the data collection, I authored most of the introduction,
problem description, and theoretical background myself.
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4.3 Paper C

Bergstrom, E., Lundgren, M., and Ericson, A. (2019) ‘Revisiting information
security risk management challenges: a practice perspective, Information & Computer

Security,Vol. 27, Issue: 3, pp.358—372.

4.3.1 Summary

It is commonly agreed that a successtul implementation of a risk management process
for information security is one that aligns well with other organizational objectives.
However, research within the area has long suffered from relatively few empirical
studies, and there is little advice on how to achieve such alignment in practice. The lack
of empirical studies has made it difficult for researchers and practitioners alike to draw
insights into how organizations work. As a consequence, little is still known about what
challenges organizations are confronted with in their activities and how they meet those
challenges.

Therefore, this research stream was furthered by empirically exploring challenges that
were grounded in the organizational management of risks. Building on and refining six
previously identified challenges within risk management, Paper C studied the reflective
actions that were taken by four Swedish government agencies to overcome such
challenges. These reflective actions, here called ‘knowings, were routine actions taken to
get the work done.

As a result, four knowings were identified that in some way affected how the
continual social construct of experiences was applied and formed in day-to-day risk
management work. The identified knowings were formulated as knowing to be ‘good
enough, knowing to ‘hurry slowly, knowing that ‘there is no silver bullet, and knowing
the ‘bigger picture’ The practical results of applying these knowings illustrated how the
actual content of risk management activities was not created by the espoused instruction
found in the respective agency's formalized process but had evolved in practice based on
what made sense to the practitioners. Examples of this included instances where
shortcuts in the process had been developed to remove ambiguity or where the internal
language used in the process had been homogenized to avoid misunderstandings.

4.3.2 Relation to thesis

The content within management processes was shown not to have been created by
the espoused instructions found in formalized processes. In its place, the employees
formed their own shared interpretation and experiences. This paper highlights this
conclusion by pointing towards the observed value of building and maintaining a
culture of learning, which recognizes that there is no one method that fits all situations.
Instead, actual work routines emerge over time as activities form and adapt to specific
contexts. Learning could thus be recognized as an ongoing accomplishment that is
constructed and reconstructed as practitioners engage in practice.

4.3.3 Division of work between authors

The main idea behind the paper was mine, where I sat the focus of the paper, and
authored most of the introduction and problem description myself. The research
planning, data collection and analysis was done by the co-author and me.
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4.4 Paper D

Bergstrom, E., Lundgren, M. (2019) ‘Stress Amongst Novice Information Security
Risk Management Practitioners, Int. Journal on Cyber Situational Awareness,Vol. 4, No. 1,
pp-128-154.

4.41 Summary

Paper D furthers the research and concept of security-related stress (SRS), as first
introduced by D’Arcy et al. (2014), by applying it to risk management. SRS refers to
demands on one’s cognitive resources or abilities caused by internal or external security-
related requirements and demands, which are experienced by the individual as
burdensome, complex, or ambiguous. In particular, SRS refers to three dimensions of
stress: overload, complexity, and uncertainty. A security-novice employee is likely to
experience burdensome, complex, and ambiguous security requirements. Thus, they also
experience SRS, which influences their security decisions (D’Arcy et al. 2014).

As security concerns grow, new laws and regulations are passed that require security
to be managed. However, many organizations lack personnel with the necessary
experience required to manage and adapt risk management processes to their specific
practice. Considering that many formalized processes have been shown to require a
great amount of expertise to apply, we set forth that risk management may be improved
by studying novices to risk management.

The study targeted two organizations that were in the early phases of developing and
implementing risk management processes but that had limited or no previous
experience related to the task. By using a case study approach to obtain data about their
practices and using SRS as a perspective, the study found indicators of SRS that, in
some way, affected the two organizations’ respective processes. SRS was analysed from its
three dimensions, where each dimension included stressors—i.e., factors that create stress
—as well as stress inhibitors—i.e., factors that decrease stress. It was found that there was
a mismatch in how formalized processes were conceived and how they were interpreted
in practice. The mismatch created stress as it either led to an overload of work, a feeling
of inadequacy with regard to skills, or a need to stop and investigate various security-
related matters (complexity) or requirements of new processes calling for a change in
established work routines (uncertainty).

4.4.2 Relation to thesis

The study not only introduces, but also builds upon the observed ‘tension’ between
dead and alive routines. During the study, this tension resulted in stress and highlighted
indicators of SRS. The study thus contributes to the understanding of the complexity
involved when transforming formalized processes into actual practice.

4.4.3 Division of work between authors

The main idea behind the paper was mine, where I sat the focus and theoretical
positioning of the paper, and authored the abstract, most of the introduction, and
problem description myself. The validation data were collected by the co-author.
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5 Dynamic Routines

5.1 Between Controlling and Shaping

The formalized processes entail control and guidance of actions that instruct
organizational activities for practitioners to follow and act upon—i.c., if they are
interpreted instrumentally, they will result in dead routines. As such, formalized processes
influence the strategy for how to go about carrying out the instructed activities and the
actual performance in practice. This is illustrated in Figure 2 by unidirectional arrows;
Letter A affecting strategy, and B affecting performance. Accordingly, in this view,
formalized processes become, if left by themselves, settled—i.e., dead.

Alive routines entail a continuously shaping process between strategy—i.e., how the
activity is planned—and performance—i.e., how the activity is actually carried out. The
strategy for how to carry out activities is therefore shaped and re-shaped over time as
new experiences are gained from practice. In this sense, strategy enables practitioners to
account for and to formulate how to perform particular activities—thus creating
understanding (Letter C, Figure 2)—which can either constrain or assist the activities.
There is therefore an interplay between strategy and performance that enables
practitioners to understand how to perform activities and supports them in doing so in
practice. Experience (Letter D, Figure 2) is gained through doings in practice and leads
to new insights and inspiration that influences future strategies for how to perform those
same, or similar, activities. It should be noted, however, that gaining understanding and
experience from practice comes from achieving both successtul and unsuccesstul results.

Dead Routines

Formalized

Processes

Suononnsur;
Suononnsur

O understanding
Strategy Performance i Strategy C Performance
' experience

Alive Routines

Figure 2: Controlling, dead routines at left, and continuously shaping, alive routines, at right.

However, without supportive, formalized processes, there is a danger that risk
management could become too developmental. Two additional relationships can be
discussed in relation to formalized processes, namely, rationale (Letter E, Figure 3), and
implementation (Letter F, Figure 3). That is, while formalized processes provide
instructions for what to do, the chosen strategy reflects the practitioners’ rationale based
on those instructions—e.g., interpretation, meaning, or relevance. A match between
instructions and rationale indicates that formalized processes are readily understood and
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accepted, whereas a mismatch gives rise to variations, divergences, or alterations of the
prescribed formal process. Implementation reflects the practitioners’ realization of
formalized processes. A match between instructions and implementation indicates

control, in the sense that the formalized processes are complementing the practice and
are applied as intended, whereas a mismatch gives the practitioners indications of a need
for adaptations and for reconsidering how activities should be performed.
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Figure 3: The dynamic between controlling and shaping, i.e., what makes dead routines alive.

This model, as a whole, provides insights into risk management, by explaining how
and why the interplay between controlling and shaping do—or do not—appear in
practice.

5.2

Empirical Insights

The empirical results will be analysed and discussed from three types of risk
management activities that have been in focus for the data analysis, namely:
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‘Asset identification,” which refers to risk management activities that aim to
establish what assets to protect. This includes identifying, classifying, and valuating
information assets, regardless of their form, be it tangible or intangible. The result
of this activity typically serves as input for the next activity, risk analysis, to
inform what to protect and the level of protection that it requires.

‘Risk analysis,” which refers to risk management activities that aim to define,
identify, and evaluate risks. This includes threat and vulnerability identification,
evaluation, and prioritization, which help in the selection of possible security
controls. The result of this activity typically serves as input for the next activity,
risk treatment, to inform how to protect the identified assets based on the
assessed risks.

‘Risk treatment,” which refers to risk management activities that aim to select
treatment strategies and implement related security controls. The outcome of this
activity typically results in one or more administrative, technical, managerial, or
legal implementations or changes to modify the identified security risks to an
acceptable level. The process can then start over again, as needed.
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5.2.1 Asset identification

Two respondents from two different government agencies, along with a third
respondent from a public sector organization, described asset identification as a separate
and isolated activity to be performed before risk analysis. They added that it is difficult
to avoid reflecting on risks while conducting the activity (Paper B). This can be
interpreted as these respondents perceiving a mismatch between the instructions and the
strategy for performing the activity, although each organization’s formalized process
describes asset identification as being performed separate from the risk analysis. The
formalized process in one of the respondents’ organizations noted that during asset
identification:

“risks should not be taken into account, but the focus should be on the consequences
towards the organization.”
— Formal process in a government agency

Similarly, another respondents formalized process also described the following:

“asset identification can be performed as needed to help clarify requirements |...] before
a risk analysis.”
— Formal process in a government agency

One of the respondents explained that risks are sometimes used in asset identification
to elaborate on what could happen to the asset and thereby help determine its value.
With a tone of regret that implied it was wrong to discuss probabilities of risks during
asset identification, the respondent continued to explain that risk, and asset identification
are two separate things that should not be mixed:

“When we do [asset identification], people easily say, “This will not happen’.
However, then you have to intervene and say, ‘Hold on, we are supposed to only
consider consequences, not probabilities. .. these |activities| are separate things.”

— Information Security Coordinator (Paper B)

A similar approach was observed during a workshop among security-novice
respondents (Paper D). As the respondents engaged in the asset identification activity,
one of the respondents notified that the discussion drifted into the topic of risks. When
this happened, the respondent declared that they were getting ahead of themselves and
turned the conversation back to the actions associated with asset identification. In effect,
the respondents discarded the risks they had just identified since:

“[The risks| will be shown later in the risk analysis.”
— Information Security Coordinator (Paper D)

In a follow-up interview, the respondent commented on risk and asset identification,
saying that:

“it comes as a natural step to think about risks during the [asset| valuation.”
— Information Security Coordinator (Paper D)
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One possible reason as to why they had let the formalized process control the activity,
despite it being perceived as not purposeful, was provided during the joint group
interview:

“it is difficult to admit that maybe we didn’t follow the routines, especially if the boss
is present in the meeting, and that maybe we are a bit uncertain [about the risk
management process|”

— Information Security Coordinator (Paper D)
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Figure 4: A mismatch between the formalized process and strategy.

In these empirical observations, the formalized process restrained the strategy since the
respondents perceived that they had deviated from the instructions. That is, they found a
mismatch between how they were supposed to do and what they found was meaningful
to do to find a more accurate asset value (Figure 4, upper left). However, the controlling
characteristic of the formalized process was adhered to over the practical approach
favoured among the respondents. In parallel, the respondents perceived a mismatch
between the instructions and their implementation, but they conformed their
performance to the instructions, thus, hampering potential improvements to the
formalized process (Figure 4, upper right). The strategy for how to perform the activity
therefore remains based on instructions, rather than based on the experience gained
from introducing risk reflections into the asset identification. It can, in this case, be
argued that the formalized process did guide the risk management activities;
simultaneously, the respondents did not suggest adaptations due to being unsure of
whether or not such suggestions would be appreciated by “the boss.” This resulted in a
change of strategy, in which the asset identification and risk reflections were separated,
despite being found as a meaningful performance (Figure 4, bottom).

5.2.2 Risk analysis

One respondent described how the instructions in their formalized process on risk
analysis had changed over the years. These changes were made to make the process more
resource efficient (Paper C). The respondents further explained that they had previously
carried out risk analysis with the help of an algorithm to calculate and prioritize risks to
decide which final security controls to implement. However, it was found that nobody
used the algorithm, and the risk analysis often resulted in the same, or similar risks each
time the activity was performed:
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“I know that perhaps 33 of the same risks will show up in different applications [...],
so I would already know the answer when I do this the third time or so [...]. We used
to have a small algorithm before that helped put a value on different security controls,
[...] but I removed it after having spoken with other managers and having asked if
they used it, and they all said no.”
— Security Specialist (Paper C)

The respondent explained further that rather than using risk analysis to help decide
on security controls for the risk treatment activity, a predetermined list of security
controls was now used that correlates with particular asset types. However, the
respondent also drew attention to the potential downside of not performing a unique
risk analysis each time the activity was performed. Namely, using a predefined list of
security controls would overlook unidentified risks. Nevertheless, the perceived
increased efficiency outweighed that potential downside:

“[We| miss maybe 5 percent of risks that are never found, and the only way to find
them is to make a unique risk [analysis] [...] Our way of doing it still covers most of
the risks, and it provides much better use of resources.”
— Security Specialist (Paper C)

The quick approach, namely, to directly associate asset types with particular security
controls, was shown to make more sense for the respondents than carrying out a lengthy
risk analysis and provided a more consistent approach for identifying and implementing
security controls. Additional respondents also described the risk analysis activity as too
complex and time consuming and therefore as something that made little sense to
conduct on a regular basis. Another attempt that an organization had made to speed up
the risk analysis was described by a respondent. This respondent noted that because they
kept finding the same or similar risks each time a risk analysis was performed, they had
stopped performing risk analysis on individual assets, such as single IT units. Instead, risk
analysis was mainly performed on larger systems, such as business systems, if they
suspected that there might be something out of the ordinary threatening that system:

“So, we have determined that... risk analyses are primarily done for infrastructure
systems, eh... the business systems [...] if we can see any risks that are out of the
ordinary, such as clear deviations from normal operations [...], but that puts a lot on
my colleagues, having that knowledge about our systems and how they work [...]; so,
it becomes sort of a reduced risk analysis.”

— Security Architecture (Paper C)

The strategy for carrying out the risk analysis is shaped here by relating it to earlier
performances, e.g., the required time, resources, and complexity (Figure 5, upper right).
The shortcomings that were experienced involving the performance of a unique risk
analysis each time led the respondents to not follow the instructions, but rather to
follow their experiences that inspired future strategies for how to alter the activity
(Figure 5, bottom). This understanding was further introduced as a new part of the
formalized process and thus improved the instructions accordingly (Figure 5, upper left).
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Figure 5: An adaptation created from performance.

A similar approach was found among the security-novice respondents, one of which

described the situation and highlighted the quantity of resources that it took to perform
the risk analysis:

“We cannot have a situation where our organization gets affected by us sitting and
doing risk analyses all the time.”

— Information Security Coordinator (Paper D)

Other respondents explained similar problems and discussed how to solve them. One
suggestion was to:

“connect information value to security controls... [since it] maximizes [time
utilisation].”

— Information Security Coordinator (Paper D)

Thus, the respondents described similar experiences from performing risk analysis,
e.g., that it was time and resource consuming. However, instead of letting the experience
shape an alternative strategy, since this one was found to be unproductive, the
respondents followed as best they could the instructions as described by the formalized
process (Figure 6, bottom). In this case, the experiences from performance did not shape
an alternative strategy (Figure 6, upper left). Instead, the activity was implemented in
accordance with the established process (Figure 6, upper right).
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Figure 6: A situation which did not alter the formalized process.
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5.2.3 Risk treatment

Respondents described that the final security controls are not always selected based
on the initial result from the risk analysis but are modified based on cost or complexity.
This contrasted the different organizations’ respective formalized processes, which
described risk analysis as motivating security controls. One formalized process noted
that security controls should be:

“Based on the company’s risk analysis, system security analysis, and its incidents.”
— Formal process in a government agency

It was mentioned by the respondents that sometimes, however, security controls have
been suggested in the risk analysis that are either too complex or too costly to
implement. One respondent explained that when the risk analysis activity is completed,
and the risk treatment begins, it is discovered that the security controls motivated by the
risk analysis are unfeasible:

“But then we find that we don’t have the technology to live up to the [security
controls| that we actually wanted to implement, and that the cost to implement them
would be too high, so we have to settle for a cheaper alternative.”

— Information Security Coordinator (Paper C)

In this case, the respondent described how they had to adapt the result of the initial
risk analysis to find a less costly alternative. Another respondent, similarly, noted that in
this situation:

“One would only need to go back one step [to the risk analysis|: are there any other
security controls that could provide a similar result but are not as costly?”
— Director of Preparedness and Response (Paper B)
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Figure 7: A mismatch between formalized process and performance.

These empirical observations illustrate a mismatch between the formalized process
and the performance, i.e., how the activity was actually carried out (Figure 7, upper
right). In this case, the proposed security controls were not acted upon because they
were determined to be too complex or expensive. Instead, the output of the risk analysis
was adapted to fit expectations based on insights gained from performing the risk
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treatment activity (Figure 7, bottom). However, this case also points towards a mismatch
between how the instructions, or lack thereof, are translated into a strategy (Figure 7,
upper left).

In one of the organizations, the formalized process does not take cost into account
for the risk analysis, which may explain why it could become an issue during the risk
treatment. However, the dimension of cost is partly addressed within the formalized
process in one of the organizations, but only as a recommendation to be considered:

“IT specialists can be included in the discussion to describe costs that can result from
suggested security controls.”
— Formal process in a government agency

One respondent stated that the instructions were there, simultaneously explaining the
challenges of turning the instructions into practice:

“The policy for assigning asset values are clear and easy to follow, [...] but I think
that there is still something missing, some parameter for reaching a decision on
countermeasures in terms of time and money.”

— Information Security Coordinator (Paper C)

Insights gained from performing the risk treatment activity can therefore not only
inform the risk analysis about changes to proposed security controls, but can also inform
the risk analysis about the inclusion of additional ones. One respondent explained that
the security controls proposed in the risk analysis were sometimes found to be
insufficient during the risk treatment, and that new security controls are then created as
a complement:

“Sometimes we say in the risk analysis, Yes, this [risk] is manageable,” but then as we
start with the security control step, we see that we won’t be able to manage the risk
Sully with the technological security controls, and perhaps we have to create a manual
routine on the side [...] as a complement.”
— Security Specialist (Paper C)

Variations in the performance of the formalized process occurred to adjust the results
of the risk analysis to fit the particular organizational context. Insights gained—such as
obstacles like cost or complexity of security controls—from one activity can shape the
strategy for how to perform another; here, the risk treatment informed the risk analysis.
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Figure 8: Dynamic routines as the interplay between dead and alive routines.

In final remarks, dead routines prescribe instructions that are based in theory and can
serve as controllers for practitioners’ alive routines, which are otherwise shaped freely
over time by experiences and understandings as gained from practice. It is, however,
within the interaction between controlling—i.e., formalized processes—and shaping—
ie., the interplay between strategy and performance—that flexible and emergent
processes of adaptations arise, which can be described as a dynamic routine (Figure 8). In
other words, it is when dead and alive routines interact and influence one another that
these dynamic routines occur. Dynamic routines are therefore useful, as they appear in
response to mismatches that are experienced between formalized processes, strategies,
and performance, to, for example, adjust activities to better fit expectations or to
overcome obstacles found in practice.
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6 Conclusions

The purpose of this thesis has been to examine how and why adaptations occur in
risk management. This was done to contribute to a better understanding of how
practitioners take action in practice to meet challenges and new circumstances. This
explorative study has been closely related to public sector organizations and government
agencies in Sweden. An explanation model has been used to elaborate on dynamic
routines that arise in the interaction between the practitioners’ controlling and shaping
of activities. Controlling is here defined as codified instructions prescribed in formalized
processes, and shaping is here defined as emergent patterns of activities based on
performance. In cases where the formalized process is applied directly to an activity, risk
management becomes instrumental, but is not improved to fit new circumstances.
However, time and resources can be saved by adapting the instructions in some cases. In
cases where the performance reshapes the formalized processes and, in turn, reshapes the
strategy, risk management gives rise to dynamic routines. These appear:

* When a mismatch between the formalized process and the practitioners’
experience, understanding, implementation, and rationale occur.

* In response to complexity, as a means of simplifying or speeding up a particular
activity, such as having a direct correlation between security controls and asset
types.

* As an interplay between activities to adjust outputs to fit expectations, such as
cost or level of complexity in security controls.

6.1 Practical and Theoretical Implications

The practical implications are mainly the awareness and opportunities available from
recognizing how and why dynamic routines appear. Overvaluing the formalized process
and thereby undervaluing situated practice and sense making may cause less engagement
among practitioners by discouraging creativity in problem solving.

Therefore, the alive routines of risk management benefit from being continually
reflected upon in the instructions prescribed in formal processes. This could be done by
encouraging that adjustments be added over time as insights and that examples be
obtained from practice. Thus, making the practitioners the owners of the emergent
formalized process, rather than simply the implementers. By taking advantage of
reflections made in activities, others can add to and learn from them. Dialogues, e.g.,
new ideas, questions, or difficulties could help capture such reflections but also could
create awareness that risk management is not a precise—dead—routine but a craft,
something that is alive and adjusts over time.
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6.2 Future Research

Since these studies have addressed governmental agencies and open public
organizations, I would like to suggest future studies focused on other types of
organizations. Considering that these organizations are, in Sweden, mandated to work
systematically with information security, they could have different prerequisites,
attitudes, or time and resource constraints than other types of organizations would.
Additionally, international studies are recommended to be explored in the future, since
different organizational cultures probably play a role in risk management. Furthermore,
an increased focus on the role of the practitioners is suggested, since practitioners might
associate risk management with how they perceive their occupation or professional

identity.
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1 Introduction

Information security risk management (ISRM) is the routine practice of identifying and
assessing security risks and implementing and monitoring controls that address those
risks in order to protect organisational interests (ISO/IEC, 2013; Spears and Barki, 2010).
Security risks include everything from data loss and leakage to attacks by disgruntled
employees, criminal and state-sponsored operations (Ernst & Young, 2012). This article

Copyright © 2020 Inderscience Enterprises Ltd.



170 M. Lundgren

aims to study what capabilities are embedded in ISRM. Capability is distinguished by
‘knowing’ and ‘intent’ (Carlile, 2002; Orlikowski, 2002). Intent refers to the expressed
outcome of the risk practice in terms of security controls to preserve an information
system’s confidentiality, integrity and availability (ISO/IEC, 2013; NIST, 2011).
Knowing refers to acting ‘knowledgeably’ as part of a routine risk practice (Orlikowski,
2002); in other words, what enables people to define, prepare, shape and learn how to
solve a task or challenge (Von Krogh et al., 2000). Here, capability is defined and studied
by emphasising knowing as the conscious activity for appropriately “adapting,
integrating, and reconfiguring internal and external organizational skills, resources, and
functional competences” to align with the requirements of an intended outcome [Teece
etal., (1997), p.515].

While much attention has been devoted to the challenge of implementing security
controls aligned with organisational interests (Halliday et al., 1996; McAdams, 2004),
mainly from instrumental approaches (Dhillon and Backhouse, 2001) adopted from
best-practices (generic rule frameworks) (ISO/IEC, 2013; NIST, 2011), and how to
manage the challenge of organisationally implementing those security measures
(Bulgurcu et al., 2010; Siponen, 2000a; Veiga and Eloff, 2010), the literature rarely
discusses the actual routine practices (Shamala et al., 2015; Shedden et al., 2010;
Siponen, 2006; Taylor and Brice, 2012). Despite (or because) prior research has long
emphasised routine security risk practices to manage various security challenges
(Baskerville, 1991; Chen et al., 2011; Hirsch and Ezingeard, 2008; Rainer et al., 1991;
Spears and Barki, 2010), the capabilities comprising those practices remain riddled with
ambiguities. For example, some scholars recognise employees as great assets in the effort
to reduce security risks because of their unique business knowledge (Albrechtsen and
Hovden, 2010; Johnson and Johansson, 2008). Others frame employees as serious
security risks (Posey et al., 2011; Warkentin and Willison, 2009). Some scholars promote
technical controls and expert knowledge (Birch and McEvoy, 1992; Vermeulen and Von
Solms, 2002), while others favour social factors and advocate for socio-organisational
approaches (Crossler et al., 2013; Dhillon and Backhouse, 2001). Because capabilities in
security risk practices ultimately determine what security measures to adopt and how,
addressing this discussion remains critical for information security practitioners and
researchers alike. For this reason, it is necessary first to examine the existing ISRM
literature to understand what capabilities are embedded in its routine practice.

Contributing to this discussion, ISRM routines are analysed from a practice
perspective. Drawing on a practice-based approach (Carlile, 2002), this article studies
how risk practice capabilities are constructed by the intended outcome and underlying
knowledge. The remainder of the article is organised into four sections. Following the
introduction, Section 2 presents a theoretical framework for analysing the literature.
Section 3 presents the method for the systematic review and surveys routines and
capabilities in risk management research. Section 4 presents the findings, and Section 5
discuss their implications. Section 6 highlights the contributions of this paper.

2 Theoretical framework
Routine ISRM capabilities have predominantly consisted of ‘what works’ types of

questions: what interventions, controls and strategies should be used to meet specific
policy or compliance intentions (Dhillon and Backhouse, 2000, 2001; Njenga and Brown,
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2012; Siponen, 2002). The literature on ISRM capabilities has largely ignored, however,
the underlying knowledge behind intentions and what ultimately enables people to
achieve that knowledge (Shedden et al., 2011; Siponen, 2000b; Spears, 2006). A
practice-based perspective (risk-as-practice) tries to link these two dimensions as the
intent of the risk practice and the knowledge on which the practice is based.
Risk-as-practice regards routine ISRM capabilities as ongoing activities and
accomplishments as something people do, rather than something organisations have —
‘what works’ — in terms of established security measures and controls (Whittington,
2006). To study what capabilities are embedded in ISRM routines, a simple framework
was developed (see Figure 1). The framework was inspired by Carlile (2002) and
Orlikowski’s (2002) discussions on knowledge structures in practice, as well as
four general routine risk practices: identifying, prioritising, implementing and monitoring
(ISO/IEC, 2013; Shedden et al., 2010; Spears and Barki, 2010). In the framework, the
capability of routine ISRM practices is constructed by its relation to ‘knowing’ — the
ability to define, prepare, shape and learn to solve a task or challenge — and ‘intent’ — the
intended future conditions that shape the practice in the present (Kornberger and Clegg,
2011).

Figure 1 Theoretical framework to describe the relation between routine risk practices and
capability

ISRM Routine (4)

Identify
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CAPABILITY (2)
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The intent of information security risk practices can be described as the desire for, and
the awareness of, fulfilling a future outcome (Malle and Knobe, 1997). It is shaped by the
practitioner’s belief, perception and attitude towards risks (Bulgurcu et al., 2010; Hirsch
and Ezingeard, 2008). Knowledge is the precondition of intent, as it is exercised in
situations to ascribe sense to the practice (Feldman et al., 2016). However, knowing is
also influenced by intentions. For example, knowledge can be intentionally sought during
a crisis and as such be shaped by that intention (Malle and Knobe, 1997; Orlikowski,
2002). The alignment between the intent to do and knowing how to do is what constitutes
capability. This alignment is marked with the bold bidirectional arrow (1) in the
theoretical framework.



172 M. Lundgren

Capability (2) is thus generated through engagement in practice; it is the conscious
activity of adapting, integrating and reconfiguring skills, resources and competences to
reach an intended future condition. Just as intent and knowing should not be seen as
static, nor should capability; rather, it is an ongoing accomplishment that is constructed
and reconstructed as practitioners engage in the practice (Orlikowski, 2002). A
capability’s continuity is achieved as people engage in reoccurring practices, thus
‘encoding’ the knowledge into routine (Levitt and March, 1988; March, 1991). Hence,
capability is not something that an organisation has, but something that can be generated
by people through practice as a product of intentions and knowledge. Misalignment
between capability and routines has been shown to affect practice compliance and to be
related to intent and knowledge (Bulgurcu et al., 2010). Likewise, alignment between
capability and routines can be achieved over time by adapting and reconfiguring intent
and knowledge with stable, routine practices (Berente et al., 2016). The relationship
between capability and routine practices is marked with two unidirectional arrows (3),
where capability shapes and is shaped by the enactment of routine practice (Feldman and
Pentland, 2003).

The following section describes the repetitive, recognisable patterns of practices that
comprise the ISRM routine (4). Identification, the first routine risk practice, seeks to
identify critical organisational assets and associate plausible risks in order to adequately
determine how, where and why something could happen (ISO/IEC, 2013; Spagnoletti and
Resca, 2008). Assets include any element of relevance to an organisation’s system,
including people, procedures, data, information, software, networks, etc. (Whitman and
Mattord, 2014). Risks include threats and vulnerabilities that could potentially
compromise an information system’s confidentiality, integrity or availability, whether
logical or physical, internal or external, human or non-human or accidental or intentional
(Bandyopadhyay et al., 1999; Shedden et al., 2010). This enumeration of risks has been
criticised, however, for neglecting social factors (Dhillon and Backhouse, 2001), such as
knowledge sharing and communication (Padyab et al., 2014; Webb et al., 2016), making
it difficult to ensure that an organisation’s risk managing intentions are aligned with
actual practices (Hirsch and Ezingeard, 2008). A high risk identification capability
depends on more than adequately determining what assets are most critical, what threats
and vulnerabilities the organisation faces or what existing security controls are in place.
Moreover, it must know, what sets of competencies, knowledge and resources exist to
reach the intended outcome (Shedden et al., 2011).

The second routine risk practice, prioritising, seeks to analyse the relationship
between each identified asset and its associated risks in order to prioritise and determine
if and what mitigation action to deploy (ISO/IEC, 2013; Spagnoletti and Resca, 2008).
This criticality is prioritised based on consequences, impact and likelihood of successful
risk exploitation. Estimating consequence and impact requires determining the most
prescient risks for the organisation, recovery costs, prevention expenditures, etc.
(Shedden et al., 2010; Whitman and Mattord, 2014). This challenge is typically addressed
by measuring risks either quantitatively by comparing the costs of mitigation with the
likelihood of exploitation or qualitatively in terms of the perceived impact of the
information system’s loss, corruption or unavailability (Visintine, 2003). The intention to
adequately prioritise risks is a matter of knowing the trade-offs between risk acceptance
and tolerance (NIST, 2011). When considering, for example, regulations around privacy
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and data protection, some risks might be acceptable from an organisation’s operational
perspective, but intolerable from a legal perspective. The likelihood and consequences of
a particular risk are considered in regards not only to the flow and operational efficiency
of the information systems but also to laws, legislations, ethics, costs, policies, standards,
compliances, etc. The effectiveness of prioritising risks, however, can be problematic. As
many organisations consider information about breaches, security compromises, losses
and frequency to be sensitive and confidential, reliable empirical data are in short supply
(Baskerville, 2005). Hence, knowing how to integrate various perspectives on both
resources and competencies is necessary to adequately achieve the intended outcome.

The third routine risk practice, implementing risk-reducing controls, seeks to provide
a consistent, organisation-wide response to risks in relation to their priority (NIST, 2011;
Shameli-Sendi et al., 2016). Controls for information security include any “process,
policy, procedure, guideline, practice or organisational structure, which can be
administrative, technical, management, or legal in nature which modify information
security risk” [ISO/IEC, (2013), p.2]. The resulting risk response can take various forms;
it can, for example, include mitigating (to change the likelihood or consequence of risks
by manipulating, limiting or removing vulnerabilities, access or security controls),
transferring (to shift the risk to other assets, processes or organisations, like outsourcing
or insurance), accepting (risks outcome of a successful exploitation may or may not be
consciously retained) or terminating (to remove the source of risk entirely to avoid
exploitation) (ISO/IEC, 2013; Whitman and Mattord, 2014). The capability to implement
relevant controls with an adequate risk response requires the competency to consciously
challenge the risk source and is grounded in the skill and knowledge needed to
reconfigure present conditions to align with the intended future outcome (Njenga and
Brown, 2012).

The last of the four routine risk practices, monitoring, seeks to survey risks and their
factors (assets criticality, impact, likelihood, legal and environmental contexts and
implemented controls) to review and identify changes (ISO/IEC, 2013; Shameli-Sendi et
al., 2016). Because risks are never static, their factors can change at any time. Routine
monitoring therefore aims to maintain awareness of an organisation’s risk environment
and associated activities to support risk decisions (ISO/IEC, 2013; NIST, 2011). Risk
monitoring surveys the ongoing effectiveness of the risk practices and helps verify the
sufficiency and compliance of implemented controls (NIST, 2011). This is not to say,
however, that compliance equals information security, which is a growing misconception
(Webb et al., 2016). Monitoring capabilities integrate and adapt resources and
competencies to increase risk awareness and alertness (Werlinger et al., 2010).
Monitoring also oversees present conditions and their alignment with the intended
outcome of risk practices.

3 Research method

The research method was based on a concept-centric approach using Ritchie and
Spencer’s (2002) framework of analysis and Okoli and Schabram’s (2010) steps for
conducting a systematic literature review as a predefined search protocol (Kitchenham,
2004).
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Search strategy

Since this article seeks to survey what capabilities are embedded in routine risk practices,
the search strategy targeted articles with descriptive qualitative attributes. This approach
affected the gathering of articles, as qualitative literature is text-based, rich in meanings
and reflective of only partial studies and the findings (Tranfield et al., 2003).
Consequently, the search was not limited to a particular study design, time frame or
journal (Dixon-Woods et al., 2006; Webster and Watson, 2002). However, because risk
management is influenced by human behaviour that constitutes the work practices, the
review saw fit to undertake a more socio-organisational view and delimit the data
collection outlets only to established top journals within the information systems field'
using the following search phrases: ‘information security” AND (‘risk management” OR
‘risk practice’ OR ‘risk mitigation’ OR ‘risk assessment’)”.

Practical screening

The resulting articles were first examined by their titles and abstracts. Only articles
reflecting or discussing ISRM practices were kept and subjected to detailed examination
by the following criteria. For inclusion, a) the article must be written in English and b)
must be within the scope of information security. For exclusion, a) articles reflecting on
information security issues or challenges outside the scope of risk management practices
(workshop or benchmark studies, for example) and b) study proposals, commentaries and
literature reviews not related to risk management practices were excluded.

Quality appraisal

This article aimed to study what capabilities are embedded in ISRM routine practices.
Since underlying intent and knowledge on an individual level are out of the scope of a
literature review, intent was, if not otherwise expressed, associated with achieving
recommendations found in common security management standards, in particular
ISO/IEC (2013) and NIST (2011), as described in Section 2. Capability was thus studied
as the ability to adapt, integrate and reconfigure skills, resources and competences to
achieve these intended future conditions (Teece et al., 1997). Because the research
question focused on understanding what rather than if or how questions, no relevant
article should be excluded due to its quality unless fundamentally flawed. The appraisal
thus looked at the claims and supporting evidence (Hart 1999, as in Okoli and Schabram,
2010).

Data extraction and synthesis

The data extraction method saw fit to follow the systematic process of Ritchie and
Spencer (2002), as the approach segments summarising data into predefined categories in
an existing theoretical framework. Ritchie and Spencer’s framework consists of
five phases and was applied as follows. Familiarisation: the articles were read and key
concepts were noted together with ideas and motivations for emerging themes.
Identifying a thematic framework: this stage can be used to create new theoretical
frameworks but may be excluded if an existing framework is used, as in this case.
Indexing: data were extracted by associating capabilities within any of the four routine
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risk practices as outlined in the theoretical framework discussed in Section 2. Charting:
the extracted data were summarised into a spreadsheet, ‘lifting’ the data from the original
context and into a concept-matrix, mapping the routine risk practice, intent and
knowledge. Mapping and interpretation: in the final phase, differences, relations and
parallels in the data and between categories were explored and synthesised. Finally, the
extracted data were read and reread within the concept-matrix and together with notes
from the familiarisation phase identified protruding themes. The identified themes were
then grouped and synthesised into respective practices.

4 Capabilities in risk practice

This section presents the result of the practical screening and Ritchie and Spencer’s
framework. The search strategy resulted in a total of 73 articles (18 from EIJS, 14 from
1SJ, 3 from JAIS, 5 from JIT, 22 from JMIS, 3 from JSIS and 8 from MISQ). The
practical screening rejected 46 of these articles (3 not available online, 3 cover-pages, and
40 outside the scope of ISRM practices), resulting in a total of 27 articles analysed.

Table 1 An overview of the number of articles found and included from the targeted journals
Journal Hits Available  Included
EILJS — European Journal of Information Systems 20 18 5
ISJ — Information Systems Journal 14 14 4
JAIS — Journal of the Association for Information Systems 3 3 2
JIT — Journal of Information Technology 5 5 2
JMIS — Journal of Management Information Systems 23 22 8
JSIS — Journal of Strategic Information Systems 3 3 0
MISQ — MIS Quarterly 11 8 6
Total 79 73 27

From the analysed literature, various capabilities (the knowledge needed to achieve
intended outcomes) within each routine practice were extracted. Eight capabilities were
identified that reflected the themes of adapting, integrating and reconfiguring skills,
resources or competences that affect the outcome of a given practice.

Table 2 Eight capabilities as identified from the analysed literature

Identify Prioritise Implement Monitor

o Integrating e Knowing the risk e Understanding e Preserving
different trade-offs adequate controls compliance
perceptions e Integrating beliefs e Risk reduction

o Integrating and held values alertness
different

information values

e Adapting to
different desired
outcomes
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Table 3 summarises in one sentence each practice capability based on the data extraction
and theme.

Table 3 A summary of the identified capabilities from each ISRM practice

Identify Prioritise Implement Monitor

The capability to The capability to adapt The capability to adapt The capability to

integrate various to varying security controls to sustain the integrated

perspectives and perspectives of risks enable resources, and  resources and

values to reach arisk  and prioritising them  integrate/reconfigure  competences held by

perception aligned in accordance with the beliefs held by various stakeholders to

with the intended intended outcome. stakeholders. continue the alignment

outcome. with the intended
outcome.

The following section summarises the analysis based on the four general ISRM routine
practices (identify, prioritise, implement and monitor) as discussed in Section 2. The
analysis is segmented by the identified themes to better highlight the different
capabilities.

4.1 Identify

4.1.1 Integrating different perceptions

Moving beyond the traditional view of ISRM as relying solely on technical solutions,
authors prioritising socio-organisational elements when identifying risks in their research
have devoted much attention to employees. The literature generally has two perspectives
on employees, seeing them as either a serious security risk (Lowry and Moody, 2015) or
a great asset in the effort to prevent risks (Spears and Barki, 2010). Although the
two perspectives express opposite views, the intention to identify and control risks is
similar. For example, Lowry and Moody (2015) argue that mitigating some identified
risks can lead to freedom restrictions, which can cause users to act undesirably, creating
new risks. Similarly, Spears and Barki (2010) argue that employees often have necessary
business knowledge that can lead to more effective security controls and that their
participation leads to more engaged employees. In other words, varying perceptions or
values (Dhillon and Torkzadeh, 2006) have been expressed to facilitate alignment
between intent and security risk practices.

In their article on value-focused information security, Dhillon and Torkzadeh (2006)
focused on ‘what we care about’ questions rather than addressing security solely from
normative objectives. Dhillon and Torkzadeh (2006) argue that value informs the relative
desirability of consequences and can help managers create value-based security controls
rather than being limited to standard alternatives. An example of the benefit of adopting
different perceptions and competences in the risk identification routine is provided in one
of Spears and Barki’s interviews with a chief information security officer. As he
explained, “I don’t understand the business like they [the employees] do, so I don’t
understand the information. I don’t understand the relative importance of the information.
I don’t understand the context of the information in the way people do their daily
business, so I don’t know what forms people need the information in, how readily
accessible it needs to be, how it flows through the business processes, and therefore
where the critical junctures are that need to be controlled” [Spears and Barki, (2010),
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p-510]. Integrating different perceptions, such as “what we care about” (Dhillon and
Torkzadeh, 2006), can emancipate those oppressed by security controls (Lowry and
Moody, 2015) and help to address them as assets rather than risks (Spears and Barki,
2010).

4.1.2 Integrating different information values

Traditionally, risk management aims first to identify risks towards a business by
cataloguing all threats to information assets and communication between information
systems. These threats are commonly classified according to confidentiality, integrity and
availability-frequently referred to as the CIA triad (Birch and McEvoy, 1992). Straub and
Welke’s (1998) study on risk management found that the traditional CIA triad was not
equally prioritised in practice, as confidentiality was by far the most frequently discussed
among the organisations targeted by the study. Top managers stressed the need to find
controls that could improve authorisation and access control to information. Interestingly,
in contrast to the findings of Straub and Welke (1998), Dhillon and Torkzadeh’s (2006)
study composed of interviews with managers from a broad cross-section of industries,
found that data integrity alone was a reoccurring theme from the traditional information
security practice. These managers understood availability as a means objective and
confidentiality as the established ownership of information, which reflects different
perceptions of what should be protected. Using the CIA triad as the cornerstone of risk
management can cause managers to overlook or ignore other organisationally grounded
security vulnerabilities and problems. Similarly, Goldstein et al. (2011) argue that the
traditional information security perspective is over emphasised. They suggest that an
organisation’s reputation, after a successfully exploited risk, is more negatively impacted
if the organisation’s functionality (availability or integrity of information) is affected,
rather than the confidentiality of information.

This perspective assigns risk effects solely to the business operation, where the
desired outcome of the information security risk practice is to enable an organisation’s
operational efficiency. However, the desired outcome of ISRM routine risk practices
could also rest with other stakeholders, like the users of a service (Culnan and Williams,
2009; Oetzel and Spiekermann, 2014). From such a perspective, the effect of a certain
risk could be seen as transferred, framing the users of a service as those ultimately at risk,
while positioning the organisation as the threat landscape. An online service, for
example, may need to share certain user information with third parties, thus potentially
exposing users’ information to risk. Users may have no knowledge of the risks they incur
when providing their information to the service. This creates a managerial difficulty in
balancing the users’ privacy and the right and legitimate needs of others. As a result,
Culnan and William addressed privacy as a major part of information security
management, stressing the importance of confidentiality to counter the harm of
information abuse and unauthorised access. The authors also concluded that organisations
dealing with improving privacy behaviours should create a top-down culture of privacy
from an accountable governance process and avoid decoupling privacy from personal
experience.

Oetzel and Spiekermann (2014) present a different view on common risk
identification practices by including privacy. The privacy perspective of risk management
concerns legal compliance and includes auditors, lawyers and data protection officials.
However, privacy risks are largely ignored by most risk practices, resulting in a mismatch
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between identified privacy risks and implemented controls. Consequently, Oetzel and
Spiekermann (2014) incorporated a risk perspective into the ISO risk management
standard. The intended outcome of privacy risks, referred to as privacy targets (e.g.,
systems characterisations), primarily came from existing laws and regulations, such as
the EU Data Protection Directives, but also challenged stakeholders to reconfigure
privacy infringement because of privacy subjectivity. Because of this subjectivity,
organisations should prioritise each privacy target by integrating both an organisational
damage perspective (reputation and brand or financial situation) and a privacy-subject
perspective (an affected person’s social standing and reputation, financial situation or
personal freedom) on a scale comprising limited, considerable or devastating effects. The
value of information could thus be seen as subjective, and integrating various values
could reveal what risks are relevant for a particular stakeholder and organisation.

4.1.3 Adapting to different desired outcomes

Just as information can have different values for different stakeholders, so can the
expected outcomes of risk practices. As Rainer et al. (1991) suggested, the highly
subjective nature of risk identification could potentially cast doubt on its accuracy and
make managers unwilling to base important decisions on them. This could arguably be
the result of varying expectations of the risk practice outcome. Hsu (2009) conducted a
case study on the perceptions and assumptions of different stakeholders regarding
information security standards and certification. Hsu showed that misalignment between
intentions and information security controls might cause them not to be fully embedded
in the day-to-day work of organisations. In the case study, three groups — the team
responsible for the certification process, stakeholders and other employees — were all
found to have varying perceptions of the intended outcome. Interestingly, varying
perceptions of the intended outcome can be found in many studies and seem to affect
actual practices.

For example, the certification team in Hsu’s study sought external competencies to
better understand the potential risks for the organisation. Although existing security
controls were in place, the certification team was not sure that they were compliant. As a
result of interacting with external consultants, the certification team increased their
knowledge about risk management and security measures. However, because of time
limitations, the certification team did not feel they had adequate resources or time to
integrate already existing knowledge from people working in other departments. In a
similar case by Hsu et al. (2014), the organisation created a new position to facilitate
knowledge about risks. Each department manager made appointments on the basis of
their domain’s knowledge and leadership abilities and took turns filling the position. This
initiative helped share knowledge by addressing the gap between the intended outcomes
of information security standards, and the knowledge needed to achieve it.

Likewise, Spears and Barki’s (2010) study on employees’ participation in risk
management found that although internal auditors, risk managers and external consultants
led the risk management work, employees provided valuable insight into in-depth
business activities. This insight helped create new security controls where none had
previously existed and reconfigured existing controls based on a ‘reality check’ provided
by the employees. The gap between the actual business process and the intended outcome
of the information security risk practice was addressed by integrating employees’
competencies. In their case study on improvisation in information security practices,
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Njenga and Brown (2012) also integrated various competences. They created a model to
categorise data by listing items of criticality and potential risks for which managers then
developed creative scenarios. The flexibility of using scenarios “created cognitive
knowledge that would potentially be ideal for feedback, leaving practitioners open to
determine innovative solutions” [Njenga and Brown, (2012), p.603]. As new risks arose
or the environment changed, managers jointly developed new scenarios and built new
creative solutions. Similarly, in their study on critical risk factors to assess impacts of
e-commerce on overall enterprise risk, Sutton et al. (2008) created focus groups to
identify threats by creatively coming up with risk factors that were then tested for
consistency between the focus groups. These studies suggest that adapting and integrating
the intent and knowledge of various stakeholders can affect the outcome of the security
risk practice.

4.2 Prioritise

4.2.1 Knowing the risk trade-offs

The next step in the information security risk practice routine is to assign a level of
impact to all of the identified threats. Traditionally, these threats are measured by
different means, including cataloguing vulnerabilities and their estimated probability
(Birch and McEvoy, 1992). The impact level of threats can be expressed either
qualitatively or quantitatively by various formulas. The advantage of a quantitative
measurement is that it allows the risk practitioner to identify precisely the assets most
critical to the operation of the organisation. Alternatively, when exact figures cannot
express risks and their costs, a qualitative method, such as scenarios, can better reflect
risks (Rainer et al., 1991).

However, it is not always possible to measure risks, as some are simply unknown or
surrounded by too much uncertainty (Cavusoglu et al., 2008; Sun et al., 2006). Instead,
the priority is to identify what risks to tackle first, based on their probability and the value
of the underlying asset being threatened (Oetzel and Spieckermann, 2014). This step,
however, is often based solely on the experience of information security risk practitioners
to know what is important, especially during new or uncertain situations (Njenga and
Brown, 2012).

Risks and mitigation efforts are commonly prioritised based on the weakest link in
order to determine the extent of the organisation’s overall security. Kumar et al. (2008)
offer an alternative view, namely that an organisation’s overall security can be seen as the
interaction between security controls, the business environment and risk (Galbreth and
Shor, 2010; Sun et al., 2006; Wolff, 2016). According to Kumar et al. (2008), it comes
down to the business and threat environments. For example, if a company has an e-
commerce website, the value of that website is higher when the number of users is high.
The objective of risk management is to ensure business continuity, even if under attack.
The priority is to consider interactions between the organisation’s business environment
and the threat environment. For example, information integrity and availability can have
a lower economic impact from security risks than breaches of confidentiality (Goldstein
et al., 2011) because the latter does not significantly affect the firm’s market value. This
contradicts previous beliefs that security risks related to confidentiality are more
important (Straub and Welke, 1998).
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The risk definitions discussed above estimate or prepare for negative outcomes, but
they neglect another important aspect, the level of uncertainty regarding whether the
outcome of a risk will be positive or negative (Sun et al., 2006). Galbreth and Shor
(2010) argue that the trade-off between risk acceptance and tolerance can also be purely
strategic, as shown in their study on software vendors and their products’ vulnerabilities.
Galbreth and Shor (2010) propose that some vulnerabilities can be positive from a
competition perspective. Should an organisation choose to address all security issues, too
much time and money will go towards mitigating vulnerabilities; depending on the
organisation’s market share, this might not be the best option. However, companies with
a monopoly have an advantage in addressing all security issues, as they can extract the
value of this enhanced security through higher prices. Knowing the risk trade-off comes
down to firm values: what risks are important, or “what we care about” (Dhillon and
Torkzadeh, 2006).

4.3 Implement

4.3.1 Understanding adequate controls

Once all identified risks are prioritised, risk-reducing controls can be selected and
implemented to either eliminate or mitigate exploitation. However, one of the biggest
challenges in information security is a firm’s lack of knowledge about the full range of
available and effective security controls to meet a specific risk priority, ultimately
causing managers to adopt inadequate protection (Straub and Welke, 1998). Other studies
have highlighted the challenge of adequately meeting the intended risk priority (Oetzel
and Spiekermann, 2014). In their case, Oetzel and Spiekermann (2014) presented a scale
ranging from satisfactory to very strong to evaluate the security controls established to
maintain privacy. The mitigation scale is directly related to a risk’s perceived
consequences. For example, limited consequences need only satisfactory controls, while
devastating consequences need very strong controls. The difference between these types
of controls or how to interpret them is not elaborated further. This type of misalignment
between intent and knowledge has been shown to affect practice.

For example, Njenga and Brown (2012) found that even though many of the security
standards used today, such as ISO and NIST, specify concrete actions, practitioners at
times must act spontaneously and improvise. If, for example, information access rights
needed to be changed quickly on a request from a department with one type of authority,
such as Human Resources (in assigning job descriptions), it could conflict with other
departments, such as IT (in assigning group profiles) or the Information Security Officer
(in assigning policy), leaving the practitioner with the task of trying to adapt and
reconfigure existing security controls (Njenga and Brown, 2012).

Risks can also be countered by means other than trying to reduce or avoid them, such
as by reconfiguring the risk source (Birch and McEvoy, 1992). Zhao et al. (2013) discuss
transferring risks as a security control. The authors compare three commonly used
transfer controls: third-party insurance, risk pooling arrangements (a mutual form of
insurance where the policy holder remains the owner) or a managed security service
(outsourcing the security risk management). Both third-party insurance and managed
security services completely transfer the risk to a new owner. In risk pooling,
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organisations within that pool share risks and can thus integrate the competencies of each
member organisation to tailor unique security policy terms. The authors do not elaborate
on what constitutes adequate controls, instead highlighting the competences for
reconfiguring existing or integrating new resources to meet a specific risk’s priority level.

4.3.2 Integrating beliefs and held values

As for actual implementation, some scholars argue that the real difficulty is convincing
top managers to invest in security measures, given the conception that they will have no
return on investment and will be unpopular with employees who must adapt to new rules
and processes in their day-to-day work (Rainer et al., 1991). Bulgurcu et al. (2010),
Dhillon and Torkzadeh (2006), Hsu et al. (2014) and Spears and Barki (2010) have
shown, however, that this is not always the case.

Integrating the competencies of other stakeholders has been shown to provide
valuable insights into the implemented controls to see if they ‘make sense’ in the
day-to-day business environment (Spears and Barki, 2010). For example, Bulgurcu et al.
(2010) recognised that seeing employees as assets, rather than a security risk, for
improving information security helped emphasise the factors motivating employees to
comply with information security procedures. Bulgurcu et al. (2010) found that the level
of education and technology knowledge, organisation size or type and information
intensity of the organisation had no significant impact on users’ compliance. Rather, they
showed the effect of reconfiguring employees’ beliefs about intended outcomes on costs
and benefits, safety and vulnerability. In their risk practice study for a major bank, Hsu
et al. (2014) similarly described how implemented risk management procedures and
regulations gained support by building on the bank’s low risk tolerance culture and thus
won the support to reconfigure and adapt to these changes.

The different beliefs and perceptions that underpin the intentions for a particular
security outcome can be diverse, even within the same organisation. In their case study
on an organisation in the public sector, Tsohou et al. (2015) found that managers had
varying views of the outcome of risk practices. Some saw the implemented security
awareness controls as a method of self-defence; others expressed no concern about
external threats but showed more reservation towards internal users or saw security
controls as a set of rules and procedures in case of security incidents or disasters to limit
reputation damage. This misalignment leads to uneven knowledge and the
implementation of security controls; consequently, a firm’s security is strengthened only
by the initiative of individuals. Integrating beliefs and held values are thus important, as
varying perspectives on outcomes can harm security (Dhillon and Torkzadeh, 2006;
Tsohou et al., 2015). Dhillon and Torkzadeh found that security controls need to make
operations easier for the end user; otherwise, creativity on the part of the employees
could lead towards circumventing those same security controls, creating an even greater
security risk. Hsu et al. (2014) noted that one attempt to mitigate this risk was to promote
awareness by passing out a handbook for employees, showing examples and stories to
help them identify risks and follow steps to mitigate them, creating a risk management
‘self-assessment” culture.
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4.4  Monitor

4.4.1 Preserving compliance

After the identified risks have been prioritised and various controls have been
implemented (including process, policy, procedure, guideline, practice, etc.), the
monitoring phase aims to give feedback on the success of and compliance with the
implemented controls. Some scholars have identified the users of an information system
as its weakest link and thus a serious security risk. To address this risk, many
organisations follow strict information security policies and implement technical controls
designed to decrease information abuse. However, it has been suggested that these
security controls are only partially effective because of ignorance. Lowry and Moody
(2015) propose a control-reactant compliance model, showing that security controls can
be a positive factor motivating the intent to comply but that threats towards personal
freedom can result in increased information abuse. Chen et al. (2012) agree that
organisations’ information security efforts are threatened by employees’ negligence and
insider breaches and that technological solutions are not enough to solve the situation
alone. Management has traditionally targeted insider threats by various security controls,
including policies and technical controls. However, employees in general do not seem
motivated to follow the established security controls if they get in the way of their
day-to-day work. Controls built on both punishment and rewards have been studied,
although with inconsistent results. Chen et al. showed that punishment did not motivate
compliance with the policy, concluding that employees’ outcome beliefs in terms of a
reward play a significant role in their compliance.

Other scholars see users of an information system more as rational decision makers
that need motivation. For example, Li et al. (2014) proposed a comprehensive framework
comparing two distinct approaches to achieving compliance, either a sanction-based (rule
adherence, ‘command-and-control’ to determine user behaviours based on the cost of
misbehaviour) or a self-regulatory (users values, ethics and feelings of responsibility
towards the organisation) approach. The researchers conducted an online survey to study
employees’ internet usage and intent to comply with policy. The study showed that
self-regulatory forces, including ethics and justice beliefs, motivated employees’ policy
compliance. Sanctions were shown to be less effective. Similarly, Herath and Rao (2009)
found that employees’ perception about the severity of breaches and response efficacy,
self-efficacy and response costs are likely to affect policy attitudes. These attitudes are
also influenced by organisational commitment. Moreover, employees tend to
underestimate the probability of a security breach. Hsu (2009) found that users and
managers sometimes thought that security measures were only an effort to minimise
technical and operational errors, rather than improve employee knowledge and behaviour.
This resulted in compliance being more inconvenient than beneficial, motivating some
employees to work around the security controls. Tsohou et al. (2015) also concluded that
the lack of security intentions stemmed from existing organisational structures and norms
that were not aligned with intended security practices. Lowry et al. (2015) examined why
users sometimes blame the organisation for their inability to remain compliant with
security regulations, concluding that organisational trust was a major driver for
decreasing computer abuse.
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4.4.2 Risk reduction alertness

In Straub and Welke’s (1998) study on coping with systems risks, interviewees did not
engage in proactive activities as part of risk management, nor did they take into account
feedback to reconfigure or adapt to new control activities. The security action cycle
introduced by Straub and Welke (1998) aimed to integrate knowledge about how to deal
with risk responses so that controls would consider the public prosecution of an abuser,
which would also act as feedback. Spears and Barki (2010) argued that, by including
users in the identification and implementation phase, users subsequently felt more
personally responsible, promoting more alignment and compliance with the security
controls. Hsu et al. (2014) concluded that users were motivated to conduct risk
management self-assessments. The risks and controls used to mitigate them were then
documented, making it possible for employees to update their assessments in real time.
This approach shifted the focus from just having employees comply with the risk
procedures to actively engaging them in looking out for new risks and possible ways of
mitigating the risk. Njenga and Brown (2012) argued that capturing, monitoring and
reporting security incidents depend on various competences in the organisation and that
something that should be reported by anyone who noticed anything did not align with the
intended security outcome.

Although many companies have legal or policy responsibilities to protect certain
information, such as personal information, such regulations are often phrased so that
organisations are judged to be compliant if they implement and maintain reasonable
procedures. It is difficult, however, to determine what constitutes reasonable or
appropriate (Culnan and Williams, 2009). This leaves organisations more concerned with
being compliant than actually mitigating threats, which is more appealing in immature
operational organisations, whereas mature operational organisations maintain their own
security practices based on unique potential risks rather than just following compliance
regulations (Kwon and Johnson, 2013). Interestingly, research and security standards
have provided insight and guidance for how management and users should operate and
use information systems to stay compliant (Smith et al., 2010). However, these
compliance frameworks sometimes show gaps in certain circumstances; in the case of
Njenga and Brown (2012), they left information security practitioners with the task of
adapting to situations and using their own experience to determine what is important and
how to stay compliant. Considering that good compliance does not necessarily mean
good security, but that good security based on risk management leads to good compliance
(Kwon and Johnson, 2013), this gap is important.

5 Discussion

This article contributes to the existing ISRM literature by proposing a theoretical
framework to study what capabilities are embedded in routine risk practices. Analysing
the literature, the framework produced eight capabilities as the result of what people do in
terms of intent and knowledge, rather than something that organisations have. The
analysis suggests that ISRM capabilities are a socially constructed alignment between
adapting and integrating intent and the knowledge to achieve the intended outcome. That
is not to say that any combination of intention and knowledge leads to a capability, but
rather that every capability is the result of intention and knowledge. The relation between
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intent and knowing is bidirectional, meaning that intentions and knowledge shape and are
shaped by each other. The theoretical framework also suggests that capability is the
enactment of a certain practice and that intent and knowledge shape and are shaped by
the outcome of that practice.

The relation between intent and knowledge can be seen in the capability to integrate
various perspectives and values to reach a risk perception aligned with the intended
outcome. For example, Dhillon and Torkzadeh (2006) suggested that intent can be a
starting point for creating security controls rather than being limited by standard
alternatives. However, to make this change, managers would have to seek that knowledge
from outside or within the organisation in order to adapt to it. This particular capability
was noted as integrating different perceptions. Because knowledge is not created in
vacuum but is exercised in situations that give sense to the practice (Feldman et al.,
2016), adapting new knowledge to achieve a certain intent is also affected by the different
desired outcomes that may exist. To this end, in the work of Hsu et al. (2014) and Hsu
(2009), the accrual of additional knowledge aligned security controls with the intent of
different stakeholders; in the research of Spears and Barki (2010), employees’ knowledge
directly helped to shape the risk practice as a ‘reality check’. These examples align with
the theoretical framework in suggesting that intent and knowledge can constitute a
capability when enacted in practice. However, the practical implication has been largely
downplayed, this may relate to research being focused on theory. Whilst prior research
affirms nuances of intent to do and knowing how to do, the shortcoming is seeing the
potential for a fuller explanation of capabilities. By not having the identified capabilities,
each one of them could potentially act as a challenge instead. For example, not
integrating different information values, as illustrated by Spears and Barki (2010),
undermines employees’ knowledge about day to day operations. This, in turn, makes
establishing adequate controls and motivating intent to preserve compliance more
challenging because of gaps between day to day operations and security measures
(Dhillon and Torkzadeh, 2006; Ohki et al. (2009). Of course, capability can only be
associated with intent and knowing on a conceptual level, not in an instrumental sense as
otherwise argued in much of the earlier ISRM literature. For example, the capability to
integrate different information values questions the intention and shaping of the risk
practice from a subjective point of view, asking, what do we care about? In other words,
capabilities do not define a particular set of steps or actions to take and follow, but rather
what enables or constrains a certain practice. How capabilities are embedded in routine
risk practices remains an open question, however, and further research should investigate
how intent and knowing can be developed into capabilities in practice.

Beyond alignment between intent and knowing, perhaps more interesting is the
misalignment found in the capability to adapt to varying perspectives of risks and
prioritise them in accordance with the intended outcome. The literature seems to reflect a
general misalignment between intent and knowing in the prioritisation of risks. For
example, prioritising risks has traditionally been described as a trade-off between
acceptance and tolerance, often expressed instrumentally by comparing the criticality of
assets with the probability of risk to best maintain organisational efficiency (NIST, 2011).
As noted by some scholars, however, this is not always plausible. Some risks are simply
unknown or too complex to be targeted by such an approach (Cavusoglu et al., 2008; Sun
et al., 2006). Intent may be clearly expressed in terms of maintaining organisational
efficiency, but knowing how to achieve the desired outcome is not always as clear as
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simply weighing risks with respect to costs and benefits when such insights might not
exist or be known.

Similar challenges were also found in the capability to adapt security controls to
enable resources and integrate/reconfigure beliefs held by various stakeholders.
Implementing adequate controls is often seen as a natural reflection of a risk’s priority.
However, the capability to understand adequate controls illustrates the difficulty of
aligning intent with knowledge. For example, intentions may be clear after risks are
prioritised, but knowing what accounts for adequate controls and how to implement them
is not always as clear. This misalignment can be seen in Njenga and Brown’s (2012)
study in which the actual risk practice was shaped by the practitioner’s knowledge
through experience. The study showed how practitioners intended to preserve security,
but they exercised their knowledge to make sense of the requested system changes,
shaping the practice and its outcome. Njenga and Brown’s (2012) case is interesting as it
demonstrates that capability is an ongoing accomplishment that is constructed and
reconstructed through the work of practitioners (Orlikowski, 2002).

Misalignment between intent and knowledge can also be seen in integrating beliefs
and held values. Implemented security controls not aligned with the intent to use them
can cause controls to become only spontaneously applied in response to individuals’ own
motivation (Tsohou et al., 2015). If people do not believe or recognise value in the
controls being implemented, why would they intend to comply? The challenge of the
intent to comply was also seen in the capability to sustain the integrated resources and
competences of stakeholders to continue the alignment with the intended outcome. For
example, literature on the capability of preserving compliance outlined various
suggestions for creating and maintaining the intent to stay compliant with implemented
controls. Some scholars suggest that intent can be motivated by fear of being prosecuted
for misbehaviour (Straub and Welke, 1998); others suggested producing a feeling of
being personally responsible (Spears and Barki, 2010). The intent to comply and the
knowledge about security controls could lead to the capability of maintaining risk
reduction awareness. The capability of risk reduction is driven by individuals’ motivation
to actively mitigate risks and is arguably the result of knowledge and a strong intent to
contribute. This topic is ripe for further research, which could investigate how intent and
knowledge can be attained over time and embedded into routines (Levitt and March,
1988; March, 1991).

6 Conclusions

This literature review contributes to the discussion on ISRM by studying what
capabilities are embedded in its routines. Based on four general routine practices
(identify, prioritise, implement and control), this review analysed literature on ISRM
from a practice-based perspective. A theoretical framework was developed, framing
capabilities as knowing how to adapt, integrate and reconfigure skills, resources and
competences to achieve intended future conditions. The resulting literature highlighted
four capabilities within routine practices, namely the capabilities of integrating various
perspectives and values to reach a risk perception aligned with the intended outcome
(identify); adapting to varying perspectives of risks and prioritising them in accordance
with the intended outcome (prioritise); adapting security controls to enable resources, and
integrate/reconfigure beliefs held by various stakeholders (implement); and sustaining the
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integrated resources and competences held by stakeholders to continue the alignment
with the intended outcome (monitor). Future research should build on the practice-based
perspective, studying ISRM in relation to intent and knowing and how these capabilities
can be developed in practice.
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1 Introduction

Information security risk management (ISRM) can be defined as protecting and
preserving the confidentiality, integrity, and availability of information (ISO/IEC 27001,
2013; Whitman and Mattord, 2014). ISRM has seen the development of several processes
that vary in specific steps and procedures but typically include activities for identifying
and valuing information assets, risks and implementing and monitoring security controls
(ISO/IEC 27005, 2013; Shedden et al., 2010; Visintine, 2003; Whitman and Mattord,
2014). Information classification is an activity where information is valued with respect
to the loss of confidentiality, integrity, and availability, for example (Breier and
Schindler, 2014; Fowler, 2003), and it is a prerequisite for analysing risks (ISO/IEC
27002, 2013). In information security, risk is commonly referred to as the potential that a
given threat will be exploited and the harm it could cause the organisation (ISO/IEC
27001, 2013; Lo and Chen, 2012). Identifying and prioritising risk, referred to here as
risk analysis, is the activity concerned with balancing the value of the information assets
identified for protection against recognised threats and is a prerequisite for selecting
possible security controls to mitigate or accept the known risks (Eloff et al., 1993;
Fowler, 2003; Gerber and von Solms, 2005). Security controls can be any “process,
policy, procedure, guideline, practice or organizational structure, which can be
administrative, technical, management, or legal in nature which modifies information
security risk” [ISO/IEC 27005, (2013), p.2]. The literature often depicts information
classification, risk analysis, and security controls as activities performed in a
predominantly instrumental fashion: where information classification serves as input for a
risk analysis that leads to a rational decision regarding security controls, followed by a
feedback operation (ISO/IEC 27001, 2013; Straub and Welke, 1998).

Over the past decades, a substantial body of literature has evolved on the importance
and role of ISRM and its activities, but there has been less focus on how it is practised.
However, whilst several scholars have recognised this gap between formal processes and
those used in practice (Alaskar et al., 2015; Niemimaa and Niemimaa, 2017; Njenga and
Brown, 2012; Shedden et al., 2010; Siponen, 2006; Taylor, 2006; Taylor and Brice,
2012), the relationship between the activities and their interplay, i.e., how activities affect
each other in practice (Coles-Kemp, 2009), has received limited attention. Considering
that information classification, risk analysis, and security controls may be split up and
conducted in parallel or in a different order when appropriate (Parker, 2007), the
organisational and social challenges that ‘lie between’ each activity could reveal clues
about what needs to be investigated. Nevertheless, such ‘in-between’ studies are rare, but
there are indications that they are needed. For example, Ozkan and Karabacak (2010)
conclude that it is not always evident what information needs to be classified and how to
classify it before conducting the risk analysis. This problem has been described by Sajko
et al. (2006) as one of the main difficulties in assessing risk analysis. When viewing
information classification, risk analysis and security controls as activities in an ISRM
process, it is not evident what happens when adapting to new requirements or what
constitutes adequate security controls in relation to information classification and risk
analysis (Baskerville, 1991; Taylor, 2015). Over time, several researchers have stressed
that research needs to address such challenges to better understand the organisational and
social aspects of ISRM (Coles-Kemp, 2009; Sajko et al., 2006; Tatar and Karabacak,



214 M. Lundgren and E. Bergstrom

2012). Thus, this paper aims to analyse the interplay between information classification,
risk analysis, and security controls in practice.

This paper is organised as follows: the following section discusses a challenge-based
perspective, followed by Section 3, which presents the study design. Section 4 presents
the findings, and Section 5 highlights the study’s contributions and discusses its
implications and recommendations for future research.

2 A rational outlook on the risk management process

As problematised above, information classification, risk analysis, and security controls
are often visualised as a series of activities (see Figure 1). After all, this approach
provides a rational process, which has been widely described and adopted in research and
standards alike. For example, Straub and Welke (1998), Reid and Floyd (2001) and
Spears and Barki (2010) outline continuous processes for identifying and prioritising
information assets and security risks, to implementing and monitoring security controls,
followed by a feedback operation to be repeated, if necessary. Similarly, recognised
standards such as the ISO 27000 series recommend a similar set of activities, often
outlined as a lifecycle: “a) identify information assets b) assess information security risks
[...] c) select and implement relevant controls [...] d) monitor, maintain and improve”
[ISO/IEC 27000, (2014), p.15].

Figure 1 A general ISRM process, as described in both research and standards

Information Risk Security

Classification Analysis Controls

©)

In an approach such as the one outlined above, each activity’s output serves as a
necessary input for the next activity. For example, estimating a risk’s impact is often
expressed as a formula based on vulnerability, likelihood and how critical the information
asset is to the organisation. Hence, a critical step before risk analysis is the output from
the information classification (Figure 1, step 1) resulting in an information asset valuation
(ISO/IEC 27002, 2013; Whitman and Mattord, 2014). Likewise, the purpose of security
controls is to respond to risks, but in order to make a rational decision regarding what
risks to mitigate and what risks to accept, the output from the risk analysis (Figure 1,
step 2) in the form of an inventory of identified risks and their level of impact is required
(Shameli-Sendi et al., 2016; Whitman and Mattord, 2014). In addition, many processes
outline a feedback operation to convey historical data from the security controls such as
incidents (Figure 1, step 3), to continuously improve and ensure that they provide an
appropriate level of protection for the organisation’s information assets, and remain
relevant for new risks over time (Ahmad et al., 2012; Webb et al., 2014).

Such an approach advocates instrumental relationships between the activities of
information classification, risk analysis, and security control selection and
implementation. Whilst providing valuable insight regarding implementation, it primarily
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describes ideal inputs and outputs that should ultimately lead to adequate security
controls that address the requirements of confidentiality, integrity, and availability
(Dhillon and Backhouse, 2000). To this end, formal process models serve as rational
guidance for activities, to prevent them from being performed on an ad hoc basis
(Ashenden, 2008; Parnas and Clements, 1986). However, the actual processes are shaped
within the enactment of day-to-day activities and their respective challenges (Feldman,
2000). Consequently, the formal process gives rise to the perception that the activities are
static and not dynamic. This instrumental conceptualisation of ISRM has previously
received scholarly criticism as it assumes there will be controllable and predictable
solutions to protect assets but fails to address the important social and organisational
dimensions (Dhillon and Backhouse, 2000; Dhillon and Torkzadeh, 2006; Doherty et al.,
2009). Socially constructed concepts such as values, beliefs and perceptions of security
and information assets, and organisational influences such as the use of technology,
organisational purpose and agility, can change the relationship between an ISRM process
and its users by influencing its activities (Coles-Kemp, 2009).

Omitting such social and organisational aspects can lead to difficulties in handling
uncertainties or surprises (Ciborra, 1996; Njenga and Brown, 2012) and remain inflexible
in the face of changing requirements driven by the complexity and uncertainty of real-life
situations. Because of this inflexibility, ISRM processes will continue to represent an
ideal for several reasons (Parnas and Clements, 1986). First, managers and information
owners seldom know what assets to protect (Ku et al., 2009; Sajko et al., 2006) or how to
integrate different perspectives on the value of information (Dhillon and Torkzadeh,
2006). Second, even if all information assets were known, some details and
circumstances will not be discovered until later, such as changes in the value of
information as a part of its information lifecycle. Likewise, there is a need to adapt to
different desired outcomes based on varying requirements (Hsu, 2009; Tsohou et al.,
2015), such as balancing cost and security restrictions with the information value
(Goldstein et al., 2011; Kumar et al., 2008). Even if all details and circumstances are
known, humans can only manage so much complexity. Lastly, even if such complexity
could be managed, external forces can lead to changes in requirements that may
invalidate earlier decisions. For example, adapting to new threats, laws or requirements to
remain compliant (Kwon and Johnson, 2013; Lowry and Moody, 2015), or how the roles
of power and politics affect the very standardisation of such compliance requirements
(Backhouse et al., 2006). Understanding such challenges provides details about the
process and can be used as an analytical lens to examine ISRM activities and how they
interplay in actual practice.

3 Study design

To analyse how information classification, risk analysis, and security controls interplay in
practice, an interpretive approach was utilised in which qualitative data was obtained
(Braa and Vidgen, 1999). The method applied a qualitative content analysis using an
inductive approach, which is appropriate when investigating phenomenon with limited or
fragmented knowledge (Elo and Kyngés, 2008).
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3.1 Interview guide

In preparation for the interviews, a semi-structured interview guide was created. To
capture social and organisational challenges within ISRM, the interview guide drew from
Lundgren’s (forthcoming) review on risk challenges within information security. These
eight identified challenges were complemented with additional sources to include
challenges within information classification and to provide an analytical lens to examine
the social and organisational perspectives, as discussed in section two. These challenges
were used as the basis for developing the interview questions. The interview questions
were developed to be focused but not leading, to avoid imposing perceptions or lead the
interviewee to assume particular relationships between activities. Hence, questions
directly targeting activity relationships were avoided. Instead, open-ended question
targeting activities, practices, and processes as a whole were asked to gain insight into
their underlying motivations and the reasons for activity relationships when moving
between activities. The following eight challenges along with sample questions are listed
below:

e Integrating different perceptions — The relative desirability of consequence in
security function or purpose (e.g., Dhillon and Torkzadeh, 2006; Lowry and Moody,
2015). Questions developed for this challenge included “In your experience and from
what you may have noticed, are there any varying perceptions on security controls?
If so, could you explain the origin and/or motivation for these perceptions?”

e Integrating different information value — The subjective judgement of information
value existing within individual perception, motivating what enables or constrains a
certain practice (e.g., Kaarst-Brown and Thompson, 2015; Oetzel and Spiekermann,
2014). Questions developed for this challenge included “Could you describe what it
means for you to perform information classification? Could there ever be situations
where it is not possible to classify the information in alignment with organizational
guidelines?”

e Adapting to different desired outcomes — The different expectations that may result
from varying competences and priorities in day-to-day work (e.g., Hsu, 2009; Sutton
et al., 2008). Questions developed for this challenge included “To your knowledge,
have there ever been situations where implemented security controls do not align
well with other day-to-day work in your organization?”

e Knowing the balance between security and value — The balance between the value of
the information that is to be protected, and the security costs and restrictions this may
imply (e.g., Galbreth and Shor, 2010; Puhakainen and Siponen, 2010). Questions
developed for this challenge included “In your experience, can there be challenges
when balancing security controls against asset values? For example, how would you
resolve a situation where asset value is considered lower than the cost of a
recommended security control?”

e Understanding adequate controls — To adequately balance the relative subjectivity in
information value and risk perception (e.g., Njenga and Brown, 2012; Spears and
Barki, 2010). Questions developed for this challenge included “Could you describe
how you arrive at a recommended security control? Does asset value and perceived
security risk affect the selection of security controls?”
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e Integrating beliefs and held values — Factors such as competence, culture, and beliefs
that can cause security procedures to be viewed as justified and that motivate
compliance (e.g., Hepse et al., 2009; Tsohou et al., 2015). Questions developed for
this challenge included “How does your organization encourage employees to follow
your internal guidelines?”

e Preserving compliance — Commitment to information value and motivate compliance
with established security procedures in day-to-day work (e.g., Chen et al., 2012;
Niemimaa and Niemimaa, 2017). Questions developed for this challenge included
“How does your organization view education on ISRM activities in day-to-day
work? In your own words, how would you describe the overall commitment to and
motivation for complying with your ISRM process?”

e Alertness in adapting to new configurations — Adjusting to new information realities,
risks and vigilance towards security procedures. It is the difference between
stagnated compliance and evolving security (e.g., Culnan and Williams, 2009; Kwon
and Johnson, 2013). Questions developed for this challenge included “How does
your organization work internally to keep your ISRM process relevant over time?
For example, what could cause the need for a reclassification of information assets?”

The complete interview guide was subjected to a pilot interview conducted with a
representative from a Swedish government agency who did not participate in the actual
study. The questions were then refined and revised based on the questions and
suggestions, and the final interview guide contained a total of about 30 questions.

3.2 Sample and data collection

It is considered difficult to obtain field data on how ISRM processes are enacted in
practice (Baskerville et al., 2018; Kotulic and Clark, 2004). Considering that this study
aims to capture social and organisational challenges that ‘lie between’ each activity
within the ISRM process, in-depth data was sought to capture these dynamics. Therefore,
insight into how such processes are practised within an organisation would preferably not
solely depend on interviews (Kotulic and Clark, 2004) but also on an understanding of
the background of rules and expectations, such as internal guidelines; this would provide
richer insight into the ostensible practice, as well as the actual practice of ISRM activities
(Feldman and Pentland, 2003).
In this study, we targeted Swedish government agencies for two main reasons.

1 Swedish government agencies are autonomous, especially in comparison with other
countries, which has some consequences regarding ISRM. For example, all
government agencies are mandated to systematically conduct ISRM, but no
standardised process is enforced, which has led to a wide range of adopted practices.

2 The principle of public access to official records, in most cases, enables access to the
internal guidelines of these agencies.

Despite the mandate described above, not all agencies have implemented an ISRM
process (Swedish Civil Contingencies Agency, 2014), which limits the selection of study
objects. The final selection of agencies was based on a previous study (Bergstrom et al.,
2018) in which four agencies demonstrated mature ISRM processes, including formal
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guidelines and well-described practices. Furthermore, the four agencies were also
selected because they operate in different sectors that provide services and data critical to
society (see ‘Sector and mission’ in Table 1). Considering their critical role to society,
destruction or disruption of their information systems could affect national capabilities
such as emergency response, for example. Thus, ISRM is crucial in their respective
organisations.

Table 1 Background details on the organisations and interviewees

D Sector and mission Employees Role(s)

Al  Enterprise and innovation. Supplies e.g., ~2,000 Information Security
geodata critical to society in emergency Coordinator, and IT
situations. Architect

A2 Health and social affairs. Handles e.g., ~1,200 Security Specialist

economic transactions within one part of the
Swedish welfare system.

A3 Environment and energy. Handles e.g., ~650 Security Architect
warning services for the public.

A4 Public sector coordination. Handles e.g., ~230 Director of Preparedness
cross-sectoral issues related to disaster and and Response

emergency preparedness, and civil defence.

Interviews were conducted with representatives from four major Swedish government
agencies, hereafter referred to as Al-A4. In total, five senior information security
managers involved in their respective ISRM processes were interviewed. For all agencies
but Al, the interviews were conducted individually. In A1’s case, a group interview was
conducted since they had shared responsibilities.

Before the interviews, a short reminder e-mail was sent to each interview subject,
describing the objective of the research and introducing two questions to be considered
before the interview. The first question asked if the subject could recall any particularly
successful ISRM process (information classification, risk analysis, and security controls),
and what factors they thought were key to its success. The second question presented
three scenarios in which requirements regarding information classification, risk analysis,
and security controls were suddenly altered, and if/how the subject thought that would
affect their ISRM process.

The four interviews were recorded and lasted 50-90 minutes each. The researchers
took turns taking notes (as backup) and acting as the interview leader. Directly after each
interview, a contact summary was filled out by both researchers individually, as
suggested by Huberman and Miles (2002). The contact summary was designed to capture
the most salient points of the interview, whilst still fresh in mind, including issues and
impressions. The recordings were then divided among the two authors and transcribed,
each correcting the other’s transcription. The transcribed text amounted to 52 pages.

3.3 Data analysis

Before the data analysis, codes were agreed upon. The codes derived from the
unidirectional relationship between every combination of the activities for information
classification, risk analysis, and security controls. This was done in order to cover all
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possible relationships between the ISRM activities, considering that the aim of this study
was to capture the interplay between each activity. This resulted in a total of six codes:

e information classification — risk analysis

e risk analysis — information classification

e risk analysis — security controls

e  security controls — risk analysis

e  security controls — information classification
e information classification — security controls.

The data analysis was performed in four steps, based on the qualitative content analysis
(Cho and Lee, 2014).

1 Each transcript was individually subjected to a concept-driven coding (Ritchie and
Spencer, 2002) by the authors, identifying chunks of text that typified any of the six
codes. The authors’ results were then merged into six separate documents (coding
manuals), with each document representing one of the codes.

2 The authors then individually and critically examined the text within each coding
manual. This meant identifying points of interest and characteristics by highlighting
quotes that related to a particular code. From this point forward, the authors jointly
conducted the analysis.

3 The authors iteratively discussed and synthesised the differences and similarities of
each coding manual, following the data retrieval process suggested by Gibbs (2007).
In practice, differences between the authors were resolved by critically examining
the motivation for inclusion and suggested code relationships. For example,
discussions about whether a particular quote represented a specific relationship
between two ISRM activities were typically situations where consensus needed to be
reached. This iterative analysis and comparative discussion made it possible to both
frame and re-frame the data to represent each code more in-depth, and to reach
consensus among the authors.

4 Each synthesis was then discussed by the authors and developed into relationship
characteristics with associated descriptions for each code.

4 Findings

This section presents the results of the synthesised data and is organised by codes as
specified in the data analysis. For each code, relationship characteristics identified during
the data analysis (12 total) represent the features of the relationship. Figure 2 illustrates
the dynamic interplay revealed by the analysis; the solid arrows represent unanimous
recognition of the relationship by all agencies, whereas dashed arrows represent differing
recognition of the relationship. Under each code section below, a figure illustrating the
particular activity relationship is outlined, along with the relationship characteristics and
the corresponding agency. A ‘“+’ sign indicates whether the relationship characteristic was
found for a particular agency, and a ‘-’ sign if not.
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Figure 2 The dynamic interplay within the ISRM process, as found in the analysis
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4.1 Information classification — risk analysis

Information classification followed by risk analysis is part of a workflow described in
many standards. However, it is interesting to note that none of the agencies studied use a
full risk analysis as described in most standards (e.g., ISO/IEC 27005, 2013), but rather
as a complementary or optional activity. For example, A3 uses risk analysis only for
infrastructure systems, and for other systems only if there is something out of the
ordinary. The reason is that A3 observed the same risks recurring in the risk analysis.
A2’s reasoning was similar and resulted in the risk analysis only looking at the risks of
not having some of the security controls in place. A3 and A2 both mentioned that it is
impossible to keep a dynamic risk analysis alive over time, which directed them to a
more static view of the risk analysis. A3 and A2 both referred to risk analysis as static,
consisting of a predefined list of threats and vulnerabilities. Another example of the
relationship between information classification and risk analysis comes from Al, which
did not recognise the need for a risk analysis if the information had a low classification.

Figure 3 The information classification to risk analysis activity with relationship characteristics

UL . \ .
Information > Risk Security
Classification Analysis Controls
4 A8

Government agency (—) Al A2 A3 A4
Relationship characteristics ()
Full risk analysis only sometimes required (e.g., information + + + +
classification is high, and extraordinary situations).
Static view of risks in risk analysis (e.g., using predefined lists of threats —— + + -

and vulnerabilities).

All of the agencies perceive information classification and risk analysis as two separate
events, each performed as a group activity, but partly with different stakeholders. For
instance, Al uses information owners and lawyers in the information classification,
whilst for the risk analysis, the focus is on other competencies such as system developers,
project managers, and other management roles. Furthermore, Al explained that it is hard
not to think about risks or security controls when performing the information
classification, but said so with a tone of regret, implying that it is wrong to do so because
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the formal process does not invite such interplay: “when we do classification, people
casily say ‘this will not happen’. But then you have to intervene and say, ‘hold on, we’re
supposed to only consider consequences, not probability’... these are separate things.”
The argument is that in classification, only the consequences of a loss (e.g.,
confidentiality) should be considered and that the classification result could be affected if
they start to consider risks that early in the process.

It should be noted that both A1 and A4 argue that a successful risk analysis requires
more than just the classification (e.g., a number), and preferably considers more
contextual information in the information classification, such as a description of the
information and the stakeholders handling the information. This could support the notion
suggested by Ozkan and Karabacak (2010) and Sajko et al. (2006) that the information
classification to risk analysis relationship is not always straightforward in practice.

4.2 Risk analysis — information classification

The relationship between information classification and risk analysis was the only
relationship where a diametrical difference in opinion was shown. On one hand, A3 and
A4 both recognised a reciprocal relationship between information classification and risk
analysis, arguing that risks can affect the information value. On the other hand, Al and
A2 argued for a strictly unidirectional relationship since risks cannot affect the actual
value of the information. However, Al, A3, and A4 expressed difficulty in refraining
from reflecting on risks whilst conducting information classification.

Figure 4 The risk analysis to information classification activity with relationship characteristics
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Government agency (—) Al A2 A3 A4
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Risk analysis can trigger information classification (thinking of risks - - + +
can justify information value).
Information classification cannot be affected by risk analysis (as risks + + - -

do not change the information value).

This could be interpreted as the result of the challenge in strictly following a formal
workflow, as discussed in section two. A3 and A4 promote this relationship by arguing
that risk analysis provides information classification with additional insight in selecting a
classification level, and hence they argue that there needs to be a reciprocal relationship
between the two activities. This relationship can provide additional insight into the
challenge of integrating different perceptions (as described by, e.g., Dhillon and
Torkzadeh, 2006) into the risk management process.
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4.3 Risk analysis — security controls

The analysis showed that risk analysis could add insight and perspectives on what
security controls should ultimately be implemented. According to A2, when risk analysis
is practised, it ultimately poses the questions of what security controls must be
implemented and what risks are acceptable. Or like the control questions suggested by
A4: “Should we do something or are existing security controls enough?” Similarly, A1l
explains that during information classification, certain information might be classified as
high, whilst during risk analysis, second thoughts about the consequences of losing that
information may lead to dismissing the implementation of certain security controls. Risk
analysis thus acts as the “proof, hint or description of what is important for the board... it
justifies what [security controls] to continue with.” (A1) As such, Al and A4 use risk
analysis to determine and influence the security controls to implement, whilst A2
addresses risk analysis only to assess deficient security controls and to prioritise the
additional security controls needed and the risks to accept.

Figure 5 The risk analysis to security controls activity with relationship characteristics
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Government agency (—) Al A2 A3 A4
Relationship characteristics ()

Risk analysis acts as a filter between information classification and - + - -
security controls (e.g., to sift out predetermined security controls).

Risk analysis guides the perspectives of what security controls to + - - +
implement (e.g., what security controls to create or use to accept or
mitigate risks).

A3 did not, however, express any relationship between risk analysis and security
controls, whereas such a relationship is clearly described by the other three agencies and
occurred naturally as part of their respective processes. A relationship between the two
activities could have a practical implication in better understanding the challenge of
maintaining the balance between security and value (as described by Puhakainen and
Siponen, 2010). Furthermore, it could also aid in understanding adequate controls (as
described by Spears and Barki, 2010), by using risk analysis as a balance between
information classification and security controls.

4.4 Security controls — risk analysis

The security controls to risk analysis relationship was illustrated in various cases as a way
to adjust planned or already implemented security controls. For example, all agencies
described different cases where the actual implementation of security controls became
too expensive or complex. In these cases, this can result in returning to the risk analysis
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to accept associated risks by omitting the planned security controls (Al), or as A4
described it “one would only need to go back one step [to the risk analysis]: are there any
other security controls that could provide a similar result but are not as costly?”

Figure 6 The security controls to risk analysis activity with relationship characteristics
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Government agency (—) Al A2 A3 A4
Relationship characteristics (|)
Decided/planned/existing security controls can use risk analysis as a -+ - +
filter (e.g., when security controls are too expensive)
Security controls trigger re-evaluation of risk analysis (e.g., when + - + +

security controls are too expensive or complex or when incidents occur).

According to A2 and A4, regarding the relationship between the security controls and
risk analysis, planned or already implemented security controls, rather than information
classification, serve as an input to the risk analysis to identify possible risks resulting
from not having certain security controls in place. For example, in the case presented by
A2, security controls are determined before the risk analysis, reducing risk analysis to a
kind of filter to determine what risks to accept and what security controls must be
implemented. The relationship between the security controls and risk analysis can also be
seen when auditing implemented security controls. In this case, security controls are
examined if they are still effective and acceptable with regard to the risk analysis (Al).
Similarly, the effects of both actual and hypothetical security incidents on security
controls are often provided as inputs to the risk analysis activity to evaluate the
effectiveness of existing controls or determine the need for the controls (according to Al
and A3).

Interestingly, the agencies indicated that new threats do not trigger a re-evaluation of
the risk analysis, but external or internal factors regarding security controls such as costs,
complexity and incidents do, which means that security controls can trigger a re-
evaluation of the risk analysis, which in turn can change the security controls. In other
words, there is an interplay that addresses the challenge of alert adoption of new
configurations (as described by Culnan and Williams, 2009).

4.5 Security controls — information classification

The progression of security controls to information classification is a part of the flow
described in many standards because it often operates as a lifecycle. In other words, this
relationship mainly addresses the triggers for a reclassification. All of the agencies use
time as a trigger. For example, every two to three years, information is reclassified to
update the classifications. External factors such as incidents can also trigger a
reclassification because the existing security controls were not up to par and this, in turn,
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can trigger a re-evaluation of the asset value. Additionally, both A3 and A2 describe
system changes and procurements as a trigger for re-evaluation when new applications or
systems are introduced.

Figure 7 The security controls to information classification activity with relationship
characteristics
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Security controls trigger reclassification (e.g., time, incidents, changes + + + +

in requirements, system changes, and procurements).

Furthermore, security controls can alter an existing classification level or help determine
a classification level. For example, A3 states that once security controls are decided, they
might have to go back and change the classification after the planned security controls are
discussed with system architects. Similarly, A1 uses an implicit link between security
controls and information classification to illustrate the security controls required for a
certain classification level. Hence, changes in security controls or in their requirements
reflects back on the classification level.

This workflow could help the challenge of integrating different information values, or
as Al described it: to give additional insight in selecting a classification level. This
interplay has a practical implication since information classification and security controls
could potentially decrease the incidence of subjective judgement in information
classification (a common problem described by Kaarst-Brown and Thompson, 2015), as
the focus changes from the wording in the classification matrix to security control
requirements that could be perceived as being more easily understood. This also connects
to the previously described challenge of integrating beliefs and held values.

4.6 Information classification — security controls

The information classification to security controls relationship is not well-documented in
the literature, but all of the agencies displayed a direct relationship. For example, Al
states that there is an implicit and unstated relationship in the internal guidelines, but
“very often we say... that this information is so important that we impose higher
requirements, e.g., on... user credentials or authentication methods” already in the
information classification. Similarly, A4 recognises this relationship for information
classified at the highest level. In part, the reason behind this is that certain assets, such as
personal data, require specific procedures for handling, which are themselves security
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controls. Al also states that the implicit link between information classification and
security controls can help people conduct the classification. According to Al, it provides
a better understanding of the security controls required for a specific classification level
that is not obtained as a consequence of a loss, as otherwise proposed in the literature and
standards (ISO/IEC 27000, 2014; Whitman and Mattord, 2014).

Figure 8 The information classification to security controls activity with relationship
characteristics
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A3 and A2’s internal guidelines, on the other hand, have both explicitly described
security controls for each level of consequence in their respective information
classification scheme. Both agencies see various benefits in this approach. For one, it
speeds up the process, since they do not need to start from scratch identifying new
security controls every time. Second, it provides a more consistent approach for
identifying and implementing security controls in the organisation. However, this
circumvents the risk analysis. But in A2’s reasoning, this is still a feasible approach
because the security controls are taken primarily from ISO 27001. In A2’s reasoning, the
security controls outlined in the standard carry an inherent risk if they are not
implemented, hence there is no need to conduct an additional risk analysis. Furthermore,
A2 and A3 also express that the information classification to security controls
relationship must exist due to external forces such as legal regulations. For example, the
introduction of EU’s General Data Protection Regulation (GDPR) will further strengthen
the need for a direct relationship between information classification and security controls
in order to meet the requirements of demonstrating what and how information is
protected.

5 Conclusions

The purpose of this study was to analyse the interplay between information classification,
risk analysis, and security controls in actual practice. Representatives from four major
Swedish government agencies (A1-A4) have been interviewed, and the study indicates
that formal processes, commonly outlined in research and standards as a series of
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activities performed in a predetermined order with expected inputs and outputs, do not
reflect reality, as actual practice is more dynamic.

Twelve characteristics, as presented in Figures 3-8, have been identified that have
both theoretical and practical implications because they indicate social and organisational
challenges that affect the process by influencing its activities. For example,
organisational factors such as the budget or technological complexity could trigger a
re-evaluation of risks to change their outcomes. Similarly, socially constructed concepts
such as asset value or beliefs about an activity’s outcome could inspire deviations from
the formal process to, for example, increase security controls for a particular information
asset without conducting a full risk analysis.

However, it was found that not following formal processes can be perceived as
something negative. One example of this can be seen in a comparison between Al and
A2, where the former observed any deviation from the formal process (as outlined in
many standards and research studies) as something bad, whilst the latter openly embraced
such deviations and used them to tailor practices to better fit the context. However, at the
same time, the empirical data for all agencies, including A1, indicated that the interplay
between activities sparked dialogues that enabled more well-informed decisions, such as
choosing a specific information classification level or security control.

In practice, a dynamic interplay emerges between activities, rooted in social and
organisational challenges, that ultimately configures the formal process to better fit the
given context. In this study, the dynamic interplay was strongest in security controls, as
these were often seen as a guide for the valuation of risks or assets. Interestingly, this
resulted in a process more driven by security controls than the traditional risk-driven
process.

However, future research is recommended to further refine and improve the findings
to help visualise the gap between standards and practice and to better describe the
interplay in actual practice. To overcome some of the limitations of this study, we
recommend more research in both the private and public sectors, within various countries
and cultures and using different research designs to further explain the dynamic interplay.
Findings from studies that address the fact that processes are practised differently in
reality than in theory will have implications for research and for developers of standards
and guidelines alike. In practice, this could lead to new instructions for how, when and by
whom information classification, risk analysis, and security controls are practised.
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Abstract

Purpose — The study aims to revisit six previously defined challenges in information security risk
management to provide insights into new challenges based on current practices.

Design/methodology/approach — The study is based on an empirical study consisting of in-depth
interviews with representatives from public sector organisations. The data were analysed by applying a
practice-based view, i.e. the lens of knowing (or knowings). The results were validated by an expert panel.

Findings — Managerial and organisational concerns that go beyond a technical perspective have been
found, which affect the ongoing social build-up of knowledge in everyday information security work.

Research limitations/implications — The study has delimitation as it consists of data from four public
sector organisations, i.e. statistical analyses have not been in focus, while implying a better understanding of
what and why certain actions are practised in their security work.

Practical implications — The new challenges that have been identified offer a refined set of actionable
advice to practitioners, which, for example, can support cost-efficient decisions and avoid unnecessary
security trade-offs.

Originality/value — Information security is increasingly relevant for organisations, yet little is still known
about how related risks are handled in practice. Recent studies have indicated a gap between the espoused
and the actual actions. Insights from actual, situated enactment of practice can advise on process adaption
and suggest more fit approaches.

Keywords Asset valuation, Information security, Practice theory, Risk management

Paper type Research paper

Introduction

Information Security Risk Management (ISRM) has been defined as a continuous process to
identify and mitigate risks towards an organisation’s critical information assets. More than
a decade ago, Kotulic and Clark (2004) highlighted the importance of empirical studies in
ISRM. Since then, little is still known about how organisations protect themselves in practice
(Baskerville et al, 2018). The lack of empirical understanding makes it difficult to draw
insights on how organisations actually conduct ISRM, what challenges they are confronted
with in their tasks, and the nature of knowledge required to mitigate them. Lately,
researchers have further pointed out a need for practice-based research within the
information security domain. Niemimaa (2016) and Alaskar ef al. (2015), for example, noted
that most empirical research focuses on intention rather than actual behaviour. As a result,
they recommend that future studies should be conducted on actual practice to illustrate
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further how management processes do not always follow the espoused pattern in standards.
Similarly, Shedden et al. (2010) stressed in their study the importance of a practice-based
perspective to ISRM to explore its effectiveness within organisations. Likewise, Alshaikh
et al. (2018) have demonstrated an applied practice-based lens to closer align security
training with the organisational context, while Obrand ef al (2012) grounded their study on
a practice-based approach to understand better how risk management activities emerged
over time. Thus, to the best of our knowledge, a few studies have shown the potential of a
practice-based lens.

A consequence when disregarding practice may lead to overvaluing the formal
approaches while undervaluing situated enacted activities, i.e. how practice adapts its
processes to real situations (Jarzabkowski et al., 2016). One example of this can be seen in the
growing misconception that compliance with formal processes is equivalent with good
security (Kwon and Johnson, 2013; Webb ef al, 2016). Not only does this leave many
organisations more concerned with accommodating rather than developing and adapting
security practices tailored to their unique context (Kwon and Johnson, 2013; Webb et al,
2016), it has also been shown that strictly following formal practices will be “de-skilling to
practitioners because creativity and reflexivity is stifled” (Njenga and Brown, 2012, p. 594).
In other words, practice is what gives actual, contextual meaning and locally produced
knowledge to formal approaches, and should be studied as it has proven to provide valuable
insight to ISRM for practitioners and researchers alike.

This paper aims to provide insights into new challenges that are grounded in
organisational management of information security processes. The study revisits six
previously defined challenges from Fenz ef al (2014) and, by doing so, our effort is to
progress further research on practice-based theory in the ISRM field by translating
challenges to reflective actions, called knowings.

This paper is organised as follows; the next section discusses current ISRM processes
and associated challenges, while the section after that presents the study approach. The
following section presents and discusses the empirical findings. The next section accounts
for the results, i.e. proposes a number of relevant insights for practice, and the final section
concludes the study.

Challenges in the current Information Security Risk Management processes
Information security visk management processes

Over the past decades, the development of various ISRM processes has gained attention in
the literature (ISO/IEC 27005, 2013; Bowen et al, 2006; NIST SP 800-30 2012). To be
applicable in different contexts, such processes are designed to be universal in scope,
focusing on “formal, rule-based descriptions of procedures to be followed” (Njenga and
Brown, 2012, p. 594). Therefore, risks towards information assets are seen as something that
can be controlled if managed rationally and sequentially (Coles-Kemp, 2009; Dhillon and
Backhouse, 2001).

Typically, these procedures’ descriptions emphasise processes for measuring and
identifying valuable assets within the organisation and selecting means of controlling risks
towards those assets based on predictions and historical comparisons (Baskerville et al.,
2014). Standards such as ISO/IEC 27005 (2013) and NIST SP 800-30 (2012) outline a
continuous process to identify assets and existing countermeasures, assess risks and their
likelihood to mitigate or accept those risks (ISO/IEC 27005, 2013; NIST SP 800-30, 2012).
Furthermore, researchers such as Straub and Welke (1998) and Spears and Barki (2010),
have similarly outlined ISRM as containing activities for identifying and prioritising
information assets and security risks to implement and monitor countermeasures.
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Evaluation of additional ISRM processes has also shown that there are only minor
differences in their description (Fenz et al., 2014). While varying in specific steps or depth,
the process descriptions typically include activities for identifying and valuing assets,
predicting risks and implementing adequate countermeasures (ISO/IEC 27005, 2013;
Shedden et al., 2010; Whitman and Mattord, 2014; Visintine, 2003; Baskerville et al., 2014).

Six challenges in Information Security Risk Management

Fenz et al. (2014, pp. 419-422) find it achievable to theorise on the main challenges for
organisations. Therefore, they propose, six current and fundamental challenges that
still effect how risk managers come up with sound results. Starting from these six
challenges as a frame of reference, additional input from the literature has here been
used to refine each challenge’s description. The refined challenges can thus be
presented as follows:

Asset and countermeasure inventory. The challenge relates to the problems of
identifying what would be a valuable asset to protect and what potential countermeasures
could be used to protect the asset. The challenge relates to, e.g. how to identify information
capital (Bunker, 2012; Ku ef al., 2009), especially considering that information is everywhere
and can take any shape (Saxby, 2008). Additionally, most ISRM processes lack a reliable
asset inventory approach (Vose, 2008) adding complexity to the challenge.

Assigning asset values. The challenge relates to the actual assignment of a value to an
asset. This includes, e.g. the basics of such estimations (Aksentijevic ef al., 2011; Al-Fedaghi,
2008), a lack of motivation for valuation among colleagues (Hayes, 2008) and the subjective
judgment (Glynn, 2011; Kaarst-Brown and Thompson, 2015) associated with it.
Furthermore, the development of classifications (Baskarada, 2009) is based on too generic
standards (Bayuk, 2010), which can be troublesome for organisations. Also, deciding the
granularity of the information (Blyth and Kovacich, 2006) and getting it performed
consistently in the organisation (Eloff ef al, 1996) is difficult, especially considering that
technology cannot solve the problem (Everett, 2011).

Fuiled predictions of risk. The challenge is described in relation to an attacker’s
interest in the organisation’s assets. That interest is hard to predict as it changes over
time. Prevention of predicted threats is inherent in the actual paradigm of ISRM
(Baskerville ef al., 2014). However, not all risks are predictable, measurable and
persistent (Taylor, 2015); some are more unpredictable and better suited to interpretive
approaches (Spagnoletti and Resca, 2008).

The overconfidence effect. This challenge relates to managerial issues not typically
addressed in standards and frameworks (Fenz ef al.,, 2014). Challenges include managerial
styles that are often grounded in being far too optimistic (Taylor, 2015; Rhee et al., 2012), the
authority of information security leaders (Collette, 2006; Taylor, 2015) and a lack of
standards for particular sectors (Janczewski and Xinli Shi, 2002).

Knowledge sharing. This challenge relates to the necessity of sharing information in and
between organisations. Awareness of this challenge can be useful in risk prediction to assess
better how information and knowledge assets are put at risk (Padyab et al, 2014).
Knowledge sharing is important to sustain the operational complexity in risk prediction and
rests both individually and collectively within people (Shedden ef al, 2011).

Risk vs cost trade-offs. This challenge relates to being cost-effective in balancing costs of
countermeasures and the expected loss of an asset. The challenge identifies the lack of cost
estimation techniques related to risk management activities as one of the main weaknesses
of current risk management processes (Sadok and Spagnoletti, 2011; Lawrence ef al., 2003).

Risk
management
challenges
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Table I.
Background details
on the organisations
and interviewees

Study approach

Data collection

To capture reasoning in practice, a qualitative research approach was designed. To gain an
understanding of organisations ISRM processes, rich insights could be based on sampling from
a few respondents possessing expertise in the chosen area (Kvale, 1996; Patton, 2014).
Therefore, statistical generalisations were not sought after, but instead, saturation of the chosen
topics, i.e. patterns in the answers can be identified and themes reoccur (Mason, 2002).

Considering the difficulty to obtain field data on how ISRM processes are enacted in
practice (Baskerville ef al, 2018; Kotulic and Clark, 2004), Swedish public sector
organisations were chosen. The reasoning behind this was twofold. Firstly, owing to the
principle of public access to official records, internal policies are generally more accessible.
Secondly, the Swedish public sector is required to work systematically with ISRM; however,
there is no nationally enforced standard. Thus, the public sector has adopted different ISRM
approaches in practice.

The organisations included in this study were selected on the basis of their expertise and
that they had well-documented policies and implemented procedures. A study on Swedish
ISRM practices revealed, however, that despite being a requirement, only 60 per cent of
Swedish Government agencies have an established activity for risk management, and only
43 per cent have one for asset valuation (Swedish Civil Contingencies Agency, 2014).
Drawing on the result of a large survey in governmental Sweden (Bergstrom ef al, 2018),
four public sector organisations were chosen for this study. Each organisation represented a
different sector providing functions critical to society, and demonstrated particularly mature
ISRM processes. The organisations provided their internal policy documents for analysis,
which added secondary data to the study. The key responsible ISRM roles within the
respective organisation were identified in parallel with the review of the internal policies and
were interviewed. In three of the four organisations, the selected interviewees were also the
writers of their respective internal policy. An overview of the organisations and
interviewees is presented in Table L.

An interview guide was developed based on the six refined challenges. Thirty open-
ended questions (Bryman and Bell, 2011) were formulated as a basis for the interviews,
targeting ISRM activities and practices. The questions were open-ended to avoid imposing
our perceptions on their answers. Altogether, the interviews and the internal policies gave
rich insights into motivations and reasoning among the respondents.

Each interview lasted between 50 and 90 min and was recorded. The recordings were
divided among the authors for transcription in its entirety and double-checked by each
other, resulting in 52 pages of transcriptions.

Data analysis

The practice lens of organisational creation of meaning, in short, “knowing” or “knowings”,
was applied for finding the unit of analysis. Knowing is described by Orlikowski (2002,
p. 249) as follows:

D Sector No. of employees Role(s)

Alpha  Health and social affairs ~1,200 Security Specialist

Beta Environment and energy ~650 Security Architect

Gamma Enterprise and innovation ~2, 000 Information Security Coordinator, and I'T-Architect

Delta  Public sector coordination ~230 Director of Preparedness and Response
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Purposive and reflexive, continually and routinely monitoring the ongoing flow of action—their
own and that of others—and the social and physical contexts in which their activities are
constituted.

The important perspective here is to apply knowing as a verb indicating action, doing and
practice. Thus, the transcribed answers were first categorised, using concept-driven coding
(Spencer and Ritchie, 2002). The categorised material was then discussed and merged into a
new document and thematised into themes of knowing through the practice-based lens,
emphasising enacted activities that got “their work done”.

Validation

In ISRM research, there is a general lack of validation, and there are various approaches on
how to perform it (Fenz and Ekelhart, 2011). Silverman (2015) recommends qualitative
research approaches to take the results “back to the people” to see if they conform to their
own experiences. Similarly, Fenz and Ekelhart (2011) suggest that expert panels are a good
approach for validating ISRM results as it is one of the few ways that accounts for various
real-world parameters.

Hence, to validate the knowings and practices that met the refined challenges in practice,
opinions were sought from a broader set of information security managers. An expert panel
consisting of 16 senior information security managers from public sector organisations was
organised. None of the participants in the expert panel came from the four organisations
targeted in this study. The expert panel consisted of nine chief information security officers,
two chief technology officers, and the remaining five had other various information security
management roles.

The expert panel was held as an hour-long session, where the authors presented how the
challenges had been met in practice, followed by discussions. The session was recorded and
transcribed.

Empirical results

One of the common pitfalls in practice-based research is taking the existence of isolated
entities for granted (Feldman and Orlikowski, 2011). To address this, the empirical result
was divided into its respective challenge and referenced to the organisation making a claim.

Asset and countermeasure inventory

The investigated organisations acknowledge the difficulty in identifying information assets
with high granularity. They have instead moved towards identifying the systems in which
the information resides in, to abstract the level of detail and by having a direct relation
between asset values and countermeasures. This approach rests on the belief that different
information types may exist within the same system, and that it makes sense for them to
value the whole system based on the most sensitive information present in the system. A
consequence is that they over-protect some information, but the difficulty of implementing a
variety of countermeasures matching the different valuations on the same system is a
greater challenge and considered a less effective use of resources.

Alpha and Beta both emphasised that they perform an in-depth initial identification of all
infrastructure systems present in their respective organisations, and are valuing the
infrastructure with regard to present or needed countermeasures. They explained that this
approach makes the system identification, and hence the subsequent valuation easier.
Because all information flows and connections in entangled systems do not need to be
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investigated as thoroughly, since the information flows will inherently be protected if the
infrastructure is protected. Alpha justified this as follows:

Instead of digging down in each individual [information] flow, every row, [...] I mean if you do
not have matching countermeasure levels later [. ..] [which is] a common approach to valuation,
what’s the meaning by noticing the difference [in value] between different rows?

Another motivation for the system identification approach was given by Gamma who
believed that it can be seen as positive when some information is over-valued and henceforth
over-protected in a system as it is considered too hard to capture all changes to the asset
value over time in its life-cycle.

An additional insight also came from Gamma that pointed out that the organisation does
not necessarily have to invest in identifying and valuing all information, but rather do it on-
demand and to start where it gives the most “bang for the buck”. For example, if there are
changing risks to a system, it could, as clarified by Gamma, trigger a new valuation.

The investigated organisations can be said to have a viewpoint where the valuation of
the identified information is not separated from countermeasures, but rather that
countermeasures are a consequence of the valuation. The organisations have either
established a direct link in their internal policies between information value and specific
countermeasures, or they have a clear understanding of what certain information values
would require regarding countermeasures. Beta, for example, expressed this as follows:
“and then, from the valuations, we knew what kind of information [we possessed], and then
we also knew what types of protection we wanted to apply”. Furthermore, both Beta and
Delta highlighted that it is important also to perform an inventory of laws and regulations
that affect the organisation as they can be used as a motivation for defining minimum
requirements on countermeasures.

It was also pointed out by the investigated organisations that one should be aware that
the implemented countermeasures reflect a snapshot in time of the system and that
countermeasures effectivity and information values change over time. Beta pointed out that
either they have to do new valuations regularly over time or it has to be incident-driven so
that systems that are often affected by incidents have to be revalued.

Assigning asset values

The organisations have all spent considerable effort in establishing the groups performing
the valuation, finding ways to motivate the employees, and defining the role of the valuation
in the ISRM process.

Determining the value of information assets is described in the literature as difficult and
problematic because of the subjective judgment that has to be made. The investigated
organisations suggested that a concrete way of reducing this subjectivity is to have a clearer
link between information types and countermeasures as described earlier, in which specific
countermeasures match the consequence of a valuation. The benefit of using predefined
values for certain information types, which also increase consistency, throughout the
organisation, align with the suggested approach.

Similar to the findings in the challenge of inventory of assets and countermeasures, the
organisations that chose a system valuation approach allows a larger group with diverse
skills and experiences to participate and highlight the information in a system, and its use
from several perspectives. Such a group-based workshop approach with open discussions
has been adopted by the investigated organisations. Gamma adds that the workshops are
trying to consider the information life-cycle to capture all stakeholders. The group-based
workshops invite, for example, lawyers in the valuation process at both Beta and Gamma.
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Beta invites many different competencies, or in their terms, “the right people” to the
valuations, to get an as unbiased view as possible of the information assets in question,
including those finally responsible for implementing the countermeasures. Ultimately,
whom to involve in the workshop depends on what system is being valued and which
stakeholders it addresses. Gamma also states that it is important to understand that group
composition is something that will take shape over time and that one cannot specify the
participants from the very beginning.

The respondents expressed that it is difficult to motivate employees to perform the
valuation. Alpha has tackled this challenge by following up the results of the valuation and
by making the results visible throughout the entire ISRM process. In Alphas words, the
valuation

Is important, and considering the time it takes, it should result in something more than just
putting a label on the information. Otherwise, everyone will start wondering; ‘Ok, this information
was so important, what happens now? Why don’t they care about it half a year later? So it is very
important that it is actually followed-up [. . .] so that the organisation can confirm throughout the
[ISRM] process.

An important additional aspect is to ensure that there is a clear output of the valuation that
goes into the risk prediction, not only the numeric value itself but also contextual
information about usage and users to help motivate countermeasures.

Fuailed predictions of risk

Contrary to suggestions from the literature on ISRM processes, none of the organisations
conducted risk prediction in the suggested way. Risk prediction was seen as a complex and
highly time-consuming activity. Because of this, it became mostly an activity to rank pre-
determined countermeasures to be implemented on the basis of a fixed list of risks, and not
applied as an activity to uniquely choose countermeasures based on risk predictions.

However, both Alpha and Beta used to conduct risk prediction but soon found that the
same or similar risks appeared each time. Consequently, Beta stopped conducting risk
predictions on smaller systems unless there was a reason to believe that a particular system
was targeted by unexpected risks. Instead, Beta abstracted their component for analysis to
entire infrastructures. Beta argued that “we have a pretty good understanding of what
assets are important within the infrastructure, so it makes sense to focus the risk prediction
on the infrastructure”. Furthermore, Alpha does not use risk prediction to decide on final
countermeasures. Instead, they have correlated particular asset values with particular
countermeasures. Nevertheless, risk prediction still plays a part in Alpha’s work, but merely
as a filter to determine in what order to implement the countermeasures. Previously, Alpha
used to have an algorithm to help calculate and prioritise what countermeasures to
implement. However, as no one in the organisation used it, the responsibility of determining
the order of countermeasures to implement came to rest with the system owner.
Interestingly, Beta and Alpha recognise that their current approach might not provide as
much detail as otherwise characterised by traditional approaches in risk prediction. Alpha
states that they will inevitably “miss maybe 5 per cent of risks that are never found, and the
only way to find them is to make unique risk predictions”, yet they conclude, ‘. . .] our way
of doing it still covers most of all risks, and it provides much better use of resources”.

Delta and Alpha argue that software tools could only theoretically help to conduct risk
prediction, but would be practically infeasible. They build their argument on the notion that
a continuous stream of risk predictions is not reasonable considering the required
implementation and monitoring of countermeasures. Alpha describes that
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Even though I could wish that we had risk prediction software [. ..] no, that is not for us. When
we work with this in practice, after an asset has been valued, several countermeasures are already
mandated, something that can take 6-18 months to implement.

Beta notes that the skills for how to manage risk are not easily shared, something they have
spent much time trying to perfect. The only successful approach, according to Beta, is to
simply exercise risk management over a long period to reach organisational fit.

The overconfidence effect

To overcome some of the challenges posed by the overconfidence effect, the organisations
had, to avoid ambiguity, developed a clear ISRM process accompanied by tailored
guidelines and expectations for daily work. Additionally, top managers were assigned
responsibilities for final decisions on organisation-wide countermeasures.

Alpha, for example, use established formats describing the relations between asset
values and specific countermeasures. This documentation has, in turn, removed some of the
ambiguous decision-making in finding suitable countermeasures. Consequently, top
managers decide the final risk acceptance, and will also be responsible for determining
additional countermeasures that go outside what has been established. This has made the
process more transparent to the entire organisation. Similarly, for Gamma, this has also
worked as a motivator in sanctioning additional economic support from top managers.

In an effort to cultivate the established ISRM process, Alpha and Beta have, as they
describe, dedicated plenty of resources trying to educate employees about its activities
through workshops and tailored guidelines. Alpha expresses that having a clear, detailed
outlined ISRM process is key to success as “it gives a clear benefit for the organisation, and
the organisation itself experience the [ISRM] process as something that adds value and is of
use for them”. Alpha even indicates that they do not want an extensive “ISRM manual” but
rather target-oriented instructions for all employees. Gamma takes it one step further and
uses an approach that can be described as need-to-know, where only the closest ones will
learn about, for example, how to perform the valuation. Beta similarly develops their
guidelines by tailoring it to the targeted employees by elaborating questions such as “How
would these requirements be met and understood by the targeted audience?” and “How can
we change it to make the message clearer?”.

An organisation-wide understanding of the ISRM activities affected Alphas and Betas’
attitude towards information security. Rather than seeing ISRM as a hindrance or
something only necessary to abide by laws and regulations, ISRM was believed to have
ethical or moral consequences. In Betas case, for example, compliance was motivated
because there could be dangerous consequences in the real world if systems were not
adequately protected. Similarly, Alpha had a culture of quis custodiet ipsos custodes (who
will guard the guardian). For example, during system development, intended system owners
will critically review the predefined requirements in a series of dialogues with the
developers. Because the system will ultimately be assessed by a champion to assure its
countermeasures, developers and future owners have realised that any shortcuts will
inevitably be more costly in the end for both parties.

Knowledge sharing

An important aspect of tackling the challenge of knowledge sharing is how to accomplish a
coherent ISRM process in practice. All the organisations stressed the importance of
including a champion with key skills in all the activities of the ISRM process, making these
champions the glue that makes the processes coherent. The investigated organisations saw
different champions. For example, Alpha saw a security specialist as a champion, while



Downloaded by Lulea University of Technology At 07:09 08 June 2019 (PT)

Gamma saw an IT architect. Having a champion contribute to reducing problems with
different views on asset valuations, and offer an inherent possibility of monitoring the whole
ISRM process. Beyond a champion, it was also stressed that the organisational side with its
knowledge of how and by whom certain information is used, together with the IT
department with its technical know-how, are represented and participate throughout the
whole ISRM process. This knowledge does not need to be in-house, as shown by both Delta
and Gamma. Instead, they collaborate closely with other similar organisations within their
respective sectors, to borrow and share competence when needed, such as technical know-
how for a particular system.

Beta expressed that they have dialogues that are not part of the formal ISRM process, but
that add insight. For example, when systems are being procured or developed, an effort to
capture requirements, or perform preliminary valuations are made. These informal
dialogues are initiated either by the champions, from the procurement or development side.
It is viewed by Beta as a sign of a mature ISRM process because the champions do not have
knowledge of everything in progress within the organisation and point out that it also limits
the risk of having the ISRM process rely solely on a particular champion.

Another knowledge-sharing enabler described was that the organisations chose to
homogenise their language internally, i.e. a shared vocabulary, to avoid misunderstandings.
An example of this is how information types and risk activities were referred to by the
respective organisations, both in the interviews and in their written policies. Delta described
it as follows:

We have some kind of definition [of key concepts] that we cannot get crystal clear, there are
always grey areas, but as far as we can, we try to define what we mean by different concepts.

Risk vs cost trade-offs
The investigated organisations see countermeasures as a result of the valuation. Therefore,
the discussion about cost does not derive from risk but rather the asset valuation. Because of
this, the discussion focused on the cost associated with countermeasures, and not risks.
Although the relation between asset value and countermeasures were perceived as
obvious, the cost trade-off in practice was not. This was shown through various examples,
as for instance at Gamma, they perceived their policy as running short with respect to cost
consequence, or as they described it:

The policy for assigning asset values are clear and easy to follow, [...] but I think there is still
something missing, some parameter for reaching a decision on countermeasures in terms of time
and money.

Gamma further described that it is common that this ambiguity, in the end, leads to more
time spent on searching for less expensive countermeasures. Beta explained that instead of
looking for less expensive countermeasure alternatives, they reconsider the asset value
altogether when facing the challenge of cost trade-off. Alpha clarified that they already deal
with this challenge during the valuation by including an economic perspective by
calculating the estimated economic consequences of a loss. The resulting estimated cost
helps justify expensive countermeasures for top managers.

Alpha, Beta and Delta express that this challenge can be met by establishing national
requirements, by relating certain information types with particular countermeasures. Such
requirements would decrease the uncertainty, as explained by Beta, “by stating that ‘these
countermeasures are standardised in Sweden,” because then you can say ‘this information
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shall be protected using these countermeasures,” so that everybody knows what is
expected”.

Finally, the organisations highlighted the cost of the ISRM process itself. To achieve a
coherent process that matures over time, both time and money have to be allocated.

Insights for practice

By analysing the empirical result, a set of knowings can be formulated that describe the
enacted practice of how the challenges are reflected upon and how the ongoing collective
flow of actions and reasoning create a rationale for the work. The connection between
challenges, how they are met in practice and how knowings are constituted are outlined in
Table I below.

These identified challenges and suggested knowings have theoretical and practical
implications, as follows:

Knowing how to be “good enough” because security is not following a recipe of
fortification, but are efforts to apply its principles in the organisations daily work. The
organisations described countermeasures as “a snapshot” whilst also acknowledging that
they change over time. Recognising that there was no recipe to follow, reaching a “good
enough” mentality would, therefore, ensure security processes to be refined and adapted.
Not recognising this could be a reason why organisations often perceive security as an
obstacle rather than a support. For example, valuing systems instead of information results
in less time spent on identification and more time spent on assigning asset values.
According to the expert panel in the validation, this approach also resonates better with
services where control over the security controls are outsourced. For example, cloud services
were mentioned as such services where the security controls many times are pre-determined
by the service provider. Directly associating valuation with countermeasures becomes a
natural effect of using such services. Furthermore, directly associating valuation with
countermeasures removes some of the ambiguity in the asset valuation. Therefore, systems
or entire infrastructures were mainly targeted for identification. Finally, the practice of
making an initial in-depth identification of infrastructure was recognised in the discussion,
but it was pointed out that it could lead to overprotecting parts of the infrastructure, which,
in turn, cost more money for the organisation.

Knowing how to hurry slowly: because ISRM implementation costs time and money. It
takes time to find which stakeholders to include and to what extent, what competence is
required and the time it takes to put together a team. This can be seen as overwhelming if
the work does not progress at a pace that is aligned with the rest of the organisation. One
such example was described by an expert during the validation, where their organisation
had suffered from an information overflow when attempting to valuing all information at
the beginning of their ISRM process. Whilst it is tempting to assume managers will make
correct and rational decisions at the early beginning of the ISRM process, such
overconfidence could pressure managers to make hasty decisions that could be more costly
in the long run. Similarly, investing in countermeasures can give an instant result, but lower
security over time if compared with investing in an organisationally fit ISRM
implementation. Instead, the experts agreed that it might be better to start out slowly with a
few critical systems and learn from this process before proceeding with other systems in the
organisation. Identify and assign champions could, however, help balance the
implementation by both double check the ISRM progress and the overall organisational fit
of the ISRM process.

Knowing there is no silver bullet: because it is often suggested to use software tools to help
assess risks, countermeasures and assets, the interviewees said that such tools seldom take
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Challenges from
Fenz et al. (2014)

Challenges as met in practice

Knowings constituted

in the practice

Asset and
countermeasure
inventory

Assigning asset
values

Failed
predictions of
risk

The
overconfidence
effect

Knowledge
sharing

Risk vs cost
trade-offs

Raise the abstraction level by identifying the most
sensitive information types in systems

An initial in-depth identification of all infrastructure
makes valuation easier

Make valuation on-demand where it gives most “bang for
the buck”

Be aware that implemented countermeasures reflect a
snapshot in time

Use predefined valuations for certain information types
to create a direct relation between valuation and
countermeasures

Accepting that a coherent ISRM implementation cost
time and money

Use workshops with diverse skills and experiences when
valuing

Follow up the valuation throughout the ISRM process to
support and motivate employees

Risk prediction reduced to rank pre-determined
countermeasures based on a fixed list of risks

Being completely updated on real-world risks is
practically infeasible

Favour simplicity over complexity and accept not all
risks can be found

Clear ISRM process with tailored guidelines and training
Top managers make final decisions of countermeasures
Top managers own risk acceptances

Ethical and moral consequences motivate the ISRM
process more than laws and regulations

Identify a champion with key ISRM skills

Champions are the glue that makes the ISRM process
coherent

Informal dialogues are encouraged to reach common
expectations about the ISRM activities

Homogenise the internal language to avoid
misunderstandings

Cost associated more with countermeasures than risks as
the trade-off is made between countermeasures and the
economic consequences of information loss

Knowing how to be
“good enough”
Knowing how to be
“good enough”
Knowing there is no
silver bullet
Knowing how to be
“good enough”

Knowing how to be
“good enough”

Knowing how to
hurry slowly
Knowing how to
hurry slowly
Knowing the bigger
picture

Knowing how to be
“good enough”
Knowing there is no
silver bullet
Knowing how to be
“good enough”

Knowing the bigger
picture

Knowing the bigger
picture

Knowing the bigger
picture

Knowing there is no
silver bullet

Knowing how to
hurry slowly
Knowing the bigger
picture

Knowing the bigger
picture

Knowing the bigger
picture

Knowing how to be
“good enough”

Risk
management
challenges

Table II.

An overview of the
empirical results
highlighting ISRM
challenges as found
in literature, how
they are met in
practice, and
constituted as
knowings

social or organisational aspects into account. For example, this was shown where
organisations had moved beyond using or even wanting to use, such tools because it was
not feasible in daily work, e.g. it did not give a return on investment, i.e. “bang for the buck”.
Staying updated about, e.g. all real-world risks were not found to be the main issue, but
rather the time required to act upon them. Similarly, being completely updated on real-world
risks does little to socially motivate actions. Instead, risk is too subjective to be beneficial by
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simply being updated, and requires practical experience, or knowings, which can only be
obtained over time. It was, for example, shown that requirements such as laws and
regulations, did not motivate the ISRM process, but intrinsic values did. The expert panel
confirmed this and acknowledged the importance of emphasising ethical and moral
consequences. However, they had a lengthy discussion on the difficulty in recognising such
intrinsic values for different groups. For instance, when motivating economists, economic
consequences could be more beneficial to use than ethical and moral consequences.

Knowing the bigger picture: because the various activities within ISRM should be enacted
as a holistic entity that is aligned with the organisation’s goal. Recognising that the ISRM
process is more than the sum of its activities was seen as mature praxis. One should not see
each activity within the process as producers and consumers of input and output but as
decisions that are shaped and reshaped. In other words, it means realising that organisational
alignment is the result of joint effort throughout the entire process, with active feedback from
champions, informal dialogues, workshops and training activities to reach unanimous ideas
and expectations. Several members of the expert panel were champions in their respective
organisations and gave additional input on how to achieve this in practice. For example, at
the start of a valuation or risk prediction, they gave an introduction regarding the aim,
objective and expectations of the task at hand to raise the participants’ level of
understanding. Activities such as these are seen as a dynamic learning process that is kept
alive. Thereby, the activities make sense for the organisation. One example of this is that it is
difficult to know exactly whom to include, something that will become clearer over time as
the ISRM process evolves, which was also acknowledged by the expert panel.

Conclusions
This paper aimed to provide insights into new challenges that are grounded in organisational
management of information security processes. The study revisited six previously defined
challenges (Fenz et al., 2014) and, by doing so, the effort was to progress further research on
practice-based theory by translating challenges to reflective actions, called knowings. These
have been formulated as knowing to be “good enough”, knowing to “hurry slowly”, knowing
“there is no silver bullet” and knowing the “bigger picture”. In this paper, it was thus
illustrated how a practice-based lens could contribute to further insights into how context
could shape practice. That is to say, content within management processes is not created by
the espoused descriptions found in standard approaches but in practice formed by
employees’ ambition, intent and experiences. This was observed empirically, and validated
by an expert panel, in which the relationship between activities as well as their content
evolved as a result of what “made sense” for the practitioners. Hence, one implication for
research is that much can be learned by focusing on what people do in practice, as opposed to
what they should do. The identified knowings offer a base for further research in this respect.
Studies on practice, as shown here, may have the potential to be realised by practitioners
and managers who are struggling with ISRM implementation (Shedden et al, 2010). This
paper has described examples of how a practice-based lens can provide actionable advice. It
is stressed in formal standards that ISRM processes should align with organisational
objectives, but there is little advice on how to do that in practice. One implication for
practitioners that can be seen here is that the examples emphasise that everyone involved in
the actions contribute to a shared understanding that benefits organisations. The
investigated organisations showed various reflective actions to overcome such challenges,
for instance, by using informal dialogues to reach common expectations about the ISRM
activities or by homogenising the internal language to avoid misunderstandings, as shown
in knowing “the bigger picture”. Another implication for practice is that allocating resources



Downloaded by Lulea University of Technology At 07:09 08 June 2019 (PT)

to identify whom to include in the process would probably benefit the subsequent work and
provide for a less biased result. This was observed in practice by the use of champions, and
workshops where it was emphasised to “hurry slowly”. Finally, a third implication for
practice is that “good enough” combined with continuous reflections could be a doable
approach to deal with the fact that risks and thus also the countermeasures change over
time.
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ABSTRACT

Today, information is a key asset for many organisations. Reducing risks of
information compromise is increasingly prioritised. However, there is an
incomplete understanding of how organisations with limited security
knowledge and experience manage information security risks in practice.
Previous studies have suggested that security-novice employees faced with
burdensome, complex, and ambiguous security requirements can experience
security-related stress (SRS), and ultimately influence their security
decisions. In this study, we further this research stream by suggesting that
SRS can similarly be found with security-novice managers responsible for
developing and practising information security risk management (ISRM).
Two organisations were targeted in the study using a case study approach, to
obtain data about their practices, using SRS as an analytical lens. The study
found various examples where SRS influenced security-novice managers’
decisions, and identifies several stressors and stress inhibitors in the ISRM
process and supporting ISRM tools, and discusses the implications for
practitioners.
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1 INTRODUCTION

Information Security Risk Management (ISRM) is relevant for organisations
looking at expanding their operational capacity through digitalisation
(Schirrmacher, Ondrus, & Tan, 2018). Digitalisation has impacted the way
real-time information can be exchanged globally, and many organisations
have embraced the innovation of new services as part of their competitive
advantage and growth (Barrett, Davidson, Prabhu, & Vargo, 2015), (Gulati
& Soni, 2015). Digitalisation thus holds many opportunities, but with this
development, new types of risks have emerged. The effective consumption
and reliable production of information that comes with digital services have
become an increased target of cybercriminal activities (Schirrmacher et al.,
2018). Hence, to exploit the opportunities of digitalisation, it is important
first to assess what risks they hold.

ISRM is the continuous process of identifying and countering security risks
to the availability, confidentiality and integrity of information (Visintine,
2003), (Whitman & Mattord, 2014). The literature often depicts ISRM as
activities performed in a rational, predominantly instrumental, fashion
(Lundgren & Bergstrom, 2019a). Considering information being among an
organisation’s most critical business resources (Broderick, 2001), the role
and importance of ISRM as an integral part of an organisation’s digital
development and growth should be noted. This need for security has also
been recognised by practitioners, researchers, and lawmakers, as well as
end-users trusting these services (Goel & Chen, 2008), (Kim, Yim,
Sugumaran, & Rao, 2016), (Lekkas, Katsikas, Spinellis, Gladychev, &
Patel, 1999). As a result, ISRM has received much research attention. This
has, in turn, resulted in numerous standards for how to conduct ISRM
(Gikas, 2010), alongside the development of various tools to aid in its
enactment (Gritzalis, Iseppi, Mylonas, & Stavrou, 2018). Such tools could
be, for example, worksheets, document templates, or software designed to
assist in the ISRM process and to elaborate on its activities (Gritzalis et al.,
2018), (Wangen, 2017).

While there is literature on how practitioners should conduct ISRM, there is
little on how they actually perform ISRM (Shedden, Smith, & Ahmad,
2010). Additionally, there is not much research on ISRM from a security-
novice perspective (Osborn & Simpson, 2018). Previous studies have,
however, highlighted, for some time, concerns among organisations with
limited security awareness or experience when deciding about or developing
their digital services (Osborn & Simpson, 2018), (Labuschagne & Eloff,
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2000). Osborn and Simpson (2018), for example, found that novice
practitioners were uncertain about developing or outsourcing digital services
because they felt they lacked an understanding of the consequences and
limitations of the developed services or agreed terms. Although security has
become an important aspect for many organisations, a lack of security skills,
perception or awareness can make ISRM processes complex, and difficult to
understand and follow (Osborn & Simpson, 2018). Something which could
cause “Security-Related Stress” (SRS) (D'Arcy, Herath, & Shoss, 2014).

SRS was originally used to explore employees’ security violations caused
by burdensome, complex, and ambiguous information security requirements
(D'Arcy et al., 2014). In their study, D'Arcy et al. (2014) argue that
employees’ lack of security experience and knowledge, and the security
requirements demanded of them, could result in SRS and influence their
security decisions. Considering that many ISRM processes have been shown
to require a great amount of expertise to apply (Wangen, 2017), (Shedden et
al., 2010), and that it is often carried out by the on-site personnel and non-
experts (Wangen, 2017), we propound that ISRM could similarly be
experienced as burdensome, complex, and ambiguous by the practitioners
involved, and thus influence their decisions too. In particular, if the
practitioners are novice and lack security experience and knowledge.
However, it remains unclear if and how ISRM is affected by security-novice
practitioners’ SRS. In this study, therefore, this research stream is furthered
by exploring security-novice practitioners’ enactment of ISRM, using SRS
as an analytical lens. A case study was performed, in which two security-
novice organisations were observed during the starting of their ISRM
activities. We further discuss and propose possible causes of stress, but also
potential stress inhibitors, that in some way affected ISRM activities in
practice. The findings were subjected to validation, consisting of a panel
with additional security-novice practitioners.

The study is outlined as follows. Section 2 introduces the background of
ISRM processes and discusses tools designed to aid its practical enactment,
and SRS. Section 3 presents the research approach, followed by Section 4,
which presents the empirical results. This is followed by Section 5, which
discusses the results, and finally, Section 6 highlights the study’s
conclusions and implications.

2 BACKGROUND

Most organisations are today dependent on effective production and reliable
consumption of information. Decisions based on incorrect information due
to wrongful manipulation, lack of information due to unavailability, or loss
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of confidentiality due to information that has fallen into the wrong hands,
can cause severe setbacks to an organisation (Gerber & Solms, 2001). In this
section, therefore, management of such information security threats is
discussed, alongside the usage of tools designed to aid in its processes, and
potential dimensions of stress caused by the enactment.

2.1 Information Security Risk Management Processes

As outlined above, ISRM is the overall, continuous process to analyse and
address risks to an organisation’s confidentiality, integrity, and availability
of information. ISRM processes have been described in numerous standards
and scientific work alike (Whitman & Mattord, 2014), (ISO/IEC 27001,
2013), (Siponen & Willison, 2009), each developed to meet its particular
need with different objectives and activities (Shameli-Sendi, Aghababaei-
Barzegar, & Cheriet, 2016). However, this has also led to some confusion
regarding the meaning of ISRM (Gerber & von Solms, 2005), and many,
subtly different, definitions of its activities (Pan & Tomlinson, 2016). For
example, a common ISRM standard such as ISO/IEC 27005 (2013) includes
context establishment, risk assessment, risk treatment, and risk monitoring
and review in its ISRM process, with various additional sub-activities.
Another example is NIST SP 800-30 (NIST SP 800-30, 2012) in which the
process consists of risk framing, risk assessing, risk response, and risk
monitoring. While authors such as Spears and Barki (2010) describe the
ISRM process as consisting of identifying and prioritising risk and
implementing and monitoring controls. Whereas others such as Straub and
Welke (1998) describe the process as consisting of activities to recognise
security problems, perform risk analysis, generate security control
alternatives, decide on security controls, and implement the selected security
controls.

Although various ISRM processes differ in scope, depth and particular
activities, they usually share some common goals like the identification and
valuation of assets, analysis of risks, and the treatment of risks to reach an
acceptable level (Visintine, 2003), (Shedden et al., 2010), (Whitman &
Mattord, 2013), (Baskerville, Spagnoletti, & Kim, 2014). Therefore, ISRM
in this study is described as giving a general view and structure, not
adhering to any particular standard or process and being comprised of asset
valuation, risk analysis, and selection of security controls. These have also
been recognised as the basic ISRM activities (Saleh & Alfantookh, 2011).

However, for many ISRM processes, it is common that their activities are
often described as if performed in a predominantly instrumental fashion
(Lundgren & Bergstrom, 2019a). In this approach, each activity produces
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particular outputs, which serves as input for the next (Wangen, Hallstensen,
& Snekkenes, 2018). For example, the activity of asset valuation aims to
identify and evaluate information assets and is often seen as a critical first
step to risk analysis (Shameli-Sendi et al., 2016), and a cornerstone of
information security since it helps prioritise security efforts (Wangen et al.,
2018). In this activity, assets, tangible or intangible, that are valuable to the
organisation are noted down with corresponding qualitative or quantitative
valuation appraisement (Shameli-Sendi et al., 2016).

For each of these assets, a risk analysis is performed to identify and evaluate
risks based on an estimation of vulnerabilities in systems and environments,
the likelihood of a particular threat exploiting those vulnerabilities, and the
criticality of the assets (Gerber & von Solms, 2005). The output of the risk
analysis, in the form of the resulting estimations, is thus a first step towards
selecting adequate security controls. It provides an overview of threats
likely to affect assets integrity, availability and confidentiality, and the
resulting impact thereof (Shameli-Sendi et al., 2016). As such, it is what
enables rational decisions regarding what risks to treat. Basing the risk
treatment decision without such insight could otherwise lead to high costs in
terms of more expensive security controls than actually necessary,
misdirected efforts, and loss of assets. In this fashion, security risks towards
information assets are often portrayed as something that can be controlled, if
managed rationally (Coles-Kemp, 2009), (Dhillon & Backhouse, 2001),
(Lundgren & Bergstrém, 2019a).

In addition, it is also common to include some form of feedback operation
that carries historical risk mitigation data, such as incidents, back to the
previous activities to continuously improve the level of protection and threat
relevance (Ahmad, Hadgkiss, & Ruighaver, 2012), (Webb, Ahmad,
Maynard, & Shanks, 2014). As such, ISRM is a continuous process, and
organisations which do not regularly perform its activities may risk
consequences, such as direct financial impact, loss of reputation, or legal
issues (Shameli-Sendi et al., 2016).

2.2 Information Security Risk Management Tools

Although there exists numerous ISRM processes, managing information
security risks face many challenges because of the complexity and
uncertainty involved in translating processes into actual practices. Indeed,
many processes are only described in terms of what activities should exist,
but not their content (Siponen, 2006).
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Over the years, however, several tools have been developed to aid in this
matter, and much effort has gone into identifying and help select among
different ISRM tools. For example, Sajko, Hadjina, and Pesut (2010) used
the Analytic Hierarchy Process (AHP) to establish a model for assisting the
selection of a suitable ISRM tool. Gritzalis et al. (2018) similarly developed
comparison criteria to better understand how ISRM tool’s characteristics
and methods could fit different organisation’s needs. While agencies, like
the European Union Agency for Cybersecurity (ENSIA), has compiled and
maintains an inventory of ISRM tools (ENISA, 2019). Common for many of
the tools concerned, is that they are designed to conform with particular
standards and their respective activities and which are outlined in a series of
steps to be followed (Gritzalis et al., 2018). Such tools could thus aid
practitioners lacking the necessary experience and knowledge to interpret
and translate ISRM processes into actual, practical activities.

However, the assistance of tools, while reassuring at first glance, could be a
double-edged sword. For example, while the implied order of activities
often found in research and standards can provide a valuable frame of
reference regarding ISRM implementation, it could stifle organisational
flexibility and fit if interpreted as a blueprint of reality (Lundgren &
Bergstrom, 2019a). This is further amplified by ISRM tools designed to
serve as guidance for activities, which could give the perception that the
activities are static and not dynamic. Moreover, tools can only help so
much. Ultimately, tools depend on the input data captured and provided by
the practitioner, alongside their understanding of definitions and
requirements, which have often proven to be too technical or ambiguous for
the security-novice (Wangen, 2017). For example, both standards and tools
often fall short in answering fundamental questions like how to perform this
data collection, what counts as critical and non-critical assets, or how the
likelihood of a threat can be estimated (Wangen, 2017), (Shameli-Sendi et
al., 2016).

Furthermore, tools sometimes come with certain design restrictions or
limitations, which can burden future ISRM developments. For example, in
their meta-study on ISRM tools, Gritzalis et al. (2018) found examples of
restrictive limits of characters allowed to be entered and saved in the tool,
which could lead to useful data being undocumented and lost. Yet, human
motivational elements are mostly neglected (Wangen et al., 2018), and
many tools thus require good, or even expert, experience and knowledge to
be used (Gritzalis et al., 2018). However, considering that it is often the on-
site personnel and security-novices who conduct ISRM, additional work is
needed to develop tools and activities that can make ISRM more efficient



134

(Wangen, 2017). Otherwise, ISRM activities and tools designed to ease its
conduction could result in the opposite and instead end up burdening the
entire process and risk causing SRS.

2.3  Security-Related Stress

The research topic of stress is extensive (Ayyagari, Grover, & Purvis, 2011)
even when looking specifically at the ICT field. In the ICT field, stress-
related research has traditionally been directed at technostress, i.e., stress
experienced by ICT professionals (Ayyagari et al., 2011; Ragu-Nathan,
Tarafdar, Ragu-Nathan, & Tu, 2008). For instance, technostress has been
used to describe the end-user stress caused by a workplace full of
accelerating technology demands (Ayyagari et al., 2011; Tarafdar, Tu, &
Ragu-Nathan, 2010).

Technostress builds on a model where technological characteristics, i.e.
attributes or features of a particular ICT acts as a stressor to an individual
causing different types of strain (Ayyagari et al., 2011). There are different
responses to technostress that include psychological, physical, or
behavioural strain responses (Salanova, Llorens, & Ventura, 2014). Since
the concept of technostress was put forward at the beginning of the eighties,
different definitions have been developed (Salanova et al., 2014). In this
study, the concept of Security-Related Stress (SRS), as introduced by
D'Arcy et al. (2014), is used as a lens to study how security-novice ISRM
practitioners are affected by such stress. D'Arcy et al. (2014) describe the
SRS concept as the stressful demands imposed explicitly by security
requirements, where SRS is “caused by internal or external security-related
demands appraised as taxing one’s cognitive resources or abilities”
(D'Arcy et al., 2014 pp. 288).

As technostress is arguably a broader concept than SRS, D'Arcy et al.
(2014) describes three dimensions of stress considered relevant from an
information security context; overload, complexity, and uncertainty.
Technostress also includes the dimensions; invasion and insecurity (Ragu-
Nathan et al., 2008; Tarafdar et al., 2010) but they were omitted by D'Arcy
et al. (2014) because they could not be reasonably adapted and because of
conceptual overlap when applied in a security context. For these same
reasons, the two dimensions are therefore omitted from this study as well.

For each of the SRS dimensions, there are both stressors and stress
inhibitors. As described earlier, the stressors are the creators of stress, i.e.,
security factors that create stress for employees participating in, e.g. security
processes. The stress inhibitors are, on the other hand, means of reducing
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the level of stress (Ragu-Nathan et al., 2008), i.e., factors that decrease
stress for employees participating in security work. By drawing from the
technostress work of Ragu-Nathan et al. (2008), the work of D'Arcy et al.
(2014), and ISRM literature, the SRS dimensions can be further
conceptualised. The respective SRS dimensions from an ISRM perspective
are elaborated below.

Overload from a technostress perspective, describes situations where ICT
forces users to work faster and longer (Ragu-Nathan et al., 2008). From an
SRS perspective, D'Arcy et al. (2014) describes overload as stressors
stemming from security-related requirements that increase the workload,
adding additional pressure to their job duties. For ISRM practitioners, this
includes, e.g., the specific requirements that come from the activities in the
ISRM process, i.e., the asset valuation, the risk analysis and the selection of
security controls. Each of these activities has different requirements
depending on, e.g. what system or asset to value, and for example, Sajko,
Rabuzin, and Baca (2006) as well as Ozkan and Karabacak (2010) argue
that it is not always evident what assets to classify, and how to do it. Add to
the obstacle that security requirements often are seen as laborious and an
unnecessary overhead that hinders productivity (Goel & Chengalur-Smith,
2010), (Posey, Bennett, & Roberts, 2011) and that it is typical for many
ISRM practitioners not to work exclusively with information security, then a
problematic view arises. The underlying reason is that generally, ISRM
participants often have other primary duties and participate in, e.g. an asset
valuation because they can add a perspective of being the information
producer, information custodian, or information consumer (ISACA, 2012).
Combined, participation in ISRM activities such as valuation and risk
analysis can add extra stress to their situation.

Complexity from a technostress perspective describes situations where ICT
complexity leads to users feeling inadequate with regard to their skills, and
that they are forced to spend time and effort in learning and understanding,
e.g. terms and concepts (Ragu-Nathan et al., 2008). From an SRS
perspective, complexity can be described as stressors stemming from
complex security requirements that force ISRM practitioners to spend
additional time and effort on understanding new security requirements
(D'Arcy et al., 2014). The information security domain is full of security
requirements, and examples include, e.g., checklists, tools, and
documentation containing technical or information security jargon
(Puhakainen & Siponen, 2010). When novice ISRM participants encounter
such requirements, they are sometimes forced to halt and read-up in order to
be able to make informed decisions. It is well-known that there are several
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different standards for managing information security, and many more
standards for different security controls (Sveen, Torres, & Sarriegi, 2009).
One example is the ISO/IEC 27005 (2013) standard that has shown to be
challenging for novices to read and grasp (Wangen, 2017). Hence,
practitioners lacking the required knowledge would need to spend more time
reading up on security, instead of other, perhaps more pressing, work tasks
and thus causing stress.

Uncertainty from a technostress perspective describes situations where
continuing ICT changes and upgrades make users unsettled and create
uncertainty so that they are forced to constantly update themselves (Ragu-
Nathan et al., 2008). From an SRS perspective, uncertainty can be described
as stressors stemming from continually changing and updated security
requirements facing organisations (D'Arcy et al., 2014). Examples of such
new or changing requirements could be the result of internal processes,
demanding changes to established work practices, new laws and regulations
(D'Arcy et al., 2014), or demands put by outside parties such as customers
and business partners (Dlamini, Eloff, & Eloff, 2009). Some recent
examples of new security requirements from the European Union include,
e.g., the introduction of The Directive on security of network and
information systems (NIS) (2016) and the General Data Protection
Regulation (2016). Other uncertainty stressors include, e.g., mandatory
periodical security training, changes in security tools, and the constantly
changing risks facing the organisation. ISRM practitioners facing the
dynamics of changes are forced to continually adjust to new requirements,
causing uncertainty, and in the end, stress.

3 RESEARCH APPROACH

The following research approach starts with an introduction on how the data
collection was performed and how the data was analysed. This is followed
by an account of how the validation was conducted.

3.1 Data collection and analysis

As the focus of this work is to investigate the enactment of information
security risk management by novice practitioners, an interpretative case
study was initiated following the advice from Braa and Vidgen (1999). The
protocol for case studies developed by Yin (2003) was used as a guiding
reference. Based on SRS and ISRM literature, an analytical SRS lens
consisting of the three SRS dimensions with the corresponding stress
inhibitor was developed.



137

A university-level commissioned ISRM education, educating public sector
ISRM practitioners, were contacted in order to connect with novice ISRM
practitioners. These practitioners were mainly people who had been made
responsible for ISRM, such as Chief Information Security Officers (CISO),
whilst the others had other senior roles in their respective organisations such
as e.g. managing director. However, none of them had any prior practical
ISRM experience or knowledge, and therefore regarded as security-novices.
Based on an initial discussion with those responsible for the course, and the
course participants, two public sector organisations were selected as study
objects. The organisations, from here on labelled as Alpha and Beta, were
selected because they agreed on giving access to their internal ISRM
documentation, consisting of policies and procedures for the overall ISRM
process, and the activities such as, e.g. the asset valuation. Furthermore,
Alpha and Beta agreed on participating in observations, interviews, and to
share their experiences with other course participants.

Alpha is owned by 39 Swedish municipalities and one regional council, and
Beta is a medium-sized Swedish municipality. Alpha provides services
critical for citizens, and Beta, as a municipality, provides many functions
and maintains infrastructure critical to society. Both Alpha and Beta have in
the last years been affected by new requirements coming from the GDPR
and the NIS directive. Striving to achieve information security, both Alpha
and Beta have chosen to implement an ISRM process but are still early in
their respective processes.

Interview guide

Alphas & Beta's || 1sRM & SRS ‘ Validation with
| documentation literature /‘ panel discussion
S ) A ]
,,,,,,,,,,, Yy

Observations of ‘ |3 Group interview |

Alpha ; with Alpha ‘ i ; ‘ Vﬁ‘
. ) | A Joint group

" R P ~ ——» interview with }—» Empirical results
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Beta ; with Beta ‘

Figure 1. An overview of the research approach.

As a first step, both Alpha’s and Beta’s internal ISRM documentation,
describing their approaches to valuation and risk analysis, were collected
and analysed to get insights into their respective ISRM processes. The
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analysis of the documentation, together with the dimensions of SRS formed
the basis of the interview guide used for the open-ended questions
encouraging the respondent to provide an extensive answer (Oates, 2006).
An overview of the research approach can be seen in Figure 1.

The observations followed and were conducted for both Alpha and Beta in a
series of workshops. Each workshop focused on a particular ISRM activity
such as valuation or risk analysis and was led by a manager who was
assigned as the workshop leader. These workshop leaders were themselves
novices and participated in the ISRM education described above. The
authors recorded everything with video and acted as complete observers,
meaning that they took no part in the workshops (Oates, 2006).

Directly following the last observations, group interviews with Alpha and
Beta were held, using the interview guide. The questions targeted clarifying
questions, e.g., about their documentation practices, and more reflective
questions about the enactment, such as “what are your views on the
valuation conducted today?”, “Why did you participate in today’s
valuation?”, or “in your own words, how would you describe your
experience with the ISRM process?” To get more insights into the
organisations’ work practices, joint group interviews, including respondents
from both Alpha and Beta, were held a few weeks after the observations. In
this joint session, the managers who had participated previously in the
observations and group interviews were invited. The nature of this joint
group interview was to further elaborate on some aspects such as their views
on the ISRM process, its activities, how tool usage affected them and
compliance. An overview of the data collection can be seen in Table 1.

Table 1. An overview of the data collection.
Transcribed/
Collected
4 observations Alpha: 5 workshop participants 7 pages
Beta: 6 workshop participants
5 hours in total
2 group interviews Alpha: 5 respondents 2 pages
Beta: 6 respondents
1 hour and 15 minutes in total
1 joint group interview 4 respondents from Alphaand 8 pages
Beta
1 hour
1 validation 22 participants from 21 public 7 pages
sector organisations
ISRM documentation 10 documents in total 76 pages

Type of Data Collection  Respondents and Quantity
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The observations and interviews were individual and partially transcribed by
the authors, with a focus on the SRS dimensions. Other irrelevant data was
omitted from the transcripts. For the data analysis, the SRS dimensions were
used as predefined codes, i.e., overload, complexity, and uncertainty,
together with each corresponding stress inhibitor. The data analysis was
performed in three steps, based on qualitative content analysis (Cho & Lee,
2014). First, each author identified chunks of text in the transcripts
corresponding to any of the codes. These chunks were then joined, sorted,
and grouped based on the codes. Next, the authors examined the content of
each code and extracted key concepts representing the codes jointly. Finally,
each key concept was synthesised into a coherent text with associated
descriptions.

3.2 Validation

In a paper on challenges in ISRM, Wangen and Snekkenes (2013) states that
“[o]ne of the biggest problems identified in the existing ISRM literature is
the lack of validation” (Wangen & Snekkenes, 2013 pp. 6). Similarly, Fenz
and Ekelhart (2011) in their review on validation practices in ISRM, also
stressed this point, and further reflected on the challenges related to
knowing which validation approach to apply, and how. Generally, it is
considered in qualitative approaches to take the results “back to the
people”, i.e., to see if they conform to their own experiences (Silverman,
2015). In a similar manner to Fenz and Ekelhart's (2011) suggestion that an
expert panel is an excellent approach to validate real-world ISRM
parameters, a panel of novice practitioners were chosen to validate this
particular case to see if the results conformed to their own experiences. In
this case, the results were taken back to a new group of the university-level
commissioned ISRM education, where none of the panel participants came
from the organisations targeted in this study. The panel consisted of 22
information security managers from 21 public sector organisations. The
panel discussion was held as a 1,5-hour long session where the results were
presented and followed by a discussion. The session was recorded and
transcribed.

4 EMPIRICAL RESULTS

The SRS dimensions, i.e., overload, complexity, and uncertainty, are each
presented together with their corresponding stress inhibitors in separate
sections. An overview of the empirical results is outlined in Table 2.
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Table 2. An overview of the data collection.
SRS Dimension Stressors and Stress Inhibitors

Overload — Tools promote sequential rather than agile workflow
stressors — Lacking time and resources to work with ISRM
Overload — Tools translating information value to security controls
inhibitors — The direct relation between information value and
security controls was experienced as time-saving
Complexity — Mismatch in the language used in the ISRM
documentation, the organisation and the tool
stressors
— Too comprehensive ISRM documentation
Complexity — Walkthrough of the entire ISRM process to cover aims
inhibitors and objectives
— Workshop leader preparing an embryo of possible
information types to aid the start of the valuation
Uncertainty — External requirements (such as laws and regulations)
stressors — A mismatch between assumed work practices, ISRM
documentation and use of tools
— Lack of tool functionality, e.g., for documentation
Uncertainty — Workarounds in tool usage to fit work practices
inhibitor

4.1 Overload

The overload dimension was seen in both organisations in various forms,
both as a part of the tools they used and the user’s participation. Both
organisations used existing tools and templates in varying degrees to help
them perform and document the ISRM process. These were based on
Microsoft Excel and Word and differed between the two organisations.
Besides, both organisations used the same online tool, called ‘“Klassa”
(Sveriges Kommuner och Landsting, 2019), to help with the valuation.
Klassa is a free-to-use Swedish public sector initiative aimed at supporting
the ISRM process by helping to identify categories of potentially missing
security controls, based on the information value and legal nature. Klassa is
developed to support the valuation of systems containing assets, rather than
the individual assets themselves, in an approach similar to the one described
by Fibikova and Miller (2011). Based on the valuation of the system, the
existing security controls, laws and regulations affecting the information in
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the system, and the system itself, missing security controls are identified and
serve as the output of the tool. Alpha finds that using a tool like Klassa
alleviates the difficulty of translating information value to security controls,
in effect acting as a stress inhibitor.

While both organisations used Klassa, the tool was perceived and used
differently in two ways. First, the resulting list of categories of security
controls was seen differently. In Alpha’s case, the list represented a list of
suggestions, and security controls to be addressed where needed.
Alternatively, however, Beta, saw the result as a list of requirements to be
implemented as is and not as categories of controls. Second, Alpha used
Klassa as a support, and the result as they saw relevant: “based on the items
in this list, we must see ‘are these relevant, or not?’, but it is a great way to
get started.” This aspect was similarly expressed during the panel
discussion and could be seen as a stress inhibitor. During the panel
discussion, it was recognised that the usage of tools gave a “good
foundation on which to stand on” in order to reach a “standardised view”
on the selection of security controls within the organisation. While Alpha
saw Klassa as more of a support in their process, Beta centred their work
process around it, which required several additional steps to import and
export results between Excel and Klassa, in effect having Klassa shape their
process rather than supporting it.

Beta’s Excel tool was separated into different spreadsheets, one for
valuation, one for the resulting list imported from Klassa, the third one for
risk analysis, and a final one to put together a report. Each of these sheets
were interlinked, serving as input and output for each other and thus
promoting a sequential, rather than agile, workflow. Alpha’s tool, on the
other hand, did not dictate a particular workflow, allowing more agility.
However, the workflow often implied in standards, inhibited them from
adapting to situations more agilely. For example, one participant from Alpha
recognised that they should not discuss risks during the valuation, i.e., by
looking at the consequence rather than the likelihood. However, in the
observation, it was clear that the workshop participants drifted into the risk
analysis in order to land at a more correct valuation. At times, they would
recognise that they were talking risks during the valuation, and discontinued
their discussion, in effect discarding any identified risks since “they [the
risks] will be shown later in the risk analysis.” Later, during the group
interview, one participant explained that it would benefit them to talk risks
during valuation, since “it comes as a natural step to think about risks
during the valuation.”
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One interesting aspect of using Klassa is that it provides a direct relationship
between information value and security controls and does not necessarily
decrease the workload. In Alpha’s case, this relation informs their valuation,
meaning that Alpha adjusts their valuation based on the consequential
amount of security controls in which it would result. At one point, Alpha
exclaimed that “In the worst case, we might end up with a three [highest
valuation level] ”, referring to the fact that a higher valuation will result in a
more detailed list of security controls to consider than initially expected. In
a similar attempt to decrease the workload, Beta encourages a rapid rather
than precise approach, “It is approximately 100 questions, so it is important
to have tempo, tempo, tempo,... use your gut feeling.” In the joint group
interviews, the long lists with questions posed by Klassa were discussed,
and several suggestions on how to decrease the burden from a tool
perspective were suggested by the respondents. For example, if the
infrastructure is already valued and has received security controls
accordingly, many questions in Klassa could be removed. Hence a more
agile approach in the tool could decrease the time spent on the valuation.

In both Alpha’s and Beta’s cases, ISRM added stress to their daily work,
since none of the participants in either organisation worked exclusively with
security, and thus felt they had other, unrelated, work duties they needed to
attend. For example, during the group interview when questioned about their
opinions on finding security controls, one participant from Beta complained
that “well, this is not exactly the only thing we do” in reference to
participating in the ISRM process. Similarly, in Alpha’s case, one
participant explained that “we cannot have a situation where our
organisation gets affected by us sitting and doing risk analysis’ all the time
[...] perhaps it’s a good thing during these major changes [the procurement
of a new system]” in reference to her participation in the ISRM process. In
the joint group interview, lacking resources and time-saving measures were
discussed, and one example that was emphasised was the direct relationship
between information value and the security controls, or as one of the
respondents put it “by connecting information value to security controls...
maximises [time utilisation]”. However, while the idea of not conducting a
particular activity, or otherwise speed up its enactment, might at first sound
like a stress inhibitor, maximising time utilisation. But on the other hand, it
could also lead to more work, and in effect, act as a stressor instead. For
example, during the panel discussion, it was mentioned that “we only use
the outcome [of the risk analysis], we don’t save it, or take it further
internally.” By not saving or sharing the outcome, threats and
vulnerabilities justifying the security controls would remain undocumented,
and unbeknownst to others in the organisation. Furthermore, similar
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systems, future or already existing, which could have benefited from the
analysis, would have to make their risk analysis from scratch, adding to the
total work effort, and in effect, stress.

4.2 Complexity

To decrease complexity, both Alpha and Beta started their respective
workshops with a walkthrough covering the aims and objectives of their
entire ISRM process. This assisted in bringing the workshop participants up
to speed on what to do and how to get started. Similarly, during the joint
group interview, the respondents also reflected on this type of introduction
as being an excellent way to introduce workshop participants and raise their
awareness about the ISRM activities about to be conducted in the workshop.
This was also reflected during the panel discussion. The panel agreed that,
no matter the process, keeping practitioners informed with it would mean
more efficient work, and less stress.

Despite this, during the observation, several indications were given by the
workshop participants at Alpha and Beta about the difficulties in getting
their respective ISRM cases started. For example, Alpha had a long
discussion about their systems and information flow, trying to find a starting
point for their valuation. This discussion was expected by the workshop
leader, who had prepared a list of possible information types (e.g., customer
data and log data) to be used as a starting point, despite lacking insights into
the specifics of the systems. While this level of detail started a discussion on
trying to identify correct information types, they, in the end, reached a
valuation decision based on the system itself, rather than on all the discussed
information types. In the interviews, the workshop leader was asked why
this happened, and he replied: “well, I must admit that I had them [the
information types] in the back of my head during the process, and maybe we
should have been more systematic valuing all the information types.” The
motivation behind this was to get the discussions going. However, this also
led to much information not being documented, for example, the motivation
behind valuation decisions or various identified information types within the
valued systems. This was expressed as a downside of Alpha’s tool, “you
cannot really write any contextual information describing what the
reasoning behind this valuation was”, and as a result, had led them to create
their separate document to carry such motivations. Although Alpha
recognised that this added some additional time and complexity, they
justified this by “in the long run, it will be much easier to re-valuation in a
year or two, to go back and see ‘how did we think back then?’” During the
panel discussion, the participants similarly recognised the importance of
documenting the process and the problems that arise when it is not done
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correctly. An example was given regarding the valuation of existing systems
versus valuation as a part of procurement. The valuation of existing systems
was expressed as “a nightmare... you don’t wanna look under that rock,”
since such valuations led to the realisation of the lack of security controls, or
that highly valued information existed in systems not adequately protected.
It could also create a lot of extra work, trying to understand existing systems
functionality, configuration or use. For example, it is not always easy, or
even possible, to get hold of the required documentation, specifications, or
personnel, inside or outside the organisation, with the necessary knowledge
of the system being valued. Ultimately, forcing the practitioner responsible
to spend much time trying to figure out the particular characteristics of a
given system.

Beta, on the other hand, had difficulties not only in getting started but also
in getting organisational acceptance of their ISRM approach. Beta’s initial
approach was in their words “more complete” and included a more
comprehensive ISRM process. However, this approach “was actively
rejected by more or less everybody” due to its comprehensiveness since it
“became far too extensive and complicated”. As a result, Beta developed
two additional, simplified, versions of the valuation to speed-up the ISRM
process. However, this did little to help in practice, since choosing one of
these simplified approaches was shown to be difficult, considering the
selection itself depended on a firm understanding of the value of
information. The respondents suggested that the primary motivation behind
the three approaches was to stay compliant, “doing something”, rather than
to increase security by having a sufficient ISRM process. During the panel
discussion, a similar discussion arose about how to stay compliant. Here, the
discussion was about ISRM standards, and how they could act as a
complexity stressor, but also as a stress inhibitor, if applied more agilely to
fit the organisations own pace. For example, it was discussed that standards,
such as the 1SO 27000 series, was too comprehensive to fully abide by,
which seemed to discourage any idea of actually certifying their
compliance. Instead, “bits and pieces are extracted from the standard and
applied to the organisation,” 10 keep complexity at a reasonable level. In
the joint group interview, the discussion went a bit further and suggested
even more efforts in this regard could be decreased if security controls for
specific information types, nationally or internationally, were standardised.
Furthermore, it was discussed that certain types of systems have significant
similarities regarding information types, and hence, tools could support
information identification by giving examples of typical information types
to decrease complexity.
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Another aspect that was shown to cause complexity was the language
barrier found in the tool use. The language in the tool Klassa, as the tool
used by both Alpha and Beta, did not match the language used in their
respective organisations, and during the observations, discussions halted
several times so the workshop participants could discuss definitions of
terms. Furthermore, at Beta, there were ambiguities in how to interpret the
wording in Klassa, for example, discussions around what is included in
“measures to prevent and minimise operational disruptions are
implemented”, and “technical and organisational measures are taken to
manage identified risks.”

4.3 Uncertainty

In both Alpha’s and Beta’s cases, much of their ISRM work was externally
motivated by the introduction of the NIS directive and GDPR, mandating a
more systematic approach towards information security. During the
observations, several indications were shown that suggested both
organisations were in the early phases of establishing their processes. For
example, the previously described direct relation between valuation and
security controls, provided through the tool Klassa, was used as a stress
inhibitor, since security controls for a particular information value are given.
This was further discussed during the joint group interview, that it could be
of help to have standardised security controls for a given type of
information, covering both national and international requirements.
However, this could also cause uncertainty, since the given set of security
controls are externally defined, and in its nature, independent of context. For
example, adapting to these, as is, could cause ambiguity in required security
requirements. In Beta’s case, one such example was the resulting security
control “Measures to prevent and minimise operational disturbances have
been implemented”, which was adopted into their risk analysis as is, and its
security control noted as “Do this”.

Other indications were found in both organisations that suggested the early
development of their respective ISRM processes. Their approach to the
ISRM activities indicated a mismatch between assumed work practices,
their policy and use of tools. For example, Alpha’s template for
documenting the valuation included procedures for how they should conduct
a valuation, but these procedures did not correlate with their actual
enactment. In practice, the tool did not support the flow of their work and
discussions. Instead, it interrupted the workflow by having the workshop
participants go back and forth in the tool to find the right sections. This
focused much of their attention on the tool itself, rather than continuing and
documenting their discussion. One example from Beta of how the tool
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lacked in supporting their work process came when filling in a long
checklist in Klassa. The workshop participants were advised to either ask
colleagues for help, or in Klassa to fill in ‘does not fulfil the requirement at
all’ if they were unsure about a question. Since all questions marked ‘does
not fulfil the requirement at all’ will be tagged, it will work as a reminder in
practice. The tool is not designed with any feature supporting saving
questions to be discussed at a later stage, but it is needed, and hence a
workaround is created. In the interviews, one of the respondents even
reflected over this practice by stating that “this feature ‘does not fulfil the
requirement at all’ is very good, so you know where the gaps are.”

A mismatch between assumed work practice and the actual was similarly
recognised during the panel discussion. However, it was further found that
the awareness of having such misalignments was itself prone to act as a
stressor. As one participant put it: “it’s difficult to admit that maybe we
didn’t follow the routines, especially if the boss is present in the meeting,
and that maybe we are a bit uncertain [about the ISRM process]... this
causes stress too.”’

When it comes to the documentation of the ISRM work, both organisations
acknowledged the lack of support from both the tool and their internal
information management systems. The information saved in Klassa was
deemed insufficient, as the reasoning behind decisions, generally expressed
as contextual information, was not possible, and hence additional
documentation was necessary. Both Alpha and Beta sent their ISRM
documentation to their respective central organisational archiving functions.
Alpha expressed that they “do not have a great information management
system” and that by using their central archiving function, “at least it is
saved Ssomewhere.”

5 DISCUSSION

While there is much research on what should be done with regard to ISRM,
much of it has been shown to require a considerable amount of expertise to
apply (Wangen, 2017), (Shedden et al., 2010). In this study, SRS (D'Arcy et
al., 2014) was used as an analytical lens to investigate the enactment of
ISRM by novice practitioners. It is reasonable to argue that SRS is a valid
analytical lens to study novice practitioners, as a lack of security experience
could cause overload, complexity and uncertainty. These dimensions of SRS
gave additional insights into what challenges ISRM processes pose, which
may not be evident for practitioners with more experience and could thus
help in developing standards and tools to be more available for
organisations perhaps not solely devoted to security issues. For example, our
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findings point to the potential benefits and disadvantages of using tools to
help perform various ISRM activities. Perhaps the most obvious is the
experienced inflexibility in workflow and the inherent design of tools to
support compliance, the difficulties in getting started, and limitations in
what and how to document.

Throughout the observations, it was clear that the tools determined the
ISRM process. Beta went so far as to design their work process around the
online tool that they used. Although Alpha used the same online tool, they
allowed for a more agile approach, but still seemed reluctant to do so, as if it
would be wrong of them to perform ISRM activities in parallel, for example.
An inadvertent gravitation, perhaps, towards including and conducting
activities to ensure compliance with a particular standard. However, while it
makes sense to perform ISRM activities chronologically, interpreting it as a
blueprint of reality could burden the actual process enacted in practice, since
it might not fit the current organisational context. Standards such as the
ISO/IEC 27001 (2013) stress that the ISRM process should be adapted to
the organisation. However, this adaption requires a certain level of
experience, since standards are designed to be universal in scope and thus
leave much to be interpreted by the practitioner. The resulting ambiguity is
an example of an SRS complexity stressor.

During the panel discussion, standards were expressed as too
comprehensive, resulting in much time and effort spent on understanding
them. However, in order to overcome this complexity stressor, standards
were adopted in smaller pieces, to ease the implementation and
organisational fit, ultimately serving as a stress inhibitor. But at the same
time, the adaptation of ISRM activities to organisational fit, could itself
trigger stress in practice. Take Alpha for example; in their interpretation,
risks ought not to be discussed during valuation, which resulted in them
discouraging their discussion and leaving it undocumented, even though
they exclaimed it could have helped them. In this example, the adaptation of
activities into a natural workflow became an overload stressor. Adaption
meant deviating from what otherwise was perceived to be the correct way of
conducting the ISRM process. In effect, this discouraged a more effective
workflow, and ultimately served as a stressor. In addition, the usage of tools,
as an aid in interpreting and translating ISRM processes into actual,
practical activities, seemed to have similar outcomes.

During the panel discussion, it was agreed that the assistance of tools could
only help so much. In the end, tools still require the engagement and
analysis on the part of the practitioner, to think outside the box, in order to
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move forward. Indeed, the tools observed did not seem to help aid the
workshop participants contextualising their ISRM process to fit the
organisational needs. Instead, tools were seen as designed to strictly follow
a pre-determined progression of ISRM activities. In effect, following the
tools were interpreted as synonymous with being secure. This is consistent
with Kwon and Johnson (2013), and Webb, Maynard, Ahmad, and Shanks
(2016), who found that there is a growing misconception that compliance
with formal processes is equivalent to good security. This was further seen
in the case of Beta, which was motivated in their choice of methods as a
means to stay compliant, rather than developing and adapting the ISRM
process to tailor it to their organisational fit. In the joint group interview,
compliance was discussed, and it was accepted that sometimes “good
enough” (Bergstrom, Lundgren, & Ericson, 2019) is sufficient to cope with
the SRS burden. That is, to know what level of abstraction is manageable in
their context to reach compliance, rather than to get stuck in long
discussions overdoing the level of details.

The limitations in knowing, deciding, and understanding what to document
and how to document it was evident from the two cases. The tool Klassa
lacked possibilities to add contextual information, e.g., the underlying
motivations for the valuation and information on stakeholders handling the
information, which is also an important input to the risk analysis. The
transition from valuation to risk has proven troublesome (Sajko et al., 2006),
(Ozkan & Karabacak, 2010), and the contextual information could
potentially be more valuable than the actual valuation result at a future re-
valuation (Lundgren & Bergstrom, 2019a). Lacking these possibilities,
combined with a reluctance to save information in the cloud, meant that
both organisations documented their ISRM results in various documents
related to the valuation and risk analysis that in the end were sent to a
central archive. These approaches inhibit the overall ISRM process as the
results are fragmented, and an overview of all valued systems, identified
risks and security controls are missing, which creates more work and could
result in more SRS.

6 CONCLUSION

The purpose of this study was to explore security-novice practitioners’
starting with ISRM and their enactment of its activities, using SRS as an
analytical lens. It was found that studying novice ISRM practitioners from
an SRS perspective highlighted the implications for research and standard
developers alike. One such example were the mismatches in how standards
are conceived and how they are interpreted in practice. This mismatch was
further amplified by the tools supporting the ISRM process, both when
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performing activities such as valuation, risk analysis and the selection of
security controls but also when working with the overall ISRM process. For
example, it was shown that tools could force the use of a particular process
that was not aligned with the organisation, in effect stifling agility among
the observed ISRM practitioners. The study further showed that design
restrictions and limitations of tools could cause practical difficulties, such as
the documentation of the ISRM process. In the observations, many of the
difficulties related to documentation resulted not only in ad-hoc and
inefficient practices but also in future developments such as the reuse of
previous valuations of the same or similar information types, which
otherwise could have been encouraged from a tool perspective.

This study also extends SRS research and shows that D'Arcy et al.’s (2014)
SRS dimensions can be applied to the ISRM field. Understanding how SRS
affects ISRM practitioners and how they are coping with SRS through
various SRS inhibitors is essential and can help advance tool design,
processes, and procedures related to ISRM. Several examples of SRS
inhibitors were observed, e.g., the direct relation between valuation and
security controls that provided a set of controls depending on the valuation
is an example of such inhibitors. There are potentially several other SRS
inhibitors related to the difficulties of identifying information types, and in
deciding what to value, which better fitting tools could support.

This study indicates, by its in-depth approach in two organisations, and with
the use of expert panel discussions, some future research issues that can be
addressed. One such example is the sample size, and similar studies in a
broader context could further build on the results presented here. Similarly,
additional comparative studies of ISRM processes and tools are advised for
further research and development. Finally, additional work is needed to
better understand the challenges faced by novice practitioners and to help
further develop standards and tools.
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KEY TERMS

Information Security Risk Management (ISRM): The continuous process
of monitoring, identifying and valuing an organisation's information assets,
and to analyse potential security risks against these assets in order to make
informed decisions about what risks to mitigate, and what risks to accept.

Security-Related Stress (SRS): Stress caused by internal or external
security-related requirements and demands which are experienced as
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burdensome, complex, or ambiguous. In this study, SRS refers to three
dimensions: overload, complexity, and uncertainty.

Stressor: The stressors are the creators of stress. From an SRS perspective,
this is the security factors that create stress for employees participating in,
e.g. security processes.

Stress inhibitor: The stress inhibitors are a means of reducing the level of
stress. From an SRS perspective, these are the security factors that decrease
stress for employees participating in, e.g. security processes.

Tools: Tools refer to aids aimed at assisting in the ISRM process. Tools can,
therefore, take many shapes, including, but not limited to, such means as
worksheets, document templates, or software designed to elaborate on the
activities within the ISRM process.
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